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MorphoAccess® VP Terminal

Congratulations for selecting the MorphoAccess® Beries, first ever Physical
Access Control terminals to integrate the statethef art multimodal technology
combining finger vein and fingerprint biometrics.

These terminals bring to access control systemsstheng assets of the finger
vein/fingerprint multimodality:

» the capability to address those individuals whoallgtexperiment difficulties to
use mono-modal biometric devices

* an excellent FRR@FAR ratio, which allows a
comfort of use

* an enhanced resistance to spoofing (b
intrinsic to each technology and
characteristics resulting from the fusi

* while offering the same easin
systems quickly adopted by en

¢ level without affecting

pitotection mechanisms
tmest of the new

use which m jometrics-based

In addition, the MorphoAccess® VP Seri
concepts:

e attractiveness
* practicality at installation a

e hlEsigned with in mind two key
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Scope of the document

This guide deals with the use of the MorphoAcces$®Series, which is made up of
following list of products.

: Contactless Smartcard Reader
MorphoAccess® VP Series l\B/lil(J)lrtT']er? i?:zl
MIFARE™ DESFire™
MorphoAccess® VP-Bio Yes No
MorphoAccess® VP-Dual Yes Yes
9 MORPHO DOCUMENT. REPRODUCTION AND DISCLOSURE PROHIBITED SSE-0000082427-01
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Safety instructions

The installation of this product should be madeabgualified service Person and
should comply with all local regulations.

It is strongly recommended to use a class Il posugply at 12V 5% and 1A min
according with Safety Electrical Low Voltage (SELMhe 12V power supply cable
length should not exceed 3 meters.

This product is intended to be installed with a posupply complying with EN60950,
in accordance with the NEC Class 2 requirements ied by a listed EN60950
external Power Unit marked Class 2, Limited Po r LPS and rated 12VDC,
1A minimum.

In case of building-to-building connection it i
Ground cable must be connected with the

to connect OV to ground.

erminal described

f the FCC Rul@meration is subject to the
may nause harmful interference, and (2)

FRANCE.

NOTE: This equipment has been tested and found to gomiph the limits for a
Class B digital device, pursuant to Part 15 of Rl&C Rules. These limits are designed
to provide reasonable protection against harmfukrfarence in a residential
installation. This equipment generates uses andradiate radio frequency energy
and, if not installed and used in accordance withitstructions, may cause harmful

SSE-0000082427-01 MORPHO DOCUMENT. REPRODUCTION AND DISCLOSURE PROHIBITED 10
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authorization from the FCC and will ve

interference to radio communications. However,ghemo guarantee that interference
will not occur in a particular installation. If thiequipment does cause harmful
interference to radio or television reception, whaan be determined by turning the
equipment off and on, the user is encouraged tootigorrect the interference by one
of the following measures:

- Reorient or relocate the receiving antenna.
- Increase the separation between the equipmenteaeier.

- Connect the equipment into an outlet on a cirdifferent from that to which the
receiver is connected.

- Consult the dealer or an experienced radio/TViriax

help.

This device MA VP complies with Part 15 of . Operation is subject to
the following two conditions: (1) This devi mful interference, and
(2) this device must accept any interfer, erference that may
cause undesired operation.

NO UNAUTHORIZE

11
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About Biometrics

About fingerprint biometrics

Fingerprints are permanent and unique. They arenddr before birth and last
throughout one's life. Classification and systematiatching of fingerprints for
different purposes have been in use since the Bitecentury.

Ridge ending

Fidge hifurcation

that on other areas of your

Present on your fingers is skin, wh
gaised portions that are called

body. This skin is rough or corrugate
Ridges

Arches etc [ nown as Mimutidentify those points of a
bifurcatiorendings, as illustrated ifigure 1.

, in use for @as applications based on
ion or identification, asoiffers an excellent trade-off between

ies, Morpho has studied fipget characteristics and continually
in fingerprint identificatidechnology, developing first AFIS

transactions and OEM applications.
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Source: “Finger

About finger vein biometrics

Vascular pattern recognition is a relatively recadativity in the field of biometrics.
The reason is that only recently has one beentalidserve the vascular pattern of a
living human being in a convenient, non-invasiveywa@he first paper opening the
way to this kind of observation was published ia &arly nineties.

Similarly to fingerprints, the formation of the wagar network is governed by many
different phenomena, competing to give the netwtsrKfinal” shape. Therefore, it is

widely accepted within the medical community tHag ascular pattern is unique to
each individual. Research suggests that the vasgatte ay be subject to changes
in the course of the life of an individual but thati very slow process. Any

significant change in this pattern indeed has nsequences on all basic
functions of an organism.

The specific traits of the vascular net
acquisition techniques, qualify it as an
and identification.

recent advances in
etric authentication

The basic principle for finger vei To:y Il illumination
wavelength for which absorption fro idi fobin (flowing freely in the

blood stream) will be maximum and “b d” apsion (all other cell tissues)
will be minimal. This way wajppear in great contrast “through”

the different layers of skin

The acquired image is then p age processing techniques to
enhance the relevant signal & '
levels to be ab

(a) Origial image

N4

re 2: Vascular pattern image processing

(b) Extracted pattern

ition technology and financial applications” by M. Himaga and K. Kou

\ n recognition technology is among thest reliable and usable
biometric technology available on the market. Ohdsostrong assets is its resistance
to forgery. Spoofing vein recognition is very diffit for two reasons : 1/ the actual
information lies under the skin, is therefore imgibke to acquire without the user’s
consent, and 2/ the illumination and imaging tegbas require specific traits of blood
vessels to form a biometrically valid image to benfed.

The technology implemented in the MorphoAccess® S#ties terminals is based
upon patented technology developed by Hitachi.

13
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Multimodality and its advantages

Performances in terms of accuracy (characterizetiéd¥*RR @FAR ratio) remain one
of the main challenges of the biometric industry.

But once a biometric technology has reached mgjuiiine and efforts in research
required to carry out improvements to the perforoean(e.g. by refining algorithms)
are significant. For instance, NIST benchmarks #&bbaogerprint recognition

technology show that in the case of state of thalgorithms, it takes years to gain
one point of accuracy.

Thus, various alternative approaches apart from
technology have been considered.

The first one consists in using several instané
fingers of one individual as in AFIS syste
biometrics or multi-instances.

It leads to improvements but acquisiti
increased, resulting in low cost the fact that
universality is not guaranteed: for in ble fingers).

Another way is to use several algorit
(multi-algorithms approac his metho
which do not show good

ment of one isolated

biometric trait (e.g. the 10
ue is known as multi-

ficdént when applied to algorithms
mselviek ia also processing time

consuming.
In the recent years, biome @mnovative approach -
Multimodality I consists one tmetrics with another

complementa estgtiowed that it could increase

en the tgads of biometric data are captured
e solealevic

aptured together using one uniqueingem®vice which do not
challenging technological evolutaod thus preserves cost

After having enlisted the cooperation of HitachHorits perfect command of the finger
vein imaging technology — Morpho developed thet feger multimodal finger vein
and fingerprint device, now distributed on the nearlas the MorphoAccess® VP
Series.

The assets of the MorphoAccess® VP Series are rauser

e it is capable to address those individuals who lis@xperiment difficulties to
enroll on a mono-modal device (multimodal Failue Hnroll rate is close to the
product of the two mono-modal FTE)

SSE-0000082427-01 MORPHO DOCUMENT. REPRODUCTION AND DISCLOSURE PROHIBITED 14
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* matching accuracy is increased, reducing the pibtyatio reject genuine
individuals and to accept impostors. Thanks to fealse Reject Rates even for
very demanding False Acceptance Rates (@ FAR=tfultimodal FRR is ten
times lower than the one of the best modality), phaAccess® VP Series is the
common answer to comfort and security concernsynbgometric application.

* resistance to spoofing is increased by combining photection mechanisms
intrinsic to each technology and also by making tmest of the new
characteristics resulting from the fusion.

After having enlisted the cooperation of HitachHorits perfect command of the finger
vein imaging technology —Morpho developed the % Itimodal finger vein and
fingerprint device, now distributed on the markett phoSmart™ FINGER VP
OEM and DESKTOP Series.

Morpho’s range of multimodal biometric pr:
Access Control terminals: the MorphoAcc

enlarged with Physical

15
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Acquisition principles

Areas of interest

As regards fingerprint, the area containing the tmelevant biometric data is usually
located in the centre of the first phalanx.

As regards blood vessel pattern, the area of isitésausually located between the first
and the third phalanxes.

Areas comtaining
the most relevant
hiometric data

Figure 3: areas of interest

Ergonomic

Image acquisition is performed with CMOS camerae Hptical imaging method
depends on the kind of biometric data to be acduif@e fingerprint imaging process
requires finger's first phalanx (fingerprint aré@)oe in contact with the corresponding
sensing area (square portion of the transparefaca)r A finger tip guid€l) has been
designed to help user to place the first phalanthefchosen finger in the centre of the

fingerprint imaging areé?).

SSE-0000082427-01 MORPHO DOCUMENT. REPRODUCTION AND DISCLOSURE PROHIBITED 16
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The vein pattern imaging process requires fingegsond phalanx not to be in contact
with the device. A finger root guid@) has been designed to hold finger into a flat
position in order to avoid any contact inside teeénimaging active area.

It is highly recommended to wipe the device transpisurface with a dry cloth in
case it is wet.

e

1 2

Figure 4: Cross section o

Recommended fingers

for ube of fore, middle and ring
etwlget the best results during

Our devices have been
fingers. So these 3 finger
acquisition.

Figure 5: Recommended fingers
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Enrollment process

The level of care taken during enrollment phasé wipact all the next steps of the
biometric recognition chain.

So it is absolutely necessary to teach individdadsy to use properly the device
according to the rules stated below, in order tuae the best image quality. This will
result at the end in the best quality of service.

It is important to notice that it is possible ta@hmore than one finger: it provides an
alternative for the ones who will have at a latage their preferred finger hurt, cut, or
even dirty.

It is recommended to enroll as 1st finger, the
spontaneously.

The finger placement rules are detailedpp

he user will present most

lacement rulssction.

SSE-0000082427-01 MORPHO DOCUMENT. REPRODUCTION AND DISCLOSURE PROHIBITED 18
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Interfaces description

Introduction

The MorphoAccess® VP Series Installation Guaitecument describes precisely each
interface and connection procedure.

Note that all connections of the MorphoAccess® Veri€s terminal described
hereafter are of SELV (Safety Electrical Low Vokagype.

User Interface (see figure 6)

P Series terminals offer a sevgrid ergonomic man-machine
d to access control basduhgerprint recognition:

SSE-0000082427-01 MORPHO DOCUMENT. REPRODUCTION AND DISCLOSURE PROHIBITED 20
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Power supply interface (see figure 7)

The terminal can be powered by two different ways:
» Either by the two wires block +12V DC/GND

* Or by the Power Over Ethernet function, using tldd3rconnector, or the 5-wires
block.

Power Over Ethernet

The MorphoAccess® VP terminal can be powered t
POE (Power Over Ethernet) feature.

* When the terminal is connected to the n
either the power supply over the Data
pins.

* When the terminal is connected tg
supply over the data pins is poss

Please contact your network admin
the network.

Ethernet interface using

RJI45 connector, it allows
supply over the spare

network tey3hwi lock, only power

Hardware reset button (sé

21 MORPHO DOCUMENT. REPRODUCTION AND DISCLOSURE PROHIBITED SSE-0000082427-01
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+12V DC

OIS SUTELT

USELEE ANTH PO

TAMPER SWITCH

+12V DC

[ RL1
1 Re2
[ sw1
1 swz
[ +12v
1 GND

Figure 7:

Tz ]
Tx_
\ R | ETHERNET
R¥-
GND-ETH
s LED2 - ]
'_0—7[ LED1 pLEDn
oo |
0Dl
Q_H.,-r’/ GMND — Wiegand
| Data Clock
RS4E5

® VP Series terminal rear view (connectors)
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Figure 8: MorphoAccess® VP Series ter ront view, without botto ver
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Access control systems interface (see figure 8)

The terminal provides several interfaces for ary eategration into a global access
control system.

Sending of a message at the end of local access control

The terminal is able to send a message to a disimtem when local checks are
completed. This message can be used for a singiegst of all access requests, or to
start more sophisticated processes such as additooess‘rights checks.

This feature is described iB8ending the access result to a distantesyst
section.

For this feature the terminal can use:

* An Ethernet link: through the RJ45
TCP or SSL protocol

* A Wi-Fi™ link: by connecting

lock, using UDP or

B Wi-Fi™ adapten th B front port,

0¥BS protocol

himé and the Wi-Fi™ link. But, it is
allowed to use the serial port.andei the Wi-Fi™ link.

e Ethernet or Wi-Fi™ link.

» A serial port, using the Wiegand or

inal offers sevietalfaces:

5ND): one for “accegganted” answer, and
his feature isccrimsd in LED IN feature

e Two LE
one for
ion.

-RL2), to directly command aypical device such as a door
described internal Relay activation on Access Granted

SW1-SW2) which provides the statbighe anti-tamper and anti-
5. This feature is described Amti-tamper and anti-pulling
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USB port usage

Plugging a USB Mass storage key

The front USB port of the MorphoAccess® terminadieslicated to the connection of a
USB Mass Storage key, to configure the terminahwadmmand scripts.

This feature is described in th&étting up IP parameters with a USB Mass Storage
Key” section, and in the documents listed below

«  MorphoAccess® USB Network Tool User Guide
e MorphoAccess® USB encoder User Guide

Series terminal‘front USB port with a USB mass storage key

25 MORPHO DOCUMENT. REPRODUCTION AND DISCLOSURE PROHIBITED SSE-0000082427-01
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Plugging a USB Wi-Fi™ adapter

The front USB port of the MorphoAccess® VP Seriesninal is dedicated to the
connection of a Wi-Fi™ USB adapter.

The bottom cover must be removed to allow the acteethe USB port.

Figure 10: Mor er ith a Wi-Fi™ adapter
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Introduction

Why connecting a MorphoAccess® terminal to a PC

The MorphoAccess® VP Series terminal is designetleg@ble to run in standalone
mode, it means without any connection to a masystesl. But sometimes, a
connection with a PC is useful to perform tasks:lik

» Terminal configuration
* Terminal maintenance: firmware upgrade, add a
» Database management: add or remove a user
* Log file management: get or delete log file
* Wi-Fi™ connection configuration

Connection methods

A POE (Power Over Ether
VP Series terminal is not po

ary if the MorphoAccess®
Bes block.

Factory value

134.1.32.214
eway IP address 134.1.6.20
Sub network mask 255.255.240.0
Host name MA<Serial Number>

If it is not ble to use default network paréenealues, then these values must be

modified. The easiest way to change network pararsét to use a USB Mass Storage
key.
The procedure is described in tBetting up IP parameters with a USB Mass Storage
Key section.
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Point to Point Ethernet Connection

The MorphoAccess® terminal can be connected dyréath PC by an Ethernet cable.
But there are some limits:

» if the PC Ethernet port doesn’t support the AutodMDeature, then a crossover
Ethernet cable is mandatory. If no crossover E#tecable is available, then a
switch can be used (please refer to next section).

* |If the PC to be used is already connected to a L&NN it must be either
disconnected from the LAN, or equipped with twork interface board,
which will be dedicated to the connection with al. It could be mandatory
to modify the network parameter of th pleasmtact your LAN
administrator to define the best solution.

4

nnection
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Connection through only one Ethernet switch

The MorphoAccess® terminal can be connected to dhraligh an Ethernet switch.
This is useful when no crossover cable is availablg instead, one Ethernet switch
and two Ethernet standard cables are available.

WARNING: an Ethernet HUB doesn't allow a connectimiween two of its ports. An
Ethernet switch is really mandatory.
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Connection through a LAN

Description

The MorphoAccess® terminal can be connected to atli@Gugh a Local Area
Network (LAN).

The MorphoAccess® terminal required for a connectgspecified by its IP address
or by its host name, if it can be added to the DB¢®ver database. The IP address is
either static, or dynamically assigned by the DH@RW@ network.

e terminal. The valuesheté parameters are to be provided
inistrator of the network

But the network administrator must add the Morphoess® terminal host name to the
DNS server database. Otherwise, a TCP open sessgjmest, using the terminal’s
hostname, will fail. Please contact local netwadknanistrator for this operation.

It is useful to specify the MorphoAccess® termibwglits host name, when the DHCP
mode is enabled, as the IP address of the terrm@mathange after a power up.
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LAN without DNS Server

This section is about LAN without DNS Server, orttwiDNS Server but the
MorphoAccess® terminal host name cannot be adddtet®NS Server base.

In that case the PC is not able to establish a emiom with a MorphoAccess®
terminal using its host name. The IP address ofMbephoAccess® terminal is the
only way to specify the terminal.

It is not recommended to use the DHCP mode for aboperation, as the IP address
of the terminal can change after each power-up.

Static IP address (DHCP is off)

This is the easiest way to connect a ter
remains the same after each restart,
address to establish a connection wi

The IP address of the terminal
administrator. Please contact the ne
network parameters listed be

* The MorphoAccess® teri e peritein
e gateway IP address,
local subnet ma

ress of the terminal
to know this IP

@trto require the value of the

dirass already assigned in the

2 assigned before the ppwauit it could also be different.

e contact the network administrator to knavafLAN support DHCP mode.
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Setting up IP parameters with a USB Mass Storage Key

The IP configuration parameters can be set by usingSB mass storage key. No
wired connection with a PC is required. This operatequires a standard USB Mass
Storage key (FAT16 or FAT32 formatted, and 8 Gligeeximum), and a dedicated PC
application:USB Network Configuration Tool

This procedure is useful for MorphoAccess® ternmsnalthout keyboard and screen,
but is applicable also to MorphoAccess® terminalk weyboard and screen.

The procedure is detailed in the sections belowd, ianthe MorphoAccess® USB
Network Tool User Guiddocument.

First step: build a configuration file on USB torage Key

Run theUSB Network Configuration To@
such as the one below is opened by the application.

Thi=s tool allows:
- =Zetting your MARIXX or MASXX TCE/IF parameters,
u=ing a USE key.

TCP configuration
" DHCP with default parameters

Hoszt Mame |

126 0 46 A
255 . 254 0
Gateway | 0 . 126 . 465 . 254

Terminal Serial Number |00000000000

Figure 14: USB Network Configuration Tool main window

Then insert the USB mass storage key into a fre® pt$t of the PC.
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First select either DHCP mo (IP address allocated dynamically), catic mode
(static IP address).

If the DHCP mode is selected, please speterminal Host narr in accordance
with network administratt

If the DHCP mode is not selected, please speerminal IP paramete (terminal

IP address, gateway IP address, sub network maskjdpd by the networ
administrator

The Terminal Seal Number value field is used onwhen SSL protocol iactivated
on the terminal.

When all fields are filled with the d¢ approved by th
the Write File button. Then select the root direct

After directory selectionthe application create
file.

oddministrata, click on
the USB mass storagye
ioguration and an address

»

i
Y 4

Configuration file:
Network parametars

%ge key

al is powered, and then int the USB Mass
onfiguration ke. The terminalexecutes an internal proce

A

-

Configuration file
g Network parameters

Figure 16: Apply setting file to the MorphoAccess® terminal

Now, the terminal is ready to be connected to #tevark
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Wi-Fi™ Network configuration

Requirements

Wi-Fi™ connection is available under the followimg@ndatory conditions:

* a Morpho Wi-Fi™ USB adapter must be plugged in fitomt USB port of the
terminal (the bottom cover must be removed to gieeess to this port). The
installation procedure is described in tderphoAccess® VP Series Installation
Guide

* a MorphoAccess® Wi-Fi™ license must be pr
in Terminal license managemesgction),

« the terminal must be disconnected from
cable plugged) : Wi-Fi™ connection
exclusive,

After Wi-Fi™ license downloading a [ i tion, make sure

sterminal (as described

(it means no Ethernet
nection are mutually

NOTE: Both Wi-Fi™ US i can badeped under the reference
"MA WI-FI PACK".

Configuration

is described inethchapter 15 of the
er Gudieument.

a 1-second red flash and withit a short-low tone.
nplug the Wi-Fi™ USB adapisi restart the terminal.

erfaceection for more information on reset button).

The WIi-Fi™ configuration parameters are described the MorphoAccess®
Parameters Guidéocument.
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MorphoAccess® configuration parameters

Presentation

The name and the value of the MorphoAccess® tednpasameters (also named
"configuration keys") are located into differenie§ composed of several sections, to
group configuration keys by affinity.

For example a file named "app.cfg" contains all ga@ameters defining the main
application settings, and the section “bio ctrl'htains the, parameters related to the
biometric control.

The full name of a configuration key includes th e and the section name, i.e.:
“file name/section name/key name”. Example: b attempts”.

Please refer tdVlorphoAccess® Paramet i Il description of all

* Remotely through an [ link, wétlclient application running
on the Host System (s MATM applications).

* With a USB mass storag . [ prgpared on a PC (for more
information see documeMorp encoder User Guide
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Configuring a connected MorphoAccess® terminal

Introduction

A MorphoAccess® terminal can be managed by a P@exnd to the terminal, using
an application such adEMS, Configuration TogIMATM, or MorphoEnroll.

The remote operations available are mainly:

» Add a biometric record for a new user,

* Delete a biometric record for a removed user,
» Get Configuration parameter value,

* Modify the value of a configuration param
» Get Access control log file content,
» Change contactless card authentic eys
* Firmware upgrade.
* Add alicense

The MorphoAccess® terminal works
from the Host System applieation, which

senwdich waits for a request

Host System with
configuration application

f a MorphoAccess® terminal by a Host System

ported by the MorphoAccess® tetnamna described in the
t System Interface Specificat@ument.

Date/Time

The date/time of the terminal can be initialized dydistant host system using an
application such as the "Configuration Tool" ("Mbheitton) described below.
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Configuration Tool PC application

| Configuration Tool

|n

= app
= bia ctrl

authent remaote 1D source
BIOPIM enabled

contral PIN

bypaszs authentication
authent timeout

authent card mode

authent PE. comta

nb attemptz
identification

contactless
relay

zend D UDP
log file
tamper alarm
buzzer

[ e o o N B

The MATM

authent D contactess

authent |0 kepboard
identification birmeaut

|

51

The Configuration Tool application is able to reattd modify any MorphoAccess®
terminal parameter.

Morpho Access
Configuration Tool

Serial Humber ; 070951510

Type: 520
Software Wersion : 1.00

T erminal Configuration File

File Tepe | Application

Additional Operations

kdare...

<< Disconnect |

| Giet File

Export File ...

Reboat Terminal

Exit |

3

Access® configuration tool main window

0Access® Configuration Tool User Guidecument for further
s PC application.
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application is another application able¢ad and modify the value of any
MorphoAccess® terminal parameter.

In addition to Configuration Tool application, tidATM application is able to
configure Wi-Fi™ parameters, and to activate SSitquol.

For more information about this application, pleesfer toMorphoAccess® Terminal
Management User Guidicument.
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SSL securing

The TCP link used for remote management can baegeaising SSL protocol. Please
refer toSSL Solution for MorphoAccessi®cument for further details.
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Upgrading the firmware

When required, the MorphoAccess® terminal firmweas be upgraded from a PC,
through an IP link (either Ethernet or Wi-Fi™) aing a USB mass storage key.

The last MorphoAccess® terminal firmware can beawt®d on a CD/ROM package

from thecustomer servigeor can be downloaded from Morpho Website dedit&be
biometric terminals:

http://www.biometric-terminals.com/
A login name and a password are required: it caproe
hotline.biometrics@t.my-technicalsupport.com

Please refer to th&lorphoAccess® Firmware
information about firmware upgrade procedu

y the customer service:

Guidlmcument for more
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MorphoAccess® terminal database management

Introduction

The management of the MorphoAccess® terminal iadelbrometric database can be
done remotely by an Enrolment Station, typicallthwa PC with MorphoEnroll
application, or withMEMS application, or with an application developed with
ActivMaci library.

The MEMS architecture allows managing the data
terminals from only one PC enrolment station.

The MorphoEnroll application is dedicated to
terminal database.

The management of the database (add/r
storage key as described in tderphoAcc

veral MorphoAccess®

one MorphoAccess®

ne using a USB mass
er Guateument.

Adding a user to the database

Adding a user means creg i ierddta of two fingers of the user,
and a unique identifier.

is automatically removed from themetric database of all
inals.

deletes directly the user's recdrdm the MorphoAccess®

terminal: plication doesn’t manage any dagalon the PC.

Database Size

The MorphoAccess® VP Series terminal can store (,0€er records in the local
database. This size can be extended to 10,000sussrdrds by adding a specific
license (MA 10K USERS license). For each useriehmminal stores the biometric data
of two fingers.
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MorphoAccess® terminal license management

Definition of a license

A license unlocks the additional features of thephoAccess® terminal.
The MorphoAccess® VP Series terminal supports teenkes:

* MA 10K USERS,

¢ MA WIFL

The feature unlocked by each license is detailexatio

MorphoAccess® MA 10K USERS license

By default, the MorphoAccess® VP Seri fingerprint against a
database with a maximum of 5,000 us

The MA 10K USERS license exten nition terminal
capabilities to a database with a gerprints per

user record).

Warning: the database si
The license allows the cre
size of a already created
recreated with a higher size.

modifiedthy license installation.
her size, but it doesn’t modify the

The MA ¢ [ I™ network (WNRoptional feature.
Warning: i 6 i gh, a USB Wi-Fi™péglacompatible with

An Etherne nection or a Wi-Fi™ link is mandattor license installation.

Please refer to documeMorphoAccess® Terminal License Managemfmtmore
information about license manager tool.

Checking terminal license in a MorphoAccess® terminal

TheLicence ManagePC application is able to read the name of thenBes stored in
a MorphoAccess® terminal.

An Ethernet connection or a Wi-Fi™ link is mandattor this operation.
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Please refer to documeMorphoAccess® Terminal License Managenmmtmore
information).
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Access control presentation

Typical architecture of an access control system

Typical access control system architecture includes
* one MorphoAccess® terminal per area to protect

» an Enrollment Station dedicated to user enrollmant, database synchronization
with all MorphoAccess® terminals (it could be a ®Eh MEMS application)

* a Central Security Controller : for area accesa ck, and physical access
command (open the door)

I Areal

TN Ea.- g
W
Dratabase update . I H
Areal
ﬂ 2

e -

Entollinent station

Localc

Central Access Controller

Figure 19: Typical access control system architecture
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Typical access control process

1.

All allowed user must be enrolled by the enrolmstdtion. It means that the
enrolment station creates a record for each allowgsd. This record includes the
biometric data of two of the user’s fingers.

When required, the Enrolment Station adds new useords into each
MorphoAccess® terminal, and removes obsolete @esmrds.

When a user request the access to the area prbtegtéhe MorphoAccess®
terminal, the terminal checks user’s access righitsg a biometric check.

If the result of the local access rights checkui , @ message is send to the
Central Security Controller for additional acce

At the end of process, the Central Securit rn a success signal to the
MorphoAccess® terminal, and an “ope e door controller.

47

MORPHO DOCUMENT. REPRODUCTION AND DISCLOSURE PROHIBITED SSE-0000082427-01
January 2011



3 SAFRAN MorphoAccess® VP Series - User Guide

Morpho
Section 5: Access Control

MorphoAccess® terminal operating modes

Standalone mode or Slave mode

The MorphoAccess® terminal supports two exclusiperating modes:

* The Standalone Mode: the MorphoAccess® terminalagas the access control
alone, or with the help of a central access caleirol

* The Proxy Mode: the access control applicationosaied in a distant system
which drives the MorphoAccess® terminal as a stistce.

The Proxy mode is described in tBection 9 Proxy
The standalone mode is described in section b

Standalone mode: Identification and/g

When in standalone mode, the Mor
access control processes:

» The identification process, which tkeruylaces his finger on the
biometric sensor. This process is
identificationsection.

* The authentication pro i ith tlmesgntation of a user's
contactless card. Next he wusieger on the biometric
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How to select the standalone access control process

The chart below describes the different processesilable and the related
configuration keys.

Access control process starts Aprcess control starts with
with a finger on the sensor user's card presentation
Identification mode Authenfication mode

appbio ctrldden tification =1 | i
| The process depends on the

All user's cards starts user's card type © biom etric
the same process check enabled or disabled
app/bio ctrliauthent card mode = 0 app/bio ctrliauthent card mode = 1
app/bio ctrlanthent ID = 0

| | app/bio ctrlauthent PK= 0
Biometric check disabled

Y

app/hio ctrl bypassauthent = 1

Biometric check mandatory

User's ID is app/bio ctrl bhypassauthent =0
I};sgrsd];ggtust ot searched in
® 1 catabase the database
User's finzers User's fingers are
are in database ~ Onhiscard
-
app/hio ctrl/authent ID =1 app/hio ctrl/authent ID =0
app/hio ctrl/authent PK =0 app/hio ctrl’authent PK =1

Figure 20: Recognition mode synthesis

Identification"and one authentication processeshbmaiactivated at the same time, as
described irBection 8: Multi-factor modsection.
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Access control result

Information for the user

The MorphoAccess® terminal communicates the rasulbe user, by a local audible
and visible signal. These signals are describedhenSection 11 Man Machine
Interfacesection.

For example:
* When the access is granted, the terminal emite ash and a high pitched
note

* When the access is denied, the terminal e and a low pitched note

Information for the administrator

est, in a internal
log file, Each record contains the i [ (if available),

 Send a me e, Wi sastetp a distant system which
Stori , or a Central @gcgontroller. This feature is
s control result to a distanésyséction.
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Access granted

Figure 21: Acce It = acce nted

Access denied A

Figure 22: Access control result = Access denied
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Identification mode description

Identification process

The identification process consists in retrievihg tdentity of an unknown person, by
comparison of a personal data with a base whichagm the same type of personal
data of known persons. At the end of the procdss, person is either identified
(identity found), or still unknown.

Access control by identification

The Identification process of the MorphoAcc ' ceed by comparison of
the biometric data of the finger placed o 10 ith the biometric data
of all the fingers stored in the databas

It means that the biometric data

database before they can request mal. etric data of
allowed users are acquired by an en ih, the same kind of biometric
sensor.

The access control by identificati hen a finger is detected on the

biometric sensor

When the user requests the 3
searches for hisd ity. The t
identified), otk

Result of thé

Use€

eans that there is one reg@madauthorized user: each user record
contains a identifier and the biometric ddtavo different fingers of the user.

The management of the internal database is deddnlteeMorphoAccess® Database
managemergection.
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Compatibility with Access Control Systems

When the identification mode is activated, the Marficcess® terminal supports the

optional features listed below:

* Internal relay activation when the access is gdyrdas described imternal Relay
activation on Access Granted ressdction

» External activation of the internal relay, as ddx in Internal Relay activation
by external buttoisection

* Send access control result message to a remo
the access control result to a distant systeotion

* Wait for distant system confirmation before
LED IN featuresection

at described iBending

the access, as described in

Activation key

The Identification mode is enabled disable;ek)ﬂy configura

Activation of identification mode

app/bio ctrl/identificatio Enabled
app/bio ctrl/identification isabled
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User Interface

In this mode, the MorphoAccess® terminal waitstfoe placement of a finger on the
biometric sensor. This state is displayed to thex by a specific signal, as described in
Terminal statesection.

To request the access, the user places his fingeheo biometric sensor: this action
starts the identification process.

etric sensor.

tored in the databasegémgification process is disabled. No
ser) is able to granatoess. The terminal notifies this
emitting a specifgnal, as described iherminal states
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Authentication process

Authentication process

Introduction

The MorphoAccess® terminal offers an authenticatioode designed to works with
contactless smart cards used as personal cards.

Then this section relates to only MorphoAccess®mieals equipped with a
contactless smartcard reader (see se&ompe of the document

In the whole document the word “card” means “co

art card”.

The authentication process consists in veri vided by a person, by
comparison of a personal data with the r is person.

It means that at the beginning of th is identity and the
authentication process verify it. ntity is either

confirmed (authenticated), or not co

This mode doesn’t compare the user’s
data provided by the user‘with the refere
enrollment phase.

afaseveral users: it compare the
dataigeed by the same user during

To provide

nts his @eakidentity card, which contains his
identifier. 1 icati

ticatioogess.

Figure 24: Contactless card presentation starts authentication process

The user’s card must contain the user’s identdigd optionally the biometric data of
the user.

The terminal performs the required identity cheuaksg the data read on the user’s
card, and if required, data stored in the intedadhbase.

57

MORPHO DOCUMENT. REPRODUCTION AND DISCLOSURE PROHIBITED SSE-0000082427-01
January 2011



& SAFRAN

Morpho

MorphoAccess® VP Series - User Guide

Section 7: Access control by Authentication

When it is required, the biometric check compates lhiometric data of the finger
placed on the sensor with the reference biometaia @f two fingers of the user,
acquired during enrollment process.

If a match is found, the result of the biometriceck is positive: user’s identity is
confirmed. Otherwise, the result of the biometieak is negative: user’s identity is
not confirmed.

The access is granted only to authenticated usses’$ identity confirmed).

Authentication modes can be combined with a lodehfification in a multi-factor
mode, which is described Bection 8 Multi-factor modsecti

Data required on the user’s card

S several authatibo processes, depending on
iometric data location, &edsecurity level required.

In additio
below:
» Manual bypass of biometric control

» Automatic bypass of biometric control

> biometric check can be disabledspscified in the section listed
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Manual bypass of biometric control

The default configuration of authentication modeuiees a biometric control. But the
biometric check can be disabled by the MorphoAc®dssminal administrator. When
this is done, the MorphoAccess® terminal:

» doesn’t requires the user to place a finger orbtbmetric sensor
» grant the access without biometric check
According to the authentication process selectezlfdrminal:

» doesn’'t performs any check on the user’s identifg
biometric check, no user id check

escribed in sectiddo

Automatic bypass of biometric control

The MorphoAccess® terminal offer icafi depends on the

When the MorphoAccess® terminal dasearches for a specific data
which indicates, if the biometric check is atory or disabled.

This authentication mode
User's card

entication process specified by

Result of acces

k is signitedhe user by local audible and
rol resuffection.

Send access control result message to a remotnsyas described iSending
the access control result to a distant systention

* Wait for distant system confirmation before gragtihe access, as described in
LED IN featuresection
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Selection of user’s contactless card type (MIFARE™ or DESFire™)
Contactless Card type

As MorphoAccess® terminals are equipped with a acieéss smartcard reader
compatible with MIFARE™ and DESFire™ cards (seetisac Scope of the
documeny, it is possible to specify the type of card tosbh@ported by the terminal:

e Only MIFARE™ cards: for example when the terminaéplaces a
MorphoAccess® 120 terminal.

* MIFARE™ and DESFire™ cards: for example
MIFARE™ cards only to DESFire™ cards onl

* DESFire™ cards only

ansgition phase between

Configuration key

The type of contactless smartcar
configuration key:

abled is defineg the wing specific

Type of contactless smartcard enabled

app/contactless/enabled

app/contactless/enabled pro

camly (TLV format only)
and SBiEEe™ cards (TLV

MIFARE™
rmat only)
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Biometric check, biometric data on user’s card

Description

In this mode, each user's card contains an ident#nd the biometric data of two
different fingers of the user. The terminal compaitee biometric data of the finger
placed on the biometric sensor, with the biomedata found on the user’s card. If a
match is found, the access is granted, otherwesadhess is denied.

This authentication mode doesn’t use the interatdlmhse of the terminal.

If required, the biometric check can be disablex, ed in th&lo biometric
check, no user id chedection.

User’s data required in the terminal

This authentication mode doesn’t u MorphoAccess®

interrmdtthse o
terminal. None user’s personal dat '

» the user’s identifier (Use
* the biometric data of two re

only one configuratiog.ke

Authentication mode with biometric data check and bometric data stored on

user’s card.
PK contactless = 1 Enabled
nt PK contactless = 0 Disabled
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User interface

The authentication process starts when the ussempt® his contactless card in front of
the terminal. If the terminal found the requiredadan the user’s card, then the user is
invited to place his finger on the biometric sen$or biometric authentication.

gerprints on contactless card

: data of thgediirplaced on the sensor, with the
a of the two reference fisgead on user's card.

is successful (identitfirmed) if the captured finger data
o0 references finger datherwise, if no match is found,
ocess fails (identity not aonéd).

hentication process is ndatifi@ the user by a specific signal, as

confirmed not), the terminal automatically retstato the initial state: wait for
another user’s card presentation.
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Biometric check, biometric data in local database

Description

In this mode, each user's card contains only antiftey. The biometric data of two
different fingers of the user are stored in therinél database, with the same user’s
identifier as the one on the user’s card.

The terminal compares the biometric data of thgeirplaced on the biometric sensor,
with the user’s biometric data found in the databdfsa match is found, the access is
granted, otherwise (no match found) the accessngd

User’s data required in the terminal

This authentication mode requires the cre h allowed user. Each
record contains:

« The same user’s identifier value

The only. s card is ther'sisdentifier. All other data is
ignored.

dentidigner stored according 0.V format

on thel¢amary formay.

ey below is used to activate aln¢hentication mode with user’s
reference bia ic data stored in database.

Authentication with biometric data stored in the daabase

app/bio ctrl/authent ID contactless =0 Disabled

app/bio ctrl/authent ID contactless = 1 Enabled
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User Interface

The authentication process starts when the ussempt® his contactless card in front of
the terminal. If the terminal found the requiredadan the user’s card (the user’s
identifier), it search for the user’s record, iretimternal database. Then the user is
invited to place his finger on the biometric sen$or biometric authentication

is successful (identitfirmed) if the captured finger data
o references finger datherwise (no match found) the
ss fails (identity not confidhe

confirmed or not), the terminal automatically retstato the initial state: wait for
another user’s card presentation.

When there is no user stored in the databaseatitientication process is disabled. No
user (even an authorized user) is able to granatioess by this way. The terminal

notifies this invalid state to the user, by emdtia specific signal, as described in
Terminal statesection.

SSE-0000082427-01 MORPHO DOCUMENT. REPRODUCTION AND DISCLOSURE PROHIBITED 64
January 2011



MorphoAccess® VP Series - User Guide > S»AhFRAN
Morpho

Section 7: Access control by Authentication

No biometric check, no user id check

Description

This authentication mode is the version of tiBometric check, biometric data on
user’'s cardauthentication mode with biometric check disabled.

The terminal searched only for the user’s identifie the user’s card. No other check
is performed : the user’s identifier is not seatthethe local database, and there is no
biometric check.

The MorphoAccess® terminal acts as a simple col

The access is granted only if the user’s card ¢s
stored in the terminal, and if the terminal is
the card is ignored and the access denied.

rd reader.

ith the authentication keys
er’s identifier. Otherwise,

User’s data required in the termin

In this authentication mode, the int MorphoAccess® terminal is

not used.

ired on the user’s record, all

identiéiginer stored according LV format
on thel¢amary formay.

The TLV fe )hoAccess® Contactless Card Specification

't perform any &hec the value of the user’s

d with two configuration keys.

Authentication process without biometric check amihout User ID search in
database
app/bio ctrl/authent PK contactless = 1 Enabled
app/bio ctrl/bypass authentication = 1 Enabled
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User Interface

The authentication process starts when the ussempt® his contactless card in front of
the terminal.

The authentication process succeeds i ifier i .Otherwise, the
authentication process fails.

The result of the authenti
described inMferminal states

When the authentication
confirmed or not), the termi the initial state: wait for
another user’s [
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No biometric check, but User ID check

Description

This authentication mode is the version of tigoimetric check, biometric data in
local databaseauthentication mode, when biometric check is lolisd.

The user’s identifier is the only data read on 'sseard. The MorphoAccess®
terminal checks if the user’s identifier existdhe database.

The access is granted if the user’s identifier readhe
internal database. Otherwise (user’s identifierfoan
denied.

er's card is found in the
e database), the access is

User’s data required in the terminal

This mode requires a local databas a recosd be cre for each allowed

user. Each record contains:
« The same identifier as the one o
e The reference biometric data of two

If the terminal doesn’t fo i édentifier read on the card, the
access is denied.

This functic quires several configuration keys.
Authentication process without biometric check, User ID is searched in database
app/bio ctrl/authent ID contactless = 1 Enabled
app/bio ctrl/bypass authentication = 1 Enabled
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User Interface

The authentication process starts when the ussempt® his contactless card in front of
the terminal.

The authentication process succeeds destifier is found in the local
database. Otherwise, the a icati fai

The result of the authenti [ the user by a specific signal, as

al automatically loops back
and waits for
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Authentication process specified by User’s card

Description

When this mode is enabled, the access rights chegberform is specified by a
dedicated data on user’s card. It means that thme sarminal can execute a different
process according to a data found on the userts car

» Either the biometric check is performed with théerence biometric data found
on user’s card

* Or the biometric check is disabled, and only t
on the user’s card is checked

A card which disables the biometric control i
is not required (for a short period visitor
legally). This kind of cards can be reali e and the same card
used for different visitors.

The internal database of the Morp

ce of the user’s identifier

e biometric data capture

This authentication mode i thse. There is no personal data
stored in the terminal.

If the biometric eheek Is biometiata of two fingers of the user must
DE ] [

activated and deactivated by onlycardiguration key.

Authentication process defined by user’s contasttesd

app/bio ctrl/authent card mode =1 Enabled
app/bio ctrl/authent card mode =0 Disabled
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User Interface
Start

The authentication process starts when the ussempt® his contactless card in front of
the MorphoAccess® terminal.

The terminal searches on the user’s card, for #ia that indicates if the biometric
check is mandatory or disabled. If this data isfijuthe terminal executes the required
process.

A

user's card

The terminal"doesn’t require the user to placengeii on the biometric sensor, and
doesn’t perform any biometric check.

The process executed in identical to the one desgtinNo biometric check, no user
id check
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Allowed format for User’s identifier

TLV structured data

The user’s identifier is stored in ASCII within &V structure.

User’s identifier stored in TLV format

app/contactless/data format = 0

TLV structure

app/contactless/data length=0.0

app/contactless/data offset= 0.0

The data written on user’'s card by MEMS
Series terminals enrolment embedded ap

The contactless smartcard logical str.

MorphoAccess® Contactless Card

4 SAFRAN
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1S014443 type A UID
Description

The MorphoAccess® terminal is able to use the 18438 type A Card UID, as user’s
identifier.

This Card UID is available from any MIFARE™ cardsdafrom any DESFire™
cards.

The Card UID can be read either in most signifidayte fi
significant byte (LSB) order.

t (MSB) order, or in less

Card type compatibility

This format can be only used only with thﬂl AREGHI ult mode”.

Type of contactless smartcard enabled

app/contactless/enabled profiles

When the key value is O, t
and DESFire™ cards.

Configuration keys

A configurati idiéier the access rights are
CARDDATA tag must reenoved, and the

ust be added.

TLV structure: must be removed

1ISO14443 type A UID, MSB order.

The card UID OxFEA7B152 value
gives a user’s identifier equal t¢
4272402770

1SO14443 type A UID, LSB order.

The card UID OxFEA7B152 value
gives a user’s identifier equal t
1387374590.

A4

A4

Another configuration key specifies which kind ofeu’'s identifier starts the access
control process.

Data use for access control request

app/contactless/ event on = 1 ISO 14443 type A CHRI(Unique
IDentifier)
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Binary data
Description

The MorphoAccess® terminal is able to use as useeistified, a binary value to read
on specific location on user’s card.

This binary value could be the serial number ofdhel, as explained in thi&xample:
MIFARE™ card Serial Number used as user’s idemtgetion.

The MorphoAccess® terminal is able to read a bi which is not aligned on
complete bytes. This ability is useful to extraut tuse entifier from a Wiegand
frame written on the user’'s card. A sample is d Example: 32 bits user’s
identifier within a 37-bits Wiegand fransection.

No TLV structure is required on user’'s card:
use user’s cards written by other system

ss® terminal is able to

Card type compatibility

This format can be only used only wit “M Mly default mode”.

Type of contactless smartcard enabled

RETM
ser's tifier)

app/contactless/enabled onlgupport binary

es and bits) of the data (8 byp@ximum). The terminal is able
dentifier which length is diffierérom a multiple of 8 bits.

User’s identifier stored in ASCII format

app/contactless/dataformat = 1 Binary format

app/contactless/B [1-215] First block to read ardc

app/contactless/data length [number ptJser ID length in bytes and additional
bytes].[additional bits] bits (8 bytes maximum)

app/contactless/data offset [number pf Locatiofiret byte/bit of the user’s
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bytes].[additional bits identifier (15 bytes maximur

app/contactless/data ty Byte readacquisitionmethod: either
little or big endian.

0.1 (binary data, MSB firs
0.0 (binary datal,-SB first)

Example: MIFARE™ card Serial Number used as user’s

In this sample the terminal read the first fourdyyn direction, of the first sect
of the MIFARE™ card which contains the serig

If bytes to readare F4 E1 65 34, then th [ ealue is "4108412212"
(ASCII). )

Activation of identification mode

app/contactless/data format

app/contactless/data type= MSB format

app/contactless/data leng 4 bytes, nadditional bi

app/contactless/data offset

ock of the cal
Example: hin a 37-bits Wiegand frame
The user'sca ock of sector 15 a fll7 bits Wiegand fram
(whiehyi T ite code of the sendand user’s identifir).
Sector 15
Byte 4
ol112]32 o |6 | T|E| 5] 10 30 (31 (32 (33|34 |3 || 37T || F
Site 32 hits ID ... 1D P

Figure 30 : Sample of user’s identifier which is included in a Wiegand frame

The 32 bitddentifier begins at bit four. It is located aftbe start bit (bit0) and the si
code (bit1-23). The first block of sector #15 is block #

Acquisition of a 32 bits user’s identifier inside &37 bits Wiegand frame.

app/contactless/data format Binary format
app/contactless/data type= Binary identifier, MSB forme
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app/contactless/data length = 4.0 Size = 4 bytes
app/contactless/data offset = 0.4 User's identliiegins at bit 4 of the
first byte of the block specified below
app/contactless/B = 46 Read at block #46 (firstclklamf
sector #15)

It is possible to configure the MorphoAccess® terahito add automatically the start
and stop bits to the Wiegand output frame, if teeris identifier must be send to a
distant system using Wiegand protocol.
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Section 8: Multi-factor mode
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Multi-factor mode

Description

When the identification mode and one of the coigastcard authentication modes are
activated, then the terminal is in “multi-factor’oahe.

User Interface

It means that the user is allowed to choose thessca ntrol to be processed by

the terminal:
* If the user places his finger first on the
which is executed.

* If the user presents his contactles
which is executed.

is identification process

d firstn th i

hentication process

I
I
I
I
I
I
I
I
I
I

idxation and authentication)

User’s data reqéired on the user’s card

The items required on the user’s card depend omaubieentication mode(s) activated.
Please refer to the appropriate section for furtiegails.

Activation keys

This mode is activated by enabling identificationde, and one of the authentication
modes with contactless card.
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Activation of multi-factor mode

app/bio ctrl/identification =1 Enabled
app/bio ctrl/authent card mode =1 Enabled
or

app/bio ctrl/authent ID contactless =1 | Enabled
or

app/bio ctrl/authent PK contactless = 1 | Enabled
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Section 9: Proxy (or slave) Mode
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Description

Scope

The Proxy mode is an operating mode where the sco@strol main application is
located in a distant system. This is not a stamsalmode like Identification and

Authentication modes.

It means that the terminal becomes a slave of tis¢ $ystem application. The access
control application is running on the host systerd ased,MorphoAccess® terminal
high level functions:

» Identification function

» Authentication function

* Read data on a contactless card

» Access control result signal comm

o, o
Access Conitrol applicati o

5
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Local signals

When the terminal is waiting for a command from thstant system, there is none
local signal: the status LED is off, the sensorktight is off, the buzzer is off.

But when a command is in progress the terminal srtiie signals related to the
function. It is the same signals as the standatooées.

It means, for example, that:

When the Identify command is in progress, the teaidisplays the same signals
as the standalone Identification mode.
* When the terminal receives the “access gr

system, it emits the “access granted” sign
resultsection.

The local signals are described in Bectio
sound and light Interfacgection.

ncand from the distant
ded in theAccess control

s® VP Series terminal

Proxy mode use sample

The sample below described a typical

leetvilee terminal and the distant
system for a basic accessml by ident

owen by the distant system.

et

Wait for [dentify
answer (no
tirneo ut)

B

Additional
accessrights
checks

Festart
Process

Figure 33: PROXY sample with a remote Identification process
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Proxy mode activation

The proxy mode is automatically enabled when thentification mode and all
authentication modes are disabled.

Proxy mode (all local standalone access control alpgation are inhibited)

app/bio ctrl/identification = 0 Disabled

app/bio ctrl/authent card mode =0 Disable

app/bio ctrl/authent PK contactless = 0 Dis

app/bio ctrl/authent ID contactless =0
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Section 10: MorphoAccess® Terminal
Customization
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Number of biometric check attempts
Description

In order to reduce the False Rejection Rare, thmital allows the user to place again
his finger on the sensor for &2ry, when the initial biometric check fails.

This 2 try is allowed by default, but can be disabled.

The 2 try allows the user to upgrade the finger placemento place another finger.
In addition, and also to reduce the FRR, during tf the terminal executes a
more powerful biometric check (which is also little s

Configuration key

By default, the two attempts mode is acti ,daurt be dis

Setting up the number of biometric check attempts

, NO retry)\aklz,

, on¥ By is allowed (default)

app/bio ctrl/nb attempts = 1 On

app/bio ctrl/nb attempts =

Identification mode

zed, he haseconds to place again one of his
placed on gkasor after this delay, then the

The value o S dicatafiguration key.

setting up the identification timeout

'ficMeout 5 (1-60)

In authen mode, if the user place on a@eadinger which is not recognized,
then the terminal request him to replace his fing#hout presenting his card again.
The result is sent only after this second attempt.

The wait delay for a finger on the sensor is spetiby one configuration key.

Setting up the authentication timeout (seconds)

app/bio ctrl/authent timeout 10 (1-60)
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Setting up matching threshold

Description

The performances of a biometric system are maimdyacterized by two values:

* The False Reject Ratio (FRR) : number of wrongjgated allowed users, divided
by the number of access requests
* The False Acceptance Ratio (FAR) : number of wrgregimitted not allowed
users, divided by the number of access requests
Both ratio values are linked. Different trade-oéi®
depending on the security level targeted. Wh
factor, the FAR must be low and conversel
FAR has to be minimized.
Different tunings are proposed in the hoAcceds®n depending on the
security level targeted by the access

le between FRR and FAR
ce is the most important
ore important, then the

Configuration key

The False Acceptance Ra afiguration key: the highest is

the configuration key value;

Setting up the matching threshold
bio/bio ctrl/ne g 3 (1-10)
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Matching threshold values are detailed in the thilew:

Value FAR value

0 Lowest threshold value: the number of false rejectsery low, but
the number of false acceptances is too high fecare usage.

It is strongly advised to don't use this value, d&aese the termina
becomes too tolerant.

1 FAR<1%
2 FAR<0.5%
3 FAR < 0.1%
Recommended value for physical
4 FAR < 0.05 %
5 FAR <0.01 %

Recommended value fo al acce
FAR < 0.001 %

FAR < 0.0001 ¢

ntrol agiodic

e number of false acoegd is very
se rejections is too highthe comfort

use this value, dagse the termina

SSE-0000082427-01 MORPHO DOCUMENT. REPRODUCTION AND DISCLOSURE PROHIBITED 86
January 2011



4 SAFRAN

MorphoAccess® VP Series - User Guide
Morpho

Section 10: MorphoAccess® Terminal Customization

Anti-tamper and anti-pulling switches

Description

The MorphoAccess® VP Series terminal is able teddtvo kinds of unusual events:
» the front glass is removed, by monitoring anti-t@mgwitches
» the terminal is removed from the wall, by monitgrihe anti-pulling switches

When one of those events is detected, the Morphegs® VP Series terminal acts as
required by the related configuration key (seeisediel

* Ignore the event (default) : useful during nor

 Send an alarm message to a distant sys
the access control result messages
distant systensection).

» Emits a local audible and visual si

The format of the alarm mess
Messages Specificati@ocument.

nance operations

bheinnel already used by
cess control result to a

Jeeminal states

des% in Mloepho ss® Remote

g

e 34: Anti-pulling switches

Figure 35: Anti-tamper switches
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Please refer to thiRlorphoAccess® VP Series Installation Gufde more information
about the anti-tamper and the anti-pulling switches

Configuration Keys

The action(s) to be performed by the MorphoAccess®inal is defined by a unique
dedicated configuration key.

Tamper alarm level

app/tamper alarm/level = 0 | Disabled Anti-pullin

anti-tamper switches are
ignored (default)

app/tamper alarm/level = 1

app/tamper alarm/level = 2 | Silent

The alarm message is sé€
message. Then, if there

message is not sent. Please
section.

In addition if th

chamntble “access control result”
lier result message, the alarm

Allows the sending of error messages (DataClock/\WWgand protocol)

pp/failuré\ab‘ Enables error message

Anti-pulling or anti-tamper alarm message identifie (Wiegand or DataClock)

ID 65535 (0 — 65535)

SSE-0000082427-01
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Example 1: send alarm message in Wiegand, and output local alarm signal

In case of anti-tamper or anti-pulling detectidre terminal must:

* Send an alarm message to a distant system, usiegawd protocol. The identifier
(error code) of the alarm message is 62221.

* Emit a local alarm signal.

Send an alarm message in UDP quietly in case of insion detection

or anti-tpen: the
ut a local alarm signal and
m message to a distant

app/tamper alarm/level = 2

app/failure ID/alarm ID = 62221 [ ifi BN message is

app/failure ID/enabled = 1 esallowed
Ing Wiegand or DataCloch

Is.

7N

les to sendagesthough seria
ing Wiegand protocol.

app/send ID wiegand/ena

Example 2: UDP (no local alarm signal).

etectione tterminal should send an alarm
thernet (dfiW), using UDP protocol. No

Anti-tamper or anti-mgl : send an
alarm message to a distant system on
(no alarm signal emitted by the
terminal)

y

A%

app/send ID*UDP/enabled =1 Enables message sendimgugh
Ethernet (or Wi-Fi™) channel using
UDP protocaol.
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Multimodal Security level

Description

The MorphoAccess® VP Series terminals allow to ctetbe security level of the
multimodal biometrics.

Configuration key

The multimodal biometrics security level is selddww-le configuration key.

Multimodal biometrics security level

app/bio ctrl/security level =0

app/bio ctrl/security level = 1
DN
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Section 11: Compatibility with an Access Control
System
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Internal Relay activation on Access Granted result

Description

If the result of the access rights check is suduksthe internal relay may be
optionally activated, for example, to directly y& a door switch.

The duration of the activation of the internal yelean be modified by a specific
configuration key.

Access control installation using internal relayecs a | r security level, than an
installation with a central access controller whiglh one allowed opening the
door.
Daoor
command

2 Secured Area

Enter

Figure 36: phoAcces rminal internal relay

Enabled
Disabled

Configuration

The relay aperture time can be defined by a specdnfiguration key (300 means 3
seconds).

Relay aperture time in 10 ms

app/relay/aperture time in 10 ms 300 (50 to 60000)
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The default state of the relay can also be defined.

Relay default state

app/relay/relay default state = 0 Open (default)

app/relay/relay default state =1 Close

93 MORPHO DOCUMENT. REPRODUCTION AND DISCLOSURE PROHIBITED SSE-0000082427-01
January 2011



3 SAFRAN MorphoAccess® VP Series - User Guide

Morpho
Section 11: Compatibility with an Access Control System

Internal Relay activation by external button

Description

This feature enables to activate the internal relayhe MorphoAccess® terminal
using the LED1 signal input, in addition to normaativation on access granted result.
It means either a successful recognition or a $igndED1 activate the internal relay.
A typical application of this feature is to opere tloor from inside an area protected
by a MorphoAccess® terminal (as described in fidagko
« To enter in the building the user must be
MorphoAccess® terminal
* A simple push-button connected to LED
MorphoAccess® terminal will trigger tw

cHgshecognized by the

EDd GND wires of the

Exit
Doar
Secured Area |- command
1 '_
= [
[+
E I
i f
| ' (] |
| — —— LI-I
Gl |

|
4
|

RE‘JEF

4 J |
|
' |
|
Enter .I
gton of internal relay by an external button (sample)
Activation key

A specific configuration key enables this feature.

MorphoAccess® terminal relay is controlled by LEDlinput
app/relay/external control by LED1 =0 Disabledféat)

app/relay/external control by LED1 =1 Enabled
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Access request result log file

Description

When enabled, the terminal creates a record fdr eacess request in a local log file.
Each record includes:

* the date and the time of record creation (whensaccentrol result is known),
» the user’s identifier (if available)

» the access control process executed (Identific ntication with biometric
check, ..)

» the result of the access control (granted or
* And other data used for statistical reason

The format of a log record is described J ost System Interface
Specificatiordocument.

Log File management

Three commands are avai

* A command which rett of thee flature (enabled/disabled,
number of records)

« A command which return

Remote ges Specificatdmtument.
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Activation key

The creation of a record for each access requestabled (and disabled), by only one
configuration key.

Enabling recording of all access request results ithe internal log file

app/log file/enabled = 1 Enabled

app/log file/enabled = 0 Disabled
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Sending the access control result to a distant system
Presentation

After access control rights check, the MorphoAc@essrminal can send a message
which contains the result of the control, to aafistdevice (such as a Central Security
Controller). The MorphoAccess® terminal is able uee different channels and
different protocols, to send this message.

This message can be used, for instance, to loga
additional access rights check. It depends ondleeaf

access control system.
| Serial port >

Wiegand ar Data Clock or R5485

[ Ethernet DrWFFiT">

LUDP or TGP ar S50

S request or to perform
stant device in the global

i-Fi™ link: TCP or UDP or SSL
This is detailec e next sections.

Serial port (output only)
Protocol selection

There is only one serial port, and then only ora@qmol can be used. It must be one of
these protocols: Wiegand or DataClock or RS485.
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Wiegand protocol

The Wiegand frame includes only the user identffirdnich must be a numeric value).

By default, the access control result messagenisady when the user is identified or
authenticated.

But as an option this access control result messagebe sent when the access is
denied, but with a numeric error code instead efuber identifier value.

The sending of the message through the serial permhg DataClock protocol is
conditioned only one configuration keys.

Send access control result message using Wieganajarcol on serial output port

app/send ID wiegand/enabled = 1

app/send ID wiegand/enabled =0

The format of the Wiegand frame is defi

DataClock protocol

Same comment as for Wi

The sending of the mess

pesrhg DataClock protocol is
conditioned only one configu

Send access control result message using DataClgafotocol on serial output
port

Enabled
Disabled

d whatever is the control remudt,it contains more information
d the DataClock frames.

The sending of the message through the serial pming RS484 protocol is
conditioned to two configuration keys.

Send access control result message using RS485 poall on serial output port
app/send ID serial /enabled = 1 Enabled
app/send ID serial /enabled = 0 Disabled
app/send ID serial/mode = 485 RS485 protocol
SSE-0000082427-01 MORPHO DOCUMENT. REPRODUCTION AND DISCLOSURE PROHIBITED 98

January 2011



MorphoAccess® VP Series - User Guide 3 SAFRAN

Morpho
Section 11: Compatibility with an Access Control System

Ethernet port
Protocol selection

The protocol used to send the message throughttiesriet link, must be only one of
these protocols: UDP or TCP or SSL.

UDP protocol

Same comment as for RS485 protocol.

Send access control result message using UDP praibon Ethernet port

app/send ID UDP/enabled = 1 nabled
app/send ID UDP /enabled = 0

TCP protocol
Same comment as for RS“

Disabled

Send access control result message using TCP pratbon Ethernet port

Disabled

UDP
TCP

ptocol, please referS®L Solution for MorphoAccess®

Wi-Fi™ cha

Instead of Ethernet connection, the terminal candmmected using a wireless Wi-Fi™

b/g connection. Please refer Wi-FI™ Network configurationsection for more
information.

The message format and the protocols supportethareame as the Ethernet channel:
UDP, or TCP or SSL.

Warning: it is not possible for a terminal to be connectatbugh Ethernet and
through Wi-Fi™ at the same time.
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Note about terminal clock deviation

The message send through IP and RS485 includedate#time of access control
result. The terminal clock has a +/- 4 sec pertglpical time deviation at +25°C.

At 50°C, the time deviation may be up to -8 secdzsy.

For features that requiring time precision (such S&L protocol or DESFire™
contactless card), the clock of the MorphoAccessfininal must be synchronized
regularly with an external clock (using the apprajed ILV command).
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LED IN feature

Description

When this feature is activated, the terminal whitsan answer from a distant system,

before granting the access. If no answer is redeikie access is denied even of the
biometric check is positive.

This feature is to be use in addition to 8ending the access control result to a distant
systemfunction.

Local Access tights check
ﬁ i tesult o access granted
| >
Aecess Gratted .
<

Final result : acces
. &ccess denied granted ot denied

eatu
0o afe orphoAccess® VP Series

inal sends ther'sl identifier to the central
result me3sage

For more information about t
Installation Guide

Process

he result of the result, the cordgrolllose the switch between
wires to grant the access, or closeswitch between LED2 and
e access. In case of time-out, tleesxcis also denied.

return to “wait for access request” state, as sa®n.ED1 and LED2 wires are
reset to default state again.

Using LED1 signal only

If the controller provides only a “access grantedtput, then the relay contact should
be connected between LED1 and GND wires.

The terminal uses the wait for LED1/LED2 signale¢mat as “access denied” answer.
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Then to reduce the user wait time, the value ofwihi time for GND1/GND2 signal
must be defined to value a little bit greater theaximum controller answer delay.

Using LED1 and LEDZ2 signals

When the controller provides a relay contact fahegaossible answer, then:
* The “access denied" relay contact must be connécteBD1 and GND wires
* The “access granted” relay contact must be condeoteED2 and GND wires.

Activation key

This feature is activated by a dedicated config

LED IN feature activation
app/led IN/enabled = 0
app/led IN/enabled =1 Enabl

isabled (defau

Configuration key

The value of the wait time f m (LED1 or LEDZ2 signal) is

t, the access is denied.

300 (0 to 268435}
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Time mask feature

Description

The MorphoAccess® terminal provides a feature #matbles to deny the access to a
normally authorized user, on the base of time oéss request.

One typical application is to allow the access myinegular working hours, and to
deny the access to the same user during closed frught, week end).

This feature is compatible with MEMS and MorphoBh

Please refer tdMorphoAccess® Host Interface
information.

icatidocument for mode

Database

To use this feature the local databa
data field.

The time mask is defined
slots (of 15 minutes) the

Warning: if this field does n
users.

Activation key

The acti of this feature is don ing ongicked configuration key.

Enabling the Time mask feature

Enabled
app/modes Disabled
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Section 12 MorphoAccess® VP Series terminal
sound and light Interface
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Light and sound signals
Light signal description
Intermittent "Pulse”: 1 second OFF and 0.5 second ON
Sample
Intermittent blue "Pulse” 0 ..0 ..0 .

Fast intermittent "Pulse”: 0.5 second OFF and 0. nd ON.

Sample

Fast Intermittent yellow "Pulse”

Slow intermittent "Pulse": 1 second

Sample

Slow intermittent red "Pulse"

Audible sign

e tuned bpexific configuration key

Volume off

Volume tuning (from lowhigh)
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Signals table
Terminal status
Status Biometric | Status LED Buzzer
Sensor
Waiting for a finger OFF OFF OFF
Waiting for a badge OFF OFF
Waiting for a finger or a card OFF OFF
Bad finger placement OFF OFF
YELLO
Finger removed too quickly YELLOW OFF
Finger acquisition running OFF
No database or empty database Intermittent OFF
LLOW pulse
USB mass storage key termittent CYAN OFF
removed
Intermittent OFF
MAGENTA pulse
Intermittent OFF
MAGENTA pulse
Intermittent RED pulsel OFF
Biometric | Status LED Buzzer
Sensor
Control OK OFF GREEN High-pitched
beep
Control NOK OFF RED Low-pitched
beep
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Terminal states
Identification or Authentication - Waiting for a finger on the sensor

The identification mode is activated, and the Mafpbcess® terminal is waiting for
the placement of a finger on the biometric sensor.

Biometric

Sensor OFF

backlight

Status LED Not significant
Buzzer Off

ctless card

Authentication - waiting for user's

One of the authentication modes is MorphoAccess® terminal is

waiting for the presentation of a contact

Biometric
Sensor Not sign
backlight

Status LED

Buzzer

o database or empty database

| mode requires atdeastecord in the local database, and
cord in the database.

Biometric

Sensor OFF
backlight
Slow intermittent yellow ;
Status LED "Pulse" k k ..t L ..
Buzzer Off
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Multi-factor mode - waiting for user’s finger or user’s card

The identification mode, and one of the authentcamodes are activated, and the
MorphoAccess® terminal is waiting for the placementa finger on the biometric
sensor or for the presentation of a contactless car

Biometric

Sensor OFF

backlight

Status LED On, permanent blue 00000000
Buzzer OFF

The MorphoAccess® VP Series te
biometric data of the finger placed
finger when this signal is displayed.

Biometric
Sensor ON (GR
backlight

Status LED

Buzzer

Series terminal emits thisaigvhen the placement of the
to move horizontallyet finger, to place it closer to the
oesn’t work, try tareve and then replace the finger on

Biometric
Sensor ON (GREEN)
backlight
Status LED Slow intermittent ; .. _ ..
yellow "Pulse” Ce k k
Buzzer OFF
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Proxy mode - waiting for distant system command

When the proxy mode is enabled and when the tetnsrexpecting for a command
from the distant system, there is no local signal

Biometric

Sensor OFF
backlight

Status LED OFF
Buzzer OFF

Biometric Sensor start up error

The terminal fails to start the bio after several

terminal start-ups, please contact cu

Biometric

Sensor OFF

backlight

Status LED oW | [ ®] SERTRY o7 SRRl

"Pulse”

. 4

Buzzer

ss (biomettatabase update, configuration key
request log file acquisiteta,..). Normal process will be
as the configuration ojperas completed. This signal is
agement through TCPdandg USB mass storage key

Biometric

Sensor
backlight
Slow intermittent
Status LED " "
magenta Pulse Go..oo..
Buzzer OFF
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Maintenance: Biometric Sensor firmware update

This signal is emitted when the biometric Sensaniare update is in progress. This
update occurs only at first start up of the termaiter a terminal firmware update.

Biometric
Sensor OFF
backlight
Slow intermittent 2
Sl L=D magenta "Pulse” Go..oo ..
Buzzer OFF

Maintenance: USB mass storage key

d to configure the terminal,

This signal Is emitted when the US
ssaftmkey must be removed to

can be removed from the USB port.
complete the maintenance process.

Biometric
Sensor
backlight

Status LED

Biometric
Sensor Not significant
backlight
Status LED Slowred blinking @@ GOOO OO
Buzzer Low pitched notes
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Access request result
Identification or Authentication - Access granted

The user is recognized and the access is allowed.

Biometric
Sensor Not significant
backlight

y
Status LED Green 1s flash ‘,‘,....'.

1 second high -
pitched note

Buzzer

The user is not recognize adl to this user (by Time Mask

feature or by the Central

Biometric
Sensor
backlight

Status LED

Buzzer

only: time-out occurs during thait for a finger on the sensor

Biometric
Sensor
backlight

Status LED Red 1s flash CCLPP00O

1 second low
pitched note

Not significant

Buzzer
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Finger removed too earlier

The terminal emits this signal if the finger is @md too earlier, while the finger
biometric data acquisition is in progress.

Biometric

Sensor OFF

backlight

Status LED Yellow 1s Flash L 000000
Buzzer OFF
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Section 13: Compatible Accessories, Software
Licenses and Software Applications
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Compatible accessories & software licenses

The following items can be ordered directly toMawptr official distributor, so as to
enjoy all the features of your MorphoAccess® VPi&eterminal:

» Power supply units
e Contactless smartcards: MIFARE™ 1K or 4K : DESFiregk" 4K or 8K

* MA WI-FI PACK, containing a Wi-Fi™ USB dongle and\i-Fi™ license to
activate Wi-Fi™ capability on your terminal

* MA 10K USERS License, enabling database u
(*2 templates) to 10,000 users capacity (*2 te

8000 users capacity
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Compatible software applications

MorphoAccess® VP Series terminals are fully conipgatwith:

* MorphoAccess® Enrolment & Management System (MEIsig)lication
* Morpho Integrator’s Kit (MIK) software developmekit

* MorphoEnroll enrolment application
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Finger placement recommendations

i
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To ensure a good acquisition quality, please lg¢heefinger on the biometric sensor
until the backlight is turned off.

Finger condition

The following recommendations regarding finger dbad will also help to get
optimal quality at acquisition:

* If wet, wipe finger

* If dry or cold, warm up finger

» If dirty, wash hands

* Remove bandages or adhesive tapes from fi

* Do not press or tense finger to avoid blo iction

S
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MorphoAccess® terminal bibliography

How to get latest version of the documents

The last version of the documents below is avaslainl a CD/ROM package from our
factory, or downloadable on our web site at thereskibelow:

www.biometric-terminals.com

(Login and password required).
To get your login, please send us a mail to theesddbe
hotline.biometrics@t.my-technicalsupport.com

Installation Information
MorphoAccess® VP Series Installatio

This document describes termina i ) ical interfaces
and connection procedures

Administrator Informatio

The chap ‘Configure MorphoAccess® networkapaeters” describes how to
configure the network parameters, for Ethernet WieFi™, of a MorphoAccess®
terminal, with MATM application.

Developer Information

MorphoAccess® Host System Interface Specifications, ref. SSE-0000056821

This document describes the commands supportetidombrphoAccess® terminal,
which can be sent by a Host System.
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MorphoAccess® Remote Messages Specifications, ref. SSE-0000062580

Details how the MorphoAccess® terminal sends thleess control result to a distant
system.

MorphoAccess® Contactless Card Specification, ref. SSE-0000062610

This document describes the format and the lodadizeon contactless card, of the
data required by the authentication modes of thephmAccess® terminal.

Support Tools
MorphoAccess® Configuration Tool User Gui

which enables to
i-Fim™),

This document describes the Config
configure a MorphoAccess® terminal

869

This docume S e¢hef network parameters of a
MorphoAcce [

document describes the firmware upgrade psoaea MorphoAccess® terminal.
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Troubleshooting

Terminal IP address is unknown or terminal is not reachable

Use USB Network Tool to set a valid network addiesgour terminal. Refer to USB
Network Tool User Guide.

Biometric Sensor backlight is off

Verify that the base contents at least one recGite t identification mode is

enabled.

Terminal returns erratic answers to pin

Check the subnet mask. Ask your ne
Check that each device connected
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Customer service

Repair center

Morpho

SAV Terminaux Biométriques
Boulevard Lénine

BP428

76805 Saint Etienne du Rouvray
FRANCE

Phone: +33 2 35 64 53 52

Hotline and customer assistance

Morpho
Support Terminaux Biométriques
18, Chaussée Jules Césa
95520 OSNY

FRANCE

onday to Friday)

us in ¢odgat your login.
ail rather than call by phone.
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