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UniToken is in conformity with the protection requirements of CE
Directives 89/336/EEC Amending Directive 92/31/EEC. UniToken
satisfies the limits and verifying methods: EN55022/CISPR 22 Class B,
EN55024:1998.

This device is in conformance with Part 15 of the FCC Rules and
Regulation for Information Technology Equipment.

Operation of this product is subject to the following two conditions:
(1) this device may not cause harmful interference, and (2) this device
must accept any interference received, induding interference that may
cause undesired operation.

FCC Caution:Any changes or modifications not expressly approved by
the party responsible for compliance could void the user’s authority to
operate this equipment.

The equipment of UniToken is USB based.

Conformity to ISO 9001:2000

® ¥

ROHS

The Quality System of SeaTech Solution Inc, including its
implementation, meets the requirements of the standard 1SO
9001:2000

All UniMate & UniToken products are environmental friendly with
ROHS certificates.
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Part 1 An Overview of UniMate &
UniToken

UniMate & UniToken, hereinafter referred to as Token, is an information security
product based on CCID technology. It is a secure container for digital credentials.
Advanced processor and secure memory are built in the Token device to guarantee the
security for exchanging, storing and handling electronic information.

Token has achieved an effective rights management and can provide a highly-secured
file system. A built-in computing engine accomplishes fast and efficient information

processing.

Token supports PKI applications and provides Token API for secondary development.
Abundant samples bring ease to integrations.

= B

Secure File System

3-level Security

PKCS#11

Digital Certificates

SV

PKI Applications

PKCS#11

MS-CAPI Browser Plugins S’

MS-CAPI

Chapter 1. UniMate & UniToken Device

1.1 Features

Key features of UniMate & UniToken device:

e Globally unique hardware ID
e Customized software ID
e Smartcard-based



http://cn.bing.com/dict/clientsearch?mkt=zh-cn&setLang=match&form=BDVEHC&q=%E4%BB%A5%E4%B8%8B%E7%AE%80%E7%A7%B0

On-board encryption

Two levels of PIN management mechanism
A secure file system

Large memory -up to 64K

Stylish and cute case

e Lead free
1.2 Specifications
Dimensions 57x16x8 mm
Weight 99
Min. Operating Voltage 5V
Current Consumption <=50 mA
Operation Temperature 0Cto70C
Storage Temperature -10C to 85C
Humidity Rate 0-70% without condensation
Casing Tamper-evident Metal
Memory Data Retention At least 10 years
Memory Cell Rewriters At least 100,000 times
Chapter 2: UniMate & UniToken
Software
2.1 UniMate & UniToken driver installation
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2.2 The PKCS#11 and MS-CAPI Modules of
UniToken

PKCS#11 module of Token is implemented according to PKCS#11 standards V.2.20,
which is a DLL file for C language running on Windows operating system. MS-CAPI
Module of UniToken is implemented in line with MS-CAPI standard.

These two modules can be used in cooperation with each other, i.e. the certificate
applied with PKCS#11 can be used by MS-CAPI module of Token, and vice versa.

2.3 Token API

Token provides a set of Token API, which allows users to manage one or several Token
hardware keys, i.e. operation of Token attributes, permission, built-in algorithms and
secure file system. Please install Token API package or Token full package to enable
these features.

2.4 Supported Platforms

Table 1.3: Supported Platforms

Components UniMate Flex UniMate STD UniToken PRO

(ON

Windows 2000 J J J
Windows 2003 J J J
Windows XP J J J
Windows Vista J J J
Windows 7 J N N,
Windows 2008 J J J
Windows 2012 J J J
Windows 8 J J J
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Chapter 3: Security

Security is the most important part in Token system, which involves in identification
and verification method, including not only the file access permission control
mechanism inside the token, but also the information confidential control inside the
token. The security attribute means the current state of the device when the card is
reset or after the token finished some commands.

3.1 Key

The following table describes different key types and use

Key Type Use

Transmission Key Ensure the security during the card
initialization, and provide encryption and
decryption.

PIN Directory level authentication. control
different users’ read and write permission

PIN unlock key Used to unlock PIN

PIN reload key used to reload PIN

External authentication key Token uses this key to authenticate the
external entity

Internal authentication key External entity uses this key to authenticate
the token device.

Master key Used to secure transmission

Block encryption/decryption key Provide encryption/decryption for external
entity.

Transmission key: a 16-byte key that every device must have only one transmission
key

PIN: a personal identification number based on directory. The PIN is firstly hashed and
then stored in the device

PIN unlock key: a 16-byte key is used in unlock function. Its function is that encrypts
PIN and calculates MAC of the cipher text as a key.
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PIN reload key: not used in this version and will add this function in the following
version.

External authentication key: a 16-byte key that used for external authentication. The
first 8-byte is the keyl and key3.

Internal authentication key: a 16-byte key that used for intemal authentication. The
first 8-byte is the keyl and key3.

The blodk encryption/decryption key: used to specified algorithm, length is from 8-
byte to 16-byte. Currently the supported algorithms are DES (ECB, CBC), TDES (ECB,

CBC), AES (EBC, CBC).

Authentication type Key type Use method and algorithm
Access permission | Transmission key Comparison in plaintext
authentication

External authentication (for
example, format device in
user state)

PIN Extemnal authentication
(TDES)

Extern authentication key | External authentication
(TDES)

Internal authentication key | Internal authentication
(TDES)

Cipher text transmission

Transmission key

TDES encryption (use DES
in MAC)

Master key TDES encryption (use DES
in MAC)
PIN unlodck key TDES encryption (use DES

in MAC)

PIN reload key

TDES encryption (use DES
in MAC)

Provide encryption
operation for external
entity

Encryption key

Depending on
implemented  encryption
algorithms.
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3.2 Data transmission

Data transmission means data transmitted between host machine and device, induding
4 transmission modes.

Mode Definition Security | Integrity
Plaintext Data is transferred directly without any process X X
Plaintext Plaintext and MAC of the plaintext are transferred X N/

with MAC | together

Cipher Plaintext is encrypted before transferred N/ X
Cipher with | Data is encrypted and calculate the MAC of the J J
MAC encrypted data, and then transferred the cipher

text and MAC
3.3 Factory Default Settings

The default issue transmission key is “FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF” and the
default master key is “FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF". Users shall use the
master key to create and delete file.

Part 2 UniMate & UniToken SDK

Chapter 4: SDK Overview

Tablel.6 Token SDK Contents

Components Description

Include Declaration of the standardized
identifiers and interface of PKCS #11,
CSP and Token API.

Libraries Token libraries

Documents Manual for Token PRO and API

7 of 72



reference

Integration Guides Instruction about integration Token
with other software

Redists Redistribution packages for developers

and end users

Samples Samples for CSP, PKCS and Token
API

Windows CCID Driver Token Drivers

4.1 Driver installation

Most of the latest Windows systems (Windows 7 and later) don't need install any
driver to make Token work. For some old versions, such like Windows VISTA and XP,
driver must be installed to make the system recognise the device.

After inserting Token to a computer, from Control Panel — Hardware and Sound —
Device Manager, open the Device manager.

From the hardware list find the unknown device, update the driver, the driver is in the
SDK\windows CCID Driver.

4.2 Redistribution Package

Token provides two different redistribution packages for developers and end users
respectively. Both the package provide Token PKI installation package. If you want to
use the PKl application, you must install it.

e Installation
Token PKI package can be found in the redist folder of Token PRO SDK.
For developers package

Double click the icon to run the install shield wizard, and follow the illustration
below:
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UniToken PKI package Developer %86 - InstallShield Wizard

Welcome to the InstallShield Wizard for
UniToken PKIl package Developer X856

The InstallShield wizard will install UniT oken PKI package
Developer =86 on your computer, To continue, click Mest,

cBack | Mest> | [ Carcel

Click “Next".

UniToken PKI package Developer X86 - InstallShield Wizard

Customer Information

Please enter your information.

Pleaze enter your name and the name of the company for which you wark.

Uzer Mame:

test

Company Mame:

SecuTech

InztallS hield

[ ¢ Back ][ Hext = ] [ Cancel ]

In this section, user name and company name are required. And click “Next".
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UniToken PKI package Developer X86 - InstallShield Wizard
Setup Type

Select the zetup type to install,

Pleasze zelect a zetup type.

All program Features will be installed. [Fequires the most disk space.]

() Cugtom

Select which program features vou want inzstalled. Recommended for
advanced users.

[ < Back ][ Hext > ][ Cancel

Users are allowed to choose setup type. And didc “Next".

UniToken PKI package Developer X86 - InstallShield Wizard
Ready to Inztall the Program

The wizard iz ready to begin installation.

Click Inztall to begin the installation.

[f wous want to revieww ar change any of wour installation settings, click Back. Click Cancel o exit
the wizard,

< Back ][ Inztall ] [ Cancel

Click “Install".
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UniToken PKI package Developer X86 - InstallShield Wizard

Install5hield Wizard Complete

The InstallShield Wizard has successfully installed UniToken
PKl package Developer %86, Click Finizh to exit the wizard,

< Back Cancel

At last, click “Finish” to close the installing wizard.
Uninstallation
To uninstall the software, there are two ways: start menu and control panel.

Start Menu:

Select “Start-All Programs-SecuTech-Token-Uninstall Token PKI package”

UniToken PKI package Developer X86 - InstallShield Wizard X

Do you want to completely remove the selected application and all of its features?

l Yes J ’ Mo

-

Click “Yes".
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UniToken PKI package Developer X86 - InstallShield Wizard

Uninstall Complete

Inztallshield \wizard has finizhed uninzstalling UniT oken PEI
package Developer 86,

@ ez, | want to restart my computer now.

(70 Mo, | will regtart my computer later.

Remove any dizks from their drives, and then click Finizh ta
complete setup.

< Back Cancel

Click “Finish".

4.3 Console

Token Console is used to manage devices, set user permission as well as control file

system and certificates.
4.3.1 Check Token information

1. Start Console.exe and insert your device
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SecuTech

Please Insert UniToken Device

CONSOLE
Copyright (C) 2013 SecuTec:‘ESr;IiL?tTo:n&I:-c?

The devide name will appear on the left side of the page.

SecuTech

UniToken CCID

UniMate/UniToken loaded.

CONSOLE
Version: 3.0.0
Copyright (C) 2013 SecuTech Solution Inc.

2. Click on the name of the device to check the device information.
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SecuTech

UniToken CCID

W« 78 @

Serial Number:
0000000000000000

Manufacturer:

SecuTechSolutioninc.

Issuer:

SecuTechSolutioninc.

Hardware Version:
2.0

Firmware Version:
2.0

Device Label:
UniToken CCID

4.3.2 Initialize Token

1. On the main page, select the Token from the list.

SecuTech

SecuTech CCID device

W« 2 B|a

Serial Number:
0000000000000001

{ Format device i

Manufacturer:
SecuTech

Issuer:
SecuTech

Hardware Version:
1.1

Firmware Version:
1.1

Device Label:
SecuTech CCID device

/\
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2. On the left side, click on the initialization icon. In the pop up page, fill the
information, configure the key usage and input old issue key and set new issue key.

Format — X
Device Info
Manufacturer (20 charaters) Issuer (20 charaters)
|Secu | |SE|:L| | ;
Hardware Version Firmware Yersion
E RE | 3 RE |
Device Label (20 charaters) Serial Mumber (1-19)
|skthj | 0oo0000000000000000 |
Device Descriptor (8 Bytes) Init PKI FileSystem
|secu | m
Key Usage
keyto Lock Keyto UnLock
[Hejor Conto R s
key to Create Keyto Delete i
|MajannntrnI El |ru1ajannntrnI EI
Old |ssue Key Mew lssue Key
| erTERTAEAAFATORIT | | |
]
| Cancel | | oK |

3. Click on OK to startinitialization.

& Warning | |

Format Successed

After the token is initialized successfully, a message page will pop up. Click on OK to
return the main page.
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SecuTech

skibj

M« 7 08 &

Serial Number:
0000000000000000

Manufacturer:
Secu

Issuer:
Secu

Hardware Version:

3.3

Firmware Version:

3.3

Device Label:
sktbj

4.3.3 Change Key

1. Write a key for the folder by clicking on the writhe key icon.

2.

sktbj

W« 7 0 &

SecuTech

3 3F00

i 1F00

8 aﬁ
et

B & % O

input the key value, the maximum
attempts and input the master key of the folder.

In the pop up page, select the key usage,
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i Write Key

Keyllsage
|rv1ajannntrnI |E|

Max Attempt

E =

Key\Value

|‘1‘1‘11‘1‘1‘11‘1‘1‘11‘1‘1‘1‘1‘1‘1‘1‘1‘1‘1‘1‘1‘1‘1‘1‘1‘1‘1‘1‘1

Contraol Key

| AT

3. Clickon OK

| Cancel || Ok |

£ Warning | . S

Successed

4.3.4 Create folder (max 3 level)

1. Click on the create foldericon
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SecuTech

skib] aw 3F00

W20 a
i 1F00

sff# o
TEX

2. In the pop up page, select folder type, input name, create delete key type, and
input the key of the upper folder.

| Major Control |E|

Key to Create

| Create Folder — X
Folder Type i@ ADF () DOF
Folder ID Max Key Count
| aat1 BE: &
Key to Lock Key to UnLock

Key to Delete

|r.1aintenan|:e |E|

| Maintenance |E|

Control Key

| 11111111111111111111111111111111|

3. Click on OK, and the new folder will appear in the selected folder.

| Cancel || oK |
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SecuTech

s i 3F00 sews
R A E -
[ | 1F00 El & % 0O
5 ADF1 8a%m

435 Create file

Click on the create file icon under the selected folder.

SecuTech
sktbj i 3F00 Elﬂ % 1

W<« 2 08 @&
m 1F00 B & % I
i ADF1 CEER
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1. Fill the general information in the pop up page (file name must be EFO1-EFFF) and
input file create key of the selected folder.

@ User-defined

Control Key

Create File

Basic Info
FID File Size (Byte)
[ero1 | |48
File Type Record Length
|Transparent EI

Read Permission
) Guest
) Forbidden O Need Pin

[H Need External

|‘l‘l11‘1‘11111‘11111‘111111‘111111‘11111

Record Count

Write Permission
0 Guest

) Forbiddan

@ User-defined

(9] Meed Pin

O] Meed External

Gesr T7]

| Cancel ||

OK

2. Click on OK, and the new file will appear in the selected folder.
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SecuTech -

skibj i3FOO B & % M
W< 20 a
f 1F00 §a%
i ADF1 ‘RN
[EIEFOT 2 eEn

I
43.6 Read/write file
Write file

1. Select the file and click on the update local file icon.
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| SecuTech

skt 3 3F00
W« £ 0a
i 1F00
i ADF1

[CJEFOT 2o

B & % Mo
B & % O

B & % o

|H|ﬂ

Update Localfile

In the pop up page, select the file from your PC

Upload File — X

File Path

|D:/Users/skibi/Desktop/11 b I ..

The token will authenticate the write right of the selected file according to the file

access right configured when the file is created.

Read File

1. Select the file and click on the Save to local icon.
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SecuTech

skt i 3F00 8avd
W« 20 &
i 1F00 CRN
i ADF1 RS
[C1EFOT e c[B]a

2. In the pop up page, input the directory and file name that the selected file to be
samed.

Download File — X

File Path
|D:/Users/skibj/Desktop/123 b I - |

Cancel | | Ok |

3. Click on OK to save the file in token to the local PC.

The token will authenticate the read right according to the access right configured
when the file is created.

The file will be found in your local PC after it's saved successfully.
43.7 Delete file/ folder
Delete folder

1. Select the folder and dick on the delete icon.
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sktbj

W« 2 B &

SecuTech

3 3F00

i 1F00

i ADF1

I_E EFO01
I_B EF02

Size : 46Bytes
Read: Write:

Size : 46Bytes
Read: Write:

B &

B &

B &

%
% o
@
—

= m

2. Input the key of the upper level of the selected file and click on OK

FID

Cantrol Key

Celete File/Folder

X

| Cancel ||
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SecuTech

sktbj i 3F00
e 20 a

5 1F00
[yEFO1 oo

[jEFo2 g

B & %

E «

Delete file

1.

Selet the file to be deleted, and clidk on the delete icon

SecuTech

skt i 3F00
W« £ B a

i 1F00
[jEFo1 g s

I_'E EF02 Size - 46Bytes

Read: Write:

B & %

E & %

Delete

[}
[=]

2.

In the pop up page input the key of the upper folder and click on OK.
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Celete File/Folder

Control Key ||

| Cancel || Ok |

The selected file will disappear after it's deleted successfully.

SecuTech

Skt 3 3F00
W« 268 G
i 1F00
[[] EF02

Size : 46Bytes
Read: Write:

E &

E &

4.3.8 Symmetric Key

Click on the symmetric keys icon.
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SecuTech

skib

] G 0OEODO
sz 8w

% OEO1
5 OE02
s OEO3
5 OE04
& OE05
s OE06

= OFN7

- g

(Generiekey )

2

- A
- A

- A

A

[ 4

e

[ 4

A

[ 4

)

[ 14

Generate Key

1. Select a key file from the list and dick on the generate key icon

SecuTech

sktb 4 0E0O
W20 a
4 OEOf

G 0E02
G 0EO3
G 0EO4
G 0EOS
G 0EO06

= 0Fn7

&> 4

(G

£

£

-

-

-

[ 4

[ 4

[ 1%

A

A

A

A

A

A

A

2. In the pop up page, select key type and dick on OK.
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Generate Key — X

kKey Type [DES
DES

AES-128
AES-192

Ao oo

E Waming RS

Successed

e Import Key
1. Select a key file and click on the import key icon.
SecuTech a
Skt "3 0E0O 2 4
WS\ 20E & (Import ey
4 OEOf 2 x A
G 0E02 2 u A
8 0EO3 2 x A
G 0E04 2 u A
8 0EO05 2 x A
G 0E06 2 u A
= oFn7 2 X2 A

2. In the pop up page, find your key file and select key type. Click on OK.
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Import Key - X

File Path
|D:/UsersiskibiDesktopi2222 hex | | -]
Key Type

| TDES B

| Cancel || Ok |

e Warning |t |

Successed

e Encrypt/decrypt

Select the key file to be used to encrypt/decrypt. (ensure a key has been stored in
the selected key file and key type)

Cipher — X
FID:0e00
Cryption Type i
] eece ©cec [N
Input Qutput

Encrypt | | Decrypt |

Select the algorithm and input the data in HEX to be encrypted/decrypted. Click
on the encrypt/decrypt button.
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Cipher

FID: 0e00
Cryption Type

iv

TDES

Input

Cutput

] ®ecs ©cec T

12345678901234567890123456789011

46a706c62eb01bfab96a727fce71c955

16 Bytes

Encrypt || Decrypt |

Cloze

Result will display in the output box.

Cipher p

E success ﬁ

FID:0e00
Cryption Type
TDES

Input

Successed )
v

46a706c62eb010fa596a7 27 ce7 10955

12345678901234567390123456739011

16 Bytes

| Encrypt || Decrypt |

Close
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439 Asymmetric Key

Select the symmetric key pair icon

SecuTech

Sktbj @ PubKey:1E00 | PriKey:1E80 & A

M Cf "? D LT‘ Generate Keypair
@ PubKey:1E01 | PriKey:1E81 € & A
@ PubKey:1E02 | PriKey:1E82 € & A
@ PubKey:1EO03 | Prikey:1E83 4 & A

o Generate key
1. Select a key file from the listand dick on the generate key icon.
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SecuTech

skibj @ PubKey:1E0Q | PriKey:1E80
W<« WP Ea

@ PubKey:1E01 | Prikey:1E81
@ PubKey:1E02 | PriKey:1E82

@ PubKey:1E03 | Prikey:1E83

Generate Keypair

2 & A
2 u A

2% A

2. In the pop up page select key pair type and click on OK

Generate KeyPair

— X

KeyPairType  [RSA-1024

[~]

| Cancel ||

oK |

£ Warning | S

Successed

e Import Key Pair
1. Select key file and click on the importicon.
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SecuTech h

skibj @ PubKey:1E00 | PriKey:1E80 2 u A
W& 2 Ea
@ PubKey:1E01 | PriKey:1E81 € ﬁ
@ PubKey:1E02 | PriKey:1E82 4 & A
@ PubKey:1E03 | Prikey:1E83 | & A

2. In the pop up page, input the correct key, and click on OK

Import KeyPair — X

[H Pubkey Information
n |1Ee?454d5f4850343205933‘19EaadEu:u:tla?a?‘lfb?EUeEaQUcaUaﬂcfb1fd498103389b15?::'1 45 | 128Bytes

e [010001 | 3Bytes

[ Prikey Information

d b89b9995?2554b5052d905‘19502984?35501bd—eaQSbESbSEBS‘ICecbcabﬂbeQSSCacd-SQd-BaQS | 128Bytes

p |BT-"5f450039948b25398822bb?‘1?4953ﬂ’f‘293099‘1eae28DUCbd-'-1-d?1‘22880?b082589?bd988f&? | G4Bytes

q IBEEaE::u:EBBbe200d92fﬁc382c1989b4a§01?30994ﬁecbﬂfeaBaBEaf1EaECﬂEaeabDE?354feﬁﬂ’3 | G4Bytes

dmp1 IldI:IeE132491205bbe§d?e4bc5151811ceQEee49d021dc2ddaQBQBU525?d8c52ﬁTa‘lSU?QaeEQ | G4Bytes

dmaq1 'SU?EQSGEUCB‘I2d508d599b2553b05‘15824988?01aESecf4ab?939‘1SEQEBCTUDSSEIBEDTCEUE? | G4Bytes

igmp |TCEeEdf4bd1d4-fbEe31_.-"3Ue423Eb5dﬂﬂe89EbcaUSanQaSUEe44febEECE1U4328b905389ﬂc14?b” G4Bytes

| Cancel || OK |
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F Warning (RS

Successed
Encrypt/decrypt
1. Select the key file
SecuTech .
Skibj @ PubKey:1E00 | PriKey:1E80 2alB |
WM<« W70 a (Ealbss
@ PubKey:1E01 | PriKey:1E81 | & A
@ PubKey:1E02 | Prikey:1E82 2 & A
@ PubKey:1E03 | PriKey:1E83 | & A

2. Select encrypt

Input data in HEX to be encrypted and click on run.
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Cipher I success ﬁ — X
En/Decrypt Type
PubKey Encrypt
Input
abcd1234 36e8f9508815498c340ech0573MG987I4dE41d1
brefcB5133ef33d2aeeaeabey 3T ecBeaefddfyy
a82c3152db6f01f250405056ee1f5504adee7id
AaffcBTbe2fhaTalfa71b2aZdebldatelabifa
520ec10942314b3a5b381c432f0333bbdb0efd
a3b0e0B88580804598b50cf02e80e942dff932d
eefd62aa%a109b413edc12
4 Bytes
Run

In the same procedure, select decryptand click on run to decrypt.

Clpher E‘i SUCCEss ﬁ ¥

En/Decrypt Type
Prikey Decrypt

Input

36e9f9508815498c340echb0573f69874d641d1 abcd1234
boefcB5133ef33d2aeeaeabey IfTecBeanfddiv
7a82c3152dbAf01f25b4b5b56ee15504adee Tl
d8affcB7be2f5aralfov1b2a2deb9dale1abifa
1520ec10942314b3a5b381c432f0333bbdb0ef
B3a3b0e088580804598050cf02e80e842edffa3
2deefd523a9a109b413edc12

123 Bytes

Sign
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Select sign

Input data in HEX to be signed and click on run.

Verify signature

Cipher | I success ﬁ - X
En/Decrypt Type
Prikey Sign
Input
abcd4321 cdc21195c69debcdec0dd96292d19e839baddef
11453e3815ab2836904b24403f955a5914af72
17dce2aBfaddf5343808a46f065d51beB7 36570
80955008187e701d99828506a7e781dda0650
8e06339037af19e9ccB17dc389208a2afbf46d2
2f67e910f31dco88f3e24622e202856b2182ebe
da37ib7919dba7fa9953f57426
4 Bytes
Run

Input the signature, select verify signature and click on run.
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Clpher A i success ﬁ — X
Successed
EniDecrypt Type
Pubkey Verify
0K
Input
abcd4321 cdc21195ch9debcdec0dd96292d19e83baddef
1145ae3815ab283f6904b244b3f95535814af7 2
17dce2aBfaddfa343803a46f065d51be87 36570
A09855008187e701d985828506a7e781ddB0650
9e063a9b37a619e9cc817dc30209a2afbf46d2
2i67e810f31dcA88f3e24622e29e85602182ebe
da37fb7919db97fa9953f57426
4 Bytes

4.3.10 Change certifiate

Click on manage certs icon.

SecuTech

Manage Certs

UniToken CCID . Issue To:
. : Izzued By:
Il ; 0 E
h‘ Cf "P @H Expiration Date:

I=|
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Import certificate

Click on import certs and select the certificate to be imported and input the
password to the certificate.

Import Cert — X

Cert File
|D:IL.ISErs!sl-:tbjiDeskmprﬂrst.pfx || |
Password

Click on OK to import the certificate.

Secu lech -
UniToken CCID Issue To: Firefoxtest first
P . - Issued By: VeriSign Class 1 Individual Subscriber CA- G3
I ey _ .
m ‘f "’P D L ’ Expiration Date: 2013/01/27 23:59:50 B B B m
Delete

Issue To:
: Issued By:
! Expiration Date: ol

View certificate

Click on the view certs and the certificate information will display in the pop
up page.
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Certificate Viewer | e S

General |DE13i|S | Certification Path

ﬁ Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to:  Firefoxtest first
Issued by: VeriSign Class 1 Individual Subscriber CA - G3

valid from 11/27/2012 to 1/27/2013

? You have a private key that corresponds to this certificate.

Issuer Statement

Learn more about certificates

Export certificate

Click on the export certs and specified the directory that the certificate to be
saved.

Export Cert to File — X

File Path
|D:/Usersiskibj/Desktop/111.pfx |- |

| Cancel || .4 |

Click on OK and the certificate will be saved to the directory.

e Sign by a certificate

Click on the sign icon and select hash algorithm.
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Digital Signature

SHA-

SHA-224
SHA-256
SHA-384
SHA-512

Sign Type: |MDS I
Input Cutput

Input data in HEX and click on sign.

| sign || verfy |

Close

Digital Signature

Sign Type: |MD5

Input

Cutput

123456

04ec3059408345043f8930f4173e1731f2e5e2e
159eef7c06fcadf624361ac081621942c6d38dd
e0cf43829e7V660466Cd0f33908740756fc29dde
526b7017deb736b232ebafM024ce23a8bde046
f1479b860439001008c32151a4c3ed305a64ee
5d9a7e490312617e4525b4524102d018008c3
4d06cd135e5960f3034053892f

3 Bytes

Verification

| sign || Verfy |

Close

In this page, click on verify to verify a signature signed by this certificate.

Delete certificate

Click on the delete icon
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UniToken CCID

M 2 0a

SecuTech

Issue To: Firefoxtest first

Issued By: ‘erigign Class 1 Individual Subscriber CA- G3

Expiration Date: 2013/01/27 23:58:59 = _F .:,' m
Delete

Issue To:

Issued By:

Expiration Date: &

Click on OK

& Warning | S|

Click on OK and in the pop up page input user PIN.

User Pin Login
User Level

Pin

|User

| Cancel || ] |

Click on OK to delete the certificate.
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4.4 Monitor

UniToken Monitor is used to view the detailed information of certificates imported into
the UniToken and register or unregister certificates. Here, it also provides a way to
change User PIN.

44.1 Monitor device

Start UniTokenMonitor.exe and insert token.

UniToken Is Insert

Unplug device

UnmToken Is Remove

4.4.2 Operation

1. Start Monitor.exe and select a target device.
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SecuTech

Equipment Nanage
Select Tolter.

Certificate Nanage

Begister the certificate Import certificate from a file

View the certificate details.

Izzue Ta I=zzue From Expire Time

Cert State

m’ Begister ‘&Uﬂ.ﬁegister o View

Expiration Reminder

Set expiration reminder time.

3a

Days  |qf 0K

Change password

’ Import

Click on ChangePwd, and in the pop up window input old password and new

password.
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01d Fwd:

Hew FPwd:

Confirm Pwd:

Change Password

Change the user password.

ok

ok

Hokdok

 x

Click on OK

Prompt Message

Change Fassword Is Succeed!

e Import certificate
Click on the import.

| I=zue From

Expire Time

Cert State

|&Uﬂl‘legi ster

o View

Reminder

In the pop up page, input user password and click on login.
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User Login

Login the ImiTeken to import certificate.

X

User PHD: v Login

User Login

Login the ImiTeken to import certificate.

X

Find the certificate to be imported.

-
jim Open
Loak in: I Bl Deshktop
_:g'j:"' 244 KB )L
private
“F = Personal Information Excha...
243 KB
] second
“F v Personal Information Excha... =
_ﬁ 244 KB 5
] . third -
File name: Isecund Open I
Files of type:  [OmE&TA% (" phe) | Cancel |
p:
b — — — —

Enter the password to the certificate.

Private Key Password

Uze the priwate key paszsword to import certificate.

Key PHD: « 0

Click on OK.

e




Prompt Message

Import Certificate Succeed!

Certificate will display in the device.

SecuTech

Equipment Nanage
Select Taolken.

lni Token CCID | ﬁ ChangePwd

Certificate Nanage

Register the certificate, Import certificate from a file.

View the certificate details.

I==sue To I==ue From Expire Time

Cert State

Firxfox second VeriSign Cla... 2013/01/28 0...

Register Suc. ..

& Begister ‘&Uﬂl‘legister 0 View

Expiration Reminder
Set expiration reminder time.

SR E S IV

Register certificate

&,

Import

In IE-tool-intemet options-content-certificates check the registered certificates.

There is no certificate ifit's first used.
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e —_ 1. S————

| General | Security I Privacy | Content |Connecﬁons I Programs I ndvanoedl

Parental Contraols

& Control the Internet content that can I@Parerﬂal Controls

be viewed.

Content Advisor

@ Ratings help you control the Internet content that can be
viewed an this computer.

'@'Eﬂable. - Settings

Certificates

Use certificates for encrypted connections and identification.

[ Clear S5 state ] [ Certificates ] [ Publishers ]

Intended purpose: [(AII) v] !

Personal |Dmer People I Intermediate Certification Autharities I Trusted Root Certification| * | *

Issued To Issued By Expiratio...  Friendly Name

AutoComplete
= AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

E Feeds and Web Slices provide updated

f content from websites that can be
read in Internet Explorer and other
programs.

WI

Select the certificate to be imported.

Certificate intended purposes

Learn more about certificates
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SecuTech

Equipment Nanage
Select Tolen.

|Uni Telen CCID | _@“ ChangePwd

Certificate Nanage
Eegister the certificate, Import certificate from a file.

View the certificate details.

Issue To I=zsue From Expire Time Cert State

VeriZign Cla. .. 2013/01/23 0... Register Suec. ..

- ‘&Uﬂ'{egister o View Import

Ezpiration Reminder
Set expiration reminder time.

30 | Days « 0K

Click on Register

Prompt Message

Begister Successl

From I[E-internet options-content-certificates, the registered certificate can be found.
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General | seaurity | Privacy | Content | Connections | Programs [ advanced |

e OBt Y ... |

Parental Controls

Intended purpose: [<aJI>

7]

$ Control the Internet content that can '@'Paranml Controls

be viewed.
Content Advisor

@

Ratings help you contral the Internet content that can be
viewed on this computer,

¥ Settings

Certificates

Use certificates for encrypted connections and identification.

[ Clear 551 state ] [ Certificates ] [ Publishers ]

AutoComplete

= AutoComplete stores previous entries
on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated
content from websites that can be
read in Internet Explorer and other
programs.

e Unregister certificate

Personal | Other People I Intermediate Certification Authorities | Trusted Root Certification| * | *
Issued To Issued By Expiratio...  Friendly Mame
54 Firxfox second VeriSign Class 1Indivi... 1/27/2013  <None
i) (i) (oo

Certificate intended purposes
Secure Email, Client Authentication
View

Learn more about certificates Close

Select the certificate to be unregistered.
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SecuTech

Equipment Nanage
Select Tolen.

|Uni Telen CCID | _@“ ChangePwd

Certificate Nanage

Eegister the certificate, Import certificate from a file

View the certificate details

Issue To I=zsue From Expire Time Cert State

VeriZign Cla. .. 2013/01/28 0... Register Sue. .

Import

G o] [

Ezpiration Reminder
Set expiration reminder time

30 | Days « 0K

Click on Unregister

=
-
w
=
[e

Prompt Message

UnBegister Success!

In IE-tool-interet option-content-certificates, the unregistered certificate is removed.
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e —_ 1. S————

| General | Security I Privacy | Content |Connecﬁons I Programs I ndvanoedl

Parental Contraols

& Control the Internet content that can I@Parerﬂal Controls

be viewed.

Content Advisor

@ Ratings help you control the Internet content that can be
viewed an this computer.

'@'Eﬂable. - Settings

Certificates

Use certificates for encrypted connections and identification.

[ Clear S5 state ] [ Certificates ] [ Publishers ]

| Intended purpose: [(AII)

-

Personal |Dmer People I Intermediate Certification Autharities I Trusted Root Certification| * | *

Issued To Issued By Expiratio...

Friendly Mame

AutoComplete
= AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

E Feeds and Web Slices provide updated
£

f content from websites that can be
read in Internet Explorer and other
programs.

e View certificate information
Select a certificate

Export... Remove

Certificate intended purposes

Learn more about certificates
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SecuTech

Equipment Nanage
Select Tolkern.

|UniTelken CCID | ﬁe ChangePwd

Certificate Nanage
Register the certificate, Import certificate from a file.

View the certificate details.

Izzue To I=zzue From | Expire Time | Cert State
Firzfox =econd VeriZign Cla... 2013/01/23 0... Hot Register
VeriSign Cla... E2013/01/23 0... GERegister Suc.l

Register &UDRE izter Import
Bro] B O] [Z

Ezpiration Reminder
Set expiration reminder time.

30| Days v 0K

Click on view, and the certificate information will display in the pop up page.
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Certificate Viewer [t S|

General |De13ils I Certification Path

mﬁ Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to:  Firefoxtest first
Issued by: VeriSign Class 1 Individual Subscriber CA - G3

Valid from 11/27/2012 to 1/27/2013

? You have a private key that corresponds to this certificate.

Issuer Statement

Learn more about certificates

4.4.3 Expiration reminder

In onitor.exe, input expiration reminder time
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SecuTech

Equipment Nanage
Select Taolker.

Certificate NManage

Yiew the certificate details.

lni Token CCID | £ ChanzePwd

Eegister the certificate, Import certificate from a file.

I=zzue To I=zzue From Expire Time

Firxfox second VeriZign Cla. .. 2013701727 1. ..
Firefoxtest first VeriSign Cla. .. 2013/01/2T7 1...

Cert State
Hot Begister

Register Suc. ..

& Begister ‘&Uﬂ.ﬁegister 0 View

Expiration Remninder
Set expiration reminder time.

30' Days v 04

Click on OK

Import

Prompt Message

Set Past [ue Remind Succeed!

If a certificate expire date is less than the reminding date, a reminding message will

display shown as the following picture.
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Findox second's Certificate Will Overdue!
Firefoxtest first's Certificate Will Overdue!
test faf's Certificate Is Overdue!

Firefox third's Certificate Will Owverdue!

Part 3 Applying Digital Certificates
Chapter 1: Applying Digital Certificates

Token provides a perfect container for digital certificates. Token supports X.509 igital
certificates. Token PKI package is the middleware software, which provides digital
certificate usage. (See also 1.4.2)

Digital certificate is used to certify that the Token is the right device. Without it, any
operation of the Token is forbidden. In this part, we will introduce how to apply digital
certificates. We will take the VeriSign certificate and Microsoft Certificate for example.

1.1 Applying VeriSign Certificates

Insert one Token into USB port first, and start [E, type in
https://digitalid.verisign.com/client/classLMS.htm to open the certificate applying
page.

File Edit Yiew Fawvorites Tools  Help

Back ~ &3 - (%] 2] » | - Search 7 Favorites @ Media T

Address :Ej https:fidigitalid. werisign. com/client,class 13, bkm

There are four steps for applying a certificate. The page provides comprehensible
instructions. Itis easy to apply certificates by following the instructions step by step.

In particular, at the step of complete the enrollment, after filling all the information
required, select ST CSP v3.0 from the drop down list of Cryptographic Service Provider
Name.
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(Optional): Select The Cryptographic Service

If you have a domestic version of this browser you are offered an Enhanced Cryptographic option
which provides 1024-bit key encryption. The MS Base Cryptographic provider offers 512-bit key
encryption which is adequate for most applications today. but you may select the Enhanced option
if your browser offers this choice and you require the higher encryption strength. if you use a
specialized mechanism such as a smartcard. please select the appropriate provider as directed by

the manufacturer

Cryptographic Service
Provider Name

|ST CSP v3.0

Click “Accept” to start processing. In the following steps, you should check e-mail,
pick up digital ID and then install the digital ID according to the page tips. RSA
encryption key is generated in the Token.

If more than one Token are inserted in USB ports, please select the Token you want to
perform this operation. “Logon” dialog box will pop up and User PIN needs to be
input.

1.2 Applying Microsoft Certificates

File Edit Wew History Bookmarks Tools Help

- foy i http:/ftestingserverfcertsry/

Insert one Token into USB port first, and start IE to open Microsoft certificate applying
page.

This is the home page of the certificate applying site. Firstly, you should click Request a
certificate.

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt messages,
and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate
revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

Select a task:
Request a certificate

View the status of a pending cerfificate request
Download a CA ceriificate, certificate chain._or CRL

And then, select advanced certificate request.
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Microsoft Cerificate Services -

Request a Certificate

Select the certificate type:
User Certificate

Or, submit agddvanced certificate request.

On the page of Advanced Certificate Request, select create and submit a request to
this CA.

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by
using a base-64-encoded PKCS #7 file.

For certificate template, select smartcard logon in the list; for CSP, select ST CSP v3.0

Microsoft Centificate Semvices - pscST

Advanced Certificate Request

Certificate Template:

Key Options:

@ Create new key set C \se existing kev set

Key Usage: & Signature
Key Size W :":_"g;: (common key sizes: $12 1024 )
@ Automatic key container name T User specified key container name
I Mark keys as exportable
I™ Enable strong private key protection

I” Store certificate in the local computer certificate store
Stores the cenlficate in the focal computer store
instead of in the user's centificate store. Does not
install the root CA's centificate. You rmust be an
adrministrator 1o generate or use a key in the jocal
machine atore

Then, a window will appear to ask you to type in Token PIN. Click “OK” . The system
will generate certificate automatically.
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@ Create new key set Use existing key set
CSP: [UniToken PRO CSP 1.0 =l
Key Usage: & Exchange
Key Size: [1024 ,'Ta'i 1ég§: (common key sizes: 1024 2048 4096 8102 16384 )
@ Automatic key container name  © User specified key container n

verify Pin:UniTokenPro

User Pin ST CSPv3.0|

™ Mark keys as exportable

™ Enable strong private key protection

I Store certificate in the lacal computer certificate store
Stores the centificate in the local computer store
instead of in the user's certificate store. Does not
instalf the root CA's certificate. You must be an
administrator to generate or use a key in the Jocal

machine store.
e
Request Format: & CMC € PKCS10

Hash Algorithm: | SHA-1 "

Only used to sign request.

™ Save request to a file

|
Atributes: >
1 >

Click “install this certificate” for installation.

Microsoft Certificate

Certificate Issued

The certificate you requested was issued to you.

Install this cerificate

After installation, the system will prompt that certification has been successfully
installed.

Microsoft Certificate Se

Certificate Installed

Your new certificate has been successfully installed.

1.3 Using Digital Certificates
SecuTech provides a series of solutions about the use of digital certificates, in the
aspects of IE, Outlook, PDF, Office and so on.

For the detailed instructions about that, please download relative integration guides
from www.eSecuTech.com.
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Part 4 Developer’s Guide

Device Initialization

Token has been PKI initialization at factory. You can use CCID token in PKI application
directly. The default user PIN is “user” and security officer PIN is “admin”. To format
the PKI application, you can use console in SDK\Utilities\Console\console.exe. To
complete the format operation, you need to provide transmission key, which
is"FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF" by factory default. In real application, we
suggest security officer change this key to ensure the device security.

For the third party developers, we provide PKI initialization library and sample which can be

found in SDK\Libraries and SDK\Samples respectively.

Chapter 1: PKCS11 Application

1.2 Introduction

PKCS#11 is a Public-Key Cryptography Standard (PKCS) for public key cryptography,
developed by RSA Laboratories and includes both algorithm-specific and algorithm-
independent implementation standards. It is an industry standard that defines a
technology independent programming interface for cryptographic devices such as
smartcards and PCMCIA cards. This standard specifies an application program
interface (API), called Cryptoki (Cryptographic Token Interface), to devices, either
physical or virtual, which hold cryptographic information (keys and other data) and
perform cryptographic functions. This APl is used across many platforms and is
powerful enough for most security-related applications. SecuTech uses PKCS#11 as the
main API for Token programming. Token supports PKCS#11 application via Token
middleware.
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PKCS#11 Application || CryptoAPI Application

— e ——— — — — — — — — — — el — — — —

|
MS-CAPI |- — —pMiddleware

UniToken

The following files are needed when developing the Token PKCS#11 applications.

Files Path

Cryptpki.h Provided by RSA
pkcsll.h Provided by RSA
Pkcs11f.h Provided by RSA
Pkcsllt.h Provided by RSA
uktpll.dll C:\Windows\system32\

PKCS#11 module of Token supports the creation of the following objects:

Object Class

Description

CKO_DATA

For data structures defined by application

CKO_SECRET_KEY

For symmetric keys

CKO_CERTIFICATE

For X.509 v3 certificates

CKO_PUBLIC_KEY

For RSA/DSA public key

CKO_PRIVATE_KEY

For RSA/DSA private key All
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All the objects listed in the above table can be created with Token. The secure storage
in Token is limited, so objects can only be created in memory but can NOT be stored in
the Token secure storage. Only encryption keys and permanently present data need to
be saved in the Token.

1.3 Supported PKCS#11 Algorithms and APIs

Mechanisms

Encrypt/Decry
pt

Sign/Vent
y

Digest

CKM_RSA_PKCS_KEY PAIR GEN

CKM_RSA_PKCS

CKM_DSA_KEY PAIR GEN

CKM_DSA

CKM_RC2_KEY_GEN

CKM_RC2_ECB

CKM_RC2_CBC

CKM_RC2_CBC _PAD

CKM_RC4_KEY GEN

CKM_RC4

CKM_DES_KEY_GEN

CKM_DES_ECB

CKM_DES_CBC

CKM_DES3_KEY GEN

CKM_DES3_ECB

CKM_DES3_CBC

CKM_DES3_CBC_PAD

CKM_MD2
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CKM_MD5

CKM_SHA 1

CKM_DH_PKCS_KEY PAIR GEN J

CKM_AES_KEY_GEN v

CKM_AES_CBC

CKM_AES_ECB

The table below lists all the key sizes in Token PKCS#11.
Mechanisms Key Sizes
CKM_RSA PKCS KEY_PAIR_GEN 512~2048bits
CKM_DSA KEY_PAIR_GEN 512~1024bits
CKM_RC2_KEY_GEN 1~128bits
CKM_RC4_KEY_GEN 1~256bits
CKM_DES_KEY_GEN 8bits
CKM_DES3_KEY_GEN 24bits
CKM_AES_KEY_GEN 16~32bits
CKM_DH_PKCS_KEY_PAIR_GEN 1~128bits

1.4 UniMate & UniToken PKCS#11 Function

Library

Token PKCS#11 library only implements the standard PKCS #11 APIs. Any other API
beyond PKCS#11 is not implemented. If such APl is called, an error retumn code like

CKR_FUNCTION_NO_SUPPORT will be retumed.

Category

Function

Supported

62 of 72



C_Initialize YES
General Purpose Function C_Finalize YES
C_GetInfo YES
C_GetFunctionList YES
C_GetSlotList YES
Slot and Token C_GetSlotInfo YES
Management Function C_GetTokeninfo YES
C_WaitForSlotEvent YES
C_GetMechanismList YES
C_GetMechanisminfo YES
C_InitToken YES
C_InitPIN YES
C_SetPIN YES
C_OpenSession YES
Session Management
Function C_CloseSession YES
C_CloseAllSessions YES
C_GetSessionInfo YES
C_GetOperationState YES
C_SetOperationState YES
C_Login YES
C_Logout YES
C_CreateObiject YES
Objects Management C_CopyObject NO
Function C_DestroyObiject YES
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C_GetObijectSize YES

C_GetAttributeValue NO

C_SetAttributeValue YES

C_FindObijectslinit YES

C_FindObijects YES

C_FindObijectsFinal YES

Encryption Function C_Encryptinit YES

C_Encrypt YES

C_EncryptUpdate YES

C_EncryptFinal YES

Decryption Function C_Decryptinit YES

C_Decrypt YES

C_DecryptUpdate YES

C_DecryptFinal YES

Message Digesting Function |C_Digestlnit YES

C_Digest YES

C_DigestUpdate YES

C_DigestKey YES

C_DigestFinal YES

Signing and Hashing [C_SignInit YES
Function (MAC)

C_Sign YES

C_SignUpdate YES

C_SignFinal YES

C_SignRecoverlnit YES
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C_SignRecover YES
Functions  for  Verifying |C_Verifylnit YES
Signatures and  Hashing
(MAC) C_Verify YES
C_VerifyUpdate YES
C_VerifyFinal YES
C_VerifyRecoverlnit YES
C_VerifyRecover YES
Dual-purpose Cryptographic |C_DigestEncryptUpdate YES
Function
C_DecryptDigestUpdate YES
C_SignEncryptUpdate YES
C_DecryptVerifyUpdate YES
Key Management Function C_GenerateKey YES
C_GenerateKeyPair YES
C_WrapKey NO
C_UnwrapKey YES
C_DeriveKey NO
Random Number C_SeedRandom YES
Generation Function C_GenerateRandom YES
Callback Function YES

1.5 Samples

All the samples are implemented in C language, and they all support PKCS#11

standard v.

2.20. For this version, we provide the samples below:
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FUNCTION SAMPLE

DESCRIPTION

To Initialize token InitToken

The sample is used to initialize token.

To get token information TokenInfo

The sample is used to get token information.

Encryption/ Decryption EDcrypt

The sample is used to encrypt and decrypt data.

Sign verification SignVerify

The sample is used for sign verification.

To initialize token

Path: SDK\sample\PKCS\InitToken\

STEPS FUNCTION
1. Initialize the PKCS#11 library C_Initialize
2. Get the slot list C_GetSlotList
3. Get token information C_GetTokenlInfo
4. Initialize token C_InitToken
5. Open an session for token C_OpenSession
6. Log in C_Login
7. Initialize user PIN C_InitPIN
8. Log out C _C Logout
To get token information
Path: SDK\sample\PKCS\TokenInfo\
STEPS FUNCTION
1. Initialize the PKCS#11 library C_Initialize
2. Get the information of PKCS#11 C_GetInfo

library

3.

Get the slot list

C_GetSlotList
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4. Get the slot information

C_GetSlotinfo

5. Get the token information

C_GetTokenlInfo

To verify signature

Path: SDK\sample\PKCS\SignVerify\

STEPS

FUNCTION

1. Initialize the PKCS#11 library

C_Initialize

2. Get the slot list

C_GetSlotList

3. Open an session for token

C_OpenSession

4. Log in

C_C_Login

5. If not found, generate key pair.

C_GenerateKeyPair

6. Initialize a signature C_Signinit
7. Sign data C_Sign

8. Initialize verification C_VerifyInit
9. Verify signature C_Verify

Chapter 2: MS-CAPI Applications

2.1 Introduction

CAPI (Cryptographic Application Programming Interface), developed by Microsoft as
part of Microsoft Windows, is an interface to a library of functions software developers
can call upon for security and cryptography services. It is intended for use by
developers of applications for MS Windows platforms. CAPI allows multiple
cryptographic service providers (CSP) to coexist on the same computer and to be used
in the same application. It is also possible to associate a CSP with a particular
smartcard, so that smartcard-enabled Windows applications will call the correct CSP.
MS Windows contains many helper functions that application developers may use to
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simplify code when working with cryptographic functions or with complicated data
structures (such as certificates). Choosing which APl to use when developing
applications is dependent on the needs of the particular application.

2.2 Supported Algorithms and APIs

Connection Function

CPAcquireContext Create a context and initialize access to CSP
which must be specified

CPReleaseContext Release the context created in
CPAcquireContext and other resources

CPGetProvParam Return information related to CSP

CPSetProvParam Set parameters of CSP

Key to generate and exchange function

CPGenKey Generate key or key pair

CPDeriveKey Derive a session key from a data hash and
guarantee the generated key different

CPSetKeyParam Set key attribute

CPGetKeyParam Get the attribute of encryption-operating key

CPExportKey Export key from container

CPImportkey Import the key to CSP container

CPDestroyKey Release key handle, after which the handle will
be

invalid and no access allowed

CPDuplicateKey Create a duplicate of key
CPGenRandom Generate random data
CPGetUserKey Get the enduring key pair from CSP container

Data encryption function
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CPDecrypt Decrypt encrypted document

CPEncrypt Encrypt unencrypted document
CPCreateHash Create hashing objects and initialize them
CPDestroyHash Delete hashing objects handle

CPDuplicateHash

Create a duplicate of hashing object

CPHashData Hash the input number
CPGetHashParam Get the computing result of hashing object
CPHashSessionKey Hash a session key but no reveal of the key
value to application

CPSetHashParam Set the attribute of a hashing object
CPSignHash Sign a hashing object
CPVerifySignature Verify a digital signature

2.3 Samples

All the samples are implemented in C language, and they all support MS-CAPI
standard. For the standard, we provide the samples below:

Path: SDK\sample\CAPI

FUNCTION FILES DESCRIPTION

Algorithm algorithmTest.cpp The sample provides the operations on symmetric keys,
algorithmTest.h hashing and asymmetric keys.

Container kcsTest.cpp The sample provides the operations on enumeration,
kcsTest.h delete and creation of files.

Certificates listcerts.cpp The sample provides the operations on certificate list.
listcerts.h

Algorithm sample
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The samples include 3 functions:

int GenerateAlgTest(ULONG UulALG); int DeviceAlgTest(ULONG UulALG); int
RstTest(ULONG version);
GenerateAlgTest is used for DES key generation, encryption and decryption
operations.

STEPS FUNCTION

1. Create a container

CryptAcquireContext

2. Retrieve parameters that govern the| CryptGetProvParam
operations of a CSP

3. Generate a key CryptGenKey

4. Data Encryption CryptEncrypt

5. Data Decryption CryptDecrypt

DeviceAlgTestis used for key derivation, data encryption and decryption operations.

STEPS

FUNCTION

1. Create a container

CryptAcquireContext

2. Initiate the hashing of a stream of data CryptCreateHash
3. Add data to a specified hash object CryptHashData
4. Derive a key CryptDeriveKey
4. Data Encryption CryptEncrypt

5. Data Decryption CryptDecrypt

RstTest is used for RSA key generation, data encryption and decryption operations.

STEPS

FUNCTION

1. Create a container

CryptAcquireContext
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2. Generate a key CryptGenKey

3. Data Encryption CryptEncrypt

4. Data Decryption CryptDecrypt

Container Sample

The sample demonstrates how to enumerate, add and delete containers with int
kcsTest(ULONG ulActive) function.

For enumerating a container

STEPS FUNCTION

1. Acquire a "VERIFYCONTEXT" handle CryptAcquireContext
2. Enumerate the key containers CryptGetProvParam
3. Acquire a handle to the key container found CryptAcquireContext
4. Try to get a handle to the key pair CryptGetUserKey

5. Get key permissions CryptGetKeyParam
6. Display key permissions

For adding a container

STEPS FUNCTION

1. Check whether the container already CryptAcquireContext
exists

2. If not, create a container CryptAcquireContext

For deleting a container

STEPS FUNCTION

1. Check whether the container already CryptAcquireContext
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exists

2. If there is, release the handle to the context

CryptReleaseContext

3. Delete the container

CryptAcquireContext

List Certificate Sample

The sample demonstrates how to enumerate certificates with int listcerts(void) function

For enumerating certificates

STEPS

FUNCTION

1. Open a handle to the MY\\TokenStore certificate store CertOpenStore

certificate store

2. Go over each and every certificate within the

CertEnumCertificatesInStore

3. Get and display the subject name from the certificate CertGetNameString

2.4 UniMate & UniToken API

(See also UniMate & UniToken APl Reference in Token SDK\Documents\)
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