SLC-120xOGA SERIES
ENGINEER GUIDE

SEOWON INTECH

V1.1.3

2019.01.25

1
SEOWONINTECH Proprietary-Contents may change without notice
This Document cannot be used without the authorization of SEOWONINTECH



1. INTRODUCTION TO THE PRODUCT ...ttt 4

1.1. PC CONFIGURATION (WINDOWS 7) ...iuittitieieeeessiiiiieeeeeeeesssssnteseeeeeesssssssnsssseeessssnnnssnnsesees 4
1.2. HOW TO CHECK YOUR [P ADDRESS ...cuuiiitiiiiiiiii ittt et e e s e s st s e s s s e san e ean 6
2. BUILD-INWEB SERVER AC CESS .. ..o et aabas 8
3. SETUP ON THE WEB PAGE ... oottt e e e et e s e e st e et e e e e abas 9
3.1. (B NST 21210 N = { 9
3.2. [010] N N =(o 110 ] NI Y/ L] o = 11
3.3. R N IS T 12
3.3.1. I =N 12
3.3.2. T YAV = N 17
3.3.3. (D] SV Td = = . [ I 19
3.3.4. DEVICE PERFORMANCE ... ..ccuuuiiiitieeeeettteeeeteeesetaeeeeata s eseaaaeesabaesseaaasesesaneeererneesernsereras 20
3.4. ] = i 2SN 22
3.4.1. I I 22
3.4.1.1. L8 I IS =TI (o [ )N 22
3.4.1.2. 8 = I 1 T N 24
3.4.1.3. = O I O = I @ T 25
3.4.1.4. SIM MANAGEMENT L. tutttttett ettt ettt e e e et e e et e sa e e et e e st et et s eaa e saa s sbasassetanesstasesansssrssaneren 26
3.4.1.5. [ D] 7 O [ 15 ] 27
3.4.1.6. Y L0 = 10 N PR 28
3.4.1.7. INTERNET M T U ittt et e e e e e e e e et e e ea e s et e et s e sbneaabanns 29
3.4.1.8. LY SR = | N L1 PR 30
3.4.1.9. (01 23] B IS = i 1N LT3N 31
3.4.2. T T PR 34
3.4.2.1. 1LY = N 34
3.4.2.2. (D] (O T = AV = = T 36
3.4.2.3. 11, 2T 38
3.4.2.4. PORT FORWARDING ...cttitiiiitteteees ettt et e et s ettt e e s et s esa e aa s et s enesassa s et senesansrnretnsenaranns 39
3.4.2.5. P ORT TRIGGERING ....uittiitit it ettt ettt et e et e e ea e et s et s sa e sa s et senssanssn et ssnssansenretssneranns 40
3.4.2.6. VPN CONFIGURATION 1. itteitteeitttettestteett s e st esstsesaaesaasesa e saaesstasesaessasetneranesstnresnnessnns 42
3.4.2.7. VPN PASSTHROUGH ..ottt ettt et e e e et et e s e e et s eb s s s ea e e b s ebesansra et seneranns 45
3.4.2.8. 1 | 46
3.4.2.9. QS e ————— 47
3.4.2.10. 10\ N 49
3.4.3. FIREMVALL ..ttt iieie ettt ettt e e et e s e et e e ea e s e e e st e e e e e et e e et e e aa e et e raeaabas 51
3.4.3.1. 57N N 51
3.4.3.2. T = = T = = T 52
3.4.3.3. AACCESS CONTROL cuuiitiitt ettt et e et ettt e et s e s e e et eeea e s b e e aa e saa e e st s e sa e s easeta e ransasbnsesnesrnes 56
3.4.3.4. L A O 1N 01N T 59
3.4.4. USER MANAGEMENT .. ttttttt ettt ettt e et e s e et s e sa e aa et s saesa s en et s snssanssasetsenssansenretnsensranns 61
3.4.4.1. AN 07070 111\ 61
3.4.4.2. I (107X 1 = 62
3.4.4.3. RESTORE DEFAULT ..ivttiitteiit et e e ettt e et et e e et et e et e e et e s ab e e st e saa e s et s esaesabseanseraneestanns 63
3.4.4.4. [ =1 =10 10 1 P 64
3.4.4.5. TR-069 SETTINGS .uuiiituiittiiiiee et e e et e e e e e et e s e ettt e s e e e st e e st e s aba e ettt eranessteesnessans 65
3.4.4.6. [ =N N T I =P 66
3.4.4.7. O 1 N 67
3.4.4.8. ] N1, 68
3.4.4.9. REMOTE MANAGEMENT .. ettt ittt et st ia et e et sea s eaeaa s et s eassasan et sensranssnseansenssansrnretnsensranss 69
3.4.5. FIRMWARE IMANAGEMENT L.euititttttsen e iaeeatetseastaesas et s saesassn et sensransentetsenssasrnretasensranss 70
3.45.1. RS0 1T/ = 70
3.4.6. 1YLl @] 11 71
3.4.6.1. == = 71
3.4.6.2. [B)]1X €] N[0 1 LT 72
3.4.6.3. 0 T 74
2

SEOWONINTECH Proprietary-Contents may change without notice
This Document cannot be used without the authorization of SEOWONINTECH



4. THE DEFAULT SETTING FOR THE SLC-1200GA CPE. ...t
ACRONYMS e e e e s s

3
SEOWONINTECH Proprietary-Contents may change without notice
This Document cannot be used without the authorization of SEOWONINTECH



1. Introduction to the Product

1.1. PC Configuration (Windows 7)

Most computers already have the TCP/IP configuration enabled. For your computer to support CPE,

please verify that the IP address and DNS settings are automatically generated in the Local Area

connection of your Internet Protocol (TCP/IP) properties.

. In a Windows environment :

* Click “Start” button >> Click “Control Panel”>> Click “Network and Internet Connection”>>
Click “Network Connection”>> Right-click “Local Area Connection”and Select “Properties”>>
Select “Internet Protocol 4(TCP/IPv4)” and click “Properties”>> Select “obtain an IP address

automatically”

and “obtain DNS server address automatically”>> Click “OK”.

Iz £ = Nevorcons et » NevorkComecions s~ |

e

Organize »

Disable this network device

f&l

&

&

Local Area Connection

L\,Ej Metwork 5 =
W7 Realtek RTLB1680/81110 Family P... x dﬂ Intel(R) WiFi Link 5100 AGMN

Disable
Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

&

Properties

Diagnose this connection Rename this connection

: Wireless Network Connection
— Mot connected

»
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. = I
@ Local Area Connection Properties u

Metworking | Sharing

Connect using:

L¥ Realttek RTL21680,/8111D Famity PCI-E Gigabit Ethemet

This connection uses the following tems:

18 Clignt for Microsoft Networks

QQDS Packet Schedulsr

Q File: and Prirter Sharing for Microsoft Networks
T Temet Frolocol erson B LT eV ]

B Iitemet Protocol Version 4 (TCPAPvd)

__@ .1|-||r'r ',niﬂ ;'"hﬂr Ly i

=

i Link-Layer Topology Discovery Responder

Description

Transmission Cortrol Protocol/Intemet Protocal. The default
wide area networlc protocol that provides communication
across diverse interconnected networks.

L

r ™
Internet Protocol Version 4 (TCP/IPvd) Properties m

General | alternate Configuration |

You can get IP settings assigned automatically if your network supports
thiz capability. COtherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically

() Use the following IP address:

IP address:

Subnet mask:

Defaulk gateway:

bt ElE Ly

() Use the following DNS server addresses:

g R i g e e

Alternate DNS server:

Validate settings upon exit

[ OK ][ Cancel ]
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1.2. How To Check your IP address

Open the Command Prompt window by clicking the “Start” button and selecting “Run”.
Enter “cmd”, and click the “OK” button.

o . ==

=) Type the name of a program, folder, document, or
Internet resource, and Windows will open it far you.

Open: ] -

l OK H Cancel H Browse...

<Run cmd>

* When the Command Prompt window opens , enter the “ipconfig” command to verify the IP address ,

Subnet mask , and Gateway , which are automatically assigned to PC

[Note] PCs connected to Device will receive own assigned IP address.

Cowripeonf ig

lindows I[P Configuration

Ethernet adapter Local Area Connection:

<Verify IP address>
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IC-tlsersWeteve Kim>ping 192.168.1.1

Pinging 1922.168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: bytes=32 time=ims TTL=64
Reply from 192.168.1.1: bytes=32 time<ims TTIL=64
Reply from 192.168.1.1: bytes=32 time=8ms TTL=64

Reply from 192 _168.1.1: bytez=32 time<imsz TTL=64

Ping statistics for 192_168.1.1:

Packets: Sent = 4, Received = 4, Lost = 8 (B2 loss>.
fipproximate round trip times in milli-seconds:

MHinimum = Bms,. Maximum = 8ms. Average = 2ms

If the host can reach the device using the ping command, the device has successfully attached.

[Note] If an IP address is not assigned, check the following, and then restart the PC and check
whether an IP address is assigned.
v’ LAN cable connection between PC and Device.

v’ Check TCP/IP setup details
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2.Build-in Web Server Access

The Web Browser allows you to manage the Device and to view.
In the Address Bar:

* Type http://192.168.1.1 and press ENTER to access the login screen.

* When the login screen appears, it prompts you for a password.

* Default engineer ID and password are “system / system”

* You can change the password after logged in (Passwords are case-sensitive).

Help o

&7 SEOWON INTECH

. 2

Hearname User Name

Password

[Note] The Web Interface can be accessed by entering http://192.168.1.1 in the Address Bar,

regardless of the network connection status. When there is no input for 1 hour after your login to the

Web Interface, you will be automatically logged out.
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http://192.168.1.1/
http://192.168.1.1/

3. Setup on the web page

3.1. Dashboard
“® Menu Dashboard
& Dashboard 2@ Mobile Network - o -
A Connection Mode
— Mode LTE Only UICC State UICC Ready
Status .
Connection State Connected
i T -
pgSettings Monitoring = Signal Strength IIIII -80 dBm
UL Data Rate 0 Kbps Link Quality ] ] ] e
UL Max Data Rate 0 Kbps Connection Time 50 sec
DL Data Rate 0 Kbps
DL Max Data Rate 0 Kbps 2 Network -
Device Up Time 00:00:26 up 0 min LAN IP Address 19216811
LAN IP Subnet Mask 255.255.255.0
2@ About -
WAN IP Address 192168317
Firmware Version 113 WAN IP Subnet
Firmware Creation Mask 255.255.255.0
2019.01.24-13:37 as
Date Operation Mode NAT
2@ Firewall -
Status Enable

“Dashboard” shows overall status of CPE’s functionality. A user can see LTE connection status,

transferred Data rate, LAN and WAN IP address assigned, and Firmware version information at a

glance.

* Mobile Network

v
v

* LTE

* Monitoring

v

SNURNEENEEN

* Network
v

v
v

Mode : Currently supported Radio Access Technology

Operator : Manufacturer of CPE

UICC state : Status of USIM card inserted
Connection State : Connection status on LTE network
PDN Type : IPv4 / PIv6

UL Data Rate : Current Uplink Data Rate

UL Max Data Rate : Maximum Uplink Data Rate reached
DL Data Rate : Current Downlink Data Rate

DL Max Data Rate : Maximum Downlink Data Rate reached

Device Up Time : Time elapsed after CPE turned on

LAN IP Address : IP address assigned by LAN DHCP Server
LAN IP Subnet Mask : Subnet Mask address assigned by LAN DHCP Server
WAN IP Address : WAN (LTE) IP address assigned to CPE
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v WAN IP Subnet Mask : WAN (LTE) Subnet Mask address assigned to CPE
v" Operation Mode : Switch mode status. NAT / Bridge

v" Firmware Version : Version of current firmware
v Firmware Creation Date : The time when Firmware made
* Firewall

v'  Status : Enable / Disable status of Firewall
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3.2. Connection Mode

®® Menu Connection Mode
£ Dashboard 2® operation
i i
A Connection Mode Auto-connect Auto v
Stotus [ Apply ]
@ Settings
4+ Connect Manager
Status Connected
Action _ﬂhﬂlﬂ
* Operation

v" Auto-connect : A user can select LTE registration time after CPE’s boot-up. “Auto”
means CPE tries to attach LTE network just after boot-up. “Manual” means CPE will not
try to attach LTE network until a user clicks “Connect” in the “Connect Manager” menu.

* Connect Manager
v" A user can “CONNECT” or “DISCONNECT” LTE connectivity by this menu.

11
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3.3. Status

3.3.1. LTE

©® Menu LTE Status

L Dashboard LTE Status LTE Statistics

A Connection Mode

2% LTE Information

8 status
LTE Fw Ver 03221 CM Ver 37182
Network SDK Ver 0.64.13.0 Driver Ver L0.22
Device Detalls IMEI 352470060006193 sl 001010000000023

Device Performance

£ Settings

This table shows LTE software version information, device ID and USIM ID.

* FW Ver : Modem firmware version

* CM Ver : LTE Connection Manager version

* SDK Ver : SDK version

* Driver Ver : LTE Driver version

* IMEI : International Mobile Equipment Identity

* IMSI : International Mobile Subscriber Identity of inserted USIM

12
SEOWONINTECH Proprietary-Contents may change without notice
This Document cannot be used without the authorization of SEOWONINTECH



©® Menu LTE Status

A Connection Mode

29 L7E Status

8 status
LTE UICC State UICC Ready Connection Connected
Network Band 42
Device Details APN Name PDN Type IPva & IPV6
Device Performance
IP v4 Address 192.16B.3.17 IP w6 Address 2600:0:0:0:0:0:05:345
" Settings
PLMN Search Success MCcC ool
PLMN Selected 00101 MNC 01
Registered [EMM-REGIS
Cell Global ID Oxdcd8602 (231572994)  EMM State
TERED]

eNodeB ID Oxdcd86 (904582) Cell ID 0x2 (2)

Current UL T/P 0 Kbps Current DL T/P 0 Kbps

Service Cell State RRC CONNECTED

col 15

Transmission Mode TM [4] Auto Refresh

Current CA 2CA Current Uplink CA 2CA

14 Primary Cell

Physical CELL ID Ox3c (60) TX power -348dB

RSsI -57.4/-541 dBm RSRP -833/-801dBm

All LTE information like Radio Frequency, Throughput, IP address, and Connection status are
displayed in this page. Also, if the device is connected by multiple antennas, “Secondary Cell”
information will be displayed.

* UICC State : Universal Integrated Circuit Card, status of inserted USIM card
* Connection : LTE connection status (Connected / Not Connected)
* PDN Type : Connected Packet Data Network type
* Band : Camped LTE Frequency Band
* |P v4 Address : IP v4 Address from network
* |P v6 Address: IP v6 Address from network
* PLMN Search: Searching or Registration status of Public Land Mobile Network
* MCC : Mobile Country Code
* PLMN Selected : Network Identifier of camped network
* MNC : Mobile Network Code
* Cell Global ID : E-UTRAN Cell Identifier. eNodeB ID + Cell ID
* EMM state : EPS Mobility Management (One of NAS function) status
* eNodeB ID : eNodB ID
* CellID: CellID
* UL EARFCN : Uplink Evolved-UTRA Absolute Radio Frequency Channel Number
* UL Freq. : Uplink Frequency that matched to UL EARFCN [MHZz]
e Current UL T/P : Current Uplink Throughput [Kbps]
* Current DL T/P : Current Downlink Throughput [Kbps]
13
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UL MCS : Modulation and Coding Scheme used in Uplink
20(1) : MCS index (The number of allocated Resource Block)

TX power : Transmission Power [dB]

Service Cell state : RRC (Radio Resource Control) state

CQI : Channel Quality Indicator

Transfer Mode : Transmission Mode

Auto Refresh : If checked, all LTE Status values are renewed by every second

Current CA : Carrier Aggregation Status. Non-CA / 2CA / 4CA
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°® Menu LTE Status

C Dashboard a0 Primary Cell
laEannectionMade Physical CELL ID 0x3¢ (60) TX power 348 dB
8 status RSSI -57.4/-541 dBm RSRP -833/-80.1dBm
I.J:lwur'k RSRQ -6.0/-59 dB SINR 32.4/3356dB
Device Details DL Frequency 3510 MHz UL Frequency 3510 MHz
Device Performance DL Bandwidth 20MHz UL Bandwidth 20MHz
&° Settings DL MCS Level [27(231/127(2) ] UL MCS Level [ 25(2) 28(2) |
DL EARFCN 42690 UL EARFCN 42690
Max DL Modulation 2560AM Max UL Modulation 640AM

-+ Secondary Cell #1

Cell Status Enable

Physical CELL ID 0x3c (60) TX power -dB

RS5I -63.6/-68.7 dBm RSRP -B9.6/-94.6 dBm
RSRQ -61/-5.9 dB SINR 32.0/297 dB

DL Frequency 3520.8 MHz UL Frequency 3520.8 MHz

DL Bandwidth 20MHz UL Bandwidth 20MHz

DL MCS Level 0(0) / o(0) UL MCS Level o(o)

DL EARFCN 42BBB UL EARFCN 42BBB

Max DL Modulation - Max UL Modulation -

.. a e

Physical CELL ID : Physical Cell ID

DL Frequency : Downlink Frequency [MHZz]

DL EARFCN : Downlink Evolved-UTRA Absolute Radio Frequency Channel Number
RSSI : Received Signal Strength Indicator [dBm]

RSRP : Reference Signal Received Power [dBm]

RSRQ : Reference Signal Received Quality [dB]

SINR : Signal to Interference-Noise Ratio [dB]

DL Bandwidth : Downlink Bandwidth [MHZ]

Max DL Modulation : Maximum Modulation Coding Scheme in Downlink

DL MCS Level : Modulation and Coding Scheme used in Downlink
20(1) : MCS index (The number of allocated Resource Block)
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°® Menu LTE Status

£ Dashboard LTE Information LTE Status

L Connection Mode

11 LTE Statistics

8 status
LTE Rx packets 1 Tx packets 632
Network Rx bytes 88 Tx bytes 44354

Device Details
Device Performance
& Settings APERIODIC

£® Qi statistics

Mode 1 2 3 4 5 6 7 8 9 10 n 12 13 14 15 16
MODE1-2 o0 00 00 00 00 OO OO 00 OO0 00O 00D 00 00 OO0 00 00
MODEZ-0 00 00 00 00 00 00 00 00 OO0 00 00 00 OO0 OO0 00 00
MODE2-2 o0 00 00 00 00 OO OO 00 OO0 00O 00O 00 00 00 00 00
MODE3-0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
MODE3-1 o0 00 00 00 00 00O OO 00 OO0 00O 0O 00 00 00 00 00

PERIODIC

Mode 1 2 3 4 5] 6 7 8 9 10 n 12 13 14 15 16
MODE1-0 o0 00 00 00 00 OO OO 00 OO0 00O 00O 00 00 00 00 00
MODEI-1 o0 00 00 00 00 00 OO0 00 OO0 00 00 00 00 00 00 55
MODE2-0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
MODE2Z-1 o0 00 00 00 00 OO OO 00 OO0 00O 00O 00 00 OO0 00 00

You can see how many Packets and Bytes are exchanged through LTE network from power-on of the
device.
Also, CQI (Channel Quality Indicator) Report Statistics is displayed as tables, arranged by CQI Index

and Transmission Mode, and by Aperiodic and Periodic reporting.

* Rx Packets : The number of received packets

* Tx Packets : The number of sent packets

* Rx Bytes : The size of received Bytes

* Tx Bytes : The size of sent Bytes

* CQlIndex:1-16

* MODE1-2 : Transmission Mode that is decided by the combination of CQI and PMI (Precoding
Matrix Indicator)

* APERIODIC : CQI is transmitted periodically with a certain interval specified by higher layer
message

* PERRIODIC : CQI is transmitted by a special trigger

* CWO0,CW1 : CQI reporting counts through Code Word 0, Code Word 1
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3.3.2. Network

2® Menu Network Information

A Connection Mode
— e

WAN

B status
TE WAN IP Address 1921683 17 WAN IP Subnet Mask  255255.255.0
Network WAN P Default
) : 192.168.3.238
Device Details Gateway
Device Performance Primary DNS 168.126.63.1 Secondary DNS 168.126.63.2

& Settings

This page shows IP address of WAN(LTE network) side.
* WAN
v" WAN IP Address : WAN(LTE) IP address assigned to CPE
v WAN IP Subnet Mask : WAN(LTE) Subnet Mask address assigned to CPE
v WAN IP Default Gateway : WAN(LTE) Default Gateway address assigned to CPE

(All packets (except its destination IP address is inside LTE network) are delivered to the
Default Gateway)

v" Primary DNS : First DNS address assigned to CPE
v" Secondary DNS : Second DNS address assigned to CPE
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°® Menu Network Information

A Connection Mode
— ..

LAN
B status
LTE DHCP Server Enable MAC Address 00:21:07:12:34:62
Network Gateway |P Address 19216811 Gateway Subnet Mask 255.255.255.0

Device Details
Device Performance

Rx packets 2598 T« packets 2635

Rx bytes 5726184 Tx bytes 12854560
@ Settings

 +4 Lease Status Table

No. Client Host Name MAC Address IP Address

LAN(Ethernet)Information is displayed in the menu.

DHCP Server : LAN DHCP Server status (Enable / Disable)

MAC Address : LAN(Ethernet) MAC (Media Access Control) address
Gateway IP Address : Gateway IP address assigned by LAN DHCP Server
Gateway Subnet Mask : Subnet Mask address assigned by LAN DHCPServer
Rx Packets : The number of all packets received through LAN connection

Tx Packets : The number of all packets sent through LAN connection

Rx bytes : Sum of all packets received through LAN connection [bytes]

Tx bytes : Sum of all packets sent through LAN connection [bytes]

:
oA

Lease Status Table : The list of all the device which are connected by LAN and assigned IP,
Subnet Mask, and Default Gateway Address by CPE
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3.3.3. Device Details

2® Menu Device Details
£ Dashboard o8 . vice Time
A Connection Mode Current Local Time 2015-01-01 00:21:52 Time Server ntplealnet
B status Pacific Time (US and Cana
LTE Synchronize With PC Out of sync Time Zone da)
a

Network X X X
. ) Daylight Saving Time  Enable
Device Details

Device Performance P
Device Information

o Settings
oDM Seowonintech co, LTD. Product Name SLC-120T4200A
i SEOWONXX130T03-00000
oul 00:21:07 Serial Number o1
: X Firmware Creation
Firmware Version 113 2019.01.24-13:37

Date

Abnormal Reboot by Elec
Hardware Version 10 Last reboot cause trical Power Off or Defect

Device

This page shows the device and time information.

e Current Local Time : Current time where CPE is located

* Time Server : Server address that CPE synchronize its time

* Synchronize With PC : Time synchronization status between connected PC and CPE
* Time Zone : Standard time of CPE

» Daylight Saving Time : Daylight Saving Time (Summer Time) status (Enable / Disable)
* ODM : Original Development Manufacturing of CPE

* Product Name : Model name

* OUI :Organizationally Unique Identifier. Uniquely identifies a vendor, manufacturer

» Serial Number : Uniquely assigned to every CPE by manufacturer

* Firmware Version : Version of current firmware

* Firmware Creation Data : The time when Firmware made

¢ Hardware Version : Hardware Version.
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3.3.4. Device Performance

9@ Menu Device Performance
8 Dashboard 28 cpu utilization
A Connection Mode
-y
B status
TE CPU Current Usage 5% CPU Max. Usage 35%
Network

Device Details

Device Performance N
& Settings CPU Min. Usage 0% CPU Usage Threshold 95

2® Memory Utilization

Memory Current Usage 31% ' Memory Max. Usage 31% '
. Memory Usage
Memory Min. Usage 30% 95
Threshold

 + 1 Uplink Data Rate

Current Data Rate Max Data Rate Min Data Rate

Several statistics relative to Device performance, is shown.

* CPU Current Usage : CPU currently used

* CPU Max. Usage : CPU Maximum used

* CPU Min. Usage : CPU Minimum used

* CPU Usage Threshold : Maximum CPU can be used

* Memory Current Usage : Memory currently used

* Memory Max. Usage : Memory Maximum used

* Memory Min. Usage : Memory Minimum used

* Memory Usage Threshold : Maximum Memory can be used

£® Uplink Dara Rate
Current Data Rate Max Data Rate Min Data Rate
300
., 200
o
«-=
=2
100
o
Current Data Rate 1 Kbps Max Data Rate 240 Kbps
Min Data Rate 0 Kbps

e Current Data Rate : Current Uplink Data Rate
* Max Data Rate : Maximum Uplink Data Rate reached

* Min Date Rate : Minimum Uplink Data Rate reached

20
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22 Downlink Data Rate

Current Data Rate Max Data Rate Min Data Rate
8000

6000

4000

Kbps

2000

Current Data Rate 56 Kbps Max Data Rate 6.58 Mbps

Min Data Rate 0 Kbps

e Current Data Rate : Current Downlink Data Rate
¢ Max Data Rate : Maximum Downlink Data Rate reached

¢ Min Date Rate : Minimum Downlink Data Rate reached

2 System Information

Firewall Enable

Device Up Time 00:41:49 up 42 min

» Firewall : Firewall status (Enable / Disable)
» Device Up Time : Time elapsed after CPE turned on

21
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3.4.  Settings
34.1. LTE

3.4.1.1. Cell Selection

°® Menu Cell Selection

: Dashboard

2® Band selection

A Connection Mode

Mode Full Band v
Status Status 42,43,48
©° Settings Band Selection |#| Band-42 | Band-43 ¢ Band-48
LTE PLMN Selection Auto v
Cell Selection

ol tock L foply

PCI Cell Lock

22 Cell selection Option
SIM Management

Default PDN ® First Detected Cell

Multiple PDN Power Scan Option Strongest Cell{Power On)

Internet MTU Strongest Cell(Always)

IPve Settings m
Network
Firewall

User Management

Firmware Management

Manitoring

Cell Selection provides two main functions: Band Selection and Cell Selection Option.
By default setting in Band Selection, the device will search full LTE band supported and select PLMN

automatically. With this menu, you can specify LTE band and PLMN that are needed as per uses.

Cell Selection
22 Band selection
Status 42,43,48
Band Selection |« Band-42 | Band-43 |«| Band-48
PLMN Selection Manual r

19 Manual PLMN selection

cmenemcome [ |

© |f click the ‘Search’ button than it will be disconnected. Please click the 'Apply’ after set
MCC/MNC and reboot or enter the 'Connection Mode' and manual connect.

Cell Selection
22 Band Selection
Mode Frequency v
Status 42,4348
Band Selection |# Band-42 [# Band-43 |#| Band-48
£ Channel Plan
Count 1 A

* Select “Settings” - “LTE” - “Cell Selection” from the menu.
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* You can change the mode “Full Band” or “Frequency” and set EARFCN manually.

* You can see the status of band and change the band.

* You can change the “PLMN selection”.

* You can set MCC and MNC manually if you select “Manual” in “PLMN Selection” list.

* Finish setup by clicking the “Apply” button.

By default setting in Cell Selection Option, in the idle mode, the cell reselection operates according to
3GPP standard 36.304. When the idle state is changed in the connected state, the cell selection
preferentially selects the Serving Cell according to 3GPP standard 36.300.

The criterion for determining the strongest cell is RSRP(Reference Signal Received Power)
information.

2® Cell Selection Option

® First Detected Cell
Power Scan Option Strongest Cell{(Power On)

Strongest Cell(Always)

* First Detected Cell
: Cell Selection and Cell Reselection operate according to 3GPP standard.
* Strongest Cell(Power On)
: When the device is powered on, the cell selection will camp on the cell with the strongest Cell.
* Strongest Cell(Always)
: When the device is powered on and entered idle state during operation, the Cell Selection with the

strongest Cell is camped on.
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3.4.1.2. Cell Lock

2® Menu Cell Lock

£ Dashboard 29 search cell
%' Connection Mode

Check Index DL EARFCN PCl RSRP(dBm) RSRQ{dB) SINR(dB)

Status " 1 42690 0Ox3c (60) -85.3/-80.4 -5.9/-6.0 314/337

&7 Settings 2 42888 0x3c (60) -89.2/-957 -6.2/-6.1 318/29.2

Cell Selection
Cell Lock

PCI Cell Lock 22 Cell Lock List m

SIM Management Check DL EARFCN PCI

Default PDN

- [ Detete | peleteAl | Avply
Internet MTU
IPvE Settings

Network

Firewall

User Management

Firmware Management

Maonitoring

If you want the device to camp on specific cell except others, you can use this menu. The device will

only try to camp on the cell in the “Cell Lock List” if there is any item.

Select “Settings” — “LTE” — “Cell Lock” from the menu.

You can add current the cell to Cell Lock List or delete the cell to unlock from the list.

* You can manually add the cell by clicking “Add+” button.

Finish setup by clicking the “Apply” button.
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3.4.1.3. PCI Cell Lock

°® Menu PCl Cell Lock

£ Dashboard 28 search cell

A Connection Mode Check Index  DLEARFCN Pl RSRP(dBm) RSRQ(dB) SINR(dB)

Status v 1 42690 0x3c (60) -85.0/-811 -59/-62 315/332

o Settings 2 42888 ox3c (60) -B9.6/-96.5 -6.1/-61 316/267
Cell Selection
Cell Lock
PCI Cell Lock £ Par Cell Lock List [ Adds ]
SIM Management Check PCI
. [ Delete | Deteteall | Apply ]
Multiple PDN L

Internet MTU
IPv6 Settings
Network

Firewall

User Management

Firmware Management

Maonitoring

If you want the device to camp on specific cell except others, you can use this menu. The device will
only try to camp on the cell in the “PCI Cell Lock List” if there is any item.
PCI Cell Lock can be set up to 32 lists.

Select “Settings” - “LTE” - “PCI Cell Lock” from the menu.

You can add current the cell to PCI Cell Lock List or delete the cell to unlock from the list.

* You can manually add the cell by clicking “Add+” button.

Finish setup by clicking the “Apply” button.
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3.4.1.4. SIM Management

©® Menu SIM Management
£ Dashboard £® PIN Information
AEonnectionMade PIN Status PIN DISABLED
Status RETRIES PIN 3
o7 Settings RETRIES PUK 10
Cell Selection
) oo
Cell Lock PIN Management
PCI Cell Lock PIN Code
SIM Management
Defaul: PDN [ Enable
Multiple PDN
Hiipte 2% pIN Change
Internet MTU
IPv6 Settings PIN Code
Network New PIN Code

Firewall Confirm New PIN Code

User Management

Firmware Management
Monitoring 2% PIN Unblock

PUK Code
New PIN Code

£® 1M card Restriction

For giving higher security of using LTE, SIM (Subscriber Identification Module) can have PIN
(Personal Identification Number) verification procedure. You can enable or disable SIM functionality
by PIN and PUK (PIN Unblock Key).

* Select “Settings” —» “LTE” - “SIM Management” from the menu.

* You can see the current status of SIM.
* Only the button operation is enabled to match the current status.
v If your SIM card is locked, PIN Status shows “PIN ENABLED NOT VERIFIED”.
Then you should enter the PIN code and click the “Verify” button.
After success unlock PIN then you can attached the LTE network.
You can set new PIN code by unblocking with PUK code.
If you failed to unblock PIN, you never use this SIM card.
You can set IMSI Prefix (MCC/MNC) for SIM card restriction.
00101 : 001 = MCC, 01 = MNC
Finish setup by clicking the “Apply” button.

D N N NI NN

<\

v" PIN is 4 digit numbers, PUK is 8 digit numbers and IMSI prefix is 5 digit numbers.
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3.4.1.5. Default PDN

98 Menu Default PDN
£ Dashboard 22 Default PDN Connection
A Connection Mode APN Name
& status Authentication Type PAP M
©° Settings Username
LTE Password
Cell Selection PDN Type |PvavE A
Cell Lock nm
PCI Cell Lock
SIM Management
Default PDN
Multiple PDN

Internet MTU
IPve Settings
Network

Firewall

User Management

Firmware Management

Monitoring

A certain network requires the device to specify “APN (Access Point Name)”, “Authentication Type”,
and “PDN Type” for Default PDN (Packet Data Network) Connection. If these parameters are not

correct, the device can’t access to LTE network.

» Select “Settings” - “LTE” - “Default PDN” from the menu.

* You can set the PDN parameters such as APN Name, Authentication Type, Username, Password
and PDN Type (IPv4, IPv6, IPv4v6).
» Put data in the box and click “Apply” button.
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3.4.1.6. Multiple PDN

9® Menu Multiple PDN
: Dashboard

2® pDN Configure

A Connection Mode

PDN cid 2 v
Slatus PDN Label ims
o Settings APN Name
LTE Authentication Tupe MNONE v
Cell Select
ellselection PDN Type 1Pvave v
Cell Lock
PCI Cell Lock (il
Default PDN
Multiple PDN 2® N Configure
Internet MTU .
. Cid PDN Label PDN Type APN Name Auth Type Username Enable
IPv6 Settings
Network . 2 ims IPvdve NONE Off
Firewall 3 admin IPv4 NONE Off
User Management 4 app IPva NOME Off
Firmware Management
Monitoring

By default, the device is set as Default PDN (Packet Data Network) for LTE registration and PDN
Connectivity. But if network requires Multiple PDN for using “internet”, “IMS (IP Multimedia

Subsystem)” or any other purpose, you should set and enable Multiple PDN function by this menu.

* Select “Settings” - “LTE” —» “Multiple PDN” from the menu.

* You can set the multiple PDN parameters for IMS, admin, and App services.

» Select “Cid”, check “Enable”, put data in the box, and then click “Apply” button.
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3.4.1.7. Internet MTU

2® Menu Internet MTU

£ Dashboard This page display the maximum number of bytes in the packets transmitted over the internet port.

1 Connection Mode

Status 4 Internet MTU Settings

o° Settings Internet MTU 1500 (The default is 1500, do not change unless necessary.)
Cell Selection
Cell Lock
PCI Cell Lock
5IM Management
Default PDN
Multiple PDN
Internet MTU
IPvé Settings

Network

Firewall

User Management

Firmware Management

Monitoring

In case that LTE network requires the device to limit MTU (Maximum Transmission Unit) size, you can
set in this menu. Change of MTU size is usually for IP packet management between LTE network

entities. Normally, the default value, 1500 is used without any problem.

* Select “Settings” - “LTE” - “Internet MTU” from the menu.

* You can change the internet MTU size [Bytes].

* Put data in the box and then click “Apply” button.
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3.4.1.8. IPv6 Settings

°® Menu IPv6 Settings

€2 Dashboard 22 IPvé Setup

L Connection Mode

IPv6 Enable Enable r

Status

F +4 DHCPv6 Address Settings

o° Settings
LTE DHCPvé Autoconfiguration
Stateful r
Cell Selection Mode
Cell Lock Select DHCPVE Prefix Manual v
PCI Cell Lock
eh o 1PV6 Prefix 2600:1010:b0052bc7 /64
5IM Management
Default PDN Gateway |Pvé Address - [ooo1
Multiple PDN Start IPve Address 0129
Internet MTU End IPv6 Address +|0255
IPv6 Settings
9 DNS Server Address Mode Auto v
Network

User Management

Firmware Management

Monitoring

The device supports IPv6 and can be enabled or disabled by the menu. You can use IPv6 by its own
purpose with DHCPv6 Auto-configuration — Stateless mode. IPv6 address is automatically assigned
to its connected device. Or if you want to set IPv6 address manually (like DHCPv4), you can change
the mode from Stateless to Stateful and set IPv6 Prefix, Gateway IPv6 address, and Start/End IPv6

address. Also, you can set DNS (Domain Name System) Server IPv6 Address manually.

Select “Settings” - “LTE” - “IPv6 Setup” from the menu.

* You can enable or disable IPv6 function by selecting the list.

You can set DHCPv6 Auto-configuration Mode by selecting the list.

* You can set DNS server address mode to “Auto” or “Manual’.

After selecting the each mode, put in the data to all boxes.

Finish setup by clicking the “Apply” button
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3.4.1.9. CBSD Settings

2® Menu CBSD

8 Dashboard “ Registration Spectrum Inquiry Grant

1 Connection Mode

2® cesp
Status
o Settings CBSD Enable ® Enable Disable
TE Select Category Category B v
Basic 29 ¢8sD status
Cell Selection
CPI Enable Enable ® Disable
Cell Lock
PCI Cell Lock S
SIM Management CBSD ID
Default PDN Crantl 1D Grant2 1D
Multiple PDN 5 5 4 n
Internet MTU rant3 rants
IPve Settings m

CBSD Settings
Network

Firewall

User Management

Firmware Management

Software
Maonitoring

Engineer

The CBSD Setting page is shown only when the following two conditions are satisfied.
- Band-48 item should be checked in Band Selection section of LTE-Cell Selection.
- You must log in as the engineer account ID and PASSWORD when you login the WEB GUI
(root / gksrmf28)

The device supports CBSD and can be enabled or disabled by the menu. The Citizens Broadband

Radio Service Device (CBSD) function is used to connect with SAS Server to use CBRS.

» Select “Settings” —“LTE” —“CBSD Setup” from the menu.
* You can enable or disable CBSD function.
* You can set the Registration item, Spectrum Inquiry item and Grant item.

¢ Finish setup by clicking the “Apply” button.
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¢ CBSD should be changed to Enable in order to use it because Default value is Disable.
* |tems to check for initial setup

- Sas URL, User ID, Category, Latitude, Longitude

©® Menu CBSD

fihneshioond Enable Registration Spectrum Inquiry Grant
A Connection Mode

 +4 Registration Settings

Status
o Settings Sas URL |https://developer-sc-02 federatedwireless.com/vi2/ |
e Cert [fete/ssl/certs/TS.pem |
Basic User ID Cert Password [1230bedefg
Cell Selection FID Call Sign [callsignizs
Cell Lock Category Radictech [EUTRA

PCI Cell Lock

SIM Management Supportedspec FFS Latitude 39 |
Default PDN Longitude Height 80 |
Multiple PDN Heightype Horizontal Lo |
peernet M1 Vertical Indoor fatse |
IPv6 Settings ) )

CBSD Settings Antazimuth 359 Antdowntilt |2 |
Network Antgain e ] Eirpcapability [30 |
Firewall Antbeamwidth Antmodel [antennaModel123 |
User Management Meascapability [ ] Meascapability2 [ |
Firmware Management m
Monitoring

Engineer

- Latitude, Longitude setting method
Information received from an LTE network does not have latitude and longitude.
Therefore, these values can not be set automatically.

You need to check and set latitude and longitude information yourself.

Go to the site : https://mycurrentlocation.net/

Ea o
You Are Here, ol Geumjeong-dong, Gunpo-si, Gyeonggi-do, Scuth Kcreax ~ Il‘atltl‘ldE 37.37030 |
Lat: 37.37030 | Long : 126.94566 ) |L tud 126.94566 |
~'Accuracy : 24.00 m (Good) % ongitude :
| Grocery Store Near Me e )
‘%‘ Altitude
= g
Cetrmifang Anyang International Accuracy 24.00
Distribution
Complex
] . ] Location | — | Geumjecng-dong,
.‘\'\“@1‘) % a Name Eunpo-si. Gyeonggi-do, South
orea
XX o < kL
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https://mycurrentlocation.net/

- CBSD device category classification.

CBSD Type Maximum EIRP Maximum EIRP Antenna Height
(dBm/10 MHz) (dBm/MHz) (Meter)
Category A 30 dBm or 1 watt 20 dBm < 6 meters
Category B 47 dBm or 50 Watt 37 dBm > 6 meters
End User Device 23 dBm or 200 mili Watt NA NA
(EUD)
B SLC-1200GA : Available in Category B, Category A and EUD mode.
“® Menu CBSD
£ Dashboard “ Registration Spectrum Inquiry Grant
1 Connection Mode
- 28 cBsp
Status
o Settings CBSD Enable ® Enable Disable
TE Select Category Category B v
Basic £® cBSD Status
Cell Selection .
CPI Enable Enable (® Disable
Cell Lock
PCI Cell Lock Status
SIM Management CBSD ID
Default PDN Grantl 1D Grant2 1D
Multiple PDN
Internet MTU Grant3 1D Grant4 1D
IPv6 Settings m
CBSD Settings
Network
Firewall
User Management
Firmware Management
Monitaring
Engineer
B You can use the max power limit by selecting the Category of the device.
| If EUD is selected in the select category menu, CBSD does not work and the device

operates below 23dBm.
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3.4.2.

3.4.2.1.

Network

Switch
@ Menu Switch Setup
€2 Dashboard 28 switch Setup
A Connection Mode Switch Mode NAT A
Status m
@ Settings

LTE
Network

Switch

DHCP Server
DMZ

Port Forwarding
Port Triggering
VPN Configuration
VPN Passthrough
upnp

QoS

DDNS

Firewall

User Management

Firmware Management

Monitoring

Engineer

* There are two kinds of mode in Switch Setup - “NAT” and “Bridge”.

v

v

Default PDN support both NAT and Bridge and other PDNs support NAT only. So if change
Switch Mode then will apply to Default PDN.

NAT (Network Address Translation) is translation function between Private IP and Public IP
address. If one user tries to send its data packets with 192.168.1.2 which is private IP
address to outer network, then NAT will change that private IP address to public IP address
like 119.200.124.81, which make that packets be regarded as Public IP packets. On the
contrary, when packets from outer side come to CPE, NAT should decide which Private IP
address to deliver. By this method, only Public IP address is used and known to outer
network. So, local network inside CPE are protected.

Bridge mode ‘bridges’ Host LTE network and Guest LAN network. By this, guest device is
directly networked to LTE, which binds two networks as one and work like one network. This

“Bridge” means Guest network operates as same level as Host network.

X On Bridge mode, CPE can’t use Network functions.

% For using TR-069, activate “admin PDN” in “Settings”->“LTE"->“Multiple PDN". If LTE

registration is ok with admin PDN, then a user can use TR-069 function.

* How to change “Switch mode”

v" Goes to “Settings” ~“Network” -“Switch” menu
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v Select “NAT” or “Bridge” in Switch Mode menu
v’ Click “Apply button”. Applied Switch mode is activated after re-boot.
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3.4.2.2. DHCP Server

2® Menu DHCP Server
£ Dashboard 29 DHCP Server Settings
AgEonnectioniode Enable DHCP Server on v
Status Gateway IP Address w2z (18 | 1 ].[ 1
o Settings Gateway Subnet Mask . . | o
LTE Starting IP Address . . [z
Nexwork Number of users 253
Switch
DHCP Server From ISP i
DMZ Primary DNS
Port Forwarding Secondary DNS . . . Optional
Port Triggering Tertiary DNS B . . Optional
VPN Configuration
VPN Passthrough DHCP Lease Time 3600 seconds
UPnp Lease Reservation Table
Qos
Firewall Select Host Name MAC Address IP Address Enable  Select IP/MAC Address
User Management 192.168.1101 / 08:5E:0LDES
Firmware Management E:a3
Monitoring
Engineer Up to 10 rules can be set m

DHCP(Dynamic Host Configuration Protocol) Server assigns network configurations like IP address,
Subnet Mask, and Default Gateway, to connected client devices automatically.

DHCP Server manages complicated IP address in efficient way and adapts to insufficient IP address.
You can assign same IP address to a specific device through Lease Reservation Table. For this
purpose, MAC address of that device is nheeded. DHCP Server manages connected clients by MAC

address so, user can add or delete in easy way.

* How to set “DHCP Server” settings

v' Goes to “Settings” ~“Network” -“DHCP Server”

v’ Select “On” in Enable DHCP Server menu

v'  Set Gateway IP address

v' Set Gateway Subnet Mask address

v Set “Starting IP Address”. If there are values in “Starting IP Address”, then“Number of users”
will be changed automatically. “Number of users” can be set from 1 to 253.

v"In case of “From ISP” is checked, DHCP Server assigns DNS address from ISP (Internet

Service Provider) to its connected devices through LAN connection. If “From ISP” is not
checked, those devices will have DNS addresses which are set manually.

v You can set “DHCP Lease Time”. DHCP Lease Time is time limit of IP address, which is
assigned dynamically from DHCP Server to DHCP client. If that time is expired, new dynamic
IP address will be assigned to DHCP client automatically. DHCP Lease Time can have the
value between 300 ~ 86400 seconds and 3600 seconds by default.

v" When IP/MAC Address is enlisted in “Lease Reservation Table”, DHCP Server assigns
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specific IP address to that MAC address matched. In “Searched List”, you can see IP/MAC
address of the devices that are assigned IP address by DHCP Server. If you select one item
and “Add”, then that item will be enlisted on “Lease Reservation Table”. The enlisted item
can be edited or removed by user.

v’ If all settings are ready, then select “Apply button”.The changes will be operated after re-boot.
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3.4.2.3. DMz

9® Menu DMZ
£ Dashboard ez
A Connection Mode Enable DMZ Enable @® Disable
Status Redirect ICMP To The Host Enable « Disable
o Settings Exclude Web Server Port Enable Disable
LIE Private LAN IP Address . .
remon [ Aoply

Switch

DHCP Server
DMz

Port Forwarding
Port Triggering
VPN Configuration
VPN Passthrough
UPnP

Qos

DDNS

Firewall

User Management

Firmware Management

Monitoring

Engineer

* DMZ(Demilitarized Zone) function makes local network connected PC be opened to internet, and

that will make bidirectional communication between internal host and external host without any
restriction. DMZ enabled host is all port opened condition. So, if you want to use specific application
programs like IP camera and Database management software but don’t know which port to open,
then you can set that PC as DMZ host.
Warning! DMZ is proper function when a user doesn’t have information which portto be opened. But
that DMZ host is entirely open to internet environment, which may bringpotential security problem.If
DMZ function is not necessary, please disable DMZ.

* How to use “DMZ”

v' Goes to “Settings” ~“Network” -“DMZ”

v’ Check “Enable” in Enable DMZ item
v’ Input IP address that want to open all ports, in “Private LAN IP Address”
v Even in DMZ mode, there are two exceptional configurations.
® [f you want to let ICMP packet to be delivered to DMZ host, please enable “Redirect
ICMP to the host”
® [f you want to exclude Web Server Port of the device, please enable “Exclude Web
Server Port”
V" If all settings are ready, then select “Apply button”. The changes will be operated after re-

boot.
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3.4.2.4. Port Forwarding

“® Menu Port Forwarding
£ pashboard 29 port Forwarding
s}f Connection Mode NmE TP View Existing Applicati
Status Protocol BOTH v

o Settings Start Port 21
LTE End Port 21 (Blank or Start Port-65535)
Hetwosk Destination IP 192 || 168 || 1 |.| 100

Switch

DHCP Server Destination Port 21 (Blank or 1-65535)

oz [ save | Concel ]

Port Forwarding

.0 N
Port Triggering Port Forwarding List

VPN Configuration N N Start  End protocol P Destination
o. ame rotoco
VPN Passthrough Port Port Address Port
UPnP
00 1 FTP 21 2 BOTH 1521681100 21 [ Del |
DDNS Up to 10 rules can be set

Firewall

User Management

Firmware Management

Manitoring

Engineer

* Select “Settings” — “Network” - “Port Forwarding” from the menu.

* What is “Port Forwarding”?

v

One of NAT(Network Address Translation) function. “Port Forwarding” opens specific port
and make communication available through that opened port. This function is used in case
that external host wants to activate a service for the host in internal network. When
packets arrive from external network, those are managed by destination IP address, port
and the rule that a user sets, and are matched to specific host. Communication between

internal host and external network with specific port, is available through this way.

» Configure Port Forwarding Setting.

v

\

Input “Name”. You can reference it with click “View Existing Application”, which shows the
application name that is generally used.

Select one of the listed Protocols (BOTH, TCP, UDP).

Enter Start port, End Port, Destination IP address and Destination Port.

For example, if you want to use one PC connected to this CPE as FTP server, you can
configure as set on the picture above. 192.168.1.100 is IP address of that connected PC.
You can find IP address of connected PC (or other network device) in that PC’s network
configuration.

You can change the range of the external port by change of “Start port ~ End port".
“Destination IP” and “Destination Port” are for the PC (or network device) connected to
CPE.

Click the “Add” button when you finished.

You can change the data by clicking “Edit” or “Del” button in the list.
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3.4.2.5. Port Triggering

©® Menu Port Triggering
€2 Dashboard 22 port Trigger Settings Table
A Connection Mode NS IRC Port Type RANGE v
Status Trigger Protocol ALL v Trigger Port 6660 |- [7000
o® Settings Open Protocol ALL v Open Port 113 -3
Network
 +1 Port Trigger List
Switch
DHCP Server Trigger Pr Trigger Port(s) Open Prot Open Port(s)
DMZ No. Name Edit Del
otocol  StartPort EndPort ocol StartPort EndPort
Port Forwarding
Port Triggering 1 IRC alt 6660 7000 all 113 13 [ Det |

VPN Configuration Up to 10 rules can be set

VPN Passthrough
UPnP

QoS

DDNS

Firewall

User Management

Firmware Management

Monitoring

Engineer

» Select “Settings” » “Network” - “Port Triggering” from the menu.

* What is “Port Triggering”?

v

Port Triggering is automated version of Port Forwarding. “Port Forwarding” forwards its
packet to fixed IP address and port that a user sets, but “Port Triggering” forwards
received packets to pre-defined Triggering port range of local network that client is
belonged to.

Application programs like FTP and IRC (Internet Relay Chat) use several ports when it

responses. If one session is opened and starts to send, additional ports open operation for

receiving packets, can be done by “Port Triggering”.

* Configure Port Triggering

v
v
v

v
v

v

Input “Name”item according to purpose

Select “Port Type”that apply to Port Range

Set “Trigger Protocol” and“Trigger Port”. These items are for the client in the local network
(LAN).

“Open Protocol” and“Open Port”is for external (WAN) port that will be used in Triggering.
Click the “Add” button when you finished.

You can change the data by clicking “Edit” or “Del” button in the list.

* Port Triggering Example
One of application that uses Port Triggering is IRC (Internet Relay Chat). IRC authenticates user by

IDENT protocol through port 113, generally. When client PC tries to connect to IRC server, it uses

port 6667 (or port range 6660 ~ 7000) for connection request message. In response to this, IRC
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server send identification message through port 6667 and port 113 additionally. So, port 113 must
be opened to client PC. If user sets as picture above, then CPE will open port 113 automatically

and deliver packets through that, when it detects session over port 6667 is started.
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3.4.2.6. VPN Configuration

©® Menu VPN Configuration
L Dashboard 2 VPN Configuration Settings
A Connection Mode VPN ‘ CRE v
Status £ Add GRE Tunnel
Settings
&+ 2 Tunnel Destination IP Address
LTE
Network GRE Interface IP Address
Switch GRE Interface Remote IP Address
DHCP Server Remote Private IP Address
bmz Key 0-4294967295

Port Forwarding
X X Checksum Enable v
Port Triggering

VPN Configuration L add ] Reset

VPN Passthrough 20 cre Configuration List

UPnpP
QoS Tunnel DEST IP GRE I/F IP GRER/FIP  Private Address Key Checksum Operation

boNS L aopty | Cancel ]

Firewall

User Management

Firmware Management

Monitoring

Engineer

* Input GRE (Generic Routing Encapsulation) configuration items and “Add” to “GRE Configuration
List”. Click “Apply button” will bring re-boot of CPE. GRE VPN (Virtual Private Network) will be
operated after that.

* GRE Tunnel can have 5 items maximum.

* Tunnel Destination IP Address : External IP address of CPE (LTE IP)

* GRE Interface IP Address : GRE Interface Private IP Address of CPE

* GRE Interface Remote IP Address : WAN IP Address of remote device

* Remote Private IP Address : GRE Interface Private IP Address of remote device

* Key value can have the range of 0~4294967295.
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UPnp

Qos
DDNS

Firewall

User Management

Firmware Management

Monitoring

Engineer

°® Menu VPN Configuration
L Dashboard 2® VPN Configuration Settings
g0 L
A Connection Mode VPN TP v
stat
atus 22 L2TP Mode
o Settings
2 Server Address [ |
LTE
Network Server Address(Private) Enable v
Switch Private Server Address [ |
DHCP Server Username I |
bz Password [ |
Port Forwarding
o Pre Shared Key [ |
Port Triggering
VPN Configuration Connect Mode Keep Alive v
VPN Passthrough Redial Period [Seconds |

Input L2TP (Layer 2 Tunneling Protocol) configuration items. Click “Apply button” will bring re-boot
of CPE and then L2TP VPN is operated after that.

If “Private Server Address” is needed for L2TP VPN connection, then enable “Ser Address(Private)”
and input “Private Server Address” after that.

“Connect Mode” has two options - Keep Alive / Manual.

“Keep Alive” attempts to connect periodically by the time defined in “Redial Period”. “Manual’

attempts only one time at the boot-up.

“® Menu

t Dashboard

VPN Configuration

41 VPN Configuration Settings

A Connection Mode VBN PETP v

Stats 22 ppTP Mode

@ Settings
LTE
Network
Switch
DHCP Server
DMZ
Port Forwarding
Port Triggering
VPN Configuration
VPN Passthrough
UPnp
QoS
DDNS
Firewall

User MPPE Disable v

Server Address [ |

Username [ |

Password I |

Connect Mode Keep Alive v

Redial Period [seconds

‘Semnds

User Management

Firmware Management

Maonitoring

Engineer
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Input PPTP (Point-to-Point Tunneling Protocol) configuration items. Click “Apply button” will bring
re-boot of CPE and then PPTP VPN is operated after that.

User can use “User MPPE (Microsoft Point-to-Point Encryption)” by selection of Enable/Disable.
“Connect Mode” has two options - Keep Alive / Manual.

“Keep Alive” attempts to connect periodically by the time defined in “Redial Period”. “Manual”

attempts only one time at the boot-up.
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3.4.2.7. VPN Passthrough

2® Menu VPN Passthrough

£ Dashboard 2® VPN Pass Through Settings

aConnectionjiiode VPN Service ¥ PPTP Service (@ LZTP/IPSEC Service

s s
& Settings
ITE
MNetwork

Switch

DHCP Server
DMZ

Port Forwarding
Port Triggering
VPN Configuration
VPN Passthrough
UPnpP

QoS

DDNS

Firewall

User Management

Firmware Management

Monitoring

Engineer

Select “Settings” >“Network” -“VPN Pass through” from the menu.

* The device supports 2 types of service: PPTP Service, L2TP/IPSEC Service.
* Select the type(s) of VPN pass through to use with the checkboxes.

Finish setup by clicking the “Apply” button.
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3.4.2.8. UPnP

“® Menu

Universal Plug & Play

ﬂ Dashboard

A Connection Mode

Status

©° Settings

LTE

Network

Switch

DHCP Server
DMZ

Port Forwarding
Part Triggering
VPN Configuration
VPN Passthrough
UPnP

QoS

DDNS
Firewall

User Management

Firmware Management

Meonitoring

Engineer

22 Universal Plug & Play

UPnP Enable/Disable ® Enable Disable
2 Client List
No Client Program Protocol  External Port IP Address

Internal Port

» Select “Settings” - “Network” - “UPnP” from the menu.

* What is “UPnP(universal plug and play )”?

v' The interface standard for home appliances for access of home network. This is expanded

version of “Plug and Play” which was originally adopted in Windows Operating System.

Those devices that support UPnP can recognize each other in the network connected,

without any configuration change.

» Select whether or not to enable the Universal Plug & Play function.
v If this function is enabled, CPE will provide internet gateway device and port mapping
protocol services to the UPnP supported clients. This function also allows the client in the
LAN network to request ‘re-assign new port’, and gives compatibility with peer-to-peer
software that is connected to ‘Xbox Live and PlayStation Network included online services’,

messaging application programs, and game consoles. You can check current UPnP clients

in the “Client List”.
* Finish setup by clicking the “Apply” button.
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3.4.2.9. QoS

2® Menu Qos
£ Dashboard o QuS Setup
jagtonnectionidode QoS Enable/Disable Disable ® Enable
Status Download(kbps) 10000
o Settings Setting QoS on device might be mandatory for access control and usage tracking,
LTE but suffering a performance hit is strictly optional.
Network
N o
Switch QoS Rule Setup
DHCP Server QoS Mode Down v
DMZ
Port Forwarding “m
) o0 .
Port Triggering QoS List

VPN Configuration
VPN Passthrough
Upnp No. IP Address/Mask Protocol  Port Rate(Kbps)  Priority

QoS
Up to 10 rules can be set
DDNS

Firewall L hoply

User Management

Download(WAN -> LAN)

Firmware Management

Monitoring

Engineer

QoS(Quality of Service) is used for maximize its usage of limited bandwidth, and optimize its load.
This function can allocate minimum or maximum bandwidth to those PCs connected. So, in case that
one PC occupies too much bandwidth load, QoS can control that PC’s bandwidth and minimize its
influence to others for seamless internet environment.

* How to set “QoS”,

v' Goes to “Settings” ~“Network” -“QoS”

v If you want to limit total Upload and Download speed, you need to set “Upload(kbps)” and
“Download(kbps)” in the “QoS Setup” menu. Upload and Download can be changed by the
selection menu in the “QoS Rule Setup” and “QoS Mode”.

Warning! The sum of each IP address’ Uploador Download speed can’t be more than the
total Upload and Download speed.

v" You can configure Upload and Download speed separately by each IP address.

v’ Atfirst, select Upload or Download in the “QoS Rule Setup” and “QoS Mode” menu.

v’ After that click “Add button”. Then additional configuration menu will be displayed as below

image for setting up items differently by IP address.

47
SEOWONINTECH Proprietary-Contents may change without notice
This Document cannot be used without the authorization of SEOWONINTECH



22 Qos Rule Setup
QoS5 Mode Down v
IP Address/Mask
Protocol ALL v
Start Port
End Port
Rate(Kbps) to
Priority HIGH v
[ save | Concel

Input “IP Address/Mask”.

You can select “ALL / TCP / UDP” in the “Protocol” menu as per uses.

Input “Start Port” and “End Port”. Full port range is “1~65532".

Now you must define “Upload” and “Download” speed range in the“Rate(kbps)” menu.
Each IP address can have “Priority” which is one of “HIGH/MEDIUM/LOW”. “HIGH” is
highest priority than other IP address.

AN NN

v' After setting up all items in the menu, you can click “Save” for saving all values. If all

values are valid, then one item will be showed on “QoS List”.

2% QoS List
Download(WAN —> LAN)

MNo. IP Address/Mask Protocol Port Rare(Kbps) Priony

1 192.168.1.2/32 ALL 1-65532 1024-4006 HicH (B9 =D
Up to 10 rules can be set

v' Saved item can be edited or deleted by the “QoS List” menu.

v" Maximum 10 items can be saved.
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3.4.2.10. DDNS

2® Menu DDNS
£ Dashboard e Dynamic DNS
ayConnectionade DDNS Enable ® Enable O Disable
Status
.. N

o Settings DDNS Setting
LTE Service dyndns.org r
Network Hostname hostname

Switch Username username

DHCP Server

Password password
DMz
" e i Check for change IP

Port Forwarding = 300

Port Triggering every

VPN Configuration Check-time unit seconds v

VPN Passthrough Force update every 80

uPnp . :

Qos Force-Time unit minutes v

DONS [ Aoply ]

Firewall

User Management

Firmware Management

Monitoring

Engineer

* Select “Settings” —» “Network” —» “DDNS” from the menu.

* What is “DDNS(Dynamic DNS)"?

v

DNS(Domain Name Server) is updated real time base. Usually, it is used when clients have
assigned IP address dynamically. Even though IP address is changed, domain name is
same on DDNS as user sets.So, it can be accessed to the client from outside the network in

convenient way.

e Set the DDNS environment

v
v

<

v

If you want to set the DDNS, check “Enable” in the checkbox to enter necessary inputs.

For activation of DDNS operation, an account is needed that is given by DDNS service
provider. This DDNS account is provided by the contract between DDNS service provider
and user, not by the CPE manufacturer. (DDNS service account can be charged by the
service provider based on its service policy.)

Select DDNS service provider that provides DDNS account in “Service” menu.

If your DDNS service provider is not listed in “Service” menu, then select “Custom URL”

menu and input its URL address manually.

Service Custom URL v

seowon.com

Custom update-URL
P

“Hostname” is unique address that given by the DDNS service provider. (This can be
different by DDNS service provider. So, you can check this with DDNS service provider or
you can use “Service” and “Custom URL” instead.)

“Username” and “Password” are account information given by DDNS service provider.
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v “Check for change IP every” and “Check-time unit” are checking time period of DDNS IP
change.

v Current DDNS configurations are updated unconditionally at the time of “Force update every”
and “Force-Time unit”.

v’ After entering all the necessary information for DDNS setting, finally, click the “Apply” button

to finish setting.
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3.4.3. Firewall

3.4.3.1. Basic

“® Menu Firewall

£ Dashboard 29 Firewall Setup

A Connection Mode

Firewall Enable/Disable ® Enable Disable
Status Allow Ping From WAN ® Enable () Disable
o Settings Allow HTTP login from WAN ® Enable Disable
LTE Allow HTTPS login from WAN Enable ® Disable
pletwrork Multicast Filter Enable ® Disable
Firewall
Boskc [ Awply ]
Filter Setup e SIP ALG Settings
Access Control
IP-MAC Binding The modem supports the SIP ALG function. The SIP application can run and communicate with other
User Management internet application.
Firmware Management Enable SIP ALG
Maonitoring SIP port
Engineer m

* Network security configuration can be managed in “Firewall” menu. Network security policy like
‘access block of unauthorized network devices’ can be operated safely.
v’ Allow Ping From WAN
If enabled, ICMP (Internet Control Message Protocol) packets from external WAN is blocked,
so IP address will not be opened to outside.
v" Allow HTTP login from WAN
If enabled, remote management access from external WAN is allowed. Management access
by LAN is always available, regardless of this option.
v Multicast Filter
If enabled, Multicast traffic from external WAN is blocked for protection of internal devices.
* SIP (Session Initiation Protocol) ALG (Application Level Gateway) function is used for blocking
communication between SIP application and other internet-connected applications.
* For basic firewall configuration,
v' Goes to “Settings”->“Firewall’->“Basic”
v’ Select “Enable” in the “Firewall Setup” ->“Firewall Enable/Disable” menu.
v’ Click “Apply button” for saving the configuration.
* For SIP ALG configuration,
v' Click check box in the “SIP ALG Settings”->“Enable SIP ALG” menu.
v Input SIP port which range is 1 ~ 65534.
v’ Click “Apply button”. Changed configurations will be operated after re-boot.
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3.4.3.2. Filter Setup

¢ Menu Filter Setup
€ Dashboard The Filter is based on the time of the router. The time can be set in "Settings > User Management >
L Connection Mode Date and Time"

Status

29 Filter Setup

©° Settings
TE URL Filter Enable Disable v
Network [ Aooly |
Firewall Select Filter IP Filter v
Filter Setu
Access Cun‘:rol s Filter List
IP-MAC Binding Mo. Policy MName Source Destination Port Protocol Status

User Management

Up to 10 filter can be set
Firmware Management

Monitoring

Engineer

With “Filter Setup”, user can block packet transaction between internal LAN connected client and
WAN. Also specific network service can be blocked. By the rules of packet filtering that a user set,
internal network can be protected from outside and internet usage can be limited for kids.

Warning! Network filter is operated based on time set on CPE. A user must check currently
operated time in the menu “Settings” ->“User Management” ->“Date and Time”.

“Filter Setup” supports 3 types of filter.You can select one of them in the “Select Filter” menu.

Maximum 10 items for each filter are available.

v" IP Filter / URL Filter / MAC Filter

* For network filter configuration,

v" Goes to “Settings” ->“Firewall” ->“Filter Setup”
* For using “URL Filter”,

41 Filter Setup

URL Filter Enable Enable v

Setting URL filters on device might be mandatory for access control and usage tracking,

Select “Enable” in the “Filter Setup” ->“URL Filter Enable” menu.

but suffering a performance hit is strictly optional

<\

v’ Click “Apply button”. Changed configurations will be operated after re-boot.
Warning! If URL Filter is enabled, network performance will be lowered. If you don’t use this
function, disable URL Filter.
* For “IP Filter” configuration,

v' Select “IP Filter” in the “Select Filter” menu.
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v’ Click “Add button” for additional configurations as below.

Select Filter IP Filter v
Policy DROP v
Name
Source IP E . . /|24 v
Destination |P Address E . . /|24 v
Start Port
End Port
Protocol BOTH v
Blocked Day #| Every Day Mon Tue Wed Thu Fri Sat Sun
Blocked Time | 24 Hours | HH |:| MM To| HH |:| MM
Enable i
[ sove | Concel
v “Policy” menu only has “DROP” option.
v’ Input proper name on “Name” menu.
v Input “Source IP” and “Destination IP Address” that want to apply.
v Input “Start Port” and “End Port”.
v Select one of “BOTH/TCP/UDP”in the “Protocol” menu.
v You can select a day or days of a week that filter activated. If “Every Day” is selected, filter
will be operated everyday.
v Input “Blocked Time”. Filter will be activated during the time set in the day of “Blocked Day’.

If “24 Hours” is checked, filter is work on the day selected in “Blocked Day”.

v If both “Ever Day” and “24 Hours” are checked, then filter will be operated every day

regardless of what is checked in the day.

v’ After checking “Enable” check box, click “Save button”, then changed configurations will be

saved.

v If “Enable” check box is not checked and “Save” after that, filter will not be operated even

though filter configurations are saved.
v’ “Cancel button” will initiate all configurations.
* For “URL Filter” configuration,
v’ Select “URL Filter” in the “Select Filter” menu.

v’ Click “Add button” for additional configurations as below.

Select Filter URL Filter v

Policy DROP v

Name

URL Address

Blocked Day «| Every Day Mon Tue Wed Thu Fri Sat Sun
Blocked Time #| 24 Hours | HH [:| MM |To| HH MM

Enable i

[ save | Concel ]
v “Policy” menu only has “DROP” option.
v’ Input proper name on “Name” menu.
v Input URL address that want to block. Those sites that include the URL address input can't

53
SEOWONINTECH Proprietary-Contents may change without notice
This Document cannot be used without the authorization of SEOWONINTECH



be accessed. If you want to block specific site, then input accurate address in the “URL
Address” menu.

v' “Blocked Day / Blocked Time / Enable” menu work same as described in “IP Filter’
configuration.
v’ After input all configurations and click “Save button” for saving user change. “Cancel button”
click will initiate all changes up to that point, and then need to input from the beginning.
* For “MAC Filter” configuration,

v" Select “MAC Filter” in the “Select Filter” menu.

v’ Click “Add button” for additional configurations as below.

Select Filter MAC Filter v

Policy DROP v

MAC Address : : : : :

Protocol BOTH v

Blocked Day #| Every Day Mon Tue Wed Thu Fri Sat Sun
Blocked Time #| 24 Hours | HH |:| MM |To| HH |:| MM

Enable i

\

“Policy” menu only has “DROP” option.
v Input proper name on “Name” menu.

v’ Click “View Existing Device” for checking currently connected devices and select one of them

if needed.
Existing device list *x
No. Device Name IP Address MAC Address
1 Unknown 192.168.1101 08:9e:01:de:9e:43

4

v If a user clicks “Select button”, “Device Name / MAC Address” is input automatically in the
menu.

v' “Blocked Day / Blocked Time / Enable” menu work same as described in “IP Filter’

configuration.

v’ After input all configurations and click “Save button” for saving user change. “Cancel button”
click will initiate all changes up to that point, and then need to input from the beginning.
» All filter rules saved are displayed by each filter in the “Filter List”. If a user selects filter type in
“Select Filter” menu, different filter rules saved will be listed.

2® Filter List

No.  Policy Name MAC Address Protocol Status

1 DROP Unknown 08:9E:0LDE:SE:43  BOTH y mm

Up to 10 filter can be set

* If you want to edit saved filter,

v’ Select one filter type to change in the “Select Filter” menu.
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<\

Click “Edit button” to edit among the “Filter List” items.

v" Then additional configuration window will be showed like “Add button” click in the “Select
Filter”. Those configurations have the value from the one user selects, so user can change
and save after that.

v’ If auser doesn’t want to edit, then click “Cancel button”.

* If you want to delete saved filter,
v’ Select one filter type to delete in the “Select Filter” menu.

v’ Click “Del button” in the “Filter List” will delete that filter immediately.

55

SEOWONINTECH Proprietary-Contents may change without notice
This Document cannot be used without the authorization of SEOWONINTECH



3.4.3.3. Access Control

°® Menu Access Control
€ Dashboard 29 Access Control
gtonnectioyiade Access Control Enable Enable @ Disable
Status Default Access Mode @ Black List () White List
o seane [ oo ]
LIE 22 Black List
Network
Firewall Device Name MAC Address Modify
Basic Up to 10 filter can be set
Access Control
IP-MAC Binding ® 1\ ovices Online
User Management
- Device Name IP Address MAC Address
Firmware Management
Monitoring Unknown 192.168.1.101 08:9E:01:DE:9E:43
Engineer

“Access Control” function can control the device (PC, Smartphone, etc.) accessibility to CPE by
management of “White List” that is list of access granted to CPE, and “Black List” that is blocked to
access CPE. In case that “White List” is set, only those devices in the list can access to CPE.
Otherwise, “Black List” is set, those devices can’t access to CPE. “White List” and “Black List” can’t be

used at the same time. Only one “List” is available at one time.

e Access Control
v' Access Control Enable : Enable / Disable of Access Control function

v Default Access Mode : List that need to apply (Black List / White List)

X White List : Device list of access granted

Black List : Device list that is blocked

* Black List or White List

v Enlisted devices will be showed by “Black List” or “White List”

v/ “Add” : Add one device to the selected list in “Default Access Mode”

v’ Delete checked : Delete selected devices in the list of “Default Access Mode”.
» Device Online

v Device list of currently connected to CPE.
» Access Control Configuration

v' Goes to “Settings” ->“Firewall” ->“Access Control” menu.

v Select “Enable” in the “Access Control Enable” menu.

v’ Select one of “Black List” or “White List” in the “Default Access Mode” menu.

v Click “Apply button” for apply changed configuration.
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* Add a device to the List
v Click “Add button” and input “Device Name” and “MAC Address”.

Create a rule x

All form fields are required.

Device Name

MAC Address

o

4

v" Or select one of devices in the “Devices Online” and Click “Add checked button”.

Device Name IP Address MAC Address
" Unknown 192.168.1.101 08:9E:01:DE:9E:43

¢ Delete a device in the List

v" Click “Del button” at the end of the list information.

22 Black List

Device Name MAC Address Modify

Unknown 08:9E.01-DE:9E:43 E3
Up to 10 filter can be set
[ add | Delete checked ]

v" Or check the check box at the first column of the list and click “Delete checked button”.

29 Black List

Device Name MAC Address Modifiy

v Unknown 08:9E:0LDE:9E 43 [ Edit | Det |
Up to 10 filter can be set
[ ndd | Delete checked |

* White List Activation and Device Addition Example
v’ Select “Enable” in the “Access Control Enable” menu.
v' Select “White List” in the “Default Access Mode” menu.
v’ Click “Apply button” for applying configuration changed.
v’ Click “Add button” for input “Device Name” and “MAC Address”.
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Create a rule ®
ALl form fields are required.
Device Name

MAC Address
00:12:07:00:11:22

A

v' Check added device is in the “White List”".

22 white List
Device Name MAC Address Modifiy
Unknown 00:12:07:00:11:22 m m
Up to 10 filter can be set
[ ndd | Delete checked ]
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3.4.3.4.

IP-MAC Binding

2® Menu

IP-MAC Binding

: Dashboard

A Connection Mode

Status

o7 Settings

LTE

Network

Firewall

Basic

Filter Setup

Access Control

IP-MAC Binding
User Management

Firmware Management

Monitoring

Engineer

2® Binding Setting

IP-MAC Binding Enable

29 Bind list

No. MAC Address

Up to 10 filter can be set

29 arP List

No. MAC Address
1 0B:9E:01:DE:9E:43

Enable @® Disable

IP Address Enable Description Modify
IP Address Device Name Status Modify
192.168.1.101 Unknown Unloaded m m

* Select “Settings” -> “Firewall” -> “|IP-MAC Binding” in the menu.
* What is “IP-MAC Binding”?

v

IP-MAC Binding makes that specific IP address is assigned only to the client that has

specific MAC address. This function will prevent unwanted device’s use of specific IP

address which is defined for specific use.

Even if one network client assigns static IP address, CPE checks that IP address is

registered in IP-MAC Binding List. Also even if it is registered, the client’'s MAC address is

checked that IP address and MAC address are matched or not. If MAC address is not

matched one, that device’s network access is blocked.

* If you want to use the IP-MAC Binding function, check the “Enable” checkbox.
* Click “Add button” for new IP-MAC Binding rule. Or click “Bind button” that want to be add in the
“ARP (Address Resolution Protocol) List”.

22 |p-MAC Binding

IP Address 192 || 168 |. 1 201
MAC Address 4 |:| 54 |: 44 06 |:| 08 |:| 3b
Description MyPC ( Optional)
Status # Enable Disable
[ save | Concet ]

* When IP-MAC Binding configuration window is displayed, input IP address and MAC address. (In

case that click “Bind button” in the “ARP List”, all configurations are already set automatically.) IP-

MAC Binding is operated when “Status” is checked in “Enable”. If “Status” is set as “Disable”, then

IP-MAC Binding is not functional even if “Bind List” has items. After all configurations are done, click

“Save button” for saving configuration or click “Cancel button” for quit configuration.
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* “ARP List” shows clients list of currently found in the network.
* Even though one item is deleted by “Del button” in the “ARP List”, that item can be displayed in the

case that re-registration is done by ARP.
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3.4.4. User Management

3.4.4.1. Account

“® Menu Account
£ Dashboard 22 Account Management

A Connection Mode Privilege system v

Status Username system

o Settings Current Password

LTE New Password

Metwnrk Confirm Password

o [ Awply
User Management

Account £® customer Name

Language

Restore Default Customer Name

TR-069 Settings

Date and Time

FOTA

Remote Management
Firmware Management
Monitoring

If you want to change ID (account name), then select one of “Privilege” option, input “Username”
and “Current Password”, and “Apply”.

If you want to change Password, then selection one of “Privilege” option, input “Current Password”
and “New Password / Confirm Password” to be changed, and “Apply”.
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3.4.4.2. Language

2® Menu Language

C Dashboard LL I

Settings

i i
‘i Connection Mode Language English v

©° Settings
LTE
Network

Firewall

User Management

Account

Language

Restore Default
Reboot

TR-089 Settings

Date and Time

FOTA

Remote Management
Firmware Management

Monitoring

* Select “Language” needed and click “Apply button”.
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3.4.4.3. Restore Default

2® Menu Restore Default

£ Dashboard 22 Factory Reset

Amtonnectionjhlode Reset all settings to factory default values

P Settings
\TE 11 Last Good Configuration

Network Last Good Configuration Not Exist

ficewoll Save Last Good
User Management

Account

Language

Restore Default
Reboot

TR-089 Settings

Date and Time

FOTA

Remote Management
Firmware Management

Monitoring

*  “Factory Reset” ->“Apply” will reset all the configurations changed by a user, to default values.

* If a user wants to save a configuration at a certain time, he/she can save it by click “Save Last
Good” in “Last Good Configuration” menu. Even though some configurations are changed after
that, a user can back to that point by click “Reset to Last Good”. If a user wants to delete it, then
click “Remove Last Good”.
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3.4.4.4. Reboot

2® Menu System Reboot

£ Dashboard £® Reboot the system

xEonnectionMade It takes about 40 seconds to reboot the system

@° Settings
LTE

Network

Firewall

User Management

Account

Language

Restore Default
Reboot

TR-069 Settings

Date and Time

FOTA

Remote Management
Firmware Management

Monitoring

*  You can reboot the CPE by click “Apply button” in the System Reboot menu.
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3.4.45. TR-069 Settings

9® Menu TR-069 Settings
° Dashboard CPE WAN Management Protocol{(CWMP). It provides the communication
I Connection Mode between CPE and Auto Configuration Servers(ACS).

Status

2® TR-069 Settings

©° Settings
TE TR-069 Enable @ Disable
Network Periodic Inform Enable Disable
Firewall Periodical Inform Interval
User Management ACS Address
Account Username
Language

Password
Restore Default

Reboot Connection Request

TR-069 Settings Username

Date and Time Connection Reguest

FOTA Password

Remote Management m
Firmware Management
Menitoring

*  Click the “Enable” button in the “TR-069” field to use TR-069 feature, or click the “Disable” button
to disable it.

*  Click the “Enable” button in the “Periodic Inform” field to enable Periodic Inform so it informs the
user periodically about the connection setup, or click the “Disable” button to disable it.

* Inthe “Periodic Inform Interval” field, enter the time in seconds when the CPE reconnects to ACS
periodically.

* Inthe “ACS Address™field, enter the ACS URL provided by the ISP with the format of “http://”

* Inthe “Username” field, enter the ACS username provided by the ISP.

* Inthe “Password” field, enter the password associated with the username.

* Enter the connection request username” for the ACS to initiate the connection in the “Connection

Request Username” field. This acts as the username for the ACS when a connection is initiated
and the user is asked for security credentials.

*  Enter the connection request password for the ACS in the “Connection Request Password” field.
This acts as the password for the ACS when a connection is initiated and the user is asked for
security credentials.

*  Click "Apply" button to changes new configuration. Then CPE will be rebooted.
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3.4.4.6. Date and Time

°® Menu

Date and Time

ﬂ Dashboard

A Connection Mode

Status

o° Settings

LTE

Network

Firewall

User Management

Account

Language

Restore Default
Reboot

TR-069 Settings

Date and Time

FOTA

Remote Management
Firmware Management

Monitoring

22 Time Zone Setup

NTP Client
Enable/Disable

® Enable Disable

Local Time 2015-01-01 14:10:24
Time Server my.poolntp.org
Time Zone Select Seoul

Enable Daylight Saving

Start Date First ¥ || Sunday v of | April

End Date Last v || Sunday

¥ of | October

¥ at2

¥ |at 2

o'clock

o'clock

* If “NTP Client” enables and “Time Server” / “Time Zone Select” are properly configured, current

time will be displayed in the “Local Time” menu.

* You can apply Daylight Saving time by checking “Enable Daylight Saving” and setting “Start Date”

and “End Date”.
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3.4.4.7. FOTA

°® Menu FOTA Setup
L Dashboard If you setup this function, Firmware will be updated automatically.
A Connection Mode
Status 22 Fota setup
o7 Settings Mever check for updates
LTE Check for update at device booting
Network # Inthe upgrade cycle
Firewall = — Start / End 00 |To| 24 |hours
periodic timer
User Management period 1day v
Account
Language FOTA randomization timer | 15 minutes ¥
Restore Default Update Server URL http://61.83.223.242/LTE/CHARTER/ODU
Reboot Check URL Check FOTA server
TR-069 Settings m
Date and Time

FOTA
Remote Management
Firmware Management

Manitoring

* If “Never check for updates” is checked, FOTA (Firmware Over The Air) will not check its latest
firmware on the FOTA server.
* If “Check for updates at device booting” is checked, FOTA will check “Update Server URL” and
try to update every time CPE is boot-up.
* If “In the upgrade cycle” is checked, FOTA will check “Update Server URL” at the time set of the
menu “FOTA periodic timer” and “FOTA randomization timer”.
v Select a start time, end time, and period and start time must be less than end time.
v' FOTA periodic timer will be start when current time is between start and end time and
start over after selected time period.

* Click “Check URL” ->“Check FOTA server” will bring immediate check for FOTA server.
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3.4.4.8. SNMP

2% <NMP Server Configuration

SNMP Server

SNMP MIBS Version
Hast Name

Polling Port

SHMP Read=Only
Community

SNMFP Read-Write
Community

SMMFP Trap

SNMP Trap Community
SHMP Trap Server
Address

CEHNMF Trap Server Port

SNMPw2c

0.0.5

Enable

Host Name : Enter Host name.

SHMP Settings

Select “SNMPv2c¢” or “SNMPv3c” for using SNMP function.
SNMP MIBS Version : It shows version of current SNMP MIBS.

Polling Port : Enter Polling Port number. (Default value is 161)

SNMP Read-Only Community : Enter community string for read only.

SNMP Read-Write Community : Enter community string for read and write.
SNMP Trap : Select “Enable” for using SNMP Trap function.

SNMP Trap Community : Enter community string for SNMP Trap.

SNMP Trap Server Address : Enter Server Address for SNMP Trap.

SNMP Trap Server Port : Enter Trap Server Port number. (Default value is 161)
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3.4.4.9. Remote Management

2® Menu

Remote Management

ﬂ Dashboard

4 HTTP Server

A Connection Mode Remote IP Address

Status Port Number 80 (The default is 80)
o7 Settings
LTE

Network Enable

28 HTTPS Server

Firewall Port Number (The default is 443)

User Management

Account

Language

Restore Default
Reboot

TR-069 Settings

Date and Time

FOTA

Remote Management
Firmware Management

Manitoring

Engineer

* By default, all devices that connected to CPE can access to CPE’s management web page. But
by using “Remote Management”, you can limit only one device to manage the CPE.
* Input IP address and Port number of the connected device.

*  You can use this function though HTTPS server by checking “HTTPS Server Enable” option.
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3.4.5. Firmware Management

3.4.5.1. Software

Software
29 Software Upgrade
Filename 1 Choose File | No file chosen
Filename 2 Choose File | No file chosen
Filename 3 Choose File | No file chosen
Filename 4 Choose File | No file chosen

Status

Device Software
1.0.3
Version

-+ Configuration Backup

Configuration Export

Configuration Import Choose File Mo file chosen

* For software upgrade, you need to click “Choose File”, select firmware binary file and click
“Update button”. New software will be applied after re-boot of CPE.

* You can extract all configurations that currently applied by click “Export button” in “Configuration
Export” menu, to compressed file.

e If you want to apply ‘exported configuration file’ to CPE, then click “Choose File” in the
“Configuration Import” menu, select ‘exported file’, and click “Import button”.
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3.4.6. Monitoring

3.4.6.1. Iperf

©® Menu Performance Measurement Tool

£ Dashboard 2 Iperf Settings

A Connection Mode Status Start ® Stop

Status Last Measurement Date/Time

@° Settings Server Address
LTE Server Port
jetwnnc Measurement Time secs
Firewall
Protocol Type

User Management

Firmware Management Number of parallel client

Monitoring
Iperf
Diagnostic
Log

Engineer

)

* Input all the items and check “Enable” in the status menu. If you click “Apply button”, then speed
with connected Iperf server device will be displayed in the result box, and “Last Measurement

Date/Time” will also be updated.

* If you want to see the result again, then click “Refresh button”.
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3.4.6.2. Diagnostic

2® Menu Diagnostic

£ Dashboard m Trace router

A Connection Mode

 +4 Ping
Status
IP Address (URL 8888
P Settings AL |
e Ping Packet Size (Bytes)
Network Ping Timeout (sec)
Firewall Ping Count 4 A

Usenhanagement PING B.8.8.8 (8.8.8.8): 56 data bytes

Firmware Management 64 bytes from B.8.8.8: seq=0 ttl=115 time=73.088 ms

Monitori 64 bytes from B.8.8.8: seq=1 ttl=115 time=81267 ms
anltoring 64 butes from B.8.8.8: seq=2 ttl=115 time=91.272 ms
Iperf 64 butes from 8.8.8.8: seq=3 ttl=115 time=81.486 ms
Diagnostic

--- 8.8.8.8 ping statistics ——
Log 4 packets transmitted, 4 packets received, 0% packet loss

Engineer round-trip min/avg/max = 73.088/81.778/91272 ms

* Input IP address to test, Ping Packet Size, Ping Timeout, Ping Count and click “Apply button” for

starting Ping test.
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°® Menu Diagnostic

A Connection Mode

 +4 Trace router
Status

IP Address (URL)

o° Settings
\TE Set Maximum TTL(Max Hops) (Max Hops) o
Network (Max Hops)
Firewall Set the number of queries at each TTL ER
User Management Report IP Address Only
Firmware Management
Monitoring
Iperf
Diagnostic
Log

Input IP address to trace.

Input “Set Maximum TTL (Time To Live)”, “Set the number of queries at each TTL”. Those values

are used for trace test and will be displayed in the result box

If “Report IP Address Only” is checked, the result box will only show IP address data.
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3.4.6.3. Log

2® Menu System log

£ Dashboard 2 System log Enable/Disable

A Connection Mode

Disable @® Enable

o7 Settings
sl
\TE View System Log
Network System log (® Kernel log

User Management

® Detailed Simple
Firmware Management

Monitoring Note: It could take a longer time to display detailed log

Iperf
Diagnostic
Log

* System log will be displayed in case that “System log” is enabled, “System log” is checked in
“View System log” menu, and user clicks “Refresh button” at the bottom of the page. “Clear

button” will clear the system log displayed.

* You can download kernel log by click “Download button”
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°® Menu System log

£ Dashboard ® System log Kernel log
A Connection Mode
Status Log lines (Display/Total) = 143/143 -~
Log level = Detail
©° Settings 0001 Jan 25 12:22:00 gdm7243 user.err syslog: [LINE : 249][FILE : sre/seowonmagttlib.c] Connection R
0002 Jan 25 12:22:00 gdm7243 user.err syslog: [LINE : 296][FILE : src/seowonmagttlib.c] Publishing wi
LTE 0003 Jan 25 12:22:00 gdm7243 user.err syslog: [LINE : SSI[FILE : sre/seowonmattlib.c] Message with |
Network 0004 |an 25 12:22:00 gdm7243 user.err syslog: [LINE : 306][FILE : src/seowonmagttlib.c] Message with
0005 Jan 25 12:22:00 gdm7243 user.err syslog: [LINE : 296][FILE : src/seowonmaqttlib.c] Publishing wi
Firewall 0006 Jan 25 12:22:00 gdm7243 user.err syslog: [LINE : 55][FILE : src/seowonmaqttlib.c] Message with ¢

0007 Jan 25 12:22:00 gdm7243 user.err syslog: [LINE : 306][FILE : src/seowonmqttlib.c] Message with
0008 Jan 25 12:22:00 gdm7243 user.err syslog: Disconnection Cause : (Fri Jan 25 12:18:15 EST 2019) Nc
Firmware Management 0009 Jan 25 12:22:00 gdm7243 user.err syslog: [LINE : 296][FILE : src/seowonmaqttlib.c] Publishing wi
A 0010 Jan 25 12:22:00 gdm7243 user.err syslog: [LINE : 55][FILE : sre/seowonmattlib.c] Message with t
Monitoring 0011 Jan 25 12:22:00 gdm7243 user.err syslog: [LINE : 306][FILE : src/seowonmaqttlib.c] Message with
Iperf 0012 Jan 25 12:22:00 gdm7243 user.err syslog: [FILE : sre/seowonmqttd.cll__LINE__: 136] /ONOFF

. . 0013 Jan 25 12:22:00 gdm7243 user.err syslog: [LINE : 296][FILE : src/seowonmqttlib.c] Publishing wit
Diagnostic 0014 Jan 25 12:22:00 gdm7243 user.err syslog: [LINE : 55][FILE : sre/seowonmaqttlib.c] Message with t
Log 0015 Jan 25 12:22:00 gdm7243 user.err syslog: [LINE : 306][FILE : sre/seowonmattlib.c] Message with
0016 Jan 25 12:22:01 gdm7243 cron.info crond[1808]: crond: USER root pid 3695 cmd /etc/sysconfig/s
0017 Jan 25 12:22:05 gdm7243 user.err syslog: Connection lost

0018 Jan 25 12:22:05 gdm7243 user.err syslog:  cause: (null)

0019 Jan 25 12:22:05 gdm7243 user.err syslog: [Error : sre/seowonmaqttd.cll__LINE__: 144] Got discon
0020 Jan 25 12:22:10 gdm7243 user.err syslog: [LINE : 248][FILE : src/seowonmqttlib.c] Connection R¢
0021 Jan 25 12:22:10 gdm7243 user.err syslog: [LINE : 2961[FILE : src/seowonmgqttlib.c] Publishing wit
0022 Jan 25 12:22:10 gdm7243 user.err syslog: [LINE : 55][FILE : sre/seowonmaqttlib.c] Message with t
0023 Jan 25 12:22:10 gdm7243 user.err syslog: [LINE : 306][FILE : src/seowonmqttlib.c] Message with
0024 Jan 25 12:22:10 gdm7243 user.err syslog: [LINE : 296][FILE : src/seowonmaqttlib.c] Publishing wit
0025 Jan 25 12:22:10 gdm7243 user.err syslog: [LINE : 551[FILE : src/seowonmaqttlib.c] Message witl

AASE T IE 199390 AdenTIAT siman ann maslan, TLIRIE L SAEWEIE . casleaninnmsabblih 21 klasanas ool

User Management

t .
ke

14 v

[ Refresh | cClear

* Kernel log will be displayed in case that “System log” is enabled, “Kernel log” is checked in the
“View System log” menu, and user clicks “Refresh button” at the bottom of the page log. Two
options are available - Detailed and Simple. “Clear button” will clear the system log displayed.

* You can download kernel log by click “Download button”
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4. The default setting for the SLC-1200GA CPE.

The table below shows the default settings of the SLC-1200GA CPE and can be changed by the
installer.
Meaning of "ltems requiring reset"

O : Parameters Applied After CPE Reset

X : Parameters that do not require a CPE reset
- : Parameter showing set value

Destination IP

Destination Port

Menu Item Default Value View Items requiring reset
IO Mode Downlink MIMO Mode 2-Layer (2-Layeri-Layer 0
Uplink CAMode Enable (enable/ Disable) 0
Internal DM Disable (enable/ Disable) 0
DM Mode Additional Commands 0
Basic External DM Enable (enable/ Disable) 0
(Onlyengineer account can be UE Mode Mode PS mode 2 8]
modified) EMM Timer T3402 12/1 minute [}
T3411 5/2 secounds 8]
Mode Disable (enable/ Disable) 9]
PSMTimer T3324 5/2 secounds 8]
T3412 1710 hours )
Mode Full Band Full Band (Full Band / Frequency) )
el Selection Status Status 424348 N
Band Selection Band Selection Band-42 (Checked) Band-43 (Checked) Band-48 (Checked) )
PLMN Selection PLMN Selection [Auto (Auto / Manual / From USIM) )
Cell Lock Cell Lock Search Cell =
Cell Lock List o
SIMManagement SIMCard Restriction SiM Card Restriction Unchecked 0
IMS! Prefix )
APN Name [0]
Default PDN Default PDN Connection Authentication Type NONE [¢)
PDN Type IPV4V6 (IPv Only/ IPV6 Only/IPv4v6) )
PDN cid 2 o
APN Name [¢)
Multiple PDN PDN Configure Authentication Type NONE 9]
PDN Type 1PV4v6 (IPv Only/IPv6 Only/ IPv4v6) 5
Enable Unchecked o
Internet MTU Internet MTU Internet MTU Settings 1500 [e]
e Setings 1P\6 Setup 1PV Enable Enable (Enable / Disable) 0
i DHCP6 Address Setiings DHCP6 Autoconfiguration Mode Stateless (Stateless / Stateful) 0
CBSD Enable Enable (Enable / Disable) X
Enable Select Category Category B (EUD / Category A/ Category B) X
CPIEnable Disable (Enable / Disable) X
Sas URL hiip: P omivi 2/ X
Cert letc/sslicerts/TS pem X
User ID IQmxM X
FID VZMESLC-120T420GA X
Category B X
Supportedspec FFS X
Longitude 105 X
Heightype ag! X
Vertical 10 X
Antazmuth 359 X
Antgain 6 X
CBSD Settings Antbeamidin 65 X
(Onlyengineer account can be
modified) Meascapability X
Cert Password 123abedefg X
Call Sign callSign123 X
Radiotech E_UTRA X
Latitude 39 X
Height 80 X
Horizontal 1.0 X
Indoor false X
Antdowntilt 2 X
Eirpcapability 30 X
Antmodel antennaodel123 X
Meascapability2 X
Inquired Low Freq X
Spectrum Inquiry
Inquired High Freq 3700000000 X
Grant GRANT AUTO Enable (Enable / Disable) X
Switch Switch Setup Switch Mode NAT (NAT / Bridge) 0
Enable DHCP Server on 0
Gateway IP Address 192.168.1.1 0
Gateway Subnet Mask 255.255.255.0 0
HCP Senver LAN Setting Start IP Address 192.168.1.2 0
Number of users 253 0
From ISP Checked 0
DHCP Lease Time 3600 0
Lease Reservation Table Emply [§)
Enable DMZ Disable (enable / Disable) 0
onz oz Redirect ICMP To The Host Disable (enable / Disable) 8]
Exclude Web Server Port Enable (enable / Disable) )
Private LAN IP Address 192.168.1.2 )
Name X
Protocol Both (BOTH / TCP / UDP) X
Start Port X
Settings Network Port Forwarding rort 9 End Port X
X
X

Port Forwarding List

Name X

Port Type RANGE (RANGE /SINGLE) X

PortTrigger Setiings Table Trigger Protocol ALL (ALL/TCP /UDP) X

Port Triggering Trigger Port X
Open Protocol AL (ALL/TCP /UDP) X

Open Port X

Port Trigger List -

VPN Configuration VPN Configuration Setlings VPN Disable (Disable / GRE /L2TP / PPTP) [9)
VPN Passthrough VPN Pass Through Setiings PPTP Senice Checked X
L2TP/IPSEC Service Checked X

UPnP Universal Plug & Play UPnP Enable/Disable Enable (Enable / Disable) X

QoS QoS Setup QoS Enable/Disable Disable (Enable / Disable) 0
DDNS Dynamic DNS DDNS Enable Disable (Enable / Disable) X
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Settings.

Firewall Enable/Disable Enable (Enable / Disable) X
‘Allow Ping From WAN Enable (Enable / Disable) X
Firewall Setup ‘Allow HTTP login from WAN Enable (Enable / Disable) X
Basic ‘Alow HTTPS login from WAN Disable (Enable / Disable) X
Wulicast Filter Disable (Enable / Disable) X
Enable SP ALG UnChecked o
SIP ALG Settings
SIP port 5060 o
URL Filter Enabl Disable (Enable / Disabl
Firewall Filter Setup Filter Setup tlter Enable isable (Enable / Disable) o
Select Filter 1P Filter (IP Filter / MAC Filter) o
‘Access Control Enable Disable (Enable / Disable) X
Access Control
Default Access Mode Checked Black List X
Access Control
Black List B
Devices Online B
Binding Seting 1P-IAC Binding Enable Disable (Enable / Disable) X
IP-MAC Binding Bind list -
ARP List -
Privie
rccount ge system (system /user) X
Account Usemname [system X
Customer Name Customer Name X
Language Language Setiing Language English N
Factory reset &)
Restore Default Restore Default
Last Good Cq -
Reboot System Reboot Reboot the System N
TR-069 Disable (Enable / Disable) 0
Periodic Inform Enable (Enable / Disable) 5
Periodical Inform Interval 300 o
ACS Address httpi/acs seowonintech.cokifacsadmin/opeserver o
TR-069 Settings TR-069 Settings
Username o
Password o
Connection Request Username o
Connection Request Password o
NTP Client Enable/Disable Enable (Enable / Disable) X
Local Time B
User Time Server us poolntp.org X
Management Date and Time Time Zone Setup Time Zone Eastern Time (US and Canada) X
Enable Daylight Saving Unchecked X
Start Date First Sunday of April at 2 o'clock X
End Date Last Sunday of October at 2 o'clock X
Never check for updates Unchecked o
Check for update at device booting Unchecked o
n the upgrade cycle Checked o
FOTA periodic timer Start/ End 00 to 24
FOTA FOTASewp P o
FOTA periodic timer Periodic 1day &)
FOT/ timer 15 minutes [e]
Update Server URL hitp//61 42/ TE/SEOWON/ODU o)
Check URL -
Remote IP Address. &)
HTTP Server
Port Number 80 0
Remote
Enable Unchecked 5
HTTPS Server
Port Number 413 o
F
irmware Software Software Update Filename 1 -
Management
Saws Stop (Start/ Stop) .
Last Measurement Date/Time .
Server Address ,
perf Iperf Setings Server Port 5001 s
Veasurement Time 50 B
Protocol Type [TcP (TcP/UDP) B
Number of parallel client 1 B
1P Address (URL) B
Ping Packet Size (Bytes) 56 B
Monitoring Ping 9 (Bytes)
Ping Timeout (sec) 30 R
Ping Count 4 -
Diagnostic 9
1P Address (URL) B
Set Maximum TTL(Max Hops) (Max Hops) 30 N
Trace Router
Setthe number of queries ateach TTL___|3 5
Report P Address Only UnChecked s
System log Enable/Disable Disable (Enable / Disable) 0
Log System log Kemel Log (System log / Kernel log) .

View System Log

Simple (Detailed / Simple)
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3GPP
ACS
ALG
APN
ARP
CA
CBRS
CBSD
CID
CM
CPE
CPI
CQl
DDNS
DHCP
DMZ
DNS
EARFCN
EIRP
EMM
EPS
EUD
E-UTRA
FOTA
FTP
FW
GRE
HTTP
HTTPS
ICMP
IDENT Protocol
IMEI
IMS
IMSI
IPsec
IPv4
IPv6

Acronyms

3rd Generation Partnership Project

Auto Configuration Servers

Application Layer Gateway

Access Point Name

Address Resolution Protocol

Carrier Aggregation

Citizens Broadband Radio Service

Citizens Broadband radio Service Device
Context Identification (Parameter)
Connection Manager

Customer Premises Equipment or Customer Provided Equipment
Certified Professional Installer

Channel Quality Indicator

Dynamic DNS(Domain Nme System) Service
Dynamic Host Configuration Protocol
Demilitarized Zone

Domain Name System

E-UTRA Absolute Radio Frequency Channel Number
Effective Isotropic Radiated Power

EPS Mobility Management

Evolved Packet System

End User Device

Evolved Universal Terrestrial Radio Access
Firmware Over The Air

File Transfer Protocol

Firmware

Generic Routing Encapsulation

Hypertext Transfer Protocol

Hypertext Transfer Protocol over Secure Socket Layer
Internet Control Message Protocol
Identification Protocol

International Mobile Equipment Identity
IP(Internet Protocol) Multimedia Subsystem
International Mobile Subscriber Identity
Internet Protocol Security

Internet Protocol version 4

Internet Protocol version 6
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IRC Internet Relay Chat

ISP Internet Service Provider

LAN Local Area Network

LTE Long-Term Evolution

L2TP Layer 2 Tunneling Protocol

MAC Media Access Control Address
MCC Mobile Country Code

MCS Modulation Coding Scheme

MNC Mobile Network Code

MPPE Microsoft Point-to-Point Encryption
MTU Maximum Transmission Unit

NAS Non-Access Stratum

NAT Network Address Translation

NTP Network Time Protocol

ODM Original Development Manufacturing
Qul Organizationally Unique Identifier
PCI Physical Cell Identity

PDN Packet Data Network

PIN Personal Identification Number
PLMN Public Land Mobile Network

PMI Precoding Matrix Indicator

PPTP Point-to-Point Tunneling Protocol
PUK Personal Unlock Key

QoS Quality of Service

RRC Radio Resource Control

RSRP Reference Signal Received Power
RSRQ Reference Signal Received Quality
RSSI Received Signal Strength Indicator
SAS Spectrum Access System

SDK Software Development Kit

SIM Subscriber Identity Module

SINR Signal to Interference & Noise Ratio
SIP Session Initiation Protocol

SNMP Simple Network Management Protocol
TCP/IP Transmission Control Protocol/Internet Protocol
™ Transmission Mode

TR-069 Technical report 069

TTL Time To Live

UDP User Datagram Protocol
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uicc
UPnP
URL
USIM
VPN
WAN

Universal Integrated Circuit Card
Universal Plug and Play

Uniform Resource Locator

Universal Subscriber Identification Module
Virtual Private Network

Wide Area Network
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