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IINNTTRROODDUUCCTTIIOONN  

Congratulations for choosing the SAGEM MorphoAccess™ 1XX 
Automatic Fingerprint Recognition Terminal.  
MorphoAccess™ provides an innovative and effective solution for access 
control or time and attendance applications using Fingerprint Verification 
or/ and Identification. 
Among a range of alternative biometric techniques, the use of finger 
imaging has significant advantages: each finger constitutes an unalterable 
physical signature which develops before birth and is preserved until 
death. Unlike DNA, a finger image is unique to each individual - even 
identical twins. 
The MorphoAccess™ terminal integrates SAGEM image processing and 
feature matching algorithms. This technology is based on lessons learned 
during 20 years of experience in the field of biometric identification and the 
creation of literally millions of individual fingerprint identification records. 
We believe you will find the SAGEM MorphoAccess™ fast, accurate, easy 
to use and suitable for physical access control or time and attendance. 
To ensure the most effective use of your SAGEM MorphoAccess™, we 
recommend that you read this User Guide totally. 
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IINNTTEERRFFAACCEESS  PPRREESSEENNTTAATTIIOONN  

MMaann--mmaacchhiinnee  iinntteerrffaaccee  

The MorphoAccess™ 1XX offers a simple and ergonomic man-machine 
interface dedicated to access control based on fingerprint recognition: 

 A high quality optical scanner to capture fingerprints (1). 
 A multicolor led (8 colors) (2). 
 A multi-toned buzzer (3). 
 A MifareTM contactless reader on MA12X, to read reference 

templates from a contactless card (4). 
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EElleeccttrriiccaall  iinntteerrffaacceess  

The terminal offers multiple interfaces dedicated to administration and 
control information: 

 A multiplexed Wiegand / Dataclock / RS485 output (5). 
 Two LED IN inputs to improve integration in an access control 

system (6). 
 A relay to directly command an access (7). 
 A tamper switch (8). 
 An Ethernet interface (LAN 10 Mbps), allowing remote 

management through TCP and sending control result through UDP (9). 
 A USB Host port dedicated to local configuration (10). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The MA1XX Installation Guide describes precisely each interface and 
connection procedure. 
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SSEETTTTIINNGG  UUPP  TTHHEE  TTEERRMMIINNAALL  IIPP  AADDDDRREESSSS  

The MorphoAccess™ can run in stand alone mode but a TCP/IP 
connection is required to download records in the terminal and to 
configure its recognition mode. 
It is possible to specify standard TCP parameters: terminal network 
address, network gateway and mask. 
These parameters can be set using a USB mass storage key. 
The complete procedure is described in section Configuring a “standalone” 
MA1XX. 
Once connected on the network, the MorphoAccess™ can be configured 
using (for example) the.Configuration Tool. 
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AACCCCEESSSS  CCOONNTTRROOLL  PPRREESSEENNTTAATTIIOONN  

IIddeennttiiffiiccaattiioonn  --  aauutthheennttiiccaattiioonn  

The MorphoAccess™ works according two biometric recognition modes: 
identification or authentication. Both identification and authentication can 
be activated (fusion mode). 

Identification 
The captured fingerprint is matched against a database – 1 vs. N. 
Minutiae are stored in terminal local database. The terminal can store 500 
users (2 fingers per user) in its local database. 
In this mode the sensor will be always switched on, waiting for a finger. 
The captured fingerprint is matched against the whole database. 
 
 

Internal database 
Users Templates 

45641   

45648 

… 

35631 

… 

12544  

 

 
 
 
 
 
 
 
 
 
 
If the user is matched access is granted. 
If the user is not recognized access is refused. 
See section Access Control By Identification. 
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Authentication 
The captured fingerprint is matched against a reference template – 1 vs. 1. 
In authentication, user minutiae can be stored on a contactless card. It is 
also possible to store minutiae in terminal local database. 
 
 
 

Contactless card containing: 

  ID 

  Biometrics 

 
 
 
 
 
 
 
 
 
 
If the user is matched access is granted. 
If the user is not recognized access is refused. 
See section Access Control By Authentication. 
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““HHiitt  oorr  NNoo  HHiitt””  rreessuulltt  ccoommmmuunniiccaattiioonn  

If access is granted (the user has been recognized) the led lights green 
and the buzzer emits a high-pitched “beep”. 
If access is denied (the user has not been recognized) the led lights red 
and the buzzer emits a low-pitched “beep”. 
 
 
 
 

Control result: 

 RS485 

 Wiegand 

 Dataclock 

 UDP 

 
 
 
 
 
Various messages or interfaces can be activated to send the control 
result: 

Relay 
After a successful control the MorphoAccess™ relay may be activated 
during a given period. 

Wiegand Id Emission 
The ID of the recognized user can be sent though the Wiegand output. 
The format of the frame may be user defined. 

Dataclock Id Emission 
The ID of the recognized user can be sent though the Dataclock output. 

Udp Id Emission 
The ID of the recognized user can be sent though the Ethernet link using 
UDP. The administrator may set the port. 

RS485 
Control information can be sent through RS485. 

Local Diary (log) 
A local file will store biometric logs. 

12 SAGEM Défense Sécurité document. Reproduction and disclosure forbidden 

 



 

““PPrrooxxyy””  mmooddee  

Proxy Mode is not strictly speaking a recognition mode. In this mode, the 
MorphoAccess™ works as “a slave” waiting for external orders such as: 

Identification 
Verification 
Relay activation 
Read data on a contactless card. 
… 
 
 

Proxy orders: 

  Identification 

  Verification 

  Relay activation 

  Read card 

  … 

TCP IP
 
 
 
 
 
 
 
 
 
 

Section Remote Management gives more information about remote 
management. 
Please refer to MA100 Series Host System Interface for a complete 
description of TCP orders possibilites. 
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CCOONNFFIIGGUURRIINNGG  AA  ““CCOONNNNEECCTTEEDD””  MMOORRPPHHOOAACCCCEESSSS  

IInnttrroodduuccttiioonn  

A PC (typically a station with MEMSTM) connected to a MorphoAccess™ 
can manage the terminal. Available remote operations are: 

Biometric template addition, 
Control settings modification, 
Configuration reading, 
Local database deletion, 
Record deletion, 
Control diary downloading, 
Firmware upgrade. 

 
 
 
 

TCP IP 
 
 Remote management : 

 Change mode 

 Add template 

 Get configuration 

 … 

 
 
 
 
 
 
The MorphoAccess™ works as a server waiting for PC request. 
The PC will send biometric templates to the terminal and manage the local 
database. 
Please refer to MA100 Series Host System Interface for a complete 
description of TCP administration. This document explains how to create a 
database and store biometric records in this base. 
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NNeettwwoorrkk  ffaaccttoorryy  sseettttiinnggss  

By default the terminal IP address is 134.1.32.214. This address can be 
changed through Ethernet or with a USB mass storage key. 
The default server port is 11010. 
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CCOONNFFIIGGUURRIINNGG  AA  SSTTAANNDDAALLOONNEE  MMOORRPPHHOOAACCCCEESSSS  

““UUSSBB””  kkeeyy  aaddmmiinniissttrraattiioonn  

MA100 series have no keyboard, no screen. However it is possible to 
change TCP/IP parameters without connecting the terminal on a network. 
This operation only requires a standard USB Mass Storage Key (FAT16). 
A dedicated PC application, USB Network Configuration Tool, allows 
writing these new parameters on the key.  

 
Please refer to MA100 Series USB Network Tool User Guide. 
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PPrriinncciippllee  

This feature is available to change network parameters (IP address, mask 
and gateway). 

Store a file on a USB Key 
The administrator creates a configuration file on a PC using the USB 
Network Configuration Tool. This configuration file contains new network 
parameters. This file must be stored on a USB Mass Storage Key. 
 
 

Configuration File:  

network parameters 

 
 
 
 
 
 

Apply changes on a “stand alone” MorphoAccess 
The lower protection of the MorphoAccess must be removed to give 
access to the USB Host Interface of the terminal. The terminal must be 
powered on. 
When the USB key is inserted in the MorphoAccess USB interface, the 
configuration file is read: Ethernet parameters are applied. 
 

Configuration File:  

network parameters 

 
 
 
 
 
 
 
At the end of the process a low-pitched “beep” indicates that the key can 
be removed. 
Please refer to USB Network Configuration Tool User Guide for more 
information about this procedure. 
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CCHHAANNGGIINNGG  AA  PPAARRAAMMEETTEERR  

CCoonnffiigguurraattiioonn  iinntteerrffaaccee  

Terminal parameters are stored in files. These files can be retrieved and 
modified through TCP/IP using ILV commands. For more information 
about remote management please refer to MA100 Series Host System 
Interface. 

CCoonnffiigguurraattiioonn  oorrggaanniizzaattiioonn  

The terminal contains four files: 
 app.cfg. 
 adm.cfg. 
 bio.cfg. 
 net.cfg 

The app.cfg file contains the application settings, adm.cfg contains 
administration parameters, bio.cfg the biometric sensor settings and 
net.cfg Ethernet parameters. 
Parameter path has the following structure file_name/section/parameter. 
For example the relay activation is driven by the app/relay/enabled 
parameter. 
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““CCoonnffiigguurraattiioonn  ttooooll””  

The Configuration Tool allows changing these parameters. This program 
is an illustration of utilization of the TCP API. Please refer to Configuration 
Tool User Guide for more information about this program. 
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UUPPGGRRAADDIINNGG  TTHHEE  FFIIRRMMWWAARREE  

It is possible to upgrade your MorphoAccess™ firmware. Two packages 
type are available. One dedicated to terminal system, another one 
dedicated to biometric library. 
Use the MA1XX Downloader to upgrade your terminal system. 
Use the MA1XX BioLoader to upgrade your terminal biometric library. 
Please refer to the MA100 Series Upgrade Tools User Guide for more 
information about upgrade procedures. 
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AACCCCEESSSS  CCOONNTTRROOLL  BBYY  IIDDEENNTTIIFFIICCAATTIIOONN  

Access control by identification 

app/bio ctrl/identification 1

To configure MorphoAccess™ terminal in this mode, set the parameter 
app/bio ctrl/identification at 1. 
After starting the MorphoAccess™ terminal waits for fingerprint detection 
in identification mode. 
If the identification is successful, the terminal triggers the access or returns 
the corresponding ID to central security controller. The ID can be sent 
through various interfaces. Please refer to MA100 Series Remote 
Messages Specification for a complete description of “hit” and “no hit” 
messages. 
A relay can also be activated. 
Once the person's identification is done, the terminal automatically loops 
back and waits for a new finger. 
At least one fingerprint must be stored in the local database. The terminal 
can store 500 users with 2 fingerprints each. 
If the terminal is running in identification mode with an empty database, 
the sensor is off and the led flashes “yellow”. 
Set app/bio ctrl/identification at 0 to disable the sensor (Proxy Mode). 
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AACCCCEESSSS  CCOONNTTRROOLL  BBYY  AAUUTTHHEENNTTIICCAATTIIOONN  ((MMAA112200  //  MMAA111100  OONNLLYY))  

Various recognition modes can be applied depending on the templates 
localization, the required security level. 
These modes can be combined with a local identification (fusion mode). 
Following modes are available: 

Contactless authentication with templates on card: 
Captured fingerprints are matched against templates read on the card 
(PK). Identifier and fingerprints must be stored on the card. 

Contactless authentication with templates on local database: 
Captured fingerprints are matched against templates read from the local 
database. Only the identifier is required on the card. 

Contactless authentication based on card mode: 
Depending on the card mode either templates are read on the card or 
the control can be bypassed (visitor mode). The “card mode” tag must 
be stored on the card. 

Please refer to MA100 Series Contactless Card Specification for a 
complete description of card structure and access mode. 
It is also possible to skip the biometric control: in this case the terminal 
acts as a badge reader. 
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CCoonnttaaccttlleessss  aauutthheennttiiccaattiioonn  wwiitthh  tteemmppllaatteess  oonn  aa  ccoonnttaaccttlleessss  ccaarrdd  

Contactless authentication with templates (PK) on card 

app/bio ctrl/authent PK contactless 1

MorphoAccessTM 110 or 120 can work in contactless authentication mode: 
the user presents its card, the terminal reads the reference biometric 
templates (PK) on the card and launches a biometric control based on the 
read templates. 
In this case the card will contain the user identifier and biometric 
templates: no local database is required. 
To change the parameter value use the Set Registry Key ILV command, 
or directly the Configuration Tool. 
To enable this mode set app/bio ctrl/authent PK contactless to 1. 
To disable this mode set app/bio ctrl/authent PK contactless to 0. 

Required tags on card 

 ID CARD 
MODE 

PK1 PK2 PIN BIOPIN 

authent PK contactless Yes No Yes Yes No No 

Card structure is described in MA100 Series Contactless Card 
Specification. 
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CCoonnttaaccttlleessss  aauutthheennttiiccaattiioonn  wwiitthh  tteemmppllaatteess  oonn  llooccaall  ddaattaabbaassee  

Contactless authentication with templates on local database 

app/bio ctrl/authent ID contactless 1

The user identifier can be used as an index in the local database of the 
MorphoAccess™: in this case the reference biometric templates are 
stored in the local database. 
The content of the “ID” tag must match with the user identifier in the 
terminal database. 
To enable this mode set app/bio ctrl/authent ID contactless to 1. 
To disable this mode set app/bio ctrl/authent ID contactless to 0. 

Required tags on card 

 ID CARD 
MODE 

PK1 PK2 PIN BIOPIN 

authent ID contactless Yes No No No No No 

Card structure is described in MA100 Series Contactless Card 
Specification. 
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CCoonnttaaccttlleessss  aauutthheennttiiccaattiioonn  bbaasseedd  oonn  ccaarrdd  mmooddee  

Contactless authentication with card mode 

app/bio ctrl/authent card mode 1

In this mode the card “decides” on the control progress. 
The “CARD MODE” tag is required. This tag can take two values: 

• PKS [0x02]: user identifier, template 1 and template 2 are required 
on the card. Biometric authentication is triggered with biometric 
templates. 

• ID_ONLY [0x01]: only the user identifier is required. There is no 
biometric control, the control is immediately positive. This feature 
is usefull for visitor requiring an access without enrollment. But it is 
still possible to store templates on the card. 

To enable this mode set app/bio ctrl/authent card mode to 1. 
To disable this mode set app/bio ctrl/authent card mode to 0. 

Required tags on card 
If CARD MODE tag value is ID_ONLY. 

 ID CARD 
MODE 

PK1 PK2 PIN BIOPIN 

authent card mode (ID_ONLY) Yes Yes No No No No 

 
If CARD MODE tag value is PKS. 

 ID CARD 
MODE 

PK1 PK2 PIN BIOPIN 

authent card mode (PKS) Yes Yes Yes Yes No No 

Card structure is described in MA100 Series Contactless Card 
Specification. 
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BByyppaassssiinngg  tthhee  bbiioommeettrriicc  ccoonnttrrooll  iinn  aauutthheennttiiccaattiioonn  

In this mode only the user id is required on the card. This flag must be 
combined with an authentication mode. Activating this flag means that the 
biometric verification is bypassed.  
When combined “authent ID contactless” the MorphoAccess™ verifies that 
the identifier read on the card is present on the local database before 
granting the access. 

Disabling biometric control, but ID must be present in the local database 

app/bio ctrl/bypass authentication 1

app/bio ctrl/authent ID contactless 1

When combined “authent PK contactless” the MorphoAccess™ allways 
authorizes the access: the MorphoAccess™ works as a “simple” MifareTM 
or iCLASS™ card reader. 

Disabling biometric control, access is allways granted 

app/bio ctrl/bypass authentication 1

app/bio ctrl/authent PK contactless 1

To bypass biometric control set app/bio ctrl/bypass authentication to 1. 
To enable biometric control set app/bio ctrl/bypass authentication to 0. 

Required tags on card 

 ID CARD 
MODE 

PK1 PK2 PIN BIOPIN 

bypass authentication  Yes No No No No No 
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MMeerrggeedd  mmooddee  

This mode is the fusion of identification mode and contactless 
authentication without database mode. 
So this mode allows: 

Running an identification if user places his finger (operation identical to 
identification mode), 
Running a contactless authentication if user places his contactless card 
(operation identical to contactless authentication without database 
mode). 

If there is no database contactless card presentation is still possible. 
This mode is activated by enabling one contactless mode and 
identification. 

Merged mode 

app/bio ctrl/identification 1

And 
app/bio ctrl/authent PK contactless 
app/bio ctrl/authent card mode 

0 or 1
0 or 1

Required tag on card depends on the authentication mode. 
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MMoorrpphhooAAcccceessss  222200  332200  ccoommppaattiibbiilliittyy  

These tables present parameter equivalence between MA320/220 family 
and MA120 family. 
Merged mode (/cfg/Maccess/Admin/mode 5 on 220 and 320) is activated 
when app/bio ctrl/identification is set to 1. 

MA 220 320 MA 120 

Contactless authentication with ID on card, template in local database 

/cfg/Maccess/Admin/mode 4 app/bio ctrl/authent ID contactless 1 

Contactless authentication: Card mode 

/cfg/Maccess/Contactless/without 
DB mode 0 
/cfg/Maccess/Admin/mode 3 or 

app/bio ctrl/authent card mode 1 
 

/cfg/Maccess/Admin/mode 5 
(merged mode) 

app/bio ctrl/identification 1 

Contactless authentication: Biometric verification 

/cfg/Maccess/Contactless/without 
DB mode 2 
/cfg/Maccess/Admin/mode 3 or 

app/bio ctrl/authent PK contactless 1

/cfg/Maccess/Admin/mode 5 
(merged mode) 

app/bio ctrl/identification 1 

Contactless authentication: ID “only”, no biometric verification 

/cfg/Maccess/Contactless/without 
DB mode 1 
/cfg/Maccess/Admin/mode 3 or 

app/bio ctrl/authent PK contactless 1
app/bio ctrl/bypass authentication 1 

/cfg/Maccess/Admin/mode 5 
(merged mode) 

app/bio ctrl/identification 1 
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PPRROOXXYY  MMOODDEE  

This mode allows controlling the MorphoAccess™ remotely (the link is 
Ethernet) using a set of biometric and databasing management function 
interface access commands. 
Identification and authentication must be disabled. It means that all control 
must be turned off: the terminal becomes a “slave”. 

Proxy mode 

app/bio ctrl/identification 0

app/bio ctrl/authent PK contactless 0

app/bio ctrl/authent ID contactless 0

app/bio ctrl/authent card mode 0

Please refer to refer to MA100 Series Host System Interface: this 
document explains how to manage a terminal on a TCP network. 
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RREECCOOGGNNIITTIIOONN  MMOODDEE  SSYYNNTTHHEESSIISS  

The MA100 series operating mode is driven by: 

• The authentication or identification mode required: Card Only, Card 
+ Biometric, Biometric only 

• Who defined the operating mode: Card or Terminal 
 

 

 

Mode defined by Card 

app/bio ctrl/authent card mode 

1 

Mode defined by Terminal 

app/bio ctrl/authent card mode 

0 

Operating mode   

ID in card 

bypass authentication 1 

authent ID contactless 1 

Check ID on terminal 

Authentication 

Card only 

 

(MA120/MA110) 

ID in card 

Card Mode Tag = ID_ONLY 

ID in card 

bypass authentication 1 

authent PK contactless 1 

No ID check on terminal 

ID and BIO in card 

bypass authentication 0 

authent PK contactless 1 

Authentication 

Card  

+ Biometric 

 

(MA120/MA110) 

ID and BIO in Card 

Card Mode Tag = PKS 

ID on card and BIO in terminal 

bypass authentication 0 

authent ID contactless 1 

Identification 

Biometric only 

 

(MA1xx) 

 ID and BIO in termina 

identification 1 
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SSEETTTTIINNGG  UUPP  RREECCOOGGNNIITTIIOONN  MMOODDEE  

TTwwoo  aatttteemmppttss  mmooddee  

If the recognition fails, it is possible to give a “second chance” to the user. 
In identification mode if a bad finger is presented the user has 5 seconds 
to present a finger again. The result is sent if this period expires or if the 
user presents a finger again. 
In authentication mode, if the user presents a bad finger, he can replace 
his finger without presenting his card again. The result is sent only after 
this second attempt. 
It is possible to set the finger presentation timeout and to deactivate this 
“two attempts mode”. 

PPaarraammeetteerrss  

This mode can be configured using the Configuration Tool for example. 
By default the two attempts mode is activated. 

Setting up the number of attempts 

app/bio ctrl/nb attempts 1 (only one attempts)
2 (two attempts mode)

 
The period between two attempts in identification (two attempts mode) can 
be modified. 

Setting up the identification timeout 

app/bio ctrl/identification timeout 5 (1-60) 

 
In authentication mode a finger presentation period can be defined. 

Setting up the authentication timeout 

app/bio ctrl/authent timeout (1-60) 
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SSEETTTTIINNGG  UUPP  MMAATTCCHHIINNGG  PPAARRAAMMEETTEERRSS  

Setting up matching threshold 

bio/bio ctrl/matching th 1-10

The performances of a biometric system are characterized by two 
quantities, the False Non Match Rate - FNMR - (Also called False Reject 
Rate) and the False Match Rate - FMR - (Also called False Acceptance 
Rate). Different trade-off are possible between FNMR and FMR depending 
on the security level targeted by the access control system. When 
convenience is the most important factor the FNMR must be low and 
conversely if security is more important then the FMR has to be 
minimized. 
Different tuning are proposed in the MorphoAccess terminal depending on 
the security level targeted by the system. The table below details the 
different possibilities. 
This parameter can be set to values from 1 to 10. This parameter specifies 
how tight the matching threshold is. Threshold scoring values are 
identified hereafter 

1 Very few persons rejected FAR < 1% 

2  FAR < 0.3% 

3 Recommended value 
(default value) 

FAR < 0.1% 

4  FAR < 0.03% 

5 Intermediate threshold FAR < 0.01% 

6  FAR < 0.001% 

7  FAR < 0.0001% 

8  FAR < 0.00001% 

9 Very high threshold (few false 
acceptances) Secure 
application 

FAR < 0.0000001% 

10 High threshold for test purpose 
only 

There are very few false 
recognitions, and many rejections
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RREELLAAYY  AACCTTIIVVAATTIIOONN  

If the control is successful, a relay may be activated to directly control a 
door. This installation type offers a low security level. 

Relay activation 

app/relay/enabled 1

 
The relay aperture time can be defined and is set by default to 3 seconds 
(i.e. 300). 

Relay aperture time in 10 ms 

app/relay/aperture time in 10 ms 300
( 50 to 60000 )
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LLEEDD  IINN  AACCTTIIVVAATTIIOONN  

Use this signal to wait a controller “ACK” before granting the access. 
 
 
 
 
 
 

User ID 

 LED1 to GND: Access authorized. 

LED2 to GND: Access refused.  
 
1- If the user is recognized the MA1XX sends the user identifier to the 
controller. 
2 - The MA1XX waits for a GND signal on LED1 or LED2. A timeout can 
be defined. 
3 - The controller checks the user rights. 
4 - The controller sets LED1 to GND to authorize the access or sets LED2 
to GND to forbid the access. 
5 – The control restarts only when LED1 and LED2 are set to “1” again. 
This feature improves integration in an access control system (ACS). The 
ACS through LED IN signals validates result of biometric matching. 

LED IN mode activation 

app/led IN/enabled 1

When the ACS validates the control a timeout must be specified: it defines 
the time during which the MorphoAccess™ will wait for an 
acknowledgement signal from the ACS through LED IN signals 

LED IN “acknowledgement timeout” in 10 ms 

app/led IN/controller ack timeout 0 to 268435455

 During the time LED1 or LED2 is set to GND the control DOES NOT 
RESTART. 
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LLOOGG  FFIILLEE  

MorphoAccessTM is logging its activities 

app/log file/enabled 1

The MorphoAccess™ can log its biometric activities. It stores the result of 
the command, the date and time, the matching mark, the execution time, 
and the ID of the user. 
It is possible to download the diary file. For more information on this 
feature, refer to the MA100 Series Host System Interface. 
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RREEMMOOTTEE  MMEESSSSAAGGEESS  

PPrreesseennttaattiioonn  

The MorphoAccessTM terminal can send status messages in real time to a 
controller by different means and through different protocols. This 
information, called Remote Messages can be used, for instance to display 
on an external screen the result of a biometric operation, the name or the 
ID of the person identified…depending on the role of the controller in the 
system. 
 
 
 
 
 
 
 
 
 
 
 
 

UDP

RS485

 
The MA100 Series Remote Messages Specification describes the different 
solutions offered by the MorphoAccess™ to dialog with a controller, and 
how to make use of them. 

SSuuppppoorrtteedd  PPrroottooccoollss  

The terminal can send messages about the biometric operations 
performed by the MorphoAccess™ to a controller through the following 
protocols: 

Wiegand 
Dataclock 
RS485 
Ethernet (UDP) 
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TTAAMMPPEERR  SSWWIITTCCHH  MMAANNAAGGEEMMEENNTT  

AAllaarrmm  aaccttiivvaattiioonn  

The MorphoAccess™ can detect that the back cover has been removed. 
The device can send an alarm to the central controller in case of intrusion. 
It can also play a sound alarm whilst sending the alarm. 
 
 
 
 
 
 
 
 

 

 

 

 

 
 
 

Sound alarm 

Alarm message 

•UDP 

•RS485 

•Wiegand 

•Dataclock 

To send an alarm on an output (UDP, Wiegand, Dataclock or RS485), the 
corresponding interface must be activated otherwise no alarm will be sent. 
Because Wiegand, Dataclock, and RS485 are multiplexed on the same 
lines, only one of these protocols shall be enabled at one time, else priority 
is given to Wiegand, then Dataclock, then RS485. 
These keys are: 

app/send ID wiegand/enabled 
app/send ID dataclock/enabled 
app/send ID RS485/enabled 
app/send ID UDP/enabled 
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Tamper switch management feature is configured by setting the key 
app/tamper alarm/level to an appropriate value. 

Tamper Alarm Level 

app/tamper alarm/level 
0 No Alarm. 
1 Send Alarm (No Sound Alarm). 
2 Send Alarm and Activates Buzzer (Sound Alarm) 

0-2

The key app/failure ID/alarm ID defines the value of the alarm ID to send 
in Wiegand or Dataclock. This ID permits to distinguish between an user 
ID and a error ID. 

Tamper Alarm Level 

app/failure ID/alarm ID 0- 65535 

In Wiegand and Dataclock the alarm ID is sent like other Failure IDs, see 
the documentation MA100 Series Remote Messages Specification for a 
description of the packet format in UDP and RS-485. 

EExxaammpplleess  

Example 1: Send an alarm ID (62221) in Wiegand, and play sound 
warning, in case of intrusion detection. 
To send an alarm in Wiegand, the key app/send ID wiegand/enabled must 
be set to 1.and the key app/tamper alarm/level must be set to 2 (alarm and 
buzzer.) 
The key app/failure ID/alarm ID must be set to 62221 to link the intrusion 
event to this identifier. 

Example 2: Send an alarm in UDP quietly in case of intrusion 
detection. 
To send an alarm in UDP, the key app/send ID UDP/enabled must be set 
to 1. 
Then the key app/tamper alarm/level must be set to 1 (quiet alarm.) 
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MMAANN  MMAACCHHIINNEE  IINNTTEERRFFAACCEE  

CCoonnvveennttiioonn  

Intermittent “Pulse”: led is 1 second OFF, 0.05 second ON. For example: 

Intermittent blue “Pulse”  

Fast “Pulse”: led flashes quickly. The rhythm is the same than when a 
hard drive works. 

Fast orange “Pulse”  

Slow intermittent “Pulse”. led is 1 second OFF, 1 second ON. For 
example: 

Slow intermittent red “Pulse”.  

IIddeennttiiffiiccaattiioonn  ––  wwaaiittiinngg  ffoorr  aa  ffiinnggeerr  

Sensor ON 

 

Led OFF  

AAuutthheennttiiccaattiioonn  ––  wwaaiittiinngg  ffoorr  aa  bbaaddggee  

Sensor OFF 

 

Led Intermittent blue 
“Pulse” 

 

 

 SAGEM Défense Sécurité document. Reproduction and disclosure forbidden 39

 



 

FFuussiioonn  --  wwaaiittiinngg  ffoorr  aa  ffiinnggeerr  oorr  aa  bbaaddggee  

Sensor ON 

 

Led Intermittent blue 
“Pulse” 

 

CCoonnttrrooll  OOKK  

Sensor ON 

 

Led Green 1 second  

Buzzer ON 0.1 second - High-
pitched  

CCoonnttrrooll  ffaaiilleedd  

Sensor ON 

 

Led Red 1second  

Buzzer ON 0.7 second - Low-
pitched  

NNoo  ddaattaabbaassee  oorr  eemmppttyy  ddaattaabbaassee  

Sensor OFF 

 

Led Slow intermittent 
orange “Pulse”. 
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BBiioommeettrriicc  aaccqquuiissiittiioonn,,  bbaadd  ppllaacceemmeenntt  

Sensor ON 

 

Led Fast intermittent 
orange “Pulse”. 

 

UUSSBB  kkeeyy  ccaann  bbee  rreemmoovveedd  

Sensor - - 

Led Fast intermittent blue 
“Pulse”. 

 

Buzzer ON 0.7 second - Low-
pitched  

SSeennssoorr  ffaaiilleedd  

Sensor OFF 

 

Led Slow intermittent red 
“Pulse”. 
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NNEETTWWOORRKK  PPAARRAAMMEETTEERRSS  

These parameters can be changed using the Configuration Tool or by 
implementing ILV commands. 
Network parameters are stored in a file named “net.cfg”. 

 A change is applied after rebooting the terminal. 

SSeeccttiioonn  [[bboooott  pprroottoo]]  

DHCP activated 
0 NO 
1 YES 

SSeeccttiioonn  [[ppaarraammeetteerrss]]  

host name 
“MA-1234567890” 

network address 
“134.1.32.214” by default, static address. 

network mask 
“255.255.240.0“by default. 

default gateway 
“134.1.6.20“ by default. 
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TTEERRMMIINNAALL  IINNFFOORRMMAATTIIOONN  

These parameters can be changed using the Configuration Tool or by 
implementing ILV commands. 
The “app.cfg” file contains information about your terminal configuration. 

SSeeccttiioonn  [[iinnffoo]]  ((rreeaadd  oonnllyy))  

Type 
120: MorphoAccess™ with local database and MifareTM contactless reader 
110: MorphoAccess™ with local database and ICLASSTM contactless 
reader 
100: MorphoAccess™ with local database. 

Minor 
Software revision (minor) 

Major 
Software revision (major) 

Release 
Release version. 
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AADDMMIINNIISSTTRRAATTIIOONN  PPAARRAAMMEETTEERRSS  

The “app.cfg” file contains advanced parameter to modify the host port 
and the connection mode. This parameter must not be changed. 

SSeeccttiioonn  [[rreemmoottee  mmaannaaggeemmeenntt  TTCCPP]]  

Inactivity timeout 
Must be set to 0. 

Port 
11010 by default, defines the socket server port. 

SSeeccttiioonn  [[tteerrmmiinnaall]]  

Group 
Must be set to 255. 
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AANNNNEEXX::  CCOONNTTAACCTTLLEESSSS  MMOODDEESS  TTAABBLLEE  

Operation 

A
ut

he
nt

 c
ar

d 
m

od
e 

A
ut

he
nt

 P
K

 
co

nt
ac

tle
ss

 

A
ut

he
nt

 ID
 

co
nt

ac
tle

ss
 

B
yp

as
s 

au
th

en
tic

at
io

n 

Authentication with templates in database 
Read ID on contactless card. 

Retrieve corresponding templates in database. 

Biometric authentication using these templates.  

Send ID if authentication is successfull. 

0 0 1 0 

Authentication with templates on card 
Read ID and templates on contactless card. 

Biometric authentication using these templates.  

Send ID if authentication is successfull. 

0 1 0 0 

Card mode authentication 
Read card mode, ID, templates (if required by card mode) 
on contactless card. 

If card mode is « ID only », send ID. 

If card mode is « Authentication with templates on card », 
biometric authentication using templates read on card, then 
send ID if authentication is successfull. 

1 0 0 0 

Authentication with templates in database – biometric 
control disabled 

Read ID on contactless card. 

Check corresponding templates presence in database. 

Send ID if templates are present. 

0 0 1 1 

Authentication with templates on card – biometric 
control disabled 

Read ID on contactless card. 

Send ID. 

0 1 0 1 

Card mode authentication – biometric control disabled 
Read card mode, ID, templates (if required by card mode) 
on contactless card. 

Whatever card mode, send ID. 

1 0 0 1 
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AANNNNEEXX::  RREEQQUUIIRREEDD  TTAAGGSS  OONN  CCOONNTTAACCTTLLEESSSS  CCAARRDD  

Operation ID CARD 
MODE 

PK1 PK2 PIN BIOPIN 

Authentication with templates 
in database 

Yes No No No No No 

Authentication with templates 
on card 

Yes No Yes Yes No No 

Card mode authentication 
(ID_ONLY) 

Yes Yes No No No No 

Card mode authentication 
(PKS) 

Yes Yes Yes Yes No No 

Authentication with templates 
in database – biometric control 
disabled 

Yes No No No No No 

Authentication with templates 
on card – biometric control 
disabled 

Yes No No No No No 

Card mode authentication 
(ID_ONLY) – biometric control 
disabled 

Yes Yes No No No No 

Card mode authentication 
(PKS) – biometric control 
disabled 

Yes Yes Yes Yes No No 
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FFAAQQ  

TTeerrmmiinnaall  IIPP  aaddddrreessss  iiss  uunnkknnoowwnn  oorr  tteerrmmiinnaall  iiss  nnoott  rreeaacchhaabbllee  

Use USB Network Configuration Tool to set a valid network address in 
your terminal. See section Configuring a standalone MorphoAccess.

SSeennssoorr  iiss  ooffff  

Verify that the base contents at least one record. 
Check that identification is enabled. 

TTeerrmmiinnaall  rreettuurrnnss  eerrrraattiicc  aannsswweerrss  ttoo  ppiinngg  rreeqquueessttss  

Check the subnet mask. Ask to your administrator the right value. 
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BBIIBBLLIIOOGGRRAAPPHHYY  

MA100 Series Installation Guide 

This document describes terminal electrical interfaces and connection 
procedures. 

 

MA100 Series Standard Host Interface Specification 

A complete description of remote management commands. 

 

MA100 Series Remote Messages Specification 

A description of the MA1XX communication interfaces. 

 

MA100 Series Contactless Card Specification 

This document describes the MA12X Contactless card feature. 

 

MA100 Series Configuration Tool User Guide 

Configuration Tool user guide , via Ethernet 

 

MA100 Series USB Network Tool User Guide 

Configuration Tool user guide , via USB key 

 

MA100 Series Upgrade Tools User Guide 

Upgrade Tool user guide about firmware upgrading procedures. 

 

MA100 Series Configuration Guide 

The complete description of terminal configuration files. 
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