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Important Notice

This Manual is delivered subject to the following conditions and restrictions:

&

This Manual contains proprietary information belonging to Vicon. Such information is supplied solely for the
purpose of assisting explicitly and properly authorized users of the ViconNet system.

No part of its contents may be used for any other purpose, disclosed to any person or firm or reproduced
by any means, electronic or mechanical, without the express prior written permission of Vicon.

The text and graphics are for the purpose of illustration and reference only. The specifications on which
they are based are subject to change without notice.

The software described in this Manual is furnished under a license. The software may be used or copied
only in accordance with the terms of that agreement.

This software uses libraries from the FFMpeg project under the LGPLv2.1 in your program About box.

Information in this Manual is subject to change without notice. Corporate and individual names and data
used in examples herein are fictitious unless otherwise noted.

Copyright ©2014 Vicon Industries Inc. All rights reserved.

ViconNet and Kollector are registered trademarks of Vicon Industries Inc.

Other company and brand products and service names are trademarks or registered trademarks of their
respective holders.
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About This Manual

The ViconNet Workstation Software Manual is comprised of the following chapters:

&

Chapter 1, Introducing ViconNet, introduces the main concepts and system architecture of the ViconNet
system.

Chapter 2, Getting to Know ViconNet, describes the main ViconNet application windows and their
functionality.

Chapter 3, Configuring the ViconNet System, describes all available configuration functions in the
ViconNet system, including system setup and creating macros and schedules.

Chapter 4, Viewing and Listening to Live Video/Audio, describes the mandatory and optional tasks
involved in viewing and listening to live video and audio.

Chapter 5, Recording Live Video/Audio, describes the manual and automatic processes for recording
live video and audio.

Chapter 6, Playing Back Recorded Video/Audio, describes the process for playing back recorded video
and audio.

Chapter 7, Managing Macros and Schedules, describes how manage and work with macros and
schedules in the ViconNet system.

Chapter 8, Generating Reports, describes how to generate different types of reports available in the
ViconNet system.

Chapter 9, Printing/Exporting Frames and Creating Video Clips, describes how to print out or export
selected frames from Playback, and to create video files from selected playback segments.

Appendix A, Installation, provide thorough and accurate instructions for installing the Network Video
Recorder.

Appendix B, Configuring your Personal Firewall, describes how to configure your firewall to protect your
ViconNet system.

Appendix C, Configuring the Network, describes how to configure network adaptors and DHCP.

Appendix D, Setting Up a VPN Service, presents an example of how to setup a Virtual Private Network
(VPN) service (server and client) for the ViconNet application.

Appendix E, Using Video Analytics, explains how to use the integrated video analytics with the ViconNet
system.

Appendix F, Running ViconNet as a Service, explains how to use ViconNet as a service configurator
running on Windows, without the GUI.
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Chapter 1
Introducing ViconNet

This chapter introduces the ViconNet system and includes the following sections:

e What Is ViconNet?, page 1, provides a brief overview of the ViconNet system.

e How Does ViconNet Work?, page 2, describes overall functionality of the ViconNet system.
e System Requirements, page 5, outlines the main ViconNet system requirements.

e System Architecture, page 6, illustrates the ViconNet system architecture.

What Is ViconNet?

ViconNet is innovative open-platform video management software (ONVIF-S conformant) that allows
integration with IP cameras, encoders and IP edge devices, including megapixel cameras. Open platform
cameras and edge devices from numerous industry-leading manufacturers are compatible with ViconNet
software. Additionally, the ViconNet interface has integrated Events Management and ViconNet VI video
intelligence.

ViconNet is a fully scalable secure network solution for Windows® platform. It allows viewing and recording of
video from any camera anywhere on the network and integrates seamlessly with Vicon’s line of Kollector
DVRs and NVRs. The latest ViconNet version 8.X offers H.264 compression in addition to ViconNet's
proprietary MPEG-4 optimized compression or JPEG compression. It is compatible with Vicon's Express
series NVRs and DVRs and supports Vicon's Access Control System (VAX).

ViconNet is offered in tiered packages. All three packages offer the full suite of controls and features, but with
different camera limitations. ViconNet JUMP software, for smaller systems, can be downloaded free from
Vicon’s website, www.vicon-security.com, and supports up to 6 cameras; ViconNet ZONE, for mid-sized
systems, supports up to 24 cameras. ViconNet PEAK is the enterprise-level software, offering unlimited
scalability.

The ViconNet software is available in two versions. ViconNet Master Workstation software, Model VWS-SW,
is available for installation on any popular brand PC-type computer running Windows® platform. This software
package has all the capabilities of the latest ViconNet version 8.X except the recording function. For recording
capability, the VPK-SW is provided. The VPK-SW is intended to be used primarily when the recording
function is required. Although it does offer the full ViconNet video management capabilities, it is
recommended that its primary function be recording on a regular basis.

All versions of ViconNet are also available pre-loaded on factory certified PCs.

Note: In this manual, features for Kollector Force are relevant to Kollector Elite and Pros upgraded to the latest
version 8.X Kollector Strike features pertain to Kollector Lite units upgraded to the latest version 8.X.
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How Does ViconNet Work?

The idea behind the ViconNet system architecture is relatively simple - enable full flexibility and minimize
system complexity for the users. The ViconNet system configured on a network can deal with numerous
Workstations/NVRs/DVRs. This means that users can use their individual Workstations to view different
cameras and microphones from all devices on the system that transmit video/audio, such as the Kollector
family, IP camera, encoder and so on within the system simultaneously. The data that can be viewed includes
all live data as well as recorded data.

In addition, users can perform recording operations on their individual NVRs within the ViconNet system
according to their requirements. Depending on the assigned authority level, each user can view everything
that is configured in the system at any time.

Connection to IP cameras and edge devices is available to local area networks (LANs), as well as wide area
networks (WANSs) and the Internet.

Frequently Asked Questions

The following set of questions and answers have been created to help customers get the most out of the
potential of ViconNet. Each question is a real-life situation answered by Vicon’s outstanding technical support

group.

e What parameters should be considered when calculating storage and bandwidth?

Devices in the ViconNet system, much like other IP-based video systems, send the video over the network to
a NVR or store it on DVR drives. This data is influenced by a few major parameters:
e Compression method — What compression is being used? ViconNet Normal/Full, M-JPEG, MPEG-4,
H.264 are options with ViconNet or with other manufacturers open platform cameras.
e Frame rate — More frames per second will require more bandwidth and more storage.
e Picture resolution — The picture resolution (CIF to 4 CIF and Megapixel range) has significant
influence on the storage, higher resolution = more storage.

e Motion type — Unless you are using M-JPEG, the amount of maotion in the picture will affect the
amount of data.

Make sure to obtain the storage calculator for ViconNet or the other manufacturers open platform camera you
are using, and calculate the different types of cameras separately. When calculating bandwidth, estimate the
“worst-case” to ensure your network can carry the traffic.

e What are the options for storage?

When using a DVR or an NVR, ViconNet offers several storage options:

e Internal storage — Hard drives in the DVR or the NVR.

e Internal RAID — Hard drives in the DVR (Kollector Force) or NVR (NVR Shadow) configured in a
RAID 5 or 6 array.

e External RAID — Using an additional network card in the DVR/NVR, an external RAID unit can be
attached and provide more storage and RAID protection (iSCSI).

e NAS — Although ViconNet can send video to a mapped drive (NAS) on the network, we recommend
that this will not be used as the main storage method,; it utilizes network resources and therefore
Vicon can not estimate their performance.

e SAN — As an expansion to a single RAID, Vicon offers SAN solutions (iISCSI) for the DVR/NVR,
utilizing a dedicated storage network and large storage arrays.

e Does ViconNet require specific ports to be open in the firewall?
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Yes, ViconNet uses ports 4354 — 4359 both in TCP and UDP. These ports will be automatically open when
ViconNet is installed. If Vicon web server is used, an additional port for the server will need to be open,
typically port 80.

e What network protocols does ViconNet use and support?

ViconNet devices use TCP Unicast protocol to communicate and send video. ViconNet does support
multicast-based video from several cameras, including its open platform cameras. The support of multicast
depends on the camera.

e Does ViconNet support video analytics?

Yes, ViconNet VI is Vicon's video analytics solution. When ViconNet VI is installed, you can configure
ViconNet to receive alarms and indications of the analytics detections.

e |s there alimitation to the number of cameras ViconNet can handle?

No, ViconNet can handle an unlimited number of cameras through an unlimited nhumber of DVRs, NVRs,
encoders and IP cameras. The system needs to be designed in a way that will allow it to function properly.
e Isthere alicense per camera connected?

ViconNet devices do not require per-camera license; in cases where 3 party cameras are utilized, a onetime
license fee will be charged to allow connecting this camera to the system.

e Do | haveto have a DVR in the system?

No, ViconNet offers many devices to choose from; you can build a fully functional system with cameras and
NVRs, without using a DVR at all. You can, however, use DVRs, NVRs, encoders and IP cameras in the
same system, which allows you to choose the best solution for different camera types and still manage it from
the same interface.

e Can | buy ViconNet software without ViconNet hardware?

Yes, Vicon offers the ViconNet software packages if you choose to install on your own PC hardware. This
applies to the PC software and not the DVRs, which are hardware devices.

e |Isthere any advantage in buying hardware from Vicon?

Yes, Vicon offers a range of hardware components that have one thing in common; they were built and
certified to work with the ViconNet software! Buying these components ensures the 3 year warranty from
Vicon, single point of contact for support and maximum compatibility between system components.

e Does Vicon offer a software developer’s kit for custom applications?

Yes. The API/SDK for the ViconNet series of products is a controlled document requiring a non-disclosure
agreement to be signed prior to release. All requests for the APl should be directed to your Vicon sales

representative. All technical support questions regarding the API should be directed to the ViconNet
engineers at support@vicon-security.com.

e Can the network bandwidth be increased to allow for more information (frame rates)?

The recorder will always use the maximum bandwidth available, but it will sacrifice FPS in order to maintain
the selected quality within that available bandwidth. In different cameras, as well as H.264 compression in the
NVR/DVR, you can select the bandwidth you wish to use.

e Can we set up presets or tours through arecorder for our PTZ domes?
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Any dome feature is accessible from any recorder or Workstation, based on the logged in user’s authorization
profile and on whether PTZ drivers are installed and configured.

e |Isthere apriority level available for PTZ domes on a recorder? If two people are looking at a
Kollector remotely and trying to PTZ the same dome, what happens?
In a primary/secondary setup, the first person connected to a camera controls the PTZ In a primary/secondary
setup, the first person connected to a camera controls the PTZ (primary/ secondary status is indicated by a P
or S in the lower-left corner of that video display). A secondary user with the same or higher priority can
simultaneously control the dome or can force the changeover to become primary. If the second user has
lower priority, there can be a request to take control; the current primary user decides whether or not to allow
the changeover.

NOTE: This is exclusive of USER ID authorizations as determined by the system administrator.

e How do we save the recorded images to a transportable file type for video clips and what formats
are supported?

The Vicon line of products can burn CDs (if available) or can be saved to a portable USB device in the

ViconNet proprietary format that will enable a viewer to be exported and allow playback of the secure

(unalterable) format (the playback PC must meet the minimum requirements of the viewer). It can also create

* AVI, XVID or MPEG-4 files playable in Windows Media player (video and audio). These files are not secure,

and can be altered. Still images (in *.JPG format) can also be exported from the application.

e After capturing a still image from the recorder’s software, can the image be processed or
enhanced before exporting to improve quality of the image?

The viewed image can be altered while on display (brightness, color, contrast), but the file itself cannot be

changed; by extension, the exported images would not be altered. Most computers have a graphics

application (such as Microsoft Paint) that can be used, and there are many third-party software products

designed to alter *.JPG files (which is the type of picture created using the export feature).

e What operating system does ViconNet use?

Windows 8 or Windows 7. All software products can run on Windows 7, Windows 2003, 2008 and 2012
Server.

e Does the ViconNet software have the ability to send any notification on an alarm?

Alarm macros can be created on the recorder that sends the alarm notification and/or video to any other
device (Kollector or Workstation/NVR) on the network. Alarms can also be sent over email or as a text
message (requires mail server, text server).

e What PTZ devices can the recorder control?

The current driver version contains Vicon, Pelco (D Protocol), Ernitec, Samsung, Sensormatic, Kalatel and
Philips (Bosch), Pelco P Protocol, Panasonic, Elbex (Ver. 0.77), Elbex (Ver 0.91). Vicon frequently updates
the driver version. Contact Vicon for the most up-to-date driver information.
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UPS System Requirements

Vicon requires the use of Uninterruptible Power Supply (UPS) systems in the electrical power service. Failure
to comply with this will void the unit warranty.
Use the following minimum UPS requirements:
e Capacity: 1000 VA/600 W
e Maximum operation time:
e 16 cameras recording/displaying with a typical 19" LCD monitor: ~20 minutes
e 16 cameras recording/displaying with a typical 24" LED monitor: ~15 minutes
e Input:
e Voltage: 115 VAC/ 230 VAC
e Voltage Range: £30% (with a 4-step AVR)
e Frequency: 47 — 63 Hz (auto detection)

e Output:
e Voltage: 115 VAC/ 230 VAC
e Voltage Reduction (bat. mode): £10%

NOTES:

It is required that external devices (such as RAID units, backup drives or external DVD units) be connected to
the power source via UPS when used with the ViconNet system.

It is strongly recommended that the Workstation’s hard disks be formatted to the NTFS system format.

When rack mounting any Workstation configured in a rack-mounted PC, it is necessary to leave 1U
(1.75 in./44.45 mm) of space between the units.
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System Architecture

The diagram shown below illustrates a ViconNet system structure that incorporates a variety of ViconNet

devices.
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Chapter 2
Getting to Know ViconNet

This chapter describes the ViconNet application and familiarizes you with its components and functionality.

This chapter contains the following sections:

Logging In, page 8, describes how to log in to the ViconNet application.

Main Window, page 9, describes all the elements in the ViconNet Main window that provide access to
the basic functions required to operate the system.

Navigator Window, page 36, describes all the elements in the ViconNet Navigator window that provide
access to all playback functionality.

Alarm Window, page 50, describes the popup window displayed when an alarm event occurs in the
system.

Logging Out and Exiting, page 52, describes how to log out without closing the ViconNet application, to
close the ViconNet application and exit to the operating system, or to shut down or restart the ViconNet
unit.

Note: Some of the screens shown in this manual may be slightly different in appearance than those that are on
your screen. There should be no difference in content or functionality.
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Logging In

Logging in to the ViconNet application is performed using your assigned user name and password. The
allowed system operations are dependent on your assigned authorization rights (refer to Chapter 3,
Configuring the ViconNet System, for additional details).

The full functionality of the ViconNet system is available only after the system is registered. Before registration
is performed, the system will function with limited Viewer functionality only. Refer to the Registering Your
System section in Chapter 3, Configuring the ViconNet System for further information.

A ViconNet Administrator user can configure the system to automatically log in selected users. Then, each
time the user starts the application, he/she will be presented with the ViconNet Main window without having to
enter a user name and password. Refer to the Configuring Auto Login section in Chapter 3, Configuring the
ViconNet System.

To log in to the ViconNet application:

Al
1. At your Workstation/NVR, double-click the ViconNet icon on your Windows desktop,
-OR-
Select Start->ViconNet. The ViconNet Login window appears, displaying the name of the last logged in

user.

Login

Enter a user name and password

e

NOTE: If you restart your software, the ViconNet application automatically starts up with the Login
window open.

2. Inthe User Name field, enter your assigned user name. If you are an administrator entering for the first
time, enter admin. If you are a guest, enter guest.

3. Inthe Password field, enter your assigned password.

NOTES:

If you are a guest, you do not need to enter a password.
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If you are an administrator entering the application for the first time, you do not need a password. After
logging in as admin, it is recommended to assign yourself a password, as described in Chapter 3,
Configuring the ViconNet System.

4. Click ﬁ The ViconNet Main window is displayed, as shown in the following section.

|NOTE: Pressing Exit from the Login window closes the application.

Main Window

After logging in to the ViconNet application, the Main window is displayed, as shown on the following page,
enabling you to:

Configure the ViconNet system.
View and listen to live video and audio.
Record live video and audio.

Play back recorded video and audio.

Create and manage macros and schedules.

Control video images.

Control devices.

Generate reports.

Print or export image frames.
Configure an external control device.

Use system utilities.

Each of the above tasks is described in detail in the subsequent chapters of this manual.

NOTE: The allowed operations depend on each user's assigned site authorization. Refer to Chapter 3,
Configuring the ViconNet System, for additional details about configuring site authorization.
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The following example illustrates the elements and options in the ViconNet Main window: Note that on the
Workstation Main window, the [adikidEllizatl 1tton will be disabled (grayed out).
NVR Peak v rscurs LI (T AU —E—]_.E]*\ Toolbar
Current

Details—
Area

TGroups

Search Devices+— - [SEN

Site List/
Site Map/Groups—

List Video
—Display

Area

Control

Dialog —

Display Playback .

Area & Wanual Hecard | Display Mode
Controls

i 5/19/2015

Ticate Archwe T Expol Tmage
Function System Status
Other Controls Playbacﬂ Area
Controls Control

The window shown above provides access to all the basic functionality required to operate the system and
contains the following elements:

e Main Window Toolbar, page 11

e Video and Recording Elements, page 15, which include:
e Current Details Area
e System Status Area
e Site List/Site Map/Groups Lists
e Video Display Area
e Display Mode Controls
e Function Controls

e Control Dialog Display Area

e Playback Controls, page 33
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e Other Controls, page 34, which include the following buttons:

Main Window Toolbar

Audio

Picture
Matrix
Controls

PTZ

Print

Export Image

Links

The ViconNet Main window toolbar provides quick access to all the major functionality of the ViconNet

application, as well as all configuration and report generation options.

The ViconNet Main window toolbar appears at the top of the window and contains six buttons, as follows:

Schedule/Macro

XX113-07-00 Rev 614 Workstation and NVR
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The following is a brief description of each toolbar button and its function:

Button

Description

SICE&L-IlEf'l;aCID .

This option enables you to manage and work with macros that have been
configured in the system. Macros are used for recording video and audio
according to preconfigured schedules and preconfigured alarm events, as well
as for performing sequence sessions.

Refer to Chapter 3, Configuring the ViconNet System and Chapter 7,
Managing Macros and Schedules, for detailed configuration and management
procedures.

This option enables you to view and generate the following types of reports:

e About: Displays important details about the system running.

e Device Status: Displays the current activity state of all currently configured
devices.

e Alarm History: Displays all the alarm events that have occurred in the
system.

e Event History: Displays all the triggered events that have occurred in the
system (requires ViconNet event management license and inputs).

e Recording Status: Displays an estimate of the recording time remaining,
according to the database capacity and current data rate (BPS/frame), as
well as a total of devices that are currently recording.

e Audit Log: Provides a basic log of operations performed in the system,
which is useful for history and debugging purposes. Information is
accumulated continuously. 8,000 record lines can be accumulated and
removed thereafter on a first-in-first-out basis.

e CFN Log: Provides a basic log of all failures that generated central failure
notifications. This report is only available from the Nucleus.

Refer to Chapter 8, Generating Reports, for detailed report generation

procedures.

Enables you to close the application and return to the operating system by
clicking the Exit to O.S. button, available from the Setup Site Selection
window.
This option also enables you to configure the ViconNet system, which
includes:
e Registering your system.
e Modifying the system configuration, including configuring:

e  Network setup.

e Cameras, microphones and sensors

(remotely on Kollector/IP camera/encoder).

e PTZ controls.

e Site information.

e  Other controls and drivers.
e  Configuring system authorizations, including:

e Defining groups.

e Defining users.

NOTE: Users and Groups are defined on the Nucleus unit.

e  Configuring automatic login.
e Configuring site authorization.

12 e Getting to Know ViconNet
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Button Description

e Configuring storage database utilities, including:
e Configuring storage locations.
e Clearing storage locations.

e Configuring system authentication.

e Configuring manual recording (VPK NVR only).

e Configuring recording management (VPK NVR only).

e Enable the picture quality manual override buttons.

e Creating, editing and deleting macros (recording function on VPK NVR
only).

e Picture quality and FPS priority

(remotely on Kollector/IP camera/encoder).
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Button Description

e Configuring alarm events, including:
e Defining alarm setup links.
e  Setting pre/post alarms.
e Creating and modifying schedules.
e Restoring and backing up system settings from/to any network location.
e Configuring a control panel.

e Auto/Manual FPS — Manual FPS distribution of each camera per DSP, so
that you know exactly how many FPS are recorded and displayed per
camera (remotely on Kollector).

e Language Translation Utility (LTU)

e Central Failure Notification (CFN) continually sends notification, to
specified sites, of errors that occur in the system. Includes a Recording
Verification System (RVS) that ensures continuous recording by notifying
users of any recording errors.

e Device Groups — enables you to create logical groups of devices,
regardless of the site to which each device is connected.

e Map Sets — enables you to map your working environment in terms of
where ViconNet systems are physically located on your premises.

e Open Standard Camera — defines the parameters of each open platform
camera on the system and provides a link to that camera’s browser for
configuration.

e Open Standard Camera Format — the selection of the default video stream
type of the open platform camera for that workstation.

e Display Settings — allows you to select a resolution and screen aspect ratio.

e Video Analytics — detects activity using ViconNet integrated video
intelligence.

e Events Management — create profile for user-defined events connected to
an external system (such as access control or license plate recognition).

e  Settings Summary — provides a summary of all the settings configured in a
specific site.

e Archive - configure how video is saved, using the advanced mode with
playback or the wizard provided.

e Links — create a list of convenient URL links to sites for easy access from
ViconNet.

e Web Server - how to setup to view ViconNet as a web browser and use
with mobile devices.

e Video Masking - how to create masked areas on the video image to block
sections of the video from view.

e Reset Nucleus — resets the list of sites appearing in the main Site List and
the setup browser. Clears all history of disconnected sites. Disconnected
sites appear in the Site List and the Setup Site Selection window with the

following icon: a'
Refer to Chapter 3, Configuring the ViconNet System, for detailed
configuration procedures.

m This option enables you to log out without closing the ViconNet application.
You can then log in as a different user.
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Button Description

m Minimize: Enables you to set the keep the application open but not display at
full size.

Note About Auto Maximize: While the application is
minimized, it is automatically maximized in the event of an
alarm.

m Close: Enables you to close the application and return to the operating
system.

Video and Recording Elements

The ViconNet system enables you to view and record (VPK-NVR only) live video and audio and play back
recorded video and audio by selecting devices and displaying their contents, as required. You can view and
record the contents of selected devices using the following video and recording elements:

e Current Details Area, page 15

e System Status Area, page 16

e Site List, page 16

e Site Map, page 19

e Groups, page 21

e Video Display Area, page 23

e Display Mode Controls, page 29
e Function Controls, page 31

e Control Dialog Display Area, page 33

Current Details Area

The Current Details area displays the name of the currently logged in user and the name of the master
Nucleus:
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System Status Area
The System Status area provides the following information about the current state of system resources:

Number of Devices Recording (VN-NVR only)

® HanualHecord . . . .
When the button (Function Controls) is clicked, the selected device starts recording

and the following information display is updated:

Me. of Recaording Cams and Mics: 5

e No. of Recording Cams and Mics: The combined total of cameras and microphones that are currently
recording.

A few moments are required for the information to be generated.

Scheduler State

The current operational state of the Macro Scheduler is displayed:

Scheduler state: Active

For details about the Macro Scheduler, refer to Chapter 7, Managing Macros and Schedules.

Search Feature

To quickly locate a device in any of the device lists, there is a search feature. Type the name of the device
into the Search field. The search result will highlight in the list. A next and previous button provides navigation
in the list as needed. This search feature is in several places within ViconNet where there are device lists, for
example Macro editor.

it LSt Gite Map Groups

i

2 L Previous and Next buttons.

2

mi
-]

L EEEE EEEE

g
L
L4
"
"
L
5
L

16 e Getting to Know ViconNet XX113-07-00 Rev 614 Workstation and NVR



Site List

The ViconNet Site List is a hierarchical list that displays the current transmitters and devices in the system.
The Site List can be navigated using standard tree expand and collapse functionality. Each storage location
contains the devices that are available for viewing and recording live video and audio segments and each
transmitter and device list is correlated to a specific storage location.

Search Feature

3AMIR-IP
3IMIF-IP

The following five device types can be configured to accommodate your individual and organizational
requirements:

Device Type Description

Video CH or E Camera or PTZ Camera

Audioqa Microphone
Detector Sensor
Relay Relay
Speaker Speaker

NOTES:

The cameras that appear in the Site List are automatically detected by the system during startup. If a
camera is not physically connected to the system, it will not appear in the list. If the camera is disconnected
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after startup, a red X icon (&) is displayed next to the relevant camera in the Site List and a blank screen
appears in the Video Display area.

For the Kollector, microphones appear automatically in the Site List, regardless how many microphones are
actually connected. Only the currently associated physical microphones are operational. Each site can have
up to 16 cameras, microphones and sensors connected to it (4 microphones and sensors for the Kollector
Strike).

Selecting a device starts that device's video/audio transmission and enables you to perform all viewing,
listening and recording operations.

Using the Site List, you can select or deselect cameras and microphones for viewing and recording, as
follows:

To view a camera or hear a microphone from the Site List:

e Select a camera in the list or drag and drop it from the list to the Video Display area. The following
occurs:
e The icon appears highlighted in yellow.

e The live video transmission begins and is displayed in the selected location in the Video Display area.
There is a Connecting indication until the video displays.

e The pink border in the Video Display area automatically moves to the next available display location.
e Select a microphone by clicking its icon in the list. The following occurs:
e Theicon appears highlighted in yellow.

e The audio transmission begins.
To reverse a selection:

Select the device in the list again. The following occurs:
e The icon is not highlighted in the list (it is gray).

e The live video and audio transmission is stopped. The video appears static in the Video Display area.
To view all cameras from a specific transmitter:

Drag and drop the transmitter from the list to the Video Display area. The following occurs:
e All camera icons are highlighted in the list.

e The live video transmission for all cameras connected to the transmitter begins and is displayed in the
Video Display area.

NOTES:

When you select a video display location that contains an active display, a pink border is displayed around
the relevant device in the Site List.

You can also click the STOP button to stop all video and audio transmission immediately, if required.

For the Kollector devices, the maximum number of cameras that can be selected simultaneously is sixteen,
depending on the current display mode. If you select more than the maximum number, it will overwrite a
previously selected camera.
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A total of sixteen microphones and/or cameras can be selected simultaneously on the Kollector Force (4 on
Kollector Strike).

You can also change the maximum number and location of the cameras you want to view and record
(VPK-NVR only), as described in Video Display Area, page 23 and Display Mode Controls, page 29. Refer to
Chapter 4, Viewing and Listening to Live Video/Audio and Chapter 5, Recording Live Video/Audio, for detailed
procedures using the Site List.

Site Map

The ViconNet Site Map provides you with the ability to define the location of WS/NVR/DVR units, cameras
and microphones on a map of the physical environment/premises. Maps can be grouped into map sets. The
map set you are currently working on is called the working set. The Working Set site maps can be viewed by
clicking on Site Map in the left hand panel of the Main window. The Site Map list can be navigated in the
same way as the Site List. However, the devices in the Site Map list are organized by maps and map sets,
not by site (meaning, by physical location of devices as opposed to by device name).

You can define your maps and map sets by selecting Map Sets from the System Settings window. The image
in the lower-left panel changes according to the object selected in the Site Map list.

Maps are loaded in to the system using the Add New Map utility. (For more details, refer to the Defining Site
Maps and Map Sets section in Chapter 3, Configuring the ViconNet system.) Maps can be loaded from any
media, including CDs and USB drives.
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The map can be dragged to the middle of the editing space and then expanded or navigated, and so on, as
described below.

7¢VICOI\LIE NVR Peak v8.0.15Build Schedule/Macro Feports

920 - 920D emo

" Site st Site Map. / Groups h

__ o Sl
= NY Map Sets
@S central_park-manhattan

18 - IQEYE38242C

e,

Audio Picll..lle."Mall ontrols Pz .

Stop Macro

"Bookmark

| W, 100th St. | P
Pint LCinks

5/19/2015

x Low Bandwidth . Create Archive L Export Image . Scheduler state: Active 2:01:21 PM

The following options are available for working with the selected map in the Map Set:

Button Description

Enables you to navigate to the parent map.

Enables you to navigate to other maps in the Map Set.

Enables you to remove text labels from the map.
Enables you to expand the picture.
Enables you to return the map to its previous state (expansion).

Enables you to maximize the map to fit the entire screen.

Enables you to close the map image. The Site List tab is redisplayed in the
left-hand panel.
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To activate or deactivate a camera, click the camera icon on the map. If the camera icon is flashing, it is
deactivated. If it is steady, it is active.

NOTE: If there are two monitors connected to a Kollector, clicking Site Map in the Main window opens the
map set (the Working Set) on the second monitor.

For more details about Site Maps, see Chapter 3, Configuring the ViconNet System.

Groups

The ViconNet Groups list is a hierarchical list like the Site List, which displays the transmitters and devices
connected to your ViconNet system. The Groups list can be navigated using standard tree expand and
collapse functionality in the same way as the Site List. However, in contrast to the Site List, which is
organized by transmitters, the devices in the Groups list are organized by logical groups and group sets,
where each group can consist of cameras and microphones from multiple distinct transmitters.

Site List Site Map
| Sm——— secondary ID |~ |= Go Select Display

- & Camera Group 1 Group Set
- f&- Control Room Group
== 1Q - IQEYE38242C .
- 920 - 920Demo Devices

& Access Control

== 920 - 920Demo Device Name

|- IQ - IQEVE38242C -Camerad4 Device Secondary ID

You can define your groups and group sets by selecting Devices Groups Sets from the System Settings
window, as described in Chapter 3, Configuring the ViconNet System.

NOTE: When defining device groups in the Devices Group Sets Management window, you can define one
group set as the Working Set. This is the group that will appear in the Groups list in the Main
window. To view a different group set, you must change the working set in the Devices Group Sets
Management window.

Groups are loaded in to the system using the Add New Group utility. (For more details about defining groups
and group sets, refer to the Defining Groups and Group Sets section in Chapter 3, Configuring the ViconNet
System.)

NOTE: The Groups list is only enabled after at least one group has been defined in the Devices Group Set
Management window.
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Individual devices can be dragged from a group to the Video Display area.

In the Groups list, you can select to list the devices by name, secondary ID (as configured in the Groups Sets
Management window) or both.
To select whether to display device name, secondary ID or both:

e In the Groups list, select the required option from the dropdown list and click Go. The devices in the
selected Group Set will be displayed according to your selection.

£ name anly
dary ID only
e name and secondary ID

Secondary ID and device name

Selecting a device starts that device's video/audio transmission and enables you to perform all viewing,
listening and recording operations.

Using the Groups list, you can select or deselect cameras and microphones for viewing and recording, as
follows:

To view a camera or hear a microphone from the Groups list:
e Select a camera in the Groups list or drag and drop it from the list to the Video Display area or enter the
device’s secondary ID in the Go box and click Go.
e . The following occurs:
e The icon appears highlighted in yellow.
e The live video transmission begins and is displayed in the selected location in the Video Display area.
e The pink border in the Video Display area automatically moves to the next available display location.
e Select a microphone by clicking its icon in the list. The following occurs:
e The icon appears highlighted in yellow.

e The audio transmission begins.
To reverse a selection:

Select the device in the list again. The following occurs:
The icon is not highlighted in the list (it is gray).

e The live video and audio transmission is stopped. The video appears static in the Video Display area.

NOTES:

When you select a video display location that contains an active display, a pink border is displayed around
the relevant device in the Groups list.

You can also click the STOP button to stop all video and audio transmission immediately, if required.
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Devices (cameras, servers and so on) can be added to a group by dragging them directly to the list of devices
in the Groups Editor window.

For more details about Groups, see Chapter 3, Configuring the ViconNet System.

Video Display Area

The ViconNet Video Display area is for viewing and recording live video and audio and playing back
recorded video and audio. You can view both live video and audio, as well as recorded segments from up to
sixteen different cameras simultaneously in the video display locations in this area, as required.

You can display a camera's video in this area in one of the following ways:

e By selecting the camera from the Site List, Site Map or Groups list (the camera is displayed in yellow).
The video is automatically displayed in the Video Display area.

e By dragging and dropping a camera from the Site List, Site Map or Groups list to the Video Display
area.

e By entering the device secondary ID in the Go box at the top of the Groups list and clicking Go.

e By selecting a recorded camera in the Navigator window and then displaying its video in the Video
Display area, as described in Navigator List, page 38.
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The following example shows nine live video transmissions displayed in the Video Display area, with the
name of each camera located at the top of each video display location.

KE-3_240 - Anna 4 KE-3 240 - Camera 9 KE-3 240 - Camera 11

Wt

The selected location (indicated by the pink border) then becomes the active location and its video and audio
transmission is affected by the display mode controls (page 29), playback controls (page 33) and other
controls (page 34).

NOTE: The camera currently displayed in the active video display location is also indicated by a pink border
around its icon in the Site List/Site Map/Groups list.

When a camera'’s video is displayed in one of the video display locations, its related information is also
displayed, such as the following:

e Live, Playback or Recording indications, according to the function currently being performed.
e The camera name during recording operations
e The recording time and date during playback operations.

e P (Primary) or S (Secondary) status of the site relative to this camera. The first site to operate a camera
(whether locally or remotely) acquires Primary status relative to it. Any other site that accesses the
camera while it is already being operated acquires Secondary status relative to that camera. If the
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Primary site disconnects from a camera that currently has Secondary sites associated with it, the
secondary site that connected earliest automatically acquires Primary status relative to that camera.

e The picture quality and refresh mode during Live and Playback operation. For example, indicates the
quality 5 at the Normal refresh mode. (For details, refer to the About Picture Quality and Refresh Mode
section, page 30.)

If you want to enlarge the size of an image in one of the video display locations, double-click the required
location. The selected image is maximized to fill the entire Video Display area. You can double click the
image again to restore it to its previous size.

You can also change cameras from one video display location to another within the Video Display area, as
required, for example, when viewing live and recorded segments simultaneously. The default location for all
the display modes is the top left, but you can change it by clicking in a different location. The pink border
moves and indicates the new active location.

Right-clicking anywhere in a camera that is currently recording displays a shortcut menu with several options,
as shown.

Primary Info

Request to be Primary
Force to be Primary
Bookmark
Mask/Unmask Video
Stop Video

Edge Playback
Start Playback From Time...
Start Quick Playback From: b

NOTE: If the selected camera is live, all options are displayed. If the selected camera is not live, only the
Start Playback From Time and Edge Playback options are displayed.

Edge Playback
Start Playback From Time...
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e Primary Info: Displays the Primary Information For window, which shows details regarding the
Kollector/Workstation that currently has Primary status relative to this camera.

ViconMet

Frimary | nformation for:

e Request to be Primary: Enables you to send a request to the current primary user to take control and
become the primary user. If you request to be the primary user, a message is displayed on the current
primary user's display.

ViconNet

L2

e The current primary user will select Yes or No.

e When you have the same or higher priority, you can request or force.

NOTE: In the Quality and FPS Priority window, selecting the checkbox on the lower-right side
(default = checked) sets the response to automatically accept the Request to be Primary if 30
seconds pass with no response from the current primary user.

IV The reply to another site's request to become
Frimany iz abways ves, if not chozen othenwize
by the wzer.
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e Forceto be Primary: Enables you to force yourself to be the primary user, providing that you have the
same or higher user priority than the current primary user (as defined in the User and Group Management
window). If you force yourself to be the primary user, the P in the corner of the display on the current
primary users display changes to S and the S in the corner of your display changes to P.

If the user is already the Primary user, the Force to be Primary option is disabled.

If the user has lower priority than the current primary and selects Force to be Primary, the message
“Request to be primary was not approved” will be displayed.

e Start Quick Playback From: Enables you to play video back from that camera (in an adjacent camera
display location), without interrupting the recording process. This avoids having to remove one's eyes
from the current live video while playing back to investigate suspicious activity, as would be the case if
Playback is initiated from the Navigator window.

e Edge Playback: Enables you to play back video directly from the edge device user interface, as long as
that device has the playback capability.

Primary Infe

Request to be Primary
Force to be Primary
Bookmark
Mask/Unmask Video
Stop Video

Edge Playback
Start Playback From Time...
Start Quick Playback From: » Last 10 seconds

Last 30 seconds
Last1 minute
Last 2 minutes
Last 5 minutes
Last10 minutes

Last 30 minutes

For details about how to perform Quick Playback, refer to Quick Playback in Chapter 6, Playing Back
Recorded Video/Audio.
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Start Playback From Time: Enables you to play video back from a live camera (in an adjacent camera
display location). When Start Playback From Time is selected, calendar and time boxes are displayed.

Site List

Displays
elected
Camera Mame

Select
Time

1 Select
Database Database

To select the database to be played back, click Select Database. A site list with Audio Video Databases
(AVDB) is displayed in the lower-left panel. If there is no data in the database, a message is displayed.

ViconNet

If there is data in the database, the playback image is displayed in the cell adjacent to the camera
recording and it waits for you to press Play. If the selected database is the local database, you can either
run it from there or by pressing Playback in the Navigator window. The advantage of activating the
playback from the Main window, as opposed to from the Navigator window, is that all Main window

functionality is still displayed.

To activate Start Quick Playback From, Edge Playback and Start Playback From Time, right-click the
live camera (meaning, a camera that is currently recording) or right-click the camera in the Site List. If a
camera is off, or if it is not live, the only options are Start Playback From Time and Edge Playback.
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Display Mode Controls

The ViconNet Display Mode Controls enable you to select and modify the number of video display locations
that are displayed simultaneously in the Video Display area by clicking the required icon. In the display
modes with more than one video display location, you can use all or only some of the locations to view, listen,
record and play back video and audio, as required.

For example, if you want to record video and audio from seven cameras, you would select display mode Nine
and have two blank video display locations and seven active ones. Refer to Chapter 6, Playing Back
Recorded Video/Audio, for detailed procedures for recording video and audio.

When performing viewing and playback operations, you can change the display mode during the operation
without affecting the currently displayed video and audio. Refer to Chapter 4, Viewing and Listening to Live
Video/Audio, for detailed procedures for viewing and playing back video and audio.

The ViconNet system provides the following display modes, which enable you to select the number of
cameras from which to view or record video in the Video Display area of the Main window:

Display Description
Mod
' Single: Enables you to view or record from one camera.

== ' Two-by-two matrix (Quad): Enables you to view or record from up to four cameras
simultaneously.

Hexa (Six): Enables you to view or record from up to six cameras simultaneously.

=]

' Three-by-three matrix (Nine): Enables you to view or record from up to nine cameras
HEE

simultaneously.
Four-by-four matrix (Sixteen): Enables you to view or record from up to sixteen
cameras simultaneously.

: Full Screen: Enables you to maximize a selected video display location to fit the entire
screen (including the Site List). To restore the maximized screen to its previous size,

click the E icon in the top right corner or right-click in the screen and click
Back . You can also click <ESC>.

NOTES:

The upper left video display location in all of the display modes is the default video display location for the
first camera that you select for display in the Video Display area, unless otherwise allocated.

Refer to Chapter 4, Viewing and Listening to Live Video/Audio, Chapter 5, Recording Live Video/Audio and
Chapter 6, Playing Back Recorded Video/Audio, for additional details about selecting cameras and video
display locations.

In addition, double-clicking a video display location in the Video Display area enlarges the selected location
to full video display size, which is the same as the Single display mode, described on page 29. To return the
Video Display area back to its previous display mode, double-click the full display again.

TIP: The display mode can also be changed from the Navigator window, if required, as described in the
Changing the Display Mode section, page 46.
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About Picture Quality and Refresh Mode

The notation at the bottom-left of each camera view indicates the picture quality and the refresh mode of the
image in the view.

KE-20_120 - Camera 4
-

)

oot

Picture
Quality and —§
Refresh Mode

For example, &M indicates the quality 5 at the Normal refresh mode. These concepts are described in the
following sections.

Picture Quality

Picture quality (also known as resolution) refers to the compression level of the video images. The following
qualities are available for recording purposes (these refer to ViconNet devices and/or megapixel cameras
using ViconNet mode; this does not pertain when the system is being run in H.264 mode):

Quality Type Properties

1

5 4 CIF

3 Better picture quality, but slower data transmission.
2 CIF

4

5

CIF

. Less clear picture quality, but faster data transmission.
HCIF

8

The quality and refresh mode in which video was recorded is displayed during the first five seconds of
playback.

The recorded video quality is determined according to the configuration settings for Manual Recording,
Recording Management (at the camera’s source site), Macro Creation and Pre/Post-Alarm (at the camera’s
source site). For additional detalils, refer to the relevant sections in Chapter 3, Configuring the ViconNet
System.
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When different recording options are requested concurrently, the recorded picture quality that applies is
determined according to prioritization settings in the picture quality and FPS priority settings in the camera's
source site. For details, refer to the Picture Quality and FPS Priority section in Chapter 3, Configuring the
ViconNet System.

In order to improve transmission speed, the maximum quality of live images is set automatically according to
the selected display mode, as follows:

Display Mode Maéugilsitpylay
Single 1
Two-by-two matrix 5
Hexa (Six) 5
Three-by-three matrix (Nine) 6
Four-by-four matrix (Sixteen) 7

The Single mode is assigned the highest available resolution, while other modes are assigned lesser
resolutions, in proportion to their number of views. This is because the smaller views (for example, 3x3 or
4x4) generally do not benefit from higher resolutions and are equally legible in a lower resolution.

Cuality

When the
manually override the display mode-determined live picture quality for the currently selected camera. The
qualities 1, 5, 6 and 7 are available for this purpose. The quality and refresh mode of the live video is
displayed during the first five seconds following the manual Quality change. (For information about enabling
the buttons, refer to the Configuring Manual Recording and Video Quality section in Chapter 3, Configuring
the ViconNet System.)

buttons in the Main window Function Controls area are enabled, you can

Refresh Mode

The refresh mode refers to whether all the frame data (Full mode, represented by an F in the bottom-left of
the camera view) is displayed each time or only changes that occur in the frames (Normal mode, represented
by an N in the bottom-left of the camera view) are displayed. The view image is automatically played back in
the refresh mode in which it was recorded.

For open platform cameras there is no N designation. The mode will either be F (full motion JPEG) or
MPEG/H.264.

The refresh mode of the recorded image is determined according to the configuration settings for Manual
Recording, Macro Creation and Pre/post Alarm. For additional details, refer to the relevant sections in
Chapter 3, Configuring the ViconNet System.

Function Controls

The ViconNet Function Controls enable you to record or stop the live video and audio currently displayed in
the Video Display area, as well as stop the macros currently running in the system, if required. Additionally,
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an archive wizard is available that allows a quick archiving tool directly from the camera without using the
playback screen.

Option Description

L pEiEREE S Records all video currently displayed in all the video display locations in the
Video Display area and stores the recorded data into the predefined local
storage location. To stop recording, click the Stop Record button.

Refer to Chapter 5, Recording Live Video/Audio, for detailed recording
procedures (VN-NVR only).

Stops the transmission of all video currently displayed in the Video Display
area.

To begin recording again, you must re-select the required cameras, as
described in Chapter 5, Recording Live Video/Audio.

2 Stop Record

"'Stop Macro Stops all macros currently running independently within the system or as a
result of the scheduler. Macros control operations such as:

e Preconfigured schedules.
e  Preconfigured alarm events.
e  Sequence sessions.

e Manual macro execution.

Refer to Chapter 3, Configuring the ViconNet System and Chapter 7,
Managing Macros and Schedules, for additional details.

Huality When these buttons are enabled, you can manually override the live picture
s il quality for the currently selected camera, as required. The qualities 1, 5, 6
and 7 are available for this purpose. (For information about enabling the
buttons, refer to the Configuring Manual Recording and Video Quality
section in Chapter 3, Configuring the ViconNet System.)

Enters a bookmark in the events management log (requires ViconNet event

management license).

" LLow Bandwidth

Enables ViconNet system to work in a low bandwidth network. When this
button is pressed, the scale factor of the compression changes. The higher
the compression, the lower the quantity of data (kB). In this case, smaller
frames are transmitted, but more frames per second (FPS) are sent over
the network. Low bandwidth functionality is subject to video priority settings.

NOTE: If there are multiple users watching the same camera, from two
locations, the low bandwidth is activated according to the
settings in the Quality and FPS Priority window in the camera's
source site and according to the priority of the user who selects
it.

For example: If one user has 1 Normal and the other user has 5
Normal priority and Highest Requested Quality is checked in the
source site’s Quality and FPS Priority window, then:

If 5 Normal requests low bandwidth, it is not activated.

If 1 Normal requests low bandwidth, it is activated on both users
(that is, it is forced on the other user).
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Option Description

Low bandwidth can also be configured by checking the Low bandwidth
checkbox in the Macro Editor window (in the quality area).

You can define whether or not museum search information is sent over low
bandwidth. For more details, see the Configuring Low Bandwidth section in
Chapter 3, Configuring the ViconNet System.

To increase the maximum FPS available when working in low bandwidth,
you can select that there be no museum search for low bandwidth from the
Low Bandwidth System Settings window.

Lreate Archive Opens archive wizard. From this screen, select the cameras whose video is

to be saved, the dates and times of the video to be saved and select the
storage location.

Control Dialog Display Area

The Control Dialog Display area changes and provides access to different functionality according to the

currently selected control in the Other Controls area. For example, if you click the button, the
Control Dialog Display area displays additional controls specific to controlling the picture. Refer to the Other
Controls section, page 34, for additional details about the controls that affect this area.

Playback Controls

The ViconNet system enables you to play back one or multiple recorded segments in the Video Display area.

The playback controls are enabled when selected video is played back in the Video Display area. (Playback
is started by clicking to access the Navigator window, from which camera and time

interval selections are made and then clicking the button to redisplay the ViconNet Main window, in

which the playback can be viewed.)

The playback start time for the recorded segment(s) depends on the start time that you defined in the
Navigator window when choosing which segment(s) to play back. Refer to Playback Start Time Selector,
page 44 and Chapter 6, Playing Back Recorded Video/Audio, for additional details.
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You can then use the playback controls, to navigate the selected recorded segment during playback, as
follows:

Option Description

ﬂ Forward: Plays the recorded video and audio segment.

This control also enables you to restart playback of a recorded video and audio
segment that has been stopped automatically due to an alarm event.

NOTE: Referto Chapter 3, Configuring the ViconNet System, for additional
details about configuring alarm events.

HFast Forward: Fast-forwards the recorded segment at the following speeds
(related to the normal speed): 1/4, 1/2, x2, x5, x10, x50 and x100.

NOTE: Place the mouse cursor over a button to view its related fast forward
speed.

n Backward: Rewinds the recorded video and audio segment.

Fast Rewind: Fast rewinds the recorded segment at the following speeds
m- (related to the normal speed): 1/4, 1/2, x2, X5, x10, x50 and x100.

NOTE: Place the mouse cursor over a button to view its related fast rewind

speed.
m Stop/Pause: Stops/pauses the current playback of the recorded segment.
n Prev: Displays the previous frame in the recorded segment.
n Next: Displays the next frame in the recorded segment.

Other Controls

The Other Controls area provides functions that affect one selected device at a time and are active only if a
relevant device type is selected. As you select each of these controls, additional controls or information,
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relevant to the selected control, are displayed in the Control Dialog Display area. Additionally, a button that
allows connection to a list of URLSs created for this system can be accessed.

The Other Controls area provides the following functions:

Function Description
This button displays controls in the Control Dialog Display area for modifying
the sound of the playback and live video images (change volume or mute).

w This button displays controls in the Control Dialog Display area for modifying
the color, brightness and contrast of the displayed video images.

Changing the picture settings is irreversible (meaning that after the settings have
been changed, the previous settings are lost).

NOTE: The last saved picture settings can only be restored by selecting
Restore from the System Settings window, However, this restores ALL
the last backed-up system settings. Refer to the Step 3: Controlling the
Picture section in Chapter 4, Viewing and Listening to Live
Video/Audio, for additional details.

W This button displays controls in the Control Radio Ficture Mot Contals PTZ
Dialog Display area (lower-left panel) for — W
viewing the four analog outputs made available
by the matrix capable Kollector Force rear panel.
The matrix feature enables four digital streams to
be converted back to analog from the Kollector,
and servers such as analog monitors or TVs can
be used to view the output.

If there are no sites with the relevant hardware, the message: "No site supporting
the switching matrix exists" appears.

This button displays buttons in the Control Dialog Display area by which system
functions can be configured to operate via external device commands.

This button is operational only when an external control panel has been
configured on your system. Refer to the Configuring a Control Panel section in
Chapter 3, Configuring the ViconNet System, for additional details.

Pl This button enables you to display video from a PTZ camera in the Video
Display area. This option also automatically displays a driver-specific interface
for PTZ-enabled cameras in the Control Dialog Display area and on the screen.
The user must be authorized in the Site Authorization list to use PTZ and Set
Preset controls.

Refer to the Operating a PTZ Camera section in Chapter 4, Viewing and
Listening to Live Video/Audio, for additional details.

W This button enables you to print out the Main window Video Display area panel,
showing the frames currently being displayed.

Refer to Chapter 9, Printing/Exporting Frames and Creating AVI Files for
additional details.
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Function Description

This button displays the Navigator window, enabling you to select recorded video
and audio segments for playback viewing and listening.

Refer to Navigator Window, page 36 and Chapter 6, Playing Back Recorded
Video/Audio, for additional details.

This button enables you to save a selected single frame or group of consecutive
frames being viewed in playback to any network destination as JPEG images.

Refer to Chapter 9, Printing/Exporting Frames and Creating Video Files for
additional details.

Opens the list of URL links.

Navigator Window

The Navigator window, which is accessed by clicking the Playback button in the ViconNet Main window,
displays a visual mapping of the storage location, enabling you to:

e Select recorded video and audio segments.

e Change the Main window display location.

e Select the playback time interval.

e Select the playback start time.

¢ Display and play back recorded video and audio content in the Main window.
e Create or remove archives of recorded video and audio segments.

e Link related audio and video.

e Synchronize multiple playback segments.

e Search for unique recorded segments.

e Create Video files.

Each of the above tasks, which are available for playing back recorded video and audio, is described in detail
in Chapter 6, Playing Back Recorded Video/Audio.
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The following example illustrates the elements and options in the Navigator window, which provide access to

all playback functionality:

NV

“From” Sef

Date/Time

R Peal

3 Sama

oo — N

Recorded

lectred

Time Interval
Tabs

Time Interval

05 Hay 2012, Sun DE Mz 3012, Mor Map Area
Recorded
Device
Contents Area
Navigator [ o i s
List = ayba
Controls = ’ Start Time
B Micophane mm Videof[no mobon] M Video [wih noton] M Slam Selector
Main Window| [samere 1 R v
Display — = ———— P—
Location Area I WiEEt 2k
Se Seateh Viten
Camerz 4

Thumbnail Museum Analytics
Playback Start Search ¢\ Search
Date/Time

Control

Export
Video

Playback

Navigator Window Toolbar, page 38

Navigator Area, page 38, which includes the following elements:
e Navigator List

e Navigator List Controls

Recorded Device Contents, page 41, which includes:
e Recorded Device Contents Area
Time Interval Tabs

"From" and "To" Date/Time Controls
Time Interval Map Area

Playback Start Time Selector

Playback Start Date/Time Control

Controls
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e Selected Recorded Interval

e Zoom Controls
e Main Window Display Location Area, page 45

e Functions and Settings, page 47, which includes the following elements:
e Museum Search
e Synchronized Playback
e Archive Controls
e Thumbnails Search
e Export Video
e Analytics Search
e Play Button

e Clear and Cancel Buttons

Navigator Window Toolbar

The Navigator window toolbar is an extension of the ViconNet Main window toolbar, featuring identical options
and functionality, as described in Main Window Toolbar, page 11.

Navigator Area

The window elements by which you can navigate and select the system devices are described in the following
sections:

e Navigator List, page 38

e Navigator List Controls, page 40

Navigator List

The Navigator list displays a hierarchical list of the current storage location sources, transmitters and devices
configured in the system, as well as any currently defined archives. The Navigator list can be navigated using
standard tree expand and collapse functionality.

Storage Location
AVDB (Storage Type) Contents

Transmitter

Pevices with Archived Segments
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Each storage location (represented by a site name plus its IP address) contains the contents of all recorded
devices available for viewing and playing back recorded video and audio segments.

Each transmitter and camera list is correlated to a specific storage location, within a storage type — AVDB
(Audio and Video Database) or Archive. The AVDB contains all saved (recorded) video and audio data, while
the Archive contains the previously archived video and audio data. Data from both storage types is available
for playing back.

Using the Navigator list, you can select or remove recorded cameras for viewing, as follows:

To view recorded contents:

le/acr Repotls : Setup ) Logout -Q-" ll

| &/ somz

Lastday  Lest'3 days I.a;;ea—k Al Hefresh
Dragand o 05-H 2013, Surn D5-M 2201 3, Mon
drop a camera
= » — Precont 21
from the List to I Camera 1 — =-
the Main Window AudiofMidea Data v Arecont 25
Display Area & Aracont 21 nx"-'_q m" — =
=- 1 Camen 1 W =
B Arscont 2 e —
® Amcont 25 = KCC4 480
Camera 3
KCC-4_480
2 Camera 4
OR
5 5003 > h
LI AM —5 B Mcogwore  mmm Videw poowticn] Tl Videw fettotion) Tl e
Dragand
drop a camera F.CC-4_480 | \ | A
from the List to (Camera 1 Camera 2 D E ﬁ @ Wiew [ View Out
the Recorded _—— == s | S S
: 5 - Trrammets S M R Creale  Remove
Device Area zﬁ;:ﬂ‘? gﬁg:'—;a‘n Search Search Videno Archive Archive

A camera or microphone is selected by clicking its icon in the list.

The following occurs:

e The icon appears highlighted in yellow.

e An automatic scan for the device's recorded contents in the storage location is performed.

e The camera or microphone name appears selected in the Recorded Device Contents area and its
recorded contents are displayed.

e The name of the camera appears in the next default video display location in the Main Window Display
Location area.
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To reverse a selection:
e Select the camera or microphone in the list again. The following occurs:
e Theicon is not highlighted in the list.

e The camera or microphone information is removed from both the Main Window Display Location area
and the Recorded Device Contents area.

To remove the camera or microphone from the Main Window Display Location area but still
view its recorded contents:

e Deselect the camera or microphone in the Recorded Device Contents area. The following occurs:
e The icon is not highlighted in the list.

e The camera name is removed from the Main Window Display Location area.

KE-10_240
e The camera or microphone name appears as deselected & Camera 1 in the Recorded Device

Contents area, but its recorded contents are still displayed.

If you select more than the maximum number of cameras or microphones, you will be prompted to remove a
camera or microphone to make room for another one. (For the Kollector devices, the maximum number of
cameras that can be displayed simultaneously is sixteen, depending on the current display mode; for the
Kollector Force, sixteen microphones; for the Kollector Strike, 4 microphones.) You can also change the
maximum number and location of the recorded cameras that you want to view and play back, as described in
Main Window Display Location Area, page 45.

Navigator List Controls

HTEE TR,
Hefresh

ovfaulk, archi

The Navigator list controls, displayed at the bottom of the Navigator list, enable you to define what is
displayed in the Navigator list, as follows:

E Regular: Displays only the regular databases that contain recorded video and audio segments.
Refer to Chapter 5, Recording Live Video/Audio for additional details about recording live video and
audio.

Ar Archives: Displays only the archives (and their relevant devices) that have been created in the

system. Refer to Chapter 6, Playing Back Recorded Video/Audio for additional details about creating
archives and playing back recorded/archived video and audio.

Video Vault: Displays the recorded data that has been designated to be saved in the video vault.
Refer to Chapter 3, Configuring the ViconNet System, Storage Database.

Q Both (regular & archives): Displays both the regular databases (and their relevant devices) and all
current archives (and their relevant devices).
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Recorded Device Contents

The recorded devices selected for playback and other purposes are managed within the Recorded Device
Contents area and are managed using the elements described below:

Recorded Device Contents Area, page 41
Time Interval Tabs, page 42

"From" and "To" Date/Time Controls, page 43
Time Interval Map Area, page 43

Playback Start Time Selector, page 44
Playback Start Date/Time Control, page 44
Selected Recorded Interval, page 44

Zoom Controls, page 45

Recorded Device Contents Area

The Recorded Device Contents area appears as follows:

“From” Selected Time “To™
Date/Time Recorded Interval Date/Time
Control Interval Tabs Control

020772007 = Lastdoy  Last 3daps  Last week Al L2id =
035858 = ﬁl 120015 = ‘=[1
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- u L] "= Em N - [ —
Cam Input 01
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~ IFl‘:—TESITrD:n;r
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o KEZ. 240 Recorded Segments

Camera 14

¥ Devices E :Ei"’::" Recording Active, L
Selected for—{ |  «c5om Empty Frames
Playback Miciophone 1

DomeShelf10-159 m
Cam Input 01

P Camera 11111...
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| Bl Miciophone mm Video (nomotion] [ Video (with motion] [l Alam

Playback Playback
Start Start Time
Date/Time Selector
Control
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The Recorded Device Contents area displays a list of the cameras and microphone that have been selected
for viewing and playing back their recorded contents, as described in Navigator List, page 38.

The list in this area displays the name of each selected camera or microphone, as well as a graphical
representation of the recorded contents, which appears as a horizontal bar with the following indications:

e Blue indicates a recorded segment.

e Half-height blue line indicates a recording where no data was found (empty frames).
e Red above a recorded segment indicates an alarm event.

e Brown indicates an audio recording.

In addition, a legend for the currently displayed information is displayed at the bottom of the Recorded
Device Contents area, as shown in the following example:

B Hicrophone mm  “ideo (nomotion] Tl Video (with motion) [l Alam

NOTES:

The recorded contents that are displayed depend on the playback time interval you select, as described in
Time Interval Tabs, below and Date/Time Controls, page 43.

You can also zoom the recorded segments in the Recorded Device Contents area, as described in Zoom
Controls, page 45.

Next to each camera or microphone in the list is a checkbox, enabling you to select and deselect it as an
active viewing camera for display in the Main window. You can select up to sixteen cameras depending on
the selected display mode, (as well as sixteen microphones for the Kollector Force or four microphones for
the Kollector Strike), at one time from which to view and play back recorded video and audio, as described in
Navigator List, page 38.

Time Interval Tabs

The time interval tabs enable you to quickly select the range of time for the recorded segment(s) that you
want to view and play back in the Recorded Device Contents area, as follows:

Tab Description

Displays all recorded segments for the selected cameras and microphone during the
last 24 hours (from the current time). This option is the default.

i biedl | Displays all recorded segments for the selected cameras and microphone during the
last 72 hours (from the current time).

Last week Displays all recorded segments for the selected cameras and microphone during the
last 7 days (from the current time).

Displays all recorded segments for the selected cameras and microphone regardless
of when the recording occurred.
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When you select a time interval tab, the Time Interval Map area changes to reflect your selection, as
described below. The display of the recorded contents of the selected device is also updated, as described in
Recorded Device Contents Area, page 41.

Refer to the following section for an alternate time interval selection method.

Date/Time Controls
B/ R2013 -

105701 4 —

The From and To Date/Time controls in the top-left and top-right of the window enable you
to specify an exact start (From) and end (To) date and time for the recorded segment(s) that you want to view

and play back in the Recorded Device Contents area.

This alternate time interval selection method (used instead of the time interval tabs) lets you fine-tune the time
interval period. Using the time interval controls, you can select a specific:

e Date range by selecting To and From dates for the recorded segment(s) you want to view (using a popup
calendar).

e Time range (hour, minutes and seconds) for the recorded segment(s) you want to view by specifying the
required start and end time.

After you select a date range and/or time range, you must click the View In (Zoom Controls) button to
implement the selection. The Time Interval Map area is automatically updated according to the dates and
times specified, as described below. In addition, all the video and audio segments recorded during the date
and time range are displayed, as described in Recorded Device Contents Area, page 41.

NOTE: The time interval controls are used in the Selecting Payback Time Interval procedure in Chapter 6,
Playing Back Recorded Video/Audio.

Time Interval Map Area

The Time Interval Map area displays a graph with the current range of time specified by the selected time
interval tab or controls, as follows:

Day 12Mar-2003, Wed 13-Mar-2003, Thu
Hour

When you modify the time interval, as described in Time Interval Tabs, page 42, or Time Interval Controls,
above, the Time Interval Map area automatically changes and reflects the new time interval.
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Playback Start Time Selector

The playback start time selector is a scrollable pink arrow with a vertical
line running the length of the Recorded Devices Content area. You can
move the arrow to indicate the location in the recorded segment where the
playback will begin when it is played back in the Main window.

When you click on the pink arrow, a tooltip appears, displaying the date
and time of its current location in the recorded segment. This enables you
to move the arrow and pinpoint the exact playback start time, if required.

For detailed procedures for using the playback start time indicator, refer to
the Selecting the Playback Start Time section in Chapter 6, Playing Back
Recorded Video/Audio.

Playback Start Date/Time Control

You can also set the playback start time by using the Start Date/Time

341242003 'I

50234FM =5 on the bottom-left side of the window.

control

Selected Recorded Interval

Recording time segments must be selected in order to implement various procedures, for example, to Zoom
within a select a time frame. (For details regarding the Zoom feature, refer to the Zoom Controls section,

page 45.)

To select arecorded segment:

e Inthe Recorded Devices Content area, hold down the left mouse button at the required starting point of
the segment and drag the mouse pointer to the required ending point. Blue shading covers the selected

segment, as shown in this example:

YI104P-181
Cam Input 01
IP-TEST-Dome
Cam Input 01
KE-2_240
v Camera 14
KE-6_240
v Microphone 1
KPR-8_120
Camera 1 [

< T

<l

Day
Hour

- MAHOGANY
W Camera 2

MAHOGANY
W Camera 1

32/2003 =) >

B0234PM =

Blue Shading Indicates Selected Segment

44 e Getting to Know ViconNet

XX113-07-00 Rev 614 Workstation and NVR




Zoom Controls

The Zoom Controls enable you to view in and out of a selected segment in the Recorded Device Contents
area to make it easier to view. This provides you with the option to fine-tune your view of a selected segment
and view only the required portion, which makes it easier to select a specific playback start time, as described
in both Time Interval Tabs, page 42 and Date/Time Controls, page 43.

Option Description

Zooms in on the selected segment in order to fine-tune the selection capability and
simultaneously updates the Time Interval Map accordingly.

This option is also used to implement the selections you make in the Date/Time
controls, as described on page 43.

Zooms out of the selected segment, returning the Time Interval Map area to its

previous display status. This option is available according to the number of "zooms
in" that were triggered.

View Out

To zoom in on a selected time segment:

1. Select the required segments, as described in the Selected Recorded Interval section, page 44.

i In
2. Click the “ button. The Time Interval Map area time line is changed according to the
indicated zoom.

12-bar-2003, Wwed
EPM 7P B

3. To redisplay the time line before the Zoom action, click the button.

The Zoom feature is used in the Step 4: Zooming the Video Display section in Chapter 4, Viewing and
Listening to Live Video/Audio.

Main Window Display Location Area

The Main Wmdow D|s_play Lgcatlon areg isa sma_lll gr.aph|cal Dome12-161Load|KE-22_ 240
representation of the Video Display area in the Main window. Cam Input 01 Camera 4

This area enables you to choose where each selected device in KE-22 240 KE-22 240
the Recorded Device Contents area will be displayed in the Camera 2 Camera 5
Main window for viewing and playback operations.
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The relevant device name is displayed in the next default location when you perform any one of the following
actions:

e Select a device in the Navigator list.
-OR-

Drag and drop a camera from the Navigator list:
e Tothe Recorded Device Contents area.

-OR-

e Tothe Main Window Display Location area.

W Mceckonn s Vides o motier) B Vide ttreson. B Alsen

-OR-

e Select a deselected device in the Recorded Device Contents area.

NOTES:

The current default video display location is indicated by the pink border and can be changed by clicking on
a different location.

Only one camera can be placed in each video display location. For example, if display mode Quad is
selected, only four cameras can be selected in the Recorded Device Contents area and, therefore,
displayed in the Main Window Display Location area.

Changing the Display Mode

The number of video display locations in the currently selected display mode determines the number of
cameras that can be selected at one time (up to a maximum of sixteen). The first time you access the
Navigator window, the Main window display location (Quad) is displayed.

The display mode can be changed from the Navigator window by clicking the required Display Mode icon
(located under the Main Window Display Location area).

Thereafter, when the Play button is selected, the devices in the Main Window Display Location area are
displayed in their respective locations in the Main window, ready for viewing and playing back.

TIP: The display mode can also be changed from the Main window, if required, as described in Display
Mode Controls, page 29.
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Functions and Settings

The functions and settings provided by the Navigator window are described in the following sections:
e Museum Search, below

e Synchronized Playback, page 47

e Thumbnails Search, page 48

e Export Video, page 48

e Analytics Search, page 48

e Archive Controls, page 48

e Play Button, page 49

e Clear Button, page 49

e Cancel Button, page 49

Museum Search

\PHuceam
Search

The
database, saving you having to review the whole database. You can locate all the video segments that
include a specific difference, for example, a main door opening, or a car being moved. (For details, refer to
the Museum Search section in Chapter 6, Playing Back Recorded Video/Audio.)

button enables you to search for a specific camera's data within a defined region of the

Synchronized Playback

When the
playback controls will apply simultaneously to all the selected devices.

checkbox is selected, prior to selecting the Play button, the Main window

When you select the button, the Navigator window is replaced by the Main window, enabling you
to view and play back the selected recorded cameras and microphone in that window's Video Display area,
as described in the previous sections.

The Main window playback controls (refer to page 33) then
enable you to view and play back the recorded segments for the selected cameras and microphone according

to the selected time interval, playback start time, display mode and video display location.

If Synchronized Playback is not selected, then the playback controls will apply to only one selected camera
at a time. That camera is selected by clicking its block in the Main Window Display Location area (the
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selected block will have a pink border). The Main window playback controls then apply only to the selected
camera.

The Synchronized Playback checkbox is selected automatically whenever a microphone is selected. (The
Synchronized Playback selection is mandatory for audio playback.)

This option is used in the Displaying Video/Audio Content procedure in Chapter 6, Playing Back Recorded
Video/Audio.

NOTE: The Synchronized Playback checkbox must be selected before clicking the Play button. The
synchronization of devices only applies to Playback mode.

Thumbnails Search

Search

The button enables you to search a selected video segment on open standard cameras for the
exact video required. For details, refer to Chapter 6, Playing Back Recorded Video/Audio and Chapter 9,
Printing/Exporting Frames and Creating Export Video Files.

Analytics Search

‘Analytics
Search

The button enables you to search for video displaying behavior violations from one camera at a
time. (This is only available if ViconNet VI has been installed and configured on the system.) Select a defined
segment of time from the selected camera. Clicking the Analytics Search button will display video to show
each violation during the selected time. A slider visually represents when the violation occurred in that time
period.

Archive Controls

The archive controls enable you to create or remove archives that contain specific recorded data from specific
devices:

Option Description
'ieate Enables you to create a new archive, which includes specifying the archive
Archive location, name and contents. The archive can also be created directly from a

selected camera from the Main screen.

Enables you to remove an archive and all its contents.

Enables you to create a video clip to a DVD player or media player.

The archives are included in the Navigator site list together with other databases and can be selected for
viewing, or any other file operations, as required.
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All playback functions can be performed on the archived data in the same way as regular recorded data, as
described beginning from the Selecting Recorded Video/Audio section in Chapter 6, Playing Back Recorded
Video/Audio.

You can archive directly to a CD, DVD or USB. Archives can be played on any PC, from an automatically
started "Player" version of the ViconNet application. (The ViconNet application does not have to be installed
on the PC.)

If the System Authentication feature is configured, an authentication status is added to the archive, which
enables verification that live or played-back ViconNet-produced videos were not tampered with. Refer to the
Configuring System Authentication section in Chapter 3, Configuring the ViconNet System for more details.

Play Button

After a camera and recorded time interval is selected, clicking the button displays the ViconNet

Main window, in which the playback can be viewed in the Video Display area.

Clear Button

I Llear, ;

The button clears the current Navigator window settings.

Cancel Button

Cancel

The

button closes the Navigator window and reinstates the Main window.
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Alarm Window

Whenever an alarm event occurs in the system, regardless of the window in which you are currently working,
the Alarm window is displayed as a popup window on top of your current window in the bottom-left corner.
You can drag the Alarm window to anywhere on your screen and it remembers its last location the next time it
is opened.

The Alarm window displays the current alarm (indicated by a red icon), as well as all recently alarmed devices
(indicated by a green icon).

anm £
I T e I
@[] NetCa. 02:40:31 P... 02:40:31 P... Vag2-MN
@[] NetCa.. Activi... 02:35:56 P... 02:35:56 P... Vo62-N
@[] NetCa... Activi... 02:31:48 P... 02:31:48 P... Va62-N

@[] MetCa... Activi... 02:28:36 P... 02:28:36 P... Va62-N
@[] NetCa... Activi... 02:25:54 P... 02:25:54 P... Va62-N
@[] NetCa... Activi... 02:22:39 P... 02:22:39P... Vag2-N
@[] MetCa... Activi... 02:18:34 P... 02:18:34 P... Ve62-N

@[] NetCa... Activi... 02:10:59 P... 02:10:59 P... Va62-N
Rl YT

___A-dn: 0 O WRALAAR | ARATAAD _LNED LI
4 | LU

Mute

The Mute checkbox enables you to mute the alarm siren. While this is selected, you can still view the video
from the device on which the alarm event occurred.

The siren is auto-enabled (the Mute checkbox is automatically deselected) after each new alarm.

The Alarm window contains the following information:

Column Description

Detector Name The name of the device on which the alarm event occurred.

When you click the device's icon, the alarm history for that device is displayed,
as shown in the following example:
- -:D
R[] Camera lr_f Alam
En[A] Camera 16 History for
E=n[d] Camera 16 Camera 16
ER[A] Camera 16

NOTE: The ¥l checkbox is provided for your optional use, for example, to
remind yourself which alarms you have already viewed.

Alarm Type The type of alarm.

Local Time The local time of the alarm, translated from the local time zone where the alarm
event occurred.
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Column Description

Remote Time The time at the remote location where the alarm event occurred.

NOTES:

e |f the alarm occurred locally or at a site in the same time zone, the local
time and remote time will be identical.

e If the alarm occurred at a remote site in a different time zone, the local
time will display the local time zone translation of the remote time.

Example:

If the alarm occurred in London at 0700 and the display you are looking at
(the Nucleus) is in Eastern US, the remote time displayed is 0700 and the
local time is 0200.

Site Name The name of the Kollector/NVR/Workstation.
Activations Indicates the number of times an alarm has been activated on the specific
Number device within a specific time period.

Each time the alarm is activated, another alarm event line is added to the alarm
history for that device (except in the case of a re-activation, as described
below).

In cases where the alarm was activated and then re-activated within a very
short period of time afterwards, the re-activation of the alarm is not displayed in
the alarm history.

Combine The time interval that passes after an initial alarm, in which another alarm
Alarms which action will not trigger a new alarm, but will cause an increment of +1 in the
occur within ... Number of Activations field. This is useful if there are a lot of similar alarm

triggers and you do not want to continuously activate new alarms.

NOTE:

In the Alarm Setup window, the value in the field Min time between alarms
field determines how much time must pass after the first and subsequent
alarms before a new alarm is generated (for a specific camera).

The difference between Min time between alarms and the Unite Alarms
which occur within..., is that the Min time between alarms field defines
that an alarm is not generated within a certain time, where as the Combine
Alarms which occur within... field determines which alarms are combined
as additional activations of the last alarm.

Example:
Minimum time between alarms = 1 minute
Combine alarms which occur within = 2 minutes

If alarms are continuously being generated, a new line only appears in the
Alarms popup screen after one minute has passed. If an alarm occurs
between one and two minutes after the former alarm, it is added to the
previous alarm's data (existing row) as an additional activation. If Combine
alarms which occur within... is smaller than Minimum time between
alarms, the number of activations is always one and each alarm generates a
new row (alarm.)

In order for the Alarm window to pop up during an alarm event, the specific device must be configured in the
Active Detectors and Associated Macros window, as described in Chapter 3, Configuring the ViconNet
System.

XX113-07-00 Rev 614 Workstation and NVR Getting to Know ViconNet e 51



NOTES:

When an alarm event occurs in the system, you will notice that the relevant red LED on the Kollector Force
front panel blinks. Alarm sensors are NOT defined when version 6 is installed. The sensor must first be
added and configured in Alarm setup. Refer to Alarm Configuration in Chapter 3.

When a macro is running as a result of an alarm event, the following is applicable:

o If the macro is performing display operations, all functions in the ViconNet Main window, except for the

Stop Macro, Schedule/Macro, exit and minimize E. buttons, are disabled.

e If the macro is performing all other recording operations, all functions in the ViconNet Main window
remain operational.

You can also generate an Alarm History report that contains all the alarms that occurred in the system, as
described in Chapter 8, Generating Reports. Video can be played back from this report.

Auto Maximize Feature

If the application is minimized (refer to the Minimize button E. description, page 15) it will be maximized
automatically in the event of an alarm.

Logging Out and Exiting
Logging Out

Logging out is performed when you want to exit from the ViconNet application but need the application to
remain open, for example, to log in as a different user.

To log out of the ViconNet application:

. Luguul. —
1. Click “ in the Main window toolbar. The following message is displayed:

ViconMet

Are pou sure you want bo log out’?

@
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2. Click Yes. The ViconNet Login window is redisplayed, as described in Logging In, page 8.

NOTE: If the user is not authorized to logout, a Change User button replaces the Logout button. Once
Change User has been pressed, the Login window appears, with the Cancel button enabled (in
case the user regrets trying to log out).

Vs i
5% Login

Enter a user name and password

Exiting the Workstation

Exiting is performed when you want to exit the ViconNet application.

To close the ViconNet Workstation and exit to the operating system:

1. Click the E to display the Setup Site Selection window. (For details about this window, refer
to the Activating the Configuration Functions section in Chapter 3, Configuring the ViconNet System.)

2. Click the Exit to O.S. button.

OR

1. Click the Close button on the Main window toolbar. The following window is displayed:

ViconNet

Are you sure you want to exit?

2. Click Yes to exit (close) the application.

OR

Click Logout in the Main Window Toolbar. The Login window is displayed.
2. Click Exit.
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Chapter 3
Configuring the ViconNet System

This chapter describes all the configuration functions available in the ViconNet system and contains the

following sections:

e Accessing the Configuration Functions, page 55, describes how to access the System Settings
window, which enables you to start to perform configuration functions for a selected site.

e Registering your System, page 58, describes how to the register your ViconNet system.

e Modifying the System Configuration, page 60, describes how to modify all ViconNet default system
configurations, including network setup.

e Using Reset Nucleus, page 78, describes how to remove all disconnected sites from all site lists and
sub-lists in the ViconNet system.

e Using the Central Failure Notification (CFN) Mechanism, page 80, describes how to receive
notifications indicating that certain applications have failed, i.e., macro, recording and database failures.

e Configuring the Central Failure Notification (CFN) Effects page 82, describes how to configure
when Central Failure Notifications will be displayed and for how long.

e Configuring System Authorizations, page 84, describes how to categorize users into groups
according to the system operations that you want them to access.

e Configuring Site Authorization, page 92, describes how to define the system operations that can be
accessed by each group of users.

e Configuring Auto Login, page 98, describes how to configure the system to automatically log in
selected users.

e Configuring Storage Database Utilities, page 100, describes how to set up video storage locations
for storage purposes.

e Configuring System Authentication, page 109, describes how to activate the display of system
authentication results.

e Defining Device Groups and Group Sets, page 110, describes how to organize devices into defined
logical groups and group sets.

e Configuring Manual Recording and Video Quality, page 116, describes how to configure the picture
quality and refresh rate that applies to manually initiated recording (VPK NVR only).

e Configuring Recording Management, page 118, describes how to setup 24/7 recording or boosting
recording parameters upon motion (VPK NVR only).

e Configuring Auto/Manual FPS, page 120, describes how to select automatic or manual configuration
of the FPS per DSP.

e Using the Recording Verification System (RVS), page 123, is combined into CFN functions for
version 7, to notify users of any recording errors (VPK NVR only).

e Creating Macros, page 124, describes how to create sets of instructions that cause the system to
perform specific tasks in a specific order. (Information about scheduling of macros is provided in the
Creating Schedules section, page 176)
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Defining Email and Texting, page 137, describes how to configure the ViconNet system so that a Text
Message or Email can be triggered by a macro.

Setting Video and Audio Priority, page 139, describes how to define the video settings to be used
when different viewing/recording functions are requested concurrently.

Configuring Alarm Events, page 143, describes how to define alarm setup links and how to set pre
alarms and post alarms.

Configuring the Video Analytics Engine, page 161, describes how to enable the video analytics and
set up the configuration.

Configuring Events Management, page 162, describes how to define events generated from an
external control system and how to control and present information about these events.

Configuring Archives, page 173, describes how to define the Archive Wizard that is used from the
Main screen.

Links, page 175, allows the creation of a list of convenient URL links to be used by the system.

Creating Schedules, page 176, describes how to create schedules that instruct the system about
when to run specific macros.

Configuring Low Bandwidth, page 182, describes how to configure low bandwidth to send museum
search information over low bandwidth.

Restoring and Backing Up System Settings, page 183, describes the ViconNet system restore and
backup features.

Configuring an External Control, page 184, describes how to enable system operation via buttons on
an external control panel.

Defining Site Maps and Map Sets, page 188, describes how to receive notifications indicating that
certain applications have failed, for example, macro, recording and database failures.

Open Standard Cameras, page 196, describes how to enable and configure the open standard
cameras that are available on the network (both Vicon cameras and those from other vendors).

Non-Vicon Open Standard Camera Format, page 201, describes how to set up the video format of
the open standard cameras from other vendors.

Using the LTU, page 202, describes how to set up and install a translation of all the user interface
terminology for use by non-English speakers.

Web Server, page 206, describes how to setup to view ViconNet as a web browser and use with
mobile devices.

Video Masking, page 210, describes how to create masked areas on the video image to block sections
of the video from view.

Viewing the Settings Summary, page 213, describes how to view all the settings for a specified site in
one place, without navigating through all the windows of that site.

Display Settings, page 214, describes how to change the screen resolution and aspect ratio.

Note: In this section the term Workstation is often used to refer to both a Workstation and NVR, unless

specifically stated otherwise.
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Accessing the Configuration Functions

The configuration functions are performed via the System Settings window applicable to a selected site.

To access the System Settings window:

1. From the ViconNet Main window, click il. The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations:

Setup Site Selection

Select the site which setting's you wish to view/change

Site: Name | Site: Type | sielr
Elweb-server Workstation (Mucleus) 101011138
HlALMOG-WINT Workstation 10.10.20.24
EJHDMH-TEESiE Kollector 10.1011.202
e KCC-4_480 Kollector 10.1011.201
o KE-11_240 Kollectar 10.10.11.203
U_J Kellector-0000 Kollector 101010196
&4 Kollector-Elad Kollector 10.10.10.207
HlKollector-Erezs Workstation 10.10.20.189
& KP-IFT-RAID Kollectar 10.1011.213
= Dan'Mat | M 3R B Aor FEVET I Anin 11 337

N N

The local site always appears at the top of the list. The Nucleus site is listed second, displayed as
(Nucleus), unless the local site is the Nucleus, as shown above.

The Exit to O.S. button enables you to exit to the Operating System and to close the ViconNet
application.

NOTE: There is a limit to the amount of time you can leave the setup screen open without working in it.
Therefore it is important to save your settings each time you make a change. Before ViconNet will shutdown
in this situation, the following warning screen will display.

ViconNet

Attention! The zetting dialag will be dizconnected.

@ Pleaze zave your zetlings.

tloze
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8. Select the site for which you want to configure the network setup and click m The System
Settings window is displayed. The options displayed in the System Settings window depend on whether
you are directly configuring a Kollector, via the Workstation/NVR, or configuring the Workstation/NVR
directly.

NOTE: The Workstation/NVR can configure all sites in the network.

The System Settings window for a VPK NVR has the following options:

@ System Settings

Site Name: VNDEMO IP Address: 69.74.63.85

i ::’&Dgﬁ ES ?]lg:,gs - Authentication CEN Effects
Hanual Hecord
Site Authorization Macro, Editor, and
Quality Buttons On Screen

Auto Logm Schedule for Macros Vewices [aroup Sets Tiexting And Emanl

-

[Eontrols % Events pen Standand
Drivers Famera Format

Reqisiration

Yideo Analptics E¥ents
Engine M anagement

MHucleus Specific

Wpen Standard Yideo
[Cameras
Yicon /' Other

Ween & Froup FentrallFarlure
Heset Nucleus [ esatin

Management HNotification

These options are only  ruciew specitc

enabled if the —

configured is also the
Nucleus.
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When the function is not supported, the associated button is disabled (grayed out). For example, the
VPK NVR/Workstation does not support:

e Pre- and Post-Alarm

e Auto/Manual FPS

e Camera, Microphone, Detector, Relay, Speaker

e Picture Quality and FPS Priority

e Low Bandwidth

Additionally, the ViconNet Workstation (VWS-SW) does not support:
e Manual Record and Quality Buttons on Screen

e Record and Record and Display on the Macro Editor

e Recording Management

NOTE: The Site Name and Site IP information are displayed automatically on this and subsequent
windows.
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Registering Your System

The full functionality of the ViconNet system is available only after the system is registered. Before the
registration procedure is performed, the system will function with limited "Viewer" functionality only.

(For details regarding the Viewer functionality, refer to the ViconNet Application Options section in Chapter
1, Introducing ViconNet.)

Registration is NOT required for a VWS-PC/VPK NVR or a free Viewer. Registration is ONLY required for
software VWS-SW/VPK-SW series products installed on a customer-supplied PC, to enable full functionality
of the software

NOTES:

1 This procedure should be performed the first time the application is started, following installation. The
application may also need to be re-registered if the application is installed on another system or the
hard disk drive of your system is changed.

To register your system:

Heagistration

1. In the Workstation application, navigate to the System Settings window, click
Registration window appears.

. The

ViconNet Registration
Site Name: Vicon-PC IP Address: 69.74.63.71

If the application is terminated during regiztration process, start the registration process again.

License General Information

Cormpany Mame: |Vicon

Ulzer Mame: |Wendy

Address: |89 Aurkay

Phane: |631-952-2288

Registration Details

Uzer Code 1 [Session Code): |305411266 Uszer Code 2 [Computer ID]. |9227824

Enter License Mumber:

Computer Details

Computer Mame: Vicon-PC Windows Verzsion: MWindows 7 build: 7801 Service Pack 1

MAC-Address: 00:1C: CO:94:49: 74 HD Serial Murnber: [2023330247

License Information

License Type: NVR Full Yersion

Draps Left: Unlimited

Third party Sites: Mot Applicable

Devices allowed Fiegisterad for unlimited devices
Analytics licenze: Enabled

Bookmark license Disabled

Stand alone licenze: Mo

Wwieb license: Mo

G
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2. Fillin your company details.
3. Fill in your user name.

4. Make note of the two user codes that are on the ViconNet Registration screen. You will need these to
complete registration.

NOTE: Licensing is done through Vicon’s website. On www.vicon-security.com, go to the Support tab and
select Software Registration and follow those instructions. Be sure to have the License ID and
password that is on the label of the software packet. You will need these to register. Follow the
prompts.

5. Enter the six license numbers generated from the registration process into the six License Number

Regizter
fields of the Registration window, and click - The application automatically restarts in order
to implement the new registration and enable the functionality of your purchased application.

Note: If your system includes non-Vicon open platform camera(s), they need a license (VN-CAM-LIC) and to
be registered after the software registration is completed. Non-Vicon open platform cameras only need to be
registered once in the Nucleus for the entire system.
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Modifying the System Configuration

The ViconNet system default configuration can be modified, depending on your requirements, as described
in the following sections:

e Configuring the Network Setup, below, describes how to configure the network setup for each device
in the system, including which device is running the master Nucleus and which device is running the
backup Nucleus.

e Configuring/Modifying PTZ Controls, page 77, describes how to configure PTZ camera controls,
such as driver and version information.

Configuring the Network Setup

The network setup parameters are configured individually for each device in the ViconNet system. Network
setup configuration is performed using the ViconNet application installed on each device. When setting up a
network, one of the sites must be assigned as a Nucleus and the other sites in the network must know
where this Nucleus is. Each site (either a transmitter or a Workstation) has the option to input the Nucleus
IP address.

Devices that share the same subnet mask can connect to the same Nucleus and form a system, which
enables them to connect to each other. This includes the ability to synchronize multiple devices with the
Nucleus time or update all the time settings to another time zone.

To configure the network setup, you must specify both the master Nucleus IP on all devices and may
choose to specify the backup Nucleus IP addresses on the device running the master Nucleus. The backup
Nucleus setup is configured only on the master Nucleus device. When a backup Nucleus is defined on the
Nucleus device, the settings of the Nucleus device are copied automatically to a folder on the backup
Nucleus device defined to be the “Backup.” These “backup” settings are updated under three conditions:

e Each time the Nucleus device is restarted or the user Exits the ViconNet software and then
launches it again.

e Each time the user makes any setup changes on the Nucleus device and clicks the Close button
on the Setup screen.

e Each time the “backup Nucleus” device is restarted or the user Exits the ViconNet software and
then launches it again.

NOTES:

If the Nucleus goes down, any device that uses that master Nucleus will automatically shift to local
operation mode. This means that it will use the latest Nucleus configuration from before losing the Nucleus
and will keep operating without a Nucleus.

The Nucleus and backup Nucleus must have fixed IP addresses. DHCP cannot be used on the site running
the Nucleus (for more details, refer to the Configuring the DHCP section in Appendix B, Configuring the
Network).
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Configuring the Nucleus

The Nucleus takes an active role in the ViconNet system, acting as a central station that connects all
devices running the ViconNet application. This is why the ViconNet system is designed in a way that will
allow it full operation even if the Nucleus is down. The information on the Nucleus is always sent to all
devices (after any update), so in a case where the Nucleus goes down, they can use that data to operate
until the Nucleus is restored. In such cases, only “new” actions that require the Nucleus, will not work (like
adding a new site). The more devices connected to the system, the more resources the Nucleus requires.
The device holding the backup Nucleus files, which runs at all times, can also be configured as a safety
mechanism for cases when the system does not operate due to a problem, such as a power failure in the
Nucleus. When there is a failure on the Nucleus device, all systems that were connected to the Nucleus will
display as “not connected.” The user can then change the name of the backup workstation to the computer
name of the original Nucleus Workstation/NVR and then change the IP of the “Backup” to be the same as
that of the Nucleus PC. Then the user must restore the settings from the Nucleus backup folder to the
“Backup Nucleus.” This makes this device transparent to the other Workstations and they will all connect to
it as if they are connected to the original Nucleus PC.

Note: When working with a Kollector Force or Strike (or any Kollector updated to the latest version 8 or
higher), the Nucleus on a Workstation/NVR must also be the latest version 8; it is not recommended to use a
Workstation/NVR Nucleus with a lower version.

In a small network (fewer than five sites), the Nucleus and backup Nucleus (if it exists) can be on any of the
transmitters or Workstations and a backup Nucleus should only be configured if deemed necessary. If the
Nucleus is configured on a site and it is heavily loaded with recordings and transmissions, the Nucleus
should be moved to a dedicated Workstation. In a large network (more than five sites), it is strongly
recommended that the Nucleus and backup Nucleus be run on dedicated Workstations/NVRs.

Creating a New Network

This procedure provides a five-step example of how to create a new ViconNet network using a field-proven
method of setup and commissioning. In this example, we will create a network made up of a number of
sites.

Step 1: Setting the Sites' IP Addresses, page 62

Step 2: Configuring the Network Setup for a Master Nucleus System, page 63

Step 3: Configuring a Site to Connect to Nucleus, page 64

Step 4: Connecting the Master Nucleus to the Backup Nucleus, page 64

Step 5: Testing the Network, page 65

NOTES:
To prevent problems, it is recommended that you methodically plan your network ahead of time.

Do not use this procedure to modify an already existing network.
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Before beginning, ensure that all CAT5 cables to the transmitters and Workstations are connected to a hub
or switch and that they are properly wired on each end, per 568B (or 568A). It is important to not mix
connection methods or connect or disconnect cables when the application is running.

Step 1: Setting the Sites' IP Addresses
In this step, you will configure the IP addresses of the sites in the network.

1. Go to the site whose IP address you want to set. Then, from the ViconNet Main window, click

. The Setup Site Selection window is displayed, showing a list of all currently connected
transmitters and Workstations, as shown on page 55.

2. Select the site name for which you want to configure the network setup and click m The
System Settings window is displayed, as shown on page 55.

Hetwork Sethings
and Site Name

3. Click . The Network Settings window is displayed.

Network Settings
Site Mame: VICON-PC IP Address: 69.74.63.71

To rename this site click change: Eﬁéﬁge Hame :

Hucleus Settings

[ Thiz Site iz the Master Mucleus |

* MNucleus IP: | B9 . 74 B3 . 55

(" Master Mucleus DNS name: | 4543655

-
r |

Synchronize Time
¥ Synchronize Time on the Mebwork

IP Address Settings
Current Metwork Adaptor:

Intel[F] 825660 C-2 Gigabit Metwark Connection j

~
=

| B3 . 74 . B3 . T

[ 2. . e

| B3 . 74 . B3 . 126

NOTE: The options in the IP Address Settings area, as well as the Change Time button, are disabled
during remote setup and in a Workstation that is not an active Nucleus.
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8.

You can change the device's name, if required, by clicking to open the Change Name
window. After you have assigned a new name to the site, click “ . The system will reboot.

(Optional) To manually synchronize the local device time with all sites connected to the Nucleus, select
the Synchronize Time on the Network option (default=checked).

NOTE: The system also automatically synchronizes the time every one minute.

(Optional) To synchronize the time with your local time settings,

6.1 Deselect the Synchronize Time on the Network option (if it is selected).

6.2 Click UM and update the time in the displayed Date/Time Properties window. This is
useful if you move from one time zone to another.

6.3 Re-select the Synchronize Time on the Network option (if it was previously selected). The new
time is synchronized on the other sites on the network.

NOTE: If you are changing the time on the Nucleus, ignore steps 6.1 and 6.3.

In the IP Address Settings area, select the Specify an IP address radio button and set the Local IP
address and the Subnet Mask.

NOTE: The option Obtain an IP address automatically, in the IP Address Settings area, is only
available for a DHCP server.

Click“. The application will reboot.

Step 2: Configuring the Network Setup for a Master Nucleus System

The ViconNet system enables you to configure the Workstation that you want to function as the master
Nucleus in the system.

1.

Follow the steps in Registering your System, page 58, to register your application, and ensure that the
words WS FULL VERSION appear in the Current License Usage area of the Registration window.

Go to the site you want as the master Nucleus and follow steps 1 through 3 in Step 1: Setting the Sites'
IP Addresses, page 62.

In the Nucleus Settings area, select the This Site is the Master Nucleus checkbox to indicate to the
system that this device is running the ViconNet master Nucleus. When you select this option, the
following occurs:

e The local IP address and DNS are displayed automatically in the Nucleus IP and Master Nucleus
DNS name fields.

e The This Site is the Backup Nucleus option is disabled.
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4. Inthe IP Address Settings area, select the Specify an IP address radio button and set the Local IP
address and the Subnet Mask.

5. Click m . The application will reboot.
Step 3: Configuring a Site to Connect to Nucleus
Follow the procedure below to connect a site to the Nucleus.

1. Go to the site you want to setup and follow steps 1 through 3 in Step 1: Setting the Sites' IP Addresses,
page 62.

2. Inthe Nucleus Settings area, deselect the This Site is the Master Nucleus checkbox.
3. Inthe Nucleus Settings area, select the Nucleus IP radio button and enter the IP address.

4, Click“ . The application will reboot and the Nucleus name will appear in the top-left corner of
the application, for example, Nucleus: Workstation-1.

5. Repeat this procedure for each site in the network.
Step 4: Connecting the Master Nucleus to the Backup Nucleus

Follow the procedure below to setup a backup Nucleus and connect the backup Nucleus to the master
Nucleus.

1. Go to the site that you setup as the Nucleus in Step 1.In the Nucleus Settings area, select the Backup
Nucleus IP radio button and enter the IP address of the backup Nucleus. By default, 0.0.0.0 is
displayed as the backup Nucleus IP.

2. Click“. The application will reboot.

3. Repeat step 1. The name of the backup Nucleus should be grayed out so that you cannot change it.

NOTE: If the Nucleus goes down, any device that uses that master Nucleus will automatically shift to local
operation mode. This means that it will use the latest Nucleus configuration from before losing the
Nucleus and will keep operating without a Nucleus.
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Step 5: Testing the Network

In this final step, you will carry out a number of operational tests to ensure that the network has been setup

properly.

1. Inthe Main window, ensure that all sites appear in the Site List when they come online and that you

can select a camera from each site by clicking on it.

2. From the Main window, click

of all currently connected transmitters and Workstations:

il. The Setup Site Selection window is displayed, showing a list

Setup Site Selection

Select the site which setting's vou wish to view/change

Site Mame | Site Type | sielP
__WIN7-VOSTRO3
Elweb-Server Workstation (Nucleus) 101011138
Bl ALMOG-WINT Workstation 10.10.20.24
& Holon-Taasia Kollector 10.10.11.202
e KCC-4_480 Kollecter 10.10.11.201
e KE-11_240 Kollector 10.10.11.203
E“; Kollector-0000 Kollector 10101019
;J Kollector-Elad Kollector 1010.10.207
EiKollector-Erezs Workstation 10.10.30.189
& KP-IFT-RAID Kollecter 10.10.11.213
w NanAat. W] H A Crnerndar £ SWET LN ninii 3%

ERTIOn

3. Ensure that the Site Type column displays the following:

e Kollector for all Kollector types
e Workstation
e |P-Camera-xx

e Offline

If the Site Type column displays the word Other, it means that the application is not communicating
correctly with that site. This can occur if the network connection is broken between that site and then
reconnected (for example, due to an unplugged network cable) or because of some other network
interruption. To correct this problem, go directly to that site, exit to the operating system and then restart

the application.
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6.

7.

Go to the site handling the master Nucleus and drag a camera from the Site List to check if video can
be seen from a site on the Nucleus.

Go to the site and playback a camera. The site should appear in the Site List.
Log in to each of the sites in the list and playback a camera.

Configuring a Workstation to Work with an Existing Network Nucleus

To configure a Workstation to work with an existing network:

1.

2.

Follow steps 1 through 3 in Step 1: Setting the Sites' IP Addresses, page 62.
Deselect the This Site is the Master Nucleus checkbox.

Select the Nucleus IP radio button and then enter the IP address of the site handling the master
Nucleus.

Click “ . The application will reboot.

Configuring/Modifying Cameras, Microphones, Sensors and
Relays

The ViconNet system enables you to configure or modify the various devices that you want to be
operational in the system, depending on your requirements, including:

Configuring/Modifying Local Cameras, page 67
Configuring/Modifying Microphones, page 74
Configuring/Modifying Sensors (Detectors), page 75

Configuring/Modifying Relays, page 76

Each device that you connect to a specific input in the system must be configured separately, using the
ViconNet application, so that the system can recognize and operate the device. This consists of configuring
information that enables the system to identify the device such as the device type, name, input number and
sSo on.

NOTE: Device configuration from the Workstation is done by remotely connecting to a Kollector (using the

Site Selection window in the Workstation) and configuring the specific devices connected to the
specific site selected.

During device configuration, a table of buttons for all devices is displayed. When you select a device from
this table, the configurable information, specific to the selected device and input, is displayed in the bottom
portion of the window.

NOTE: The device appears in the Site List automatically and can be used immediately for all available

system functions. No configuration is required for this purpose.
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Configuring/Modifying Local Cameras

The ViconNet system enables you to reconfigure or modify up to 16 local cameras in the system.

.Ealﬁera,' Micmpﬁﬁne,
Detector. Belay. Speaker

The settings described in this section, which are accessed via the
connecting to any remote transmitter.

button, apply when

NOTE: This feature is not active when a Workstation is selected in the Setup Site Selection window.

TIP:  The local camera definition procedure, described below, includes a region of interest (ROI) area
definition aspect, by which recording and display update is triggered only when the changes to the
camera view affect defined ROI areas, at specified sensitivities. This usefully conserves storage
capacity by limiting the number of frames recorded to those required for business purposes.

To configure/modify a local camera:

1. From the ViconNet Main window, click @ The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the site for which you want to configure/modify a local camera and click m The
System Settings window is displayed, as shown on page 55.
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LLamera, Microphone,

[etector. Helay, Speaker

3. Click . The Device Settings window is displayed. The options displayed in the Device
Settings window depend on whether you are configuring a Kollector or the Workstation itself.

Device Settings
Site Name: KFORCEDEMO-V673 IP Address: 69.74.63.85

Yideo Compression - H 26 iconNet, YEH/EBHR

— Devices List

~Yideo

—Detector—————— Helay————— Speaker

Helap™ 1
Helay &
Helay™ 3

Hicrophone 1
Microphone 2 Sensor 2
Hicrophone 3
Microphone 4 Sensor 4
Hicrophone™ 5
Sensor b Helay b
Helay 7
Helay &
Helay 4

Helay T

Microphone b
Hicrophone 7 Sensor v
Microphone & Sensor o
Hicrophone 4 Sensor 9
Hicrophone 10
Microphone 11
Helay 12
Helay 13

Helay 14’

Hicrophone 12 Sensor 12
Microphone 12
Hicrophone 14

Microphone 1%

Hicrophone b Helay &

]
b
=
=]

I|I| |'I|||II IIII |

— Camera
D |U1 PTZ Dnver & Communication
; PTZ Driver: IVicon Surveyor.di 'l m .
I amne: ICamera 1 B
Description: ” FTZ Wersion: 104 Sethings

Fort Mumber: ICDM4 VI

‘ Set the region of interest for recording ‘ CameraAddiess: |30 = m
Yariable bitrate: BaldlE o, I 4300 A l

’7 = = ‘ n

NOTES:

You can click Undo to restore the last saved settings, if required.
TIP: You can print the current Device List details by clicking the Print button.

4. Select a camera button from the Video section of the Devices List area. The Video Input Setting area
at the bottom of the window displays all the configurable settings for the selected device. A numerical
index number is displayed automatically in the ID field. The ID number is assigned by the system and
cannot be changed (read-only). Select detector Normal state, Close or Open, if not already done so in
the Alarm Wizard.
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5. To select the compression method for all cameras, select the

Video Compression - H.264/ViconNet, VER/CER button. The following screen will display.

Video Settings

Site Name: KOLLECTOR-0000 IP Address:

192.168.1.61
Eactory defaulk

— Compression Format

— % Wiconhet

" Standard

" Super fine

—{" H2B4

= BF

" EH

6. Select either ViconNet proprietary compression algorithm or H264. If ViconNet is selected, choose
either Standard or Super fine picture quality. Standard is a very high picture quality provided by
ViconNet; for users who require extremely high quality, select Super fine. This lowers the overall
compression and results with an even higher picture quality but this will impact on bandwidth and
storage (approximately 15% addition to standard bandwidth and storage calculation). If H264 is
selected, choose VBR (Variable Bit Rate) or CBR (Constant Bit Rate). If CBR is selected, select
Bitrate Setting. The following screens will display.

H264 Video Settings

Site Name: KFORCEDEMO-VG73 IP
Address: 69.74.63.85

VYariable maximal bitrate:

IdDDD _I;I Kb

Applrtorall Cancel
cameras

Select the required video bit rate for the camera (max 8000).
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7. To select the microphone sample rate and modify the balance between playback speed and recording
storage space, select the iizusuiiad button from the Device Settings screen. The Transmitter Settings

. . Settngs
screen will display.

Transmitter Settings
Site Name: KFORCEDEMO-VY673 IF Address: 69.74.63.85

Audio rate
{* B.000 zample rate per secand

(" 16,000 zarmple rate per second

o

-Recording storage vs. Playback performance -

Faster plapback. [ Slower playback,
more gtorage L lezz storage

Flawback perfarmance refers to high speed playback.
Mote: The change does not effect active cameras

8. Select the required audio sample rate (8000, 16000 (default), or 24000) and click OK. The sample
rate is for all microphones defined in the site list/system.

9. Inthe Recording storage vs. Playback performance area move the slider to select the balance
you want between how fast video will be played back and the amount of storage space required for
your system.
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5. Click the button to define/modify how detected changes in the view area
will trigger recording on the selected camera. You can limit the triggering to when changes are detected

in specific regions of interest (ROIs). The Region of Interest Definition window is displayed.

@ Region of Interest where motion activates the recarding

Defines the regions where motion activates recording. Recording is then performed on the entirs picture.
Thig iz uzed to ignare movements in unimportant areas. Make sure to mark the important areas.

The Fegion of Interest (AON] works in Mormal mode recording and remate wigwing, but not in Full made.
The default iz Mark Al

Clear All

Show L

Miriirriurn Murmber
of Blocks:

A
—
o

Law

Senzitivity

Homal

72

High

m “ s

The window shows the live view of the selected camera, with blue, red or yellow colored grid blocks
over selected regions of interest. If no settings were yet defined for this camera, the colored grid blocks
cover the entire picture, indicating that the change detection that would trigger recording currently
applies to the entire camera view area.

You can focus the change detection mechanism on security-sensitive objects in the camera space by
using the window functions to vary the coverage of the colored grid blocks. (Only the segments covered
by colored grid blocks are considered for change detection purposes.)

For example, you can focus on windows or doors (as shown in the picture
opposite) to monitor opening/closing events.
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The following options are provided:

Option

Description

Clearall |

Finimurn Murmber
of Blocks:

A

1 -

Sensitivity: | 0

L
MHarmal

High

This button clears all the current colored grid blocks in the view. You can then
use the Pencil tool to define grid blocks for specific ROIs within the view
surface.

NOTE: Change detection does not function unless ROIs are
identified by colored (blue, red or yellow) grid blocks.

This button marks colored grid blocks over the entire window surface, meaning
that change detection will apply to the entire camera view. You can then use
the Eraser tool to remove specific grid blocks.

When the Pencil tool is selected, the cursor becomes a pencil icon.

You can define ROIs by clicking and dragging over the required view area
segments, thereby drawing arrays of red, blue or yellow grid blocks (according
to which pencil is selected).

2 The Tool Size Selector area includes buttons for three pencil sizes.
According to the selected size, the cursor draws a small (single
block), medium (4-block) or large (16-block) width of grid blocks per
sweep.

When the Eraser tool is selected, the cursor becomes an eraser icon. You can
erase ROI segments by clicking and dragging over selected grid blocks,
thereby erasing them.

7 The Tool Size Selector area includes buttons for three eraser sizes.
According to the selected size, the cursor will erase a small (single
block), medium (4-block) or large (16-block) width of surface blocks
per sweep.

The Block Size Control selector enables you to define how many blocks of the
colored grid arrays must be simultaneously involved in the change before
recording is triggered. For example:

e "1" (the most sensitive setting) indicates that recording should be triggered
if a change is detected in even one block amongst all the defined ROIs.

e "16" (the least sensitive setting) indicates that the change must be
simultaneously detected in at least 16 blocks within the entire view area.
The blocks do not have to be contiguous.

NOTE: The selected maximum cannot exceed the total number of
blocks defined in ROIs.

The Sensitivity Control enables you to adjust the triggering sensitivity (by
dragging the slider) between High (higher detection of changes) to Low (lower
detection of changes).

NOTE: In general, a "normal” sensitivity should be selected. The
highest sensitivities may generate false alarms, while the
lowest may cause interesting events to be missed.
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Option Description

m The Show Grid button applies a gray planning grid to the parts of the window
where no ROIs (colored grid blocks) are defined. The gray grid is only for

purposes of viewing where ROIs may potentially be defined and does not affect
the change-detection process. When selected, the button changes into a Hide
Grid button by which the planning grid can be suppressed, making only the
"active" colored grid blocks visible.

“Hide Grd|

When you have finished defining grids and recording triggering sensitivity for the selected camera, click

the or “ button. (Both buttons save the current settings. The Save button leaves

the window open for additional changes, while OK redisplays the Device Settings window.)

6. If the local camera is a PTZ, configure the PTZ driver and communication information, as described in
Configuring/Modifying PTZ Controls, page 77.

7. To configure or modify additional local cameras, repeat steps 4 to 9, as required.

As you select another camera button in the Device Settings window, the new or modified name of the
local camera that you have just configured is displayed automatically on the appropriate button in the
Video section (for example, W).

8. Click “ The new or modified local camera configuration is saved automatically in the system
(without requiring a reboot) and the camera appears in the Site List in the ViconNet Main window as an
available device, meaning it is available immediately for all operations.

NOTE: After you have configured a device in the system, it also appears in all other device lists, such
as when creating macros, defining alarm setup links and setting pre/post alarms. Refer to the
relevant sections in this chapter for additional details.

In addition, the system automatically notifies all connected sites (through the network) of the new or
modified local camera configuration.
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Modifying Microphones

The ViconNet system enables you to remotely modify up to 16 microphones for a Kollector Force from the
Workstation (by accessing the Main Settings window of the Kollector Force); with ViconNet version 5.6 and

higher, Kollector Strike enables you to remotely modify up to 4 microphones.

To modify a microphone:

1.

2.

Perform steps 1 to 3 in Configuring/Modifying Local Cameras, page 67.

Select a microphone button from the Audio section of the Devices List area. The Audio Settings area
at the bottom of the window displays all the configurable settings for the selected device.

Audio 5Settings

1D |01

M arne: |Mic:n:u|:uhone 1

Dezcription: e
In addition, a numerical index number is displayed automatically in the ID field. The ID number is
assigned by the system and cannot be changed (read-only).
In the Name field, enter a logical name for the microphone.
(Optional) In the Description field, enter descriptive textual information about the microphone.

To modify additional microphones, repeat steps 1 to 4, as required.

As you select another button in the Device Settings window, the new or modified name of the
microphone that you have just modified is displayed automatically on the appropriate button in the
Audio section and the configuration is automatically saved.

Click “ The new or modified microphone configuration is saved automatically in the system
(without requiring a reboot).

NOTE: After you have configured a device in the system, it also appears in all other device lists, such as

when creating macros or setting pre/post alarms. Refer to the relevant sections in this chapter for
additional details.

In addition, the system automatically notifies all connected Workstations (through the network) of the new or

modified microphone configuration.
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Configuring/Modifying Sensors (Detectors)

The ViconNet system enables you to configure or modify up to 16 sensors, if required. Each sensor that you
configure in the system must be associated to a specific alarm type.

To configure/modify a sensor (detector):
1. Perform steps 1 to 3 in Configuring/Modifying Local Cameras, page 67.

2. Select a sensor button from the Detector section of the Devices List area. The Detector Settings
area at the bottom of the window displays all the configurable settings for the selected device.

3. In addition, a numerical index number is displayed automatically in the ID field. The ID number is
assigned by the system and cannot be changed (read-only).

4. Inthe Name field, enter a logical name for the sensor. For example, you can assign a name that relates
to the associated alarm type.

Detector Settings

Detector iz zet

1D |01

M arne: |Sensor 1

Mormal state; o

Mote: Detector's definition is
done during alarm configuration.

Descriphion:

5. (Optional) In the Description field, enter descriptive textual information about the sensor.
6. To configure/modify additional sensors, repeat steps 1 to 4, as required.

As you select another button in the Device Settings window, the new or modified name of the sensor
that you have just configured is displayed automatically on the appropriate button in the Detector
section and the configuration is automatically saved.

7. Click “ The new or modified sensor configuration is saved automatically in the system (without
requiring a reboot) and the sensor appears in the Site List in the ViconNet Main window as an
available device, meaning it is available immediately for all operations.

NOTE: After you have configured a device in the system, it also appears in all other device lists, such as
when defining alarm setup links. Refer to the relevant sections in this chapter for additional details.

In addition, the system automatically notifies all connected Workstations (through the network) of the new or
modified sensor configuration.
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Configuring/Modifying Relays

The ViconNet system enables you to configure or modify up to 16 relays, if required.

NOTE: The relays are only enabled in this window when using the Kollector Force with the matrix rear
panel. In this case, the system automatically recognizes the relays.

To configure/modify a relay:
1. Perform steps 1 to 3 in Configuring/Modifying Local Cameras, page 67.

2. Select a relay button from the Relay section of the Devices List area. The Relay Settings area at the
bottom of the window displays all the configurable settings for the selected device.

3. In addition, a numerical index number is displayed automatically in the ID field. The ID number is
assigned by the system and cannot be changed (read-only).

4. Inthe Name field, enter a logical name for the relay. For example, you can assign a name that relates
to the proper relay operation.

Relay Settings

ID: [o1

MName: |F!e\ay 1

[rezcription:

Undo

5. (Optional) In the Description field, enter descriptive textual information about the relay.
6. To configure/modify additional relays, repeat steps 1 to 5, as required.

As you select another button in the Device Settings window, the new or modified name of the relay that
you have just configured is displayed automatically on the appropriate button in the Relay section and
the configuration is automatically saved.

7. Click “ The new or modified relay configuration is saved automatically in the system (without
requiring a reboot) and the relay appears in the Controls area in the ViconNet Main window as an
available device.

NOTE: You can also define an external relay by selecting Controls & Events Drivers in the System
Settings window. For more details, refer to Configuring an External Control, page 184.
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Configuring/Modifying PTZ Controls

When you use PTZ cameras in the ViconNet system, you must configure/modify each device according to

its specific camera specifications, such as the driver, version number and so on.

NOTE: To activate remote PTZ cameras on the Workstation, PTZ drivers (DLLs) must exist locally on the
Workstation. If the drivers are not already installed on the Workstation, you can install them using
the ViconNet Drivers Installation package.

To confi

gure/modify PTZ controls:

1. Inthe Device Settings window, shown on page 74, select the appropriate PTZ camera button from the

Video section of the Devices List area.

settings, if required.

NOTE: When working in the Devices Settings window, you can click Undo to restore the last saved

2. Inthe PTZ Driver & Communication area, enter the required PTZ configuration settings, as follows:

—LCamera

D Im PTZ Driver & C icati
- (PRI icon Sureeyor. dil m ]
I arre: IEamera 1 m TranEmittar
Description: PTZ Version: 104 Settings
Part Mumber: | COmM1 i l
| Set the region of interest for record-i.ng Rareia bt m m
Constant bitrate - Baud Rate: |4BDD vl
R IS n
Option Description
PTZ Driver Select the appropriate driver from the dropdown list or click to

automatically select the appropriate driver.

PTZ Version

selected.

Port Number

Camera Address

The PTZ software version is displayed after the appropriate driver is

The port number is shown for information purposes.

Select the camera address from the dropdown list.

NOTE: The address must be identical to the address configured

on the camera.

Baud Rate

Select the Baud rate from the dropdown list.

3. To configure or modify PTZ controls for additional PTZ cameras, repeat steps 1 and 2, as required.
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Using Reset Nucleus

The purpose of the Reset Nucleus feature is to clean up all site lists and sub-lists (such as: macros,
controls, site selection setup, reports site selection and so on) by removing all associated disconnected
sites. This feature is only available in the Nucleus (or by remote from another site with the correct
authorizations).

To reset the Nucleus:

1. From the ViconNet Main window, click @ The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

Setup Site Selection

Select the site which setting's you wish to view/change

Site Mame Site Type Site [P
ElBUCommander Waorkstation 204.86.209.200
& Kollector-0000 Keollector 69.74.63.72
I MARKETING_ 2 W7P Workstation 69.74.63122
Elnop-W7-LT-0IXS Waorkstation 204,86.209.200
& SURVEVORMEC H.264 Encoder / SYFT-HD  69.74.63.100
i SVFT_HD_ENTR H.264 Encoder / SVFT-HD  69.74,63.79
ElviconTest Workstation 204.86.209.200
i E|yMwWEB-DEMO Waorkstation 60.74.63.86
g’_‘t“"”“‘“d EE Amit_Adi Dffline 21357221171
e T8 GIL-WINT Offline 2121436674
mTI\ITI 2 WWTD A0 TA /2105

fa? 2
m m

2. Select the site with the Nucleus and click m The System Settings window is displayed, as
shown on page 55.
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Heset Nucleus
3. Click . All sites that appeared in the Setup Site Selection window, the Site List in the
Main window and other sub-lists as disconnected (offline) have now been removed from the lists. An
example is shown below:

Setup Site Selection

Select the site which setting's you wish to view/change

Site Name | Site Type | sielP
!lWeb-Serl.rer Workstation (Mucleus) 101011138
gALMOG-MN? Workstation 10.10.20.24
&4 Holon-Taasia Kollector 10.10.11.202
e KCC-4_480 Kollector 101011.201
& KE-11_240 Kollector 10.1011.203
&4 Kollector-0000 Kollector 10.10.10.19%
& Kollecter-Elad Kollector 10.10.10.207
gKoIIector—Erezs Waorkstation 1010.20.189
& KP-IFT-RAID Kollector 101011.213
STy N H 264 Enendae { SYET.HO 101011 322
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Using the Central Failure Notification (CFN) Mechanism

The CFN mechanism enables Workstations and transmitter sites connected to the same Nucleus to receive

notifications indicating that certain applications have failed, for example, macro, recording and database
failures.

CFN increases the user's awareness of problems that could occur at unmanned remote sites. It sends

error/warning notifications, via the network, to other sites that share the same Nucleus. The notifying site is
the same one that handles the Nucleus.

The CFN mechanism is available only for the site that handles the Nucleus.

CEN Effects

You can configure the duration for which the CFNs will be displayed by selecting the
option in the System Settings window, as described in the Configuring the Central Failure Notification (CFN)
Effects section on page 82.

To activate the CFN mechanism:

1. From the ViconNet Main window, click @ The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the site with the Nucleus and click m The System Settings window is displayed, as
shown on page 55.

Centrall Fanure
Hiotification

3. Click . The Central Failure Notification window is displayed.

Central Failure Notification
Site Name: KForceDemo-V673 IP Address: 69.74.63.85

The selected sites will be natified about failures which occur in all connected active sites in
the netwark

Site List

Available Selected
WhWEB-DEMO KForceD emaVE73

Kallector-0000

Yison-PC

%] MROSE_XFP

(%) Amit_adi _
MARKETING_2 ...
D) () INTL_2_w7P SO
2 (1 GILWINT
BUCommander

MOB47-LT-0UXS

WiconT est

= VICOMTEST

%) syhPC

=

Motes:
[] - Site iz disconnected.

“ [:ancel
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4. Inthe Site List section, select which site(s) to notify about a failure occurring in any other site that
shares the same Nucleus from the Available area and then click [ELEEIN . The selected site(s) is
displayed in the Selected area.

5. When you have finished, click OK.

When a failure occurs, a Central Failure Notifications window is displayed in the sites selected in the CFN
setup, containing information about the time the failure occurred, the site name, the site IP address and a
short description of the failure (the failure message).

re Notifications

tion, wa MM

5 309 .. |Storage a ot e &
@WIN?-\FD... 10010.20.213  5/6/2013 09:28:58... Storage Error - 4008: Data for recording was not received for from { KCC-4_480, Ca...
QWIN?-\J’D... 101020213 5/6/2013 0%:28:58.. Storage Eror - 4002: Data for recording was not received for from § KOC-4_480, Ca...

This window is accompanied by a sound (similar to the Alarm window). Selecting the Mute checkbox
silences the alarm for this message; however, the next time the window is displayed, the alarm will sound.
Checking the Disable sound checkbox disables the sound option completely, meaning that the alarm will
not sound again.

To see more details about the error, double-click it to open a window like the one shown here.

NOTES:

The local site in which the failure occurred receives the user notification even if it was not selected in the
Nucleus CFN setup.

Disconnected sites are marked with a (*).
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Configuring the Central Failure Notification (CFN)
Effects

The CFN mechanism enables Workstations and transmitter sites connected to the same Nucleus to receive
notifications indicating that certain applications have failed, for example, macro, recording and database
failures.

When a failure occurs, a Central Failure Notifications window can be displayed in the sites selected in the
CFN setup, containing information about the time the failure occurred, the site name, the site IP address
and a short description of the failure (the failure message).

CFN increases the user's awareness of problems that could occur at unmanned remote sites. It sends
error/warning notifications, via the network, to other sites that share the same Nucleus. The notifying site is
the same one that handles the Nucleus.

The CFN mechanism is available only for the site that handles the Nucleus. For details on how to use the
CFN Mechanism, see the Using the Central Failure Notification (CFN) Mechanism section on page 80.

The CFN configuration is only performed in the Nucleus. After the CFNs have been configured for your
ViconNet network, each site selects whether or not to display the CFNs. This section describes how to
configure when Central Failure Notifications will be displayed on the selected site and for how long.

To configure the display of Central Failure Notifications:

—
1. From the ViconNet Main window, click . The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the required site and click m The System Settings window is displayed, as shown on
page 55.

LEN Effects

3. Click . The CFN Effects Settings window is displayed.

CFN Effects Settings
Site Name: KForceDemo-V673 IP Address: 69.74.63.85

Central Failure Motification Display

" Always display CFM dialog

(™ Display local notification faiure for |30 Seconds -

+ Do not display local notification

™ In caze of Central Failure Motification activate the following macro :

------------------------------ ONE ==+ meeeeeeeeemeeeeeeeee 7 |
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4. Select one of the display options, as described below:

e Always Display CFN Dialog: Specifies that the Central Failure Notifications window be displayed
continuously until it is closed manually by clicking OK.

e Display Local Failure Notification For: Specifies the duration that the Central Failure Notifications
window be displayed each time a CFN is sent.

e Do Not Display Local Notification: Specifies that CFNs relating to the local site (meaning, the site
on which you are working) should not be displayed.

5. From this screen you can activate a macro when there is a Central Failure Notification. Check the box
and select the macro you want to run from the dropdown list. Refer to the section on the Macro Editor
on how to configure macros.

Click Save. If either Display Local Failure Notification For or Do Not Display Local Notification was
selected, a message is displayed requesting that you confirm your selection.

The CFN Effects Settings window is closed.

The Central Failure Notifications window, as shown on page 81Error! Bookmark not defined., is displayed
according to the setting you selected.
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Configuring System Authorizations

The ViconNet system enables you to configure system authorizations, depending on your organizational
requirements. The authorizations that you configure determine both user access and the authorized system
operations for users according to the group to which you assign them.

Configuring system authorizations consists of defining the groups and users in your system, as described in
the following sections:

e Defining Groups, page 84
e Defining Users, page 89

Users and Groups can only be defined in the Nucleus. The User & Group Management button in the
System Settings window is disabled in all other sites.

After groups and users have been defined, you can define which system operations will be available to
each group of users, per site, as described in Configuring Site Authorization, page 92.

Thereafter, each authorized user can access the system and the ViconNet application, using their assigned
user name and password. The system automatically checks the login information according to the assigned
group and then enables the allowed system operations, which can include:

e Configuring the network setup, as described on page 60.
e Configuring PTZ controls, as described on page 77.

e Viewing and recording live video/audio, as described in Chapter 4, Viewing and Listening to Live
Video/Audio and Chapter 5, Recording Live Video/Audio.

e Playing back recorded video/audio, as described in Chapter 6, Playing Back Recorded Video/Audio.

Access to the available sites and devices (cameras, microphones and so on) is also dependent on the
assigned authorization of each user.

Defining Groups

The ViconNet system enables you to define groups to which you can assign specific users. The purpose of
each group is to categorize specific users so that they can all be assigned the same site authorization
rights. These rights determine the system operations each group can perform.

After defining the groups, you can assign users to the groups, as described in Defining Users, page 89.You
can then configure the site authorization for each group, as described in Configuring Site Authorization,
page 92.
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To add a new group:

1. From the ViconNet Main window (in the Nucleus), click m The Setup Site Selection window
is displayed, showing a list of all currently connected transmitters and Workstations, as shown on page
55.

2. Select a site name and click m The System Settings window is displayed, as shown on
page 55.

Management
3. Click . The User & Group Management window is displayed with the

option selected by default. Select Groups

option to add a new group.

User & Group Management
Site Name: WIN7-VOSTRO3 IP Address: 10.10.20.213

Group Héme | : - .Group Detsc:rfptlon | Add Group
QVNet Adrministrator Default ViconMet Administration Authorization Group
ﬂ.\u"Net Guest Default ViconMet Guest Authorization Group
ﬂDomain Uszers Al domain users -
—Gelected Item
Group Mame: I

Giroup D escription: I

NOTE: When working in the User & Group Management window, you can click Undo to restore the last
saved settings, if required.

The system provides two default groups (Administrator and Guest), each with their respective site
authorizations. Refer to Configuring Site Authorization, page 92, for a description of these groups.
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4. Click . The fields in the bottom portion of the window are enabled, as follows:

Selected ltem

Group Marme: I

Group Description: I

5. Inthe Group Name field, enter a logical group name.

6. (Optional) In the Group Description field, enter a description for the group. For example, this can be a
reference to the type of users you plan to add to the group.

7. Click m The new group is added to the group list at the top of the window.

8. To add additional groups, repeat steps 4 to 7, as required.

NOTES:

To edit a group, select the group from the list in the User & Group Management window and click Edit
Group. Then modify the displayed settings, as described in the procedure above and click Save.

To delete a group, select the group from the list in the User & Group Management window and click
Delete Group.
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ViconNet provides an Active Directory, an interface that allows importing groups and users from

another server to ViconNet. These groups can then be used as any other group in the system.

Import Groups

1. Selectthe

button. The following screen displays.

Import Groups from Active Directory
Site Name: WIN7-VOSTRO3 IP Address: 10.10.20.213

User Mame: Password
\ |

Domain;
| =

Data Base Groups Properties
Avalable Sekested

W Activate auto update of selected groups
Period 1/2 Hour -
-

2. To access the domain to import, enter the user name and password of an authorized domain user

and the domain site. Click Connect. A list of groups in that domain will display in the Available area
of the screen.

D ata Base Groups Properties

Available Selected

ﬂ [omain Guests ﬂ Domain Users
aa Users

E!. Guests

ﬂ Domain Computers
E{ Cert Publizhers
E{HAS and |45 Servers
ﬂ Femote Desktop ...
m; Metwork, Configurati...
ﬂ Incorming Forest Tru..
S Performance Monito...

Select the groups to be imported into ViconNet (those with relevant users) from those available in
the domain and click Add. That group is now a group on your system. Repeat for all the groups to
be added. A group can be deleted by selecting it in the Selected list and clicking Remove. Since
groups on other domains may be periodically updated by their system managers, you can select to
have your group updated as well. Check the box to Activate auto update of selected group; then
select a time period of from %2 hour to 24 hours for how often the list is updated. When all groups
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have been added, click Apply and then OK. These groups are now included in the group list on the

Users & Groups Management page.

User & Group Management
Site Name: WIN7-VOSTRO3 [P Address: 10.10.20.213

Giroup Description
Defavit VicorMet i ion G

82 VNet Guest
S Domain Users

Selected Item

Default ViconMet Guest authorization Group
Al domain users

[ Add Group

Timport Groups

2
]

Group Name: |

Group Descrption: |

4. These new groups can now be edited and users added like any other group. Additionally, a Domain
column will be added to the Site Authorization list to define which system operations can be
accessed by each group from the domain.

e Site Authorization

Site Mame:

WIN7-VOSTRO3 IP Address:

10.10.20.213

Achon

et Adrsiiaior

1

B Logn
B Logeut
B sae Tree:
[ setwp
+ [ Regpents
= [ scheduleMacro
B shendoun
[ Manual Record
[ e
B Vides Quality
Change FP5
[ Change Low Bandwideh
B stentp
Groups
« B pctue
B dude
B Controts
[ Maskoinmask Videa

B o

&

L U O S T S R O T S O T O Y

POCOOOOOCO0OOOOOOOLOOOOLL g

woea&oooeatmooeoeeneooaoz

You can now add specific users to the defined groups, as described in the following section. When
connected to Active Directory, the users who are members of the groups are also imported, so there is
no need to create a user or associate them, just define their authorization.
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Defining Users

The ViconNet system enables you to categorize the specific users in your system into groups. Users must

be defined in the Nucleus and can be seen in all the sites. You can

then configure the site authorization for

each group of users, per site, depending on the system operations that you want them to be able to access.

To define a new user:

1. Perform steps 1 to 4 in Defining Groups, page 84 and ensure that the

option in the User & Group Management window is

selected. The User & Group Management window is displayed.

User & Group Management
Site Marme: W3-545375 IP Address: 192.165.1 45

Uzer Mame | Prinrity| Uzer Description
s. admin 1 Default ViconMet Administrator User
s guest 1 Default WiconMet Guest Uzer
€1 1
& 1
€: 1

|

Hose

~ Selected ltem

Usger Mame: I

Uzer Description: I

Pazswond: I Werify Pasaword:

Pricrity: I

5

—Associate user with group
Ayailable

ﬂVNet Adriniztrator
ﬂVNet Guest

811

o5

8ia

Selected

saved settings, if required.

NOTE: When working in the User & Group Management window, you can click Undo to restore the last
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2. Click . The options in the bottom portion of the window are enabled, as follows:

Selected Item

User Marme: I

Uzer Description: I

Pagsword: | Werify Passward: Priarity: I j

—Aszzociate user with group
Byvailable Selected

&?. WHet Admiristrator :

E-l Whet Guest
81

aiz Hemove <<

83

3. Enter the user details, as follows:

Option Description
User name Type in a logical user name.
User description (Optional) Type in a description for the user, if required.
Password (Optional) Type in an alphanumeric password of up to any 15
characters.
Verify Password (Optional) Type in the same password that you entered in the

Password field.

Priority Select the user's priority in the system. This priority is used by the
system when there is a situation where a user requests or forces
him/herself to be the primary user (default = 1). For example, post
alarm recording is performed at the quality of the user/macro that has
the highest priority.

Refer to the Creating a Macro section for an example of use of user
priority.

4. Inthe Group Association section, select which group to assign the user from the Available area and
then click . The selected group is displayed in the Selected area.

—Associate user with group
Available Selected

£ et Adminishator _
8L\ Net Guest
821
ai
8l

Hemove <<

5. To add the same user to another group, repeat step 4.

NOTE: You can remove a group from the Selected list by selecting it and then clicking Remove. The
group is redisplayed in the Available area.
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6. Click m The new user is added to the user list at the top of the window.

Uszer Mame | F'riorit_l,l|
€ Userig20 10
€ Usericz 1
€ Userigzz 2
€ Useriez3 3
€ Userig2d 4
ﬁ ary 1
€ slex 1
ﬁ anna 1
b-¥joarna 1|

Jserl 620
ser1 621
Userl 622
ser 623
Userl 624

U N e N T T ST R WV TN R ST

NOTES:

Delete User.

To edit a user, select the user from the list in the User & Group Management window and click Edit
User. Then modify the displayed settings, as described in the procedure above and click Save.

To delete a user, select the user from the list in the User & Group Management window and click

7. To add additional users and their group assignments, repeat steps 3 to 7, as required.

8. Use the Duplicate User button to create a new user with the same associated groups and priorities as

the selected user.

You can now set the site authorization for each group of users that you have defined, as described in

Configuring Site Authorization, below.

XX113-07-00 Rev 614 Workstation and NVR

Configuring the ViconNet System e 91




Configuring Site Authorization

The ViconNet system enables you to define the site authorization for each group of users that you have
defined in the system. This consists of specifically defining which system operations can be accessed by
each group.

The system also provides the following two default groups:
e ViconNet Administrator: Users assigned to this group have authority to perform all system operations.

e ViconNet Guest: Users assigned to this group have authority only to log in, log out and exit the

ViconNet application. Default values shown in entry fields may also be changed, if required. All other
options are disabled.

When configuring site authorization, each group is displayed in its own column along with a list of available
system operations. This enables you to set site authorization for one or multiple groups by selecting the
appropriate options in each column.

To configure site authorization:

1. From the ViconNet Main window, click ﬁ The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the site name for which you want to configure site authorization and click . The
System Settings window is displayed, as shown on page 55.
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Site Authonzation

3. Click . The Site Authorization window is displayed, as shown below.

Site Authorization

Site Name: WIN7-VOSTRO3 IP Address: 10.10.20.213

Action WM et Administrator WMet Guest ||;|

Legin
Legout
Site Tree

+ Setup

+ Reports

+ Schedule/Macro
Shutdown
Manual Record
Stop
Video Quality
Change FPS
Change Low Bandwidth
Site Map
Groups

+ Picture
Audio
i Controls
Mask/Unmask Video
Matrix
Export Image
= Links
Print
PTZ

Bnnkmark
4| n |

SIS ST UL SO <O SO SORY R O SO <SR R ST SO SRR SO SR SR SO SR SO SO <
POOOOOOOOOOOOOODOOODLOODODOLLEC

L

Export Authorizations Duplicate Group Authonzations

NOTES:

When working in the Workstation, the Site Authorization window opens with all administrator functions
checked. However, only those functions described in this manual as active are actually enabled.

When working in the Site Authorization window, you can click Undo to restore the last saved settings, if
required.

The Site Authorization window contains the two default groups (Administrator and Guest) as well as
all other groups currently defined in your system. The operations in the Administrator group cannot be
modified, but you can modify the operations in the Guest group, if required.
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4. Expand the branches in the Action list to view the categories, as required (see the examples below).

Lagin B Shutdown

Logout ¥ Manual Record

Site Tree Stop all Macros & Scheduler
+/ e Sstup viden Quality

Change FPS

= Feports
E Change Low Bandwidth

i Device Status

Alarm Histary [ site Map

Recording Status Groups

Audit Log +/[nd Picture

Rws Log e Audio
= _

CFN Log
Save Software Logs

| Schedule/Macro
Run MacrofRun Ma...
@ Skop Macro
Stop all Macros & 5...
Resume Scheduler
= Show Macro

NOTE: The Live View action enables the users of an authorized group (see next step) unlimited
access to the specified device. (The actual feasibility of the device use depends on the device's
authorization for the relevant group.)

5. Inthe appropriate group column, define the system operations that you want authorized for that group
by selecting (“#) or deselecting (:’3) the appropriate categories, as required.

For example, under Groups Device Sets, each group within a Devices Group Set can be assigned different
authorizations. In this way, users in each group only have access to the cameras associated with the group

they are in.

B iaroups Device Sets

= E TEw Group Sets

Building A
[ uiding B

NOTE: The Live View feature, as well as the Device Data Retrieval feature under the Playback
branch, are authorized on a per device (camera and microphone) basis.
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Export Authorzations

6. To copy the actions from this site and send them to another site, use the button.

The following screen displays.

Export Authorizations

Site Name: KForceDemo-W673 1P Address: 69.74.63.85

Select sites to export authonizations:

~Site List
Ayvailable Selected

YNWEB-DEMOD @ Follector-0000

W) (4| MROSE_PP

)
[ devit_Adi

MARKETING_2 W
PHNTL_2_W7P

[*] - Site iz dizconnected
Cameras and Microphones autharizations will nat be exported.

g Attertior: ‘When exporting authorizations ta different site type [such as Vinal batriz],
authorizations that don't exist in source site will become unavailable in destination site.

e e

Select the site to which the actions are to be exported from the Site List and click Add; that site will
appear in the Selected list. Sites can be removed from this list by clicking Remove.

7. To copy the actions of one group to another group, use the button.

@ Duplicate Group Authorization

Site Name: KForceDemo-V673 IP Address: 69.74.63.85

Select Group to import its actions

WNet Administrator ;I

Select destination groups to be duplicated

Ayvailable Selected

ﬂ WNet Guest
s (S

om0 e
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Select the source of the actions to be duplicated. Select the destination group to be duplicated from the
Available list and click Add; that group will appear in the Selected list. Groups can be removed from this
list by clicking Remove.

8. To restore the last saved settings, click Undo.

9. Click m The following message is displayed:

Site Authorization

The configuration zettings were successfully zaved

S %

Cloze

10. Click in the message.
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11. In the Site Authorization window, either:

Click “ to save and exit,

or

Click MEEEEEREN 10 exit without saving.

NOTES:

If you click Cancel in the Site Authorization window before you click Save, a message is displayed,
prompting you to save your changes.

To edit the existing site authorization for a group, repeat the procedure above, select or deselect the
options, as required and then save your changes.

IMPORTANT:

When replacing the Nucleus of the system (by changing the Nucleus IP in the Network Settings window),
you must first redefine all the users and groups in the new Nucleus. To do so:

1.
2.

Go to the site that is to be the new Nucleus and manually define all the users and groups.

In all the sites connected to the current Nucleus, change the Nucleus IP in the Network Settings
window to the IP of the new Nucleus. In each site, the system will restart. Upon restart, the site will ask
you if you want to run a conversion (to put all the current site authorizations into the new Nucleus).

Either:
Click Yes — site authorizations from the existing Nucleus are saved in the new Nucleus,
or,

Click No — site authorizations are lost and only the administrator and guests can log in to sites
connected to the new Nucleus. In the local Site Authorization window, all the rows appear with red
crosses (Xs). For other users to access the sites connected to the new Nucleus, follow the To
configure site authorization procedure, as described on page 92, for each site.

IMPORTANT:

When joining a new Nucleus with either a Workstation or Kollector recorder, the new user obtains a group
list from that Nucleus. This group list (on the new unit) will have no privileges (meaning that by default, all
Actions are labeled with a red X). In order for the new user to obtain privileges in that group, a user must
login to the Nucleus as an Administrator, locally or remotely and enable the privileges (change the red Xs to
green checks) for that unit. This procedure must be repeated on all units in the system where group
privileges are required.

When joining a new Nucleus with either a Workstation of Kollector recorder, the previously established
group privileges will be disabled on that unit when the "Nucleus" designation is removed. To restore those
privileges, the unit must disengage from the new Nucleus unit and re-establish itself as a standalone
Nucleus.
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Configuring Auto Login

Any user with appropriate access authorization can configure the system to automatically log in selected
users. Afterwards, each time the application starts, the ViconNet Main window will display without the need
to enter a user name and password. (The regular Login procedure is described in the Logging In section in
Chapter 2, Getting to Know ViconNet.)

The user's Auto Login configuration can also be removed, as required.

To configure a user for Auto Login:

1. From the ViconNet Main window, click @ The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the site name for which you want to configure Auto Login and click m The System
Settings window is displayed, as shown on page 55.

Auto Login

3. Click to display the Auto Login window.

Auto Login
Site Name: Vicon-PC IP Address: 69.74.63.71

Yicont et will automatically Log in az the specified user
[

[ Login as Specified User

|lzer Mame: |

Pazzword; |

NOTE: If Auto Login has already been defined for the user name, the window fields will show the user
name and 8 asterisks (********) in the Password field.
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4. Select the Login as Specified User checkbox to enable entering data to the window.

WiconMet will automatically Log in az the specified uzer
B

Iv Loagin as Specified Lser

Uszer Mame: |

Pazzwmond: |

5. Enter the required user's user name and password in the applicable fields. (If you want to remove a
user's Auto Login configuration, delete the displayed entries or unclick the checkbox.)

6. Click OK. The System Settings window is redisplayed.

NOTE: If the entered user name and password combination is not defined in the system, an error
message will be displayed. You should try the entries again.

The specified users will now be able to access the system without a login procedure.

NOTE: The Auto Login (or Auto Login removal) becomes operational only after the next restart of the
application by the Administrator user.
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Configuring Storage Database Utilities

The ViconNet system enables you to configure the storage locations of the Video and Audio database in
your system, depending on your requirements. Each storage location can be made up of a combination of
multiple disks (sections), depending on the number of available disks in the system.

IMPORTANT: When you add a disk to an existing storage location or enlarge the disk size, all recorded
data is retained. If you reduce the size of an existing storage location, all recorded data is
removed from the system.

When you run the ViconNet application for the first time, the default storage location settings are applicable.
This section describes how to configure or clear databases, as follows:
e Configuring Storage Locations, below

e Clearing Video and Audio Storage Locations, page 107

NOTE: To avoid damage to databases, if the current session involves recording (since the last reboot), the
Storage Database Utility is disabled. Otherwise, the following message is displayed:

ViconNet

The D atabaze settings cannot be changed!
—— To make chanhges possible, disable all recordings and restart the application.
o

In this case, disable recording management and macro recording, restart the application and then
select the Storage Database Utilities option again.

Configuring Storage Locations

Configuring a storage location consists of defining the actual location of the video/audio database. You
must also define the storage size of each storage location, depending on the available disk size.

This function is disabled while recording (manual, automatic, or macro-initiated) is in progress.
To configure Storage Database Utilities:

1. From the ViconNet Main window, click ﬁ The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations, as shown on page 55.

" Select

2. Select the local Workstation and click . The System Settings window is displayed, as shown
on page 55.
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3. Click . The Storage Database Utilities window is displayed with the

tab selected by default.

Storage Database Utilities

Site Name: VICON-PC IP Address: 69.74.63.71

Storage Location and Size | Hecording Time Limitation| | Bemote Archive Settings Yideo Vault Settings

~ ¥ideo-Audio St

Path Size [ME] Add Disk

IHean atabase
Except Archive

— Bookmark Storag:
|EI:\ViconNet\VnData\DB\A\u"DB\BmTable | 1000 B

Attention - SOL Server Express is uzed - Database size and performance may be limited.
~¥ideo ¥ault 5t
|C:\ViconNet\VnData\DB\A\u"DB_\u"ideo\.-"ault | ] ME

Total Storage Size: 3000 MB

—Storage Disk Par

“ Cance'

NOTES:

When working in the Storage Database Utilities window, you can click Undo to restore the last saved
settings, if required.

In addition, the options in the Storage Database Utilities window are disabled during remote setup.

4. Click . The bottom portion of the Storage Database Utilities window is enabled, as follows:

—Add Yideo-Audio Storage Disk
Selected Directany: Select Dizk:
|E:'x"-.!'i|:|:|n|'*~| etvwnDatatDEBYWYDE I E:, ;I

b airum available zize: 454000 B
Directamn Size: I 2000 ME  [Minimum Size: 2GB)
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5. Click the arrow next to the Select Disk dropdown list and then select the required location. Do not
record on the OS C drive or any other internal drive if a RAID is attached.

The system automatically detects the Maximum Size of the selected directory, depending on the
available disk space. The default directory size is 2000 MB (which is also the minimum size).

6. Inthe Directory Size field, type in the required size (between the minimum and maximum).

7. Click m in the bottom of the window. The new storage location information is added to the
storage location list at the top of the window.

8. Click m to change the location of the DB Storage for the Bookmark and Video Vault recorded
data.

Bookmark Storage

CoWiconMetynD atahD B AVDEEmT able 1000 ME m

Attention - SGL Server Exprezs iz uzed - Databaze zize and performance man be limited.
Yideo YWault Storage
C:4icont et\WnD atasDEYWAWDE_Yideo' ault 1] B
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9. Click the tab. Selecting this option enables you to activate/deactivate the

recording time limitation and to select the maximum duration for which recordings should be stored.

Storage Database Utilities

Site Name: VICON-PC IP Address: 69.74.63.71

Storage [Cocation and Size ™| Hecording Time Limitation) | Hemote Archive Settings Yideo Yault Sethings

Recording Time Limitation

Limit the time recorded data is kept

'— Activate recarding time limitation. Limit: I 3: Daps

—Remote Archive Settings
Uze Metwork AUSE drives for archives

™ Allavy remate network Drive Archives

[~ &llaws removable (UGB dive &rchives

" Greate Archives o a removable drive witk Srchive Player

—¥ideo Yault Settings

Frevents ovensriting of alarms recording by keeping alamns recording separately

™| Keep alarms recarding inides i ault”

I &larms recaording in Wideo Wault” may be. oyensritten

Keep ||] 3: seconds befare the alamn time and Il] 3‘ seconds after the alarm bime

“ Eance'
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10. Check the box and enter the number of days to limit recording.

Hemote Archive Settings

11. Click the tab. Selecting this option enables you to select the type of disk on
which an archive can be saved. If nothing is checked, you can only save locally.

Storage Database Utilities

Site Mame: VICON-PC IP Address: 69.74.63.71

Storage Location and Size Hemote Brchive Settmgs Video Vault Settings

— Recording Time Limitation

Hecordmg lime Limitation

Limit the time recorded data is kept
r Achivate recording time limitatiorn. Lirnit; I 3 Days

— Hemote Archive Settings

Uze Metwork/USE drives for archives
[ Allow remote network Drive Archives

[ &llow removable (USE] drive Archives

[ Create Archives on a removable drive with Archive Player

—¥ideo Wault Settings

Frewventz ovenmiting of alarms recarding by keeping alams recording separately
™ Keep alams recording inideo % ault”

I &larms recording in “yides Yault” may be ovenaritten

Keep ||] 3: zeconds befare the alarm time and II] 3‘ geconds after the alarm time

e Allow remote network Drive Archives: Select this option to enable you to save an archive on a
non-local disk (i.e., Network drive). If it is not selected, you can only save locally.

e Allow removable (USB) drive DB Archives: Select this option to enable you to save an archive on a
removable disk such as a USB device or a CD. Deselect to disable.

e Create Archives on aremovable drive with Archive Player This is enabled (On) by default; it allows
you to save an archive together with the ViconNet Viewer on a removable disk, such as a USB device
or a CD, so that on selecting to play the archive, the ViconNet Viewer automatically runs. Deselect to
disable.
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_ S ie0 v ault Sett o
12. Click the | tab. Selecting this option allows the recorded data to be moved to a

secure location when the database is full where it will not be automatically overwritten. Record must be
on for this setting.

Storage Database Utilities

Site Name: VICON-PC 1P Address: £9.74.63.71

S‘:‘lnlage.analinn and Size ﬁamnle Archive .Sellings. Video Va‘ult Gettings

Recording Time Limitation

I."!e“[:nlding- .Tima Limilalinn

Limit the time recarded data is kept
I ctiva ardit e fimit Limnit EI: Daps

Remote Archive Settings

Use Network/USE drives for archives

W

Video Vault Settings

Prevents ovensiiling of alarms recording by keeping alaims recording separately

¥ Keep alamns recording in 'Video Vault"

[~ Alaimns recording in “Wideo Vault” may be ovenwitten 5

Keep D 3: seconds before the alarm time and |0 EI‘ seconds after the alarm time

“ ]

Check whether to allow this archive to be overwritten. Additionally, you can select a number of seconds
before and after the alarm to be saved.

13. To add an additional disk, repeat steps 4 to 11, as required.

NOTE: To edit a storage location, select the storage location from the list in the Storage Database
Utilities window and click Edit Disk. Then modify the displayed settings, as described in the
procedure above and click Save.

14. Click “ When saving a change to the size of the database, data may be deleted (if database
size is reduced). The confirmation message shown below is displayed, to give you the option of either
deleting any excess data or just hiding it.

ViconNet

Saving new Yideo-Audio Storage settings.
. Do pou want to delete the DB files [if any).
I | which were removed from the starage DB as a result of pour changes?
k. * ez [ ata will be removed.

MHio: Data will remain for future use
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15. Either:
e Click Yes to delete the data that does not fit in the new database, or

e Click No to hide the data that does not fit in the new database. (That means, the data files can still
be viewed from Windows Operating System, but you will not see them in the ViconNet application. If
in the future the database is enlarged, the data files will again become visible.)

The data is deleted/hidden on a FIFO (First In First Out) basis (meaning that the oldest data is
deleted/hidden first). The following message is displayed:

ViconNet

Mew Storage DB zettings have been succezsfully zaved.

- -
16. Click to confirm your changes.

Deleting Disks

Storage locations can be deleted if no longer required. To delete a storage location, select the storage
location from the list in the Storage Database Utilities window and click Delete Disk.
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Clearing Video and Audio Storage Locations

The entire video and audio storage database can be cleared.
It is recommended that authorization to this function be assigned only to Administrator users.

To clear databases:

1. Repeat steps 1 to 3 of the Configuring Storage Locations procedure, page 100.

Ear iatabase
2. In the Storage Database Utilities window, click the a8l putton. (No selections are required
beyond the indicated defaults). The following confirmation window is displayed.

ViconNet

Are you sure pou want bo clear the whole db contents?
[thiz applies to all the dizks in the list)

3. Click Yes to confirm the action. The selected database is cleared.

HD Mobility

The HD Mobility feature enables saving data from the hard disk of a malfunctioning Workstation or recorder
(a recorder that has stopped working). This feature enables you to take the hard disk from the
malfunctioning recorder and insert it into a working recorder.

To restore data from a malfunctioning Workstation or Kollector:
1. Disconnect the hard disk from the malfunctioning site.

2. Insert the hard disk into a working site as an additional disk (meaning, not as part of the existing
storage configuration).

For example: If your storage configuration already consists of 2 hard disks C and E, you can add a disk
and map it to any disk drive whose name appears alphabetically after all existing disk drives (in this
case, after E).

NOTE: Ensure that the working recorder has the option to connect additional disks.
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Once the hard disk is connected, it is recognized and displayed in the Navigator as an archive.

NOTE: Since this disk contains an external database, you cannot add it to the local database configuration
using the storage database utilities window in the setup. If you try to add it, you get the following
message:

Storage Database Utilities

Saving failed - new DB Dizk containg &% DB-archive, created on another Site.
IF wou still want to use that Disk, remove its &YDE-archive.
. 1

LClose
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Configuring System Authentication

When the Check Picture Authentication feature is active, the ViconNet system automatically verifies that
live or played back ViconNet-produced videos were not tampered with. According to the results of the
verification, one of the following system authentication statuses is displayed on the video:

e Auth v: Indicates the video segment has been confirmed as authentic.

e Auth X: Indicates that the authentication was checked properly but the results were poor and could not
be confirmed as authentic.

To view authentication results for video played on the destination site:

1. From the ViconNet Main window, click ﬁ The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the site name for which you want to view system authentication results and click m The
System Settings window is displayed, as shown on page 55.

Authentication

3. Click . The Authentication Setup window is displayed.

Authentication Setup

Site Name: Vicon-PC  IP Address:
69.74.63.71

[ Check Picture Authentication

4. Select the Check Picture Authentication checkbox. This will activate the authentication reporting
mechanism in the video destination.

When you play back a video segment or watch live video, the system reports whether or not the video
is authentic. (When the Check Picture Authentication checkbox is deselected, authentication results
are not reported.)

5. Click “ to save your selection.

XX113-07-00 Rev 614 Workstation and NVR Configuring the ViconNet System ¢ 109



Defining Device Groups and Group Sets

The Device Group feature enables you to group devices (cameras and microphones) according to your
requirements, instead of the standard collection by transmitter, as displayed in the Site List. A group can be
formed according to any criteria, such as: location, camera type and so on. Instead of trying to find a
particular camera by transmitter name in the Site List, Groups can be used in the Groups list and the
devices status (activated/deactivated) can immediately be seen. If more than one grouping method is
needed, Group Sets can be defined.

Groups are added using Devices Group Sets Management.

NOTE: Only users with administrator rights can edit New Devices Group Sets.

Creating a Group Set

A Group set usually consists of various groups of devices. For example, in a large company with several
multi-story buildings, there may be a group set for each building. In each group set (building) there could be
a number of groups, each one for a different floor.

When using the Vicon Access Control System (VAX), it is recommended to create a camera group to be
associated exclusively with the VAX system. This will simplify setting up the VAX system and accessing
those specific cameras through ViconNet. Refer to the Access Control documentation for details on setting
up your VAX system.

To create a Group Set:

1. From the ViconNet Main window, click ﬁ The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the Workstation for which you want to define a Group Set and click m The System
Settings window is displayed, as shown on page 55.
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Mevices roup Sets

3. From the System Settings window, select
window appears.

. The Devices Group Sets Management

Device Group Sets Management
Site Name: Vicon-PC  IP Address: 69.74.63.71

— Devices Group Sets

Devices Group Sets |

Mote: Global set can be edited on the Nucleus only.

Itlose

4. Click Add. The next blank line in the Devices Group Sets area becomes editable and the text New
Devices Group Sets appears automatically as the name of the new group set.

Device Group Sets Management
Site Name: Vicon-PC IP Address: 69.74.63.71

— Devices Group Sets

I Devices Group Sets |

Selectas
working set

Mote: Global set can be edited on the Hucleus only.

5. Enter a name for the new Group Set and press Enter.
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Device Group Sets Management
Site Name: Vicon-PC IP Address: 69.74.63.71

— Devices Group Sets

Devices Group Sets |
SO Airpart - “Working Set

Mote: Global zet can be edited on the Nucleus only.

Lloze

NOTE: Upon clicking Select as working Set, — Working Set is displayed next to the name of the Group
Set.
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6. To configure which groups to put into a Group Set, double-click the Group Set name. The Groups

Editor window appears with the name of the new (selected) Group Set at the top of the list in the upper-
left panel.

Groups Editor
Site Name: Vicon-PC IP Address: 69.74.63.71

Elo_up Set: New Group
E-@ Camera Group 1
-~ Access Control Transmitter Device Mame 2nd ID
-3 Control Reom

Add new group
Delete group —

Devices

=488 ViconNet
o 920
& HDX-8
o 10
-4 1QD53W 69.74.63.69
g 1QD65N 69.74.63 68
g VO23D-N39M-IP 69.74.63.67

- Add device to group Aemove device from group

Devices update

7. Select the new group in the list in the top left to add to this Group Set and click Add new group. A
group called New Group appears in the Group Set (in the list). You can edit the name of the group by

either typing directly while it is still editable (indicated by blue highlight) or later by selecting it and
clicking the Rename group button.

8. Navigate to and select the device you want to add to the group in the Devices list in the bottom-left
corner of the window. Once the Group is highlighted, and the name appears at the top of the window
above the Group Set navigation list, drag the device to the list of devices on the right select the device
and click Add new device button. Note that there is a Search function available that can quickly sort
through the list of devices to locate the device you want to add.

9. (Optional) For each device selected, enter a unique secondary ID (2"¢ ID). This ID can be any number
up to 3 digits. This number must be entered if you are going to use a VMDC keypad.

NOTE: If you try to give two devices the same secondary ID, the conflicting lines are colored pink, as
shown below. In addition, if the devices, which have the conflict, are placed in two groups, the
group’s icon in the Group Set list are also colored pink.

Groups Editor
Sibe Marme: KPR-3_120 1P Address: 20,10.11.109

wioup Sel MHew Gicup
o Devvice Groap St
Y B, v Group ! T ] 1 Drwrcn Moare | I 1D |
B Gropx EPR-E_120 Cammsis 1 1
EPRO_120 3 2
PR 120 Camain 4 4
EPRO_120 g 2
g 17 Famain £ L
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0] L
10. (Optional) You can reorder the list view in the Group by clicking on the up “= and down = arrows to

the right of the list.
11. Clicking the will update (refresh) the screen to reflect all changes.

12. Click Save or Save and Exit.

NOTES:
Double-clicking the device name in the device list does not add it to the group.

If you try to save Groups in which multiple devices have the same secondary ID, the following message
is displayed:

Groups Editor

Secondan 10's must be unique, and not zero,

@ The data can naot be zaved.

After a Group Set has been created as the Working Set, you can select to display either the device name or
secondary ID or both Main window Groups list.

Exiting the Groups Editor Window
There are two ways to exit the Groups Editor window:
e To save your changes, click Save & Exit.

e To close the window without saving your changes, click Close. In this case, a confirmation message
appears to verify that you do not want to save your changes.

In both cases, the Groups Editor window is closed.

Editing a Group Set
After a Group Set has been created, it can be edited as follows:

e The definition of the Group Set: The Group Set can be renamed, deleted or defined as the Working
Set.

e The content of the Group Set: Groups and devices can be added to or deleted from the Group Set.
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To edit agroup set:

In the Devices Group Sets Management window, click Edit. The Groups Editor window appears. The
Group Set can be edited as described above.

To rename the Group Set, from the Devices Group Sets Management window, click Rename.

Devices can be added to the group by selecting the device and dragging it to the list or by clicking Add
new device. To remove a device from the group, highlight it in the list and click Remove device from

group.

“Gelectar
working set

To select which group set is to be displayed in the Main window, click . The name of the
group set in the list is then automatically changed to add the suffix "— Working Set".

Devices Group Sets Devices Group Sets

al -Working Set =
MNew Devices Group Sets

To see the working set in the Main Window, click the Groups tab.
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Configuring Manual Recording and Video Quality

The ViconNet system enables you to control the display quality that applies to manually initiated recording
by configuring the picture quality and refresh rate.

Note: The Quality and Mode settings on the Recording and Display Quality window are ONLY enabled
when using a VPK-SW/VPK NVR series preconfigured PC; they are disabled when working on a
VWS-SW or VWS-PC.

The
allow you to manually override the display mode-determined Live picture quality for the currently selected
camera. The qualities 1, 5, 6 and 7 are available for this purpose. (For more information, refer to the
Function Controls section in Chapter 2, Getting to Know ViconNet.)

buttons in the Main window Function Controls area can also be enabled, which

| NOTE: Changing the display mode after you manually select a quality will override your selection.

To configure manual recording:

1. From the ViconNet Main window, click @ The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the site name for which you want to configure manual recording and click m The
System Settings window is displayed, as shown on page 55.

and

3. Click Eenkadb @B EESl The Recording and Display Quality window is displayed. The Quality and

Mode area is grayed out on the VWS-SW/VWS-PC.

Recording and Display Quality

Site Mame: KForce-Demo P Address: 69.74 .63.85

Sets the qualty of the cameras recorded when the 'Manual Record button i pressed. This
overides the display quality.

Cuality:

Mode; . N.l:.u.mal. ” Eall

Enables the quality control buttons on the main screen, to allow dizplay quality control.

™ Enable the quality control buttons on the main screen

“ Cance'
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4. Make the required Quality (picture quality) and Mode (refresh mode) selections, as follows:

Option Description

Quality The picture quality that you select determines the resolution at which the video
images will be recorded. Select the required picture quality from the range of one
to eight, where:

e 1 = best picture quality, but slowest data transmission.

e 8 =least clear picture quality, but fastest data transmission.

NOTE: When different recording options are requested concurrently,
the recorded picture quality that applies is determined according
to prioritization settings. For details, refer to the Picture Quality
and FPS Priority section, page 139.

Mode The refresh mode determines the rate that the frames will be refreshed during the
recording. Select the required refresh mode, as follows:

e Normal: Records only changes within the frames, resulting in an economic
storage location process. This option enables you to view the recorded video
at a high frame per second rate, depending on the magnitude and number of
changes.

e Full: Records full video image frames. During the recording operation, this
refresh mode causes the selected storage location to fill up at a faster rate.

NOTE: For additional details about picture quality and refresh mode in recording vs. playback, refer to
the About Picture Quality and Refresh Mode section in Chapter 2, Getting to Know ViconNet.

Cluality

5. In order to enable the buttons in the Main window Function Controls area, select the
Enable the quality control buttons on the main screen checkbox.

6. Click OK to save the Quality and Mode settings for manual recording.
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Configuring Recording Management

The ViconNet system enables you to configure recording management, which allows the system to record
the selected connected cameras and/or microphones continuously (24/7), to boost recording upon motion,
to record 24/7 and then boost upon motion, or to record only upon maotion.

Configuring recording management consists of selecting the cameras and/or microphones that will be
recorded and selecting the recording settings.

To configure recording management:

1. From the ViconNet Main window, click @ The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the site name for which you want to configure automatic recording and click . The
System Settings window is displayed, as shown on page 55.

Hecording Management

3. Click . The Recording Management settings window is displayed.

@ Recording Management
Site Name : Vicon-PC IP Address: 69.74.63.71

Recorded devices  (Devices willbe recorded according to the "Recording method")
=
Device name Recording method

Available devices ___

- VconNet [~ 1 V5210-N3SMIR-IF - V5210-N3SMIR-IPOD0TDE 178652 2477 (ips=max 0=2)
& sN11B [ £ VE220-N3SMIR-IP - VE220-N3SMIR 2417 (fps=max o=2)
el SN220

g VI20D-N3HP

Elgd VI21D-N3IMIR-P
-8 V921D-N39MIR-IPO007DB178
Ehgd VI22D-N3SMIR-IP
L7 V922D-N3SMIR
& VO23D-NISMIR P

=

4. The Available devices list displays all camera/microphones on the system. Select the required devices
to be configured for recording. Either drag the device into the Recording devices list or highlight it and

click the mne (add icon). From here each device can be configured. To remove a device from the list,
check the box or highlight it and click the (remove icon).
5. Select the checkbox of the device in the Recording device list to select it. Each device can be

configured to record 24/7 (default) or to boost on motion; both options can be selected for the device.
Additionally, a device can be configured to record only when there is a motion alarm by deselecting the
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T"immme’m Past event recording : 01:00 %
:
EI R 2



Record 24/7 checkbox. Each device can be configured individually. To select multiple devices, click the
checkboxes and then the Apply to selected cameras button; click Apply to all cameras if they are all to
have the same configuration.

Note: When recording on motion or boosting on motion, the motion settings must be done from the camera
browser.

6. When configuring Record 24/7, select the Recording quality number from the list (Q number). Then
select the Frames per second (fps).

7. When configuring Boost on motion, select the Recording quality number from the list (Q number). Then
select the Frames per second (fps). Select a time for Post event recording (minutes:seconds). Highlight
the minutes/seconds and click the up/down arrow to change the value.

8. Ifitis desired to only record when motion occurs, deselect Record 24/7 and the Boost on motion fields
screen will change to Record on motion only. Select the Recording quality number from the list (Q
number). Then select the Frames per second (fps). Select a time for Post event recording
(minutes:seconds). Highlight the minutes/seconds and click the up/down arrow to change the value.

9. When configuration is complete, select OK. The configuration screen will close. A message will display
that this screen will time out if left idle for too long. Be sure to save settings.
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Configuring Auto/Manual FPS (Frames Per Second)

NOTE: This feature is only available if you select a Kollector from the Setup Site Selection window. If you
select the local Workstation, Configuring Auto/Manual FPS is disabled.

The purpose of the Auto/Manual FPS feature is to enable the user to determine the FPS for each camera.
Here, the user can select whether the FPS distribution to the DSPs (Digital Signal Processors) is automatic
or manual. The default setting for FPS is automatic.

NOTE: Digital Signal Processing is a method of digitally processing signals that are converted from analog
form.

The maximum FPS that can be assigned to any specific DSP is 30 for NTSC format (25 for PAL format). If
the total FPS for two cameras assigned to the same DSP is above this maximum and Auto FPS is
selected, the FPS on one or more cameras will be reduced to the amount of FPS available.

Example (NTSC format)

Camera 1 and camera 5 are assigned to a specific DSP. If camera 1 has 20 FPS configured, camera 5 has
20 FPS configured and Auto FPS is selected, then the FPS for camera 5 will be cut to 10.

Auto/Manual FPS

Site Name: KForceDemo-\V673 [P Address: 69.74.63.85

(¥ Auta FPS

Optimizes the FPS by dividing the cameras between the DSPz. ou might not receive the FPS pou
requested.

" Manual FPS

Assighing the cameras per compression DSP and setting each camera's FPS.
Tatal FPS iz 25/30 per compression DSF.
By gelecting "Dizabled"” the camera will become inactive.

Camera Mame DsP FPS Usge Remainder | =
'

R Cameral
Cr Camera 2
A Camera 3
R Camera 4
R Camera 5
CR Camera &
Cn Camera 7
CR Camera 8
Cr Camera 9
R Camera 10
Cr Camera 11
R Camera 12
R Camera 13
CR Camera 14

m

LS R R B R U s

TV T R L VN R R S L
R - = T = T o T e e e S S S ST =

e
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Column Description

Camera Name The camera for which the FPS is being defined.

DSP The DSP to which the camera is assigned.

The number of DSPs depends on the type of Kollector, 120-480 FPS. Each DSP has
a maximum of 30 frames; if, for example, the site is a 120 FPS, it offers DSPs 1-4.
Select the required DSP. The system will prevent adding too many cameras to a DSP
(in this case 4 as 4x30 =120).

FPS The number of FPS of the camera.

In manual FPS configuration, a camera can also be disabled by selecting disable
from the drop down list in this column. If a user tries to record with the disabled
camera, or open it live, the following notification is displayed.

% Central Failure Notifications

General, information, warnings and communication e

Use Remainder  If selected, the system will automatically use all the remaining FPS for the specified
DSP (default = selected).

Automatic FPS

When configuring macro recording, recording management and pre/post alarms in their respective windows
(meaning, all windows that configure cameras for recording), the cameras are distributed to the DSPs and
are automatically assigned FPS, according to a preset algorithm (meaning that you do not control the
distribution of the FPS to the DSPs).

NOTES:

If the FPS configuration is set to Auto FPS, the FPS obtained for a camera may be different to that which
was specified in a specific window (see above examples).

In the Recording Management window, the camera assignment to DSPs is cyclic, meaning camera 1 goes
to DSP 1, camera 2 to DSP 2, camera 3 to DSP 3, and so on.

Example

If the selected site is 120 FPS, there will be 4 DSPs and each one will have 30 FPS. The cameras will be
distributed evenly between the DSPs.

To select automatic FPS configuration:

1. From the ViconNet Main window, click ﬁ The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the Kollector for which you want to configure automatic recording and click m The
System Settings window is displayed, as shown on page 55.

Auto/Manual EHS

3. Click . The Auto/Manual FPS window is displayed.
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4, Select the Auto FPS checkbox.

5. Click OK.

Manual FPS

If you do not want to distribute the FPS equally between the DSPs and the cameras (using the default
algorithm), you can manually set the FPS configuration. In manual FPS configuration, the cameras are
assigned FPS per compression DSP, meaning that you set each camera to a specific DSP, with the
required FPS (up to the maximum available for each DSP).

Example

If a system has four DSPs and eight cameras and has Auto FPS is selected, the camera distribution will be
cameras 1 and 5 to DSP1, cameras 2 and 6 to DSP2, cameras 3 and 7 to DSP 3 and cameras 4 and 8 to
DSP 4. When Manual FPS is selected, if DSPs 1 and 2 do not have enough FPS available, the user can
change cameras assignment. In this way, FPS can be more evenly distributed so that the number of FPS is
not cut and the number of FPS requested in recording management can be implemented.

To select manual FPS configuration:

1. Follow steps 1-3 in the procedure To select automatic FPS configuration, above.
2. Select the Manual FPS checkbox. The list of cameras is enabled.

3. One by one, select the required DSP and FPS for each camera.

4. Click OK. The following message is displayed, warning that the changes will take effect once the
application is restarted.

Auto/Manual FPS

The application on site KForcelemo 73" will be restarted for the new settings to take effect [if cameraz are active).
Do pou want to zave settings and restart the application now’?

5. Click OK. The manual settings are saved and the manual FPS set here, in the Auto/Manual FPS
window, overrides all FPS settings in other windows.

NOTES:

If the settings in the Auto/Manual FPS window are changed, ALL recording and live video are performed
with the new settings.

If low bandwidth is selected in the site, and manual FPS is also selected, the FPS will not be higher (as it
would with low bandwidth and Auto FPS). The FPS will remain the same as with normal bandwidth,
meaning, in this case, low bandwidth will only reduce the bps (bits per second).
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Using the Recording Verification System (RVS)

Automatic recording and scheduled macros are two of the ViconNet application's most important features.
The RVS mechanism ensures continuous recording by notifying users of any recording errors. It monitors
automatic recording activity (audio and video) at all times, both locally and over the network. This function
has been combined into the CFN function since version 7 and higher; the button is grayed out (not

functional) on the System Settings.

Note: The VWS-SW does not record, but it can monitor other devices on the system.
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Creating Macros

The ViconNet system enables you to create macros, which are sets of instructions that are made up of
user-defined commands that the system executes either automatically or manually in the specific defined
order. The commands in each macro give instructions to the system about which devices will perform
specific tasks, for how long and in what order. In addition, you can configure macros for each Workstation
independent of the other sites in the system, according to your requirements.

Note: The VWS-SW and VWS-PC cannot use the Record and Display or Record functions of a macro.

There are two types of macros:

e Regular macros: which are comprised of a series of instructions as described in the section Creating
Regular Macros, below.

e Matrix macros: which are comprised of a series of instructions for defining which cameras are to be
displayed on each of the four analog outputs. More details are provided in the section Creating Matrix
Macros, page 134.

For information about the scheduling of macros, refer to the Creating Schedules section, page 176.

Creating Regular Macros

Creating macros consists of configuring various settings for each command in a macro, such as:
e Cameras and microphones to record/display.
e Duration of each command in the macro.

e Recording location.

e Picture quality (resolution).

e Refresh (display) mode.

e Frames per second rate.

¢ Related devices.

e Sending alarms.

e Activating remote macros.

e Sending emails.

e Sending text messages.

NOTE: Matrix macros have limited configuration options, see section To create a matrix macro, page 134.
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After you create a macro, you can configure the system to activate the macro in the defined order by:
e The alarm setup links, as described in Defining Alarm Setup Links, page 144 (automatic).

e A user-defined time schedule, as described in Creating Schedules, page 176 (automatic).

e Manual selection, as described in Chapter 7, Managing Macros and Schedules.

You can also modify or delete an existing macro, if required. (For more details, refer to step 16 in the To
create a macro procedure, below.)

To create a macro:

1. From the ViconNet Main window, click @ The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the site name for which you want to configure a macro and click m The System
Settings window is displayed, as shown on page 55.

Macro Editor

3. Click . The Macro Editor window is displayed.

Macro Editor
Site Name: KFORCEDEMO-V673 1P Address: 65.74.63.85

Macio Name Macra Description Macro Type |
achivity alarm Fegular
Birdcam Birdcam Fegular
Motion alarm cam5 Regular
Remate display alarm Regular
= e
sury hd record Reaular

NOTE: Initially, the top portion of the Macro Editor window is blank. If macros have been defined
previously, they will appear in the list.
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4. Click . The Macro Editor window changes and displays the Macro area in the
middle of the window. This section of the window is where you define the sequence of commands for

each macro.
% Macro Editor
Site Name: KFORCEDEMO-VETY [P Address: 65.74.62.85

C ' [ it [ Rarstoe——
Do [ RS

Erdcas Hegda
Freguls m
P L
g - —

Feads

Macro Name User Name. fadrm Usen Pricriy ]!

-

command will be nsedted bast

5. Inthe Macro Name field, enter a logical name for the macro, for example, Front Entrance External
Cameras or Emergency — All Cameras Recording.

NOTE: The User Name is displayed automatically according to your log in information.

6. (Optional) In the Description field, enter a brief textual description of the macro.

7. Add the first command by selecting the required command type, as follows:

e Record & Display: Simultaneously records and displays live video/audio from the selected
camera/microphone. This function is disabled when using a VWS-SW/VWS-PC.

e Record: Only records live video/audio from the selected camera/microphone. This function is
disabled when using a VWS-SW/VWS-PC.

e Display: Only displays live video/audio from the selected camera/microphone.
e Pause: Pauses all recording and displaying actions between operations.
e Relay: Activates the selected relay.

e Send Alarm: Automatically forwards alarm events to the destination site you specify. This causes
an alarm notification message to be displayed on the destination site.

e Remote Macro: Automatically executes the selected macro on the destination site you specify.
e Send Email;: Automatically sends an email to the Email address you specify.

e Send Text Message: Automatically sends a text message to the telephone number you specify.

e Play Sound: Automatically send a .wav audio file.

e Run Application: Automatically launch an .exe/batch file; a second file cannot run until the first is
finished.
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NOTES:

If you select the Record & Display option, then the selected device records and displays live
video/audio simultaneously. If you select the other command types, then the macro runs in the
sequence of commands that you define.

Record operations are available both locally and remotely, but display operations are always local.

If a macro is running display operations (manual, scheduler, or alarm-initiation) all functions in the

ViconNet Main window are disabled, except for the Stop Macro, Schedule/Macro, exit and

minimize IE. buttons.

If a macro is performing any other operations, all functions in the ViconNet Main window remain
operational.

The Send Test Message and Send e-mail options are only enabled if these options are checked in the
Email and Texting Settings window.

As you select a command type, the bottom portion of the Macro Editor window changes and displays
the settings relevant for the type of command that you selected.

The steps that follow provide an example for the Record & Display settings. For details about all the
settings for all the macro commands available, see the Macro Commands section on page 132:

Record & Display
Duration rPTZ
Push to msest Related Devices 00.00.00 = Frese: | =
DR select a device : ™" Unlimited [arly for last command] Auiziliany: I ]'
5@ E;nzget : Quality | W |
‘g KForce-Demo
i U_J e Fiame | Field | CIF | HCIF T
Sopd MATN-ENTRNCE = — S
E‘J MP-962 4 . |KFDrce—DemD j
u;g A IR LT Lowbandwidth = PFictures are displayed i
g SHO-NE-CORNER e —EPS the local wiork station
— o T = = 2 " "

NOTE: All displayed settings for each command type are mandatory.

8. EITHER:

Furth 10wt Fedated Deveen

Select to include the related devices that you defined for
the device during alarm setup (refer to Defining Alarm Setup Links, page 144, for additional details),

-OR-

Select the required transmitter in the list to view its available devices (yellow icon = active;
gray icon = disabled). Note that there is a Search function available that can quickly sort through the list
of devices to locate the device you want to select.
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Then select one or more required devices from the list. After selection, the device names and icons
appear highlighted :

9. Inthe Duration field, use the up/down arrows to select the duration of the command (in HH:MM:SS
format),

-OR-

Select the required time segment and type in the required value using the keyboard.

NOTE: The duration is set for the entire operation and not per device.

10. Configure the Quality (picture quality), Mode (refresh mode) and FPS (frames per second) settings for
the selected device, as follows:

Quality
Frame | Field | CIF | HCIF

™ Low bandwidth =

. b [Mex crvmilatie =

Option Description

- Mode

Homal

Quality The picture quality that you select determines the resolution at which the video
images are recorded when the macro is activated. Select the required picture
quality from the range of one to eight, where:

e 1 = best picture quality, but slowest data transmission.
e 8 =least clear picture quality, but fastest data transmission.

NOTE: When different recording options are requested concurrently,
the recorded picture quality that applies is determined
according to prioritization settings in the Picture Quality and
FPS Priority window in the camera's source site.

Low Selecting low bandwidth raises compression. When the compression is higher,
Bandwidth  the quantity of data (kB) is lower and in this case, smaller frames are
transmitted, allowing more frames per second (FPS) are sent over the network.

Mode The refresh mode determines the rate that the frames are refreshed when the
macro is activated. Select the required refresh mode, as follows:
e Normal: Records/displays only changes within the frames.
e Full: Records/displays full frames of the live video images.
FPS The FPS determines the rate at which the video segments are recorded. Select
the required frames per second, as follows:
e Max: Sets the frames per second (FPS) rate to the maximum available from
the system.
e Custom: Enables you to set a custom FPS rate (1-30 for NTSC or 1-25 for
PAL).

NOTE: When different recording options are requested concurrently,
the recorded FPS that applies is determined according to
prioritization, as configured in the Picture Quality and FPS
Priority window in the camera’s source site.
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NOTE: For additional details about picture quality and refresh mode in recording vs. playback, refer to
the About Picture Quality and Refresh Mode section in Chapter 2, Getting to Know ViconNet.

11. Configure the PTZ, Preset, Expanded Display Mode and Destination settings for the selected device,
as follows:

e Preset: The Preset dropdown list enables operation of a preset for the currently selected PTZ
camera. The presets, representing fixed location-and-zoom points in the video display, must first be
defined as described in Operating a PTZ Camera in Chapter 4, Viewing and Listening to Live
Video/Audio. Then, when a preset is selected (for example, presetl), the macro automatically
moves the camera to the view area indicated by the preset.

e Expanded Display Mode: Select this checkbox to expand the current screen display to fit the
entire screen (including the Site List).

e Destination Storage: Select the local or remote transmitter (storage location) to which you want to
record the live video/audio when the macro is activated.

| NOTE: The Expanded Display Mode checkbox is set for the entire operation and not per device.

12. Click m The Macro Editor window displays the settings of the first command that you defined
in the macro script area of the window.

Macro -
[ s0mmands__ tacro Name: | User Mame: |admin User Priority:|1 - =
Hecord'& Display e
= Description: |

Hecord

wrere—— Becord Duration: 071:00:00 . i

Display Source: KForceDemo-¥Y673 Cam: 05 - Camera 5 Momnal -2 FPS:Mas.. Storage: KForceDema-.. Add device

Display Duration: 071:00:00 .

Source: KForceDemo-¥673 Cam: 06 - Camera 6 MNormal -2 FPS:Max...

Send Alarm Delete

Hemote Macro

S:nd e-mail

Send Text Mezzage

Watix
" Play Sound
RBun Application

Eancel

Note: A new command will be inserted last

| NOTE: The Add device, Edit, and Delete options also become enabled at this point.

13. (Optional) To add another device to the same command, click . The relevant settings are
displayed in the bottom of the window, as shown on page 128.

e Select an additional device from the list and configure its settings, as described in steps 8 to 12.
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14. (Optional) To add a new command to the macro script area, select the required command type and
configure the command settings, as described in steps 7 to 12.

The following example shows a single command (Record & Display operations) that has been defined
for the macro, with five cameras selected.

-Macro

Macra Name: | Izer Mame: |ac|min User Priu:-rity:l'I j

Addidevice

Hecord & Drsplay e
Description: I
Hecord

Becord & Display Du 0
Source: KForceDemo-¥673 Cam: - Camera
Source: KForceDemo-¥E673 Cam: - Camera
Source: KForceDemo-¥673 Cam: - Camera
Source: KForceDemo-¥673 Cam: - Camera
Source: KForceDemo-¥673 Cam: - Camera 1

Drsplay

‘Pause

Helay
Send Alarm

Hemote Macro

Cancel

Flay Sound

Hun Application

Hnte- A new command will he inzerted ahnve the conentle zelected ane Ta insert the command lazt nreszs the znarce har or an a hlank row

NOTES:

The location of each new command is above the highlighted command. In order to add the command to
the bottom, you must cancel the highlighting (by clicking once in the blank area of the macro script
area) before clicking Apply.

To edit a command line in the macro script area, select it and click Edit. Then modify the displayed
settings and click Apply. Double-clicking on the command also opens the editing panel at the bottom of
the window. For the Record, Display and Record & Display commands, if the command line is
selected, only the Duration and Expanded Display Mode fields can be updated. If a single device
under the Record, Display or Record & Display command is selected for editing, all the settings
relevant to that command are displayed, as described in the above procedure and in the Macro
Commands section on page 132.

To delete a command line from the macro script area, select it and click Delete.

When you have defined all the commands for the macro, click m The macro is saved and the
new macro name and description are displayed in the list at the top of the Macro Editor window.

Macro Editor

Site Name: KFORCEDEMO-VE73  IP Address: 69.74.63.85

Macra Name i acro Description Macra Type
i o e e e
Birdcam Birdcam Regular
tdotion alaim camB Fegular m
Fiemote dizplay alam Fegular
sury hd record Reaular
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15. To define additional macros, repeat steps 4 to 15, as required.

NOTES:

To edit a macro in the list, select it and click Edit Macro. Then edit the macro settings, as described in
the previous steps in this procedure.

To delete a macro from the list, select it and click Delete Macro.

If you change the macro name during editing, you are asked if wish to create another macro in addition
to the first one. (This is similar to the Save As option in other applications.)

If the system reboots while a macro is running or due to run, on startup the macro is resumed from the
place it stopped (if it is still within its defined time limits).

16. Click to close the Macro Editor window. The System Setting window is
redisplayed.

All macros that you define(d) are available during alarm setup, as described in the following sections:
e Defining Alarm Setup Links, page 144.

e Creating Schedules, page 173 (via the Scheduler Settings window).

e Manual macro selection, as described in Chapter 7, Managing Macros and Schedules.
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Macro Commands

The following is a list of the commands (actions) available to be triggered by a macro, including a
description of the settings to be configured for each command:

Command

Setting

Description

Record & Display

For more details
about the Record

Select devices -OR-
Click Push to insert
Related Devices

The devices to record and display. For more details, see step 8
above.

For more details
about the Record
command
settings, see the
above procedure.

Click Push to insert
related devices

Duration

Quality
Low bandwidth

Mode
FPS
PTZ

Destination Storage

& Display Duration Select the duration for which recording and displaying should be
command performed.
settings, see the . . .
- alit The picture quality (1-8).
preceding Quality p quality (1-8)
procedure. Low bandwidth Low/regular bandwidth: The compression level and number of FPS
are affected by this setting.
Mode The refresh mode (Normal/Full).
FPS Frames Per Second: The rate at which the video is recorded.
PTZ Presets and auxiliary for a PTZ camera.
All presets (created in the PTZ control of a specific camera) are
available via a macro. The Preset number represents a fixed location
and zoom point in the video display, meaning a specific location to
which the camera will point. The Auxiliary number indicates the
camera mode required for its own setup/calibration.
In both cases the user defines a Preset and/or Auxiliary number.
Expanded Display Expands the current video display to fit the entire screen.
Mode
Destination Storage Selects the transmitter (storage location) to which to record the live
video/audio when the macro is activated.
Record Select devices -OR- The devices to record and display. For more details, see step 8

above.

Select the duration for which recording and displaying should be
performed.

The picture quality (1-8).

Low/regular bandwidth: The compression level and number of FPS
are affected by this setting.

The refresh mode (Normal/Full).

Frames Per Second: The rate at which the video is recorded.
Select presets and auxiliary for a PTZ camera.

(For more details, see the PTZ description on page 132 above.)

Select the storage location to which to record the live video/audio
when the macro is activated.
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Command

Setting

Description

Display

For more details
about the Display
command
settings, see the
above procedure

Select devices

Duration

Quality
Low bandwidth

Mode
FPS
PTZ

Expanded Display
Mode

The devices to record and display. For more details, see step 8
above.

Select the duration for which recording and displaying should be
performed.

The picture quality (1-8).

Low/regular bandwidth: The compression level and number of FPS
are affected by this setting.

The refresh mode (Normal/Full).

Frames Per Second: The rate at which the video is recorded.

Select presets and auxiliary for a PTZ camera.
(For more details, see the PTZ description above.)

Expands the current video display to fit the entire screen.

Pause Duration The duration for which to pause.
Relay Select Devices Select a site and a relay on this site.
Action Select whether to turn the relay on, off or on for a specific duration
(milliseconds).
Send Alarm Destination The ViconNet site to which an alarm is to be sent.
Remote Macro Site/Macro Select a remote site (that will open) and then a macro to run on it.
Send e-mail Subject The subject of the e-mail to be sent.
Message The content of the e-mail message.
Name The name of the user to whom an email is to be sent.
E-mail address The e-mail address of the user to whom an email is to be sent.
Send Text Message The content of the text message.
Message Name The name of the user to whom a text message is to be sent.
Phone Number The telephone number of the cellular phone to which the text
message is to be sent.
Play Sound Browse for file

A .wav audio file that will play. Sound will be overridden if another
sound command was executed.

Run Application

Application Path

An .exe or batch (.bat) file that will launch. Attempting to run a second
exe/bat file while one is already running, will fail!

NOTES:

For the Record, Display and Record & Display commands, the duration and Expanded Display Mode
values are set for the entire operation and not per device.

For the Send e-mail and Send Text Message commands, multiple recipients can be added by entering
each name and e-mail address/phone number and clicking Add. Recipients can be removed by selecting
the recipient in the list and clicking Remove.
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Creating Matrix Macros

The Kollector Force rear panel has four outputs that enable four digital streams to be converted back to
analog. Analog monitors or TVs can view these four outputs. The purpose of the matrix macro is to enable
configuration of a specific camera to a specific output (of these four outputs), so that the camera output
displayed can be changed every few minutes. For example, you can select that the analog monitors will first
display the output from cameras 1 to 4, and after a few minutes, change the display on the analog monitors
to cameras 5 to 8.

NOTES:
This feature is only available for all Kollector Forces that have the optional matrix rear panel.

Matrix macros can only be created by directly accessing the System Settings window of the Kollector
devices, not via that of the Workstation.

To create a matrix macro:

1. From the ViconNet Main window, click | The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the Kollector for which you want to configure a macro and click m The System
Settings window is displayed, as shown on page as shown on page 55.

Macro Editor

3. Click . The Macro Editor window is displayed.

4. Click . The Macro Editor window changes and displays the Macro area in the
middle of the window.

Macro Mame: ]| User Mame: admln | User Priorilj.l:j1 =

Description: ]

Add device

Edit

Delete

Eancel

Run .Application

5. Inthe Macro Name field, enter a logical name for the macro, for example, Front Entrance External
Cameras or Emergency — All Cameras Recording.

NOTE: The User Name is displayed automatically according to your log in information.
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6. (Optional) In the Description field, enter a brief textual description of the macro.

7. Enter the macro commands. The commands available for matrix macros are Pause and Matrix.

Pause: In the case where several matrix commands are configured, Pause enables you to set the
amount of time the first command will run before the second matrix command takes over.

Example

In one matrix command, only four cameras can be configured. If you want more than four cameras
to be displayed on the analog outputs, you can configure the matrix macro so that every X minutes
another four cameras are displayed. To do this, you must configure several matrix commands, each
time with four other cameras, but between the matrix commands, you set pause commands with a
duration of X minutes.

NOTE: In a macro with only one matrix command (up to four cameras), there is no need for a
pause command because once the matrix macro is running, the cameras will be displayed
on the analog monitors until the macro is stopped manually.

Matrix: Displays the site list (bottom left) and four output dropdown boxes (monitors). From the output
boxes, select which camera goes to which output.

7.1 To define which camera display connects to which output, click Matrix.

7.2 Select the camera to be displayed on each analog output from the dropdown boxes in the bottom

panel and click Apply.

7.3 To define the duration of the recording click Pause.

7.4 To set other cameras to connect to the four analog outputs after the pause, repeat steps 7.1 to 7.3.

Matrix
E@ ViconMet
‘gl KForceDemo-VE73 Output 1 ’—L|
Output 2 ’—L|
Output 3 ,—L|
Output 4 ,—L|

8. To apply the changes, click Apply.

9. To save the changes, click Save.

The matrix macro can be run manually from here, or scheduled from the scheduler (see section Creating

Schedules, page 173.

NOTE: The Matrix macro is also referred to as the Switcher macro.
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Activating Relays in Macros

The Kollector Force rear panel has sixteen relay outputs that can be toggled between the states Open (Off)

and Closed (On), or Momentarily enabled for a set duration. On system start up, the relay state is Normally
Opened (NO).

These relays can be used to drive indicators and alarm enunciators and to enable or disable devices. Within
a macro, any number of relays can be activated between as many states as desired. The relay can be
directly connected to a switching load with maximum ratings of 60 VAC or DC at 1.0 Amp current.

To activate arelay in a macro:

1. Follow steps 1 to 6 of the To create a macro procedure.

OR
Select a macro from the list at the top of the Macro Editor window and click Edit Macro.

2. To configure a relay function in the macro, click the Relay button. The relay configuration options are
displayed at the bottom of the window.

Relay

Achi
E--@ ViconMet itk

g4 KForceDemo-V673

B_,J Kollector-0000
& 0On
" Oif

" Momentarily Diuration [rs]: | 500
v

3. Select On (Closed), Off (Open) or Momentarily (configurable between 500 and 2500ms).

4. Click Apply.
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Defining Email and Texting

The Email And Texting Settings window enables you to configure your ViconNet system to enable you to
select to trigger the sending of emails and text messages via a macro. The email and text message
recipients and content are defined in the Macro Editor window. For more details about setting up macros,
see the Creating Macros section on page 124.

To configure email and texting settings:

1. From the ViconNet Main window, click @ The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select your local Workstation and click . The System Settings window is displayed, as
shown on page 55.

to display the Email And Texting Settings window.

Email And Texting Settings
Site Name: KForceDemo-V673 IP Address: 69.74.63.85

Email Settings

Texting Settings

[ Use Email [ Use Texting

SMTP Server Information Modem Settings
SMTP Server | CoM:  [comi -
Address:

Fart : |25

Sender Information

-

Uszer Credentials

Idzer Hame: |

Password |

Sender Emnail: |

4. Set your Email Settings:
e Use Email: Select/deselect to activate/deactivate the Email option in the Macro Editor window.

e Set the SMTP Server Information, as follows (your system administrator can provide you with this
information):

e SMTP Server Address: Enter your SMTP server address.

e Port: Enter the SMTP server port number.
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5. Setthe Sender Information (your system administrator can provide you with this information):
e Select/deselect My SMTP server requires authentication, as required.

e Set your User Credentials:
e User Name: Enter your email account user name.

e Password: Enter your email account password.
e Sender Email: Enter your email address.
6. Setthe Texting Settings:
e Use Texting: Select/deselect to activate/deactivate the texting option in the Macro Editor window.

e Set the Modem Settings (your system administrator can provide you with this information):

e COM: Select your modem COM port.

7. Click OK.
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Setting Video and Audio Priority

This section describes how to define the video settings that are used when different recording functions are
requested concurrently for the same camera. The procedure for changing the rate of audio sampling from
the higher quality 16 kHz (default) to 8 kHz is also described.

NOTE: This feature is only available if you select a Kollector from the Setup Site Selection window. If you
select the local Workstation, Setting Video and Audio Priority is disabled.

Picture Quality and FPS Priority

The recording procedures, described in various sections of this chapter (Manual Recording, Recording
Management, Macro Creation and Pre/Post-Alarm Configuration), each include picture quality and FPS
settings that should apply when those options are executed.

A problem arises when two or more recording options are executed concurrently on the same cameras -
which function's settings should be used for the recording? In this case, the setting that should be utilized
can be determined in two ways:

e Highest setting value: The highest of all the setting values used by the applicable recording options is
utilized (default method). For example, for picture quality purposes - if Pre/Post alarms uses quality 8,
Recording Management uses quality 1 and both functions are executed concurrently, quality 1 is used
for this recording.

NOTE: If the Highest Requested Quality/FPS is not selected, the recording FPS and quality are
determined by a combination of the setup in the Quality and FPS Priority window and the
User/Macro priority.

-OR-

e Highest priority rank: The setting value used by the recording option having the highest priority rank is
utilized. For example, for picture quality purposes, you can set Pre/Post alarms with priority 1 and
Recording Management with priority 2. Then, if both functions are executed concurrently, the Pre/Post
alarms quality setting is used for this recording.

(The Highest priority rank criteria selection actually includes three priority levels, enabling you to
prioritize between all the recording functions - see step 4 in the procedure below.)

| NOTE: The Priority is set up between different functions of the system, NOT between users or macros.
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To define picture quality and FPS priorities:

1. From the ViconNet Main window, click “ The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the site name (not a Workstation) for which you want to define priorities and click .
The System Settings window is displayed, as shown on page 55.

Ercture Wuality andEES

Friority

3. Click . The Quality and FPS Priority window is displayed.

Quality and FPS Priority

Site Name: KForceDemo-V673 IP Address: 69.74.63.85

Setz the priority for camera Ouality and FPS between the ditterent transmitter functions.

[Pricrity between Users or Macros iz zet in the User priority zetup)

— Picture Quality — Frames Per Second [FP5]
¥ Highest Fequested Qualiy ¥ Highest Fequested FPS
Highest  Lowest Highest  Lowest

Uszer / Macro e Uszer / Macro m
AutoR ecord m AutoRecord

Frealarm Prealarm

Audio Fate Priority - KHz: I v! ¥ The reply ta another site's request ta become
Frimary iz alwaps yez, if not chozen othenwize

b the uzer.

[~ User always becomes Primary over & iunning macro.

Mote: User has prionity over macro - If a macio iz Primary and a user requests the same device, the uzer wil

automaticaly become Primary.
-

4. Inthe Picture Quality area:
e Select the method for determining Picture Quality setting precedence:
e To always use the highest setting value, select the Highest Requested Quality checkbox
(selected by default) and continue to step 6.
e To use a priority ranking as the selection criteria, leave the Highest Requested Quality
checkbox unselected.
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7.

Enter priorities for each function, as required:

e Select the "1" cell of the function that should have highest priority. (Its Picture Quality setting
should always be used if any other recording function is executed concurrently.) Note that as
you select a cell, the other cells' priorities are automatically renumbered, since only one
function at a time can have the same priority.

Highest  Lowest Highest  Lowest
Uszer / Macio Uszer / Macio i i i
AutoRecord 1T 273 AutoFecaord T
Frealarm vt Frealarm il o)

e Select the "2" cell of the function which should have second priority. (Unless the "1" function is
executed concurrently with it, the "2" function's setting should always be used.) The remaining
function is then automatically set as "3".

NOTE: The priority cells in an area are enabled only when the area's Highest Requested Quality

checkbox is unselected.

In the Frames Per Second (FPS) area, make the required selections regarding FPS setting
precedence and priorities, in the same way as described in step 4.

To enable the user to manage the camera on which macros are running, meaning, to allow the user to
take over as the primary user of the camera select User always become Primary over a running
macro (default = unchecked).

Click OK to save the selections.

NOTE: When a camera is selected to record at 3N and at 3F simultaneously, it will record at 3N, meaning

that Normal mode takes priority over Full mode when the resolution is the same number.

User/Macro Priority

Two users/macros can work or run on the ViconNet system at the same time. The following rules are
implemented to define which user/macro will have the priority to define, for example, system behavior or

settings, in each conflicting situation.

Macro vs. User

If a macro is running and activates a camera before a user, the macro becomes the primary user of that

camera. A user may need to make certain changes to that camera and therefore needs to be the primary
user. (For example, a secondary user cannot change PTZ, picture settings, quality or FPS). Selecting the
option User always become Primary over arunning macro (default = unchecked) enables the user to
manage the camera on which macros are running, by allowing the user to take over as the primary user of

the camera.
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NOTE:
This feature does not relate to whether the user priority is higher or lower than the macrao’s priority.

The last macro to start takes over the PTZ presets, regardless of its priority.

If the User always become Primary over a running macro option is unselected and the user priority is
lower than the priority of the macro, then the user cannot take over as primary under any circumstances.

User vs. Macro

A macro can get primary status from the user only if the user has the lower priority.

NOTE: User priority configuration is irrelevant if Highest Requested Quality is selected.

Example

If the user is the primary user and the macro is due to start with secondary status, it will take the primary
status from the user automatically ONLY if it (the macro) has higher priority. If the macro has lower priority,
it will run all commands, except those that only the primary user can control, such as PTZ preset, FPS and
quality.

NOTE: If the Highest Requested Quality is selected in the Quality and FPS Priority window in the source
of the camera and the macro has the highest FPS and quality, the FPS and quality WILL be
controlled by the macro.

Macro vs. Macro
If one macro has higher priority than another macro, it will take control.

If a user and a macro, a macro and another macro, or a user and another user, have the same priority, the
priority is determined on a "first come first served" basis.

NOTE: The last macro to start takes over the PTZ presets, regardless of its priority.
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Configuring Alarm Events

An alarm event is an action or condition that is configured to trigger a physical alarm in the system when the
action or condition occurs.

The ViconNet system enables you to configure alarm events by:

e Defining Alarm Setup Links, page 144, which consists of linking a macro to a specific device and a
specific alarm event. In this case, when the preconfigured alarm conditions are met, the system
automatically runs the linked macro, which gives instructions to the system about which devices to
activate, for how long and so on.

e Setting Pre/Post Alarms, page 157, which consists of configuring what devices the system will
activate before and/or after an alarm event occurs. This includes configuring settings such as the
recording duration, video quality and so on. (This function is disabled in the Workstation.)

Alarms can be activated from various sources, including:

e Sensors: Each sensor is configured to be associated with a specific alarm type, such as smoke, fire,
motion detection, perimeter intrusion, window intrusion, door intrusion and so on.

e Video Loss: A loss of video signal to the devices, for example by means of a disconnected video
connection.

e VMD - Video Motion Detection: Activity detected in a preconfigured area of the premises where
activity is cause for concern.

e Video Analytics: Activity detected using ViconNet video intelligence that provides various types of
video analytic data detection.

e Serial Connection or Network Connection Message: Integrated module alarm notification.

NOTE: The Serial Connection or Network Connection Message feature will be functional in future versions.

In order to activate a macro via an alarm, the source device must be linked in the system to the macro that
will run when the alarm conditions are met. When an alarm is activated, a notification is sent to the local
station and the relevant macro linked to that alarm is executed.
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By default, alarms are displayed as a popup window in the bottom-left corner, on top of your current
window. You can drag the Alarm window to anywhere on your screen and it remembers its last location the
next time it is opened. For more information about the Alarm window, see the Alarm Window section in
Chapter 2, Getting to Know ViconNet.
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Defining Alarm Setup Links

The ViconNet system enables you to define the alarm setup for each device in the system. The alarm setup
instructs the system how to react in the case of an alarm event on a specific device, which can include:

e Displaying the Alarm window. This happens automatically on the local station for every type of alarm

event. (Refer to Chapter 2, Getting to Know ViconNet, for additional details about the Alarm window.)

e Initiating any defined pre/post alarms. (Refer to Setting Pre/Post alarms, page 157, for additional
details.)

e Executing any linked macro. In this case, you can configure the alarm conditions that will cause the
macro to run on the device if the alarm conditions are met during a specific time period. (Refer to
Creating Macros, page 124, for additional details).

Important: If a device is removed from the list of alarm setup links, you will not receive automatic
notification from the system that the alarm event has occurred.

NOTE:
When a macro is running as a result of an alarm event, the following is applicable:

e If the macro is running display operations (manual, scheduler, or alarm-initiation) all functions in the

ViconNet Main window are disabled, except for the Stop Macro, Schedule/Macro and exit
buttons.

e If the macro is performing any other operations, all functions in the ViconNet Main window remain
operational.
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To define alarm setup links:

1. From the ViconNet Main window, click m The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the site name for which you want to define alarm setup links and click m The System
Settings window is displayed, as shown on page as shown on page 55.

3. Click . The Active Detectors & Associated Macros window is displayed, showing the
default alarm setup links and previously defined alarm setup links, if any.

If a Workstation was selected that has the ability to receive alarms, one external alarm can be
configured; the default state is disabled (Off). If enabled, when other sites send alarms to the
Workstation, it can trigger the macros linked to the external alarm. A choice of video analytic alarms can
also be configured from the Workstation.

Configuration of alarms on other sites (not Workstations) performed remotely via the Workstation,
function as described below.
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For the Kollector, the default alarm setup links consist of 16 cameras with alarm type Video Loss and
16 sensors with alarm type Intrusion.

Active Detectors & Assodated Macros
Site Name: KFORCEDEMO-V673 IP Address: 69.74.63.85

 Display Settings
" Always display alarm dislog ¢ Display alarm message for |5 Seconds - & Don't display alarms I | Flay &larm Siten [~ Save alarm as bookmark

Setup new detector or edit one from the list

Detectar N i Alaim T Macro N Switcher Macro N P
etector Mame | . arm Type acro Mame | witcher Macro Mame TS

O Sensor 1 Intrusion

gtamera'l Video Loss E R,
EHCamera 2 Video Loss .

EACamera 3 Wideo Loss el
EACamera 4 Wideo Loss

CHCamera 5 Wideo Loss T R
EACamera 6 Wideo Loss Loz s
EACamera 7 Wideo Loss
EHCamera B Video Loss e S O

- elete:
EHCamera 9 Wideo Loss All Detectors
EACamera 10 Wideo Loss

gEamera n Video Loss i
EACamera 12 Wideo Loss Show Details
EACamera 13 Wideo Loss

EHCamera 14 Video Logs

“ —

NOTES:

Instructional notes appear in all the alarm setup windows to assist you in defining the alarm setup links.

Switcher Macro = Matrix Macro.

4. Select the alarm Display Settings, as follows:

e Always display alarm dialog: The Alarm window is displayed indefinitely, until you close it. The
default position is in the bottom left-corner.

e Display alarm message for ...... seconds: The Alarm window is displayed for the amount of time
selected in the dropdown list box.

e Don't display alarms: The Alarm window is not displayed.

e Play Alarm Siren: Upon the occurrence of an alarm, a siren is sounded.
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Add [etecion

5. Click . The first step of the Alarm Setup Wizard window is displayed, where you select the
detector for which you want to set up an alarm link. When setting up a Workstation, External Alarm or
Video Analytics Alarm can be selected. In a case where dry contact sensors are connected, they will
also be allowed. (The Active Detectors and Associated Macros window Edit Detector button enables
you to modify already defined alarms.)

Alarm Setup Wizard
Site Mame: VICOM-PC IP Address: 69.74.63.71

Select the detector to be activated

5% Euternal Alarm Dietector Mame:
B Video dnalytics Alam

Detectar Type:

6. From the displayed list, select the required detector. The name and type of the selected device is
displayed automatically in the Detector Name and Detector Type fields, as well as a device-specific
alarm link description (if an alarm link is already defined).

NOTE: The detector type is based on the physical type of device.

NOTES:
If you are configuring the External Alarm for a Workstation, skip directly to step 12.

The following window appears only when remotely configuring a remote site and is different when a sensor
or video analytics alarm is selected as a detector.

XX113-07-00 Rev 614 Workstation and NVR Configuring the ViconNet System e 147



7. Click m to proceed to the next step of the Alarm Setup Wizard.

Alarm Setup Wizard

Site Name: VICON-PC IP Address: 69.74.63.71

Select the detector to be activated

B Externial Alarm Detector Marne:
B Viden Analptics Alarm i

Detector Type:

If Sensor type was selected, select whether the sensor is to be Close or Open.

Alarm Setup Wizard

Site Name: KFORCEDEMO-V673 IP Address: 69.74.63.85

Device Mame:  Sensor 10 [Sensar]

Select the sensar normal state.

MNomal state:

" Close

" Dpen

8. Select the Camera Alarm Type, as follows:

e VMD - Video Motion Detection: Activates an alarm due to activity beyond specified sensitivities in
preconfigured regions of interest (ROIs) in the camera view area. (Refer to When Not to Use VMD,
page 157, for an important warning about using this option.)

e Video Loss: Activates an alarm due to the video signals being stopped by any means (for
example, a cut power line).

-OR-
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If you selected a sensor as the detector, select the Sensor Alarm Type (Intrusion, Motion Detector,
Smoke, Perimeter, Fire, or Other).

-OR-

If you selected a video analytics alarm as the detector, select the alarm type from the list. All Analytics
Alarms is the default setting. See display below. Note that to use Video Analytics, you must be
connected to the Nucleus and to a Video Analytics Engine, page 161.

Alarm Setup Wizard
Site Mame: VICON-PC IP Address: 69.74.63.71

Device Mame:  Wideo Analwticz Alam [Yideo Analptics Alarm)

Select Yideo Analytics Alarm Type.
To =et geveral alarm types for the same camera:;
1. Select the analytics alarmi type and finish the setup
2. Repeat the process far each analytics alarm bepe
3. Remember to use the Yideo Analutics Engine setting to set the analutics server.

Widen Analytics Alarm Type:

* Al Analytics Alarms " Group Standing " Mizzing Object
" Perzon moving in the area " Wehicle moving in the area  “water veszel
™ Person crozsing a line (™ Wehicle crossing a line ™ Mo Video

" Crowding (" Stopped Vehicle " Bad Quality

" Perzon Tailgating " Wehicle T ailgating ™ Videno Saturated
" Loitering ™ Wehicle Count Exceeded ™ Video Dark

" Grouping (" Abandoned Object £ Wideo Moisy

" Falling Person " Traffic Obstacle " Yideo Shaking
" Person Count Excesded " Aszzets Protection " Wideo Blocked

0. ciok I

e |If you selected Video Loss, or a sensor as the detector, continue to step 10, where you will define
the time schedule for the macro.

e |If you selected VMD - Video Motion Detection, continue to step 9, where you will define the
regions of interest (ROIs) on which the VMD mechanism will focus.

e If you selected Video Analytics, continue to step 12, where you will define the time schedule for
the macro.
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10. If you selected VMD - Video Motion Detection, the Select Alarm Region of Interest window is
displayed, which enables you to define the regions of interest (ROIs) for which VMD should trigger
alarms for the selected camera.

Alarm Setup Wizard

Site Name: KFORCEDEMO-V673 1P Address: 69.74.63.85

Device Mame:  Camera 10 [Camera)

ROI Definition:

Select the alarm Region of Interest.

Region of interest is created by marking blacks in the picture [Select one of the colars).
Only within the selected aress, will the Yideo Mation Detection generate an slam,

£ [Elear Al
/i Ei Grid
Selectors I/ Buttons
= il
: ‘
Tool Size x - r [1 Minirurn Murnber
Selectors L 2 - of Blocks
for the L 'uﬁ‘!; Block
Selected Tool L —1—Size
Control
S "
Il
T Sensitivi: | 0 |
Low
|| _Sens itivity
Control
T Momal
High

< oct W Nowt s

The window shows the Live view of the selected camera, with colored grid blocks over selected regions
of interest. If no settings were yet defined for this camera, colored grid blocks cover the entire picture,
indicating that the change detection that would trigger alarms applies to the entire camera view area.

You can focus the VMD on security-sensitive objects in the camera space by using the window
functions to vary the coverage of the colored grid blocks. (Only the segments covered by colored grid
blocks are considered for VMD purposes.)

For example, you can focus on windows or doors (as shown in the picture
opposite) to monitor opening/closing events.

The following options are provided:

Option Description

This button clears all the current colored (blue, red or yellow) grid blocks in the
view. You can then use the Pencil tool to define grid blocks for specific ROls
within the view surface.

Clear All

NOTE: The VMD does not function, unless ROIs are identified by
colored grid blocks.

This button marks colored grid blocks over the entire window surface,
meaning that VMD will apply to the entire camera view. You can then use the
Eraser tool to remove specific grid blocks.

Mark All

150 e Configuring the ViconNet System XX113-07-00 Rev 614 Workstation and NVR



Option Description

, é? When one of the Pencil tools is selected, the cursor becomes a pencil icon.

e You can define ROIs by clicking and dragging over the required view area
, segments, thereby drawing arrays of blue, red or yellow grid blocks (according
o to which pencil is selected).

gz | The Tool Size Selector area includes buttons for three pencil sizes.

According to the selected size, the cursor draws a small (single
block), medium (4-block) or large (16-block) width of grid blocks per

sweep.

I When the Eraser tool is selected, the cursor becomes an eraser icon. You
/ can erase ROI segments by clicking and dragging over selected grid blocks,
thereby erasing them.

2 | The Tool Size Selector area includes buttons for three eraser sizes.
According to the selected size, the cursor erases a small (single
block), medium (4-block) or large (16-block) width of grid blocks per

sweep.

The Block Control selector enables you to define how many blocks of the

Minirmurn Murmber

af Blocks: colored grid arrays must be simultaneously involved in the change before an
A alarm is triggered. For example:
L e 1 (the most sensitive setting) — indicates that an alarm should be

- triggered if a change is detected in even one block amongst all the
defined ROIs (that is, the alarm triggering is unlimited).
e 16 (the least sensitive setting) — indicates that the change must be
simultaneously detected in at least 16 blocks within the entire view area.
The blocks do not have to be contiguous.

NOTE: The selected minimum cannot exceed the total number of
blocks defined in ROIs.

The Sensitivity Control enables you to adjust the triggering sensitivity (by

Sensitivity: | 0
2 dragging the slider) between High (higher detection of changes) to Low
Lo (lower detection of changes).
NOTE: In general, a "normal" sensitivity should be selected. The
sl highest sensitivities may generate false alarms, while the
lowest may cause interesting events to be missed.
High

m The Show Grid button applies a gray planning grid to the parts of the window

where no ROIs (colored grid blocks) are defined. The gray grid is only for
purposes of viewing where ROIs may potentially be defined and does not
affect the change-detection process. When selected, the button changes into
a Hide Grid button by which the planning grid can be suppressed, making
only the "VMD-active" colored grid blocks visible.

"Hide Grid
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11. When you have finished defining grids and VMD sensitivity for the selected camera, click m

12. The Alarm Setup Wizard window is displayed, where you define the time schedule for the macro.

Alarm Setup Wizard
Site Name: VICON-PC IP Address: 69.74.63.71

Device Mame:  Video Analytics Alarm [Video Analytics Alarm)

Select up to three different time intervals and days in the week in which the detector will be active. For 24
hiours active time zet the zame time in both fisldz. For nonstop continuous active time alzo select each week
dayz, one row iz enough [Default]

Alarm Activity Time

Active From: | 4:34:38 PM == Tor | 43439 PM =

¥ Sun I Mon ¥ Tue W 'wed ¥ Thu W Fi ¥ Sat

Active From: | 43438 PM == Teo| 43433 PM =

[ Sun [ Mon [ Tue | ‘wWedl Thu [ Fn [ Sat

Active From: | 43438 PM == Too| 43433 PM —

[ Sun [ Mon [ Tue [ WwWed ! Thu I Fi [ Sat
Minirurn time between alarms: | 00:00 ==
13. (Optional) To cause the system to activate the macro only if the alarm conditions are met during a

specific time range on specific days (for example, during non-working hours on weekdays), define the
time period in the Alarm Activity Time area, as follows:

Option Description

Active From/To Select the start and end time for the time period (in HH:MM:SS format)
by:
e Selecting the required time segment and then using the up/down
arrows to scroll to the required value,
-OR-
e Selecting the required time segment and using the keyboard to type
in a numerical value.

Sun, Mon, Tue, Select the days of the week for the time period.
Wed, Thu, Fri, Sat

NOTE: The default is 7 days a week, 24 hours a day (from
midnight to midnight).

Minimum time Select how much time must pass after the first and subsequent alarms
between alarms before a new alarm will be generated (for any specific camera).

Up to three time-range-and-days definitions can be defined in the Alarm Activity Time area.
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The following example shows an alarm activity time scheduled:
e From 7:00 AM to 6:00 PM, on Monday to Friday, and
e From 12:00 AM to the following 12:00 AM (full 24 hours), on Saturday and Sunday.

— Alarm Activity Time

Active From: | 7:00:00 M == Ta | &:00:00 PM == | Same day

T Sun W Mon W Tue W wed M Thu W Fi [ Sat

Active From: [12:00:00 &AM == To [12.0000 M == | Next day

W Sun [T Mon T Tue T wed I Thu T Fi W Sat

Active From: [12:00:00 AM == Ta: [1z0000 M == | Next day

T Sun T Mon [T Tue T wed T Thu T Fi [ Sat

NOTE: If you are configuring a Workstation, skip directly to step 16.

14. Click m to proceed to the next step of the Alarm Setup Wizard where you can define the
related devices.

Alarm Setup Wizard

Site Name: KFORCEDEMO-V673  IP Address: 69.74.63.85

Device Mame:  Camera 10 [Camera)

Select the related devices pou want ta use far thiz deteckar.

“When the detector iz activated, the related devices will be recorded and/or displayed by a macra, and/or
recorded by predpozt alarm.

-Device List
Available Selected

£3 Camera 1
A Camera 2
A Camera 3
A Camera 4
EHACamera b
A Camera B

R Camera 7
A Camera 8
R Camera 9
A Camera 10
9 Carmera 11

lh‘*muvc L4
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15.

16.

(Optional) Select the required devices in the Available area and click - to add them to the

Selected area.

Selected

R Camera 6
CH Camera 10

NOTES:

You can remove a device from the Selected area by selecting it and then clicking Remove. The device
is redisplayed in the Available area.

The related devices that you select here will be included automatically when you use the Push to
Insert Related Devices option during macro creation. Refer to Creating Macros, page 124, for
additional details.

Click m to proceed to the next step of the Alarm Setup Wizard where you can select a macro or
a matrix macro (switcher macro) to link to the device. A list of macros currently defined in the system is
displayed.

Alarm Setup Wizard

Site Mame: VICOMN-PC IP Address: 69.74.63.71

Device Hame:  Video Analtics dlarm [Video Analtics dlarm)

Select a macra ta run when thiz detector iz activated
Y'ou can zelect one regular macro and one switcher macro.
To create a new macro, go to Macro Editor.

—Macro
[ I L

Description: |

Linked ta related devices: |

— Matrix

Marme: | NOME -]

Dezcription: |

Linked ta related devices: |
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NOTE: You cannot select a macro with an unlimited duration for an alarm setup. Upon selecting a
macro with an unlimited duration and clicking Finish, the following message is displayed:

Alarm Settings

Imposzible attach unlimited macro to alarm

A

Close

17. (Optional) From the list, select the macro to be activated by the system when the selected alarm
conditions are met on the specific device.

NOTES:

A macro can also be linked to related devices, if required, so that when the alarm conditions are met on
any of the configured devices, it automatically causes the system to run the macro on all the devices
related to the alarmed device.

At this point, you can also create a new macro (meaning, macros do not have to be pre-defined) or edit
an existing macro, by clicking the Macro Editor button. Refer to Creating Macros, page 124, for
detailed information about creating new macros.
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18. Click . The device's new alarm setup link is displayed in the list in the Active Detectors &
Associated Macros window.

Active Detectors & Assodiated Macros

Site Name: KFORCEDEMO-V673 [P Address: 69.74.63.85

Dizplay Settings
’7  Abways dizplay slarm dislog O Display alamn message for IS Seconds - & Don't display alamns ™| Blay &lam Siren ™ Sawve alam as bookmark

Setup new detector or edit one from the list

Detector Hame Y | Alarmn Type | tacro Name | Switcher Macro Mame |T
B Extemal Alarm External &larm
B Sensor 1 Intrugion :
(™ Camera | T e
g Camera 1 Activity Detection activity alarm
EHCamera 2 “ideo Loss
CRCamera 3 video Loss B .
EHCamera 4 “ideo Loss
EACamera 5§ Video Loss
EHCamera & Activity Detection ) ) ) )
ERCamera B Videa Loss Click Show Details to view detector details All Detectors
EHCamera & Activity Detection
CHACamera 7 Video Loss RO OFY ST PR
EAHCamera 7 Activity Detection zend Show [Fetans
EACamera 8 Yideo Loss
EHACamera 9 “ideo Loss
EACamera 10 Video Loss -
Detector: Camera 1 /
Detector Type: Video Loss
Minimum time between alarms: 01:00
Reqular Macro:

Description:
Switcher Macro:
Description:
Related Devices:
Activity Time:
From: 12:00:00 A To: 12:00:00 A Days: Sun Mon Tue ‘wWed Thu  Fi Sat

n Eance'

19. (Optional) Select the device name and click m to view its alarm setup link information in the

bottom of the window, as shown in the above example.

NOTES:

To edit a linked macro, select it from the list and click Edit Detector. The second Alarm Setup Wizard
window is displayed. Modify the displayed settings, as described in the procedure above.

To delete an alarm setup link from the list, select the appropriate device and click Delete Detector or
click Delete All Detectors, if required.

20. Click “ to exit the Active Detectors & Associated Macros window.
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When Not to Use VMD

To conserve valuable hard drive space, it is recommended that the VMD mechanism be used to trigger
recording only when motion occurs. On a very active camera, however, this can result in a constant stream
of alarms and endless recording. This unending alarm state creates an enormous log of thousands of
entries displayed on top of the application. As this log only overwrites after 24 hours and uses a great deal
of system resources, potential delays could occur when clicking in any of the application menus. Therefore,
unless there is a true need for alarm notification upon motion, using the VMD alarm is not recommended for
very active cameras.

Instead, it is preferable to use the recording trigger setup options provided in the Devices Settings window,
as described in step 6 of the To configure/modify a local camera procedure, page 67. When all cameras are
programmed to your satisfaction, you must set them up in Recording Management in order to begin
recording. Using this approach enables the Kollector/NVR to record video only when motion occurs within
the selected grid you programmed.

As the Kollector always record the time stamp, upon playback you will see the on-screen clock update
every second, even though the video does not refresh more than once every 20 seconds (when the device
takes a reference frame). For example, if you set a camera to record a clock and you mask out any motion
on the clock face itself (like the sweep secondhand on an analog clock, or the seconds display of a digital
clock), upon playback you will see the time stamp count every second, but the video of the clock will only
change every 20 seconds (the reference frame update). The time stamp that allows the recorder to show a
linear clock upon playback is a very small file and is considered negligible for hard drive usage. The
reference frame does not trigger recording; it writes one video frame to the hard drive and it does not show
up as a motion "hit" when doing a museum search.

Setting Pre/Post Alarms

NOTE: This feature can only be carried out by directly accessing the System Settings window of the
Kollector devices, not via that of the Workstation.

The ViconNet system enables you to set pre alarms and post alarms (on Kollectors only), which instruct the
system about what to do immediately before and after an alarm event occurs on any device in the system.
This enables you to know what happened at a specific site immediately before and/or after an alarm event.

Post alarms are, in effect, a type of macro, but are activated only by alarm events as opposed to, for
example, a user-defined time schedule.

Configuring pre alarm settings consists of determining the duration that devices record prior to the alarm
and the quality of the saved data. If you configure post alarm settings, then when an alarm event occurs,
the system immediately begins recording the configured devices according to the indicated post alarm
duration and other settings.

XX113-07-00 Rev 614 Workstation and NVR Configuring the ViconNet System e 157



To set pre/post alarms:

1. From the ViconNet Main window, click m The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the site (not a Workstation) for which you want to set pre/post alarms and click m The
System Settings window is displayed, as shown on page 55.

NOTE: You can set pre/post alarms only for a Kollector. Remote setup is only possible to a Kollector. |

Ere and Eozst Alarm

3. Click . The Pre/Post Alarm Settings window is displayed.

Pre/Post Alarm Settings
Site Name: KFORCEDEMO-V6E73 IP Address: 69.74.63.85

— Select devices for prefpost alarm
Available Selected

2 Camera 1
CH Camera 2
EH Camera 3
CH Camera 4

E=H Camera
CH Camera
EH Camera
CH Camera
EH Camera

w0 - oo

— General Settings

Recording Duration [mm:sg] ——— [ ¥ideo
Fre alarm: IDD:ED_—j | kax: 05:00 Cluality: |2 _|:j|
Post alarm: IDD:BDﬁ | Max: 10:00 RS |3|:| _|:j|
Mate: Actual duration may vary
— Mode
£ Save all prehpost alam cameras selected & Momal
Save only the detector's selected related
. devices  Ful

Maote: predpost alarm settings are relevant to local alarms only

NOTE: You have the option to set only pre alarms, only post alarms, or both, depending on your
requirements.

158 e Configuring the ViconNet System XX113-07-00 Rev 614 Workstation and NVR



In the Select devices for pre/post alarm area, select the devices from the Available area that you
want to be affected by the pre alarm and post alarm settings and click to add them to the
Selected area.

Select devices for pre/post alarm
Available Selected
9 Carmera 1

EH Camera 2

EH Camera 3
EACamera 4

A Camera & —
EACamera &
EACamera 7

EH Camera &

EACamera 3

NOTE: You can remove a device from the Selected area by selecting it and then clicking Remove.
The device is redisplayed in the Available area.

5. Select the required Recording duration (mm:ss) settings for the pre/post alarms, as follows:

e Pre alarm: When an alarm is activated in the system, this option causes the system to immediately
save the data prior to the alarm of the selected devices to the storage location. The data is saved
according to the selected duration, the selected Recording Duration setting and the Video and
Mode settings, as described in the subsequent steps in this procedure.

Select the required time segment and then use the up/down arrows to scroll to the required value,
-AND/OR-

Select the required time segment (mm or ss) and then use the keyboard to type in a numerical
value.

e Post alarm: When an alarm is activated in the system, this option causes the system to
immediately begin recording the selected devices for the selected duration.

Select the required time segment, as described in the Pre alarm option above.

NOTE: Pre alarm and post alarm settings are not directly related to macros and can run without macros
being configured in the system. When different recording options are requested concurrently, the
recorded Quality and FPS that applies is determined according to prioritization settings. For details,
refer to the Picture Quality and FPS Priority section, page 139.

The MAX fields in the Pre/Post Alarm Settings window (page Error! Bookmark not defined.) are read-
only fields. The maximum times are the highest possible limits. These upper limits displayed in the MAX
fields changes according to the selected number of cameras, quality, mode, FPS and transmitter type.
The actual recorded duration may differ from the duration requested. (The default MAX values are five
minutes for pre alarm and ten minutes for post alarm.

If pre\post alarm is defined in the Quality and FPS Priority window as first priority and the Pre alarm
recording duration in the Pre/Post Settings window is not set to 00, the recording is performed
according to the quality requested in the Pre/Post Alarm Settings window, even though no alarm
occurred. If pre\post alarm is defined in the Quality and FPS Priority window as first priority and

Pre alarm recording duration is set to 00 (meaning, do not save in a buffer), the recording is performed
according to the second priority function selected in the Quality and FPS Priority window (either quality
of recording management or user/macro) and only after an alarm occurs, the recording is performed
according to the quality defined in the Pre/Post Alarm Settings window — for the duration defined in the
Post alarm recording duration field.
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9.

If you have configured pre alarm settings in step 5, select one of the following Upon Alarm settings:

e Save all Pre/Post alarm cameras selected: When an alarm is activated on any device in the
system, this option causes the system to immediately save the pre and post alarm data of all the
selected devices to the storage location. The data is saved according to the settings that you define
in the other options in the Pre/Post Alarm Settings window.

e Save only the detector's selected related devices: When an alarm is activated, this option
causes the system to immediately save the pre and post alarm data of only the selected devices
that are also listed as related devices for that alarm.

NOTE: Refer to Defining Alarm Setup Links, page 144, for additional details about adding related
devices.

Select the required Video settings for the alarm-activated recorded data, as follows:

e Quality: The picture quality that you select determines the resolution at which the pre alarm and/or
post alarm data is recorded.

Select the required picture quality from the range of one to eight, where:
e 1 = Dbest picture quality, but slowest data transmission.
e 8 =least clear picture quality, but fastest data transmission.

e FPS: The rate at which the pre alarm and/or post alarm data will be recorded.
Select the required frames per second from the available range (NTSC: 1 to 30; PAL: 1-25).
Refer to Chapter 2, Getting to Know ViconNet, for additional details about picture quality and FPS.

Select one of the following Mode settings (refresh mode):
e Normal: Records only changes within the frames for pre-and post alarm data.

e Full: Records full frames for pre-and post alarm data.

Refer to Chapter 2, Getting to Know ViconNet, for additional details about the refresh mode.

Click “ to save your settings and close the Pre/Post Alarm Settings window.

Note: If automatic recording has been enabled recording is already taking place and setting pre/post alarms

is not necessary.
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Video Analytics Engine

ViconNet provides integrated video intelligence (V1) used for detection of unusual and abnormal events or
behavior. Before beginning the configuration of video analytics, it is required that the VI software be
installed in the system (refer to ViconNet VI documentation). Additionally, to use the video analytics, the

user must be connected to the Nucleus as well as the VI server.

1. From the ViconNet Main window, click E The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the Workstation/VPK NVR for which you want to configure video analytics and click m
The System Settings window is displayed, as shown on page 55.

Engine

3. From the System Settings screen, select

:Vil-ile..l:l .Analy.tic£ .

. The following screen will display.

Video Analytics Engine

Site Mame: KForceDemo-VE73
69.74.63.85

IF Address:

[ Enable YiconMet Wl Yideo Analptics

Wicont et ¥l zerver P

IEancel

4. Check the Enable AgentVI Video Analytics box. The AgentVI server IP address and Draw Object

Data fields on the screen will become editable.

5. Enter the AgentVI server IP address.

6. Check Draw Object Data if it is required. The Draw Object Tail will then become enabled to check, if
required. These options create an area around the object that is being followed. When video with
analytic behavior is displayed, the video will display polygons that outline the behavior violation
according to the parameters set up in the video analytics. The “tail” shows the direction of the motion.
These indicators supply details to track the behavior and follow its progression. Refer to Appendix E,

Using Video Analytics for details.
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Events Management

ViconNet provides a powerful event management system that allows integration with another control

system, such as access control or license plate recognition. The event management system is designed to
allow any external source to send events to it over the network. Events Management provides a wide array
of options to manage, control and present information about the events generated from that control system.

Note: The events management system uses a common SQL database installed on one of the Workstations
(Vicon recommends installing the database on the Nucleus, assuming it is a PC registered as a Workstation
or NVR and not a DVR). The events management system can use an existing SQL server if such exists.

Setup
1. From the ViconNet Main window, click - The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the Workstation/VPK NVR for which you want to configure events and click . The
System Settings window is displayed, as shown on page 55.

Event
i i i i
3. From the System Settings screen, select . The following screen will display.

Events Settings

Site Name : Wicon-PC IP Address: 69.74.63.71

Events Activity Setup

Alanms And Macro

Cameras And Mics
Storage Destination Events Message Dizplay | Tinrggers (for Bdemal
Eveniz only)

As s rgnment(for Exiemal
Event=ionly)

Events Corfiguration {Valid for the site where the events are stored)

——
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4. The top four buttons provide for local configuration of events, to customize what will happen when an
event occurs. From the Events Settings screen, select. The following screen displays.

Events Storage Selection
Site Name : Vicon-PC [P Address: 69.74.63.71

Please select where to save events

@ Save events on local database

(71 Let me define where to save events:

. MichaelRose
| VNWEB-DEMO

T e

5. Select where to save the events, either on the local database or elsewhere, as a central database. (One

shared database on the Nucleus is the preferred option.) Click m A Cancel button is provided.

Events Message Display

6. From the Events Settings screen, select . The following screen displays.

ﬁ Events Message Display Setup
Site Name : Vcon-PC 1 Address: 63.74.63.71

Viber new evert anives

@ Dont Ssplay event messzge

Tt Background Dispey
minses Display black backoround sround the text (Beter pesformance]

Dot tisplay back backpround around the text (Beter appearance)

7. Select what type of message to display when an event occurs [display message for a selectable
duration of 5-30 seconds, display accumulated event list, pop-up message or no display indication at all
(events will only be added to the database for future use)]. Additionally, select if information (text)
should display on the video for the incoming event (note that the available fields in the dropdown lists
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change according to the system it is integrated with); the number of fields of text depends on the
selected video size (4, 6 or 9 fields for small, medium or large, respectively). Select the time duration of
the display and the type of border. Click “ A Cancel button is provided.

Alarms And Macro
Triggers (for Bdemal

. Evenis only) . .
8. From the Events Settings screen, select i . The following screen displays.
@ Alarm And Macro Triggers
Site Name @ Vicon-PC [P Address: 63.74.63.71
Trigger Name Trigger Condition Macro Name |Narm |AdmtyT|mes | “
Delete

9. This screen defines a set of conditions for which an event will be treated as an alarm and/or activate a
macro. To configure this trigger, click Add. The following screen displays.

% Alarm And Macro Triggers

Site Name : Wicon-PC 1P Address: 69.74.63.71

Vihen extemal event anives wih the folowing rfomation
Trgger one o folowing Cperate the folowng macr

Tigger name:
® Macro ) Alwm () Aarm & Macro [

NONE-

] Topgersetd

AUt events: (No Condibons)
Wi ol of the triggers below
DB Fiekds:

Device Name

Site Name

Wit ore of he tggers below
DB s

Device Name

Site Name

I O

10. Select whether the event will trigger an Alarm, a Macro or an Alarm & Macro. If macro is selected,
choose it from the drop down list; name the trigger. If it is required that all events trigger an
alarm/macro, check that box. To choose events to be triggers, select which fields will trigger the
alarm/macro and input the condition which will be used to identify the trigger; any number of database
fields can be chosen from the top list. To further refine the trigger, one field of the same type can be

164 ¢ Configuring the ViconNet System XX113-07-00 Rev 614 Workstation and NVR



selected from the second list, and this second field can be in combination with the first (AND) or in

addition to the first (OR).

11. To modify a trigger, use the Edit, Delete or Delete All buttons to edit a selected trigger, delete a
selected trigger or delete all triggers. The Show Details button displays a list of the specifics for the
selected trigger.

Cameras And Mics
Assrgnment (for Bdemal
. Events only) . .
12. From the Events Settings screen, select . The following screen displays.
@ Cameras Arl"{i-‘.i-. o ge Areas
! s

13. This screen defines the set of conditions under which defined related devices (i.e., cameras and
microphones) will be used (for recording or display) when an event occurs, linking an event to a camera
condition. To configure the camera, click Add. The bottom portion of the screen becomes active.

s

Coverage Areas
5708271

Rl Devces Lot
Faied Device Condiion

[Pt Dnices

P

14. Select cameras and microphones and the related field(s) you want to cause the camera to be stored in

the database. See below.
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15.

16.

17.

@Camerasmﬂ i C ge Areas

Site Name : Vieon-PC 1P Address: 69.74.63.71

Related Devices List
Related Device Condition Related Devices.

Wihen evert arives. e following devices wi be stored 1 1he relatedfieids are nicluded
- n- Related Fields
Cameras and microphanes DB Feds

S —
gg“;;ms | Device Namme Device Name Equals and
| €3 Camera

2] Site Name:

Site Name Equals - Aod

- VAZIDNIMIAP
|l VSZ2D-NISMIR-P

+ gl VSZIDNISMIRAP
& vNDEMO

Ju
il
]

Clase

Define the content of the database fields that cause the camera to store the event. The selected field
can Equal, Not Equal or contain specific information. Click Save when completed. In this way, several
related devices can be linked to a specific condition in the event and used as a group for display and
recording purposes to one event without creating multiple macros. An Undo button deletes the addition.

To modify previously configured cameras, select Edit; click Delete to eliminate a camera from the list.

The bottom four buttons pertain to settings related to database configuration. From the Events Settings

Database Conhguration

screen, select . The following screen displays.

@ Events Database Configuration

Site Name @ Vizon-FC 1P Address: £9,74.62.71

Database Faicy
Fiedd Harma. Fonld Typm

[Fomchatie | Shom b it [Shom i Foprup [ Wanly Erternd [t e | Cam i i | S i Comm gt |
Derice Name: Alpha numens: Yea Yea Yos N Ho Yea

He

N You
He Yaa

blpha e Yen Yen Yos e o
Harmenc L Tes Yes Ne. L He Yea

Hamanie Mo Yo Yas N

Devion Everts
Leat

18. Depending on the system integrated with, the database field might already be populated or, in some

cases, those need to be defined. Even if the integration driver is already defined, the users need to
choose which of the fields available to include in the database and those not to include. The Events
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Database Configuration screen allows the creation of database fields and how these fields are defined
and used. Click Add to add a database field. The following screen displays.

Events DB Field
Site Name : Vicon-PC IP Address: 69.74.63.71

Field Properties

Field Name :  New Field 18 -

Field Type: @ Alpha Numeric () Numeric

[ Searchable - Allows to search for event records according to the field data
Show the field in the events pop up screen

Show the field in the events report list

[ Allow te modify the stored data *
Include in written Case Report

[] Data will be entered in the pop up screen when a new event arrives =

Data must be entered

* Caution - Stored data can be manipulated
= Mzake sure the Display event pop-up’ is selected in the Events Message Display Setup

Lo 1o

19. The drop down menu lists all the fields that are pre-defined for the specific system; for example the

license plate recognition driver will list: Lane, Plate number and other fields. To create other fields that
are NOT pre-defined, name the new field and define the type as Alpha Numeric or Numeric; check the
radio buttons of the categories of how the field will be indexed (to be used for queries on that field).
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Note that if Allow to modify the stored data is checked, this editing can be reviewed in the Events
History Report. If a field is Searchable, it can be used to look for events with that field.

20. Events can be announced by pop-up screens, if selected in the Events Message Display screen. The

pop-up screen’s layout can be custom designed. Select

Desgn Brenis
Pop-up Screen

. The following screen will display.

@ Events Pop-Up Screen Designer

Site Name : Vicon-PC IR Address: 69.74.63.71

Device Name Device Name info will appear here.
Site Name Site Name info will appear here.
Local Time Local Time info will appear here.

GMT Time GMT Time info will appear here

.

21. Each field on the screen can be dragged to a location for a custom design. Click OK to save the design
or Cancel the changes. This allows the user to design the look of a pop-up message; this should be

done after all fields have been defined in the database.

Design Brents
List

22. The Events List can be designed to reflect customer preferences. Select . The following

screen will display.

@ Events List Setup

Site Name : Vicon-PC [P Address: 69.74.63.71

Organize The Fields Order In The List

Device Name Site Name: Local Time GMT Time

.

23. After selecting a field column, use arrows at top to move the column to a different location on the list.

Click OK to save the design or Cancel the changes.

24. From the Events Settings screen, select . The following screen displays.
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The database by nature is limited by size (4 GB with the free SQL 2005 express). This requires

maintenance to make sure it is always operational. It is recommended to schedule backups for the
database or to clear un-needed data.

Note. This is a different database than the video database; it contains events relevant to the event
management system only and not playback video.

Events DB Maintenance
Site Mame : Vicon-PC IP Address: 69.74.63.71

Database Operations

Clear Databaze Backnp Diatohase

25.  To clear all or some of the older events in the database by date, select . The following

screen displays.

Clear Events
Site Name : Vicon-PC  IP Address: 69.74.63.71

Select Deletion Time

Delete all events older than : Wednesday, IIETTIM 24. 2013 (@~

26.  From the dropdown, select the date up to which all events will be deleted. Click on Delete to remove
these events from the database.

27.  To backup the database, select . The following screen displays.
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Select an empty folder to backup the Events DB into.

»

Bl Desktop

» 4 Libraries

> @& Vicon

Ll Computer

> ‘-j Network

> B Control Panel
£ RecycleBin

P |8 905 FW

m

. Kollector Screens
> | Official SmartManager_3-28-13
> |y Updated screens - VNGT

[ Make Mew Folder I [ OK J[ Cancel ]

28.  Select an empty folder in a location on the PC to save the backup Events database. Click OK.

29. To restore the database, select

=
Browse For Fol

Select a folder which contains the backup of the Events DB.

Bl Desktop =
[ G Libraries
> | @& Vicon
L] Computer
i3 cj Metwork
1 B8 Control Panel

£ RecycleBin
bl 05 W

. Kollector Screens

[+ | Official SmartManager_3-28-13
» | Ju Updated screens - VNG7

m,

. The following screen displays.

30. Select the folder that contains the backup Events database. Click OK. The backup database will be

saved back into the database.

31. From the Events Settings screen, select

Snapsholz

. The following screen displays.
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Events Snapshots

Site Name : Vicon-PC IP Address: 69.74.63.71

Snapshots Properties
[] Snapshot will be taken on event

Pre Event Snapshat

00 = Seconds before the event time.

Mote: The pre event snapshot is relevant only for recorded
camera. If a camera is used only for live viewing, snapshot will
be taken from the actusl event time.

Maote: Maximum 4 snapshots can be collected.

 EE

32.  Check the box to attach a snapshot to an event when it occurs. For a recorded event, a pre-event
shapshot can be taken up to 59 seconds before the event occurs. The snapshot will be from the

cameras related to the event as defined in step 12 and requires those
alarm snapshot is needed.

cameras to be recorded if a pre-

33.  From the Events Settings screen, select . The following screen displays.

@ Events Queries Setup
Site Name © Vicon-FC 1P Address: 69.74.62.71

Everts Quares
Query Hame

T —

Gusey Nare

08 Pk
Device ame

Sie ame

34. Queries allow for easy and fast retrieval of data using the Events History Reports; refer to Chapter 8.
This screen allows the setup of specific inquiries on events and defines which fields will be used in
these queries. Any query created here is saved and can be easily run at any time, saving the need to

XX113-07-00 Rev 614 Workstation and NVR

Configuring the ViconNet System o 171



compose the query on-the fly. To add a query, select Add. The bottom of the Events Queries Setup
screen becomes active.

@ Events Queries Setup
Site Name : Vicon-PC 1P Address: 69.74.63.71

Everts Quaries

Query Hame

cte Al

Erter the information rievant for the query
Query Hame | New Guery
DB Fskds
] Devics Name Device Name [fuss

) Site Neme

-

35.  Enter a name in the Query Name field. Select the DB fields to be included in the query; when
database fields are defined as Alpha Numeric, define them as Equals, Not Equals or Contains and
enter terminology in the field(s); Numeric fields are defined as Equals, Not Equals, Is bigger than, Is
smaller than or Is within range. Select Save to save this query or Undo to cancel it.

36. Change a query by selecting the Event Query from the list and click the Edit button. The fields at the
bottom of the screen become active to make any necessary changes. Select Save. To delete a query,
select it from the list and click Delete; a Delete All button is provided to delete every query from the
list.

172 e Configuring the ViconNet System XX113-07-00 Rev 614 Workstation and NVR



Configuring Archives

ViconNet provides two methods of saving selected files in archives. The advanced method is created
through the playback screen and is done directly from the Navigation screen. As an alternative, an Archive

Wizard is available that can be accessed directly from the Main screen. That method is configured through
the System Settings screen.

1. From the ViconNet Main window, click ﬁ The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the unit for which you want to configure events and click m The System Settings
window is displayed, as shown on page 55.

Archive

3. From the System Settings screen, select . The following screen will display.

Archive Wizard
Site Name: KForceDemo-V673 IP Address: 69.74.63.85

In order to create archive:

* Use advanced mode, by using the playback screen

™ Use archive wizard

-
-
-

e

o

Mote: if a user and password are provided, they must match an existing user
in the zyztem with plapback permizzion. prior ko creating the archive.

Usger Hame |

Password |

4. Select the Use archive wizard radio button. The area below the button will become active.
5. From the selection, check to choose any or all of the parameters as required by your system.

[T Database must be authenticated prior to video playback
[ Show authentication verfication while playing back

[ Flayback will start autarmatically when archive is wn
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Choose to either Require user login to play the archive or allow Login automatically using the
following user credentials. A user and password entered in this screen must be that of an existing
user in the system who has playback permission in the Site Authorization list.

| button on the Main screen can be used to create the archive.

Create Archive

The
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Creating Links

ViconNet offers the ability to create a list of URL links directly from the Main screen.

Setup
1. From the ViconNet Main window, click - The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the unit for which you want to configure events and click m The System Settings
window is displayed, as shown on page 55.

Links
3. From the System Settings screen, select - The following screen will display.

Links

Site Name: KForceDemo-V673 IP Address: 69.74.63.85

| " Open Links in separate windows & Open Links in the zame window |
LRL Mame URL Path |
AL Nare | ———
e | [ Undo )

4. To add a link to the list, select Add. The following screen will display.

Links

Site Mame: KForceDemo-V673 IP Address: 69.74.63.85

| " Dpen Links in separate windaws  Open Links i the same window |
URL MName | URL Path |
Test
UL Nare |
AddCmk
e b,
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5. Fillin the fields with a URL name and a URL path. Click Save to save the settings.
6. An Undo button is provided to delete this URL from the list.

7. A URL can be changed or deleted by selecting the URL from the list. The Edit and Delete buttons will
become active.

Creating Schedules

A schedule is a group of user-defined settings that cause the system to activate a selected macro during a
specific time period and for a specific length of time.

The ViconNet system enables you to use the ViconNet application to create multiple schedules, according
to your requirements, which consists of selecting which macro to run on which days of the week, as well as
a start time and end time for each day.

Each schedule, using its defined macro, performs the respective commands on the configured camera and
microphone inputs only during the time periods defined in the schedule. The transmitter remains idle during
the non-scheduled times.

During schedule configuration, you can also determine if the defined macro will run continuously during the
selected time period or at specific intervals. This enables you to fine-tune your macro operations and may
reduce storage space in the storage location by recording data only during the scheduled time periods. You
can also modify or delete an existing schedule, if required.
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To create a schedule:

1. Ensure that you have created the required macros, as described in Creating Macros, page 124.

2. From the ViconNet Main window, click ll. The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations, as shown on page 55.

3. Select the site name for which you want to create a schedule and click m The System
Settings window is displayed, as shown on page 55.

Schedule for Macros

4. Click . The Scheduler Settings window is displayed, showing the currently defined
schedules in the system, if any.

Scheduler Settings

Site Name: KForceDemo-V673 IP Address: 69.74.63.85

bacro Mame Switcher Macro Mame | Sun | Mnnl Tue |Wed| Thul Fii | Sat | Start time | End time | End day | Scheduler Type
@surv hd record XX o o®K X x®K ¥ W 081343aM 081343AM MNestday  Run continuously
— Start Day —Macros — Specific dates lzr
. : b3
Macro Description:
I Monday 2 |
aec |
I~ Tuesday Ll I M j
I atrix Macro Description:
I Wednesday |
— Dpti ~ Acti
I Thursday (;IE' I;::r'ontinuousiy o
_ el From: | 7.00:00 PM ——
I™ Friday " Launch Even I 5 minLtes A
To: [ 7.0000PM— | —
[~ Saturday 1 Run F_j[ Cycles * e ==l |

U n!jr‘

The Scheduler Settings window contains the following information about each schedule:

Column Description

Macro Name The defined macro name.

Switcher Macro Name  The defined switcher (matrix) macro name.

Sun, Mon, Tue, Wed, The days of the week that the macro is scheduled to run.
Thu, Fri, Sat

Start Time The time that the macro is scheduled to begin running.

End Time The time that the macro is scheduled to stop running.

End Day The day that the macro is scheduled to stop running.
Scheduler Type The defined run option, which determines if the macro will run

continuously or only at specified intervals.
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5. Click “ The Scheduler Settings window is enabled.

Scheduler Settings
Site Name: KForceDemo-V673 1P Address: 69.74.63.85
tacio Mame | Switcher Macro Name ‘Sun‘Mun‘ Tue‘Wed‘ Thu‘ Fii ‘ Sat ‘ Skart time | End time | End day | Scheduler Type
@sulv hd record ® ® XX DB1343AM 08:13434M Mextday  Run continuously
G)Birdcam e X e X X ¥ ¥ 0518:40PM 0518:40PM Mextday  Run continuausly
Start Day Macros Specific dates SHEUE |
is
¥ Sunday Macro: | NOKE =] Add date enabled
¥ Monday Macro Description: -
{
W Tuesday i | NONE j
Matriz Macra Description: - "
v wednesday
s Options Active
+ Run Continuously -
From: | 4:06:35 PM =2 _—
IV Fiiday " Launch Every 5 minutes =
) < Delete
v Saturday " Run T = Cyckes To:| 40635 PM =
oo oo

NOTE: When working in the Scheduler Settings window, you can click Undo to restore the last saved
settings, if required.

6. From the Macro or Matrix dropdown list, select the macro for which you want to create a schedule. The
defined macro description is displayed automatically in the Macro Description field.

7. Select the days of the week that you want the macro to run from the Sunday - Saturday checkboxes.

NOTE: Selecting days of the week refers only to the coming week. To select other future dates, select
dates from the Specific dates area, as described in step 9, below.

8. Inthe Active From and To fields, define the start and end time (in HH:MM:SS format) for the macro to
run on each of the selected days, as follows:

e Select the required time segment and then use the up/down arrows to scroll to the required value,

-OR-

e Select the required time segment and then use the keyboard to type in a numerical value.

If the Active From and To times are the same, the schedule will be for a 24-hour period.
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9. To select a specific date for the macro to run, click in the Specific dates area. A calendar
is displayed. Select the date/s required by clicking in the calendar.

Start Day Macros Specific dates
v Sunday Macro: I HONE j Add date
I Mard tacra Description:
onday
e | = o dup201z |
V' Tuesday Matix: | NONE ~]
b atrix b acro Description:
W wednesday 3?0 c_‘_g) g 130 141 152 183
DOptions Active
W Thursday & : 14 15 16 17 18 13 20
O i Bl el From: | 40310 PM = now WM B BT
[V Friday " Launch Every T = 248 259 380 3?1 ‘I8 g 130
W' Saturday " Run 1 4;[ Galis To | 40310PM =5
NOTES:

Specific dates selected can be deleted by highlighting the date in the list and clicking Remove date.
If the date you select is in the past, a message requesting a future date is displayed.

If both a Start Day, and a Specific date are selected, the macro will run on both the day selected in the
Start Day area and the date selected in the Specific dates area.

10. In the Options area, select a run option for the macro, as follows:

Option Description
Run This option causes the selected macro to run continuously, during the
Continuously selected days and during the time period that you selected in the Active
From and To fields.
Launch Every This option causes the selected macro to run at regular intervals,
depending on the minute/hour value that you select from the dropdown
list.

10 minutes
15 minutes
30 minutes

NOTE: When an alarm event occurs, the execution of the alarm
macro takes priority over the execution of the schedule
macro.

Run This option causes the selected macro to run a specified number of cycles
(from 1 to 256) from the selected start time.

NOTE: For scheduler to run now, ensure that Active From time
is the current time or later.
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11. Click m The new schedule is added to the list at the top of the window. The ViconNet Main
window is redisplayed.

After creating the schedule, the system activates the relevant macro automatically according to the
schedule settings that you have defined.

You can also activate the macro manually, if required, as described in Chapter 7, Managing Macros
and Schedules.

If you open the Scheduler Settings window again as described at the beginning of this procedure), you
will see the new schedule in the list.

Scheduler Settings

Site Name: KForceDemo-V673 IP Address: 69.74.63.85

b acro Mame | Switcher Macro Name | Sun | Monl Tue |W’ed| Thul Fri | Sat | Start time End time End day Scheduler Tupe
@surv hd record #o 0813438M 08:13:434AM Mextday  Run continuously

X | X |XK|X |RK|X
OFEm 0 TR e e |

Run continuouszly
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NOTES:

To edit a schedule, select the schedule from the list in the Scheduler Settings window and click Edit. Then
modify the displayed settings, as described in the procedure above and click Save.

To delete a schedule, select the schedule from the list in the Scheduler Settings window and click Delete.

To disable all scheduler operations, click the Scheduler is enabled button and then click Yes in the
displayed message. The button then toggles to Scheduler is disabled.

If a scheduled macro was stopped using the Stop Macro option in the Main window, the Scheduler is
enabled button (in the Scheduler Settings window) changes to Scheduler is suspended and the scheduler
switches to Disabled mode. Clicking the Scheduler is suspended button displays a message that
provides the option to Enable the scheduler, Disable the scheduler or Cancel (meaning, stay in
Suspended mode).

Scheduler Settings

Fleaze select ohe of the options:

S I

In Suspended mode, a message appears every five minutes asking if you want to enable the macro
scheduler.

ViconNet

If the user does not respond (click Yes or No) within 30 seconds of the message appearing, the macro
scheduler is automatically enabled.

If the system reboots while a macro is running or scheduled to run, on system startup, the macro resumes
from the place it stopped (if it is still within its time limits).
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Configuring Low Bandwidth

You can use this option to configure whether or not museum search information is to be sent over low
bandwidth when the Low Bandwidth option is selected (in the Main window or in the macro settings
defined in the Macro Editor window).

NOTE: This feature can only be carried out by directly accessing the System Settings window of the
Kollector devices, not via that of the Workstation.

To configure low bandwidth:

Setup -
1. From the ViconNet Main window, click S The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

a. Select the required site and click m The System Settings window is displayed, as
shown on page as shown on page 55.

Low bandwidth

b. Click to display the Low Bandwidth Settings window.

c. Select either Send museum search information over low bandwidth or Don’t send
museum search information over low bandwidth, as required.

Low Bandwidth Settings
Site Name: KForceDemo-V673 IP Address: 69.74.63.85

Muszeum Search definitions
fs Send muzeum search infarmation aver low bandwidth

" Daon't send museun search information over low bandwidth

d. Click OK.
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Restoring and Backing Up System Settings

The ViconNet system automatically backs up all the system settings every time you close the ViconNet
application.

In addition, you can manually back up the system settings at any time, to any network location, or restore
the settings to ones that were saved previously.

Note: Backup and Restore is typically done on the same machine/system. It is not recommended to do a
Restore on a different system; loss of license and other issues may occur if a Restore is done on a different
system. In the case of a unit swap that uses the original unit’s settings, a re-license after the Restore process
might be required.

To manually back up or restore system settings:

1. From the ViconNet Main window, click ﬁ The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the site name for which you want to back up or restore settings and click . The
System Settings window is displayed, as shown on page 55.

Ba-ck.uﬁl n—

3. To back up settings, click . A standard file browser window is displayed. Navigate to
the required backup location and click OK. It is highly recommended that you backup the settings to a
CD or a USB drive, in case the hard drive fails. After you have saved the settings to the USB or CD,

label it with the name of the file and the date on which it was created.

4. To restore settings, click . The following message is displayed, warning you that
restoring previous settings will override your current settings.

Restore

'ou are abaut ba restare your settings fram a file,
wahich will override pour curent zettings. Are pou sure
wou want ko proceed?

5. To continue, click Yes. A standard file browser window is displayed. Navigate to the backup file that you
want to restore and click OK.

NOTE: Remember the backup location for restoration purposes. It is important to restore system settings
on the same transmitter on which the backup was performed.
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Configuring an External Control

After the appropriate driver has been installed, the controls can be configured through the Controls &
Events Drivers option in the System Settings window.

To configure the control:

1. From the ViconNet Main window, click m The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the site name and click m The System Settings window is displayed, as shown on

page as shown on page 55.

Lontrol= % Bvents
Drivers
3. Click the - button. The Controls & Events Drivers Settings window is displayed.

Site Name: KForceDemo-V673

Controls & Events Drivers Settings
IP Address: 69.74.63.85

— Installed Drivers
Diriver Baud rate Part COM Address| Auto Start | Mersion | Interface | IP Address Add Driver
OnBoardRelay.dl 2400 COMO -1 uli} 208 COkM M, -
BookmarksRecewverdll M R000 L On I} Metwork  MA Driver
YiconSkS.di 0 COr1 -1 On 208 COkM M
Select Interface
IV ) COM Interface 1 Metwork Interface ‘
— Diriver Configuration
Auto start———————————————
Diriver Mame: = Cantral will be activated
I J ’]_ automatically during restart.
Diriver VWersion: |

Comm Information

Part Mumnber: I j

Internal COM Address: I j

Baud Fiate: I j

Metwork Information

£ Mebwark Server " Metwork Clisnt

Server [P Address I mo, W,

Fart Muriber: I
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NOTE: If the relevant drivers are not installed, the following message is displayed:

Controls & Events Drivers Settings

Thiz screen is unavailable,
' There are nio control drivers installed on thiz site,
N

e Click Close and install the relevant drivers.

4. When the drivers are correctly installed, click the Add Driver button to display a list of the pre-installed
drivers. The types include: PTZ joystick, relays, control panel, keypad, event and host protocol (PLC).

5. From the Driver Name list, select the required driver.

6. Selectthe Internal COM Address with which to communicate with the device, the Port Number and
the Baud Rate.

NOTES:

Ensure the Internal COM Address is different for each control driver, or the following message
appears:

Controls & Events Drivers Settings

The Addrezz/Port chozen iz already uzed.

Fleaze select a different addrezz/port
' 'j

Lloze

For PTZ Joystick, the Baud Rate must be 4800.

7. Select/Deselect Auto start checkbox.
e If selected, the control is automatically activated on system startup.

e If not selected, the control must be activated manually in the Main screen, as described in the section
Activating a Control, below.

8. Certain drivers, for example Bookmark, require that the Network Information area be completed. If these
fields are not grayed out, select Network Server or Network Client and enter the required information.
When using PLC-TCP there are two drivers (.dll), one to serve as a TCP/IP Client (Client.dll) and the
second to serve as a TCP/IP Server (Server.dll). The choice depends on the system sending the PLC
commands. For the Client.dll, set the Server's IP address and the User Port; for the Server.dll, only the
Port Number is defined. For PLC-COM, no setup is required.
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9. Click Save to save the settings.

10. Click Close to exit the Controls & Events Drivers Settings window.

NOTES:
The Driver Name and Driver Version parameters are set automatically.

To edit the configuration for a control driver, select the control in the list and click Edit Driver. The relevant
fields in the Control Information area are enabled.

To delete a control driver, select the control in the list and click Delete Driver.

When working in the Control Settings window, you can click Undo to restore the last saved settings, if
required.

Activating a Control

Controls, such as joystick, relay and so on, must be activated in order for them to function in the ViconNet
system.

To activate a control:

1. Inthe Main window, click Controls. A list (tree) of all sites with controls configured is shown in the
lower-left panel. To see the controls configured for a specific site, click on the site in the list.

Site
Control
Drivers

2. Depending on the type of control, activate it as follows:

186 o Configuring the ViconNet System XX113-07-00 Rev 614 Workstation and NVR




Control How to Activate

Relay
e  Click on the control driver in the list. The following GUI is displayed in the
lower-left panel.
Navigate
Between Show/Hide
Activated [ Fielay 1 Relay GUI
Relays Y Fielay 2
Select Rel —— Sl
elect Rela elay —
Activation i Relay 5 Belags) 19
B Activate
Duration
e Select Activate and the Activation time (duration of activation of relay in
milliseconds).
e Select which relay to activate.
Activated relays appear in the controls list with a yellow icon and bold text.
Audio Picture Mabix Contiols PTZ
Controls
@ ViconMet
= vicon-PC
- ® KForceDemao-VG73
=1 OnBoardRelay.dll
ViconSMS.dll
NOTES:
The Number of controls actually connected is the number of actual
physical connections. If this number is 0, a relay cannot be activated.
The Current state displays the name of the last relay activated.
Speaker This will be available in future versions.

PTZ Joystick Click on the joystick control in the list. The joystick control is activated and a
GUI message appears in the lower-left panel that the control is on line. If
there are no joysticks physically connected (configured), the message in the
GUl is:

r. omnl

To deactivate the joystick control, click on it in the control list again.
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Defining Site Maps and Map Sets

The Site Map feature allows you to define the location of ViconNet equipment (Kollectors, cameras,
microphones and so on) on a map of their physical environment. A map can be a construction plan, building
plan, plan of a room and so on. Instead of going to the Site List and trying to find a particular camera by
name, a Site Map can be examined and the equipment's physical location and status (activated/
deactivated) can immediately be seen. Cameras can also be activated via the Site Map. If more than one
map exists, map sets (groups of maps) can be defined.

Maps are added using Map Sets Management. The map files should be .jpeg type files. The optimal map
size is 980 x 735 pixels. Larger and smaller size maps can be used and will occupy more or less of the full
screen. Maps larger than the screen can be scrolled around to view any specific area.

Creating a Map Set

A map set usually consists of various related maps. For example, in a large company with several
multi-storey buildings, there may be a map set for each building. In each map set there could be a number
of maps, such as, one for each floor (that means, maps can be grouped into map sets according to your
preference).

NOTE: Before a map set can be created, ensure that the map images are copied into the system hard
drive.

To create a map set:

Map Sets

1. From the System Settings window, select . The Map Sets Management window

appears.

Map Sets Management
Site Name: Vicon-PC IP Address: 69.74.63.71

Map Sets

Map Sets |

MHew Map Sets - Global

Hename

Delete

Select as
working set

Mote: Global set can be edited on the Hucleus only.

Close
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2. Click Add. The next blank line in the Map Sets area becomes editable and the text New Map Set
appears automatically as the name of the new map set. Note that there is a Search function available
that can quickly sort through the list of devices to locate the device you want to add.

Map Sets Management
Site Name: Vicon-PC IP Address: 69.74.63.71

—Map 5Sets

Map Sets |

MHew Map Setz - Global
i |

Mote: Global et can be edited on the Hucleus only.

LCloge

3. Enter the correct name for the new map set and press Enter.

4. To configure which maps to put into a map set, double-click the map set name or click Edit to enter the
Maps Editor screen. The Maps Editor window appears with the name of the new (selected) map set at
the top of the list in the upper-left panel.

Maps Editor

Site Hame: KForceDemc-V573 1P Address: 63.74.63.85

Map Set: Hew Map Sets
Map Set 1525 New Mag Sets
& Vicon

G
o
Dy

Search for 4L i i
Devices £ Viconlet
& KForceDema-VET3
o SURVEYORHDI20
o V9360

Devices —

Editing Space

Devices update

Navigation Map

Startdonces updse

-m Altention: 3emsor 21d Relays are for chsplas purpese. and can not 93 activated
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5. To add maps to the map set, click Add new map. The Maps Editor Browser window appears.

@ Maps Editor

Look in: |_';Maps j |‘=_"iE '

Mame . Date modified Ty
|4 del b 12/12/2011 Z13PM  Fi
P I " r
File name: | ﬂ

Files of type:  |JPEG files (" pg:~jpeg:” jpe .~ ff) ~|
tap name: |

Dirag zelected file to dasired pozition on “icon' bitmap and drop it

Maps added to the map set retain their original size and resolution. Double click the thumbnail of the
map to move it up and down to make room to add a device in that location.

6. Browse to and select the map you want to add to the map set. Once the map is highlighted and the
name appears in the File name box, click Open.

NOTES:

1. Double-clicking the map name in the browser does not add it to the map set (as it does not know
where to add it).

2. Ifthe map is larger than the screen, it fills the entire screen in the editing space. To navigate to
another part of the map, use the navigation map in the bottom right-hand corner of the editing
space.

A map can also be dragged directly from the list onto the displayed map (in the editing space), to create
a sub-map. (For example, if you have a map of a whole floor, you may want to insert a map of only one
room on that floor.)

NOTE: If a map that is dragged onto another map has sub-maps, these sub-maps are also dragged
onto the map set.
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Adding Sub-maps, Text Boxes and Devices
After creating a map you can add:

e Sub-maps: A sub-map is a map inside a higher-level map, for example a detailed map of one room
might be a sub-map of a map of a whole floor. The location of the sub-map can be moved as needed.

e Text boxes: A text box allows you to write a textual comment wherever you want on the map. An
example is shown on the following page.

e Devices: Devices that can be added to a map are cameras, microphones, sensors and servers. The
devices should be added to maps according to their physical location.

Sub-maps

ﬁ Mg Eliber
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Ak new
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map et S
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To add sub-maps, text boxes and devices to a map:
1. To add a sub-map (a map inside a map), select the parent map and click Add new map.

2. From the Maps Editor Browser, drag the selected map onto the higher-level map in the Map Set list or
onto the higher-level map in the editing space.

NOTES:
e You can only access a sub-map via the Map Set list.

e You cannot add the same map twice in the same higher-level map, but you can drag it from the list
into another map.

e You cannot add a higher-level map to its sub-map.

e Maps are not added recursively, meaning that “parent” maps must be added first.
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3. To add a text box (a comment displayed on a map) to the displayed map, click Add text box. Edit the
text in the text box as required and drag the text box to the required location on the map in the editing
space.

i Magrs Edifor
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Text Box

4. To add a device (camera, server, microphone, sensor) to the displayed map, drag the device from the
Devices list in the left-hand panel into its required location onto the displayed map. An icon and a label
are displayed on the map.

Maps Editos
iy Rama: ¥Forcale
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NOTE: After you drag the device onto the map, the device and its label become two separate objects.
If you move the device to another location on the map, the device icon and the label must be
dragged separately.
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To activate a device, click the icon on the map. If the device is activated, the icon blinks.
To deactivate the device, click the icon again. If the device is deactivated, the icon remains steady (not

blinking).

Reload Map . . .
5. Usethe button load an update a map without changing the devices already placed on a
previous map.

Exiting the Maps Editor Window
There are two ways to exit the Maps Editor window:
e To save your changes, click Save & Exit.

e To close the window without saving your changes, click Close. In this case, a confirmation message
appears to verify that you do not want to save your changes.

In both cases, the Maps Editor window is closed.

! CAUTION: The Maps Editor window times out after 20 minutes. If you are editing maps for an
extended period of time, be sure to save your changes every few minutes. If you do not save
within 20 minutes, when you click Save or Save & Exit, the following message appears:

Map Sets Management

Thiz zcreen haz been idle for too long a peniod of time.

The data can not be saved.
' '"_g
L]

IHlose

! CAUTION cont'd: Any editing that has been done since last saving will not be retained. Additionally,
when clicking on the Site Map tab in the Main Window, the map set that has been selected as the Working
Set (see next section) will not appear. If this occurs, terminate ViconNet by clicking on Exit to OS in the
Setup menu and then start ViconNet again.
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Editing a Map Set
After a map set has been created, it can be edited as follows:
e The definition of the map set: The map set can be renamed, deleted or defined as the working set.

e The content of the map set: Maps, sub-maps and devices can be added to or deleted from the map
set.

To edit a map set:

e Inthe Map Sets Management window, click Edit. The Maps Editor window appears. The content map
set can be edited as described above.

e Torename the map set, from the Map Sets Management window, click Rename.

Selectias
working set

e To select which map set will be displayed in the Main window, click . The name of the map

set in the list is then automatically changed to add the suffix "— Working Set".

Map Sets Map Sets
- |

Mew Map Set - Warking Set

To see the working set in the Main Window, click the Site Map tab.
Make a network global set:

A map set that can be viewed by other ViconNet devices on a network is called the Network Global Set.
This map set is created by the following steps:

* Onthe Nucleus device, create a map set using Maps Editor.

Selectias
working set

« Inthe Map Sets Management window, select this map set and click . This map set is the
Network Global Set and is available to any ViconNet devices on the network. It can be viewed on this
Nucleus by clicking in the Set Map tab on the Main Window.

e To choose the Network Global Set to be the Site Map on another ViconNet device, go the Map Sets
tab in System Settings on that unit. The name of the map set (Network Global Set) that was created on

Selectias
working set

the Nucleus will appear. Click It can be viewed on this device by clicking in the Set Map

tab on the Main Window.
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Deleting Sub-maps, Devices and Text Boxes in Maps

Maps, sub-maps, text boxes or devices can be deleted individually or collectively from the Maps Editor
window.

e To delete a device or a text box from a map, select the object and click Delete item.

e To delete a map, click (select) the map to be deleted in the list and click Delete map. A message
appears asking you to confirm you want to delete the specific map.

e If the map to be deleted has sub-maps, text boxes or devices, they will also be deleted. Once the map
is deleted, the previous map in list is selected.
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Open Standard Cameras (Vicon/Other)

ViconNet allows Vicon open standard cameras, as well as cameras from other manufacturers (third party),
to be used with ViconNet. The Vicon open standard cameras will not automatically show up on the site list;
they must be added to the ViconNet system. For open standard cameras from other vendors, a camera
license must be obtained before it can be used in the system. Vicon open standard cameras do not require
a license to be used in the system. Refer to the manual for the open standard camera for details on
installation and setup of the camera.

Open standard cameras from other vendors are accessed over the network, so ViconNet has no control of
the initial set up and functionality of these cameras. Refer to the manufacturer's camera manual for details
on these cameras.

Note: If your system includes non-Vicon open platform camera(s), they need a license (VN-CAM-LIC) and to
be registered. These licenses only need to be registered once in the Nucleus for the entire system.

Vicon open standard cameras do not need to be registered and only need to be added once in the Nucleus
for the entire system.

1. From the ViconNet Main window, click m The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the Nucleus for which you want to configure a camera and click . The System
Settings window is displayed, as shown on page 55.
" Open Standard]

Cameras
Yicon / Other

3. From the System Settings window, select the button. The following screen will display.

Vicon and other vendor open standard camera settings
Site Name: GUY-WIN8 1P Address: 10.10.20.234

Camera Name &
VIF72NTD 10,10.20.228 Onvif
Va2I03S-PF 10.10,20, 208 Onvif

p—
e
E—

This screen allows you to add a camera, edit an existing camera or delete a camera.

196 o Configuring the ViconNet System XX113-07-00 Rev 614 Workstation and NVR



If the camera license has not been registered, or if the number of licenses has been exceeded, the following
message will display.

Vicon and other vendor open

Y'ou have no uzable 3rd party camera licenzes.
r'ou may only add Yicon cameraz at thiz time.

Itloze

To add a camera
1. Click the for Vicon open standard cameras, to add

Express NVRs or DVRs or BasthEESEEEREIEERN button for open standard camera from other
vendors, or Sz ficon Lz for any Vicon open standard camera. If you are not sure what

List of ¥icon open
standard cameras

type of camera you have, click to access a list of Vicon cameras supported as open
standard; this also explains which cameras are accessed using VNSetup.

2. For non-Vicon open standard cameras, the Camera Details area will become enabled. Select a device
from the Available Devices on Net dropdown list; most cameras are automatically added to the list when
they are on the network and the Camera Details are automatically populated. From the Vendor list, select
the correct manufacturer. If your camera is not on the list, or you want to change the details, enter its
details manually, as described in step 3 and on below.

For Vicon open standard cameras, after the search has completed, the detected cameras are displayed
and are added automatically to the list. The camera list can be sorted to display in ascending or
descending order by any of the column headings to make it easier to select the desired camera in the
list; simply click the camera name column to select toggle the up or down order. A message will display
to add a User Name and Password for each detected camera. The User Name and Password for the
camera are the camera’s identity in its browser. It is recommended that the user be administrator level to

be able to access all camera features. After being named, the camera can be activated. Click on the

Edit Camera

camera. Click the button. The Camera Details area will become enabled.

Note: Vicon open standard cameras will only be detected if they are on the same LAN as the PC. Cameras
that are not on the LAN have to be added manually. Refer to the instruction manual for the camera to add
cameras manually.
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@ Vicon and other vendor open standard camera settings
Site Name: GUY-WING 1P Address: 10.10.20.234

Camera Mare | ComesaVends |  ComewaFomnat |  CamesIP/ONS
V177240 10.10.20.228 Onvif H.264 10.10.20.228
VSRIDANEPP 10.10.20.208 onvf M54 10.10.20. 208

Avalable Camesas On Net

(ali["] T Fomat 156 v|
P [o.0 .0 .0 Pert Hurker. [50

Pimary recerding site foptional):

Test plaghack addiess

- e

Enter a Camera Name for this camera and select IP or DNS. (DNS is used to add the camera by its
hostname on the network instead of its IP address and is only available if the camera is registered in the
DNS.)

For open standard cameras from other vendors, select a format for the camera. Only formats that are
supported by this camera will display. The format for Vicon open standard cameras is set from the
camera’s Video Settings screen. Select the same format, H.264, MPEG-4 of M-JPEG.

The Port Number will default to 80. This is the most standard port. If you want to use another port, you
must check the camera’s browser to set the correct port.

Enter a User Name and Password for this camera. This will be the camera’s identity in its browser. It is
recommended that the user be administrator level to be able to access all camera features. If you want
to specify a site where the camera is recorded (instead of automatic recording search), select it from the
dropdown Primary recording site list; this is an optional setting.

There is a checkbox to Enable Edge playback. This allows a camera to be played back directly from the
camera itself, not from ViconNet (if the device allows playback capability, for example the Express line or
cameras with a micro SD card). Note that for the Vendor Vicon Express, ViconNet recognizes it as an
Edge device and the fields remain grayed out but Edge playback is enabled. You can test the playback
address by clicking i =8 \When Edge playback is enabled, the camera playback interface will
display and playback is viewed from there. A camera can record both on ViconNet and internally to a
micro SD card. The example below shows an HDExpress screen.

N e ————

SET=ES EIEIEYE TP
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10.

11.

12.

Click Save to save your settings. An Undo button is provided.

Access Camera 5 efup

The button is a direct link to the browser for that camera.
Click the button to access the camera browser. Below is a Vicon camera screen and a sample non-Vicon
camera screen; account is the user name in this sample. This sample screen will vary according to the
camera selected.

D B e Aoww Iea 34 & - e Mo
The server 168254118584 21 V9220-N39-IF requires & utemame and AT T I L)
passward. —

Warning: This server s requesting that your username snd
sent in am insecure manmer (hasic authertication witheut a secure
connection), T

Click Save to save your settings and Close to exit the window. An Undo button is provided.

To use Edge or Quick Playback for these cameras, the storage location address of the camera/edge
device (where the camera is being recorded, for example the SD card on a camera) must be selected. If
not previously done, select from the dropdown list of available resources to record the camera.

. éité ﬁutﬂuriiatinn

Click on the button. This opens a screen that allows
setting up authorization for Live View, Playback and PTZ actions by selecting ( 'ﬂ) or deselecting ('93)
the appropriate categories, as required. If all cameras are to have the same authorizations, check Apply
to all cameras box to avoid setting up each camera individually.

Site Authorization
Site Mame: ¥962-0  IP Address: £9.74.63.74

Action WHet &dministrator Whet Guest

] Q
] (<]
] [}
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To edit a camera

1. Click the button on the Open Standard Camera settings screen.

2. Select the camera that you want to edit. The Camera Details area will become enabled.

3. Make the changes in the fields that are required.

4. Click Save to save your changes and Close to exit the window. An Undo button is provided.

To delete a camera

1. Click the button on the Open Standard Camera settings screen.

2. Select the camera that you want to delete. The following screen will display.

Vicon and other vendor open

Do pow want ta delete the device

"r"es-. -

3. Select Yes to delete the camera. Click Save to save your changes and Close to exit the window.
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Non-Vicon Open Standard Camera Format

This section pertains to certain Vicon open standard cameras from other vendors only. Vicon open standard
cameras are formatted from their configuration screens. After the non-Vicon open standard cameras are
defined in the Open Standard Camera settings screen, their format can be defined in the Open Standard
Format screen.

Note: The format for open standard cameras from other vendors is set up in each workstation individually; it
is not a global setting for the camera(s). Therefore, if a camera can send both M-JPEG and MPEG-4 images,
user can request M-JPEG on certain sites even if the camera is defined as MPEG-4. (Note: only
M-JPEG is available on the VMDC.)

1. From the ViconNet Main window, click ﬁ The Setup Site Selection window is displayed,
showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the Workstation for which you want to configure open standard camera format and click m
. The System Settings window is displayed, as shown on page 55.

. Elpe-n Sla‘ndal‘d
Camera Format

3. From the System Settings window, select the button. The Open Standard Format

screen displays.

Open Standard Camera Format
Site Mame: Vicon-PC  IF Address: 192.168.0.100

Open Standard Camera Format

Drefault Format

MJFEG

{*

~

" MPEG
" H.264
~

4. Select the format for the non-Vicon open standard camera. The default format is the one that the

camera uses according to its setup; selecting one of the other options will request this video format
from the cameras. If the camera doesn’t support the selected format, the default format will be used.

5. Click OK to save your settings or Cancel.

XX113-07-00 Rev 614 Workstation and NVR Configuring the ViconNet System e 201



Using the Language Translation Utility (LTU)

The LTU enables the translation of the ViconNet user interface (for example, buttons, labels, messages,
dialogue boxes and so on) to any language.

The utility imports all buttons, labels, messages and dialog boxes from the ViconNet application, enabling
the translation of all terminology used in the user interface into the local or any other language as required.

Creating a Library File

To change the language of the user interface in a specific site in the ViconNet system, first a library file
must be created. The library file contains a "database" of all the terms, their translations and a reference to
the location of the term in the ViconNet system.

To create a translation library file:

1. Open Windows Explorer and navigate to C:\ViconNet\VNVer\BinRelease and double-click LTU.exe.
The LTU is opened and the empty translation window is displayed.

-~ ViconNet - LTU E]El

File Groups Actions View Help

~

= ?

Criginal bext Translation text

Ready

202 o Configuring the ViconNet System XX113-07-00 Rev 614 Workstation and NVR



2. Click ® orselect Open from the File menu. The Open resources ViconNet window is displayed with
the default path and current version (read-only) showing.

Open resources YiconMNet

| Swstem locale: Hebrew

Fath to YiconMet [ »
[current werzion) IE'\Q'&W'DAS —I
Current wersion |v4.EI.4E|

Create | Cancel |

3. (Optional) To change the location where the translated file will be saved, open the browser by clicking
on the arrow next to the path text box and browse to the required location. (For example, if you want to
open a file from another version of the ViconNet application.)

4. |If alibrary file already exists, browse to it in the Translated file text box and click Open. To create a new

library, click __===__|. The LTU application window is displayed with a list of buttons, messages and so
on.
Translated Select interface
terms

element group
1

Vicorbet - LTU

] 10 " 12 1 "
sig Bepoe Db UN | e S Fuee | v Gt B3

N we || TR Rl 7 =
I = ~ [osen
| I Chargs
Fort
Tisnssien

Selected text

Translate
selected text

List of terms in
system in selected —
element type

User interface
where text

appears

»2id
1ed

Reazy Ted 352 Tearelsed 0 [

5. (Optional) Select an interface element group from the options in the toolbar or from the Groups menu.
All the terms which appear in that element group are displayed in the list in the left-hand panel.

6. Click on the row to be translated. The user interface where the selected term appears in the system is
displayed in the lower right-hand panel and the selected term appears with a text box to translate it in
the top right-hand panel.

7. Type the translation in the Translation text box in the top right-hand panel.
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8. Repeat steps 8 to 10 above until all the terms required have been translated. The translations are
saved automatically the selected path.

NOTE: As long as the LTU remains open, the individual translated terms are saved while you
translate/navigate to other terms.

9. To save the library, click W or select Save from the File menu. Enter filename of your choice and click
OK. It is saved in default location.

The following is a list of additional options in the LTU:

Option Description
Eh,?;ﬁe Enables you to change font, font size and font style of the translated term.

FE Enables navigation to the next term in the list of terms. You can also navigate
Nt to the next term by selecting Next in the Actions menu.

F7 Enables navigation to the previous term in the list of terms. You can also
P'Lrlr'Ev navigate to the previous term by selecting Prev in the Actions menu.

Enables you to search for a specific term that appears in the system (button
Eﬂ! text, label, message and so on). You can also search for a term by selecting
Find... or Find in all groups... in the Actions menu.

Provides information about the LTU.

Sort You can sort the list of terms alphabetically by clicking the Original text
column header or by selecting Sort by in the Actions menu.

Show identical You can show other terms with identical name by selecting Show identical

name name in the Actions menu.

Implementing the Translation in the ViconNet Application

Once one or more library files have been created and terms appearing in the user interface have been
translated, the LTU feature in the ViconNet system enables a translation to be selected and implemented,

To implement the translation in the ViconNet site:

1. From the ViconNet Main window, click ﬁ The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the site name for which you want to implement the translation and click . The System
Settings window is displayed, as shown on page 55.
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lLanguage
3. Click the - button. The LTU Settings window is displayed.

Language Settings

Site Name: Vicon-PC IP Address: 69.74.63.71

Language library | Language File Vl

Default

Current zelected: |Default

4. Ifan LTU library has already been created, highlight it and click OK. The translation is immediately
implemented and all the translated terms appear in the site's user interface.

Example:

Original Text:

Hanual Hecord
Site Authorization HMacro Editor and LLow bandwrdth
Huality Buttons On Screen
Schedule for, Macros Hecording ¥Yenfication Texting And Email

Translated Text:

> Bowtons de qualité
Autorisation de site Macre -Création et edition et d'enregistrement manuel Configuration de cartes
alécran
Ao identification Planning de macros Vérification d'enregistrement Controles RS232:422/485

If an LTU library has not been created, follow the procedure To create a translation library file
procedure, page 202.

NOTES:
Terms that were not translated remain in the default language.

To implement the translation on another site, the .ltu file must be saved on that site in
..IViconNet/VnData/Settings. The file then appears in the LTU library list in the LTU Settings window
and can be implemented as described in step 4 above.
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Web Server

Using the Web Server screen allows ViconNet to open as a web-based viewer. The Web Server must be
setup from the Nucleus. From the Nucleus, select the Nucleus to be setup as the server. Note that there are
limits to how much can be run on the server and that there are certain performance criteria required.

1. From the ViconNet Main window, click ﬁ The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the site name for which you want to configure the web server and click m The System
Settings window is displayed, as shown on page 55.

Web Server
3. On the Nucleus, click _ (this cannot be done from a remote unit). The Web Server

activation window is displayed, as shown below.

Note: The Configure button is not available if Do not run Web Server/Stop running Web Server is
selected. This is the default setting when ViconNet is first installed.

@ Web Server
Site Name: GIL-WIN7 IP Address: 10.10.10.131

How do you wigh to run the server ?

[our choice will take effect immediately after prezzing OK.)

" Do not run vwieb Server £ Stop minning web Server.
{* Activate az a'Web Server,

" Activate az a Load Balancer.

; [Znnl-ijure- .

[Cloze configuration window ta regain access to this window. ]

e e

4. The Nucleus can run the server either as a Web Server or Load Balancer. Select how you want to run
the server.

5. The default settings for running as a Web Server are HTTP and Port 80. If these selections are

acceptable, click OK. If changes to the default settings are required, click . The
following configuration screen displays.
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Web and Mobile Server Configuration
Protocol to use -

@ HTTP (O HTTPS (C) HTTP and HTTPS
HTTF Port 80
HTTPS Port

e HTTP is the standard communication protocol for the web and mobile viewers.

o |f added security is required, select HTTPS or both HTTP and HTTPS. If HTTPS is selected,
the SSL encryption fields will display to enter the certificate and key for communication with
the web server. Either a self signed can be selected by checking the box or an official
certificate issued by a CA (Certificate Authority) must be uploaded from your PC. Provide the
path to the certificate directly, or use the Browse button to locate it.

e |tis not necessary to enter the Nucleus IP since the server is on the Nucleus.
6. The system is set for Optimal image quality by default; it is recommended to keep this setting and no

further action is necessary. If changes to the quality settings on the Video Quality Screen are required,
Advanced

this can be is accessed by clicking . The following screen displays.

o5 Video Quality Settings

The quality settings of the video streams sent to mobile devices can be selected.
The settings chosen will apply to all video streams sent from this serverto
all mobile devices.

Note that if a higher quality is selected, the sarver

and mobile
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Consider changing this selection carefully. The selected Video Quality Setting applies to all video streams
sent from this server and the selection does impact on the server and mobile device resources. Click OK if
any change was made.

7. The default settings for running as a Load Balancer are HTTP and Port 80. If these selections are

acceptable, click OK. If changes to the default settings are required, click . The
following configuration screen displays.

| €3 vicon Web and M: —

Load Balance Server Configuration
Protocol to use -

@ HTTP ) HTTPS (") HTTP and HTTPS
HTTPPot  gp

HTTPS Port

Select 551 Files -

~ Check to create a seff signed SSL certificate (or select existing ones).

Address HTTP Port
4 Enter server address ... _
| |

L
e @

I £

The Load Balancer distributes the web and mobile viewers across the available servers to optimize the
load on the system. It is recommended to make the Nucleus into the Load Balancer. Using Load
Balancer is only relevant when using multiple web servers.

On a system running a Load Balancer, all communication is directed to it. The only address to browse
to or connect to from a mobile device is this server’s IP address.

e HTTP is the standard communication protocol for the web and mobile viewers.

e |f added security is required, select HTTPS (default port is 443) or both HTTP and HTTPS. If
HTTPS is selected, the SSL encryption fields will display to enter the certificate and key for
communication with the web server. Either a self signed can be selected by checking the box
or an official certificate issued by a CA (Certificate Authority) must be uploaded from your PC.
Provide the path to the certificate directly, or use the Browse button to locate it.
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8. Enter the IP addresses and ports of all web servers to be used in the fields. Adding a server address
will automatically add another line for another address. If any information is incorrect, an error
message will display. To delete a server, click in the leftmost column to highlight the line and use the
delete key on the keyboard.

. . A Corrligure{é};') Abort BExat ﬂ

9. After configuration is complete, from the buttons at the bottom l , Select
Configure to start the configuration; select Abort to if the changes should not be saved. Exit will bring
you back to the Web Server window.

10. A status button is available that, when clicked, opens a window that displays the status of the
configuration. Click hide to close this window

11. After the Web Server is activated, the ViconNet application will restart.
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Video Masking

In certain situations, it may be necessary to block selected areas in the video from view, both on live
viewing and playback. Video Masking must be setup from the Nucleus.

Note: You must be authorized in the Site Authorization screen to perform masking.

1. From the ViconNet Main window, click ﬁ The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations, as shown on page 55.

2. Select the Nucleus site name for which you want to configure video masking and click m
The System Settings window is displayed, as shown on page 55.

Wideo

Maszking

3. On the Nucleus, click . The Video Masking window is displayed, as shown below. The
screen will outline the steps to creating a video mask.

Video Masking

Site Name: WIN7-VOSTRO3 1P Address: 10.10.20.213

5@ ViconNit r

& 10101153 17X

Video Masking
Defire an area on the video image to bisck from viswing
Follow the nesd steps:
1. Select a camera
2 Draw mask on video

3. Check Enable Masking

4. Press 'Save o1 'Save & Exi bulton,
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4. Select the camera from the list on the left side for which you want to create the video masks. The video

mask setup screen is displayed, as shown below.

Video Masking

Site Name: WIN7-VOSTRO3 P Address: 10.10.20.213

=@ ViconNet
B gl 10101153 1TX
R [TX53(V960D-WN

| ¥ Enable Masking

x5 7
06072 0019 B o

5. Check the Enable Masking box to allow you to create the video masks. The tools on the left are used to
create the video mask. The following options are provided:

Option

Description

m This button marks colored grid blocks over the entire window area, meaning
that the entire camera view will be masked. Then use the Eraser tool to remove
specific grid blocks.

ﬁ.,

b

When the Pencil tool is selected, the cursor becomes a pencil icon.

Create the masking area by clicking on the required view area to be blocked,
thereby drawing an arrays of red, blue or yellow grid blocks (according to which

pencil is selected). The size of the area is determined by the option below.

IE E B [~

The Tool Size Selector area includes buttons for three pencil sizes.
According to the selected size, the cursor draws a small (single
block), medium (4-block) or large (16-block) width of grid blocks per
sweep.

J When the Eraser tool is selected, the cursor becomes an eraser icon. You can
[ erase masked areas by clicking over selected grid blocks, thereby erasing
them.

Ee-

The Tool Size Selector area includes buttons for three eraser sizes.
According to the selected size, the cursor will erase a small (single
block), medium (4-block) or large (16-block) width of surface blocks
per sweep.

6. After all masked areas on the camera have been created and positioned, click Save or Save & Exit to
exit the setup screen. Click Close to exit the setup screen without saving any changes.
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7. The live video now displays with the masked area grayed out, as shown in the display below. Any
video playback also displays the mask.

VICONG:; NVR Peak

Video Mask

8. The masks can be turned on and off from the live video display. Right click on the video; a dialog box
displays. Click on Mask/Unmask Video to remove or display the configured masks.

Primary Info
Request to be Primary
Force to be Primary
Bookmark

> Mask/Unmask Video
Stop Video

Edge Playback
Start Playback From Time...
Start Quick Playback From: [

Notes: The system saves the mask as it is currently defined. A mask can then be changed, but that change
to the mask will also be changed in playback.

When video is played back and then paused, an attempt to mask or unmask the image will not change the
mask. Click on the next or previous frame buttons to refresh the image.§
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Viewing the Settings Summary

The Settings Summary window displays all the system settings for a specified site. This enables the user to
view all the settings for a remote site without having to navigate through all the available windows for that
site one-by-one (for example, macros, authorizations, schedules and so on).

To view the settings summary:

4.

5.

.5-ett"ings .5 umménj,l .

is shown below.

From the ViconNet Main window, click ﬁ The Setup Site Selection window is displayed,

showing a list of all currently connected transmitters and Workstations, as shown on page 55.

. . . . I Sclec
Select the site for which you want to view the settings summary and click . The System
Settings window is displayed, as shown on page 55.

button. The Settings Summary window is displayed. An example

Settings Summary
Site Name: Vicon-PC IP Address: 69.74.63.71

Beqistriation
License Type:
Registered:
Days left:
Web licensze:
Computer Name:
Operating System:
HD Serial Mumber:
MAC-Address:
User Name:
Company Hame:
Address:
Phone Mumber:
Computer 1D:
Session Code:

Version
Version

Network Settings
The site iz master nucleus:

Master Hucleus DNS name:

Master Nucleus IP:
Synchronize time:
Network Adapter:
Local IP:

Subnet mask:
Default Gateway:

Auto Login
Enable Auto Login:

Storage Database Setup

C:\¥iconNet\WnD ata\DBVAVDE

WYR Full Wersion

Yes

Unlimited

M

Vicon-PC

“Windows 7 build: 7601 Service Pack 1
2023330247
00:1C:C0:594:49:74
‘“wandy Brickman

Vicon

89 Arkay

E31-952-2288

9227524

305411266

vE.6.64

Mo

45453155

E3.74.63.85

e

{2482647E-FOD5-4554-BC1 3-2011EBE10BFE
E3.74.63.71

256, 256,255,192

E3.74.63.126

Mo

2000 ME

C:\¥iconNet\WnData\DB\AYDBYBmT able 1000 ME

m m Elose

(Optional) Click Save to save the settings to a rich text file (.rtf).

(Optional) Click Print to print the full list of settings for the selected site.
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Display Settings

The Display Settings window enables you to change the screen resolution of the application.

NOTE: This feature can only be carried out by directly accessing the System Settings window of the
Kollector or Workstation/NVR devices, not remotely from the Workstation, and the display settings
selected are only applied to that site.

To change the display settings:

1. From the ViconNet Main window, click ﬁ The Setup Site Selection window is displayed,
showing a list of all currently connected sites, as shown on page 55.

2. Select the required site and click m The System Settings window is displayed, as shown on

page 55.

Dizplay Settings

3. Click the

button. The Display Settings window is displayed.

Display Settings

Site Mame: Vicon-PC IP Address: 69.74.63.71

Select the rezolution of the application

1024 by 758 | Pieks
¥ Show application on full screen

Select the video area'’s aspect ratio

[¥ Maintain aspect ratio

Video details
v Show ideo Details

Enable/Dizable video details:
Primary/Secondary, Quality. Video Type

[ Set zsingle camera GUI display mode to B35
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e Select the screen resolution required. A variety of resolutions are provided, dependant on the video
adapter on your PC.

e There is a checkbox to Show application on full screen. When this is checked, ViconNet will
automatically switch to the full resolution on the monitor. If the application is moved to a different
monitor, it will adjust to that monitor and continue to display at full resolution.

e Select the aspect ratio required. This selection is made dependant on the video coming from the
cameras.

e Checking the Maintain aspect ratio box will cause to video to fit and therefore may be distorted or
stretched.

e Checking Show Video Details allows certain information to be visible on the video displaying; to
prevent this information from displaying do not check.

NOTE: The ViconNet application always opens with the resolution defined in the Display Settings window,
regardless of the resolution settings defined for the PC on which the application is running.

4. Click OK.

Note: This setup is not available for remote setup!
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Chapter 4
Viewing and Listening to Live Video/Audio

This chapter includes the following sections:

e Overview, page 216, provides an overview of the viewing and listening process, which also includes
some optional tasks that can be performed, as required.

e Viewing and Listening Workflow, page 217, illustrates the main steps for viewing and listening to live
video and audio.

e Step 1: Selecting the Display Mode, page 218, describes how to select the required humber of video
display locations.

e Step 2: Selecting Cameras and Microphones, page 220, describes how to select and control devices in
order to view and listen to their live video and audio.

e Step 3: Controlling the Picture, page 223, describes how to control the contrast and brightness of the
live video display.

e Step 4: Zooming the Video Display, page 225, describes how to zoom in or out from a live video
display.

e Step 5: Operating a PTZ Camera, page 225, describes how to view and listen to video from a PTZ
camera.
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Overview

The ViconNet system enables you to monitor live video and audio using the cameras and microphones
configured in the ViconNet system. The live video pictures and audio segments are sent by the transmitter to
the relevant Workstation displays via the network. The cameras and microphones available for viewing live
video and audio on each Workstation are configured during system setup, as described in Chapter 3,
Configuring the ViconNet System.

In order to view live video and audio, you must select the display mode (the number of display locations in the
ViconNet application that is sufficient for the number of cameras that you want to monitor). Then you can
select the devices using the Site List.

When you have selected the required devices, you can select the picture quality (if the Quality buttons in the
Main window Function Controls area are enabled - refer to the Configuring Manual Recording and Video
Quality section in Chapter 3, Configuring the ViconNet System), the refresh mode, and additional picture
settings that determine how the live video and audio is displayed on the connected Workstation. The
selections that you make also affect the data during recording and playing back operations, as described in
Chapter 5, Recording Live Video/Audio, and Chapter 6, Playing Back Recorded Video/Audio.

The ViconNet system also provides some optional functions that can be used when viewing and listening to
live video and audio. These include the ability to zoom in on a specific video display to view it in more detail
and to use a PTZ camera.
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Viewing and Listening Workflow

The following workflow illustrates how to view and listen to live video and audio using the ViconNet system.
Each step is described in the sections that follow.

Sep1 Selecting the Display Mode
-
Sep 2 Selectlng Cameras and
Microphones
o
Controlling the Picture
Sep 3 (Optional)
Zooming the Video Display
Sep 4 (Optional)
A
Operating a PTZ Camera
Step S (Optional)
v

NOTE: The workflow shown above is performed after you have already logged in to the ViconNet application,
as described in Chapter 2, Getting to Know ViconNet.
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Step 1: Selecting the Display Mode

Selecting the display mode enables you to determine the maximum number of video display locations for
viewing and listening to live video and audio at one time in the Video Display area of the Main window.

Various display modes are provided to accommodate your viewing and listening requirements, as described
in the selection procedure, below.

You can modify the display mode after beginning to view and listen to the live video and audio, if required. For
example, if you determine that you want to view additional devices, you can select a display mode with more
video display locations without affecting the current video and audio that you are currently viewing and
listening to.

In addition, you can determine which camera is represented in each video display location, as described in
Step 2: Selecting Cameras and Microphones, page 220.

You can choose the display mode from either the Main window or the Navigator window.
To select the display mode from the Main window:

e In the Main window, select the required option from the Display Mode controls at the bottom right of the
window, as follows:

Display Description

Single: Provides a single video display location in the Video Display area.
(Quality 1)

Quad: Provides four individual video display locations simultaneously in the Video
Display area. (Quality 5)

Six: Provides six individual video display locations simultaneously in the Video
Display area. (Quality 5)

Nine: Provides nine individual video display locations simultaneously in the Video
Display area. (Quality 6)

Sixteen: Provides sixteen individual video display locations simultaneously in the
Video Display area. (Quality 7)

Full Screen: Maximizes a selected video display location to fit the entire screen
(including the Site List). (Quality 1)

-

To restore the maximized screen to its previous size, click the

. . S . Back
right corner or right-click in the screen and click e . You may also

click <ESC>.

icon in the top

NOTE: In order to improve transmission speed, the quality of live images is set automatically for each display
mode selection (for example, Quality 1 for the Single mode, as mentioned above). For information
about display mode quality, refer to the About Picture Quality and Refresh Mode section in Chapter 2,
Getting to Know ViconNet.
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To select the display mode from the Navigator window:

¢ In the Navigator window, select the required Display Mode icon (located below the Main window Display
Location area).

Thereafter, when the Play button is selected, the devices in the Main window Display Location area are
displayed in their respective locations in the Main window, ready for viewing and playing back.

The following example shows the Video Display area after the Four IEI display mode has been
selected.

%VICOI\L‘] T NVR Peak v8.0.15Build ..Sci‘let.i.ul.ef.Macm .hepc.uls - ; . Ll‘:lg‘oul..... . E] E]

920 - 920D emo 10D53w 69.74.63.69 - IQEYE3B3427
B & F

Silé Lis.l. "'Sil.e. Hap ol --Elﬁﬁﬁs

18 - IQEYE38242C
1 IQEYE38242C
53w 69.74.63.69
3427

Audio) Picture| Matiiz Controls PTZ

"% Hanual Record ; Stop Macro

R "Bookmark
Quality

1 56 - Print . Links e Ho. of Recording Cams a

5/15/2015

“Low Bandwidth Create Archive | Export Image! J Scheduler state: Active 1:59:55 PM

TIP: You can maximize an individual video display location in the Video Display area by double-clicking the
required location. Double-clicking again reverts back to the previous view.

XX113-07-00 Rev 614 Workstation and NVR Viewing and Listening to Live Video/Audio e 219




Step 2: Selecting Cameras and Microphones

When you launch the ViconNet application, the Video Display area of the Main window is initially empty, as
there is no automatic display of live video and audio. In order to view live video and audio in the Video
Display area, you must first select the device (camera or microphone) that transmits the required data.

When you select a device, the video is then streamed into the selected video display location in the Video
Display area, and the audio is heard via the PC's speakers.

The ViconNet Site List enables you to select devices for viewing and listening to live video and audio by
navigating through the list and selecting first the required recorder/transmitter and then the required devices.
The available devices in the Site List are configured during system setup, as described in Chapter 3,
Configuring the ViconNet System.

Selecting a device from the list automatically begins the device operation (video and audio transmission) in
the selected video display location in the Main window. A Connecting indication displays when ViconNet is
connecting to a video stream. If the video is disconnected for any reason, the system will keep trying to
reconnect to the camera and the Connecting indication will display to distinguish between a vacant tile and
one that is in the connection process.

As transmission begins, the appropriate controls for the specific type of device that you selected become
active in the Control Dialog Display area, which enables you to modify the live video and audio, as
described in the subsequent sections in this chapter.

The maximum number of cameras that can be selected simultaneously is sixteen, depending on the current
display mode. If all display locations are in use, and you select another camera, the selected camera replaces
one of the previously displayed cameras.
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To select adevice from the Site List:

1. Inthe Main window, ensure that you have selected the appropriate display mode for the total number of
devices that you want to select, as described in Step 1: Selecting the Display Mode, page 218.

2. Expand the required transmitter to display a list of the currently connected devices (cameras and
microphones), as shown below:

1 Camera-1

1 MetCamera

NOTES:

The cameras that appear in the Site List are automatically detected by the system during startup. If a camera
is not physically connected to the system, it will not appear in the list. If the camera is disconnected after
startup, it is removed from the list. If a camera is disconnected while it is active (meaning being displayed or
recorded), a red X icon (&) is displayed next to the relevant camera in the Site List, and a blank screen

appears in the Video Display area.

The microphone nodes that are displayed will correspond with the detected microphones. Each site can have
up to 16 cameras, microphones and detectors connected to it.

3. Select the required device from the Site List in one of the following ways:

¢ Inthe Video Display area, select a video display location (indicated by the pink border) and then
select the required camera from the list. The live video transmission is displayed automatically in the
selected location, and the camera or microphone icon appears highlighted, as shown in the example

on page 222.

A microphone is selected by clicking its icon in the list.

NOTES:
If you select a video display location that is currently active:

e The live video and audio transmission for the new device that you select will override the current one.

e A pink border is displayed around the relevant device in the Site List.

In addition, if no empty video display locations are available when you select a device, the video and audio
transmission for the new device will override the next default video display location, starting with the location

at the top left.
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-OR-

e Drag and drop a camera from the list onto the required video display location. As you drag the
camera, the mouse cursor changes to a camera icon, and then the live video transmission is
displayed as you drop the camera into the required video display location, as shown in the example
on page 222.

-OR-

e Select a recorder/transmitter and drag and drop it anywhere in the Video Display area. Live video
transmission from all the connected cameras are displayed in the current video display locations.

NOTE: The number of devices that can be displayed at one time in the Video Display area is dependent on
the number of video display locations in the currently selected display mode. Refer to Step 1:
Selecting the Display Mode, page 218, for additional details about changing the display mode, if
required.

The following example shows four live video transmissions displayed in the Video Display area. The
name of each camera is located in the top of each video display location.

prr o,

%VICOI\LJET NVR Peak v8.0.15Build ..Sci'lel.i.ul.ef.Macm . hEDo.lls : % Ll.Jg.oul —_— E] E]

920 - 920D emo 1QD53w 69.74.63.69 - IQEYE3B3427

Silé Lis.l. "'Sil.e. Hap ol --Elﬁﬁﬁs

18 - IQEYE38242C
= 1 IQEYE38242C
¥ 10D53W 69.74.63.69
1 IQEYE3B3427

PR, f—— T————

Audio. Piclule...Mallix Eontmls PTZ

m——ﬁi;m;?v—-—— B o "St.op
T = —
- . " Bookmark
Juality

Erint Links 5/19/2015

“Low Bandwidth Create Archive | Export Image! J Scheduler state: Active 1:59:55 PM
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NOTES:
You can manually stop the transmission at any time by clicking STOP.

The name of the currently logged in user and the master Nucleus are displayed in the Current Details area
(upper left corner).

When a macro is running as a result of an alarm event, the following is applicable:
o If the macro is performing display operations, all functions in the ViconNet Main window, except for the
Stop Macro, Schedule/Macro, Logout, and exit buttons, are disabled.

o If the macro is performing all other recording operations, except display, all functions in the ViconNet
Main window remain operational.

Refer to Chapter 3, Configuring the ViconNet System for additional details about macros.

4. To display live video and audio from additional devices, repeat step 3, as required.

TIP: To reverse a device selection, click the required device in the Site List again. The live video and audio
transmission for the deselected device is stopped.

5. Proceed to the relevant steps in this chapter to modify the live video and audio display that you have
selected, such as the picture quality and refresh mode.

Note About Picture Quality and Refresh Mode:

The view image quality is set automatically according to the selected display mode. The Single mode is
assigned the highest quality. Other modes are assigned lesser qualities, in proportion to their number of
views.

The view image is automatically refreshed according to the refresh mode in which it was recorded.

For more information about image quality and refresh modes, refer to the About Picture Quality and Refresh
Mode section in Chapter 2, Getting to Know ViconNet.

Note About Listening to Audio:

You can select a number of microphones for listening. However, selecting more than one microphone
simultaneously may create noise distortion.

Step 3: Controlling the Picture

The ViconNet system enables you to control and change the settings of the current live pictures displayed in
the Main window, such as the brightness and contrast. Any changes that you make to the picture settings
affect the data that is currently being viewed or recorded on all connected Workstations and recorders
displays.

As well, you can manually override the display mode-determined live picture quality for the currently selected

camera using the Quality Jraei
1

Changing the picture settings is irreversible (meaning that after the settings have been changed, the previous
settings are lost).
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To control the picture brightness, contrast and color for a specific camera:

1. Select the required camera from the Site List/Site Map/ Groups list or in the Video Display area.

2. Click w The picture controls are displayed in the Control Dialog Display area with the transmitter
and device name shown above them.

Eontrols = Pz

A ——r—————— ——————————
Save as Default Factory Mefaulk

Load Merault

3. Select the required picture settings. Either:

e Move the sliders to adjust the picture, as follows:

Option Description
_(j}_ Adjusts the light level on the display screen.
Brightness
D Contrast Adjusts the difference between the lightest and darkest areas on the

display screen.

B color Adjusts the color intensity (amount of white contained in the basic colors)
on the display screen. For example, a fully saturated red would be pure
red. The less saturated the color, the more pastel the appearance.

-OR -
e Select Factory Default to load the original settings
-OR -
e Select Load Default to load the picture settings you last saved (by clicking Save as Default).

4. To save your changes, click Save as Default.
To control the live picture quality:

e In order to improve transmission speed, the maximum quality of live images is set automatically according
to the selected display mode, as follows:

Display Mode Maéutzlsitp;Jay
Single 1
Two-by-two matrix 5
Hexa (Six) 5
Three-by-three matrix (Nine) 6
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Four-by-four matrix (Sixteen) 7 |

The Single mode is assigned the highest available resolution, while other modes are assigned lesser
resolutions, in proportion to their number of views. This is because the smaller views (for example, 3x3 or
4x4) generally do not benefit from higher resolutions and are equally legible in a lower resolution. When the

Cluality

Quality buttons in the Main window Function Controls area are enabled, you can
manually override the display mode-determined live picture quality for the currently selected camera. The
qualities 1, 5, 6 and 7 are available for this purpose. The quality and refresh mode of the Live video is
displayed during the first five seconds following the manual Quality change. (For information about enabling
the buttons, refer to the Configuring Manual Recording and Video Quality section in Chapter 3, Configuring
the ViconNet System.)

Step 4: Zooming the Video Display

The ViconNet system enables you to digitally zoom in on a specific video display location in the Main window
in order to view the video in more detail.

Zooming in or out from the video display consists of selecting the required video display location with the left
mouse button and then using the mouse roller to increase or decrease the degree of zoom. When the video
display is zoomed, one click on the mouse roller returns the display to its original size.

The zoom function can be used on all types of video (live, recorded, and playback).

Refer to the Zoom Controls section in Chapter 2, Getting to Know ViconNet, for more information about how
to use the Zoom feature.

Step 5: Operating a PTZ Camera

The ViconNet system enables you to easily operate and control any PTZ camera configured in your system.
See Configuring/Modifying PTZ Controls in Chapter 3. All PTZ functions are performed in the Main window
and are available only for one selected PTZ camera at a time.

The video from the selected PTZ camera is displayed in the Video Display area. The driver-specific interface
for PTZ-enabled cameras is also displayed in the Control Dialog Display area and on the screen.

Note: You must have permission to use the PTZ and Set Preset controls in the Site Authorization list to use the
controls. A preset can be recalled but cannot be set without authorization. If not, the following screen will display:
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ViconMet

A

To operate a PTZ camera:

1. Ensure that the PTZ camera has been configured in the system, as described in Chapter 3, Configuring
the ViconNet System.

2. Select the required PTZ camera from the Site List.

Select a
PTZ camera

r—————

PiZ

3. Click the button. The live video from the selected camera is displayed in the Video Display area,
as follows:
The yellow arrow directional markers and the icon in the displayed image will be described in

the following steps.
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4. Use the PTZ controls in the video display location, as follows:

Option Description
Yellow These arrows serve only as direction markers.
Direction Clicking anywhere in the video display will cause the camera to move in that
Arrows direction. If you move the mouse (while still holding down the mouse

button), the camera will follow the mouse.

When using the mouse, the speed of the camera movement is directly
related to the distance of the mouse from the center of the picture. This
means that the closer the mouse is to the center, the slower the camera
movement, and the farther away from the center, the faster the camera
movement.

W=
Optical Zoom ;
oS
Click the plus (+) or minus (-) symbols of the ! icon with the mouse
to zoom in or out from the center of the displayed video.

==
= | | .
5. Click the 4 icon at the center of the image. The following PTZ controls are displayed in the
Control Dialog Display area.

e e, e, |

Aﬁdio .Piclu-re Matnx]  Controls ™ Bz

Preset] 1
P::z:tZ Focus In Ot
Preset3

Presetd

NOTE: This area may vary depending on the PTZ type.

Option Description

You can define the "preset” choices in the preset scroll list to represent fixed
location-and-zoom points in the video display. Then, when a preset (for
example, presetl) is clicked, the view automatically focuses on the
associated view area.

You can define (or reassign) a preset, as follows:
e Select the required preset from the scroll list.

e Move to the required specific area/zoom using the window navigation
functions.

e Click to lock that preset to the current location/zoom.

NOTE: Up to 99 presets (depending on the camera's model) may be
defined. Presets can be selected either manually, as described
above, or automatically, as part of a macro process.
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Option Description

These options affect the ability to observe objects in the video display
location in relation to one another (proximity) by controlling the amount of
Open lris light entering behind the PTZ lens, as follows:

Ak Irig

Clicking m automatically adjusts the amount of light in the

displayed video.

Clicking adds more light to the displayed video.

Clicking reduces the amount of light in the displayed video.
e Sets the PTZ camera to automatically rotate around 360° while displaying

the video.

Stops uncontrolled directional movement of the video display in the case of a
s1op malfunction.

| Moves the PTZ camera lens to focus in and out (near and far).

Auxiliary buttons for configuring internal PTZ settings, used in accordance
with the PTZ camera operating manual instructions. (This applies only to
Vicon PTZ cameras.)

Determines the speed of the autopan.

NOTE: Live video and audio can also be selected from the Alarm History Report.
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Chapter 5
Recording Live Video/Audio

This chapter includes the following sections:
e Overview, page 230, provides a general overview of the manual and automatic recording processes.

e Recording Live Video/Audio (On-Demand), page 231, describes how to manually record live video and
audio without the use of configured macros and schedules.

e Recording Management, page 234, describes how to setup 24/7 recording or boosting recording
parameters upon motion.

e Automatic Scheduled Recording, page 235, describes how to automatically record live video and audio
according to a pre-configured time schedule.

e Alarm Recording, page 236, describes how to automatically record live video and audio in response to
an alarm event.

Note: Recording capability is only available when using VPK-SW or VPK-NVR series workstations.
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Overview

The ViconNet system enables you to perform recording operations using several types of recording modes to
accommodate individual and organizational requirements, including:

e On-demand recording, which records inputs from selected cameras and microphones, and saves the data
to a selected storage location.

e Automatic recording, which uses preconfigured recording settings to record all currently connected
cameras and/or microphones when the ViconNet application starts.

e Automatic scheduled recording, which uses preconfigured macros to record specific cameras and
microphones according to a preconfigured time schedule without user intervention.

e Alarm-only recording, which uses preconfigured macros to record specific cameras and microphones
when an alarm event occurs in the system.

All recording modes require you to pre-configure the recording settings, which include selecting which devices
to record, the recording duration and quality, as well as the required macro and time schedule where relevant.

Note About Picture Quality, Frames per Second (FPS) and Refresh Mode:

The picture quality, FPS and refresh modes for recording purposes are set in the Automatic Recording, Macro
Creation and Pre/Post-Alarm Configuration procedures. For additional details, refer to the relevant sections in
Chapter 3, Configuring the ViconNet System.

When different recording options are requested concurrently, the picture quality and FPS that applies is
determined according to prioritization settings. For details, refer to the Picture Quality and FPS Priority section
in Chapter 3, Configuring the ViconNet System.

When the buttons in the Main window Function Controls area are enabled, you can
manually override the recording picture quality for the currently selected camera, as required. The qualities 1,
5, 6 and 7 are available for this purpose. (For information about enabling the buttons, refer to the Configuring
Manual Recording and Video Quality section in Chapter 3, Configuring the ViconNet System.)

Recording operations can be performed simultaneously on both local and remote sites. Recording operations
can also be performed on specific cameras and microphones at the same time that you are viewing live video
and audio from other selected cameras and microphones in the ViconNet system, as described in Chapter 4,
Viewing Live Video/Audio.
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Recording Live Video/Audio (On-Demand)

The ViconNet system enables you to perform on-demand recording, which is a manual method for recording
live video and audio, either locally or remotely, from one or multiple cameras and the microphone in the
system.

The on-demand recording method requires that the devices be configured in the system, as described in
Chapter 3, Configuring the ViconNet System. Then you can manually start and stop the recording for multiple
cameras and microphones individually or simultaneously, as required.

Performing on-demand recording consists of:

e Selecting a site, which is a transmitter physically connected to the cameras and microphones you want to
record.

e Selecting the cameras and microphones that you want to record. The selection of each camera and
microphone automatically starts the live video and audio transmission and displays it in the selected video
display locations.

e Recording the live video and audio, which stores the data for playback purposes in a predefined storage
location.

Note About Picture Quality and Refresh Mode

The ViconNet system enables you to control the quality (resolution) of the picture being recorded and to
specify the refresh mode of the video display.

The picture quality that you select determines the resolution at which you record the images. The picture
quality range is from 1 to 8, where:

e 1 = best picture quality, but slowest data transmission.
e 8 =least clear picture quality, but fastest data transmission.

The selections between 1 and 8 provide varying degrees of image compression, resulting in varying degrees
of system resources use and data transmission.

The refresh mode determines whether you record the full frames for the live video or only the changes within
the frames.

NOTE: Both the picture quality (resolution) and the refresh mode affect the recording in all current video
display locations simultaneously.
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To record live video/audio (on-demand):

1. From the Site List in the Main window, select the required transmitter.

2. Expand the branch of the required transmitter to display a list of currently connected cameras and

microphones, as shown below:

v
v
v

920D-M39-1P Transmitter
B 1 Y920D-H39M-IPO007DE1 7 7P B

IJ21D-N3GHIR-IP
= 1 V921D-M39WIR-1IPO007DE17
922D-N39HIR-IP

= 1 V922D-M39MIR
9230-N39HIR-IP
= 1 V923D-M39WIR-IPO007DE17

3. Select the required camera or microphone that you want to record in one of the following ways:

¢ Inthe Video Display area, select a video display location (indicated by the pink border), and then
select a camera from the list. (A microphone is selected by clicking its icon.) The live video and audio
transmission is displayed automatically in the selected location, and the camera or microphone icon
appears highlighted, as shown in the example on page 233.

NOTE: If you select a video display location that is currently active:

o The live video and audio transmission for the new camera or microphone that you select will
override the current one.
o A pink border is displayed around the relevant camera in the Site List.
-OR-

e Drag and drop a camera from the list to the required video display location. As you drag the camera,
the mouse cursor changes to a camera icon, and then the live video and audio transmission is
displayed as you drop the camera into the required video display location, as shown in the example

below.

-OR-

e Select a transmitter and drag and drop it anywhere in the Video Display area. Live video
transmission for all the connected cameras are displayed in the current video display locations.

NOTE: The number of cameras that can be displayed at one time in the Video Display area is dependent on
the number of video display locations in the currently selected display mode. Refer to Chapter 4,
Viewing and Listening to Live Video/Audio, for additional details about changing the display mode.
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The following example shows four live cameras displayed and ready for recording in the Video Display
area, with the name of each camera located at the top of each video display location.

v8.0.15Build Schedule}'Macm Repnlls Lngnul.

920 - 920Demo 18D53w 69.74.63.69 - IQEYE3B3427
E 3 F

18 - IQEYE38242C
1 IQEYE38242C =
D53 69.74.63.69
1 IQEYE3B3427

—— N
.‘.Manua.l.ﬂec.urd. - - e Stop Macro . p—
o T Bookmark @
L

Prnt Ilinks 5H92015

" Tow Bandwidth Tieale fachie " ErportTmage Scheduler state: Aclive 1:59:55 PM
|

4. To display live video and audio from additional cameras, repeat step 3, as required.

TIP: To reverse a selection, click the required camera or microphone in the list again. The live video
and audio transmission for the deselected camera or microphone is stopped.

NOTE: You can change the picture quality and refresh rate settings for manual recording. Refer to the
Configuring Manual Recording and Video Quality section in Chapter 3, Configuring the ViconNet
System.

5. Click . The foIIowing occurs:
e The button changes to .

e The currently active cameras and microphones begin recording live video and audio simultaneously.

e The recorded data is loaded and stored into the predefined storage location.

NOTE: When the storage location is full, older files are automatically emptied chronologically to make room
for newer files.

6. To stop recording, click the button. It changes back to ililaaliaatlll The
active cameras and microphones stop recording, but the live video and audio continues to be displayed.

NOTE: Clicking Stop turns off all cameras and microphones.
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Recording Management

The ViconNet system enables you to configure recording management, which allows the system to record the
selected connected cameras and/or microphones continuously (24/7), to boost recording upon motion, to
record 24/7 and then boost upon mation, or to record only upon motion.

Configuring recording management consists of selecting the cameras and/or microphones that will be
recorded and selecting the recording settings. Refer to Chapter 3, Configuring the ViconNet System, for
additional details.

Note: When recording on motion or boosting on motion, the motion settings must be done from the camera
browser.

Recording Management
Site Name : Vicon-PC IP Address: 65.74.63.71

Recorded devices  (Devices wil be recorded according to the "Recording method™)
Dievice name Recording method
Available devices
[ £ V821D-N33MIR-IP - V921D-N23MIR-IPO007D R 178652 24/7 (fps=max g=2)
[ = V322D-N33MIR-IP - V322D-N3SMIR 24/7 (fps=max g=2)

V921D-N39MIR-IP
¥ V921D-N39MIR-IP0007D8178

Record 24/7 Boost on motion
Selectall recorded desnces
Recording guality : Recording quality :
Unselectdllrecorded dences Frames per second : Frames per second :
Paost event recording :|1-=:UUY
Total recorded devices:
= 2
% T Apply to all microphones Apply to selected microphones

S

Record on motion only

Recording quality [2 -
Frames per second : [I'u'lax available =
Post event recording : 01:00 =
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Automatic Scheduled Recording

The ViconNet automatic scheduled recording capability enables you to configure the system to automatically
record and display camera and microphone inputs according to specific time schedules without user
intervention. This consists of first configuring macros in the system for the devices you want to record with
automatically. Each macro is made up of user-defined commands that instruct the system about which
devices to record, how long to record, recording quality, and so on. Refer to the Creating Macros section of
Chapter 3, Configuring the ViconNet System, for additional details.

After you have created the required macros, you can create a schedule for each macro. This consists of
configuring the days of the week, the start and stop time, and the run option for the specific macro. The run
option enables you to configure the macro to run continuously during the selected time period or only at
selected intervals. Refer to the Creating Schedules section of Chapter 3, Configuring the ViconNet System,
for additional details.

The combination of the two configurations described above (macro and schedule) causes the system to
record the devices defined in the macro at the times configured in its associated schedule (thus automatic
scheduled recording).

For example, you can configure a schedule to run the macro that has been configured to record Device A
seven days a week from midnight to midnight (using continuous running or run cycles), or you can select a
run option to run the macro only once an hour instead of continuously during the defined time period.

To perform automatic scheduled recording:

1. Create one or multiple macros, according to your requirements, as described in the Creating Macros
section of Chapter 3, Configuring the ViconNet System.

2. Create one or multiple schedules, according to the macros that you created, as described in the Creating
Schedules section of Chapter 3, Configuring the ViconNet System.

When you launch the ViconNet application, all devices configured to perform automatic scheduled
recording (according to the configured macros and schedules) will be activated at the configured times.
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Alarm Recording

The ViconNet alarm recording capability enables you to configure the system to automatically record and/or
display camera and microphone inputs when an alarm event occurs in the system by:

e Defining alarm setup links.

e Setting pre/post-alarms.

NOTE: Pre/Post Alarms can only be configured by accessing the System Settings of a Kollector device,
not for the Workstation.

Defining alarm setup links consists of first configuring macros in the system for the devices you want to
activate when an alarm event occurs and then linking the macro to a specific alarm type. Each macro is made
up of user-defined commands that instruct the system about which devices to activate, for how long, in what
order, and so on.

When you link the macro to an alarm type, you can also configure it so that the system will activate the macro
only if the defined alarm conditions are met during a specific time period, for example, at night and on the
weekends.

Setting pre/post-alarms consists of configuring a pre-alarm and post-alarm duration and the recording settings
and then configuring which devices will be affected by the settings. When an alarm event occurs in the
system, the following actions take place:

e If you have configured a post-alarm, when an alarm event occurs in the system, the system immediately
begins recording the configured devices according to the post-alarm settings. This enables you to know
what happened immediately after the alarm event occurred.

e If you have configured a pre-alarm, when an alarm event occurs in the system, the data for the configured
devices for the pre-alarm duration is saved immediately to the storage location according to the pre-alarm
settings. This enables you to know what happened immediately before an alarm event occurred.

To perform alarm recording by defining alarm setup links:

1. Create one or multiple macros, according to your requirements, as described in the Creating Macros
section of Chapter 3, Configuring the ViconNet System.

2. Link each macro to the device that you want to act as the trigger, as described in the Defining Alarm
Setup Links section of Chapter 3, Configuring the ViconNet System.

When the configured alarm conditions are met on the configured devices, the system will activate the
linked macro.
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To perform alarm recording by setting pre/post-alarms:

e Set the pre-alarm and/or post-alarm settings, according to your requirements, as described in the Setting
Pre/Post-Alarms section of Chapter 3, Configuring the ViconNet System.

When an alarm event occurs on any device, the system will activate the configured devices and
automatically save the pre-alarm and/or post-alarm data to the appropriate storage location.
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Chapter 6
Playing Back Recorded Video/Audio

This chapter includes the following sections:

Overview, page 240, provides a general overview of the playback process.

Playback Workflow, page 241, illustrates the main steps for playing back recorded video and audio
segments.

Step 1: Selecting Recorded Video/Audio, page 242, describes how to select the initial parameters in
the Navigator window for the recorded video and audio that you want to play back.

Step 2: Changing the Main Window Display Location, page 246, describes how to change the location
where the recorded video and audio is displayed in the Main window, if required.

Step 3: Selecting the Playback Time Interval, page 247, describes how to select the start and end
playback time for the recorded video and audio segment.

Step 4: Selecting the Playback Start Time, page 249, describes how to select a specific point in a
recorded video and audio segment at which playback will begin.

Step 5: Displaying Recorded Video/Audio Content, page 252, describes how to view a recorded video
and audio segment in the Main window.

Step 6: Playing Back from a Selected Camera/Microphone, page 254, describes how to play back

recorded segments from one or all cameras and a selected microphone displayed in the Main window
and discusses the Quick Playback feature, which enables you to play back video from a camera that is
currently recording (in an adjacent camera display location), without interrupting the recording process.

Thumbnails Search, page 258, describes how to search for a specific open platform camera’s data
within a defined region of the database.

Museum Search, page 260, describes how to search for a specific camera's data within a defined region
of the database.

Video Analytics, page 265, describes how to view a specific camera’s detected suspicious activity
collected from a specific time period.

Creating Archives, page 267, describes how to create archive databases that contain specific recorded
data for use at a later time.
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Overview

The ViconNet system enables you to select and play back recorded video and audio segments that have
been stored in defined storage locations. You can play back data that has been recorded either on your local
Workstation or on other remote Workstations or recorders in your ViconNet system. In addition, you can play
back data that was recorded manually or that was recorded automatically as a result of an alarm event or a
preconfigured schedule.

In order to play back recorded video and audio, in the Navigator window, you must select the devices that you
want to play back according to the corresponding number of display locations. Then you can select the
playback time interval and start time according to the recorded segments that you want to play back.

When you have synchronized all the options in the Navigator window, you can display and play back the
selected segments simultaneously or individually in the Main window, as required.

Picture quality (resolution) refers to the compression level of the video images. The quality of the recorded
image is determined according to configuration settings, with eight degrees of quality that can be assigned.
The following settings are for ViconNet cameras only using ViconNet compression method (open platform

cameras from other vendors may vary); this does not pertain when the system is being run in H.264 mode:

Quality Type Properties

1

5 4 CIF

3 Better picture quality, but slower data transmission.
2 CIF

4

5

CIF

6 . . - -

. Less clear picture quality, faster data transmission.
HCIF

8

The view image quality is also a function of the selected display mode. The Single mode is automatically
assigned the highest resolution available. In order to improve transmission speed, other modes are
automatically assigned lesser resolutions, in proportion to the number of views selected. In general, the
smaller views (for example, 9 or 16) do not benefit from higher resolutions and are equally legible in a lower
resolution.)

The ViconNet system also provides some optional functions that can be used when playing back recorded
video and audio. These include viewing alarmed segments of recorded data and creating archives that
contain specific recorded data, if required.
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Playback Workflow

The following workflow illustrates how to play back recorded video and audio segments using ViconNet. Each

step is described in the sections that follow.

Step 1

Selecting Recorded
Video/Audio

Step 2 Window Display Location

v

Changing the Main

(Optional)

Step 3

v

Selecting the Playback
Time Interval

Step 4

Y

Selecting the Playback
Start Time

Step 5

v

Displaying Recorded
Video/Audio Content

Step 6

y

Playing Back from
a Selected
Camera/Microphone

NOTE: The workflow shown above is performed after you have already logged in to the ViconNet application,
as described in Chapter 2, Getting to Know ViconNet.

Additional procedures are provided for performing the following (optional) functions:

e Quick Playback, described on page 255
e Thumbnail Search, described on page 258.
e Museum Search, described on page 258

e Creating Archives, described on page 267
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Step 1: Selecting Recorded Video/Audio

The first step for playing back recorded video and audio consists of selecting a:

e Storage source, which is a predefined storage location (located on a local or remote Workstation or
recorder) that contains the contents of all recorded devices available for viewing and playing back
recorded video and audio segments.

The storage locations, transmitters and devices in the system can be viewed in a hierarchical list in the
Navigator window. Each transmitter and device list is correlated to a specific storage location.

e Site, which is a transmitter physically connected to the recording cameras and microphones.
-OR-

Archive, which is a previously defined database that contains specific recorded data from specific
devices.

e Recorded camera or microphone, which is the device that has recorded the data that you want to view
and play back.

Cameras can be selected either from the Navigator list or by using standard drag and drop functionality.
(A microphone is selected by clicking its list icon.) When you select a camera or microphone for viewing
and playback using either selection method, a scan of the storage location is performed for that device's
recorded data, which is then displayed.
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To select recorded video/audio:

Playback The Navigator window is displayed, as follows:

1. From the Main window, click

Schedule/Macro Reports Logout g

2t5/2013 [astday Last3'days | [astweek All Hefresh 4502013 =
10:57:01 &M II 10:59224M =

05-May-2013, Sun 06t ay-2013, Mon

N
=¥ Audio/Video Data i
-- % Arecont 21
=- 1 Camera 1
Arecont 25

KCC-4_480

=- 1 Camera 1 v Camera 3
KCC-4_480 P KCC-4 480
< 2 Camera 2 ¥ " Camera 4

3 Camera 3

5/ Bi2M3 b
330328M —

B Hicrophone mm Video [nomotion] [ Video (with motion] M Alam

KCC-4_480 Y s—— -
Camera 1 Camera 2 I View Out
i e W
fEdLE ENUYE
olere] CRIL XelEel 4K Archive | Archive
Camera 3 Camera 4

NOTE: Refer to Chapter 2, Getting to Know ViconNet, for a description of each area in the Navigator
window.

The first time you access the Navigator window, the Main window display location Quad is displayed (as
long as you did not change the view in the Main window). You can change this depending on how many
cameras you want to select, as described in Step 1: Selecting the Display Mode in Chapter 4, Viewing
and Listening to Live Video/Audio.

If you change the display mode in the Main window, the Main Window Display Location area changes
automatically according to your selection, as shown in the following example:

I The pink border

Dome12-161Load|KE-22_240 | indicates the

Cam Input 01 Camera 4 next default
location

IKE-22_240 KE-22_240

Camera 2 Camera 5
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NOTE: The next time the Navigator window is accessed, the display mode that was last selected will be
displayed in the Main Window Display Location area.

view or listen to.

The following details are displayed:

Expand the Navigator list to display a list of the system's available storage locations and archives, if any.

AVDB (Storage Type) Contents

Pevices with Archived Segments

2.
3. Expand the required storage location to display a list of the currently connected transmitters. Transmitters
that have related recorded devices are displayed.
4. (Optional) Select the required viewing option from the Navigator List Controls (Regular, Archives, or
Both). The Navigator list is updated depending on your selection.
5. Expand the required transmitter to display a list of currently recorded cameras and microphones and/or
expand the required archive to display its contents, as shown below:
Storage Location
Transmitter
Recorded Devices
6.

From the Navigator list, select the camera or microphone with the recorded segment(s) that you want to

e The name of the selected camera or microphone appears on the left side of the Recorded Device
Contents area, with the checkbox automatically selected. (See the picture shown below.)

e The recorded video and audio segments contained in the storage location for the selected camera or
microphone appear in blue in the middle of the Recorded Device Contents area, as shown below:

Recorded
Segment

I—l—l

hazel
b Camera 1

NOTE: The recorded video and audio segments that are displayed also depend on the currently selected
time interval. The default time interval is Last Day. Refer to Step 3: Selecting the Playback Time
Interval, page 247, for additional details about changing the time interval.

e The name of the selected camera also appears in the Main Window Display Location area in the
location marked with the pink border, as shown below:

Domel2-161Load{KE-22 240
Cam Input 01 Camera 4
KE-22_ 240 KE-22_ 240
Camera 2 Camera 5
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The default display location for the pink border is the top left or the first empty location. As you select
additional cameras, the pink border automatically moves to the next display location, indicating the new
default position for the next recorded camera that you select.

NOTE: You can change the position of the pink border by clicking in an empty display location or
dragging and dropping it from one location to another. Refer to Step 2: Changing the Main
Window Display Location, page 246, for additional details.

TIP: You can also select a camera by dragging and dropping it from the Navigator list:
e  Tothe required display location in the Main Window Display Location area.
-OR-

. To the Recorded Device Contents area.

As you perform this action, the mouse cursor changes to a camera icon and then the camera or
microphone name appears in the relevant location in the Main Window Display Location area (as
shown above).

7. To select additional recorded cameras or the microphone, repeat step 6, as required. Each device you
select appears in both the Recorded Device Contents area and in the Main Window Display Location
area, as described above.

NOTES:

The recorded devices that you select can be displayed simultaneously with live video and audio in the
Main window.

The E button clears the current Navigator window settings.

The W button closes the Navigator window and reinstates the Main window.
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Step 2: Changing the Main Window Display Location

The ViconNet system provides you with the option to change the Main window display location for each
camera that you select in the Navigator window, if required.

As described in the previous step, when you select a camera, it is automatically assigned to the next available
display location. You can change the display location by:

e Selecting an unused display location.
e Overriding a used display location.
e Removing a camera from a display location and reassigning a different camera to that location.

Any of these methods enable you to determine the exact display location that each camera will be displayed
and available for playback in the Main window.

To change the Main window display location:

¢ Inthe Main Window Display Location area, move the pink border to the required display location by
clicking on the new location and then select the required camera from either the Recorded Device
Contents area (after first deselecting the device) or from the Navigator list.

The new camera name appears automatically in the display location that you selected (as shown in the
example on page 244).

-OR-

Add or remove cameras from the Main Window Display Location area by selecting or deselecting the
appropriate checkbox (F) in the Recorded Device Contents area.

When you select a checkbox (F), the name of the selected camera appears in the Main Window
Display Location area in the display location indicated by the pink border.

NOTE: The number of cameras that can be viewed at one time is dependent on the number of display
locations in the currently selected display mode (up to 16 cameras). Refer to Step 1: Selecting
Recorded Video/Audio, page 242, for additional details.
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Step 3: Selecting the Playback Time Interval

The playback time interval is the range of time for the recorded video and audio segment you want to view
and play back. This means that you can select a specific time period, defined by its start and end time, for the
recorded segment(s) by:

e Using one of the time interval tabs, which enable you to select a range of time, as described below.
-OR-

e Using the time interval controls, which enable you to specify an exact date and time, as described on
page 248.

The time interval option enables you to fine-tune the time interval period by date, hours, minutes and
seconds. For example, you may want to view recorded segments for Camera 1 and Camera 2 only between
the hours of 12:00 PM and 1:00 PM, or you may want to view recorded segments for the same cameras for
the previous 24 hours.

You can also select, for example, only a date and later zoom in on the recorded segment, as described in the
next step.

To select the playback time interval using the time interval tabs:

1. Inthe Navigator window, ensure that the required camera(s) and/or microphone(s) are selected (F) in
the Recorded Device Contents area, as described in Step 1: Selecting Recorded Video/Audio, page
242,

2. Inthe Recorded Device Contents area, select the time interval of the recorded segment that you want to
view from the following time interval tabs:

Tab Description

\iiii.e| Displays all recorded segments during the last 24 hours (from the current time),

as shown in this example:

Day 25-Map-2002, Sat 26-tMay-2002, Sun
Hour

gray
~ Camera 1 L] 1 |

| NOTE: This option is the default. |

Last'a"da;-é Displays all recorded segments during the last 72 hours (from the current time),
as shown in this example:

Month tay-2002
Day 23 24 25 26

gray
2 Camera 1 L |

Last week Displays all recorded segments during the last 7 days (from the current time), as

shown in this example:

Month I ay-2002
Day 19 a0 21 22 23 24 25 2E

gray
2 Camera 1 I |

Displays all recorded segments for the selected cameras and microphones
regardless of when the recording occurred.
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As you select a time interval tab, the recorded segments displayed in the Recorded Device Contents
area is updated automatically.

To select the playback time interval using the time interval controls:

1. Inthe Navigator window, ensure that the required camera(s) and/or microphone(s) are selected (F) in
the Recorded Device Contents area, as described in Step 1: Selecting Recorded Video/Audio, page
242,

2. Select a specific starting (From) date and time of the recorded segment, using the time interval controls

5 523 =

[os7maM _— B on the top-left side of the window, as follows:

e To select the date:

e Select the arrow next to the date field | 31072003 :I" to display the popup calendar:
4 Juip. 2013 » |

W 1 2 3 4 5 E
7 B g 102 w3
14 15 16 WpZD 19 20
22 23 M B % X
28 29 30 M 1 2 3
4 5 6 7 8 9 10

o Today: F/18/2013

e Select a date from the displayed month or use the previous LI and next LI arrows to select
another month and day.

NOTES:

The date that you select appears shaded in blue (for example, 4ll¥) and the current date is circled in red (for
example, E) as well as displayed at the bottom of the calendar.

You can also select the Today caption to set the date to the present day.

e To select the time:
e Click the hour, minutes, or seconds portion of the From or To time field to select it (for example,

select the hours [IE0953PM =)

=
e Select the up/down arrows == to change the selected portion of time or type in the required time
using the number and arrow keys.

e Repeat the previous two sub-steps (click and select) for the other time elements (for example,

minutes and seconds), as required.

3. Select a specific ending (To) date and time of the recorded segment, using the time interval controls on
the top-right side of the window. This is done in the same way as described in step 2.
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T
4. Click u The Recorded Device Contents area is updated with the recording date/time interval
that you selected.

TATZ2013 - i " sl o — . " T FHFR2MS r
Hefresh
20836 PM  — II FEIBEPM
Day 17-Jul-201 3, Wed
Hour 3PM 4Pt AP EPM TPM
i KForceDemo-V6. .
Camera 1
v KForceDemo-VE. ...
Camera 5
NOTES:

The Recorded Device Contents area is refreshed when you switch to the Main window and then switch back
to the Navigator window.

In addition, changing the playback time interval can take a couple of seconds if the video storage location is
considerably large.

Step 4: Selecting the Playback Start Time

The ViconNet system provides an option to select the playback start time of a recorded segment, which
includes:

e Zooming in on a specific recorded segment in order to fine-tune the selection capability (optional).

e Selecting the exact playback point in the recorded segment, including hour, minute and second, if
required.

This option enables you to play back only the required portion of the recorded segment instead of having to
play the entire segment.

When you select multiple devices in the Recorded Device Contents area, the playback start time applies to
all currently selected devices. For example, if you have selected Camera 1 and Camera 2 and you select a
playback start time of 12:00 PM on May 9, the recorded segments beginning at the selected playback time for
both cameras will be available for playback in the Main window.

NOTE: If you do not select a playback start time, as described in this procedure, all recorded segments for
the selected cameras and microphone will begin playing back according to the start time of the first
available frame.
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To select the playback start time:

1. (Optional) Zoom in on a specific recorded segment, as follows:

¢ Inthe Recorded Device Contents area, position the mouse pointer to the left or right of the recorded
segment that you want to zoom in on.

o Mark the recorded segment by holding down the left mouse button and dragging the mouse pointer
over the recorded segment until the blue shading covers the entire recorded segment, as follows:

Refresh d

ay 2014, 18-Jul-2013, Thu

FATZMI > >

30009PM =5

B HMicrophone mem ‘ideo (nomotion) M Video (withmaotion) [l Alam

IS STV S,
View Out

- Lreate Hemove
Search Search Archive Archive

e Click to zoom in on the marked recorded segment.

e Repeat the previous two sub-steps (mark and zoom) to zoom in further on the selected recorded
segment, if required.

The following example shows a recorded segment that has been zoomed in to show the hours between
10:00 AM and 12:00 PM:

Day 02-Jul-2007, Mon
Hour 104M 114M

~ Cam Input 01
- DomeShelf3-15...
Camera 01

IP-TEST-Dome
~ Cam Input 01
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The following example shows the same recorded segments zoomed in further to show the minutes
between 10:00 AM and 10:04 AM.

Hour 02Jul-2007, Mon 104K
Minute 0o m 02 03 04
- u
~ Cam Input 01
- DomeShelf3-15._.
Camera 01 —— el e e e e e
IP-TEST-Dome - u
5 Cam Input 01 e mnkl = w=mhil "l = - .

NOTE: If you have selected more than one device in the Recorded Device Contents area, all recorded
segments for all devices in the marked (shaded) area will be zoomed in on simultaneously.

2. Select the playback start time by using the mouse pointer to click and scroll the pink arrow to the exact
location (including the hour, minute and second) in the recorded segment, as follows:

Day 02-Jul-2007. Mon
Hour 106 1140

jp Cam Input 01

r DomeShelf3-15...
Camera 01
r DomeShelf4153
Cam Input 01
IP-TEST-Dome
~ Cam Input 01
v KE-2_240
Camera 14
KE-2_240
@ Camera 11
KE-2_240
r Camera §
KE-6_240
i Microphone 1
DomeShelf10-159 m
& Cam Input 01

2 Camera 11111...

il - — 00 . T T
¥ " Cami2aasevs... l—
KE-20_240
Microphone 1
KP-Almog1
Microphone 13
KP-Almogl
Microphone 14

0«

=<

02/07/2007 =] »
100212 =

B Miciophone mm Yideo (o motion] @ Video (with motion) M Alam

3/13/2003 x|

TIP:  You can also set the playback start time by using the time interval controls | #1218F" =3 on the
bottom-left side of the window. The time and date are selected in the same way as described for the
From time and date selection in Step 3: Selecting the Playback Time Interval, starting on page 247.

NOTE: When you click on the pink arrow, a tooltip appears, displaying the date and time of its current
location in the recorded segment(s). This enables you to pinpoint the exact playback start time, if
required. Refer to Chapter 2, Getting to Know ViconNet, for additional detalils.
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Step 5: Displaying Recorded Video/Audio Content

The next step after selecting all the parameters for the recorded video and audio segments of the required
cameras and microphones is to view the actual recorded segments in the Main window. Each recorded video
segment is displayed in a video display location according to the display mode and the playback start time
that you selected in the previous steps.

Once the recorded segments have been displayed in the Main window, you can then play them back, as
described below.

To display recorded video/audio content:

1. Inthe Navigator window, ensure that the pink arrow is positioned at the required playback start time for
the selected cameras, as described in the previous step.

NOTE: If you do not need to play back from a specific start time, ensure that the pink arrow is to the far
left of the Recorded Device Contents area.

2. (Optional) If you want to play the recorded segments for all the selected devices simultaneously, select
Sunchronized Plapback

the checkbox.

If this option is not selected, then the playback controls will apply to only one selected camera or
microphone at a time. That device is selected by clicking its block in the Main Window Display Location
area. (The selected block has a pink border.) The Main window playback controls then apply only to the
selected video display location.

NOTE: The Synchronized Playback checkbox is selected automatically whenever a microphone is
selected. Refer to the Synchronized Playback section in Chapter 2, Getting to Know ViconNet for
further information.
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3. Click . The Navigator window closes and the first frame of the recorded segment(s) for each
selected camera and microphone is displayed in the Main window in its selected display location, as
shown below:

NVR Pe a k v8.0.15Builg | wehedule/Macro Heports Setup LLogout

920 - 520Demo 1GD53W 69.74 63.69 - IQEYE3IB3427

1 CAM1

10 - IQEYE38242C
= 1 IREYE38242C -
= 10D53W 69.74.63.69
1 IQEYE3B3427

Audro Piclule. Mt [Eonllols Pl

e = - . i o

“Bookmartk

.TManual Record . Slnp Macm p—

s 5/19/2015

Cleale Archive , . Export Image . Scheduler state: Active J 1:59:55 PH

Each recorded segment appears in its selected display location with its camera source information (date,
time and camera name).
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Step 6: Playing Back from a Selected
Camera/Microphone

The ViconNet system enables you to play back recorded video and audio segments in the Main window from
either:

e Asingle currently displayed recorded camera or microphone at a time.
-OR-
e All the currently displayed cameras and all microphones at the same time.

The ability to play back from one camera or microphone at a time or all cameras simultaneously depends on
the selection you made in Step 5: Displaying Recorded Video/Audio Content, page 252, as follows:

e If you chose to play back video and audio from all currently displayed recorded devices, then the
playback controls in the Main window apply simultaneously to all video display locations (and
microphone) that contain recorded data.

¢ If you chose to play back video and audio from one recorded device at a time, then you can select the
video display location (indicated by the pink border) for any of the recorded cameras in the Main window,
or select any microphone by clicking its list icon. The playback controls in the Main window then become
active only for the selected device.

During playback, the recorded segment(s) plays from the selected playback start time.

You can also navigate through the recorded segment using standard playback controls such as fast forward
and rewind.

To play back from a selected camera/microphone:

1. Inthe Main window, select the video display location that contains the recorded segment that you want to
play back. The pink border indicates the currently selected video display location.

Synchionized Flapback

NOTE: If you selected the checkbox in Step 5: Displaying Recorded
Video/Audio Content, page 252, you do not need to perform this step.

2. Click the Forward button u The selected recorded segment plays and the camera source details
change accordingly.

If you selected the Synchronized Playback checkbox, all the video and audio segments for the
displayed cameras/microphone play simultaneously. (The checkbox is automatically selected whenever a
microphone is selected.)
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3. (Optional) Use the following buttons to navigate through the recorded segment(s) during playback, as
required:

Button Description

“ Fast Forward: Fast-forwards the recorded segment at the following
speeds (related to the normal speed): 1/4, 1/2, x2, x5, x10, x50 and

x100.

ﬁ Backward: Rewinds the recorded video and audio segment.

mn Fast Rewind: Fast rewinds the recorded segment at the following

speeds (related to the normal speed): 1/4, 1/2, x2, x5, x10, x50 and
x100.

NOTE: Place the mouse cursor over a button to view its
related fast forward speed.

m Stop/Pause: Stops/pauses the current playback of the recorded
segment.

n Prev: Displays the previous frame in the recorded segment.

n Next: Displays the next frame in the recorded segment.

Quick Playback

The following options are available for quick playback of videos:
e Edge Playback

e Start Playback From Time

e Start Quick Playback From

e Move Playback to Time

e Cancel Playback

Primary Info

Request to be Primary
Force to be Primary
Bookmark
Mask/Unmask Video
Stop Video

Edge Playback
Start Playback From Time...
Start Quick Playback From: 4

Edge Playback

The Edge Playback option allows you to playback video from any edge device that is currently recording, as
long as the device has been configured to allow it. Refer to chapter 3, Configuring ViconNet. The playback
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video will display directly from the devices interface, not on ViconNet. Refer to the documentation for the edge
device for details on playback. Edge Playback can be selected by clicking the live camera in the site list or by
clicking the display area while the camera is recording.

Start Quick Playback From and Start Playback From Time

The Start Quick Playback From option and the Start Playback From Time option enable you to play back
video from a camera that is currently recording (in an adjacent camera display location), without interrupting
the recording process. This avoids having to remove one's eyes from the current live video while playing back
to investigate suspicious activity, as would be the case if playback is initiated from the Navigator window.

Start Playback From Time and Start Quick Playback From can both be selected by clicking the live
camera in the site list or by clicking the display area while the camera is recording.

The difference between the Start Playback From Time option and the Start Quick Playback From option is
that the Start Playback From Time option enables you to select a date as well as time (a calendar is
displayed for selecting the date). For further details, see chapter 2, Getting to Know ViconNet.

Move Playback To Time

While playback is being performed, right-clicking the video or icon of the camera playing provides the
additional option Move Playback To Time. This option enables you to stop the current playback and select a
new date and time to playback the video.

NOTE: After being moved to another time, the playback is in the same display rectangle, not the adjacent
one.

Cancel Playback

While playback is being performed, you have the option to stop the playback by right-clicking the camera icon
and selecting Cancel Playback.

NOTE: Quick Playback provides a special-purpose subset of the total playback options. The other Playback
options (for example, selecting video/audio segments for play back, viewing video from an Archive, or
Museum Search) are accessed from the Navigator window. Quick Playback operates only with local
(not remote) databases.
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To perform quick playback options (Start Quick Playback From, Start Playback From time):
1. Inthe Main window, right-click in the required camera display location.

2. Select Start Quick Playback From and the number of seconds from the current moment from which you
want to play back. For example, you can play back starting from what was recorded one minute ago.

Primary Info

Request to be Primary
Force to be Primary
Bookmark
Mask/Unmask Video
Stop Video

Edge Playback

Start Playback From Time..

Start Quick Playback From: » Last 10 seconds
Last 30 seconds

Last1 minute

Last 2 minutes
Last 5 minutes
Last 10 minutes

Last 30 minutes

-OR-
Select Start Playback From Time and a calendar is displayed to select the date to playback the video.

The playback is shown in the adjacent video display location. For example, if Start Quick Playback
From is selected from cameral, the cameral playback appears in the camera 2 video display location,
temporarily overriding the live video from that camera. (Live video continues on cameral. While this is
happening, recording continues uninterrupted on both cameras.)

During the playback, the regular Playback Controls (described on page 255) are available, enabling you,
for example, to fast forward or rewind the playback, exactly as if the camera was selected from the
Navigator.

If no recording is associated with the selected time (for example, the current recording started more
recently than one minute ago, or the most updated video is 30 minutes old), the following warning is
displayed.

ViconNet

(Optional) To playback currently playing video at another time, select Move Playback To Time and a
calendar is displayed to select the date to playback the video.

3. To stop the quick playback, click the Stop button or right-click the camera icon in the site list or the
display area and select Cancel Playback. Live video returns to the adjacent video display location.
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Thumbnails Search

Search

The B hutton enables you to search a selected video segment on open platform cameras for the
exact video required. For details, refer to Chapter 6, Playing Back Recorded Video/Audio and Chapter 9,
Printing/Exporting Frames and Creating Export Video Files.

4. From the Navigator screen, select a camera and the time interval you want to search. Then click
Thumbnail Search. The following screen displays.

5. This screen displays 16 frames of video from the first display in the time interval selected, outlined in
green, to the last, outlined in yellow; the time interval is divided into 16 equal segments of the time
interval.

The search can be narrowed down by changing the start and end times. Right click on the thumbnail that
is to be the new start time. Select Set As Start Time; that thumbnail will now be outlined in green. Repeat
the procedure for the thumbnail that is to be the new end time and select Set As End Time; that thumbnail
is not outlined in yellow. Additionally, the end time thumbnail can be selected by holding the Control key
on the keyboard and clicking the desired thumbnail. Click the Refresh button to distribute this new time
interval across the 16 frames. To go back to the previous settings, click the Back button; to return to the
newer time interval, click the Forward button.

[ JotE™

7. When the time interval has been fine tuned to the exact times required, the video can be archived or

exported.
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8. To archive the video, select the Archive button. The screen will return to the Navigator screen with the
time interval shown in green and the Create Archive button highlighted. Select the storage location from
the left list and the archive process will start. Refer to the section on the Archive Wizard for details.

o .
FVICON NVR Peak

05Map-2013, Mon 3PM

<% 1010115311
ITX53(V9600-

EIGEG

B Mioochore  mem Video romotion) [l Video (v motion) [ Al

9. To export a video clip, click the Export Video button. The screen will return to the Navigator screen and
the Video Clip Exporter screen will display. Follow the prompts on the wizard; refer to the section on
exporting video clips in Chapter 9.
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Museum Search

The Museum Search option enables you to search for a specific camera's data within a defined region of the
database, saving you from having to review the entire database. You can locate all the video segments that
include a specific difference, for example, a main door opening or a car being moved.

The Museum Search option enables you to locate the following types change entities:
e Detections: Specific frames where significant changes occurred.

e Episodes: Sets of consecutive frames in which significant changes that determine a unique event are
detected.

Viewing the unique recorded segments described above consists of selecting the required device(s) in the
Recorded Device Contents area and then selecting the Museum Search option. You can then search in the
storage location for one or all of the uniqgue segments and play them back in the Main window, as described in
the previous steps in this chapter.

To perform a museum search:

1. Inthe Navigator window, ensure that the required camera is selected. (Only one camera can be selected
at a time.)

2. Inthe Recorded Devices Content area, select the required time interval by clicking and dragging, as
described in the Selected Time Interval section in Chapter 2, Getting to Know ViconNet.

Day 17-Jun-2008, Tue 18-Jun-2008, \Wed
Hour

il KP-240_IFT-RAID
Camera b

KP-2400TFT-RAID!

i.Camera 4 i

Blue shading indicates selected Time Interval
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The Museum Search window is displayed.
FCVICONG
Museum Search
T
Grid

Definition —
Tools

Video
—Display
Area

Duration Selector
for Episode
Detection

| )))

Playback
Contrals 7

s AR
L5

Detector Control
Functions
Episode Control
Functions

Start time: Duration

Episodes All Detections

Nexb Episode st Dy
————— Detector List

e Nexzt Detection
Llear List

4. The Video Display area shows the first frame of the time interval that was selected in step 2. (The Time
Range area shows the selected time interval start and end times.) If required, navigate to a relevant
frame in the segment using the playback controls. These are used in the same way as the playback
controls of the ViconNet Main window, described in Chapter 2, Getting to Know ViconNet.

5. Inthe current frame, define the following:

e The ROIs relevant for the current search procedures. This is done using the Grid Definition tools.

MNumber

e The sensitivity of the detection mechanism: how many blocks of the colored grid
arrays must be simultaneously involved in the change before a detection is
recognized. This selection is made from the Minimum Number of Blocks
selector.

A description of how to perform these definitions is provided in the Defining ROls section, page 263.
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6. If you want to find specific frames where changes occurred in already defined ROIls, use the Detector
Control functions, as follows:

Option Description

This button starts a search, from the current frame forward, for any frames in
which significant differences in ROIs (based on the Minimum Number of
Blocks selection) are detected. The start time of each detected frame is listed
in the Start Time column in window's Detector List.

Lt + Pictures

Start Time | Druration | =

04/01/03 04:47:48
0401403 04:47:50

As each difference frame is detected, the frame image is displayed in the
Video Display area. The process continues until the end of the time interval is
reached, or until the Stop button is clicked.

This button performs the same actions as the List + Pictures button, but does
not display the frame images. The process continues until the end of the time
interval is reached, or until the Stop button is clicked.

vt [infy

This button can be used to search for each next frame (one frame each time
the button is clicked) in which there is an applicable difference. The frame
image is displayed in the Video Display area.

Next Detection

You can view selected frames by clicking their start times in the Detector List. The detected differences in
the frame are indicated by light blue blocks.

You can clear the Detector list by clicking the button.

7. If you want to find "episodes” (sets of consecutive frames in which a significant difference in ROls is
detected), do the following:

e From the Detect only episode longer than dropdown list, select the length of time over which
changes must continuously occur.

Detect Only Epiz Longer Than

NOTE: The default duration is 1.5 seconds. Values from 0.1 seconds to 5.0 seconds can be
selected. In general, the shorter the duration, the more easily episodes will be detected.

262 ¢ Playing Back Recorded Video/Audio XX113-07-00 Rev 614 Workstation and NVR



e Use the Episode Control functions, as follows:

Option Description

This button starts a search for episodes, from the current frame forward.
The methodology by which the episode start and end frames are
determined is described in the How Episodes are Determined section,
page 264.

The start time and duration of each episode is listed in the Start Time
and Duration columns in the window's Detector List. As each episode is
detected, its first frame image is displayed in the Video Display area.
The process continues until the end of the time interval is reached, or
until the Stop button is clicked.

izt + Fictures

This button can be used to search for each next episode (one episode
each time the button is clicked).

Hext Episode

You can run the frames of an episode by clicking on its entry in the Detector List. Light blue blocks
indicate the detected differences in the frame.

You can clear the Detector list by clicking the button.

Defining ROIs

When the Museum Search window is opened, blue-colored grid blocks cover the entire frame in the Video
Display area, indicating that the change detection mechanism currently applies to the entire frame area.

You can focus the change detection mechanism on security-sensitive objects in the frame space by using the
window functions to vary the coverage of the colored grid blocks. (Only the segments covered by colored grid
blocks are considered for change detection purposes.)

For example, you can focus on windows or doors (as shown in the
picture opposite) to monitor opening/closing events.

The following options are provided:

Option Description

This button clears all the current colored grid blocks in the view. You can then use

i1 1
== the Pencil tool to define grid blocks for specific ROIs within the view surface.

NOTE: Change detection does not function unless ROIs are identified by colored
grid blocks.

This button marks colored grid blocks over the entire window surface, meaning
that change detection will apply to the entire camera view. You can then use the
Eraser tool to remove specific grid blocks.
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Option Description

m When the Pencil tool is selected, the cursor becomes a pencil icon.
' You can define ROIs by clicking and dragging over the required view area

segments, thereby drawing arrays of colored grid blocks.

The Tool Size Selector area includes buttons for three pencil sizes.
According to the selected size, the cursor draws a small (single block),
medium (4-block) or large (16-block) width of grid blocks per sweep.

-. When the Eraser tool is selected, the cursor becomes an eraser icon. You can
/ erase ROI segments by clicking and dragging over selected grid blocks, thereby
erasing them.

The Minimum Number of Blocks selector enables you to define how many
blocks of the colored grid arrays must be simultaneously involved in the change,
compared to the reference frame, before a detection is recognized. For example:

e 1 (the most sensitive setting) — indicates that a detection should be recognized
if a change is detected in even one block amongst all the defined ROIs (that is,
the triggering is unlimited).

e 16 (the least sensitive setting) — indicates that the change must be
simultaneously detected in at least 16 blocks within the entire view area. The
blocks do not have to be contiguous.

NOTE: The selected minimum cannot exceed the total number of blocks defined
in ROIs.

w The Show Grid button applies a gray planning grid to the parts of the window
where no ROIs (colored grid blocks) are defined. The gray grid is only for purposes

of viewing where ROIs may potentially be defined and does not affect the change-
detection process. When selected, the button changes into a Hide Grid button by
which the planning grid can be suppressed, making only the "active" colored grid
blocks visible.

"Hide Grid

How Episodes Are Determined

Episodes are sequences of consecutive frames in which significant differences in ROIs are detected. An
episode includes all the frames related to a unique event for which the minimum event duration is determined
by the Detect only episode longer than criteria and the required amount of changes of most frames is
determined by the Minimum Number of Blocks criteria.
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Video Analytics

The Analytics Search option enables you to view a specific camera’s detected suspicious activity collected
from a specific time period (ViconNet VI must be part of the system).

1. Inthe Navigator window, ensure that the required camera is selected. (Only one camera can be selected
at a time.)

2. Inthe Recorded Devices Content area, select the required time interval by clicking and dragging, as
described in the Selected Time Interval section in Chapter 2, Getting to Know ViconNet.

Day 17-Jun-2008, Tue 18-Jun-2008, \Wed
Hour

Al KP-240 IFT-BAID
Camera b

e KP-240_IFT-HAID;
i Camera 4 .}

Blue shading indicates selected Time Interval

Analytics’

Search

3. Click the button. The Analytics Search window is displayed.

Farson mooreg 0 wes

4. From the list provided, select which behaviors are to be searched for (All Analytics will automatically
check all behaviors).

5. Click the _ button. A list of behavior violations will display at the bottom of the screen.

XX113-07-00 Rev 614 Workstation and NVR Playing Back Recorded Video/Audio e 265



6. Click the event you want to display. A slider visually represents at what point in the selected time span
each behavior violation occurred. Click Next Event to view the next violation in the list or select another
one from the list. Playback Controls are displayed and can be used as needed.

7. Click Exit to exit the screen.

Note: Video Analytics Engine must be set for this utility to function.
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Creating Archives

The ViconNet system enables you to optionally create archives, which contain selected recorded data from a
video database. This consists of selecting the specific devices, the specific recorded data and the destination
location for where you want to save the data. You can then view it at a later time, for example, on another
user's Kollector.

The archives are included in the Navigator site list together with other databases and can be selected for
viewing, or any other file operations, as required. As an alternative, archives can be created from the Main
screen using the BREEEEEREN to open the Archive Wizard.

All playback functions can be performed on the archived data in the same way as regular recorded data, as
described beginning from the Selecting Recorded Video/Audio section in Chapter 6, Playing Back Recorded
Video/Audio.

You can archive directly to a CD, DVD, USB, local or remote drive. CD or DVD archives can be played on any
PC, from an automatically started "Player" version of the ViconNet application. (For playing CD and DVD
archives, the ViconNet application does not have to be installed on the PC.)

The ViconNet system can be set to automatically verify that ViconNet-produced archive was not tampered
with. Activating the display of system authentication results for play back can be done in the same way as for
a regular database. For more details, refer to the Configuring System Authentication section in Chapter 3,
Configuring the ViconNet System.

Selected archives can also be removed from the network or another PC.

NOTE: After creating an archive, you can perform all playback functions on the archived data in the same
way that you can with regular recorded data, as described beginning from the Selecting Recorded
Video/Audio section, page 242.

To create an archive from Navigator screen:

1. From the Navigator list, select the camera(s) and/or microphone(s) that contain the recorded data that
you want to archive. The recorded contents are displayed in the Recorded Devices Content area and
the names of the selected devices are displayed in the Main Window Display Location area.

2. Inthe Recorded Device Contents area, mark the recorded segments that you want to archive by holding
down the left mouse button and dragging the mouse pointer over the required segments.

Archive

3. Click . The Navigator list is replaced by an Archive area, which automatically displays the
archive date and time at the bottom.

The selection area is indicated with a lime green shading and the size of the selected contents is
displayed at the top of the Archive area in the Estimated archive size field (in MB).
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KE-2_240
~ Camera 5
KE-6_240
Microphone 1
I~ DomeShelf10-159

Cam Input 01
O Camera 11111...

KE-11_240
o Cam12345678. ..

& VNWEB-DEMO

4. Inthe Archive area, navigate to the required archive destination (network path, CD-ROM or DVD device).

- Vicon-PC Archive
w C\198636MB Free (Fixed Destination
(DVD_R! Example
M 475816MB Free (
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5. Inthe Archive Name Ext field, enter a logical archive name. The archive name is automatically added to

inatian Folder: ﬁ

the archive date and time details.

3.15 Archive 1
ol rchive 1|

IEancel

7. Click . A progress bar in the Archive Controls area indicates that the archive creation is in
process.
. : 2 ==
IYetarls o '1*

8. (Optional) To view additional details during the archive creation process, click W The relevant
details are displayed in the Control Dialog Display area, as shown in the following example:

Current

MB Copied: 475 Remaining: 103

NOTE: If required, you can stop the archive creation process by clicking Stop Archive.
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9. When the Archive completed successfully message is displayed, as shown below, cIick.

The new archive is displayed in the Navigator list with an Archive icon (instead of a database icon
), as well as a list of its contents.

= 0
= : W5-3[10.10.11.132]
- 7% Audio/Video Data
B ACTI09(MPD-9550)
B ACT13MED-9550]

You can now select the devices in the archive and perform all required playback functions, as described
in the previous sections in this chapter.

To remove an archive:

1. From the Navigator list, select the required archive.

Remove
B Archive i ) -
2. Click . A confirmation prompt is displayed.

3. Click Yes to confirm the action. The archive is deleted from the database.

NOTE: Recorded video and audio can also be played back from the Alarm History Report.
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To create an archive from the Main screen:

Lreate Archive

1. To create an archive from the Main screen, click .The Archive Wizard screen will

display. ViconNet allows you to directly select the camera from which you want to archive video.

Gite Lt

Advanced

2. Select the camera from the list and click - to move it to the list; devices can be removed from the

list using the - If there is no video from that camera, a message will be displayed. Click Next. The
following screen will display.

May, 2013  » |

B 2% 0 1 2 3 4
5 6 7 @9 1011
2 13 14 15 16 17 18
19 020 21 22 23 24 25
% 27 B 29 0 31 1
2003 4 5 6.7 @

10:17:31 AM = 5:52:32 PM =

SSHem Rdvanced

3. Select the time and date for the archive file to begin and end. Click Next. The system will retrieve the data
and the following screen will display.
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Estimated Archive size: 1797MB

B G e e,
<<Back >>Mext Advanced

4. Select a storage location for the archive. The estimated file size and detail will display. Click Next. The
following screen will display.

Default & e is and time. iy ne it differently.

Archive Name : Archive 05-06-13 10,17.31

Destination Folder

<ehack Finish Advanced

Name the archive and, if required, a destination folder within the storage location. Click Finish. An Advanced
button is enabled only if archiving to a CD/DVD or thumb drive is selected as the storage location. When
Advanced is selected, the following screen will display.
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User Name

5. Check a box as required for the Archive Player functionality. Select to use autologin or require a user to
login to play the archive. Click Next.

6. The screen will return to the Main ViconNet screen and show the progress of the archiving.

Archive

The archive

7
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Archive Player

If an archive is saved to a CD or DVD, it can be run like on a player. All the ViconNet files necessary to do this
are saved to the CD with the archive.

1. The CD is formatted to autorun. When it displays, the following login screen will display:

5% Login

Enter a user name and password

Notes:

If the login user was unauthorized to playback in the system that the archive was taken from, playing back the
archive will be denied.

Login of a user who belongs to another ViconNet network (different Nucleus) will fail.

2. Enter the User Name and Password and select Login. The following screen will display about
Authentication.

% Archive Player

Do you want your archive frames to be checked
for authenhcaton?

3. If you click Yes, the following screens will display:
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4# Check DB Authentication
b 13

Please wait while the archive is being checked for authentication. ..
Archive Name: Archive 02-01-10 14.51.12 For Doc
Teme Elapsed: 4 Seconds. Estimated Time Remaning: Calculating....
Current device - KCC-2_240 - Camera 1. 10.72% completed.
Device (1/6)

Total

-.."',E“'. Check DB Authentication

o Authentication check completed successfuby.
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5. Select a Display mode of 1, 4, 6, 9, 16 or Full Screen (FS). Then check the box next to the camera name
for each camera's archive video to display. When the camera(s) is selected, it will display as below and

the Forward and Backward play bar will become active.

ViconNet Archive Player

KCC-2_240-Camera 1

¥ nKCC-2 240

7 RKCC-2 240 -

¥ mKCC-2 240
¥ sKCC-2_240
¥ £nKCC-2_240
[¥} aKCC-2_240

Camera 1
Camera 2
Camera 3
Camera 4
Camera 5
Camera 6

;

[® Display mode

n

21172010 3:07:38 PM

You can select to hide the authentication symbol by selecting the

__KCC:2 240-Camera 4

7200
3:07:38PW
40 - Camera 5 _
it

-

=
| 21200 AU t Y 2172010
i 3:07:39PM | 0 B 30741 P4

2172010 3:09-55 PM

will be removed from the display and the button will change to Show Authentication Mark.

6. Using the play bar, select the speed to play back the video, in forward and reverse.
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Chapter 7
Managing Macros and Schedules

This chapter describes how to manage and work with macros and schedules in the ViconNet system and
contains the following sections:

e Creating Macros and Schedules, page 278, provides a brief description of the process for creating
macros and schedules.

e Working with Macros, page 278, describes how to manually start and stop macros that have been
created in the system, as well as view macro details and status information.
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Creating Macros and Schedules

Macros are sets of user-defined commands that give instructions to the system about what tasks to perform at
a specified time and in a specified order. After creating a macro, you can then create a schedule for the
macro, which is a group of user-defined settings that cause the system to activate the specific macro during a
specific time period.

Detailed procedures for creating macros and for creating the schedules that can activate the macros are
described in the Creating Macros and Creating Schedules sections of Chapter 3, Configuring the ViconNet
System. Basic information about working with and managing the configured macros and schedules in your
ViconNet system is described in the following section.

Working with Macros

After creating macros in the ViconNet system according to your requirements, you can use the ViconNet
application to work with and manage the macros during system operation, as required, which includes:

e Viewing the current run status of all configured macros.

Activating a macro to run immediately, independent of an alarm event or schedule.

e Stopping a macro that is currently running, if required.

e Stopping and/or restarting all macros that are currently running in the system due to the scheduler.
e Displaying or hiding the macro script, which contains all the macro commands and their settings.

o Refreshing the list of macros currently configured in the system.

You can also edit and delete macros that are configured in the system, if required, as described in the
Creating Macros section of Chapter 3, Configuring the ViconNet System.

NOTE: When a macro is running as a result of an alarm event, the following is applicable:

e If the macro is performing display operations, all functions in the ViconNet Main window, except for the

Stop Macro, Schedule/Macro, Logout, exit IE. and minimize buttons, are disabled.

e If the macro is performing all other recording operations, all functions in the ViconNet Main window
remain operational.
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To work with macros:

1. From the ViconNet Main window toolbar, select . The Scheduler/Macro Status window
appears, displaying a list of all macros currently configured in the system.

Scheduler/Macro Status

cheduler and macro status and control

Hun'Macro

’ Bum Mac:llo. ;
& Exit

Stop Macro

i
AlllHacros

& Scheduler
m TR Hesume
i ser Name admin Scheduler
| User Priornity 1

Duration: 07:00:00

Related Devices Mormal - 2, FPS:Max av...  Storage: Yicon-PC Show Macro

PTE————E———————,

Hefresh

NOTE: The above example shows how the macro script is displayed in the bottom of the
Scheduler/Macro Status window when you select the Show Macro option.

The Scheduler/Macro Status window contains the following information about each macro:

Column Description
Macro Name The defined macro name.
Macro Description The defined macro description, if any.
Status The current run status of the macro (Running or Inactive).
Activated by How the macro was activated (User, Alarm, or Scheduler).
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2. Select the appropriate macro in the list and then select the required option, as follows:

Option Description

Runs the selected macro immediately.

Runs the selected macro immediately and closes the Macro Status window.

Stops the selected macro immediately.

Stop Macro

T Stops all macros currently running in the system that are running
:g::.:"d':lzl independently or as a result of the scheduler.

oo Resumes all stopped macros that had been running as a result of the
Scheduler scheduler before they were stopped.

This option does not affect any macros that are configured to use the

scheduler in the future, meaning they will be activated as configured.

Displays/hides the macro script in the bottom of the window (as shown in the
example on page 279).

1] Updates the list of macros currently configured in the system.
Helresh

Exits the Scheduler/Macro Status window.
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Chapter 8
Generating Reports

This chapter describes the various types of reports that can be generated using the ViconNet system and

contains the following sections:

Overview, page 282, provides a brief description of the ViconNet system report generation capabilities,
how to access the Reports window and a brief description of the option to save logs to files.

Opening the Reports Window, page 285, describes how to open the Reports Window.

Generating Device Status Reports, page 286, describes how to generate reports that show status
information about each device in the system.

Generating Alarm History Reports, page 287, describes how to generate reports that show information
about each alarm that occurs in the system, for both live and playback video.

Generating Recording Status Reports, page 291, describes how to view information about devices that
are currently recording.

Generating Audit Log Reports, page 292, provides basic log information for debugging and history
purposes.

Generating RVS Log Reports, page Error! Bookmark not defined., provides basic log information
describing all recording failures in sites that have been verified.

Generating CFN Log Reports, page 294, provides basic log information describing all system failures
that generated a CFN.

Generating Event History Reports, page 295, describes how to generate reports that show information
about each event that occurs in the system, for both live and playback video.
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Overview

The ViconNet system enables you to generate various reports that each contain a specific type of information,
including:

e Device Status Reports: Reports the current status of devices

e Alarm History Reports: Provides details of all alarms that have occurred in the system, according to the
selected criteria

e Recording Status Reports: Provides a summary of the devices that are currently recording

e Audit Log Reports: Provides a list of all actions performed in the system, according to the selected
criteria

e RVS Log: Provides a basic history of all RVS messages from all verified (monitored) sites
e CFN Log: Reports ALL the failures for a specific site or fall sites

Each type of report can be used for analysis of system operations. In addition to easy access to specific
information, you can sort and search through the report information, as required.

Saving Logs

In addition, each report tab provides the option to save the log files, enabling us to retrieve logs from IP and
other products that do not have a hard drive (and therefore save their logs in the Nucleus), or from remote
sites that are connected to the same Nucleus, yet are not physically reachable (such as a unit that is located
in a closet, or where the USB is behind the unit and cannot be reached, and so on). This feature enables
browsing and selection of a destination folder to save a log.

5% Save Software Logs

Select directory and site for Export

Save options

gs from the following site only i

e and belong to remo
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There are three saving options:

Option Description

Save logs from the following site Select to save the logs/reports from a site listed in the dropdown site list
only to a file.
The sites listed in the dropdown list will be either the local site (the site
selected in the Reports Site Selection window), or if you are in the
Nucleus, the local site and IP products connected to the same Nucleus.

Save all the logs, stored on this When connected to a Nucleus (Workstation or Kollector), the IP

site and belong to remote site products send updates of their logs to be stored on the Nucleus. This
save option allows you to save the remote site logs that are stored on the
Nucleus hard drive. This option will only be enabled in the Nucleus and
only if IP products are connected.

Save all logs from the remote Saves all logs.
sites and the logs of this site

NOTE: To save logs from an IP product, select the Nucleus in the Report Site Selection window and select
the relevant IP product from the dropdown list in the Save Logs window.

The Save Software Logs option is available in all of the report windows.

To save the log to afile:

: o I Reron . . Select [
1. From the ViconNet Main window, click . Select your site and click . Click Save

Software Logs. If one of the devices connected to the selected site is active, the following message is
displayed:

ViconNet

ming: Exporting log not recommended while recording,

rancel
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2. Click OK to continue to the Save Software Logs window or Cancel to return to the Report window.

v
&z Save Software Logs

Select directory and site for Export

Browse

3. Select the location in which to save the report file as follows:

e Type the path in the Destination Folder text box
-OR -

e Click Browse and browse to the required location. Then click OK to return to the Save Software Logs
window.

4. Select the required save option and select the site whose report you want to save (if the Save logs from
the following site only option is selected).

5. Click Save. If the logs are saved successfully, the following message is displayed.

Save Software Logs

Lljg:- aY'e DE

®
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Opening the Reports Window

For all the reports available, the relevant site must first be selected from the Reports Site Selection window.

To open the Reports window:

" IHB IJIS .
1. From the ViconNet Main window, click . The following dialog appears, displaying the currently
connected site:

Reports Site Selection

Select the site which report's you wish to view

T Site
n? KForceDemao-VE73 Kollector (Mucleus) 59.74.63.85
&4 Kollector-0000 Kollector 69.74.63.72
;J SVYFT_HD_ENTR H.264 Encoder / SVFT-HD  69.74.63.79

EIvHWEB-DEMO Workstation 69.74.63.56

B Amit_adi Offline 213.57.221121

BHINTL 2 w7P Offline 69.74.63.105

B 1srws01 Offline 168.103.142.94

&2 Kollector-00000 Offline 46.116.100.5
Offline 80.28.157.251

Select

2. Select the site for which you want to generate a report and click m The Reports window is

Mevice Status

displayed with the

option selected by default, as shown on page 286.
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Generating Device Status Reports

If you access a Kollector through the Reports Site Selection window, the Device Status report enables you to
view system information about the site, such as whether the device is connected and whether it is currently
active or not. If a Workstation is selected, this report cannot be generated, as the Workstation does not have
devices connected to it.

Device Status reports can be generated only when remote sites (meaning, not the Workstation) are selected
in the Report Site Selection window as the Workstation does not have devices connected to it.

To generate Device Status reports:

1. Display the Reports window for a selected site, as described on page 285. The Reports window opens

. s .
with the AR option selected by default.

NOTE: If a Workstation site is selected, the Device Status option is disabled and the Alarm History option is

Devicelstatus selected by default.

Disabld i i s Audit Log RVS Log ""CFN Log

o Si
%= Site Report

“ALsem Histog Ewrnts Hintoy

This report contains the following device status information about each device:

Column Description
Device Type The type of device (Camera, Microphone, Sensor, Relay, or Speaker).
Device ID The numerical index number that was automatically assigned to the device
during system setup.
Device The name of the device that was assigned during system setup.
Activity State Indicates the current operation state of the device (Opening, Closed,

Starting, Activate, Stopping, Closing, Ready or Disconnected).

NOTE: Refer to Chapter 3, Configuring the ViconNet System, for additional details about the device type,
device ID, and device name.

286 e Generating Reports XX113-07-00 Rev 614 Workstation and NVR



Generating Alarm History Reports

The Alarm History report enables you to view all information related to each alarm that occurs in the system,

including the alarm type and the date and time of occurrence.

You can use filters to show a timed range of alarms, from/to either specified dates/times or the earliest/latest

detected alarms in the database.

In addition, you can start live video or select to playback video related to a specific alarm.

| NOTE: This is only available for the activity detection alarm type.

For more details on alarms, refer also to the Alarm Window section in Chapter 2, Getting to Know ViconNet.

To generate an Alarm History report:

2. Display the Reports window for a selected site, as described on page 285.

3. Click . The Alarms History window is displayed.

Site Report

Site Name:

5

Device Status Alarm History

Tim

77972013 4:03:37 AM

@7 Cameral Activi...
+@8[F] NetCamers  Activi..
[7] Camers 6 Activi...

i

02:21:38 P...
04:03:37 A,

Events History

02:28:43 P...
02:21:38 P...
04:03:37 A...

oard HW configuratio

Recording Status " AuditLog RS Log " CFH Log
Specify end time

@ Date and Tims

7423/2013 > 9:22:06 A=)

aim

Befresh

KFerceDemo...

VO62-N

KForceDemo...
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4. Specify the report content time frame:

e Inthe Start time area, either:

e Click the Specify time and date radio button and select a start date and start time from the

dropdown lists.

e -OR-

e Click the First alarm radio button to list the alarms starting from earliest detected alarm in the

database.

e Inthe End time area, either:

e Click the Specify time and date radio button and select an ending date and ending time from the

dropdown lists.

e -OR-

e Click the Last alarm radio button to list the alarms up to and including the latest detected alarm in

the database.

-OR-

e Select the arrows to page through the alarms listed, as follows:

Button

Description

Go to last page of alarm
Jump back 1000 alarms
Jump forward 1000 alarms

Go to first page of alarms

5. Click the Refresh button. The following history information about each alarm event is displayed:

Column

Description

Alarm source

Alarm Type

Local time

The name of the device on which the alarm event occurred.

When you click the device's icon, the alarm history for that device is
displayed.

Alarm
History for
ER[v] camera 16 Camera 16
En[4] Camera 16

NOTE: The ¥l checkbox is provided for your optional use, for
example, to remind you which alarms you have already
viewed.

The type of alarm.

Time zone translation to local time.
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Column Description

Remote time Time and date the alarm event occurred.

Site Name The name of the site.

Number of Indicates the number of times an alarm has been activated on the specific
Activations device within a specific time period.

Each time the alarm is activated, another alarm event line is added to the
alarm history for that device (except in the case of a re-activation, as
described below).

When an alarm was activated and then re-activated within a very short
period of time, the re-activation of the alarm is not displayed in the alarm
history.

The time interval that passes after an initial alarm, in which movement will
not trigger a new alarm, but will cause an increment of +1 in the Number of
Activations field, is defined in the Combine Alarms which occur within...
field in the Alarm window.

Object Number Used for a video analytics alarm, indicates the number of objects (people,
cars, etc.) that were detected, as specified by the rule set for the alarm.

In addition, the time of the first and last alarms in the period selected is displayed (read only) in the Alarm
History Site Report window.

NOTE: You can combine similar alarms that occur within a specified period of time as a single record by
entering a time period in the Combine alarms which occur within (mm:ss) field.

To playback video for a related to a specific alarm:

e Inthe list displayed in the Alarm History report, right-click the alarm for which you want to playback the
video and select Start Live or Start Playback From.

Alarm Source Alarm Type Local Time Remate Time Site Mame ! tiors Mumber
- B[] Camera 13 Ackiv... 0425041 P 042541 P KE-19 2
=[

Start Live

Start Plavback Fram:  #

If you selected Start Playback From, select the time to start the playback from (relative to the alarm)
from the list displayed.

Alarm Time

10 Seconds Before The Alarm
30 Seconds Before The Alarm
1 Minute Eefore The Alarm

2 Minutes Before The Alarm
5 Minutes Before The Alarm
10 Minutes Before The &larm
30 Minutes Before The Alarm
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Back to Heports

The video is displayed in the Video Display area in the Main window. The button is

displayed in the bottom-left corner of the Main window.

Back to Heports

Back to Beports

e To return to the Alarm History Report window, click the button.
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Generating Recording Status Reports

The Recording Status report enables you to view a summary of devices that are currently recording.
To generate arecording status report:

1. Display the Reports window for a selected site, as described on page 285.

ﬁeénlﬂing “Status.

2. Click . The Recording Status window is displayed.

Site Report
. K

The Recording Status report contains the following summary information about devices that are
currently recording:

e Recording time at current rate: An estimate of the recording time remaining, according to the
database capacity and current data rate (Bytes/Sec), before already recorded content will be
overwritten. The overwriting takes place on a FIFO (first in first out) basis.

e Number of cameras and microphones currently being recorded: The combined total of
devices that are currently recording.

NOTE: This information is also provided in the ViconNet Main window Device Status area. Refer to
Chapter 2, Getting to Know ViconNet.

The following detailed information is provided about each camera and microphone that is currently

recording:
Column Description
Device Name The name of the device.
Site Name The name of the site at which the device is recording.
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Generating Audit Log Reports

The Audit Log report provides basic log of operations performed in the system, useful for history and
debugging purposes. Information is accumulated continuously. 8,000 record lines can be accumulated,
removed thereafter on a first-in-first-out basis. The table display can be updated using the Refresh button.

To generate an audit log report:

1. Display the Reports window for a selected site, as described on page 285.

2. Click . The Audit Log window is displayed.

Site Report
Site Name:
Select the

7/25/2011 01:18:52 PM

7/25/2011 01:18:53 PM

1P Add 5 Co board HW configuration

Heculding.Slalus . - Audit og b HVS LLog . .

diaWriter: v6.

CFN Log |
Hefles‘h

e

UserNotify: Pressed 0K

Login: Press Login button

7/25/2011 01:18:53 PM Login: User "admin’' is logging in

7/25/2011 01:1853 PM
7/25/2011 01:18:55 PM
7/25/2011 01:18:55 PM
7/25/2011 01:18:56 PM
7/25/2011 01:18:56 PM
7/25/2011 01:1858 PM
7/25/2011 01:18:58 PM
7/25/2011 01:19:14 PM
7/25/201101:19.17 PM
7/25/201101:19:21 PM
7/25/201101:19:21 PM

7i25/201101-19-21 PM

.S ave .S oftware Logs |

Opened the Site Map Dialog

VideoLive: Pressed the Setup button

VideoLive: Opened the Setup Dialog

SiteSelection: Double Clicked an item list - site selected

Opened the Main Settings Dialog for site KForce-Demo

SettingsMainScreen: Pressed the SettingsDevices button

Opened the SettingsDevices Dialog

Closed the SettingsDevices Dialog

Closed the Main Settings Dialog for site KForce-Demo

SiteSelection: Pressed the ExitToOS Bution

SiteSelection: ExitTo0S confirmed

Videnl ive: Clnsed the Satun Nialan
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3. Search for events of interest using the Find panel:
e Enter a string to the input field.
e Specify whether the search should Match Whole Word and/or Match Case.
e Click Find.

The Audit Log report contains the following information about each event that is found:

Column Description
Date/Time The date and time that the operation was performed.
Command The name of the operation.

4. |If required, you can click Save to save the result of your search in an HTML format, using the Save Audit
Log window, which is a standard Save As window.

ava Save Audit Log

Savein: 3 Documerts

e

Date modified
12/12/2011 213 PM R

-
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Generating CFN Log Reports

The CFN (Central Failure Notification) mechanism enables Workstations and transmitter sites connected to
the same Nucleus to receive notifications indicating that certain applications have failed, for example, macro,
recording and database failures.

The CFN Log report provides a report of ALL the failures for a specific site (or all sites).

The CFN report can only be viewed from the Nucleus. This is the central site that gathers information from all
the sites and spreads necessary information to the sites. If something happens to a connected site, the
notification is also sent to the Nucleus. The Nucleus decides whether other sites should be notified. Each site
keeps a log of its own failures.

The table display can be updated using the Refresh button.
To generate a CFN log report:
1. Display the Reports window for a selected site, as described on page 285.

2. Click

&7 Site Report

Site Name: ceDel 4.6 Co 55| C v ation: 240 FPS v App: v6 ediaWriter:
Selact thi

Device Status Alarm History Events History, Hecording/Status Audit og BY5iLog GEN o)

ve CFN messages fo e
Refresh

6/29/2013 03:01:18 Macro Error - 1002: Error running the macro (probably a site Macro was referring to is down). Macro Name: 'surv hd record’;
AM connection to recorded device (camera 1. from site 'SURVEYORNEC')

6/29/2013 03:01:24 Macro Error - 1002: Error running the macro (probably a site Macro was referring to is down). Macro Name: 'surv hd record"
AM connection to recorded device (camera 1, from site 'SURVEYORNEC')

6/29/2013 03:01:36  Macra Error - 1002: Error running the macro (probably a site Macro was referring to is down). Macro Name: 'surv hd record";
AM connection to recorded device (camera 1, from site 'SURVEYORNEC")

6/29/2013 03:01:48 Macro Error - 1002: Error running the macro (probably a site Macro was referring to is down). Macro Name: 'surv hd record";
AM connection to recorded device (camera 1. from site 'SURVEYORNEC')

6/29/2013 03:01:54 Macro Error - 1002: Error running the macro (probably a site Macro was referring to is down). Macro Name: 'surv hd record",
AM connection to recorded device (camera 1. from site 'SURVEYORNEC')

6/29/2013 03:02.06 Macro Error - 1002: Error running the macro (probably a site Macro was referring to is down). Macro Name: 'surv hd record",
AM connection to recorded device (camera 1, from site 'SURVEYORNEC')

6/29/2013 03:02.18 Macra Error - 1002: Error running the macro (probably a site Macro was referring to is down). Macro Name: 'surv hd record";
AM connection to recorded device (camera 1, from site 'SURVEYORNEC')

6/29/2013 03:02:24 Macro Error - 1002: Error running the macro (probably a site Macro was referring to is down). Macro Name: 'surv hd record";
AM connection to recorded device (camera 1. from site 'SURVEYORNEC')

6/29/2013 03:02:36 Macro Error - 1002: Error running the macro (probably a site Macro was referring to is down). Macro Name: 'surv hd record';
AM connection to recorded device (camera 1. from site 'SURVEYORNEC')

6/29/2013 03:02.48 Macra Error - 1002: Error running the macro (probably a site Macro was referring to is down). Macro Name: 'surv hd record";
AM connection to recorded device (camera 1, from site 'SURVEYORNEC')

6/29/2013 03:02:54 Macro Error - 1002: Error running the macro (probably a site Macro was referring to is down). Macro Name: 'surv hd record";
AM connection to recorded device (camera 1. from site 'SURVEYORNEC'")

6/29/2013 03:03:.06 |Macro Error - 1002: Error running the macro (probably a site Macro was referring to is down). Macro Name: 'surv hd record';,

Save Software Logs

3. From the dropdown list, select the site (or all sites) for which you want to see the CFN log (default=All).

NOTE: The differences between the RVS Log and the CFN Log are:

1. The RVS Log includes errors related to recording only, whereas the CFN log reports ALL failures, see
explanation at end of RVS Report Log section.

2. The CFN Log is only available from the Nucleus.
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Generating Events History Reports

The Events History report enables you to view all information related to each event that occurs in the system,
including the device and site names (and other fields as set up in Events Management) and the date and time
of occurrence.

You can use view events in list format or in a thumbnail view. The date and time of the first and last events
are displayed (read only), as is the current query. Event snapshots can be exported and event reports written.

In addition, you can start live video or select to playback video related to a specific event.
To generate an Events History report:

1. Display the Reports window for a selected site, as described on page 285.

2. Clickm. The Events History window is displayed.

Note: By default, events are cleared from the display list after 24 hours. To view events in a later time period,
click Queries and change the time filter to include the time and dates required.

List View

3. Specify the report format by selecting to display the events in a list; to

Thumbnailzs View
view the events as small pictures, select .
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e Select the arrows to page through the events listed, as follows:

Button

Description

4. Click the Refresh button to update the events history list.

Go to last page of event

Jump back 1000 events

Jump forward 1000 events

Go to first page of events

NOTE: You can combine similar events that occur within a specified period of time as a single record by
entering a time period in the Combine events which occur within (mm:ss) field; these can be
further sorted by any defined field in the database.

To playback video for a specific event:

1. Right-click the event for which you want to playback the video and select Start Live or Start Quick
Playback From. This can be done in either List or Thumbnails View.

Zamera
Zamera
_amera
Zamera
Zamera
—amera
—amera
Zamera
Zamera
Zamera
Zamera

T arnar o

4
4
4
4

[ NN S Y

KE-430-%¥5
KE-430-Y5
KE-450-45
KE-430-Y¥5
KE-430-Y¥5
KE-430-%5
KE-430-%¥5
KE-480-¥5
KE-480-¥5
KE-480-Y¥5
KE-480-Y¥5

VE_dan.\eE

Bf22/2009 12:43:20 PM  6/22/2009 4:43:20 PM
Bi22/2009 12:44:20 P 6/22/2009 4:44:20 PM

Show Event Information
Show Edit History

Edit Event

Stark Live

Z=EZ=Z=Z=Z ==

Start Quick Playback From 3

2 PnNa 1 2.Ed. 10 DM ElrlanNg 4.Cd. 40 DM

o If you selected Start Quick Playback From, select the time to start the playback from
(relative to the event) from the list displayed.

Show Event Information
Show Edit History

Edit Event

Start Live

Ewent Time

10 Seconds Before The Event

Start Quick. Plavback.'Frorn

14

30 Seconds Before The Event

1 Minute Before The Event

2 Minukes Before The Event
5 minutes Before The Event
10 minutes Before The Event

30 Minutes Before The Event
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Back to Heports

e The video is displayed in the Video Display area in the Main window. The
button is displayed in the bottom-left corner of the Main window.

udin- Piﬁlure Matnx Controlz PTZ.

Back to Heports

Back to Heports

2. Toreturn to the Events History Report window, click the button.

3. If Show Event Information is selected, the following screen displays with details on that specific event.
The information on this screen can be displayed in either of two formats, by selecting Event Dialog Mode
or Full Event Details Mode at the top of the screen. Similarly, if Show Edit History is selected, a screen
displays to indicate if any of the details of an event have been changed. If Allow to modify the stored
data has been checked in the Database Configuration setup, Edit History will be active and an edit
history will display.

Event Information
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To write areport for a specific event:

: "w"rite. Ever.lts Heport .
1. Click . The following will display.

[y Save Events Report
Site Name : KFore no-V673 1P

| L AS1AN

e This screen provides a space to write in any pertinent information about the event. The tools
at the top of the screen provide for selection of font, color and where the report will be saved.
Double click the snapshots and event details on the right of the screen to include them in the

report. The report is saved as an .rtf file. A previously written report can also be accessed
through this screen.

To save a snapshot of a specific event:

. Expork .I.E.vents .S.na.ﬁsﬁutsl |
1. Click . The following will display.

2. Select a location where to export the snapshot. The snapshot will be saved as a .jpg file.
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To perform queries of a specific event:

Huernes

1. Click . The following screen displays.

2. The screen displays a list of the current queries configured in the setup. Specify the report content time
frame:
e Inthe Specify Start Time area, either:

e Click the Date And Time radio button and select a start date and start time from the dropdown
lists.

e -OR-

e Click the First Event radio button to list the events starting from earliest event in the database.

e Inthe Specify End Time area, either:

e Click the Date And Time radio button and select an ending date and ending time from the
dropdown lists.

¢ -OR-

e Click the Last Event radio button to list the events up to and including the latest event in the
database.
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3. Click the Search button at the bottom of the screen. A list of events that matches the query will display.

avi
o

me: KF

Save Software Logs

Site Report

KForceDemo-V673
KForceDemo-v6 73
KForceDemo-V673
KForceDemo-V673
KForceDemo-V673
KForceDemo-V673
KForceDemo-V673
KForceDemo-V673
KFarceDemo-v673
KForceDemo-V673
KForceDemo-V673
KForceDemo-V673
KForceDemo-V673
KFarceDemo-V673
KForceDemo-V673
KForceDemo-V673
KForceDemo-V673
KForceDemo-V673
KFarceDemo-V673
KForceDemo-V673
KForceDemo-V6 73
KForceDemo-V673
KForceDemo-V673
KForceDemo-V6 73
KForceDemo-V673
KForceDemo-V673

7/1/2013 2:53:16 PM
7/4/2013 2:54:14PM
7/1/2013 2:54:14PM
7/1/2013 2:55:21PM
7/1/2013 2:55:21PM
7/1/2013 2:55:24PM
7/1/2013 2:55:24PM
7/1/2013 2:56:21PM
7/1/2013 2:56:21PM
7/1/2013 2:57:22PM
7/1/2013 2:57:22PM
7/1/2013 2:57:25PM
7/1/2013 2:57:25PM
7/1/2013 2:58:22PM
7/1/2013 2:58:22PM
7/1/2013 2:59:23PM
7/1/2013 2:59:23PM
7/1/2013 2:59:27PM
7/1/2013 2:59:27PM
7/4/2013 3:00:27PM
7/1/2013 3 M
7/1/2013 3:01:27PM
7/4/2013 3:01:27PM

:21PM
7/1/2013 6:55:21PM
7/1/2013 6:55:24PM
7/1/2013 6:55:24PM
7/1/2013 6:56:21PM
7/1/2013 6:56:21PM
7/1/2013 6:57:22PM
7/1/2013 6:57:22PM
7/1/2013 6:57:25PM
7/1/2013 6:57:25PM
7/1/2013 6:58:22PM
7/1/2013 6:58:22PM
7/1/2013 6:59:23PM
7/1/2013 6:59:23PM
7/1/2013 6:59:27PM
7/1/2013 6:59:27PM
7/1/2013 7:00:27PM

Befiesh

it Events Snapsh

4. Right click an event in the list to Show Event Information, Show Edit History, Edit Event (if enabled),
Start Live (video) or Start Quick Playback From. These all function in the same manner as in the
Events History List; see instructions above.
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Hew Woery

5. Click to create a new query. This is used to create a query not in the
current list without going back into setup. The following screen displays.

< 5
5% Site Report

Recording Status i VG Lon

Gave Software Logs

6. Enter information, either a word or phrase in the field provided or in the DB Fields below. If the field has
been defined as searchable in the Events Database Configuration, it can be looked for.

7. Click Generate Report at the bottom of the screen. A list of events that include the specific query
parameters displays.

XX113-07-00 Rev 614 Workstation and NVR Generating Reports e 301



302 e Generating Reports XX113-07-00 Rev 614 Workstation and NVR



Appendix A
Installation

For novice or first-time installers, these steps provide the most thorough and accurate instructions for
installing the Workstation hardware.

About This Appendix

This appendix details the complete installation of the Workstation. The following sections provide information
as follows:

e NVR/Workstation Quick Installation provides a graphical representation of the connections to the
Workstation.

e Unpacking the NVR/Workstation defines how to remove the unit and accessories from the box.
e Required Items for Installation defines items needed for installation.

e Unit Components defines all connections on the front and rear panels and their use.

e Mounting defines all methods of securing the recorder for permanent use.

¢ Installing the NVR/Workstation describes how to install all necessary peripheral devices directly to the
Workstation.
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NVR/Workstation Quick Installation

The diagram below illustrates the connections to the Workstation, as described in this Appendix. The rear
panel on your unit may be different but the connections are similar. This example shows a rack-mount

version.
6| [y
@] &

173

230

v ag

pm——
’

A 0y

.Printer
(USB/Parallel)

Keyboard

WORKSTATION

NETSWITCH
(100Base-T)

Kollector Force

.-_'\__"_. = o © é ﬁ i 3
IP Camera ‘J N i i | —
& id

Router [

Internet
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Unpacking the NVR/Workstation

Carefully open the carton. Remove the Accessory Kit and the Workstation from the box and place them on a
large, flat working surface.

Required Items for Installation

To properly install the Workstation there must be simple hand tools available such as a screwdriver,
wrenches, pliers and wire cutters/strippers. To setup the Workstation for operation, there must be a keyboard
and a mouse available to operate the GUI.

Unit Components

This section describes the Workstation unit's front and rear panels.

Front Panel Controls and Connections

The front panel is supplied with a key lock. The USB and LEDs are visible when the front cover is closed. Use
the key to unlock the cover and access other controls.

e Power Switch: Used to power on the unit.

e Power LED Indicator: Blue LED used to display the power status (ON means recorder on and OFF
means recorder off).

e LED Viewing Holes: Used to view the status of the LEDs without opening the front cover.
e Front Cover: Used to protect the front panel from unauthorized use.

e Keyed Lock: Used with the provided key to lock the cover door.

e LAN LED: Red LED, blinks when there is network data activity.

e USB Ports: Used for optional devices.
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Rear Panel Controls and Connections

Note: Ports may vary subject to variations in hardware, but will be similar in function.

Below is a diagram showing the rear panel of the ViconNet NVRs and Workstations (WS).

| [ —— ;\ |
| = C 2O
- ~ o~
@ * @
1 U -
b a
DVI Monitor
Network Display Speakers
(RJ-45) eSATA Port Mic
|
USB (4) HDMI USB (2)
Monitor

The Workstation's rear panel contains the following components:
¢ Network Port: A standard RJ-45 connector used to connect to a LAN/WAN.

e USB Ports (6): Used to connect to USB devices such as a mouse, keyboard, printer, flash drive,
etc.

e eSATA Port (1): Used to connect to an external SATA device.

e DVI: Connect to a monitor with a DVI connection.

e HDMI: Connect to a monitor with a HDMI connection.

e Display Port: Used to connect a video source to a display source.

e Speaker Out, Mic In Jacks: Used to connect audio devices and microphones.
e Power Receptacle: Used to connect the provided power cable.

e Display Port: For monitors supporting the Display Port interface.

NOTE: Connector locations may vary in different Workstation models.
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Mounting

There are two types of mounting configurations for the NVR/Workstation, either desktop or rack.

Desktop

The desk or table must provide a surface of suitable strength for the Workstation's weight. In addition, there
must be area left around the cabinet to provide suitable airflow for cooling. Do not place heavy items on the
cover.

Rack

The rack-mount model is designed to be mounted in a standard 19-inch (483 mm) wide vertical rack. Use the
provided rack mount ears to connect the Workstation to the rack using hardware provided with the rack.

A rail bracket kit is included to provide extra support for the unit when it is installed into the rack.

There are two adjustable rail brackets (right and left) provided. Adjust the length of the brackets so they can
be secured to the front (1 screw) and rear (2 screws) on each side of the rack cage with hardware appropriate
for the rack.

Slide the NVR/WS into the rack on the brackets and secure with two screws on each side through the rack-
mounting ears.

It is recommended that at least 1 RU of space [1.75 in. (44.45 mm)] be left in between multiple recorders
mounted in the same rack for cooling purposes.

AWARNING: Failure to leave space for cooling between recorders may result in malfunctioning and
possible failure of the Workstation.
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Installing the NVR/Workstation

After the VPK NVR or Workstation is permanently mounted, the connections are made. Refer to Rear Panel
diagram as needed.

e Step 1: Connecting the Hardware, below

e Step 2: Connecting the Uninterruptible Power Supply, page 312

IMPORTANT NOTES:

The connection of external hardware may require simple hand tools. Do not apply power or plug-in the unit to
any outlet until instructed to do so.

Disable the AC power to prevent installer injury and damage to the unit.
Before beginning the hardware installation, ensure that the following environmental conditions have been met:
e The surface on which the NVR/WS hardware is to be placed must be level.

e The room or area designated for the NVR/WS hardware installation must be well ventilated.

Step 1. Connecting the Hardware

This procedure describes the various hardware connections that must be performed in order to operate the
system.

To connect the NVR/Workstation hardware:
1. Perform the following connections: (refer to the rear panel on page 309. A mouse and keyboard are
required for setup

e Position the monitor(s) in a permanent fixed location. Connect the monitor to the appropriate
connector, DVI or HDMI (a DVI-VGA adapter can be used if required).

e Insert one side of a standard LAN cable to the Network Port’s RJ-45 connector. Insert the other RJ-45
connector into the LAN side of the network.

e Insert the connector of the provided power supply into the NVR/WS's power receptacle. Do not
connect the remaining end to a power receptacle until instructed.

e Connect the monitor(s) to the power source and switch on.
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Step 2: Connecting the Uninterruptible Power Supply

To ensure that the Workstation is protected during a power failure and that no important data is lost, it must
be connected to an uninterruptible power source (UPS) before use.

To connect the UPS:

To ensure that the NVR/WS is protected during a power failure and that no important data is lost, it must be
connected to an uninterruptible power source (UPS) before use.

e Connect the NVR/WS's power supply to the UPS power receptacle.
e Connect the UPS power cord to the wall outlet.
e Power on the UPS and ensure that it is working properly.

e Power on the NVR/WS.

| NOTE: Refer to your UPS device’s User Manual for a more detailed explanation of how to connect it properly.

Help

ViconNet provides an integrated Help window. Press the F1 key and a popup window will display; expand the
window to find links to all relevant ViconNet documentation and tutorial videos.

Fvice INGEE NVR Peak

FVICON, Fevicony

L A
I VICON,
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Appendix B
Configuring the Personal Firewall

Due to various security risks, Vicon recommends opening only the specific ViconNet application ports, while
fully closing and protecting all others. To do this, Microsoft's Personal Firewall feature, which exists in every
Windows operating system, is used.

The following table lists all ports per protocol used by the ViconNet application, version 4 and higher. All other
ports should be kept closed in order to protect the system from future security breaches. If other ports are
open from an earlier version of ViconNet, they will be closed automatically, to match the list of required open
ports, as shown below.

Open Ports Closed Ports
TCP: 4354, 4355, 4356, 4357, 4358.4359 All other Windows ports
UDP: 4354, 4355, 4356, 4357, 4358,4359 All other Windows ports

NOTE: The Personal Firewall feature is configured by default in Vicon’s Embedded revisions higher than D.

Vicon recommends using the Microsoft Personal Firewall feature, especially in the following cases:
e The NVR/Workstation is connected directly to the Internet.

e The NVR/Workstation is connected indirectly through a network that has at least one computer connected
to the Internet.

To configure the firewall:

1. Open Windows Explorer by right-clicking the Start button and selecting Explore.

2. Double-click My Computer in the left pane and then double-click Control Panel in the right pane.
3. Click Network and Internet Connections and then click Network Connections.

4. Double-click Local Area Connection. The Local Area Connection Status window appears.

5. Click the Properties button. The Local Area Connection Properties window appears.
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6. Click the Advanced tab and select the checkbox in the Internet Connection Firewall area.

-L Local Area Connection Properties 2 x|

Generall duthentication  Adwvanced I

Internet Connection Firewall

i ;Emtect my computer an_l:l nebwork, by limiting or :
nresenbing acness o this comober from, the  nbermet

Learn more about [nternet Connection Firewall,

Settings... |
0K I Cancel |

7. Click the Settings button. The Advanced Settings window appears.
8. Inthe Services tab, click Add. The Service Settings window appears.

9. Enter the required information in the appropriate fields, as shown in the example below, and then click
OK.

Descrphon of service:
|4354

Mame or IP addresz [for example 192.168.0.12) of the
computer hosting this service on your network:

|12?u.u1

Euternal Part number far thiz service:
|4354 & ICP  C UDP
Internal Paort number for this service:

|4354

(] I Cancel
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10. Repeat steps 8 and 9 for each port, as follows:

Description IP Address External Port Protocol Internal Port IP Address
of Service
4354 127.0.0.1 4354 TCP 4354 127.0.0.1
4355 127.0.0.1 4355 TCP 4355 127.0.0.1
4356 127.0.0.1 4356 TCP 4356 127.0.0.1
4357 127.0.0.1 4357 TCP 4357 127.0.0.1
4358 127.0.0.1 4358 TCP 4358 127.0.0.1
4359 127.0.0.1 4359 TCP 4359 127.0.0.1
4354 127.0.0.1 4354 UDP 4354 127.0.0.1
4355 127.0.0.1 4355 UDP 4355 127.0.0.1
4356 127.0.0.1 4356 UDP 4356 127.0.0.1
4357 127.0.0.1 4357 UDP 4357 127.0.0.1
4358 127.0.0.1 4358 UDP 4358 127.0.0.1
4359 127.0.0.1 4359 ubP 4359 127.0.0.1
80(web 127.0.0.1 80 HTTP 80 127.0.0.1
service)

11. When you have finished configuring all of the ports, click OK twice to close all the windows and then click
Close to close the Local Area Connection Status window.

12. The Local Area Connection icon now displays a lock, as shown below.

RI=TE
Fil= Edit Wiew Faworites Tools Advanced Help | .1.'
i) Back ~ ) - 5 | ) Search ||‘L"_‘ Folders | 2 [ o ) | (-
Address Iﬂ_;; Metwork Connections LI 5o
FOii @ Free Downloads | [£] Dowrloads  ~ 7 Opticns || LI LN Top Downloa **
Folders ;I
@' Deskiop —
1D My Docurents
< | =l

Disabling the Personal Firewall

In general, Vicon does not recommend disabling the Personal Firewall feature, as this may leave the
operating system vulnerable and exposed to various security risks that can attack through the network. Vicon
supports only ViconNet application ports and recommends that customers not change any of the default
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settings. Vicon takes no responsibility if customers change any of the default settings or disable this feature
completely.

There are, however, a few circumstances where the Personal Firewall configuration must be either extended
or disabled completely to enable additional communication channels between the Workstation and other
devices/computers over the network, for example:

e When working in the Windows NT domain network environment

e When using the Microsoft RDP protocol for remote control support (Remote Desktop Connection)

NOTE: This option can be opened separately without disabling the Personal Firewall completely, as
described below.

e When debugging communication using the Ping protocol

To disable the firewall:

1. Repeat steps 1 through 5 in the To configure the firewall procedure on page 315.

2. Click the Advanced tab and deselect the checkbox in the Internet Connection Firewall area.

3. Click OK and then click Close to close the Local Area Connection Status window.
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Appendix C
Configuring the Network

This appendix describes certain aspects of configuring the ViconNet network. It contains the following
sections:

e Configuring the Network Adapter, page 320, describes how to configure a network adapter when the
Workstation has more than one.

e Configuring a Network with DHCP, page 321, describes how ViconNet uses networking, in particular
the use of the Dynamic Host Configuration Protocol (DHCP).
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Configuring the Network Adapter

When the Workstation has multiple network adapters (cards), meaning multiple IPs, the ViconNet application
enables you to select which network adapter to load (the required IP address).

To select a specific network adapter:

1. From the Network Settings window (click E; from System Settings window, select

and|5Site Hame

), select the correct adapter (the required IP) from the IP Address Settings list.

Network Settings
Site Name: VICON-PC IP Address: 69.74.63.71

To rename thiz gite click change: " [Ehe;nge i«-lame

~ Nucleus Settings

[ This Site iz the Master Nucleus J

* Mucleus IP: | B9 . 7 . B3 . 5
™ Master Mucleuz DMS name: J454a3f55
RS
m |
[+ | o i i 0
. F |

~ Synchromze Time ;
¥ Synchronize Time on the MNetwork

IP Address Settings
Current Metwork Adaptar:

First Network
Adapter

Second Metwork 0
Adapter :

| B3 . 74 . B3 . T
| 256 . 285 = 2RF . 192

| B9 . 74 . B3 .12

2. Click OK. The application at the current site requests to be restarted in order to work with the new
settings.

NOTE: If a virtual connection (VPN) is also defined, the virtual adapter IP address is also displayed in the list
of options (providing it was previously connected) and the user can choose to work with it.
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Configuring a Network with DHCP

This section describes how ViconNet uses networking, in particular the use of the Dynamic Host
Configuration Protocol (DHCP), and assumes some knowledge of networking and assigning IP addresses in
a Windows environment. Adherence to this setup will ensure stable ViconNet network connectivity. It is very
important to remember that IP addresses must be assigned within the ViconNet application. Never assign an
IP address, either statically or dynamically, in Windows unless otherwise noted.

If you do not have not enough IP addresses for all your sites, a DHCP server can be used. The DHCP server
switches dynamically between IP addresses, so that all sites may have varying IP addresses.

ViconNet manages its network elements within itself. It is strongly advised to manually assign IP addresses
to each ViconNet networked device, avoiding DHCP. However, if DHCP must be used, the procedures in this
section must be followed.

The Nucleus and backup Nucleus should never have their IP addresses assigned by DHCP, as these are
ViconNet's core networking components. Furthermore, these IP addresses should never be changed, as all
other ViconNet transmitters and Workstations refer to them. (An IT administrator can reserve (set) IP
addresses on the DHCP server for the Nucleus and backup Nucleus units.)

To set up a Workstation with DHCP:

NOTE: A DHCP server must be connected to the system prior to and during the DHCP setup phase of the
ViconNet software.

1. Turn the Workstation on by pressing its ON button. The ViconNet Login window is displayed, showing the
name of the last logged in user.

5% Login

Enter a user name and password

NOTE: If you restart your site, you will be logged in automatically to the ViconNet application (if the Auto
Login setup is active, as described in the Configuring Auto Login section in Chapter 3,
Configuring the ViconNet System.

2. Inthe User Name field, enter your assigned user name. If you are an administrator entering for the first
time, enter admin.
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3. Inthe Password field, enter your assigned password.

NOTE: If you are an administrator entering the application for the first time, you do not need a password.
After logging in as admin, it is recommended to assign yourself a password, as described in the
Defining Users section in Chapter 3, Configuring the ViconNet System.

4. Click . The ViconNet Main window is displayed.

5. To open the Network Settings window, follow steps 1 through 3 in Step 1: Setting the Site IP Addresses,
in the Creating a New Network section in Chapter 3, Configuring the ViconNet System.

6. Inthe IP Address Settings area, select the Obtain an IP address automatically radio button.

7. Click “ The application will reboot.

8. Repeat steps 1 through 5 to reopen the Network Settings window. The completed DHCP setup should
look as shown below, with the IP address displayed in the Network Settings area.

Network Settings
Site Name: VICON-PC  IP Address: 69.74.63.71

Ta rename this zite click change: Change Name

Hucleus Settings

[ Thig Site iz the Master Mucleus |

% Mucleus IP: | 63 . 74 . B3 . 85
™ Master Mucleus DMS name: |45423655

-

L |
= I

Synchronize Time

¥ Synchromize Time on the Metwork

IP Address Settings
Current Metwork &daptor:

[ B3 . 74 . 83 . 7

| 285 . 256 . 2855 . 192

| B9 . 7 . B2 1

“ Eancel

NOTE: Once ViconNet has an IP address, it will no longer use one assigned by Windows or by the DHCP
server (meaning, it will change the windows IP address according to the ViconNet settings for the
specific network adaptor). Forcing a new DHCP detection of the Workstation requires first manually
setting the IP address, so that it starts with the new manual address. To obtain a new address, repeat
the steps in this procedure.
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Appendix D
Setting Up a VPN Service

This appendix presents an example of how to setup a Virtual Private Network (VPN) service (server and
client) for the ViconNet application. Configuring the system to work this way is performed by changing the
network settings in the ViconNet application setup, as described in the procedure below.

The VPN server in this example is a Windows XP Professional Workstation with two network interface cards
(NICs). The VPN server should be assigned to a separate Workstation; the VPN client can be assigned to the
ViconNet Workstation or Viewer.

NOTE: While the example presented here uses Windows XP Professional, other VPN servers can be used
as well.

The VPN setup consists of four steps:
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e Step 1: Setting Up the VPN Server, page 325

e Step 2: Setting Up the Dialup Connection, page 328

e Step 3: Selecting the VPN Network Adapter, page 331
e Step 4: Setting Up the VPN Network, page 332

In this example, a number of cameras are connected to Kollector Forces under an internal/corporate network
for security purposes, as shown below. When users outside the office wish to view the cameras over the
Internet, the VPN server in the office serves as a “bridge” between the external world and the internal
network. The remote machine creates a VPN tunnel with the VPN server and allows users to connect to the
Kollectors Forces as if they were under the same internal network in the office.

Local Area Network - Internal Corporate Network
%| WORKSTATION

— —

Internal IPs External IPs ~ fF———» —
I3
: Internet A I e~
=
VPN Server
= [] —
Kollector Force Kollector Force Kollector Force
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Step 1: Setting Up the VPN Server

To communicate over the Internet with an internal Kollector using an internal IP address, you must first set up
a Windows Workstation on your local network to be a VPN server and then set up the IP address you want to
assign upon connection. The Workstation should have two NICs (network cards), one for the external world

(public IP address) and one for the internal network (internal IP address).

NOTE: The Workstation's operating system must be Windows 8/Windows 7/Server 2003, 2008, 2012

To set up the VPN server:

1.

2.

Open Windows Explorer by right-clicking the Start button and selecting Explore.

Double-click My Computer in the left pane and then double-click Control Panel in the right pane.

Click Network and Internet Connections and then click Network Connections.

From the File menu, select New Connection. When the Welcome to the New Connection Wizard

appears, click .

Select the Set up an advanced connection radio button and then click .

New Connection Wizard

(") Connect to the Intemet
Connect to the Intemet so you can browse the Web and read email.

() Connect to the network at my workplace

Connect to a business network {using dial-up or VPN) so you can work from home,
a field office, or another location.

Connect directly to another computer using your serial, parallel, or infrared port, or
set up this computer so that other computers can connect to it.

Metwork Connection Type
What do you want to do?

< Back " Mest > ][ Cancel
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6. Selectthe Accept incoming connections radio button, and then click .

New Connection Wizard

Advanced Connection Options
Which type of connection do you want to set up?

Select the connection type you want:

(®iAccept incoming connections;
Allow other computers to connect to this computer through the Intemet, a phone
line, or 3 direct cable connection.

() Connect directly to ancther computer
Connect to another computer using your seral, parallel, or infrared port.

[ < Back " Mext = l’ Cancel ]

7. Inthe screen that appears, make sure that no checkboxes have been selected and then click .

8. Select the Allow virtual private connections radio button and then click .

New Connection Wizard

Incoming Virtual Private Network (WVPN) Connection
Another computer can connect to yours through a VPN connection

Vinual private connections to your computer through the Intemet are possible onby f
your computer has a known name or |P address on the Intemet.

I you allow VPN connections, the system will modify the Windows Firewall settings to
allow your computer to send and receive VPN packets.

Do you wart to allow vitual private connections to this computer?

(=) Allow virtual private connections

() Do not allow virtual private connections

[ < Back " Mext = ][ Cancel ]

9. Use any existing user name or create a new user name for the new connection and then click .
10. Select the Internet Protocol (TCP/IP) checkbox and then click .

11. Click to close the wizard. The VPN server is now installed.
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To set up the IP address:

1. Repeat steps 1 through 3 in the previous procedure to open the Network Connections window.
2. Right-click Incoming Connection and select Properties from the shortcut menu. The Incoming
Connection Properties window is displayed:

= Incoming Connections Properties
General | Users | Metworking

MNetwork componerts:
7% Intemet Protocel {TCP/IP)

File and Printer Sharing for Microsoft Networks
(oS Packet Scheduler
Cliert for Microsoft Networks

Description

Transmission Control Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

[ ok ][ cemce |

3. Select the Networking tab, select the Internet Protocol (TCP/IP) checkbox and then click .
The Incoming TCP/IP Properties window is displayed:

=

Incoming TCP/IP Properties E]

MNetwork access

Allow callers to access my local area network

TCP/IP address assignment
() Assign TCP/IP addresses automatically using DHCP

(%) Specify TCP/IP addresses

From: | 10 .10 .10 .
To: | 10 .1 .10 . 10
Total: 10

[] Mllow calling computer to specify its own |P address

[ ok [ Cancel |
4. Select the Specify TCP/IP addresses radio button and in the From and To fields, enter the range of IP
addresses. It is important to ensure that you do not use IP addresses that are already in use in your
network and that they are under the same network as the Kollectors/Workstation.
5.

When you have finished, click . The IP addresses you specified are assigned.
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Step 2: Setting Up the Dialup Connection

After you have configured the computer as the VPN server, you must create a VPN dialup connection.

1. On the computer that is running the ViconNet application, create a VPN dialup connection following
steps 1 through 4 in the To set up the VPN server procedure, page 325.

2. Select the Connect to the network at my workplace radio button and then click .

New Connection Wizard

Metwork Connection Type
What do you wart to do?

() Connect to the Intemet
Connect to the Intemet so you can browse the Web and read email.

(*) Connect to the network at my workplace:

Connect to a business netwark fusing dial-up or VPN) so you can work from home,
a field office, or another location.

() Set up an advanced connection

Connect directly to another computer using your serial, parallel, or infrared port, or
set up this computer so that other computers can connect to it.

[ < Back " Mext = l’ Cancel ]

3. Select the Virtual Private Network connection radio button and then click .

New Connection Wizard

Network Connection
How do you want to connect to the network at your workplace?

Create the following connection:

() Dialup connection
Connect using a modem and a regular phone line or an Integrated Services Digital
Netwaork (ISDN) phone line.

(=) Mirtual Private Network conneclion
Connect to the networlc using a virtual private networle (WPN) connection over the
Intemet.

< Back "

=
2
W

] [ Cancel
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4. Inthe Compaeld, enter the name of the connection, as you want it to appear in the network
and then click —

New Connection Wizard

Connection Name
Specify a name for this connection to your workplace.

Type a name for this connection in the following bax.

Company MName

For example, you could type the name of your workplace or the name of a server you
will connect to.

[ < Back " Mext > ][ Cancel l

5. Enter the external IP address of the Workstation serving as the VPN server (as described in, page 325)

and then click .

New Connection Wizard

VPN Server Selection
What is the name or address of the VPN server?

Type the host name or Intemet Protocol (IF) address of the computer to which you are
connecting.

Host name or |P address for example, microsoft.com or 157.54.0.1 )

< Back "

=
2
v

l ’ Cancel
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6. Select the My use only radio button and then click .

New Connection Wizard

Connection Availability
*fou can make the new connection available to any user or only to yourself.

A connection that is created for your use only is saved in your user account and is not
available unless you are logged on.

Create this connection for:
() Anyone’s use

’ < Back ” Next > ][ Cancel

7. Click to close the wizard. The VPN client is now installed.

8. Dialup from the Workstation to the VPN server to get an IP address from the IP address pool defined
there. Both sides must be connected to the Internet.

I
- Internet \ =
)i

) .\‘—/’/"'() VPN Tunnel
— )
= or Private Network
\_/ (
VPN Connection Remote Access Server LAN Using IP

Using PPTP or L2TP Using PPTP or L2TP

NOTE: Contact your system administrator if you need help with these steps.

9. After the VPN connection is established between the Workstation and the VPN server, an additional IP
address will be created for use by the ViconNet application.

330 e Setting Up a VPN Service XX113-07-00 Rev 614 Workstation and NVR



Step 3: Selecting the VPN Network Adapter

1. From the Network Settings window, select the correct adapter (the VPN adapter) from the IP Address
Settings list [the VPN adapter will appear as a WAN (PPP/SLIP].

Network Settings

Site Name: VICOMN-PC IP Address: 69.74.63.71

To rename thiz zite click change: [Change Hame

— Hucleus Settings

™ This Site is the Master Nucleus !
% Mucleus IF: ENTE
" taster Nucleus DNS name: |454a3655
| Uze Backup Nucleus
™| Tihis Site is the Backup Hucleus I
% Backup Hucleus B I [ A = == 1)
" Backup Hucleus DME name; I

- Synchronize Time

¥ Synchronize Time on the Mebwark

Change

— IP Address Settings

Current Metwark, Adaptor:

First Metwork

Adapter Erl_l_l';"_, : e s = :Iv

Second Network /nel:ﬂ PRO/00YE Network: Connection - Packet Scheduler Mrport
e

Adapter {* Speciiyan P addiess
Lozl IF: e T
Subnet hask: P
[efault Gateway: I B9 . 74 . B3 . 126

2. Deselect the This Site is the Master Nucleus checkbox and enter the IP address of the site that handles
the Nucleus on your network in the Nucleus IP field.
3. Click “ The new settings are saved and the application reboots. On the top-left side of the

Main window, the site name displayed next to the word Nucleus: should be your system's Nucleus.
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Step 4: Setting Up the VPN Network

Follow the procedure here to setup the ViconNet application over a VPN network.

To set up the VPN Network:

1. Set one of the Workstations in the internal network to be the master Nucleus, as shown in Chapter 3,
Configuring the ViconNet System.

2. Make sure to select the VPN adapter in the current network configuration settings selected in Step 1,

3. Runthe VPN client and enter the username and password you set previously into the appropriate fields,
as required.

Connect Virtual Private Metwork Connection

L=er name:

Password:

[] Save this user name and password for the following users:

I Connect H Cancel l[ Properties ][ Help ]

4. Click to connect to the VPN server and make sure the application is established.

5. Start the ViconNet application on the Workstation and set the Nucleus IP address to that defined in
step 1.

6. Inthe Site List, make sure you can see the cameras over the network and that the list is updated.
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Troubleshooting

If the application suddenly gets disconnected from the Nucleus machine, you should try the following:
e Check that the VPN connection between the Workstation and the VPN server is still connected.

e Check that the IP address you have received from the VPN server is compatible with the list of addresses
defined on your local network.
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Appendix E
Using Video Analytics

This appendix explains how to use the integrated ViconNet VI video analytics with the ViconNet system.
Before this feature can be used, be sure that the video analytics server is installed on a designated PC and
it's configured properly to function in ViconNet environment. The figure below illustrates a typical installation.
Refer to the documentation for the video analytic software for details, instruction manual XX180 series.

WS ((Nucleus)

Kollector 1 Kollector 2

A A

||

The Video Analytics must be set up on the ViconNet system. Refer to Chapter 3, Configuring the ViconNet
System, Video Analytics Engine and Configuring Alarm Events, for detailed instructions. After the video

analytics is set up, video can be played back from the Navigator window. Refer to Chapter 6, Playing Back
Recorder Vide/Audio.

Video Analytics Server
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When video with analytic behavior is displayed, the video will display polygons that outline the behavior
violation according to the parameters set up in the video analytics. Refer to the documentation for the video
analytic software for details, instruction manual XX180 series. The screen below is an example of live video.

KP-240_IFT-RAID - Camera 1
The Object Data creates an area
. around the object that is being
' followed. The Object Tail shows the
. direction of the motion

Object Data

Object Tall

KP-240_IFT-BAID - Camera 15

Object Data '

-

KP-240_IFT-BAID - Camera 15

‘\
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Appendix F
Running ViconNet as a Service

Starting at version 5, ViconNet can be run as a standard Windows service.

A Windows service is a process controlled by the operating system and is independent of user login or a
graphical user interface. This option is sometime required by IT managers who are used to running Windows
service applications on their system.

How does it work?

By default, the ViconNet application runs with its fully featured graphical user interface (GUI) on the computer
(Viewer, NVR and Workstation). Choosing to run the application as a Windows service will load ViconNet on
the PC, but it will not be running the GUI at all.

The ViconNet application will be controlled by the operating system and any service tool used by the system
administrator. Access for configuration and setup of the system operating in service mode can be done
remotely from any ViconNet workstation, NVR or Kollector exactly as ViconNet allows today.

Where will this be usually required?

Running as a service is usually required for those systems running behind the scenes, such as an NVR and
DVR. Because running as a service disables the GUI, running Viewers and Workstations that usually view
and control video in this mode does not make sense.

Advantages
For those who prefer running as a service in general (usually IT personnel), this option is now provided. It also
offers the following:

e Service will start automatically after system reboot, even if there is no user to log into Windows (on
PCs where login is required)

e Service can be remotely restarted using IT tools, if needed

e PC screen has no GUI

It's important to remember that ViconNet still works and runs its tasks.
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System Default

When installing ViconNet version 6 and above, the service option is automatically added to the computer. By
default, ViconNet is installed in non-service mode and will have to be configured to run in service mode if
required.

Note: Exit the ViconNet application before using the ViconNet Service Configurator.

To access the ViconNet Service Configurator, click on the Start button and go to Programs -> Vicon ->
ViconNet.

Click on ViconNet Service Configurator to run

. Picasaz
Skype
. Sprink

Startup
. ThinkWantage

./-'_-".
Default Frograms

- Windows Update
|

Trend Micro Client-Server Security Agent

Software Manager o Ulkravc

Viconhlet
m Wiconhek Service Configurator

Bl v v v v v v w

Thinkiankage Productivity Center L wid

Acrobat Distiller 5.0
E} Adobe Acrobat 5.0
E fdobe Reader &
@ Internet Explorer
P S Trilian
Windows Calendar
55 Windows Contacts
» 4 windows Defender
(55 Windows Fax and Scan

&2 Windows Live Messenger Download
|l Windows Mail

Windows Media Plaver

Windows Meeting Space

ﬁ Windows Movie Maker

» @j Documentl - M ‘Windows Phato Gallery icrosaft Suklaok Web .. | . Desktop | El

Run The ViconHet As a Service

Current Status:

iThe ViconHet is Hot running as service
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If you want to have ViconNet run as a service, click the button “Run The ViconNet As a Service”. The
Configurator will change:

Current Status:

The ViconMHet is running as service |

Clicking the button again will switch back to non-service mode (always showing the latest state).

Once running as a service, you will be able to connect to the system from other ViconNet devices in the same
way you would when running the full application.

You can close the ViconNet Service Configurator at any time by clicking the X on the top right corner.

Running ViconNet

If ViconNet is configured to run as a service, any attempt to run it manually (by clicking the ViconNet shortcut)
will result with the following error message:

viconNet x|

I . Session initialization Failed.

If you need to run ViconNet manually, first make sure to stop the service using the ViconNet Service
Configurator as described above and only then running the application manually.
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Advanced Notes

The actual service running the ViconNet application is called VNAgent and can be found in the Windows
service manager, if needed.

[Qservices =101 x|
File Action View Help
|BmE|rmnw
©; Fervices (Local) Qa Services {Local)

¥MAgent Mame = | Description | Skatus | Skartup Tvpe | Log On As I :I
o Wirkual Disk, Provides m... Manual Local System

Stop the service ! E b

E‘:E::rtht::::a\::?ce Yaolume Shadow Copy  Manages a... Manual Local System
o WebClient Enables Wi... Started Sutarnatic Local Service
S Windows Audio Manages a...  Started Aukamatic Local Service
< Windows Audio End,., Manages a...  Started Autamatic Local System
"o Windows Backup Provides W, fanual Local Syskem
Lowindows CardSpace  Securely e... Manual Local System
o Windows Colar Sys...  The WesPlL .. Manual Local Service
L Windows Connect ... AckasaR... Manual Local Service
L Windows Defender Scan your ... Started Aukamatic Local System
o Windows Driver Fo.,,  Manages u..,  Started Aukamatic Local System
“Windows Error Rep...  Allows erro...  Started Autamatic Local System
. Windows Event Coll,..  This servic... Manual Network 5.
o Windows Event Log  This servic...  Skarted Aukamatic Local Service
G Windows Fireweall ‘Windows Fi..  Started Autamatic Local Service
o Windows Image Ac...  Prowvides im... Started Aukamatic Local Service
Lo wWindows Installer Adds, modi... Manual Local Syskerm
L Windows Managem... Provides a... Started Aukamatic Local System
o Windows Media Pla...  Shares Win... Manual Metwark 5.
L Windows Modules I...  Enables ins... fanual Local Syskem
o Windows Presentat,,. Optimizes ... Manual Local Service
"o Windows Remaote M., Windows R, Manual Mebwaork. 5.
L2 windows Search Provides c...  Started Autamatic Local System
L Wiindows Time: Maintains d...  Started Automatic Local Service ;I

Extended 4 Standard /

| |
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Shipping Instructions

Use the following procedure when returning a unit to the factory:

1. Call or write Vicon for a Return Authorization (R.A.) at one of the locations listed below. Record the name
of the Vicon employee who issued the R.A.

Vicon Industries Inc.

135 Fell Court

Hauppauge, NY 11788

Phone: 631-952-2288; Toll-Free: 1-800-645-9116; Fax: 631-951-2288

For service or returns from countries in Europe, contact:
Vicon Industries (U.K.) Ltd

Brunel Way

Fareham, PO15 5TX

United Kingdom

Phone: +44 (0)1489/566300; Fax: +44 (0)1489/566322

2. Attach a sheet of paper to the unit with the following information:

Name and address of the company returning the unit
Name of the Vicon employee who issued the R.A.

R. A. number

Brief description of the installation

Complete description of the problem and circumstances under which it occurs

-~ o o o T ®

Unit's original date of purchase, if still under warranty

Pack the unit carefully. Use the original shipping carton or its equivalent for maximum protection.
Mark the R.A. number on the outside of the carton on the shipping label.



Vicon Standard Equipment Warranty

Vicon Industries Inc. (the “Company”) warrants your equipment to be free from defects in material and workmanship under
Normal Use from the date of original retail purchase for a period of three years, with the following exceptions:

All IQEYE Cameras: Two years if purchased before 1/1/2011.

Alliance-mini (IQD3xx), Alliance-mx (IQMxxx) and 3 Series (IQ03xx): Five years if purchased between 1/2/2011 —
12/31/2014.

Alliance-Pro (IQA3xx): Five years if purchased between 3/2/2012 — 12/31/2014. Three years if the motorized
lens (IQA3xx-A3) option.

Uninterruptible Power Supplies: Two years from date of original retail purchase.

VDR-700 Recorder Series: One year from date of original retail purchase.

V5616MUX: One year from date of original retail purchase.

Arecont Cameras: One year from date of original retail purchase.

FMC series fiber-optic media converters and associated accessories: Lifetime warranty.

For PTZ cameras, “Normal Use” excludes prolonged use of lens and pan-and-tilt motors, gear heads, and gears
due to continuous use of “autopan” or “tour” modes of operation. Such continuous operation is outside the scope
of this warranty.

10. Any product sold as “special” or not listed in Vicon’s commercial price list: One year from date of original retail

©CoNogA W NBE

purchase.

NOTE:

e If the product is to be used outdoors or in dusty, humid, or other hostile environments, it must be suitably
protected.

e Camera products must be protected, whether in use or not, from exposure to direct sunlight or halogen light as
the light may damage the camera image sensor. This applies to both indoor and outdoor use of the cameras.

e For camera products supplied without a lens, extreme care should be used when mounting a lens on these
products. Damage to the product due to incorrectly mounted lenses will invalidate this limited hardware
warranty.

e Failure to comply with any of the aforementioned requirements will invalidate this Limited Hardware Warranty.

Date of retail purchase is the date original end-user takes possession of the equipment, or, at the sole discretion of the
Company, the date the equipment first becomes operational by the original end-user.

The sole remedy under this Warranty is that defective equipment be repaired or (at the Company’s option) replaced, at
Company repair centers, provided the equipment has been authorized for return by the Company, and the return shipment
is prepaid in accordance with policy. Repaired or replacement hardware will be warranted for the remainder of the original
Warranty Period or ninety (90) days, whichever is longer. When a product or part is exchanged the replacement hardware
becomes the property of the original purchaser and all hardware or part thereof that is replaced shall become the property
of Vicon.

The warranty does not apply (a) to faulty and improper installation, maintenance, service, repair and/or alteration in any way
that is not contemplated in the documentation for the product or carried out with Vicon consent in writing, operation
adjustments covered in the operating manual for the product or normal maintenance, (b) to cosmetic damages, (c) if the
product is modified or tampered with, (d) if the product is damaged by acts of God, misuse, abuse, negligence, accident,
normal wear and tear and deterioration, improper environmental conditions (including, but not limited to, electrical surges,
water damage, chemical exposure, an/or heat/cold exposure) or lack of responsible care, (e) if the product has had the
model or serial number altered, defaced or removed, (f) to consumables (such as storage media or batteries) (g) to products
that have been purchased “as is” and Vicon the seller or the liquidator expressly disclaim their warranty obligation pertaining
to the product, (h) to any non-Vicon hardware product or any software (irrespective of packaged or sold with Vicon hardware
product) and Vicon products purchased from an unauthorized distributor/reseller, (i) to damage that occurs in shipment or
(j) to damages by any other causes not related to defective design, workmanship and/or materials.

The warranty for the products shall run from Vicon to End User customers only (including product purchased through
authorized partners and resellers). Vicon is not obligated under any circumstances to honor warranties on product(s)
purchases from internet auction sites including eBay, uBid or from any other unauthorized resellers. Except as explicitly
provided herein, Vicon disclaims all other warranties, including the implied warranties of fithess for a particular purpose and
merchantability.

Software supplied either separately or in hardware is furnished on an “As Is” basis. Vicon does not warrant that
such software shall be error (bug) free. Software support via telephone, if provided at no cost, may be discontinued
at any time without notice at Vicon’s sole discretion. Vicon reserves the right to make changes to its software in
any of its products at any time and without notice.

The Warranty and remedies provided above are exclusive and in lieu of all other express or implied warranties
including, but not limited to, the implied warranties of merchantability or fitness for a particular purpose. Certain
jurisdictions do not allow the exclusion of implied warranties. If laws under such jurisdictions apply, then all
express and implied warranties are limited to the warranty period identified above. Unless provided herein, any



statements or representations made by any other person or firm are void. Except as provided in this written
warranty and to the extent permitted by law, neither Vicon nor any affiliated shall be liable for any loss, (including
loss of data and information), inconvenience, or damage, including, but not limited to, direct, special, incidental or
consequential damages, resulting from the use or inability to use the Vicon product, whether resulting from breach
of warranty or any other legal theory. Notwithstanding the foregoing, Vicon total liability for all claims under this
warranty shall not exceed the price paid for the product. These limitations on potential liabilities have been an
essential condition in setting the product.

No one is authorized to assume any liability on behalf of the Company, or impose any obligations on it in connection with
the sale of any Goods, other than that which is specified above. In no event will the Company be liable for indirect, special,
incidental, consequential, or other damages, whether arising from interrupted equipment operation, loss of data,
replacement of equipment or software, costs or repairs undertaken by the Purchaser, or other causes.

This warranty applies to all sales made by the Company or its dealers and shall be governed by the laws of New York State
without regard to its conflict of laws principles. This Warranty shall be enforceable against the Company only in the courts
located in the State of New York.

The form of this Warranty is effective February 1, 2015.

THE TERMS OF THIS WARRANTY APPLY ONLY TO SALES MADE WHILE THIS WARRANTY IS IN EFFECT. THIS
WARRANTY SHALL BE OF NO EFFECT IF AT THE TIME OF SALE A DIFFERENT WARRANTY IS POSTED ON THE
COMPANY’S WEBSITE, WWW.VICON-SECURITY.COM. IN THAT EVENT, THE TERMS OF THE POSTED WARRANTY
SHALL APPLY EXCLUSIVELY.
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Vicon Industries Inc.

For office locations, visit the website:

WWW.vicon-security.com
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