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Chapter 1
Introduction

This Chapter provides an overview of the Wireless Access Point's features and
capabilities.

Congratulations on the purchase of your new Wireless Access Point. The Wireless Access
Point links your 802.11g or 802.11b Wireless Stations to your wired LAN. The Wireless
stations and devices on the wired LAN are then on the same network, and can communicate
with each other without regard for whether they are connected to the network viaa Wireless or
wired connection.

Wireless Stations Wireless

Access Point

P 5‘J Wired Lan

Figure 1: Wireless Access Point

The auto-sensing capability of the Wireless Access Point allows packet transmission up to
54Mbps for maximum throughput, or automatic speed reduction to lower speeds when the
environment does not permit maximum throughput.

Features of your Wireless Access Point

The Wireless Access Point incorporates many advanced features, carefully designed to provide
sophisticated functions while being easy to use.

Standards Compliant. The Wireless Router complies with the IEEE802.11g (DSSS)
specifications for Wireless LANSs.

Supports both 802.11b and 802.11g Wireless Stations. The 802.11g standard
provides for backward compatibility with the 802.11b standard, so both 802.11b and
802.11g Wireless stations can be used simultaneously.

802.1x Support. Support for 802.1x mode is included, providing for the industrial -
strength wireless security of 802.1x authentication and authorization.

Radius Client Support. The Wireless Access Point can login to your existing Radius
Server (as aRadius client).
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Dynamic WEP key Support. In 802.1x mode, either fixed or Dynamic WEP keys can be
used.

Upgradeable Firmware. Firmwareis stored in a flash memory and can be upgraded
easily, using only your Web Browser.

WEP support. Support for WEP (Wired Equivalent Privacy) isincluded. Both 64 Bit
and 128 Bit keys are supported.

WPA support. Support for WPA isincluded. WPA is more secure than WEP, and should
be used if possible.

Access Control. The Access Control feature can ensure that only trusted Wireless
Stations can use the Wireless Access Point to gain access to your LAN.

Simple Configuration. If the default settings are unsuitable, they can be changed
quickly and easily.

DHCP Client Support. Dynamic Host Configuration Protocol provides a dynamic IP
address to PCs and other devices upon request. The Wireless Access Point can act asa
DHCP Client, and obtain an | P address and related information from your existing DHPC
Server.

NetBIOS & WINS Support. Support for both NetBIOS broadcast and WINS (Win-
dows Internet Naming Service) allows the Wireless Access Point to easily fit into your
existing Windows network.

Password - protected Configuration. Optional password protection is provided to
prevent unauthorized users from modifying the configuration data and settings.
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Package Contents

The following items should be included:
Wireless Access Point
Power Adapter
Quick Start Guide
CD-ROM containing the on-line manual

If any of the above items are damaged or missing, please contact your dealer immediately.

Physical Details

Front Panel LEDs

O Siatus

~
L

Status

Power

LAN

WirelessLAN

Power O LAN O Wireless LAN

Figure2: Front Panel

On - Error condition.

Off - Normal operation.

Blinking - During start up, and when the Firmware is being upgraded.
On - Normal operation.

Off - No power

On - The LAN (Ethernet) port is active.

Off - No active connection on the LAN (Ethernet) port.

Flashing - Datais being transmitted or received via the corresponding
LAN (Ethernet) port.

On - Idle
Off - Error- Wireless connection is not available.

Flashing - Datais being transmitted or received via the Wireless access
point. Dataincludes "network traffic" aswell as user data.
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Rear Panel

'rml'l @ FEEfET “

ETHERNET
CONSOLE POWER

POE

Antenna

Console port
Reset Button

Ethernet

Power port

Figure 3 Rear Panel

One antenna (aerial) is supplied. Best results are usually obtained with
the antenna in a vertical position.

DB9 female RS232 port.

This button has two (2) functions:

Reboot. When pressed and released, the Wireless Access Point
will reboot (restart).

Reset to Factory Defaults. This button can also be used to clear
ALL dataand restore ALL settingsto the factory default values.

To Clear All Data and restorethe factory default values:
1. Power Off the Access Point

2. Hold the Reset Button down while you Power On the Access
Point.

3. Continue holding the Reset Button until the Status (Red) LED
blinks TWICE.

4. Release the Reset Button.
The factory default configuration has now been restored, and the
Access Point is ready for use.

Use astandard LAN cable (RJ5 connectors) to connect this port to a
10BaseT or 100BaseT hub on your LAN.

Connect the supplied power adapter here.




Chapter 2
Installation

This Chapter coversthe physical installation of the Wireless Access Point.

Requirements

Requirements:
TCP/IP network
Ethernet cable with RJ-45 connectors

Installed Wireless network adapter for each PC that will be wirelessly connected to the
network

Procedure

1. Select asuitablelocation for the installation of your Wireless Access Point. To maximize
reliability and performance, follow these guidelines:

Use an elevated location, such as wall mounted or on the top of a cubicle.
Place the Wireless Access Point near the center of your wireless coverage area.

If possible, ensure there are no thick walls or metal shielding between the Wireless
Access Point and Wireless stations. Under ideal conditions, the Wireless Access Point
has arange of around 150 meters (450 feet). The range is reduced, and transmission
speed is lower, if there are any obstructions between Wireless devices.

Figure 4. Installation Diagram
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2. Useastandard LAN cable to connect the “ Ethernet” port on the Wireless Access Point to a
10/100BaseT hub on your LAN.

3. Connect the supplied power adapter to the Wireless Access Point and a convenient power
outlet, and power up.

4. Check the LEDs:
The Status LED should flash, then turn OFF.
The Power, WLAN, and LAN LED should be ON.

For more information, refer to Front Panel LEDs in Chapter 1.




Chapter 3
Access Point Setup

This Chapter provides details of the Setup process for Basic Operation of
your Wireless Access Point.

Overview
This chapter describes the setup procedure to make the Wireless Access Point avalid device on
your LAN, and to function as an Access Point for your Wireless Stations.

Wireless Stations may also require configuration. For details, see Chapter 4 - Wireless Sation
Configuration.

The Wireless Access Point can be configured using either the supplied Windows utility or your
Web Browser

Setup using the Windows Utility

A simple Windows setup utility is supplied on the CD-ROM. This utility can be used to assign
asuitable |P address to the Wireless Access Point. Using this utility is recommended, because it
can locate the Wireless Access Point even if it has an invalid | P address.

Installation

1. Insert the supplied CD-ROM in your drive.
2. Runthe SETUP.exe program in the root folder.
3. Follow the prompts to complete the installation.

Main Screen

Start the program by using the icon created by the setup program.

When run, the program searches the network for all active Wireless Access Points, then
lists them on screen, as shown by the example below.

B® Access Point Management

Wireless Access Point Management Utility Version 1.0

Wireless Access Points

Server Mame | IP | MALC | 5510 | Channel | Wersion | Description
SC20DE31E 1921680100 00095B20E31C  default 1 0800
1] | »

Refrezh I wieh Managementl Set P sddress | Exit |

Figure5: Management utility Screen
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Wireless Access Points

On the center of the screenisalist of all Wireless Access Points found on the network. For
each device, the following datais shown:

Server Name. The Server Name is shown on a sticker on the base of the device.

IP. The IP address for the Wireless Access Point.

MAC. The hardware or physical address of the Wireless Access Point.

SSID. The SSID setting for the Wireless Access Point. (The SSID is case sensitive.)
Channel. The current channel used by the Wireless Access Point.

Version. The current version number for the Wireless Access Point.

Description. Any extrainformation for the Wireless Access Point.

Note: If the desired Wireless Access Point is not listed, check that the device isinstalled and
ON, then Refresh thelist.

Buttons

Refresh. Click this button to update the Wireless Access Point device listing after chang-
ing the name or IP Address.

Web Management. Y ou can use this button to connect the Wireless Access Point to do
some setup using web browser.

Set | P Address. Click this button if you want to change the IP Address of the device.
Exit. Exit the Management utility program by clicking this button.

Setup Procedure

1
2.
3.

Select the desired Wireless Access Point.
Click the Set P Address button.

If prompted, enter the user name and password. The default values are admi n for the User
Name, and a blank Password

Ensure the | P address, Network Mask, and Gateway are correct for your LAN. Save any
changes.

Click the Web Management button to connect to the selected Wireless Access Point using
your Web Browser. If prompted, enter the User Name and Password again.

Configure the following screens, using the on-line help if necessary.
The following section also provides more details about each of these screens.

Wireless
Security
Password

Setup is now complete.
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Setup using a Web Browser

Your Browser must support JavaScript. The configuration program has been tested on the
following browsers:

Netscape VV4.08 or later
Internet Explorer V4 or later

Setup Procedure

Before commencing, install the Wireless Access Point in your LAN, as described previously.

1. Check the Wireless Access Point to determine its Default Name. Thisis shown on alabel
on the base or rear, and isin the following format:

SCXXXXXX

Where xxxxxx isaset of 6 Hex characters(0~9,and A ~F).
2. UseaPC whichisalready connected to your LAN, either by awired connection or another
Access Point.

Until the Wireless Access Point is configured, establishing a Wireless connection to it
may be not possible.

If your LAN contains a Router or Routers, ensure the PC used for configurationis on
the same LAN segment as the Wireless Access Point.

3. Start your Web browser.
4. Inthe Address box, enter "HTTP://" and the Default Name of the Wireless Access Point
eg.
HTTP: / / SC2D631A
5. You should then see alogin prompt, which will ask for a User Name and Password.
Enter admi n for the User Name, and passwor d for the Password.

These are the default values. The password (but not the user name) can and should be
changed. Always enter the current password, as set on the Admin Login screen.

Enter Network Password 2xl

% Pleaze type your uzer name and password,
Site: 3cff9436

Realm APS1gh Access Point

User Mame: ||

Password I

[ Save this password in your password list

Ok I Cancel

Figure 6: Password Dialog

6. You will then see the Status screen, which displays the current settings and status. No data
input is possible on this screen.
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7. From the menu, select and configure the following options, as described in the following
sections:

System

Access Control

2.4GHz Wireless
Basic
Security
Advanced

Management

8. Setup of the Wireless Access Paint is now complete.
Wireless stations must now be set to match the Wireless Access Point. See Chapter 4 for
details.

If you can't connect:

Itislikely that your PC's IP address is incompatible with the Wireless Access
Point’s I P address. This can happen if your LAN does not have a DHCP Server.
The default | P address of the Wireless Access Point is 192.168.0.100, with a
Network Mask of 255.255.255.0.

If your PC’s |P address is not compatible with this, you must change your PC's IP
address to an unused value in the range 192.168.0.1 ~ 192.168.0.254, with a Net-
work Mask of 255.255.255.0. See Appendix C - Windows TCP/I P for details for
this procedure.

10
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Status Screen

When you first connect, you will see the Status screen. This displays the current settings and
status of the Wireless Access Point. No data can be input on this screen.

Status

TCPIP

2.4GHz Wireless

CULEEENLINY A ccass Point Mame
MAC Address
Domain

Firmwiare Yersion

IF Address
Subnet Mask
Gateway
DHCF Client

SED

ChannelFrequency
YWireless Mode
Operating Mode
Authentication
Encyption

Access Control

SCFF9496
00:C0:02:FF 9496
UNITED STATES - US
Version 1.0 Release 06

17231273
2552552550
172312253
Enabled

wireless

T (Automatic)

802 11band 802 11g
Wireless Access Point
Open System

MNaone

Disable

2.4GHz Statistics |

Log | Stations

Help |

Figure 7: Status Screen

For further details of this screen, refer to Satus Screen in Chapter 5.

11



Wireless Access Point User Guide

System Screen

Click System on the menu to view a screen like the following.

System

Identification

IP Address -y Nig=ReT o,

Access Point Mame: [ECFF9498

Description: |

Country Domain |- SelectCne— !
MWAC Address 00:CO02FF:94:96

& Fixed

IPaddress  [172.[51 [Z [75
SubnetMask [255 [255 [z55 [0
Gateway [172].[31 .2 1.[z54]
DNS [172 3T ]2 ].[254

O Enable WiNS
WINS Server NamedlP Address: [172.51.2. 254

I Enable Telnet Management

Sawve I Cancel Help

Figure 8: System Screen

Data - System Screen

Identification

Access Point Enter a suitable name for this Access Point.
Name
Description If desired, you can enter a description for the Access Point.

Country Domain

Select the country or domain matching your current location.

MAC Address The read-only field shows the current MAC Address.

IP Address

DHCP Client Select this option if you have a DHCP Server on your LAN, and you
wish the Access Point to obtain an IP address automatically.

Fixed If selected, the following data must be entered.

IP Address - The IP Address of this device. Enter an unused IP
address from the address range on your LAN.

Subnet Mask - The Network Mask associated with the IP Address
above. Enter the value used by other devices on your LAN.

Gateway - The IP Address of your Gateway or Router. Enter the
value used by other devices on your LAN.

DNS - Enter the DNS (Domain Name Server) used by PCs on your
LAN.

12
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WINS

Enable WINS If your LAN has a WINS server, you can enable this to have this AP
register with the WINS server.

WINS Server Enter the name or | P address of your WINS server.

Name/I P Ad-

dress

Telnet

Enable Telnet If desired, you can enable this option. If enabled, you will able to

Management connect to this AP using a Telnet client. Y ou will have to provide the

same login data (user name, password) asfor aHTTP (Web) connec-
tion.

13
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Access Control Screen

This feature can be used to block accessto your LAN by unknown or untrusted wireless sta-

tions.

Click Access Control on the menu to view a screen like the following.

Access Control

Trusted Stations

=HER [T Enable Access Control by MAC Address

‘ Mac Address ‘ Connected ‘

Mudify List |

ReadfromFile | writetoFile |

Save | Cancel | Helpl

Figure 9: Access Control Screen

Data - Access Control Screen

Enable

Use this checkbox to Enable or Disable this feature as desired.

Warning ! Ensure you own PC isin the "Trusted Wireless Stations"
list before enabling this feature..

Trusted Stations

Thistable lists any Wireless Stations you have designated as "Trusted".

If you have not added any stations, this table will be empty. For each
Wireless station, the following datais displayed:

MAC Address - the MAC or physical address of each Wire-
less station.

Connected - this indicates whether or not the Wirel ess station
is currently associates with this Access Point.

Buttons

Modify List

Read from File

Writeto File

To change the list of Trusted Stations (Add, Edit, or Delete a Wireless
Station or Stations), click this button.

To upload alist of Trusted Stations from afile on your PC, click this
button.

To download the current list of Trusted Stations from the Access Point
to afile on your PC, click this button.

14
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Trusted Wireless Stations

This feature can be used to block accessto your LAN by unknown or untrusted wireless sta-
tions., use the Modify List button on the Access Control screen. Y ou will see a screen like the

sample below.

Trusted Wireless Stations

Trusted Wireless Stations Other Wireless Stations

Address: ; {Physical/MAC address)

<<

|2

Edit I Selact All Select Mone

Add | Clear |

Back ! Help !

Figure 10: Trusted Wireless Stations

Data - Trusted Wireless Stations

Trusted Wireless
Stations

Thislists any Wireless Stations which you have designated as
“Trusted”.

Other Wireless Thislist any Wireless Stations detected by the Access Point, which

Stations you have not designated as "Trusted".

Address Used when adding or editing a Trusted Station, to display or enter
the address (MAC or physical address) of the Wireless station.

Buttons

<< Used to add Wireless stations to the Trusted Wireless Sation list.
Select the desired Station or Stations in the Other Wireless Sations
list, then click this button.

>> Used to delete Wireless stations from the Trusted Wireless Station
list.
Select the desired Station or Stations in the Trusted Wireless Sa-
tions list, then click this button.

Edit Used to edit an existing Wireless Station:

1. Select astationin the Trusted Wireless Sations list

2. Click the Edit button. The data from the selected station is
copied to the Address field, and the Add button changesto Up-
date.

3. Edit the address as required.

4. Click the Update button to save your changes, or Clear if you
do not wish to save.

15
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Add To add a Trusted Station which is not in the "Other Wireless Sta-
tions' list, enter the required data and click this button.
Clear Clear the Addressfield.

If editing, this also cancels the edit and changes the Update button
back to Add.

16
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2.4GHz Wireless Screens

There are 3 configuration screens available:

Basic
Security
Advanced

Basic Settings Screen

The settings on this screen must match the settings used by Wireless Stations.

Click Basic on the menu to view a screen like the following.

Basic Settings - 2.4GHz

SULIEUELUE ireless Mode:  [B0211b anda0211g =

Operating Mode:  |wireless Access Paint 7]
Remote AP nfa 2 =l[=le |
MAC Address:

Channel Mo: |Automatic .I

Current Channel MNo: 11
S50 |wireless
¥ Broadcast SSID

Save I Cancel Help

Figure 11: Basic Settings Screen

Data - Basic Settings Screen

Operation

Wireless Mode Select the desired option:

Disable - select thisif for some reason you do not this AP to
transmit or receive at all.

802.11b and 802.11g - thisis the default, and will allow connec-
tions by both 802.11b and 802.1g wireless stations.

802.11b - if selected, only 802.11b connections are allowed.
802.11g wireless stations will only be able to connect if they are
fully backward-compatible with the 802.11b standard.

802.119 - only 802.11g connections are allowed. If you only have
802.11g, selecting this option may provide a performance im-
provement over using the default setting.

Super 802.11g (108Mbps) - select thisonly if all wireless stations
support this mode.

Dynamic Super 802.11g (108M bps) - select thisonly if all
wireless stations support this mode.

Static Super 802.11g (108M bps) - select thisonly if all wireless
stations support this mode.

17
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Operating Mode

Select the desired mode:
Wireless Access Point - operate as a normal Access Point

Client Access Point - act asaclient for another Access Point. If
selected, you must provide the address (MAC address) of the other
Access Point (Remote AP).

Repeater Access Point - act as arepeater for another Access
Point. If selected, you must provide the address (MAC address) of
the other Access Point (Remote AP).

Remote AP
MAC Address

Thisis not required unless the Operating Mode is " Client Access Point"
or "Repeater Access Point". In either of these modes, you must provide
the MAC address of the other AP in thisfield. Y ou can either enter the
MAC address directly, or, if the other AP is on-line, you can click the
"Select AP" button and select from alist of available APs.

Chann€l No

If "Automatic" is selected, the Wireless Access Point will self-select a
Wireless Channel.

If you experience interference (shown by lost connections and/or slow
data transfers) you may need to experiment with different channels to
see which Channel is the best.

Current Channel
No.

This displays the current channel used by the Access Point.

SSID Enter the desired SSID. Wireless Stations must use the same SSID.
Note: The SSID is case sensitive.
Broadcast SSID If Enabled, the SSID will be broadcast to all Wireless Stations. Stations

which have no SSID (or a"null" value) can then adopt the correct SSID
for connectionsto this Access Point.

18
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Security Settings

The Security screen is accessed from the main menu, and it provides 5 options as below:
None

WEP
WPA-PSK
WPA-802.1x
802.1X

Security Settings - None
If "None" is selected, no security is used, and there are no settings to configure.

Security Settings - WEP

Selecting the WEP option will result in a screen like the following.

2.4GHz Wireless Security

SECNR ireless Security Systern: [

Settings RIS
Data Encryption: m

Authentication:  [Open System 5]

Key input: & Hex (0~9 and A~F) © ASCI
Key 1 & |

Key2 o |

Key3 o |

Keyd o |

Passphrase: | Genetate Key |
Save I Cancell Help

Figure 12: WEP Settings

Data - WEP Screen

WEP

Data Select the desired option:

Encryption - 64 Bit Encryption - Keys are 10 Hex (5 ASCII) characters.
128 Bit Encryption - Keys are 26 Hex (13 ASCII) charac-
ters.

19
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Authentication

Normally, you can leave this at “ Automatic”, so that Wireless
Stations can use either method ("Open System™ or " Shared
Key".).

If you wish to use a particular method, select the appropriate

value - "Open System" or "Shared Key". All Wireless stations
must then be set to use the same method.

Key Input Select "Hex" or "ASCII" depending on your input method. (All
keys are converted to Hex, ASCII input is only for conven-
ience.)

Key 1..Key 4 Enter the key value you wish to use. Other stations must have
the same key.

Passphrase Usethisto generate akey or keys, instead of entering them

directly. Enter aword or group of printable charactersin the
Passphrase box and click the "Generate Key" button to auto-
matically configure the WEP Key(s). If encryption strength is
set to 64 bit, then each of the four key fields will be populated
with key values. If encryption strength is set to 128 bit, then
only the selected WEP key field will be given akey value.

Security Settings - WPA-PSK

Selecting the WPA-PSK option will result in a screen like the following.

2.4GHz Wireless Security

Metwork Key:
WP A Encryption: | TRIP |

T Pairwise Key Update
ey Lifetime |20 minutes
T Group Key Update
ey Lifetime |30 minutes
™ Group key update when any membership terminated

Sawve I Cancell Help

Figure 13: WPA-PSK Settings

Data - WPA-PSK Screen

WPA-PSK

Network Key

Enter the key value. Datais encrypted using this key. Other
Wireless Stations must use the same key.

WPA Encryption

Select the desired option. Other Wireless Stations must use the
same method.

20
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Pairwise Key Update Thisrefersto the key used for point-to-point transmissions.
Enable thisif you want the keys to be updated regularly.

Key Lifetime Thisfield determines how often Pairwise keys are dynamically
updated. Enter the desired value.

Group Key Update Thisrefersto the key used for broadcast transmissions. Enable
thisif you want the keys to be updated regularly.

Key Lifetime This field determines how often the Group key is dynamically
updated. Enter the desired value.

Group key update If enabled, the Group key will be updated whenever any member
when any membership | leavesthe group or disassociates from the Access Paint.
terminated

Security Settings - WPA-802.1x

This version of WPA requires that you have a Radius Server on your LAN.
Selecting the WPA-802.1x option will result in a screen like the following.

2.4GHz Wireless Security

SRR ireless Security System:

WA - BOZ T

(BN WPA -802.1x
Radius Server Address: [

Radius Port [t812 |
Client Login Mame: SCFFO496
Shared Key [
WA Encryption: [TrIP [
I Painwise Key Update
Key Lifetime IED— minutes
M Group Key Update
Key Lifetime ISD— minutes

I Group key update when any membership terminated
[ Enable RADIUS Accounting:

Radius Accounting Port: |1813
T Update Report every |5 Minutes

Save I Cancell Help

Figure 14: WPA-802.1x Settings

Data - WPA-802.1x Screen

WPA-802.1x
Radius Server Enter the name or |P address of the Radius Server on your network.
Radius Port Enter the port number used for connections to the Radius Server.

21
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Client Login Name

This read-only field displays the current login name, which isthe
same as the name of the Access Point. The Radius Server must be
configured to accept thislogin.

Shared Key

Thisis used for the Client Login on the Radius Server. Enter the key
value to match the Radius Server.

WPA Encryption

Select the desired option. Other Wireless Stations must use the same
method.
TKIP - Unicast (point-to-point) transmissions are en-
crypted using TKIP, and multicast (broadcast)
transmissions are not encrypted.

TKIP + 64 bit WEP - Unicast (point-to-point) transmis-
sions are encrypted using TKIP, and multicast (broadcast)
transmissions are encrypted using 64 bit WEP.

TKIP + 128 bit WEP - - Unicast (point-to-point) transmis-
sions are encrypted using TKIP, and multicast (broadcast)
transmissions are encrypted using 128 hit WEP.

Pairwise Key Up- Thisrefersto the key used for point-to-point transmissions. Enable
date thisif you want the keys to be updated regularly.
Key Lifetime Thisfield determines how often Pairwise keys are dynamically

updated. Enter the desired value.

Group Key Update

Thisrefersto the key used for broadcast transmissions. Enable this
if you want the keys to be updated regularly.

Key Lifetime

Thisfield determines how often the Group key is dynamically
updated. Enter the desired value.

Group key update
when any member -
ship terminated

If enabled, the Group key will be updated whenever any member
leaves the group or disassociates from the Access Paint.

Radius Accounting

Enable thisif you want this Access Point to send accounting data to
the Radius Server.

If enabled, the port used by your Radius Server must be entered in
the Radius Accounting Port" field.

Update Report
every ...

If Radius accounting is enabled, you can enable this and enter the
desired update interval. This Access Point will then send updates
according to the specified time period.
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Security Settings - 802.1x

802.1x can only be used if you have a Radius Server on your LAN.

Selecting the 802.1x option will result in a screen like the following.

Settings

Data - 802.1x Screen

2.4GHz Wireless Security

System

Wireless Security System:

802.1x
Radius Server Address: |
Radius Port: [161z
Client Login Name: SCFFS496
Shared Key |
WEP Key Size: |54 hit vI
[ Key Exchange
Key Lifetime |2U— minutes

[T Enable RADILS Accounting:
Radius Accounting Port: |1813
T Update Report every |5 Minutes

Sawve I Cancell Help

Figure 15: 802.1x Settings

802.1x

Radius Server Address

Enter the name or |P address of the Radius Server on your
network.

Radius Port

Enter the port number used for connections to the Radius
Server.

Client Login Name

This read-only field displays the current login name, which is
the same as the name of the Access Point. The Radius Server
must be configured to accept thislogin.

Shared Key

Thisisused for the Client Login on the Radius Server. Enter the
key value to match the Radius Server.

WEP Key Size

Select the desired option:

64 Bit Encryption - Keys are 10 Hex (5 ASCII) charac-
ters.

128 Bit Encryption - Keys are 26 Hex (13 ASCII)
characters.

Key Exchange

Enable thisif you want the keys to be updated regularly.

Key Lifetime

Thisfield determines how often keys are dynamically
updated. Enter the desired value.
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Radius Accounting

Enable thisif you want this Access Point to send accounting
data to the Radius Server.

If enabled, the port used by your Radius Server must be entered
in the Radius Accounting Port" field.

Update Report every ...

If Radius accounting is enabled, you can enable this and enter
the desired update interval. This Access Point will then send
updates according to the specified time period.
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Advanced Settings

Click the Advanced link on the menu will result in a screen like the following.

Advanced Settings - 2.4GHz

CEUNCEN Basic Rate Selection: [

SIULLER [ Wireless Separation

LR Disassociated Timeout[s | Minutes {1~ 99 )
Fragmentation Length W ( 256 ~ 2346, Default 2346 )
Beacon Interval IW {0~ 3000; Default 100 )
RTSICTS Threshold W ( 256 ~ 2346, Default 2346 )
Preamble Type lm

Qutput Powier Lewvel IFull—;l

Antenna Selection: IPrimary v[

COPRRN Protection Type @ CTS-only O RTSCTS
Short Slot Time @ Enable € Disable

Frotection Mode|Autn v[
Protection Rate |11 tbps -I

Save I Cancel | Help

Figure 16: Advanced Settings

Data - Advanced Settings Screen

Basic Rate

Basic Rate Selection The Basic Rate is used for broadcasting. It does not determine
the data transmission rate, which is determined by the "Mode"
setting on the Basic screen.

Select the desired option:
Auto-negotiate - Thisisthe default, and will normally give
the best results.
Fixed Rate - If you don't use to use "Auto-negotiate”, you
must also select the desired speeds.

Wireless Separation If enabled, then each Wireless station using the Access Point is
invisible to other Wireless stations. In most business situations,
this setting should be Disabled.

Parameters

Disassociated Timeout | Thisdetermines how quickly a Wireless Station will be consid-
ered "Disassociated" with this AP, when no traffic is received.
Enter the desired time period.

Fragmentation Enter the preferred setting between 256 and 2346.

Beacon Interval Enter the preferred setting between 0 and 3000.
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RTS/CTS Threshold

Enter the preferred setting between 256 and 2346.

Output Power Level

Select the desired power output. Higher levels will give a greater
range, but are also more likely to cause interference with other
devices.

Preamble Type

Select the desired preambl e type.

Antenna Selection

If your Access Point has only 1 antenna, thereisonly 1 option
available. If your Access Point has 2 antennae, select the option
which gives the best results in your location.

802.11b

Protection Type

Select the desired option.

Short Slot Time

Enable or disable this setting as required.

Protection Mode

Normally, this should be left at "Auto".

Protection Rate

Select the desired option.
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Chapter 4
PC and Server Configuration

This Chapter details the PC Configuration required for each PC on the local
LAN.

Overview

All Wireless Stations need to have settings which match the Wireless Access Point. These
settings depend on the mode in which the Access Point is being used.

If using WEP or WPA-PSK, it is only necessary to ensure that each Wireless station's
settings match those of the Wireless Access Point, as described below.

For WPA-802.1x and 802.1x modes, configuration is much more complex. The Radius
Server must be configured correctly, and setup of each Wireless station is also more com-
plex.

Using WEP

For each of the following items, each Wireless Station must have the same settings as the
Wireless Access Point.

Mode On each PC, the mode must be set to | nfrastructure.

SSID (ESSID) This must match the value used on the Wireless Access Point.
The default valueisdef aul t

Note! The SSID is case sensitive.
Wiredess - Each Wireless station must be set to use WEP data encryption.

Security - TheKey size (64 bit or 128 bit) must be set to match the Access
Point.

The keys values on the PC must match the key values on the Access
Paint.
Note:

On some systems, the "64 hit" key is shown as "40 bit" and "128 bit" is
shown as 104 hit". This difference arises because the key input by the
user is 24 hits less than the key size used for encryption.
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Using WPA-802.1x

Thisisthe most secure and most complex system.

802.1x mode provides greater security and centralized management, but it is more complex to

configure.

Wireless Station Configuration

For each of the following items, each Wireless Station must have the same settings as the
Wireless Access Point.

Mode On each PC, the mode must be set to | nfrastructure.
SSID (ESSID) This must match the value used on the Wireless Access Point.

The default valueisdef aul t

Note! The SSID is case sensitive.
802.1x Each client must obtain a Certificate which is used for authentication for
Authentication | the Radius Server.
802.1x Typically, EAP-TLSisused. Thisis adynamic key system, so keys do
Encryption NOT have to be entered on each Wireless station.

Radius Server Configuration

If using WPA-802.1x mode, the Radius Server on your network must be configured as follow:
It must provide and accept Certificates for user authentication.
There must be a Client L ogin for the Wireless Access Point itself.
The Wireless Access Point will use its Default Name as its Client Login name.

The Shared Key, set on the Security Screen of the Access Point, must match the
Shared Secret value on the Radius Server.

Encryption settings must be correct.
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802.1x Server Setup (Windows 2000 Server)

This section describes using Microsoft Internet Authentication Server as the Radius Server,
sinceit isthe most common Radius Server available that supports the EAP-TLS authentication
method.

The following services on the Windows 2000 Domain Controller (PDC) are also required:
dhcpd
dns
rras
webserver (11S5)
Radius Server (Internet Authentication Service)
Certificate Authority

Windows 2000 Domain Controller Setup

1. Run dcpromo.exe from the command prompt.

2. Follow al of the default prompts, ensure that DNSisinstalled and enabled during installa-
tion.

Services Installation

1. Select the Control Panel - Add/Remove Programs.
2. Click Add/Remove Windows Components from the left side.
3. Ensure that the following components are activated (selected):

Certificate Services. After enabling this, you will see awarning that the computer
cannot be renamed and joined after installing certificate services. Select Yesto select
certificate services and continue

World Wide Web Server. Select World Wide Web Server on the Internet Information
Services (11S) component.

From the Networking Services category, select Dynamic Host Configuration Protocol
(DHCP), and Internet Authentication Service (DNS should already be selected and in-
stalled).
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Windows Components Wizard

windows Components
*t'ou can add or remove companents of Windows 2000,

To add or remove a component, click the checkbox. A shaded box means that anly
patt of the component will be installed. To zee what's included in a component, click

Details.

Components:

Accessories and Utilities

[8 Certificate Services

O <> Cluster Service

P Indexing Service

Wl & Intemet Infrrmatinn Semvices 1151

121 ME ﬂ
1.4 MEB
2.5 MEB

0.0ME
1 RMR I

Description:  Meszage Queuing provides loosely-coupled and reliable netwark

communication services.
Total dizk space required: 127 MB
Space available on dizk: BE39.9 MB

[etails... |

< Back I Mext > I Cancel |

Figure 17: Components Screen

4. Click Next.
5. Select the Enterprise root CA, and click Next.

Windows Components Wizard

Certification Authority Type
There are four types of certification authorities.

Certification Authority bypes: Drescription:
* Enterprise roat CA, The most trusted Ch in an ;I
enterprize. Should be inztalled
™ Enterprize subordinate Ca, before ary other Cé. Requires

Active Directany.

" Stand-alone root CA
" Stand-alone subordinate C4

™ Advanced options

I

< Back I Mext > I Cancel

Figure 18: Certification Screen

6. Enter the information for the Certificate Authority, and click Next.
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Windows Components Wizard

CA Identifying Information

Enter infarmation to identify this CA

Xl

CA nanne: I\-\u"irelessl:A

Organization: ID[ganization

Organizational unit: ISyStemS

City: [Dakland

State or province: lmi Countrp/region: lr
E-mail: ch@youldomain. tid

LA description: I\.\.-'ireless [0}

v alid far: ] eare ~ | Expires: |2.-"1 742005 6:39 PM

< Back I Mext > I

Cancel |

Figure 19: CA Screen
7. Click Next if you don't want to change the CA's configuration data.

8. Installation will warn you that Internet Information Services are running, and must be

stopped before continuing. Click Ok, then Finish.

DHCP server configuration

1. Click onthe Sart - Programs - Administrative Tools - DHCP
2. Right-click on the server entry as shown, and select New Scope.

g

| acion gow || & = | Bm| X & B2 || |
Tree | | rowan [192.168.0.21]

E‘Q DHCP | ~ =
2 @)m&sm Configure the DHCP Server

Mew Mulkicast Scope...

Reconcile all Scopes, ..
Authorize

Define User Classes. .
Define Yendor Classes. ..,

Set Predefined Options. .,

&l Tasks

Wigin

Delete
Refrash

Properties

Help:

fore a DHCP server can issue [P
dresses, you must create 3 scope and
ithorize the DHCP server,

=Cope iz a range of IP addresses that is
signed to computers reguesting a
namic IP address. Authorization is a
curity precaution that ensures that only
thorized DHCP servers run an your
twaork,

To add a new scope, on the Action menu,
Ch Mews Scope.

To authorize this DHCP server, on the
tion menu, click Authorize,

[Create @ new scope

Figure 20: DHCP Screen

3. Click Next when the New Scope Wizard Begins.
4. Enter the name and description for the scope, click Next.
5. Definethe IP address range. Change the subnet mask if necessary. Click Next.
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New Scope Wizard

IP Address Range

*t'ou define the scope address range by identifving a set of consecutive [P

addresses.

Enter the range of addreszes that the scope distributes.
Start IP address: | 192 168. 0 . 100

EndIF address; | 192.7168. 0 . 200

A subnet mask defines how many bitz of an [P address to use for the network /subnet
D= and haw many bitz to use far the host |D. Y'ou can specify the subnet mazk by

length or az an IP address.

Length: 24 _I

Subnet mazk: I 255 255255 0

< Back I Mext > I

Cancel

Figure 21:1P Address Screen

6. Add exclusionsin the addressfieldsif required. If no exclusions are required, leave it

blank. Click Next.

7. Change the Lease Duration time if preferred. Click Next.
8. Sdlect Yes, | want to configure these options now, and click Next.
9. Enter the router address for the current subnet. The router address may be left blank if

thereis no router. Click Next.

10. For the Parent domain, enter the domain you specified for the domain controller setup, and

enter the server's address for the |P address. Click Next.

New Scope Wizard

Domain Hame and DNS Servers

The Domain Mame System [DMS) maps and translates domain names used by

clients on your network.

X

Q

Yol can specify the parent domain pou want the clisnt computers on your network to uze for

DMS name resolution.

Parent domain:  [wireless yourdomain. td

To configure scope clients to use DMNS servers on pour network, enter the [P addresses for those

FEIVErE,

Server name: IP address:

Fesalve | 192.168.0.250

Femayve

[k

Add

]

[avin

< Back I Mext > I

Cancel |

Figure 22: DNS Screen
11. If you don't want aWINS server, just click Next.

12. Select Yes, | want to activate this scope now. Click Next, then Finish.

13. Right-click on the server, and select Authorize. It may take afew minutes to complete.
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Certificate Authority Setup

1. Select Sart - Programs - Administrative Tools - Certification Authority.
2. Right-click Policy Settings, and select New - Certificate to Issue.

iéi Certification Authority i =10lx|
J&ction View |J<}=-b|||@ |
| Intended Purpose

Tree I

E} Certification Authority (Local) EFS Recovery Agent File Recovery

E@ WirelessCa Basic EFS Encrypting File System
[ Revoked Certificates Dnmain Controller Client Authentication, Server Authentic
(1] Issued Certificates Web Server Server Authentication
-[_] Pending Requests Computer Client Authentication, Server Authentic
-|_7] Failed Requests User Encrypting File System, Secure Email, ¢
- = = It'F "t i st futhority
Mr Code Signing, Microsoft Trust List Signi
View 3
Refresh
Export List...
Help
4] I B

Creates 4 new object in this container, | ‘

Figure 23: Certificate Authority Screen

3. Select Authenticated Session and Smartcard Logon (select more than one by holding down
the Ctrl key). Click OK.

i Select Certificate Template 3 ed

Uzer Signature Only Secure Email, Clier
Smartcard Usger Secure Email, Cler

h Client Authenticatic
Client &uthenticatic

henticater

Smartcard Logon

Code Signing Code Signing

Trust Ligt Sighing Microzoft Trust List
l'_?? F rirnllrment &nent I Certificate Fenesi .
4 4

2.8 I Carcel |

Figure 24: Template Screen

4. Select Sart - Programs - Administrative Tools - Active Directory Users and Computers.
5. Right-click on your active directory domain, and select Properties.
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# ww Direrkory Users and Computers ..::ml[
|« comde kst Hen |mlilzd
s o |- EESOR I COEBTEE

Tree: | Dorrain Contrelarn L ohjacks i

[ Prrn D oty U (M IE | Emmtiotin I

2 7y [reeeme— | e g

Find

Connect oo [owaru.
Conrwct bo Domar Conirdler..
Doerston: Makars,

=

r:

(el Tt

Al Taks ]

i _|]1

[Oniens propesty shest Fof the T ent sedecion.

et| | 8 || Do | G e | Bt | fectb.| b [[Facte. @] [SESAE tErn
Figure 25: Active Directory Screen

6. Select the Group Palicy tab, choose Default Domain Policy then click Edit.

General' Maraged By Grop Palicy |

-_ Current Group F';-Iic:y Object Links for wirele_'s_;

Group Palicy Object Links | WaOvenide | Disabled |

vefault Domain Policy

Giroup Policy Objects higher in the list hawe the highest priarity.
Thiz list obtained from: rawan wireless pourdamain Hd

New | o add. | Ed | =

Dp’ti'ons....l Delete. .. | Properties | e |

[~ Block Palicy inhertance:

Ok I Carcel | Appli |

Figure 26: Group Policy Tab

7. Select Computer Configuration - Windows Settings - Security Settings - Public Key Poli-
cies, right-click Automatic Certificate Request Settings- New - Automatic Certificate
Request.
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TS|

J Action  Yiew |J¢' = || |E?

Tree: |

Automatic Certificate Request I

@ Default Ciomain Policy [swpa-dellzk,swpa, sercommicom. bw] P
E@ Camputer Configuration
(1 Software Settings
-] Windows Settings
o Scripts (Startup/Shutdown)

-8 Security Settings

-2 Account Policies

[#- =8 Local Policies
ez E‘ﬂ Event Log
&= {28 Restricted Groups
-8 System Services
jE] {18 Registry
#-{Z8 File System
(23 Public Key Policies

{1 Enterprise Trust
‘g, IP Security Policies on Active Directory.
-0 Adrinistrative Templates Refresh
E-gﬁ User Configuration
(-1 Software Settings
-] Windows Settings Fi
(20 Administrative Templates

Wiew 3

Export Lisk...

4 I m

"Create'a new Automatic Certificate Request object and add it to the Security Configuration Editor. | |

il start H m & Iﬁ “ 3 Clipboardns - Ir;‘.l .@adweDwactDryml Q.Gmup Palicy Ilﬁﬁroup Policy |{=“j<€\-@g 2:56 FM

Figure 27: Group Policy Screen

8. When the Certificate Request Wizard appears, click Next.
9. Select Computer, then click Next.

Automatic Certificate Request Setup Wizard

Certificate Template

The next time a computer logs an, a certificate bazed on the template pou select iz
provided.

& certificate template is a set of predefined properties for certificates issued to
computers. Select a template from the following list.

Certificate templates:

| Mame | Intended Purposes

Cornputer Client Authentication, Server Authenticatior
Dromain Controller Client Authentication, Server Authentication
Errallment Agett [Computer] Certificate Request Agent

IFSEC 1.3615H822

4] | ]

< Back I Mext > I Caricel |

Figure 28: Certificate Template Screen

10. Ensurethat your certificate authority is checked, then click Next.
11. Review the policy change information and click Finish.

12. Click Sart - Run, type cmd and press enter.
Enter secedit /refreshpolicy machi ne_policy
This command may take a few minutes to take effect.
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Internet Authentication Service (Radius) Setup

1. Select Sart - Programs - Administrative Tools - Internet Authentication Service
2. Right-click on Clients, and select New Client.

-'l,:,.f-' Internet Authentication Service

| acton view || &= = |

EaliC=0NE

=101 x|

Tree i

Friendly Mame IAddress IPrDtDcoI

@3 Internet Authentication Service (Local)

=

Wigta b

Export Lisk..,

Help

4 |

Figure 29: Service Screen

> w

Enter a name for the access point, click Next.
Enter the address or name of the Wireless Access Point, and set the shared secret, as

entered on the Security Settings of the Wireless Access Point.

Click Finish.

© N o o

Click Add...

Right-click on Remote Access Poalicies, select New Remote Access Palicy.
Assuming you are using EAP-TLS, name the policy eap- t | s, and click Next.

If you don't want to set any restrictions and a condition is required, select Day-And-Time-

Restrictions, and click Add...

i Select Attribute

Select the type of attiibute to add, and then click the Add button:

Attribute types;

Marmne:

| [lezcription

Called-Station-1d
Calling-Station-Id
Client-Friendly-Hame
Client-IP-sddress
Client-Yendor

D ayp-aind-Time-Festriction:
Framed-Pratocol
MH&S- dentifier

MaS- P-hddress
MAS-Port-Type
Service-Typa
Tunnel-Type
Windows-Groups

.‘l

Fhone number dialed by user

Phone nurber from which call originated
Friendly name for the RADIUS client. [1A5
IP address of RADIUS client. (A5 only)
Manufacturer of BADIUS proxy or NAS. (|
Time periods and days of week during wh
The protocal to be used

Stiing identifying the MNAS originating the 1
|P addrezs of the MAS ariginating the requ
Type of physical port uzed by the MAS o
Type of zervice uzer has requested
Tunneling protocols to be used

Windows groups that user belongs to

| 2

Add... Cancel |

Figure 30: Attribute Screen

9. Click Permitted, then OK. Select Next.

10. Select Grant remote access permission. Click Next.
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11. Click Edit Prdfile... and select the Authentication tab. Enable Extensible Authentication
Protocol, and select Smart Card or other Certificate. Deselect other authentication meth-
ods listed. Click OK.

Edit Dial-in Profile fird 23

Dighin Constraints I P I Fultilirk
Avthentication | Encruption I Advanced

Check the authentication methads which are allawed for this connection,

v Extenzible Authentication Pratacol

Select the EAP type which iz acceptable for this policy,

|Smart Card or other Certific ate Ll Configure... I

[T Microsoft Enciypted Authentication version 2 [}5-CHAR +2]
[ Microzott Enciypted Suthentication [MS5-CHAP)

™ Encrypted &uthentication [CHAR]
[ Unercrypted Authentication [PAP. SPAP)

i~ Unauthenticated Access

B Allow remote PPP clients to connect without negatiating
any authentication method,

oK I Cancel | Apply |

Figure 31: Authentication Screen
12. Select Noif you don't want to view the help for EAP. Click Finish.
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Remote Access Login for Users

1
2.
3.

alex Properties
Terminal Services Profile I Exchange General
E-mail &ddresses I Exchange Features

General | Addiess I Account I Profile | Telephones I Organization
kember OF Diakin | Enviranment I Seszions I Femate contral

—Remote Access Permission [Dialin or YFM)

2x]

& Allow access
" Deny access

€| Contral aceess through Femote Sccess Folicy

™ erify Caller e
— Callback Options

" No Callback
" Set by Caller [Fouting and Femote Access Service anly)

" flways Callback to: I

[T Assign a Static |P Address I
i Apply Static Routes

Define routes b enable for this Diakin Slatic Foutes... |
connection.

ak I Cancel | Apply | Help

Figure 32: Dial-in Screen

Select Start - Programs - Administrative Tools- Active Directory Users and Computers.
Double click on the user who you want to enable.
Select the Dial-in tab, and enable Allow access. Click OK.
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802.1x Client Setup on Windows XP

Windows X P ships with a complete 802.1x client implementation. If using Windows 2000, you
caninstall SP3 (Service Pack 3) to gain the same functionality.

If you don't have either of these systems, you must use the 802.1x client software provided with
your wireless adapter. Refer to your vendor's documentation for setup instructions.
The following instructions assume that:

Y ou are using Windows XP

Y ou are connecting to a Windows 2000 server for authentication.

Y ou aready have alogin (User name and password) on the Windows 2000 server.

Client Certificate Setup

1. Connect to anetwork which doesn't require port authentication.

2. Start your Web Browser. In the Address box, enter the |P address of the Windows 2000
Server, followed by /certsrv
eg
http://192.168.0.2/certsrv
3. You will be prompted for a user name and password. Enter the User name and Password
assigned to you by your network administrator, and click OK.

Connect to 192.168.0.2

=

:I A . \f

Connecting ko 192,165.0.2

Lser name: | | £ v ..

Password: |

[ 1rRemember my passward

[, Ok l l Cancel

Figure 33: Connect Screen

4. Onthefirst screen (below), select Request a certificate, click Next.
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3 Microsofl Cerificate Spryices - Microsoft leternet Exalorer

Eckdro e | BR) hetp: 150, 120.0 2 fcedbarv bl L

] Care B Tiaret
=2

Fe Edt Yew Fauoites Took  Help ¥

ahk D :] .",'] Fai /_.' seach = Facntoc gl Mo 04

IWicrosafl Cerificals Serace Wirelessl 4 Hame

Weleames

You use this web site to request a certficate for your weh browessr, e-
mail client, or other secure program . Once you acquire 8 certificate, you
il b able to securaly | dentify yoursail b othar peaple cer e wab,
SN o 8-ma | massacks, ercrmt your e-rmail messsgas, and mong
depnding upon the hpe of cerifcate you request

Select atask:
) Ratriesa the 6 cedificate or certifi cata revocation hst
@ Raguast a cartificate
D Check ona pereling carficate

Figure 34: Wireless CA Screen

5. Select User certificate request and select User Certificate, the click Next.

A Microsuft Corlificate Services - Microroft nteroee Explvnor C1EE
Fe FEdt Wem Faewbss Toos  Help 73
e - ) (8] (B T men P @ ede ) i
-'b-:'l"fu-lm bt ) LBE LES, 0. 20ty (cartr g ap - Gu Lipes ™
Microsoff Caificate Sanice iralassta, Home i
Choose Request Type
Plaasa select he type of request you wedld like 1o maka
& User cerificats raquest
& Advanced request
[ Mexs |
e CEr—

6. Click Submit.

Figure 35: Request Type Screen
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3 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help -?*’

= — — a - o z 2
eBack A > \ﬂ @ _l’] /’._fSearch ‘?:\'?Favorites EMedia {:‘}

Address @ http:f{192.165.0. 2 certsryfcertrgbi.asprtype=0 V| Go

Links >

Microzoft Certificate Seni

User Certificate - Identifying Information

Allthe necessary identifying information has already been collected. You
may now submit your reguest.

[ More Options == ]

@ Done

0 Inkernet

Figure 36: I dentifying I nfor mation Screen

7. A message will be displayed, then the certificate will be returned to you.
Click Install this certificate.

3 Microsofl Certificate Services - Microsofl imfermet Exploror

=g
Fl=  Edt Yew Faeodes Took Help T
Fre A y Aa =
Gaack i > :1 :'] g g mach SC Pt o e
A ey é'lI'p:q:u:.lflgc?.]ﬁ.ﬂ.Zj(algvjcar:l‘n;h.asp L Gu ks &

Microsodt Cedificate Semces

Certificate lssued

The certificate you requestad was | 3oied toyol

E‘" Install this cerificate

o Ikt

Figure 37:Certificate I ssued Screen

8. . Youwill receive a confirmation message. Click Yes.
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Root Certificate Store

': Do wou want to ADD the Follawing certificate to the Root Stare?
L

Subject : WirelessCa, Systems, Wireless Widgets, College Park, MD, U5, ca@wvourdomain. tid
Issuer ; Self Issued

Time Yalidity @ Thursday, Ockober 11, 2001 through Saturday, October 11, 2003

Serial Mumber : 76E7AS00 BA3756A3 4F77E0S1 551337C7

Thurmbprint (shal) : ES9EC3FSD BASEETEE 79C0S5AE 510170435 BEFADCET

Thumbprint {mdS} : EF171E64 D4386251 Ad4242464 CDEES18D

Yes | Mo |

Figure 38: Root Certificate Screen

9. Certificate setup is now complete.

802.1x Authentication Setup

1. Open the properties for the wirel ess connection, by selecting Sart - Control Panel -
Network Connections.

2. Right Click on the Wireless Network Connection, and select Properties.

3. Select the Authentication Tab, and ensure that Enable network access control using |[EEE
802.1X is selected, and Smart Card or other Certificate is selected from the EAP type.

- Wireless Network Connection Properties E

General | ‘wireless Networks | Authertication | Advanced

Select thiz option to provide authenticated network, access for ‘
wired and wireless Ethernet networks.

Enable network, acceszs control using IEEE 802.1x

EAP type: Smart Card or other Certificate

Authenticate az computer when computer information iz available

[[] Authenticate as guest when user or computer infarmation iz
unavailable

[ 1] ] l Cancel

Figure 39: Authentication Tab

Encryption Settings
The Encryption settings must match the APs (Access Points) on the Wireless network you wish
tojoin.
Windows XP will detect any available Wireless networks, and allow you to configure each
network independently.

42



PC and Server Configuration

Y our network administrator can advise you of the correct settings for each network. 802.1x
networks typically use EAP-TLS. Thisis adynamic key system, so there is no need to en-
ter key values.

Enabling Encryption

To enable encryption for awireless network, follow this procedure:
1. Click on the Wireless Networks tab.

- Wireless Network Connection Properties @g]

General | ‘Wireless Metwarks | Authentication | Advanced
Uze Windows to configure my wireless network, settings

Available network s
To connect to an available networl:, click Configure.

& misslait &)

1 rest

: ?

Prefermed netwark s

Automnatically connect to available netwarks in the order listed
bl

| @ umd | v L
1 mizzlaird

[ Add. . H Remaove ][ Properties ]

Learn about zetting up wireless network
configuration.

[ oK H Cancel J

Figure 40: Wireless Networks Screen

2. Select the wireless network from the Available Networks list, and click Configure.

3. Select and enter the correct values, as advised by your Network Administrator.
For example, to use EAP-TLS, you would enable Data encryption, and click the checkbox
for the setting The key is provided for me automatically, as shown below.
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Wireless Network Properties @

Metwork name [S510): | misslaird, |

Wireless network, key PER]
This nietwork requirez a key for the following:
[ ata encryption [wEF enabled)

[T Metwark Authentication [Shared made]

o
f=
The key iz provided for me automatically

[] Thiz is a computer-to-computer (ad hoc) network; wireless
access pointg are not uzed

[ ok l [ Cancel

Figure 41: Properties Screen

Setup for Windows XP and 802.1x client is now complete.
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Using 802.1x Mode (without WPA)

Thisisvery similar to using WPA-802.1x.

The only differenceisthat on your client, you must NOT enable the setting The key is provided
for me automatically.

Instead, you must enter the WEP key manually, ensuring it matches the WEP key used on the
Access Point.

Wireless Network Properties

MNetwark name [S51D]; misslaind
Wireless network key [(WEP)
This network requires a key far the following:

Data encryption 'WEP enabled)
[ ] Metwork Authentication [Shared mode)

[ ] The key is provided for me automatically

This is a computer-to-computer [ad hoc] network.; wireless
access points are not used

L oK ] [ Cancel

Figure 42: Properties Screen
Note:

On some systems, the "64 bit" WEP key is shown as "40 bit" and the "128 hit" WEP key is
shown as "104 hit". This difference arises because the key input by the user is 24 bits less than
the key size used for encryption.
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Chapter 5
Operation and Status

This Chapter details the operation of the Wireless Access Point and the status
screens.

Operation

Once both the Wireless Access Point and the PCs ar e configured, operation is automatic.

However, you may need to perform the following operations on aregular basis.

If using the Access Control feature, update the Trusted PC database as required. (See
Access Control in Chapter 3 for details.)

If using 802.1x mode, update the User Login data on the Windows 2000 Server, and
configure the client PCs, as required.

Status Screen

Use the Status link on the main menu to view this screen.

Status

SRR RGN Access PointName  SCFF9496

MAC Address 00:CO:02:FF84:96
Domain UMITED STATES - US
Firmware Version Wersion 1.0 Release 06

UEE N P Address 17231273
Subnet Mask 2552552550
Gateway 172312253
DHCF Client Enabled

2.4AGHz Wireless ESa(w] wireless
Channel/Frequency 1 (Automatic)
Wireless Mode 802 11band 502 119
Operating Mode Wireless Access Point
Authentication Open System
Encyption Mone
Access Control Disable
2.4GHz Statistics |

Log Stations Help |

Figure 43: Status Screen
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Data - Status Screen

Access Point

Access Point Name

The current name will be displayed.

MAC Address

The MAC (physical) address of the Wireless Access Point.

Domain

Thisisthe region for which this Wireless Access Point is licensed
for use.

Firmware Version

The version of the firmware currently installed.

TCP/IP

P Address The IP Address of the Wireless Access Point.

Subnet Mask The Network Mask (Subnet Mask) for the IP Address above.

Gateway Enter the Gateway for the LAN segment to which the Wireless
Access Point is attached (the same value as the PCs on that LAN
segment).

DHCP Client This indicates whether the current |P address was obtained from a

DHCP Server on your network.
It will display "Enabled” or "Disabled".

2.4GHz Wireless

SSID

The current SSID.

Channel/Frequency

The Channel currently in useis displayed.

Wireless Mode

The current wireless mode is displayed.

Operating Mode

The current operational mode is displayed.

Authentication

This displays the current Authentication setting.

Encryption The current Encryption setting is displayed.

Access Control This indicates whether the Access Control feature is Enabled or
Disabled..

Buttons

Log Click this to open a sub-window where you can view the activity
log.

Stations Click thisto open a sub-window where you can view the list of all

current Wireless Stations using the Access Point.

2.4GHz Statistics

Click this to open a sub-window where you can view Statistics on
data transmitted or received by the Access Point.
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Activity Log

This screen is displayed when the Log button on the Satus screen is clicked.

Activity Log

Currenttime: 2004-1-6 07:18:44 GMT
[2004-1-1 00:00:00 GMT] AP activated ;!
=
Refreshl Sawve to File ; Clear Log I

Data - Activity Log

Figure 44: Activity L og Screen

Data

Current Time

The system date and time is displayed.

Log The Log shows details of the existing connections to the Wireless
Access Point.

Buttons

Refresh Update the data on screen.

Savetofile Save the log to afile on your pc.

Clear Log Thiswill delete all data currently in the Log. Thiswill makeit

easier to read new messages.
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Station List

This screen is displayed when the Stations button on the Satus screenis clicked.

Station List

| MAC Address | Mode ‘ Status

Refresh |

Figure 45 Station List Screen

Data - Station List Screen

Station List

MAC Address The MAC (physical) address of each Wireless Station is displayed.
Mode The mode of each Wireless Station.

Status The current status of each Wireless Station is displayed.

Refresh Button Update the data on screen.
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Statistics Screen

This screen is displayed when the 2.4GHzStatistics button on the Status screen is clicked. It
shows details of the traffic flowing through the Wireless Access Point.

Up Time: 000739

2.4GHz Wireless

Authentication |Deauthentication |Association |Disassociation |[Reassociation
1] 1] ] ] 1]

i Received Transmitted
MSDU 0 2418

Data :O 2050

Multicast 0 2081

Management 46154 485

iControI :O 0

Refresh i

Figure 46: Statistics Screen

Data - Statistics Screen

System Up Time

System Up Time

This indicates how long the system has been running since the last
restart or reboot.

2.4GHz Wireless

Authentication

Deauthentication

Association

Disassociation

Reassociation

Wireless

MSDU

Data

Number of Data transmitted to and received from Wireless Stations.

Multicast Packets

Number of Broadcast packets transmitted to and received from
Wireless Stations, using Multicast transmission.

M anagement

Control
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Chapter 6
Other Settings & Features

This Chapter explains when and how to use the Wireless Access Point's
"Management" Features.

Overview

This Chapter covers the following features, available on the Wireless Access Point’s Manage-
ment menu.

Admin Login
Config File
Upgrade Firmware

Admin Login Screen

The Admin Login screen allows you to assign a password to the Wireless Access Point. This
password limits access to the configuration interface. The default password is password. It is
recommended that this be changed, using this screen.

Admin Login
User Name Iadmin

Mew Password [

Repeat Mew Password |

Sawve | Cancel | Help

Figure 47: Admin Login Screen

Data - Admin Login Screen

User Name Enter the user name here
New Password Enter the new password here
Repeat New Password Re-enter the new password in this field.

Y ou will be prompted for the password when you connect, as shown below.
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Enter Network Password ' 2l
% Pleaze type your uzer name and password,
Site: zcff9496
Realm APE194 Acocess Point
Usger Mame ||
Paszzword I

[ Save this password in your password list

Ok I Cancel

Figure 48: Password Dialog

Enter adni n for the User Name.
Enter the Wireless Access Point’ s password, as set on the Admin Login screen above.
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Config File

This screen alows you to Backup (download) the configuration file, and to restore (upload) a
previously-saved configuration file.

Y ou can also set the Wireless Access Point back to its factory default settings.

To reach this screen, select

Config File in the Management section of the menu.

Config File

Backup

Restore

Defaults

Save g copy of current settings
Backup |

Restore saved settings from a file

File: | Browss... |
Restore |

Revert to factory default settings

Setto Defaults |
Help |

Figure 49: Config File Screen

Data - Config File Screen

Backup

Save a copy of cur-
rent settings

Click the Backup button to download the current settings to afile
on your PC.

Restore

Restor e saved settings
from afile

If you have a previously-saved configuration file, you can use this
to restore those settings by uploading the file.

1. Click the Browse button and navigate to the location of the
configuration file.

2. Select the upgrade file. Its name will appear in the File field.
3. Click the Restore button to commence the upload.

4. The Wireless Access Point will need to restart, and will be
unavailable during the restart. All exiting connections will be
broken.

Defaults

Revert to factory
default settings

Use thisto set the Wireless Access Point back to its factory
default settings.

Click Set to Defaultsto start the procedure.

The Wireless Access Point will need to restart, and will be
unavailable during the restart. All exiting connections will be
broken.
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Firmware Upgrade

The firmware (software) in the Wireless Access Point can be upgraded using your Web
Browser.

Y ou must first download the upgrade file, and then select Upgrade Firmware in the Manage-
ment section of the menu. Y ou will see a screen like the following.
Firmware Upgrade

SLLIERENYIEN | ocate and select the upgrade file from your hard disk:

|| Browse... |
Upgrade I Cancell Help

Figure 50: Firmware Upgrade Screen

To perform the Firmware Upgrade:

1. Click the Browse button and navigate to the location of the upgrade file.
2. Select the upgrade file. Its name will appear in the Upgrade File field.
3. Click the Upgrade button to commence the firmware upgrade.

,% The Wireless Access Point is unavailable during the
upgrade process, and must restart when the upgrade
MNotel is completed. Any connections to or through the
Wireless Access Point will be lost.

54



Appendix A

Specifications

Wireless Access Point

Hardware Specifications

CPU AR2312

Radio-on-Chip AR2112

DRAM 8 Mbytes (Expand to 64MB)

Flash ROM 2 Mbytes (Expand to 8MB)

LAN port 1 x Auto-MDIX RJ 45 for 10/100Mbps Ethernet
Embedded Atheros solution
Network Standard |IEEE 802.11b (Wi-Fi™) and |EEE
802.11g compliance
OFDM; 802.11h: CCK (11 Mbps, 5.5 Mbps), DQPSK (2

116 Mbps), DBPSK (1 Mbps)

Operating Frequencies 2.412.2.497 GHz

Operating Channels 802.11¢g: 13 for North America, 13
for Europe (ETSI), 14 for Japan

802.11b: 11 for North America, 14 for Japan, 13 for
Europe (ETSI)

Operating temperature 0~55

Storage temperature 20 ~70

Power Adapter DC 12V/1.2A

Dimensions 141mm (W) x 100mm (D) x 27mm (H)

Wireless Specifications

Receive Senditivity at 11Mbps min. -85dBm
Receive Sensitivity at 5.5Mbps min. -89dBm
Receive Sensitivity at 2Mbps min. -90dBm
Receive Sensitivity at IMbps min. -93dBm
Maximum Receive Level min. -5dBm
Transmit Power 18 dBm

Modulation Direct Sequence Spread Spectrum BPSK / QPSK / CCK
Throughput Up to 19 Mbps
Operating Range Indoors
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30 Meters (100ft.) @ 11Mbps
50 Meters (165ft.) @ 5.5Mbps
70 Meters (230ft.) @ 2Mbps
9 1Meters (300ft.) @ 1Mbps

Outdoors
152 Meters (500ft.) @ 11Mbps
270 Meters (885ft.) @ 5.5Mbps
396 Meters (1300ft.) @ 2 Mbps
457 Meters (1500ft.) @ 1 Mbps

Software Specifications

Feature

Details

Wireless

Access point support

Roaming supported

IEEE 802.11g/11b compliance

Supper G (up to 108Mbps)

Auto Sensing Open System / Share Key authentication
Wireless Channels Support

Automatic Wireless Channel Selection
Antenna selection

Tx Power Adjustment

Country Selection

Preamble Type: long or short support
RTS Threshold Adjustment
Fragmentation Threshold Adjustment
Beacon Interval Adjustment

SSID assignment

Operation Maode

Common AP
Repeater
Client AP

Security

Open, shared, WPA, and WPA-PSK authentication
802.1x support

EAP-TLS, EAP-TTLS, PEAP

Block inter-wireless station communication

Block SSID broadcast

Management

Web based configuration
RADIUS Accounting
RADIUS-On feature
RADIUS Accounting update
CLI

Message Log
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Access Control list file support
Configuration file Backup/Restore
Stati stics support

Device discovery program
Windows Utility

Other Features DHCP client
WINS client
Firmware Upgrade | HTTP, FTP network protocol download
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FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protec-
tion against harmful interference in aresidential installation.

This equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio communica-
tions. However, there is no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one of the following measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on acircuit different from that to which the receiver
is connected.

Consult the dealer or an experienced radio/TV technician for help.
To assure continued compliance, any changes or modifications not expressly approved by the
party responsible for compliance could void the user's authority to operate this equipment.

(Example - use only shielded interface cables when connecting to computer or peripheral
devices).

FCC Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of 20
centimeters between the radiator and your body.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference, and

(2) this device must accept any interference received, including interference that may cause
undesired operation.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.
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Troubleshooting

Overview

This chapter covers some common problems that may be encountered while using the Wireless
Access Point and some possible solutions to them. If you follow the suggested steps and the
Wireless Access Point still does not function properly, contact your dealer for further advice.

General Problems

Problem 1: Can't connect to the Wireless Access Point to configureit.

Solution 1: Check the following:

The Wireless Access Point is properly installed, LAN connections are
OK, and it is powered ON. Check the LEDs for port status.

Ensure that your PC and the Wireless Access Point are on the same
network segment. (If you don't have a router, this must be the case.)

If your PC is set to "Obtain an IP Address automatically" (DHCP
client), restart it.

Y ou can use the following method to determine the | P address of the
Wireless Access Point, and then try to connect using the IP address, in-
stead of the name.

To Find the Access Point's | P Address

1.
2.

Open aMS-DOS Prompt or Command Prompt Window.

Use the Ping command to “ ping” the Wireless Access Point. Enter
pi ng followed by the Default Name of the Wireless Access Point.
eg.

pi ng SA003318
Check the output of the ping command to determine the | P address of
the Wireless Access Point, as shown below.

Mz
5 PDdosnt

Microsoft Windows 2808 [Uersion 5.88.21951
{G>» Copyright 19852888 Microsoft Corp.

C:>ping scB@3318
Pinging scBB83318 [192.168.08.511 with 32 bytes of data:

Reply from 192_168.08.51: bytes=32 time{1Bmz TTL=64
192.168.8.51: bytes=32 time{1@ms TTL=64
192.168.0.51: bytes=32 time{1@ms TTL=64

Reply from 192.168.8.51: bytes=32 time<{l8ms TIL=64

Figure51: Ping

If your PC uses a Fixed (Static) |P address, ensure that it isusing an IP
Address which is compatible with the address of the Wireless Access Paint.
(The default IP Address and Mask of the Wireless Access Point is
192.168.0.100 and 255.255.255.0.) On Windows PCs, you can use Control
Panel-Network to check the Properties for the TCP/IP protocol.
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Problem 2: My PC can't connect to the LAN via the Wireless Access Point.

Solution 2 Check the following:
The SSID and WEP settings on the PC match the settings on the Wire-
less Access Point.
On the PC, the wireless mode is set to "Infrastructure”
If using the Access Control feature, the PC's name and addressis in the
Trusted Stations list.

If using 802.1x mode, ensure the PC's 802.1x software is configured
correctly. See Chapter 4 for details of setup for the Windows XP 802.1x
client. If using a different client, refer to the vendor's documentation.
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Windows TCP/IP

Overview

Normally, no changes need to be made.

By default, the Wireless Access Point will act asa DHCP client, automatically obtaining a
suitable IP Address (and related information) from your DHCP Server.

If using Fixed (specified) |P addresses on your LAN (instead of a DHCP Server), there is
not need to change the TCP/IP of each PC. Just configure the Wireless Access Point to
match your existing LAN.

The following sections provide details about checking the TCP/IP settings for various types of
Windows, should that be necessary.

Checking TCP/IP Settings - Windows 9x/ME:

1. Select Control Panel - Network. Y ou should see a screen like the following:

Network HE

Canfiguration | |dentificatian | Access Cantral |

The fallowing network. compaonents are installed:

[~ NetBELN > PCI Fast Ethernet Adapter =
i MetBEUI -> Dial-Up Adapter

[~ MetBEUI -> Dial-Up Adapter #2 (VPN Sunpor

A TCP/IP-> PCl Fast Ethernet Adapter

i TCR/IP -> Diak-Up Adapter
T TCR/IP > Dial-Up Adapter #2 (P Suppon)
| »

U= File and printer sharing for Netware Netwaorks
2l

Add.. Remove Properies |

Figure 52: Network Configuration

2. Select the TCP/IP protocol for your network card.
3. Click on the Properties button. Y ou should then see a screen like the following.

61



Wireless Access Point User Guide

TCP{IP Properties 21X
Bindings | Advanced | NetBIOS | DNS Configuration |
Gateway | WINS Canfiguration IP Address

An IP address can be automatically assigned to this computer. If
wour network does not automatically assign IP addresses, ask your
netwark administrator for an address, and then type itin the space
helow.

* Obtain an |P address automaticall:

"~ Specify an IP address:

B Adress: | i . . |

Suknet dask: | . . . |

Figure53: IP Address(Win 95)

Ensure your TCP/IP settings are correct, as follows:

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. Thisis the default
Windows settings.

Restart your PC to ensure it obtains an IP Address from the Wireless Access Paint.

Using "Specify an IP Address"

If your PC isaready configured, do NOT change the settings on the P Address tab shown
in Figure 53 above.

On the Gateway tab, enter the Wireless Access Point's | P address in the New Gateway field
and click Add. Y our LAN administrator can advise you of the |P Address they assigned to
the Wireless Access Point.

TCP/{IP Properties [ 7] x|
Bindings | Advanced | MNetBIOS | DNS Configuration |
Gatewsy |  WINSConfiguraion | IPAddress |

The first gateway in the Installed Gateway list will be the default. The
address arder in the listwill be the order inwhich these machines
are used.

e gateway:

| 192 168. 0 . 1 | | ............... &dd ................. |

Installed gatewans:

Figure54: Gateway Tab

On the DNS Configuration tab, ensure Enable DNSis selected. If the DNS Server Search
Order list isempty, enter the DNS address provided by your ISP in the fields beside the
Add button, then click Add.
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TCP/IP Properties EHE
Gateway I YWINS Configuration ] IP Address ]
Bindings | Advanced | NetBIOS DINS Configuration
€ Disahle DNS

&+ Enahle DMNS

Host: Domain:

DMNS Server Search Order
aqa - - D add |

Figure55: DNS Tab (Win 95/98)

Checking TCP/IP Settings - Windows NT4.0

1. Select Control Panel - Network, and, on the Protocols tab, select the TCP/IP protocol, as
shown below.

Hetwork E E
Identificationl Services Protocols |.&da|:nlers| Bindingsl

Metwork, Protocols:

W NetBEUI Protocal
W NwiLink IF#/SP Compatible Transport
W NwLink MetBIDS

TCP/IP P

Add. Bemove Properties. . I prate

— Dezcription:

Tranzport Control Protocol/intermet Protocol, The default wide
area network protocol that provides communication across
diverse interconnected networks.

QK. I Cancel |

Figure 56: WindowsNT4.0- TCP/IP
2. Click the Properties button to see a screen like the one below.
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Microzoft TCP/IP Properties

IP Address | DNS | WING Address | DHCP Relay | Routing |

An IP address can be automatically assigned to this network. card
by a DHCP gerver. If pour netvork, does not hawve a DHCP server,
azk your nebwork administrator for an address, and then bepe it in
the space below,

Adapter:
PCI Fasgt Ethemet Adapter j

¢ [Ohtain an IP address from a DHCP server
" Specify an P address

P Eddiess: |

Sttt ask: |

[refaulEaterEm |

QK. | Cancel | Lpply |

Figure57: WindowsNT4.0 - IP Address

3. Select the network card for your LAN.

4, Select the appropriate radio button - Obtain an |P address from a DHCP Server or Specify
an I[P Address, as explained below.

Obtain an IP address from a DHCP Server

Thisisthe default Windows setting. Using this method isrecommended. By defaullt, the
Wireless Access Point will act asa DHCP Server.

Restart your PC to ensure it obtains an IP Address from the Wireless Access Paint.

Specify an IP Address

If your PC isaready configured, check with your network administrator before making the
following changes.

1. The Default Gateway must be set to the | P address of the Wireless Access Point. To set
this:
Click the Advanced button on the screen above.

On the following screen, click the Add button in the Gateways panel, and enter the
Wireless Access Point's |P address, as shown in Figure 58 below.

If necessary, use the Up button to make the Wireless Access Point the first entry in the
Gateways list.
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Advanced IP Addressing 7| x|
Adapter: IF'I:I Fast Ethemet Adapter j
BTSY TCP/IP Gateway Addiess EHE

Gateway Address: I |

Bl Cancel |
—_ﬁateways
Wi
Dgwnll
Add. Edih Feme |

nable PPTF F|Iter|ng

Enable Secunt_l,l
ECTELTE.: |
ak. I Cahicel |

Figure 58 - Windows NT4.0 - Add Gateway

2. The DNS should be set to the address provided by your ISP, as follows:
Click the DNS tab.

On the DNS screen, shown below, click the Add button (under DNS Service Search
Order), and enter the DNS provided by your ISP.

Microzoft TCPAIP Properties E E

IP Addiess DNS | wiNG Address | DHCP Relay | Frouting|

Diomain Mame System [DMS)

Host Mame: Darnain:

—DMS Service Search Order

Weip
Dol |
aade | EED | | REeE
TCP/IP DMS Server
LMS Server ] ot

I : : : Cancel | _lDDWﬂl

QK I Cancel | Apply

Figure59: Windows NT4.0 - DNS
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Checking TCP/IP Settings - Windows 2000

1. Select Control Panel - Network and Dial-up Connection.

2. Right click the Local Area Connection icon and select Properties. Y ou should see a screen
like the following:

Local Area Connection Properties ﬂ E

General |

Connect using:

I B3 Siemens SpeedStream FCI 104100

Components checked are used by this connection:

Client for Microzoft Metworks
File and Prirter Sharing for Microsoft Netwarks
‘W Internet Pro

Install... Uninztall Froperties

— Dezcription

Tranzmizzion Contral Pratocol/dntemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[~ Show icon in taskbar when connected

Ok | Cancel |

Figure 60: Network Configuration (Win 2000)

3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. Y ou should then see a screen like the following.

Internet Protocol (TCP/IP) Properties

General |

You can get IP settings assigned automatically if your network supports
thiz capability. Otherwise, you need to agk pour network administrator for
the appropriate [P settings.

@' [btain an IP addiess automatically

—{ Use the following IP address;

|F address: I . . .
Subnet mask: I . . .
[retault gateway: I : : :

& Dbtain DMS server address automatically

— Use the following DNS server addresses:

Freferred DHS server: I . . .
Altemate DS senver: I . . .

QK | Cancel |

Figure 61: TCP/IP Properties (Win 2000)
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5. Ensure your TCP/IP settings are correct:

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. Thisis the default
Windows settings.

Restart your PC to ensure it obtains an IP Address from the Wireless Access Paint.

Using a fixed IP Address ("Use the following IP Address")

If your PC is aready configured, check your 1SP's documentation before making the following
changes.

Enter the Wireless Access Point's | P address in the Default gateway field and click OK.

If the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Checking TCP/IP Settings - Windows XP

1. Select Control Panel - Network Connection.

2. Right click the Local Area Connection and choose Properties. Y ou should see a screen
like the following:

-1 Local Area Connection Properties

General | authentication | Advanced

Connect using:

‘ B8 Siemens SpeedSteam PCI 104100 |

Thiz connection uses the fallowing items:

% Client for Microzoft Metworks
B File and Printer Sharing for Microzoft Networks
B Ho5 Packet Scheduler

Description

Transmission Contral Protocol/ nternet Pratocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[ Show izon in notification area when connected

[ ok H Cancel ]

Figure 62: Network Configuration (Windows XP)

3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. Y ou should then see a screen like the following.

Internet Protocol (TCP/IP) Properties

General __Alternate Configuration_

You can get IP settings assigned automatically if your network, suppoarts
thiz capability. Otherwise, you need to ask pour network administrator for
the appropriate [P zettings.

(@) 0btain an [P address automaticall

(7 Usge the following IP address:

(%) Dbtain DMS server address automatically
() Use the fallowing DMS server addresses:

I k. H Cancel ]

Figure 63: TCP/IP Properties (Windows XP)
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5. Ensure your TCP/IP settings are correct.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. Thisis the default
Windows settings.

Restart your PC to ensure it obtains an IP Address from the Wireless Access Paint.

Using a fixed IP Address ("Use the following IP Address")

If your PC is already configured, do NOT change the settings on the screen shown in
Figure 63 above, unless advised to do so by your network administrator.

Y ou can enter the Wireless Access Point's | P address in the Default gateway field and click
OK. Your LAN administrator can advise you of the IP Address they assigned to the Wire-
less Access Point.

If the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.

Wireless LANS

Wireless networks have their own terms and jargon. It is necessary to understand many of these
termsin order to configure and operate aWireless LAN.

Modes

Wireless LANSs can work in either of two (2) modes:
Ad-hoc
Infrastructure

Ad-hoc Mode

Ad-hoc mode does not require an Access Point or awired (Ethernet) LAN. Wireless Sta-
tions (e.g. notebook PCs with wireless cards) communicate directly with each other.

Infrastructure Mode

In Infrastructure Mode, one or more Access Points are used to connect Wireless Stations
(e.g. Notebook PCs with wireless cards) to awired (Ethernet) LAN. The Wireless Stations
can then access all LAN resources.

,% Access Points can only function in "Infrastructure” mode,
and can communicate only with Wireless Stations which are
Matel setto "Infrastructure” mode.

SSID/ESSID

BSS/SSID

A group of Wireless Stations and a single Access Point, all using the same ID (SSID), form
aBasic Service Set (BSS).
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Using the same SSID is essential. Devices with different SSIDs are unable to communi-
cate with each other. However, some Access Points allow connections from Wireless
Stations which have their SSID set to “any” or whose SSID is blank ( null).

ESS/ESSID

A group of Wireless Stations, and multiple Access Points, all using the same ID (ESSID),
form an Extended Service Set (ESS).

Different Access Points within an ESS can use different Channels. To reduce interference,
it is recommended that adjacent Access Points SHOULD use different channels.

As Wireless Stations are physically moved through the area covered by an ESS, they will
automatically change to the Access Point which has the least interference or best perform-
ance. This capability is called Roaming. (Access Points do not have or require Roaming
capabilities.)

Channels

The Wireless Channel sets the radio frequency used for communication.

Access Points use afixed Channel. Y ou can select the Channel used. This allows you to
choose a Channel which provides the least interference and best performance. For 802.11g,
11 channels are available in the USA and Canada., but 11channels are available in North
Americaif using 802.11b.

If using multiple Access Points, it is better if adjacent Access Points use different Channels
to reduce interference. The recommended Channel spacing between adjacent Access Points
is5 Channels (e.g. use Channels 1 and 6, or 6 and 11).

In"Infrastructure" mode, Wireless Stations normally scan al Channels, looking for an
Access Point. If more than one Access Point can be used, the one with the strongest signal
isused. (This can only happen within an ESS.)

If using "Ad-hoc" mode (no Access Point), all Wireless stations should be set to use the
same Channel. However, most Wireless stations will still scan all Channelsto seeif thereis
an existing "Ad-hoc" group they can join.

WEP

WEP (Wired Equivalent Privacy) is a standard for encrypting data before it is transmitted. This
is desirable because it isimpossible to prevent snoopers from receiving any datawhichis
transmitted by your Wireless Stations. But if the datais encrypted, then it is meaningless unless
the receiver can decrypt it.

If WEP isused, the Wireless Stations and the Wir eless Access Point must have the same
settings.

WPA-PSK
Like WEP, data is encrypted before transmission. WPA is more secure than WEP, and should

be used if possible. The PSK (Pre-shared Key) must be entered on each Wireless station. The
256Bit encryption key is derived from the PSK, and changes frequently.
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WPA-802.1x

WPA-802.1x - This version of WPA requires a Radius Server on your LAN to provide the
client authentication according to the 802.1x standard. Data transmissions are encrypted using
the WPA standard.
If this option is selected:

This Access Point must have a"client login" on the Radius Server.

Each user must have a"user login" on the Radius Server.

Each user's wireless client must support 802.1x and provide the login data when required.

All datatransmission is encrypted using the WPA standard. Keys are automatically gener-
ated, so no key input isrequired.

802.1x

This uses the 802.1x standard for client authentication, and WEP for data encryption. If
possible, you should use WPA-802.1x instead, because WPA encryption is much stronger
than WEP encryption.

If this option is selected:

This Access Point must have a"client login" on the Radius Server.

Each user must have a"user login" on the Radius Server.

Each user's wireless client must support 802.1x and provide the login data when required.

All data transmission is encrypted using the WEP standard. Y ou only have to select the
WEP key size; the WEP key is automatically generated.
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