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1 Overview

FOSCAM Indoor HD IP Camera is an integrated wireless IP Camera with a color CMOS sensor enabling
viewing in High Definition resolution. It combines a high quality digital video camera, with a powerful web
server, to bring clear video to your desktop and mobile devices from anywhere on your local network or
over the Internet.

FI9831EP support P2P function. Thanks to the P2P easy access technology, you don’t need to do
complicated Port Forwarding and DDNS settings, you just need to scan the QR code on the bottom of
the camera to connect it on smart phone, or input the UID on CMS software to realize remote access.
Moreover, FI9831EP supports PoE to transmits power and data via single Ethernet cable.

With flexible 300-degree pan and 120-degree tilt, FOSCAM IP Camera gives users more comprehensive
control over a monitored site. The camera supports H.264 video compression technology, dramatically
reducing file size and saving network bandwidth.

The camera is based on the TCP/IP standard. There is a WEB server inside which could support Internet
Explorer Therefore the management and maintenance of your device is simplified by using the network
to access the website of your camera.

FOSCAM provides Smart Phone APP for Android and iPhone users, please search and install Foscam
Viewer on App Store and Google Play for iOS and Android devices, then you can view your camera
anywhere, anytime on your smart mobile devices.

1.1 Key Features

® Standard H.264 video compression algorithm to satisfy the transmission of high definition video in
narrow bandwidth network

P2P feature for easy access

Megapixel HD video

Pan 300 degree, tilt 120 degree

Support IE/Firefox/Google/Safari browser

Support WEP,WPA-PSK and WPA2-PSK Encryption

IR night vision (Range: 8m)

Support image snapshot

Support dual-stream

Support SD Card storage up to 32GB

Support IR-Cut auto switch

Embedded free FOSCAM DDNS(dynamic domain name service) Service
Supporting the Third Party Domain Name Service

Support two-way audio

Support ONVIF protocols

Shenzhen Foscam Intelligent Technology Co., Limited
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® Multi-level users management with password protection

Motion detection alert via email or upload image to FTP

® Providing free Android and iPhone APP for viewing live video Providing free Central Management
Software to manage and monitor multiple cameras

® Support record schedule

1.2 PoE (Power over Ethernet)

FI9831EP is PoE-compliant, allowing transmission of power and data via a single Ethernet cable. Shown
as the following picture: connect the Network Camera to a PoE-enabled Router/ switch via Ethernet
cable.

$5 power + data transmission

- —
o __-H

ey /)  PoE Switch

———
D —

Figure 1.1

1.3 Read Before Use

Please first verify that all contents received are complete according to the Package Contents listed below.
Before the IP Camera is installed, please carefully read and follow the instructions in the Quick
Installation Guide to avoid damage due to faulty assembly and installation. This also ensures the product
is used properly as intended.

1.4 Package Contents

e |P Camera x 1 e DC Power Adapter x 1

e Mounting bracket x 1

e Ethernet Cable x 1 e CDx1

e Quick Installation Guide x 1 e Warranty Card x 1

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168 2
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1.5 Physical Description

. Speaker
< LENS

Infrared LED

- = Microphone
——uf L—J _—
Figure 1.2
1.Speaker: Built-in speaker
2.LENS: Fixed focus lens
3.Infrared LED: Infrared LEDs for night vision
4_Microphone: Built-in microphone
5.WI-FI Antenna: Wireless Antenna
= ;

)

\'Iu
1 T STIEIIFETE ES E £ "H
X == “{? N 9.Antenna
L

il wnie
1.LAN x\_Lﬁ)* El . . @ ?;8.Audio Input
Lgﬁ %I —_—

2.Power 7.Audio Output
3.Network light 6. SD Card Slot

4 Power 5.WPS

Figure 1.3

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168



www.foscam.com

1.LAN: 10/100 Mbps RJ-45 port for wired connection

2.Power: DC 5V/2A Power supply

3.Network Light: The LED will blink slowly in wired connection, blink two times faster in wireless
connection

4.Power Light: If the power supply works fine, the light will turn on

5.WPS: Push the WPS button on the camera and wireless router in 1 minutes, the camera will connect
the wireless router automatically, in WPS process, the Network Light will blink very fast

6. SD card Slot: Supports up to 32GB SD card for storing the video

7.Audio Output: This jack is used to plug an external speaker

8.Audio Input: This jack is used to plug an external microphone

9.Antenna: Used to connect external wireless antenna

Bottom View

1.Mounting Port
2.Reset Button

3.Product Label

5.SN Label 4 WI-FI Module Label

Figure 1.4

1.Mounting Port: Port for mounting bracket

2.Reset Button: Push and hold for more than 5 seconds to set the camera to factory default

3.Product Label: There are P2P QR code, MAC address, UID, DDNS URL, default username and
password on the label

4 WI-FI Module Label: There is WI-FI MAC address and serial number of the WI-FI module on the label
5.SN Label: There is serial number of the camera on the label

6 The different features between the models involved

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168 4
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2 Access the IP Camera

This chapter explains how to access the camera through browser and RTSP player.

2.1 Access the Camera in LAN

This camera supports HTTP and HTTPS protocols, you can access the camera by two ways.

(1) http:// LAN IP + HTTP Port NO.
The default HTTP port no is 88. Double click the IP Camera Tool icon to run, and it should find the
camera’s IP address automatically after you plug in the network cable.

X IP Camera Tool

Camera name IF Address Device ID Device type
IIPCAI Htto: /{192 168. 11. 220:88 006 26E4DBASS H
Figure 2.1

Double click the IP address of the camera; your default browser will open to the camera login page.

(2) https:// LAN IP + HTTPS Port NO.

The default Https port no. is 443. You can use the url to access the camera: https:// LAN IP + HTTPS
port.

Go to Settings - Network - Port panel , you can see and change the http and https port NO.

Save Refrash
HTTP Por 68
HTTPS Port 443
ONVIF Port 65533

Figure 2.2

HTTPS ( Hypertext Transfer Protocol over Secure Socket Layer ) is a safe way to access your camera,
the data transferred on the Internet will be encrypted. Since we can not apply license for every LAN or
DDNS URL, the webpage may pop up a warning like the following picture, you just need to click
“Continue to this website (not recommended).”

Shenzhen Foscam Intelligent Technology Co., Limited
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= httpo//192,168.9,34 D~ & || & Cemificate Erron Navigation... »

@ There is a problem with this website's security certificate.

The secunty certificale presented by this website was not issued by a frusted certificate authonty,
The security certificate presented by this website was issued for a different website's address,

Secunty certificate problems may indicate an attempt to fool you or intercept any data you send to the

SEMVET,

We recommend that you close this webpage and do not continue to this website.

@ Click here 1o close this webpage.

@ Continue to this website (ot recommanded)

=) More information

Figure 2.3

Open Internet Explorer if it is not already opened. Click on Tools, then click Internet Options.
Next, click the Security tab, then click the Trusted sites button.Finally ,click the Confirm button

Internet Options

| Connections " Frograms ” bdvanced |
Feneral Security | Priwvacy " Content |

Select a zone to view or change security settings.

@ €@ v O

Internet Local intranet  JEE=s  Restricted
sites

B
This zone contains websites that you D=

trust not to damage your computer or
your files,
‘fou have websites in this zone,

Security level for this zone

Custom
Custom settings.
- To change the settings, dick Custom level.
- To use the recommended settings, dick Default level,

[Qustomlevel... H Default level l

[ Reset all zones to default level l

[ #= [ 8 [ ERe |

Figure 2.4
For Firefox, you can add the trusted as the following way:

Shenzhen Foscam Intelligent Technology Co., Limited
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Tools --Options -- Advanced -- View Certificates -- Servers

)
05w B = 8 QM

Ganar al Tabs Content  Applicatiens Frivesy Security Im

Gim.nrll_!l'itrn'rkiillfpﬂ.-ltl Encryption |
Frotocols

[#] ¥se SSL 3.0 [#] Usn TLS 1.0

Cartificates
Fhen & zerver regquaste my parsomel certificate!

) Belect one sutomatically (&) Ask me every ijme

( ||.r.“| Certificatey | }Ll-w-nuu. Lul.;! [Eﬂihliu] [Sl-r.u'il.z nﬂ'idilJ

Lok J[ cemcl || beln |

Figure 2.5

Click View Certificates, and go to Servers option.

'Im.lr Certifi rul.ul Ptupl!.l Servers Luﬂwrln u||llt]1.eru:|
Yo hawe certificates om file that i1dentify these servers
Certificate Heme Server Lifetime Expires On _m.l
(= (rdmown) E
(Hat Stered) 132 1BB. 8. 125 443 Permanent
= The USEETEUST Hatwork
addons. mozilla org » Fermanent 2014-3-15
global trustee # Fermanent 2014-3-15
knix. de L] FPearmanent 2011-4-17
login live. com L Fermanent 2014-3-15
login skype. com * Farmanent 2014-3-15
login yahoo. com a Permanent a0l4-3-15
login. wahoo, com ® FPernanent 2014-3-15
loginm yahoo, com * Fermanent 2014-3-15
= L | - k] . b A
Viwwee Edit Truzt-- Import=—- Exports: Halmt were Add Ezcaption---
[ ox |
Figure 2.6

Go to Add Exception panel.

Shenzhen Foscam Intelligent Technology Co., Limited
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[de sErnraty ExpEpbanm dq
You are absnl bo everride hew Fivefor identifiss thiz mite.
! Legitimate banks, stores, amd sther public zites will not
" ask yom to do this.
Eazvar Enter the camera's uil , here
Lecation! [hitps://102. 188.5.129:443 ||take
<https:/f 192, 168, &, 129:443>

Cortifieats Status for example
Thiz wite attenpts to identify itnelf s mvesrs Tow ]
infarmnation =
Tremg Site

Cartificats balengs te & different site, wvhich eould indicats am identity

thaflL
Teknewn Idemtity

Cartificais is not teasted, bacause it hesn' t been verified by & recognized

wstharity.

[#] Barnanantly sters thiz axceplisn |C1i.1:i: thiz buttom to add it. |

H:E-amfl:rrl Security Excepiiom ]I [ Cancel

Figure 2.7

2.2 Access the Camera in WAN

2.2.1 Static IP Addresses

Users who have static IP addresses do not need to set DDNS service settings for remote access. When
you have finished connecting the camera using the LAN IP address and port forwarding, you can access

the camera directly from the Internet using the WAN IP address and port number.

How to Obtain the WAN IP address from a public website

To obtain your WAN IP address, enter the following URL in your browser: http://www.whatismyip.com.

The webpage at this address will show you the current WAN IP.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168
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Fo Wi s dry @ Address - Shewn Your 0Y Gddoess . Wesdoss meoned | apleoe

P e |E-;-'-ﬁ“l._ R ~m
. * F Fraeunal @
T S e - E - e P Gfere Tmke e
| ST B & T T T D nﬁ -
WIMI o ) :
y Wit s M TF Addbrwnn - Wihkasla 3 IP com -
Your IP Address Is: =
183.37.28.254 i e e
Whats My IP e G 1 s
R UNBEATABLE = contua telp e
.= DEDICATED ik

Forhipr iy samis
e e SERVERS

5t s TP i - VOGS BATA WD

Figure 2.8

Access your IP Camera from the Internet

You can access the IP Camera from the Internet (remote access). Enter the WAN IP address and port
number in your standard browser. For example, you would enter http:// 183.37.28.254:85

NOTE :
Make sure port forwarding is successful. You can do port forwarding two ways.

Login to your router to enable the “UPNP” function. You can then login to the camera as administrator,
choose Network, and then choose UPnP to enable UPnP. Make sure that the status of UPnP reads
“UPnP Successful” on the Status page.

Do port (HTTP port and Media port) forwarding manually. (See Figure 2.11 for further details)
If your router has a Virtual Server, it can do port forwarding. Add the camera’s LAN IP and port which you
had set earlier to your router’s port forwarding settings.

Note: If you plug the camera into a router, it will have a dynamic IP address and you need to set DDNS
service settings to view it remotely.

2.2.2 Dynamic IP Addresses

DDNS is a service that allows your IP Camera, especially when assigned with a dynamic IP address, to
have a fixed host and domain name. This means that even though your WAN IP address is constantly
changing, you will have a fixed hosthame you can use to access your cameras at all times. You can
access the camera directly from the Internet using the hostname and port number.

What is the HTTP Port NO.?
Default HTTP Port is 88

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168 9
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All cameras have the default HTTP port of 88. For example, if the LAN IP link of the camera is
http://192.168.8.102:88, this means that the camera’s HTTP port is 88. You can change port 88 to
another port if you'd like such as 2000 or 8090, which will not be conflict with other existing ports like 25,
21,10000.Here you can set the port no. between 1 and 65535.

Change the default http no.88 to another one.

How to assign a different HTTP Port No. and fixed the LAN IP of the

camera by the IP Camera Tool

Step 1: Open the IP Camera Tool, select the camera you would like to change the port of, right click on
the IP address, and click on "Network Configuration”, this brings up the network configuration box as
shown in Figure 2.9 and 2.10 .

L IP Camera Tool

Camera name IPF Address Dewice ID Device type
TPCAN 006 26E4D8AHS H

Bazic Properties

Network Configuration

Upgrade Firmware

.

Refresh Camera List
Flush irp Buffer Select which camera

Ahout TP Camera Tool you'd like to change the
port for, and right click.

Figure 2.9

| TPCAM Network Con. . .

Camera name

[~ Obtain IF from DHCP =zerwver

IF Address 192 185 . 11 220
Subnet Mack 255 255 285 . 0
Gateway 192 185 . 1 .1

26E4DBAGE H

DHS Server 192 158 . 1 . 1
Hitp Port [Z500_|t—{modify the Http Port.
i Jadnin » ENter the Username
Password [t and password, click

OK.

0K | Cancel J

Hote: mfter changing the configuration
device will automatically restart.

Figure 2.10

Shenzhen Foscam Intelligent Technology Co., Limited
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Step 2: Enter the username and password of the Administrator (default username is admin with a blank
password), and click “OK” to apply changes.

Step 3: Wait around 10 seconds, you'll see that the camera’s LAN |IP address has changed. In our
example it was changed to 2000, so we see http://192.168.8.102:2000 in IP Camera Tool. Also, the LAN
IP address is now fixed at a static IP address of http://192.168.8.102:2000. This IP address will not
change even if the camera is powered off and back on, the camera will remain on this LAN IP address.
This is very important that a static LAN IP address is set, or you may have problems later with remote
access and seeing the camera remotely if the camera loses power and reconnects on a different LAN IP
address. Make sure you set a static LAN |IP address!

Er IP Camera Tool

Camera name IP Address Device ID Device type
IFCAR Http://192. 168, 11. 220:88 OOE26E4DBALS H
Figure 2.11

What is Port forwarding?

If you have never done port forwarding before, you can open and view the following link to understand
the basic concept. Port forwarding allows for outside connections to access a specific device on your
network from anywhere in the world. Every router automatically blocks any incoming connections for
safety purposes. Using port forwarding, you are telling your router to allow a connection through a
certain port (you can think of it as a gateway) into your router. You set this port to a specific device, in our
case an IP Camera, so it can be accessed from anywhere in the world.

Click this link to learn more about port forwarding: http://portforward.com/help/portforwarding.htm

How do we configure Port Forwarding?

For this section, we will be using an example:
Let’s say the camera’s LAN IP address is http://192.168.8.100:2000

Step 1: Login to the router, and go to your router’s port forwarding or port triggering menu. Sometimes
this is also under the name of Virtual Server or NAT.

Using the Linksys brand router as an example, we would log into the router, and go to the Applications &
Gaming menu. We would then click on the “Single Port Forwarding” sub-menu.

Step 2: Create a new column using the LAN IP address & HTTP Port of the camera within the router as
shown below, then push OK or Submit to save your settings:

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168 1
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Wireless N Home Router WRT120M

Applications &

Applications &

Admirustration Status
Garmirg

Gaming Setup Wirsless Secunty Access Rostnctions

Singie Port Forwamdng  § Fort Ranps | pifmg | Port " | T |

Single Porl Forwarding

Application Name External Port | Imternal Port | Protocol To P Address |Enabled
__‘-1-;::": = = | - {22 1288 |
tere ¥ | Fill the HTTP Port ofthe [~ [Fillin this section with the
Assign a name for |camera inthe columns of — |LAMIP ofthe camera: we
the port forward External Port and Internal | would enter “100" for our
sel'ting hare. HPart. Elﬂmpiﬂ: 2000 B examplei
i Fascam Cam I [EE:U | 2000 ] i Both ™| | 16z 158 6§ 100 H
| | Both M| | 152 1888 [
i Both (M| | 152.158.8 0
Figure 2.12

First method :

Use the embedded DDNS to access the camera via the Internet

Each Foscam camera has an embedded unique DDNS domain name, the format of this domain name is
xxxxxx.myfoscam.org. On the bottom of the camera, you can see the domain name sticker with this
information on it.

For example, we can use test09.myfoscam.org. In the camera, click Settings at the top, click “Network”
on the left, then click “DDNS” to get to the DDNS settings page. Here you can see the unique domain
name of your camera.

i , Retohens)
Enabla DONS
Manufacturer’s DONS
Manufacturers DONS test8 myfoscam.arg I_Hasmra DIDNS to factory [

Thard Paity DOMS
Diamakn

DONS Server Address Mane -

Figure 2.13

Now you can use “http://Domain name + HTTP Port” to access the camera via the Internet.
Take hostname test09.myfoscam.org and HTTP Port of 2000 for example, the URL link to access the
camera via the Internet would be http:// test09.myfoscam.org:2000.

Second method :
Use the Third party DDNS to access the camera via the Internet

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168 12
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Step 1 Please go to the third party DDNS website(such as www.no-ip.com) to create a free
hostname.

Step 2 DO DDNS Service Settings within the Camera

Please set DDNS Settings within the camera by hostname, a user name and password you’ve got from

WWW.ho-ip.com

Take hostname ycxgwp.no-ip.info, user name foscam, password foscam2012 for example.

Firstly, goes to option of DDNS Settings on the administrator panel.

Secondly, select No-Ip as a server.

Thirdly, fill foscam as DDNS user, fill password foscam2012 as DDNS password, fill ycxgwp.no-ip.info
as DDNS domain and server URL, Then click save to make effect. The camera will restart and to take
the DDNS settings effective.

Fourthly, after the restart, login the camera, and go to option of Device Status on the administrator panel,
and check if the DDNS status is successful.

If failed, please double check if you have input the correct hostname, user name, and password, and try
to redo the settings.

NOTE :

If you have set Third Party DDNS successfully ,the Foscam Domain Name will be invalid. The Third
Party DDNS and the Foscam Domain Name cannot work at the same time, the last time you configured
will take effect.

2.3 Using the VLC player

This camera supports RTSP streaming, here you can view the camera using VLC player.
RTSP URL rtsp:// [user name][:password]@IP:HTTP port number/videosream

The part in the square brackets may be omitted.

user name & password:

The user name and password to access the camera. This part can be omitted.

IP: WAN or LAN IP address.

Videostream:Here support three mode: videoMain, videoSub and audio. When the network speed is
bad, here you had better select videoSub. If you select audio, you can only hear the sound but cannot
see the video.

For example:

IP: 192.168.1.11
HTTP Port number: 88
User name: admin
Password: 123

Here | can enter one of the following URLs in the VLC.
1 rtsp://admin:123@192.168.1.11:88/videoMain

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168 13
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2 rtsp:// @192.168.1.11:88/videoMain
3 rtsp://:123@192.168.1.11:88/videoMain
4 rtsp://admin@192.168.1.11:88/videoMain

Open the VLC, and go to Media Open Network Stream option, then enter the URL into VLC.

l £ VI.C media player
(UM Playback Audio
Ei COpen File. ..

Ei Advanced Open File. ..
[£2 Open Folder...

(E:I Open Disc...

Video

Cpen Cap tie Device. ..

Open Location from dipboard
Recent Media

Save Playlist to Eile. ..

Convert f Save...
(te) Streaming...

¢ ouit

&

Tools Help
Ctrl+0
Ctrl+5hift+0
Ctrl+F

Ctrl+D

View

|— Open Network Stream. .. Cirl+M I

Ctrl+C

Ctrl+v

Ctrl+Y

Ctrl4+R
Ctrl+5

CHl+Q

® ae il
LRI NL="RESH] T O o
1.00x | | —=i==f—=i=—= |
Figure 2.14
4 Open Nedia PK
Cipile | i Disc | S5 Hetwork B9 Captwrs Devics

Hatwork Frotocol

Fleaze enter a network UEL:

[rtsp://adnin 1230192, 168. 1 1188/ videolain | w

[] Shew mora options

[ Elay vll Cancel |

Figure 2.15

Shenzhen Foscam Intelligent Technology Co., Limited
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Sometimes you may need to enter the user name and password again. Click OK and you can see the
real-time preview.

= RTSP authentication

Fleaze enter a walid login name and a password

User name |admin |

Fassword |----- |

| 0l || Cancel |

R LA e h L

Figure 2.17

If you cannot play the video in the VLC player, please check the port mapping. You can read Quick
Installation Guide about How to configure port forwarding.

NOTE:
If you modify the camera’s username or password, you had better reboot the camera, or else the new
username and password cannot take effect when you enter the authentication in the VLC.

2.4 IP camera connection to the server

Device supports ONVIF 2.2.1 protocol, You can easily access the NVR with ONVIF or server with

ONVIF.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168 15
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3 Surveillance Software GUI

Please refer to the Quick Installation Guide if you install the camera at first time. After finishing quick
installation, you can take time to learn the operation of the software.

3.1 Login Window

Lisername  |admin
1
Fassword
Stream Main stream v |2
Language  |English ~|3
L “Login. | 4

Figure 3.1

Please check the login window above, it was divided to 4 sections from no. 1 to 4.

Section1 Enter the Username and password
The default administrator username is admin with no password, please reset the password at first using
and prevent unauthorized users login the camera (read chapter 3.2.4 about how to change).

Section2 Stream

The camera supports two stream modes: Main stream and sub stream. If you want to access the camera
form LAN, here you can select Main stream. If you want to access the camera from Internet, here we
recommend sub stream.

Note: When the network bandwidth is badly you'd better select Sub Stream and the video will be more
fluency.

Section3 Select the language
You can select the language you need via click on the language dropdown list to switch.

Section4 Login the camera
Click Login button and you will see the
surveilla

Shenzhen Foscam Intelligent Technology Co., Limited
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G} treves ' O semngn [ Py Indoor Pan/TiltVZoom IP Camera

2013-08-27 11:12:43 A
FOSCAM IP Camera

0N ATmANTEL

| —

®e®O®®

Figure 3.2

NOTE

If your IP Camera is the newest software version, when setting up your camera for the first time, it will
request that you modify the default username and/or password if both are still set to default. Input the
new username and password, click "Modify" to complete the modification. You will now use the new
username and password to log in to the camera in the future.

Llszmame

New usamame

Mew passwiorc

Password Scounity Love Input the new username,
new password and
Confirm the passwore: confirm the password.
| Modify
Figure 3.3
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3.2 Surveillance Window

1 _F@sSCAM B) theviasa ' O semmgs [ Playback Indoos Pan/TiltiZoom IP.-Camera

2013-08-27 11:12:43 AMS
FOSCAM TP Camera :

d Lrnie

Prepat

7 4 R LEDLgn }
8 —_— : Color Adpistmert

®®®®
Figure 3.4 10

Section1 FOSCAM Logol/ Live Video / Settings/Playback buttons
FRSCAM. . roscam Loco

Q;E‘ Livelideo . . . . . .
=i . Path to surveillance window. Click this button and back to the surveillance window
O st
/" i ngs: Path to Administrator Control Panel, Click it, and it will lead to Administrator Control

Panel and do advanced settings.

UL

Playhack
: Click this button and back to the Playback panel to view the stored audio files stored

in the SD Card.

Section 2 Multi-Device Window

ol ] ord o

The firmware inside the camera supports up to maximum of 9 cameras being monitoring at the same
time. You can add other cameras in multi-device setting (read chapter 4.2.4).

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168 18




www.foscam.com
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Figure 3.5

Section 3 Mode/ Stream / Mirror/ Flip buttons

Mode
1) 50HZ --------- Indoor surveillance (Region: Europe, China)
2) 60HZ --------- Indoor surveillance (Region: USA, Canada)

3) Outdoor------ Outdoor surveillance

Stream

The default Stream supports four modes: 0/720P/30fps/4M, 1/VGA/25fps/2M, 2/VGA/ 15fps/ 1M and 3/
VGA/10fps/200K. The format of the stream type is Stream type no. / Resolution / Maximum frame
rate/ Bit rate.

1) Stream type no. : The number is used to identify the stream type.

2) 720P/ VGA

There are two resolutions, the bigger one is 720P, and the smaller one (VGA) is 640x480 pixels. The
bigger the resolution is , the better of the image quality is. If you are accessing the camera via internet
and want to get more fluent video streaming, please select resolution VGA.

3) Maximum frame rate

When the video format is 50Hz, the maximum frame rate is 25 fps. When the video format is 60Hz, the
maximum frame rate is 30 fps. You should lower frame rate when the bandwidth is limited. Normally,
when the frame rate above 15, you can achieve fluently video.

4) Bit rate

Generally speaking, the larger the bit rate is, the clearer video will become. But the bit rate configuration
should combine well with the network bandwidth. When the bandwidth is very narrow, and bit rate is
large, that will lead to video can not play well.

Shenzhen Foscam Intelligent Technology Co., Limited
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You can reset the stream type on “Settings-> Video-> Video Settings” panel.

Video Settings
( Bam ) | Reiwsh
Stream Type [0 |
Reznkition [Fa0p -
Bil Fae [2m -
. Frame Hate ] -
ey Frame Ireerval 31 -

Figure 3.6
After changing, please re-login the camera and you can see the modification.

Section 4 Zoom Control

~ Zoom in the camera’s lens.

E_,_r Zoom out ,
Zoom out the camera’ lens.

You can adjust the speed of the lens’ zoom at Settings--PTZ--Pan & Tilt Speed--Zoom speed .

- F@sCAM @ v B semngs '“@ Fiasoack s A OOF P

T J Pan & Tilt Speed
e — —
- y T
- .[ Pan & Tiit Speed '_N-umlsv o
J, Zoom speed | Hopma ud |
] Fast
Woomnad |

| Slow

Figure 3.7

Section 5 Pan/Tilt Control

Shenzhen Foscam Intelligent Technology Co., Limited
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1 Up control button, 5---- Up-Left control button
2---—-- Down control button, 6---—-- Up-Right control button
3 Left control button, 7----- Down-Left control button
4o Right control button, 8--—-- Down-Right control button

E Click this button and go to center

Section 6 Cruise / Preset settings

Cruise Settings

The default cruise tracks have two types: Vertical and Horizontal.

Vertical: The camera will rotate from up to down.
Horizontal: The camera will rotate from left to right.

: Start cruise. I:I: Stop cruise.

If you want to define or change the cruise trace, please go to Settings —»PTZ

How to do cruise?

Firstly: Select one track in the track dropdown list

Cruise

Vertical
Horizontal

i

[

Select one of these. ]

Preset Settings panel.

Shenzhen Foscam Intelligent Technology Co., Limited
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Secondly: Click Start cruise button, the camera will cruise following the predefined path.
Thirdly: Click stop button and finish cruising.

Preset settings

" Preset )

Preset |TopMost %

IPCAM supports 16 preset positions, which is considered enough for DIY home & small business surveillance
market
The default preset position is Topmost, Bottom most, Left most, right most, you can add other preset positions.

== Add Click this icon to save the position you need the camera to remember
== Delete Select one preset position and click this button to delete it.

5 GO Select one preset position in the preset dropdown list and click Go to make the camera move the

preset position
How to do preset position?

Firstly, move the camera and stop at a desired place where you want make preset position.

Secondly, click ===! button and enter a descriptive name for the preset position. The preset position cannot

contain special characters. Then click OK to save it. If you want to reset the preset position, click Cancel.
After that, you can move the camera and stop at another place, and set another preset position. You can do all
the 16 preset positions with this method.

If you want to see one preset position you have set, only select the preset position name from the preset

dropdown list, and click go &3 button, the camera will go to the preset position.

Section 7 IR LED Lights

IR LED Lights )

hode Manual +

Clon & oOf

Click Infra led and there are two modes to adjust the infrared led: Auto and Manual.
Auto: Select it and the camera will adjust the infra led (on or off) automatically.
Manual: Select it and you can turn on or turn off the infra led manually.

Shenzhen Foscam Intelligent Technology Co., Limited
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Section 8 Image quality settings

In this page, you can tune Hue, Brightness, Contrast, Saturation, and Sharpness to get higher quality.

Color Adjust )

50
20
54
a0

il

Z0
Default

Section9 OSD

If you have added time and camera name in the video, you can see it in the live window.

Go to Settings ---Basic settings---Camera name panel, and you can change another device name. The
default device name is anonymous.

Go to Settings ---Basic settings---Camera time panel and adjust the device time.

Go to Settings ---Video---On Screen Display panel, you can add or no add OSD.

Section 10 Play/Stop/ Talk/Audio/ Snap/ Record/ Full screen button

1 2 3 4 5 6 7

BT Play Click it to play the video of the camera
2------ Stop Click it to stop the video of the camera

3--m--- Talk Click the button and the icon will become to \—) , then talk to the microphone that connected
with PC, people around the camera can here your voice. Click the icon again and stop talking.

4-memm Audio Click this icon, the icon will become to '\‘D you can hear the sound around the camera by the

earphone or speakers that connected with PC.

5----- Snapshot Click it to make snapshot and it pop-up a window which picture you snapshot, right click in
the window and save the picture to anywhere you want.

6----- Record Click the icon &4 and the camera start recording, you can see a green dot in the live
window. Click again and stop recording. The default storage path is C:\IPCamRecord. You can change the
storage path: Go to Settings- >Record->Storage Location panel.

7 === Full Screen Click it to make full-screen, or you can double click the surveillance screen to make
full-screen. Double click again and exit full-screen.

Shenzhen Foscam Intelligent Technology Co., Limited
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Onscreen Mouse Control

Right click the mouse and you can adjust the screen ration, full screen and Zoom up.

09/17/2012 12:39:43 anonymous

— 'Ilt.:". i

Figure 3.8

Keep ration: Select it and the camera will adjust the size of live window based on the the computer monitor
automatically. Sometimes there is a black border around the video, please select Keep ration to get a better
visual quality .

Full Screen: Select it and Click it to make full-screen, press ESC and exit full-screen.

Zoom up: Select it and you can see a bigger screen than before.

First Method: Here is a convenient and fast solution to Zoom up/down screen by Clicking Video Screen and
adjusting Mouse pulley, or by press the CTRL key and click the mouse left button.

Second Method: Click it and the live view will be digital zoomed up, then click Zoom Down and the live view
back to original size.

Shenzhen Foscam Intelligent Technology Co., Limited
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09/ 17/2012 12:39:43 anonymous

Figure 3.9

When you select the Full Screen, then click right mouse, there is a Screen PTZ button.

{

.r!.q ration

09/17/2012 12:39:43 anonymous

v Fall S-rrllrn |

nf7L |
Taaa oy I
":". Toon desm

Figure 3.10
Click the Screen PTZ button and put the mouse on the screen to indicate the camera move direction you
prefer, press the left mouse, the camera will move to the corresponding direction. Loosen the mouse and stop

moving. Press Esc button or double click right mouse and cancel the function.

NOTE: For Mac OS, the plugin cannot support Onscreen Mouse Control, so you cannot allow to use it.

Shenzhen Foscam Intelligent Technology Co., Limited
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4 Advanced Camera Settings

Click the button “Settings”, goes to Administrator Control Panel to make advanced camera settings.

4.1 Status

Status contains four columns: Device Information, Device Status, Session Status and Log, it will show you
various information about your camera.

4.1.1 Device Information

Sratus ) :
» Device Information

| Dewce Status Refresh

 Session Status Camera Model FIEE1EW V2
|- = Log Camera Name FEaiaw
L Basic Settings |
¥ Camera ID SDFTeTEHETLE
| Metwork m
| 0131113
]\_ Vidao | Camera Time 2013 M3 08130
L Alarm _,I Syatem Firmmaare Versian 1418
l_ Recaord | Applcaton Firmware Versian 113.1.H
¥
| WA J Plug-In Versian 2017
L Firewwall J

Figure 4.1

Camera Model: The camera model NO.

Camera Name: The Device Name is a unique name that you can give to your device to help you identify it.
Click Basic Settings and go to Camera name panel where you can change your camera name. The default
device name is anonymous.

Camera ID: Display the wired MAC address of your camera. For example Device ID is 000C5D00008, the
same MAC ID sticker is found at the bottom of the camera.

Camera Time: The system time of the device. Click Basic Settings and go to Camera time panel and adjust
the time.

System Firmware Version: Display the System Firmware version of your camera.

App Firmware Version: Display the application firmware version of your camera.

Plug-In Version: Display the plug-in version of your camera

4.1.2 Device Status

On this page you can see device status such as Alarm status/ Record Status ,DDNS status ,WIFI status and so
on.

Shenzhen Foscam Intelligent Technology Co., Limited
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Disabled

Mot Recarding
50 card
148

3668

| Dicabled

Susscess - hitp ftestd nfoscam org

SUSSCESS

Connected 1o foscam-wifi
Off

Figure z;f.2
4.1.3 Session Status

Session status will display who and which IP is visiting the camera now.

< Session Status

e et

- Usemame P Adidrese
admin | 1929681 101
Figure 4.3

4.1.4 Log

The log record shows who and which IP address accessed or logout the camera.
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Refresh

Pages:83 |{{1 3 3}ql| A k“

NO. | Tims Usar P Log ¥

Click thie page mimber and go Fill in ome page miober, clicl: Go
1o the corresponding page 1o " lvueton and go o the

. T |see more logs orrespoiuling page
2 | 212091801485 | derer B L3 cevrepeniing peg

1 2012-08-16 02:11:45

3 2012-09-18 01:29:51 admin 192,1668.1.102 Log out
4 2012-09-18 01:27.54 admin 21817160187 | Log out
5 . 2012:09-18 01:26:21 admin 192.1668.1.100 Log out
[ | 2012.09-18 01:25:42 admin | 21817160187 | Login
s | 20120918 01:25:15 | admin | 192.168.1.102 | Lagin
8 | 2012-09-18 01:25:13 | admin | 192,168.1.102 | Log out
9 | 2012-09-18 01:24: 46 | admin | 192 168.1. 100 | Login

10 2012-09-18 01:21:44 admin 192.168.1.102 Login

Figure 4.4

Reboot the camera and clear the log records.

4.2 Basic Settings

This section allows you to configure your camera’s Name, Time, Mail, User account and Multi-Device.

4.2.1 Camera Name

You can define a name for your camera here such as apple. Click Save to save your changes. The alias name
cannot contain special characters.

Camera Name

FrEataw
Camera Name The maxmum Device Name length is 20, suppor English, numbers, lefters and symbals
Figure 4.5

4.2.2 Camera Time

This section allows you to configure the settings of the internal system clocks for your camera.

Shenzhen Foscam Intelligent Technology Co., Limited
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Save Refresh

Time Zone (GIT) Greenwich mean time, London, Lishon, C %

Sync with NTP senver[]]

2013-11-13 mv v vmv

FC Time

Diate Farmat ¥¥YY-Mh-OD b
Time Format 12-hour b
use DST [

Anead Of Time 0 % Minute

Figure 4.6

Time Zone: Select the time zone for your region from the dropdown menu.

Sync with NTP server: Network Time Protocol will synchronize your camera with an Internet time server.
Choose the one that is closest to your camera.

Sync with PC: Select this option to synchronize the date and time of the Network Camera with your computer.
Manually: The administrator can enter the date and time manually. Note select the date and time format.

use DST: Select the daylight saving time from the dropdown list.

Click Save button and submit your settings.

NOTE: If the power supply of camera is disconnect, you need set the camera’s time again.

4.2.3 User Accounts

Here you can create users and set privilege, visitor, operator or administrator. The default user account is
admin, with a blank password. You can enter the users accounts of visitor, operator and administrator
Manually.

Shenzhen Foscam Intelligent Technology Co., Limited
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User Accounts

Usemame Fralege
foscam Adminisirator
MEmin Adminisirator

How to change the password?

Firstly, select the account which you want to change the password, then select “Change password”, enter the
old password and the new password, lastly click modify to take effect.

Figure 4.7

User Accounts

NC Usemame

Privilege

Adminestraion

Usemame

New usemams

3 Mew password
4 Password Secunty Level
- Confirm the password
6 Prriilege
T
1

| Resssn |
Lisemams
Pridlege | Adminsirator [=]
F1 Change Lssmame
I Changs password

The maximum kengih of 1he uses name (5 20, Suppan numbers, Isfens and symbols _ - @ 5
The maximum passwand fenglh is 12, does not support the character & = 5

admin

¥ Change usermame

#| Change password

Thee menamum length of the user name is 20, support numbers, lefters and symbols _ - @5 *
The manamum password kength is 12, does not suppor the characier =%

How to add account ?

Figure 4.8

Select one blank column, then enter the new user name, password and privilege, last click Add to take effect.
You can see the new added account on the Account list.
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User Accounts

" g r
NO. Lisemname Privilege Usermame  user

1 foscam Admnistrator Pazsword ssess

2 admin Adminislratar Password Sacunty Leval Low sacunty lavel
I -

a Prvilege | Administrator =]

= r -Change USEMame

e ':ﬁxange password

d | Add

8
The maximum length of the user name is 20, support numbers, letters and symbals_ - @5 *
The maximum password length is 12, does nol support the characler &= 5

Figure 4.9
User Accounts
Refresh |

NO. Usemame Privilepe
1 foscam Administrator
2 admin Administraior

Uzarname user

Privilege

| Change usemams

" Change password

Delete |

The maximum length of the user name is 20, suppon numbers, leflers and symbols _ - @ 5
The maximum password length is 12, does not support the character& =%

Figure 4.10

Delete  Select the account which you want to delete, then click Delete button to take effect.
NOTE: The default admin account cannot be deleted, but you can add other administrator users.

How to change the username ?

Firstly, select the account which you want to change the username, then select “Change username”, enter the

Shenzhen Foscam Intelligent Technology Co., Limited
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new password, lastly click modify to take effect.

l'ser Accounts

Refresh
NO Uzemama Frivilege Leemame opEraion
1 admm Adminisirator M usamanme o]
3 *! Change usemame
4 2 Change password
5
Modif

The maxmum length of the ussr name iz 20, support
7 numbars, lethers and symbols _- @5 "
B The masimum passward lenglh i 12, does not suppor

the characier &=

Figure 4.11

4.2.4 Multi-Camera

If you want to view multi-surveillance screens on one window, you need to login one camera, and set it as the
main device, and do Multi-Device Settings, add other cameras to the first one camera. Before you do
multi-cams settings, you need to assign different port such as 81, 82, 83, 84, 85, 86, 87, 88 to the cameras if
there is 8 cams installed.

The firmware within the camera can support a maximum of 9 devices monitoring all at the same time. This
page you can both add FOSCAM MJPEG and H.264 series cameras to the first camera and view
multi-surveillance screen on one window.

Add cameras in LAN

In Multi-Device Settings page, you can see all devices searched in LAN. The 1st Device is the default one. You
can add more cameras in the list in LAN for monitoring. The camera’s software supports up to 9 IP Cameras
online simultaneously. Click The 2nd Device and click the item in the Device List in LAN, the Alias, Host and
Http Port will be filled in the boxes below automatically. Enter the correct username and password then click
Add. Add more cameras in the same way.

Shenzhen Foscam Intelligent Technology Co., Limited
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Multi-Camera

FISAZ1P(1TZ 16.094) ®

Cameras On LAN 1111(172.196.1.71)
4 - = L2

[anamvmousi 172 16.0.1 791 - ' Refesh I

I

The 151 Camera This Camera

5 |
| None 1 Click it, camera model, alias,
Camera Model | Hoed host and HTTP Port will be

Camers Name | ancnymaus filled in the following boxes
st 172180173 | automatically.

HTTPPot | &g
Media Port 80
Lisefname admin
Password \
3 Click Add to take effect. D B eer name and
T ST Tt sty
password of the 2nd camera.
The dth Camers Faone -

Figure 4.12

Camera Model: Our Company produces two series cameras: MJPEG and H.264. Here will show you which
series the camera belongs to.

janonymous(192.168.11.193)
FI2G21Y for ebuyer (192.168.11 241

anonymousl 192 168,11 2030

Cameras On LAN

The 1st Camera This Camera
The 2nd Camera - ananymous(192 168,11, 203)
j The 3rd Camara FIO821\W for ebuyer (192168 11.241)
| The 4tk Camers anonymous(192.168.11.203)
| The Sth Camera - Nane
| The Bih - Mone
The 7th Camera Maone
The Bth Camars | Mone

The 9th Camera Nane

Mate If you want 1o access your camers remotely, make sure you are able to access I seperately through a browser

Figure 4.13

Back to Surveillance Windows, and click Four Windows option, you will see four cameras you added.
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D o Opswngs [T P v Indoor Pan/Tilt IP. Camera

Figure 4.15

Add cameras in WAN

If you want to view all cameras via the internet(remote computer), you will need to add them using DDNS
domain name. Firstly, make sure all of the cameras you added can be accessed through the internet. (Read
How to configure DDNS settings in chapter 4.3.4)

Login to the first camera using a DDNS domain name and port.
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n - -

[ Dhi Pl Ppuediis feils ey @ mn - Ban

& ey g Beggeenell Bines &

e Tse DDNS domain name Bl 3 b s
Al poat 1o dogin

e vbnlies

——

Aarm rimee P s

ol sRadh LR A ]

EEi tmtes

W e Fml -

::.-. :'—H Make sure each caneera you need add
cotulid login with DDNS wane and port

Figure 4.16

Click Multi-Device Settings. Choose The 2nd Device. Fill in the 2nd camera’s name, DDNS domain name,
port number. Enter user name and password and then choose Add. (Figure 4.16)

The 15t Camera This Camera

e — T
|Camera Model H254 v|1
ICamara Mame FIag21w 2

Host |1?2.15.n_4?

HTTP Port |88 3

Media Port ga

Usemame adrmin
4
Password
b Add Delete
Figure 4.17

1--e- The camera model: MJ or H264.
2--—-- The 2nd camera’s name
3---- Fill in the 2nd camera’s DDNS host not LAN IP

NOTE: The MJ series have the same HTTP Port NO. and Media Port NO.

4 ---- Enter the 2nd camera’s user name and password

Shenzhen Foscam Intelligent Technology Co., Limited
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5---- Click Add button and to take effect

NOTE: Here the Host must be entered as the second camera’s DDNS domain name, not its LAN IP.

anonymous{192 168.11_153)
FBEE21W for ebuyer (192.168.11.241

anonymous{152 168.11 203

Cameras On LAN

This 151 Carnera This Camaera

The 2nd Carmara FRE2 W72 160 47)

The Jrd Camers FEAZ1W for abuyer (192.168.11.241)
he &th Carnera anonymaus{192 166 11.203)

The Sth Carmar: Mane

. The Bth Camars Marie

The Fth Cameta Mane

Thig Bth Carnars Mane
he Sih Carnara Mane

Mote: If you want 10 access your cameara remaotely, make sure you are able to accass i esperately through a browser

Figure 4.18

Return to video window. You will see all of the cameras accessible through the internet.
When you are away from home, you can use the first camera’s DDNS domain name and port to view all the

cameras via internet.

Figure 4.19

4.3 Network

This section will allow you to configure your camera’s IP, PPPoE, DDNS, Wireless Settings, UPnP and Port.
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4.3.1 IP Configuration

If you want to set a static IP for the camera, please go to IP Configuration page. Keep the camera in the same
subnet of your router or computer.

Obtain IP From DHCP ]

IP Address . | 192.168.0.109 |
Subnet Mask | :_'z_éﬁ.zﬁﬁ.ﬁ.l:i |
Gateway | 192.168.0.1 |
Primary DNS Server 192.168.0.1 |
Ee:nndﬁn; DNS Server | 202.96.134.133 |

Mate Cince you save your settings, the camera will restart

Figure 4.20

Changing settings here is the same as using the IP Camera Tool.
It is recommended that you use the subnet mask, gateway and DNS server from your locally attached PC. If
you don’t know the subnet mask, gateway and DNS server, you can check your computer’s local area
connection as follows:

Control Panel —Network Connections —Local Area Connections —Choose Support —Details

“» Matwork Conneciionm

<4 Local Area Connmection Stalus
setwark Tasks A — -
£ ) | Gereeafy Suppart | |
u Croate & rew Corrected, Fi [
£omrmcion I Restsk RTLE13%/010: Fo Cormechon staius
'9 St up & bome or sl N
ofice retwork gl- Address Type: Agmgred by DHCP
[*] ?li'l'.].ﬁ Wirdows P Addr=nt 192168050
Firevsl setbngs
& Cieable this network Submel Mask SH.ISEMA
davice
k Repar the cormection | ?ﬂw_ 192 TR0
a Renaime this connedtion ’ ) "
& Vi status of this ll\*--._____ == o~ C|I¢k here
ConrsCtion
B Change settings of this o dicd rot detect problems weith Bhin
correschon cormaction. B pou cannot connect, cick,
Ae=par.
Other Places
¢ Corool Parel
1& Py Pt wacrke Flaces
_-'I Moy Do
i My gl
Figure 4.21
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"= patwirk Conssciion

e W Hetwork Corrections

Petwark Tasks

e - &) (T sewh i rken | [

= LAM or Hegh-Speed Inbernet

B Local e Corrmetion Hetwoark Conneclion Detalls
| Frswndad

PC.

gateway of the camera with your

A Loeal Aiea Connesclbpn Stalus

gateway is also OK.

{ There are two DNS servers. You
can set any of them. Same with

Deetails

r-l_lliu_wk Corvmchon Detads

Set the same Subnet Mask and Piageery Yk
| Phyuical Addiess HEC-DDHG0-23400
| [IF Bddess T3z
+| Subeet Mazk 255 R 25610
|| Dtk Goshesumyy 192 18R
|| BHER Sere LT .
| Lease Obbared 20722172044
[ fodseFapine 200723192044

(1M Sorvers 21]5%%1341 kx| |
[ g
e T
-
Figure 4.22

If you don’t know the DNS server, you can use the same settings as the Default Gateway.

4.3.2 Wireless Settings

Step 1: Choose “Settings” on the top of the camera interface, and go to the “Network” panel on the left side

of the screen, then click “Wireless Settings.”

Click the Scan button and the camera will detect all wireless networks around the area. It should also display

your router in the list (Figure 4.23).
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Wireless Settings

Wireless Network List e

" SSID(Netwark Name) eng” - ' ~yption | None =]
S o Click thethcan !Ju:ton password length s 63, does not
i = ::a ts‘:::is_ or wireless suppart the character & =
magh LLiE .

| TPLINK. YF WRAINPAZ af
Network-GFATOOE207003 | WPAMPAD il

| TPLINK 51BAB4 WRAMNPAZ o
TR-LINK_wyy WPANMEAD il
Wi Linencrvpt ol
vwwang_1 Click the Page number to see other wireless

| TR-LINK_B2637A networks devices if there are more than 10.

[paesd <1232  @o

Figure 4.23

Step 2: Click the SSID (name of your router) in the list, the corresponding information related to your network,
such as the name and the encryption, will be filled into the relevant fields automatically.

You will only need to fill in the password of your network. Make sure that the SSID, Encryption and the
password you filled in are exactly the same for your router.
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Wireless Settings

e B

Wireless Network List | scan | | SsiD TP-LINK_518AB4

SSID(Metwork Name) Encyption Quality Encryption | | WPAWPAD E3
TP-LINK_B18958 Unencrypt l | Password
TR-LINK_Iiyo WEAWPA2 o The maximum password lenfth is 63, does not
maghb WRAWPAZ a 2 Enter the password
TR-LINK_YF WRAWPA2 r of your router.
Nefwork-9F8700E207022 WRPAWPAZ ol
_ 1 Click the SSID of your router
A ] —>
and the relevant information

Tp. { II ll i lI - - - -

LR Wy e e ulf will be filled in the fields
Wi Unencrypl will automatically.
Zhwwang_1 WEP alf
TP-LINK_E2637A Unencrypt af

Figure 4.24

Step 3: Please click on the Save button after all settings have been entered and disconnect the network cable.
Never shut down the power of the camera until the IP camera is able to connect to the wireless network.

The LAN IP address will disappear on the window of IP Camera Tool when the camera is configuring a wireless
connection. Wait about 1 minute, the camera should obtain a wireless connection, and the LAN IP of the
camera will show again on the window of the IP Camera Tool. The IP address may have changed after the
camera receives a wireless connection; we recommend setting a static local IP address if this IP address
changes by right clicking the camera in IP Camera Tools, setting a static IP, and pushing OK.

Congratulations! You have set up the wireless connection of the camera successfully.

NOTE :

1 . If you fail to make a wireless connection, please refer to your seller or contact us directly for
assistance.

2 . FI9821E does not support WIFI.

WPS (WI-FI Protected Set-up)

Step 1) Press and hold the WPS button for two seconds.
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Figure 4.25

Step 2) Press the WPS button on your router within 60 seconds. The WPS button is usually on the back or
side of your router. On some routers, you may need to log in to the web interface and click on an on-screen
button to activate the WPS feature. If you are not sure where the WPS buttons is on your router, please refer to
your router’s User Manual.

The camera will automatically create a secure wireless connection to your router. If you have plugged in the
network cable, please plug it out. The IP Camera Tool will search the camera’s LAN IP. Make sure the PC and
the camera share the same subnet.

NOTE :
The security mode of router cannot be WEP, or else the WPS settings may be failed.

4.3.3 PPPoOE

If you are using a PPPoE connection, enable it and enter the User Name and Password for your PPPoE
account.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168 41



www.foscam.com

Save Refresh
Use PFPPoE [¢]
52 1025441266512 _
PPPOE account The maximum length of the user name is 20, support numbers, letters and symbaols @
S
LLLLLLLLLL L L]

FPFOE password
The maxmum password length is 12, does not support the character &=

Mote:Oince you save your settings, the camera will restart

Figure 4.26

4.3.4 DDNS

FOSCAM camera has embedded a unique DDNS domain name when producing, and you can directly use the
domain name, you can also use the third party domain name.

FOSCAM domain name
Here take test09.myfoscam.org for example. Go to option of DDNS on the Settings->Network panel, you
can see the domain name.

Save Refresh
Enable DDNSM
Manufacturer's DONS
Manufacturer's DOMS |te=t09 myfoscam org | | Restore DONS to factory |

Third Party DDONS
DDNS Server [None v

Diornain

Figure 4.27

Now you can use http:// Domain name + HTTP Port to access the camera via internet.
Take hostname test09.myfoscam.org and HTTP Port no. 800 for example, the accessing link of the camera
via internet would be http:// test09.myfoscam.org:800

Restore DDNS to factory: If you have configured Third Party DDNS successfully, but you want to use
Manufacturer’s DDNS again , here click this button and start Manufacturer’s DDNS Service.
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Third Party Domain Name Settings

User can also use third part DDNS, such as www.no-ip.com. ,www. 3322.com

Here take www.no-ip.com for example:

Step 1, Go to the website www.no-ip.com to create a free hostname
Firstly: Login on www.no-ip.com and click No-IP Free to register.

ﬁ noip

Enhanced Dynamic DNS

Figure 4.28

Get Starbed
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Figure 4.29

Please register an account step by step according to instructions on www.no-ip.com

After registration, please login your email which used to register. You will receive an email from website, please
click the link to activate your ACCOUNT as indicated in email.

Secondly: Login the link with the registered username and password to create your domain name.

Doamload Services Support [

UserLogin

Client Login

Login with the registereq
username and passworg

Einail: |

Pattward:

Frrget your pasyessra ™ ko peobl=m

IF vewi are nat cumemlly 8 regrstenad used af MNa-1P.oor
be Tor FREE. reqialur &

Figure 4.30

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168 44



www.foscam.com

TR ; Your No-IP

for yoer mall senver?

e S L D [0 AL 7
e b b s il Culxiang. welcome to yaur Ho-IP L i Lngie: 29009404 FUAESE POT froen B RE40. 1458

. di Fsed Siecessddly (g ime Blo4Fs member seclion To LB using Mo-TPs serices =&t an can below o chooss
« 47 Servar Morstoning an iarm from the navigation above

mnd F s

el Bl

Click Add a Hostto creale a

od "l domain nams. ;
@’m.m“ e g ot

m i O @ dimarm name ﬂ Yousr Nai? Aledas
1 u ™ m il your awn domsm name with our DHE systém fou s ot P Any matices al this time
L T | oni SOrMRIN MAME oy af For piicimg and i m r i al 1
Eahnes
1 5 A kat
Figure 4.31

Please create the domain name step by step according to instructions on www.no-ip.com

Step 2, DO DDNS Service Settings within the Camera

Please set DDNS Settings within the camera by hostname, a user name and password you've got from
WWW.no-ip.com

Take hostname ycxgwp.no-ip.info, user name foscam, password foscam2012 for example.

Firstly, goes to option of DDNS Settings on the administrator panel.

Secondly, select No-Ip as a server..

Thirdly, fill foscam as DDNS user, fill password foscam2012 as DDNS password, fill ycxgwp.no-ip.info as
DDNS domain and server URL, Then click save to make effect. The camera will restart and to take the DDNS
settings effective.

Fourthly, after the restart, login the camera, and go to option of Device Status on the administrator panel, and
check if the DDNS status is successful.

If failed, please double check if you have input the correct hostname, user name, and password, and
try to redo the settings.

NOTE :

If you have set Third Party DDNS successfully ,the Foscam Domain Name will be invalid. The Third Party
DDNS and the Foscam Domain Name cannot work at the same time, the last time you configured will take
effect.

Do port forwarding within the router
Example: The camera’s LAN IP address is http://192.168.8.100:2000 , Media port no. is 9200.
Firstly, login the router, goes to the menu of Port Forwarding or Port Trigger (or named Virtue Server on
some brands of router). Take Linksys brand router as an example, Login the router, and goes to
Applications & Gaming->Single Port Forwarding.
Secondly, Create a new column by LAN IP address & HTTP Port No. of the camera within the router showed
as below.
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Applications &
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Sngle Port Forwarding

Application llame | | External Port | internal Port | Protocol | TolP Address | Enabled

T— — | - - 122 1888 1

! i e i i —

Moo - 152 188.8 O

vore o Fill the HTTP Port no. of the ‘--*1=a= ' 0

- camera on the column of o

tieee o External Port and internal Ports 152 188.8 £

tore W - _f - - 1521880 O
e | Lo o 320 ] |2t 8 | e2veagiot || Bl ol Fll the LAN IP of the camera
Ugsa HEC: N ] Both W 152 1558 ) here, just inpaut the last section+

Fill the Media Port no. of the
camera on the column of
External Port and Internal Port.

Assign a name
as you like here.

Figure 4.32

Use domain name to access the camera via internet
After the port forwarding is finished, you can use the domain name+ http no.to access the camera via internet.
Take hostname ycxgwp.no-ip.info and http NO. 2000 for example, the accessing link of the camera via
internet would be http:// ycxgwp.no-ip.info:2000

435 UPnP

Save  Refresh

Enable UPnP |Yes v

Figure 4.33

The default UPnP status is closed. You can enable UPnP, then the camera’s software will be configured for
port forwarding. Back to the “Device Status” panel, you can see the UPnP status:

Device Status

Rafash
Alarm Status Digatled
Record Status Mot Recording
NTP Status . Dizahls
DDNS Status Buccess sl myloscem. g
LIPnP BEatus Succass
WiFI Status Mot connected
IR LED Status OfF
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The camera’s software will be configured for port forwarding. There may be issues with your routers security
settings, and sometimes may error. We recommend you configure port forwarding manually on your router.

4.3.6 Port

This camera supports HTTP Port. HTTP Port is used to access the camera remotely. If you want to access the
camera and view the video, the HTTP Port must both be configured correctly.

HTTP port: By default, the HTTP is set to 88. Also, they can be assigned with another port number between 1
and 65535. But make sure they can not be conflict with other existing ports like 25, 21.

Save Refresh
HTTP Port 88
HTTPS Part 443

ONVIF Port 8538

Figure 4.34

Another way to change the HTTP port NO.

Step 1: Open the IP Camera Tool, select the camera you would like to change the port of, right click on the IP
address, and click on "Network Configuration”, this brings up the network configuration box as shown in Figure
4.34 and 4.35.

B IP Camera Tool E||i|fg|
Camera name IP Addreszs Device ID Device type

Basic Properties

Hetwork Configuration

Upgrade Firmware
Fefresh Camera List
Fluzh Arp Buffer
About IF Camera Tool

Select which camera
you'd like to change the
port for, and right click.

Figure 4.35
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B 1PCAM Network Con... [X)| _ [5[X]

ice ID Device type

Camera name

[~ Obtain IF from DHCP serwer

IP hddress 192 168 . 11 .220 26E4DBAS5 =
Subnet Maslk 255 255 255 .0
Gateway 192 168 . 1 .1
IHS Serwver 192 168 . 1 . 1
Hitp Port 000 "—“"|Modify the Http Port.
i
ot [ednin »Enter the Username
Password [ancn] and password, click
oK.
k| Cancel |
Hote: After changing the configuratien
device will antomatically restart.

Figure 4.36

Step 2: Enter the username and password of the Administrator (default username is admin with a blank

password), and click “OK” to apply changes.

Step 3: Wait around 10 seconds, you'll see that the camera’s LAN IP address has changed. In our example it
was changed to 2000, so we see http://192.168.8.102:2000 in IP Camera Tool. Also, the LAN IP address is
now fixed at a static IP address of http://192.168.8.102:2000. This IP address will not change even if the
camera is powered off and back on, the camera will remain on this LAN IP address. This is very important that
a static LAN IP address is set, or you may have problems later with remote access and seeing the camera
remotely if the camera loses power and reconnects on a different LAN IP address. Make sure you set a static
LAN IP address!

2 IP Camera Tool

Camera name IF Address Dewice ID Device type
IIPCAI Htto: //192.168.11. 220:88 00626E4DBASS H
Figure 4.37

Note: Http port and Media port must be different.

If the camera cannot be accessed, please make sure the port forwarding is succeed.

HTTPS port: The default port is 443. You can use the url to access the camera: https:// IP + HTTPS port.
Sometimes you need to add the url to the Trusted Sites.

Open Internet Explorer if it is not already opened. Click on Tools, then click Internet Options.

Next, click the Security tab, then click the Trusted sites button.
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Internet Options

| Connections I Frograms " #dvanced |

General Seourity | Privacy " Content |

Select a zone to view or change security settings.

@ ¥« v O

Internet Localintranet  QVSsleliad  Restricted

sites
Trusted sites l ‘( Click here to add camera’s
This zone contains websites that you g
trust not to damage your computer or Url.

vour files.
‘fou have websites in this zone.

Security level for this zone

Custom
Custom settings.
- To change the settings, dick Custom level.
- To use the recommended settings, dick Default level.

[Qusb:mlevel... ]’_ Default level ]

[ Reset all zones to default level ]

[(®e | wa [ &Rw |

Figure 4.38

Click Sites then you can add the camera’s https web site to the internet explorer.

Intecnet Optaons

Trusted zitex

4 'ou can add and remove websites fram this zone, All vebsites in
W s zone wil use the zone's securily setiings.

Agd this websits to the zone:
m—»[ Enter the camera’s url. ]

[+ regure sarver varifestion (nttee!) for &l gtes in this zone

[ customievel.. || pefeuitiee |

[ Beset &l rones to defaut vl ]

[(mE | ®# ]
Figure 4.39
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For Firefox, you can add the trusted as the following way:
Tools ---- Options ---- Advanced --- View Certificates --- Servers

_Jju}i%@&

Tabx Content Applications Friwacy

G-nud|.l|hlﬂ:1hhu| Enarypticn

Frotocoals
[#] tes S5L 3.0

Cartificantas

[#] Ues TI= 1.0

When o server requests my personal certificate
() Select one sutonatically (5} Ask me every time

| [Elv:ucn.tion Lists ] lIl:I.:i.d.tt:i: un] [Slmi{: ]]'IT.EL'\I!-J

| [ omcar | [ ety

Figure 4.40

Click View Certificates, and go to Servers option.

yLertd :I%ﬁq_i:fﬁi:m;tgu

Your Curtificstas ; I;I-aplij Servers |Fﬂm_ri.Ti l!! I:I.ﬂ.ucr::l

You have certificates on file that 1dentify these servers:

Go to Add Exception panel.

| Certificate Hane Server Lifatine Espires On =8
= (Urdmown] e
Mot Stored) 182 168 8. 185 443 Fernament
/= The USERTRUST Hetwork
addons. mezille org * Pernanent 2014-3-15
global trustes * FPernanent 2019-3-15
kuiz de " Pernansnt 2011=4-17
login live com * Pernanent M0i4-3-15
login skyps qon * Parmanant 014-3-15
login yabhoo, con * Fermansnt 2014-3-15
login yahoo, con * Parnanant 2014-3-15 i
login yahoo. con * Parmamant 2014-3-15 ul
T Tnporte=s fuz a
Figure 4.41
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Figure 4.42

ONVIF Port: By default, the ONVIF port is set to 888. Also, they can be assigned with another port number
between 1 and 65535(except 0 and 65534). But make sure they can not be conflict with other existing ports.
Open the VLC, and go to Media Open Network Stream option, then enter the URL into VLC.

l £ VI.C media player
Playback Audio Video
[¥] cpenFie... cirl+0
E1 Advanced Open File. .. Ctrl45hift+0
[£2 Open Folder... Ctrl+F
(=) Open Disc.. cirl4D

Tools  View Help

Ctrl+C

- Cpen Cap Device. .

Open Location from dipboard Cirl+v

Recent Media 4
Save Playlist to Eile. .. Crl+y
Convert f Save... Cirl+R

(te) Streaming... Ctrl+5

K Quit Cirl4Q

o« |n/m
' |«|I.|I»I ﬂ,..:.”".i |EIIEI ql]i]

1.00x || —i—=f—:1— | ,
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[ Show mere options

[

Figure 4.43

Sometimes you may need to enter the user name and password again. Click OK and you can see the real-time

preview.

= RTSP authentication

User name admin

Fassword @@ S

L9

) =
2%

Fleaze enter a walid login name and a password

Figure 4.44
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Figure 4.45

If you cannot play the video in the VLC player, please check the port mapping. You can read Quick Installation
Guide about How to configure port forwarding.

NOTE:
If you modify the camera’s username or password, you had better reboot the camera, or else the
new username and password cannot take effect when you enter the authentication in the VLC.

4.3.7 Mail Settings

If you want the camera to send emails when motion has been detected, here Mail will need to be configured.
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= S
LLLLLL]
SMTR Password
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test 236G gmai com Tesl [+]
Sender E-mad 3
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FIrst Recelver The maxmum |length of the recawer is B3, support numbars, |stiers and symibols i

BEH A
Second Recever taetiFhaimaid com 4
Third Recener
Fourh Retener
Figure 4.46

1----- SMTP Server/ Port /Transport Layer Security Enter SMTP server for sender. SMTP port is usually
set as 25. Some SMTP servers have their own port, such as 587 or 465, and Transport Layer Security usually
is None. If you use Gmail, Transport Layer Security must be set to TLS or STARTTLS and SMTP Port must be
set to 465 or 25 or 587, which port you choose should be decided by which Transport Layer Security you
select.

2-----SMTP Username/ password ID account and password of the sender email address

3----- Sender E-mail Mailbox for sender must support SMTP

4---m- Receiver Mailbox for receiver need not support SMTP,you can set 4 receivers

5----Save Click Save to take effect

6----Test Click Test to see if Mail has been successfully configured.

Click Test to see if Mail has been successfully configured.
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STARTTLS b
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[ ] [Test result. |
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Sender E-mall
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Second ReCener tsetiErhotrmail com

Third Recetver
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Figure 4.47

If the test success, you can see the Success behind the Test, at the same time the receivers will receive a test
mail.

If the test fails with one of the following errors after clicking Test, verify that the information you entered is
correct and again select Test .

1) Cannot connect to the server

2) Network Error. Please try later

3) Server Error

4) Incorrect user or password

5) The sender is denied by the server. Maybe the server need to authenticate the user, please check it and try
again

6) The receiver is denied by the server. Maybe because of the anti-spam privacy of the server

7) The message is denied by the server. Maybe because of the anti-spam privacy of the server

8) The server does not support the authentication mode used by the device

4.3.8 FTP Settings

If you want to upload record files and images to your FTP server you can set FTP Settings.
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Save Refresh

fip./1192.168.8.150

FTP Server Exampla:fip:/f192.168.1.103/dir
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Port 21
FTP Mode PORT bd
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Figure 4.48

Save Refrash

ftpifftp. mgenseal com

FTP server
example:fip /152 168.1.103
Fort 21
FTF Moda PORT “
Liser name deotestge
Password ITITITT L]
| Test Success

Figure 4.49

FTP server: If your FTP server is located on the LAN, you can set as Figure 3.51.

If you have an FTP server which you can access on the internet, you can set as Figure 3.52.

Port: Default is port 21. If changed, external FTP client program must change the server connection port
accordingly.

FTP Mode: Here supports two modes: PORT and PASV.

Username/password: The FTP account and password.

Click Save to take effect.

Click Test to see if FTP has been successfully configured.

439 P2P

FI9821P, FI9821P V2, FI9826P, FI9831P, FI9808P, FI9821E

Access the IP Camera by Smart Phone (Android or iOS operating system)
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First of all, you need to open the P2P function of the IP Camera at “Settings --> Network --> P2P.”

- Q Lve videa e Semngs | [T Playtisck Indoor Par
PP
Sam Rafmah
LI FLETEWT Y8 LUNVINEMURL
PIF Pon g4
Figure 4.50

Search and install Foscam Viewer on Google Play and APP Store for for Android and iOS devices.
If you want to know more details of the iOS APP or Android APP, see the iOS App User Manual or Android APP
User Manual.

NOTES
® [f the QR code scanning is not successful, please input the UID on the bottom of the camera manually.
® FI9818W, FI9821W, FI9826W and FI9831W don’t support P2P function.

4.4 Video

This section allows you to configure Video stream settings, On screen display and Snapshot settings.

4.4.1 Video Settings

There are two ways to set the stream video settings. They are main stream video settings and sub stream
video settings.
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Video Settings

Save Refresh

Main stream video settings

Stream Type ] 'v_
Resolution T20P Z
Bit Rale M T_
Frame Rate 30 '_' '.
Key Frame Interval 30 -

Sub stream video settings

Stream Type 0 -
Resolution VGAIG40"480) Z
Bit Rate

Frame Rate

Key Frame Interval
Figure 4,51
Stream type: There are four types to identify different streams you have set.

Resolution: The camera supports two types: 720P, VG
A. The higher the resolution is, the clearer video will become. But the code flux will become larger too, and it
will take up more bandwidth.

Bit Rate: Generally speaking, the larger the bit rate is, the clearer video will become. But the bit rate
configuration should combine well with the network bandwidth. When the bandwidth is very narrow, and bit rate
is large, that will lead to video can not play well.

Frame Rate: Note that a larger frame size takes up more bandwidth. When the video format is 50Hz, the
maximum frame rate is 25 fps. When the video format is 60Hz, the maximum frame rate is 30 fps. You should
lower frame rate when the bandwidth is limited. Normally, when the frame rate above 15, you can achieve
fluently video.

Key Frame Interval: The time between last key frame and next key frame. The shorter the duration, the more
likely you will get a better video quality, but at the cost of higher network bandwidth consumption.

4.4.2 On Screen Display

This page is used to add timestamp and device name on the video.
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Save Refresh

Display Timestamp Yes x|

Display Camera Name Yes =

Figure 4.52

Display Timestamp: There are two options: Yes or NO. Select Yes and you can see the system date on the
video,

Display Camera Name: There are two options: Yes or NO. Select Yes and you can see the device name on
the video.

4.4.3 Privacy Zone

This page is used to set some mask as privacy zone on the video.

Save Refresh

Allow Privacy Zone Yes v

Set Prnvacy Zone

Figure 4.53

Allow On Screen Display Mask: There are two options: Yes or NO. Select yes and draw a mask area on the
video, the mask area will be black on the video.
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The mask area.

Figure 4.54

Click OK button and return to the OSD page, click Save to take effect.
Back to the surveillance window, you can see the mask area as the following picture:

D i Qe senegs | Faac mm—ldeorPanTilt P Camera,

Figure 4.55

4.4.4 Snapshot Settings

On this page you can set the snapshot pictures’ image quality and the storage path.
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Save Refresh
Image Cluality Medium X
Alarm Pictures Save To FTP .
Enable timing to capture [+
Capture interval 2 (1-65535s)
Schadule
o001 1o iog | 04105 |06 07 /08 {09 (10011 |32 113 114 {15 11617 (18119 |20 129 123

MO

TUE

WED

THU

FRI

SAT

SN

Figure 4.56

Image Quality: Low, Middle and High. The higher the quality, the picture will be clearer.
Save Path: FTP. If you have done FTP and Alarm settings, when alarming, the camera will snap pictures to the
FTP automatically.
Enable timing to capture
To enable capture interval, follow the steps below:
1 Select Enable Motion detection
2 Capture interval: The interval time between two captures.
3 Select the capture time
® Capture anytime
Click the black button up the MON, you will see all time range turn red. When something moving in the
detection area at anytime, the camera will capture.
® Specify an capture schedule
Click the week day words, the corresponding column will be selected. For example, click TUE, the all
column of TUE turns to red, that means during Tuesday whole day, the camera will capture.
® Press the left mouse and drag it on the time boxes, you can select the serial area,
4 Click Save button to take effect.

4.5 Alarm

IP Camera supports Motion Detection Alarm, when the motion has been detected, it will send emails or
upload images to FTP.
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Save T Refrash
]

Sansiteily [ Medium |2
Triggered Interval L10s 3

Ring [J
Actian Send E-mail [ 4

Take Snapshot [] Time Intareal 25

I Sat Detection Area I 5

6
o0 | O [CLed 13 04505 | D60 0F | BB O9 00117 (120 13 (915 a1 17 9819 P 2 R | A

MON
TUE
WEL
THL
FRI
SAT
SN

The schedule recording will stop while alasm recording is beginning, &nd will continue autormatically after alamm recording end

Figure 4.57
To enable motion detection, follow the steps below:

To enable motion detection, follow the steps below:

1 Enable Motion detection

2 Sensitivity---- It supports three modes: Low, Middle and High. The higher the sensitivity, the camera will be
more easily alarmed. Select one motion sensitivity.

3 Trigger interval--- The interval time between two motion detections. Here supports
5s/6s/7s/8s/9s/10s/11s/12s/13s/14s/15s. Select one interval time.

4 Select the alarm indicators

When the motion has been detected, the alarm status will turn to Detect alarm.
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Refrash

Alarm Status

Record Status Recording

50 Card status S0 card

SD Card Free Space 30G

S0 Lard Total Space 3.6

NTP Status Disable

DONS Status Success hitp Aesi0 myfoscam, orgE8
LUPnP Status Success

WIFI Status Connected to-foscam-wifi

IR LED Status Off

Figure 4.58

There are four alarm indicators:

A Ring

There is an embedded speaker inside the camera, so if you select Ring, when the motion has been detected,
the people around the camera will hear beep alarm sound.

B Send E-mail
If you want to receive alarm emails when motion is detected, you must select Send E-mail and set Mail
Settings first. The alarm email cannot contain the alarm picture if you have not selected Take Snapshot.

C Take Snapshot

If you select this checkbox, when the motion has been detected, the camera will snap the live view window as
a still picture and load it to the FTP. Make sure you have set FTP and set FTP as the storage path in
Video->Snapshot settings panel.

If you select Send Email, at the same time the picture will be send to you as an attachment.

Capture interval: The interval time between two pictures.

D Record

If you select this checkbox, when the motion has been detected, the camera will record automatically and store
the record files to the SD Card. Make sure the camera has inserted SD card and you have set the SD card as
the Alarm record files storage path, please go to Record—> Storage location page to verify this settings.

The default alarm record time is 30s and pre-alarm record time is 5s, please go to Record—> Alarm Record
page and change the alarm time settings.( FI9818W and FI9808P haven’t SD card.)

Step 05: Set detect area
Click set detect area and it pop up a window, then you can draw the detection area. Click Back button after
settings. When something moving in the detection area, the camera will alarm.
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Figure 4.59

Step 06: Alarm Schedule

Alarm anytime when motion is detected
Click the black button up the MON, you will see all time range turn red. When something moving in the
detection area at anytime, the camera will alarm.

Ring ]
Linkage Send Mail L
Snap picture Capture intaival 35 ¥

Sel detect area I

> Click this button and select all time range
(oo |7 02705 04 05 [06 107 0808 [10 [ 11 [12[13 [ 1415 [16 17 |18.[19 (20121 22|23 |

Figure 4.60

Specify an alarm schedule
Click the week day words, the corresponding column will be selected. For example, click TUE, the all column
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of TUE turns to red, that means during Tuesday whole day, when something moving in the detection area, the
camera will alarm.

_ Sel detect area i

Schedule
oo {01 02 |03 (040506807 B8 |09 (10|11 |12 {13 |14 |16 |16 |17 |18 19 [ |21 | 23| 23

AL

Figure 4.61

Press the left mouse and drag it on the time boxes, you can select the serial area.

INEL L el
St detect area

Schedule

{1 VRN S R 1 I L T N SR
i1l
TUE
WED SEYEENURORNE
THU
FHI
SAT
BTN
Figure 4.62

Step 07: Click Save button to take effect.
When the motion has been detected during the detection time in the detection area, the camera will alarm and
adopt the corresponding alarm indicators.

NOTE: You must set the detection area and detection schedule, or else there is no alarm anywhere and
anytime.

4.6 Record

This section will allow you to change the record files storage path and the record time.

4.6.1 Storage Location

On this page you can change the alarm and manually recording storage path.
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Sava Refiash
S0 card v
Alarm Recording Location
3I0G/3EG
Manual Recording Location cUPCamRecord

1. Alarm Recording Location is used for alarm recordings
2. The Manual Recording Location can only be set to your local hard drive. The defaull Windows storage location is

"C:APCamRecord”. The default Mac OF storage location is “:IPCamRecord”

Figure 4.63

Alarm Recording Location : SD card or FTP. Make sure the camera has been inserted the SD card. On
this page, you can see the available space of the SD card. (FI9818W and FI9808P haven’t SD card.)

Manual Recording Location: For Windows OS, the manual recording path is C:/ IPCamRecord, you can
change another one. For MAC OS, the manual recording path is: / IPCamRecord.

4.6.2 Alarm Record

Save Refresh
Enable Pre-Record [&]
Pre-recorded Time |55 v
Alarm Record Time |30s w
Figure 4.64
4.6.3 Local Alarm Record
This page you can enable the local alarm record and Local Alarm record time.
Saye Refresh
wWhether to open the PC sound alarm | |No -
Enable Local Alarm Ree nrd
Local Alarm Record Time |30s v

When the PC sound alarm is enabled, the PC will make a sound only in Live Video page while the |PC detected an alarm
Figure 4.65
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4.6.4 Record Schedule

When the video is selected as FTP, the device supports scheduled recording.

Storage Location

Recording Location |FTP =1l
LocalRecording Location | ¢ \IPCamRecord [ Browse |
Figure 4.66
Scheduled Recording To FTP
4 Save Refresh

Enable Scheduled Recording |7

Stream Main stream _ﬂ
&) Edit Scheduled Recording

Al 00 01 /02/03(04/05 06 07 08[0370/11/12/13|%4[15/16 1718 192021 22 ' 23
MON | |

mE .....
“JED ...........
THU

FRI

SAT |
SUN |

Figure 4.67

When the video is selected as SD card, the device supports pumping frame recording.

Storage Location

S0 card B
Recording Location
IT22MBI/T.4GB

Local Recording Location ¢ IPCamRecord

Figure 4.68
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Scheduled Recording To SD Card
Save Refrash

Enable Scheduled Recording 7

Enable Long-time recording No [=]

Record frame

Record full strategy Cover .'__1_;]
Audio Record Mo (=
Stream Main stream vI

Edit Scheduled Recording

Al
MON
TUE
WED
THU

FRI

DOF01 |02 0304 05 /06|07 [08] 03 101t 12113 [ 14|15 18] 17 (18] 19 P 21 [ 22|23

Figure 4.69

Record frame: There are six frame selections, such as 1/30, 4/30, 8/30, 15/30, 24/30, 30/30. Recommended
default is 4/30. The greater the Frame rate is, the sharper picture quality is, and the greater of storage space is,
the shorter the storage time is.

Record full strategy: When the SD card is full, you can choose to cover the previous recording, or stop
recording.

Audio Record: You can choose "yes" or "no".

NOTES:

® Scheduled recording only supports video saved to the SD card or FTP server. (FI9818w and FI9808P
have not SD card.)

® The schedule recording will stop while alarm recording is beginning ,and it will continue automatically after
alarm recording end.

® You can refer to "alarm schedule." in " 4.5 Alarm" about editing the time of recording Schedule.

4.6.5 SD Card Management

This camera supports SD Card and the max size of SD card must be under 32G.
When you plug in the SD card during the camera work process, please reboot the camera again, or else the
SD Card may be cannot work well.
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Go to the Settings—> Status—>Device Status page, you can see the SD card status.

Refresh
Alarm Status Digabled
Record Status Mat Recording
S0 Card Status SO card
S0 Card Free Space L0G
50 Card Total Space 736
NTF Stafus Disablad
DONS Status Failed
LPnF Siatus [e=abled
WIFi Status MNat connecied
IR LED Stahis I

Figure 4.70

The default storage path of alarm record files is SD card, when the available size of SD card is less than 256M,
the old record files will be deleted automatically.
NOTE: FI9818W and FI9808P haven’t SD card.

4.7 PTZ

This page will allow you to change the pan/tilt speed and do cruise tracks settings.

4.7.1 Pan & Tilt Speed

There are five Pt speed types: very fast, fast, normal, slow and very slowly. Select the desired PTZ speed type
and click save button.

Save Refrash

PTZ speed Morrmal -

Figure 4.71

4.7.2 Cruise Settings

This section explains how to add/ delete/ alter one cruise track.
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Cruise Settings

Refresh
Cruise Mode Cruise time =]
Cruise time 15 Minute =
Save
Cruise Tracks Vertical [=] Add | Deksts Save |
Preset point Crulse track
Preset paint Drwell time:

Tophiost Tophiost 0 Sec
Boftomiiost Bottomiiost 0 Sec
LMo
Righthsost I

I

I

I

Figure 4.72

Setting the Cruise Mode

There are two cruise mode: Cruise time and Cruise Loops.

Cruise time: Select Cruise time from Cruise Mode dropdown, then you can set the Cruise time of the
camera.

Cruise Loops:Select Cruise Loops from Cruise Mode dropdown, you can set the Cruise Loops of the
camera.

Click Save to take effect.

Cruise Mode Cruise time -
Cruise time 15 Minute -]
Save
Cruise Mode O B
Cruise Loops oS
Save |
Figure 4.73

Manage the Cruise Track

There are two default cruise tracks: Vertical and Horizontal.
Vertical: The camera will rotate from up to down
Horizontal: The camera will rotate form left to right.

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168

70



www.foscam.com

Add: Add one cruise track, then click save button.
Delete: Select one cruise track and delete it.
Save: After you modify the Dwell time, you should click Save button to take effect.

Example

How to do add cruise tracks ?

Firstly, Click Add button and enter a descriptive name to identify the cruise track.
Secondly: On the lower left of the page, you can see all preset points you have added. Select one preset point

and click Add button, you can see the preset point has been added to the cruise track on the cruise track page.
You need to add two or more preset points to the cruise track.

Cruise Settings

Cruise Mode Cruise time |:g
Cruise time 15 Minute E

I test l oK Cancel
Cruise Tracks

The maximum length ufné&e 5 20, supports English, numbers, letlers and symbols -

The new added track name. | cq jrack

Preset point
Freset point Drwell time
Tophost Bottomiost 1 Sec
Bottomiost
Righitiost Add
\Jehete | Here you can see the preset point
1 Select one preset point. 2 Click Add button. has been added to one track. And
you can set the stay time.
Down |
Figure 4.74

Thirdly: Click OK button and the cruise track will take effect.
You can add other cruise track as the same method.
For example: | have added three preset points to the “track 17, that means : When | select the “track 1” on the

surveillance window, the camera moves as the following track: upright then Right Most last downleft.
You can add preset on the left of the surveillance window.
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=
: N
A
v
Giuise_ J
el . | Add the preset.
Illﬂl.
IRLED Lights |
Color Adjustment )
Figure 4.75
S track1 oK | Cancel
Crutse Trac
The maamim length of name & 20, stippods English, numbers, letters and symbols_ -
Presel point = Cruse frack
i J Preset point Drwell fime
Tophiost uptight 1 Sec
Bottomtost Rightiost
LeMhiost
P Delete |
downe
Up | The cruise tracks have added to
| the “track 1”.
Daown
Figure 4.76

After add the cruise track, back to the surveillance window, click Cruise, her you can see all cruise tracks you
have added.

After add the cruise track, back to the surveillance window, click Cruise, her you can see all cruise tracks you
have added.
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O Loves | O semns [ P 8 Indoor PaniTilt IP Camera

Figure 4.77

There are other buttons between the Preset points and Cruise track, you can use these buttons to adjust the
order of preset points or add/delete one preset points in one cruise track.

Presel point Cruisa frack
Preset point Dwell nme
Tophost uprght 15ec
Botlomiost Righiiiost 15ec
Leftost | cowner  csec
Righthiost Add |
P Delete |
Up |
Down |
Figure 4.78

Add: Select one preset points and add it to the selected cruise track.
Delete: Select one preset points you have added to one cruise track, click delete.
Move up/ down: Select one cruise track, adjust the order of preset points in one cruise track.

Attention:
Considering the life time and thermal issue of the motor, it's not recommend to do long-time cruise.

4.7.3 Start-Up Options

Here section will allow you to set the stop position after the camera reboots.

It supports three modes: No self test, Goto home position and Goto preset point.

No self test: When rebooting, the camera will not pan / tilt.

Goto home position: When rebooting, the camera will pa Providing Central Management Software to
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manage or monitor multi-cameras n / tilt and stops at center.
Goto Preset point: Select one preset position and save it. When rebooting, the camera will pan/ tilt and stops
at the preset position you have set.

Start-Up Options
Save Rafrash

Start-Up Option o To Home Position hd
Figure 4.79

4.8 Firewall

This section explains how to control the access permission by checking the client PC’s IP addresses. It is
composed of the following columns: Block access from these IP addresses and Only allow access from
these IP addresses.

Save Refrash

Enable Firewsll [=]
[P Fitering Block access from these |P addresses bt

Block sccess from these IP addresses

Oinly aliow access fram these IP addresses
IP Address #1
IP Address #2
IP Address 43
IP Address #4
|P Addreze 46
IP Address #6
|P Address &

|P Address 7

Figure 4.80

Enable firewall, If you select Only allow access from these IP addresses and fill in 8 IP addresses at most, only
those clients whose IP addresses listed in the Only allow access from these IP addresses can access the
Network Camera. If you select Block access from these IP addresses, only those clients whose IP
addresses are in the IP list cannot access the Network Camera.

Click Save to take effect.

4.9 System

In this panel, you can backup/restore your camera settings, upgrade the firmware to the latest version, restore
the camera to default settings and reboot the device.
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4.9.1 Back-up& Restore

Click Backup to save all the parameters you have set. These parameters will be stored in a bin file for future
use.

Click Browse and select the parameters file you have stored, then click Submit to restore the restore the
parameters.

Backup is used to save your current settings. it is recommended to backup your configuration before modifying or

uparading finrmaare

Settings can be restorad by uploading the backup file.

Path: Submit

Mote:

1. &l current settings will be lost when imparting a configuration file, If an incorrect file i loaded, the camera may stop
weorking comectly,

2. Keep the power on during this process, or you may damage your camera. Your camera will reboot automatically once

restaration 1s completed

Figure 4.81

4.9.2 System Upgrade

Your current firmware version will be displayed on your screen. You may go to the Status> Device
Information Page to check for the latest firmware versions available.

Click Browse, choose the correct bin file and then click System upgrade. Make sure you have unplugged the
SD card.

Don’t shut down the power during upgrade. After upgrading, you can see the upgrade result.

[ Brovse... | System Upgrade

Upgrade Result

Figure 4.82

Upgrade Firmware by IP Camera Tool

Double click the IP Camera Tool shot icon o, select the Camera IP that you want to upgrade the

firmware. Then select Upgrade Firmware and enter the username and password, choose the firmware file, and
upgrade.
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£ IP Camera Tool

CamsTa name IP Address Device ID Device type
YT ... Properties

Wetwork Canfi!uratiun

Refresh Camera List
Flush Arp Buffer
ahout TP Camera Tool

Figure 4.83

ce ID Device type

IPCAM Upgrade Fi...

=

F26E4DBASS

H

an
N prics Enter the User name
Pazsword | and password

Uperade Web UT |

14 |

Hote! After firmware upgrade the
device will aswtematically vestart.

Figure 4.84

CAUTION: If your camera works well with the current firmware, we recommend not upgrading. Please don'’t
upgrade the firmware unnecessarily. Your camera may be damaged if misconfigured during an upgrade.

NOTE:
Before upgrade the firmware, please unplug the SD card and reboot the camera, don’t upgrade the firmware in
WAN through the web UlI, or else the upgrade process may be failed.

Please ensure you have download the correct firmware package for your camera before upgrading. Read the
upgrade documentation (readme.txt file) in the upgrade package before you upgrade.

Upon downloading the firmware check the sizes of the  bin files. They must match the size in the readme.ixt
file. If not, please download the firmware again until the sizes are the same. Your camera will not function
correctly if a corrupt .bin file is used.

Normally, only Device WEB Ul need to be upgrade, please do not try to upgrade the Device System Firmware.
1) Never shut down the power of the camera during upgrade until the IP camera restart and get connected.

2) After upgrade successfully, please uninstall the old plugin and re-install it, then reset the camera to the
default factory settings before using the camera.
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4.9.3 Factory Reset

Click All reset and all parameters will return to factory settings if selected. This is similar to press the Reset
button on the bottom of the camera.

Faciary Reset Click thes hutian to hard resel tha camera 10 ils delsull faciory sellmgs

Figure 4.85

4.9.4 Reboot

Click Reboot System to reboot the camera. This is similar to unplugging the power to the camera.

Hetipat Click thig buiton ta rebhedl your camera

Figure 4.86

5 Playback

On this page you can view the record files stored in the SD card.

F:@SEAM (:} Love ‘ideq O Gettngs T Pt LI'H:I'D-Dl PﬂFIJITi“ Ip ci!"lf‘l’ﬂ
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Section 1 Define the Record files time and Type

Directory | =0 card : The storage path of record files

Time . All records ™. pore supports three types: current day, current month and All records. Another way,

select the time on the time&date manually.
4 2012 . 9 | 3

S M T W T F 5

1
2 3 4 5 6 T 8

o 0 11 12 12 14 15
16 17 12 19 20 24 22
23 24 25 26 27 28 28
30

Thursd ay
2012-9-27

Type Allrecords ™[ The type of records files, Here supports two typs: Normal record, Alarm record and

All records.

: Click this button to search all record files satisfy the conditions you selected.

Section 2 Search record files

On this panel you can see all record files satisfy the conditions you set.

Section 3 Play/Stop/Audio/Full screen buttons

Please select one record file before use these buttons.

@ Click this button to play the record files

[_OJ Click this button to stop the record files

—

L@J Open or stop audio

@] Click this button to make full screen, and double click left mouse to exit full screen.

NOTE FI9818W and FI9808P don’t support this function.
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6 APPENDIX

6.1 Frequently Asked Questions

NOTE: Any questions you would meet, please check Network connections firstly. Check the working status
revealed by the indicators on the network server, hub, exchange and network card. If abnormal, check the
network connections.

6.1.1 How to download and installl the ActiveX for Firefox users

For the first time login the camera, it may prompt you to download plugin.

Click here to download
the plugin.

| admin

Username

Password

Stream

|hr1ain stream

Language | English ~

Figure 6.1

Drag the download file to Firefox web page and it will prompt you to Install it.
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Software Installation

I‘ Install add-ons only from authors whom you trust.

Maficots softears can damags pour computer of vidlsbs your prvecy,

Vi hawe asked to install the Follewng kem:

nplpcam  (Suthor oot secdie]
Fiber] 1 MDocumenbs Ve Tand T 05 ettings fhuangH) De-tbon plugine. «pi

Click Install Now.

() =Tl

Figure 6.2

Reboot the Firefox after the plugin installation is successfully completely, then relogin the camera again, you
can see the surveillance window

NOTE: If you could not view living video after running the ActiveX, only a red cross n in the center of the
video or just a black screen. Please change another port number to try.

Make sure all firewall or antivirus software on your computer does not block the active download and
installation. If you are unable to run the ActiveX control, try shutting down the firewall or antivirus program.

6.1.2 How to download and install the ActiveX for Google Chrome users ?

For the first time login the camera, it will prompt you to download the ActiveX..
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Figure 6.3

Download the plugin and drag it to the Extensions page of Google Chrome.

Figure 6.4

Click Add button to install the Plugins.
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Figure 6.5

Reboot the browser and relogin the camera, you will see the surveillance window.

6.1.3 | have forgotten the administrator password

To reset the administrator username and password, press and hold down the RESET BUTTON for 5 seconds.
Upon releasing the reset button, wait for 20 seconds, the camera will reboot and the username and password
will return to the factory default administrator username and password. Please power on the camera before
reset

Default administrator username: admin

Default administrator password: No password

6.1.4 Camera can not record when | click Record button or | can’t change the

manually record path

When you use Windows7 or Vista, you may be not able to do manually record or change the record path
because of the security settings of computer.

There are two ways to resolve this problem:

Please add the camera as a trusted site to resolve this issue. The steps are

IE browser->Tool->Internet Properties—> Security-> Trusted sites—> Sites>Add

Open IE browser, then right click, select “Run as administrator”

6.1.5 Subnet doesn’t match

Check whether your ipcamera in the same subnet of your computer. The step is Control Panel->Network
Connections>Dbclick Local Area Connections - Choose General->Properties.Check subnet mask, IP
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address and gateways. When you set IP address please make sure they are in the same subnet. Otherwise
you can't access camera.

6.1.6 No Pictures Problems

The video streaming is transmitted by the ActiveX controller. If ActiveX controller isn’t installed correctly you will
see no video image. You can resolve this problem by this way:

Download ActiveX controller and set the safety property of IE in the PC when you view it first time: IE
browser->Tool->Internet Proper->Security>Custom Level>ActiveX control and Plug-ins. Three options of
front should be set to be “Enable”, The ActiveX programs read by the computer will be stored. As follows:
Enable: Download unsigned ActiveX controls

Enable: Initialize and script ActiveX controls not marked as safe

Enable: Run ActiveX controls and plug-ins
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Figure 6.6

If you allow the ActiveX running, but still could not see living video. Please change another port number to try.
Don’t use port 88.

Save Refresh
HTTP Port B
HTTPS Port 443
ONVIF Port BE3

Figure 6.7
NOTE: Make sure that your firewall or anti-virus software does not block the camera or ActiveX. If you could
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not see video, please shut down firewall or anti-virus software to try again.

6.1.7 Can’t access IP camera in internet

There are some reasons:

1 ActiveX controller is not installed correctly

2 The port which camera used is blocked by Firewall or Anti-virus software. Please change another port
number and try again.

3 Port forwarding is not successful

Check these settings and make sure they are correct.

6.1.8 UPnP always failed

UPNP only contains port forwarding in our recent software. Sometimes, it may be failed to do port forwarding
automatically because of firewall or anti-virus software. It also has much relation with router’s security settings.
So we recommend you do port forwarding manually. You can view your camera in internet successfully after
you do port forwarding manually in your router (Figure 4.30).

6.1.9 Camera can not connect wireless

If your camera could not connect wireless after you set wireless settings and plug out the cable. Please check
whether your settings are correct or not.

Normally, camera can’t connect wireless mainly because of wrong settings.

Make sure broadcast your SSID; use the same encryption for router and camera.

6.1.10 Can’t see other cameras listed in multi-device when using remote access

If you want to view all the cameras via the WAN, verify that each camera added in the multi-device settings can
be accessed by using the DDNS name and port number. Use the DDNS domain name not the camera’s LAN
IP. (For more details see: How to add cameras in WAN)

6.2 Default Parameters

Default network Parameters

IP address: obtain dynamically

Subnet mask: obtain dynamically

Gateway: obtain dynamically

DDNS: Embedded FOSCAM domain name

Username and password

Default admin username: admin with a blank password
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6.3 Specifications

ITEMS

FI9831EP

Sensor

High Definition Color CMOS Sensor

Image Sensor | Display Resolution

1280 x 720 (1Megapixel)

Min. lllumination

0 Lux (With IR llluminator)

Lens Type Glass Lens
Lens focal length f:2.8mm

Aperture F:2.4

Angle of View 70°

Image Compression H.264

Image Frame Rate

30fps maxmium, downward adjustable

Resolution 720P(1280 x 720), VGA(640 x 480), VGA(640 x 360),
QVGA(320 x 240), QVGA(320 x 180)
Stream dual stream
Video
Image adjustment The hue, brightness, contrast, saturation, sharpness are
adjustable
Flip image flip and mirror
Infrared mode Automatic or manual
Pan/Tilt Angle Horizontal:300° & Vertical: 120°
Night visibility 11pcs IR-LEDs, night vision range up to 8 metres
Input/Output Supports two-way audio
Built-in Mic & Speaker
Audio 3.5mm audio jack for external Mic & Speaker
Audio Compression PCM/G.726
Ethernet One 10/100Mbps RJ45 port
Network Remote Access P2P, DDNS
Network Protocol IP, TCP, UDP, HTTP, HTTPS, SMTP, FTP, DHCP, DDNS, UPnP,
RTSP, ONVIF
Operating System Microsoft Windows 2000/XP, Vista, 7, 8;
Mac OS
System iOS Android

Requirements Browser

Microsoft IE7 and above version or compatible browser;
Mozilla Firefox;

Google Chrome;

Apple Safari.

Motion Detection

Alarm via E-Mail, upload alarm snapshot to FTP

Privacy Zone

Set privacy zone manually

Other Features | User Accounts

Three levels user role

Firewall

Supports IP Filtering

Storage

SD card and local storage

Shenzhen Foscam Intelligent Technology Co., Limited

Tel: 86 755 2674 5668 Fax: 86 755 2674 5168




www.foscam.com

Reset Reset button is available
Power Supply PoE, DC 5V/2.0A
Power Power Consumption | 8.0 Watts (Max.)
Dimension(LxWxH) 117(L)*114(W)*129(H) mm
Physical Gross Weight 680g
Net Weight 350g
Operate Temper. 0° ~40°C (32°F ~ 104°F)
Operating Humidity | 20% ~ 85% non-condensing
Environment  "ei0rage Temper. -10°C ~ 60° (14°F ~ 140°F)
Storage Humidity 0% ~ 90% non-condensing
Certification CE, FCC, RoHS
Warranty Limited 2-year warranty

Attention: Power adapter should be used between 0 -40 , and 5%-90% relative humidity.

6.4 CE & FCC

Electromagnetic Compatibility (EMC)
FCC Statement

Any Changes or modifications not expressly approved by the party responsible for compliance could void the
user's authority to operate the equipment.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
This device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

CE Mark Warning

Ce

This is a Class B product. In a domestic environment, this product may cause radio interference, in which case
the user may be required to take adequate measures.

6.5 WARRANTY

ShenZhen FOSCAM Intelligent Technology Limited.("FOSCAM") values your business and always attempts to
provide you the very best of service.

No limited hardware warranty is provided by FOSCAM unless your FOSCAM product ("product") was
purchased from an authorized distributor or authorized reseller. Distributors may sell products to resellers who
then sell products to end users. No warranty service is provided unless the product is returned to an authorized

Shenzhen Foscam Intelligent Technology Co., Limited
Tel: 86 755 2674 5668 Fax: 86 755 2674 5168 86



www.foscam.com

return center in the region where the product was first shipped by FOSCAM or to the point-of-purchase, which
may have regional specific warranty implications.

If you purchase your FOSCAM product from online store, please contact the point-of-purchase and ask
for return/replacement/repair service.

Hardware Warranty Information

FOSCAM provide 2-year limited warranty for naked product and 6-month limited warranty for accessories.

Limited Hardware Warranty

FOSCAM products are warranted to be free from manufacturing defects in materials and workmanship
starting from the shipping date of FOSCAM.

This limited hardware warranty does not cover:

Software, including the software added to the products through our factory-integration system, software
that included in the CD,etc.

Usage that is not in accordance with product instructions.

Failure to follow the product instructions.

Abuse firmware upgrade without the authorized technician’s guidance.

Normal wear and tear.

Return Procedures

Please read FOSCAM warranty policy & policy of your reseller first before sending items back to
point-of-purchase.

Customer must first contact point-of-purchase to obtain a Return Merchandise Authorization (RMA)
number before returning the product. If the product you received is suspected to be defective and the
product warranty has not expired, The RMA number will allow your reseller to track your return much
easier and help them expedite processing your request.

After receiving your RMA case number, pack the item(s) very well with the original box and all the original
accessories included such as power adapters, brackets, cables, manuals, and driver CD disks.

Write your RMA number and the return reason (the problem of the product) on the warranty card along
with the complete package to send them back.

Replacement Services

If customers ask for replacement service, please contact point-of-purchase and follow their policy.
Our technicians will inspect all items returned for replacement requests. If the retuned product is found in
working order, we will return the same item received. However customers shall be responsible for all
shipping & handling charges incurred for getting the units back to customers.

If returned products are found defective, we will replace the product and assume the shipping cost for
sending back the replacement unit to customers.

If for any reason, we are unable to provide a replacement of the original returned item(s). You will have a
choice for a “Substitute” item at the same equal value.

We do not provide exchange and replacement due to normal hardware upgrade according the market
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after 14 days after the product is delivered.

Our technicians will test the product before send out the replacement, any other demand for more than
two times replacement for the same product during replacement limit will be rejected.

Replaced products are warranted from the balance of the former warranty period.

Warranty Forfeiture

Warranty is void if purchase from unauthorized distributor or reseller.

Warranty is void if trade-mark, serial tags, product stickers have been removed, altered or tampered with.
Warranty is void for mishandling, improper use, or defacing the product.

Abuse firmware upgrade without the authorized technician’s guidance.

Warranty is void for physical damage, altered, either internally or externally, improper or inadequate
packaging when returned for RMA purposes.

Warranty is void if damage has resulted from accident, dismantle, abuse, or service or modification by
someone other than the appointed vendor, souse, fission or the spare part has been over the period of
warranty.

Warranty is void if product is damaged due to improper working environment or operation. (For example,
improper temperature, humidity, unusual physical or electrical stress or interference, failure or fluctuation
of electrical power, static electricity, using wrong power adapter, etc.)

Warranty is void if damaged by the use of parts not manufactured or sold by FOSCAM.

Damage caused by improper installation of third-party products.

Warranty is void if damaged for irresistible cause, such as earthquake, fire, lightning, flood, etc.

Product beyond limited warranty.

Shipping Fee

If products are defective or damaged under normal use or operation in the replacement limit, distributors
or resellers are responsible for the shipping cost the product back to customers, customers should
assume the shipping cost send the product to the point-of-purchase.

During replacement limit, if customers ask for replacement due to the product does not fit for customer’s
personal expectation, customers should responsible for both shipping fee.

Customers shall be responsible for both shipping fee if their product beyond the replacement limit but still
in warranty limit.

Repair Service Out Of Warranty

FOSCAM provide extra repair service for product that out of warranty, it is chargeable. The total fee
contains device cost and service fee. Device cost (including accessories) is the standard uniform price
provide by FOSCAM.

Different region may have different service fee, please contact the point-of-purchase to confirm that before
you ask for this service.

Our technicians will quote the total price after detect the product, If customers refused to repair after the
quotation, customers need pay for the test fee, $3.5/hour. If agree with the quotation, test will be free.
Repaired product out of warranty will obtains 3-month warranty from the date of the product back to
customers.
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Limitation of Liability

FOSCAM is not responsible for other extra warranty or commitment promised by resellers, if your reseller
promised some extra commitment or warranty; please ask for written documents to protect your rights and
interests.

FOSCAM does not offer refunds under any circumstances. Please contact the point-of-purchase and
follow their refund/return policy.

FOSCAM shall not be liable under any circumstances for any consequential, incidental, special or
exemplary damages arising out of or in any connection with this agreement or the products, including but
not limited to lost profits, or any claim based on indemnity or contribution, or the failure of any limited or
exclusive remedy to achieve its essential purpose or otherwise. Purchaser's exclusive remedy, as against
FOSCAM, shall be the repair or replacement of defective parts. If FOSCAM lists a product on its website
specification in error or that is no longer available for any reason, FOSCAM reserves the right to explain it
without incurring any liability.

All rights reserved. FOSCAM and the FOSCAM logo are trademarks of ShenZhen FOSCAM
Intelligent Technology Limited., registered in the U.S. and other countries.

7 OBTAINING TECHNICAL SUPPORT

While we hope your experience with the IPCAM network camera is enjoyable and easy to use, you may
experience some issues or have questions that this User’'s Guide has not answered.

If you have problem with FOSCAM IP camera, please first contact FOSCAM reseller for solving the problems.
If our reseller cannot provide service, please contact our service department: tech@foscam.com
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