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A

Important Notice on Product Safety

Elevated voltages are inevitably present at specific points in this electrical equipment. Some of the
parts may also have elevated operating temperatures.

Non-observance of these conditions and the safety instructions can result in personal injury or in
property damage.

Therefore, only trained and qualified personnel may install and maintain the system.

The system complies with the standard EN 60950-1 / IEC 60950-1. All equipment connected has to
comply with the applicable safety standards.

The same text in German:
Wichtiger Hinweis zur Produktsicherheit

In elektrischen Anlagen stehen zwangslaufig bestimmte Teile der Gerate unter Spannung. Einige
Teile kdnnen auch eine hohe Betriebstemperatur aufweisen.

Eine Nichtbeachtung dieser Situation und der Warnungshinweise kann zu Koérperverletzungen und
Sachschaden flhren.

Deshalb wird vorausgesetzt, dass nur geschultes und qualifiziertes Personal die Anlagen installiert
und wartet.

Das System entspricht den Anforderungen der EN 60950-1 / IEC 60950-1. Angeschlossene Gerate
mussen die zutreffenden Sicherheitsbestimmungen erfillen.

Trademarks:

All designations used in this document can be trademarks, the use of which by third parties for their
own purposes could violate the rights of their owners.

Copyright (C) Siemens AG 2005-2006.

Issued by the Communications Group
HofmannstralRe 51
D-81359 Minchen

Technical modifications possible.
Technical specifications and features are binding only insofar as
they are specifically and expressly agreed upon in a written contract.
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Reason for Update

Summary: System software upgrade added

Details:

Chapter/Section

Reason for Update

1

System software upgrade added

Issue History

Issue

Date of Issue

Reason for Update

Number
01 07/2006 Initial release
02 08/2006 System software upgrade added
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1 Introduction

1.1 Audience

This manual is intended for SURPASS hiD 6615 S223/S323 single-board Fast Ethernet
switch operators and maintenance personnel for providers of Ethernet services. This
manual assumes that you are familiar with the following:

20

1.2

* Ethernet networking technology and standards
* Internet topologies and protocols
* Usage and functions of graphical user interfaces.

Document Structure

Tab. 1.1 briefly describes the structure of this document.

Chapter

Description

1 Introduction

Introduces the overall information of the document.

2 System Overview

Introduces the hiD 6615 S223/S323 system. It also lists the features
of the system.

3 Command Line Interface (CLI)

Describes how to use the Command Line Interface (CLI).

4 System Connection and IP Address

Describes how to manage the system account and IP address.

5 Port Configuration

Describes how to configure the Ethernet ports.

6 System Environment

Describes how to configure the system environment and manage-
ment functions.

7 Network Management

Describes how to configure the network management functions.

8 System Main Functions

Describes how to configure the system main functions.

9 IP Multicast.

Describes how to configure the IP multicast packets.

10 IP Routing Protocol.

Describes how to configure IP routing protocol.

12 Abbreviations

Lists all abbreviations and acronyms which appear in this docu-
ment.

Tab. 1.1

Overview of Chapters
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1.3

1.4

1.5

Document Convention

This guide uses the following conventions to convey instructions and information.

Information

This information symbol provides useful information when using commands to configure
and means reader take note. Notes contain helpful suggestions or references.

Warning

This warning symbol means danger. You are in a situation that could cause bodily injury
or broke the equipment. Before you work on any equipment, be aware of the hazards in-
volved with electrical circuitry and be familiar with standard practices for preventing acci-
dents by making quick guide based on this guide.

Document Notation

The following table shows commands used in guide book. Please be aware of each
command to use them correctly.

Notation Description
a Commands you should use as is.
NAME, PROFILE, VALUE, ... Variables for which you supply values.
PORTS For entry this variable, see Section 5.1.
Commands or variables that appear within square brackets [ ] are
L] optional.
<> Range of number that you can use.

A choice of required keywords appears in braces { }. You must se-

{}

lect one.

| Optional variables are separated by vertical bars |.

Tab. 1.2 Command Notation of Guide Book

CE Declaration of Conformity

The CE declaration of the product will be fulfilled if the construction and cabling is under-
taken in accordance with the manual and the documents listed there in, e.g. mounting in-
structions, cable lists where necessary account should be taken of project-specific docu-
ments.

Deviations from the specifications or unstipulated changes during construction, e.g. the
use of cable types with lower screening values can lead to violation of the CE require-
ments. In such case the conformity declaration is invalidated and the responsibility
passes to those who have caused the deviations.
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1.6

GPL/LGPL Warranty and Liability Exclusion

The Siemens product, SURPASS hiD 6615, contains both proprietary software and “Open
Source Software”. The Open Source Software is licensed to you at no charge under the
GNU General Public License (GPL) and the GNU Lesser General Public License (LGPL).
This Open Source Software was written by third parties and enjoys copyright protection.
You are entitled to use this Open Source Software under the conditions set out in the GPL
and LGPL licenses indicated above. In the event of conflicts between Siemens license
conditions and the GPL or LGPL license conditions, the GPL and LGPL conditions shall
prevail with respect to the Open Source portions of the software.

The GPL can be found under the following URL:
http://www.gnu.org/copyleft/gpl.html

The LGPL can be found under the following URL:
http://www.gnu.org/copyleft/Igpl.html

In addition, if the source code to the Open Source Software has not been delivered with
this product, you may obtain the source code (including the related copyright notices) by
sending your request to the following e-mail address: opensrc@dasannetworks.com You
will, however, be required to reimburse Siemens for its costs of postage and copying.

Any source code request made by you must be sent within 3 years of your purchase of
the product. Please include a copy of your sales receipt when submitting your request.
Also please include the exact name and number of the device and the version number of
the installed software.

The use of Open Source Software contained in this product in any manner other than the
simple running of the program occurs at your own risk, that is, without any warranty
claims against Siemens. For more information about the warranties provided by the au-
thors of the Open Source Software contained in this product, please consult the GPL and
LGPL.

You have no warranty claims against Siemens when a defect in the product is or could-
have been caused by changes made by you in any part of the software or its configura-
tion. In addition, you have no warranty claims against Siemens when the Open Source
Software infringes the intellectual property rights of a third party.

Siemens provides no technical support for either the software or the Open Source Soft-
ware contained therein if either has been changed.

A50010-Y3-C150-2-7619


mailto:opensrc@dasannetworks.com

User Manual UMN:CLI
SURPASS hiD 6615 S223/S323 R1.5

2 System Overview

SURPASS hiD 6615 L3 switch is typical Layer 3 switch intended to construct large-scale
network, which provides aggregated function of upgraded LAN network consisted of typi-
cal Ethernet switch. Layer 3 switch can connect to PC, web server, LAN equip-ment,
backbone equipment, or another switch through various interfaces.

SURPASS hiD 6615 L3 switch supports routing based on VLAN, IP multicasting, and pro-
vides Layer 3 switching service such as IP packet filtering or DHCP.

The Fig. 2.1 shows network construction with using hiD 6615 S223/S323.

|
* *

hiD 6615 hiD 6615

Switch Switch

Fig. 2.1 Network Structure with hiD 6615 $S223/S323
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2.1

System Features

Main features of hiD 6615 S223/S323, having Fast Ethernet switch and Layer 3 switching
function which supports both Ethernet switching and IP routing, are follow.

Routing functionalities such as RIP, OSPF, BGP and PIM-SM are only available for hiD
6615 S323. (Unavailable for hiD 6615 S223)

VLAN

Virtual Local Area Network (VLAN) is made by dividing one network into several logical
networks. Packet can not be transmitted and received between different VLANs. There-
fore it can prevent unnecessary packets accumulating and strengthen security. The hiD
6615 S223/S323 recognizes 802.1q tagged frame and supports maximum 4096 VLANs
and Port based, Protocol based, MAC based VLANSs.

Quality of Service (QoS)

For the hiD 6615 S223/S323, QoS-based forwarding sorts traffic into a number of classes
and marks the packets accordingly. Thus, different quality of service is providing to each
class, which the packets belong to. The QoS capabilities enable network managers to
protect mission-critical applications and support differentiated level of bandwidth for man-
aging traffic congestion. The hiD 6615 S223/S323 support ingress and egress (shaping)
rate limiting, and different scheduling type such as SP (Strict Priority), WRR (Weighted
Round Robin) and WFQ (Weighted Fair Queuing).

Multicasting

Because broadcasting in a LAN is restricted if possible, multicasting could be used in-
stead of broadcasting by forwarding multicast packets only to the member hosts who
joined multicast group. The hiD 6615 S223/S323 provides IGMP V2, IGMP snooping and
PIM-SM for host membership management and multicast routing.

SNMP

Simple Network Management Protocol (SNMP) is to manage Network Elements using
TCP/IP protocol. The hiD 6615 S223/S323 supports SNMP version 1, 2, 3 and Remote
Monitoring (RMON). Network operator can use MIB also to monitor and manage the hiD
6615 S223/S323.

IP Routing

The hiD 6615 S323 is Layer 3 switch, which has routing table and IP address as router.
Therefore, it supports static routing, RIP v1/v2, OSPF v2 and BGP v4 for unicast routing.
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DHCP

The hiD 6615 S223/S323 supports DHCP (Dynamic Host Control Protocol) Server that
automatically assigns IP address to clients accessed to network. That means it has IP
address pool, and operator can effectively utilize limited IP source by leasing temporary
IP address. In layer 3 network, DHCP request packet can be sent to DHCP server via
DHCP relay and Option 82 function.

Spanning Tree Protocol (STP)

To prevent loop and preserve backup route in layer 2 network, the hiD 6615 $S223/S323
supports STP (802.1D). Between STP enabled switches, a root bridge is automatically
selected and the network remains in tree topology. But the recovery time in STP is very
slow (about 30 seconds), RSTP (Rapid Spanning Tree Protocol) is also provided. IEEE
802.1W defines the recovery time as 2 seconds. If there is only one VLAN in the network,
traditional STP works. However, in more than one VLAN network, STP cannot work per
VLAN. To avoid this problem, the hiD 6615 S223/S323 supports Multiple Spanning Tree
Protocol (MSTP).

Link Aggregation (Trunking)

The hiD 6615 S223/S323 aggregates several physical interfaces into one logical port
(aggregate port). Port trunk aggregates interfaces with the standard of same speed, same
duplex mode, and same VLAN ID. According to IEEE 802.3ad, the hiD 6615 S223/S323
can configure maximum 8 aggregate ports and up to 12 trunk groups.

LACP

The hiD 6615 S223/S323 supports Link Aggregation Control Protocol (LACP), complying
with IEEE 802.3ad, which aggregates multiple links of equipments to use more enlarged
bandwidth.

System Management based on CLI

It is easy for users who administer system by using telnet or console port to configure the
functions for system operating through CLI. CLI is easy to configure the needed functions
after looking for available commands by help menu different with UNIX.

Broadcast Storm Control

Broadcast storm control is, when too much of broadcast packets are being transmitted to
network, a situation of network timeout because the packets occupy most of transmit ca-
pacity. The hiD 6615 S223/S323 supports broadcast and multicast storm control, which
disuses flooding packet, that exceed the limit during the time configured by user.
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RADIUS and TACACS+

hiD 6615 S223/S323 supports client authentication protocol, that is RADIUS(Remote Au-
thentication Dial-In User Service) and TACACS+(Terminal Access Controller Access Con-
trol System Plus). Not only user IP and password registered in switch but also authentica-
tion through RADIUS server and TACACS+ server are required to access. Therefore, se-
curity of system and network management is strengthened.
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3

3.1

Command Line Interface (CLI)

This chapter describes how to use the Command Line Interface (CLI) which is used to
configure the hiD 6615 S223/S323 system.

«  Command Mode
*  Useful Tips

Command Mode

You can configure and manage the hiD 6615 S223/S323 by console terminal that is in-
stalled on user’s PC. For this, use the CLI-based interface commands. Connect RJ45-to-
DB9 console cable to the hiD 6615 S223/S323.

This chapter explains how CLI command mode is organized before installing. CLI
command mode is consisted as follow:

*  Privileged EXEC View Mode

* Privileged EXEC Enable Mode

* Global Configuration Mode

» Bridge Configuration Mode

* Rule Configuration Mode

» DHCP Configuration Mode

» DHCP Option 82 Configuration Mode
* Interface Configuration Mode

*+ RMON Configuration Mode

* Router Configuration Mode

* VRRP Configuration Mode

*  Route-Map Configuration Mode
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Fig. 3.1 shows hiD 6615 S323 software mode structure briefly.

< User Log-In >

\J
Privilege EXEC View Mode

i

A
Privilege EXEC Enable Mod§

DHCP
Configuration Mode

=)

DHCP Option 82
 / Configuration Mode

Global Configuration Mode
Interface

Configuration Mode

W

\ J Rule
. Configuration Mode
Bridge Mode
RMON

Configuration Mode

PIM
Configuration Mode

Router
Configuration Mode

VRRP
Configuration Mode

Route-Map
Configuration Mode

Fig. 3.1 Software mode structure
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3.1.1

3.1.2

3.1.3

Privileged EXEC View Mode

When you log in to the switch, the CLI will start with Privileged EXEC View mode that is a
read-only mode. In this mode, you can see a system configuration and information with
several commands.

Tab. 3.1 shows main command of Privileged EXEC View mode.

Command Description
enable Opens Privileged EXEC Enable mode.
exit Logs out the switch.
show Shows a system configuration and information.

Tab. 3.1  Main Commands of Privileged EXEC View Mode

Privileged EXEC Enable Mode

To configure the switch, you need to open Privileged EXEC Enable mode with the enable
command, then the system prompt will changes from SWITCH> to SWITCH#.

Command Mode Description

enable View Opens Privileged EXEC Enable mode.

You can set a password to Privileged EXEC Enable mode to enhance security. Once set-
ting a password, you should enter a configured password, when you open Privileged
EXEC Enable mode.

Tab. 3.2 shows main commands of Privileged EXEC Enable mode.

Command Description
clock Inputs time and date in system.
configure terminal Opens Configuration mode.
telnet Connects to another device through telnet.
terminal length Configures the number of lines to be displayed in screen.
traceroute Traces transmission path of packet.
where Finds users accessed to system through telnet.

Tab. 3.2  Main Commands of Privileged EXEC Enable Mode

Global Configuration Mode

In Global Configuration mode, you can configure general functions of the system. You can
also open another configuration mode from this mode.

To open Global Configuration mode, enter the configure terminal command, and then
the system prompt will be changed from SWITCH# to SWITCH(config)#.

Command Mode Description

Opens Global Configuration mode from Privileged

configure terminal Enable
EXEC Enable mode.

A50010-Y3-C150-2-7619 29



UMN:CLI

User Manual
SURPASS hiD 6615 S223/S323 R1.5

30

3.14

Tab. 3.3 shows a couple of important main commands of Global Configuration mode.

Command Description
access-list Configures policy to limit routing information on the standard of AS.
arp Registers IP address and MAC address in ARP table.
bgp Helps BGP configuration.
bridge Opens Bridge Configuration mode.
copy Makes a backup file for the configuration of the switch.
dotlx Configures various functions of 802.1x daemon.
end Closes current mode and returns to User EXEC mode.
exit Closes current mode and returns to previous mode.
hostname Changes host name of the switch.

exec-timeout

Configures auto-logout function.

fan Configures fan operation

interface Opens Interface Configuration mode.

ip Configures various functions of the interface.
passwd Changes a system password.

gos Configures QoS.

restore factory-defaults

Restores the default configuration of the switch.

rmon-alarm

Opens Rmon-alarm configuration mode.

rmon-event

Opens Rmon-event configuration mode.

rmon-history

Opens Rmon-history configuration mode.

route-map Opens Route-map Configuration mode.
router Opens Router Configuration mode.(OSPF. RIP, VRRP, PIM, BGP)
snmp Configures SNMP.
sntp Configures SNTP
syslog Configures syslog.
time-zone Configures time zone.
Tab. 3.3  Main Commands of Global Configuration Mode

Bridge Configuration Mode

In Bridge Configuration mode, you can configure various Layer 2 functions such as VLAN,

STP, LACP, EFM OAM, etc.

To open Bridge Configuration mode, enter the bridge command, then the system prompt
will be changed from SWITCH(config)# to SWITCH(bridge)#.

Command

Mode Description

bridge

Global Opens Bridge Configuration mode.
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Tab. 3.4 shows a couple of main commands of Bridge Configuration mode.

Command Description
auto-reset Configures the system for automatic rebooting
dhcp-server-filter Configures packet filtering of DHCP server.
erp Configures ERP function
lacp Configures LACP function.

Ildp Configures LLDP function

mac Manages MAC address
mac-flood-guard Configures mac-flood-guard.
mirror Configures mirroring function.

oam Configures EFM-OAM protocol
port Sets port configuration

stp Configures Spanning Tree Protocol
trunk Configures trunk-function.

vlan Configures VLAN function.

Tab. 3.4  Main Commands of Bridge Configuration Mode

3.1.5 Rule Configuration Mode

You can open Rule Configuration mode using the command, rule NAME create, on
Global Configuration mode.

If you open Rule Configuration mode, the system prompt is changed from
SWITCH(config)# to SWITCH(config-rule[name])#.

Command Mode Description

rule NAME create Global Opens Rule Configuration mode.

On the Rule Configuration mode, it is possible to configure the condition and operational
method for the packets to which the rule function is applied.

Tab. 3.5 shows a couple of important main commands of Rule Configuration mode.

Command Description
apply Configures rule configuration and applies it to the switch.
mac Configures a packet condition by MAC address.
match Configures an operational condition which meets the packet condition.
port Configures a packet condition by port number.
priority Configures the priority for rule.
vlan Configures VLAN.

Tab. 3.5 Main Commands of Rule Configuration Mode
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3.1.6

3.1.7

DHCP Configuration Mode

To open DHCP Configuration mode, use the command, ip dhcp pool POOL, on Global
Configuration mode as follow. Then the prompt is changed from SWITCH(config)# to
SWITCH(config-dhcp[POOL])#.

Command Mode Description

ip dhcp pool POOL Global Opens DHCP Configuration mode to configure DHCP.

DHCP Configuration mode is to configure range of IP address used in DHCP server,
group in subnet, and default gateway of subnet.

Command Description
default-router Configures a default gateway of subnet.
dns-server Configures DNS server.
range Configures a range of IP address used in DHCP server.
subnet Configures a subnet

Tab. 3.6  Main Commands of DHCP Configuration Mode

DHCP Option 82 Configuration Mode

To open DHCP Option 82 Configuration mode, use the command, ip dhcp option82, on
Global Configuration mode as follow. Then the prompt is changed from SWITCH(config)#
to SWITCH(config-opt82)#.

Command Mode Description
. . Opens DHCP Option 82 Configuration mode for DHCP
ip dhcp option82 Global ) ) .
option 82 configuration.

On DHCP Option 82 Configuration mode, configure a range of IP address used in DHCP
server and designate the group in subnet and configure default gateway of the subnet.
Tab. 3.7 is the main commands of DHCP Option 82 Configuration mode of hiD 6615
S223/S323.

Command Description
policy Configures a rule for option 82 packet.
remote-id Configures a remote ID.
system-remote-id Configures the remote ID of the system.
system-circuit-id Configures the circuit ID of the system.

Tab. 3.7  Main Commands of DHCP Option 82 Configuration Mode
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3.1.8

3.1.9

Interface Configuration Mode

To open Interface Configuration mode, enter the command, interface INTERFACE, on
Global Configuration mode, and then the prompt is changed from SWITCH(config)# to

SWITCH(config-if.

Command

Mode Description

interface INTERFACE

Global Opens Interface Configuration mode.

Interface Configuration mode is to assign IP address in Ethernet interface and to activate

or deactivate interface.

Tab. 3.8 shows a couple of main commands of Interface Configuration mode.

Command Description
bandwidth Configures bandwidth used to make routing information.
description Makes description of interface.
ip Assigns IP address.
shutdown Deactivates interface.
mtu Sets MTU value to interface.
Tab. 3.8  Main Commands of Interface Configuration Mode

RMON Configuration Mode

To open RMON-Alarm Configuration mode, enter rmon-alarm <1-65534>. To open
RMON-Event Configuration mode, input rmon-event <1-65534>. And to open RMON-
History Configuration mode, enter rmon-history <1-65534>.

Tab. 3.9 shows a couple of important main commands of RMON Configuration mode.

Command Description
active Enables each RMON configuration.
community Configures password for trap message transmission right.
description Describes the RMON event.

falling-event

Configures to generate RMON alarm when object is less than config-
ured threshold.

falling-threshold

Defines the falling threshold

owner

Shows the subject, which configures each RMON and uses related
information.

rising-event

Configures to generate RMON alarm when object is more than config-
ured threshold.

requested-buckets

Defines a bucket count for the interval.

Tab. 3.9
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3.1.10 Router Configuration Mode

To open Router Configuration mode, use the following command. The system prompt is
changed from SWITCH(config)# to SWITCH(config-router)#.

Command Mode Description

router IP-PROTOCOL Global Opens Router Configuration mode.

ii Routing functionalities such as RIP, OSPF, BGP, VRRP and PIM-SM are only available for
hiD 6615 S323. (Unavailable for hiD 6615 S223)

According to routing protocol way, Router Configuration mode is divided into BGP, RIP,
and OSPF. They are used to configure each IP routing protocol.

Tab. 3.10 shows a couple of main commands of Router Configuration mode.

Command Description
distance Configures distance value to find better route.
neighbor Configures neighbor router.
network Configures network to operate each routing protocol.
redistribute Registers transmitted routing information to another router’s table.

Tab. 3.10 Main Commands of Router Configuration Mode

3.1.11 VRRP Configuration Mode

To open VRRP Configuration mode, use the following command. The system prompt is
changed from SWITCH(config)# to SWITCH(config-router)#.

Command Mode Description

router vrrp INTERFACE GROUP-

D Global Opens VRRP Configuration mode.

Tab. 3.11 shows a couple of main commands of Router Configuration mode.

Command Description
associate Configures associated IP address same with virtual router.
authentication Configures password of virtual router group.
preempt Activates/deactivates preempt.
track Configures VRRP track.
vip-access Configures the function of accessing associated IP address.
vr-priority Assigns priority to virtual router.
vi-timers Configures advertisement time, which means the interval that master
router distributes its information to another virtual router.

Tab. 3.11 Main Commands of VRRP Configuration Mode
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3.1.12 Route-Map Configuration Mode

To open Route-map Configuration mode, use the following command. The prompt is
changed from SWITCH(config)# to SWITCH(config-route-map)#.

Command

Mode

Description

route-map NAME {permit | deny}
<1-65535>

Global

Opens Route-map Configuration mode.

On Route-map Configuration mode, you can configure the place where information is

from and sent in routing table.

Tab. 3.12 shows a couple of important main commands of Route-map Configuration

mode.
Command Description
match Transmits routing information to specified place.
set Configures router address and distance.

Tab. 3.12 Main Commands of Route-map Configuration Mode
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3.2

3.2.1

Useful Tips

This section provides useful functions for user’s convenience while using CLI commands.
They are as follow.

» Listing Available Commands

e Calling Command History

*  Using Abbreviation

* Using Command of Privileged EXEC Enable Mode

* Exit Current Command Mode

Listing Available Commands

To list available commands, input question mark <?>. When you input the question mark
<?> in each command mode, you can see available commands used in this mode and
variables following after the commands.

The following is the available commands on Privileged EXEC Enable mode of the hiD
6615 S223/S323.

SWITCH# ?
Exec commands:
clear Reset functions
clock Manually set the system clock
configure Enter configuration mode
copy Copy from one file to another
debug Debugging functions (see also "undebug®)
disconnect Disconnect user connection
enable Turn on privileged mode command
erase Erase saved configuration
exit End current mode and down to previous mode
halt Halt process
help Description of the interactive help system
no Negate a command or set its defaults
ping Send echo messages
quote Execute external command
rcommand Management stacking node
release Release the acquired address of the interface
reload Reload the system
renew Re-acquire an address for the interface
restore Restore configurations
show Show running system information
ssh Configure secure shell
tech-support Technical Supporting Function for Diagnosis System
(ommitted)
SWITCH#

Question mark <?> will not be seen in the screen and you do not need to press
<ENTER> key to display commands list.

If you need to find out the list of available commands of the current mode in detail, use
the following command.
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Command Mode Description
show list Shows available commands of the current mode.
) All Shows available commands of the current mode with
show cli
tree structure.

3.2.2

The following is an example of displaying list of available commands of Privileged EXEC
Enable mode.

SWITCH# show list
clear arp
clear arp IFNAME
clear ip bgp *
clear ip bgp * in
clear ip bgp * in prefix-filter
clear ip bgp * ipv4 (unicast|multicast) in
clear ip bgp * ipv4 (unicast|multicast) in prefix-filter
clear ip bgp * ipv4 (unicast|multicast) out
clear ip bgp * ipv4 (unicast|multicast) soft
clear ip bgp * ipv4 (unicast|multicast) soft in
clear ip bgp * ipv4 (unicast|multicast) soft out
-- more —

Press the <ENTER> key to skip to the next list.

In case of the hiD 6615 S223/S323 installed command shell, you can find out commands
starting with specific alphabet. Input the first letter and question mark without space. The
following is an example of finding out the commands starting “s” in Privileged EXEC En-
able mode of hiD 6615 S223/S323.

SWITCH# s ?
show Show running system information
ssh Configure secure shell

SWITCH# s

Also, it is possible to view variables you should input following after commands. After in-
putting the command you need, make one space and input question mark. The following
is an example of viewing variables after the command, write. Please note that you must
make one space after inputting.

SWITCH# write ?
memory Write to NV memory
terminal Write to terminal
SWITCH# write

Calling Command History

In case of installed command shell, you do not have to enter repeated command again.
When you need to call command history, use this arrow key <1>. When you press the ar-
row key, the latest command you used will be displayed one by one.

The following is an example of calling command history after using several commands.
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After using these commands in order: show clock — configure terminal — interface 1
— exit, press the arrow key <1> and then you will see the commands from latest one:
exit — interface 1 — configure terminal — show clock.

SWITCHconfig)# exit
SWITCH# show clock
Mon, 5 Jan 1970 23:50:12 GMT+0000
SWITCH# configure terminal
SWITCH(config)# interface 1
SWITCH(config-if)# exit
SWITCH(config)# exit
SWITCH# (press the arow key 1)
!
SWITCH# exit (arrow key 1)
I
SWITCH# interface 1 (arrow key 1)
l
SWITCH# configure terminal (arrow key 1)
I
SWITCH# show clock (arrow key 1)

The hiD 6615 S223/S323 also provides the command that shows the commands used
before up to 100 lines.

Command Mode Description

show history Enable Shows a command history.

3.2.3 Using Abbreviation

Most of the commands can be used also with abbreviated form. The following table
shows some examples of abbreviated commands.

Command Abbreviation
clock cl
exit ex
show sh
configure terminal con te

Tab. 3.13 Command Abbreviation

3.2.4 Using Command of Privileged EXEC Enable Mode

You can execute the commands of Privileged EXEC Enable mode as show, ping, telnet,
traceroute, and so on regardless of which mode you are located on.

To execute the commands of Privileged EXEC Enable mode on another mode, use the
following command.

Command Mode Description

do COMMAND All Executes the commands of Privileged EXEC mode.
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3.2.5 Exit Current Command Mo

de

To exit to the previous command mode, use the following command.

Command Mode Description
exit Exits to the previous command mode.
All
end Exits to Privileged EXEC enable mode.

é If you use the command, exit, on Privileged EXEC View mode or Privileged EXEC En-

able mode, you will be logged out!
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4.1

4.1.1

System Connection and IP Address

System Connection

After installing switch, the hiD 6615 S223/S323 is supposed to examine that each port is
rightly connected to network and management PC. And then, user connects to system to
configure and manage the hiD 6615 S223/S323. This section provides instructions how to
change password for system connection, connect to system through telnet as the follow-
ing order.

* System Login

» Password for Privileged EXEC Mode

* Changing Login Password

* Management for System Account

»  Limiting Number of User

* Telnet Access

* Auto Log-out

»  System Rebooting

System Login

After installing the hiD 6615 S223/S323, finally make sure that each port is correctly con-
nected to PC for network and management. And then, turn on the power and boot the
system as follow.

Step 1
When you turn on the switch, booting will be automatically started and login prompt will
be displayed.

SWITCH login:

Step 2

When you enter login ID at the login prompt, password prompt will be displayed. And en-
ter password to open Privileged EXEC View mode. By default setting, login ID is config-
ured as admin and it is possible to access without password.

SWITCH login: admin
Password:
SWITCH>

Step 3

In Privileged EXEC View mode, you can check only the configuration for the switch. To
configure and manage the switch, you should begin Privileged EXEC Enable mode. The
following is an example of beginning Privileged EXEC Enable mode.

SWITCH> enable
SWITCH#
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4.1.2 Password for Privileged EXEC Mode

You can configure a password to enhance the security for Privileged EXEC Enable mode.
To configure a password for Privileged EXEC Enable mode, use the following command.

Command Mode Description

Configures a password to begin Privileged EXEC En-

passwd enable PASSWORD
Global able mode.

passwd enable 8 PASSWORD Configures an encrypted password.

password enable does not support encryption at default value. Therefore, it shows the
/ ’ \ string (or password) as it is when you use the show running-config command. In this
case, the user’s password shown to everyone and has insecure environment.

To encrypt the password which will be shown at running-config, you should use the ser-
vice password-encryption command. And to represent the string (password) is en-
crypted, input 8 before the encrypted string.

When you use the password enable command with 8 and “the string”, you will make into
Privileged EXEC Enable mode with the encrypted string. Therefore, to log in the system,
you should do it with the encrypted string as password that you configured after 8. In
short, according to using the 8 option or not, the next string is encrypted or not.

The following is an example of configure the password in Privileged EXEC Enable mode
as testpassword.

SWITCH# configure terminal
SWITCH(config)# passwd enable testpassword
SWITCH(conFfig)#

The following is an example of accessing after configuring the password.

SWITCH login: admin
Password:

SWITCH > enable
Password:

SWITCH#

To delete the configured password, use the following command.

Command Mode Description

no passwd enable Global Deletes the password.

The created password can be displayed with the command, show running-config. To
encrypt the password not to be displayed, use the following command.

Command Mode Description

service password-encryption Global Encrypts system password.
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To disable password encryption, use the following command.

Command Mode Description

no service password-encryption Global Disables password encryption.

4.1.3 Changing Login Password

To configure a password for created account, use the following command.

Command Mode Description

passwd [NAME] Global Configures a password for created account.

The following is an example of changing password.

SWITCH(config)# passwd Siemens

Changing password for Siemens

Enter the new password (minimum of 5, maximum of 8 characters)
Please use a combination of upper and lower case letters and numbers.
Enter new password:junior95

Re-enter new password:junior95

Password changed.

SWITCH(conFig)#

The password you are entering won'’t be seen in the screen, so please be careful not to
make mistake.

4.1.4 Management for System Account

4.1.4.1 Creating System Account

For the hiD 6615 S223/S323, the administrator can create a system account. In addition,
it is possible to set the security level from 0 to 15 to enhance the system security.

To create a system account, use the following command.

Command Mode Description

user add NAME DESCRIPTION Creates a system account.

user add NAME level <0-15> Global

Creates a system account with a security level.
DESCRIPTION

The account of level 0 to level 14 without any configuring authority only can use exit and
help in Privileged EXEC View mode and cannot access to Privileged EXEC Enable mode.
The account with the highest level 15 has a read-write authority.
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4.1.4.2

To delete the created account, use the following command.

Command

Mode

Description

user del NAME

Global

Delete the created account.

To display the created account, use the following command.

Command

Mode

Description

show user

Enable/Global

Shows the created account.

Configuring Security Level

For the hiD 6615 S223/S323, it is possible to configure the security level from 0 to 15 for
a system account. The level 15, as the highest level, has a read-write authority. The ad-
ministrator can configure from level O to level 14. The administrator decides which level
user uses which commands in which level. As the basic right from level 0 to level 14, it is
possible to use exit and help command in Privileged EXEC Enable mode and it is not
possible to access to Privileged EXEC Enable mode.

To define the security level and its authority, use the following command.

privilege dhcp-pool-class level
<0-15> {COMMAND | all}

privilege enable level <0-15>
{COMMAND | all}

privilege interface level <0-15>
{COMMAND | all}

privilege ospf level <0-15>
{COMMAND | all}

privilege pim level <0-15>
{COMMAND | all}

privilege rip level <0-15>
{COMMAND | all}

Command Mode Description
privilege bgp level <0-15> Uses the specific command of BGP Configuration mode]
{COMMAND | all} in the level.
privilege bridge level <0-15> Uses the specific command of Bridge Configuration
{COMMAND | all} mode in the level.
privilege configure level <0-15> Uses the specific command of Global Configuration
{COMMAND | all} mode in the level.
privilege dhcp-option82 level Uses the specific command of DHCP Option 82 Con-
<0-15> {COMMAND | all} figuration mode in the level.
privilege dhcp-pool level <0-15> Uses the specific command of DHCP Configuration
{COMMAND | all} mode in the level.
privilege dhcp-class level Uses the specific command of DHCP Option 82 Con-
<0-15> {COMMAND | all} figuration mode in the level.

Global

Uses the specific command of DHCP Configuration|
mode in the level.

Uses the specific command of Privileged EXEC mode]
in the level.

Uses the specific command of Interface Configuration|
mode in the level.

Uses the specific command of OSPF Configuration|
mode in the level.

Uses the specific command of PIM Configuration mode]
in the level.

Uses the specific command of RIP Configuration mode
in the level.
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Command Mode Description

privilege rmon-alarm level
<0-15> {COMMAND | all} Uses the specific command of RMON Configuration
mode in the level.

privilege rmon-event leve|
<0-15> {COMMAND | all}

privilege rmon-history level Uses the specific command of RMON Configuration
<0-15> {COMMAND | all} mode in the level.

privilege route-map level Global Uses the specific command of Route-map Configura-
<0-15> {COMMAND | all} tion mode in the level.

privilege rule level <0-15> Uses the specific command of Rule Configuration mode]
{COMMAND | all} in the level.

privilege view level <0-15> Uses the specific command of User EXEC mode in the
{COMMAND | all} level.

privilege vrrp level <0-15> Uses the specific command of VRRP Configuration|
{COMMAND | all} mode in the level.

The commands that are used in low level can be also used in the higher level. For exam-
ple, the command in level 0 can be used in from level 0 to level 14.

The commands should be input same as the displayed commands by show list. There-
fore, it is not possible to input the commands in the bracket separately.

SWITCH# show list
clear arp-inspection mapping counter
clear arp-inspection statistics
clear cpu statistics (PORTS|)
clear ip bgp *
clear ip bgp * in
clear ip bgp * in prefix-filter
clear ip bgp * ipv4 (unicast|multicast) in
clear ip bgp * ipv4 (unicast|multicast) in prefix-filter
clear ip bgp * ipv4 (unicast|multicast) out
clear ip bgp * ipv4 (unicast|multicast) soft
clear ip bgp * ipv4 (unicast|multicast) soft in
clear ip bgp * ipv4 (unicast|multicast) soft out
clear ip bgp * out
clear ip bgp * soft
clear ip bgp * soft in
clear ip bgp * soft out
clear ip bgp * vpnv4 unicast in
clear ip bgp * vpnv4 unicast out

--More--

(Omitted)

It is not possible to input clear ip bgp * ipv4 unicast in. You should input like clear ip
bgp *ipv4 {unicast | multicast} in.

The commands starting with the same character are applied by inputting only the starting
commands. For example, if you input show, all the commands starting with show are
applied.
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To delete a configured security level, use the following command.

Command Mode Description

no privilege Deletes all configured security levels.

no privilege bgp level <0-15>
{COMMAND | all}

no privilege bridge level <0-15>
{COMMAND | all}

no privilege configure level
<0-15> {COMMAND | all}

no privilege dhcp-option82 level
<0-15> {COMMAND | all}

no privilege dhcp-pool level
<0-15> {COMMAND | all}

no privilege dhcp-class level
<0-15> {COMMAND | all}

no privilege dhcp-pool-class
level <0-15> {COMMAND | all}

no privilege enable level <0-15>
{COMMAND | all}

no privilege interface level
<0-15> {COMMAND | all}

no privilege ospf level <0-15> Global

Delete a configured security level on each mode.
{COMMAND | all}

no privilege pim level <0-15>
{COMMAND | all}

no privilege rip level <0-15>
{COMMAND | all}

no privilege rmon-alarm level
<0-15> {COMMAND | all}

no privilege rmon-event level
<0-15> {COMMAND | all}

no privilege rmon-history level
<0-15> {COMMAND | all}

no privilege route-map level
<0-15> {COMMAND | all}

no privilege rule level <0-15>
{COMMAND | all}

no privilege view level <0-15>
{COMMAND | all}

no privilege vrrp level <0-15>
{COMMAND | all}
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To display a configured security level, use the following command.

Command Mode Description
show privilege View Shows a configured security level.
Enable
show privilege now Global Shows a security level of current mode.

The following is an example of creating the system account testO having a security level
10 and testl having a security level 1 without password.

SWITCH(config)# user add testO level 0 levelOuser

Changing password for testO

Enter the new password (minimum of 5, maximum of 8 characters)
Please use a combination of upper and lower case letters and numbers.
Enter new password: (Enter)

Bad password: too short.

Warning: weak password (continuing).

Re-enter new password: (Enter)

Password changed.

SWITCH(config)# user add testl level 1 levelluser

Changing password for testl

Enter the new password (minimum of 5, maximum of 8 characters)

Please use a combination of upper and lower case letters and numbers.
Enter new password: (Enter)

Bad password: too short.

Warning: weak password (continuing).

Re-enter new password: (Enter)

Password changed.

SWITCH(config)# show user

User name Description Level
test0 levelOuser 0
testl levelluser 1
SWITCH(conTig)#

The following is an example of configuring an authority of the security level 0 and 1.

SWITCH(conTig)# privilege view level 0 enable
SWITCH(conFig)# privilege enable level 0 show
SWITCH(conFig)# privilege enable level 1 configure terminal
SWITCH(config)# show privilege

Command Privilege Level Configuration

Node All  Level Command
EXEC(ENABLE) 1 configure terminal
EXEC(VIEW) 0 enable
EXEC(ENABLE) 0 show

3 entry(s) found.

SWITCH(config)#

In the above configuration, as level 0, it is possible to use only show command in Privi-
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4.1.5

4.1.6

leged EXEC Enable mode; however as level 1, it is possible to use not only the com-
mands in level 1 but also time configuration commands in Privileged EXEC Enable mode
and accessing commands to Global Configuration mode.

Limiting Number of User

For hiD 6615 S223/S323, you can limit the number of user accessing the switch through
both console port and telnet. In case of using the system authentication with RADIUS or
TACACS+, the configured number includes the number of user accessing the switch via
the authentication server.

To set the number of user accessing the switch, use the following command.

Command Mode Description

. Sets the number of user accessing the switch.
login connect <1-8> Global

Default: 8

Telnet Access

To connect to the host through telnet at remote place, use the following command.

Command Mode Description

Connects to a remote host

telnet DESTINATION [TCP-PORT] Enable
DESTINATION: IP address or host name

In case of telnet connection, you should wait for [OK] message, when you save a system
configuration. Otherwise, all changes will be deleted when the telnet session is discon-
nected.

SWITCH# write memory

[OK]
SWITCH#

The system administrator can disconnect users connected from remote place. To discon-
nect a user connected through telnet, use the following command.

Command Mode Description

disconnect TTY-NUMBER Enable Disconnects a user connected through telnet.

The following is an example of disconnecting a user connected from a remote place.

SWITCH# where

admin at from console for 4 days 22 hours 15 minutes 24.88 seconds

admin at ttypO from 10.0.1.4:1670 for 4 days 17 hours 53 minutes 28.76 seconds
admin at ttypl from 147.54.140.133:49538 for 6 minutes 34.12 seconds

SWITCH# disconnect ttypO

SWITCH# where

admin at from console for 4 days 22 hours 15 minutes 34.88 seconds

admin at ttypl from 147.54.140.133:49538 for 6 minutes 44.12 seconds

SWITCH#
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4.1.7

4.1.8

4.1.8.1

Auto Log-out

For security reasons of the hiD 6615 S223/S323, if no command is entered within the
configured inactivity time, the user is automatically logged out of the system. Administra-
tor can configure the inactivity timer.

To enable auto-logout function, use the following command.

Command Mode Description

Enables auto log-out.

exec-timeout <1-35791> [<0-59>] 1-35791: time unit in minutes (by default 10 minutes)

Global 0-59: time unit in seconds

exec-timeout 0 Disables auto log-out.

To display a configuration of auto-logout function, use the following command.

Command Mode Description
. Enable ) . .
show exec-timeout Global Shows a configuration of auto-logout function.
obal

The following is an example of configuring auto-logout function as 60 seconds and view-
ing the configuration.

SWITCH(config)# exec-timeout 60
SWITCH(conFig)# show exec-timeout
Log-out time : 60 seconds
SWITCH(conFig)#

System Rebooting

Manual System Rebooting

When installing or maintaining the system, some tasks require rebooting the system by
various reasons. Then you can reboot the system with a selected system OS.

To restart the system manually, use the following command.

Command Mode Description

reload [0s1 | 0s2] Enable Restarts the system.

If you reboot the system without saving new configuration, new configuration will be de-
leted. So, you have to save the configuration before rebooting. Not to make that mistake,
hiD 6615 S223/S323 is supported to print the following message to ask if user really
wants to reboot and save configuration.

If you want to continue to reboot, press <y> key, if you want to save new configuration,
press <n> key.

SWITCH# reload
Do you want to save the system configuration? [y/n]]
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4.1.8.2 Auto System Rebooting

The hiD 6615 S223/S323 reboots the system according to user’s configuration. There are
two basises for system rebooting. These are CPU and memory. CPU is rebooted in case
CPU Load or Interrupt Load continues for the configured time. Memory is automatically
rebooted in case memory low occurs as the configured times.

To enable auto system rebooting function, use the following command.

Command Mode Description

Configure to reboot the system automatically in case
an average of CPU or interrupt load exceeds the con-
auto-reset cpu <50-100> <1-100> figured value during the user-defined time.

TIME 50-100: average of CPU load per 1 minute

1-100: average of interrupt load

Bridge TIME: minute

Configure to reboot the system automatically in case
auto-reset memory <1-120> <1- memory low occurs as the configured value.

10> 1-120: time of memory low

1-10: count of memory low(The default is 5)

no auto-reset {cpu | memory} Disables auto system rebooting.

To show auto system rebooting configuration, use the following command.

Command Mode Description
Global/ ) . . .
show auto-reset {cpu | memory} Brid Shows a configuration of auto-rebooting function.
ridge

The following is an example of configuring auto-restarting function in case CPU load or
Interrupt load maintains over 70% during 60 seconds and viewing the configuration.

SWITCH(config)# SWITCH(bridge)# auto-reset cpu 70 70 1
SWITCH(bridge)# show auto-reset cpu

auto-reset: on
cpu load: 70
interrupt load: 70
continuation time: 1

SWITCH(bridge)#

4.2 System Authentication

For the enhanced system security, the hiD 6615 $S223/S323 provides two authentication
methods to access the switch using Remote Authentication Dial-In User Service (RA-
DIUS) and Terminal Access Controller Access Control System Plus (TACACS+).
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421 Authentication Method

To set the system authentication method, use the following command.

Command Mode Description

Set the system authentication method.
local: authentication for console access
) . remote: authentication for telnet access
login {local | remote} {radius | . L
radius: selects RADIUS authentication.
tacacs | host | all} enable o
Global tacacs: selects TACACS+ authentication.

host: selects nominal system authentication (default).

all: selects all the authentication methods.

login {local | remote} {radius |

. Disables a configured system authentication method.
tacacs | host | all} disable

4.2.2 Authentication Interface

If more than 2 interfaces are specified to the hiD 6615 S223/S323, you can designate one
specific interface to access RADIUS or TACACS server.

To designate an authentication interface, use the following command.

Command Mode Description

Designates an authentication interface.
radius: selects RADIUS authentication.
Global tacacs: selects TACACS+ authentication.
INTERFACE: interface name

A.B.C.D: IP address (optional)

login {radius | tacacs} interface
INTERFACE [A.B.C.D]

4.2.3 Primary Authentication Method

You can set the order of the authentication method with giving the priority to each authen-
tication method. To set the primary authentication method, use the following command

Command Mode Description

Set the primary authentication method.
local: authentication for console access
login {local | remote} {radius | Global remote: authentication for telnet access
tacacs | host} primary radius: selects RADIUS authentication.

tacacs: selects TACACS+ authentication.

host: selects nominal system authentication (default).
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4.2.4 RADIUS Server

4.2.4.1 RADIUS Server for System Authentication

To add/delete the RADIUS server for system authentication, use the following command.

Command Mode Description
. . Adds the RADIUS server with its information.
login radius server A.B.C.D
KEY A.B.C.D: RADIUS server address
KEY: authentication key value
Adds the RADIUS server with its information.
login radius server A.B.C.D Global A.B.C.D: RADIUS server address
KEY auth_port PORT acct_port KEY: authentication key value
PORT auth_port: Enters authentication port number(optional)
acct_port: Enters accounting port number(optional)
no login radius server A.B.C.D Deletes an added RADIUS server.

You can add up to 5 RADIUS servers.

4.2.4.2 RADIUS Server Priority

To specify the priority of a registered RADIUS server, use the following command.

Command Mode Description

Specifies the priority of RADIUS server.
Global A.B.C.D: IP address
1-5: priority of RADIUS server

login radius server move
A.B.C.D <1-5>

4.2.4.3 Timeout of Authentication Request

Atfter the authentication request, the hiD 6615 S223/S323 waits for the response from the
RADIUS server for specified time.

To specify a timeout value, use the following command.

Command Mode Description
) ) ) Specifies a timeout value.
login radius timeout <1-100> Global o
1-100: waiting-time for the response (default: 3)
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4.2.4.4

4.2.5

4251

4252

4.2.5.3

Frequency of Retransmit

If there is no response from RADIUS server, the hiD 6615 S223/S323 is supposed to re-
transmit an authentication request. To set the frequency of retransmitting an authentica-
tion request, use the following command.

Command Mode Description
. . . Sets the frequency of retransmit.
login radius retransmit <1-10> Global .
1-10: Enters the times of retry (default: 3)

TACACS Server

TACACS Server for System Authentication

To add/delete the TACACS server for system authentication, use the following command.

Command Mode Description

Adds the TACACS server with its information.
login tacacs server A.B.C.D KEY A.B.C.D: IP address
Global KEY: authentication key value

Deletes an added TACACS server.

no login tacacs server A.B.C.D
A.B.C.D: IP address

You can add up to 5 TACACS servers.

After adding the TACACS server, you should register interface of TACACS server con-
nected to user’s switch. Use the following command.

Command Mode Description
login tacacs interface NAME Registers interface of TACACS server connected to
AB.C.D Global user’s switch.
no login tacacs interface Clears TACACS server interface

TACACS Server Priority

To specify the priority of a registered TACACS server, use the following command.

Command Mode Description

Specifies the priority of RADIUS server.

login tacacs server move
Global A.B.C.D: TACACS server address

A.B.C.D <1-5>

1-5: the priority of TACACS server

Timeout of Authentication Request

After the authentication request, the hiD 6615 S223/S323 waits for the response from the
TACACS server for specified time.
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To specify a timeout value, use the following command.

Command Mode Description

Specifies a timeout value.

login tacacs timeout <1-100> Global o
1-100: waiting-time for the response (default: 3)

Additional TACACS+ Configuration

The hiD 6615 S223/S323 provides several additional options to configure the system au-
thentication via TACACS server.

TCP Port for the Authentication

To specify TCP port for the system authentication, use the following command.

Command Mode Description
login tacacs socket-port Specifies TCP port for the authentication.
<1-65535> Global 1-65535: TCP port
no login tacacs socket-port Deleted the configured TCP port for the authentication

Authentication Type

To select the authentication type for TACACS+, use the following command.

Command Mode Description

Selects the authentication type for TACACS+.
login tacacs auth-type {ascii | ascii: plain text

pap | chap} Global pap: password authentication protocol

chap: challenge handshake authentication protocol

no login tacacs auth-type Deletes a specified authentication type.

Priority Level

You can define a priority level of user. According to the defined priority level, the user has
different authorization to access the DSLAM. This priority must define in the TACACS
server in the same way.

To define the priority level of user, use the following command.

Command Mode Description
login tacacs priority-level {min | Defines the priority level of user, refer the below infor-
user | max | root} Global mation for the order of priority.
no login tacacs priority-level Deletes a defined priority level.

The order of priority is root = max > user > min.
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4.2.6

4.2.7

Accounting Mode

The hiD 6615 S223/S323 provides the accounting function of AAA (Authentication, Au-
thorization, and Accounting). Accounting is the process of measuring the resources a user
has consumed. Typically, accounting measures the amount of system time a user has
used or the amount of data a user has sent and received.

To set an accounting mode, use the following command.

Command Mode Description

Sets an accounting mode.

. . none: disables an accounting function.
login accounting-mode {none | .
Global start: measures start point only.
start | stop | both} .
stop: measures stop point only.

both: measures start and stop point both.

Displaying System Authentication

To display a configured system authentication, use the following command.

Command Mode Description
. Enable ) o
show login Global Shows a configured system authentication.
obal
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4.2.8 Sample Configuration

[Sample Configuration 1] Configuration RADIUS server

The following is an example of configuring authorization method in SURPASS hiD 6615. It
is configured to add RADIUS to default method in case of clients connecting through con-
sole and telnet. And, the priority is given to RADIUS in case of clients connecting through

console and to default method in case of clients connecting through telnet.

Then, show the configuration. And The following is an example of configuring frequency

of retransmit and timeout of response after registering RADIUS server.

SWITCH(config)# user add user testl

Changing password for user

Enter the new password (minimum of 5, maximum of 8 characters)

Please use a combination of upper and lower case letters and numbers.

Enter new password:vertex

Re-enter new password:vertex

Password changed.

SWITCH(config)# login local radius enable

SWITCH(config)# login remote

radius enable

SWITCH(config)# login local radius primary
SWITCH(config)# login remote host primary
SWITCH(config)# login radius server add 100.1.1.1 1
SWITCH(config)# login radius retransmit 5
SWITCH(config)# login radius timeout 10

SWITCH(config)# show login
[AUTHEN]
Local login
Remote login :|host radius
Accounting mode : both

s |radius host

[HOST]
maximum_Rlogin_counts : 8

[RADIUS]

<Radius Servers & Key>
100.1.1.1 1

Radius Retries : 5

Radius Timeout : 10

Radius Interface : default

[TACACS]

<Tacacs Servers & Key>
Tacacs Timeout : 3

Tacacs Socket Port : 49
Tacacs Interface : default
Tacacs PPP I1d : 1

Tacacs Authen Type : ASCII
Tacacs Priority Level : MIN
SWITCH(config)#
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4.3

[Sample Configuration 2] Configuration TACACS+ server

The following is an example of configuring authorization method as TACACS+.

SWITCH(config)# user add user testl
Changing password for user
Enter the new password (minimum of 5, maximum of 8 characters)

Please use a combination of upper and lower case letters and numbers.

Enter new password:ve
Re-enter new password
Password changed.
SWITCH(config)# login
SWITCH(config)# login
SWITCH(config)# login
SWITCH(config)# login
SWITCH(config)# login
SWITCH(config)# login
SWITCH(config)# login
SWITCH(config)# login
SWITCH(config)# login
SWITCH(config)# login
SWITCH(config)# show
[AUTHEN]

rtex
svertex

local tacacs enable

remote

tacacs enable

local tacacs primary

remote
tacacs
tacacs
tacacs
tacacs
tacacs
tacacs
login

Local login : |tacacs
Remote login :|tacacs

host
host

Accounting mode : both

tacacs primary

server add 200.1.1.1 1
interface default
socket-port 1
auth-type pap

timeout 10
priority-level root

<:| Displayed according to the priority

[HOST]

maximum_login_counts :

[RADIUS]

<Radius Servers & Key>

Radius Retries : 3
Radius Timeout : 3
Radius Interface : de

fault

[TACACS]

<Tacacs Servers & Key>

200.1.1.1 1

Tacacs Timeout : 10
Tacacs Socket Port :
Tacacs Interface : de
Tacacs PPP Id : 1
Tacacs Authen Type :
Tacacs Priority Level
SWITCH(config)#

1
fault

PAP

: MAX(ROOT)

Assigning IP Address

The switch uses only the data’s MAC address to determine where traffic needs to come
from and which ports should receive the data. Switches do not need IP addresses to
transmit packets. However, if you want to access to the hiD 6615 S223/S323 from remote
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4.3.1

4.3.2

place with TCP/IP through SNMP or telnet, it requires IP address.

You can enable interface to communicate with switch interface on network and assign IP
address as the following:

» Enabling Interface

» Disabling Interface

»  Assigning IP Address to Network Interface

» Static Route and Default Gateway

» Displaying Forwarding Information Base(FIB) Table

» Forwarding Information Base(FIB) Retain

» Displaying Interface

»  Sample Configuration

Enabling Interface

To assign an IP address to an interface, you need to enable the interface first. If the inter-
face is not enabled, you cannot access it from a remote place, even though an IP address
has been assigned.

To display if interface is enabled, use the command, show running-config.
Interface Configuration Mode

To open Interface Configuration mode of the interface you are about to enable interface,
use the following command.

Command Mode Description

interface INTERFACE Global Opens Interface Configuration mode of the interface.

To enable the interface, use the following command.

Command Mode Description

no shutdown Interface Enables the interface on Interface Configuration mode.

The following is an example of enabling interface on Interface Configuration mode.

SWITCH# configure terminal
SWITCH(config)# interface 1
SWITCH(config-if)# no shutdown
SWITCH(config-if)#

Disabling Interface

To disable the interface, use the following commands on Interface Configuration mode.
Before disabling interface on Interface Configuration mode, you should open the mode,
and then use the follow command.

Command Mode Description

shutdown Interface Disables an interface on Interface Configuration mode.
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4.3.3 Assigning IP Address to Network Interface

After enabling interface, you need to assign IP address. To assign IP address to specified
network interface, use the following command.

Command Mode Description

ip address IP-ADDRESS/M Assigns IP address to an interface.

, Interface | Assigns secondary IP address to an
ip address IP-ADDRESS/M secondary

interface.

To disable the assigned IP address, use the following command.

Command Mode Description
no ip address IP-ADDRESS/M Removes assigned IP address to an interface.
no ip address IP-ADDRESS/M Interface Removes assigned secondary IP address to an inter-
secondary face.

To display an assigned IP address, use the following command.

Command Mode Description

show ip Interface Shows an assigned IP address of the interface.

4.3.4 Static Route and Default Gateway

It is possible to configure the static route. Static route is a route which user configures
manually. Packets are transmitted to the destination through static route. Static route in-
cludes destination address, neighbor router to receive packet, the number of routes that
packets have to go through.

To configure static route, use the following command.

Command Mode Description
ip route A.B.C.D SUBNET-MASK Configures static route.
{GATEWAY | null} [<1-255>] A.B.C.D: destination IP prefix
ip route A.B.C.D/M { SUBNET-MASK | null} [<1- GATEWAY: Ip gateway address
255> | src IP-ADDRESS] 1-255: Distance value
Global

no ip route A.B.C.D SUBNET-MASK
{ GATEWAY | null} [<1-255>]

Deletes configured static route.
no ip route IP-ADDRESS/M

{ SUBNET-MASK | null} [<1-255>]

To configure default gateway, use the following command on Global Configuration mode.

Command Mode Description

Configures default gateway.

ip route default { GATEWAY | null} [<1-255>]
Global GATEWAY: Ip gateway address

no ip route default { GATEWAY | null} [<1-255>] Deletes default gateway.
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4.3.5

4.3.6

The following is an example of configuring static route to reach three destinations, which
are not directly connected.

SWITCH(config)# ip route 100.1.1.0/24 10.1.1.2
SWITCH(config)# ip route 200.1.1.0/24 20.1.1.2
SWITCH(config)# ip route 172.16.1.0/24 30.1.1.2

To display configured static route, use the following command.

Command Mode Description

show ip route {AB.CD |
A.B.C.D/M | bgp | connected | ) o )
o . ) Shows configured routing information.
isis | kernel | ospf | rip | static | Enable

summary | static} Global

. . Shows configured routing information with IP routing
show ip route database static
table database.

Displaying Forwarding Information Base(FIB) Table

The FIB is a table that contains a mirror image of the forwarding information in the IP rout-
ing table. When routing or topology changes occur in the network the route processor up-
dates the IP routing table and CEF updates the FIB. Because there is a one-to-one corre-
lation between FIB entries and routing table entries, the FIB contains all known routes
and eliminates the need for route cache maintenance that is associated with switching
paths, such as fast switching and optimum switching. FIB is used for making IP destina-
tion prefix-based switching decisions and maintaining next-hop address information
based on the information in the IP routing table.

The forwarding information base (FIB) table contains information that the forwarding
processors require to make IP forwarding decisions.

To display Forwarding Information Base table, use the following command.

Command Mode Description
Enable
show ip route fib Global Displays Forwarding Information Base table.
Bridge

Forwarding Information Base(FIB) Retain

Use this command to modify the retain time for stale routes in the Forwarding Information
Base (FIB) during NSM restart.

Command Mode Description
fib retain Configures the retain time for FIB during NSM restart
{forever | time <1-65535>} Default: 60sec
Global
no fib retain .
. Restores is as a default
{forever | time <1-65535>}

A50010-Y3-C150-2-7619 59



UMN:CLI User Manual
SURPASS hiD 6615 S223/S323 R1.5

4.3.7 Displaying Interface

To display interface status and configuration, use the following command.

Command Mode Description
Enable
. Shows interface status and configuration.
show interface [INTERFACE] Global .
INTERFACE: interface name
Interface
show ip interface [INTERFACE] Enable Shows brief information of interface.
brief Global INTERFACE: interface name

4.3.8 Sample Configuration

[ Sample Configuration 1 ]

The followings are examples of enabling interface 1 in two ways.

@ On Configuration Mode

SWITCH# configure terminal
SWITCH(config)# interface noshutdown 1
SWITCH(conFig)#

@ On Interface Configuration Mode

SWITCH# configure terminal
SWITCH(config)# interface 1
SWITCH(config-if)# no shutdown
SWITCH(conFig-if)#

[ Sample Configuration 2 ]

The following is an example of assigning IP address 192.168.1.10 to 1.

SWITCH(config-if)# ip address 192.168.1.10/16
SWITCH(config-if)# show ip
IP-Address Scope Status

192.168.1.10/16 global
SWITCH(config-if)#

[ Sample Configuration 3 ]

The following is an example of configuring default gateway.

SWITCH# configure terminal
SWITCH(conFig)# ip route default 192.168.1.254
SWITCH(conTig)#
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4.4

44.1

44.1.1

4.4.1.2

4.4.1.3

4414

SSH (Secure Shell)

Network security is getting more important according to using network has been general-
ized between users. However, typical FTP and telnet service has weakness for security.
SSH (Secure Shell) is security shell for login. Through SSH, all data are encoded, traffic
is compressed. So, transmit rate becomes faster, and tunnel for existing ftp and pop,

which are not safe in security, is supported.

SSH Server

The hiD 6615 S223/S323 can be operated as SSH server. You can configure the switch

as SSH server with the following procedure.

* Enabling SSH Server

» Displaying On-line SSH Client

» Disconnecting SSH Client

» Displaying Connection History of SSH Client
» Assigning Specific Authentication Key

Enabling SSH Server

To enable/disable SSH server, use the following command.

Command Mode Description
ssh server enable Enables SSH server.
Global
ssh server disable Disables SSH server.

Displaying On-line SSH Client

To display SSH clients connected to SSH server, use the following command.

Command Mode Description

show ssh Enable/Global | Shows SSH clients connected to SSH server.

Disconnecting SSH Client

To disconnect an SSH client connected to SSH server, use the following command.

Command Mode Description

ssh disconnect PID Global
PID: SSH client number

Disconnects SSH clients connected to SSH server.

Displaying Connection History of SSH Client

To display the connection history of SSH client, use the following command.
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Command Mode Description
. Enable Shows the connection history of SSH clients who are
show ssh history
Global connected to SSH server up to now.
61



UMN:CLI

User Manual
SURPASS hiD 6615 S223/S323 R1.5

62

4.4.1.5

4.4.2

4421

4.4.2.2

4.4.2.3

Assigning Specific Authentication Key

After enabling ssh server, each client will upload generated key. The ssh server can as-
sign specific key among the uploaded keys from several clients.

To verify Authentication Key, use the following command.

Command Mode Description

ssh key verify FILENAME Global Verifys generated ssh key.

If the ssh server verify the key for specific client, other clients must download the key file
from ssh server to login.

SSH Client

The hiD 6615 S223/S323 can be used as SSH client with the following procedure.

* Login to SSH Server
* File Copy
*  Configuring Authentication Key

Login to SSH Server

To login to SSH server after configuring the hiD 6615 S223/S323 as SSH client, use the
following command.

Command Mode Description

Logins to SSH server.

ssh login DESTINATION Enabl DESTINATION: IP address of SSH server or hostname
nable
[PUBLIC_KEY] and account

PUBLIC_KEY: Specify public key.

File Copy
To copy a file from/to SSH server, use the following command.
Command Mode Description
copy {scp | sftp} config Enabl
nable
{download | upload} CONFIG- Global Downloads or uploads a file to through SSH server.
oba
FILE

Configuring Authentication Key

SSH client can access to server through authentication key after configuring authentica-
tion key and informing it to server. It is safer to use authentication key than inputting
password every time for login, and it is also possible to connect to several SSH servers
with using one authentication key.
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To configure authentication key in the hiD 6615 S223/S323, use the following command.

Command Mode Description
Configures authentication key.
rsal: SSH ver. 1 public key for the authentication
ssh keygen {rsal | rsa | dsa} Global

rsa: SSH ver. 2 public key for the authentication
dsa: SSH ver. 2 public key for the authentication

To configure authentication key and connect to SSH server with the authentication key,

perform the following procedure.

Step 1

Configure the authentication key in the switch.

SWITCH_A(config)# ssh keygen dsa
Generating public/private dsa key pair.

Enter file in which to save the key (/etc/.ssh/id_dsa):
Enter passphrase (empty for no passphrase):networks

Enter same passphrase again:networks

Your identification has been saved in /etc/.ssh/id_dsa.
Your public key has been saved in /etc/.ssh/id_dsa.pub.

The key fingerprint is:

d9:26:8e:3d:fa:06:31:95:18:Fe:16:59:24:42:47:7e root@hiD6615

SWITCH_A(config)#

Step 2

Connect to SSH server with the authentication key.

SWITCH_A# ssh login 172.16.209.10

Enter passphrase for key "/etc/.ssh/id_dsa®": networks

SWITCH_B#

To display the configured authentication keys in the hiD 6615 S324, use the following

command.
Command Mode Description
. Enable .
show key-list Global Shows an authentication key of SSH server.
oba
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4.5

802.1x Authentication

To enhance security and portability of network management, there are two ways of au-
thentication based on MAC address and port-based authentication which restrict clients
attempting to access to port. The port-based authentication (802.1x) decides to give ac-
cess to RADIUS server having the information about user who tries to access.

802.1x authentication adopts EAP (Extensible Authentication Protocol) structure. In EAP
system, there are EAP-MD5 (Message Digest 5), EAP-TLS (Transport Level Security),
EAP-SRP (Secure Remote Password), EAP-TTLS(Tunneled TLS) and the hiD 6615
S$223/S323 supports EAP-MD5 and EAP-TLS. Accessing with user’s ID and password,
EAP-MDS5 is one-way Authentication based on the password. EAP-TLS accesses through
the mutual authentication system of server authentication and personal authentication
and it is possible to guarantee high security because of mutual authentication system.

At a request of user Authentication, from user's PC EAPOL-Start type of packets are
transmitted to authenticator and authenticator again requests identification. After getting
respond about identification, request to approve access to RADIUS server and be au-
thenticated by checking access through user’s information.

The following figure explains the process of 802.1x authentication.

EAPOL EAP over RADIUS
(EAP over LAN)
=
‘ N RADIUS
Q X Server
[Suppliant] [Authenticator] [Authentication Server]
EAPOL-Start
»
EAP-Request / Identity
g
EAP-Response / Identity > RADIUS-Access-Request
EAP-Request RADIUS-Access-Challenge
- -¢
EAP-Response RADIUS-Access-Request
> >
EAP-Success RADIUS-Access-Accept
[t -
]

Fig. 4.1 Process of 802.1x Authentication

To enable 802.1x authentication on port of the hiD 6615 S223/S323, you should be able
to perform the following tasks.
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4511

45.1.2

802.1x Authentication

Enabling 802.1x

To configure 802.1x, the user should enable 802.1x daemon first. In order to enable
802.1x daemon, use the following command.

Command Mode Description
dotlx system-auth-control Enables 802.1x daemon.
Global
no dotlx system-auth-control Disables 802.1x daemon.

Configuring RADIUS Server

As RADIUS server is registered in authenticator, authenticator also can be registered in
RADIUS server.

Here, authenticator and RADIUS server need extra data authenticating each other be-
sides they register each other’s IP address. The data is the key and should be the same
value for each other. For the key value, every kinds of character can be used except for
the space or special character.

RADIUS
Server
[Suppliant] [Authenticator] [Authentication Server]
Authentication request RADIUS Servers
in order
A:10.11.1
B:20.1.1.1
Designate as default .
J:100.1.1.1

Fig. 4.2 Multiple Authentication Servers

If you register in several servers, the authentication server starts form RADIUS server
registered as first one, then requests the second RADIUS server in case there’s no re-
sponse. According to the order of registering the authentication request, the authentica-
tion request is tried and the server which responds to it becomes the default server from
the point of response time.
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After default server is designated, all requests start from the RADIUS server. If there’s no
response from default server again, the authentication request is tried for RADIUS server
designated as next one.

To configure IP address of RADIUS server and key value, use the following command.

Command Mode Description

Registers RADIUS server with key value and UDP port
of radius server.

IP-ADDRESS: Ip address of radius server

NAME: host name

0-65535: UDP port number

dotlx radius-server host {IP-
ADDRESS | NAME} auth-port <0-
65535> key KEY

Global KEY: the value of key
dotlx radius-server host {IP- Configures IP address of RADIUS server and key
ADDRESS | NAME} key KEY value.

no dotlx radius-server host {IP-

Deletes a registered RADIUS server.
ADDRESS | NAME}

You can designate up to 5 RADIUS servers as authenticator.

The key is authentication information between the authenticator and RADIUS server. The
authenticator and RADIUS server must have a same key value, and you can use alpha-
betic characters and numbers for the key value. The space or special character is not al-
lowed.

You can configure the priority for the radius server that have configured by user.

Command Mode Description
dotlx radius-server move {IP- Configures the priority of radius server.
ADDRESS | NAME} priority PRI- Global IP-ADDRESS: Ip address of radius server
ORITY NAME: host name

45.1.3 Configuring Authentication Mode

You can change the authentication mode from the port-based to the MAC-based. To
change the authentication mode, use the following command.

Command Mode Description

dotlx auth-mode mac-base
PORTS

Sets the authentication mode to the MAC-based.

Global
no dotlx auth-mode mac-base

Restores the authentication mode to the port-based.
PORTS

Before setting the authentication mode to the MAC-based, you need to set a MAC filtering
policy to deny them for all the Ethernet ports. To configure a MAC filtering policy, see Sec-
tion 7.12.1
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4514

45.1.5

45.1.6

Authentication Port

After configuring 802.1x authentication mode, you should select the authentication port.

Command Mode Description
dotlx nas-port PORTS G Designates 802.1x authentication port.
lobal
no dotlx nas-port PORTS Disables 802.1x authentication port.

Force Authorization

The hiD 6615 S223/S323 can allow the users to request the access regardless of the au-
thentication from RADIUS server. For example, it is possible to configure not to be au-
thenticated from the server even though a client is authenticated from the server.

To manage the approval for the designated port, use the following command.

Command Mode Description

dotlx port-control {auto | force- . o
Configures the way of authorization to control port

authorized | force-unauthorized} ) o
whether it has the RADIUS authentication or not.

PORTS Global

Deletes the configuration of the way of authorization to
no dotlx port-control PORTS
control port.

auto: Follows the authentication of RADIUS server.

force-authorized: Gives the authorization to a client even though RADIUS server
didn’t approve it.

@ force-unauthorized: Don’t give the authorization to a client even though RADIUS
server authenticates it.

Configuring Interval for Retransmitting Request/Identity Packet

In hiD 6615 S223/S323, it is possible to specify how long the device waits for a client to
send back a response/identity packet after the device has sent a request/identity packet.
If the client does not send back a response/identity packet during this time, the device re-
transmits the request/identity packet.

To configure the number of seconds that the switch waits for a response to a re-
quest/identity packet, use the following command.

Command Mode Description

. ) Sets reattempt interval for requesting request/identity
dotlx timeout tx-period <1-

packet.
65535> PORTS

Global 1-65535: retransmit interval (default: 30)

no dotlx timeout tx-period

Disables the interval for requesting identity.
PORTS
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45.1.7

45.1.8

45.2

4521

Configuring Number of Request to RADIUS Server

After 802.1x authentication configured as explained above and the user tries to connect
with the port, the process of authentication is progressed among user’s PC and the
equipment as authenticator and RADIUS server. It is possible to configure how many
times the device which will be authenticator requests for authentication to RADIUS server.

To configure times of authentication request in the hiD 6615 S223/S323, please use the
command in Global Configuration mode.

Command Mode Description

) ) Configure times of authentication request to RADIUS
dotlx radius-server retries <1-

10>

Global server.

1-10: retry number

Configuring Interval of Request to RADIUS Server

For the hiD 6615 S223/S323, it is possible to set the time for the retransmission of pack-
ets to check RADIUS server. If there’s a response from other packets, the switch waits for
a response from RADIUS server during the configured time before resending the request.

To set the interval of request to RADIUS server, use the following command.

Command Mode Description
dotlx radius-server timeout <1- Global Configures the interval of request to RADIUS server.
oba
120> 1-120: 1-120 seconds (Default value: 1)

You should consider the distance from the server for configuring the interval of requesting
the authentication to RADIUS server. If you configure the interval too short, the authenti-
cation couldn’t be realized. If it happens, you'd better to reconfigure the interval longer.

802.1x Re-Authentication

In hiD 6615 S223/S323, it is possible to update the authentication status on the port peri-
odically. To enable re-authentication on the port, you should perform the below procedure.

Step 1
Enable 802.1x re-authentication

Step 2
Configure the interval of re-authentication

Step 3
Configuring the interval of requesting re-authentication in case of re-authentication fails.

Step 4
Executing 802.1x re-authenticating regardless of the interval

Enabling 802.1x Re-Authentication

To enable 802.1x re-authentication using the following command.

A50010-Y3-C150-2-7619



User Manual

UMN:CLI

SURPASS hiD 6615 S223/S323 R1.5

45.2.2

45.2.3

4524

Command Mode Description

dotlx reauth-enable PORTS Global Enables 802.1x re-authentication.
oba

no dotlx reauth-enable PORTS Disables 802.1x re-authentication.

Configuring the Interval of Re-Authentication

RAIDIUS server contains the database about the user who has access right. The data-
base is real-time upgraded so it is possible for user to lose the access right by updated
database even though he is once authenticated. In this case, even though the user is ac-
cessible to network, he should be authenticated once again so that the changed database
is applied to. Besides, because of various reasons for managing RADIUS server and
802.1x authentication port, the user is supposed to be re-authenticated every regular time.
The administrator of hiD 6615 S223/S323 can configure a term of re-authentication.

To configure a term of re-authentication, use the following command.

Command Mode Description

dotlx timeout reauth-period <1-

Sets the period between re-authentication attempts.
4294967295> PORTS

Global
no dotlx timeout reauth-period

Deletes the period between re-authentication attempts.
PORTS

Configuring the Interval of Requesting Re-authentication

When the authenticator sends Request/Identity packet for re-authentication and no re-
sponse is received from the suppliant for the number of seconds, the authenticator re-
transmits the request to the suppliant. In hiD 6615 S223/S323, you can set the number of
seconds that the authenticator should wait for a response to request/identity packet from
the suppliant before retransmitting the request.

To set a period that the authenticator waits for a response, use the following command.

Command Mode Description

Sets reattempt interval for requesting request/identity
dotlx timeout quiet-period <1- packet.

65535> PORTS 1-65535: reattempt interval seconds

Global PORTS: enters port number

no dotlx timeout quiet-period ) . o .
Disables the interval for requesting identity.

PORTS

802.1x Re-authentication

In 4.5.2.2 Configuring the Interval of Re-Authentication, it is described even though the
user is accessible to network, he should be authenticated so that the changed database
is applied to.

Besides, because of various reasons managing RADIUS server and 802.1x authentica-
tion port, the user is supposed to be re-authenticated every regular time.

To implement re-authentication immediately regardless of configured time interval, user
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45.3

45.4

4.5.5

4.5.6

the following command.

Command

Mode

Description

dotlx reauthenticate PORTS

Global

Implement re-authentication regardless of the config-
ured time interval.

Initializing Authentication Status

The user can initialize the entire configuration on the port. Once the port is initialized, the
supplicants accessing to the port should be re-authenticated.

Command

Mode

Description

dotlx initialize PORTS

Global

Initializes the authentication status on the port.

Applying Default Value

To apply the default value to the system, use the following command.

Command

Mode

Description

dotlx default PORTS

Global

Applies the default value.

Displaying 802.1x Configuration

To display 802.1x configuration, use the following command.

Command Mode Description
Enable . .
show dotlx [PORTS] Global Shows 802.1x configuration.
obal

802.1x User Authentication Statistic

To display the statistics about the process of 802.1x user authentication, use the following

command.

Command

Mode

Description

show dotlx statistics PORTS

Global

Shows the statistics of 802.1x user authentication on
the port.

To reset statistics by deleting the statistics of 802.1x user authentication, use the following

command.

Command

Mode

Description

dotlx clear statistics PORTS

Global

Makes reset state by deleting the statistics of 802.1x
on the port.
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4.5.7

Sample Configuration

The following is to show the configuration after configuring pot number 4 as the authenti-
cation port and registering IP address of authentication port and information of RADIUS
server.

SWTICH(config)# dotlx system-auth-control

SWTICH(config)# dotlx nas-port 4

SWTICH(config)# dotlx port-control force-authorized 4

SWTICH(config)# dotlx radius-server host 10.1.1.1 auth-port 4 key test
SWTICH(config)# show dotlx

802.1x authentication is enabled.

RADIUS Server : 10.1.1.1 (Auth key : test)

802.1x ]123456789012345678901234567890123456789012
PortEnable | .. P e
PortAuthed | ... U. .. e
MacEnable | ... ... eeeaaaa
MacAuthed |- ... e e e

p = port-based, m = mac-based, a = authenticated, u = unauthenticated

SWTICH(conTig)#

The following is configuring a term of re-authentication as 1800 and a tem of re-
authentication as 1000 sec.

SWTICH(config)# dotlx timeout quiet-period 1000 4
SWTICH(config)# dotlx timeout reauth-period 1800 4
SWTICH(config)# dotlx reauth-enable 4
SWTICH(config)# show dotlx 4

Port 4
SystemAuthControl : Enabled
ProtocolVersion - 0
PortControl : Force-Authorized
PortStatus : Unauthorized
ReauthEnabled : True
QuietPeriod : 1000
ReauthPeriod : 1800

SWTICH(config)#

The following is an example of showing the configuration after configuring the authentica-
tion based on MAC address.

SWTICH(config)# dotlx auth-mode mac-base 4
SWTICH(config)# show dotlx
802.1x authentication is enabled.
RADIUS Server : 10.1.1.1 (Auth key : test)
| 1 2 3 4
802.1x ]123456789012345678901234567890123456789012
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PortAuthed | ... .o e
MacEnable | ... m. ... e aeaaaaan
MacAuthed | ... U. .. e e e

p = port-based, m = mac-based, a = authenticated, u = unauthenticated

SWTICH(config)#
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5

5.1

5.1.1

Port Configuration

It is possible for user to configure basic environment such as auto-negotiate, transmit rate,
and flow control of the hiD 6615 S223/S323 port. Also, it includes instructions how to con-
figure port mirroring and port as basic.

Port Basic

It is possible to configure default environment of port such as port state, speed. To con-
figure port, you need to open Bridge Configuration mode by using the command, bridge,
on Global Configuration mode. When you begin Bridge Configuration mode, system
prompt will be changed from SWITCH(config)# to SWITCH(bridge)#.

SWITCH(config)# bridge
SWITCH(bridge)#

The hiD 6615 S223/S323 have 12 electrical and optical combo 100/1000Base-X Ethernet
ports. The direction to configure each port is different depending on its features. Read the
below instruction carefully and follow it before you configure.

Refer to below figure for front interfaces of hiD 6615 S223/S323.

SIEMENS

SURPASS
hiD 6615

)] LLLIL) CLLL]
S e e

Fig. 5.1 hiD 6615 S223/S323 Interface

To display the configuration of the physical port, use the following command.

Command Mode Description
Enable
show port [PORTS] Global Shows port configuration.
Bridge

When you use the command, show port command, if you input letter at port-number, the
message, “% Invalid port: port” will be displayed, and if you input wrong number, the
message, “% Invalid range: 100 [1-18]” will be displayed.

SWITCH(bridge)# show port port
%Invalid port: port
SWITCH(bridge)# show port 100
%Invalid range: 100 [1-18]
SWITCH(bridge)#

Selecting Port Type

User should select port type due to the hiD6615 S223/S323 switch ports have two types
(RJ45 and SFP). To select port type, use the following command.

A50010-Y3-C150-2-7619 73



UMN:CLI User Manual
SURPASS hiD 6615 S223/S323 R1.5

Command Mode Description

Selects port type

ort medium PORT {sfp | rj45 Bridge
P sfp [ 1145} g (Default: RJ45)

To view the configuration of switch port type, use the following command.

Command Mode Description
Enable
show port medium Global Shows port type
Bridge

5.2 Ethernet Port Configuration

5.2.1 Enabling Ethernet Port

To enable/disable a port, use the following command.

Command Mode Description

. ) Enables/disables a port, enter a port number.
port {enable | disable} PORTS Bridge
(Default: enable)

The following is an example of disabling the Ethernet port 1 to 3.

SWITCH(config)# bridge

SWITCH(bridge)# show port 1-5

NO TYPE PVID STATUS MODE FLOWCTRL INSTALLED
(ADMIN/OPER)

1: Ethernet 1 Up/Down Auto/Half/0 Off N
2: Ethernet 1 Up/Down Auto/Half/0 Off N
3: Ethernet 1 Up/Down Auto/Half/0 Off N
4: Ethernet 1 Up/Down Auto/Half/0 Off N
5: Ethernet 1 Up/Down Auto/Half/0 Off N

SWITCH(bridge)# port disable 1-3
SWITCH(bridge)# show port 1-5

NO TYPE PVID STATUS MODE FLOWCTRL INSTALLED
(ADMIN/OPER)

1: Ethernet 1 |DownfDown Auto/Half/0 off N

2: Ethernet 1 |Down{Down Auto/Half/0 Off N

3: Ethernet 1 |DownfDown Auto/Half/0 Ooff N

4: Ethernet 1 Up/Down Auto/Half/0 Off N

5: Ethernet 1 Up/Down Auto/Half/0 off N
SWITCH(bridge)#
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5.2.2

5.2.3

Auto-negotiation

Auto-negotiation is a mechanism that takes control of the cable when a connection is es-
tablished to a network device. Auto-negotiation detects the various modes that exist in the
network device on the other end of the wire and advertises it own abilities to automatically
configure the highest performance mode of interoperation. As a standard technology, this
allows simple, automatic connection of devices that support a variety of modes from a va-
riety of manufacturers.

To enable/disable the auto-negotiation on an Ethernet port, use the following command.

Command Mode Description
. Configures the auto-negotiation of the specified port,
port nego PORTS {on | off} Bridge
enter the port number.

For the hiD 6615 S223/S323, you can configure transmit rate and duplex mode as stan-
dard to configure transmit rate or duplex mode of connected equipment even when auto-
negotiation is enabled. For example, when you configure transmit rate as 10Mbps with
configured auto-negotiation, a port is worked by the standard 10Mbps/full duplex mode.

By default, auto-negotiation is activated in 10/100/1000Base-TX port of the hiD 6615
S223/S323. However you cannot configure auto-nego in fiber port.

The following is an example of deleting auto-negotiate of port 7 and 8, and showing it.

SWITCH(bridge)#

SWITCH(bridge)# port nego 7-8 off

SWITCH(bridge)# show port 7-8

NO TYPE PVID STATUS MODE FLOWCTRL INSTALLED
(ADMIN/OPER)

7: Ethernet 7 Up/Up Force/AFull/100 OffF Y

8: Ethernet 8 Up/Up Force/AFull/100 Off Y

SWITCH(bridge)#

Transmit Rate

To set transmit rate of Ethernet port, use the following command.

Command Mode Description

Sets transmit rate of Ethernet port as
port speed PORTS {10 | 100 | 1000} Bridge 10/100/1000Mbps, enter the port num-
ber.

When auto-nego is activated, it is impossible to change transmit rate.

The following is an example of configuring transmit rate of port 1 as 10Mbps and showing
it.
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5.24

5.2.5

SWITCH(bridge)# show port 1

NO TYPE PVID STATUS MODE FLOWCTRL INSTALLED
(ADMIN/OPER)

1: Ethernet 1 Up/Up Force/Halfy/100 Off Y

SWITCH(bridge)# port speed 1 10

SWITCH(bridge)# show port 1

NO TYPE PVID STATUS MODE FLOWCTRL INSTALLED
(ADMIN/OPER)

1: Ethernet 1 Up/Up Force/Halfy10 Off Y

SWITCH(bridge)#

Duplex Mode

Only unidirectional communication is practicable on half duplex mode, and bidirectional
communication is practicable on full duplex mode. By transmitting packet for two ways,
Ethernet bandwidth is enlarged two times- 10Mbps to 20Mbps, 100Mbps to 200Mbps.

To set duplex mode, use the following command.

Mode

Command Description

) Sets full or half duplex mode of specified port, enter the
port duplex PORTS {full | half} Bridge
port number.

The following is an example of configuring duplex mode of port 1 as half mode and show-
ing it.

SWITCH(bridge)# show port 1

NO TYPE PVID STATUS MODE FLOWCTRL INSTALLED
(ADMIN/OPER)

1: Ethernet 1 Up/Up ForcefFul 1/[100 Off Y

SWITCH(bridge)# port duplex 1 half

SWITCH(bridge)# show port 1

NO TYPE PVID STATUS MODE FLOWCTRL INSTALLED
(ADMIN/OPER)

1: Ethernet 1 Up/Down  ForcefHalf/100 Off Y

SWITCH(bridge)#

Flow Control

Ethernet ports on the switches use flow control to restrain the transmission of packets to
the port for a period time. Typically, if the receive buffer becomes full, the port transmits a
pause packet that tells remote ports to delay sending more packets for a specified period
time. In addition, the Ethernet ports can receive and act upon pause packets from other
devices.
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To configure flow control of the Ethernet port, use the following command.

Command

Mode

Description

port flow-control PORTS {on |
off}

Bridge

port number. (default: off)

Configures flow control for a specified port, enter the

The following is an example of configuring flow control to port 25.

SWITCH(bridge)# show port 25

NO TYPE PVID STATUS MODE FLOWCTRL INSTALLED
(ADMIN/OPER)
25 Ethernet 1 Up/Down Auto/Half/0 Off Y

SWITCH(bridge)# port flow-control 25 on

SWITCH(bridge)# show port 25

NO TYPE PVID STATUS MODE FLOWCTRL INSTALLED
(ADMIN/OPER)
25: Ethernet 1 Up/Down Auto/Half/0 on Y

SWITCH(bridge)#

5.2.6 Port Description

To specify a description of an Ethernet port, use the following command.

no port description PORTS

Command Mode Description
port description PORTS » o
Specifies a description of an Ethernet port.
DESCRIPTION Bridge

Deletes description of specified port.

To view description of port, use the following command.

Command Mode Description
Enable
I Global o
show port description PORTS Brid Shows description of one port or more.
ridge
Interface

The following is an example of making description of port 1 and viewing it.

SWITCH(bridge)# port description 1 testl
SWITCH(bridge)# show port description 1

LINK

DESCRIPTION

OHDX testl

NO TYPE STATE
(ADM/0OPR)
1 Unknown Up/Down

SWITCH(bridge)#

A50010-Y3-C150-2-7619

7



UMN:CLI User Manual
SURPASS hiD 6615 S223/S323 R1.5

5.2.7 Traffic Statistics

5.2.7.1 The Packets Statistics

To display traffic statistic of each port or interface with MIB or RMON MIB data defined,
use the following commands.

Command Mode Description
show port statistics avg-pkt Shows traffic statistics of average packet for a specified
[PORTS] Ethernet port.
show port statistics avg-pps Shows traffic statistics of average packet type for a
[PORTS] Enable specified Ethernet port.

Global

show port statistics interface Bridge Shows interface MIB counters of a specified Ethernet
[PORTS] port
show port statistics rmon Shows RMON MIB counters of a specified Ethernet
[PORTS] port

The following is an example of displaying traffic average of port 1.

SWITCH(bridge)# show port statistics avg-pkt 1

Slot/Port] TX | Rx
Time | pkts/s | bits/s | pkts/s | bits/s

port 1 -—————
5 sec 1 608 120 61,848
1 min 3 3,242 122 62,240

10 min: 0 440 39 20,272

SWITCH(bridge)#

The following is an example of displaying RMON statistic counters of port 1.

SWITCH(bridge)# show port statistics rmon 1

Portl
EtherStatsDropEvents 0
EtherStatsOctets 5,669,264

EtherStatsPkts 71,811
EtherStatsBroadcastPkts 36,368
EtherStatsMulticastPkts 32,916
EtherStatsCRCAlignErrors 0
EtherStatsUndersizePkts 0O
EtherStatsOversizePkts O
EtherStatsFragments 0
EtherStatsJabbers 0
EtherStatsCollisions 0
EtherStatsPkts640ctets 165,438
EtherStatsPkts65tol1270ctets 12,949
EtherStatsPkts128to2550ctets 1,662
EtherStatsPkts256to5110ctets 31,177
EtherStatsPkts512t010230ctets 12
EtherStatsPkts1024to015180ctets 64
SWITCH(bridge)#
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5.2.7.2

5.2.7.3

Otherwise, to clear all recorded statistics of port and initiate, use the following command.

Command Mode Description
Enable

clear port statistics {PORTS | all} Global Clears all recorded port statistics.
Bridge

The CPU statistics

To display CPU statistics of Ethernet port, use the following command.

[PORTS]

Command Mode Description
show cpu statistics avg-pkt Shows cpu traffic statistics of average packet for a
[PORTS] Enable specified Ethernet port.
Global
show cpu statistics total Bridge Shows cpu traffic statistics of Interface group for a

specified Ethernet port.

To delete all CPU statistics of specified Ethernet port, use the following command.

Command Mode Description
. Global o
clear cpu statistics [PORTS ] Brid Deletes all CPU statistics for an Ethernet port.
ridge

The Protocol statistics

To enable/disable protocol statistics

udp}]

Command Mode Description
protocol statistics {enable | dis-
] ) Global
able} [{arp | icmp | ip | tcp | .
Bridge

To display protocols’ statistics of Ethernet port, use the following command.

[PORTS]

Command Mode Description
show protocol statistics avg-pkt Shows protocols (arp, icmp, ip, tcp, udp) statistics of
[PORTS] Iénable average packet for a specified Ethernet port.
lobal
show protocol statistics total Bridge Shows protocols (arp, icmp, ip, tcp, udp) statistics of

Interface group for a specified Ethernet port.

To delete all protocol statistics of specified Ethernet port, use the following command.

Command Mode Description
clear protocol statistics Global .
. Deletes all protocols statistics for an Ethernet port.
[PORTS ] Bridge
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5.2.8 Port Status

To display a port status, use the following command.

Command Mode Description

show port PORTS Shows configured state of port, enter the port number.

Enable
o Shows port specific description (max. number of char-
show port description [PORTS] Global )
. acters is 100), enter the port number.

Bridge

show port module-info [PORTS] Shows port module information.

The following is an example of displaying port information for port 1 to 12.

SWITCH# show port 1-12

NO TYPE PVID STATUS MODE FLOWCTRL INSTALLED
(ADMIN/OPER) (ADMIN/OPER)

1: Ethernet 1 Up/Down Force/Full/0 Off/ Off Y
2: Ethernet 1 Up/Down Force/Full/0 Off/ Off Y
3: Ethernet 1 Up/Down Auto/Full/0 Off/ Off Y
4: Ethernet 1 Up/Down Auto/Full/0 Off/ Off Y
5: Ethernet 1 Up/Down Auto/Full/0 Off/ Off Y
6: Ethernet 1 Up/Down Auto/Full/0 Off/ Off Y
7: Ethernet 1 Up/Down Auto/Full/0 Off/ Off Y
8: Ethernet 1 Up/Down Auto/Full/0 Off/ Off Y
9: Ethernet 1 Up/Down Auto/Full/0 Off/ Off Y
10: Ethernet 1 Up/Down Auto/Full/0 Off/ Off Y
11: Ethernet 1 Up/Down Auto/Full/0 Off/ Off Y
12: Ethernet 1 Up/Down Auto/Full/0 Ooff/ Off Y
SWITCH#

5.2.9 Initializing Port Statistics

To clear all recorded statistics of port and initiate, use the following command. It is possi-
ble to initiate statistics of port and select specific port.

Command Mode Function

clear port statistics {PORT | all} Global Initializes port statistics. It is possible to select several
oba
ports.

5.3 Port Mirroring

Port mirroring is the function of monitoring a designated port. Here, one port to monitor is
called monitor port and a port to be monitored is called mirrored port. Traffic transmitted
from mirrored port is sent to monitor port so that user can monitor network traffic.

The following is a network structure to analyze the traffic by port mirroring It analyzes traf-
fic on the switch and network status by configuring Mirrored port and Monitor port con-
necting the computer, that the watch program is installed, to the port configured as Moni-
tor port.
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Mirrored Ports 1,2,3

Monitor Port

Monitoring

Fig. 5.2 Port Mirroring

To configure port mirroring, designate mirrored ports and monitor port. Then enable port
mirroring function. Monitor port should be connected to the watch program installed PC.
You can designate only one monitor port but many mirrored ports for one switch.

Step 1
Activate the port mirroring, using the following command.
Command Mode Description
mirror enable Bridge Activates port mirroring.

Step 2
Designate the monitor port, use the following command.

Command Mode Description

mirror monitor {PORTS | cpu} Bridge Designates the monitor port.

Step 3
Designate the mirrored ports, use the following command.

Command Mode Description

) ) Designates the mirrored ports.
mirror add PORTS [ingress |

Bridge ingress: ingress traffic
egress]

egress: egress traffic
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Step 4
To delete and modify the configuration, use the following command.
Command Mode Description
mirror disable Deactivate monitoring.
mirror del PORTS [ingress | Bridge )
Delete a port from the mirrored ports.
egress]
Step 5
To disable monitoring function, use the following command.
Command Mode Description
no mirror monitor Bridge Disable port mirroring function.

The following is an example of configuring port mirroring with a port.

Step 1
Connect a motoring PC to the monitor port of the switch.

Step 2
Enable mirroring function.

SWITCH(bridge)# mirror enable
SWITCH(bridge)#

Step 3
Configure the monitor port 1 and mirroring port 2, 3, 4 and 5.

SWITCH(bridge)# mirror monitor 1
SWITCH(bridge)# mirror add 2
SWITCH(bridge)# mirror add 3-5
SWITCH(bridge)#

Step 4
Check the configuration.

SWITCH(bridge)# show mirror
Mirroring enabled
Monitor port =

| 1

Ingress Mirrored Ports|............
Egress Mirrored Ports]............
SWITCH(bridge)#
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6.1

6.1.1

6.1.2

System Environment

Environment Configuration

You can configure a system environment of the hiD 6615 S223/S323 with the following

items:

* Host Name

» Time and Date

*+ Time Zone

*  Network Time Protocol

*  Simple Network Time Protocol (SNTP)
»  Terminal Configuration

* Login Banner

* DNS Server

* Fan Operation

» Disabling Daemon Operation
» System Threshold

Host Name

Host name displayed on prompt is necessary to distinguish each device connected to

network.

To set a new host name, use the following command.

Command Mode Description
hostname NAME Global Creates a host name of the switch, enter the name.
oba
no hostname [NAME] Deletes a configured host name, enter the name.

To see a new host name, use the following command.

Command Mode Description

show running-config hostname Global Shows the host name.

The following is an example of changing hostname to “hiD6615”

SWITCH(config)# hostname hiD6615
hiD6615(config)#

Time and Date

To set system time and date, use the following command.

Command Mode Description
clock DATETIME Enable Sets system time and date.
show clock Global Shows system time and date.
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6.1.3

6.1.4

The following is an example of setting system time and date as 10:20pm, July 4th, 2005.

SWITCH# clock 06 Mar 2006 10:20
Mon, 6 Mar 2006 10:20:00 GMT+0000
SWITCH#

Time Zone

The hiD 6615 S223/S323 provides three kinds of time zone, GMT, UCT and UTC. The
time zone of the switch is predefined as GMT (Greenwich Mean Time). Also you can set
the time zone where the network element belongs.

To set the time zone, use the following command (Refer to the below table).

Command Mode Description
time-zone TIMEZONE Global Sets the time zone.
. Enable .
show time-zone Shows the world time zone map.
Global

Tab. 6.1 shows the world time zone.

Time Zone Country/City Time Zone Country/City Time Zone Country/City
GMT-12 Eniwetok GMT-3 Rio De Janeiro GMT+6 Rangoon
GMT-11 Samoa GMT-2 Maryland GMT+7 Singapore
GMT-10 Hawaii, Honolulu GMT-1 Azores GMT+8 Hong Kong
GMT-9 Alaska GMT+0 London, Lisbon GMT+9 Seoul, Tokyo
GMT-8 LA, Seattle GMT+1 Berlin, Rome GMT+10 Sydney,
GMT-7 Denver GMT+2 Cairo, Athens GMT+11 Okhotsk
GMT-6 Chicago, Dallas GMT+3 Moscow GMT+12 Wellington
GMT-5 New York, Miami GMT+4 Teheran
GMT-4 George Town GMT+5 New Delhi

Tab. 6.1 World Time Zone

Network Time Protocol

The Network Time Protocol (NTP) provides a mechanism to synchronize time on com-
puters across an internet. The specification for NTP is defined in RFC 1119.

To enable/disable the NTP function, use the following command.

Command Mode Description
ntp SERVER1 [[SERVER2] Enables the NTP function with specified NTP server.
SERVERZ3]] SERVER: server IP address
ntp start Global Operates the NTP function with specified NTP server.
no ntp Disables the NTP function.
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To display a configured NTP, use the following command.

Command Mode Description
Enable ) .
show ntp Shows a configured NTP function.
Global

The following is an example of configuring 203.255.112.96 as NTP server, running it and

showing it.

SWITCH(config)# ntp 203.255.112.96

SWITCH(config)# ntp start
SWITCH(config)# show ntp
ntp started

ntp server 203.255.112.96
SWITCH(config)#

The following is an example of releasing NTP and showing it.

SWITCH(config)# no ntp
SWITCH(config)# show ntp
ntp stoped
SWITCH(conTig)#

6.1.5 NTP (Network Time Protocol)

The hiD 6615 S223/S323 sends and receives the messages constantly with NTP server
in order to adjust the recent time. NTP bind-address help NTP server classify the user’s

swith.

To assign IP address that transmitting the message with NTP server, use the following

command.
Command Mode Description
Assigns IP address which receiving the message from
ntp bind-address A.B.C.D s server during transmitting the messages with NTP
lobal

no ntp bind-address

server.

Deletes the binding-IP address.

6.1.6 Simple Network Time Protocol (SNTP)

NTP (Network Time Protocol) and SNTP (Simple Network Time Protocol) are the same
TCP/IP protocol in that they use the same UDP time packet from the Ethernet Time
Server message to compute accurate time. The basic difference in the two protocols is
the algorithms being used by the client in the client/server relationship.

The NTP algorithm is much more complicated than the SNTP algorithm. NTP normally
uses multiple time servers to verify the time and then controls the rate of adjustment or
slew rate of the PC which provides a very high degree of accuracy. The algorithm deter-
mines if the values are accurate by identifying time server that doesn’t agree with other
time servers. It then speeds up or slows down the PC's drift rate so that the PC's time is
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always correct and there won't be any subsequent time jumps after the initial correction.
Unlike NTP, SNTP usually uses just one Ethernet Time Server to calculate the time and
then it "jumps" the system time to the calculated time. It can, however, have back-up
Ethernet Time Servers in case one is not available.

To configure the switch in SNTP, use the following commands.

Command Mode Description
sntp SERVER 1 [SERVER 2] Specifies the IP address of the SNTP server. It is pos-
sible up to three number of server.
[SERVER 3] Global SERVER: server IP address
no sntp Disables SNTP function.

To display SNTP configuration, use the following command.

Command Mode Description
Enable ) .
show sntp Global Show SNTP configuration.
obal

The following is to register SNTP server as 203.255.112.96 and enabile it.

SWITCH(conFig)# sntp 203.255.112.96
SWITCH(config)# show sntp

sntpd is running.

Time Servers

1st : 203.255.112.96

SWITCH(config)#

You can configure up to 3 servers so that you use second and third servers as backup
use in case the first server is down.

Terminal Configuration

By default, the hiD 6615 S223/S323 is configured to display 24 lines composed by 80
characters on console terminal. The maximum line displaying is 512 lines.

To set the number of line displaying on terminal screen, use the following command.

Command Mode Description

. Sets the number of line displaying on console terminal,
terminal length <0-512>

Global enter the value.

no terminal length Restores a default line displaying.
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6.1.9

Login Banner

It is possible to set system login and log-out banner. Administrator can leave a message
to other users with this banner.

To set system login and log-out banner, use the following command.

Command Mode Description
banner Sets a banner before login the system.
banner login Global Sets a banner when successfully log in the system.
banner login-fail Sets a banner when failing to login the system.

To restore a default banner, use the following command.

Command Mode Description
no banner
no banner login Global Restores a default banner.
no banner login-fail

To display a current login banner, use the following command.

Command Mode Description
Enable .
show banner Shows a current login banner.
Global
DNS Server
To set a DNS server, use the following command.
Command Mode Description
dns server A.B.C.D Sets a DNS server.
Global
no dns server A.B.C.D Removes a DNS server.
Enable
show dns Shows a DNS server.
Global

If a specific domain name is registered instead of IP address, user can do telnet, FTP,
TFTP and ping command to the hosts on the domain with domain name.

To configure DNS domain name, use the following command.

Command Mode Description
dns search DOMAIN Searches a domain name.
Global
no dns search DOMAIN Removes a domain name.

It is possible to delete DNS server and domain name at the same time with the below
command.
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Command Mode Description
no dns Global Deletes DNS server and domain name.
6.1.10 Fan Operation
In hiD 6615 S223/S323, it is possible to control fan operation. To control fan operation,
use the following command.
Command Mode Description
fan operation {on | off} Global Configures fan operation.
; It is possible to configure to start and stop fan operation according to the system tempera-
I ture. To configure this, refer the Section 6.1.12.3.
6.1.11 Disabling Daemon Operation
You can disable the daemon operation unnecessarily occupying CPU. To disable certain
daemon operation, use the following command.
Command Mode Description
halt PID Enable Disables the daemon operation.
You can display PI