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SAFETY PRECAUTIONS

Carefully read the Safety Instructions the
Installation and Operating Procedures provided
in this User's Guide before attempting to install
or operate the appliance. Failure to follow these
instructions may result in damage to equipment
and/or personal injuries.

= Before cleaning the appliance, unplug the
power cord. Use only a soft cloth dampened
with water for cleaning.

= Any changes or modifications to this
product not explicitly approved by the
manufacturer could void any assurances of

Safety or Performance and could result in
violation of Part 15 of the FCC Rules.

= When installing the appliance, ensure that
the vents are not blocked.

= Do not use the appliance outdoors.

= Do not expose the appliance to liquid or
moisture.

= Do not expose the appliance to extreme
high or low temperatures.

= Do not drop, throw, or bend the appliance
since rough treatment could damage it.

= Do not use any accessories other than those
approved by Check Point. Failure to do so
may result in loss of performance, damage
to the product, fire, electric shock or injury,
and will void the warranty.

= Do not disassemble or open the appliance.
Failure to comply will void the warranty.

= Do not route the cables in a walkway or in a
location that will crimp the cables.

POWER ADAPTER

= The appliance should only be used with the
power adapter provided. The power adapter
should be plugged into a surge protected
power source. In addition, be careful not to
overload the wall outlets, extension cords,
etc. used to power this unit.

= Connect the power adapter only to power
sources as marked on the product.

= To reduce risk of damage to the electric
cord, remove it from the outlet by holding
the power adapter rather than the cord.

SECURITY DISCLAIMER

The appliance provides your office network
with the highest level of security. However, no
product can provide you with absolute
protection against a determined effort to break
into your system. We recommend using
additional security measures to secure highly
valuable or sensitive information.



Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful interference in
a residential installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications.
Howevwer, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one of the
following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to
the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the
party responsible for compliance could void the user's authority to operate this
equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated
with minimum distance 20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any
other antenna or transmitter.



@ Contents

Contents

Chapter 1: INtrodUCTION ........cviviiiiiee e 1
About Your Check Point Safe@Office Appliance .........cccocevveiienviinencenn, 1
Safe@OFFICE PrOQUCTS ......eeeivieeceee ettt 2

SAfE@OFFICE 105 ...ttt e enre e 2
T =@ O 1 o700 IR 2
SAfE@OTFTICE 225 ..ottt 3
SAfE@OTFTICE 225U ..ottt 3
SaAfE@OFFICE 300 ....i it 4
Safe@OFFICE B00W ... 4
Safe@Office Features and Compatibility ...........coccovireiiiniiiice 4
CONNECLIVITY ...ttt 4
FIFBWAIL. ... s 6
VPN ettt ettt ettt eae e be et et eneenree s 8
MANAGEMENT .. 9
Optional SECUNtY SEIVICES ......cvvviiiiriiieirieeere s 10
Package CONENTS. ......cuiuiieiirie ettt 11
Network REQUIFEMENLES ........coviiiieieiie et 13
Getting to Know Your Safe@Office 100 SerieS.......ccccvevvrrererenererennneenns 14
REAI PANEL ... 14
FrONE PANEL.... ..o 15
Getting to Know Your Safe@Office 200 SerieS.......cccovevvrrerierenerereneneenn 17
REAI PANEL ... 17
FrONE PANEl......c.ooviiiiii e 19
Getting to Know Your Safe@Office 300 Series Appliance .......c.cccceevveene. 20

Contents i



Contents @

REAI PANEL ... 20
FrONE PANEl......c.ocviiiiiiie e 22
ADOUL THIS GUIAE ...t 24
Contacting Technical SUPPOIT .......ccooiiiiiiiiie e 24
Chapter 2: Installing and Setting up the Safe@Office Appliance.............. 25
Before You Install the Safe@Office Appliance.........c.ccovvvvviiiniincniennn, 25
WiINdOWS 2000/XP......ccuoiiiiiiiiirieieiiieese e 26
Windows 98/MilleNNiUM ..........cooiiiiiii e 31

MAC OS ..o 37
Wall Mounting the ApPlIanCe...........oeviiiiiiiic s 38
Network INStAHAtION ........cooviiiiiie e 40
Setting Up the Safe@Office ApPlianCe ........covvvviiiiiciiic e 41
Chapter 3: Getting Started ..o 45
Initial Login to the Safe@Office Portal..........cccooeveieiiiiiieece e 45
Logging on to the Safe@Office Portal ... 47
Accessing the Safe@Office Portal Remotely ..., 49
Using the Safe@Office Portal ..........ccooeveviie i 50
MEIN IMIBNU Lottt 52
MEIN FAME....etiiitiiteee bbbt 53
SEALUS B ......eitiieieieieeee e 53
LOGUING OFF ..o 56
Chapter 4: Configuring the Internet Connection ..........cccccovcvvviievcvnivicnnnns 57
OVEIVIBW ..ttt bttt b e et b e et ane e 57
Using the INternet Wizard.............cocoereiiinninineeesee e 58
Using a Direct LAN CONNECLION .......ccoouiriiiiiinieiie e 60
Using a Cable Modem COonNECLION...........ccuvereirerieineee e 61

ii Check Point Safe@Office User Guide



@ Contents

Using a PPTP or PPPoE Dialer Connection ...........c.cccverviinenvcnciinennns 62
USING PPPOE. ..ottt 63
USING PPTP ettt 64
USING INTEMMETL SETUP ...t 66
Using & LAN CONNECLION .....cueviiiiiiieiiiie e 68
Using a Cable Modem COonNECLioN...........ccvvereinenieinieeee e 70
Using & PPPOE CONNECLION .......cvvviiieiiiiirieiiie e 71
UsSing @ PPTP CONNECLION ....c.ooveiiiiiieiiiie et 73
Using a Telstra (BPA) CONNECLION .......ccccvrviiriiieiiieiecsicecseecses 75
Using a Dialup CoNNECLION. .........cciiiiiiieiie e 77
USING NO CONNEBCLION ...t 79
Setting Up a Dialup MOGeM .......cccoiiiiiiiiiiiie e 84
Cloning 8 MAC AdUIESS.......ccvieiiirieieierie et 86
Viewing Internet Connection INfOrmation...........ccoceoeeveniininninenecnenn, 88
Enabling/Disabling the Internet ConNection...........c.cocvvienniinenscneneeen, 89
Using Quick Internet Connection/DisCONNECtioN ...........ccceeevervrvnrsennannns 90
Configuring a Backup Internet ConNECtion ...........ccoceveerereeneisineeieeas 91
Setting Up a LAN or Broadband Backup Connection.............cc.ccccvevennee. 91
Setting Up a Dialup Backup Connection.............ccoevviveniinenncncnenns 92
Chapter 5: Managing Your NetWOrK..........ccccovieviiniininneneecs 93
Configuring Network SEttingS.........coeovrireieiereiie e 93
Configuring @ DHCP SEIVET ......ccvciiiiiiiiirieisieeese s 94
Changing IP AdUIESSES......coveeiirieiiterieeeie ettt 100
Enabling/Disabling Hide NAT ... 101
Configuring @ DMZ NEIWOIK ........ccccoreiiiiiiiiieine e 102
Configuring @ WLAN NEWOIK .......ccreiiiriiinierieiseesesie e 104

Contents iii



Contents @

Configuring High Availability ...........ccccoeiiiiiniiiiee 117
Using Traffic SNAPer.........coviiiiiiie s 120
Adding and Editing @ Class ..........cccveriiriniinieeee s 122
DEleting ClIASSES .....c.eiviieiiriiiiirieie e 127
Restoring Traffic Shaper Defaults ... 128
USING NetWOrk ODJECLS. .......civeiieiriiieicrieccseese s 129
Adding and Editing Network ODjJects.........cccccveriininiiniincsene 130
Viewing and Deleting Network ODjJectS.........ccoeovirenvininiiiescnnes 136
USING StatiC ROULES......c.eeiiieiieiiitciieiiceees s 137
Adding & StatiC ROULE.........coviiiiiiiriere s 137
Viewing and Editing Static ROULES............ccoviiiireiiiniiiccc e 139
Deleting a Static ROULE ........ccoeiiiriiiciee e 140
Chapter 6: VIeWING REPOITS ......coiiiiiiiirieiie e 141
VieWing the EVENE LOG ........ccviiiiriiiieieestceesie e 141
VIEWING COMPULETS ....ocveiiieiiiieiete sttt 144
VIeWiNg CONNECHIONS. .......oviirieiiiirieieie et 147
Chapter 7: Setting Your Security POIICY .......c.ccococvriiiiiiiiiiincneceniees 149
Setting the Firewall Security LeVel..........cccooiiiiiiiniineeee 149
CoNFIQUIING SEIVEIS....c.ociiiiieierieete e e 152
USING RUIES.....coiiiiicit s 154
Adding and Editing RUIES...........ccooiiiiiiiiieeee s 157
Deleting RUIES .....c.couiiiee e 163
Defining an EXPoSed HOSL ..o 163
Chapter 8: Using SUDSCFIpLion SErVICES ........ccceoviiiiiiieieiieneesie e 165
Connecting t0 a SErvice CENTEN........c.ociiiiierieiee e 165
Viewing Services INfOrmation ............cccooeiiiriiiineiine e 169

iv Check Point Safe@Office User Guide



@ Contents

Refreshing Your Service Center CONNECLION.........covvverieirieniiirieicninns 171
Configuring YOUF ACCOUNT ......cvoiiuiieienieieie ettt 171
Disconnecting from Your Service Center...........ccovvvireiieneiencneisenenns 172
WED FIIEIING .. .vcvecee e 172
Enabling/Disabling Web Filtering ..o 173
Selecting Categories for BIOCKING ........c.cccvveriineiiiiesceene e 174
Temporarily Disabling Web Filtering..........ccccoeviiniinniiiiincne, 174
VIFUS SCANMING.....coeitiieiiiteieiesie ettt sbe e 175
Enabling/Disabling Email AntiVirus.........c.ccoooiiriniinninineneneee 176
Selecting Protocols for SCanning ..........cccoeveeieneieneiene e 177
Temporarily Disabling Email Antivirus .........ccccoeovinineninincnn, 177
Automatic and Manual UpPates ...........ccoereiriiiineiieneese e 179
Checking for Software Updates when Locally Managed ..............c.c.... 179
Checking for Software Updates When Remotely Managed.................... 180
Chapter 9: USiNg SECUFEDESK .........coeiiirieieirieee e 183
Installing McATfee VirusScan ASaP..........cccocveiiiiniiinnieie e 184
Updating McAfee VirusScan ASaP on All COMpPULers .........cccocevvverevnenne 186
Setting the SecureDesk Security LeVel ..o, 186
Checking Antivirus COmMpPHanCy .........ccooeoeereneieiensie e 189
OVerriding SECUIEDESK.......cuiiriiiiieiieie sttt 195
Viewing SecUreDeSK REPOITS ......c.eviiiiirieiierieesie et 196
Chapter 10: Working With VPNS ........cccoiiiiiiicceee e 199
OVEIVIBW ..ttt bbbt bbb 199
SITE-T0-SItE VPINS ...ttt 201
REMOtE ACCESS VPNS ... 203

Setting Up Your Safe@Office Appliance as a Remote Access VPN Server204

Contents \Y;



Contents @

Adding and Editing VPN Sites using Safe@Office 110 and 225................ 206
Configuring a Remote Access VPN Site ........ccccovviirniiinnieneneeneeas 208
Configuring a Site-to-Site VPN Gateway ..........c.ccoevereriiereieieneenennns 219
Creating a PPPOE TUNNEI .....cociiiiiiiiceees e 228

Deleting @ VPN SIe......coiiiiiiiiiese s 231

Enabling/Disabling @ VPN Site .......cccoiiiiniiiiiineceeeee s 232

Logging 0N 10 8 VPN SIte.....coiiiiiiiiiiieere s 233
Logging on through the Safe@Office Portal .........c..ccooeveveviiniennnen 233
Logging on through the Mmy.vpn Page ... 235

Logging Off & VPN SIte .....cviiiiiiiiicic s 236

Installing @ CertifiCate..........cooiriiiiiiiie e 237

Uninstalling @ CertifiCate ..........oovireiiiniice s 240

VIeWing VPN TUNNEIS........ciiiiiiiii e 241

Chapter 11: Managing USEES ........cccoeiiiririeienieese et 245

Changing YOour PaSSWOIT ........cccoiiiiiiiniiieeniecee st 245
Using Safe@OFfiCe 105......ccoviiiiiieieee e 245
Using Safe@Office 110 and 225........ccooeieviieie e 246

AGAING USEIS ...t 248

Viewing and Editing USEIS .......cocoviiiiiiiiiiiieeseee s 248

DEleting USEIS .....civiiciiiiiieiesteeere e 251

Setting Up Remote VPN ACCESS FOr USErS......cccovvvierinineiienee e 252

Using RADIUS AUhentiCation ...........ccoeiiiriinineineecseeescsescns 252

Chapter 12: MaiNtENANCE. .........ccviiriieierieesie e 255

Viewing FIrMWare STAUS ........cooveiriiiereiie e 255

Updating the FIMMWATE ...t 257

Upgrading Your Software Product .............ccoeviirininiscnescnescsens 258

Vi Check Point Safe@Office User Guide



@ Contents

Registering Your Safe@Office Appliance ..., 262
Configuring Syslog LOGGING ......ccccvreiierieinenieese e 263
Configuring HTTPS......oii e 265
Setting the Time on the ApPlianCe........cccoiiniii e 267
Controlling the Appliance via the Command Line .........cc.cccooeniieneniennn 271
Using Diagnostic TOOIS .......cocviiiiiiiieiicecese s 272
Backing Up the Safe@Office Appliance Configuration............ccccecevnnene. 274
Exporting the Safe@Office Appliance Configuration..............c.ccceennee. 274
Importing the Safe@Office Appliance Configuration.............ccccceevnene. 276
Resetting the Safe@Office Appliance to Defaults..........ccccovvvviriniinnnn, 277
RUNNING DIAQNOSLICS........eviiiiieiiiiiteeicrieecr s 279
Rebooting the Safe@Office ApPlianCe.........ccoeviireiiiiiie 280
Chapter 13: TroubleshOoting..........ocooviiiiiiiiiiii e 283
CONNECLIVITY ..ottt 283
Service Center and UPGrades..........cooeeierieieneie s 288
Other ProbIEmMS ..o 288
Chapter 14: SPecifiCations .........c.ccoiieireniieere e 291
Technical SPeCIfiCatioNS..........cooviiiiiii 291
CE Declaration of Conformity..........cccverviinineiiine e 295
Federal Communications Commission Radio Frequency Interference
SEALEIMENT ... 297
GlOSSANY OF TEIMS ...ttt 299
INABX 1.t 307

Contents vii






@ About Your Check Point Safe@Office Appliance

Introduction

This chapter introduces the Check Point Safe@Office appliance and this
guide.

This chapter includes the following topics:

About Your Check Point Safe@Office Appliance...........ccoceevvvrcienenns 1
Safe@OTFFICE PrOAUCES .......eeeiveeeceee ettt 2
Safe@Office Features and Compatibility..........ccccoovriiiiiiniiiiiiee 4
Getting to Know Your Safe@Office 100 Series........ccocovererenerenenne. 14
Getting to Know Your Safe@Office 200 Series........ccccoveverenerenuenne. 17
Getting to Know Your Safe@Office 300 Series Appliance ................. 20
ADOUL THIS GUIR ..ot 24
Contacting Technical SUPPOIt ........ccovveiivire e 24

About Your Check Point Safe@Office
Appliance

The Check Point Safe@Office appliance is an advanced Internet security
appliance that enables secure high-speed Internet access from the office.
Developed and supported by SofaWare Technologies, an affiliate of Check
Point Software Technologies, the worldwide leader in securing the Internet,
the Safe@Office appliance incorporates the 100, 200, and 300 product
families. The Safe@Office firewall, based on the world-leading Check Point
Embedded NG Stateful Inspection technology, inspects and filters all
incoming and outgoing traffic, blocking all unauthorized traffic.

The Safe@Office appliance also allows sharing your Internet connection
among several PCs or other network devices, enabling advanced office
networking and saving the cost of purchasing static IP addresses.

With the Safe@Office appliance, you can subscribe to additional security
services available from select service providers, including firewall security
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Safe@Office Products @

updates, Web filtering, and dynamic DNS. Business users can use the
Safe@Office appliance to securely connect to the office network.

Safe@Office Products

The Safe@Office appliance is available with the following hardware:
o Safe@Office 100 series
o Safe@Office 200 series
e Safe@Office 300 series

All three series provide a Web-based management interface, which enables
you to manage and configure the Safe@Office appliance operation and
options. However, the 200 series and 300 series provide higher firewall and
VPN throughput and have a dedicated DMZ port and a serial port. The 300
series also provides two USB ports enabling printer server functionality, and
the 300W functions as an access point for a wireless network.

The 100 series includes models Safe@Office 105 and Safe@Office 110. The
200 series includes models Safe@Office 225 and Safe@Office 225U. The
300 series includes models Safe@Office 300 and Safe@Office 300W.

Your 100 and 200 series Safe@Office appliance can be upgraded to a more
advanced model within its hardware series, without replacing the hardware.
Contact your reseller for more details.

Safe@Office 105

Safe@Office 105 protects your home or small business network from hostile
Internet activity. It can also act as a Remote Access VPN Server which
allows a single user to securely access resources protected by the
Safe@Office appliance from home or while traveling. It is intended for home
or small business users and can be used by up to five computers.

Safe@Office 110

In addition to all the benefits of Safe@Office 105, Safe@Office 110 provides
expanded VPN functionality: it acts not only as a Remote Access VPN
Server but as a Remote Access VPN Client, enabling employees working
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@ Safe@Office Products

from home to securely connect to the office network. Safe@Office 110 can
also be configured as a Site-to-Site VPN Gateway, which allows permanent
bi-directional connections between two gateways, such as two company
offices.

Safe@Office 110 is intended for small and medium businesses with one or
more branch offices, and for their employees working from home. It can be
used by up to ten computers.

Safe@Office 225

Safe@Office 225 provides all the benefits of Safe@Office 110, along with
support for High Availability and Traffic Shaper. High Availability enables
you to install a second Safe@Office appliance on your network and configure
that appliance as a backup to the first Safe@Office appliance, thereby
ensuring that your network is consistently protected and connected to the
Internet. Traffic Shaper allows you to control the flow of communication so
that important traffic takes precedence over less important traffic; this
enables your business to function with minimum disruption, even when the
network is congested.

Safe@Office 225 includes a hardware DMZ port and offers higher VPN and
firewall performance than the 100 series. It also supports the use of a dialup
modem.

Like Safe@Office 110, Safe@Office 225 is intended for small to medium-
sized businesses with extended networks. Safe@Office 225 supports 25
computers.

Safe@Office 225U

Safe@Office 225U provides the same functionality as Safe@Office 225 but
supports an unlimited number of computers.

All references to Safe@Office 225 in this guide are also relevant to
Safe@Office 225U.
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Safe@Office 300

Safe@Office 300 provides all the benefits of Safe@Office 225, along with
two USB ports for printer server functionality.

Safe@Office 300 is intended for small to medium-sized businesses with
extended networks. It can be used by up to 25 computers.

Safe@Office 300W

Safe@Office 300W provides the same functionality as Safe@Office 300, but
can function as an access point for a wireless network.

All references to Safe@Office 300 in this guide are also relevant to
Safe@Office 300W.

Safe@Office Features and Compatibility

Connectivity

Safe@ Safe@ Safe@
Safe@ , . ,
Feature Office 105 Office Office Office
110 225/225U 300/300W
Concurrent
firewall 2,000 2,000 8,000 8,000
connections
LAN Ports 4-ports 10/100 Mbps Fast Ethernet switch
10/100 Mbps 10/100 Mbps  10/100 Mbps ~ 10/100 Mbps
WAN Port
Fast Ethernet Fast Ethernet Fast Ethernet Fast Ethernet
DMZ/WAN2 10/100 Mbps 10/100 Mbps
Port Fast Ethernet  Fast Ethernet
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Safe@ Safe@ Safe@
Safe@ . ) .
Feature Office 105 Office Office Office
110 225/225U 300/300W
WLAN \,
Antennas 300W only
USB Ports J
Serial Console w, w’
Port
Ethernet cable
type v v
recognition
25 or o
Users (nodes) 5 10 o 25 or Unlimited
Unlimited
Supported
Internet Static IP, DHCP Client, Cable Modem, PPTP Client,
connection PPPoE Client, Telstra BPA login
methods
DHCP Server ﬂ, *, ﬂ, *,
DHCP relay J \, \, \,
MAC Cloning v v v v
Backup
Internet J J J
connection
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Safe@ Safe@ Safe@
Safe@ ) ) .
Feature Office 105 Office Office Office
110 225/225U 300/300W
High
Availability J J
Traffic Shaper ’I ’,
Static NAT J *, ’I ’I
Static Routes J \, ’I ’I
Firewall
Safe@ Safe@ Safe@ Safe@
Feature Office Office Office Office
105 110 225/225U 300/300w
Firewall Type Check Point Firewall-1 Embedded NG
Network
AddI’ES.S ’l J ’l ’I
Translation
(NAT)
INSPECT
] Unlimited Unlimited Unlimited Unlimited
Policy Rules
User-defined J 1’ J J
rules
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Safe@ Safe@ Safe@ Safe@
Feature Office Office Office Office
105 110 225/225U 300/300W
Three levels
preset security \, *, \, ’I
policies
DoS Protection \’ s’ J *I
Anti-spoofing \, *, \, ’I
Attack Logging ﬂ, *’ *, J
Voice over IP
(H.323) v v v v
Support
Exposed Host \, \, \, \,
DMZ Network Logical Physical Physical
v
WLAN Network
300W only
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VPN
Safe@ Safe@ Safe@ Safe@
Feature Office Office Office Office
105 110 225/225U 300/300W
VPN Type Check Point VPN-1 Embedded NG
Remote Remote Remote
Access Client Access Client Access Client
Remote
IPSEC VPN
d Access Remote Remote Remote
mode
Server Access Server Access Server Access Server
Site-to-Site Site-to-Site Site-to-Site
IPSEC VPN J w, J w,

pass-through

AES/3DES/ AES/3DES/  AES/3DES/  AES/3DES/
DES DES DES DES

Encryption

Authentication SHA1/MD5  SHA1/MD5 SHA1/MD5 SHA1/MD5

X.509 Digital

- v v v
Certificates

RADIUS client \, ’I \,

Hardware J w,

Acceleration
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Safe@Office Features and Compatibility

Safe@ Safe@ Safe@ Safe@
Feature Office Office Office Office
105 110 225/225U 300/300W
Hardware
Random J 1’
Number
Generator
Management
Safe@ Safe@ Safe@
Safe@ , . ,
Feature Office 105 Office Office Office
110 225/225U 300/300W
Web
¢ v v v v
Management
HTTPS
Access (local !’ ’, *’ ’,
and remote)
Multiple
Administrators J J J
CLI J J v v
Management SofaWare SofaWare SofaWare
SofaWare SMP
Systems SMP SMP SMP
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Optional Security Services

Safe@ Safe@
Feature Office Office
Office 105
225/225U 300/300W
Firewall J J
security and
software
updates
Web Filtering J J
Email J J
Antivirus
protection *
Dynamic DNS J J
Service *
SecureDesk J J
Antivirus
Compliance
Checking *
VPN \, \,
Management
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Safe@ Safe@ Safe@
Safe@ ) ) )
Feature Office 105 Office Office Office
110 225/225U 300/300W
Firewall 1’ J J J
security and
software
updates
Centralized 1’ J 1’ J
Logging and
Intrusion
Detection

* When managed by SofaWare Security Management Portal (SMP).

Package Contents

f ffi
Safe@Office Safe@Office Safe@Office
ltem 105, 100, 300 300W
225/225U
Safe@ Office
Internet Security *, ’I ’I
Appliance
Power adapter J ’I ’I
CATS5 Straight-
through *’ *’ ’I
Ethernet cable
Chapter 1: Introduction 11



Safe@Office Features and Compatibility

Safe@0ffice

Item 105, 100, Safef)o(?)ffice Saf:fg)vt/fice
225/225U
USB cable J w,
Two antennas J
Two plastic
conical anchors J
Two cross-head
screws \,
Getting Started
Guide v v v
This Users
Guide v v v

12 Check Point Safe@Office User Guide



@ Safe@Office Features and Compatibility

Network Requirements

e A broadband Internet connection via cable or DSL modem with
Ethernet interface (RJ-45)

e 10BaseT or 100BaseT Network Interface Card installed on each
computer

e TCP/IP network protocol installed on each computer

¢ Internet Explorer 5.0 or higher, or Netscape Navigator 4.7 and
higher

e CAT 5 STP (Category 5 Shielded Twisted Pair) Straight Through
Ethernet cable for each attached device

Note: To cascade an additional hub or switch to the Safe@Office 100
appliance, you must use a crossed Ethernet cable instead. The
Safe@Office 200 series automatically detects the cable type, so you
can use either a straight-through or crossed cable.

L":'_.'“ —

T Note: For optimal results, it is highly recommended to use either
H"-J’

Microsoft Internet Explorer 5.5 or higher, or Netscape Navigator 6.2 or
higher.

e When using Safe@Office 300W, a wireless card installed on each
wireless client
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Getting to Know Your Safe@Office 100 Series @

Getting to Know Your Safe@Office 100
Series

Safe@Office Safe@COffice afe @Offi
105 || 110 i"ﬂ

Rear Panel

The following figure shows the Safe@Office 100 series appliance's rear
panel. All physical connections (network and power) to the Safe@Office
appliance are made via the rear panel of your Safe@Office appliance.

Figure 1: Safe@Office Appliance 100 Rear Panel ltems

The following table lists the Safe@Office appliance's rear panel elements.

Table 1: Safe@Office Appliance 100 Rear Panel Elements

Label Description

PWR A power jack used for supplying power to the unit. Connect
the supplied power adapter to this jack.
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@ Getting to Know Your Safe@Office 100 Series

Label Description

RESET A button used for rebooting the Safe@Office appliance or
resetting the Safe@ Office appliance to its factory defaults.

You need to use a pointed object to press this button.

e Short press. Reboots the Safe@Office appliance

e Long press (7 seconds). Resets the Safe@Office
appliance to its factory defaults, and resets your
firmware to the version that shipped with the
Safe@Office appliance. This results in the loss
of all security services and passwords and
reverting to the factory default firmware. You will
have to re-configure your Safe@Office
appliance.

Do not reset the unit without consulting your system
administrator.

WAN Wide Area Network: An Ethernet port (RJ-45) used for
connecting your cable or xDSL modem

LAN 1-4 Local Area Network switch: Four Ethernet ports (RJ-45) used

for connecting computers or other network devices

Front Panel

The Safe@Office 100 appliance includes several status LEDs that enable you
to monitor the appliance’s operation.

(-3 Check Point

1 2 3 4 WAN Pl SOFTWARE TECHNOLOGIES LTD.

100 W re the Internet.

PwRisEC @ ° ° L] ® e Secul © the Interne
] ° ® [ ® @ LINK/ACT Safe@Office 265700

Figure 2: Safe@Office 100 Appliance Front Panel

For an explanation of the Safe@Office 100 appliance’s status LEDs, see the
table below.
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Table 2: Safe@Office 100 Appliance Status LEDs

LED State Explanation
PWR/SEC Off Power off
Flashing quickly (Green) System boot-up
Flashing slowly (Green) Establishing Internet
connection
On (Green) Normal operation
Flashing (Red) Hacker attack blocked
On (Red) Error
LAN 1- LINK/ACT Off, 100 Off Link is down
4/WAN
LINK/ACT On, 100 Off 10 Mbps link established
for the corresponding
port
LINK/ACT On, 100 On 100 Mbps link

established for the
corresponding port

LNK/ACT Flashing Data is being
transmitted/received
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Getting to Know Your Safe@Office 200
Series

=

Rear Panel

The following figure shows the Safe@Office 200 series appliance's rear
panel. All physical connections (network and power) to the Safe@Office
appliance are made via the rear panel of your Safe@Office appliance.

Figure 3: Safe@Office 200 Appliance Rear Panel Items

The following table lists the Safe@Office 200 appliance's rear panel
elements.

Table 3: Safe@Office 200 Appliance Rear Panel Elements

Label Description

PWR A power jack used for supplying power to the unit. Connect
the supplied power adapter to this jack.
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Label

Description

RESET

RS-232

WAN

DMZ/WAN
2

LAN 1-4

A button used for rebooting the Safe@Office appliance or
resetting the Safe@Office appliance to its factory defaults.
You need to use a pointed object to press this button.

e Short press. Reboots the Safe@Office appliance

e Long press (7 seconds). Resets the Safe@Office
appliance to its factory defaults, and resets your
firmware to the version that shipped with the
Safe@Office appliance. This results in the loss
of all security services and passwords and
reverting to the factory default firmware. You will
have to re-configure your Safe @ Office
appliance.

Do not reset the unit without consulting your system

administrator.
A serial port

Wide Area Network: An Ethernet port (RJ-45) used for
connecting your cable or xDSL modem, or for connecting a
hub when setting up more than one Internet connection

A dedicated Ethernet port (RJ-45) used for a DMZ computer,
or for a hub when connecting a DMZ network

Local Area Network switch: Four Ethernet ports (RJ-45) used
for connecting computers or other network devices
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Front Panel

The Safe@Office 200 appliances includes several status LEDs that enable
you to monitor the appliance’s operation.

] Check Point

100Mbps ® @ @ @ o o SOFTWARE TECHNOLOGIES LTD.
[ ) INKNACT® @ © @ ° e o o We Secure the Internet.

PWR/SEC Safe@Office 5200
LAN

DMZ/WAN2 WAN VPN Serial

Figure 4: Safe@Office 200 Appliance Front Panel

For an explanation of the Safe@Office 200 appliance’s status LEDs, see the
table below.

Table 4: Safe@Office 200 Appliance Status LEDs

LED State Explanation

PWR/SEC Off Power off

Flashing quickly (Green)

Flashing slowly (Green)

On (Green)

Flashing (Red)

System boot-up

Establishing Internet
connection

Normal operation

Hacker attack blocked

On (Red) Error
LAN 1- LINK/ACT Off, 100 Off Link is down
4/\WAN/
DMZ/WAN2

Chapter 1: Introduction
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LED State

Explanation

LINK/ACT On, 100 Off

LINK/ACT On, 100 On

LNK/ACT Flashing
VPN Flashing (Green)
Serial Flashing (Green)

10 Mbps link established
for the corresponding
port

100 Mbps link
established for the
corresponding port

Data is being
transmitted/received

VPN port in use

Serial port in use

Getting to Know Your Safe@Office 300

Series Appliance

Rear Panel

All physical connections (network and power) to the Safe@Office appliance
are made via the rear panel of your Safe@Office appliance.

The following table lists the Safe@Office 300 appliance's rear panel

elements.
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Table 5: Safe@Office 300 Appliance Rear Panel Elements

Label

Description

PWR

RESET

USB

CcoM1

WAN

DMZ

LAN 1-4

A power jack used for supplying power to the unit. Connect
the supplied power adapter to this jack.

A button used for rebooting the Safe@Office appliance or
resetting the Safe@Office appliance to its factory defaults.
You need to use a pointed object to press this button.

e Short press. Reboots the Safe@Office appliance

e Long press (7 seconds). Resets the Safe@Office
appliance to its factory defaults, and resets your
firmware to the version that shipped with the
Safe@Office appliance. This results in the loss
of all security services and passwords and
reverting to the factory default firmware. You will
have to re-configure your Safe@Office
appliance.

Do not reset the unit without consulting your system
administrator.

A USB port
A serial port

Wide Area Network: An Ethernet port (RJ-45) used for
connecting your cable or xDSL modem, or for connecting a

hub when setting up more than one Internet connection

A dedicated Ethernet port (RJ-45) used for a DMZ computer,
or for a hub when connecting a DMZ network

Local Area Network switch: Four Ethernet ports (RJ-45) used

for connecting computers or other network devices
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Label Description

ANT 1/ Antenna connectors (Safe@Office 300W only)
ANT 2

Front Panel

The Safe@Office 300 appliances includes several status LEDs that enable
you to monitor the appliance’s operation.

ieNalelalale [ Gheck Foint
Owa Gy O O O O O Oy O) MSEMH'BHM
PWR/SEC —LAN DMZ/WANZ WAN VPN Serial USB WLAN Safe@Of|oe 23000

Figure 5: Safe@Office 300 Appliance Front Panel

For an explanation of the Safe@Office 300 appliance’s status LEDs, see the
table below.

Table 6: Safe@Office 300 Appliance Status LEDs

LED State Explanation
PWR/SEC off Power off
Flashing quickly (Green) System boot-up
Flashing slowly (Green) Establishing Internet
connection
On (Green) Normal operation
Flashing (Red) Hacker attack blocked
On (Red) Error
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LED State Explanation
LAN 1- LINK/ACT Off, 100 Off Link is down
4/\WAN/
DMZ/WAN2
LINK/ACT On, 100 Off 10 Mbps link established
for the corresponding
port
LINK/ACT On, 100 On 100 Mbps link
established for the
corresponding port
LNK/ACT Flashing Data is being
transmitted/received
VPN Flashing (Green) VPN port in use
Serial Flashing (Green) Serial port in use
USB Flashing (Green) USB port in use
WLAN Flashing (Green) WLAN in use
(300W only)

Chapter 1: Introduction

23



About This Guide @

About This Guide

To make finding information in this manual easier, some types of information
are marked with special symbols or formatting.

Boldface type is used for command and button names.

= Note: Notes are denoted by indented text and preceded by the Note
e icon.
Warning: Warnings are denoted by indented text and preceded by the
Warning icon.

Each task is marked with a product bar indicating the Safe@Office products
required to perform the task. If you cannot perform the task using a particular
product, that product is crossed out. For example, the product bar below
indicates a task that requires Safe@Office 110, 225, or 225U. You cannot
perform this task with Safe@Office 105.

e @Ofh Safe@Office Safe@Office
b’. 110 || 225

Contacting Technical Support

If there is a problem with your Safe@Office appliance, surf to
http://www.sofaware.com/support and fill out a technical support request
form.

You can also download the latest version of this guide from the site.
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Installing and Setting up the
Safe@Office Appliance

This chapter describes how to properly set up and install your Safe@Office
appliance in your networking environment.

This chapter includes the following topics:

Before You Install the Safe@Office Appliance ..........ccooveeveiiienene. 25
Wall Mounting the Appliance ... 38
Network INStaHatioN ..........ccviiiiiiieise e 40
Setting Up the Safe@Office Appliance..........ccoovvvvvvviiinenciiienennenes 41

Before You Install the Safe@Office
Appliance

Prior to connecting and setting up your Safe@Office appliance for operation,
you must do the following:

e Check if TCP/IP Protocol is installed on your computer.

e Check your computer’s TCP/IP settings to make sure it obtains its
IP address automatically.

Refer to the relevant section in this guide in accordance with the operating
system that runs on your computer. The sections below will guide you
through the TCP/IP setup and installation process.
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Before You Install the Safe@Office Appliance

Windows 2000/XP

%

Note: While Windows XP has an "Internet Connection Firewall" option, it
is recommended to disable it if you are using a Safe@Office
appliance, since the Safe@Office appliance offers better protection.

If you want to subscribe to SecureDesk, you must disable the Windows
XP firewall before you install the antivirus software. For information on

SecureDesk, see Using SecureDesk on page 183.

Checking the TCP/IP Installation
1. Click Start > Settings > Control Panel.

The Control Panel window appears.

E3 Control Panel

JF“B Edit  VYiew Favorites Tools  Help

=10l x|

J & Back + = - | Qhsearch [ Folders & BHistory ||E X @ | Ed-

J Address I@ Control Panel

G,

L

i addRemove  AddfRemove  Administrative

Control Panel Hardware Programs Tools
Use the settings in Control Panel to gﬁf A‘g %
personalize your compuber,
Fax Folder Options Fonts Game
Select an ikem ko view its Contrallers
description. oy
findows Update @ % !
Windows 2000 Support Mail and Fax Mouse Mebwork and
Dialup Ca... | Maodem ...
CQuickTime 32 Regional Scanners and  Scheduled
Cptions Cameras Tasks
K
Users and  Wireless Link
Passwords

x| e

DateSTime

G

Inkernet
Cptions

@

Phane and  Power Options

-
p
-

Sy

Sounds and
Multimedia

Display

iy

Keyboard

Prinkers

Syskem

|26 ohiject(s) |

|@‘ My Comnputer

2. Double-click the Network and Dial-up Connections icon.
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The Network and Dial-up Connections window appears.

B4 Network and Dial-up Connections

=10l

JFiIe Edit  Wiew Favorites Tools Advanced Help

J s Back -~ = - | @Search [E'JFolders @History |% q; by @| >
JAddress I Metwork and Dial-up Connections j 6>G°

]

|_ I_i -

™ Make Mews
Network and Dial- Connection

up Connections

This Folder contains netwaork
connections for this computer, and
a wizard to help you create a new
connection.

Ta create a new connection, dlick
Make New Connection.

Toopen & conneckion, dlick its icon. LI

|3 object{s) ,_ &

Right-click the
menu that opens.

Chapter 2: Installing and Setting up the Safe@Office Appliance
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The Local Area Connection Properties window appears.

Local Area Connection Properties
General |

Connect uging:
I Realtek RTLE139(4) PCl Fast Ethernet Adapter

Components checked are used by this connection:

Client for Microzoft Metwarks
File and Printer Sharing for Microsoft Metworks
Intermet Protacal [TCPAP]

Install... | Uninztall Froperties

— Description
Transmizsion Control Protocoldnternet Protocal. The default
wide area nebwork, protocol that provides communication
across diverse interconnected networks.

™ Show icon in taskbar when connected

(] 3 | Cancel |

4. In the above window, check if TCP/IP appears in the components list
and if it is properly configured with the Ethernet card, installed on
your computer. If TCP/IP does not appear in the Components list,
you must install it as described in the next section.
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Installing TCP/IP Protocol
1. Inthe Local Area Connection Properties window click Install....

The Select Network Component Type window appears.

Select Network Component Typi |

Click the type of network component you want ta inztall:
Client
Service

— Description

A protocol is a language your computer uzes to
communicate with other cormputers.

s Cancel |

2. Choose Protocol and click Add.

The Select Network Protocol window appears.

Select Network Protocol |

Click the Mebwork Protocal that you want to install, then click 0. If you have
E an installation disk. far this component, click Have Disk.

Metwark Protocal:
DLC Protocal
Metwork Monitor Driver
MHwfLink IFASFMetBI0S Compatible Transpart Protocal
IF]

Intemet Protocal |

Have Disk. .. |
oK I Cancel I

3. Choose Internet Protocol (TCP/IP) and click OK.

TCP/IP protocol is installed on your computer.

Chapter 2: Installing and Setting up the Safe@Office Appliance 29



Before You Install the Safe@Office Appliance @

TCP/IP Settings

1. Inthe Local Area Connection Properties window double-click the
Internet Protocol (TCP/IP) component, or select it and click
Properties.

The Internet Protocol (TCP/IP) Properties window opens.

Internet Protocol (TCP/IP) Properties x|

Gereral I

“r'ou can get |P settings assigned automatically if your network. supports
thiz capability. Dtherwise, you need ta ask your netwark administrator for
the appropriate |P settings.

% Obtain an P address automatically

—{" Use the follawing IP address:

IF address: I . . .
Subret mask: I . . .
[refault gateway: I . . .

% Obtain DMS server address automatically

— Use the follawing DNS server addresses:

Erefered DS senver: I . . .
Slerate DR S senver: I . . .

ok | Cancel |

2. Click the Obtain an IP address automatically radio button.

% Note: Normally, it is not recommended to assign a static IP address to
o your PC but rather to obtain an IP address automatically. If for some
reason you need to assign a static IP address, select Specify an IP
address, type in an IP address in the range of 192.168.10.129-254, enter
255.255.255.0 in the Subnet Mask field, and click OK to save the new
settings.

(Note that 192.168.10 is the default value, and it may vary if you
changed it in the My Network page.)

3. Click the Obtain DNS server address automatically radio button.
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4. Click OK to save the new settings.

Your computer is now ready to access your Safe@Office appliance.

Windows 98/Millennium

Checking the TCP/IP Installation
1. Click Start > Settings > Control Panel.

The Control Panel window appears.

)

(]

2. Double-click the Metwark jcon.

£3 Contiol Panel [_]O]
J File  Edit “iew Go Favortes Help |
« =+ | X a2 =2 X .
Back Farward Up Cut Copy Paste Unda Delete  Properties Wiews
JAgdless I@ Control Panel d “ Links **
= % =
. 3 8 7
Accessibility AddMew  Add/Remove BDE Corel Versions  Date/Time
Optiong Hardware Programs Adinistrator
Control Panel
oy 5
% ‘A 4 4 G
Use the settings in Control DI Find F G qu " |
Panel to personalize your isplay ind Fast onts e hfrare: nternet
computer. Contrallers Options
Select an itern to view its @ C()) %“)
description. = e [5G
Kepboard Livellpdate M ail Modems Mouse M5 DTC
Microsoft Home
Technical Support =
echnical Suppo @ E% | |
=
Multimedia Metwark, ODEC Data  Passwords PC Card Power
Sources (32bit) [PCMCIA)  Management
2 ® X B & <+
‘ |§‘ My Computer A
i
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The Network window appears.
Network HE

Configuration | Identificationl Access Contloll

The following network components are installed:

Add... Remowe | Properties I

Frirnary Metwaork Logan:
I Client for Microsoft Metworks j

File and Frint Sharing... |

Deszcription
TCP/IP iz the protocol vou uze to connect to the Internet and
wide-area networks.

oK | Cancel |

3. Inthe Network window, check if TCP/IP appears in the network
components list and if it is already configured with the Ethernet
card, installed on your computer.

Installing TCP/IP Protocol

Note: If TCP/IP is already installed and configured on your computer skip

o
< this section and move directly to TCP/IP Settings.

1. In the Network window, click Add.
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4.

5.

The Select Network Component Type window appears.

Select Network Component Type HE

Click the type of network component you want to install

Add...
Cancel |

Protocol iz a ‘language’ a computer uses. Computers
must use the same pratocal to communicate.

Choose Protocol and click Add.
The Select Network Protocol window appears.

Select Metwork Protocol [ ]

Click the Metwark, Protocol that you want to install, then click DK, IF you have
3 an installation disk. for thiz device, click Hawve Disk.

Manufacturers: Metwork Protocols:

[4 Banyan Fast Infrared Protocol ;I
4 |PH/SP-compatible Pratocal

I Microsoft Microzoft 32-bit DLC

& Mavel Microzoft DLC

MetBEUI

Have Dizk... |
Qg I Cancel |

In the Manufacturers list choose Microsoft, and in the Network
Protocols list choose TCP/IP.

Click OK.

If Windows asks for original Windows installation files, provide the
installation CD and relevant path when required (e.g. D:\win98)

Restart your computer if prompted.
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TCP/IP Settings

% Note: If you are connecting your Safe@Office appliance to an existing
£

LAN, consult your network manager for the correct configurations.

1. In the Network window, double-click the TCP/IP service for the
Ethernet card, which has been installed on your computer
" TCPAP - PCI Fast Ethernet DEC 21143 Based Adapter

(e9. B
The TCP/IP Properties window opens.
TCP/IP Properties HE
Bindings | Advanced | MeBIDs |

DS Configuration Gateway I WwMS Configuration | IP Address

The firzt gateway in the Installed Gateway list will be the default.
The address order in the list will be the order in which these
machines are used.

Mew gateway:

. . . add |

Inztalled gateways:

| Hemayve |

QK I Cancel |

2. Click the Gateway tab, and remove any installed gateways.
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3. Click the DNS Configuration tab, and click the Disable DNS radio
button.

TCP/IP Properties EH

Bindings | Advanced | MetBIDS
DS Configuration I Gateway I WINS Configuration I IP Address

—{" Enable DMS

Himst: I [amaits I

[ & Server Search [ider

1 1 st |
| Hemayve |

st St Seareh Hrder,

[ |

| Eemmye |

(n]9 I Cancel I
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4. Click the IP Address tab, and click the Obtain an IP address
automatically radio button.

TCP/IP Properties EH

Bindings | Advanced | NetBI0S |
DMS Configuration I Gateway I wiNS Confiquration  |F Address

An IP address can be automatically assigned to this computer.
If pour network does not automatically azzign |P addreszes, ask
wour netwaork, administrator for ah address, and then type it in
the space below.

@ {btain an P address automaticall

© Specify an P address:

(n]9 I Cancel

% Note: Normally, it is not recommended to assign a static IP address to
o your PC but rather to obtain an IP address automatically. If for some
reason you need to assign a static IP address, select Specify an IP
address, type in an IP address in the range of 192.168.10.129-254, enter
255.255.255.0 in the Subnet Mask field, and click OK to save the new
settings.

(Note that 192.168.10 is the default value, and it may vary if you
changed it in the My Network page.)

5. Click Yes when prompted for “Do you want to restart your
computer?”.

Your computer restarts, and the new settings to take effect.

Your computer is now ready to access your Safe@Office appliance.
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Mac OS

Use the following procedure for setting up the TCP/IP Protocol.
1. Choose Apple Menus -> Control Panels -> TCP/IP.

The TCP/IP window appears.
s Jii=———————— 1|
Connect via: [ Ethernet ij
— Setup
Configure: [ Using DHCP Server =]
DHCP Client ID: || |

IP Address: < will be supplied by server
Subnet mask: ¢ will be supplied by zerver »

Router address: < will be supplied by server »

Search dornains

Narne server addr.: < will be supplied by server >

2. Click the Connect via drop-down list and select Ethernet.
3. Click the Configure drop-down list and select Using DHCP Server.

4. Close the window and save the setup.
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Wall Mounting the Appliance

If desired, you can mount your Safe@Office 300 series appliance on the wall.

To mount the Safe@Office appliance on the wall
1. Decide where you want to mount your Safe@Office appliance.
2. Decide on the mounting orientation.

You can mount the appliance on the wall facing up, down, left, or right.

o Note: Facing downwards is not recommended, as dust might accumulate
""\‘ 1 .
= in unused ports.
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3. Mark two drill holes on the wall, in accordance with the following

sketch:
Haorizontal Wall Mount Layout Horizontal Wall Mounit Layourt
(Router facing ugp) (Router facing dowven))
110mm 110mm
33mm E3mm
a! A T #
it "
E E
E E
3.3mm % g
LYt 3 ¥
‘ L L
Vertic al Wall Mount L ayout Vertic al Wall Mount Layout
(Router facing left) [Router facing right)
s4mm S4mm
A
R S
E E
E E
o (=)
gLt L

4. Drill two 3.5 mm diameter holes, approximately 25 mm deep.

3:5mm

5. Insert the two plastic conical anchors you received with your
Safe@Office appliance into the holes.

6. Insert the two screws you received with your Safe@Office
appliance into the plastic conical anchors, and turn them until they
protrude approximately 5 mm from the wall.

7. Align the holes on the Safe@Office appliance's underside with the
screws on the wall, then push the appliance in and down.
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Your Safe@Office appliance is wall mounted. You can now connect it to
your computer. See Network Installation on page 40.

Network Installation
1. Verify that you have the correct cable type.
For information, see Network Requirements on page 13.

2. Connect the LAN cable:

e Connect one end of the Ethernet cable to one of the LAN ports at
the back of the unit.

e Connect the other end to PCs, hubs, or other network devices.
3. Connect the WAN cable:

e Connect one end of the Ethernet cable to the WAN port at the back
of the unit.

e Connect the other end of the cable to a Cable Modem, xDSL
modem or office network.

4. Connect the power adapter to the power socket, labeled PWR, at the
back of the Safe@Office appliance. Plug in the AC power adapter to
the wall electrical outlet.

& Warning: The Safe@Office appliance AC adapter is compatible with
either 100, 120 or 230 VAC input power. Please verify that the wall
outlet voltage is compatible with the voltage specified on your power
supply. Failure to observe this warning may result in injuries or damage
to equipment.
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To the To your ToaDMZ To PCs, hubs, or other
power cable/xDSL  PC or hub network elements
adaptor modem or
network
- Lt L LIl |
7WAN7 DM%/WANZ 4 3 1

48 ol 2 ® o A ol

Figure 6: Typical Connection Diagram

5. In Safe@Office appliance 300W, prepare the Safe@Office appliance for
a wireless connection:

a. Connect the antennas that came with your Safe@Office
appliance to the ANT1 and ANT2 antenna connectors in the
appliance's rear panel.

b. Bend the antennas at the hinges, so that they point upwards.

Setting Up the Safe@Office Appliance

Safe@Office Safe@Office Safe@Office
105 110 225

After you have installed the Safe@Office appliance, you must set it up using
the steps shown below.

When setting up your Safe@Office appliance for the first time after
installation, these steps follow each other automatically. After you have
logged on and set up your password, the Safe@Office Setup Wizard
automatically opens and displays the dialog boxes for configuring your
Internet connection. After you have configured your Internet connection, the
Setup Wizard automatically displays the dialog boxes for registering your
Safe@Office appliance. If desired, you can exit the Setup Wizard and
perform each of these steps separately.
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You can access the Setup Wizard at any time after initial setup, using the
procedure below.

To access the Setup Wizard

1. Click Setup in the main menu, and click the Firmware tab.

The Firmware page appears.

Check Point
We Secure the Intemet.

welcome
Reports
Security
Services
Network
«Setup
Users
VPN
Help
Logout

Embedded

Internet : Connected

Firmware Logging Management | Tools

Firmware

Firmware Yersion 4512
Hardware Type SBo-200
Hardware Version 10
Safe@Office 225 (25 nodes)
5 days, 23:07:24

Advanced

Firmware Update Clickhers to update your Safe @0ffice with a new firmware version: Firmware Update
Upgrade Click here to upgrade the product key and/or to register your Safe @Office: Upgrade Product

Safe@Office Setup Wizard

Service Center : Connected DMlar L5, 2004012926 P GMT-402:00

2. Click Safe@Office Setup Wizard.
3. The Safe@Office Setup Wizard opens with the Welcome page

displayed.

i
Safe@Office Setup Wizard

Welcome

Welcome to the Safe@Office Setup Wizard

This wizard will guide you through the basic setup for a secure Internst

experience

Before clicking Next, ensure that the WAN port on your Safe@Office is

connected
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Getting Started

This chapter contains all the information you need in order to get started
using your Safe@Office appliance.

This chapter includes the following topics:

Initial Login to the Safe@Office Portal............ccccoeovvieiieieicic e, 45
Logging on to the Safe@Office Portal ..........c.cooceieiiiininiiice, 47
Accessing the Safe@Office Portal Remotely..........ccccooiiiiiiiiinns 49
Using the Safe@Office Portal ............cooooieiiiii i 50
LOggiNg OFf ... 56

Initial Login to the Safe@Office Portal

Safe@Office Safe@Office Safe@Office
105 110 225

The first time you log on to the Safe@Office Portal, you must set up your
password.

To log on to the Safe@Office Portal for the first time
1. Browse to http://my.firewall.
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The initial login page appears.

Check Point’
SOFTIARE TEGHNOLOGIEBLTD.
We Secure the Internet.

Welcome

Welcome!

welcome

Reports

Security . .

Services Set administrator password:

MG Defalt Username admin

Setup

Users Password (5-25 characters)

o Confirm password —
Help

Logout

Embedded

Internet : Gonnected Service Genter : Not Subscribed Mar 16, 2004 11:17:57 &M GMT-0000

2. Type a password both in the Password and the Confirm Password
fields.

Note: The password must be five to 25 characters (letters or numbers).

E Note: You can change your password at any time. For further

information, see Changing Your Password on page 245.

3. Click OK.
The Safe@Office Setup Wizard opens, with the Welcome screen displayed.

2} Setup Wizard - Web Page Dialog x|
Safe@Office Internet Wizard
Welcome
Welcome to the Intemet Setup Wizard

Before clicking Next, ensure that the VWAN port on your Safe@Office is
connected
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4. Configure your Internet connection using one of the following
ways:

e Internet Wizard

The Internet Wizard is the first part of the Setup Wizard, and it takes
you through basic Internet connection setup, step by step. For
information on using the Internet Wizard, see Using the Internet
Wizard on page 58.

After you have completed the Internet Wizard, the Setup Wizard
continues to guide you through appliance setup. For more information,
see Setting Up the Safe@Office Appliance on page 41.

o Internet Setup

Internet Setup offers advanced setup options. For example, if you are
using Safe@Office 110 or 225, you can configure two Internet
connections using Internet Setup. To use Internet Setup, click Cancel
and refer to Using Internet Setup on page 66.

Logging on to the Safe@Office Portal
Safe@Office Safe@Office Safe@Office
105 110 225

To log on to the Safe@Office Portal

1. Do one of the following:
e Browse to http://my.firewall.
Or

e To log on through HTTPS (locally or remotely), follow the
procedure Accessing the Safe@Office Portal Remotely on page
49.
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The login page appears.

Check Point’
SOFTWARE TECHNOLOGIES LTD.
\We Secure the Intemet.

Welcome

Login

Welcome

Reports Enter your password:
Security Username [sdmin
Services

Network Password
setup

Users

VPN

Help

Logout

Embedded

If you are using Safe@Office 105, the page appears without the Username
field.

2. Type in your username and password.
3. Click OK.

The Welcome page appears.

Check Point’

‘SOFTWARE TECHNOLOGIES LTD.

We Secure the Internet.

Welcome

Welcome

swelcome
Reports
Security
Services
Network
setup

Users

VPN

Help

Logout
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@ Accessing the Safe@Office Portal Remotely

Accessing the Safe@Office Portal
Remotely

Safe@Office Safe@Office Safe@Office
105 110 225

You can access the Safe@Office Portal remotely (from the Internet) through
HTTPS. HTTPS is a protocol for accessing a secure Web server. It is used to
transfer confidential user information, since it encrypts data and utilizes a
secure port. If desired, you can also use HTTPS to access the Safe@Office
Portal from your internal network.

R Note: In order to access the Safe@Office Portal remotely, you must first
fncs — .
= do the following:

Configure your password, using HTTP. See Initial Login to the
Safe@Office Portal on page 45.

Configure HTTPS. See Configuring HTTPS on page 265.

R Note: Your browser must support 128 bit cipher strength. To check your
H". — - .
= browser's cipher strength, open Internet Explorer and click Help > About

Internet Explorer.

To access the Safe@Office Portal from your internal network
e Browse to https://my.firewall.

(Note that the URL starts with “https”, not “http™.)

The Safe@Office Portal appears.

To access the Safe@Office Portal from the Internet
e Browse to https://<firewall _IP_address>:981.
(Note that the URL starts with “https”, not “http”.)

The following things happen in the order below:
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If this is your first attempt to access the Safe@Office Portal through
HTTPS, the certificate in the Safe@Office appliance is not yet known to
the browser, so the Security Alert dialog box appears.

To avoid seeing this dialog box again, install the certificate of the
destination Safe@Office appliance. If you are using Internet Explorer 5,
do the following:

a.

a o

Click View Certificate.

The Certificate dialog box appears, with the General tab displayed.
Click Install Certificate.

The Certificate Import Wizard opens.

Click Next.

Click Next.

e. Click Finish.

Click Yes.
Click OK.
The Security Alert dialog box reappears.
Click Yes.
The Safe@Office Portal appears.

Using the Safe@Office Portal

The Safe@Office Portal is a web-based management interface, which enables
you to manage and configure the Safe@Office appliance operation and
options.

The Safe@Office Portal consists of three major elements.
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Table 7: Safe@Office Portal Elements

Element Description

Main menu Used for navigating between the various topics (such
as Reports, Security, and Setup).

Main frame Displays information and controls related to the
selected topic. The main frame may also contain tabs
that allow you to view different pages related to the

selected topic.

Status bar Shows your Internet connection and managed services

status.

& Check Point

We Secure the Internet.
Welcome

Welcome
Main “Welcome
menu Reports
Security
Services
Network
setup
Users
YPN
Help
Logout
Main
frame
—m
Embeddes
Status
bar \-
Internet : Connected Service Center : Connected Iar 14, 2004 01:52:27 PM GMTHI2:00

Figure 7: Safe@Office Portal
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Main Menu
The main menu includes the following submenus.

Table 8: Main Menu Submenus

This Does this...

submenu...

Welcome Displays the welcome information.

Reports Provides reporting capabilities in terms of event

logging, established connections, and active

computers.

Security Provides controls and options for setting the security
of any computer in the network.

Services Allows you to control your subscription to
subscription services.

Network Allows you to manage and configure your network
settings and Internet connections.

Setup Provides a set of tools for managing your
Safe@Office appliance. Allows you to upgrade your
product key and firmware and to configure HTTPS

access to your Safe@Office appliance.
Password Allows you to set your password.

This submenu only appears in Safe@Office 105.
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This Does this...

submenu...

Users Allows you to manage Safe@Office appliance users.
This submenu only appears in Safe@Office 110 and
225.

VPN Allows you to manage, configure, and log on to VPN
sites.
This submenu only appears in Safe@Office 110 and
225.

Help Provides context-sensitive help.

Logout Allows you to log off of the Safe@Office Portal.

Main Frame

The main frame displays the relevant data and controls pertaining to the
menu and tab you select. These elements sometimes differ depending on
what model you are using. The differences are described throughout this

guide.

Status Bar

The status bar, located at the bottom of each page, displays the fields below.
In the Safe@Office 200 series, the status bar also displays the date and time.
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Table 9: Status Bar Fields

This field... Displays this...

Internet Your Internet connection status.

The connection status may be one of the following:

e Connected. The Safe@Office appliance is
connected to the Internet.

e Not Connected. The Internet connection is
down.

e Establishing Connection. The Safe@Office
appliance is connecting to the Internet.

e Contacting Gateway. The Safe@Office
appliance is trying to contact the Internet
default gateway.

o Disabled. The Internet connection has been
manually disabled.
Note: Using Safe@Office 110 and 225, you can configure
both a primary and a secondary Internet connection.
When both connections are configured, the Status bar
displays both statuses. For example “Internet [Primary]:
Connected”. For information on configuring a secondary
Internet connection, see Configuring the Internet
Connection on page 57.
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This field...  Displays this...

Service Displays your subscription services status.

Center
Your Service Center may offer various subscription

services. These include the firewall service and optional

services such as Web Filtering and Email Antivirus.

Your subscription services status may be one of the

following:

e Not Subscribed. You are not subscribed to
security services.
e Connection Failed. The Safe@Office

appliance failed to connect to the Service
Center.

e Connecting. The Safe@Office appliance is
connecting to the Service Center.

e Connected. You are connected to the Service
Center, and security services are active.
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Logging off

Safe@Office Safe@Office Safe@Office
105 110 225

Logging off terminates your administration session. Any subsequent attempt
to connect to the Safe@Office Portal will require re-entering of the
administration password.

To log off of the Safe@Office Portal

¢ Do one of the following:

¢ If you are connected through HTTP, click Logout in the main
menu.

The Logout page appears.

Check
SOFTWARE TEC
We Secure the

Logout

You have logged off from Safe@Office Portal. To
re-enter click here:

Logout

Embedded

¢ If you are connected through HTTPS, the Logout option does not
appear in the main menu. Close the browser window.
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@ Overview

Configuring the Internet
Connection

This chapter describes how to configure and work with an Safe@Office
Internet connection.

This chapter includes the following topics:

OVEIVIBW ...ttt ettt e s e et e e e 57
Using the Internet Wizard...........cccooeiiieiieenee e 58
USING INEEINEL SELUP .....veiveieieiieiee e 66
Setting Up a Dialup Modem ........ccovuiiiiiiiiiiiees s 84
Cloning a MAC AAIeSS .......cccoueiviiiiieieiese e 86
Viewing Internet Connection Information............cccccovvevveviiciiiiieenas 88
Enabling/Disabling the Internet Connection.............ccocveevevvevcievesenne. 89
Using Quick Internet Connection/Disconnection............ccccceeeeevenunnne. 90
Configuring a Backup Internet Connection...........c.coovevvervinenncnienn 91
Overview

You must configure your Internet connection before you can access the
Internet through the Safe@Office appliance. You can configure your Internet
connection using any of the following setup tools:

e Setup Wizard. Guides you through the Safe@Office appliance setup
step by step. The first part of the Setup Wizard is the Internet
Wizard. For further information on the Setup Wizard, see Setting
Up the Safe@Office Appliance on page 41.

e Internet Wizard. Guides you through the Internet connection
configuration process step by step.
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¢ Internet Setup. Offers advanced setup options. If you are using
Safe@Office 110 or 225, you can configure two Internet
connections. In Safe@Office 225, you can also do the following:

e Enable Traffic Shaper for traffic flowing through the connection.

For information on Traffic Shaper, see Using Traffic Shaper on page
120.

e Configure a dialup Internet connection.

Before configuring the connection, you must first set up the modem.
For information, see Setting Up a Dialup Modem on page 84.

Using the Internet Wizard

Safe@Office Safe@Office Safe@Office
105 110 225

The Internet Wizard allows you to configure your Safe@Office appliance for
Internet connection quickly and easily through its user-friendly interface. It
lets you to choose between the following three types of broadband connection
methods:

e Direct LAN Connection
e Cable Modem
e PPTP or PPPoE dialer

T Note: The first time you log on to the Safe@Office Portal, the Internet
H"-J’

Wizard starts automatically as part of the Setup Wizard. In this case,
you should skip to step 2 in the procedure below.

To set up the Internet connection using the Internet Wizard
1. Click Network in the main menu, and click the Internet tab.

The Internet page appears
2. Click Internet Wizard.
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Using the Internet Wizard

The Internet Wizard opens with the Welcome page displayed.
Safe@Office Internet Wizard
Welcome

x|

Welcome to the Intemet Setup Wizard

Before clicking Next, ensure that the WAN port on your Safe@Office is
connected

3. Click Next.

The Internet Connection Method dialog box appears.

x|
Safe@Office Internet Wizard

Internet Connection Method
Select your Internet connection methad

~ Direct LAN Connection:
Connect direcly 1o a LAN (Local Area Network) orto a router.
¢ Cable Modem

Connect to aCable broadband Internet connection, without an additional router.

 DSL:

Connect to a broadhand Intemet connection via a PPTP or PPPoE dialer, without an additional
router.

If you are not sure how to proceed, please contact your Internet Service Provider
(ISP}

<Back ) Next> ) Cancel )

4. Select the Internet connection method you want to use for
connecting to the Internet.

s Note: If you selected PPTP or PPPoE dialer, do not use your dial-up
oo
= software to connect to the Internet.

5. Click Next.
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Using a Direct LAN Connection
No further settings are required for a direct LAN (Local Area Network)
connection. The Confirmation screen appears.

/Z Setup Wizard - Web Page Dialog x|

Safe@Office Internet Wizard

Confirmation

Your Safe@Office will now try to connect to the Internet.
Click Next

Ce) ) )

1. Click Next.
The system attempts to connect to the Internet via the selected connection.
The Connecting... screen appears.
At the end of the connection process the Connected screen appears.

2. Click Finish.
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Using a Cable Modem Connection

If you selected the Cable Modem connection method, the Identification dialog
box appears.

/Z Setup Wizard - Web Page Dialog x|

Safe@Office Internet Wizard

Identification

Some Intemet Service Providers (ISPs) require that you use a specific Host
Name andfor MAC address. To clone the MAC address of your computer,
click This Computer

Host Name — I(g;z;wred by some
Cloned MAC Address [00:1c:6f.41 5d:6b (S this computer il ctear

Ce) ) )

1. If your ISP requires a specific hostname for authentication, enter it
in the Host Name field. The ISP will supply you with the proper
hostname, if required.

Most ISPs do not require a specific hostname.

2. A MAC address is a 12-digit identifier assigned to every network
device. If your ISP restricts connections to specific, recognized
MAC addresses, they will instruct you to enter the MAC address.
Otherwise, you may leave this field blank.

If your ISP requires the MAC address, do either of the following:

e Click This Computer to automatically "clone" the MAC address of
your computer to the Safe@Office appliance.
Or

o If the ISP requires authentication using the MAC address of a
different computer, enter the MAC address in the MAC cloning
field.

3. Click Next.
The Confirmation screen appears.
4. Click Next.
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The system attempts to connect to the Internet.

The Connecting... screen appears. At the end of the connection process
the Connected screen appears.

5. Click Finish.

Using a PPTP or PPPoE Dialer Connection

If you selected the PPTP or PPPoE dialer connection method, the DSL
Connection Type dialog box appears.

iSetup Wizard - Web Page Dialog

Safe@Office Internet Wizard

DSL Connection Type

What is the connection method used by your DSL provider?
OPPPoE

@FFTP

Co) (o) )

1. Select the connection method used by your DSL provider.

T Note: Most xDSL providers use PPPOE. If you are uncertain regarding
el which connection method to use contact your xXDSL provider.

2. Click Next.
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Using PPPoE

If you selected the PPPOE connection method, the DSL Configuration dialog
box appears.

/Z Setup Wizard - Web Page Dialog x|

Safe@Office Internet Wizard

DSL Configuration

To establish an Internet connection, you will need to enter the following
details. If you are not sure, please contact your ISP for the details
Username i i

Password l—*

Confirm paSSword,i*

——— A

Ce) ) )

1. Complete the fields using the information in the table below.
2. Click Next.
The Confirmation screen appears.
3. Click Next.
The system attempts to connect to the Internet via the DSL connection.
The Connecting... screen appears.
At the end of the connection process the Connected screen appears.
4. Click Finish.

Table 10: PPPoE Connection Fields

In this field... Do this...
Username Type your user name.
Password Type your password.
Confirm password Type your password.
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In this field... Do this...

Service Type your service name.

This field can be left blank.

Using PPTP

If you selected the PPTP connection method, the DSL Configuration dialog
box appears.

i Setup Wizard -- Web Page Dialog x|

Safe@Office Internet Wizard

DSL Configuration

To establish an Internet connection, you will need to enter the following
details. If you are not sure, please contact vour ISP for the details

Usemame li il
Password i B
Confirm passwordli”
S T —
Server P flooorss ¢
Internal IP [ireaiaszs -t
SubnetMask  [255255.2240019] <"

G G Cam)

=

Complete the fields using the information in the table below.
Click Next.

N

The Confirmation screen appears.
3. Click Next.
The system attempts to connect to the Internet via the DSL connection.
The Connecting... screen appears.
At the end of the connection process the Connected screen appears.
4. Click Finish.
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Table 11: PPTP Connection Fields

In this field... Do this...

Username Type your user name.

Password Type your password.

Confirm password Type your password.

Service Type your service name.

Server IP Type the IP address of the PPTP modem.
Internal IP Type the local IP address required for accessing

the PPTP modem.

Subnet Mask Type the subnet mask of the PPTP modem.

Chapter 4: Configuring the Internet Connection 65



Using Internet Setup

Using Internet Setup

Safe@Office Safe@Office Safe@Office

105 110 225

Internet Setup allows you to manually configure your Internet connection.

To configure the Internet connection using Internet Setup

1.

3.

66

Click Network in the main menu, and click the Internet tab.

Check Point

We Secure the Internet. 4.5

Internet § My Network | High Availability | Traffic Shaper | Dialup \ Network Objects | Routes

B
Internet -

welcome
Reports Connection Status Duration IP Address Enabled

Security
(%% Primaryieere;  Connected 214427 21713213577 @

Services

sNetwork

setup (5% Secondary [Hene] NiA NiA /A a
Users
VPN
Help .
WAN MAC Address 00:08:da:50:27:11
Logout
Cloned MAC Address  00:0c:6e:41:5d.6a
Activity
Received Packets 15374
& Sent Packets 15224
SofaWare

Internet : Connected Service Center : Connected DMar 24, 2004 07:27:30 EM GMT-00.00

If you are using Safe@Office 105, the secondary connection does not
appear.

If your ISP restricts connections to specific, recognized MAC
addresses, clone a MAC address using the procedure Cloning a
MAC Address on page 86.

Next to the Internet connection, click Edit.
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Using Internet Setup

The Internet Setup page appears.

Check Point’
SOFTWARE TEGHNOLOGIES LTD.
We Secure the Intemet. 4.5

welcome
Reports
Security
Services
sNetwork
setup
Users
VPN
Help
Logout

Embedded

Internet : Connected

Internet My Network " High Availability " Traffic Shaper Dialup Network Objects Routes

Host Name (Required by some ISPs]

¢ Obtain IP address automatically {using DHCP)

Name Servers

# Obtain Domain Name Servers automatically
 ObtainYINS Server automatically

Qos

I™ Shape Upstrearm: Link Rate Kbit*'Second
I™ Shape Downstream: Link Rate Kbit'Second

Advanced

=
Internet Setup
Internet Setup (Primary)
Connection Type Local Area.Network (LAN) =
MTU
3

Service Center : Connected Mar 24, 2004 07:28:30 P GMT-00.00

From the Connection Type drop-down list, select the Internet
connection type you are using/intend to use.

The display changes according to the connection type you selected.

The following steps should be performed in accordance with the connection
type you have chosen.
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Using a LAN Connection
| ntenetSetup(Priman) |

Connection Type [Local Area Network (LAN) =]
Host Name | (Required by some 1SPs)

¥ Obtain IP address automatically (using DHCP)

Name Servers

¥ Obtain Domain Name Servers automatically
v Obtain WINS Server automatically

QoS

" Shape Upsiream: Link Rate | Kbit'Second
I~ Shape Downstream: Link Rate | lbit‘'Second
Advanced

MTU |

" denotes mandatory fields

Note: The QoS area only appears in the Safe@Office 200 series.

1. Complete the fields using the relevant information in Internet Setup
Fields on page 79.
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New fields appear, depending on the check boxes you selected.

Internet Setup (Primary)

Connection Type |ana| Area Metwork (LAM) = [ Help |
Host Name | (Required by some 1SPs)

™ Obtain IP address automatically (using DHCP)
Use the following configuration:

IP Address [17224148.95 5
Subnet Mask | 255 2552240 [19] i
Default Gateviay [172241281 E

Name Servers

I~ Obtain Domain Name Servers automatically
Primary DNS Server [19z.168.101 102 *

Secondary DNS Server [192.168.101.101
I~ Obtain WINS Server automatically
WINS Server |

QoS

I~ Shape Upstream: Link Rate | kbit'Second
I~ Shape Downstream: Link Rate | kbit'Second

Advanced

MTU |
* denotes mandatory fislds.

Click Apply.

The Safe@Office appliance attempts to connect to the Internet, and the
Status Bar displays the Internet status “Connecting”. This may take
several seconds.

Once the connection is made, the Status Bar displays the Internet status
“Connected”.
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Using a Cable Modem Connection

Connection Type | Cable Modem =] [ Help ]
Host Mame | (Required by some 1SPs)

Name Servers

v Chtain Domain Name Servers automatically
¥ Obtain WINS Server automatically

QoS
™ Shape Upstream: Link Rate | Kbit'Second
I~ Shape Downstream: Link Rate | kbit'Second

* denotes mandatory fields

1. Complete the fields using the relevant information in Internet Setup
Fields on page 79.

New fields appear, depending on the check boxes you selected.

Connection Typs | Cable Modem =l (e )
Host Name | (Required by some ISPs)

Name Servers

™ Obtain Domain Name Servers automatically

Primary DNS Server | *

Secondary DNS Server |
I~ Obtain WINS Server automatically
WINS Server |

QoS

I~ Shape Upstream: Link Rate | Khit'Second

I~ Shape Downstream: Link Rate | Kbit'Second
* denotes mandatory fields.

2. Click Apply.

The Safe@Office appliance attempts to connect to the Internet, and the
Status Bar displays the Internet status “Connecting”. This may take
several seconds.

Once the connection is made, the Status Bar displays the Internet status
“Connected”.
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Using Internet Setup

Using a PPPoE Connection

Internet Setup (Primary)
Connection Type [PPPoE =l Help )

I *

Usermame

Password

I
Confirm password | *
I

Service

Name Servers

V¥ Obtain Domain Mame Servers automatically
WINS Server |

QoS

Kbit'Second
Khit/Second

™ Shape Upstream: Link Rate |

I~ Shape Downstream: Link Rate |

Advanced

External [P |
MTU [

1. Complete the fields using the relevant information in Internet Setup

Fields on page 79.
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New fields appear, depending on the check boxes you selected.

Internet Setup (Primary)

Connection Type |PPPDE ﬂ fﬂ)
Username | :
Passwiord I :
Canfirm password [ *
Service |

Name Servers

™ Obtain Domain Mame Servers automatically
Primary DNS Server [19z.168.101 102 *

Secondary DNS Server [192.168.101.101
WING Server |

QoS

™ Shape Upstream: Link Rate | Kbit'Second
[ Shape Downstream: Link Rate | Kbit/Second

Advanced

External IP |

WTU |
* denotes mandatary fields

2. Click Apply.

The Safe@Office appliance attempts to connect to the Internet, and the
Status Bar displays the Internet status “Connecting”. This may take
several seconds.

Once the connection is made, the Status Bar displays the Internet status
“Connected”.
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Using a PPTP Connection

Connection Type |PPTP = fﬂ)
Usemame | :
Password | .
Confirmn password | T
Service [RELAY_PPP1 i
Server P [r0.00138 :

™ Obtain IF address automatically (using DHCP)
Use the following configuration:

IP Address [t0.200.1.1 *
Subnet Wask [255.0.00 78] =T
Default Gateway | i

Name Servers

¥ Obtain Domain Name Servers automatically
WINS Server |

QoS

I~ Shape Upstream: Link Rate | Khit'Second
I~ Shape Downstream: Link Rate | Kbit/Second

Advanced

External [P |

MTU |
® denotes mandatory fields

1. Complete the fields using the relevant information in Internet Setup
Fields on page 79.
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New fields appear, depending on the check boxes you selected.

Internet Setup (Secondary)

Connection Type |PPTP El
Username | .
Passward [ .
Confirm password | "
Senice [RELAY_PPPI *
Server P [10.0.0.130 r

[~ Obtain IP address automatically (using DHCP)
Use the following configuration:

IP Address [to.zon.1.1 *
Subnet Mask [es5.0.0.0 8] = -
Default Gateway | @

Name Servers

I~ ©Obtain Domain MName Servers automatically

Primary DNS Server | *

Secondary DNS Server |
WINS Server |

QoS

[~ Shape Upstream: Link Rate | Khit'Second
" Shape Downstream: Link Rate | Kbit'Second

Advanced

External IP |

T |
" denotes mandatory fields

2. Click Apply.

The Safe@Office appliance attempts to connect to the Internet, and the
Status Bar displays the Internet status “Connecting”. This may take
several seconds.

Once the connection is made, the Status Bar displays the Internet status
“Connected”.
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Using Internet Setup

Using a Telstra (BPA) Connection

Use this Internet connection type only if you are subscribed to Telstra®

BigPond™ Internet. Telstra BigPond is a trademark of Telstra Corporation
Limited.

Internet Setup (Primary)

Connection Type [Telstra BPA) =
Usemame | e
Password | "
Confirm password | *
Server P [iono13s @

Name Servers

¥ Obtain Domain MName Servers automatically
¥ Obtain WINS Server automatically

QoS
™ Shape Upstream: Link Rate | Khit'Second
™ Shape Downstream: Link Rate | Kbit'Second

* denotes mandatory fields.

1. Complete the fields using the relevant information in Internet Setup
Fields on page 79.
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76

New fields appear, depending on the check boxes you selected.

Internet Setup (Primary)

Connection Type [ Telstra (BPA) =
Usemame | 3
Password | e
Confirm password | *
Server [P [10.0.0.138 *

Name Servers

[~ Obtain Domain Mame Servers automatically
Primary DNS Server | 3
Secondary DNS Server |

I~ Obtain WINS Server automatically
WINS Server |

QoS

[~ Shape Upstream: Link Rate | Khit'Second

" Shape Downstream: Link Rate | Kbit'Second
" denotes mandatory fields

Click Apply.

The Safe@Office appliance attempts to connect to the Internet, and the
Status Bar displays the Internet status “Connecting”. This may take
several seconds.

Once the connection is made, the Status Bar displays the Internet status
“Connected”.
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Using a Dialup Connection

To use this connection type, you must first set up the dialup modem. For
information, see Setting Up a Dialup Modem on page 84.

Internet Setup (Primary)

Connection Type | Dialup = (e )
Username | :
FPassword | :
Confirm password Ir :
Phaone number | :

Dial On Demand

™ Connect on demand

Name Servers

I Chtain Domain Mame Servers automatically
WINS Server |

QoS

" Shape Upstream: Link Rate | KbivSecond

I~ Shape Downstreamn: Link Rate | Kbit'Second

Advanced

External IP |
MTU |
* denotes mandatory fields.

1. Complete the fields using the relevant information in Internet Setup
Fields on page 79.
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New fields appear, depending on the check boxes you selected.

Internet Setup (Primary)

Connaction Type [Diglup =
Usemame | ’
Password | "
Confirm passwoard | "

[

*

Phaone number

Dial On Demand

I Connect on demand
& When no other Internet cannection is available
©0n outgoing activity

Idle timeout 15 minutes

Name Servers

" Obtain Domain Mame Servers automatically
Primary DNS Server | :
Secondary DNS Server |
WINS Server |

QoS

I~ Shape Upstream: Link Rate | Kbit'Secand
" Shape Downstream: Link Rate | Khit'Second

Advanced

External IP |

WTU |
* denotes mandatory fields

2. Click Apply.

The Safe@Office appliance attempts to connect to the Internet, and the
Status Bar displays the Internet status “Connecting”. This may take
several seconds.

Once the connection is made, the Status Bar displays the Internet status
“Connected”.
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Using No Connection

If you are using Safe@Office 110 or 225, and you do not have a secondary
Internet connection, set the connection type to None.

Internet Setup (Primary)
Connection Type |Maore =

™ denotes mandatory fislds.

e Click Apply.

Table 12: Internet Setup Fields

In this field... Do this...

Host Name Type the hostname for authentication.

If your ISP has not provided you with a host name,
leave this field blank. Most ISPs do not require a
specific hostname.

Username Type your user name.
Password Type your password.
Confirm password  Type your password.
Service Type your service name.

If your ISP has not provided you with a service
name, leave this field empty.

Server IP If you selected PPTP, type the IP address of the
PPTP server as given by your ISP.

If you selected Telstra (BPA), type the IP address of
the Telstra authentication server as given by Telstra.
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In this field...

Do this...

Phone Number

Dial On Demand

Connect on
demand

When no other
Internet
connection is

available

If you selected Dialup, type the phone number that
the modem should dial, as given by your ISP.

Select this option if you do not want the dialup
modem to be constantly connected to the Internet.
The modem will dial a connection only under certain
conditions.

This option is useful when configuring a dialup
backup connection. For information, see Setting Up
a Dialup Backup Connection on page 92.

Select this option to specify that the dialup modem
should only dial a connection if no other connection
exists, and the Safe@Office appliance is not acting

as a Backup appliance.

If another connection opens, or if the Safe@ Office
appliance becomes a Backup appliance, the dialup
modem will disconnect.

For information on configuring the appliance as a
Backup or Master, see Configuring High
Availability on page 117.
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In this field... Do this...

On outgoing Select this option to specify that the dialup modem

activity should only dial a connection if no other connection
exists, and there is outgoing activity (that is, packets
need to be transmitted to the Internet).
If another connection opens, or if the connection
times out, the dialup modem will disconnect.

Idle timeout Type the amount of time (in minutes) that the

Name Servers

Obtain IP address
automatically
(using DHCP)

Obtain Domain
Name Servers
automatically

Obtain WINS
Server

automatically

IP Address

connection can remain idle. Once this period of time
has elapsed, the dialup modem will disconnect.

Clear this option if you do not want the Safe@Office
appliance to obtain an IP address automatically
using DHCP.

Clear this option if you want the Safe@Office
appliance to obtain an IP address automatically
using DHCP, but not to automatically configure DNS

servers.

Clear this option if you want the Safe@Office
appliance to obtain an IP address automatically
using DHCP, but not to automatically configure the
WINS server.

Type the static IP address of your Safe@ Office

appliance.
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In this field...

Do this...

Subnet Mask

Default Gateway

Primary DNS
Server

Secondary DNS
Server

WINS Server
QoS

Shape Upstream:
Link Rate

Select the subnet mask that applies to the static IP
address of your Safe@ Office appliance.

Type the IP address of your ISP’s default gateway.

Type the Primary DNS server IP address.

Type the Secondary DNS server IP address.

Type the WINS server IP address.

Select this option to enable Traffic Shaper for
outgoing traffic. Then type a rate (in kilobits/second)
slightly lower than your Internet connection's
maximum measured upstream speed in the field
provided.

It is recommended to try different rates in order to
determine which one provides the best results.

For information on using Traffic Shaper, see Using
Traffic Shaper on page 120.
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In this field...

Do this...

Shape
Downstream: Link
Rate

Advanced

External IP

Select this option to enable Traffic Shaper for
incoming traffic. Then type a rate (in kilobits/second)
slightly lower than your Internet connection's
maximum measured downstream speed in the field
provided.

It is recommended to try different rates in order to
determine which one provides the best results.

Note: Traffic Shaper cannot control the number or
type of packets it receives from the Internet; it can
only affect the rate of incoming traffic by dropping
received packets. This makes the shaping of
inbound traffic less accurate than the shaping of
outbound traffic. It is therefore recommended to
enable traffic shaping for incoming traffic only if

necessary.

For information on using Traffic Shaper, see Using
Traffic Shaper on page 120.

If you selected PPTP, type the IP address of the
PPTP client as given by your ISP.

If you selected PPPoE, this field is optional, and you
do not have to fill it in unless your ISP has instructed
you to do so.
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In this field... Do this...

MTU This field allows you to control the maximum
transmission unit size.

As a general recommendation you should leave this
field empty. If however you wish to modify the default
MTU, it is recommended that you consult with your
ISP first and use MTU values between 1300 and
1500.

Setting Up a Dialup Modem

B

You can use a dialup modem as a primary or secondary Internet connection
method. This is useful in locations where broadband Internet access is
unavailable.

When used as a backup Internet connection, the modem can be automatically
disconnected when not in use. For information on setting up a dialup backup
connection, see Setting Up a Dialup Backup Connection on page 92.

To set up adialup modem

1. Connect a regular or ISDN dialup modem to your Safe@Office
appliance's serial port.

For information on locating the serial port, see Rear Panel on page 17.

2. Click Network in the main menu, and click the Dialup tab.
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The Dialup page appears.

Check Point’
SOFTWARE TECHNOLOGES TD.
We Secure the Inernet. 4.5

Internet My Network | High Availability Traffic Shaper Dialup Network Objects Routes

Dialup

Welcome
Reports Dialup
Security
Services

| Custom

Modem Type

sNetwork
setup

Initialization String \ ‘

Users Dil Mode
VPN Port Speed @ps) | 57600 3

Help
Logout

Intemet : Connected Service Center : Connected DMar 24, 2004 07:33:51 EM GMT-00.00

3. Complete the fields using the information in the table below.
4. Click Apply.
5. To check that that the values you entered are correct, click Test.
The Dialup page displays a message indicating whether the test succeeded.

6. Configure a Dialup Internet connection using the information in
Using Internet Setup on page 66.

Table 13: Dialup Fields

In this field... Do this...

Modem Type Select the modem type.

If you selected Custom, the Installation String field is
enabled. Otherwise, it is filled in with the correct
installation string for the modem type.
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In this field... Do this...

Initialization String ~ Type the installation string for the custom modem
type.

Is you selected a standard modem type, this field is

read-only.
Dial Mode Select the dial mode the modem uses.
Port Speed Select the modem's port speed (in bits per second).

Cloning a MAC Address

Safe@Office Safe@Office Safe@Office
105 110 225

A MAC address is a 12-digit identifier assigned to every network device. If
your ISP restricts connections to specific, recognized MAC addresses, you

must clone a MAC address.

To clone a MAC address
1. Click Network in the main menu, and click the Internet tab.
The Internet page appears.

2. In the Cloned MAC address field, click Edit.
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The MAC Cloning page appears.

Check Point’
SOFTWARE TECHNOLOGES TD.
We Secure the Internet. 4.5

Internet My Network | High Availability Traffic Shaper Dialup Network Objects Routes

MAC Cloning

Wwelcome

Reports
Security
Services

MAC Cloning

Cloned MAC Address [I (S Thi computer (B c1ear

“Network
Setup
Users
VPN
Help
Logout

Embsdded

Intemet : Connected Service Center : Gonnected DMar 24, 2004 07:29:40 EM GMT-00.00

3. Do one of the following:

e Click This Computer to automatically "clone" the MAC address of
your computer to the Safe@Office appliance.
Or

o |f the ISP requires authentication using the MAC address of a
different computer, enter the MAC address in the MAC cloning
field.

4. Click Apply.
5. Click Back.

The Internet page reappears with your computer’s MAC address
displayed.
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Viewing Internet Connection Information

Safe@Office Safe@Office Safe@Office
105 110 225

You can view information on your Internet connection(s) in terms of status,
duration, and activity.

To view Internet connection information
1. Click Network in the main menu, and click the Internet tab.
The Internet page appears.
For an explanation of the fields on this page, see the table below.

2. To refresh the information on this page, click Refresh.

Table 14: Internet Page Fields

Field Description
Status Indicates the connection’s status.
Duration Indicates the connection duration, if active. The

duration is given in the format hh:mm:ss, where:
hh=hours

mm=minutes

ss=seconds

IP Address Your IP address.
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Field Description

Enabled Indicates whether or not the connection is enabled.

For further information, see Enabling/Disabling the
Internet Connection on page 89

WAN MAC The Safe@Office appliance’s MAC address.
Address

Cloned MAC The cloned MAC address.

Address

For further information, see Cloning a MAC
Address on page 86.

Received Packets = The number of data packets received in the active

connection.

Sent Packets The number of data packets sent in the active

connection.

Enabling/Disabling the Internet
Connection

Safe@Office Safe@Office Safe@Office
105 110 225

You can temporarily disable an Internet connection. This is useful if, for
example, you are going on vacation and do not want to leave your computer
connected to the Internet. If you are using Safe@Office 110 or 225 and have
two Internet connections, you can force the Safe@Office appliance to use a
particular connection, by disabling the other connection.

The Internet connection’s Enabled/Disabled status is persistent through
Safe@Office appliance reboots.
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To enable/disable an Internet connection
1. Click Network in the main menu, and click the Internet tab.
The Internet page appears.
2. Next to the Internet connection, do one of the following:
e To enable the connection, click .
The button changes to & and the connection is enabled.
e To disable the connection, click (v}

The button changes to 8 and the connection is disabled.

Using Quick Internet
Connection/Disconnection

Safe@Office Safe@Office Safe@Office
105 110 225

By clicking the Connect or Disconnect button (depending on the connection
status) on the Internet page, you can establish a quick Internet connection
using the currently-selected connection type. In the same manner, you can
terminate the active connection.

The Internet connection retains its Connected/Not Connected status until the
Safe@Office appliance is rebooted. The Safe@Office appliance then
connects to the Internet if the connection is enabled. For information on
enabling an Internet connection, see Enabling/Disabling the Internet
Connection on page 89.
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Configuring a Backup Internet
Connection

You can configure both a primary and a secondary Internet connection. The
secondary connection acts as a backup, so that if the primary connection fails,
the Safe@Office appliance remains connected to the Internet.

Note: You can configure different DNS servers for the primary and
secondary connections. The Safe@Office appliance acts as a DNS
relay and routes requests from computers within the network to the
appropriate DNS server for the active Internet connection.

ih‘;'_.'“ =

Setting Up a LAN or Broadband Backup
Connection

ale@Ofh Safe@Cffice Safe@Office
b" 110 || 225

To set up a LAN or broadband backup Internet connection

1. Connect a hub or switch to the WAN port on your appliance's rear
panel.

% Note: Do not connect to the DMZ port.
i

2. Connect your two modems or routers to the hub/switch.

3. Configure two Internet connections.

For instructions, see Using Internet Setup on page 66.

Important: The two connections can be of different types. However, they
cannot both be LAN DHCP connections.
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Setting Up a Dialup Backup Connection

E3

If desired, you can use a dialup modem as the secondary Internet connection
method. The Safe@Office appliance automatically dials the modem if the
primary Internet connection fails.

To set up adialup backup Internet connection
1. Setup a dialup modem.
For instructions, see Setting Up a Dialup Modem on page 84.
2. Configure a LAN or broadband primary Internet connection.
For instructions, see Using Internet Setup on page 66.
3. Configure a Dialup secondary Internet connection.

For instructions, see Using Internet Setup on page 66.
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Managing Your Network

This chapter describes how to manage and configure your network
connection and settings.

This chapter includes the following topics:

Configuring Network Settings..........cccovvreriireiiirisneee s 93
Configuring High Availability...........cccoiiiiiiiiiiiiece 117
Using Traffic Shaper ..o 120
Using Network OBJECES .......coeiereiieiieice e 129
USING Static ROULES ..ot 137

Configuring Network Settings

TAN

L":'_.'“ —

Warning: These are advanced settings. Do not change them unless it is
necessary and you are qualified to do so.

Note: If you change the network settings to incorrect values and are
unable to correct the error, you can reset the Safe@Office appliance to
its default settings. See Resetting the Safe@Office appliance to
Defaults on page 277.
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Configuring a DHCP Server

Safe@Office Safe@Office Safe@Office

105 110 225

By default, the Safe@Office appliance operates as a DHCP (Dynamic Host
Configuration Protocol) server. This allows the Safe@Office appliance to
automatically configure all the devices on your network with their network
configuration details.

o Note: The DHCP server only serves computers that are configured to
H"-J’

obtain an IP address automatically. If a computer is not configured to
obtain an IP address automatically, it is recommended to assign it an IP
address outside of the DHCP address range. If you do assign it an IP
address within the DHCP address range, the DHCP server will not
assign this IP address to another computer.

If you already have a DHCP server in your internal network, and you want to
use it instead of the Safe@Office DHCP server, you must disable the
Safe@Office DHCP server, since you cannot have two DHCP servers or
relays on the same network segment.

If you want to use a DHCP server on the Internet or via a VPN, instead of the
Safe@Office DHCP server, you can configure DHCP relay. When in DHCP
relay mode, the Safe@Office appliance relays information from the desired
DHCP server to the devices on your network.

Note: When using a Safe@Office 200 series appliance, you can

G
configure a DHCP server for a DMZ network.

I

e Note: You can perform DHCP reservation using network objects. For
i information, see Using Network Objects on page 129.
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Enabling/Disabling the Safe@Office DHCP Server

Safe@Office Safe@Office Safe@Office
105 110 225

To enable/disable the Safe@Office DHCP server
1. Click Network in the main menu, and click the My Network tab.

The My Network page appears.

%ck Point’

TECHNOLOGESTD.
We Secure the Internet. 4.5

Internet ' My Network W\ High Availability | Traffic Shaper | Dialup  Network Objects | Routes

My Network

Welcome
Reports Network Name  Hide NAT DHCP Server IP Address Subnet Mask
Security
Setvices
sNetwork

(%% LAN  Enabled Enabled 192168101 2552552550

Setup
users @f/ DMZ  Enabled Enabled 1921682531 2552552550
VPN

Help

Logout

Embeddea

Internet : Connected Service Center : Connected DMar 24, 2004 07:30:00 EM GMT-00.00

If you are using Safe@Office 105, the page appears without the DMZ area.
2. Inthe desired network's row, click Edit.
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The Edit Network Settings page appears.

Check Point
SOFTWARE TECHNOLOOESLD.
We Secure the Internet. 4.5

Internet | My Network § High Availability | Traffic Shaper | Dialup

Edit Network Settings

IP Address [tezte8001
Subnet Mask [essessossnpea) =]
Hide NAT Enabled -
DHCP Server [Enobled =]

“Network
Setup
Users
VPN
Help
Logout

Advanced

@ ¥ Automatic DHCP range
i)

Intemet : Connected Service Center : Gonnected DMar 24, 2004 0731:31 EM GMT-00.00

3. From the DHCP Server list, select Enabled or Disabled.
4. Click Apply.

A warning message appears.
5. Click OK.
A success message appears

6. If your computer is configured to obtain its IP address automatically
(using DHCP), and either the Safe@Office DHCP server or another
DHCP server is enabled, restart your computer.

If you enabled the DHCP server, your computer obtains an IP address in
the DHCP address range.

Configuring the DHCP Address Range

Safe@Office Safe@Office Safe@Office
105 110 225

By default, the Safe@Office DHCP server automatically sets the DHCP
address range. The DHCP address range is the range of IP addresses that the
DHCP server can assign to network devices. IP addresses outside of the
DHCP address range are reserved for statically addressed computers.
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If desired, you can set the Safe@Office DHCP range manually.

To configure the DHCP address range

1. Click Network in the main menu, and click the My Network tab.
The My Network page appears.

2. Inthe desired network's row, click Edit.
The Edit Network Settings page appears.

3. To set the DHCP range manually:

a. Clear the Automatic DHCP range check box.

The DHCP IP range fields appear.

Check Point’
SOFTWARE TEGHNOLOGES T,
We Secure the Internet. 4.5

Internet | My Network § High Availability \ Traffic Shaper | Dialup

Edit Network Settings

eports
Security P Address 192168101
Services

Network Subnet Mask 755 065 265 0 [24] -
Setup
— Hide NAT Enabled =
ven DHCP Server [Enaped |

o

Advanced

™ Autornatic DHCP range
DHCP IP range

Internet : Connected Service Center : Connected DMar 24, 2004 07:31:51 PM GMT-00.00

b. Inthe DHCP IP range fields, type the desired DHCP range.

4. To allow the DHCP server to set the IP address range, select the
Automatic DHCP range check box.

5. Click Apply.
A warning message appears.
6. Click OK.

A success message appears
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7. 1f your computer is configured to obtain its IP address automatically
(using DHCP), and either the Safe@Office DHCP server or another
DHCP server is enabled, restart your computer.

Your computer obtains an IP address in the new DHCP address range.

98 Check Point Safe@Office User Guide



@ Configuring Network Settings

Configuring DHCP Relay
Safe@Office Safe@Office Safe@Office
105 110 225

To configure DHCP relay

1. Click Network in the main menu, and click the My Network tab.
The My Network page appears.

2. Inthe desired network's row, click Edit.
The Edit Network Settings page appears.

3. Inthe DHCP Server list, select Relay.

The Automatic DHCP range check box is disabled, and the Relay to IP field
appears.

Check Point’
" SOMTWARE TECINOLOGIEBLTD.
We Secure the Internet. 4.5

Internet | My Network | High Availability | Traffic Shaper | Dialup \ Network Objects | Routes

Edit Network Settings

IP Address 192.168.10.1
Subnet Mask 256.265.255.0 (/24 ~

Users Hide NAT Enahlad ~
vPN DHCP Server [Feey =]
Help

Logout Relayto IP  —

Advanced

7 Autornatic DHCP range
Embedded

Service Center : Connected DMar 24, 2004 07:32:31 PM GMT-00.00

4. Inthe Relay to IP field, type the IP address of the desired DHCP
server.

5. Click Apply.
A warning message appears.
6. Click OK.
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A success message appears

7. 1f your computer is configured to obtain its IP address automatically
(using DHCP), and either the Safe@Office DHCP server or another
DHCP server is enabled, restart your computer.

Your computer obtains an IP address in the DHCP address range.

Changing IP Addresses

Safe@Office Safe@Office Safe@Office
105 110 225

If desired, you can change your Safe@Office appliance’s internal IP address.
Using Safe@Office 110 or 225, you can also change the entire range of IP
addresses in your internal network. You may want to perform these tasks if,
for example, you are adding the Safe@Office appliance to a large existing
network and don't want to change that network’s IP address range, or if you
are using a DHCP server other than the Safe@Office appliance, that assigns
addresses within a different range.

To change IP addresses

1. Click Network in the main menu, and click the My Network tab.
The My Network page appears.

2. In the LAN network's row, click Edit.
The Edit Network Settings page appears.

3. To change the Safe@Office appliance’s internal IP address, enter
the new IP address in the IP Address field.

4. To change the internal network range, enter a new value in the
Subnet Mask field.
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= Note: The internal network range is defined both by the Safe@ Office
el appliance’s internal IP address and by the subnet mask.

For example, if the Safe@Office appliance’s internal IP address is
192.168.100.7, and you set the subnet mask to 255.255.255.0, the
network’s IP address range will be 192.168.100.1 — 192.168.100.254.
The default internal network range is 192.168.10.*.

5. Click Apply.

A warning message appears.
6. Click OK.

e The Safe@Office appliance's internal IP address and/or the
internal network range are changed.

e A success message appears.
7. Do one of the following:

e If your computer is configured to obtain its IP address
automatically
(using DHCP), and the Safe@Office DHCP server is enabled,
restart your computer.

Your computer obtains an IP address in the new range.

e Otherwise, manually reconfigure your computer to use the new
address range using the TCP/IP settings. For information on
configuring TCP/IP, see TCP/IP Settings on page 34, on page 30.

Enabling/Disabling Hide NAT

Safe@Office Safe@Office Safe@Office
105 110 225

Hide Network Address Translation (NAT) enables you to share a single
public Internet IP address among several computers, by “hiding” the private
IP addresses of the internal computers behind the Safe@Office appliance’s
single Internet IP address.
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Note: If Hide NAT is disabled, you must obtain a range of Internet IP

G
= addresses from your ISP. Hide NAT is enabled by default.

% Note: Static NAT and Hide NAT can be used together.
SR

To enable/disable Hide NAT

1. Click Network in the main menu, and click the My Network tab.
The My Network page appears.

2. In the desired network's row, click Edit.
The Edit Network Settings page appears.

3. From the Hide NAT list, select Enabled or Disabled.

4. Click Apply.
A warning message appears.

5. Click OK.

o If you chose to disable Hide NAT, it is disabled.
o If you chose to enable Hide NAT, it is enabled.

Configuring a DMZ Network

2{e@Ofh Safe@COffice Safe@COffice
b" 110 || 225

In addition to the LAN network, you can define a second internal network
called a DMZ (demilitarized zone) network, when using Safe@Office 110
and 225. Safe@Office 110 does not have a dedicated DMZ port, so the DMZ
is a logical second network behind the Safe@Office appliance, and you must
connect DMZ computers to LAN ports. Safe@Office 225 has a dedicated
DMZ port to which you must connect all DMZ computers.

By default, all traffic is allowed from the LAN network to the DMZ network,
and no traffic is allowed from the DMZ network to the LAN and WLAN
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networks. You can easily customize this behavior by creating firewall user
rules. For further information, see Using Rules on page 154.

For example, you could assign your company’s accounting department to the
LAN network and the rest of the company to the DMZ network. The
accounting department would be able to connect to all company computers,
while the rest of the employees would not be able to access any sensitive
information on the accounting department computers. You could then create
firewall rules that allow specific DMZ computers (such a manager’s
computer) to connect to the LAN network and the accounting department.

L":'_.'“ —
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Note: If you are using Safe@Office 225, you can enable the DHCP server
for the DMZ network.

If you are using Safe@Office 110, computers in the DMZ network cannot
obtain IP addresses using DHCP, and therefore must be assigned static
IP address. For instructions, see TCP/IP Settings on page 34, on page
30.

Note: The default gateway for the DMZ computers should be specified as
the Safe@Office DMZ IP address.

To configure a DMZ network

1. Connect the DMZ computer(s) as follows:

If you are using Safe@Office 110, connect the DMZ computers to
any of the appliance's LAN ports.

If you are using Safe@Office 225, connect the DMZ computer to
the DMZ port.

If you have more than one computer in the DMZ network, connect a
hub or switch to the DMZ port, and connect the DMZ computers to
the hub.

2. Click Network in the main menu, and click the My Network tab.

The My Network page appears.
3. In the DMZ network's row, click Edit.
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The Edit Network Settings page appears.
4. In the Mode drop-down list, select Enabled.

The fields are enabled.
5. If desired, enable or disable Hide NAT.

See Enabling/Disabling Hide NAT on page 101.
6. If desired, configure a DHCP server.

See Configuring a DHCP Server on page 94.

7. Inthe IP Address field, type the IP address of the DMZ network's
default gateway.

T Note: The DMZ network must not overlap the LAN network.
H"-J’

8. In the Subnet Mask field, type the DMZ’s internal network range.
9. Click Apply.

A warning message appears.
10. Click OK.

A success message appears.

Configuring a WLAN Network

In addition to the LAN and DMZ networks, you can define a wireless internal
network called a WLAN (wireless LAN) network, when using Safe@Office
300W.

By default, all traffic is allowed from the LAN network to the WLAN
network, and no traffic is allowed from the WLAN network to the LAN or
DMZ networks. You can easily customize this behavior by creating firewall
user rules. For further information, see Using Rules on page 154.

By default, access from the WLAN network to Safe@Office Portal
(my.firewall and my.vpn) is not allowed. You can enable access from the
WLAN to the Safe@Office Portal in either of the following ways:
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¢ In the Management page, select ANY in either the SSH or HTTPS
drop-down list.

o Create a custom firewall rule to allow the desired protocols from
the WLAN, or from an IP address in the WLAN.

To configure a WLAN network

1. Prepare the appliance for a wireless connection as described in
Network Installation on page 40.

2. Click Network in the main menu, and click the My Network tab.
The My Network page appears.

3. Inthe WLAN network's row, click Edit.
The Edit Network Settings page appears.

Check Poit

We Secure the Internet. 4.6

Internet My Network High availability "\ Traffic Shaper Dialup Network Objects Routes

Edit Network Settings

welcome
Reports

Security Mode Enabled v
Services
sNetwork IP Address 192.168.252.1
Setup
- Subnet Mask 266 255, 255.0 [/24] v
WY Hide NAT Enafiled ~
Help
Logout DHCP
DHGP Server Enabled v

Automatic DHCP range
Wireless Settings

Network Name (SSID)

|

Embedass

Countr Choose your countr
Y L Iy)

<
5]

Operation Mode 602.11h (11 Mbps)

Charel e
Security | None - @

V Show Advanced Sattings

Tand, 3004 0735:21 AM GMT-0000

Service Center : Connected

Internet : Connected

4. In the Mode drop-down list, select Enabled.
The fields are enabled.
5. If desired, enable or disable Hide NAT.
See Enabling/Disabling Hide NAT on page 101.
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6. If desired, configure a DHCP server.
See Configuring a DHCP Server on page 94.
7. Complete the fields using the information in the table below.

New fields appear depending on the options you selected.

gﬂlggck Point’

TECHNOLOGIES LT, .
We Secure the Internet. 4.6
Internet My Netwiork High Availability Traffic Shaper Dialup Network Objects Routes

Edit Network Settings

Welcome

Reports WLAN

Security .
Services
sNetwork IP Address
Setup
- Subnet Mask 266 255, 255.0 [/24]
SRy Hide NAT
Help
Logout DHCP
DHCP Server

Automatic DHCP range
Wireless Seftings

Embedded

EIE o o[l 5] T
& E O BN
: =g B
A gl g||2) 2le
LIREIRE] < < ¢ <

Network Name (SSID) &}
Country ‘Choase your country) @
Operation Mode 02.11b (11 Mops) @
Channel @
Security | \WEP encrypiion [Not Recommended] v @

Key 1 © |64Bis 10q0-84F v/ | @ Random
panf v | | @ nansom

Key2 O |B4Bits: 10x

[
[
[
[

Key3 O |B4Bis 10q0-84F] v | | @ random
Keyd O [B4Bits: TIx[1-9AF] v | | D random

Advanced Security A Hide Advanced Settings

Hide the Netwark Name (SSID)

MAC Address fitering

Wireless Transmitter

Transmission Rate

Transmitter Power Full (100%) v

Fragmentation Threshhold 2348

RTS Threshhold

Cancel

Internet : Connected Service Center : Connected

8. Click Apply.
A warning message appears.
9. Click OK.

Tan 4, 2004 07:33:50 AM GMT-00:00

A success message appears.

10. Prepare the wireless clients by doing one of the following:
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o |f you selected the 802.1X or WPA security mode, configure
RADIUS servers.

See Using RADIUS Authentication on page 252.

o |f you selected the WEP security mode, give the WEP key to the
wireless clients.

o If you selected the WPA-PSK security mode, give the passphrase
to the wireless clients.
11. The wireless clients' administrators should configure the wireless
clients and connect them to the WLAN.

Refer to the wireless cards' documentation for details.

% Note: Some wireless cards have "Infrastructure" and "Ad-hoc" modes.

i These modes are also called "Access Point" and "Peer to Peer".
Choose the "Infrastructure" or "Access Point" mode.

@ Note: The wireless cards' region and the Safe@Office appliance's region
must both match the region of the world where you are located. If you

purchased your Safe@Office appliance in a different region, contact

technical support.

L
u‘..';_."';'v,—
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Table 15: WLAN Settings Fields

In this field...

Do this...

IP Address

Subnet Mask
Wireless Settings

Network Name
(SSID)

Country

Type the IP address of the WLAN network's default
gateway.

Note: The WLAN network must not overlap the LAN
network.

Type the WLAN's internal network range.

Type the network name (SSID) that identifies your
wireless network.

It can be up to 32 alphanumeric characters long and is

case-sensitive.
Select the country where you are located.

Warning: Choosing an incorrect country may result in

the violation of government regulations.
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In this field... Do this...

Operation Mode Select an operation mode:

e 802.11b (11Mbps) - Operates in the 2.4
GHz range and offers a rate of 11 Mbps
(in theory).

e 802.11g (54 Mbps) - Operates in the 2.4
GHz range, and offers a rate of 54 Mbps
(in theory). Compatible with 802.11b.

e Turbo G (108 Mbps) - Operates in the 2.4
GHz range, and offers a rate of 54 Mbps
(in theory). Compatible with 802.11b and
802.11g.

Each operation mode indicates a wireless protocol
(such as Turbo G), followed by the maximum
bandwidth (such as 108 Mbps).

The list of modes is dependent on the selected

country.

Note: The actual data transfer speed is usually
significantly lower than the maximum bandwidth.

Important: The client wireless cards must support the

selected operation mode.
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In this field... Do this...
Channel Select the radio frequency to use for the wireless
connection:

e Automatic - The Safe@Office appliance
automatically selects a channel. This is
the default.

e Aspecific channel - The list of channels is
dependent on the selected country and
operation mode.

Note: If there is another wireless network in the vicinity,
the two networks may interfere with one another. To
avoid this problem, the networks should be assigned
channels that are at least 25 MHz (5 channels) apart.
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In this field... Do this...

Security Select the security protocol to use:

e None - No security method is used. This
option is not recommended, because it
allows unauthorized users to access your
network.

e WEP encryption - In the WEP (Wired
Equivalent Privacy) encryption security
method, wireless clients must use a pre-
shared key to connect to your network.
This option is not recommended, due to
known security flaws.

If you select this option, the WEP Keys
area opens, and you must configure at
least one WEP key. The wireless clients
must be configured with this key as well.

e 802.1X: RADIUS authentication, no encryption
- In the 802.1x security method, wireless
clients (supplicants) attempting to
connect to the access point
(authenticator) must first be authenticated
by RADIUS servers (authentication
servers). All messages are passed in
EAP (Extensible Authentication Protocol).
To use this security method, you must
configure RADIUS servers. See Using
RADIUS Authentication. on page 252
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In this field...

Do this...

Passphrase

Show/Hide
Advanced Settings

WPA: RADIUS authentication, encryption -
The WPA (Wi-Fi Protected Access)
security method uses MIC (message
integrity check) to ensure the integrity of
messages, and TKIP (Temporal Key
Integrity Protocol) to enhance data
encryption.

Furthermore, WPA includes 802.1x and
EAP authentication, based on a central
RADIUS authentication server.

To use this security method, you must
configure RADIUS servers. See Using
RADIUS Authentication. on page 252

WPA-PSK: password authentication,
encryption - The WPA-PSK security mode
is a variation of WPA that does not
require an authentication server. WPA-
PSK periodically changes and
authenticates encryption keys. This is
called rekeying.

If you select this option, the Passphrase
field appears. The wireless clients must
be configured with this passphrase as
well.

Type the passphrase for accessing the network.

This must be between 8 and 63 characters. It can
contain spaces and special characters, and is case-
sensitive.

Click to show/hide advanced WLAN settings.

The Advanced Security and Wireless Transmitter areas are

displayed.
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In this field...

Do this...

WEP Keys

Key 1, 2, 3, 4 radio
button

64 Bits:10x[0-9, A-
F]

Key 1, 2, 3, 4 text
box

Click the radio button next to the desired WEP key.

Select the WEP key length from the drop-down list.

The possible key lengths are:

e 64 Bits - The key length is 10 characters.
e 128 Bits - The key length is 26 characters.
e 152 Bits - The key length is 32 characters.

Note: Some wireless card vendors call these lengths
40/104/128, respectively.

Type the WEP key, or click Random to randomly
generate a key matching the selected length. The key
is composed of characters 0-9 and A-F, and is not
case-sensitive.
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In this field... Do this...

Advanced Security

Hide the Network Specify whether you want to hide your network's SSID,
Name (SSID) by selecting one of the following:

e Yes- Hide the SSID.
Only devices to which your SSID is
known can connect to your network.

¢ No - Do not hide the SSID.

Any device within within range can detect

your network name using the wireless

network discovery features of some

products, such as Microsoft Windows XP,

and attempt to connect to your network.

This is the default.
Note: Hiding the SSID does not provide strong security,
because your SSID can still be discovered using
specialized test equipment such as wireless sniffers.
Therefore, it is not recommended to rely on this setting

alone for security.
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In this field... Do this...
MAC Address Specify whether you want to enable MAC address
filtering filtering, by selecting one of the following:

Wireless Transmitter

Transmission Rate

Transmitter Power

¢ Yes- Enable MAC address filtering.
Only MAC addresses that you added as
network objects can connect to your
network.
For information on network objects, see
Using Network Objects on page 129.

¢ No - Disable MAC address filtering. This
is the default.

Note: MAC address filtering does not provide strong
security, therefore it is not recommended to rely on this
setting alone for security.

Select the transmission rate:

e Automatic - The Safe@Office appliance
automatically selects a rate. This is the
default.

e Aspecific rate

Select the transmitter power.

Setting a higher transmitter power increases the
access point's range. A lower power reduces

interference with other access points in the vicinity.

The default value is Full, providing a maximum range of
300m, under ideal outdoor conditions. It is not
necessary to change this value, unless there are other
access points in the vicinity.
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In this field...

Do this...

Fragmentation
Threshold

RTS Threshold

Type the smallest IP packet size (in bytes) that
requires that the IP packet be split into smaller
fragments.

If you are experiencing significant radio interference,
set the threshold to a low value (around 1000), to
reduce error penalty and increase overall throughput.

Otherwise, set the threshold to a high value (around
2000), to reduce overhead.

The default value is 2346.

Type the smallest IP packet size for which a client
must send an RTS (Request To Send) before sending
the IP packet.

If multiple wireless clients are in range of the access
point, but not in range of each other, they might send
data to the access point simultaneously, thereby
causing data collisions and failures. RTS ensures that

the channel is clear before the each packet is sent.

If your network is congested, and the users are distant
from one another, set the RTS threshold to a low value
(around 500).

Setting a value equal to the fragmentation threshold
effectively disables RTS.

The default value is 2346.
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Configuring High Availability

&

You can install two Safe@Office appliances on your network, one acting as
the “Master”, the default gateway through which all network traffic is routed,
and one acting as the “Backup”. If the Master fails, the Backup automatically
and transparently takes over all the roles of the Master. This ensures that your
network is consistently protected by a Safe@Office appliance and connected
to the Internet.

The Master and Backup each have separate IP addresses within the local
network. In addition, the Master and Backup share a single virtual IP address,
which is the default gateway address for the local network. The virtual IP
address is used by the Master gateway, which sends periodic signals, or
“heartbeats”, to the network. If the Backup gateway detects that the heartbeat
has stopped (indicating that the Master gateway has failed), it takes over of
the virtual IP address and all of the Master gateway’s roles. When the Master
gateway is running once again, it reclaims the virtual IP address and resumes
its roles.

Before configuring High Availability, the following requirements must be
met:

¢ You must have two identical Safe@Office appliances.

o The Safe@Office appliances must have identical firmware versions
and firewall rules.

e The Safe@Office appliances must have different LAN and DMZ IP
addresses, and they must be located on the same subnet. For
information on configuring LAN and DMZ addresses, see
Configuring Network Settings on page 93.

e The LAN ports of the two Safe@Office appliances must be
connected via a hub or a switch.

You can configure both the LAN network and the DMZ network for High
Availability.
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The procedure below explains how to configure High Availability for the
LAN network, but can be used to configure High Availability for the DMZ
network as well.

= Note: You can enable the DHCP server in both Safe@Office appliances.
el The Backup gateway’s DHCP server will start answering DHCP
requests only if the Master gateway fails.
= Note: You can force a fail-over to the Backup Safe@Office appliance.
el You may want to do this in order to verify that High Availability is

working properly, or if the Master Safe@Office appliance needs repairs.
To force a fail-over, switch off the primary box or disconnect it from the
LAN network.

To configure High Availability
1. Inthe Master Safe@Office appliance, do the following:

a. Set the appliance’s internal IP address.

For further information, see Changing IP Addresses on page 100.
b. Configure the LAN network range.

For further information, see Changing 1P Addresses on page 100.

¢. Click Network in the main menu, and click the High
Availability tab.
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The High Availability page appears.

Check Point’
SOFTWARE TECHNOLOGES TD.
We Secure the Inernet. 4,5

Internet My Network ' High Availability Traffic Shaper Dialup Network Objects

High Availability

Welcome
LAN

High Availability vlode | Dissbled -
Wirtual Router IP l—

DMZ
High Availability Mode | Disabled -
Wirtual Router IP li

DMar 24, 2004 07:33:01 EM GMT-00.00

d. Inthe LAN area, in the High Availability Mode drop-down list,
select Master.

e. In the Virtual Router IP field, type the default gateway IP
address.

This can be any unused IP address in the LAN network, and must be
the same for both gateways.

f. Click Apply.
A success message appears.
2. In the Backup appliance, do the following:
a. Set the appliance’s internal IP address.
For further information, see Changing IP Addresses on page 100.

The internal IP address must differ from the Master appliance’s
internal IP address.

b. Configure the LAN network range to the same range you
configured in the Master appliance.

For further information, see Changing IP Addresses on page 100.

c. Click Network in the main menu, and click the High
Availability tab.

The High Availability page appears.
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d. Inthe LAN area, in the High Availability Mode drop-down list,
select Backup.

e. In the Virtual Router IP field, type the default gateway IP
address.

This address must be identical to the Virtual Router IP address you
specified when configuring the Master gateway.

f. Click Apply.

A success message appears.

Using Traffic Shaper

&

Traffic Shaper is a bandwidth management solution that allows you to set
bandwidth policies to control the flow of communication. Traffic Shaper
ensures that important traffic takes precedence over less important traffic, so
that your business can continue to function with minimum disruption, despite
network congestion.

Traffic Shaper uses Stateful Inspection technology to access and analyze data
derived from all communication layers. This data is used to classify traffic in
up to eight user-defined Quality of Service (QoS) classes. Traffic Shaper
divides available bandwidth among the classes according to weight. For
example, suppose Web traffic is deemed three times as important as FTP
traffic, and these services are assigned weights of 30 and 10 respectively. If
the lines are congested, Traffic Shaper will maintain the ratio of bandwidth
allocated to Web traffic and FTP traffic at 3:1.

If a specific class is not using all of its bandwidth, the leftover bandwidth is
divided among the remaining classes, in accordance with their relative
weights. In the example above, if only one Web and one FTP connection are
active and they are competing, the Web connection will receive 75% (30/40)
of the leftover bandwidth, and the FTP connection will receive 25% (10/40)
of the leftover bandwidth. If the Web connection closes, the FTP connection
will receive 100% of the bandwidth.
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Traffic Shaper allows you to give a class a bandwidth limit. A class's
bandwidth limit is the maximum amount of bandwidth that connections
belonging to that class may use together. Once a class has reached its
bandwidth limit, connections belonging to that class will not be allocated
further bandwidth, even if there is unused bandwidth available. For example,
you can limit all traffic used by Peer-To-Peer file-sharing applications to a
specific rate, such as 512 kilobit per second. Traffic Shaper also allows you
to assign a “Delay Sensitivity” value to a class, indicating whether
connections belonging to the class should be given precedence over
connections belonging to other classes.

Traffic Shaper supports DiffServ (Differentiated Services) Packet Marking.
DiffServ marks packets as belonging to a certain Quality of Service class.
These packets are then granted priority on the public network according to
their class.

To use Traffic Shaper

1. Enable Traffic Shaper for the Internet connection.
You can enable Traffic Shaper for incoming or outgoing connections.
See Using Internet Setup on page 66.

2. Define QoS classes that reflect your communication needs.
Alternatively, use the four built-in QoS classes.

See Adding and Editing a Class on page 122.

3. Use Allow rules to assign different types of connections to QoS
classes.

For example, if Traffic Shaper is enabled for outgoing traffic, and you
create an Allow rule associating all outgoing VPN traffic with the Urgent
QoS class, then Traffic Shaper will handle outgoing VPN traffic as
specified in the bandwidth policy for the Urgent class.

See Adding and Editing Rules on page 157.

i Note: Traffic Shaper must be enabled for the direction of traffic specified
= in the rule

Chapter 5: Managing Your Network 121



Using Traffic Shaper @

£ % Note: If you do not assign a connection type to a class, Traffic Shaper
automatically assigns the connection type to the built-in "Default” class.

Addlng and Editing a Class

Safe@Office

225

To add or edit a QoS class
1. Click Network in the main menu, and click the Traffic Shaper tab.

The Quality of Service Classes page appears.

Check Point

We Secure the Inernet. 4.5

Internet My Network | High Availability Traffic Shaper Dialup Network Objects Routes

Quality of Service Classes

welcome
Reports
Security

Services . Name  Weight Guaramee OUfOWNORAte  IncomnRate iy sensitivty

sNetwark

Setup 1 Defaut 10 20% Unlirnited Unlimitsd (L ER0TRR (BTl
Trafic)

Users

VPN 2 Urgent 15 30% Unlimited Unlimited H'E“(‘r"a‘;sc“m

Help

Logout 3 Impotant 20 40% Unlimited Unlimited

Trafficy

&
Megum (Nomal
&

Low

Priory 5 Unlimited Unlimitzd Low (BUlK Traffic)

Fiestore Defaulls

Service Center : Connected DMar 24, 2004 07:33:31 EM GMT-00.00

Intemet : Connected

2. Click Add.
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The Safe@Office QoS Class Editor wizard opens, with the Step 1 of 3:
Quality of Service Parameters dialog box displayed.

A0S Class Editor - Web Page Dialag

Safe@Office QoS Class Editor

x|

Step 1 of 3: Quality of Service Parameters

The Relative Weight and Delay Sensitivity determine how traffic of this class
compeates on available bandwidth. The Guaranteed Rate is automatically
calculated according to the Relative Weight

Importance

Relative VWeight l—

Guaranteed Rate l— % of the total bandwidth
Delay Sensitivity [Medium (Nomal Traffic) =]

MNext > Cancel

3. Complete the fields using the relevant information in the table
below.

4. Click Next.

The Step 2 of 3: Advanced Options dialog box appears.
Safe@Office QoS Class Editor
Step 2 of 3: Advanced Options

x|

‘You can limit bandwidth consumed by traffic of this type to a specific
rate

r Limit outgoing traffic

e i Khbit/Second
Limit incoming traffic ,—
e Kbit'Second

Ifyour ISP supports DiffSery, you can mark packets of this type with a
specific DiffServ Code Point (DSCP)

I~ DiffServ Code Point

Ce) ) )

5. Complete the fields using the relevant information in the table
below.

6. Click Next.
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The Step 3 of 3: Save dialog box appears with a summary of the class.

A0S Class Editor - Web Page Dialag xl

Safe@Office QoS Class Editor

Step 3 of 3: Save

The class has been defined successfully with the following attributes;

Relative Yeight 25

Guaranteed Rate 33% of the total bandwidth
Qutgoing Rate Limit 975 Khit'Second
Incoming Rate Limit Unlimited

Delay Sensitivity Mediumn (Normal Traffic)
DiffSery Marking Mone

Please enter a descriptive name for this class:

I

7. Type a name for the class.

For example, if you are creating a class for high priority Web
connections, you can name the class "High Priority Web".

8. Click Finish.

The new class appears in the Quality of Service Classes page.

Table 16: QoS Class Fields

In this field... Do this...

Relative Weight Type a value indicating the class's importance
relative to the other defined classes.

For example, if you assign one class a weight of
100, and you assign another class a weight of 50,
the first class will be allocated twice the amount of
bandwidth as the second when the lines are

congested.

When you complete this field, the Guaranteed Rate

field is filled in automatically.
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In this field... Do this...

Guaranteed Rate The percentage of bandwidth that the class is
guaranteed, out of the total amount of bandwidth.

For example, if there are only two classes, and you
assign one class a weight of 100 and the other class
a weight of 50, the first class's guaranteed rate will
be 66% and the second class's guaranteed rate will
be 33%.

This field is read-only and is shown for informational
purposes.

Note: Traffic Shaper may not enforce guaranteed
rates and relative weights for incoming traffic as
accurately as for outgoing traffic. This is because
Traffic Shaper cannot control the number or type of
packets it receives from the Internet; it can only
affect the rate of incoming traffic by dropping
received packets. It is therefore recommended to
enable traffic shaping for incoming traffic only if
necessary. For information on enabling Traffic
Shaper for incoming and outgoing traffic, see Using
Internet Setup on page 66.
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In this field...

Do this...

Delay Sensitivity

Limit outgoing
traffic rate to

Limit incoming
traffic rate to

Select the degree of precedence to give this class in
the transmission queue:
e Low (Bulk Traffic) - Traffic that is not

sensitive to long delays. For example,
SMTP traffic (outgoing email).

e Medium (Normal Traffic) - Normal traffic
o High (Interactive Traffic) - Traffic that is
highly sensitive to delay. For example,
IP telephony, videoconferencing, and
interactive protocols that require quick
user response, such as telnet.
Traffic Shaper serves delay-sensitive traffic with a
lower latency. That is, Traffic Shaper attempts to
send packets with a "High (Interactive Traffic)" level
before packets with a "Medium (Normal Traffic)" or

"Low (Bulk Traffic)" level.

Select this option to limit the rate of outgoing traffic
belonging to this class. Then type the maximum rate
(in kilobits/second) in the field provided.

Select this option to limit the rate of incoming traffic
belonging to this class. Then type the maximum rate
(in kilobits/second) in the field provided.
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In this field... Do this...
DiffServ Code Select this option to mark packets belonging to this
Point class with a DiffServ Code Point (DSCP), which is an

integer between 0 and 63. Then type the DSCP in
the field provided.

The marked packets will be given priority on the
public network according to their DSCP.

To use this option, your ISP or private WAN must
support DiffServ. You can obtain the correct DSCP
value from your ISP or private WAN administrator.

Deleting Classes

=]

You cannot delete a class that is currently used by a rule. You can determine
whether a class is in use or not, by viewing the Rules page.

To delete an existing QoS class

1. Click Network in the main menu, and click the Traffic Shaper tab.

The Quality of Service Classes page appears.

2. Click the ﬁ icon of the class you wish to delete.

A confirmation message appears.

3. Click OK.

The class is deleted.
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Restoring Traffic Shaper Defaults

Safe@Office

225

The Safe@Office appliance provides four built-in QoS classes:

Check Point
We Secure the Internet. 4.5

Internet My Network | High Availability Traffic Shaper Dialup Network Objects Routes

Quality of Service Classes =

Welcome
Reports
Security
Services . Name  Weight Guarantee
“Netwark
Setup
Users

VBN

Help

Logout

Outgoing Rate  Incoming Rate
Limit Limit

Mediurn (Mormal Edit
1 Defaut 10 20% Unlimited Unlimited RS NiA

High (nteractive
Traffie) ]

Delay Sensitivity

2 Urgent 15 0% Unlimited Unlimited

wedhum (Hormal g

3 Impotant 20 40% Unlimited Unlimited Traficy

Low
Priority o

10% Unlimited Unlimited Low (Bulk Traffic)

Piestore Defaults

Intemet : Connected Service Center : Gonnected DMar 24, 2004 0733:31 EM GMT-00.00

If desired, you can reset the Traffic Shaper bandwidth policy to use these
classes, and restore the classes to their default settings (shown above).

Note: This will delete any additional classes you defined in
Traffic Shaper and reset all rules to use the Default class.

If one of the additional classes is currently used by a rule,
you cannot reset Traffic Shaper to defaults. You can
determine whether a class is in use or not, by viewing the
Rules page.

To restore Traffic Shaper defaults

1. Click Network in the main menu, and click the Traffic Shaper tab.
The Quality of Service Classes page appears.

2. Click Restore Defaults.
A confirmation message appears.

3. Click OK.
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Using Network Objects

Safe@Office Safe@Office Safe@Office
105 110 225

You can add individual computers or networks as network objects. This
enables you to configure various settings for the computer or network
represented by the network object.

You can configure the following settings for a network object:
e Static NAT (or One-to-One NAT)

Static NAT allows the mapping of Internet IP addresses or address ranges
to hosts inside the internal network. This is useful if you want a computer
in your private network to have its own Internet IP address. For example,
if you have both a mail server and a Web server in your network, you can
map each one to a separate Internet IP address.

Static NAT rules do not imply any security rules. To allow incoming
traffic to a host for which you defined Static NAT, you must create an
Allow rule. When specifying firewall rules for such hosts, use the host’s
internal IP address, and not the Internet IP address to which the internal
IP address is mapped. For further information, see Using Rules on page
154,

% Note: Static NAT and Hide NAT can be used together.
SR

Note: Safe@Office appliance supports Proxy ARP (Address Resolution
Protocol). When an external source attempts to communicate with such
a computer, the Safe@Office appliance automatically replies to ARP
queries with its own MAC address, thereby enabling communication. As
a result, the Static NAT Internet IP addresses appear to external
sources to be real computers connected to the WAN interface.

L":'_.'“ —

Chapter 5: Managing Your Network 129



Using Network Objects @

e Assign the network object's IP address to a MAC address

Normally, the Safe@Office DHCP server consistently assigns the same IP
address to a specific computer. However, if the Safe@Office DHCP
server runs out of IP addresses and the computer is down, then the DHCP
server may reassign the IP address to a different computer.

If you want to guarantee that a particular computer's IP address remains

constant, you can reserve the IP address for use by the computer's MAC

address only. This is called DHCP reservation, and it is useful if you are
hosting a public Internet server on your network.

o Exclude the network object from SecureDesk enforcement

If you are subscribed to SecureDesk, you can choose to disable
SecureDesk for a specific computer or network. For example, you might
want to disable SecureDesk for a printer with an IP address, or for a
computer with an operating system that VirusScan does not support.

If you disable SecureDesk for a computer or network, the firewall will
allow access from that computer or network, regardless of whether the
installed antivirus software complies with the SecureDesk security level
conditions.

Note: To disable SecureDesk for all computers, set the security level to
Off. For instructions on setting the security level, see Setting the
SecureDesk Security Level on page 186.

1":'_." —

For information on SecureDesk, see Using SecureDesk on page 183.

Adding and Editing Network Objects

Safe@Office Safe@Office Safe@Office
105 110 225

You can add or edit network objects via:

e The Network Objects page

This page enables you to add both individual computers and networks.
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e The Active Computers page

This page enables you to add only individual computers as network
objects. The computer's details are filled in automatically in the wizard.

To add or edit a network object via the Network Objects page
1. Click Network in the main menu, and click the Network Objects tab.

The Network Objects page appears with a list of network objects.

Check Point
SOFTWARE TEGHNOLOGEBLTD.
We Secure the Internet. 4.5

Internet ' My Network ' High Availability | Traffic Shaper § Dialup  Network Objects § Routes
Network Objects

welcome
Reports Name 1P Address MAC Address Static NAT
Security
Services
«Network
setup
Users
VPN
Help
Logout

.
Embedded

Internet : Connected Service Center : Connected DMar 24, 2004 073431 P GMT-00.00

2. Do one of the following:

e To add a network object, click New.

e To edit an existing network object, click Edit next to the desired
computer in the list.
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The Safe@Office Network Object Wizard opens, with the Step 1: Network
Object Type dialog box displayed.

=
Safe@Office Network Object Wizard

Step 1 of 3: Network Object Type
Which type of network object do you want to create ?

@ Single Computer
Represents a single computer or network attached
device on the internal hetwork of on the Intsmet.
 Network
Represents a range of consecutive [P addresses on
the internal network or on the Internet

MNext > Cancel

3. Do one of the following:

o To specify that the network object should represent a single
computer or device, click Single Computer.
e To specify that the network object should represent a network,

click Network.
4. Click Next.

The Step 2: Computer Details dialog box appears. If you chose Single
Computer, the dialog box includes the Perform Static NAT option.

=
Safe@Office Network Object Wizard

Step 2 of 3: Computer Details

Please specify the details of the computer:

Paddress | Sinscomputr
Advanced
I~ Reserve this IP for use by the following MAC address:

MAC Address (S this computer
I~ Perform Static NAT (Network Address Translation)

External IP

™ Exclude this cormputer from SecureDesk enforcement

Co) (o) )
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If you chose Network, the dialog box does not include this option.

=
Safe@Office Network Object Wizard

Step 2 of 3: Network Details

Please specify the details of the network:

IP Range I[— - l—
Advanced
I~ Perform Static NAT (Networlk Address Translation)

BExternal IP Range -

I~ BExclude this network from SecureDesk enforcement

<Back ) Next> ) Cancel )

5. Complete the fields using the information in the tables below.
6. Click Next.

The Step 3: Save dialog box appears.

E
Safe@Office Network Object Wizard
Step 3 of 3: Save

Please enter a descriptive name for this network object.

r

<Back ) Cancel ) Finish

7. Type a name for the network object in the field.
8. Click Finish.

To add or edit a network object via the Active Computers page

1. Click Reports in the main menu, and click the Active Computers tab.
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The Active Computers page appears.

Check Point’
SOFTWARE TECHHGLOGIESLTD.
We Secure the Internet. 4.5

Event Log Active Computers Active Connections VPN Tunnels

Active Computers B

ervices
192.168.10.1

192.168.10.21 (DHCF)
00:0c:Bed1:5d6a

(5'.’ 192.168.253.1

Safe@Office

@ secureDesk s compliant

Internet : Gonnected Service Genter : Gonnected DMar L4, 2004.01:58:56 EM GMT-+12:00

If a computer has not yet been added as a network object, the Add button
appears next to it. If a computer has already been added as a network
object, the Edit button appears next to it.

2. Do one of the following:

e To add a network object, click Add next to the desired computer.

e To edit a network object, click Edit next to the desired computer.

The Safe@Office Network Object Wizard opens, with the Step 2: Computer
Details dialog box displayed.

The computer's IP address and MAC address are automatically filled in.
3. Complete the fields using the information in the tables below.
4. Click Next.

The Step 3: Save dialog box appears with the network object's name. If
you are adding a new network object, this name is the computer's name.

5. To change the network object name, type the desired name in the
field.

6. Click Finish.

The new object appears in the Network Objects page.
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Table 17: Network Object Fields for a Single Computer

In this field...

Do this...

IP Address

Reserve this IP for use
by the following MAC
address

MAC Address

Perform Static NAT
(Network Address
Translation)

External IP

Exclude this computer
from SecureDesk
enforcement

Type the IP address of the local computer, or
click This Computer to specify your computer.

Select this option to assign the network object's
IP address to a MAC address.

Type the MAC address you want to assign to the
network object's IP address, or click This Computer
to specify your computer's MAC address.

Select this option to map the local computer's IP
address to an Internet IP address.

You must then fill in the External IP field.

Type the Internet IP address to which you want to
map the local computer's IP address.

Select this option to disable SecureDesk for the

computer.

For information on SecureDesk, see Using
SecureDesk on page 183.
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Table 18: Network Object Fields for a Network

In this field... Do this...

IP Range Type the range of local computer IP addresses in
the network.

Perform Static NAT Select this option to map the network's IP
(Network Address address range to a range of Internet IP addresses
Translation) of the same size.

You must then fill in the External IP Range field.

External IP Range Type the Internet IP address range to which you

want to map the network's IP address range.

Exclude this network Select this option to disable SecureDesk for the
from SecureDesk network.
enforcement

For information on SecureDesk, see Using
SecureDesk on page 183.

Viewing and Deleting Network Objects
Safe@Office Safe@Office Safe@Office
105 110 225

To view or delete a network object

1. Click Network in the main menu, and click the Network Objects tab.
The Network Objects page appears with a list of network objects.
2. To delete a network object, do the following:

a. Inthe desired network object's row, click the Delete Iﬁ
icon.
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A confirmation message appears.
b. Click OK.
The network object is deleted.

Using Static Routes

Safe@Office Safe@Office Safe@Office
105 110 225

A static route is a setting that explicitly specifies the route for packets
destined for a certain subnet. Packets with a destination that does not match
any defined static route will be routed to the default gateway.

To modify the default gateway, see Using a LAN Connection on page 68.

The Static Routes page lists all existing routes, including the default, and
indicates whether each route is currently "Up", or reachable, or not.

Adding a Static Route
Safe@Office Safe@Office Safe@Office
105 110 225

To add a static route

1. Click Network in the main menu, and click the Routes tab.
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The Static Routes page appears, with a listing of existing static routes.

Check Point’
SoFTWARE TR ELOGERLTS

We Secure the Inernet. 4.5

Internet My Network | High Availability Traffic Shaper Dialup Network Objects Routes

Static Routes

Welcome
Reports Destination Subnet
Security Sl Network Mask
services Up Default 0 212143205163 100
sNetwork
Setup
Users
VPN
Help
Logout

Gateway [P Metric Erase

2. Click New Route.
The Edit Route page appears.

Check Point’

SOFTWARE TECHNOLOGES TD.
We Secure the Inernet. 4.5
Internet My Network High Availability Traffic Shaper Dialup Network Objects Routes

Edit Route

Welcome

Reports Edit Route
Ceenly Destination Network [[
Services

sNetwork Subnet Mask 2565.266.255.0 [24] e
setup Gateway [P
Users
VPN Metric 10

Help
Logout

3. Complete the fields using the information in the table below.
4. Click Apply.

The new static route is saved.
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Table 19: Edit Route Page Fields

In this field... Do this...

Destination Network Type the network address of the destination
network.

Subnet Mask Select the subnet mask.

Gateway IP Type the IP address of the gateway (next hop

router) to which to route the packets destined for
this network.

Metric Type the static route's metric.

The gateway sends a packet to the route that
matches the packet's destination and has the
lowest metric.

Viewing and Editing Static Routes
Safe@Office Safe@Office Safe@Office
105 110 225

To edit a static route

1. Click Network in the main menu, and click the Routes tab.
The Static Routes page appears, with a listing of existing static routes.

2. To edit the route details, do the following:

a. Inthe desired route row, click Edit.

The Edit Route page appears displaying the destination network,
subnet mask, and gateway IP of the selected route.

b. Edit the fields using Edit Route Page Fields on page 139.
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