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SonicWALL Secure Wireless Network This 512 page book is available in hardcopy. Order the book

Integrated Solutions Guide directly from Else\_ner Publishing at:
<http://www.elsevier.com>

The Official Guide to SonicWALL's market-leading wireless
networking and security devices.

SONICWALLY Use SonicWALL wireless solutions to deploy
SonicWALL secure wireless networks of any shape or size!

Secure Wireless Network

Integrated Solutions Guide

Do Wireless. Securely.

Nearly forty percant of the world's 1 billon Syngress Solutions Membershlpst
Intamet users ans wiraless. It's a truly staggering Your Solutions Membership gives you accessto the
fact to think that the majority of these wirskess mmmammm

implementations ane fundamentally insacure,

«  Full color POF format version of the book
lsaving usars and private data at risk, i g

+  Print, copy, and comment features all enabled

. ites to the hook if needed
Many wireless network propristors think that the Pk i e et ook -

convenience of wirsless cutwelghs the possible
risk of an insacure implementation, or that sacura
wireless ks far too complicated to worry about
deploying.

Www.syngress.com/sohitions

NI

Througheut this book, the engineers and documentation authors at SonicWALL prove the
opposite is true. Wirsless networks can be made as secure as wired networks, and deploying
this type of security can be far less complicatad than you think. In this book, and through their
massive product offerings, SonicWALL ghives you (the secure wirsless network hopeful) all of

the planning, design, iImplementation, and optimizing tools you need to do windlass, Securaly.

SonicWALL'’s Three Phases for a Secure Wireless Network
Using a comprehensive approach to security, SonicWALL guides you through a complete
integrated solution for a secure winsless network using a three phase approach.

i~ 1 I

‘ Phase Phase Phase
UTM = Secure Centralized

Gateway Remote  Management

SYNGRESS® Access
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ﬁ Product Safety and Regulatory Information ﬂ %

In this Section:

This section provides regulatory, trademark, and copyright information.

- Safety and Regulatory Information for the SonicWALL TZ 210 Appliance - page 68

- Safety and Regulatory Information in German for the SonicWALL TZ 210 Appliance - page 69

- FCC Part 15 Class B Notice for the SonicWALL TZ 210 Appliance - page 70

- Safety and Regulatory Information for the SonicWALL TZ 210 Wireless Appliance - page 71

- Safety and Regulatory Information in German for the SonicWALL TZ 210 Wireless Appliance - page 72
-« FCC Part 15 Class B Notice for the SonicWALL TZ 210 Wireless Appliance - page 73

- Copyright Notice - page 75

« Trademarks - page 75
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Safety and Regulatory Information for the
SonicWALL TZ 210 Appliance

Regulatory Model/Type
APL20-063

Product Name
TZ 210

Mounting the SonicWALL

*  Mount in a location away from direct sunlight and sources
of heat. A maximum ambient temperature of 104° F (40° C)
is recommended.

«  Route cables away from power lines, fluorescent lighting
fixtures, and sources of noise such as radios, transmitters,
and broadband amplifiers

»  The included power cord is intended for use in North
America only. For European Union (EU) customers, a power
cord is not included.

+  Ensure that no water or excessive moisture can enter the
unit.

«  Allow unrestricted airflow around the unit and through the
vents on the side of the unit. A minimum of 1 inch
(25.44mm) clearance is recommended.

»  Consideration must be given to the connection of the
equipment to the supply circuit and the effect of over-
loading the circuits has minimal impact on overcurrent
protection and supply wiring. Appropriate consideration
of equipment nameplate ratings must be used when
addressing this concern.

Page 68 Safety and Regulatory Information for the SonicWALL TZ 210 Appliance
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Lithium Battery Warning

The Lithium Battery used in the SonicWALL security appliance
may not be replaced by the user. Return the SonicWALL
security appliance to a SonicWALL-authorized service center for
replacement with the same or equivalent type recommended by
the manufacturer. If, for any reason, the battery or SonicWALL
security appliance must be disposed of, do so following the
battery manufacturer's instructions.

Cable Connections

All Ethernet and RS232 (Console) cables are designed for intra-
building connection to other equipment. Do not connect these
ports directly to communication wiring or other wiring that exits
the building where the SonicWALL is located.

Power Supply Information

If the power supply is missing from your SonicWALL product
package, please contact SonicWALL Technical Support at 408-
752-7819 for a replacement. This product should only be used
with a UL listed power supply marked “Class 2” or “LPS”, with an
output rated 12 VDC, minimum 1.66 A.
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Safety and Regulatory Information in

German for the SonicWALL TZ 210
Appliance

Weitere Hinweise zur Montage

«  Wahlen Sie flr die Montage einen Ort, der keinem direkten
Sonnenlicht ausgesetzt ist und sich nicht in der Nahe von
Warmequellen befindet. Die Umgebungstemperatur darf
nicht mehr als 40 °C betragen.

«  Fihren Sie die Kabel nicht entlang von Stromleitungen,
Leuchtstoffréhren und Stérquellen wie Funksendern oder
Breitbandverstarkern.

»  Das beigefligte Netzkabel ist nur fiir den Betrieb in
Nordamerika vergesehen. Fir Kunden in der Europaischen
Union ist kein Kabel beigefiigt.

»  Stellen Sie sicher, dass das Gerat vor Wasser und hoher
Luftfeuchtigkeit geschiitzt ist.

»  Stellen Sie sicher, dass die Luft um das Gerat herum
zirkulieren kann und die Liftungsschlitze an der Seite des
Gehauses frei sind. Hier ist ein Beliiftungsabstand von
mindestens 26 mm einzuhalten.

e Vergewissern Sie sich, dass das Gerat sicher im Rack
befestigt ist.

Hinweis zur Lithiumbatterie

Die in der Internet Security Appliance von SonicWALL
verwendete Lithiumbatterie darf nicht vom Benutzer
ausgetauscht werden. Zum Austauschen der Batterie muss die
SonicWALL in ein von SonicWALL autorisiertes Service-Center
gebracht werden. Dort wird die Batterie durch denselben oder
entsprechenden, vom Hersteller empfohlenen Batterietyp
ersetzt. Beachten Sie bei einer Entsorgung der Batterie oder der
SonicWALL Internet Security Appliance die diesbezlglichen
Anweisungen des Herstellers.

Kabelverbindungen

Alle Ethernet- und RS232-C-Kabel eignen sich flr die
Verbindung von Geraten in Innenraumen. SchlieRen Sie an die
Anschlisse der SonicWALL keine Kabel an, die aus dem
Gebaude herausgefiihrt werden, in dem sich das Gerat befindet.

Informationen zur Stromversorgung

Sollte das Netzteil nicht im Lieferumfang der SonicWALL
enthalten sein, wenden Sie sich diesbezliglich an den
technischen Support von SonicWALL (Tel.: +1-408-752-7819).
Dieses Produkt darf nur in Verbindung mit einem nach den
Normen der Underwriter Laboratories, USA als ,,UL-gelistet*
zugelassenen Netzteil der Kategorie ,Class 2“ oder ,LPS*
verwendet werden. Ausgang: 12 VDC Gleichsspannung, mind.
1,66 A.
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FCC Part 15 Class B Notice for the
SonicWALL TZ 210 Appliance

NOTE: This equipment was tested and found to comply with the limits
for a Class B digital device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates,
uses, and can radiate radio frequency energy. And, if not installed and
used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If the
equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on,
the user is encouraged to try and correct the interference using one or
more of the following measures:
. Reorient or relocate the receiving antenna.
. Increase the separation between the equipment and the re-
ceiver.
. Connect the equipment into an outlet on a circuit different from
the receiver connection.
. Consult SonicWALL for assistance.

Complies with EN55022 Class B and CISPR22 Class B.
*Refer to the label on the bottom of the unit for device information
including Class A or Class B FCC information.

Canadian Radio Frequency Emissions Statement

This Class B digital apparatus complies with Canadian ICES-003.
Cet appareil numérique de la classe B est conforme a la norme NMB-
003 du Canada.

Page 70 FCC Part 15 Class B Notice for the SonicWALL TZ 210 Appliance
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Declaration of Conformity

Application of 2004/108/EC (EMC) and 2006/95/EC
council Directive (LVD)

Standards to which EN 55022 (2006) Class B

conformity is EN 55024 (1998) +A2

declared EN 61000-3-2 (2006)

EN 61000-3-3 (1995) +A2

EN 60950-1 (2001) +A11

National Deviations: AT, AU, BE, CH, CN,
CZ,DE, DK, FI, FR, GB, GR, HU, IE, IL,
IN, IT, JP, KR, NL, NO, PL, SE, SG, S|

VCCI Statement
COXEL. FRUBLEZERESEIRIBES (Ve nEE
[CE IS BIEREMEBETY, CORBIX. REEBETERTIIE
FHMELTLWETA., COEBNSTHOTLE I ZEMITERELTE
Ashdl., ZEEELSIESRITIEAHBYET,
BRERBAZEICH > TELVLERYIRLEL TS,

Regulatory Information for Korea

@

Y& LeINs|

Ministry of Information and Telecommunication
Certification Number

All products with country code “” (blank) and “A” are made in the USA.
All products with country code “B” are made in China.
All products with country code “C” or “D” are made in Taiwan R.O.C.

B= 717| U1E& HESAI|7])

0| 7]7|= 714 82 2 MALA IS ES 5t 7|7 2N
FHXHoM = 2 ZEXYHOIM At = ASHCH
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Safety and Regulatory Information for the
SonicWALL TZ 210 Wireless Appliance
Regulatory Model/Type Product Name

APL20-065 TZ 210 Wireless, TZ210 W
APL20-064 TZ 210 Wireless, TZ210 W

Mounting the SonicWALL

*  Mount in a location away from direct sunlight and sources
of heat. A maximum ambient temperature of 104° F (40° C)
is recommended.

*  Route cables away from power lines, fluorescent lighting
fixtures, and sources of noise such as radios, transmitters,
and broadband amplifiers

+  The included power cord is intended for use in North
America only. For European Union (EU) customers, a power
cord is not included.

*  Ensure that no water or excessive moisture can enter the
unit.

*  Allow unrestricted airflow around the unit and through the
vents on the side of the unit. A minimum of 1 inch
(25.44mm) clearance is recommended.

»  Consideration must be given to the connection of the
equipment to the supply circuit and the effect of over-
loading the circuits has minimal impact on overcurrent
protection and supply wiring. Appropriate consideration
of equipment nameplate ratings must be used when
addressing this concern.

Lithium Battery Warning

The Lithium Battery used in the SonicWALL security appliance
may not be replaced by the user. Return the SonicWALL security
appliance to a SonicWALL-authorized service center for
replacement with the same or equivalent type recommended by
the manufacturer. If, for any reason, the battery or SonicWALL
security appliance must be disposed of, do so following the
battery manufacturer's instructions.

Cable Connections

All Ethernet and RS232 (Console) cables are designed for intra-
building connection to other equipment. Do not connect these
ports directly to communication wiring or other wiring that exits
the building where the SonicWALL is located.

Power Supply Information

If the power supply is missing from your SonicWALL product
package, please contact SonicWALL Technical Support at 408-
752-7819 for a replacement. This product should only be used
with a UL listed power supply marked “Class 2” or “LPS”, with an
output rated 12 VDC, minimum 1.66 A.
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Safety and Regulatory Information in
German for the SonicWALL TZ 210
Wireless Appliance

Weitere Hinweise zur Montage

«  Wahlen Sie fir die Montage einen Ort, der keinem direkten
Sonnenlicht ausgesetzt ist und sich nicht in der Nahe von
Warmequellen befindet. Die Umgebungstemperatur darf
nicht mehr als 40 °C betragen.

«  Fihren Sie die Kabel nicht entlang von Stromleitungen,
Leuchtstoffréhren und Stérquellen wie Funksendern oder
Breitbandverstarkern.

»  Das beigefligte Netzkabel ist nur fiir den Betrieb in
Nordamerika vergesehen. Fiir Kunden in der Européischen
Union ist kein Kabel beigefligt.

»  Stellen Sie sicher, dass das Gerat vor Wasser und hoher
Luftfeuchtigkeit geschiitzt ist.

»  Stellen Sie sicher, dass die Luft um das Gerat herum
zirkulieren kann und die Liiftungsschlitze an der Seite des
Gehauses frei sind. Hier ist ein Belliftungsabstand von
mindestens 26 mm einzuhalten.

»  Vergewissern Sie sich, dass das Gerat sicher im Rack
befestigt ist.

Hinweis zur Lithiumbatterie

Die in der Internet Security Appliance von SonicWALL
verwendete Lithiumbatterie darf nicht vom Benutzer
ausgetauscht werden. Zum Austauschen der Batterie muss die
SonicWALL in ein von SonicWALL autorisiertes Service-Center
gebracht werden. Dort wird die Batterie durch denselben oder
entsprechenden, vom Hersteller empfohlenen Batterietyp
ersetzt. Beachten Sie bei einer Entsorgung der Batterie oder der
SonicWALL Internet Security Appliance die diesbeziiglichen
Anweisungen des Herstellers.

Kabelverbindungen

Alle Ethernet- und RS232-C-Kabel eignen sich fir die
Verbindung von Geraten in Innenrdumen. SchlieRen Sie an die
Anschliisse der SonicWALL keine Kabel an, die aus dem
Gebaude herausgefiihrt werden, in dem sich das Gerat
befindet.

Informationen zur Stromversorgung

Sollte das Netzteil nicht im Lieferumfang der SonicWALL
enthalten sein, wenden Sie sich diesbezliglich an den
technischen Support von SonicWALL (Tel.: +1-408-752-7819).
Dieses Produkt darf nur in Verbindung mit einem nach den
Normen der Underwriter Laboratories, USA als ,UL-gelistet*
zugelassenen Netzteil der Kategorie ,Class 2“ oder ,LPS*
verwendet werden. Ausgang: 12 VDC Gleichsspannung, mind.
1,66 A.
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FCC Part 15 Class B Notice for the
SonicWALL TZ 210 Wireless Appliance

NOTE: This equipment was tested and found to comply with the limits for
a Class B digital device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates,
uses, and can radiate radio frequency energy. And, if not installed and
used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If the
equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on,
the user is encouraged to try and correct the interference using one or
more of the following measures:

. Reorient or relocate the receiving antenna.

. Increase the separation between the equipment and the receiver.

. Connect the equipment into an outlet on a circuit different from the
receiver connection.

. Consult SonicWALL for assistance.

Complies with EN55022 Class B and CISPR22 Class B.

*Refer to the label on the bottom of the unit for device information
including Class A or Class B FCC information.

FCC Caution: Any changes or modifications not expressly approved by
the party responsible for compliance could void the user's authority to
operate this equipment.

FCC RF Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth
for an uncontrolled environment. This equipment should be installed and
operated with a minimum distance of 20 centimeters (7.9 inches)
between the radiator (antenna) and your body. This transmitter must not
be co-located or operating in conjunction with any other antenna or
transmitter. For more information regarding the above statement, please
contact SonicWALL, Inc. at:

1143 Borregas Avenue

Sunnyvale, CA, 94089-1306

1-408-745-9600

North American Authorized Channels

SonicWALL declares that the APL20-065 (FCC ID: QWU-06C)

(IC: 4408A-06C) and APL20-064 (FCC ID: QWU-06D) (IC: 4408A-06D)
when sold in US or Canada is limited to CH1~CH11 by specified
firmware controlled in the USA.

Canadian Radio Frequency Emissions Statement

This Class B digital apparatus complies with Canadian ICES-003.
Cet appareil numérique de la classe B est conforme a la norme NMB-
003 du Canada.

Industry Canada Statement

This device complies with RSS-210 of the Industry Canada Rules.
Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may
cause undesired operation.

SonicWALL TZ 210 Series Getting Started Guide Page 73
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Declaration of Conformity
Certificate #: EU00165-A

Application of council 2004/108/EC (EMC)
Directive 2006/95/EC (LVD)
1999/5/EC (R&TTE)
Standard(s) to which EN 55022 (1998) +A1 +A2 Class B
conformity is declared EN 55024 (1998) +A2 +A2

EN 61000-3-2 (2000) +A2

EN 61000-3-3 (1995) A2

EN 60950-1 (2001) +A11

National Deviations: AR, AT, AU, BE, CA, CH,
CN, CZ, DE, DK, FI, FR, GB, GR, HU, IL, IN, IT,
JP, KE, KR, MY, NL, NO, PL, SE, SG, SI, SK, US
EN 300 328 VV1.7.1: (2006)

EN 301 489-1 V1.6.1: (2005) /-17 V1.2.1: (2002)

EN50385 (2002)
Manufacturer/ SonicWALL, Inc.
Responsible Party 1143 Borregas Avenue

Sunnyvale, CA 94089 USA

Type of Equipment Information Technology Equipment

Internet Security (Firewall/VPN) Appliance, with
802.11b/g/n Wireless Router Tabletop with
external power supply.

Type Numbers APL20-065, APL20-064
May be Marketed as TZ 210 Wireless, TZ210 W

I, the undersigned, hereby declare that the equipment specified above
conforms to the above Directives and Standards. Quality control

procedures will ensure series production of equipment will be compliant.

Signature /s/_John Gmuender Date _10/22/08
V.P. Engineering

Page 74 FCC Part 15 Class B Notice for the SonicWALL TZ 210 Wireless Appliance

SonicWALL timto prohlasuje, Ze tento APL20-065/APL20-064 je ve shodé se zakladnimi
pozadavky a dalsimi pfislusnymi ustanovenimi smérnice 1999/5/ES.

Undertegnede SonicWALL erklzerer herved, at folgende udstyr APL20-065/APL20-064
overholder de veaesentlige krav og gvrige relevante krav i direktiv 1999/5/EF.

Hiermit erklart SonicWALL, dass sich das Gerit APL20-065/APL20-064 in Ubereinstim-
mung mit den grundlegenden Anforderungen und den Ubrigen einschldgigen
Bestimmungen der Richtlinie 1999/5/EG befindet.

Kéesolevaga kinnitab SonicWALL seadme APL20-065/APL20-064 vastavust direktiivi
1999/5/EU p&hinduetele ja nimetatud direktiivist tulenevatele teistele asjakohastele
satetele.

Hereby, SonicWALL, declares that this APL20-065/APL20-064 is in compliance with the
essential requirements and other relevant provisions of Directive 1999/5/EC.

Por medio de la presente SonicWALL declara que el APL20-065/APL20-064 cumple con los

requisitos esenciales y cualesquiera otras disposiciones aplicables o exigibles de la
Directiva 1999/5/CE.

METHN NMAPOYZA SonicWALL AHAQNEI OTI APL20-065/APL20-064 XYMMOPOQNETAI
MPOX TIX OYZIQAEIX AMAITHZEIX KAITIZ AOINEX XXETIKEY AIATAZEIX THX OAHTIAL
1999/5/EK.

Par la présente SonicWALL déclare que I'appareil APL20-065/APL20-064 est conforme aux
exigences essentielles et aux autres dispositions pertinentes de la directive 1999/5/CE.

Con la presente SonicWALL dichiara che questo APL20-065/APL20-064 & conforme ai
requisiti essenziali ed alle altre disposizioni pertinenti stabilite dalla direttiva 1999/5/CE.

Ar 30 SonicWALL deklaré, ka APL20-065/APL20-064 atbilst Direktivas 1999/5/EK
batiskajam prasibam un citiem ar to saistitajiem noteikumiem.

Siuo SonicWALL deklaruoja, kad sis APL20-065/APL20-064 atitinka esminius reikalavimus
ir kitas 1999/5/EB Direktyvos nuostatas.
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Hierbij verklaart SonicWALL dat het toestel APL20-065/APL20-064 in overeenstemming
is met de essentiéle eisen en de andere relevante bepalingen van richtlijn 1999/5/EG.

Hawnhekk, SonicWALL, jiddikjara li dan APL20-065/APL20-064 jikkonforma mal-htigijiet
essenzjali u ma provvedimenti ohrajn relevanti li hemm fid-Dirrettiva 1999/5/EC.

Alulirott, SonicWALL nyilatkozom, hogy a APL20-065/APL20-064 megfelel a vonatkozo
alapvetd kovetelményeknek és az 1999/5/EC irdnyelv egyéb eloirasainak.

Niniejszym SonicWALL oswiadcza, ze APL20-065/APL20-064 jest zgodny z zasadniczymi
wymogami oraz pozostatymi stosownymi postanowieniami Dyrektywy 1999/5/EC.

SonicWALL declara que este APL20-065/APL20-064 est4 conforme com os requisitos
essenciais e outras disposi¢des da Directiva 1999/5/CE.

SonicWALL izjavlja, da je ta APL20-065/APL20-064 v skladu z bistvenimi zahtevami in
ostalimi relevantnimi dolocili direktive 1999/5/ES.

SonicWALL tymto vyhlasuje, ze APL20-065/APL20-064 spliia zdkladné poziadavky a
vetky prislusné ustanovenia Smernice 1999/5/ES.

SonicWALL vakuuttaa taten ettd APL20-065/APL20-064 tyyppinen laite on direktiivin
1999/5/EY oleellisten vaatimusten ja sita koskevien direktiivin muiden ehtojen
mukainen.

Hérmed intygar SonicWALL att denna APL20-065/APL20-064 star | 6verensstimmelse
med de vasentliga egenskapskrav och 6vriga relevanta bestimmelser som framgar av
direktiv 1999/5/EG.

Copyright Notice
© 2008 SonicWALL, Inc.

All rights reserved.

Under the copyright laws, this manual or the software described within,
cannot be copied, in whole or part, without the written consent of the
manufacturer, except in the normal use of the software to make a
backup copy. The same proprietary and copyright notices must be
affixed to any permitted copies as were affixed to the original. This
exception does not allow copies to be made for others, whether or not
sold, but all of the material purchased (with all backup copies) can be
sold, given, or loaned to another person. Under the law, copying
includes translating into another language or format.

Specifications and descriptions subject to change without notice.

Trademarks
SonicWALL is a registered trademark of SonicWALL, Inc.

Microsoft Windows 98, Windows Vista, Windows 2000, Windows XP,
Windows Server 2003, Internet Explorer, and Active Directory are
trademarks or registered trademarks of Microsoft Corporation.

Other product and company names mentioned herein may be

trademarks and/or registered trademarks of their respective companies
and are the sole property of their respective manufacturers.
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Notes

Page 76 Notes
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