SonicWall® TZ570 and
TZ570 Wireless

Quick Start Guide

Regulatory Model Number / Product:
APL262-0F7 / TZ570
APL62-0F8 / TZ570W

SONICWALL

T 2570 / TZ570W Front

For WAN access Press and hold until test LED starts blinking
to set the appliance into Safe Mode

The Service LED flashes yellow when any of the following events
occur: ActiveX Blocked, ActiveX or Java archive access denied,
Cookie Removed, Fragmented Packet Blocked, IP Spoof Detected,
Java Blocked, Land Attack Dropped, Newsgroup Accessed,

e Connect the antennas to the appliance (TZ570 Wireless appliance
only).

e Connect the power adapter to the appliance and to the power
cable. Plug the power cable into an appropriate outlet (100-240
volts AC).
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e The TZ appliance powers on, and the Test LED lights up during the
boot sequence and then turns off when boot sequence is complete.

Only use the included power adapter with this

| appliance. Do not use a power adapter that is damaged or from

another appliance.

Newsgroup Blocked, Ping of Death Blocked, Proxy Access Blocked,
Smurf Amplification Dropped, TCP SYN/FIN Packet Dropped, TCP
Xmas Tree Packet Dropped, Unauthorized TCP Packet Denied,
Unauthorized UDP Packet Denied, Unauthorized ICMP Packet
Denied, Website Accessed, Website Blocked.

Check Package Contents

Verify that your package has the following contents:
e SonicWall TZ570 or TZ570 Wireless appliance
e Antennas (2) (TZ570 Wireless appliance only)
e Ethernet cable
e Power adapter
e Power cord
e Quick Start Guide
e Safety Environmental Regulatory Information (SERI)

@] NOTE: The included power cord is approved for use only in specific

countries or regions. Before using a power cord, verify that it is
rated and approved for use in your location.

B Run the Setup Wizard

e Navigate to https://192.168.168.168 in your Web

browser.

@l TIP: Your computer should be using DHCP IP addressing.

e Click on the link in “To launch the SonicWall Setup Guide, click
here.”

SONICWALL

Network Security Appliance

To launch the SonicWall Setup Guide, click
here.

To configure the SonicWall manually, click
here.

e The SonicOS Startup Guide opens.

m C ”» Setup Complete’

Welcome to the SonicOS Startup Guide.
Listed below are various guides containing the series of steps you will go through to configure your firewall,

Guide 1 - Connect to the Internet (netwark)
Guide 2 - Register your new device

Optional Guides

Guide 3 - Set
Guide 4 -
Guide 5 -
Guide 6 - Sety

To get started click the "Next™ button,
For advanced users, click the "Exit Guide” button to skip this guide.

EXIT GUIDE | “

e Click NEXT and follow the prompts in the Startup Guide.

:m Deploy Using Zero-Touch

Your SonicWall appliance is Zero-Touch
enabled.

Zero-Touch makes it easy to register your
unit and add it to Capture Security Center
for management and reporting in 3 simple
steps.

For information about using Zero-Touch, see the Zero-Touch
Deployment Guide on the Support portal.

After completing the Zero-Touch deployment process, you can skip
to Mounting the TZ Appliance in this guide. For non Zero-Touch
deployments, continue with the next section.

:m Connect Interfaces and Power On

e Connect the WAN interface (X1) to your Internet connection using a
standard Ethernet cable.

e Connect the LAN interface (X0) to your computer using a standard
Ethernet cable.

¢ Inthe Credentials screen, enter a new administrator password. Click
NEXT.

NOTE: The default administrator credentials are Username: admin
Password: password

e The automatically assigned DHCP IP settings are displayed in the IP
Configuration screen. Click NEXT.

Setup Complate!

IP Configuration
Successfully detected the DHCP server and retrieved the information below:

WAN IP Address: 10.50.30.126

WAN Subnet Mask: 255.255.255.0
Gateway (Router) Address: 10,50.30.1
DNS Server Address: 10.50.129.149
DNS Server Address 2: 10.50.129.148

To obtain or customize the WAN settings differently, do EREUTIETRIwe L]

Click the "Next" button to proceed.

“Please nate the 1P configuration listed abave for future use or administration.

EXIT GUIDE | | eack | ﬂ

NOTE: For manual configuration, refer to the latest SonicOS Quick
Configuration administration documentation.

e Inthe Setup Complete screen, review the settings and then click
DONE. The SonicOS login screen displays.


https://www.sonicwall.com/support/technical-documentation/zero-touch-deployment-guide
https://www.sonicwall.com/support/technical-documentation/zero-touch-deployment-guide
https://www.sonicwall.com/legal/

B Register Product

Registration is an important part of the setup process and is
necessary in order to receive the benefits of SonicWall security
services, firmware updates, and technical support.

To register the appliance from SonicOS:

e Continue from the Setup Guide or point your browser to the
appliance LAN IP address (default https://192.168.168.168) and log
in using the administrator credentials.

e Click Register in the top banner or on the MONITOR | Current
Status | System Status page under Security Services.

Security Services Show All License Information

Nodes/Users:
SSL VPN Nodes/Users:

Your SonicWall is not registered.

Click here to Register your SonicWall.,

5 Nodes (0 in use)
2 Nodes (0 in use)

@[ TIP: Registering the appliance from SonicOS requires that DNS
Server settings are configured on the WAN (X1) interface.

e Log in using your MySonicWall account name and password. If you
do not have a MySonicWall account, go to
http://www.mysonicwall.com to create an account.

e MySonicWall directly obtains the necessary information from the
appliance. When finished, you will see a message that registration
has been completed. Click Continue.

Thank you for registering this product. Registration completed successfully.

CONTINUE

Lithium Battery Warning

The Lithium Battery used in the SonicWall security appliance may not be replaced by the
user. Return the SonicWall security appliance to a SonicWall-authorized service center for
replacement with the same or equivalent type recommended by the manufacturer. If, for
any reason, the battery or SonicWall security appliance must be disposed of, do so following
the battery manufacturer's instructions.

Cable Connections

All Ethernet and RS232 (Console) cables are designed for intra-building connection to other
equipment. Do not connect these ports directly to communication wiring or other wiring
that exits the building where the SonicWall appliance is located.

Power Supply Information

If the power supply is missing from your SonicWall product package, please contact
SonicWall Technical Support at https://support.sonicwall.com/contact-support for a
replacement. This product should only be used with a UL listed power supply marked
“I.T.E. LPS” with an output rated 12V DC, minimum 5.0 A, Tma: minimum 40 degree C.

EU and EFTA

This SonicWall appliance contains radio equipment to provide 2.4 GHz and 5 GHz RLAN/
WLAN. To maintain Radio Equipment Directive 2014/53/EU compliance, use only SonicOS
software and accessories provided with this appliance and by SonicWall.

Diese SonicWall Appliance enthélt Funkanlagen zur Bereitstellung von RLAN/WLAN im
Frequenzbereich von 2,4 GHz und 5 GHz. Verwenden Sie zur Einhaltung der
Funkanlagenrichtlinie 2014/53/EU (Radio Equipment Directive - RED) ausschlieBlich SonicOS
Software und Zubehdr, das mit dieser Appliance und von SonicWall bereitgestellt wird.

To maintain safe exposure levels to electromagnetic fields, place appliance a minimum of
20 cm from all persons and domestic animals.

Zur Einhaltung unbedenklicher Expositionswerte durch elektromagnetische Felder sollte
sich die Appliance mindestens 20 cm von Personen und Haustieren entfernt befinden.

This SonicWall wireless appliance is restricted to indoor use.
Q Diese SonicWall Appliance ist auf die Nutzung in Innenrdumen beschrankt.

TZ570 Wireless (RM: APL62-0F8) RF Transmitter Bands and Power

Frequency Band Maximum Radio-Frequency Power Transmitted

MHz dBm EIRP
2412 - 2472 19.81
5180 - 5240 22.99
5260 - 5320 22.92
5500 - 5700 29.93

I
WA Configuring Wireless LAN Settings

e loginto your TZ appliance and click QUICK CONFIGURATION at the
top of the screen.

e Select the radio button for the Wireless Guide wizard.

Welcome

Welcome to the Configuration Guide
Select one ofthe wizards below to easily configure your Sonic\Wall:
) Setup Guide - Thig wizard will help you quickly configure the SonicWall to secure your Internet connection. Once
completed, you can use the SonicWall Web Management Interface for additional configuration.

) PortShield Interface Guide - Selectthe initial ports assignment in integrated managed LAM switch of the
SonicWall

) Public Server Guide - Quickly configure your SonicWall to provide public access to an internal server.

VPN Guide - Create a new site-to-site VPN Policy or configure the WAN GroupVPN to accept connections from
the Global VPN Client.

@ Wireless Guide - Configure the network settings and security features of the WLAN Radio Interface.
) App Rule Guide - Configure the security features for App Rule
) WXA Setup Guide - Configure the coupled WixA series appliance for WAN Acceleration

Click the "Mext” button to proceed.

e C(Click Next and follow the prompts in the Wireless Guide wizard. For
more information and complete procedures, refer to the latest
SonicOS Quick Configuration Guide.

You are asked to select a country code when using the Wireless
Guide or when you initially navigate to the Wireless > Settings page.
Be sure to select the country code for the country in which the
appliance will be deployed, even if you are not currently in that
country.

| IMPORTANT: When sold into USA list will be restricted to USA. When

sold into Canada valid selection will be restricted to Canada.

:m Getting the Latest Firmware

e In a Web browser, navigate to http://www.mysonicwall.com.

e Navigate to Resources & Support > My Downloads and select TZ570
or TZ350W Firmware from the Product Type drop-down menu.

Simplified EU/CE Declaration of Conformity

Hereby, SonicWall Inc. declares that the radio equipment type 2.4 GHz and 5 GHz RLAN/
WLAN is in compliance with Directive 2014/53/EU. The full text of the EU declaration of
conformity is available at the following Internet address: https://www.sonicwall.com/
support

Hierbij verklaar ik, SonicWall Inc., dat het type radioapparatuur 2.4 GHz and 5 GHz RLAN/
WLAN conform is met Richtlijn 2014/53/EU. De volledige tekst van de EU-
conformiteitsverklaring kan worden geraadpleegd op het volgende internetadres: https://
www.sonicwall.com/support

Hiermit erklart SonicWall Inc., dass der Funkanlagentyp 2.4 GHz and 5 GHz RLAN/WLAN der
Richtlinie 2014/53/EU entspricht. Der vollstandige Text der EU-Konformitétserklarung ist
unter der folgenden Internetadresse verfligbar: https://www.sonicwall.com/support

Le soussigné, SonicWall Inc., déclare que I'équipement radioélectrique du type 2.4 GHz and
5 GHz RLAN/WLAN est conforme a la directive 2014/53/UE. Le texte complet de la
déclaration UE de conformité est disponible a I'adresse internet suivante: https://
www.sonicwall.com/support

C HacToawoTo SonicWall Inc. geknapupa, 4e T03m TMN pagmocbopbikerme 2.4 GHz and 5 GHz
RLAN/WLAN e B cboTBeTcTBME C Anpertnsa 2014/53/EC. LianocTHMAT TekcT Ha EC
JeKnapauunaTa 3a CbOTBETCTBME MOMKe [1a Ce HaMepu Ha cnefHua uHTepHeT agpec: https://
www.sonicwall.com/support

Timto SonicWall Inc. prohladuje, Ze typ rddiového zafizeni 2.4 GHz and 5 GHz RLAN/WLAN je
v souladu se smérnici 2014/53/EU. Uplné znéni EU prohlaseni o shodé je k dispozici na této
internetové adrese: https://www.sonicwall.com/support

Hermed erklaerer SonicWall Inc., at radioudstyrstypen 2.4 GHz and 5 GHz RLAN/WLAN er i
overensstemmelse med direktiv 2014/53/EU. EU-overensstemmelseserklaeringens fulde
tekst kan findes pa fglgende internetadresse: https://www.sonicwall.com/support

Me tnv mapovoa o/n SonicWall Inc., SnAwvet 6t 0 padioe€onAiopnog 2.4 GHz and 5 GHz
RLAN/WLAN mAnpottnv odnyia 2014/53/EE. To mArpeg Keipevo TG SAAWGNG CUUHOPDWONG
EE SiatiBetal otnv akoAouBn otocelida oto Stadiktuo: https://www.sonicwall.com/
support

Por la presente, SonicWall Inc. declara que el tipo de equipo radioeléctrico 2.4 GHz and 5
GHz RLAN/WLAN es conforme con la Directiva 2014/53/UE. El texto completo de la
declaracion UE de conformidad estd disponible en la direccidn Internet siguiente: https://
www.sonicwall.com/support

Kdesolevaga deklareerib SonicWall Inc., et kdesolev raadioseadme tiitip 2.4 GHz and 5 GHz
RLAN/WLAN vastab direktiivi 2014/53/EL nduetele. ELi vastavusdeklaratsiooni taielik tekst
on kattesaadav jargmisel internetiaadressil: https://www.sonicwall.com/support

SonicWall Inc. vakuuttaa, etta radiolaitetyyppi 2.4 GHz and 5 GHz RLAN/WLAN on direktiivin
2014/53/EU mukainen. EU-vaatimustenmukaisuusvakuutuksen taysimittainen teksti on
saatavilla seuraavassa internetosoitteessa: https://www.sonicwall.com/support

SonicWall Inc. ovime izjavljuje da je radijska oprema tipa 2.4 GHz and 5 GHz RLAN/WLAN u
skladu s Direktivom 2014/53/EU. Cjeloviti tekst EU izjave o sukladnosti dostupan je na
sljedecoj internetskoj adresi: https://www.sonicwall.com/support

SonicWall Inc. igazolja, hogy a 2.4 GHz and 5 GHz RLAN/WLAN tipusu radiéberendezés
megfelel a 2014/53/EU iranyelvnek. Az EU-megfelel6ségi nyilatkozat teljes szOvege elérhetd
a kdvetkez6 internetes cimen: https://www.sonicwall.com/support

e Click the link for the firmware you want and save the file to a
location on your computer.

e Onthe TZ appliance, navigate to the MANAGE | Updates >
Firmware & Backups > Upload Firmware page. Click the Upload
New Firmware button.

e Click the Choose File button to select the firmware you just
downloaded, then click Upload.

Upload Firmware

Before uploading new firmware, it is recommended that you create a backup of your current
settings.

Choose File | No file chosen
Upload Note

Uploading new firmware will overwrite any existing uploaded firmware image.

You can get the latest firmware at www.mysonicwall.com. Download it to your local disk, and then
upload it to your SonicWall using this dialog. Use the "Browse", "Choose File" or similar button to
find the firmware file you want to upload. Firmware files have a file extension of .sig, e.g.,
sw_firmware.sig. After the firmware is uploaded, you will return to the Manage > Firmware &
Backups page where you will see the newly uploaded firmware image. There you may select the
firmware image from which to boot.

e C(lick the Boot icon for your new firmware.

BE] Mounting the TZ Appliance

WARNING: Do not mount the appliance on the ceiling, it is not
designed for secure ceiling mounting.

For optional wall mounting, you need:
e Screwdriver
e Drill with appropriate size bit
e For mounting on drywall:

e Two #6 pan-head screws, 1 inch long (7mm diameter head,
25mm long)

Il fabbricante, SonicWall Inc., dichiara che il tipo di apparecchiatura radio 2.4 GHz and 5 GHz
RLAN/WLAN é conforme alla direttiva 2014/53/UE. Il testo completo della dichiarazione di
conformita UE e disponibile al seguente indirizzo Internet: https://www.sonicwall.com/
support

AS, SonicWall Inc., patvirtinu, kad radijo jrenginiy tipas 2.4 GHz and 5 GHz RLAN/WLAN
atitinka Direktyva 2014/53/ES. Visas ES atitikties deklaracijos tekstas prieinamas Siuo
interneto adresu: https://www.sonicwall.com/support

Ar $o SonicWall Inc. deklarg, ka radioiekarta 2.4 GHz and 5 GHz RLAN/WLAN atbilst Direktivai
2014/53/ES. Pilns ES atbilstibas deklaracijas teksts ir pieejams $ada interneta vietné: https:/
/www.sonicwall.com/support

B'dan, SonicWall Inc., niddikjara li dan it-tip ta' taghmir tar-radju 2.4 GHz and 5 GHz RLAN/
WLAN huwa konformi mad-Direttiva 2014/53/UE. It-test kollu tad-dikjarazzjoni ta'
konformita tal-UE huwa disponibbli f'dan I-indirizz tal-Internet li gej: https://
www.sonicwall.com/support

SonicWall Inc. niniejszym o$wiadcza, ze typ urzadzenia radiowego 2.4 GHz and 5 GHz RLAN/
WLAN jest zgodny z dyrektywga 2014/53/UE. Petny tekst deklaracji zgodnosci UE jest
dostepny pod nastepujgcym adresem internetowym: https://www.sonicwall.com/support

Prin prezenta, SonicWall Inc. declard ca tipul de echipamente radio 2.4 GHz and 5 GHz RLAN/
WLAN este in conformitate cu Directiva 2014/53/UE. Textul integral al declaratiei UE de
conformitate este disponibil la urmatoarea adresa internet: https://www.sonicwall.com/
support

SonicWall Inc. tymto vyhlasuje, Ze radiové zariadenie typu 2.4 GHz and 5 GHz RLAN/WLAN
je v stlade so smernicou 2014/53/EU. Uplné EU vyhlasenie o zhode je k dispozicii na tejto
internetovej adrese: https://www.sonicwall.com/support

SonicWall Inc. potrjuje, da je tip radijske opreme 2.4 GHz and 5 GHz RLAN/WLAN skladen z
Direktivo 2014/53/EU. Celotno besedilo izjave EU o skladnosti je na voljo na naslednjem
spletnem naslovu: https://www.sonicwall.com/support

@l NOTE: Additional regulatory notifications and information for this product can be found

online at https://www.sonicwall.com/support.

Verwarnung Weitere Hinweise zur
Montage

Wahlen Sie fiir die Montage einen Ort, der keinem direkten Sonnenlicht ausgesetzt ist und
sich nicht in der Ndhe von Warmequellen befindet. Die Umgebungstemperatur darf nicht
mehr als 40 °C betragen.

Fiihren Sie die Kabel nicht entlang von Stromleitungen, Leuchtstoffrohren und Stérquellen
wie Funksendern oder Breitbandverstarkern.

Das im Lieferumfang enthaltene bzw. die im Lieferumfang enthaltenen Netzkabel sind nur
flr die Verwendung in bestimmten Landern und Regionen zugelassen. Uberpriifen Sie bitte
vor der Verwendung eins Netzkabels, ob es fir die Verwendung in Ihrem Land oder |hrer
Region zugelassen ist und den geforderten Normen entspricht.

Stellen Sie sicher, dass das Gerat vor Wasser und hoher Luftfeuchtigkeit geschiitzt ist.

Stellen Sie sicher, dass die Luft um das Gerat herum zirkulieren kann und die Liftungsschlitze
an der Seite des Gehauses frei sind. Hier ist ein Belliftungsabstand von mindestens 26 mm
einzuhalten.

Priifen Sie den Anschluss des Geréts an die Stromversorgung, damit der Uberstromschutz
sowie die elektrische Leitung nicht von einer eventuellen Uberlastung der Stromversorgung

e Two wall anchors
e For mounting on solid wood or metal:
e Two #6 pan-head wood or machine screws, 1 inch long (7mm
diameter head, 25mm long)
To mount the appliance on the wall:

1 Drill two holes 4.5 inches (11.5 cm) apart in the wall where you want to
mount the appliance.

2 If using wall anchors, insert a wall anchor into each hole.

3 Insert a screw into each wall anchor (into each hole if not using wall
anchors), leaving 3/16 inches (0.45 cm) of the screws exposed
(including screw head).

4 Position the appliance mounting slots over the screws and press in and
down until the appliance is securely mounted.

BT Safety and Regulatory Information

A| WARNING: For your safety, follow all instructions listed in this section.

Installing the Appliance

Install in a location away from direct sunlight and sources of heat. A maximum ambient
temperature of 1042 F (402 C) is recommended.

Route cables away from power lines, fluorescent lighting fixtures, and sources of noise such
as radios, transmitters, and broadband amplifiers.

The included power cord(s) are approved for use only in specific countries or regions. Before
using a power cord, verify that it is rated and approved for use in your location.

Ensure that no water or excessive moisture can enter the unit.

Allow unrestricted airflow around the unit and through the vents on the side of the unit. A
minimum of 1 inch (25.44mm) clearance is recommended.

Consideration must be given to the connection of the equipment to the supply circuit.
Appropriate consideration of equipment nameplate ratings must be used when addressing
this concern. Do not overload the circuit.

This equipment is not intended for use at workplaces with visual display units, in accordance
with §2 of the German ordinance for workplaces with visual display units. To avoid
incommoding reflections at visual display workplaces this device must not be placed in the
direct field of view.

beeinflusst werden. Priifen Sie dabei sorgféltig die Angaben auf dem Aufkleber des Gerats.
Uberlasten Sie nicht den Stromkreis.

Dieses Gerdt ist nicht zur Verwendung an Arbeitspldtzen mit visuellen Anzeigegeraten
gemaR § 2 der deutschen Verordnung flr Arbeitsplatze mit visuellen Anzeigegeraten
vorgesehen. Um stérende Reflexionen am Bildshirmarbeitsplatz zu vermeiden, darf dieses
Produkt nicht im unmittelbaren Gesichtsfeld platziert verden.

Verwarnung Hinweis zur Lithiumbatterie

Die in der Internet Security Appliance von SonicWall verwendete Lithiumbatterie darf nicht
vom Benutzer ausgetauscht werden. Zum Austauschen der Batterie muss die SonicWall in
ein von SonicWall autorisiertes Service-Center gebracht werden. Dort wird die Batterie
durch denselben oder entsprechenden, vom Hersteller empfohlenen Batterietyp ersetzt.
Beachten Sie bei einer Entsorgung der Batterie oder der SonicWall Internet Security
Appliance die diesbezliglichen Anweisungen des Herstellers.

Verwarnung Kabelverbindungen

Alle Ethernet- und RS232-C-Kabel eignen sich fiir die Verbindung von Geraten in
Innenraumen. SchlieRen Sie an die Anschlisse der SonicWall keine Kabel an, die aus dem
Gebaude herausgefiihrt werden, in dem sich das Gerat befindet.

Informationen zur Stromversorgung

Wenn die Stromversorgung von der SonicWall-Produktpaket fehlt, wenden SonicWall den
Technischen Support unter https://www.sonicwall.com/support/contact-support.

Dieses Produkt sollte nur mit einem fiir den Europédischen Markt genehmigten Netzteil
mit dem Logo "I.T.E. LPS" und einer Ausgangsleistung von12 VDC, mind. 5.0 A, Tma: mind.
40 Grad C, betrieben werden.
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