Parental Controls

Parental Controls allows you to filter content, limit time spent online and check internet history. Start by creating unique profiles for your family

members.

Tap 58 > Parental Controls

— < S

Wi-Fi Test Internet Network
Speed Optimization
Blacklist Update Deco Advanced

WPS

HOMECARE

@

Qo
Parental Antivirus QoS
Controls
Monthly Report Managers
E] @] [mleg
oo
OVERVIEW SMART ACTIONS MORE

Create unique profiles for family
members

Parental Controls allow you to filter content,
limit time spent online and check internet
history. Start by creating unique profiles for
your family members.

ADD NEW PROFILE

Set filter level to block unappropriate
contents

< Filter Level INE

ce00

Child  Pre-Teen Teen Adult

Blocked Content

CATEGORIES

Adult Content ()
Gambling ()

Social Networking (0 e

Tap to block more categories.

Download (O @
Games (D) )
Media (D @

Set daily time limits for the total time
spent online

< Time Controls INE

TIME LIMITS BED TIME

Set daily time limits for the total time
spent online.

Weekdays O

Monday to Friday

Daily time limit 2 hours )

Weekend ()

Saturday and Sunday

Daily time limit 5 hours )

Select Weekdays and Weekend
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Antivirus

Deco's Antivirus feature blocks malicious websites to ensure you can safely surf the internet, protects your network against external attacks and
eliminates vulnerabilities, and prevents infected devices from sending sensitive information or security threats to devices outside your network. Enable

them all to keep your network safe all the time.

Tap 8§ > Antivirus

Wi-Fi Test Internet Network
Speed Optimization
Blacklist Update Deco Advanced
WPS
HOMECARE
Q.o
8 N
Parental Antivirus QoS
Controls

Monthly Report Managers

g & g8

OVERVIEW SMART ACTIONS MORE

N

ERNE

Antivirus

O Day

Spent surfing the net
while protected

Malicious Content Filter (D

Intrusion Prevention System (1

Infected Device Quarantine (0

3y rene

Tap to refresh

Enable the Antivirus features as needed

O
O

Security database is up-to-date as of Jan 1, 2020

Add a website to Whitelist that will not be

blocked.

< Malicious Content Filter
@ Malicious Content Filter ()

WHITELIST

@ Tap to add a website.
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QoS

QoS (Quality of Service) helps you set priority for specific applications and devices, so that they can perform better with lower latency.

Set the total bandwidth before using Tap to prioritize the online activity Add devices you want to prioritize

Tap o > QoS
QoS that's most important to guarantee a better network
performance
— X Total Bandwidth Save 4 QoS < High Priority List @
Wi-Fi Test Internet Network Application Priority )
Speed Optimization Set the total bandwidth before using QoS. O TP-Link-Iphone .
{é‘} Tap to prioritize the online activity that's
Get via Internet Speed Test O most important to everyone on the
network.
Blacklist Update Deco Advanced
Set Manually O II
Standard Gaming Streaming

Q.o Surfin Chattin Custom

Parental Antivirus QoS
Controls
Device Priority SET

!j . PO
High Priority 0 Devices
Monthly Report Managers
Total Bandwidth: EDIT CLEARALL

E] @] oo
oo
L._ 100 mbn AN 100 16

OVERVIEW SMART ACTIONS MORE




Monthly Report

Review the monthly usage statistics, such as security threats and total connected network devices each day.

Tap 85 > Monthly Report

Wi-Fi Test Internet Network
Speed Optimization
Blacklist Update Deco Advanced
WPS
HOMECARE
@
Parental Antivirus QoS
Controls

View monthly reports

Monthly Report

=]
A
I =

This Month v

SECURITY

Security settings can
be improved.

No attacks on your network.

TOTAL CONNECTED NETWORK DEVICES

EACH DAY

Enable or disable monthly report

< Monthly Report

Monthly Report O

When enabled, network activity will be recorded
and presented in a report each month.

Clear monthly report data

Clear all monthly report data?

:
Monthly Report Managers
B & 88
OVERVIEW SMART ACTIONS MORE

Clear All

Cancel
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Managers

Add friends and family members to help manage your network. Each manager should have their own TP-Link ID.

Tap 8§ > Managers

Wi-Fi

Blacklist

WPS

HOMECARE

O
Q&

Parental
Controls

Monthly Report

6
@

&

OVERVIEW

Test Internet
Speed

Update Deco

Antivirus

&

Managers

®

&

SMART ACTIONS

Network
Optimization

Advanced

[=led
oo

MORE

Add other accounts as managers

No SIM &

4:00 PM

Add as Manager

Email address

e @)

X

This is the email this person used to register their TP-

Link ID.

SAVE

Set privileges for managers

< Privileges Sa

Network Management (©

8 O

Client Management @

(<]

loT Management @

O

HomeCare @

Note: Features may vary slightly depending on the
model, software version you have, and the current
operating mode.

Remove manager

Remove

Cancel
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Advanced Features

Additional features are available under the Advanced menu. You can modify WAN settings (IPv4 & IPv6), add IPv6 firewall rules, modify LAN IP, set up
DHCP server, enable VLAN/IPTV/MAC Clone mode, reserve the same IP address for a specific device, set up port forwarding rules to make your local
computers accessible to other devices over the internet, enable TP-Link DDNS, SIP ALG, fast roaming and beamforming, control Deco's LED, change
the working mode, and configure the notification settings.

Add IPv6 firewall rules to allow
specific devices to access the
specified services

DN P PN K

Tap 85 > Advanced View IPv4 details or change the

internet connection type

Enable IPv6 to set up an IPv6
internet connection

OVERVIEW

SMART ACTIONS

MORE

Speed Optimization Dynamic [P
Subnet Mask
IP Address
2B5.2586.252.0
: lect f lients >
Blacklist Update Deco Advanced BRlasiECatenay Primary DNS IiternallP selectom Clents
10.0.01
Primary DNS
Secondary DNS Port
10.0.01
WPS Secondary DNS
LAN 1-65535
Address Prefix
HOMECARE Protocol All
§ IP Address
R %
3 N FE80:D45D:4CFF:FE70:10A4/64
Parental Antivirus QoS Firewall
Controls
p= — Firewall Rules >
E] oo

Add Firewall Rule Done
ROUTER SETTINGS WAN
Internet Connection Type IPvé C Service Type Custom
Dynamic IP
IP Address A Service Name
Wi-Fi Test Internet Network 1003167 IPv6 Connection Type
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Modify LAN IP to avoid IP address
confict

LANIP

192.168.68.1

Subnet Mask 255.255.2550 »

Change DHCP server settings

DHCP Server

5 IP addresses assigned.

Start IP
192.168.68.100
End IP
192.168.68.250
Default Gateway
192.168.68.1

Primary DNS (Optional)

Secondary DNS (Optional)

Enable IPTV/VLAN mode to support Enable MAC Clone if Deco fails to

IPTV services

IPTV/VLAN

IPTV/VLAN O

ISP Profile
Select

Note: When IPTV is configured, the other port of
main Deco can be used to support IPTV service
and can only be used for this service.

connect to the internet

@ Tip: For more about MAC Clone, refer to
https://www.tp-link.com/support/fag/2925/

< MAC Clone Save

Use Client MAC Address O

Use Custom MAC Address O

Tip: Make sure you select or enter the MAC
address specified by your ISP.

MAC Clone ()
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Reserve IP addresses for specific
devices to recognize and manage
the device more easily

< Address Reservation @

(D)

Address Reservation allows you to reserve an IP
address for a device. The device will always receive
the same IP address when it connects to Deco,
which makes administering and troubleshooting the
device easier.

Set up port forwarding rules to
enable devices in your network
accessible over the internet with
safety

< Port Forwarding

Service Type Custom

Service Name

Done

>

Internal IP Select from Device

Internal Port

>

1-65535 or blank

External Port

XX-XX or XX

Protocol All

Register a TP-Link DDNS domain

Enable SIP ALG to communicate

name to access your router and local with SIP (Session Initiation Protocol)
servers using a domain name

Register Domain Name

tplinkdns.com

Your domain name should meet the following
criteria:

« Start with a letter or number;
« Contain only letters, numbers and hyphens;

* Not exceed 20 characters in length.

servers via NAT)

< SIP ALG

SIP ALG

| @)

When enabled, clients can communicate with SIP
(Session Initiation Protocol) servers via NAT.
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Enable UPNP to enable deviceson  Enable Fast Roaming to allow Enable Beamforming to concentrate Toggle off LED to turn off the light on
your local network to dynamically your wireless devices to switch Wi-Fi signal towards connected Deco. Configure the Night Mode to
open ports for applications suchas  connection to different Decos devices for stronger connections turn off the LED light at bedtime only
multiplayer gaming

% UPNP < Fast Roaming < Beamforming < LED Control

Fast Roaming () B form O
eamformin
UPNP [ @ o LED [ @)
Fast- reaming Wlth . 80?.11r all.ovvs wireless Beamforming concentrates Wi-Fi signal towards
When enabled, devices on your local network are devices to switch connection to different Decos connected devices for stronger connections. )
allowed to dynamically open ports for seamlessly. Night Mode 0
applications such as multiplayer gaming and real- A
time communications. Note: Everyday, the LED will be off during this
1.Turning on this feature may result in some time period
older wireless device being disconnected from
the Deco Network. From 10:00 PM >
2.If some devices are disconnected from Deco Until 700 AM >

network after turning on/off this feature,try
forgetting the Deco network on these devices
and then join the network again.
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Change the operating mode Set connection alerts to receive Set notifications to receive alerts in
R Note: When the Deco works in Access Point notifications once the clients the notification bar

mode, advanced features such as IPv4, Address ~ connect to or disconnect from Deco
Reservation, Port Forwarding, and DHCP server
are not available.

< Operating Mode < Connection Alerts Notifications

New Device Alerts Push Notifications >
Router (Default) @ Notifications Enabled
Known Device Alerts on »
In router mode, Deco connects to the internet Notifications are enabled. You'll receive alerts in
directly via Dynamic IP, Static IP or PPPoE, and the Notifications bar. Disable it on your device's
shares internet access to multiple wired or Settings > Notifications page.

wireless devices. NAT and DHCP server are
enabled by default.
Firmware Updates

Security Database Updated

Access Point O
Antivirus Alerts

In access point mode, Deco connects to a wired
or wireless router via an Ethernet cable and
extends the wireless coverage of your existing
network. Functions like NAT, Parental Controls
and QoS are not supported in this mode.

Parental Controls

Monthly Reports

Device Alerts

B BHA




FCC compliance information statement

FS

Product Name: AC1300 Whole Home Mesh Wi-Fi System

Model Number: Deco M5

Component Name Model
I.T.E. POWER SUPPLY T120120-2B4

Responsible party:

TP-Link USA Corporation, d/b/a TP-Link North America, Inc.
Address: 145 South State College Blvd. Suite 400, Brea, CA 92821
Website: http://www.tp-link.com/us/

Tel: +1 626 333 0234

Fax: +1 909 527 6803

E-mail: sales.usa@tp-link.com

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio
or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by
one or more of the following measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
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* Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, including interference that may cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate the
equipment.

Note: The manufactureris notresponsible foranyradio or TVinterference caused by unauthorized modifications to this equipment. Suchmodifications
could void the user's authority to operate the equipment.

FCC RF Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled environment. This device and its antenna must not be
co-located or operating in conjunction with any other antenna or transmitter.

“To comply with FCC RF exposure compliance requirements, this grant is applicable to only Mobile Configurations. The antennas used for this
transmitter must be installed to provide a separation distance of atleast 20 cmfrom all persons and must not be co-located or operating in conjunction
with any other antenna or transmitter.”

We, TP-Link USA Corporation, has determined that the equipment shown as above has been shown to comply with the applicable technical standards,
FCC part 15. There is no unauthorized change is made in the equipment and the equipment is properly maintained and operated.

Issue Date: 2021-04-28
FCC compliance information statement

FS

Product Name: |.T.E POWER SUPPLY

Model Number: T120120-2B4

Responsible party:

TP-Link USA Corporation, d/b/a TP-Link North America, Inc.
Address: 145 South State College Blvd. Suite 400, Brea, CA 92821
Website: http://www.tp-link.com/us/
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Tel: +1 626 333 0234
Fax: +1 909 527 6803
E-mail: sales.usa@tp-link.com

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio
or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by
one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

* Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, including interference that may cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate the
equipment.

We, TP-Link USA Corporation, has determined that the equipment shown as above has been shown to comply with the applicable technical standards,
FCC part 15. There is no unauthorized change is made in the equipment and the equipment is properly maintained and operated.

Issue Date: 2021-04-28
CE Mark Warning

C€

This is a class B product. In a domestic environment, this product may cause radio interference, in which case the user may be required to take
adequate measures.
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OPERATING FREQUENCY (the maximum transmitted power)
2412MHz—2483.5MHz (20dBm)

5150MHz—5250MHz (23dBm)

EU declaration of conformity

TP-Link hereby declares that the device is in compliance with the essential requirements and other relevant provisions of directives 2014/53/EU,
2009/125/EC, 2011/65/EU and (EU)2015/863.

The original EU declaration of conformity may be found at https://www.tp-link.com/en/ce.

RF Exposure Information

This device meets the EU requirements (2014/53/EU Article 3.1a) on the limitation of exposure of the general public to electromagnetic fields by way
of health protection.

The device complies with RF specifications when the device used at 20 cm from your body.

National Restrictions

Attention: This device may only be used indoors in all EU member states and EFTA countries.

Al | BE |BG |CH | CY | CZ | DE | DK
F|EL |ES| Fl |FR|HR |HU| IE
S | IT | U |LT|W|L|MT|NL
MO | PL | PT | RO | SE SK | UK

n

Canadian Compliance Statement

This device contains licence-exempt transmitter(s)/receiver(s) that comply with Innovation, Science and Economic Development Canada's licence-
exempt RSS(s). Operation is subject to the following two conditions:

1. This device may not cause interference.
2. This device must accept any interference, including interference that may cause undesired operation of the device.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio exempts de licence. L'exploitation est autorisée aux

deux conditions suivantes:
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https://www.tp-link.com/en/ce

1. l'appareil ne doit pas produire de brouillage;

2. l'utilisateur de l'appareil doit accepter tout brouillage radioélectrique subi, meme si le brouillage est susceptible d'en compromettre le
fonctionnement.

Caution:

The device for operation in the band 5150-5250 MHz is only for indoor use to reduce the potential for harmful interference to co-channel mobile

satellite systems.

Avertissement:

Le dispositif fonctionnant dans la bande 5150-5250 MHz est réservé uniquement pour une utilisation a l'intérieur afin de réduire les risques de

brouillage préjudiciable aux systémes de satellites mobiles utilisant les mémes canaux.

Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and operated

with minimum distance 20cm between the radiator & your body.

Déclaration d'exposition aux radiations:

Cet équipement est conforme aux limites d'exposition aux rayonnements IC établies pour un environnement non contrdlé. Cet équipement doit étre

installé et utilisé avec un minimum de 20 cm de distance entre la source de rayonnement et votre corps.

Industry Canada Statement

CAN ICES-3 (B)/NMB-3(B)

Korea Warning Statements:

gall Fgtls 28 Haketl 71580l US.

NCC Notice & BSMI Notice:

AR

KB RINEXEREN T B EIEE

LPOO02MRINZER G SERS M T FRE0_F613.8.2

BVS &R RN G IR, JEEILE, A5, BRsSEAEN NMEFEEEEER. MAERNEERE T2 5 RINEE,
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RERE:

Equipment name
AC1300 Whole Home Mesh Wi-Fi System

Ak (B -
Type designation (Type)
Deco M5

IRAMENENERTR

Restricted substances and its chemical symbols

o #hlLead 7K i VAN=E ZIRIGE %R IRER
Tr:; (Pb) Mercury | Cadmium | Hexavalent | Polybrominated | Polybrominated diphenyl
(Hg) (Cd) chromium biphenyls ethers (PBDE)
(Cr+6) (PBB)
PCB O O O O O O
G55 O Q O O Q Q
EIR{trESS — Q O Q Q Q
Hh N EH A — O @) Q O QO
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©

HELBROIwt% & “BH0.0lwt%” RERBYEZBDEEEBHADEEEREEE,

Note 1: “Exceeding 0.1wt %~ and “exceeding0.01 wt%” indicate that the percentage content of the restricted substance exceeds the
reference percentage value of presence condition.

w22 ‘O REEZERAYEZBEDLEERBE AN EEEEEE,

Note 2: “O” indicates that the percentage content of the restricted substance does not exceed the percentage of reference value of
presence.

w53 " =7 RIEZERBYE SRR,

Note 3: The “—" indicates that the restricted substance corresponds to the exemption.

MpoayKT cepTudikoBaHo 3rigHO ¢ npasuiammn cnctemm YKpCEINPO Ha BianoBigHICTb BUMOram HoOpMaTUBHUX LOKYMEHTIB Ta BUMOram,
Lo nependayvYeHi YUHHUMU 3aKOHO4ABUYMMM aKTaMn YKpaiHW.

EAL

Safety Information

» Keep the device away from water, fire, humidity or hot environments.

* Do not attempt to disassemble, repair, or modify the device.

* Do not use damaged charger or USB cable to charge the device.

* Do not use any other chargers than those recommended

* Do not use the device where wireless devices are not allowed.

» Adapter shall be installed near the equipment and shall be easily accessible.
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* Use only power supplies which are provided by manufacturer and in the original packing of this product. If you have any questions, please don't
hesitate to contact us.

* Operating Temperature: 0°C~40°C (32°F~104°F)

» Storage Temperature: -40°C~60°C (-40°F~140°F)

* Operating Humidity: 10% to 90% RH non-condensing
» Storage Humidity: 5% to 90% RH non-condensing

Please read and follow the above safety information when operating the device. We cannot guarantee that no accidents or damage will occur due to
improper use of the device. Please use this product with care and operate at your own risk.

Explanation of the symbols on the product label

Symbol Explanation

DC voltage

ﬂ Indoor use only

A Caution
D}] Operator's manual

Polarity of output terminals

RECYCLING
This product bears the selective sorting symbol for Waste electrical and electronic equipment (WEEE). This means that this product must be handled pursuant to
European directive 2012/19/EU in order to be recycled or dismantled to minimize its impact on the environment.

@ Energy efficiency Marking
|

User has the choice to give his product to a competent recycling organization or to the retailer when he buys a new electrical or electronic equipment.
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