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FCC STATEMENT

FS

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause_harmful
interference to radio or television reception, which can be determined by turning the e¢uipriant gfj
and on, the user is encouraged to try to correct the interference by one or more of thex{bllow/ng
measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different frorh/thai to wiich the receiver

is connected.

e  Consult the dealer or an experienced radio/ TV techniciar for kelp.
This device complies with part 15 of the FCC Rules. Op<rationis sibject to the following two
conditions:

1) This device may not cause harmful jriiciizrence.

2) This device must accept any interference received,-including interference that may cause

undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance

could void the user’s authority,to operalethe equipment.

Note: The manufactuer\jS—aot—responsible for any radio or TV interference caused by
unauthorized modifications\to iljis equipment. Such modifications could void the user’s authority to

operate the equigment.

FCC RFRadjatlor Exposure Statement

This €quipmerit complies with FCC RF radiation exposure limits set forth for an uncontrolled
environmarii/This device and its antenna must not be co-located or operating in conjunction with
2Ny ather aitenna or transmitter.

“To cemply with FCC RF exposure compliance requirements, this grant is applicable to only
Mobile Cenfigurations. The antennas used for this transmitter must be installed to provide a
separation distance of at least 20 cm from all persons and must not be co-located or operating in
conjunction with any other antenna or transmitter.”



CE Mark Warning

This is a class B product. In a domestic environment, this product may cause radio interference, in
which case the user may be required to take adequate measures.

Canadian Compliance Statement

This device complies with Industry Canada license-exempt RSS standard(s). Operation is subicci
to the following two conditions:

() This device may not cause interference, and

(2)This device must accept any interference, including interference that may cause“Undesiéd
operation of the device.

Cet appareil est conforme aux norms CNR exemptes de licence dIndistrie) Canada. Le

fonctionnement est soumis aux deux conditions suivantes:
(1) cet appareil ne doit pas provoquer d’'interférences et

(2) cet appareil doit accepter toute interférence, y compris/geties susceptibles de provoquer un

fonctionnement non souhaité de I'appareil.

Industry Canada Statement

Complies with the Canadian ICES-003 Class & specifications.
Cet appareil numérique de la classe B |est conforme a la norme NMB-003 du Canada.

This device complies with R§S_210 lof irdustry Canada. This Class B device meets all the

requirements of the Cangtiian.inter{arehce-causing equipment regulations.

Cet appareil numérique~dena Classe” B respecte toutes les exigences du Réglement sur le

matériel brouillent du Canaga.
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Safety Information

® When product has power button, the power-bliien is one of the way to shut off the product;
when there is no power buttOn, the only way to completely shut off power is to disconnect the
product or the power adap(ar from |the-pauzer source.

® Don't disassemble the-nroduct or riake repairs yourself. You run the risk of electric shock and
voiding the limited warranty—+-_yo\need service, please contact us.
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® Avoid water and wet|dcations.

This product can beused in thefollowing countries:
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Tp_LIN K®TP-LINK TECHNOLOGIES CO., LTD

DECLRATION OF CONFORMITY

For the following equipment:

Product Description: 150Mbps Wireless N ADSL2+ Modem Router
Model No.: TD-W8901N

Trademark: TP-LINK

We declare under our own responsibility that the above products satisfy all the technical
applicable to the product within the scope of Council Directives:

Directives 1999/5/EC, Directives 2004/108/EC, Directives 2006/95/EC, Directives 1999/519/EC
Directives 2011/65/EU

The above product is in conformity with the following standards or other normative~tiocuients

EN 300 328 vV1.8.1

EN 301 489-1 V1.9.2 & EN 301 489-17 vV2.2.1

EN 55022: 2010 + AC: 2011

EN 55024: 2010

EN 60950-1: 2006 + A11: 2009 + Al: 2010 + A12: 2011 +A2: 2043
EN 50385: 2002

The product carries the CE Mark:

Person responsible for makin§. this \{aclaratlor;

YangHongliang
Product\lanager of International Business

Date of issue: 2015-08-20

TP-LINK TECHNOLOGIES CO., LTD.

Building 24 (floors 1, 3, 4, 5), and 28 (floors 1-4) Central Science and Technology Park,
Shennan Rd, Nanshan, Shenzhen, China
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Package Contents

The following contents should be found in your package:

» One TD-W8901N 150Mbps Wireless N ADSL2+ Modem Router

» One Power Adapter for TD-W8901N 150Mbps Wireless N ADSL2+ Modem Router
» Quick Installation Guide

» One RJ45 cable

» Two RJ11 cables

» One ADSL splitter

» One Resource CD, which includes this User Guide

&~ Note:

Make sure that the package contains the above items. If any ofihe litted it¢masare damaged or

missing, please contact your distributor.
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Chapter 1.Introduction

Thank you for choosing the TD-W8901N 150Mbps Wireless N ADSL2+ Modem Router.

1.1 Product Overview
The device is designed to provide a simple and cost-effective ADSL Internet connection for a
private Ethernet or IEEE 802.11n/ IEEE 802.11g/ IEEE 802.11b wireless network.

The TD-W8901N connects to an Ethernet LAN or computers via standard Ethernet parts.(he
ADSL connection is made using ordinary telephone line with standard connectars,. Multiplg
workstations can be networked and connected to the Internet using a single Wide Area Network
(WAN) interface and single global IP address. The advanced security enhancetents NIPAVAC
Filter, Application Filter and URL Filter can help to protect your netwerk~fro(h. potentially
devastating intrusions by malicious agents from the outside of your netwdrk.

Quick Start of the Web-based Utility is supplied and friendly hetfipome$sages are provided for the
configuration. Network and Router management is done throug{MheWek bhased Utility which can
be accessed through local Ethernet using any web browser.

ADSL

The TD-WB8901N supports full-rate ADSL2+ _connectivity \ gonforming to the ITU and ANSI
specifications. In addition to the basic DMT| physical Jayertdnctions, the ADSL2+ PHY supports
dual latency ADSL2+ framing (fast and interlegved) ant the 1.432 ATM Physical Layer.

Wireless

In the most attentive wireless security, the modem router provides multiple protection measures. It
can be set to turn off the'wiEless hetwoik name (SSID) broadcast so that only stations that have
the SSID can be connecied. [ he modem router provides wireless LAN 64/128-bit WEP encryption
security, WPA-RSK/WPAZ2-PSK alithentication, as well as TKIP/AES encryption security.

1.2 Main Features

» / Foun1P/X00Mbps Auto-Negotiation RJ45 LAN ports (Auto MDI/MDIX), one RJ11 port.
» “Provides. axternal splitter.

» Adopis Advanced DMT modulation and demodulation technology.

»  Supports bridge mode and Router function.

» Multi-user sharing a high-speed Internet connection.
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Downstream data rates up to 24Mbps, upstream data rates up to 2.5Mbps ( With Annex M

enabled ) .
Supports long transfers, the max line length can reach to 6.5Km.
Supports remote configuration and management through SNMP and CWMP.

Supports PPPOE, it allows connecting the Internet on demand and disconnecting from the
Internet when idle.

Provides reliable ESD and surge-protect function with quick response semi-conductive surge
protection circuit.

High speed and asymmetrical data transmit mode, provides safe and exclusive bandwidth.
Supports All ADSL industrial standards.

Compatible with all mainstream DSLAM (CO).

Provides integrated access to Internet and route function which facexn . SOHO user.
Real-time Configuration and device monitoring.

Supports Multiple PVC (Permanent Virtual Circuit).

Built-in DHCP server.

Built-in firewall, supporting IP/MAC filter, Application filtey \and URL filter.

Supports Virtual Server, DMZ host and | Address Mapping.

Supports Dynamic DNS, UPnP and Static Reuilng.

Supports system log andflowStatisiics

Supports firmware updrade andhWebynanagement.

Provides WPA-PSKINMPAZ-PSK data security, TKIP/AES encryption security.

Provides 64/128-bit WEP-encryption security and wireless LAN ACL (Access Control List).

Supports IPv6,

Cariventions

The windem router or device mentioned in this User Guide stands for TD-W8901N without any

explanations.

Parameters provided in the pictures are just references for setting up the product, which may differ

from the actual situation.
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Chapter 2.Hardware Installation

2.1 The Front Panel

Figure 2-1

The LEDs locate on the front panel. They indicate the device’s working status. For details, plegse
refer to LEDs Explanation.

LEDs Explanation:

Name Status | Indication dw

On The modem router is powered on.

!
® (Power) Off The modem router is off. Please ensure that to= poYier adapter is
connected correctly.

On ADSL line is synchronized and read\~to v3e.

P (ADSL) Flash | The ADSL negotiation is in progress.

ADSL synchronization fails. Ple2de reicx tosXote 1 for

Off troubleshooting.

On The network is avaitable with a syccessful Internet connection.

S Flash | There is data being transmitted 0+ received via the Internet.
(Internet)

There is ng successful Interrjet connection or the modem router is

Off operating|in Bridge made._Please refer to Note 2 for troubleshooting.
— On Wireless is enabled.
= (WLAN) _ NT= :

Off Wirelassyunction1s’disabled.

On Wiretess. /s enabled but no data is being transmitted.

WS _handshaking is in process and will continue for about 2

Flash ]Nninuies. Please press the WPS button on other wireless devices

a (WPS) thahyou want to add to the network while the LED is flashing.

Tne WPS function is disabled or the wireless device fails to be added
Oif to the network in 2 minutes after WPS function is enabled. Please
refer to WPS Settings for more information.

On There is a device connected to this LAN port.

% AN 134) | Flash | The modem router is sending or receiving data over this LAN port.

Off There is no device connected to this LAN port.

& Note:

1. If the ADSL LED is off, please check your Internet connection first. Refer to 2.4 Connecting
the Modem Router for more information about how to make Internet connection correctly. If
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you have already made a right connection, please contact your ISP to make sure if your
Internet service is available now.

If the Internet LED is off, please check your ADSL LED first. If your ADSL LED is also off,
please refer to Note 1. If your ADSL LED is GREEN ON, please check your Internet
configuration. You may need to check this part of information with your ISP and make sure
everything have been input correctly. Refer to 4.1.1 Device Info and 4.3.1 Internet for more
information.




LIRS 150Mbps Wireless N ADSL2+ Modem Router User

2.2 The Back Panel

—

NN
BIlOM\

L L L Il

ADSL

WPS/

LAN4

POWER'

Figure 2-2
» POWER: ThePawer plug\s where you will connect the power adapter.

>  OMNOFR \The’switci ior the power.
»/ IR P ress this button to enable or disable Wireless LAN interface.

> NURS/RESET: The switch for the WPS function. If your client devices, such as wireless
adaypters, support Wi-Fi Protected Setup, then you can press this button for about two
seconds to quickly establish a connection between the router and client devices and
automatically configure wireless security for your wireless network. For details, please refer to
WPS Settings. If you press this button for more than 8 seconds, you will enable the RESET
function. There are two ways to reset the modem router's factory defaults.
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Method one: With the modem router powered on, press and hold down the WPS/RESET
button on the rear panel for at least 8 seconds until some LEDs go off, then release the
button.
Method two: Restore the default setting from “Maintenance-SysRestart” of the modem
router's Web-based Utility.

» 4,3,2,1(LAN): Through the port, you can connect the modem router to your PC or the other
Ethernet network devices.

» ADSL: Through the port, you can connect the modem router with the telephone. Or you can
connect them by an external separate splitter. For details, please refer to 2.4 Connecting the

Modem Router.

» Antenna: Used for wireless operation and data transmit.

2.3 Installation Environment

» The Product should not be located where it will be exposed to moistue o/'éxcessive heat.

> Place the modem router in a location where it can be conngg¢téd-to\the varjous devices as well

as to a power source.

» Make sure the cables and power cord are safely placed!gut 6the\ray so they do not create a
tripping hazard.

» The modem router can be placed on a shelf of desktop.

> Keep away from the strong electromagnetic radiation and the device of electromagnetic
sensitive.

Generally, TD-W8901N is placed @nh.a [orizantal surface. The device also can be mounted on the
wall as shown in Figure 2-3.

Refer to Detail A

Detail A
Scale 21

Figure 2-3 Wall-mount Install



LIRS 150Mbps Wireless N ADSL2+ Modem Router User

& Note:

The diameter of the screw, 3.5mm<D<8mm, and the distance of two screws is 118mm. The screw

that project from the wall need around 4mm based, and the length of the screw need to be at least

20mm to withstand the weight of the product.

2.4 Connecting the Modem Router

Before installing the device, please make sure your broadband service provided by your ISP 4s

available. If there is any problem, please contact your ISP. Before cable connection, cut off the

power supply and keep your hands dry. You can follow the steps below to install it.

Step 1.

Step 2:

Step 3:

Step 4:

Connect the ADSL Line.

Method one: Plug one end of the twisted-pair ADSL cable into the ADSL-portentheear
panel of TD-W8901N, and insert the other end into the wall socket.

Method two: You can use a separate splitter. External splitter tan fwide jhe data and
voice, and then you can access the Internet and make calls at\(he same time. The
external splitter has three ports:

* LINE: Connect to the wall jack
* PHONE: Connect to the phone sets
* MODEM: Connect to the ADSZl/port of TD-W8501N

Plug one end of the twisted-pair ALDSL cable |into the ADSL port on the rear panel of
TD-W8901N. Connect the other end to the MODEM port of the external splitter.

Connect the Ethernet cable.-Allach-one end of a network cable to your computer's
Ethernet port or.a regular_hub/switch port, and the other end to the LAN port on the
TD-W8901N.

Power an the computershand LAN devices.

Attach theoower adapter. Connect the power adapter to the power connector on the rear
oi~he devizenand plug in the adapter to an electrical outlet or power extension. The
electrical outlet shall be installed near the device and shall be easily accessible.
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Wall Socket

Computer

L

Phone Cable f

{Ethernet Cable

Figure 2-4
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Chapter 3.Quick Installation Guide

3.1 TCP/IP Configuration

The default IP address of the TD-W8901N 150Mbps Wireless N ADSL2+ Modem Router is
192.168.1.1. And the default Subnet Mask is 255.255.255.0. These values can be changed as you

desire. In this guide, we use all the default values for description.

Connect the local PC to the LAN port of the Modem Router. And then you can configure.youy PC

to an obtain IP address in the following way:

1) Set up the TCP/IP Protocol in "Obtain an IP address automatically” modeon your PCe
If you need instructions as to how to do this, please refer to T3 N0\AppendiX B:
Troubleshooting.

2) Then the built-in DHCP server will assign IP address for the PZ.

Now, you can run the Ping command in the command prompt ‘to\vexify the ngtwork connection.
Please click the Start menu on your desktop, select run tab, type smd ar command in the field
and press Enter. Type ping 192.168.1.1 on the next screen| (@nad.thenpress Enter.

If the result displayed is similar to the screen below/ the~Caniiaction between your PC and the

modem router has been established.

Pinging 192.168.1.1 gwith 3

= 4, Received = 4, Lost = @ <Bx loss).

Figure 3-1

¥ e resyld displayed is similar to the screen shown below, it means that your PC has not
conrected to\(he modem router.

10
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Pinging

Hegquest
Hegquest
Hegquest
Hegquest

122 _168.1.1 with 32 bhytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received 4 (188:x loss>.

Figure 3-2

You can check it follow the steps below:

1) Is the connection between your PC and the modem router correct?
The LEDs of LAN port which you link to the device and the LEDs on your PC's adapi&r skould

be lit.

2) Is the TCP/IP configuration for your PC correct?
If the modem router's IP address is 192.168.1.1, your PC's IP &ldress| myist bhewithin the
range of 192.168.1.2 ~ 192.168.1.254.

3.2 Login

Once your host PC is properly configured, please proceed as fallows to use the Web-based Utility:

Launch your web browser and enter http://tplinkmoddm.ne»ornl92.168.1.1 in the address bar.

After that, you will see the sexeen shewn-below, enter the default User Name admin and the

default Password admin, and thepclislsLogin to access to the Web-Management page. You can

follow the steps below,to compiciztheQuick Start.

11
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Username: zdmin

Password: ,.eee

S

Copyright £ 2015 TP-LINK Technologies Co., Ltd. &ll rights reserved.
Figure 3-3

Step 1: Select the Quick Start tab, then click RUN WIZARD, and you will see nex{screen.
Click the NEXT button.
22

TP-LINK"

Quick Start
This ADSL2+ Madem Router has been configurad ouweat o modify your first
time Internet configuration, please click N click SKIP button to enter

the advanced setup webpage.

ick S - e Zone
<@ t the appropriate time zone for your location and click NEXT to continue.
\@Tm:nmﬂnantic Time (Canada), Santiago, Asuncion v |

| BACK | NEXT | EXIT |

Figure 3-5

12
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Step 3: Select your country and ISP, and select your ISP Connection type (Here we take
PPPoE/PPPoA mode for example), and complete the corresponding settings with the
information provided by your ISP, then click the NEXT button.

TP-LINK®

Quick Start - Internet Settings

You can selectyour country and ISP to quickly configure the Internet settings.

Country: | Cther L
ISP | Other » Q
ISF Connection Type: | FPFoOE/FFPoA v
Username:
FPassward:
WP |8 (0-255)
VI |35 [32~65535)

Connection Type: | FPPoE LLC r Q

\E}{T EXIT

B
(\\>
Figure 3- \
& Note:

Per FCC regulations, all Wi-Fi products marketed in the U.S. must be fixed to the U.S. region only.
Step 4: After finishing the Internet Sattings, i the rules for the WLAN, and click NEXT.

N2

13
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Quick Start - Wlan

You may enable/dizable Wian, change the Wian 331D and Authentication type in this page.
Click HEXT to continue.

Access Point: @ Activated () Deactivated

S3I0 ;. TP-LINK_00000C

Broadcast 5510 ves () No
Authentication Type . WPAZ-PSK -

Encryption : AES -

Pre-Shared Key : 12343870

ASCI characters or 64 hexadecimal characters)

Figure 3-7

>

& Note: \

If the Access Point is activated, the wireless function will avgl even without the external
antenna because of an additional printed antenna. the“wireless security protection
measures, please refer to 4.3.3 Wireless.

Step 5: Click SAVE to finish the Quick Sta

Quick Start Complete ! o

The Setup Wizar
to =ave the current

BACK to modify changes or mistakes. Click SAVE

N/
. / Figure 3-8

14
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Chapter 4. Software Configuration

This User Guide recommends using the “Quick Installation Guide” for first-time installation. For
advanced users, if you want to know more about this device and make use of its functions
adequately, maybe you will get help from this chapter to configure the advanced settings through
the Web-based Utility.

After your successful login, you can configure and manage the device. There are main menus on
the top of the Web-based Utility; submenus will be available after you click one of the main mepis.
On the center of the Web-based Utility, there are the detailed configurations or status information
To apply any settings you have altered on the page, please click the SAVE button.

4.1 Status

Choose “Status”, you can see the next submenus: Device Info, Sysiem \L'dg ahd Statistics.
Click any of them, and you will be able to configure the corresporting functie.

Quick Interface  Advanced Access Mairtaniise >\/ Hel
Start Setup Setup Management NN P
o vV
FiGure4-1

Click any of them, and you will be able to viey the corfesponding information.

4.1.1 Device Info

Choose “Status—Device Info* menu, anrd _you will be able to view the device information,
including LAN, WAN and/ABSL. Te information will vary depending on the settings of the modem

router configured on thennteface-Seiup screen.

15
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TP-LINK"

Quick Interface
Start Setup

>

Advanced
Setup

Firmware Version :
MAC Address :

150Mbps Wireless N ADSL2+ Modem Router

Access

Maintenance
Management

Help

3.0.0 Build 150717 Rel.28109
d8:5d:4c:00:00:0c

IP Address : 192.168.1.1
Subnet Mask : 255.255.255.0
DHCP Server : Enabled
Wireless 2O 20 B O |
Current Connected Wireless Clients number is 0 Refresh
0] MALC
WAN 7 O

PYC WPV IP Address Subnet GateWay DNS Seher \ EvCagsuldion Status
PVCD | 132 NIA N NIA [ e~ &g’ Down
PVC1 | 0/33 NIA MiA, NIA | A \ \FBridge Down
PVC2 | 035 NIA MiA, NIA A N ) Meridge Down
PVC3 | 04100 NIA MiA, NIA < &, ~/ Bridge Down
PVC4 8135 0.0.0.0 0.0.0.0 0.0.0.0 ) 0.N W PPPoE Down
PVCS | 8M8 NIA MiA, Wi | A Bridge Down
PVCE @ 0/38 NIA MiA, N/& A Bridge Down

ADSL 4 O

ADSL Firmware Version : Fwier-224 130 WTT550 { NWVernd14 F7_13.0
Line State : DOwh
WModulation @ N/'A

Annex Mode © NiX

Downstream— Upstream
SNR \argin : MiA, MiA, db
Line Atteqyafioms MiA, MiA, db
Uata|\Rate™ AiA, MEA, kbps
s Rate : MEA, MEA, kbps
POW/ER : MiA, MiA, dbm
CRZ: MiA, MiA,
Figure 4-2

& Ndte:

ZhCk the ot submenus System Log or Statistics in Figure 4-2, and you will be able to view the
systerlog and traffic statistics about the modem router.

4.1.2 System Log

Choose “Status—System Log” menu, and you will be able to query the logs of the modem router.
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Quick
Start

Interface Advanced Access

Setup Setup Management

Maintenance

available

available

available

available

available

1/1/2000 3:37:

1/1/2000 3:37:
17172000 3:38:
17172000 3:38:
1/1/2000 3:38:

1/1/2000 3:38:
1/1/2000 3:38:
1/1/2000 3:38:
1/1/2000 3:38

1/1/2000 3:38
1/1/2000 3:38:
1/1/2000 3:38:
1/1/2000 3:38

1/1/2000 3:38:
1/1/2000 3:39:
rn_p=80456680
1/1/2000 3:39:
1/1/2000 3:39:
1/1/2000 3:39:
1/1/2000 3:39:

39> adjTimeTask fail: no server

39> adjtime task pause 1 day

39> No DNS server availakle

39> Last errorlog repeat 10 Times
39> adjTimeTask fail: no server

39> adjtime task pause 60 seconds
39> Mo DN5S server awvailable
39> Last errorlog repeat 10 Times

139> adjTimeTask fail: no server

139> adjtime task pause &0 seconds

39> No DNS server availakle
39> Last errorlog repeat 10 Times

139> adjTimeTask fail: no server

39> adjtime task pause 1 day
6> netMakeChannDial: err=-3001

39> Last errorlog repeat 3 dmes
39> No DNS server availakle

39> Last errorlog repeat 10{Ji we=
39> adjTimeTask fail: no_ ~s=xwveb

Vv
CLEARLOG [ (SAVENDG N

2\ \ )\

m

Figure 4-3

The modem router can keep logs of all traffic.\Y\au can jquery the logs to find what happened to the

Router.

Click the CLEAR LOG button<{d.cleax the-logs

Click the SAVE LOG bution_to-save theNggs.

4.1.3 Statistics

Choose “Status—Siatistics” nfenu, and you will be able to view the network traffic over Ethernet,

ADSL apd "W AN.
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Quick Interface Advanced Access )
Maintenance Help
Start Setup Setup Management
Interface : (@) Ethernet () ADSL () WLAN
Transmit Statistics Receive Statistics

Tranzsmit Frames 3,556 Receive Frames 2475

Tranzmit Multicast Frames 1,073 Receive Multicast Frames 85,851

Transmit total Bytes 1,371,837 | Receive total Bytes 13,455,382

Tranzmit Collizien 0 Receive CRC Errors 0 ’

Transmit Error Frames 0 Receive Under-size Frames 0

N/ \> |
Figure 4-4

> Interface: You can select Ethernet, ADSL and WLAN to view the corresponding. network
traffic over different ports.
» Select Ethernet, and you will see the statistics table as below.

Interface : @ Ethernet () ADSL ) WLAN
Transmit Statistics RieCeive \Stai>tics
Transmit Frames 3,556 Receive Fnin\\“ . ) \7 2,475
Transmit Multicast Frames 1,073 F\‘.EI:IF (& l.1u:f§&f{ﬂ Mes 853,851
Transmit total Bytes 1,371,27) ] Aeck) e total T tes 13,455,362
Transmit Collizion I] ( H&u:&/i'.ix. :ﬂf‘/'-rrurs 0
Transmit Error Frames 0 \L F‘.eu:em‘ % Under-zsize Frames 0

Statistics Table:

Transmit Frames The frames transmitted over the Ethernet port.

. - The multicast frames transmitted over the Ethernet
TransmtMui{ieast Frames
port.

Transmit ransmit total Rytes

The total bytes transmitted over the Ethernet port.

Statistics The collision occurred over the Ethernet port when

Transwit Zodision . . )
data is being transmitted.

] The error frames over the Ethernet port when data is
Transmit Error Frames ] ]
being transmitted.

Receive Frames The frames received over the Ethernet port.

Receive Multicast Frames

The multicast frames received over the Ethernet port.

Receive Receive total Bytes

The total bytes received over the Ethernet port.

Statistics
Receive CRC Errors

The CRC errors occurred over the Ethernet port when

data is being received.

Receive Under-size Frames

The Under-size frames received over the Ethernet
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» Select ADSL, and you will see the statistics table as below.

Interface :

Transmit Statistics
Transmit total PDUs
Transmit total Error Counts

Ethernet '@ ADSL () WLAN
Receive Statistics
0 Receive total PDUs 0
0 Receive total Error Counts 0

Statistics Table:

Transmit total PDUs The total PDUs transmitted over the ADSL port.
Transmit
o The total errors occurred over the ADSL port when data
Statistics | Transmit total Error Counts
is being transmitted.
Receive total PDUs The total PDUs transmitted over the ADSL port, ’
Receive
o The total errors occurred over the ADSL port whef (ata
Statistics | Receive total Error Counts < bei ved
is being received.
g T
» Select WLAN, and you will see the statistics table as below.
Interface : Ethernet () ADSL @ WLAN
Transmit Statistics Rereive S[RtisHCs
T= Frames Count 13,185 Rz Frames :‘ u nt AN 975,471
Tx Errors Count 0 R Er,rru'f- C.‘-:IL.“ . 534 541
Tx Drops Count 0 | R D fp= [;\k‘\n‘t 534 541

Statistics Table:

The| frames\{ransmittgd/ over the WLAN when wireless data is
Tx Frames Count
bejrig transmitted.
Transmit The errers_occurred over the WLAN when wireless data is being
Tx Errors Count
Statistics transwitted.
! Toa dreps occurred over the WLAN when wireless data is being
Tx Drops~Couiit
transmitted.
The frames received over the WLAN when wireless data is being
Rx. F~rames Couni}
transmitted.
Rective The errors occurred over the WLAN when wireless data is being
RX Errors‘Count
Statistics received.
| The drops occurred over the WLAN when wireless data is being
Rx Drops Count

AN

received.

Click the REFRESH button to refresh immediately.

4.2 Quick Start

Please refer to_3.2 Login.
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4.3 Interface Setup

Choose “Interface Setup”, you can see the next submenus:.

Quick Advanced Access

Start Setup Management Maintenance Status Help

Interface
Figure 4-5
Click any of them, and you will be able to configure the corresponding function.

4.3.1 Internet

Choose “Interface Setup—Internet” menu, you can configure the parameters for WAN. pOrts i
the next screen (shown in Figure 4-6).
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Quick
Interface Start

_monst_

ATMVC

QoS

IPv4/IPvE

Encapsulation

PPPoE/PPPOA

Connection Setting

TCP WSS Option

IP Common Options

IPv4 Address

TCP MTU QOption

AN

Wirtual Circuit :
Status

WPl

WEL:

ATH QoS
PCR:
SCR:
MBS :

IP Wersion

ISP :

Encapsulation :

Bridge Interface :

Connection :

[afaultNgoule

TIRANMes

NAT :
Dvnamic Route :

Multicast :

Advanced Access

Maintenance
Setup Management )

PVCO v | PVCs Summary
@ Activated Deactivated

1 (range: 0~255)

3z (range: 32~85535)

UBR -
0 cellsisecond
cells/zecond

cells
@) |Pv4 () IPvdfIPvE ) IPvE

Dvnamic IP Address
Static IP Address

@ PPPoAJSPPPOE
Bridge Mode

Servicename
Username :

Pazsword :

PPPoE LLC -
AcH 9 Dgaxtivated

@ Llways On (Reboiymended)
Cownact On-Demand (Close if idle for minutes)
Connettl Ly

| TCP MSS(defautt: 1400} 1400 bytes

@ Tes No

) Static @ Dynamic

atic IP Address :
IPNGgnet Mask

Gateway :

| TCP MTU(default:1480) 1480 bytes

Enable =
RIFZ-B - Direction : Both -
IGHNPvZ -

Status

Figure 4-6

» ATM VC: ATM settings are used to connect to your ISP. Your ISP provides VPI (Virtual Path
Identifier), VCI (Virtual Channel Identifier) settings to you. In this Device, you can totally setup

8 VCs on different encapsulations, if you apply 8 different virtual circuits from your ISP. You
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need to activate the VC to take effect. For PVCs management, you can use ATM QoS to

setup each PVC traffic line's priority.

43.11

Virtual Circuit: Select the VC number you want to setup, PVCO~PVCY7.

PVCs Summary: Click the button, and you can view the summary information about the
PVCs.

Status: If you want to use a designed VC, you should activate it.

VPI: Identifies the virtual path between endpoints in an ATM network. The valid range is
from O to 255. Please input the value provided by your ISP.

VCI: Identifies the virtual channel endpoints in an ATM network. The valid rangeds fror
32 to 65535 (1 to 31 is reserved for well-known protocols). Please input.ihe value
provided by your ISP.

QoS: Select the Quality of Service types for this Virtual Circuit, incluthig CBR (Constant
Bit Rate), UBR (Unspecified Bit Rate) and VBR (Variable Bit Ra(®). These QpS'types are
all controlled by the parameters specified below, including POR (Rrak-Cell Rate), SCR
(Sustained Cell Rate) and MBS (Maximum Burst Size) \pléase\canfigiire them according
to your needs.

IPv4

There are two IP versions: IPv4 and IPv6. M yQu select IRu4 as IP version, please follow the

configuration below to configure the parameiers for WAN-CHS.

» Encapsulation: There are four fonnectie/~types;/Dynamic IP Address, Static IP Address,

PPPoA/PPPOE and Bridge Mode| Please choose the designed type that you want to use.

After that, you should follew the gonligtration below to proceed.

1) Dynamic IP Addres:

Select this option if your ISKE provides’you an IP address automatically. This option is typically

used for Cable services. Picase¢nter the Dynamic IP information accordingly.
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IPv4/IPvG

IPVersion: @ |Pyd O IPvdliPvE O IPvE

Encapsulation

ISP: @ Dynamic IP Address
Static IP Address

PPPo.A/PPPoE
Bridge Mode
Dynamic IP
IP Common Options ‘
Encapsulation : 1483 Bridged IP LLC -

Bridge Interface : Activated '@ Deactivated
Default Route : @) ves Mo ‘

TCP MTU Option : TCP MTU(defautt:1500) 1500 bytes
IPvd Address
NAT: Enable -

Dynamic Route : RIF2-B Direction : &xth | (v
Multicast : IGMPvZ2 -

2)

Figure 4-7
Encapsulation: Select the encapsulation mode for the Dypamici> Addiess, you can leave it
default.
Bridge Interface: Activate the option, the modem route[‘can &30 work in Bridge mode.
Default Route: If enable this function, the current BV'Cll be considered as the default
gateway to Internet from this device.
TCP MTU Option: Enter the TCP MTU \as your desire. The default value is 1500.
IPv4 Address: If you select IPv4 as IP version, you should configure the following.
NAT: Select this option to Epable/Disable the NAT (Network Address Translation) function for
this VC. The NAT functior can.be asilvated or deactivated per PVC basis.
Dynamic Route: Select thissoptiogto specify the RIP (Routing Information protocol) version
for WAN interface)Ninciuding-R1P 1\RIP2-B and RIP2-M. RIP2-B and RIP2-M are both sent in
RIP2 format, the dificrencenis that RIP2-M using Multicast, while RIP2-B using Broadcast
format.
Direction: Select this”“gption to specify the RIP direction. None is for disabling the RIP
fupclion:, Both meais the ADSL modem router will periodically send routing information and
accept routing information, and then incorporate them into routing table. IN only means the
ADSLDL\(hodem router will only accept but will not send RIP packet. OUT only means the ADSL
rndem redter will only send but will not accept RIP packet.
Multisast: Select IGMP version, or disable the function. IGMP (Internet Group Multicast
Protocol) is a session-layer protocol used to establish membership in a multicast group. The
ADSL ATU-R supports IGMP version 1 (IGMP v1), IGMP version 2 (IGMP v2) and IGMP
version 3 (IGMP v3). Select “Disabled” to disable it.

Static IP Address
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Select this option if your ISP provides static IP information for you. You should set static IP

address, IP Subnet Mask, and Gateway address in the screen below (shown in Figure 4-8).

IPv4IPvE

Encapsulation

Static IP

IP Common Options

IPvd Options

IP Version

ISP :

Encapsulation :
Bridge Interface :
Default Route :

TCP MTU Option

Static IP Address :
IP Subnet Mask :
Gateway :

HAT :

Dynamic Route

Multicast :

@ Pvd ) IPv4/IPvE ) IPvE

Dynamic IP Address

@ Static IP Address
PPPoAJPPPoE
Bridge Mode

1483 Bridged IP LLC -
Activated @ Deactivated
@ Yes No

: TCP MTU({default 1500} 1500 bytes

0.0.0.0

0.0.0.0

0.0.0.0

Enable -

RF2B ~ Direchs_ Bufh -
IGMP w2~

& Note:

Each IP address entered in the field$ must be in“tre appropriate IP form, which is four IP octets
separated by a dot (X.x.x.x), sus/\ag'492.168.1.100. The modem router will not accept the IP
address if it is not in this format.

3) PPPoA/PPPOE

Select this option if your t{GR reguires you to use a PPPoE connection. This option is typically used
for DSL services. Select Dyramic PPPoE to obtain an IP address automatically for your PPPoE

connection. Select Siatic PPPOE to use a static IP address for your PPPoE connection. Please

P

enter theAnfoymation aceerdingly.

gure 4-8
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Figure 4-9
Service name: Specify a name ior the PPPsA/PPPoE connection for recognition.
Username: Enter your useiMamelfor your PPPoA/PPPOE connection to identify and verify
your account to the ISP.
Password: Enter yoUrpasswo/d for vour PPPoOA/PPPOE connection.
Encapsulation: kox_beth PPReA/PPPOE connection, you need to specify the type of
Multiplexing, either LLCyor VS Mux.
Bridge Intertfate: Activate the option, the modem router can also work in Bridge mode.
Conpection: Roi “\PPPOA/PPPOE connection, you can select Always on or Connect
o1, DemandorConnect Manually. Connect on demand is dependent on the traffic. If there is
no \("afijc (or Idle) for a pre-specified period of time, the connection will drop down
automad{sally. And once there is traffic send or receive, the connection will be automatically
oR
Default Route: You should select Yes to configure the PVC as the default gateway to
Internet from this device.
Static/Dynamic IP Address: For PPPoA/PPPOE connection, you need to specify the public
IP address for this ADSL modem router. The IP address can be either dynamically (via DHCP)

25



LIRS 150Mbps Wireless N ADSL2+ Modem Router User

or given by your ISP. For Static IP, you need to specify the IP address, Subnet Mask and
Gateway IP address.

4) Bridge Mode

If you select this type of connection, the modem router can be configured to act as a bridging
device between your LAN and your ISP. Bridges are devices that enable two or more networks to
communicate as if they are two segments of the same physical LAN.

IPv4iIPvG

Encapsulation 4

ISP Dynamic IP Address
Static IP Address
PPPoA/PPPOE

@ Bridge Mode

IPVersion : @ Py4 ) PvaliPve ) IPvE |
|

Bridge Mode

Encapsulation : 1483 Bridged IP LLC -

Figure 4-10
& Note:

After you finish the Internet configuration, please click SAVE/ja-(ake ke Settings take effect.

4.3.1.2 IPv6
If you select IPv6 as IP version, please folloyv/the configuration below to configure the parameters
for WAN ports.

» Encapsulation: There are four|connection types: Dynamic IP Address, Static IP Address,
PPPoA/PPPOE and Bridge Wade -Please choose the designed type that you want to use.
After that, you should follow the configuration below to proceed.

1) Dynamic IP Address
Select this option if yourSP ‘pravides you an IP address automatically. This option is typically
used for Cable se[vices. Pleask, enter the Dynamic IP information accordingly.
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IPv4/IPvE

IP Wersion : IPvd () IPv4iIPvG '@ IPvE

Encapsulation

ISP @ Dynamic IP Address
Static IP Address

PPPo&/PPPoE
Bridge Mode
Dynamic IP
IP Common Options
Encapsulation . 1483 Bridged IP LLC A4 ’

Bridge Interface : () Activated @ Deactivated |
Default Route : @ ves Mo

TCP MTU Option : TCP MTU (default1500) 1500 bytes |
IPvE Address

IPv6 Message Fetch Type : Dynamic Mode
DHCP IPvE Enable : @) DHCP () SLA&AAC
DHCP PD Enable . @) Enable Dizable
MLD Proxy © @) Enable ) Disable

Dual Stack Lite

Enable : Enable @ Dizable

2)

Figure 4-11
IP Common Option: Configure the IP common option\iere.
Encapsulation: Select the encapsulation mode forthe RDyamic IP Address, you can leave it
default.
Bridge Interface: Activate the option, the modent router can also work in Bridge mode.
Default Route: If enable this function, tia.current PVC will be considered as the default
gateway to Internet from this device.
TCP MTU Option: Enterthe \CF MTH-as your desire. The default value is 1500.
DHCP IPv6: There are two types.of assignation for IPv6 address: DHCP (Dynamic Host
Configuration ProtocslxseivernandvYSLAAC (Stateless address auto-configuration). Select
your assignation typeaceqrdingly.
DHCP PD:<The DHCPPH (Prefix Delegation) function is enabled by default. If you want to
disable the funetian, please click Disable.
MLD ~:0xy: Fhe MLD (Multicast Listener Discovery Protocol) Proxy function is enabled by
default. ¥ you want to disable the function, please click Disable.

Static P> \Address

Select\this option if your ISP provides static IP information for you. You should set static IP

address, IP Default Gateway and DNS Server address in the screen below (shown in Figure 4-12).
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IPv4iIPvE

IPWersion : IPwd 1) IPw&iIPwG @ [PvG

Encapsulation

ISP : Oynamic IP Address
@ Static IP Address

PFPPoAJPPPOE
Bridge Mode
Static IP
IP Commeon Options

Encapsulation : 1483 Bridged IPLLC - |

Bridge Interface : Activated (@ Deactivated
Default Route : @) ves No |

TCF MTU Option : TCP MTU{defautt: 1500} 1500 bytes |
IPvE Options
IPvE Mes=sage Fetch Type : Static Mode
IPvE Address : o ;0
IPwE Default Gateway © &
IPvE DNS Server! @
IPvG DNS Server2 : =
WMLD Proxy : @ Enable () Disable
Dual Stack Lite

Enable : Enable @ Disable

Figure 4-12

& Note:

Each IP address entered in the fields must b(in the appideridie IPv6 form, which is eight IP octets
separated by a colon (x:x:x:x:x:x:x:X). The mgdem route will not accept the IP address if it is not in
this format.

3) PPPoOA/PPPoOE

Select this option if your ISP requites\yau to use a PPPoE connection. This option is typically used
for DSL services. Select Lynamis-RPPOE to obtain an IP address automatically for your PPPoE
connection. Select Static’\PPRDOE to uSe a static IP address for your PPPOE connection. Please

enter the inform&tion accoraingly:
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IPvdiIPvE

IPersion © () pvd ) Pv4/Pv @ IPvg

Encapsulation

ISP Dynamic IP Address
Static IP Address
@ PPPoA/PPPoE
Bridge Mode

PPPoE/PPPOA

Servicename :

Username :
Password |
Encapsulation : PPPoE LLC -

Bridge Interface : Activated @ Deactivated I
Connection Setting |

Connection : @) Always On (Recommended)
Connect On-Demand (Close if idle for minutes)
Connect Manually
TCP M35 Option © TCP MSS(default 1400) 1400 bytes
IP Commaon Options
Default Route © (@ ves () No
IPvE Address
DHCP IPvE Enable © @ pHCP () SLAAC
DHCP PD Enable : @) Enable ) Dizable
WMLD Proxy : @) Enable () Disable
Dual Stack Lite

Enable : Enable @ Disable

Figlre 4-15

» Service name: Specify a name for the PPPoA/PPRsE_Cannection for recognition.

» Username: Enter your username for your PPP0o/A/PPPOE connection to identify and verify
your account to the ISP.

» Password: Enter your password|feryvour PPPoA/PPPOE connection.

» Encapsulation: For both\ RPROA/PPPOE connection, you need to specify the type of
Multiplexing, either LL G Or-MCNX.

» Bridge Interface: Attivaia.the optifon, the modem router can also work in Bridge mode.

» Connectiops_For PPEoA/RPPOE connection, you can select Always on or Connect
on-Demand ot Connect Manually. Connect on demand is dependent on the traffic. If there is
no traffic (or Adie)fof a pre-specified period of time, the connection will drop down
atitomatically’And once there is traffic send or receive, the connection will be automatically
on.

» \TCP MS3.Option: Enterthe TCP MSS as your desire. The default value is 1400.

> Default Route: You should select Yes to configure the PVC as the default gateway to
Internet from this device.

» DHCP IPv6: There are two types of assignation for IPv6 address: DHCP (Dynamic Host
Configuration Protocol) Server and SLAAC (Stateless address auto-configuration). Select
your assignation type accordingly.
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» DHCP PD: The DHCP PD (Prefix Delegation) function is enabled by default. If you want to
disable the function, please click Disable.

» MLD Proxy: The MLD (Multicast Listener Discovery Protocol) Proxy function is enabled by
default. If you want to disable the function, please click Disable.

» Dual Stack Lite: Enable the Dual Stack Lite (D-S Lite) function if you need. It is disabled by
default.

4) Bridge Mode
If you select this type of connection, the modem router can be configured to act as a bridgifg

device between your LAN and your ISP. Bridges are devices that enable two or more networks to

communicate as if they are two segments of the same physical LAN.
» Dual Stack Lite: Enable the Dual Stack Lite (D-S Lite) function if you need. It is\disablad by
default.

IPv4iIPvE N\ )

IP Werzion : IPvd () IPv4/IPvG @ [Pwb

Encapsulation N N e 4

ISP Dynamic IP Address
Static IP Address
PPPoA/PPPE

@) Bridge Mode

Dual Stack Lite

Enable : () Epable (9 Disabi

Encapsulation\ \1483 Bridgs! PLLC =

Figure-4-14

& Note:

After you finish the Interngt configUxatie please click SAVE to make the settings take effect.

4.3.1.3 IPv4/IPv6

If you select IPvAIPv6 as™P version, please follow both the 4.3.1.1 IPv4 and 4.3.1.2 IPv6
configuration based\0n differnt connection types to configure the parameters for WAN ports.

4.3.2. LAN

Chinose “Infarface Setup—LAN” menu, and you will see the LAN screen (shown in Figure 4-15).
Please configufe the parameters for LAN ports according to the descriptions below.
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Quick Advanced Access
Interface Start Setup Management

D

Maintenance Status Help

Router Local IP

IP Address : 152.188.11
IP Subnet Mask : 255.255.255.0
Dynamic Route : RIP2-B Direction : Both -
Multicast : IGMPvZ
IGMP Snoop Disabled (@ Enabled
MidSnoop : @) Disabled () Enabled |

DHCP 7 A|

DHCP: Disabled @ Enabled (' Relay
DHCP Server |

Starting IP Address : 152.162.1.100 | Current Pool Summary
IP Pool Count : 101
Lease Time : 258200  seconds (0 sets to default value of 255200)
FINEIREInr
Physical Ports :
11234
DHCP Table
Hostname P &ddress MAC Addreg= [ (T stapds f)EpireTime
192.168.1.100 O\ “static) }
Manual Confn &
DNS

DNS Relay : Use Auto Discovered DNS "é '.;er Eln.; >
Primary DNS Server :
Secondary DNS Server :

Radvd Enable : @ Qi=able Enab

DHCPvE Server: @ Disable (T Enable

Q‘ Srive( CANCEL

Figure 4-15
» Router Local IP: These argthe IP settings of the LAN interface for the device. These settings
may be refex(ad to as Private settings. You may change the LAN IP address if needed. The

LAN IP addresss\privéie to your internal network and cannot be seen on the Internet.

o« {IP Address: Enter the modem router’'s local IP Address, then you can access to the
\WYeb-based Utility via the IP Address, the default value is 192.168.1.1.

o \_IP Sdbnet Mask: Enter the modem router's Subnet Mask, the default value is
255.255.255.0.

e Dynamic Route: Select this option to specify the RIP (Routing Information protocol)
version for LAN interface, including RIP1, RIP2-B and RIP2-M. RIP2-B and RIP2-M are
both sent in RIP2 format, the difference is that RIP2-M using Multicast, while RIP2-B
using Broadcast format.
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o Direction: Select this option to specify the RIP direction. None is for disabling the RIP
function. Both means the ADSL modem router will periodically send routing information
and accept routing information, and then incorporate them into routing table. IN only
means the ADSL modem router will only accept but will not send RIP packet. OUT only
means the ADSL modem router will only send but will not accept RIP packet.

e Multicast: Select IGMP version, or disable the function. IGMP (Internet Group Multicast
Protocol) is a session-layer protocol used to establish membership in a multicast group.
The ADSL ATU-R supports both IGMP version 1 (IGMP v1), IGMP v2 and IGMP vJ
Select “Disabled” to disable it.

e IGMP Snoop: Enable the IGMP Snoop function if you need.

MIdSnoop: Enable the MidSnoop function if you need.

» DHCP: Select Enabled, then you will see the screen below (shown in Figtite 4~06). The
modem router will work as a DHCP Server; it becomes the default gatefray,farDHCP client
connected to it. DHCP stands for Dynamic Host Control Protocol. Tha\DK D Seryer gives out
IP addresses when a device is booting up and request an IP addéss te betogged on to the
network. That device must be set as a DHCP client to obtainthe 'R eddresSs automatically. By
default, the DHCP Server is enabled. The DHCP address_podtcontains the range of the IP
address that will automatically be assigned to the clierts(on e nefwork.

DHCP { f ORUS

DHCP : Ti=dbled 1@ Enabi=d ) Relaf
DHCP Server
Starting IP Address © 182321100 | | Current Pocl Summary
PRool (ot : 101
Lease|Tipe: 258200  seconds (0 sets to default value of 259200)
RhysicaNep e~ .,'J"‘J I
TT=13 | 4
DHCP Table
 hgStumme o\ \ P kddress MAC Address Status Expire Time
1921681100 Static
Manual Config -
WS
DNS Relay : Use Auto Discovered DNS Server Only  w
Primary DNS Server :
Secondary DNS Server :

PAv.Ln
N

Radvd Enable : @) Disable Enable

DHCPvE Server . @) Disable () Enable

Figure 4-16
e Starting IP Address: Enter the starting IP address for the DHCP server's IP assignment.
The default Start IP Address is 192.168.1.100.
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e  Current Pool Summary: Click the button, then you can view the IP addresses that the
DHCP Server gives out.
e [P Pool Count: The max user pool size.

e Lease Time: The length of time for the IP lease. After the dynamic IP address has
expired, the user will be automatically assigned a new dynamic IP address. The default is
259200 seconds.

o Physical Ports: If a physical port is unchecked, the client connected to that port will not
be able to obtain IP address automatically although the DHCP function is enabled. All the
ports are checked by default.

» DHCP Table: The information of the DHCP clients will be displayed here

Hostname IP Address MAC Address Status E;-w—‘fq:[i‘n{‘
192.168.1.101 Static
Manual Config - g
192.168.1.100 94:DE:80:B4:00:51 Satic| ([ 7/ s

e Hostname: Display the name of the DHCP client.
e |P Address: Display the IP Address of the DHCP client

e MAC Address: Display the MAC Address of the DHCP client.

e Status: Display the status of the assigned’ /P Address, either Static or Auto. Static
indicates that the IP Address is bouricedto te MAC) Address, while Auto indicates that
the IP Address is assigned to the MAC Address-autgmatically.

How to assign a static IP address to the slient?
1) Selectan IP Address fram the drop-down list.
2) Enter the MAC Addre3ss of theciieilin the table.
» DNS Relay: If youdwant-to disabiey this feature, you just need to set both Primary and
secondary DNS IR M 0:0°0.0. IFyou want to use DNS relay, you can setup DNS server IP to

192.168.1.1.0n their Compuiay. If not, the device will perform as no DNS relay.
e Primary NS Server. Type in your preferred DNS server.

o /ecoOndaryDNS/Server: Type in your preferred DNS server.

F7 Note:

If UseMuto Discovered DNS Server Only is selected in DNS Relay, this modem router will
accept thefirst received DNS assignment from one of the PPPoA, PPPoE or MER/DHCP enabled
PVC(s) during the connection establishment. If Use User Discovered DNS Server Only is
selected in DNS Relay, it is necessary for you to enter the primary and optional secondary DNS
server IP addresses. After type in the address, click SAVE button to save it and invoke it.
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» Radvd: Radvd (Router Advertisement Daemon) is provided to assign IPv6 addresses to the
computers in your LAN. Enable this function if you need.

» DHCPv6: DHCPV6 is provided to assign IPv6 addresses to the computers in your LAN.
Enable this function if you need.

» DHCP Relay: Select Relay, then you will see the next screen (shown in Figure 4-17), and the
modem router will work as a DHCP Relay. A DHCP relay is a computer that forwards DHCP
data between computers that request IP addresses and the DHCP server that assigns the
addresses. Each of the device's interfaces can be configured as a DHCP relay. If it is enabled,
the DHCP requests from local PCs will forward to the DHCP server runs on WAN side. To
have this function working properly, please run on router mode only, disable the DHCP serisei
on the LAN port, and make sure the routing table has the correct routing entry.

DHCP: Disabled () Enabled @ Relay

DHCP Server IP for Relay

Agent’ 0000
Figure 4-17
e DHCP Server IP for Relay Agent: Enter the DHCP jsetvei \P~Address runs on WAN
side.
& Note:

If you select Disabled, the DHCP function wil/ not take «ffect

4.3.3 Wireless

Choose “Interface Setup—Wirelass'-menu, and you will see the Wireless screen (shown in
Figure 4-18). Please configure\lhe parametersfor wireless according to the descriptions below.
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Figure 4-18

35



LIRS 150Mbps Wireless N ADSL2+ Modem Router User

Access point Settings: These are the settings of the access point. You can configure the

rules to allow wireless-equipped computers and other devices to communicate with a wireless
network.

Access point: Select Activated to allow wireless station to associate with the access
point.

Channel: Select your region and the channel you want to use from the drop-down List of
Channel. This field determines which operating frequency will be used. It is not
necessary to change the default channel unless you notice interference problems with
another nearby access point.

@& Note:

Per FCC regulations, all Wi-Fi products marketed in the U.S. must be fixed to the U g\regdq
only.

Transmit Power: Here you can specify the transmit power of modem-roJter. You can
select High, Medium or Low which you would like. High is<the defavli’setting and is
recommended.

Beacon Interval(ms): Enter a value between 20-1000_mwilisaceids. /The Beacon Interval
value indicates the frequency interval of the beacon, A"beacon. is a packet broadcast by
the modem router to synchronize the wireless netnark. N he acfault value is 100.

RTS/CTS Threshold: Should you encounter incorsistent data flow, only minor reduction
of the default value 2347 is recomniended. If\a netwagrk packet is smaller than the preset
RTS threshold size, the RTS/CTS\mechanism will not be enabled. The modem router
sends Request to Send (RTS) frames.d-a pzriicular receiving station and negotiates the
sending of a data frame, Afier receiving an RTS, the wireless station responds with a
Clear to Send (CTS)<{rame t¢ askiowledge the right to begin transmission. In most cases,
keep its default yalue of\234 %

Fragmentatio\Threshold(isytes): This value specifies the maximum size for a packet
before data is fraghented into multiple packets. If you experience a high packet error rate,
you may slightly increase the Fragmentation Threshold. Setting the Fragmentation
TFhreshold toe Yov, may result in poor network performance. Only minor reduction of the
default value is recommended. In most cases, it should remain at its default value of

2346.

DTIM{ms): This value, between 1 and 255, indicates the interval of the Delivery Traffic
[ndication Message (DTIM). A DTIM field is a countdown field informing clients of the next
window for listening to broadcast and multicast messages. When the modem router has
buffered broadcast or multicast messages for associated clients, it sends the next DTIM
with a DTIM Interval value. Its clients hear the beacons and awaken to receive the
broadcast and multicast messages. The default value is 1.
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e Wireless Mode: In the drop-down list you can select “802.11b", “802.11g", “802.11n",
“802.11b+g” and “802.11b+g+n”. “802.11b+g+n" allows 802.11b, 802.11g and 802.11n
wireless stations to connect to the modem router.

11n Settings: These are the settings of the 11n parameters. If “802.11n" or “802.11b+g+n" is
selected for Wireless mode, these settings will be displayed.

e Channel Bandwidth: Select the Bandwidth you want to use from the drop-down List.
There are three options: “20 MHz", “Auto” and “40 MHz". If bigger bandwidth is selected,
device could transmit and receive data with higher speed. The default value is Auto.

e Extension Channel: If “Auto” is selected, this option will be displayed.
e Guard Interval: Select the guard interval you want from the drop-down list.

e MCS: Select the wireless transmission rate from the drop-down list. By defaait, the gptiph
is AUTO.

Multiple SSIDs Settings: These are the settings of the SSID.
e SSID Index: The index of the SSID. In this model, yoyCan leayk it as adefault value of 1.

e Broadcast SSID: When wireless clients survey the locahareafor wireless networks to
associate with, they will detect the SSID broadcasi/by~(he Kndem router. To broadcast
the modem router's SSID, keep the default setting. If you-,don’'t want to broadcast the
modem router’s SSID, select “No”.

e Use WPS: Use WPS (Wi-Fi Protected SetUp) Tunction, you can add a new wireless
device to an existing netwdrk quickl)._To/UJse WPS, keep the default setting, and
configure the parameters in|\WPS Settings. If you don’t want to Use WPS, select “No”,
then you will see thescregn as shewn below.

Multiple 55ID= Seitings N L
—

S50 ndex: 1 -
Broadcast SSID . @) ves Mo
Use WPS . Yes @ Ho
SSID: TP-LINK_00000C
Authentication Type . WPAZ-PSK -

Figure 4-19

e SS/B: Wireless network name shared among all points in a wireless network. The SSID
mustbe identical for all devices in the wireless network. It is case-sensitive and must not
exceed 32 characters (use any of the characters on the keyboard). Make sure this setting
is the same for all stations in your wireless network. Type the desired SSID in the space
provided.

e Authentication Type: Select an authentication type from the drop-down list, which
allows you to configure security features of the wireless LAN interface. Options available
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1) WEP-64Bits

are: Disabled, WEP-64Bits, WEP-128Bits, WPA-PSK, WPA2-PSK, and WPA-PSK/
WPA2-PSK. The default Authentication Type is WPA2-PSK.

To configure WEP-64Bits settings, select the WEP-64Bits option from the drop-down list. The
menu will change to offer the appropriate settings. WEP-64Bits is a data privacy mechanism
based on a 64-bit shared key algorithm, as described in the IEEE 802.11g standard.

Multiple 55IDs Settings

WEP

S5ID Index
Broadcast 3310 :
Use WPS :

SSID:

Authentication Type :

WEF 54-bits

WEP 128-bits

@ Key#
Key#2 !
Key#3 |
Key#4 |

1 -
@ Yes No

Yes @ No
TP-LINK_DOOOOC
WEP-64Bits -

For each key, please enter either (1) 5 characters excluding symbd/s/ or i 0 chardcizrs
ranging from0~9 a, b, c,d e 1

For each key, please enter either (1) 13 characters excludipe-=wmbbdlzNor (2} 25
characters ranging from0~58 a, b c d, & f

Ox0000000000
0x0000000000
00000000000
00000000000

2) WEP-128Bits

Figure 4-20

To configure WEP-128Bits settings, select the WEP-128Bi(s option from the drop-down list.

The menu will change to offer the appropsate’settiias. 128-bit is stronger than 64-bit.

Multiple $5IDs Settings

WEP

SSID Indgx
Brogfcast 351D :
TGN R

bl
“uthenticab Nvpe,

\/EP B4-bits

MEP 128-bits -

@) Key#1 -
Key#z |
Key#3 |
Key#d |

1 -
@ Yes No

Tves @ No

TP-LINR D0000C
WEP-128Bits -

For each key, please enter either (1) 5 characters excluding symbols, or (2) 10 characters
ranging from0~9,a, b c d & f

For each key, please enter either (1) 13 characters excluding symbols, or (2) 26
characters ranging from 0~%, a, b, c, d, e, f.

0=00000000000000000000000000
0=00000000000000000000000000
0x00000000000000000000000000
0x00000000000000000000000000

3)

NPA-PSK

Figure 4-21

To configure WPA-PSK settings, select the WPA-PSK option from the drop-down list. The
menu will change to offer the appropriate settings. WPA-PSK requires a shared key and does
not use a separate server for authentication. PSK keys can be ASCII or Hex type.
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Multiple S5IDs Settings
SS5DIndex: 1
Broadcast SSID . @) ves (7)) No
Use WPS : Yes @ No
SSID: TP-LINK_00000C
Authentication Type . WPA-PSK -

WPA-PSK

Encryption . AES -

12345670 (8~63 ASCI characters or 64
hexadecimal characters)

Figure 4-22
» Encryption: Select the encryption you want to use: TKIP/AES, TKIP or AES (AES is an
encryption method stronger than TKIP).

Pre-Shared Key :

e TKIP (Temporal Key Integrity Protocol) - a wireless encryption protocol that prowdes
dynamic encryption keys for each packet transmitted.
e AES (Advanced Encryption Standard) - A security method that uses syrimetric
128-bit block data encryption.
» Pre-Shared Key: Enter the key shared by the modem router~and\yaur oOther network
devices. It must have 8-63 ASCII characters or 64 He)2decimal digits

4) WPA2-PSK

To configure WPA2-PSK settings, select the WPA2-PSK opiianitam the drop-down list. The
menu will change to offer the appropriate settings—\WRA2-PSK requires a shared key and
does not use a separate server for autheptication, \PSKkays-can be ASCII or Hex type.

5SS Hex: 1
Breadcast|SBID © @) ves No
Use | VBS “es (@ No

& JID—=E-L T2 00000C

Authentcation Ty WRAZ2-PSK -
WPA2-PSK R —~— T

Multiple 551D= Settings

Encryplion . AES -

12345870 (8~83 ASCI characters or 64
hexadecimal characters)

Figure 4-23

Pre~ghared Key

5 CWPA-PSK/WPA2-PSK

To eorifigure WPA-PSK/WPA2-PSK settings, select the WPA-PSK/WPA2-PSK option from
the drgp-down listt The menu will change to offer the appropriate settings.
WWWA-PSK/WPA2-PSK requires a shared key and does not use a separate server for
authentication. PSK keys can be ASCII or Hex type. WPA-PSK/WPA2-PSK is more flexible
than WPA-PSK or WPA2-PSK.
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S50 Index: 1 «
Broadcast S5ID: @) ves No
Use WPS : Yes @ No
SSID : TP-LINK_00000C
Authentication Type | WPA-PSKAWPAZ-PSK

Multiple 55ID=s Settings
WPA-PSKWPA2-PSK

Encryption : AES -

cC
Pre Shared Key : |22 2010 {8~63 ASCI characters or 64
hexadecimal characters)

Figure 4-24

WPS Settings
» WPS Settings: WPS can help you to add a new wireless device to an existing network
quickly. This section will guide you how to use WPS function.
e WPS state: Display the current WPS state.
e WPS mode: If the wireless adapter supports Wi-Fi Protected Setup (WRS), yOu can
establish a wireless connection between wireless adapter and/modem rouier using either
Push Button Configuration (PBC) method or PIN method, p'easesélect the one you
want.
e WPS progress: Show the current WPS progress.
e Reset to OOB: Use this button to reset the WPS gtaizto~rxaconfigured”, so that a new
key will be created when using WPS function next\(ie.

1) PBC

If the wireless adapter supports Wi-FiHrotected Scttp/and the Push Button Configuration
(PBC) method, you can add it to,the neiwork by PBC with the following two methods. Click
PBC, you will see the screen as shown below:

Figure 4-25
Methed One:
Step 1: “‘Wress the WPS/RESET button on the back panel of the modem router for about 2
seconds or click Start WPS button in Figure 4-25.
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©3

POWER  ONioFF \ WPS/
RESET,

Step 2: Press and hold the WPS button of the adapter directly for 2 or 3 seconds.

-~ T
/ H

Step 3: Wait for a while until the next screen appears. Click Finish to compleievthe WPS

configuration.

The-\WRS Configuration Screen of Wireless Adapter

Method Two:
Step-t~ Pressthe \WPS/RESET button on the back panel of the modem router for about 2
econds or click Start WPS button in Figure 4-25.

WPS/
RESET J
g

L L L ]

ADSL

ONJ/OFF
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Step 2: For the configuration of the wireless adapter, please choose “Push the button on

my access point” in the configuration utility of the WPS as below, and click Next.

The WPS Configuration Screen of Wjretess Adapter

Step 3: Wait for a while until the next screen appears:Click Finish to complete the WPS

configuration.

The WPS Configuration Screen of Wireless Adapter
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2) PIN code
If the wireless adapter supports Wi-Fi Protected Setup and the PIN method, you can add it to
the network by PIN with the following two methods. Click PIN code, you will see the screen as
shown below.

Figure 4-26
Method One: Enter the PIN into my modem router.
Step 1: For the configuration of the wireless adapter, pledse ‘choese “Enter a PIN into my
access point or a registrar” in the configuration tthiy ofhhe WPS, and get the PIN

code on the screen as below, then click Next

The WPS Configuration Screen of Wireless Adapter
Step 2: For the modem router, keep PIN code selected and enter the PIN code of the
wireless adapter in the field after enrollee PIN code as shown below. Then click
Start WPS.
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Figure 4-27
Method Two: Enter the PIN from my modem router
Step 1. Getthe Current PIN code of the modem router from AP self PIN codg in Figiwe 427
(each modem router has its unique PIN code. Here takes the P/ixcote 2345670 of
this modem router for example).
Step 2: For the configuration of the wireless adapter, pleasc> chadse “Entera PIN from my
access point” in the configuration utility of the WP3 a3 betew,/and enter the PIN

code of the modem router into the field after “Aecess\Point PIN”. Then click Next.

The WPS Configuration Screen of Wireless Adapter
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& Note:

The default PIN code of the modem router can be found in its label or the WPS configuration

screen as Figure 4-27.

e SSID: Wireless network name shared among all points in a wireless network. The SSID
must be identical for all devices in the wireless network. It is case-sensitive and must not
exceed 32 characters (use any of the characters on the keyboard). Make sure this setting
is the same for all stations in your wireless network. Type the desired SSID in the space
provided.

e Authentication Type: Select an authentication type from the drop-down list, which
allows you to configure security features of the wireless LAN interface. Options-availtole
are: Disabled, WEP-64Bits, WEP-128Bits, WPA-PSK, WPA2-PSK, andWPA-PSK|
WPA2-PSK.

> WDS Settings: Select On/Off to enable/disable WDS. With this function enabled, #= madem
router can bridge two or more WLANS.

e MAC Address: Enter the MAC Address you wish to bridge in the\field

> Wireless MAC Address Filter: Wireless access can be filigred\by Nsing\the MAC addresses
of the wireless devices transmitting within your network’s RAIUS

e Active: If you wish to filter users by MAC Address;iseles*Acivated”, and “Deactived” for
don't.

e Action: To filter wireless users by/ AL Address,)delect “Allow Association” or “Deny
Association” the follow Wireless LAN station(s) assaciation.

¢ MAC Address: Enter the MAC Addres>wouvish to filter in the field.

& Note:

For most users, it is recommended\ton)se the default Wireless LAN Performance settings. Any
changes made to théce settings—wa) adversely affect your wireless network. Under certain
circumstances, changes Kay benefit performance. Carefully consider and evaluate any changes
to these wireless g»ttings.

4.3.4 HRD

IPYGtunielig’a kind of transition mechanism to enable IPv6-only hosts to reach IPv4 services and
0 a/law isolaiad IPv6 hosts and networks to reach each-other over IPv4-only infrastructure before
IPv6 cempletely supplants IPv4. It is a temporary solution for networks that do not support native

dual-stack, where both IPv6 and IPv4 run independently.

As a type of IPv6 tunnel, 6RD is used in the situation that your WAN connection is IPv4 while LAN
connection is IPv6. Choose “Interface Setup—Wireless” menu,and you will see the screen as
shown in Figure 4-28.
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Quick Advanced Access Maintenance Status Hel
Interface Start Setup Management ) P
GRD Enable : Enable '@ Disable
&rd IPvS Prefix :
IPv4 Mask Length :
S8R0 Border Relay IPv4Addr :
&rd Prefix Delegation : c0ad;1464:./64
Use PYC | PVCD
SAWVE || CANCEL
N £ e “C
Figure 4-28
» 6rd IPv6 Prefix: The prefix of the 6RD tunnel.
» IPv4 Mask Length: The length of the IPv4 mask.
» 6RD Border Relay IPv4 Address: The IPv4 address of the border relay kguter 0f/6RD tunnel.
» Use PVC: Select the PVC from the the drop-down list.
& Note:

To enable the function, there should not have any IPvE /AN xdqanections.

4.4 Advanced Setup

Choose “Advanced Setup”, you can|see the nexistbmenus:

Chuick Interface <\\\ Access

Start Setup N \ Manmsgément
\\\ N
NN e ‘

Figure 4-29

Maintenance  Status Help

Click any of them, and you wii| ke able to configure the corresponding function.

4.4.1 Fiepall

Chtgse Adyanced Setup—Firewall” menu, and you will see the next screen (shown in Figure
).

A3
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Quick Interface Access
Advanced Start Setup Management

2D

Maintenance Status Help

Firewall

Firewall: @ Enabled Dizabled
(WARNING: If you enabled Firewall, the modem can block such attack:Denial of Service,
SY'N Flooding, Ping of Death, TearDrop...etc)
SR Enabled @ Disabled

(WARNING: If you enabled SPI, all traffics initiated from WAN would be blocked, including
DMZ, Virtual Server, and ACL WAN side. )

u
P

Figure 4-30
» Firewall: Select this option can automatically detect and block Denial of Seryice (DaS)
attacks, such as Ping of Death, SYN Flood, Port Scan and Land Attack.

» SPI: If you enable SPI, all traffics initiated from WAN would be blocked, inetuding RMZ,\irtual
Server, and ACL WAN side.

4.4.2 Routing

Choose “Advanced Setup—Routing” menu, and you will see the xouting information in the next
screen (shown in Figure 4-31).

Quick Interface Krcads .
Maintenance Status Help
Advanced Start Setup Mg rfagems\t
s | w1 oN)
| D
Routing Table List
# Deg™NP Mask Gateway IP Metric Device Use Edit Drop
1 KOENN T—2f —  192.168.1.1 1 enetd 1237
2 deant N\ \| 0 Node5 2 Idle 74
\ \)
N\ ADD ROUTE
Figure 4-31

Click ADD ROUTE button to.aed a new route in the next screen (shown in Figure 4-32).

-/

Destination IP Address : 0.0.0.0
IP Subnet Mask : 0.0.0.0
Gateway IP Address : @ 0.0.0.0 PVCD -
Metric : 0

Announcedin RIP . Yes -

; | savE | | DELETE | | BACK | | CANCEL

Figure 4-32
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» Destination IP Address: This parameter specifies the IP network address of the final
destination.

> |IP Subnet Mask: Enter the subnet mask for this destination.

» Gateway IP Address: Enter the IP address of the gateway. The gateway is an immediate
neighbor of your ADSL modem router that will forward the packet to the destination. On the
LAN, the gateway must be a router on the same segment as your Router; over Internet (WAN),
the gateway must be the IP address of one of the remote nodes.

» Metric: Metric represents the "cost" of transmission for routing purposes. IP Routing uses hop
count as the measurement of cost, with a minimum of 1 for directly connected networks. Eier
a number that approximates the cost for this link. The number need not to be precis¢\but/iy
must between 1 and 15. In practice, 2 or 3 is usually a good number.

» Announced in RIP: This parameter determines if the ADSL router will incliutle the route to
this remote node in its RIP broadcasts. If set to Yes, the route to this/femgteiade will be
propagated to other hosts through RIP broadcasts. If No, this route\s.kept grivate and is not
included in RIP broadcasts.

4.4.3 NAT

Choose “Advanced Setup—NAT" menu, you can set up e NAT {Newvork Address Translation)
function for the modem router (shown in Figure 4-33).

. [
Quick Interface Broes .
Advanced Start Setup \ & Mahagement Maintenance Status Help
(\ \_,//
N A

Wirtuah Ciecuitys, RYCO -
TETSials Ablsated

{/nmber 0T s 1@ Single () Multiple

Q omz

Q virtual Server

Rel

Figure 4-33
» Virtual Circuit: Enter Virtual Circuit Index that you plan to setup for the NAT function.

» NAT Status: This field shows the current status of the NAT function for the current VC. You
can go to the previous screen (shown in Figure 4-6) to activate the function.
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» Number of IPs: This field is to specify how many IPs are provided by your ISP for current VC.
It can be single IP or multiple IPs. We select Multiple to explain.

& Note:

For VCs with single IP, they share the same DMZ and Virtual servers; for VCs with multiple IPs,
each VC can set DMZ and Virtual servers. Furthermore, for VCs with multiple IPs, they can define
the Address Mapping rules; for VCs with single IP, since they have only one IP, there is no need to
individually define the Address Mapping rule.

4431 DMZ

Choose “Advanced Setup—NAT—DMZ" in Figure 4-33, you can configure the DMZ\hostin“ths
next screen. A DMZ (demilitarized zone) is a host between a private local network and {hAe-outside
public network. It prevents outside users from getting direct access to a server that fias company
data. Users of the public network outside the company can access to the DMZ hast:

DWZ setting for : Single IP Account
DMZ : @) Enabled () Dizglat
DMZ Host IP Address : 192.168.1.100 \

N
SAVF (BRK

Rigure 4-34
» DMZ Host IP Address: Enter thespecifiech\lP Address for DMZ host on the LAN side.

4.4.3.2 Virtual Server

Choose “Advanced Setup—NAT—Wrtual Server” in Figure 4-33, you can configure the Virtual
Server in the next screen:

The Virtual Server is the servergr server(s) behind NAT (on the LAN), for example, Web server or
FTP server, thatyou can maka visible to the outside world even though NAT makes your whole
inside network appea(as @’single machine to the outside world.
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Virtual Server

Virtual Server for : Single IP Account
Rule Index : 3
Application © FTP FTP -
Protocol © ALL -
Start Port Number @ 21
End Port Number : 21
Local IP Address © 182.168.1.102

Virtual Server Listing

Rule Application Protocol Start Port End Port Local IP Address
1 FTP ALL 21 21 192.168.1.100
2 HTTP_Server ALL 80 80 182.168.1.101 !
Figure 4-35

» Rule Index: The Virtual server rule index for this VC. You can specify 12 rules inzrpaxirbum.
All the VCs with single IP will use the same Virtual Server rules.

> Application: The Virtual servers can be used for setting up public serviceson your LAN.
» Protocol: The protocol used for this application.

» Start & End port number: Enter the specific Start and End®Portnumber you want to forward.
If it is one port only, you can enter the End port number the.Same as Start port number. For
example, if you want to set the FTP Virtual server, you canset tha.start and end port number
to 21.

> Local IP Address: Enter the IP Addressforre Wixtual Sarver in LAN side.
» Virtual Server Listing: This displays the‘\information about the Virtual Servers you establish.
To add avirtual server entry:

Step 1: Select the “Virtual Cikcuit andrselect-“Virtual Server”.

&~ Note:
For VCs with single IP, seicst Siigle; For VCs with multiple IPs, select Multiple for the option.
Step 2: Select the\Rule index for the rule as shown in Figure 4-35.

Step 37 /Select the/application you want from drop-down list, then the protocol and port number
will'lze added to the corresponding field automatically, you only need to configure the IP
address for the virtual server; If the application list does not contain the service that you
want, please configure the Port number, IP Address and Protocol manually.

Step 4: After that, click SAVE to make the entry take effect.
Other operations for the entries as shown in Figure 4-35:

Enter the index of assigned entry, and click the DELETE button to delete the entry.
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Click the BACK button to return to the previous screen.

Click the CANCEL button to cancel the configuration which is made just now.

4.4.3.3 IP Address Mapping

Select Multiple for numbers of IPs in Figure 4-33, and choose “Advanced Setup—NAT—IP
Address Mapping(for Multiple IP Service)”. You can configure the Address Mapping Rule in the
next screen. The IP Address Mapping is for those VCs that configured with multiple IPs. The IP
Address Mapping rule is per-VC based (only for Multiple IPs' VCs).

l
IP Addres= Mapping |

Address Mapping Rule : PVCO
Rule Index : 1 |

Rule Type : Many-to-One -
Local Start 1P © 0.0.0.0 (for all local IPs, enter 0.0.0.0 for Start IP)
Local End IP : | 255.255.255.255 (for all local IPs, enter 255 255 255 255 fofChy IP)
Public Start IP: 0.0.0.0 (0.0.0.0 for modem's WAN IP}
Public End IP :
Address Mapping List
Rule Type Local Start IP Local End IP ( Puhlic StartIP )\ Bublic End IP
1 M-1 0.0.0.0 255255255755 ) ¢ DN D~/
Figure 4-36

» Rule Index: Select the Virtual server rule index forthis VCy YOu can specify 8 rules in
maximum.

» Rule Type: There are four types: one-fo-one, Many-t0/One, Many-to-Many Overload and
Many-to-Many No-overload.

» Local Start & End IP: Enter the (local IP Address you plan to map to. Local Start IP is the
starting local IP address and\_agal End.IP is the ending local IP address. If the rule is for all
local IPs, then the Start IP is.9.0.0.9 and the End IP is 255.255.255.255.

» Public Start & EARdNIP Eatertihe public IP Address you want to do NAT. Public Start IP is the
starting public IP addass ahd Public End IP is the ending public IP address. If you have a
dynamic IP, enter 0.0.0.0-as the Public Start IP.

» Addres>Mapring Mist: This displays the information about the Mapping addresses.
Togddamapping rule:

Step: Select the “Virtual Circuit” and Multiple for the “Number of IPs”. Then select the tab IP
Address Mapping (shown in Figure 4-33).

&~ Note:
IP Address Mapping is only available for VCs with Multiple IPs.

Step 2: Select the Rule index for the rule as shown in Figure 4-36.
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Step 3: Select the rule type you want from the drop-down list.

Step 4: Enter the local and public IP addresses in the corresponding fields.

Step 5: After that, click SAVE to make the entry take effect.

Other operations for the entries as shown in Figure 4-36:

Select the index of assigned entry, and click the DELETE button to delete the entry.
Click the BACK button to return to the previous screen.

Click the CANCEL button to cancel the configuration which is made just now.

4.44 QoS

Choose “Advanced Setup—QoS”, you can configure the QoS in the next screen, QoS Kelpsyo
prioritize data as it enters your modem router. By attaching special identification mcrks orheaders
to incoming packets, QoS determines which queue the packets enter, bas¢uor prigrity. This is
useful when you want to give certain types of data higher priority, such &%’ giving voice data
packets higher priority than Web data packets. This option willgovide (betteservice of selected
network traffic over various technologies.
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Figure 4-37
IP Version: Selact youDIP version.

Q03: Selactiinis option to Activate/Deactivate the IP QoS on different types (IP ToS and
Diftgeriy.

Summary: Click the button to view the configurations of QoS.

RulevConfigure the rules for QoS. If the traffic complies with the rule, then the modem router
will take the corresponding action to deal with it.

e Rule Index: Select the index for the rule you want to configure.

e Active: Activate the rule. The rule can take effect only when it is activated.
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Application: Select the application that the rule aimed at.
Physical Ports: Select the port whose traffic flow are controlled by the rule.

Destination MAC & IP & Mask & Port Range: Enter the IP information about the
Destination host for the rule.

Source MAC & IP & Mask & Port Range: Enter the IP information about the Source
host for the rule.

Protocol ID: Select one among TCP/UDP, TCP, UDP or ICMP protocols for the
application.

Vlan ID Range: Enter the Vlan range, and the rule will be effective to the selected \lang,

IPP/DS Field: Select the type of the action to assign the priority.

When you select IPP/TOS, you can assign the priority via IP information. IP_Q0S fuhction is

intended to deliver guaranteed as well as differentiated Internet setvices( by’ giving network

resource and usage control to the Network operator.

IP Precedence Range: Enter the IP precedence range that tha.molem router takes to
differentiate the traffic.

Type of Service: Select the type of service that the\modem router takes to deal with the
traffic.

802.1p: Select the priority range fof the rule.

When you select DSCP, you can assign the phgrity vie/DHCP (the header of IP group). It maps the

IP group into corresponding service ¢lass.

DSCP Range: Enterile DSCP rangeto differentiate the traffic.

802.1p: Select thespilorinsrangedor the rule.

» Action: Configure the actie\that the modem router takes to deal with the traffic which accord

with the rule:

IPP/IDS Fields S€léct the type for the action.

IP Précedence Remarking: Select the number to remark the priority for IP precedence.
Typewof Service Remarking: Select the type to remark the service.

DSCP Remarking: Enter the number to remark the DSCP priority.

802.1p Remarking: Select the type to remark the 802.1p priority.

Queue: Select the priority type for the action.
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445 VLAN
Choose “Advanced Setup—VLAN", you can activate the VLAN function in the next screen.

Virtual LAN (VLAN) is a group of devices on one or more LANSs that are configured so that they
can communicate as if they were attached to the same LAN. Because VLANs are based on logical
instead of physical connections, it is very flexible for user/host management, bandwidth allocation
and resource optimization. There are two types of VLAN as follows:

Port-Based VLAN: Each physical switch port is configured with an access list specifyir
membership in a set of VLANS.

ATM VLAN: Using LAN Emulation (LANE) protocol to map Ethernet packets into ATM-\eells\and
deliver them to their destination by converting an Ethernet MAC address into an ATM address.

Quick Interface Access
Advanced Start Setup Management

I > 2

VLAN N— N

Maintenance s 1Ap

WLAN Function : @) Activated ) Deactivated
@ Define VLAN Group

o Assign VLAN PVID for eaf" lnterfas

I £\ )

Fioure 4-38

1) Define VLAN Group

Click Define VLAN Group in Figue4-38ou can define VLAN groups in the next screen (shown
in Figure 4-39).
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VLAN Group Setting

VLAN Index: 1 -

Active . @) ves No

WLANID : 1 (Decimal)
Tagged
ATM WVCs : 71 7 = = @ A
Port #
0|1/ 2 3|4 5|67
Tagged
Ethernet :
Port # v | oA )|
12 3 4 |
Tagged |
Wireless LAN 7 |
Port #
1
MLAN Group Summary
Group Active 1] VLAN Group Ports VLAINT 20 ged(Forts
1 Yes 1 e4,63,62,61,w1,p0,p1,02,03,04,05,06,07 N\ —/
p.pvc, eethernet, and wowlan
>/
| sAVE || DELETE || canceL | wa;g&

Figure 4-39
» VLAN Index: Select the VLAN index for this VC./Youeaq specify 8 groups in maximum.

» VLAN ID: This indicates the VLAN group|.

» ATM VCs: Select the ATM VCs a5 members.of VL. AN, and if you leave the Tagged blank, the
tag in frames will be deleted when|transmitted from the VC.

> Ethernet: Select the Ethex(et port|as a+ember of VLAN.

» Wireless LAN: Selecithe wirelassM_AN port as a member of VLAN, and if you leave the
Tagged blank, the tatinitames will be deleted when transmitted from the port.

» VLAN Group . Summary>xThis displays the information about the VLAN Groups.

2) AssiGn MLANRVIDfof each Interface
Click<Assign/ VLAN PVID for each Interface in Figure 4-38, you can assign the PVID for each
inteffaceN( the next screen (shown in Figure 4-40).
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PVID Assign

ATHMWC #0
W #1

WC#3
WC#4
WC#S
WL #5
WC#ET

Ethernet Port #1

Port #2 :
Port #3
Port #4

Wireless LAN

CPIDA
C Ao
WL #2

CPIDA

s PVID

PID 1
I
I
I 1
PID 1
I

I 1
I
I 1

SAVE 2\% EB\UL\J
AN

Figure 4-40

» PVID: Each physical port has a default VID called RMIB (Port VID). PVID is assigned to
untagged frames or priority tagged framg g (frames with null (0) VID) received on this port.

4.4.6 ADSL

Choose “Advanced Setup—ADSL.”, |you can select the ADSL Type and ADSL Mode in the next
screen. The ADSL feature car he“selected—~when you meet the physical connection problem.

Please check the proper&eitings with yoUs Internet service provider.
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Quick Interface Access

Advanced Start Setup Management Maintenance Status Help

=N

ADSL Mode : Auto Sync-Up -
ADSL Type : ANNEX AJVLIN -

| Bitzwap Enable
| SRA Enable

— AN

Figure 4-41

» ADSL Mode: Select the ADSL operation mode which your ADSL €dane(tion uses:

» ADSL Type: Select the ADSL operation type which your ADSL confectdn uses.

4.5 Access Management

Choose “Access Management”, you can see the next submgnus:

Cuick Interface Aadvanced cro=s “ -
- - - : My intenance Status Hel
Start Setup Setup /\< = etiatit P
4 A L j>
Figure 4-42

Click any of them, and you wilibe ab'e fo-ecafigure the corresponding function.

451 ACL

Choose “Access Manageiiient~->ACL", you can see the next screen (shown in Figure 4-43). You
can specify the cli=nt to access the ADSL modem router once setting his IP as a Secure IP
Address through seleci=d 2pplications.
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Quick Interface Advanced )
Access Start Setup Setup Maintenance  Status Help
Management ©
ACLIP Version
IPVersion : @) |py4 IPyS
Access Control Setup
ACL: @ Activated () Deactivated
Access Control Editing
ACL Rule Index: 1 - |
Active . @) yes Mo
Secure IP Address : 0.0.0.0 ~ 0000 {0.0.0.0 ~ 0.0.0.0 means all<Cy) J
Application : ALL - |
Interface : LAN -
Access Control Listing
Index Active Secure IP Address Application Agterface
1 Yes 0.0.0.0-0.0.0.0 ALL IR
N
L Z

Figure 4-43
» IP Version: Select your IP version.

If you select IPv4 as IP version, you will see the screen showh beloyy,

ACL IP Version

IPVersion : @ e (=3

Access Control Setup

L : @ Activated (O Deactivated
Access Control Editing
AL Rulewdex: 1 0w
Actives @ ves (0 No
Seclreiiiredg ¢ 0.0.0.0 ~ 0.0.00 (0.0.0.0 ~ 0.0.0.0 means all IPs)

Application : ALL

interface : LAN -
Access Control Listig o

Index Active Secure IP Address Application Interface

1 fes 0.0.0.0-0.0.0.0 ALL LAN
Figure 4-44

> ACL: If Activated, the IP addresses which are contained in the Access Control List can
access to the modem router. If Deactivated, all IP addresses can access to the modem
router.

» ACL Rule Index: Select the ACL rule index for the entry.

> Active: Enable the ACL rule.
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>

>

Secure IP Address: Select the IP addresses which are permitted to access to the modem
router remotely. With the default IP 0.0.0.0, any client would be allowed to remotely access
the ADSL modem router.

Application: Select the application for the ACL rule, and then you can access the modem
router through it.

Interface: Select the interface for access: LAN, WAN or Both.

Access Control of Listing: This displays the information about the ACL Rules.

If you select IPv6 as IP version, you will see the screen shown below.

IPvE Access Control Setup

PvE Access Control Editing

ACL IP Version

IP Version : IPyd @ |PyS |

IPvE ACL : @) Activated () Deactivated

IPvG ACL Rule Index : 1
Active © @ ves Nao
Secure IPvE Address © . 0 N (::/0 means all IPs)
Application : ALL -

Interface : LAN
IPvG Access Control

Listing Ny N\ N\
Index Active Secure IPvE Addrass : Application Interface
1 Yes [A~S NN | AL LAN
Rigure 4-45
» |IPv6 ACL: If Activated, the IPvf| addresses.whic/i are contained in the Access Control List
can access to the modem router If Deactivated, all IP addresses can access to the modem
router.
» IPv6 ACL Rule Index~Selectthe ACSL rule index for the entry.
» Active: Enable the ACL\Me.
» Secure IPVGNAddress: Select the IPv6 addresses which are permitted to access to the
modem router rgrotely
> Appiicaiiony z€leci‘the application for the IPv6 ACL rule, and then you can access the
medemfguter through it.
»\_lnterfaces Select the interface for access: LAN, WAN or Both.
» IPvgAccess Control of Listing: This displays the information about the IPv6 ACL Rules.
4.5.2 Filter

Choose “Access Management—Filter”, you can see the Filter screen (the default is IP/MAC

Filter screen shown in Figure 4-46 ). The filtering feature includes IP/MAC Filter, Application Filter,
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and URL Filter. The feature makes it possible for administrators to control user's access to the

Internet, protect the networks.

45.2.1 IP Filter

Select IP/MAC Filter as the Filter type, and select IP as the Rule type (shown in Figure 4-46), then
you can configure the filter rules based on IP address. The filtering includes Outgoing and

Incoming, the detailed descriptions are provided below.

Access
Management

Fiiter Typs

IP | MAC Fiiter 3ot Editing

IP | MAC Filber Ruls Editing

IP | MAC Fiiter Listing

¢

[P TR AR |
7/ S

/' /

Cuick Interface Adwanced
Start Setup Setup

Maintenance

e

Fiker Type Sekection -

POMACFIRErS2tinge - {1 -
merace . pyoo W

Cirection - gom -

P/MACFIRIRukE NG |

ACihe Yes (@ Mo

‘Source P Address [Q2odaeahs, QT care)
Suonet Mask (
Port Mumber - 0 ~Ameans, DNt cang)
Destinztion P Address \ )\ '_\ L0 mecares Dot cane
Subnet MpEk N\
Por Mok - 0 LT o carg)
i | Tea -

FoNE NemEN o= - Forwand -

3P | RS N et T 1 - Intertacs -
NMtive N\ $rc AddressMash Dest IPIMask src Port
NN - -

N\
\/

NN

[ savE|[ DELETE || camcEL |

Dt Port

Status

Diraction

Protocol

Helr:|

|
|

Unmatched

Figure 4-46

» Filte[\Type Selection: Select the filter type for the configuration below.

» IP/MAC Filter Set Index: Select the Set index for the IP Filter entry. This index can match
with six IP / MAC Filter Rule Indexes.

» Interface: Select the interface for the entry.
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&= Note:

If select PVCO~PVCY7 as an interface, the filter will match the IP traffic of WAN port with specified
IPs (Source IP Address and Destination IP Address). If select LAN as an interface, the filter will
match the IP traffic of LAN port with specified IPs.

» Direction: Select the direction for this IP Filter rule. There are three filtering directions: Both,
Incoming, Outgoing.
& Note:

Incoming means that IP traffic which is coming into the modem router, and the Outgoing mezis
that IP traffic which is going out the modem router.

» IP/MAC Filter Rule Index: Select the Rule index for the IP Filter entry.

&= Note:

You should set the IP/MAC Filter Set Index and IP/MAC Filter Rule Inaex togelaer)id appoint the
address (shown in the Filter List) for the IP Filter rule. For exampla, (1,(4), it\earns-the rule will be
shown in the row 2 IP/MAC Filter Set Index 1.

» Rule Type: For IP Filter, please select IP here.
» Active: Select “Yes” to make the rule to take effect

» Source IP Address: Enter the source IP adaress\{dr the)rule. You can enter 0.0.0.0; it means
that all IP addresses are controlled by the rule.

e

» Destination IP Address: Enter the destinatiocnt2-address for the rule. You can enter 0.0.0.0,

which means that all IP addrCsses|are controlled by the rule. The set of Subnet Mask and Port
Number are same as Source IPAddress.

> Subnet Mask: Enterite-Subnetl Mask for the rule.

> Port Number: Entert= PohNumber for the rule. You can enter 0, which means that all ports
are controlled hy the rule;

» ProtOcok Selett theprotocol: TCP, UDP or ICMP for the filter rule.

> /RuleUrnmatched: If the current rule can not match, and you select Forward, the modem
routeryill skip the rule and transmit directly. If you select Next, the modem router will find the
next filteryule (show in Filter list) to match.

» IP/IMAC Filter Listing: This displays the information about the IP Filter rules.
To add an IP Address filtering entry:

For example: If you desire to block E-mail received and sent by the IP address 192.168.1.7 on
your local network; And wish to make the PCs with IP address 192.168.1.8 unable to visit the
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website of IP address 202.96.134.12, while other PCs have no limit. You can configure the rules
as follows. Presume the rules are both aimed at the interface PVCO, and their indexes are (1, 1),

(1, 2) and (1, 3).

Step 1. Select the “IP/MAC Filter” as the Filter Type Selection (show in Figure 4-46).

Fiter Type Selection : [P/ MAC Filter

-

Select the “IP” as the Rule Type on the Filter screen, then you can configure the specific

rule for the example.

Rule Type . P -
Step 2: Select the IP/IMAC Filter Set Index and IP/MAC Filter Rule Index for the rdle)then
select the Interface “PVCO0”, and select the Direction “Both” for the first rule
IP/MAC Fitter Setindex : 1
Interface . PWCD -
Direction : Both -
IP/WAC Fitter Rule Index : 1
Rule Type : IP -
Active . @ ves Mo
&= Note:

If you want to make the rule take effeet, please select ¥¢s to active the rule.

Step 3: Enter the “Source IP Address”, “Destination IP Address”, “Subnet Mask” and “Port

Number” in the correspanuing|fiete.

Source [IRAddraea
SubnetN3sk
Port Numbes

L 2gtinatid i JIP 870658 :
Subnet Mazk :
Port Number :

Protocol :

| Rule Unmatched :

TTERIEE NT

(0.0.0.0 means Don't care)

NES5.255.255.255)

0 {0 means Don't care)

0.0.0.0 (0.0.0.0 means Don't care)
0.0.0.0

25 (0 means Don't care)

TCR -

Mext -

Step 4: Select the Protocol as “TCP” and select the Unmatched rule as “Next”.

Step 5: Finally, click the SAVE to save the entry.
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Step 6: Go to Step 2 to configure the next two rules: Block E-mail received by the IP address
192.168.1.7 on your local network; Make the PC with IP address 192.168.1.8 unable to
visit the website of IP address 202.96.134.12.

& Note:

After you complete the IP filter rules for the example, the Filter list will show as follows. You can
enter the IP / MAC Filter Set Index to view the information about the rule.

Z Active Src Address/Mask Dest IPMask Src Port Dpz?: Protocol Unmatchedd
1921681 77 0.0.0.0/

1| Yes 255 255 255 355 0000 0 5 TCR i“‘m ((
1921681 7/ 0.0.0.0/ AN

2| Yes 255,255 255 255 0.0.0.0 0 1o TCR N "
192.168.1 87 2029613412

IRANN
3| es 255,255 255 255 255 255 255 255 0 0 TCPN,— N "\dj

Other operations for the entries as shown in Figure 4-46:

Select the IP / MAC Filter Set Index and IP/MAC Filter Rule Index to visw ok Modity the entry.
Select the IP / MAC Filter Set Index and IP/MAC Filter Rule Intfex to \acatethe specific rule, and
then click the DELETE button to delete the entry.

4.5.2.2 MAC Filter

Select IP/MAC Filter as the Filter type, and select MAC as the Rule type (shown in Figure 4-47),
and then you can configure the filter rules basgdon MAC address.
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>

T

_ EfEaNs)
SAYE A DELETE [N\ DANCEL)

Access Osl;;?.:‘ Inél:;?pce AdSIUI:tTICIjEd Maintenance Status Help
Management O

Filter

Filter Type

Fitter Type SEIediu

P/ MAC Fitter Setindex : 1
Interface : PVCO
Direction . Both -

IP | MAC Filter Set Editing

IP | MAC Filter Rule Editing

IP/ MAC Fitter Rule Index : 1

Rule Type :

Active . @ yves Mo

WAC Address © 00:00:00:00:00:00

Rule Unmatched : Forward -
IP | MAC Filter Listing

IP/ MAC Filter Setindex 1 - Interface - Tifectio -

# Active Src Address/Mask Dest IP/Mask SroPort E;ii: | Protocol Unmatched
{ \ \ \ N\

1 . . . ‘\ vV 3\ \\ NN 1 . .

2z - - - - - - -
AN \ N\

3 - - - \ - - -

4 - - - - - - -

5 - - - C b ) - - -

5l - _ - 2 _ - _

Figiie 4-47
Rule Type: Select MAC for the MAC Filter ruie-

Active: Select “Yes” to make t=!ruie-0 take effect.
MAC Address: Entér thie-MAG. addiess for the rule.

Rule Unmatched: K the“current rule can not match, and you select Forward, the modem
router will skip.the rule agd transmit directly. If you select Next, the modem router will find the
next filter rule (straw in Filter list) to match.

IPTMAC FilterListing: This displays the information about the MAC Filter rules.

add aWVAC Address filtering entry:

For example! If you want to block the PCs with MAC addresses 00:0A:EB:00:07:BE and
00:0A:EB:00:07:5F to access the Internet, you can configure as follows. Presume the rules are
both aimed at the interface PVCO, and their indexes are (1, 1) and (1, 2).

Step 1. Select the “IP/MAC Filter” as the Filter Type Selection:
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Fitter Type Selection : [P/ MAC Filter

-

Select the “MAC” as the Rule Type on the Filter screen (show in Figure 4-47).

Rule Type . MAC

, Then you can configure the specific rule for the example.

Step 2: Select the IPIMAC Filter Set Index and IP/MAC Filter Rule Index for the rule, then
select the Interface “PVCO0”, and select the Direction “Outgoing” for the first rule.

IP / MAC Filter Set Index : 1

-

Interface :

Direction :

IP# MAC Filter Rule Index :
Rule Type :
Active ;

PCOD -
QOutgoing

1 =
MAC

2 Yes No

& Note:

If you want to make the rule take effect, please select Yes to actiec\thexMle:

Step 3: Enter the “"MAC Address” and select the Rule Unfijatchee as “Wext”.

MAC Address : 00:04:EB:00:07:BE |

Rule Unmatched : MNext -

Step 4: Finally, click the SAVE to save the entry-

Step 5: Go to Step 2 tocconligure_the _next rule: Block the PC with MAC address
00:0A:EB:00:07:5F to actess. the Internet.

& Note:

After you compleicithe MAC 1er rules for the example, the Filter list will show as follows. You can
enter the IP / MAC Fi’er S£Index to view the information about the rule.

e

&/ Setive\Sue Address/Mask Dest IPMask Src Port I;f}f: Protocol Unmatched
Th\res N\ 00 0meb0007 be : : - - Mext
| 2 B 0 O ebe 000751 - - - - Forward

Other operations for the entries as shown in Figure 4-46:
Select the IP / MAC Filter Set Index and IP/MAC Filter Rule Index to view or modify the entry.

Select the IP / MAC Filter Set Index and IP/MAC Filter Rule Index to locate the specific rule, and
then click the DELETE button to delete the entry.
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4.5.2.3 Application Filter

Select Application Filter as the Filter type (shown in Figure 4-48), and then you can configure the

filter rules based on application.

Quick Interface
Access Start Setup
Management O

Filter

Filter Type

Application Filter Editing

Application Filter :

Advanced
Setup

Fitter Type SelectionC Application Fiter

@ Activated Deactivated

Maintenance Status

Help

ICQ : @ Allow ) Deny
MSN : @) Allow ) Deny
YMSG @ Allow ) Deny
Real Audio/\Video © @ allow Deny
SAWVE || CANCEL
a [N
Figure 4-48

> Filter Type Selection: Select the Application Filter for thenaxt configuration.

» Application Filter: Activate or deactivate the fungfien

» ICQ & MSN & YMSG & Real Audio/Vjgeo: SelechAllow or Deny for these applications. If
you select Allow, the modem router will gscept the application; if you select Deny, the modem

router will forbid the application.

4524 URL

Select URL Filter as the Filter type(ssown in Figure 4-49), and then you can configure the filter

rules based on URL.
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Rigure 4-49
> Filter Type Selection: Select the, URL Filt=r for the/next configuration.

> Active: Select “Yes” to make.the rule to take effect.

» URL Index: Select the indexforihe URLFilter entry.

» URL: Enter the URL fo[this URY Kilter.

» URL Filter Listing: Thus.displays the information about the URL Filter rules.
To add a URL filtergntry:

For example; \If yoU watrit to forbid the user to access the website: www.sina.com. Presume the
rulé is aimed at the interface PVCO, and its index is “1”.

Step. ;. Selectthe “URL Filter” as the Filter Type Selection (show in Figure 4-49).

Step 2: ‘Select the Index for the rule, and then enter the website in the URL field.

Step 3: Finally, Select Yes to active the rule, and then click the SAVE to save the entry.
Other operations for the entries as shown in Figure 4-46:

Select the URL Index to view or modify the entry.
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Select the URL Index to locate the specific rule, and then click the DELETE button to delete the
entry.

4.5.3 SNMP

Choose “Access Management—SNMP”, you can see the SNMP screen. The Simple Network
Management Protocol (SNMP) is used for exchanging information between network devices.

Quick Interface Advanced
Access Start Setup Setup

Management O W

SNMP : @ Activated () Deactivated

Maintenance Status Help

Get Community : public
Set Community : public
Trap Host : 0.0.0.0

A

Figure 4-50

» Get Community: Set the password for the incoming (et and\Get next requests from the
management station.

» Set Community: Set the password for inCering Set requests from the management station.

45.4 UPnP

Choose “Access Management—UPnP”, you can configure the UPnP in the screen (shown in
Figure 4-51).

UPNnP (Universal Plug ard Play) is a disitbuted, open networking standard that uses TCP/IP for
simple peer-to-peer network.conneciivity between devices. An UPnP device can dynamically join
a network, obtain an IP addressy, convey its capabilities and learn about other devices on the
network. In turn, & device can2ave a network smoothly and automatically when it is no longer in
use. UPnP-hroadcasts are’only allowed on the LAN.
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Quick Interface Advanced
Access Start Setup Setup

Management ©

Maintenance Status Help

Universal Plug & Play

UPnP : @ Activated () Deactivated

Auto-configured : (@) Activated Deactivated (by UPnP-enabled Application)

D

Figure 4-51
» UPnP: Activate or Deactivate the UPnP function. Only when the function is activated, ‘€an the
UPNP take effect.

» Auto-Configure: If you activate the function, then the UPNnP network \devicaes can
automatically configure network addressing, announce their presence i/ ieyistwork to other
UPNP devices and enable exchange of simple product and service descrpiions)

4.5.5 DDNS

Choose “Access Management—DDNS", you can configurethe WRNS function in the screen
(shown in Figure 4-52).

The modem router offers a Dynamic Domain Name Systems (DRNS) feature. The feature lets you
use a static host name with a dynamic IP afldress. Uset should type the host name, user name
and password assigned to your ADSL modein router by\your Dynamic DNS provider.

Quick Interfac Advancesd _/
Access Start Setup Setup

Management <\Q\\ \i>5 o

Maintenance Status Help

Dynamic DNS

Dynamic DN5 © () Activated @ Deactivated
SeN(o. Provider : | hitp:// no-ip.com/
tlv Host Name :
Username :
Password :
PAYA

Figure 4-52
Dynamic DNS: Activate the DDNS function or not.

Service Provider: This field displays the service provider of DDNS.

My Host Name: Enter your host name here.

YV V VYV V

Username & Password: Type the “User Name” and “Password” for your DDNS account.
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45.6 CWMP

Choose “Access Management—CWMP”, you can configure the CWMP function in the screen

(shown in Figure 4-53).

The modem router offers CWMP feature. The function supports TR-069 protocol which collects

information, diagnoses the devices and configures the devices automatically via ACS

(Auto-Configuration Server).

Quick Interface Advanced
Access Start Setup Setup
Management

CWMP Setup

CWHNP: Activated @ Deactivated
Login ACS
URL :
User Mame :
Password
Connection Request
Path :

Port :

UserMame :
Password
Periodic Inform
Periodic Inform : Agfiyaied ) DaaNivated
Interval(z) : [. (
I )

Maintenance Status Hex;

Figure 4-53

» CWMP: Select activate thea"CWMHA Tunclion.

» URL: Enter the websiia 0fFACS Whiclris provided by your ISP.

» User Name/Passwoid: Erter the User Name and password to login the ACS server.

> Path: Enter the path that sonnects to the ACS server.

> PoriEnier the porihat connects to the ACS server.

»/ AJse"Name/Password: Enter the User Name and Password that provided the ACS server to

login the modem router.

» Peniodic Inform: Activate or deactivate the function. If Activated, the information will be

informed to ACS server periodically.

> Interval: Enter the interval time here.
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4.6 Maintenance

Choose “Maintenance”, you can see the next submenus:

Quick Interface Advanced Access Status Hel
Start Setup Setup Management P
Figure 4-54

Click any of them, and you will be able to configure the corresponding function.

4.6.1 Administration

Choose “Maintenance—Administration”, you can set new password for admjq (n ije_scieen
(shown in Figure 4-55).

Quick Interface Advanced Access —
terf Help

~

Maintenance Start Setup Setup Management 0 K& \\
N

_pamiistaton (GO

Administrator

Username : admin
New Pazsword :

Caonfirm Password :

Figure 4-55

& Note:

1) There is only one actQurclTatean access Web-Management interface. The default account
is "admin”, and the password is "admin”. Admin has read/write access privilege.

2) When you {hange the“assword, you should enter the new password twice, and then click
SAVE to make\he newnassword take effect.

4.6.2 4ime Zowe

Chaose “Maintenance—Time Zone”, you can configure the system time in the screen (shown in
Figurg™4-56).

The system time is the time used by the device for scheduling services. There are three methods
to configure the time. You can manually set the time or connect to a NTP (Network Time Protocol)
server. If a NTP server is set, you will only need to set the time zone. If you manually set the time,
you may also set Daylight Saving dates and the system time will automatically adjust on those
dates.
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1) NTP Server automatically

Select NTP Server automatically as the Synchronize time, you only need to set the time zone.

Quick Interface Advanced Access
Maintenance Start Setup Setup Management

>

Current Date/Time : 01/01/2000 01:25.18

Status Help

Time Zone

Time Synchronization |

Synchronize time with © @ NTP Server automatically
PC’s Clock
Manualhy . |
Time Zone : (GMT) Greenwich Mean Time : Dublin, Edinburgh, Lizbon, London

Daylight Saving : Enabled '@ Disabled

NTP Server Address © 0.0.0.0 (0.0.0.0: Defautt Value)
I EnE=s @A
Figure 4-56

& Note:

The ADSL modem router built-in some NTP Servers, wh&n theumoaém router connects to the
Internet, the modem router will get the system time a(weiiatieally from the NTP Server. You can
also configure the NTP Server address manuyz].y-and \Nen the\modem router will get the time from
the specific Server firstly.

2) PC’'s Clock

Select PC’s Clock as the Synchrghize time, you don’t need to set any items.

Correnl DatedTive : U6/28/2014 20:51:10
Time Synchronization
Sy Mronize Yime with NTP Server automatically
Manualhy
Date : ! ! (Month/DateM ear)
Time : : : (hour:min:z&c)
.“ SAVE || CANCEL
Figure 4-57

3) Manually

Select Manually as the Synchronize time, you need to set the date and time corresponding to the
current time.
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Time Zone

Current DatedTime : 06/25/2014 20:51:58

Time Synchronization

Synchronize time with : NTP Server automatically

PC's Clock

@ Manually

Date : & | 26 | 2014 (Month/Datelvear)

Time : 20 - 51 - 56 {hour:min:sec)

I [save] conce | A

Figure 4-58

4.6.3 Firmware

Choose “Maintenance—Firmware”, you can upgrade the firmware of the modem rouer insthe
screen (shown in Figure 4-59). Make sure the firmware or romfile you want to usg/is o(\the !dzal
hard drive of the computer. Click Browse to find the local hard drive and locate tke\firmware or
romfile to be used for upgrade.

Quick Interface Advanced Access

b /-. Status Help
Maintenance Start Setup Setup Management \Q N
REENIR 2N —
A N \

Firmware/Romfile Upgrade

Current Firmware Version - 3.0.0 Build 150717 Rg#Z 21
New Firmware Location - [ ( N\ [Brrse-.

New Romfile Location g "\ ) [ Browse.. |
ROMFILE SAVE |

Romfile Backup -

Status -
D It might take_=Pwera miAutes, don't power off it during upgrading. Device will restart after the
upgrade.

Figure 4-59

To upgrade the.modem routersfirmware, follow these instructions below:

Step 1. Type the path and file name of the update file into the “New Firmware Location” field. Or
Chelthe BTawsEHutton to locate the update file.

Stey 2\ CSlick'the UPGRADE button.

@& Wnte:

1) When you upgrade the modem router's firmware, you may lose its current configurations, so
please back up the modem router’s current settings before you upgrade its firmware.

2) Do not turn off the modem router or press the Reset button while the firmware is being
upgraded.
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3) The modem router will reboot after the upgrading has been finished.
To back up the modem router’s current settings:

Step 1: Click the ROMFILE SAVE button (shown in Figure 4-59), click Save button in the next
screen (shown in Figure 4-60) to proceed.

Figure 4-60

Step 2: Save the file as the appointed file (shown in Flgur&4~Q4).

TD-W8901N

Figure 4-61
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To restore the modem router’s settings:

Step 1: Click the Browse button to locate the update file for the device, or enter the exact path in
“New Romfile Location” field.

Step 2: Click the UPGRADE button to complete.

4.6.4 SysRestart

Choose “Maintenance—SysRestart”, you can select to restart the device with current settings or
restore to factory default settings in the screen (shown in Figure 4-62).

Quick Interface  Advanced Access Status L&in ;
Maintenance Start Setup Setup Management &

o YA

System Restart

System Restart with © @ Current Settings
Factory Default Settings

¢ O

Figure 4-62

4.6.5 Diagnostics

Choose “Maintenance—Diagnostics”, you fanmview\the test results for the connectivity of the
physical layer and protocol layer for both LAN and WAN ‘sides’in the screen (shown in Figure 4-63).
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Quick Interface Advanced Access

Maintenance Start Setup Setup Management Status Help

Co=D

Diagnostic Test

Virtual Circut; FVCO -
== Testing Ethernet LAN connection ... PASS
== Testing ADSL Synchronization . FAIL
== Testing ATM OAM =egment ping .. SKIPPED
== Testing ATM OAM end to end ping ... SKIPPED
== Testing ATM OAM F4 =egment ping ... SKIPPED ’
== Testing ATM OAM F4 end to end ping ... SKIPPED
== Ping Primary Domain Mame Server . SKIPPED |
== Ping www yahoo.com ... SKIPPED ‘
Ping Tool
IP Address/Domain Name: |Ping|
- Info - 7T

I . \J

Eigure 4-63

4.7 Help

Choose “Help”, you can vieyxthe help information for configuration of any function.
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Cuick Interface Advanced Access

ﬂ - . Maintenance Status
Start Setup Setup Management Hatiitetane

Quick Start

Cuick Start

Interface Setup

Internet Settings

LAN Settings

Wireless LAN Settings
Advanced Setup
Firewall
Routing
NAT
QoS
VLAN
ADSL

Access Management

ACL

IP Filter
SNMP
UPnP
DDNS
CWHMP

Maintenance

Administration
Time Zone
Firmwags=
SysH: Aart
Diagygstics

00000 000000 000000 000 o

Device Info
System Log
T Statistics

S=\)»

-

-

Figure 4-64

& Note:

Click thetabyand yaunil )€ able to get the corresponding information.
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Appendix A: Specifications

General

Standards and Protocols

ANSI T1.413, ITU G.992.1, ITU G.992.2, ITU G.992.3, ITU G.992.5,
IEEE 802.11b, IEEE 802.11g, IEEE 802.11n, IEEE 802.3, IEEE
802.3u, TCP/IP, PPPOA, PPPoE, SNTP, HTTP, DHCP, ICMP, NAT

Safety & Emission

FCC, CE

Ports

Four 10/100M Auto-Negotiation RJ45 ports (Auto MDI/MDIX)
One RJ11 port

LEDs

O (Power), P (ADSL), © (Internet), @ (WLAN), B wWPS),
Y (LAN1-4)

Network Medium

10Base-T: UTP category 3, 4, 5 cable
100Base-TX: UTP category-5
Max line length: 6.5Km

Data Rates

Downstream: Up to 24Mbps
Upstream: Up to 2.5Mbps (With Annex M ¢nableg>

System Requirement

Internet Explorer 5.0 or later, Netscapé Navigalor ’,:O or later
Win 9x/ ME/ 2000/ XP/ Vista/ 7/ 8

Physical and Environment

A

Working Temperature 0C~407C
Working Humidity 10% ~ 90% RH (non-condensing)
Storage Temperature -40°C ~70C

Storage Humidity

5% ~ 90% RH (non-ceadensing)
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Appendix B: Troubleshooting

T1.

How do | restore my Modem Router’'s configuration to its factory default

settings?

With the modem router powered on, press and hold the RESET button on the rear panel for 8 to
10 seconds before releasing it.

& Note:

Once the modem router is reset, the current configuration settings will be lost and you will neef e
re-configure the modem router.

T2. What can | do if | don’t know or forget my password?

1) Restore the modem router’'s configuration to its factory default settings. If yourdan't Know how
to do that, please refer to T1.

2) Use the default user name and password: admin, admin.

3) Try to configure your modem router once again by followint the.nsiructioys,in 3.2 Login.

T3. What can I do if | cannot access the web-based con{iguiation page?

1. Configure your computer’'s IP Address.

For Mac OS X

1) Click the Apple icon on the upper left cocher of the screen.

2) Goto “System Preferences -> Network”.

3) Select Airport on the left.menu bar-and then click Advanced for wireless configuration; or
select Ethernet for wired sonfiguration:

4) Inthe Configure IP%4 Doxunaex TER/IP, select Using DHCP.

5) Click Apply to save the settings.

For Windows 7

1)

2)

3)
4)

Click"Start -> £ontvOrPanel -> Network and Internet -> View network status -> Change
adaptersettings”.

Righi>click Wireless Network Connection (or Local Area Connection), and then click
Propex{es.

Selact Internet Protocol Version 4 (TCP/IPv4), and then click Properties.

Select Obtain an IP address automatically and Obtain DNS server address automatically.
Then click OK.
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For Windows XP

1)

2)

3)
4)

Click “Start -> Control Panel -> Network and Internet Connections -> Network
Connections”.

Right-click Wireless Network Connection (or Local Area Connection), and then click
Properties.

Select Internet Protocol (TCP/IP), and then click Properties.

Select Obtain an IP address automatically and Obtain DNS server address automatically.
Then click OK.

For Windows 8

1)

2)
3)
4)

Move your mouse to the lower right corner and you will see Search icon in the-Popups

Go to “lell -> Apps”. Type Control Panel in the search box and press Enter, theR youuill gd
to Control Panel.

Click “View network status and tasks > Change adapter settings”.
Right-click “Ethernet” and then select Properties.

Double-click Internet Protocol Version 4 (TCP/IPv4). Select Obtari/an) |]IP address
automatically, choose Obtain DNS server address automatically afd then chcl K.

Configure your IE browser

Open your IE browser, click
Tools tab and you will see the
following screen.

[Click Internet Options | —
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Internet Dptions 21|
General I Security I Privacy I Content  Connections | Programs I Advanced I
W Toset up an Internet conneckion, click. Setup... |
EI_. Setup.
e
— Dial-up and Yirtual Private Metwork, settings
Add...
Femowve |
Choose Settings if you need to configure a proxy Settings... |
\ server for a connection.
Select Never dial a {(7 MHewver dial a connection ]
connection J " Dial whenever a netwaork conmection is not presett

) flways digllmy default connection

Zurrent Mome

— Local area Metwork, [LAN] settings

LAl Settings do not apply bo dial-up connections.
Choose Settings abowve Far dial-up settings.,

N>
(click ok ] iﬁ&%

Now, try to log on to the Web-based configuration page again_afterihe aiove settings have been
configured. If you still cannot access the configuration page \pleass restore your modem router’s
factory default settings and reconfigure your modem retierfollawing the instructions in 3.2 Login.
Please feel free to contact our Technical Suppertif the \problem persists.

T4. What can | do if | cannot access {he Intennet?

1) Check to see if all the connectors afre connectedWedl, including the telephone line, Ethernet
cables and power adapter.

2) Check to see if you can log entoifie webrwanagement page of the Modem Router. If you can,
try the following steps¢tfyou cagnot; please set your computer referring to T3 then try to see if
you can access the/lteret. H0e problem persists, please go to the next step.

3) Consult your ISP and micgke sure all the VPI/VCI, Connection Type, account username and
password are correct. If thele are any mistakes, please correct the settings and try again.

4) If you still cannot acsess e Internet, please restore your modem router to its factory default
settirigs and reconfiguré your modem router by following the instructions of in 3.2 Login.

5) Pleasafetl free to contact our Technical Support if the problem still exists.

& \dte:

For more details about Troubleshooting and Technical Support contact information, please log on
to our Technical Support Website: http://www.tp-link.com/en/support
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Appendix C: Technical Support

Technical Support

B For more troubleshooting help, go to:

http://www.tp-link.com/en/support/faq

To download the latest Firmware, Driver, Utility and User Guide, go to:
http://lwww.tp-link.com/en/support/download

B For all other technical support, please contact us by using the following details:

Global Singapore

Tel: +86 755 2650 4400 Tel: +65 6284 0493

Fee: Depending on rate of different carriers, IDD.  Fee: Depending on rate of different carriers.

E-mail: support@tp-link.com E-mail: support.sg@tp-link.com S '

Service time: 24hrs, 7 days a week Service time: 24hrs, 7 days a week

USA/Canada UK

Toll Free: +1 866 225 8139 Tel: +44 (0) 845 147 0017

E-mail: support.usa@tp-link.com(USA) Fee: Landline: 1p-10.5p/min, dependi th
support.ca@tp-link.com(Canada) time of day. Mobile: 15p-40p/min,

Service time: 24hrs, 7 days a week your mobile network.

Turkey E-mail: support.uk@tp-li

Tel: 0850 7244 488 (Turkish Service) Service time: 24hrs, 7 da

Fee: Depending on rate of different carriers. ltaly

E-mail: support.tr@tp-link.com Tel: +39 023 0 0

Service time: 09:00 to 21:00, 7 days a week Fee: Dependi

Ukraine E-mail: suppor tp-

Service time:

Tel: 0800 505 508
Fee: Free for Landline; Mobile: Depending on
rate of different carriers

E-mail; support.ua@tp-link.com F 3 8 875 465

Service time: Monday to Friday, 10:00 to 22:0 g .my@tp-link.com
Brazil 4hrs, 7 days a week
Toll Free: 0800 608 9799 (Portuguese Servic
E-mail: suporte.br@tp-link.com
Service time: Monday to Friday, 09:00 to 20:00;
Saturday, 09:00 to 15:00
Indonesia

Tel: (+62) 021 6386 1936

(0) 801 080 618

3 606 363 (if calls from mobile phone)
Fee: Depending on rate of different carriers.
E-mail: support.pl@tp-link.com

Service time: Monday to Friday, 09:00 to 17:00.
GMT+1 or GMT+2 (DST)

France

Tel: 0820 800 860 (French service)

Fee: 0.118 EUR/min from France

Email: support.fr@tp-link.com

Service time: Monday to Friday, 09:00 to 18:00
*Except French Bank holidays

Switzerland

Tel: +41 (0) 848 800 998 (German Service)
Fee: 4-8 Rp/min, depending on rate of different
time.

E-mail: support.ch@tp-link.com

Service time: Monday to Friday, 09:00 to 12:30
and 13:30 to 18:00. GMT+1 or GMT+2 (DST)

13 820 820 360

Fee: Landline from Germany: 0.14EUR/min. Russian Federation
Landline from Austria: 0.20EUR/min. Tel: 8 (499) 754 5560 (Moscow NO.)
E-mail: support.de@tp-link.com 8 (800) 250 5560 (Toll-free within RF)

Service time: Monday to Friday, 09:00 to 12:30 E-mail: support.ru@tp-link.com

and 13:30 to 18:00. GMT+1 or GMT+2 (DST in Service time: From 09:00 to 21:00 (Moscow
Germany) time)

*Except bank holidays in Hesse *Except weekends and holidays in RF
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