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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may cause undesired
operation.

FCC Caution: Any changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to operate this equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.

TRENDnNet declares that TEW-603PI, ( FCC ID: S9ZTEWG603PI ) is limited in
CH1~CH11 for 2.4 GHz by specified firmware controlled in U.S.A.



CE Mark Warning

This is a Class B product. In a domestic environment, this product may cause radio interference, in which

case the user may be required to take adequate measures.

This transmitter must not be co-located or operation in conjunction with any other antenna or transmitter.
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Getting Started with the TEW-603PI

Congratulations on purchasing the TEW-603PI! This manual provides information for setting up
and configuring the TEW-603PI. This manual is intended for both home users and professionals.
It is not required to read some of the more technical information in this manual (such as in
“Wireless LAN Networking” and “Configuring Wireless Security”) to operate and enjoy the
TEW-603PI. It is included for your reference only.

The following conventions are used in this manual:

=N
w THE NOTE SYMBOL INDICATES ADDITIONAL INFORMATION ON THE TOPIC AT
HAND.
NOTE
THE TIP SYMBOL INDICATES HELPFULL INFORMATION AND TIPS TO IMPROVE
YOUR NETWORK EXPERIENCE.
TIP
& THE CAUTION SYMBOL ALERTS YOU TO SITUATIONS THAT MAY DEGRADE

YOUR NETWORKING EXPERIENCE OR COMPROMISE YOUR SECURITY.

CAUTION

)

LIKE NOTES AND TIPS, THE IMPORTANT SYMBOL INDICATES INFORMATION
THAT CAN IMPROVE NETWORKING. THIS INFORMATION SHOULD NOT BE OVER-

IMPORTANT LOOKED.




Wireless LAN Networking

This section provides background information on wireless LAN networking technology. Consult
the “Glossary” for definitions of the terminology used in this section.

THE INFORMATION IN THIS SECTION IS FOR YOUR REFERENCE. CHANGING
NETWORK SETTINGS AND PARTICULARLY SECURITY SETTTINGS SHOULD ONLY
BE DONE BY AN AUTHORIZED ADMINISTRATOR.

CAUTION

Transmission Rate (Transfer Rate)

The TEW-603PI provides various transmission (data) rate options for you to select. Options
include Fully Auto, 1 Mbps, 2 Mbps, 5.5 Mbps, 11 Mbps, 6 Mbps, 9 Mbps, 12 Mbps, 18 Mbps, 22
Mbps, 24 Mbps, 36 Mbps, 48 Mbps and 54 Mbps. In most networking scenarios, the factory
default Fully Auto setting proves the most efficient. This setting allows your TEW-603PI to
operate at the maximum transmission (data) rate. When the communication quality drops below a
certain level, the TEW-603PI automatically switches to a lower transmission (data) rate.
Transmission at lower data speeds is usually more reliable. However, when the communication
quality improves again, the TEW-603PI gradually increases the transmission (data) rate again
until it reaches the highest available transmission rate.

Types of Wireless Networks

Wireless LAN networking works in either of the two modes: ad-hoc and infrastructure. In infra-
structure mode, wireless devices communicate to a wired LAN via access points. Each access
point and its wireless devices are known as a Basic Service Set (BSS). An Extended Service Set
(ESS) is two or more BSSs in the same subnet. In ad hoc mode (also known as peer-to-peer
mode), wireless devices communicate with each other directly and do not use an access point.
This is an Independent BSS (IBSS).

To connect to a wired network within a coverage area using access points, set the TEW-603PI
operation mode to Infrastructure (BSS). To set up an independent wireless workgroup without an
access point, use Ad-hoc (IBSS) mode.

ADp-Hoc (IBSS) NETWORK



Ad-hoc mode does not require an access point or a wired network. Two or more wireless stations
communicate directly to each other. An ad-hoc network may sometimes be referred to as an
Independent Basic Service Set (IBSS).

To set up an ad-hoc network, configure all the stations in ad-hoc mode. Use the same SSID and
channel for each station.

Ad-hoc (also known as peer-to-peer) network diagram



When a number of wireless stations are connected using a single access point, you have a Basic
Service Set (BSS).

— —
— _—

Infrastructure BSS ',

— o

e S

Infrastructure (IBSS) network diagram



In the ESS diagram below, communication is done through the access points, which relay data
packets to other wireless stations or devices connected to the wired network. Wireless stations
can then access resources, such as a printer, on the wired network.

Infrastructure (ESS) network diagram



In an ESS environment, users are able to move from one access point to another without losing
the connection. In the diagram below, when the user moves from BSS (1) to BSS (2) the
TEW-603PI automatically switches to the channel used in BSS (2).

Ethernet

—_
—

Roaming in an ESS network diagram

Wireless LAN Security

Because wireless networks are not as secure as wired networks, its vital that security settings
are clearly understood and applied.

DO NOTATTEMPT TO CONFIGURE OR CHANGE SECURITY SETTTINGS FOR A

NETWORK WITHOUT AUTHORIZATION AND WITHOUT CLEARLY UNDERSTANDING

THE SETTINGS YOU ARE APPLING. WITH POOR SECURITY SETTINGS, SENSITIVE
CAUTION DATA YOU SEND CAN BE SEEN BY OTHERS.

The list below shows the possible wireless security levels on your TEW-603P1 starting with the
most secure. EAP (Extensible Authentication Protocol) is used for authentication and utilizes
dynamic WEP key exchange. EAP requires interaction with a RADIUS (Remote Authentication
Dial-In User Service) server either on the WAN or the LAN to provide authentication service for
wireless stations.

Wi-Fi Protected Access (WPA)
IEEE802.1X EAP with RADIUS Server authentication

WEP Encryption
Unique ESSID

Ao Dnp =
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To check wireless LAN security settings for a connection, open the Wireless Client Utility and
select the Profile screen. Select the connection you want and click Properties. See “Modifying
Profiles”.

D ATA ENCRYPTION WITH WEP

The WEP (Wired Equivalent Privacy) security protocol is an encryption method designed to try to
make wireless networks as secure as wired networks. WEP encryption scrambles all data pack-
ets transmitted between the TEW-603PI and the access point or other wireless stations to keep
network communications private. Both the wireless stations and the access points must use the
same WEP key for data encryption and decryption.

There are two ways to create WEP keys in your TEW-603PI.

o Automatic WEP key generation based on a password phrase called a passphrase. The
passphrase is case sensitive. You must use the same passphrase for all WLAN adapters
with this feature in the same WLAN.

o For WLAN adapters without the passphrase feature, you can still take advantage of this
feature by writing down the four automatically generated WEP keys from the Security
Settings screen of the wireless utility and entering them manually as the WEP keys in the
other WLAN adapter(s).

The TEW-603PI allows you to configure up to four WEP keys and only one key is used as the
default transmit key at any one time.

THE TEW-603PI SUPPORTS UP TO FOUR 64-BIT, 128-BIT, AND 152-BIT
WEP KEYS. THE 152-BIT WEP MUST COMPLY WITH THE WEP SETTING OF
YOUR ACCESS POINT OR ROUTER.

CAUTION

11



Hardware and Wireless Utility

This chapter introduces the Adapter and prepares you to use the Wireless Utility.

About Your Super G Wireless MIMO PCI Adapter

The Adapter is an IEEE 802.11b, and 802.11g compliant wireless LAN adapter. With the Adapter, you can
enjoy wireless mobility within almost any wireless networking environment.

The following lists the main features of your Card.

Your Adapter can communicate with other IEEE 802.11b/g compliant wireless devices.
Automatic rate selection.

Standard data transmission rates up to 54 Mbps.

Proprietary Atheros transmission rates of 108 Mbps

Offers 64-bit, 128-bit and 152-bit WEP (Wired Equivalent Privacy) data encryption for network
security.

Supports IEEE802.1x and WPA (Wi-Fi Protected Access).

Two built-in external antennas.

Driver support for Windows XP/2000.

ANANENENEN

SNANEN

Package Content

Super G Wireless MIMO PCI Adapter
Two external antennas

Installation and Manual CD

Quick Start Guide

YVVYVYY

System Requirement

®  Pentium class desktop computers with at least one available PCI slot
®  Microsoft Windows XP or 2K
® CD-ROM drive

LED Definition

The following table describes the LEDs on the Super G Wireless MIMO PCI Adapter

STATUS POWER LED LINK LED
POWER OFF OFF OFF
POWER ON Slow Blinking OFF
Radio on without association | Two LEDs slow blinking mutually
Associated without traffic Two LEDs slow blinking together
Associated with traffic Two LEDs blinking together per traffic amount

12



Fixed Antenna

LINK LED
POWER LED

i/ R-SMA Connector
Side view of the PCI Adapter from bracket.

Product Outline

Fixed
Antenna

PCI Interface
< golden fingers

i

The Super G Wireless MIMO PCI Adapter
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Overview of the Wireless Client Utility

The Wireless Client Utility is included on the CD that shipped with the TEW-603PI. Install the utility
as described in the Quick Start Guide before attaching the TEW-603PI to your computer.

0 BE SURE TO INSTALL THE WIRELESS CLIENT UTILITY BEFORE YOU ATTACH

I} THE TEW-603PI1 TO YOUR COMPUTER. ATTACHING THE TEW-603PI

= BEFORE THE UTILITY IS INSTALLED COULD CAUSE THE INSTALLATION TO FAIL.
IMPORTANT

When the TEW-603PI is installed, it is configured to automatically <

load when you start your computer. The utility icon displays in the
system tray at the bottom-right corner of your screen.

Double-click the TEW-603PI icon in the system tray, the following
Network screen opens:

IEEEBO2.1

T Notwork

—Wiraless Sefting
Cusreed Prafie
Frofile

S SiteSurvey
= Motk Mode  Infrasfnaciurg

= Options - Seturty Nt Using WEP GG Sarver F:—::—

e =« Badhantcation
Version P Ralsate | P Rersw I
| wngriEs B 1]
r Lk irfor rmataan —g
v Tx IR
Ss10 oy ol Lk S [‘.-4 0 Mops ]--i 0 Mibps
STt Connected Sigrd Lewsl  Good .73 dBm)
——
W rodo==, BSSD = D00 S5 6A 4B A Charnel = & (2437 GHI)

Mrtork Aoootor

Coqpymight () 2005, A Righes Pesarved.
There are five screens in the utility.

The Network Screen
The Profile Screen
The SiteSurvey Screen
The Options Screen
The Version Screen

14



The Link Information pane provides information on your current connection. This same pane is

shows at the bottom of all screens so you are always aware of your connection status. |

I

NOTE

WHEN THE TEW-603PI IS NOT CONNECTED TO YOUR COMPUTER, MOST
SETTINGS IN THE WIRELESS CLIENT UTILITY ARE UNAVAILABLE. SETTINGS OR
BUTTONS THAT ARE NOT AVAILABLE ARE GRAYED OUT.

Working with Profiles

A profile is a record of the configuration you use to connect to a particular access point. Without
profiles, you would have to reconfigure the TEW-603PI each time you change access points.
Using the Profile screen you can configure the TEW-603PI to access your home network and your
office network. Each configuration is saved as a profile. Then when you go from the office to your
home you just select the appropriate profile.

b

NOTE

YOU CAN CHANGE PROFILES WITHOUT REBOOTING YOUR COMPUTER. IF YOU
USE WINDOWS CONTROL PANEL TO CONFIGURE YOUR CONNECTIONS, YOU
MUST REBOOT THE COMPUTER WHEN CHANGING ACCESS POINTS.

CREATING A PROFILE

Refer to the following to add a profile.

1. Click Profile.

IEEEBD2.11

£ Network
Erofile

S SiteSurvey

r Dmion-s

T Varsion

Prosiy Ligd (cier ant profie tagged F)
[ [ss0 [ P Adwess

Detm Selms Winkirer s Sarng

Add (A) I Remaove () I Fropartes (3 I Apphy (Y] I
[lotea |
[ Lk darrrataon _q (J Tx B
LT Link Spead [‘_".' D Wops I_i 0 Mibps
Siatur  Connected Shgrnl Laved ‘GM-?T m

ESSD = 000N S5 A B AE Charnel = B (2437 GHz)
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2. Click Add. The Wireless Client Utility Profile Wizard opens.

IEEEBO2.11

Winshess

 Proike Hame -

| Fiease enter & name for This profie.
Metwork Adaptor ki e b My Hii)

R
| [ifrastrucsure |

B0211

« Nstwork uting AP

Choose nfrastnachere mode B you are connecting (o an access pont or |
winslass router. Choans AdHoc mode If you s connecting
dirpcthy to another computer.

~ 550 .
e Browss I:
Enter the nebeork SSI0. |
Chck the Browse butlon lo scan for avalable nebworks.

e 11

. Type a descriptive name for the profile such as Home or CoffeShop.

Click the drop-down arrow at Network Mode and select Infrastructure or Ad-Hoc. Choose

Infrastructure when connecting to an access point or wireless router. You will need to know the
SSID of the access point.

Choose Ad-Hoc when connecting directly to another computer without using an access point.

You can type anything for the SSID as long as the same SSID is used on the computer you are
connecting to.

16



5.

In the SSID pane click Browse. The utility performs a site survey and displays the results.

#02.11 Wireless Client Utility Profile Wizard : il

Ayailable Metworks (9 Faound)

53D Made | Stremgth | ch | Secwity | =
T gcore 802119 -63 dBm 11 Disabled

T4 talcon 30211y -52dBm T WPL-PER

T AWM 80211y -E4d dBm 1 Dizabled

T skyhuang S02.11g -a6 dBm 1 Disabled

T4 Starhaze_92 0211y -58 dBm 10 WWRLPSK _ILI
1| | 3

Refresh

| GAIFECT IO shother COmPpLULer.

Sdd To Brofile | pes pairt or
SSID
IANY Birovyze |

Erter the network S3I0.
Click the Brovwse buttan to scan for available netwarks.

The SSID (Service Set IDentifier) is the name assigned to a wireless Wi-Fi network. All

devices must use this case-sensitive name, which is a text string up to 32 bytes long, in order to

communicate.
Select the SSID you want to connect to and click Add To Profile.
Click Next. The WLAN Security Configuration screen appears.

2 ik Wies .El
IEEEB02.11 erymremwrerees S
Wirchess Securty Mods |m ;I
R R il | - Auihentcation Protocol
I!:s:-r-.- ;l ConTisn I
— Enceyption Method

IT Uss Static wEP Configre I

This screen reflects the security settings detected in the access point you want to connect to.
Security settings vary in complexity and you may have to consult your network administrator for

this information. See “Configuring Wireless Security” for more information.

17



8. Select the Security Mode from the drop-down list and then select the appropriate settings for

the security mode.
802.11 Wireless Client Utility Profile Wizard 5‘[

IEEE 802-11 —WWLAN Security Configuration

Security Moce: IDisabIed j
I,

INone

— Encryption MethodYWPA-PSK

[T Use Static WEP Configure |

Back Mext Cancel |

9. Click Next.

|EEEBO2.11

Wiy
Al information was configured,
Metwork Adaptor

¥ Apphy this prolike noer.,

10. Click Save to complete the wizard and save the new profile. (If you do not want to activate
the profile, uncheck the Apply this profile now checkbox.)

MODIFYING PROFILES

You may need to modify settings for a profile, for example, if you purchase a new router, or if your
office administrator provides you with new security settings. Refer to the following to modify a

profile.

18



1. Open the Wireless Client Utility and click Profile.

IEEEB02.11

= Proby Lt (cuer ot peofie tagged £)
Metwork

[hame [ ss0
T Othice Slwbase 32

“SiteSurvey

Dptions

Yarsion

e | e | v | mm]

—mmm—g :') ~

Uk Speed |

Tx

ComrghtiC) 2005 Al Righis Reseryed.
2. Select the profile you want to modify and click Properties.

BoZ211

Basc Sattings =~ Prodie hame
Asbvaraied Senngs Piease enter & naeme for This profile.
LA Senrdy (much as Oifice or My Home)
ToR pmn

~ Metwork Mode

[Frosunre 2]

» Pietwork uting AF

Croose nirastnachers mode 8 you are connecting to an access pont or
winslans notar Choots AdMos mods If you e conrecting
directly ko ancther Computer.

mmmssn M

Chck the Browse button 1o scan for avalable nebworks.




3. Make the changes you want to the Basic Settings and click Advanced Settings.

o farn Py ps iy : ﬁ'
BOZ11

Basa Settings

Porwts Savang Mo Powits Savire j
WILAN Satiriy
ot BO2 116 Presenble At -]

RIS Thegahuokd rac b

FRAG Threshokd 2346

Appby tow | swve | cancel |

Unless you have a thorough understanding of wireless networking, it is recommended that
you leave these settings at the defaults.

4. Click WLAN Security. (Refer to “Configuring Wireless Security” for more details on security
settings.)

Defanltfroperties x|
80211
- Basic Zeftings — LAk Security Configuration
Advanced SFTﬂings Security Mode: IWPA j
- WL AN Security o
o TCRAP — Authertication Protocol

IPEAP j Configure I

— Encryption Method

IAES j Canfigure I

— User Information
Lser ICx Itest

Pazsword: I********|

My Certificate: IND uzer cedificate

Server Co INn zerver cerificate

Server Mame: I Configure Cedificate |

Apply Mo | Save | Cancel I

Click the drop-down arrow at Security Mode to choose from the following settings:

Disabled (No Encryption)

All data sent between the access point and the client is left unencrypted and may be viewed
by other wireless devices.

WEP (Wired Equivalent Privacy)

Encrypts all traffic sent between the access point and the client using a shared key. When
using WEP encryption, only access points and PCs using the same WEP Key can communi-
cate with each other.
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WPA

WPA encrypts all traffic between the access point and the client using either TKIP or AES
encryption. Depending on the authentication protocol selected, each client must authenticate

using their own unique username, password, and security certificate.

WPA-PSK

WPA-PSK is a compromise between WPA and WEP. Like WEP, it uses a pre-shared key that
every user of the network must have in order to send and receive data. Like WPA, it uses either

TKIP or AES.
c IT IS RECOMMEDED THAT YOU USE WPA OR WPA-PSK WHENEVER POSSIBLE.
l.‘ WPA (WI-FI PROTECTED ACCESS) PROVIDES STRONGER ENCRYPTION THAN

||\/|ORTANT THE EARLIER WEP (WIRED EQUIVALENT PRIVACY) METHOD.

Make the changes you want and click TCP/IP Config.

DhefambPoope ries x|
Bo11
Basc Setlings TCPP Corvliguration
Advanced Setings I isn P Cranges|
WILAN Satrdy = a
Tehap A LUse DhCP
€ Uge thes static P
Bppty Now | save | concel |

Select the Use IP Changer checkbox. This allows you to bypass your existing wireless TCP/

IP settings and configure TCP/IP settings for each profile.
Use DHCP

DHCP (Dynamic Host Configuration Protocol) automatically assign IP addresses. Check this

radio button if your router is set to DHCP.
Use static IP below
Check this radio button if you have to enter a static IP address.
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Checking for Available Access Points

To scan for access points using the TEW-603PI, refer to the following.

1. Open the Wireless Client Utility and click SiteSurvey.

IEEEB02.11

T Network

™ Profile

2. Available wireless networks are listed.

(14 Found)

Availahle Metwarks
53D | Mode | strength [ ch | Securty | =
“gcore g0211g -70 dBm 1 Dizabled
i DIB24M 802110 -54 dBm 3} Dizabled
4 G-3000 20211y -49 dBm g Digabled
T falcon 20211y -57 dBm 7 WRA2-PEK
i Link-g 80211y g
|

Refresh | Detailedlnfo.l

-3 dBm WP A, -
| 3

Add Ta Profile |

- BEID DiE24hd

- Status  Connected

1o
Link Information —g

U [B02114]
Tx Fix
- Link Speed |48.D hbps |1 0 Mbps

- Signal Level  Very Good(-61 dBm)
—_—

BSEID = 00:01: 9562, 48: AE

Channel = 6 (2 437 GHz) |

Click Refresh anytime to update the list.
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3. Select the network you want and click Connect. Or click Add To Profile if you want to con-

nect later.

For details about any of the listed access points, select it from the list and click Detailed Info

to see the following screen. (You can also double-click an access point to view the Detailed

Info screen.

Detasled Info

BSSIO: |uu1:r.49:um:r.u1
crannet 11
Network Mode: fnfrastructure
Supported Rate (Malzac) |1,2,s.s,11
Pirysical Layer Type: Fne.nn
Beacon Period (meec) I1III

[ close |

Disabling the Wireless Client Utility

You may need to have Windows manage your wireless network settings. In that case, you should

disable the Wireless Client Utility. To disable the Wireless Client Utility refer to the following.

1.

IEEEBO2.11

Open the Wireless Client Utility and click Options.

— — Opfions:
Network

Profile - Windows Dero Conhgurstion
8 iteSurvey
— Dptions

i I
Yarsion

IT Lt viradonss manaoe Ihas wieskess sdaoles

Azely Now |

— Lk nfgrrredan —q

ez 11l
v Tx

R
0 bps

Mo firtrstor

S50 Searbese_@2 Link Spead |’:J D Wbps |54
- Siaur  Connected Sigrad Level Wiy Good( <59 dBm)
| P ——
| BES0 = 0085 25672558 Channel = 10 (2457 GHZ)

Copyright (C) 2005, AT RigHs Roserved,

2. Select the Let Windows manage this wireless adapter check box and click Apply Now.
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Exploring the Wireless Client Utility Screens

This section covers the following topics:

The Network Screen
The Profile Screen
The SiteSurvey Screen
The Options Screen
The Version Screen

The Network Screen

The Wireless Client Utility is included on the CD that shipped with the TEW-603PI. Install the utility
as described in the Quick Start Guide before attaching the TEW-603PI to your computer.

0 BE SURE TO INSTALL THE WIRELESS CLIENT UTILITY BEFORE YOU ATTACH

I" THE TEW-603PI TO YOUR COMPUTER. ATTACHING THE TEW-603PI

IMPORTANT BEFORE THE UTILITY IS INSTALLED COULD CAUSE THE INSTALLATION TO FAIL.

When the TEW-603PI is installed, it is configured to automatically load when you start your computer.
The utility icon displays in the system tray at the bottom-right corner of your screen.

Double-click the TEW-603PI icon in the system tray, the following Network screen opens:

25



IEEEB02.11

Network
Profile

BSiteSurvey

Dpt?ons - Security Mot Uising WWEP DS Server : |1 04310

5

Whieless

Networkdapter.

Version IF Release | IP Renew |

—Wireless Sefting — TCPAP Setting —(Using DHCP)

- Currert Prafile P Address |1 043117
- Subnet Mask |255.255.255_n
Reconnect |
Gateweay |1 0431

- Metwork Mode  Infrastructure

- & thertication

HoMeN [B02.114q]
— Link Information —q v

Tx Fx

- 55D Harcharel 48 - Link Speed |1 1.0Mbps  111.0 Mops
- Status Connected - Signal Level  Excellent(-49 dBm)
BSSID = 00:13:49:00:00:01 Channel = 11 [2.462 GHz)

Copynght{C) 2005, All Rights Reserved.

WIRELESS SETTING
The Wireless Setting pane settings are described below

Current Profile

Shows the current profile you have selected. If you have not
added a profile, only Default shows. The settings shown in the
Network screen are for the current profile. Click the dropdown
arrow to select another profile.

Reconnect (button)

Press to reconnect to the current access point.

Network Mode Shows the current network mode. Infrastructure or ad-hoc
mode. (See Note below for more information.)
Security Shows the security status.

Authentication

Shows the authentication required.(See “Configuring Wireless

Security”)
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NOTE

WIRELESS SYSTEMS WORK IN INFRASTRUCTURE MODE OR PEER-TO-PEER MODE.

IN INFRASTRUCTURE MODE, WIRELESS DEVICES COMMUNICATE TO AWIRED LAN
VIAACCESS POINTS. IN AD-HOC MODE (ALSO KNOWN AS PEERTO-PEER MODE),

WIRELESS DEVICES COMMUNICATE WITH EACH OTHER DIRECTLY AND DO NOT USE

AN ACCESS POINT.

TCP/IP SETTING

The TCP/IP Setting pane settings are described below.

IP Address

Shows the current network IP address.

Subnet Mask

Shows the current subnet mask status.

Gateway

Shows the current gateway.

DNS Server

Shows the current network DNS address.

IP Release (button)

Click to release the current TCP/IP settings.

IP Renew (button)

Click to renew the TCP/IP settings.

LINK INFORMATION

The Link Information pane settings are described below. The Link Information pane shows the

network status.

SSID Shows the current SSID (Service Set IDentifier). This is the
name assigned to a wireless Wi-Fi network. All devices must
use this case-sensitive name in order to communicate.

Status Shows the current connection status.

Link Speed Shows the speed of the current connection. Tx is the transmit
speed; Rx the receive speed.

Signal Level Shows the signal strength of the current connection. (See Tip
below for more information.)

BSSID Shows the ID of the current BSS. (See Note below for more
information.)

Channel Shows the network channel.
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THE LINK INFORMATION PANEL IS SHOWN IN ALL SCREENS SO YOU CAN
IALWAYS SEE THE STATUS OF YOUR CURRENT CONNECTION. MONITOR THIS
SETTING AS YOU MOVE AROUND TO ATTAIN A SUITABLE SIGNAL.

TIP
WIRELESS SYSTEMS WORK IN INFRASTRUCTURE MODE OR AD-HOC
(PEER-TO-PEER) MODE. IN INFRASTRUCTURE MODE, WIRELESS DEVICES
COMMUNICATE TO A WIRED LAN VIAACCESS POINTS. EACH ACCESS POINT AND
NOTE ITS WIRELESS DEVICES ARE KNOWN AS A BASIC SERVICE SET (BSS). IN

AD-HOC MODE (ALSO KNOWN AS PEER-TO-PEER MODE), WIRELESS DEVICES
COMMUNICATE WITH EACH OTHER DIRECTLY AND DO NOT USE AN ACCESS
POINT. THIS IS AN INDEPENDENT BSS (IBSS).

The Profile Screen

A profile is a record of the configuration you use to connect to a particular access point. Without
profiles, you would have to reconfigure the TEW-603PI each time you change access points.
Using the Profile screen you can configure the TEW-603PI to access your home network and
your office network. Each configuration is saved as a profile.

IEEEGO2.11

" Network
Profile

S SiteSurvey

" Options

" Version

()

Whirrdoss
NotvoriORnoptoYT,

Prodie Lot (cusrent prolie lagped ) Chareps Pricrly
| Hasto | ss0 [Prowess [ |
<A Drimlt deimi Virckrers Semng
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PROFILE LIST

The Profile List pane settings are described below.

Name Shows the name of the profile that you assigned. If only default
displays, no profiles have been added.

SSID Shows the name (usually the equipment vendor's name)
assigned to a wireless Wi-Fi network. (The keyword “ANY”
means any available network.)

IP Address Shows the IP address.

Add (button) Click to add a profile.

Remove (button)

Click to remove the selected profile.

Properties (button)

Click to view properties for the selected profile.

Apply (button)

Click to apply changes after modifying settings.

Up (button)

Down (button)

Use the Up/Down buttons to move the selected profile to the
top of the list or to the bottom. When in the Network screen,
the TEW-603PI attempts to connect to the network at the top of
this

1icd Lovars

The SiteSurvey Screen

Use the SiteSurvey screen to scan for available networks in your vicinity.
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Available Metworks {14 Found)
£ Network s3I0 | Mode | Strength | ch| Securty | =
= |Tgcore 30241y -70 dBEm 11 Disakbled
Profil E ; :
nomie < i DIG24M B02.11g -54 dBm & Disaklad
4323000 80211 -49 dBm B Disabled
— & g
— SiteSurvey <ifalcan B0211g | -57dBm T WPAZPSH
i Link-gy s0211g -63 dBm B VR -
1] | 5
Refrazh | Detailed Info. | i Connect Add To Profile |
"o [B02.11g]
r— Link Information —g Q
Tx Fex
SSED DIE24M - Link Speed |4s.n hibp= | |1.0 Mbps
- Statuz Connected - Signal Level  “ery Goodi(-61 dBm)
BISSID = 0001: 0564 45 AF Channel = & (2 437 GHz)
—  Comymahtic) 2005 AlRighis Resened —
AVAILABLE NETWORKS
The Available Networks pane settings are described below.
SSID Shows the name (usually the equipment vendor's name)

assigned to a wireless Wi-Fi network.

Mode Shows the signal type (802.11b/g).

Strength Shows the signal strength.

Ch Shows the network channel.

Security Shows the security status.

Refresh (button) Click to refresh the list of currently available networks.

Detailed Info (button) | Click to view properties for the selected network. (See
Detailed Info. Screen below.)

Connect (button) Click to connect to the selected network. (The network is not
added to the profile list.)

Add To Profile (button) | Ciick to add the network to the profile list.




DETAILED INFO. SCREEN

For details about any of the listed access points, select it from the list and click Detailed Info to
see the following screen. (You can also double-click an access point to view the Detailed Info
screen.

Detaled Info

SSI Pﬂarm«ma
BSSID: Flllﬂ'.dg'.&lm'.m

Channel |11
Network Mode: nfrastructure
Security: [WEP
Supported Rate (Mofsec) [1,2,55, 11
Prysical Layer Type: iﬂﬂ: 11b

Beacon Period (msec) |100

[ ]

The Options Screen

By default, the Wireless Client Utility configures your wireless settings. Use this screen to disable
the Wireless Client Utility.
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OPTIONS
The Options pane settings are described below.

Let Windows manage When you check the Let Windows manage this wireless
this wireless adapter adapter checkbox, Windows Zero Configuration manages
(tick box) your wireless settings. The Wireless Client Utility still

shows the link status of the adapter.

Apply Now (button) Click to execute the changes.

The Version Screen

This screen displays the software and hardware information of the adapter. You cannot make
changes to this screen.
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S SiteSurvey
Options

Version
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100
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Supported Mode:
MAC Address:

Supported Ch

802 11hiE02. 11y
00-03-7F-BE-F2-36
Ch1~Ch 11

[B02.11g]
— Link Information —% v -
®

- S50 DIEZ4h
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R
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NOTE

Reference the Version screen if you need to contact technical support.

See “Maintenance”.
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Configuring Wireless Security

This chapter covers the configuration of security options in the 802.11 Wireless Client Utility.

Configuring Security

When you create a profile you need to configure the security settings with the information provided

by the administrator. You modify security settings by selecting the profile and clicking Properties.
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Prodie Lt (current profie bagged F)
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= Network
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Sw |
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v Tx R
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S Sintus  Connected Sigrd Levvel Wy Good( <59 dBm)
_
B0 = DS 25.67-55:55 Charnel = 10 (2457 GHI)
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C ONFIGURING WEP
Refer to the following to modify WEP settings.
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1. In the Properties window, click WLAN Security.

DefauliProperties

ZyXEL

- Basic Settinns
Advanced Settings
WLAN Security

L TCRAP

—WLARN Security Configuration

Security Mode: IDisabIed

— Avthertication Prd)

INnne e
AP,

— Encryption Method WPA-PSK

el

[T Use Static WER

Canfigure |

Apply Mowe I

Save | Cancel |

2. Click the drop-down arrow at Security Mode and choose WEP.

3. Click the Use Static WEP checkbox.

Hiweoperises

Baic Seftings
Ashvanced Sefings
WLAN Sacirty
TP

~WLAN oty Conligaration

SE— 5
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4. Click Configure. The WEP Configuration screen appears.

WEF Configumhon x|
r Stakic WEP
VVEP Method B |
Authertication:  [Auto Switch =
0 Make key using passphrase,
- The key genersied is o HEX key.
Passphease: I
™ Marnsal Input ASCI - 13 char
(= Marnsal nput HEX . 26 char (0.9, A.FE)
Key 1: [
Key 2 [Perssmsssn
Kw 3 ArthEpitkedditeRiicieniteen
Key 4 |uunuuluu|lunu.ul
Defout ey [1 =]

o

WEP Method

Select the encryption to match your access point: 64,
128, or 152-bit. The encryption level must match the
encryption level used by your access point.

Authentication

Options are Auto, Open System, and Shared. For most
installations choose Auto.

Make Key using Pass-
Phrase

A WEP Key is automatically generated as you type in
any Passphrase of your choice. Use this feature when
you have used a Passphrase to generate your WEP key
on your access point.

Manual Input (ASCII)

Generate your own WEP Key (4 keys maximum) using
ASCII characters.

Manual Input (HEX)

Generate your own WEP Key using hexadecimal
characters.

Default Key Four keys are used for decryption; you have to choose a
default key from them for encryption. Make sure access
point uses same WEP key.

CONFIGURING WPA

Refer to the following to configure WPA.




DefaultProperties x|

ZyXEL
Bazic Seftings —WLAN Security Configuration
- Atvanced Settings Security Mode: prg j
e WWLAN Security -
TepAR — Authentication Protocal

ITLS j Configure |

— Encryption Method

- Configure |
— Uzer Infartmstion

User I I

Passwoard: I

My Certificate: |N-: user cetificate

SErver CA IND zerver cerificate

Server Name: I Configure Cerificate |

Apply Mo I Save | Cancel |

1. Click the drop-down arrow at Security Mode and choose WPA .
2. Click the drop-down arrow at Encryption Method and choose TKIP or AES.
To configure 802.1X (authentication protocol) for WPA, see “Configuring 802.1X .

CONFIGURING WPA-PSK

Refer to the following to configure WPA-PSK.



x|
s0zZ11
Baa: Settings WLAN Sacurty Configurabion
pomcod S| rtyose N ]
WLAKN Seeurily
- T:r-yn;mm Frogocol J
Encyplion bethsd
e T
P=H Passphrase
B-£3 chivacite s
Apptyow | sae | cancet |

Click the drop-down arrow at Security Mode and choose WPA-PSK.

2. Click the drop-down arrow at Encryption Method and choose TKIP or AES. (Most access
points use TKIP for WPA-PSK.)

3. At PSK Passphrase enter the same pass phrase used to configure the WPA-PSK on your
access point.

CONFIGURING 802.1X

You need to know if your access point supports 802.1X and then apply the configuration here.

—_—

Choose the EAP method under Authentication protocol.
Options for User Information depend on the EAP method chosen.

N

CONFIGURING 802.1X - PEAP
Refer to the following to configure PEAP.
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ZyXEL
- Bagic Settings WL AR Security Configurstion
R enc et SHinoS Security Mode: IWPA j
s WWLAN Security ~ ptientication Frotocl
L TCRIR ertication Protocol
[ Configure_ |
— Encryption Method

ITKIP j Configure |

— Uszer Infarmation

User I I

Pazsword: I

Wy Certificate: IND uzer cetificate

Server Co IND server cettificate

Server Mame: I Configure Cerificates |

Sply Moy | Save | Cancel |
1. At WPA security mode, click Configure button next to Authentication Protocol.
2. Select Inner PEAP protocol.
3. Click Save to finish and return to the previous screen.
4. Type in a unique User ID and Password under User Information.
5. If your network uses a user server certificate click Configure Certificate (see Note below).
The following window appears:
Condigonton Certlicale e x|
- Cortificaty Mamageemant
[T Une User Certincale
I 2
™ Vabdals Server Cortificatn
I ¥
Use user certificate Check this box if your network requires user certification and

then select the certificate from the drop-down menu.




Validate server certificate

Check this box if your network requires server certification and
then select the certificate authority from the drop-down menu.

Server name:

Type in the name of the server that is used for 802.1X
authentication.

Server name should
match exactly

Check this box if the server name should exactly match the
name in the certificate.

6. Click OK to apply the settings.

Server Certificates require a wired connection to the network so you
can obtain the certificate(s) from the certificate authority. Your network
NOTE administrator can provide on certificate management.
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CONFIGURING 802.1X - EAP-TLS

DefanltProperties x|
ZyXEL
Bazic Settings —WLAN Security Configuration
o Advanced Settings Security Mode: IWPA j
oL AR Security P L e
TopP entication Protoco
T el

— Encryption Method

ITKIP | Configurs |

— U=er Information
Lzer ID: I

Pazzward: I

My Certificate: IND uzer certificate

Server CA IND server cettificate

Server Mame: I Configure Cerificate |

Apply Mow | Save | Cancel |

At Security Mode select WPA from the drop-down menu.

2. At Authentication Protocol select TLS from the drop-down menu.

3. TLS requires both server and user certification. Click Configure Certificate (see Note
below). The following window appears:

Gttt Maripere .
[T Use User Cerbificale

I El

I Vibdale Server Cortiticals

I ¥




Use user certificate Check this box if your network requires user certification and
then select the certificate from the drop-down menu.

Validate server certificate | Check this box if your network requires server certification and
then select the certificate authority from the drop-down menu.

Server name: Type in the name of the server that is used for 802.1X
authentication.

Server name should match | Check this box if the server name should exactly match the name
exactly in the certificate.

4. Click OK to apply the settings.

Can obtain the certificate(s) from the certificate authority. Your network

Server Certificates require a wired connection to the network so you
@ administrator can provide on certificate management.

NOTE
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Glossary

For unfamiliar terms used below, look for entries elsewhere in the glossary.

Ap-Hoc (IBSS)

Ad-hoc mode does not require an AP or a wired network. A network that transmits wireless
from computer to computer without the use of a base station (access point).

Two or more wireless stations communicate directly to each other. An ad-hoc network may
sometimes be referred to as an Independent Basic Service Set (IBSS).

CHANNEL
A radio frequency used by a wireless device is called a channel.

EAP AUTHENTICATION

EAP (Extensible Authentication Protocol) is an authentication protocol that runs on top of the
IEEE802.1X transport mechanism in order to support multiple types of user authentication. By
using EAP to interact with an EAP-compatible RADIUS server, an access point helps a wireless
station and a RADIUS server perform authentication.

ENCRYPTION

The reversible transformation of data from the original to a difficult-to-interpret format. Encryp-
tion is a mechanism for protecting confidentiality, integrity, and authenticity of data. It uses an
encryption algorithm and one or more encryption keys.

FRAGMENTATION THRESHOLD

This is the maximum data fragment size that can be sent before the packet is fragmented into
smaller packets.

IEEE 802.1X

The IEEE 802.1X standard outlines enhanced security methods for both the authentication of
wireless stations and encryption key management. Authentication can be done using an external
RADIUS server.

INFRASTRUCTURE (BSS)

When a number of wireless stations are connected using a single AP, you have a Basic Ser-
vice Set (BSS).

ROAMING

In an infrastructure network, wireless stations are able to switch from one BSS to another as
they move between the coverage areas. During this period, the wireless stations maintain
uninterrupted connection to the network. This is roaming. As the wireless station moves from
place to place, it is responsible for choosing the most appropriate AP depending on the signal
strength, network utilization among other factors.
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SSID

The SSID (Service Set Identity) is a unique name shared among all wireless devices in a wire-
less network. Wireless devices must have the same SSID to communicate with each other.

TEMPORAL KEY INTEGRITY PROTOCOL (TKIP)

Temporal Key Integrity Protocol (TKIP) uses 128-bit keys that are dynamically generated and
distributed by the authentication server.

USER AUTHENTICATION

WPA applies IEEE 802.1X and Extensible Authentication Protocol (EAP) to authenticate wire-
less clients using an external RADIUS database. If you do not have an external RADIUS server,
use WPA-PSK (WPA -Pre-Shared Key) that only requires a single (identical) password entered
into each access point, wireless gateway and wireless client. As long as the passwords match,
clients will be granted access to a WLAN.

WEP

WEP (Wired Equivalent Privacy) encryption scrambles all data packets transmitted between
the TEW-603PI and the AP or other wireless stations to keep network communications private.
Both the wireless stations and the access points must use the same WEP key for data
encryption and decryption.

WPA

Wi-Fi Protected Access (WPA) is a subset of the IEEE 802.11 i security specification draft.
Key differences between WPA and WEP are user authentication and improved data encryption.
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Appendix

This section provides maintenance and troubleshooting procedures. The following topics are
discussed:

e See “Maintenance”
e See “Troubleshooting”

Maintenance

Installing a newer version of the Wireless Client Utility may improve the performance of the
TEW-603PI. Before installing the new version, you must uninstall the old one.

CHECKING THE WIRELESS CLIENT UTILITY VERSION

To check the current Wireless Client Utility, open the utility on the Version screen. In the S/W
Information pane, note the Utility Version number.

= w
IEEES02.11 —

& Network Package version: 1.0.0.0

— =0 Infarmation

Driver Version: 1.12.2.13
— =
Profile Utility Wersion: 1.0.0
=F S“BS urvey — Hivy Information

Supported Mode: 802 11b/880211g
MAC Address: 00-03-7F-BE-F2-36
Supported Ch: Ch1~Ch 11

[802.11q]
r— Link Infarmation —g g

Tx R
- 55D Dlg24m4 - Link Sppeed ISB.D Mbps | 1540 Mbps

- Status  Connected - Signal Level  Wery Good(-60 dBm)

BESID = 00:01:95:64: 48 AE Channel = & (2.437 GHzZ)

> your computer and not the screen shown in this manual.
IMPORTANT

If you need to contact technical support, you will need to provide the S/'W
Information. Be sure to check the screen in the utility that is installed on
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UNINSTALLING THE WIRELESS CLIENT UTILITY
Refer to the following to uninstall (remove) the Wireless Client Utility from your computer.

1. Click Start -> All Programs (Windows 2000 Programs) -> 802.11 Wireless Network
Adapter -> Uninstall.

™) Adobe

l[j Ahead Nero

) Ulead Media Central 1.0
) WinRAR

b MSN Messenger 7.0

@ S02.11 Wireless Network Adapter -g,« 802.11 Wireless Client Utility
M

vy ¥ v w

|
2.  When prompted, click Yes to remove the driver and utility software.

802.11 Wireless Client Otility - InstallShield Wizard

Do vou want to completely remove the selected application and all of its features?

l | .

3. Click Finish to complete the uninstallation.
4. Reboot your computer if prompted.

UPGRADING THE WIRELESS CLIENT UTILITY

Contact your dealer or technical support for details on downloading the current Wireless Client
Utility. Refer to the following to upgrade the Wireless Client Utility.

Click Next to continue.

Click Next in the Choose Destination Location screen.
Click Install to begin the installation.

Click Finish to exit the wizard and complete the installation.

ok~

Double-click the Setup.exe file that you downloaded. The installation wizard screen opens.
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Troubleshooting

PROBLEMS STARTING THE 802.11 WIRELESS CLIENT UTILITY PROGRAM

PROBLEM CORRECTIVE ACTION
Windows does not | Make sure the TEW-603PI is properly inserted into the PCI slot and then restart
auto-detect the your computer.
TEW-603PI.

Perform a hardware scan by clicking Start, Settings, Control Panel and then
double-click Add/Remove Hardware. (Steps may vary depending on Windows
version).

Follow the on-screen instructions to search for the TEW-603PI (Wireless 802.11
USB Network Adapter) and install the driver.

Check for possible hardware conflicts. In Windows, click Start, Settings, Control
Panel, System, Hardware and then click Device Manager. Verify the status of the
TEW-603PI (Wireless 802.11 USB Network Adapter) under Network Adapter.
(Steps may vary depending on the Windows version).

Install the TEW-603PI in another computer. If the error persists, there may be a
hardware problem. In this case, please contact your local dealer for support.

PROBLEMS WITH THE LINK STATUS

PROBLEM CORRECTIVE ACTION
The link quality and/or Search and connect to another AP with a better link quality using the Site
signal strength is poor all Survey screen.
the time from the status

bar Change the channel used by your AP.
' Move your computer closer to the AP or the peer computer(s) within the

transmission range.

There may be too much radio interference (for example microwave or
another AP using the same channel) around your wireless network.

Relocate or reduce the radio interference.

PROBLEMS WITH SECURITY SETTINGS

“Disconnected” (meaning Make sure your AP/Router has the same setting as your client adapter and

authentication failure) follow AP/Router’s security settings.
Shown in the Status Bar
LED PWR and LINK are Make sure your AP/Router has the same setting as your client adapter and

on but cannot receive or follow AP/Router’s security settings.
sending data and connect
to network

Problems Communicating With Other Computers

PROBLEM CORRECTIVE ACTION

The TEW-603PI Make sure you are connected to the network.
computer cannot
communicate with the other
computer.







Infrastructure

Make sure that the AP and the associated computers are turned on and
working properly.

Make sure the TEW-603PI| computer and the associated AP use the same
SSID.

Change the AP and the associated wireless clients to use another radio
channel if interference is high.

Make sure that the computer and the AP share the same security option
and key. Verify the settings in the Profile Security Settings screen.

Ad-Hoc (IBSS)

Verify that the peer computer(s) is turned on.

Make sure the TEW-603PI computer and the peer computer(s) are using
the same SSID and channel.

Make sure that the computer and the peer computer(s) share the same
security option and key.

Change the wireless clients to use another radio channel if interference is
high.
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