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About This Manual
Congratulations on your purchase of the LKR-604 4-port Cable/DSL
Broadband Router. This device integrates 100Mbps Fast Ethernet
and 10Mbps Ethernet network capabilities. This router is a complete
solution for sharing the Broadband Internet connection and other
office resources.

Purpose
This manual discusses how to install the LKR-604 4-port Broadband
Router and gives an overview of this User's Manual.

Introduction
Describes the LKR-604 Broadband Router and its features.

Unpacking and Setup
Helps you get started with the basic installation of the Router.

Identifying External Components
Describes the front panel, rear panel, and LED indicators of the
Router.

Connecting the Router
Explains how you connect the LKR-604 Broadband Router to your
Cable/DSL Modem.

Technical Specifications
Lists the technical (general, physical, environmental, performance
and Routers settings) specifications of the Broadband Router.
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Introduction

The LKR-604 is a 4-port Ethernet Broadband Router. It enables users

quickly and easily sharing a single high-speed Internet connection as

well as sharing information and resources such as files and printers with

a built-in 4-port 10/100 Switch. The LKR-604 also incorporates many

advanced features, traditionally found in more expensive routers.

This manual is designed to help you connect the LKR-604 4-port
Ethernet Broadband Router to a high-speed Internet connection and 4
wired-Ethernet PCs connect to a built-in 4-port 10/100 Switch.

This manual provides a quick introduction to Ethernet Broadband router
technology, Firewalls, and Local Area Networking. Please take a
moment to read through this manual and get acquainted with these
various technologies.

Check Package Contents
LKR-604 Ethernet Broadband Router
Quick Installation Guide

User’s Manual CD-ROM

1 X RJ-45 Ethernet Cable

Power Adapter

Installation Requirements

) A computer with a wired network adapter properly installed
Broadband Internet Connection

) Installed Cable or DSL Modem

) Web Brower: Internet Explorer (5.0 or higher)
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Applications

* Local Network Access
The LKR-604 Broadband Router provides connectivity to 10/100 Mbps
wired-Ethernet devices that making it easy to create a network in small

offices or homes.

* Internet Access

The LKR-604 supports Broadband Internet access through a CABLE
or DSL connection. Since many DSL providers use PPPoOE to establish
communications with end users, the LKR-604 includes a built-in client
for these protocols, eliminating the need to install these services on
your computer.

» Shared Internet Connection

The LKR-604 shares a single Broadband Internet connection using only
one ISP account, multiple users on your network can access the
Internet at the same time.

* Virtual Server

If you have a static public IP address, you can set the LKR-604 to act as
a virtual host for network address translation. Remote users access
various services at your site using a static IP address. Then, depending
on the requested service (or port number), the LKR-604 routes the
request to the appropriate server (at a local private IP address). This
secures your network from direct attack by hackers, and provides more
flexible management by allowing you to change internal private IP
addresses without affecting outside access to your network.
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* DMZ Host Support

Allows a networked computer to be fully exposed to the Internet. This

function is used when NAT or Firewall security prevent the special

application feature from functioning correctly.

« Virtual Private Network (VPN)

The LKR-604 supports most commonly used VPN protocols — PPTP
and IPSec. These protocols allow remote users to establish a secure
VPN connection over the Internet to their corporate network. If your
Internet service provider supports PPTP and IPSec protocols, then
these protocols can be used to create an authenticated and encrypted
VPN tunnel for passing secure data over the Internet (i.e., a traditionally
shared data network).
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Features and Benefits

High-speed data transfer rate

Supports NAT (sharing one IP address with all LAN users)
Supports PPPoE and PPTP protocol for Dial-Up ADSL
Supports DHCP Server / Client

Supports UPnP (Universal Plug and Play)

Supports virtual server mapping

Supports VPN PPTP and IPSec pass-through

Supports packet filtering

Simple Firewall protection

Upgradeable firmware for future functions

Easy setup via Web Browser.
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Hardware Description

LKR-604 4-port Cable/DSL Broadband Router

Front Panel

WAN LED

a solid light indicates connection
on the WAN port. This LED blinks
during data transmission.

|

Broadband Router
@\ e ¥e —
1o

[ [T 5 wee
LKR-604 T | — \_TI
POWER LED LOCAL NETWORK LEDs

a solid light on the port indicates

a connection to an Ethernet enabled
computer on ports 1-4. This LED
blinks during data transmission.

a solid light indicates a proper
connection to the power supply

POWER

The LED lights up a solid green when the Router is powered on.
Otherwise, it is off.

STATUS

The LED is flashing when the Router is successfully working. If the
LED is either always on or off, the Router is not working properly.

d—
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WAN

The LED lights up a solid green when the WAN port is connected to a
Cable/DSL Modem successfully. If the LED is flashing, the WAN port
is sending or receiving data from the Cable/DSL modem.

LAN (Link/ACT)

The LED lights up a solid green when the port is connected to a
100Mbps Fast Ethernet device. If the LED is flashing, the port is
sending or receiving data over the network.

Rear Panel

This is for the connection

These are connection for Ethernet of an Ethernet cable to
cables to Ethernet enabled computers. the Cable or DSL modem.

——
wr

Reset Button
Pressing this button restores
the Router to its original factory
default setting

WAN PORT
LAN PORTS

Receptor for
Power Adapter.

WAN

One RJ-45 10/100Mbps Auto-MDIX WAN port for connecting to your
Cable/DSL Modem.

d—



LKR-604
-

LAN (1-4)

Four RJ-45 10/100Mbps Auto-MDIX ports for connecting to Ethernet
enabled computers.

RESET

Use a pin-shaped object to reset the Router to factory default settings.
Resetting the Router will also reset the login password to the default.

Power

Connect one end of the included power adapter to the power port on
the Router and the other end into a power outlet.
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Hardware Connections

Cable/DSL Modem

LKR-604 “am é[
Broadband Router = '/}\b

Computer2

i

5

Computeri

|

Computer3

Connect the LKR-604 Internet Broadband Router

1. Connect one end of the included Ethernet cable to the WAN port on
the LKR-604 Internet Broadband Router.

2. Connect the other end of the included Ethernet cable to the Ethernet
port on the Cable or DSL modem.

3. Connect one end of another Ethernet cable to the Ethernet port on
the computer and the other end of the Ethernet cable to any of the
LAN ports on the Router. Since the LKR-604 Internet Broadband

Router has four LAN ports, you can connect up to four computers
directly to the Router.

ﬁj—
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Check The Installation

The LEDs on the LKR-604 Internet Broadband Router are clearly
visible and the status of the traffic can be seen immediately:

1. Once the Router is connected to the Cable or DSL modem and the
power is connected, the Power, System and WAN port LEDs on the
LKR-604 Internet Broadband Router will light up.

2. If the LAN port is connected to the Ethernet port on the computer, the
LAN port LED on the LKR-604 Internet Broadband Router will light up
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Configuring PC Network TCP/IP Settings

The network TCP/IP settings differ based on the computer’'s operating
system (Win95/98/ME/NT/2000/XP/Vista), if you need information on
how to configure a TCP/IP settings on a computer, refer to the following
section.

Windows 95/98/ME

1. On Desktop screen, right-click the “Network Neighborhood” icon
and click “Properties”.

2. Select the TCP/IP line that has been assigned to your Ethernet
network adapter on the “Configuration” tab of the “Network”
windows then click the “Properties” button.

3. Select “Obtain an IP address automatically” in the “IP Address”
tab.

TOFYIP Piogetin:
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4. Click on the “DNS Configuration” tab and select “Disable DNS”.

TOFSIP Piopesties
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5. Click on the “Gateway” tab. If there is a gateway listed under
“Installed gateways”, select it and click “Remove” button.
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6. Click “OK” button, and Windows might ask you to restart
computer, click “Yes”.
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Windows XP/2000

1. Click the “Start” button then right-click “My Network Places” and

then click “Properties”.

2. Right-click “Local Area Connection” listed under “LAN or

High-Speed Internet” then click “Properties”.

3. Select the “Internet Protocol (TCP/IP)” then click “Properties”

button.

4. Select “Obtain an IP address automatically” and “Obtain DNS

server address automatically” in “General” tab.

6. Click “OK” button.
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Windows NT 4.0
1. Click the “Start” button, located in the lower left corner of the screen.

2. Move to “Settings” and then click “Control Panel.”

3. In the “Control Panel” window, double-click the “Network” icon to
open “Network” configuration windows.

4. Click on the “Protocols” tab, then double-click “TCP/IP Protocol”.

5. Select “Obtain an IP address from a DHCP server” in “IP Address”

tab.
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Windows Vista
1. Click the “Start” button then right-click “Network” then click
“Properties”.
2. Under “Tasks” located on the left-hand side of the windows, click
“Manage network connections”.
3. Right-click “Local Area Connection” listed under “LAN or
High-Speed Internet” then click “Properties”.

4. Click “Continue” to open the “Local Area Connection Properties”
windows.

5. Select “Internet Protocol Version 4 (TCP/IPv4)”, then click
“Properties” button.

6. Select “Obtain an IP address automatically” and “Obtain DNS
server address automatically” in “General” tab.

7. Click “OK” button.

Internet Protocol Version 4 (TCPAFw] P rooerties 7 ===

| Sererd | Albernate Sonfouration |

YoL can cet IF seTings assicrec satomabcatly 17 wour retwork supports
s capabilizy. Oth=-ws=ec, you neec 2o as< your neswak adminstater
for tha apprepriate TP z=tlings.

| & Botain an I address auz

= followving IP address:

[a- Ootain DHE server address au:\om:ll:i::l\_-']

71 Use th= follawing DNS server scdress=s

Advanced...

[ e ] canca ]

‘10|




LKR-604
-

Network Settings

Accessing the Internet through the LKR-604 Internet Broadband Router,
you have to properly configure the network settings of your computers
to use the same IP subnet as the LKR-604.

The default IP address of the LKR-604 is 192.168.0.1, and the default
subnet mask is 255.255.255.0. These addresses can be changed as
needed, but the default values are used in this manual. If the network
TCP/IP settings of your computer has not yet been configured, you can
refer to Configuring PC Network TCP/IP Settings and configure it.

For example:

1. Configure your computer using a static IP address as 192.168.0.10,
subnet mask is 255.255.255.0 and gateway as 192.168.0.1, since the
default IP address of the LKR-604 is 192.168.0.1, the IP address of
your computer must be 192.168.0.X (where “X” is a number between
2 and 254.). Each computer on your network must have a different IP
address within the range. The default gateway must be 192.168.0.1
(the default IP address of the LKR-604).

2. Or more conveniently, configure your computer to obtain TCP/IP
settings automatically from the DHCP server feature of the LKR-604.

Disable HTTP Proxy

In order to access and view the LKR-604’s configuration web pages,
you need to verify that the “HTTP Proxy” feature of your web browser
is disabled.

’11'
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Configuring The LKR-604

First, make sure that the network connections are functioning normally.
The LKR-604 Internet Broadband Router can be configured using
Internet Explorer 5.0 or above or Netscape Navigator 5.0 or above.

Startup and Login

Open your web browser and type in the IP address of the LKR-604 into
the Location (for Netscape) or

Address (for IE) field and press  nddress \

“Enter”. The default IP address of = | http://192.165.0.1
the LKR-604 is 192.168.0.1

After the connection is established,
a logon screen will pop up. To log in LOGIN PASSWORD
as an administrator, type in the user

name “admin” and the password  UserName:
(by default, there is no password), Password:
then click the “LOGIN” button, the ’
web-based management interface P _|[r _|

will appear.

Two setup options appear: Quick Setup and Advanced Setup. It is
recommended that you use Quick Setup if you are a beginner. It will
lead you through the step-by-step configuration.

Quick Setup

Thet quick setup will alow you 10 configurs your Broadband Routor S use with &
Cable or DSL odem. Follow b wized hrough each sbep o vet up the Broadband
Ruuter

Advanced Setup

ackr attack detection,
5, client fiRering, snd VIN
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Quick Setup

On the main webpage, select “Quick Setup” to setup the Time Zone
and the WAN Type.

Time Zone

Select the appropriate time zone so your system clock can synchronize
itself through the SNTP Server.

You must set the Time Zone in order to synchronize the Broadband Router clock. This
clock is used to record the systern log and control client filtering.

Set Time Zone | (GMT+05.00) Hong Kong, Perth, Singapore, Taipei ¥/
Enable El
Set Daylight TFab (T |
Saving (Optional) Start fro.r_"n | February _‘: | 5.9.1..._‘:!
Endby duy %[0 v|
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WAN Type

To select the WAN connection type, click Dynamic IP (Cable Modem),
Static IP (Fixed-IP), PPPoE (Dial-Up xDSL) or PPTP

Specify the WAN connection type required by your Internet Service Provider. Specify a
Cable modem, Fixed-IP xD5SL, or FPPoE xDEL.

\g‘j Dynamic IP {Cable modem)

A Cable modem reguires minimal configuration. Yhen you have set up an account
with your Cable provider, the Cable moderm will automatically configure itself, so you
probably do not need to enter anything more. However, if there is a Domain Name
Systemn (DMS) server that you would rather use, you need to specify the IP address.

gnl Static IP {(Fixed-IP xDSL)

Some xDSL Internet Service Providers may assign a fixed P address for your
Broadband Router. If you have been provided with this information, choose this option

and enter the assigned IP address, subnet mask, gateway IP and DNS IP addresses
for your Broadband Router.

E¥" PPPOE (Dial-Up xDSL)

If you connect to the Internet using an xD5L Modem and your ISP has provided you
with a password, and Service Mame, then your ISP uses PPPoE. You must choose
this option and enter the required information.

e
V;Q PPTP

If your ISP provided you the PPTP Account, PFTF Password, Host Name, Service IP
Address, IP Address, Subnet Mask and the Connection 1D, then your ISP uses
PPTP. You have to choose this option and enter the required infarmation.
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Dynamic IP (Cable Modem)
To connect to a Dynamic IP (Cable Modem) Broadband Internet
connection with the LKR-604 Broadband Router, check the Cable
Modem with the related user's guide. The Cable Modem will
automatically configure itself, and the LKR-604 Broadband Router is
configured to automatically assign IP addresses to each PC. If required
by your ISP, input a host name and MAC address.

‘q]j Dynamic IP (Cable modem)

Host Hame | |

MACAddress | || J[ [ | [ |
[ Duplicate MAC address from the customer end ]

Static IP (Fixed-IP xDSL)

If your Internet Service Provider (ISP) has assigned you a fixed IP
address, select this option. Enter the assigned IP address, subnet mask,
and the gateway IP address for the LKR-604 Broadband Router.

l:fJ Static IP (Fixed-IP xDSL)

IP address assigned | | | | | | | |
by your ISP i i P

Subnet Mask | | | | | | | |

ISP Gateway Address | | | | | | | |
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PPPoE (Dial-Up xDSL)
If your DSL Broadband Internet connection is PPPoE (Dial-Up xDSL),
your ISP will provide a password and user name. Select this option, and
enter the required information. If your ISP provides a Service Name,
enter it in the Service Name field. Otherwise, leave it blank.
The Service Name and IP Address fields must be completed if provided
by your ISP. If your ISP provides a Dynamic IP Address, you should
skip these fields. The MTU feature specifies the maximum packet size
permitted for network transmission. Enter the value desired; for most
DSL Broadband Internet connection users, 1492 is recommended. By
default, MTU is set at 1492. The Maximum Idle Time feature can control
the Internet connection time if you want to reduce the connection fees
charged by your ISP (default time=0, always connect).
Select Connect-on-demand for the Connect mode select feature to
enable the LKR-604 Broadband Router to connect to your ISP
whenever an Internet connection is required.

User Name

Password |(essses

Please retype

your password seseee

Service Name (optional)
IP Address (optional)
MTU {40-1492) 1492

Maxzimum ldle Time (1-60 minutes)

Connect mode select (@ Always-on  OManual O Connect-on-demand

‘16'
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PPTP
If connecting to the Internet using a PPTP DSL Modem, enter the PPTP
Account Name, PPTP Password, Host Name, Service IP Address, My
IP Address, and My Subnet Mask in the appropriate fields provided by
your ISP. If your ISP has provided you with a Connection ID, enter it in
the Connection ID field. Otherwise, leave it blank.
The MTU feature specifies the maximum packet size permitted for
network transmission. Enter the value desired; for most DSL
Broadband Internet connection users, 1460 is recommended. By
default, MTU is set at 1460. The Maximum Idle Time feature can control
the Internet connection time (default time=0, always connect).
Select Connect-on-demand for the Connect mode select feature to
enable the LKR-604 Broadband Router to connect to your ISP
whenever an Internet connection is required.

PPTP Account

PPTP Password eseses

Please retype

your password seesee

Host Name
Service IP Address (0.0.0.0
My IP Address |0.0.0.0
My Subnet Mask (2552552550
Connection ID |0 (Optional)
MTU (1400-1460) | 1460

Maximum ldle Time |1 (1-60 minutes)

Connect mode select O Always-on O Manual @ Connect-on-demand

’17'
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DNS

The Domain Name System (DNS) manages the translation of a

domain name into an IP address, and vice versa that of an IP

address into a domain name.

Your ISP should provide one or more DNS Server IP addresses, type
those IP addresses in the Primary DNS address and Secondary DNS
address fields, the LKR-604 Broadband Router will utilize these
simultaneously for quicker access to functioning DNS Servers.

Primary DNS address |153 | |95 | |1 | |1 |

Secondary DNS
address

g8 [lss |19z |[1 |
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Advanced Setup

The LKR-604 Broadband Router supports advanced functions like
System settings, WAN settings, LAN settings, NAT Settings, and
Firewall settings.

System

This page includes all of the basic configuration tools for the LKR-604
Broadband Router. Under “System” located on the left-hand of the
windows, select that you want to configure.

System Time

Administrator
Settings

Firmware Upgrade
Configuration Tools

Status

Systemn Log

Reset

’19'
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System Time

Connecting to a Simple Network Time Protocol (SNTP) server allows

the LKR-604 Broadband Router to synchronize the system clock to the

global Internet time through the SNTP Server. The synchronized clock

in the LKR-604 Broadband Router is used to record the system log and
control client filtering.

Local Time December 31, 1999 06:01:13

Set Time fone | (GMTHIE:00) Hong Kong, Perth, Singapore, Taipei hd

Default SNTp  T"2tle [
Server (Optional) <. ... |p

Year| 2007 % | Maonth | January | Day 19 »

Set the Time
Hour [ 168 % | Minute |90 % | Second |07 %
Enable F

Set Daylight Start from | February v |/ 01 +

Saving (Optional)
End by [ July ~||08 [+
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Administrator Settings
Password Settings: Set an Administrator password if you wish to

restrict management access to the LKR-604
Broadband Router.

Password Settings

Current Password I:I
Password
Re-type password I:l {3-12 Characters)
Idle Time Out [5 |in

Remote Management: To manage the LKR-604 Broadband Router
from a remote location (outside of the local
network), you must specify the IP address of
the remote computer. Leave the IP address as
0.0.0.0, to allow any IP address to access to the
LKR-604 Broadband Router.

Remote Management

Enable []

IP Address | | | | | | | |

.0.0.0: means all legal ip address can access the device)
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Firmware Upgrade

Upgrading firmware for the LKR-604 Broadband Router improves
functionality and performance. Specify the path and name of the
upgrade file then click the “APPLY” button. You will be prompted to
confirm the upgrade.

Current Firmware
Version: VNG

Firmware Date: Thu Dec 25 12:04:07 2003

Upgrade Firmware: | |[Browse]

While upgrading the firmware, please wait after pressing the “APPLY”
button, and follow the instructions on the screen; the System LED on
the front panel will start blinking when the firmware has been upgraded
successfully.

Microsoft Intermet Explorer

' Tt maxr take some time to complete the upgrade process and restart the systen.
& Pleaze don't tom off the Broadband Fouter before the upgrade iz complete.

Uploading..
ok

Continugll
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Configuration Tools
Use the "Backup Settings" tool to save the LKR-604 Broadband
Router current configuration to a file named "config.bin" on your PC.
You can then use the "Restore Settings" tool to restore the saved
configuration file back to the LKR-604 Broadband Router that was set
previously. Select "Restore to Factory Default" tool to force the
LKR-604 Broadband Router to reset and restore the original factory
settings.

Restore to Factory Default

To restore the factory default settings of the Broadband Router, click on the
"Restore” buttan. You will be asked to confirm your decision.

Backup Settings

Please press the "Backup Settings" button to save the configuration data to your PC

[ Backup Settings ]

Restore Settings

Enter the path and name of the backup file then press the "Restore Settings” button
below. Y ou will be prompted to confirm the backup restoration.

| [ Browse_| ’ Restare Settings ]

* Restore Factory Default

To restore the factory default settings of the LKR-604 Broadband Router,
select the “Restore to Factory Default ” option.

* Backup Settings

Select the “Backup Settings” option to save the current LKR-604
Broadband Router settings in a file called “config.bin,” or save to a
filename of your choosing.
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* Restore Settings

To restore a backup file back to the LKR-604 Broadband Router, specify
the path and filename of the backup file (i.e. config.bin).

Status

The “Status” screen will display the LKR-604 Broadband Routers'
WAN/LAN interfaces, firmware and hardware version numbers, and the
number of connected clients to the network.

e |
Connection Type Static [P
WANIP 10.2.5.111
Subnet Mask 255.255.0.0
Gateway 0.0.0.0
DNHS 0.0.0.0
Secondary DNS 0.0.0.0
Cable/DSL Connected

LAN
IP Address 192.165.9.100
Subnet Mask 255.255.255.0
DHCP Server Enabled

INFORMATION

Systemn Time 12/31/1999 16:01:13
System Boot Up Time 00:01:40

Connected Clients 3
Runtime Code Version %0110
Boot Code Version “0.2.1.0
LAN MAC Address 00:A2:00:12:34:56
WAN MAC Address 00245 00:12:34:57
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System Log
View any attempts that have been made to gain access to the network.

Log File

e

Reset

For some reason if you need to reset the LKR-604 Broadband Router
without changing any settings, click on the “Reset” to reset the LKR-604
Broadband Router.

In the event that the Broadband Router stops responding correctly or in some way
stops functioning, you can perform a reset. Your settings will not be changed. To
perfarm the reset, click on the "Reset" button below. You will be asked to confirm
vour decision. The reset will be complete when the system light starts blinking.
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WAN

The LKR-604 Broadband Router supports the following types of the
Internet connections: Dynamic IP Address, Static IP Address, PPPoE,

and PPTP.
0O Dynamic IP Obtain an IP address automatically from your sernvice
{Cable modemn) provider.
0O Static IP Uses a static IP address. Your service provider gives a
(Fixed-IP xDSL) gtatic IP address to access Internet services.
® PPPoE PPP over Ethernet is a commaon connection methad
(Dial-Up =DSL) used for xDSL.
O PPTP EF‘TF| i5 a popular connection method used far xDSL in
urape.
Dynamic IP

The Host Name is optional, but may be required by some Internet
Service Providers. The MAC address is set to the WAN's physical
interface on the LKR-604 Broadband Router. If the Internet Service
Provider requires the MAC address, type it in. Click the "Clone MAC
Address" button to copy the MAC address of the Ethernet network
adapter installed in the PC. The WAN MAC address will be replaced by
this MAC address. If your ISP is BigPond (Australia), check the Enable
box.

Host Name ||

MAC Address i L
[ Clone MAC Address

BigPond [ Enable
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Static IP

If the Internet Service Provider has assigned a fixed IP address, enter
the assigned IP address, subnet mask and gateway IP address fields.
Click “Yes” if you are using two or more IP addresses.

IP address assigned | | | | | | | |
by your ISP f P F

Subnet Mask || | | | | | | |

ISP Gateway Address | | | | | | | |

Does ISP provide
more IP addresses
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PPPoE (Dial-Up xDSL)
If you are connecting to the Internet using a PPPoE (Dialup xDSL)
Modem and your ISP has provided you with a password and username,
then your ISP uses PPPOE. Select this option, and enter the required
information. If the ISP provided a Service Name, enter it in the Service
Name field. Otherwise, leave it blank.
The Service Name, IP Address, and DNS Address fields must be
completed if your ISP provides you with this information. If your ISP
provides a Dynamic IP Address, skip these fields.

The MTU feature specifies the maximum packet size permitted for
network transmission. Enter the value desired; for most DSL
Broadband Internet connection users, 1492 is recommended. By
default, MTU is set at 1492. The Maximum Idle Time feature can control
the Internet connection time if you want to reduce the connection fees
charged by your ISP (default time=0, always connect).

User Name

Password esssss

Please retype

your password sesees

Service Name {optional)
IP Address (optional)
Primary )
DNS Address (optional)
Secondary ;
DNS Address (optional)
MTU (40-1492)
Maximum Idle Time || {1-60 minutes)

Connect mode select O Always-on  OMhanual @ Connect-on-demand
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PPTP
If connecting to the Internet using a PPTP DSL Modem, enter the PPTP
Account Name, PPTP Password, Host Name, Service IP Address, My
IP Address, and My Subnet Mask as provided by your ISP in the
appropriate fields. If your ISP has provided you with a Connection ID,
enter it in the Connection ID field. Otherwise, leave it blank.
The MTU feature specifies the maximum packet size permitted for
network transmission. Enter the value desired; for most DSL
Broadband Internet connection users, 1460 is recommended.
By default, MTU is set at 1460.
The Maximum Idle Time feature can control the Internet connection
time (default time=0, always connect). Select Connect-on-demand for
the Connect mode select feature to enable the LKR-604 Broadband
Router to connect to your ISP whenever an Internet connection is
required.

PPTP Account

PPTP Password |esssss

Please retype

your password senees

Host Name

Service IP Address

My IP Address

My Subnet Mask
Connection 1D (Optional)

MTU (1400-1460)

Maximum ldle Time (1-60 minutes)

Connect mode select O Always-on O Manual @ Connect-on-demand
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DNS

The Domain Name System (DNS) manages the translation of a

domain name into an IP address, and vice versa that of an IP

address into a domain name.

Your ISP should provide one or more DNS Server IP addresses, type

those IP addresses in the Primary DNS address and Secondary DNS

address fields, the LKR-604 Broadband Router will utilize these
simultaneously for quicker access to functioning DNS Servers.

Domain Name Server
{DNS) Address 3 g5 K A

Secondary DHS

Address (optional) Uz 195 g 152 1

Dynamic DNS

The Dynamic DNS feature allows you to host a server (Web, FTP,
Game Server, etc.) using a host name with your dynamically assigned
IP address. Most Broadband Internet Service Providers assign dynamic
IP addresses. When you use a Dynamic DNS service provider, your
friends can enter your host name to connect to your server, no matter
what your IP address is.

Use Dynamic 0
DNS Service

Service Provider |DynDns.org %
Host Name
User Hame

Password ||
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) Use Dynamic DNS Service :
Check this option to enable Dynamic DNS.

) Service Provider :
Select a Dynamic DNS service provider from the drop down list.

L] Host Name :
Enter the host name that your Dynamic DNS service provider
has assigned to you; for example: myhost.mydomain.net.

[ ) User Name :
Enter the user name provided by your Dynamic DNS service
provider.

L] Password :
Enter the password provided by your Dynamic DNS service
provider.
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LAN

To set the LAN'’s IP Address.

LAN Settings

The default value of the LKR-604 Broadband Router is 192.168.0.1 for
the IP address and 255.255.255.0 for the Subnet Mask. You may
change the value according to your needs.

To enable the DHCP server to allocate dynamic IP addresses to the
clients PCs, click “Enable”. The client can get an IP Address that is
between the IP Pool Starting Address and the IP Pool Ending Address.
You may also change the IP Pool range value.

The Lease Time is the amount of time a network user will be allowed to
connect to the LKR-604 Broadband Router with his/her current dynamic
IP address. Enter the amount of time, in hours, days or weeks, which
the user will be “leased” this dynamic IP address.

You can enter your local domain name in the Local Domain Name

fields.
IP Address 132 168 0 1
Subnet Mask 255 255 255 .o
T e Dlenae
Starting };Edprgsosl 192.163.0. [100

IP Pool
Ending Address 182.168.0. |199

Lease Time |One day v

Local Domain Name (optional)
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DHCP Client List

The DHCP client list allows you to see which clients are connected to
the LKR-604 Broadband Router via IP address, host name, and MAC

address.
IP Address Host Name MAC Address
192.168.0.15 mars0 00:11:22:33:44:55
192.168.0.16 mars1 01:11:22:353:44:55
192.168.0.17 mars2 02:11:22:353:44:55
192.168.0.15 mars3 03:11:22:33:44:55
192.168.0.19 marsd 04:11:22:33:44:55
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NAT

Network Address Translation (NAT) allows multiple users at the local

site to access the Internet through a single public IP address. NAT can

also prevent hacker attacks by mapping local addresses to public
addresses for key services such as the Web or FTP.

Special Application

Some applications require multiple connections, such as Internet
gaming, video conferencing, and Internet telephony. These applications
cannot work when Network Address Translation (NAT) is enabled.
When users send this type of request to your network via the Internet,
the LKR-604 Broadband Router will forward those requests to the
appropriate PC. If you need to run applications that require multiple
connections, specify the port normally associated with an application in
the "Trigger Port" field, select the protocol type as TCP or UDP, then
enter the public ports associated with the trigger port to open them for
inbound traffic.

) TCP (Transmission Control Protocol) - A method (protocol) used
along with the Internet Protocol (Internet Protocol) to send data in
the form of message units between computers over the Internet.
While IP takes care of handling the actual delivery of the data,
TCP takes care of keeping track of the individual units of data
(called packets) that a message is divided into for efficient routing
through the Internet.

[ UDP (User Datagram Protocol) - A communications method
(protocol) that offers a limited amount of service when messages
are exchanged between computers in a network that use the
Internet Protocol IP). UDP is an alternative to the TCP and,
together with IP, is sometimes referred to as UDP/IP. Like the
Transmission Control Protocol, UDP uses the Internet Protocol to
actually get a data unit (called a datagram) from one computer to
another. Unlike TCP, however, UDP does not provide the service
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of dividing a message into packets (data grams) and
reassembling it at the other end. Specifically, UDP doesn't
provide sequencing of the packets that the data arrives in. This
means that the application program that uses UDP must be able
to make sure that the entire message has arrived and is in the
right order. Network applications that want to save processing
time because they have very small data units to exchange (and
therefore very little message reassembling to do) may prefer UDP

to TCP
Trigger Port  Trigger Type
1. |9000 OTCP @UDP
2. 9001 ®TCP CUDP
3 9002 OTCP @UDP
4 |9003 ®TCP O UDP
5 9004 OTCP @UDP
5 @TCP O UDP
7. @TCP O UDP
5 @TCP O UDP
9 @TCP O UDP
10 @TCP O UDP

Public Port

3000 ,3500-3000,2050
8001 ,3500-23000,2050
3002 ,3500-3000,2050
8003 8500-2000,2050

G004 ,3500-2000,2050

Public Type

@TCP O UDP
OTCP ® UDP
@TCP O UDP
OTCP @ UDP
@TCP O UDP
®TCP O UDP
@TCP O UDP
®TCP O UDP
@TCP O UDP

@TCP O UDP

Enabled

O X"

R R
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Virtual Server

The virtual server option allows you to define port number on your
LKR-604 Broadband Router for redirection to an internal LAN IP
address. This feature is useful for hosting online services such as FTP

or Web servers.

Server IP Mapping Ports
1 1ees050 | [
2 qg2iea0lst | A0
3. 1e21e8052 | |21
4 192168053 | |0
5 192.168.0.] | |
B. 192.168.0 | |
7. 192.168.0, | |
8. 192.168.0, | |
9. 192.168.0, | |
10. 192.168.0, | |

Type
®TCP OUDP

OTCP @ UDP
®TcP OUDP
QOTCP ®UDP
@®TCP O UDP
@TCF O UDP
@TCP O UDP
®TCP OUDP
@®TCP O UDP

®TCP OUDP

Enabled

K & O

0 B A R
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Firewall
The LKR-604 Broadband Router provides extensive Firewall protection
by restricting connection parameters to limit the risk of hacker attacks
and by defending against a wide array of common hacker attacks.
The LKR-604 Broadband Router provides packet filtering rules by
restricting service ports, IP address or MAC address. However, for
applications that require unrestricted access to the Internet, you may
configure a specific client/server as a demilitarized zone (DMZ)

Discard PING From WAN Side

When "Discard PING from WAN side" is checked, it causes the public
WAN IP address on the LKR-604 Broadband Router to ignore ping
commands. Pinging public WAN IP addresses is a common method
used by hackers to test whether the WAN IP address is valid.

Discard PING from 0
WAN side
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Client Filtering

To block certain client PCs from accessing the Internet:

You can filter Internet access for local clients based on IP addresses,

application types, (i.e., HTTP port), and time of day.

For example, this screen shows that clients in the address range

192.168.0.50-60 are blocked from using FTP (Port 21) from Sunday to
the following Saturday and from 2:00AM to 11:00 PM

P Port Type  Black Time Day Time Enzkl

S, - gz‘;’; gg:‘:::g [sun v sar v [200am v 1100pm v
OTCP @Al

2ammo M 1L H ] g% Same r X -
@TCP @Al

sammo M I H ] 0% Some H X -
OTCP O Aways

LT N O S B 340 O B S —
@TCP @Al

sammo M I H [ S5 Some H X -
@TCP @Al

emmo M I H [ 0% Some H I -



LKR-604
e
MAC Address Control

MAC Address Control allows you to block certain client PCs from
accessing the Internet based on MAC addresses.

Enable
O Allowe all to pass except the fallowing MACs.
@ Deny all to pass except the following MACs.

MAC Address Control

Add MAC Address

DHCP Client EYEEE v
MAC Address
Control List | MAC Address

00-00-e8-00-00-01

00-00-e8-00-00-02

DMZ (De-Militarized Zone)

If a local client PC cannot run an Internet application properly from
behind the NAT firewall, open the client up to unrestricted two-way
Internet access by defining a PC as a virtual DMZ Host.

DMZ function (&) Enabled O Disabled
DMZ table
Public IP D Host Action
61.220.15.11 v| 1921680,
51.222.15.13 192.168.0.101
51.222.15.12 192.168.0.102
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URL Filter
URL Filter is used to deny LAN computers from accessing specific web
sites by its URL. A URL is a specially formatted text string that defines a
location on the Internet. If any part of the URL contains the blocked
word, the site will not be accessible. If any part of the URL contains the
blocked word, the web page will also not display.

URL filter function (& Enabled O Disabled

Add URL |urlStringD

Delete URL
Delete
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Routing
Static Routing

The process by manually specify a specific route packets should take
on the way to a destination address. You need to configure the Static
Routing only for such as multiple Routers or multiple IP subnets located
on your network.

Destination LAN IP Subnet Mask Gateway

T Y V o
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Technical Specifications

Standards

IEEE 802.3 10BASE-T Ethernet
IEEE 802.3u 100BASE-TX Fast Ethernet
IEEE 802.3x Flow Control

WAN Interface

RJ-45 10BASE-T/100BASE-TX port

LAN Interfaces

4 x RJ-45 10BASE-T/100BASE-TX ports

Firewall

IP Filter

MAC Filter
Domain Blocking
URL Blocking
Scheduling
UPNP enable

VPN Support

IPSec pass-through, PPTP pass-through

Configuration & Management

Web-based configuration

Diagnostic LED Power
Status
WAN
Link/Act
1,2, 3,4 LAN ports
Power Input DC 5V, 800mA
Dimension 109 x 155 x 33mm
Operating Temperature 0°- 55°C (32° - 131° F)
Humidity 90%RH maximum non-condensing

EMI Certification

FCC Class B
CE Class B




FCC WARNING

This device complies with Part 15 of the FCC Rules. Operation is

subject to the following two conditions:

(1) this device may not cause harmful interference, and

(2) this device must accept any interference received, including interference that may cause
undesired operation.

NOTE: This equipment has been tested and found to comply with the limits for a Class B

digital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide

reasonable protection against harmful interference in a residential installation. This equipment

generates, uses and can radiate radio frequency energy and, if not installed and used in accordance

with the instructions, may cause harmful interference to radio communications. However, there is

no guarantee that interference will not occur in a particular installation. If this equipment does

cause harmful interference to radio or television reception, which can be determined by turning

the equipment off and on, the user is encouraged to try to correct the interference by one or more

of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

-Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

-Consult the dealer or an experienced radio/TV technician for help.

NOTE: The manufacturer is not responsible for and radio or TV interference caused by
unauthorized modifications to this equipment. Such modifications could void the user’s authority
to operate the equipment.
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TECHNICAL SUPPORT
E-mail: btitech@linkskey.com
Website:www.linkskey.com
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