User Manual
Online Option

The information in this document is subject to
change at the sole discretion of Timelox without
notice.

Any use, operation or repair in contravention of this
document is at your own risk. Timelox does not
assume any responsibility for incidental or
consequential damages arising from the use of this
manual.

All information and drawings in this document are
the property of Timelox AB. Unauthorized use and
reproduction is prohibited.

Copyright © 2009.

© Timelox AB 2009

The information in this document is subject to change without notice, Timelox AB makes a reservation against changes in the performance of
the above described product.

66 3081 004-10



FCC/IC approval

The router and the endnode comply with RSS-GEN and part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) The router and the endnode may not cause harmful interference, and (2) the router
and the endnode must accept any interference received, including interference that may cause undesired operation.

Note: To maintain compliance with FCC's RF exposure guidelines, this equipment should be installed and
operated with minimum distance 20cm between the radiator and your body. Use only the supplied antenna.

Changes or modifications not expressively approved by Timelox could void the user’s authority to operate the
equipment.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference
in a residentia installation. This equipment generates, uses, and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.
Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

Consult the dedler or an experienced radio/TV technician for help.

Router:
FCC: WYV-RT067
IC 8231A-RT067

Endnode;
FCC: WYV-ENO055
|C 8231A-ENO055
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TIMELOX CENTRAL ELECTROMIC LOCKING SYSTEM
USING RADIO FREQUENCY [RF) COMMUNICATION

ZIGBEE

GUEST ROOM
MATY
DISTRIBUTION

GUEST ROOM WITH RF GATEWAY

DOOR LOCK Wi
RF MODULE -

RF ROUTER #1

émﬁ Hégﬁ)ﬁk©ﬂ>

FIREWALL

TIMELOX DC-ONE DATA WAREHOUSE
SERVER

NETWORK DCE

SERIAL
¥ CABLE

TERMINAL W/
NETWORK DCE

PC Wi LOCAL DCE

TERMINAL W/

NEARBY GUEST ROOMS IN RANGE OF ROUTER #1

- RF door lock units communicate with RF routers

{max. 15 locks per router)

- RF routers communicate with RF Gateways (Timelox

recommends max. three hops down the Gateway, RF MODULE

(<)

RF ROUTER #2

i.e, Gateway — router — router — door leck unit, and a
link quality index, LQI, of at least 30%;)
- Gateways have reserved IP addresses on guest

natwork and communicate with Zighee server also on

- TimeLox DC-One server communicates to client

DOOR LOCK W/
RF MODULE

stations and Ethemet-enabled card encoders via hotal

natwork

(((% (((ﬁ_ (((%

DOOR LOCK W DOOR LOCK W DOOR LOCK W/
RF MODULE RF MODULE

NEARBY GUEST ROOMS IN RANGE OF ROUTER #2

quest network (([/ ((( (({

- Zighes server communicates to Timalox DC-One

server through a single port on the firewall

DOOR LOCK W DOOR LOCK W
RF MODULE RF MODULE

Example of Timelox online configuration. Several other configurations are possible (see Appendix C for some examples).

1 Introduction

With the online option, the locks can both send and
retrieve information. Commands can be sent from
the front desk to the lock. For example, a guest can
change rooms without needing to go to the
reception. Events are directly sent to the TimeLox
DC-One server.

This section describes the online network topology
al the way from the server to the lock. Commands
sent from the server to a lock will pass through the
items in the order they are mentioned. Answers will
pass through the same items but in the opposite
direction.

© Timelox AB 2009
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1.1 ZigBee standard

The online option is based on the ZigBee standard, a
new standard for transmission of data via radio. The
ZigBee devices have low power consumption and
the standard is aimed at control applications with
relatively low datarate.

Below are some basic facts for the standard:

Based on IEEE 802.15.4 (Open ISM 2.4GHz
band; 1SM = industrial, scientific and medical).

16 Channels spread spectrum (DSSS, Direct
Sequence Spread Spectrum)

250Kbit/s (~2kbit/s @ 1% duty-cycle)

Consists of a virtually unlimited number of
small networks (PANS, personal area networks).



1.2 Server

The server is the manager of the whole network for a
property. It can manage a virtually unlimited number
of gateways. All commands sent from the server are
encrypted.

1.3 Gateway

The gateways connect to the server via TCP/IP or
RS-485. It automatically adjusts to 10 or 100 Mbit/s
networks. In the TCP/IP case, the gateway starts by
retrieving an |P address via DHCP (Dynamic Host
Configuration Protocol). The gateway then auto-
matically finds the server.

The gateway contains functionality for coordination
of a PAN (Personal Area Network). The PAN is a
wireless network that communicates on the 2.4GHz
band. The gateway allows routers (see section 1.4)
and endnodes (see section 1.5) to join the PAN and
assigns network addresses. Each ZigBee node has a
unique 64-bit |EEE address similar to Mac addresses
used in TCP/IP.

The gateway chooses which of the 16 channels in
the 2.4GHz band the nodes in the PAN should use.

The gateway is powered either over Ethernet or
by a power adapter.

The tota number of gateways is virtualy
unlimited.

The maximum theoretical limit of endnodes per
PAN is high, but a practica limit is some
hundred. In most cases, only some ten to 20
endnodes will be connected to each gateway.
However, this can change due to the building
construction, materialwise etc.

The gateway can have either five routers or 15
endnodes connected.

See Appendix A for more information about the
gateway, including a detailed picture.

See Appendix B for preferred way of mounting the
gateway.

See Appendix C for configuration examples.

1.4 Router

A router acts either as a repeater for range extension,
or as a parent for endnodes. It will aso act as a
buffer for messages sent to endnodes connected to
the router.

© Timelox AB 2009
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Routers are externally powered.

The router can have either five routers or 15
endnodes connected.

There can be a maximum of five hops down the
gateway (i.e. gateway — router — router —
router — router — endnode). This limits the
physical coverage of a PAN.

Note: Timelox recommends a maximum of
three hops, i.e. gateway — router — router — end
node, down the gateway. The link quality index
(LQI) should be at least 30%. See section 1.11
for more information about the LQI.

See Appendix A for more information about the
router, including a detailed picture.

See Appendix B for preferred way of mounting the
router.

See Appendix C for configuration examples.

1.5 Endnode

An endnode is built into each lock. It is optimized
for low power consumption. The parent router will
act as a buffer for commands from the server. A
command sent from the server to a lock will be sent
from the gateway to the lock’s parent router. The
command will be sent through the routers that may
be located between the gateway and the lock’'s
parent router.

Any message sent from the lock will be passed on to
the server through the parent router, any
intermediate routers and the gateway. Messages
from the lock are sent instantly.

The total number of endnodes is virtualy
unlimited.

1.6 Lock
The locks are the destination for commands and the
source of events.

The lock and the endnode are powered by six
AA cellsin a specid package.
See Appendix A for an exploded view of alock.

1.7 Permit joining/Forbid joining

In order to prevent nodes from joining randomly,
“permit joining” can for each PAN only be made at
one router or its “parent gateway” at atime. When a



node is to be joined to the PAN, “permit joining”
must be made at the router or gateway that shall be
its parent. When the node has joined, “forbid
joining” should be made at the parent. “Forbid
joining” will automatically be made on the parent
after 15 minutesin caseit isforgotten.

Note: It isonly possible to make “permit joining” at
one RT per PAN at atime. If you make “ permit
joining” at one RT and then at another RT in the
same PAN, the first RT will automatically make
“forbid joining”.

The commands for “permit joining” and “forbid
joining” are sent from SysMon (see section 1.10 for
more information about SysMon). The “ permit
joining”/“forbid joining” states of routers can also be
toggled by pressing the F1 button. The LED on the
router indicates “ permit joining” by fast blinking
(short blink every 0.5 seconds). “Forbid joining” is
indicated by slow blinking (short blink every

two seconds). See Appendix A for arouter picture
with buttons, LED etc.

1.8 Discovery

Discovery is the process when a node shal join a
PAN. It starts by the node broadcasting a discovery
message. Any plausible parent will answer and the
node will join the one on which “permit joining” has
been made, provided that it is within range.

Routers make discovery when given a reset while
the F1 button is being pressed (see Appendix A for a
router picture with buttons).

An endnode makes discovery when a Discovery
card (see section about ZigBee configuration card in
User manual TimeLox DC-One, Art. No 865 100) is
inserted into the lock. When the card is inserted, the
lock will chirp once. If the endnode in the lock is
busy at the moment, a tick will be heard instead. In
this case, make a new try by inserting the Discovery
card again.

1.9 Orphan join

As it can take up to three hours for the endnodes to
get online after recovery from a power cut, there is
an Orphan Join card (see section about ZigBee
configuration card in User manual TimeLox
DC-One, Art. No 865 100) that will initiate an
orphan join when inserted into alock. When the card
is inserted, the lock will chirp once. If the endnode
in the lock is busy at the moment, a tick will be
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heard instead. In this case, make a new try by
inserting the Orphan Join card again.

1.10 SysMon and TimeLox DC-One
The System Monitor (SysMon; found in the folder
where TimeLox DC-One has been installed) is used
for managing the online network. In SysMon all
connected gateways, routers and endnodes are
shown. There are two different operator levels for
the online option in SysMon:

system manager and other operators for which
“Allow changing the settings in the ‘Options
dialog” has been marked under the Options
dternative at Tools/Operator Template
X-reference in TimeLox DC-One.

other operators.

Note: If the distributor is going to log on to SysMon,
system manager must be logged on first.

System manager and other operators for which
“Allow changing the settings in the ‘Options
didog” has been maked can perform all
online operations in SysMon (except for those on
distributor level), while other operators can basically
only look in SysMon.

Online settings and commands are made in the
TimeLox DC-One client; see sections 6 Settings in
DC-One and 7 Online Commands in DC-One.
Different operator templates can be given different
authorities to give online commands; see section 6.1
Setting up operator templates. For supervision of the
system, see sections 4 Commissioning and 5 General
in DC-One. If a dialog should be refreshed due to
online changes, this is shown with a * in the dialog
header (see example in the following screenshot).
Click the Refresh button in the dialog.

1.11 Link quality

The Link Quality Index (LQI) is an average
percentage that should not be below 30%. It is
displayed when the mouse hovers over a node in the
SysMon ZigBee view; see example in the screenshot
below. See section 2.3 for information about how to
log on to SysMon and find the ZigBee view.

Note: The LQI value which is shown when the
mouse hovers over a node is not an instantaneous
value but an average (the last instantaneous value,
with timestamp, is however shown within



parantheses after the average). To get an
instantaneous vaue of the LQI, right click on a
gateway, router or endnode in the SysMon ZigBee
view and choose Get User Description.

#» Timelox System Monitor - Zighee Network

File View Window Help
#+ Zighee Network
=@ Gw. ENTRAMCE
RT. 0:0001 South Entrance

IEEE Address: 00.17.74.01.00.04.00.00
Link Guality: 43% (last: 45% at 6/26/2007 2:17:20 PM)
HChildren: 15

-

The LQI is valid for the link between the node and
its parent.

If the LQI is below 25%, the dot in front of the node
in SysMon is yellow; see example below.

- 01 851

If the LQI is below 15%, the dot in front of the node
is SysMon isred; see example below.

i 0x1867

1.12 Abbreviations
In the rest of this user manual, the following
abbreviations are used:

GW = gateway
RT = router
EN = endnode

PAN = personal area network

© Timelox AB 2009
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2 Installation

The online devices were designed to alow for
maximum flexibility during installation. There are
no particular location specifications as long as the
devices are within reasonable range of each other
and good radio communication can be attained.
Generdly, the range is however around 20 metres or
through a wall. The range of the devices depends to
large extent on the building material(s) in the
surroundings. As much effort as possible should be
made to securely install each device in a location
where it will be dry, cool, and undisturbed, yet still
maintain good radio contact with its parent or
children.

This section will describe how to install the
online option in the TimeLox DC-One software, and
also discuss the installation methods for each device
in the system as well as options for forcing devices
to connect to specific parent devices.

Software requirement
TimeLox DC-One 1.7.0 or later is needed

2.1 Option installation
The online option must be installed in the Timelox
DC-One software.

An operator with the authority to handle option
codes must be logged on when options are set.
System ID must be set before any option can be
installed. Normally, options are set by the system
manager or the distributor.

Option Code @
System code

E6ES2-A64C-3D20

Option code

4787-A6FB-3343-D471-18

I Apphy ] [R_ead card... I l Close

1. Goto Tools/Option code.
2. Click Read card and insert the option card in
the encoder. The card will be overwritten and
can only be used once.
2. OR
Enter the option code (supplied by the
distributor) and click Apply.
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2.2 Server installation
The Timelox DC-One server must be connected
to the same network that the GW devices will be
connected to

The Timelox DC-One server must have the
online option installed (see section 2.1).

1. Beforeyou instal the first GW device, you must
add a ZigBee gateway to the device list in
DC-One (double click on Devices under the
Lists tab in the navigation window and click
Add to add a new device) using the following
parameters:

& Device details

General
Marme: | Zighee Gateways
Descripkion:
Type: |Zigbee Gateway v:
Pork: | 7799 1

Location

(s W s Mool

2. When the fields have been filled in according to
the screenshot above (port 7799 is pre-filled as
default when choosing “ZigBee gateway” at
Type), click Save and Close.

Note: The same deviceisused for all GWSs.

For testing and commissioning purposes it is a good
idea to have either a laptop with DC-One installed
which you can use to directly connect to gateways as
they are installed, or a laptop with a connection to
the live TimeLox DC-One server. This will alow
you to test radio signal strength as you are installing
the devices on each floor so issues can be addressed
immediately.

Note: The network information is stored in the GWs
and not in the laptop.



2.2.1 TL Concentrator

TL Concentrator is a utility for simplifying the setup
of a firewal when the GWs are located on a
different network. TLConcentrator runs on the
ZigBee server and listens for GWs on one port and
forwards all traffic to the TimeLox DC-One server
on another port. All traffic from the TimeLox
DC-One server is sent to the correct GW. In this
way, the firewall will only have to be set up to allow
sockets from the ZigBee server. The aternative
would be to set up the firewall to allow sockets for
every GW. This would add implications, especially
when adding or exchanging GWs.

2.2.1.1 TL Concentrator setup

The TimeLox DC-One software on the TimelLox
DC-One server is set up to listen for GWs on port
7799. This is where TLConcentrator will connect.
TLConcentrator is set up to listen for GWs on port
7798 and to open sockets on the TimeLox DC-One
server using port 7799.

To set up these parameters:
1. Goto Start/Run.

2. Browse to the DC-One installation folder, mark
TLConcentrator.exe and click Open.

3. Add/config
Note: There should be a space before/
4. Click OK.

A Configuration dialog will be shown.

1. Letthedefault 7798 be at Listen Port.

2. Statethe host's|P address at Host Address.
3. Let the default 7799 be at Host Port.
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Configuration @

Cancel

State the lizken port, i.e. the port the
gateways uze to connect to. Also state the
host's IP address and port. Mote that the
lizten port and the host's port have to be
different

Lizten Port |??98

Host Address |1U.241.5D.124|

Hiost Part |?‘?‘E|9

2.2.1.2 TL Concentrator monitor

It is possible to monitor the traffic through
TL Concentrator using TLConcentrator.exe
/monitor.

1. Goto Start/Run.

2. Browse to the DC-One installation folder, mark
TLConcentrator.exe and click Open.

3. Add/monitor
Note: There should be a space before /

4. Click OK. The following dialog (with example
statistics) is shown.

Timelox Gateway Concentrator Monitor. (The Funnel) @

Listening an port 7798
Server located at 10.241.50.124 listening on port 7799

Statistics

# Connected Gateways: 900
# Frames from Gateways: 9 207 178

# Frames to Gateways: 449 872

2.3 Gateway installation
. The GW is powered by 9VDC using a plug in
wall power adapter, or via power over Ethernet.

For network connectivity the GW requires an
available Ethernet port and a patch cord.



Power and network connections should be made in a
manner that will reduce the chances of the device
being unplugged.

1. Open the System Monitor (SysMon), which is
used for managing the online network. To open
SysMon, double click on SysMon.exe in the
DC-Oneinstallation folder.

2. Log on to SysMon: go to File/Log on and enter
user ID and password. At “Operator card”,
choose the appropriate card encoder. Click
Enter.

#+ Timelox System Monitor

File W= Window Help
Refresh (F5)

Warkstations
Cards

Card Names

PMS Log

Devices
EventLog

Main Statistics
LoxLine

Online Commands
Door Events
Online Doors
Broadcasts

Data Warehaouse

3. Ifitisnot open aready, open SysMon’s ZigBee
view at View/ZigBee. The ZigBee view of
SysMon shows all connected GWs, RTs and
ENs. Several useful commands are available by
right clicking on nodes (see sections 2.9.1-2.9.3
for more information about the different
commands).

4. Mount the GW in a convenient, out of the way
location using the VELCRO® strip.

5. Connect the network cable and power cable to
the GW.

6. After approximately 30 seconds the GW will
announce itself to the server and appear as a new
GW inthe ZigBee tree in SysMon.

T« Timelox System Monitor - Zigbee Network
File View Window Help

#+ Zighee Network
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7. Right click on the new GW to bring up the
device option menu and choose Edit Name.

Form new netwaork
" Set channels
S setpanID

Set Logging

Reset

et User Description

Get IEEE address and children

Permit Joining

Forbid Joining

Add Node

Mermnary Durnp

Remowve

Upgrade Firrware in PAM Coordinator
Upgrade Firmware in Gakeway

LR FRM BETA Mol arR-a

8. Name the GW something meaningful — it should
generally indicate the GW’ s location or coverage

- Timelox System Monitor - Zighee Network
File View Window Help

2.4 Adding routers to a gateway

The RT is powered by 5VDC using a plug in wall
power adapter or a wired transformer. No wired
Ethernet network connection is required as it
communicates with the GW viaradio.

The recommended installation method is to use the
enclosed VELCROQ® strip to attach the RT to a wall
or some other convenient location.

As described in section 1.10 SysMon and TimeLox
DC-One, system manager and other operators for
which “Allow changing the settings in the ‘ Options’
dialog” has been marked have the authority to
perform al online operations in SysMon (except for
those on distributor level). In sections 2.9.1-2.9.3, it
is described what operations that are available for all
operators and what operations that can only be
performed by system manager and other operators
for which “Allow changing the settings in the
‘Options’ dialog” has been marked.



1. To add an RT to the online network, right click

on the GW the RT should join and choose
Permit Joining.

% Timelox System Monitor - Zighee Network

File View Window Help

Form new network
Set channels

Set PAN ID

Set Logging

Reset

Get User Description
Get IEEE address and children

[remitonrg ]
| Forbid Joining

Add Node

Edit Mame

Memaory Durnp

Remove

Upgrade Firmware

2. Hold your mouse over the GW name and a box

will pop up containing some information about
that device. At the bottom of that box you will
see it says Join permitted, indicating that the
GW now allows new connections.

*+ Timelox System Monitor - Zighee Network

File view Window Help

IEEE Address: 00.17.74.01.00.00.00.0F
PaM 1D 0<000f [15)

Charnel: 11

HChildrer: 2

Juoin permitted

When the RT has been mounted with the
VELCRO"® strip, press the F1 button on the RT
while connecting power to the RT. The RT will
power up and automatically begin looking for a
parent device to associate with. It will discover
the GW on which Permit Joining has been
made, announce itself, and appear in the ZigBee
treein SysMon.

“» Timelox System Monitor - Zigbee Network
File View Window Help

#- Zighee Network

=@ GW. Bth Floar
B RRT. 0:0001

Right click on the RT and choose Edit Name to
name the RT something meaningful. In our
example we have named it “RT 620-623" to
indicate the group of rooms that will be attached
to that RT.
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5.

6.

7 Timelox System Monitor - Zighee Network
File View Window Help
#+ Tighee Network

(=1 Gw. Bth Floor
B Rr1 OODTRTE

Hold your mouse over the device to view the RF
link quality (LQI) between the RT and the GW.
It shows the average LQI followed by the last
measurement with timestamp in parentheses.
Note: The LQI should not be below 30%.

#» Timelox System Monitor - Zighee Network
File View Window Help

# Zigbee Network

Link Quality: 9% [last: 9% at 10/11/2006 5:41:03 AM)
HChidren: 0

While the GW still says Join permitted when
holding the mouse over the GW, plug in any
additional RTs as needed (up to five per GW)
and name them.

7+ Timelox System Monitor - Zighee Network
Fie View Window Help

# Zighee Network

[=-® Gw. et Fioor
@ AT 0400 RT 620673

Hold your mouse over each RT to check the LQI
making sure it is within acceptable limits.

When al desired RTs have been added to the
GW, right click on the GW and choose Forbid
Joining.

7 Timelox System Monitor - Zigbee Network
File View Window Help

#» Zighee Network

Form new netwark.
Set channels
SetPAN ID
SetLogging
Reset
Get User Description
Get IEEE address and children
Permit Joining
[rooidiong ]
| Add Node
Edit Name
Memary Durmp
Remaove
Upgrade Firmware



9. Hold your mouse over the GW to confirm it no
longer says Join permitted.

I« Timelox System Monitor - Zigbee Network
File View Window Help

#+ Zighee Network

g, 04 DT SO0 0970

| |IEEE Address: 00.17.74.01.00.00.00.0F
| PANM ID: 0-000f [15)

Charnel 11

HChildren: 2

2.5 Adding endnodes to a router

The EN is the radio board inside the door lock unit.
This device should not be confused with the lock
electronics themselves, and when trouble-shooting
communication or lock issues care should be taken
to diagnose the correct piece of hardware.

1. ToaddanEN toan RT, right click on the RT the
EN should join and choose Permit Joining (or
press the F1 button on the RT). Hold your
mouse over the RT to verify that joining is
permitted.

1. Timelox System Monitor - Zigbee Network
File View Window Help

#» Zighee Network

1T Ox0001
@ BT 0:0c32RT 624627
IEEE Address: 00.17.74.01.00.04.00.21
Link Quality: 79% [last: 89% at 10/11/2008 9:46:14 Ak
HChildrer: 0
Join permitted

2. Insert the Discovery card (see section about
ZigBee configuration card in User manual
TimeLox DC-One, Art. No 865 100) in the lock.
The lock will chirp once to indicate it has read
the card, and will start searching for the RT on
which Permit Joining has been made to join.
When it finds the RT it will announce itself to
the server and appear in the ZigBee tree.

T+ Timelox System Monitor - Zighee Network
File View Window Help

#» Zighee Network

=@ G, Bth Floor
=4 RT. 0:0001 RT 620623

“40 RT. x0c32RT 624-627

After the lock sends its first event, the room number
that is programmed in the lock will automatically fill
in. This can be forced by inserting a working key in
the lock.
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o Timelox System Monitor - Zighee Network
Fle View Window Help

#» Tighee Network

-8 GW. Eth Floor

RT. 0x0001 RT 520-623
g M. B2 3
BT N¥lc32 BT B24-627

3. Hold your mouse over the lock to verify the LQI
is within acceptable limits. Continue adding
additional locks to the RT as needed. When
finished, right click on the RT and choose
Forbid Joining.

2.6 Using routers as repeaters

In the event there are locks that are not in range of a
GW and RT combination, an additional RT can be
added for extended range.

1. Add the GW and first RT as normal. This first
RT will act as a repeater between the GW and
the 2™ RT which will be communicating with
the locks. In our example we named the first RT
“RPTR 620-623" to indicate that it will act as a
repeater for the RT serving 620-623.

- Timelox System Monitor - Zighee Network

Fle View Window Help
#» Tighee Network

E@ G, Eth Floor
R RFT

2 RPTF 620-523

2. Choose Forbid Joining on the GW and Permit
Joining on the 1st RT.

3. Plug in the 2 RT. The 2™ RT will find and
attach itself to the 1% RT.

4. Choose Forbid Joining on the 1% RT. Name the
2" RT and choose Permit Joining onit.

- Timelox System Monitor - Zighee Network
Fle View Window Help

#» Tighee Network

=@ Gw. Eth Floor
E-@ RT.0x:0c32 RPTR E20-623
B JFT 0:0c33RT E20-623
|EEE Address: 00.17.74.01.00.04.00.21
Link Quality: 783 [last: 79% at 10/11/2008 3:55:32 AM)
HChildrer: 0
Jain permitted

5. Insert the Discovery card (see section about
ZigBee configuration card in User manual
TimeLox DC-One, Art. No 865 100) in the lock;
the lock will chirp once. The lock will find and
attach itself to the RT on which Permit Joining
has been made, and when the first event is



received from the lock the room number will fill
in.

6. Add all the necessary locks and choose Forbid
Joining on the 2™ RT.

f+ Timelox System Monitor - Zighee Network
File View Window Help

#+ Zighee Network

Note that the RT acting as a repeater is only capable
of communicating to the GW and the 2™ RT; it is
not possible at this time to repeat signalsto a 2™ RT
and communicate directly with locks at the same
time.

2.7 Adding locks to gateways
There may be cases where the locks will commu-
nicate directly with the GW. To do this:

1. Choose Permit Joining on the GW and insert
the Discovery card (see section about ZigBee
configuration card in User manual TimelLox
DC-One, Art. No 865 100) in the lock; the lock
will chirp once. The lock will attach itself to the
GW on which Permit Joining has been made,
and when the first event is received the room
number will automatically fill in.

7 Timelox System Monitor - Zigbee Network
File View Window Help
# Zigbee Network

=1 Gw. Eth Floor

2. Add the necessary locks and then choose Forbid
Joining on the GW.

Note: RTs cannot be connected to a GW which has
got ENs connected to it.

2.8 Forcing parents

If adevice such asan EN seestwo RTswhenitisin
discovery mode (i.e. if “permit joining” has by
mistake been made on two RTs belonging to
different PANSs at the same time), it is possible that
the EN will not join the desired RT — i.e. the RT
with which it has the strongest RF link. For this
reason it is recommended that GWSs, RTs and ENs
be installed in a systematic way to ensure all devices
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are connected to the parent that makes the most
sense.

If asituation arises in which a device is connected to
the wrong parent, it is easy enough to force the child
device to leave the network and rejoin properly. If a
right click is made on the child device in SysMon,
and the Leave network command is chosen, the
child device will deregister from the parent so
another node can join. The rejoining to a new parent
can then be performed in two different ways; either
by using the Add Node command or by using the
Permit Joining command. With the Add Node
command, you do not have to make discovery on the
new device when it is added to its parent.

An example when a child device is connected to the
wrong parent would be that an EN is within range of
both RT-A and RT-B. Signa strength between the
EN and RT-A is 32%, while signal strength between
the EN and RT-B is 75%. In this case it is a good
ideato force the EN to connect to RT-B.

To force the EN by using the Add Node command:

1. Hover with the mouse over the EN in SysMon's
ZigBee view and make a note of the IEEE
address of the EN.

2. Right click on the EN and choose Leave
network. The EN will deregister from RT-A.

3. Important: Wait for 40 seconds to avoid
confusing RT-A from which the EN has
deregistered.

4. Right click on RT-B and choose Add Node. The
following dialog is shown.

Add New Node X
Add a new node to the association table.
Cancel

Router [

Metworkdddress (4 hex number) |DC23 j

|IEEE Addiess [16 hex numbers) |

5. Choose the appropriate Network Address in the
drop-down list (see example in the following
screenshot).

Note: The Add node command only works on
Z-stack devices.



Add a new nads to the association table,
Cancel
Router [
MetworkAddress (4 hex nuniber) IUE23 ﬂ
oc23 A~

|EEE &ddress [16 hex rumbers) 0c24

6. Enter the IEEE Address of the EN and click
OK.

Add New Node X
Add a new nads to the association table,
Cancel
Fouter [
Metwaorkaddress (4 hex number) |DE28 L{

IEEE Address (16 hex numbers) |DD'I F7AQT00240025

To force the EN by using the Permit Joining
command:

1. Right click on the EN and choose Leave
Network. The EN will deregister from RT-A.

2. Important: Wait for 40 seconds to avoid
confusing RT-A from which the EN has
deregistered.

3. Make sure that Forbid Joining has been chosen
for RT-A and that Permit Joining has been
chosen for RT-B.

4. Insert a Discovery card (see section about
ZigBee configuration card in User manual
TimeLox DC-One, Art. No 865 100) in the EN
door lock; the lock will chirp once. The EN will
immediately begin to look for an available
parent, and since RT-A is in “forbid joining”
mode, RT-B will beitsonly option.

5. Once the EN has joined the correct RT, choose
Forbid Joining on RT-B.

The two methods above with Add Node and Permit
Joining respectively can also be applied to RTs
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joining RTs, RTs joining GWs, and ENs joining
GWs. If the node that should be forced is an RT, the
Add New Node dialog should be filled in according
to the following steps:

Add New Node
Add a new node to the association table.
Cancel
Fouter W
Metworkéddress (4 hex number) |DDD2 LJ

oooz2
|IEEE Address [16 hex numbers)

04pc

0743

03BE

Mark the “Router” check box.

N

Choose the appropriate Network Address in the
drop-down list (see example in the screenshot
above).

3. Enter the IEEE Address of the RT and click
OK.

2.9 Right-click menus in SysMon

When right clicking on GWs, RTs and ENs in
SysMon, different choices appear depending on
what item you right click on. The different choices
are described in the following sections.

Note: If another operator than system manager or an
operator for which “Allow changing the settings in
the *Options’ dialog” has been marked is logged on
to SysMon, several choices in the right-click menus
will be grayed. In the following description of the
different menu choices, it is aso stated which
choices that are only available for sym etc. Other
operators than sym can basically look in SysMon but
not perform any operations.

Note: In sections 2.9.1-2.9.3, “sym only” means
system manager or another operator for which
“Allow changing the settings in the ‘Options
dialog” has been marked.



2.9.1 Right-click menu choices for GWs

G, Bth Floor

B . Form new network

B et channels

E setpaMID

Set Logging

Reset

Get User Description

Get IEEE address and children
Permit Joining

Farbid Joining

Add Node

Edit Name

Mermaory Dump

Remowve

Upgrade Firmware in PAN Coordinator
Upgrade Firmware in Gateway

L ERl 14 M1 2R~

Form new network (sym only) — makes a total reset
of the GW

Set channels (sym only) — selects allowed channels
(see section 9.1 Communication channel for further
information)

Set PAN ID (symonly) — sets another identity
Set Logging — defines logging for the node
Reset —makes areset; al dataisretained

Get User Description — gets parameters (for
example link quality index, LQI) for the node. The
LQI which is shown with Get User Description is
an instantaneous value.

Get IEEE address and children — gets the IEEE
address as well as al children stored in the
association list

Permit Joining (sym only) — makes it possible for
childrento join

Forbid Joining —forbids children to join

Add Node (sym only) — manually adds a node to the
association list. When adding a new node, the
network address is selected from a list. The network
addresses shown are the ones that are possible for
the parent that the node is added to. The network
address uniquely defines the node's position in the
PAN hierarchy and whether it is an RT or an EN.
The GW has network address zero.
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Edit Name (sym only) — edits the node’ s name in the
database

Memory Dump (sym only) — reads the memory; only
used by Technical support

Remove (sym only) — removes the GW from the
database

Upgrade Firmware in PAN Coordinator (sym only)
— loads a new firmware into the PAN coordinator. In
order to select which firmware file to load, click the
Set button in the ZigBee view and select Set
Firmware Files for Bootloading.

Select Firmware Files for Bootload X
Selected Files with Firmware
Cancel

Single-Chip Coordinator (Beestack]

Single-Chip Coordinator (Z-stack]

[

[

DuiakChip Coordinatar [
Coldfie Gateway [
[

- -
N
|8 |8 |5 |5

Single-Chip Router

Upgrade Firmware in Gateway (sym only) —
applicable for gateways with “GATEWAY ER” on
the label.

2.9.2 Right-click menu choices for RTs

onference B oom

=R JRT. 0:0
Set Logaging

Leave network

Get User Description

Get IEEE address and children
Permit Joining

Forhid Joining

Add Node

Edit Mame

Memary Dump

Set Logging — defines logging for the node

Leave network (sym only) — deregisters from the
parent so another node can join

Get User Description — gets parameters (for
example link quality index, LQI) for the node. The
LQI which is shown with Get User Description is
an instantaneous value.

Get IEEE address and children — gets the IEEE
address as well as al children stored in the
association list



Permit Joining (sym only) — makes it possible for
children to join

Forbid Joining — forbids children to join

Add Node (sym only) — manually adds a node to the
association list. When adding a new node, the
network address is selected from a list. The network
addresses shown are the ones that are possible for
the parent that the node is added to. The network
address uniquely defines the node’s position in the
PAN hierarchy and whether it is an RT or an EN.
The GW has network address zero.

Edit Name (sym only) — edits the node’' s name in the
database

Memory Dump (sym only) — reads the memory; only
used by Technical support

2.9.3 Right-click menu choices for ENs

----- EM. 407 [0:1857]

----- Set Logging

""" Leave network

""" Get User Description
""" Get IEEE address

""" Memaory Dump

Force Command Buffer
N T T

Set Logging — defines logging for the node

Leave network (sym only) — deregisters from the
parent so another node can join

Get User Description — gets parameters (for
example link quality index, LQI) for the node. The
LQI which is shown with Get User Description is
an instantaneous value.

Get IEEE address — gets the |IEEE address for the
EN

Memory Dump (sym only) — reads the memory; only
used by Technical support

Force Command Buffer — forces the first buffered
command for the lock to be sent immediately
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3 System operation

There is a two-way communication with the locks —
online commands are sent to the locks, and the locks
send events.

3.1 Events

This section describes the transmission of events
from the locks. Events are sent from the lock as they
occur. Should there be any events in the queue, the
first queued event is sent instead.

3.1.1 Acknowledge

If there are any queued events, the lock will send the
next event when the EN sends an acknowledgement
to the lock. The acknowledgement will be delayed
by the EN for approximately one minute in order not
to flood the network.

3.1.2 Retransmission

If there has been no acknowledgement for two
minutes, the lock will retransmit the first event in the
queue.

3.1.3 Fallback

The time between retransmissions will be doubled
until it reaches three hours. As soon as an
acknowledgement is received, the retransmission
time is reset to two minutes. If an acknowledgement
has not been received after three hours, the last event
from the lock will be retransmitted.

3.2 Online functionality

In TimeLox DC-One, several online commands are
available. See section 3.2.1 below and aso see
section 7 Online Commands in DC-One for more
information.

Certain situations (see sections 3.2.2-3.2.4) give an
alert, warning or alarm.

3.2.1 Commands
The commands that are sent online to the locks
include:

Room move (add a card to the new room
and cancel it from the old room, and/or
change the card expiration time)

Check-out of guest

Cancellation of card
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Sending of parameters (time, calendar etc)

Remote open/stand open/emergency open
and clear stand open/emergency close

Blocking and unblocking of user groups

Read-out of missing events

3.2.2 Alerts

By filtering events it is possible to aert users about
situations that may need attention. These are battery-
low alarm and sequential intruder.

3.2.3 Warnings

When a door has been offline for the time set up at
Tools/Options/Online/Status in DC-One (default is
2 hours), awarning is given.

3.2.4 Alarms
Alarms are situations that require immediate action.
The following alarm types are available:

Sequential intruder*
Report event (128 different reporting cards)
Too many guest cards
HotSOS error*

Door gar*

Lock emergency open*
Lock stand open*

Inncom offline*
Wandering intruder
Timein the lock is off*
Watchlist card used

First usage of guest card
Invalid staff card usage
Emergency card is encoded
Battery alarm*
Housekeeping fail ed*

Alarms are shown in the dlarm list of DC-One. Items
marked with an asterisk are automatically revoked
from the alarm list if they are revoked in redlity, e.g.
door ajar isrevoked when the door is closed.

From the user notification list of DC-Oneitis
possible to define which users that should be notified
by e-mail (reguires the mail notification option) or
SMS (requires the SM'S option) when aarms occur.
From the user notification list, it is also possible to
set up that reports should be sent viae-mail. The



reports can either be alarm reports, or reports about
items that do not trigger alarms (e.g. a summary of
issued cards).

See User manual TimeLox DC-One (Art. No

865 100) for more information about the alarm list,
the user notification list, the mail natification option
and the SM S option.

3.3 Setting in construction mode

If the network should be down for a period, eg.
during construction or renovation of the hotel, the
locks should be set in construction mode to reduce
battery consumption. Insert a Construction Mode
card (see section about ZigBee configuration card in
User manual TimeL.ox DC-One, Art. No 865 100) in
the locks; a chirp is heard in each lock. If the EN in
the lock is busy at the moment, a tick is heard
instead. In this case, make a new try by inserting the
Construction Mode card again.
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4 Commissioning

4.1 Printing a status report

SysMon provides a simple method for printing out
the status of al the connected devices in the
online network.

1. In the ZigBee view in SysMon, click the Print
Status button.

p'} Timelox System Monitor - Zighee Network

Set..
Print Status
Find Offline

/12

=l

2. A Microsoft Excel spreadsheet will be written to
the TempData folder in your DC-One
installation folder.

The spreadsheet provides detailed information for
each connected RT and EN; see example screenshot
on next page. The information written to the
document includes:

name of the PAN (GW) the device is connected
to

RT name
Room (if itisan EN)
|EEE address

Version for RT, EN or GW; in the last case,
GW firmware as well as version in the PAN
coordinator (PC) are stated

network address

average link quality between the device and its
parent

time that last LQI measurement was taken
last link quality index (LQI) recorded

time for last successful command since the
server was restarted (if this column says “n/a’,
there has not yet been any answer from the lock)
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4.2 Pinging a door

While the spreadsheet described in section 4.1 is
convenient in showing the communication status of
the online devices, it does not show that the locks
themselves are communicating with the server. To
do that it is necessary to “ping” every online door
from SysMon.

A ping is a simple “are you there’” message sent
from the server to the lock and back. The ping shows
that the lock, the server, and al the devices in
between are operating correctly.

To ping adoor in SysMon:
1. Open the Online Doors window at View/Online
Doors.

2. Mark the door you want to ping and click the
Ping Door button on the right. You will see the
status for the door change to offline.

T~ Timelox System Monitor - Online Doors

Fle Yew Window Help

1~ Online Doors

Door Last Contact Status HEA
417 6/26/2007 443004 Oriine 1}

Ping Doar

511 6/26/2007 4:4200A4M  Oriine i}
6/26/2007 4:44:00 M Orline o Eorce Door
1048567 6/26/2007 4:25:00AM  Orline 57

1048566 6/26/2007 443004 Online 11t
1048565 6/21/2007 4230040 Offine [tied: 6/26/2007 316:00 4M) 13
Offine [tied: 6/26/2007 9:32:00 M) 0

3. At the same time, you should watch the Online
Command Log (found a View/Online
Commands) so you can see the Ping command
go out.

#+ Timelox System Monitor - Online Doors

Fle View Window Help

Door | Command | Time | Status

403 Ping £/28/2007 10:15:00 M OK
403 Fing E/28/2007 10:15:00 &M Mo answer was received within the time limit

The status in the Online Command Log will always
say No answer was received within the time limit
when the ping first goes out. If the ping is successful
a response of OK will be sent back. If the ping fails
you will not receive any other notification. You
should allow up to 25 seconds for a ping to respond
before labeling it afailure.



A [ B [ D I E I E | G [ H I [ g 3
| 1 |PAN name RT name Room  IEEE address Version [petwork address 1LQl (average) Last LQI Last LQIat Last successful command at
| 2 |Gateway 00:17:7A:02:00:02 Timelox Corridor 117 00177A0100240000 40/0x0c23 69% 88% 2009-03-25 04:06 n/a i
| 3 |Gateway 00:17:7A:02:00:02 Timelox Corridor 103 00177A0100244C27 34 0x0c25 2% 80% 2009-03-25 04:07 2009-03-24 12:02
| 4 |Gateway 00:17:7A:02:00:02 Timelox Corridor 102/ 00177A0100245628 34 0x0c26 80% 82% 2009-03-26 04:07 2009-03-24 12:00
| 5 |Gateway 00:17:7A:02:00:02 Timelox Corridor Hybrid | 00177A0100245224 40 0x0c24 97% 92% 2009-03-25 04:07 2009-03-24 10:32
| 6 |Gateway 00:17:7A:02:00:02 Timelox Corridor 00177A0100050005 38 0x0001 98% 99% 2009-03-25 04.06 n/a

7 |Gateway 00:17:7A:02:00:02 Timelox Corridor | Gateway 00:17:7A:02:00:02 Timelox Corridor. Mac: 00177A020002 00177A010001001F  GW: 2.0.0.9. PC: 40 0x0000 100% nfa
W« » v ZigheeStatus / | « 0
Klar NUM

The screenshot shows an example of a status report; see section 4.1 for more information.

As part of the commissioning process it is necessary
to show that the server is able to communicate to
every lock. This is shown in the last column of the
status report in section 4.1. If the server has been
restarted, the last column of the status report will
show “n/a’ for all locks —in this case the Broadcast
Answers dialog (see section 7.5 Broadcast
commands for further information) can be used to
determine whether the locks have answered or not
(for al broadcast commands except for “Ping”).

As each floor or wing is completed, sign off on the
status report to indicate that all of the online devices
are communicating and the server is able to
communicate with the locks.

4.3 Checking online status with card
To check the online status directly at the lock, a
Check ZigBee Satus card (see section about ZigBee
configuration card in User manual TimelLox
DC-One, Art. No 865 100) can be used. When the
card isinserted in the lock, a check is made whether
the EN in the lock has still got contact with its parent
or not. If a chirp is heard when the card is inserted,
the lock is online; if an error beep is heard when the
card is inserted, the lock is offline. If the EN in the
lock is busy at the moment, atick is heard instead. In
this case, make a new try by inserting the Check
ZigBee Status card again.
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5 General in DC-One

5.1 Automatic operations
The following operations are performed automa
ticaly:

Thetimeisat regular intervals set in al online
doorsto avoid unsynchronized clocks.

If the calendar is used, it is sent to all online
doorsinitialy (for 12 months ahead) and if
changes are made to it. The calendar is also sent
to al online doors every six months.

Lock parameters are transferred to the locks at
initiation with initiation card, service device or
HCU. If any of the “ordinary” parameters event
filters, open function or open mode — or any of
the online parameters door gjar time or
automatic privacy —is after the first initiation
changed under Tools/Options in the DC-One
software, the changes are sent to the concerned
online locks by broadcast.

Note: Automatic privacy is not applicable.

5.2 Online events
It is possible to show only online eventsin DC-One.

1. Double click on Events under the Reports tab
in the navigation window.

2. Choose the applicable event search filter(s) in
the left column of the Events — Search filter
dialog.

Note: At least one of the following requirements
must be met when entering search filters:

A door is selected

Maximum two selected event sub groups have
been chosen

3. Click Miscellaneous in the left column of the
Events — Search filter dialog.
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Events - Search filter

User | Miscellaneous
Events
-Cards
Uniks

Lect Read-out date
Miscellaneous ‘B

Event date

Reqgistration No

Guest door

[ only online everts

[t [ J o [ o= ]

4. Check “Only online events’ and click OK.
5. Theevents are shown in an event report.

5.3 Router list

When arouter is connected, it will automatically

appear in the router list of DC-One.

1. Double click on Routers under the Lists tab in
the navigation window.

Il Routers

IEEE MName Description Ll
00177a0100040012
00177a010004000d
0017720100040008
000000000004000d
0017750100040 10b
0017720100045555
00177a01000400fb
0017720100040004

Conference Room 1
Conference Room2
Conference Room3
Floor 1
Floor 2
Floor 3
Floor 4
Floor 5

[ Print ] [ Close ]

Each router’s |IEEE address is shown in the router
list.

1. If arouter is removed from the network, click
Remove in therouter list.

To modify the properties of arouter:

1. Mak the router in the router list and click
Properties.



B Router Details

IEEE: |

MName: [ Conference Room 3

Description: l |

Close

2.

3.
4,

The Name for the router is the same as the
corresponding router name in SysMon. When
the network is set up, the name can if desired be
modified either in the DC-One dialog above or
in SysMon.

Note: If the name is changed in SysMon, the
didlog Router Details in the DC-One client
needs to be re-opened to show the new name. If
the name is changed in the DC-One client, the
ZigBee view in SysMon needs to be closed and
open again for the change to be shown directly in
SysMon.

If desired, enter aDescription for the router.
Click Update and Close.

Note: The |EEE address is automatically included in
the router list and cannot be modified in the DC-One
client.
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6 Settings in DC-One

In the TimeLox DC-One software, settings for
operator templates and online doors are made. For
door setup in DC-One, see section Doors in User
manual TimeLox DC-One (Art. No 865 100).

6.1 Setting up operator templates

In the Operator Template Details dialog, it is
possible to set up what online commands a certain
operator template should be allowed to perform.

See section 7 Online commands in DC-One for
further information about the different commands.

To set up/modify an operator template:

B Operator Template Details - Manager g@g]
- Gereral Oniine
gat;base [Elalcw oparicocr,
Allow checkout quast.
OE; 2 llow checkor
ptions ;
L] Allow emergency close.
LT ] Allows stand openiclose.
Allows reading paramaters,
I d
[ Allows blockunblock.
] Allow initiation.
] Allows mowefextend card,
Check all Uncheck al

1. Double click on Operator templates under the
Lists tab in the navigation window.

2. Mark the desired operator template and click
Properties to open the Operator Template
Details diadlog (or click Add to add a new
operator template; in that case, aso make the
appropriate choices under the other alternatives
in the left part of the Operator Template
Details diaog).

3. Mark Online in the left column.

Check the appropriate online operations to the
right.
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5. Click Update, if an existing operator template
was updated; click New or Save if a new
operator template was created.

Note: “Allow emergency open” is by default only
available for the distributor. Discuss with your
distributor if this choice should be available for any
other operator.

6.2 Setting up door parameters

Go to Tools/Options in the DC-One software and
click Online in the left column; you can make
settings regarding

1. Door ajar alarm
2. Status - intruder and offline status
3. Miscellaneous - gracetime

6.2.1 Door ajar alarm

- General Door ajar alarm
Guest cards
Report types

(- User defined text

Guest: |z minutes

From inside: | 2 minutes
Events
& System
& Printer
Validation
= Cnline

Staff: |30 | minutes

Status
Miscellaneous
Inncom
Alarms
Safes
EscapefReturn
[ E-mail
SMS

You can modify the time for when there will be a
door gar aarm. The door gjar alarm can be 1-60
minutes; 0 means that the alarm is not used.

The default values are:

2 minutes when a guest card type has opened the
door

2 minutes when a door has been opened from the
inside

30 minutes when a staff card type has opened
the door



6.2.2 Status

QOptions E\

. General Intruder status
Guest cards
Report bypes

¥ User defined text

B Number of Failled attempts in the same door befora an slert is triggsred.

Events [= | umber of Falled atkempts in different doors before the card is cancelled.

[# System
[+ Printer Offline status
validat ;
S 0‘;;‘; =L 120 | Mumber of minutes a door should be offing befare & warning is triggered.

Door ajar al
oL Ak Anm 1440 Mumber of minukes a door should be offline befaore an alarm is triggered.

Miscellaneous
Inncom
Alarms
Safes
Escape/Return
i E-mail
5M35

The values for intruder status and offline status can
be modified. See the sections below (and the
screenshot) for default values.

6.2.2.1 Intruder status
After five failed attemptsin the same online
door, an dertistriggered. Thisisreferred to as
sequential intruder.
After five failed attempts in different online
doors, the card is cancelled and an alarmis
triggered. Thisisreferred to as wandering
intruder.

6.2.2.2 Offline status
After 120 minutes of offline statusin an online
door, awarning is triggered.
After 1440 minutes of offline statusin an online
door, an alarm is triggered.
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6.2.3 Miscellaneous

Options E

[ General Miscellanenus
-Guest cards
Repart types

[ User defined text
Events

[ System

[ Printer
Validation

Grace kime: | 0
[¥]Enable Online
[] Aukomatic privacy
[#] Show success messags for online commands.

hours

= Online
Door ajar alarm
Statu:

Inncam
Alstms

Safes
EscapejReturn
- E-mail
SMS

Close

Under the “Miscellaneous’ choice, you can

set the grace time, i.e. for how long the guest(s)
can enter a room after a check-out. The grace
time can be 0-24 hours, default is O.
Note: The default grace time which is set up at
Tools/Options/Online/Miscellaneous  applies
unless a specific grace time is specified when the
guest is checked out using the PMS interface. It
aso applies if the check-out is sent from the
DC-Oneclient.

handle automatic privacy (not applicable).

choose whether success messages should be
shown or not when online commands have been
successfully performed (default is that they are
shown). See message below:

\11) online command finished.




6.2.4 Alarms

Options EJ
General Alarms
Guest cards el The: mazimumn number of minutes a staff person may be inside an unsold
Report types i room with the door dosed befare an alar i triggered.
[ User defined text The macimur number of guest: cards that may be issued From the client
Events L befare an alarm is trigaered.
[+ System The maximum number of times a card may be used per X minutes before
[ Printer an alarm is triggered.
Validation
The above ¥ minutes.
=l Online
Dot ajar alarm The maximum percentage of reading errors before an alarm is raised for
Status L the reader,
Miscellaneous
Inncom

Safes
Escape/Return
[ E-mail
M3

Ce e (e

Under the “Alarms’ choice, it is possible to set up
different parameters related to the alarm list (see
User manual TimeLox DC-One, Art. No 865 100,
for more information about the list).

“The maximum number of minutes a staff
person may be inside an unsold room with the
door closed before an aarm is triggered’
(default is 30 minutes). This parameter is related
to the alarm Invalid staff card usage (see User
manual TimeLox DC-One for more information).

“The maximum number of guest cards that may
be issued from the client before an aarm is
triggered.” This parameter is related to the alarm
Too many guest cards (see “Limitation of guest
card issuing” in User manual TimeLox DC-One
for more information).

“The maximum number of times a card may be
used per X minutes before an aam is
triggered.” This parameter is related to the alarm
Excessive card usage.

“The above X minutes’. This parameter is
related to the alarm Excessive card usage.

“The maximum percentage of reading errors
before an aarm is raised for the reader.” This
parameter is related to the darm Bad card
reader.

6.2.5 Safes
Safes can be set up a Tools/Options/Online/Safes
but are not supported.
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7. Online commands in DC-One

When the online option has been enabled in the
Timelox software, there will be an Online tab in the
navigation window. There will also be an Online
menu with the same choices as in the navigation
window. All online commands given from the
Timelox software require that the operator enters his
password.

Mavigation Window

i Emergency open

S Emergency close

i Block,

i Unblack

5 Broadcast commands

i Move/Extend card

S Pending cancel commands

Cards
Lists
Reporks

Online

7.1 Emergency open
By one single command, it is possible to emergency
open al online doors. This command can only be
performed by the distributor.

Note: This is not recommended, unless a real
emergency situation occurs!

1. Doubleclick on Emergency open inthe
navigation window and enter your password.
Y ou will get a question:

Question

9

|

Are you sure wou wank ko emergency open all doors?

2. Click Yes. A progress bar will appear, showing
how far the emergency opening has proceeded.

© Timelox AB 2009
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7.2 Emergency close
By one single command, it is possible to emergency
close al online doors.

1. Doubleclick on Emergency close inthe
navigation window and enter your password. As
for the emergency opening, you will get a
question whether you really want to emergency
close al doors.

2. Click Yes. A progress bar will show how far the
emergency closing has proceeded.

7.3 Block
One or more user groups can be blocked from some
or al online doors.

1. Double click on Block in the navigation
window. You will get the dialog Block groups
in doors, where all user groups and online doors
of the system will appear (see picture).

. Block groups in doors E|E|E
Block user groups Online doars
[T Guest ] [ [ s17 ~
[] Housekeeping [ 518
[] Room Service [ s19
[ Security [ 520
[ 521
[ s23
[ 524
[] s
[ 520
[ 531
[ 532
533 v
Checkal T Unchedkal | [ checkal [ Uncheskal |

2. Under “Block user groups’, check the user
group(s) you want to block.

Note: All groups except for the ones that are
unchecked will be blocked - also user groups
that are added to the system after the blocking
mode has been set in the lock(s).

3. Under “Online doors’, check one or more doors
from which you want to block the marked user
group(s). All door areas which contain one or
more online doors are shown. By clicking the
plus sign of adoor area, you will see the
different online doors of that area. Check the
appropriate one(s).

Note: The blocking command is sent for one
door at atime.



4. Click Block and enter your password.
5. Click Close.

When one or more user groups have been blocked
from adoor, this will be shown with a“Yes’ under
the column “Blocked groups’ in the door list (see
example in the following picture).

Standopent... Emergencyop... Al | Sequentialitr... Bocedgrowps 4|
s Mo

2007-06-05 16:.

2007-06:05 16:... Mo
2007-06-05 16:... Ko

2007:06:05 16:... o

v
Vi
N
e
e
N
e
N
e
Ho
No
e
N
Yes
N
N
e
N
e

8 |

7.4 Unblock
One or more user groups can be unblocked from
some or all online doors.

1. Doubleclick on Unblock in the navigation
window. Y ou will get the dialog Unblock
groups in doors, where al user groups and
online doors of the system will appear (see
picture).

Unblock groups in doors

Online doors
[ 517 A~
[ s18 |
O 519 ‘
|

Unblock user groups

[1 Guest

[[] Housekeeping
[] Room Service
[ security

[ 520

O st

[ 523

[] 524

[ 525

[ s

O st

[ 532

[ 533 &l
Checkall I Uncheck al

Checkall I Uncheckall ] [

2. If you are not sure in which door(s) there are
blocked user groups, look in the column
“Blocked groups’ in the door list (double click
on Doors under the Lists tab in the navigation
window; click on the column “Blocked groups’
twice to get the doors with blocked groups on
top of the door list). If you are not sure which
user group(s) that has previously been blocked
from a certain door: right click in the dialog
Unblock groups in doors on the appropriate
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door under “Online doors’ and choose Get
blocked groups.

Unblock groups in doors EHE|@
Unblock user groups

[ Guest

[ Housekeeping

[] Roem Service
[ security

Online doars

Checkall I Unchedk all ] [ Checkal I Uncheck all

The group(s) that has previously been blocked will
be checked — see example in the following picture.

Unblock groups in doors EHE|@
Unblock user groups

[ Guest
Housekeeping
[] Room Service
[ security

Online doors

[ 517 &
O 518
|
It
J

0
[ 520
[ 521
[ 523
[ 524
[] s26
[ 529
[ 531
[ s32
[ 533 =
Checkall I

Check all I Uncheck all ] [ Uncheck all

3. Under “Online doors’, check one or more doors
from which you want to unblock the user
group(s). All door areas which contain one or
more online doors are shown. By clicking the
plus sign of adoor area, you will see the
different online doors of that area. Check the
appropriate one(s). If the user group(s) which
should be unblocked has not been marked by
using Get blocked groups as described in step
2, also check the user group(s) under “Unblock
user groups’.

Note: The unblocking command is sent for one
door at atime.

4. Click Unblock and enter your password.
5. Click Close.



7.5 Broadcast commands
To see what broadcast commands that have been
sent out, follow the steps bel ow:

1. Doubleclick on Broadcast Commands.

Il Broadcast Commands E][ﬁ] EJ

Last transmit time Command Success | Registration b, | Cancelled by regi.,  # answers A
2007-06-07 10:52:00 Emergency dose  Ves 1155 nia 2300 |
2007-06-07 04:03:07 Ping a door o 1154 nia 2108

2007-06-06 04:23:35 Ping a door Yes 1153 1154 2300

2007-06-05 16:10:12 Emergency open  No 1182 1150 0

2007-06-05 16:06:56 Emergency gpen Mo 1151 1150 0

2007-06-05 16:04:12 Emergency open  Yes 1150 1155 2300
2007-06-05 04:07:18 Ping a door Yes 1149 1183 2300

2007-06-04 D4:16:13 Set time Tes 1148 nia 2300
2007-06-03 04:05:53 Ping a door Yes 1147 1149 2300

Frint to file. .
< Print with additional rote. .
Frint

2. If desired, thelist can be printed. If Print is
pressed, the alternatives Print to file, Print with
additional note and Print are shown. Choose
the applicable one.

3. By marking a broadcast command in thelist and
clicking View, you will get the dialog
Broadcast Answers which shows all online
doors. For doors which have answered to the
command, the column “Answer time” states at
what time the answer was given. For doors
which have not answered, “n/a’ is shown at
“Answer time”.

Note: It takes afew minutes before “n/a’ is
shown, sinceit is shown after the broadcast has

il Broadcast Answers E@@I
Door name Answer time: -
3001 2007-06-07 10,55:25
3002 2007-06-07 10:55:10
3003 2007-06-07 10:55:11
3004 2007-06-07 10:55:20
3005 2007-06-0F 10:54:51
3006 2007-06-07 10:55:01
3007 2007-06-07 10:55:13
3008 2007-06-07 10:55:10
3009 2007-06-07 10:58:41
3010 2007-06-07 10:55:14
3011 2007-06-07 10:54:23
012 2007-06-07 10:55:13
3013
3014 Print: to file. .,

015 Frint with addtional note. .
- Print

4. |If desired, the Broadcast Answers list can be
printed. If Print is pressed, the alternatives Print
to file, Print with additional note and Print are
shown. Choose the applicable one.

7.6 Move/extend card

If aguest or guest party wants to change rooms
and/or extend the validity of the guest card(s), this
can be done without the guests needing to update
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their cards at the reception. If the guests just inform
the reception about the situation, the reception
personnel can send a command

to anew guest room door which will then accept
the guest card(s) from the first room, and if
applicable also for an extended time.

OR

to the current guest room door which will then
accept the guest card(s) for an extended time.

Note: This can also be done viaPMS.

Note: A guest card that is moved online to a new
guest room will also automatically be added to any
foyer door and/or guest entrance associated with the
new guest room.

Note: No more than ten cards can be moved from
one room at a time. Both rooms — the one you are
moving from and the one you are moving to — must
be set up as online doors. The limitation of ten cards
is also applicable if the cards are still valid for the
same room but are given an extended validity.

Note: When a card has been moved to another room,
or when the validity for the card has been extended,
the registration number of the card will be logged in
the event report.

il Movelextend card g@@
Foom number: | 101
walid guest cards
Registratian Ma. Card name Status Issue time Check-out time
N valid guest cards Found.
% 2|
[F1al cards
[[1D0 MOT checkout old room.
Mew room: | 201
Mo, of pights: | 2
Check-out time: | 2009-03-08 12:00 ~

To move card(s) to another room:

1. Double click on Move/Extend card in the
navigation window.



2. At Room number, enter the number of the room
where the guests are currently staying. All guest
cards that are valid in the room will be shown.

3. By default, all guest cards that are valid in the
room will be moved (All cards is checked). If
thisis not applicable, uncheck All cards and
mark the cards that should be moved.

4. Check Do NOT checkout old room if the cards
shall have access both to the old and the new
room.

5. At New room, enter the number of the new
room to which the card(s) shall have access.

6. If the number of nightsis to be changed, enter at
No of nights the appropriate number of nights
for which the card(s) shall be valid. The Check-
out time will change accordingly. The check-out
time can aso be chosen by using the calendar
control: mark the

¥ button

next to the Check-out time field and mark a
date in the calendar. The chosen date will
appear at Check-out time; the number of nights
will change accordingly.

~

Click Execute and enter your password.
8. If any of the rooms has not been set up as an
online room, you will get the following message:

Warning

' E The room is nok setup as an online roonm,
[

9. If any of the rooms is offline, you will get the
following message:

Warning

10. If the new room is not vacant, you will get a
message as in the following example. Choose
the appropriate alternative.
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Question

:.:j The selected room is not vacant. There are 1 valid cards.

l Qverride ] | Joiner | [ Abort l

11. When acard has been successfully moved, you
will get the following message:

\1{) MoweExtend card command finished.

To extend the validity of one or more cards:

1. Double click on Move/Extend card in the
navigation window.

2. At Room number, enter the number of the room
where the guests are currently staying. All guest
cardsthat are valid in the room will be shown.

3. By default, all guest cardsthat are valid in the
room will have changed expiration time (All
cards ischecked). If thisis not applicable,
uncheck All cards and mark the cards that
should have changed expiration time.

4. Check Do NOT checkout old room.

5. Leavethe New room field empty.

6. Enter at No of nights the appropriate number of
nights for which the card(s) shall be valid. The
Check-out time will change accordingly. The
check-out time can aso be chosen by using the
calendar control: mark the

¥ button

next to the Check-out time field and mark a
date in the calendar. The chosen date will
appear at Check-out time; the number of nights
will change accordingly.

7. Click Execute and enter your password.



8. If the current room has not been set up asan
online room, you will get a message about this
(see picture at step 8 under To move card(s) to
another room).

9. If the current room is offline, you will get a
message about this (see picture at step 9 under
To move card(s) to ancther room).

10. When a card has been successfully extended,
you will get a message about this (see picture at
step 11 under To move card(s) to another room).

7.6.1 Add card to room

Thereis aso another way of moving cards from one
online room to another online room without the
guest needing to go to the reception; with the
command Add card to room, which is shown in the
right-click menu for acard. It can be used for VIP
guests arriving with a card. By choosing Add card
to room for the concerned card, the card can be
added to any online guest room in the hotel. It is
possible to choose whether the current guest should
be checked out from the old room or not.

7.6.2 Show history

It is possible to show the history of a card which has
been moved or extended. This can be done from the
card list or the event report.

To show card history from the card list:

1. Doubleclick on Cards under the Lists tab in the
navigation window of DC-One.

Cards - Search Filter

| user
Cards r
User ID:
Door - |_
Miscellaneous Last name: |
Firsk name: |

User group: ir(al\) 7v

[ Load... ] [ Save... ] I OF I [ Close ]

2. If applicable, enter a card list search filter under
any of the alternatives in the left part of the
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Cards — Search filter dialog before clicking
OK.

W Cards EBX

[ Regatraon o

| 100003
ooni
ooz
ooz
100030
oo
oo
oo4s
100084
100085
10145
iontsa
o0is
100182

dva. .
Readout (50)  2007-053
System-ID (5C) ]
Elocking (5<) 2007-06-5
Stff (50)

3. Right click on the card in the card list and
choose Show history. The Changed Card List
dialog will appear.

1 Registration Mo Stakus User I Lask name First name User group

e (o |

Close ]

4. Click Show to show the original card dialog (see
the following picture).

0| Guest Card - 100124 (Valid)

General Guest Entrance/Common rooms
Room Ma.: | 10 | [ aym
Mo, of days: | 1 ‘ Fool
= - g Entrance 1
Expiration time: | 2009-01-22 12:00 v Entrance 2
Mo of cards: | ‘ Foyer Floor 1
Issue ta:
Cptions
[ clear Fields
[Jinclude track 2 data

To show card history from the event report:

1. Double click on Events under the Reports tab
in the navigation window of DC-One.



Events - Search Filter El

- | user

Events

Cards Lenll: ‘_

Uriits Last name: ‘

D =

Dor Eirst name: ‘

Miscellaneous ———

User group: | (all) v
Load... ] [ Save... ] [ oK 1 [ Close

2. Enter a search filter in the left part of the

Events - Search Filter dialog and click OK.

Doar Usergroup | Cardname Regitration o Event time Event A
101 EML Orline Command  nja 2007-06-26 13116 Cardis) has been cancelled (0082) (*)
102 EMI Online Command  nja 2007-06-26 13:16 A readout has been dane (0083)

Orine Command __ nja
0152

2007-06-26 13115 A readiu has been dons (0053)
i1

)
data found on Card (1

101 (none)
101 (none) Do ng (1172)
101 (none) Door Unt Internal : 9. Mo data Found on Card (1.
< 5
[ et ][ Cseadh. [ doese |

3. The Events dialog is shown. Right click on the
event and choose Show history.
Note: This is only possible for events that are
related to a card.

4. The Changed Card List dialog is shown — see
step 3 under To show card history from the card
list above.

7.7 Pending cancel commands

If a card has been cancelled but this command has
not yet reached one or more doors, the door(s) will
appear in the dialog Pending Cancel Commands.

1. Doubleclick on Pending Cancel Commands.

Note: Use a cancel card in the locks which appear in
the dialog Pending Cancel Commands.
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Hil Pending Cancel Commands *

‘ Door Door type Door area Description
| 102 Guest Fi1
103 Guest Fl1
104 Guest Fi1
106 Guest Fl1
202 Guest Fl1
205 Guest Fl1
207 Guest Fl1
412 Guest Fi1
506 Guest Fli1
Print tofile...
Print with additional note. ..
Print:
Refresh ] [ Print 1 [ Close I

2. If a* isshown inthe dialog header, new cancel
commands have — since the dialog was opened —
been sent but not yet been received by the locks.
In this case, press Refresh to show all pending
cancel commands.

3. If Print is pressed, the aternatives Print to file,
Print with additional note and Print are shown.
Choose the applicable one.

7.8 Online commands for a specific

door

1. Open the door list by double clicking on Doors
under the Lists tab in the navigation window.

2. Mark the concerned online door in the door list
and right click on the door; a menu will be
shown (see the following picture).

3. Choose the appropriate command in the menu.
See the rest of this section 7.8 for descriptions of
the different commands.

B Doors * EEX
Searchin Search for
Door v
Orline. |
Zighee
Zighee
o igbe
o igbe:
1 Zighee
107 Daor unitWalo Tighee
108 Door unitWalo Zighes
108 Door unit/Walo Zighee
110 itfidslc  Show valid guest cards.., Zighee
111 Door unit/Walo  Show door access. Ziobee
112 itizllo Tighee
113 Door unitfwalo  Open o
114 Door unit/¥ala  set stand open No
115 Daor unit/Walo Zigh
116 Door unit sl 02 SEend epen Zighee
17 Door unitjwalo|  Emergency open Tighee
118 Jwallo  Emergency close Zighee
119 il Checkout Zighee &
| i “= Tt Mark as temporarily offine 3
Natfy on first entry. add.. | [ Remove ] [ properties |

Open - the door will open.

Set stand open — the door will be set in stand open
(unlocked) mode, i.e. no card or code will be needed
to openit.



1. Youwill get the dialog below, where you mark
the appropriate radio button for the stand open
function you want to use. If “Until timeis’ or
“For hours’ is chosen, enter the corresponding
field.

Function

2. Click OK. Thetime when stand open was set
will be shown in the door list.

Clear stand open —the stand open (unlocked) mode
in the door will be revoked and the door will go back
to norma mode again, i.e. card and/or code will be
required to openit.

Emergency open (can only be performed by the
distributor) — the door will be set in emergency stand
open mode, i.e. be unlocked until it is emergency
closed. The time when emergency open was set will
be shown in the door list.

Emergency close — the door will be emergency
closed, i.e. the emergency open will be revoked and
the door will go back to normal mode again, i.e. card
and/or code will be required to open it.

Checkout — the override number in the door will
increase, so that none of the guest cards (guest,
joiner, suite, joiner suite, guest advanced and future
arriva) that have been valid in the room will be able
to enter anymore. However, if a grace time has been
set (see section 6.2.3 Miscellaneous for details), the
cards will be able to enter during the grace time.

Mark as temporarily offline — the door will be
offline until an event comes from the door.

Show blocked groups —this aternative will show

user groups (or blocking groups) that have been
blocked with the blocking command; see section
7.3 Block

blocking groups that have been automatically
blocked when the guest checked in (this requires
that the option auto-blocking in rented rooms is
set)
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Notify on first entry —if the mail notification option
and/or SMS option isused, it is possible to notify
one or more users the first time the valid guest card
isused in the door after the function Notify on first
entry was set. When the alternative Notify on first
entry ischosen, alist of all users with e-mail
address and/or cell phone will be shown. Mark the
desired user in the Users <Doors> dialog and click
Select. If the user has got both e-mail address and
cell phone number, you will be asked to choose one
of the mediae-mail or SMS, or both. The user will
then get an e-mail and/or SM S the first time the
concerned guest card is used. If the room is rented,
you will be asked whether the e-mail/SMS
notification should be triggered by the current guest
or the next arriving guest. See User manual TimeLox
DC-One, Art. No 865 100, for more information
about the mail notification option and the SMS
option.

Note: The naotification on first entry requires that the
guest’ s name was entered at Issue to when the guest
card was issued.

7.9 Cancelling a card
When cancelling a card in the card list, it will
automatically be cancelled in all online doors.

Note: If a card cannot be used anymore at all, e.g. if
it has been broken, it should be discarded. A
discarded card will by default not appear in the card
list. Please note the difference between discarding
and cancelling a card. If a card has been lost,
improperly used etc, it should be cancelled and not
discarded. A cancelled card can (if found) be re-
encoded and used again, while a discarded card
should not be used anymore at all.

To cancel acard:

1. Mark a card in the card list and click Cancel
card. You will get the following message:



.
1 ) The cards selected to be cancelled will also automatically be cancelled in all online-connected doors.

2. Click OK.

\y Please note that the CANCEL command should only be used for cards that have been lost,

If a card has been physically damaged, the DISCARD command should be used instead,

3. The didog above follows. If the card should
really be cancelled, click OK.

Question &|

\“":,f) Are wou sure you want to cancel the card with registration number '100117" 7

[ Yes ] [ Mo |

4. Thediaog aboveisshown. Click Yes.
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8 Power loss & hardware failure

This section describes the mechanisms in place to
recover from power loss as well as instructions to
replace devicesin case of hardware failure.

8.1 Lock electronics

If the lock electronics (not the online EN radio) have
gone bad, they can be replaced with no interruption
to the online network. Replace the lock electronics
and put the lock back together. If power was
temporarily disconnected from the EN, it will regjoin
its parent on power up.

8.2 Endnode

If an EN loses power (typically due to a dead battery
or battery replacement), it will rgjoin its parent on
power up using an orphan join. The radio ID is
aready in the appropriate RT and so it is allowed to
join again without requiring a technician to re-open
the RT.

If an EN needs to be replaced:

1. Make aleave on the old EN (right click on the
EN in SysMon's ZigBee view and choose Leave
Network). In this way the old EN will deregister
from the parent.

2. Important: Wait for 40 seconds to avoid
confusing the parent from which the EN has
deregistered.

3. Make Permit Joining on the RT to which the
EN should be connected. This can be done either
by right clicking on the RT in SysMon's ZigBee
view and choosing Permit Joining, or by
pressing the F1 button on the RT.

4. Once Permit Joining has been made on the RT,
install the new EN device in the lock. When it is
powered up, insert a Discovery card (see section
about ZigBee configuration card in User manual
TimeLox DC-One, Art. No 865 100) in the lock;
the lock will chirp once. The EN will announce
itself to the server.

5. After the EN has joined the network, make
Forbid Joining on the RT by right clicking on
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the RT in SysMon’s ZigBee view, or by pressing
the F1 button on the RT.

8.3 Router

If an RT loses power none of its children will be
able to communicate to the server. When an RT
loses power it will send a special SOS message to
the server at least once to indicate that power may
have been disconnected.

A power cut is illustrated with a red dot in front of
the RT in SysMon:

=@ RT. 040001 RT 620623

It can take up to three hours for the ENs to get online
after recovery from a power cut.

Upon power up the RT will perform an orphan join
and will rejoin its parent GW or RT. Any children
(EN or RT) will rgjoin the RT automatically by
performing orphan joins after they realize they have
lost their parent.

To expedite this processin ENs:

1. Insert an Orphan Join card (see section about
ZigBee configuration card in User manual
TimeLox DC-One, Art. No 865 100) in the door
lock of each EN; each lock will chirp once.

This may be a necessary step if the RT has been
without power for an extended period of time as the
ENs will only attempt an orphan join every so often
(i.e. every three hours) in an attempt to conserve
power.

If an RT needs to be replaced:

There are in SysMon two methods to replace an RT;
either by using the Add Node command or the
Permit Joining command.

With the Add Node command, you do not have to
make discovery on the new RT when it is added to



its parent, or on the children of the old RT when they
should be added to the new RT instead.

To use the Add Node command when replacing an
RT:

Each RT contains a table of its connected children
including RTs and ENs. A copy of this table is
automatically stored on the server. In the event a
defective RT should be replaced, it is possible to
build up the table for the new RT by following the
steps below.

1. Inthe SysMon ZigBee view, hover over the old
RT and make a note of its network address.

2. Hover over the RTs and/or ENs which are
directly under the old RT and make a note of the
IEEE address and network address for each one
of these RTS/ENs.

3. Right click on the old RT in the SysMon ZigBee
view and choose Leave network so the new RT
can instead join the parent of the old RT.

4. Important: Wait for 40 seconds to avoid
confusing the parent from which the old RT has
deregistered.

Disconnect the old RT and remove it.
Mount and connect the new RT.

Make the new RT join its parent by right
clicking on the parent and choosing Add Node.
Inthe Add New Node dialog that appears, make
the following steps (see example in the
following screenshot):

Add New Node
Add a new node to the association table.

Cancel

Router [+

IL tl
X

MNetworkaddress [4 hex number) |UUUZ

|EEE Address [16 hew numbers) |UU'I 77A01000400F2

Mark the checkbox “Router” .

At Network Address, choose in the
drop-down list the 4 hex number that
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you have taken a note of according to
step 1 above.

At |IEEE Address, enter the |EEE
address that is found on the labdl of the
new RT.

Click OK.

8. Give the new RT a name by right clicking on it
in the SysMon ZigBee view and choosing Edit
Name.

9. The children of the old RT should now be added
to the new RT in the SysMon ZigBee view.
Right click on the new RT and choose Add
Node.

10. In the Add New Node dialog, make the
following steps:

Mark the checkbox
applicable.

“Router” if

At Network Address, choose in the
drop-down list the 4 hex number that
you have taken a note of according to
step 2 above.

At IEEE Address, enter the IEEE
address that you have taken a note of
according to step 2 above.

Click OK.

11. Repeat steps 9-10 for each node that should be
connected to the new RT.

After this, the new RT will begin communicating
with its children without the need for making Permit
Joining and associating RTs and ENs.

To use the Permit
replacing an RT:

1. Make aleave on the old RT (right click on the
RT in SysMon's ZigBee view and choose Leave
Network). In this way the old RT will deregister
from the parent.

Joining command when

2. Important: Wait for 40 seconds to avoid
confusing the parent from which the old RT has
deregistered.

Choose Permit Joining on the GW that the new
RT should associate itself with.



4. Press the F1 button when powering up the new
RT. The RT will make a discovery, i.e. it will
search for and join the GW on which Permit
Joining has been made. After this, choose
Forbid Joining on the GW.

5. Make Permit Joining on the new RT. This can
be done either by right clicking on the new RT
and choosing Permit Joining, or by pressing the
F1 button on the new RT. Insert a Discovery
card (see section about ZigBee configuration
card in User manual TimeLox DC-One, Art. No
865 100) in the door lock of each EN (each lock
will chirp once) that should associate with the
new RT.

6. Each EN will search for and join the new RT on
which Permit Joining has been chosen. After
this, make Forbid Joining on the new RT. This
is done either by right clicking on the new RT
and choosing Forbid Joining, or by pressing the
F1 button on the new RT.

8.4 Gateway
If a GW loses power, none of its children (RT or
EN) will be able to communicate to the server. A
power cut isillustrated with a red dot in front of the
GW in SysMon:

= - Gw. Bth Floor

On power up the GW will reconnect to the server
and any children will rgjoin the GW by performing
orphan joins.

To expedite this processin ENs:

1. Insert an Orphan Join card (see section about
ZigBee configuration card in User manual
TimeLox DC-One, Art. No 865 100) in the door
lock of each EN; each lock will chirp once.

The GW regularly sends messages to the server so
any interruption in power will be immediately
apparent at the server.

Each GW contains a table of its connected children
including RTs and ENs. A copy of this table is
automatically stored on the server. In the event a
defective GW should be replaced, it is possible to
build up the table for the new GW by following
these steps:
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1. In the SysMon ZigBee view, hover over the
different RTs and/or ENs which are directly
under the old GW and make a note of the |IEEE
address and network address for each one of
these RTS/ENSs.

Disconnect the old GW and remove it.

Mount, connect and — when the new GW
appears in the SysMon ZigBee view — name the
new GW. See section 2.3 Gateway installation
for screenshots and more details.

4. Right click on the new GW in the ZigBee view
and choose Add Node.

5. In the Add New Node dialog (see step 7 in
section 8.3 Router for example screenshot),
make the following steps:

Mark the checkbox “Router” if
applicable.

At Network Address, choose in the
drop-down list the 4 hex number that
you have taken a note of according to
step 1 above.

At IEEE Address, enter the IEEE
address that you have taken a note of
according to step 1 above.

Click OK.

6. Repeat steps 4-5 for each node that should be
connected to the new GW.

7. Right click on the old GW in the SysMon
ZigBee view and choose Remove.

After this, the new GW will begin communicating
with its children without the need for making Permit
Joining and associating RTs and ENs.

8.5 Server

If the server loses power, no commands can be sent
to the locks. When the server is recovered it will
need to query the locks to retrieve any events it may
have missed while it was down.



9 Redundancy and recovery

9.1 Communication channel

The ZigBee communication protocol has the built in
capability to communicate on any one of 16 different
channels (or frequencies).

In the event that one or more channels are blocked or
do not alow for adeguate signal strength and
stahility, other channels may be used.

If there are circumstances that dictate the devices
should communicate on a specific channdl (i.e. if
there are other online devices or known inter-ference
on other channels) it is possible to force the devices
to stay on a specific channel.

1. Right click on the concerned GW in SysMon’'s
ZigBee view and choose Set channels; the
dialog below will be shown.

Select channels

AT vo1g

v 12 W 20

W 13 v 21

v 14 v 22
w15 v 23

¥ 16 v 2

v 17 ¥ 25

v 18 v 26
M| Clear |
Cancel
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2. By default, al 16 channels are checked since the
GW will normally choose which of the 16
channels in the 2.4GHz band the nodes in the
PAN should use. If a specific channel should be
used, click Clear to uncheck all channels.

3. Check the desired channel(s) and click OK. If
more than one channel is checked, the best one
will be chosen.

9.2 Recovery

9.2.1 Polling

In order to preserve the battery, the ENs use a
scheme caled polling. Each EN wakes up
periodically to check (poll) its parent for messages.
Any message for the node is sent as an answer to the
poll. The polling is the reason of variable answering
times.

9.2.2 Fallback

If the poll does not give any answer five successive
times, the EN has a fallback procedure. The missing
answer can have two causes:

the parent is offline due to a power cut
the channel isjammed

In the latter case the GW will automatically switch
to another channel.

The EN will start orphan joining as a falback. This
will find the parent in case there has been a channel
switch. It will also find the parent in case there has
been a power cut and the power returns.

Due to the high power consumption of orphan
joining, it will be performed at very long intervals:

Initially, the interval will be one minute.

For every time the orphan join fails, the interval
is doubled until it reaches three hours.

RTs have the same functionality, but as they are
powered externaly they will make an orphan join
every 30 seconds.



Appendix A: Online devices
Status LED

Gateway - red whilethe gateway getsits | P address

Automatic adjustment to 10 or 100 Mbit/s networks LED off (no LED colour) while the
gateway looks for the Timelox server

Powered via Ethernet or by a power adapter (9VDC) steady yellow while the gateway has ot

Low power consumption contact with the Timelox server

The total number of gatewaysis virtually unlimited . blinking yellow when the F button is

Can have either five routers or 15 endnodes connected pressed for reaching th_e web interface
where some gateway settings are made
Case with the dimensions Power LED

63 mm x 144 mm x 27,5 mm (2,48" x 5,67" x 1,08")

Easy mounting (can be mounted either with adhesive
VELCRO® strips or fastening screws; a package with
two VELCRO® strips and two fastenings screws are
enclosed)

Mounting hole for
wire saddle

Weight: 116 g
Flame retardant ABS
UL94 V-0 approved RS-485 connector
Colour: RAL 7047 DC plug
Reset button
Ethernet connector
F button (thisbutton is used for reaching the web interface where
some gateway settings are made. Toggling function).
Router

Powered by a power adapter (5VDC)
Low power consumption
Can have either five routers or 15 endnodes connected

There can be a maximum of five hops down the gateway (i.e. gateway — router — router — router — router — endnode). This limits the
physical coverage of a PAN.

Note: Timelox recommends a maximum of three hops, i.e. gateway — router — router — endnode, down the gateway. The link quality
index (LQI) should be at least 30%.

Case with the dimensions 40 mm x 105 mm x 19,5 mm (1,97" x 4,13" x 0,77") Toggling “permit joining”/
Easy mounting (can be mounted either with adhesive “forbid joining”:

VELCRO® strips or fastening screws; a package with Press the F1 button.
two VEL CRO® strips and two fastenings screws are enclosed)

Weight: 36 ¢ F1 button Reset button Status LED

Flame retardant ABS

UL 94 V-0 approved

Colour: RAL 7047 Router LED Signals
Discovery: long blink every 5 seconds
Orphan join: long blink every 2 seconds

i . . “Permit joining”: Short blink every 0.5 seconds
fggggfg&igoog Wire saddle / DC plug joining oy
“Forbid joining”: Short blink every 2 seconds



Lock

Handle

Outside escutcheon
Clamp

Starlock washer
Torsion spring
Driver

Allen screw
Follower

Cap

10 Electronics

© 00 N O O b~ W N PP

11 Outside mounting plate

12 Washer

13 Backplate screw

14 Inside mounting plate with endnode
15 Battery pack

16 Handle holder

17 Curve

18 Spring

19 Communication window
20 Inside escutcheon

21 Edge strip
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Appendix B: Mounting of gateway and router

Preferred way of mounting the gateway is horisontally:

- IIMELOX[ Y gomim
68 3081 066-1 ctrer:
GATEWAY ER
|EEE: 00177A010x000X
MAC:00177Ayyyyyy

wy

Note: If the label does not say “GATEWAY ER”, the gateway is of another type and should be mounted
vertically.

Preferred way of mounting the router is horizontally:

| ’
TIMELOX®[ | oo vy
68 3081 067-1
Router ER
=== 5V 100 mA ©C®
|EEE: 00177 A01 00XXXXXX-
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Appendix C: Example configurations

Several online configurations are possible. Here are some examples:

GUEST ROOM WITH RF GATEWAY

j ) % TIMELOXDC-ONE
Rk RS'—'T}ERD (( ( @ 10100 ETHERNET SERVER

DOOR LOCK W/ SWITCH
RF MODULE RF GATEWAY

NEARBY GUEST ROOMS IN RANGE OF ROUTER #1
DOORLOCK W/ DOORLOCKW —DOOR LOCK W/ THIN CLIENT Wi THIN CLENTW/ PG W LOCAL ENCODER

RF MODULE RF MODULE RF MODULE NETWORKED ENCDOER NETWORKED ENCODER

RF ROUTER #2

NEARBY GUEST ROOMS IN RANGE OF ROUTER #2

DOORLOCKW/ DOORLOCKW —DOOR LOCK W/ TS

RF MODULE RF MODULE RF MODULE

- RF door lock units communicate with RF routers (max. 15 locks per router)

- RF routers 1 and 2 communicate with the RF Gateway (Timelox recommends max, three hops down the
Gateway, i.e. Gateway — router — router — door kock unit, and a link guality Index, LCH, of at least 30%). Routers
are powered by a SVDC plug-in transformear

- RF Gateways communicate with TimeLox DC-One server over the hotel Ethemet network, Gateways are
powered by a VDC plug-Hin transformer

- TimeLax DC-One server communicates o dient s@ations and networked card encoders via hotel network

Example configuration 1: Basic setup with GWs and RTs and no firewall.
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G

DOOR LOCK WY DOOR LOCK W
RF MODULE RF MODULE

(¢

DOOR LOCK W/ DOOR LOCK W! I n 02

RF MODULE RF MODULE

TIMELOX DC-ONE
SERVER

PC W/ LOCAL ENCODER

10/100 P R OVER
ETHERNET (PoE) SWITCH

ﬂj (( (

THIN CLIENT Wi
MNETWORKED ENCODER
DOOR LOCK W/ DOOR LOCK W
RF MODULE ( ( RF MODULE
j% FF GATEWAY (( (
MOTES
- RF door lock units communicate with RF Gateways
DOOR LOCK W/ DOOR LOCK Wi {max. 15 locks per Gateway)
RF MODULE RF MODLLE - RF Gateways communicate with TimeLox DC-One server over

the hatel Ethernet network. Gateways are powared centrally by a
Power Ovar Ethemel network switch

- TimeLox DC-One server communicates to dient stations and
networked card encoders via hotel netwaork

Example configuration 2: GWs using Power over Ethernet (PoE) communicating directly with doors.
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