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TAG-IN-A-BAG™

= Visonic Ltd

Installation and Programming

Single door RF/ID Proximity Access Control Unit

1. INTRODUCTION

The TIAB (T ag-in-a-Bag)™ is a versatile weather-resistant
proximity access control unit (fig. 1), designed to limit access to
restricted areas, while permitting authorized people to enter. This
product is the best in its class - using state-of-the-art proximity
{(non-contact) RF/ID technology. It was designed to serve your
customers' needs, while making installation and use simple and
gasy.

The TIAB control unit includes a keypad with an internal proximity
reader and a display, that provide full access control operation.
The TIAB control unit can be programmed 10 offer 2 security
levels for opening the door:

1. Valid tag only.
2. valid tag and PIN (Personal |dentification Number) code.

The TIAB control unit transmits 125 kHz RF signal. A valid
proximity tag (fig. 3), presented to the control unit or to the
optional external reader (fig. 2), transmits a coded RF signal back
to the TIAB control unit, causing it to energize an output relay.
The optional external reader is designed for installations in which
an additional reader is required. It is connected to the TIAB
contral unit via 4 wires.

The TIAB control unit is installed adjacent to the secured door's
frame. It is connected to the door's EMS (E|ectro-Magnetic
Strike) or magnetic lock and operates by either a 12V DC or AC
power supply. The TIAB control unit includes internal non-volatile
memory, unaffected by power tailure. The internai memory stores
data of up to 250 tags and PIN codes (used for security level 2
only). Each PIN is composed of 4 digits.

The proximity tags (fig. 3} are totally seajed and do not require
any maintenance.

Preliminary
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Figure 2. RDA-1 External Reader

Figure 1. TIAB Keypad

The tags are powered from the RF
signal transmitted from the TIAB
control unit. ln a case of loss or
theft of a tag, the tag data can be
easily deleted from the TIAB
control  unit  memory list. The
standard TIAB package includes
10 user tags. Additional tags aré
available.

Figure 3. TAG-1 Key

2. SPECIFICATIONS

Power input: 12V AC or DC
Max. Current Consumption: 200 mA (excluding EMS current).
Operating temperature: _20°C to 50°C (-4°F t0 122°F).
Dry Contact Relay: 10A Max.
TIAB: CONTROL UNIT
Display: 2 x 7 segments and 3 LEDs.
Buttens: 12 {numeric keypad).
Memory capacity: 250 tag codes.
Tag reading range: 50 - 100 mm {2 -4 in.}
Internal tag reader frequency: 125 KHz.
Tag codes possibilities: 10"? possible combinations.
inputs:
+ Request-to-exit (N.O.)
+ Door position (N.C.)
Qutputs:
+ N.O./N.C. dry contact
+ Door ajar {door held open, open collector output).
« Panic {open coilector output).
+ Auxiiiary output {open collector output}.
« Forced Entry {open collector output).
« Tamper

Dimensions (H x W x D): 122 x 82 X 31 mm (4 13/16x 3 1/2x
/4 in.

DE6260

Weight: 170 g (6 oz) without the rubber gasket
Color: Dark gray
TAG-1 PROXIMITY TAG

Dimensions (L x W x D) 53x35 x7 mm (21/8x13/@8x
9/32in.)

Weight: 559 (0.2 0z).
Color: Dark gray

OPTIONAL ACCESSORIES

RDR-1 EXTERNAL READER
Indicators: Tri-color LED {green, red, amber).
Tag reading range, tag reader frequency and tag codes
possibilities: identica! to Controt Unit specification.
Dimensions (L x W x D): 116 x70x 16,8 mm (2 3/4 x4 1/2X
5/8 in.)
Weight: 121.5 g (4.3 oz)
Cable {to TIAB control unit) maximum length: 10 meters
(32ft.) :
Color: Dark gray

TAG-10: Package of 10 TAG-1 proximity tags

Compliance with standards: Compiies with Part 15 of the FCC Rules
and RSS-210 of Industry and Seience Canada. Operation is subject to
the following two conditions: (1) This device may not cause harmmful
interference, and (2) this device must accept any interterence received,
including interference that may cause undesired operation.
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3. MOUNTING

A. Remove the casé closure screw.

B. Use a screwdriver, in the bottom recess at the base, to lever
out the base from the keypad assembly.

C. Place the base on the installation surface, mark points, drill
the holes and insert plastic anchors, if necessary.

D. Fit the base into the rubber gasket and use the 3 mounting
screws 1o attach the base and gasket to the selected surface.

Important: The Tamper switch is activated when the TIAB control
unit's front cover is removed or when the base is forcibly pulled
from the mounting surface, which causes tamper switch tab 10
break (see figure 4). It is therefore especially important to firmily
attach this tab to the wall with a long screw.
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Figure 4 - Base and Rear Sealing Gasket

4. WIRING INSTRUCTIONS FOR

The connections o the TIAB terminal block are shown in fig. 5.

A. Connect one lead of the door strike to one of the hardware
(door strike) power supply terminals. Connect the other lead
of the door strike to terminal No. 10 (N.O)) of the TiAB.

Note: If you are using a magnetic door lock, connect one of
the leads to one of the harcware power supply terminals.
Connect the other lead to terminal No. 11 (N.C.) of the TIAB.

8. Connect the other terminal of the door strike or magnetic lock
powers supply 10 terminal 12 (COM).

¢. Connect the TIAB power supply leads between terminals 8 (+}
and 9 {-). Observe polarity

D. Connect the optional remote Request-To-Exit push-button

{N.O.) or PIR detector contacts (N.O.} between terminals 3
and 2.

N.0. Regquest-To-

Exit [push-bution

or any motion
detactor)

-4 Visonic L

Figure 5 - Witing Diagram for Access Control

5. WIRING FOR INTEGRATIO

5.4 Wiring Gauges and Routing

Use # 20 AWG or larger for connections between relay and door
strike or other switching devices. All other connections are to be
made with # 22 AWG or larger. Route the wires through the siot
in the rubber sealing gasket (see figure 4) and the recessed entry
channet in the TIAB control unit base. Verify that there is no
contact between uninsulated wires and the printed circuit board.

5.2 Wiring Procedure (Fig. 6)

A. Perform steps Ato D in section 4.

B. Connect the Panic output {terminal  7), Auxiliary output
(terminal 8) and Forced Entry output (terminal 5) to the
anpropriate zone of the alarm system. These outputs are of
the open collector ype.

C. Connect the Ground (terminal 2) to the alarm system ground
terminal.

D. Connect the tamper terminals (13 & 14)to a 24.-hour zone of
the alarm system.

N WITH AN ALARM SYSTEM

Table 2. TIAB control unit terminals Assi nments
Terminal Description Terminal Description
1 Door Position (*) 8 +V
2  |Ground 9 -V
3 |Request-To-Exit 10 {Door lock relay N.O.
)
4 \Door Ajar () 11 |Door lock relay N.C.
"5 |Farced Entry (%) 12  |Door lock relay common
6 |Auxiliary Qutput 13 |Tamper Switch
)
7  |Panic Qutput * 14 |Tamper Switch

The signal is between

this terminal to ground
(terminal 2}.

DEB260
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| Caution! '

pee i N = i

! When operating the | iFor wiring, refer to the

*TIAB control unit by ‘gxternal reader

' AC power; disregard . Master installation instructions

. m,ar,ty' but note ' Resat v ---d beenanen R

+that external buzzers Jumper %Od:d"RF

2 fwhich are

 connected to the s g COMM 3 (wiite \ Personal
vALIX or PANIC B COMM 2 (graen]a‘( tag
' of

\outputs) require a From doot POWER + (red) ' /

' separate DC power position detector W

» supply. For proper

 operation, In this

' case, the buzzer

| circuit should be

' wired as foltows:

' » Buzzer's DC power
supply [-] to TIAB
terminal 8 ().

Request-To-Exit -
Push-button or .l
maotion detector 2

(N.o.)‘f " So_teek !l
- |
r

'« Buzzer's DC power
! supply [+] to

\  Buzzer [+] terminal.
! » Buzzer -] to AUX

Door lock
powar
supply

{(AC or DC)

output (terminal €)
or to PANIC output
(terminal 7} (85
required).

¥ N y
| Alarm system

Figure 6 - Wiring diagram for Integration with an alarm systemn

6. PROGRAMMING

6.1 General Description \ Important! The TIAB control unit does NOT operate uniess j
This programming guide provides a set of “instructions™ that valid master tag and master code have been programmed.
determines how the TIAB control unit will react. A. Remove the Master Reset Jumper {fig. 6). The TIAB buzzer
The available functions are: programming of master tag (par. will start beeping. ' _

6.2), adding user tags (par. B.4), reviewing user tags (par. 6.5), B. After the buzzer stops beeping, the jumper must be
deteting user tags (par. 6.6) and TIAB functions setup {par. 6.7). re-installed and the master code 8422” should be keyed in,

followed by pressing “g*, within 10 seconds. As a result, the
TIAB control unit goes into ADD mode automatically (blinking
green LED} and displays the master code memory address -
flashing "00".

The TIAB control unit recognizes a single 4-digit master code
which is used for ail programming Modes. This code
accompanies a tag which is defined as the master tag.

Programming changes can be made as many times  as C. Place the tag, assigned as the master tag, within range of the
necessary, but for security reasons this operation is restricted to keypad. The buzzer will beep twice and the display will show
the master tag holder. “"Go" (C.ode)

Each one of the 250 users tags has an interal code (one of & D. Key in the desired master PIN code (4 digits) and than press
trillion possible factory-defined combinations,} and a 4 digit PIN w4 The programming of the master tag code is compieted
code assigned to it (entered by the operator). The TIAB control and the unit returns to normal position.

unit “learns” these codes during programming.

jmpartant: . 6.3 Entering/Exiting Programming

{. The person in charge musl have an updated list which Mode

includes up to 250 tags holders names and the PIN code

assigned to each of the tags. The table attached to the TIAB For any programming, you need the master tag and its 4-digit PIN

User Guide may be used. code.
2. The master tag must be kept in a secure place. Note: The master PIN code is always required for programming,
Changing an existing code requires that the existing code be regardiess of security fevel setting.

dejeted first and a new code may than keyed in at the same .
memory address. Entermg the Programming Mode

Note: The TIAB control unit reverts to normal mode after a 30 Hold the master tag near the keyboard for &t

second non-activity timeout, or if “ *" is pressed. |eak5to :% sesr';ondls.f Aﬁtehr t)receaivin% an

) . , ) . acknowledge signal from ine uzzer, key in

\é\;r:tli?_‘ J\;?JEEJQS?J ntgses?nrsgrg;n;:rs selection, the internal buzzer your master tag_ P‘.N g:ode (4 digits). “pp
' {Programming) will blink i the display.

6.2 Master Tag Programming

Exiting the Programming Mode
( Remove jumper | —» @uzzer beeps and stops Press "%" to exit any of the programming mode options into the
ng mode. Press “x" again to quit the main

- . main programmi
Reinstall jumper ) &™ 8422 % & |PIN code programming mode and revert to normal operation.

DE6260 3




TIAB's Modes Description

Mode Mode Name Functions Blinking
No. LEDs
1 ADD (tags} Enables adding user tag Green

2 SHOW {codes} Enables checking users Red

codes

3 DELETE {tags) | Enables deleting user tags Yellow

4 FUNCTIONS
sefup

Enables modifying system All LEDs
parameters J

6.4 Adding User Tags

Note: It is recommended to maintain a list of valid tags and user
names for future reference.

For security level 2 & % @@
For security level 1 & @ % & @

A. In programming mode (‘Pr" is displayed), press 17 10 select
the ADD function {the green LED will blink). The unit wil
display two flashing digits (the memory address available for
the tag) and the buzzer will beep twice.

B. Present a user tag near the keypad. Once the tag is read by
the unit, the two flashing digits become steady and two short
beeps sound to indicate tag reading.

C. Press “#" to confirm.

D. “Co" flashes, to prompt you to enter the [
desired user PIN code within 5 seconds. |5 [ d
it the TIAB security level is 1 (tag only ol o
required), press "#” (or enter any PIN code
followed by “#").

It the TIAB security level is 2, enter a PIN code and press "#"
to conclude the tag adding process.

For security reasons, 4 identical digits, like “1111" are
not accepted as valid PIN code.

E. The tag adding process is completed and the TIAB reverts to
the ADD mode, ready for the next tag. You can program up 10
250 tags, by repeating steps B-D above.

6.5 Reviewing User Tags

The master tag holder may review all PIN codes of the valid tags.
in the “Pr" mode, press ‘2" 1o select the SHOW function. The red
LED blinks and ail the 250 memory addresses are scanned, one
by one. Each address 1S displayed for 3 seconds and then the
next address appears, followed by 2 beeps. Each unused
address (no tag programmed) blinks and each occupied address
{tag programmed) i% displayed steadily.

Please Note:

1. Pressing "#" while the address is displayed steadily will show
the first 2 digits of the PIN code designated for that address.
Pressing “#" again displays the fast 2 digits of the FIN code,
Additional pressing “#" expedites the advance to the next
address.

2. You may enter a 3-digit number to go directly t© 8 specific
address (i.e., to see address 10, enter 010;.

3 Since the TIAB display can show 2 digits only, the two
decimal point LEDs assist in the numeric display of 3 digits,
when needed. When one decimal point LED is Iit, the number
is between 100 to 199. When two decimal point LEDs are it
the number is between 200 fo 250. The following example
clarifies the decimal LED function.

5 L, Q_bj_: 46

ORI

6.6 Deleting an Existing User Tag

FOGRE « +DEEE e

Deleting a tag is possible when the tag to be deleted is available
or not available {lost or stolen), as follows:

4

~OC L0 e AR

A. In the "Pr" mode, press “3" to select the DELETE function.
The yellow LED will blink and the display will be blank.

B. Present the tag, that you want to delete, to the keypad.
Alternatively, if the tag is lost or stolen, enter its 3-digit
address instead and press «y» The address will fiash in the
display.

C. Press “#” again, to confirm the tag's deletion. The display will
stop flashing. Press 47 gnce more for farther confirmation.
The TIAB sounds 3 short peeps, to indicate that the tag is
deleted. The display planks out, ready to delete another tag.

Notes:

1.in the DELETE mode, the TIAB control unit searches
automatically through addresses 001 to 250 (does not search
address 000).

2. Tag delstion deletes tag information and the 4-digit PIN code.

3. Deletion of address 000 causes the TIAB control unit to return
to the ADD mode. A new master tag and PIN code must be
entered for further use.

4. Deleting information in address 000 invalidates the master
tag. The entry 10 location 000 is possibie only by keying in the
tag number and not by presenting the master tag.

5. Deleting ALL codes except the master code is accomplished
by entering address 593.

6. If you made a mistake and do not want to delets, press " >
before pressing "#", 10 cancel the operation and return the
TIAB control unit o DELETE mode. Pressing “x" a second
time causes the TIAB control unit to return to normal operation
mode.

6.7 Setup Mode

Setup maode enables to determine how the TIAB reacts in various
situations. 1n programming mode (“Pr" is displayed) press “4" 1o
select the functions setup mode. Al the 3 LED's continuousty
blink and the dispiay is blank. in this state, the installer can sefect
one of seven functions to modify the setup, as detailed in the
function setup table.

Table 3 - Function Setup Table

Function Description Enter Default Display
1 Door uniock duration or 01-98 Qs . -
toggle mode. (See note 3} |(Seconds) | seconds o U L
g9 = toggle —
mode
2 Door Position input. Set 01-99 00

alarm timeout of opened {seconds)
door to 01-89 seconds of 00= disable
disable {00). {see note g) |door input
3 Auxiliary Qutput. 0
{notes 1.,6). (See table 4) 0-7

7 |Ambush Digit - Fitth digit 10-9 00
afier PIN code for 00 = disable
signaling duress situation.
{Notes 2.6)

5 Security Level (notes 4, sihor2 1
1 = No PIN code required.
5 = PIN code is_required.
6 Buzzer feedback control.
0=Ng buzzer feedback.
1= Buzzer beeps when
bution is pressed.

7 Buzzer's Indication that
the door is epened.

0 = No buzzer operation.
{ = Buzzer beeps when
door is coenad.

fori 1

Dort 0

Noles:
1. if the Auxiliary output is enabled, it operates for all tags.

2. Ambush Digit is applicabie for security level 2: Ambush Digit is
the fifth digit of the user PIN code. if the user is forced to enter
under thraat, pressing the Ambush digit after the last digit of
the PIN code activates the Panic output.

3. in the Toggle mode, presenting a valid tag/code turns the

DE6B260



output on and presenting it again turns the output off.

4, YWhen selecting security level 1 (no PIN code required) it is
still possible to enter a PIN code for each tag, during
programming. However, in normai operation the TIAB will not
prompt the user for the PIN code.

5. Selecting security level 1 does not affect the master tag. The
master tag always requires a PIN code.

6. Disabling a function, by pressing 00, will show - - Of the
display.

Programming steps in the SETUP mode:

o (17) (1) fewele) (4]

1. Press the number that corresponds to the desired function
{1-7).

2. The TIAB confrol unit displays the two letters corresponding
1o the function (see functions setup table).

3. Press “#" to enter the functions selection mode.
The TIAB control unit displays the current value for the
selected function.

4. To accept the existing value, press “#". To return 10 the setup
function selection, press %" To change the existing value,
enter the new value tollowed by pressing “#".

Table 4 - Auxiliary Output Modes:

Settin Description

0 Qutput disabled.

Output triggered for 1 second.

1

2 Output toggled {latch/unlatch).

3 Qutput operated together with relay timer {function 1),
but stays on for 5 seconds more.

~

Qutput latches when a valid tag is presented and

e Lo kA

i f 1=

Description
resats by pressing “* .
& Output turns on for 10 seconds, by pressing any
button atter presenting @ valid tag.

Settin

6 Output triggered after 3 invalid keys are presented or
3 invalid PINs are entered. The output is triggered
once a second for 10 minutes and may be reset only
by entering a user code no sooner than 30 seconds
after being tripped.

7 Qutput turned on by pressing “" and ¥
simuitaneously.

6.8 Testing the TIAB Keypad,

Display and Buzzer
The TEST mode is used for checking the TIAB keypad, display
elements and the internal buzzer. To enter TEST mode, press
and hold buttons 4 and & simultaneously for 5 seconds.

to

When pressing each button, the buzzer sounds and the display
shows the associated number (=11, #=12). Once “#" is
pressed, the display shows 88", both decimal points and all LED
light up (to verify that all segments are operational) and the
buzzer sounds for 2 seconds.

The TEST mode will time out 410 seconds after the last button is
pressed. Upon exit from TEST mode, the TIAB control unit
reverts to the previous mode (narmal or “Pr").

Upon entering this mode, the display shows
“S". Press 0 - 9 successively and then "*"
and "#".

7. SYSTEM NOR

7.1 Normal Operation
Normal operation is the mode in which when a tag is presented to
the reader (in security ievel 2, foliowed by user PiN), the doors
lock is opened.
The TIAB controi unit can use the internai reader or an external
reader 1o read proximity tags.
Pressing “*" and “#’ simultaneously causes the panic output 10
be activated for 5 seconds. In this case, the buzzer does not
beep.
The LEDs functions in normal operation are summarized in the
next table,

LEDs functions in normal operation

MAL OPERATION AND FUNCTIONAL TEST

LED Function

J ) GREEN \ndicates that the door is opened.

indicales that an invalid tag was presented or an invalid PIN
was entered.

® RED

Remains lit 1o indicate that the power is on. in security level 2,

(DYELLOW

blinks after a tag is accepted. 1o prompt the user for PIN.

Time Out

A delay of more than 5 seconds, between presenting & 1ag and
starting to key user PIN code, or between any two digits, cancels
the operation.

if you enter three consecutive wrong codes, the TIAB control unit
will be disabied for 30 seconds and the buzzer will beep quickly.

7.2 System Functional Test

1. Supply power to the TIAB control unit and verify that the
yeliow LED lights continuously, to indicate that the power is
ON.

DEB260

5 Enter the TEST mode (as descriped in paragraph 6.8) and
verity proper functions of the TIAB keypad, display and
buzzer.

For security level 1 onl

3. Present a valid tag at a distance of 50 - 100 mm (2 -4in)
from the keypad (or external reader) and verify that all the
functions are performed as programmed. Verity also that
when the door is opened the green LED is iuminated.

4. Verify that when an invalid tag is presented 10 the reader the
door is not opened and the red LED is illuminates.

For security level 2 onl

5. Present vaiid tag at distance of 50 - 100 mm (2 - 4 in.) from
the keypad (of external reader), key in the PIN code and
verify the proper respense, as described in step 3.

6. Verify that if there is delay of more than 5 seconds, between
the user tag presentation and the user PIN code entering, of
petween the entry of any two digits, the gperation is
cancelled.

7. Verify that the yellow LED light starts plinking after tag
presentation, to prompt the user to enter PIN code.

8. Enter the user code followed by the ambush digit. The
PANIC output should be activated.

9. Verify that an invalid tag, an invalid code, or both, do not open
the door and that the red LED illuminates.

For both security levels

10. Verify that all the user tags enable the opening of the door.

11, Verify that pressing k" and "#" simultaneously activates the
panic output for 5 seconds.
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[ waRRANTY

Visonic Lid. and/or s subsidianes and its affliates ('the Manufacturer?) warrants s
products herainatter raterred 10 as "the Product” or "Praducts’ to be in conformance with
3 own plans and specifications and to be free of defects in materials and workmanship
ungar normal use and service for a period of welve months from the daie of shipment by
the Manufacturer. The Manufacturer's obiigatons shall Ba iimited within the warranty
pariod, ar s option, to repair of replace the product or any part thereof. Tha Manufacturer
shall not ba responsible for dismantiing ancior reinstailation charges. To exercise the
warranly the product must ba returned to the Manufacturer traight prapaid and insured.
This warranty does not apply in the faliowing cases: improper instaliation, misuse,
failure to foliow instaliation and operating instructions, alteration. abuse, acciient of
tampering, and repaw by anyons ather than the Manufacturer,

This warranty i§ exclusive and axpressly in fieu of ail other warranties, obiigations of
liabiities, whether written, orai, exprass oF impiied, including  any warranty of
marchantability or fitngss for @ particular purpose, ar otherwse. in no casé shall the
Manufacturer ba liable to anyoné for any consequential or incidentai damages for breach
of this warranly or any other warrantias whatsoever, as atoresard.

This warranty shall not be modified, varied or extended. and the Manufacturer does not
authorize any person to act on as pehalf in the modification, variation or extension of this
warranty. This warranty shall apply to the Produet only. All products, accessorias or
attachments of others used in conjunction with the Product. including batteries, shail bé
covared solely by thair own warranty. i any. The Manufacturer shail not be liale for any
damage or 0S5 whatsoever, whether directly, indirectly. incidentally, consequentially of
otharwise, caused by the matunction of the Product due to prodicts. accessories. o
amachments of othars, including battaries, used in conjunction with tha Products.

The Manutaciurer does no! represant that its Product may not be compromised and/of
circumvented, or that the Product will prevent any death, persanal ana/or bodily injury
and/or damage te property rasulting from burglary, robbery, fira or otherwise, o that the
Product will in ail cases pravide adequate waming of protechon. User unoerstands that &
proparty instalied and maintained giarm may only reduce the risk of gvents such as
burglary, robbery, and fire without warning, but # is not insurance of a guaraniae that such
will not occur or that there will be no death, personal damage and/or damage to propenty
as a resufl,

The Manufacturer shail have no Hiability for any death, personal and/or bodliy injury
and/or damage (@ proparty or other loss whethar direct, Indirect, incidental,
conssquential or otherwise, based on a ciaim that the Product failed to function.
Howaver, if the Manufactursr is haid lighble, whethar directly or indirectly, for any loss or
damage arising under this limited warranty or ctharwise, regardiess of cause of origin, the
Manufacturer's maximum fiability shall not in any casé oxcaad tha purchase prce of the
Product, which shall be fixed as liquidated damages and not as a penally, and shail be the
compiate and exciusive remedy against the Manufacturer.

warning: The user should foliow the instaiation and operation instructions and among
ather things test the Product and the whole system at least once a waek. For vanous
reasons, nchuding, but not jirnited to, changes in anvironmental conditions, glectric of
sloctronic disruptions and tamparing, the Product may not perform as axpected. The user
is agvised to take ali necassary precautions for his /her safety and the protection of

his/her property.
6/91

NOTE: This equipment has been tested and found to comply with the limits

for a Class B digital device, pursuant to
are designed to
residential installation.
frequency energy and, if not installed and
instructions, may cause

part 15 of the
provide reasonable protection against harmtul interference in a
This equipment generates, uses and can radiate radio
used in accordance with the

harmiul interference to radio communications.

ECC Ruies. These limits

However, there is no guarantee that interference will not occur in a particular

instaliation. If this equipment does cause

harmful interference to radio or

tejevision reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one or more of

the following measures:

-Reorient or relocate the receiving antenna.

.Increase the separation between the equipment and receiver.
-Connect the equipment into an outlet on a circuit different from that to which

the receiver is connected.

.Consult the dealer or an experienced radio/TV technician for help.

Changes of modifications to this unit not expressly appr_oved by the party
respensible for compliance could void the user's authority to operate the

equipment.

3 Visonic Ltd

VISONIC LTD, (ISRAEL): P.O.B 22020 TEL-AVIV 61220 ISRAEL. PHONE: (972.3) 645-6789, FAX:

VISONIC INC. (U.S.A) 10 NORTHWOOD DRIVE, BLOOMFIELD CT. 06002-191 1. PHONE: (680) 243-0833. (800} 223-0020 FAX: (860) 242-8094

MADE IN

¢72-3) 645-6788
(872:3) ISRAEL

VISONIC LTD. (UK): UNIT 1, STRATTON PARK. DUNTON LANE, BIGGLESWADE, BEDS. 3G18 8QS. PHONE: (01767} 500857 FAX: (01767) 601098

@VISONIC LTD. 1858 TAG-IN-A-BAG DE6260-0 (REV. 9/98}
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I TAG-IN-A-BAG™

Single Door RF/ID Proximity Access Control Unit

3 Visonic Ltd

User’'s Guide

1. Introduction

Thank you for choosing the TIAB (Tag-in-a-Bag™)

programmable proximity access control unit. The TIAB is

designed to limit access to restricted areas while permitting

authorized users to enter. It uses state-of-the-art proximity

{non-contact) technology. 't can be programmed by the

instalier to offer one of two security levels for opening the

door:

1, Valid tag only.

0. Valid tag and user PIN (Personal |dentification Number)
code.

2. Using the TIAB

Present a valid tag 50 - 100 mm (2 - 4 in.) from the TIAB {(or
from the optional external reader, if installed). Verify that the
green LED turns on and that the door's lock opens. 1f your
TIAB is programmed to operate by tag and user's PIN code,
present the tag and then enter your user code.

The normal functions of the LEDs are summarized in the
following table.

TABLE 1 - LED functions in normal operation

LED T Function

indicates that a valid tag was presented and
an output relay was activated.

@ GREEN

External reader
(opticnal)

¥ —>
« TIAB
control
Personal

tag ‘
Personal - -
tag :

Push-button of
motion detector

Figure 1 - TIAB Typical Configuration
3. Programming by the User

The programming functions includes adding, deleting and
reviewing users tags. For any programming, you need the
Master Tag and its 4-digit PIN code.

Indicates that an invalid tag was presented

@ RED

or an invalid PIN was entered.

Entering the Programming Mode
Hold the master tag near the keyboard for |- o
at least 10 seconds. After receiving an |© l_
acknowledge signal from the buzzer, key in L

(DYELLOW Remains lit to indicate that power is on. In your master tag PIN code (4 digits). "Pr’
security level 2 blinks after the tag is (Programming) will blink in the display.
accepted, to prompt the user for PIN.

Time out Exiting the pProgramming Mode

A delay of more than 5 seconds between presenting a tag
and starting to enter the user PIN code, or between any two
digits, cancels the operation.

If you enter three consecutive wrong codes or present an
invalid tag for more than 5 seconds, the TIAB control unit is
disabled for 30 seconds and the buzzer beeps at a rapid rate.

Press the * button to exit any of the programming mode
options into the main programming mode. Press the % button
again to quit the main programming mode and revert 10
normal operation. '

Table 2 includes a summary of the users programming
functions and the following paragraphs describe the
programming procedures in detail.

TABLE 2 - SUMMARY OF PROGRAMMING FUNCTIONS

FUNCTION ACTION DISPLAY INDICATOR
ADD In “Pr’ mode press “1” Available address blinks Green
{Add new tags Present atag Address steady
See Section 3.1) Press “#" “Co"
Enter PIN code (4-digit) Last 2 digits of PIN
Press "#" Availabie address blinks
SHOW In "Pr" mode press "2 Shows address Red
(Review user tags Press "#” First 2 digits of PIN code
See Section 3.2} Press "#" Last 2 digits of PIN code
o Press “#” Shows next address
DELETE in “Pr' mode press 3" Blank Yellow
(Detete presented tags Present the 1ag Memory address blinks
See Section 3.3) Press "#" Memory address stead
Press "#" Blanks out
DELETE In "Pr* mode press "3" Blank Yellow
{Delete lost tags Enter 3-0ight tag address and | Memory address blinks
See Section 3.3) Press “#" Memory address stead
Press "#" Blanks out
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5.1 Adding User Tags

-Note: It is recommended to maintain a list of vaild tags and
user names for future reference. A user list form is attached
o this document, for your convenience. o

For security level 2 @= % @"@
For security level 1 & % ?@

A. In programming mode ("Pr" is displayed), press "1" to
select the ADD function (the green LED will blink). The
unit will display two flashing digits (the memory address
available for the tag) and the buzzer will beep twice.

B. Present a user tag near or on the keypad. Once the tag is
read by the unit, the two flashing digits become steady
and two short beeps sound to indicate 1ag reading.

C. Press the "#" to confirm. If your TIAB is set to security
jevel 1 (tag only), proceed to step E. i it is set to securily
level 2 (tag and PIN code) proceed to step D.

D. "Co" flashes, to prompt you to enter the i
desired user PIN code within & seconds.
I the TIAB security tevel is 1 (tag only),
press “#” to conclude the process.
if the TIAB security level is 2 (tag and PiN), enter the user
4-digit PIN code and press “#" 10 accept the code.

For security reasons, 4 identical digits, like “1111" are
not accepted as valid PIN code.

E. The tag adding process is completed and the TIAB
reverts to the ADD mode, ready for the next tag. You can
program up to 250 tags, hy repeating steps B-D above.

3.2 Reviewing User Tags

The holder of the master tag may review all PIN codes of the
valid tags.

In programming mode ("Pr" is displayed), press "2" to select
the SHOW function. The red LED blinks and all the 250
memory addresses are scanned, one by one., Each address
is displayed for 3 seconds and then the next address
appears, followed by 2 buzzer's beeps. Each empty address
(no tag programmed} blinks and each cccupied address (tag
programmed) is displayed steadily.

Piease Note:

1. Pressing “#" while the address is displayed steadily wil
show the first 2 digits of the PIN code designated for that
address. Pressing “#" again displays the last 2 digits of
the PIN code. Additional pressing “4" aexpedites the
advance to the next address. :

Fee L4 Ea e

2 You may enter a 3-digit number, to go directly to a
specific address (i.e., t0 566 address 10, enter 010).

3. Since the TIAB display can show 2 digits only, the two
decimal point LEDs assist in the numeric display of 3
digits, when needed. When one decimal point LED is I,

the number is between 100 to 189. When two decimal

point LEDs are i, the number is between 200 to 250, The

following example clarifies the decimal LED function.

. L,Ji: 46 P—i];ﬂ _ 146 P—”j - 2@

3,3 Deleting an Existing Tag

oY oo ol c=]ol0]0

Deleting a tag is possible when the tag to be deleted is

available ot not available {lost or stolen).

A. In programming mode {'Pr' is displayed), press “3" o
select the DELETE function. The yellow LED will blink and
the dispiay will be blank.

B. Present the tag that you want to delete to the keypad.
Alternately, if the tag is lost or stolen, enter its 3-digit
address instead and press "#". The address will flash in
the display.

C. Press “#" again, to approve the tag's deletion. The dispiay
will stop flashing. Press "#" once more, to confirm. The
TIAB sounds 3 short beeps, tO indicate that the tag is
deleted. The display blanks out, ready to delete ancther
tag.

4. Testing the TIAB
o (&)

The test mode is used for checking the TIAB keypad, display
elements and the internal buzzer. To enter TEST mode,
press and hold buttons 4 and 6 simuttaneously for 5 seconds.
Upon entering this mode, the display [/
shows “1S". Press 0 - 8 successively and
then "*" and “#".

When pressing each button, the buzzer sounds and the
display shows the associated number (*=11, #=12). Once
the # button is pressed, the display shows "88", both decimal
points and all LED's light up {to verify that all segments are
operational) and the buzzer sounds for 2 seconds.

The test mode wilt time out 10 seconds after the last button is
pressed. Upon exit from test mode, the TIAB control unit
reverts to the previous mode (normal or “Pr’).

WARRANTY

Visonk Lid. andfor its subsidiaries and s affiigtes (“the Manufacturer’) warrants is
products herainafter referred to as “the Product* or "Products” io be conformance with
ts own plans and specifications and o be free of defects in materials and workmanship
under normal use and service for @ pariod of twelve months from the date of shipment by
the Manufacturer. The Manufacturer's obligations shall be fimited within the warranly
period, at its aphon, 1o repair of replace the product or any part thareof. The Manulacturer
shall not be responsibie for dismantling and/or reinstailation charges. To axercise the
warranty the product must be returned to the Manufacturer traight prepaid and nsured.
This warranty does not apply in the following cases: improper instaliation, misusa,
failure to foliow instaliation and operating nswUCHons, atteration, Bbuse, accident or
tampering, and repair by anyong other than the Manufacturer.

This warranty is exclusive and exprassly in lieu of ail other warranties, obligations of
labilities, whather wrrtten, ofal, 8X0rOSS or implied, including any warranty of
merchantability or fitness for & particular purpose, of otherwise. In ng case shall thé
Manufacturer be liabie to anyone for any consequential or incidental damages for breach
of this warranty or any other warrantias whatsoever, as aforesaid.

This warranty shail not ba modified. variad or extended, and the Manufacturer does not
authorize any person o act on its bahalf in the modification, variation or extansion of this
warranty. This warranty shall apply to the Product only. All products, Bccessories or
attachments of others used in conjunction with the Product, inciuding batteries. shall be
covered solely by their own warmanty. it any. The Manufacturer shall not be liable for any
damage or loss whatsoever, whathar directly, indirectly, incidentally, consequentially or

Tha Marufacturer does not represent that its Product may not be compromised and/or
circumvented, or that the Product will prevent any daath, personal and/or bodily injury
and/or camage 1o propeny resulting from burgiary. robbery, fire or therwisa, or that the
Product will in aif casas provide adequate warming of protaction. User understands that a
praperly installed and maintaned alarm may only reduce the risk of avents such as
purglary, robbery, and fire without warning, but it is not insurance of a guaraniee that such
wiil not oceur or that there will be no death, personal damage and/or damage to property
as a rosult,

The Manufacturer ahall have no liabltity for any death, personal and/or bodily infury
and/or damage to property of other loss whether direct, indirect, incidental,
consequantial or otharwise, pased on a ciaim that the Product failed to function.
Howaever, if the Manutacturer is heid liabla, whethar directly or indirgctly, for any joss of
damage arising under ths {imited warranly Or QINarwise, ragardless of cause of origin, the
Manutacturer's maximum liability shafl not n any case exceed the purchase price of the
Product, which shall be fixed as liguidated camageas and not as & panatty, and shali be the
complete and exclusve remedy against the Manulacturer.

Warning: The user should foliow the instaliation and operation: instructions and among
other things test the Product and the whole system at least once a weak, For various
reasons, including, but not limited to, changes i anvironmental conditions, electric or
alectronic disruptions and lampering, the Product may not perform as expectad. The user
is advised to take all necessary precautions for his Jhor safely and the protection of
his/her proparty.

otherwiso, caused by he matfunction of the Product due fo procucts. PCCASSONISS. OF 691
attachmants of othars, including battenes, used in conjunction with the Progucts.
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AppendiX - Users List

Tag User name PIN Tag Tag User name PIN Tag |

No. code address No. code address

i } ) 51 051
2 002 52 052
3 003 53 053
4 004 54 054
5 005 55 055
o] 006 56 056
7 007 57 057
8 008 58 058
9 009 59 059
10 o010 60 060
11 o1 61 061
12 012 62 062
13 013 63 063
14 014 64 064
15 015 65 065
16 016 66 066
17 017 67 067
18 018 68 068
19 019 69 069
20 020 70 070
21 021 71 Al
22 022 72 072
23 023 73 073
24 024 74 074
25 025 75 075
26 026 76 076
27 027 77 077
28 028 78 078
29 029 79 079
30 030 80 080
31 031 81 081
32 032 82 082
33 033 83 083
34 034 84 084
35 035 85 085
36 036 86 086
37 037 a7 087
38 038 88 088
39 039 89 089
40 040 90 090
41 041 91 0ot
42 paz 92 092
43 043 93 093
44 044 94 094
45 045 95 095
46 046 96 086
a7 047 a7 097
48 048 98 098
49 049 99 0Q9
50 050 100 100

Note
Since up to 250 user tags can be programmed, COPY this page in order to provide for all the users tags (over 100).

Change the tag No. column as necessary.
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