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1.Typical Application

Use Flow for Online Banking

>

User enters transaction application
on the web page and submits it;

Bank server generates transaction

data and QR Code image;

User inputs the OTP code for transaction
on the web page;

Webpage displays the transaction
data and QR Code image;

Backend server authenticates
the transaction with OTP
code. If OTP code is correct,
the transaction succeeds,
otherwise fails.

User takes a shot on the
QR Code image;

the rear camera

WatchQRO analyzes the image,
displays the transaction data;

User visually verifies the transaction
data and presses the ‘OK’ button;

WatchQRO generates OTP
code and displays it;




2.Login

Open url:http://219.235.193.140:8082/WatchQRODemo_Entrust_en/demo,as Figure 1.1

% J [& Watchdats Demo x

1.

& E=—TF . iFE0E x | §1 Google EE x
€« - C |[)219.235.193.140:8082/WatchQRODemo_Entrust_en/demo

Watclxlata

x | g3 Google BE
w| £

B Wifipass - Connecté

(@) Log in Watchdata Demo

Login area
* Enter your online banking registration certificate number used or the

User Name / ID Number:  |Lsi way you set up onlne bankng login user name (nickname) / ID number
Password: * Enter your onine banking login passwerd

» Enter the characters in the picture on the right {505

VerifyCode: 1234

Verify OTP 7 @ » the OTP authentication more sacurity
3 Aslong asa Watchdata account, you can enjoy the

convenience of secure online banking service!

]
N - New User Registration -

o © Please try not to use the onine banking system in Intemet cafes and other public places
—// © Youlogn to onine banking system, the need to withdraw, please cleck "Exic System”
o If you have any questions, please contact us
_—
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2. Click “verify OTP” option from Figure 1.1, then as Figure 1.2,
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(@) Log in Watchdata Demo.

Login area
User Name / 10 Number: & > Enter your online banking registration certificate number used or the
: way you set up onine banking login user name (nickname) / 1D number
Password: ¥ Enter your online banking login password
VerifyCode: 1234 * Enter the characters in the picture on the right {855 i
Verify OTP ? 54 » the OTP authentication more security

[E]#r[m]

¥ Please scan the two-dimensional code to generate F
oTP

[m] ks

7, A long as a Watchdata account, you can enjoy the
convenience of secure enine banking service!

]
- - New User Registration -

Enter the OTP Code: 1

Tips
Please try not to use the oniine banking system in Interet cafes and other publc places
You login to online banking system. the need to withdraw, please click "Exit System”
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3. Open WatchQRO by long press “C”, enter WatchQRO PIN,
4. Take a shot at QR code as Figure 1.2, then WatchQRO screen will display OTP

Input the OTP into Figure 1.2, then click “login”, as Figure 1.3 successful page.

Figure 1.2

5.


http://219.235.193.140:8082/WatchQRODemo_Entrust_en/demo
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Watchdata

My account!| Transfers |Bill payment! credit card || personal |/Investment| customer || Security |
and loan  &Financing  service Center

My online banking | Account inquiry | Append 2 new account | Function Introduce

My cared accounts Customize =
Aliases Account Currency  Account Balance Available Balance  Signing Branch Account Status
Savings account
My quas-credit cards  4532424*44+2015  RMB 16,899.88 16,899.88  Jangxi Branch Hormal Transfer
Guangzhou savings card 4367423324*****3574 RMB 3,743.34 3,743.34 Guangdong Branch Loss Transfer
A fold / Cartoon account
© Demand 2 pass 2100049980%***=5005 Multicurrency Jiangxi Branch
2006/04/22 Savings RMB 1,899.00 1,899.00 Normal Transfer
2006/04/22 Savings Dolar 209.00 209.00 Normal Transfer o
Recent transfer records
Payer Account Payee Account Payee name Transfer Amount Transfer Date
4532424722015 43671237387%***2345 Jn 1001.88 2006-09-06
43674233244 ++*3574 2100049980+ **5005 Lu 250.00 2006-08-31
2100049980 ***=5005 4532424 *===*3565 Camel 100.00 2006-06-16
Recent payment records
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Figure 1.3

3.Transaction

1. Open url:http://219.235.193.140:8082/WatchQRODemo_Entrust en/demo, login and

enter the webpage as Figure2.1
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€ - C | [3219.235.193.140:8082/WatchQRODemo_Entrust_en/mainpage.action T2 =
T 18t Google Chrome MSHEEFENEEE? | FEEH | wRs—ErEr=H | x

Watchdata

ransfers gl payment credit card | personal |/Investment! customer | Security |
and loan  &Financing  service Center

Transfers and remittances | Reservation Transfer | Interbank Transfer)| Function Introduce

Interbank funds transfer

Interbank funds transfer process: > Choose your payment account * Fill receiving account information > Fillin the information transaction amount »
Confirm Transfers and remittances information

STEP 1: Please select a payment account
Payer Account: 4000 1321 2345 2222 \ Balance inquiries.

Step Twor Please fill in receiving account Informa

¥ You can directly enter the account name,

Payee Account
Na\:ne; ¢ Payee roster you can also dlick on the "payee roster”

Select receiving account.

» In order to faciitate your checking

Payes Account:  |6225 8200 2345 2234 T e e S

every four digit

Please select the receiving account Bank

Receiving account
Catagory: [cc Al

Recelving account
opening outlets:
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Figure 2.1

2. Input the transaction data on the webpage, and click “Next”, then as Figure 2.2



http://219.235.193.140:8082/WatchQRODemo_Entrust_en/demo
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[my account![ Transfers \gill payment/ credit card | personal ||
and

Investment| customer || Security |
loan &Financing  service Center
remittances

Transfers and remittances | Reservation Transfer | Interbank Transfer | Function Introduce

Interbank funds transfer

Interbank funds transfer process: * Choose your payment account * Fill receiving account information * Filin the information transaction amount *
Confirm Transfers and remittances informatior

Step Four: Make sure transfer and remittance information

Payer Account: 4000 1321 2345 2222 Payee Account: 6225 8200 2345 2234
Payer Account Payee Account

Narne: Jack Name: .

Currency: RMB E:ﬁ_’“”g CCOUNE e branch in Beiing
Transaction

Amount: _100.00

Handing charges:  10.00

Step Five: Please enter authentication information

Enter the OTP Code: * This transaction must use th:

code dynamic password authentication

[ previous Wl concel I confirm |
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Figure 2.2
Open WatchQRO by long press “C”, enter WatchQRO PIN
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201471001 |
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Take a shot at QR code, then WatchQRO screen will display the transaction data as you
input on webpage.

Verify the transaction data on WatchQRO screen, if correct, then press “OK” on
WatchQRO, then OTP will be displayed.

6. Input the OTP on Figure 2.2, then click “Confirm”, then as Figure 2.3
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Interbank funds transfer

Accept your remittance transaction success!
Please check each receiving account credited into account, confirm the transaction result.

Here is your transaction information

Payer Account: 4000 1321 2345 2222 Payee Account:

6225 8200 2345 2234
Payer Account Name Lisi Payee Account Name: Lii

Currency Type:

RMB Accounts recenvable branch: CCB branch in Beging
Remittance serial number:  2014100117560525

Transaction Time: 2014-10-1 17:58:33
Transaction Amount: 100.00 Handiing charges: 10.00
After payer account
balance: 2y

SMs notification:

This day has Transfer and remittance 1 time to Yu XX, total 1000.00 yuan

Transfer and remittance has been made Yu XX month, 2 times, total 1300.00 yuan

[ oo [ o |
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Figure 2.3
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4.Change Password via WatchQRO

1.
2.

Open WatchQRO by long press “C”, enter PIN

Enter “Settings”->"Update Pin” by press orientation and OK button
3. Keyin old pin and new pin.



5.Change Password via QR code

1. Open url:http://219.235.193.140:8082/WatchQRODemo_Entrust en/demo, login and enter

the webpage figure 4.1
'E] Make an appointment : x'ﬂsingaporezsgsgs—ﬁn xv. x Vid (163 unread) - |chunjiar x‘_'O isition: Project Ma: x7|§] Watchdata Demo x4 ¥

&« C | [ 219.235.193.140:8082/WatchQRODemo_Entrust_en/mainpage.action

114-10-1 20:23:00

Watchdata

My account! Transfers |Bill payment| credit card | personal | Investment| customer f Security
and loan &Financing  service Center

Change password | Activate token | Unlock token |{Change token PIN ) Token Language settings | Software download | Function Introduce

Change Token PIN

Change Token Pin process: * Fill your old Pin * Fil your new Pin * Change your Token Pin by scan two-dimensional

STEP 1: Please fill your old PIN
old PIN:

STEP 2: Please fill your new PIN
New PIN:

Confirm PIN:

Next
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Figure 4.1
2. Enter the current pin of WatchQRO into “old pin”, enter the new pin in Figure 4.1, must be 6
digits. Click “Next”, then Figure 4.2
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Watchdata

My account| Transfers /Bl payment/ credit card || personal [Tnvestment| customer || Security |
and loan  &Financing  service  Center

Change passwaord | Activate token | Unlack token | Change token PIN | Token Language settings | Software download | Function Introduce

Change Token PIN

Change Token Pin process: » Fill your old Pin » Fil your new Pin * Change your Token Pin by scan two-dimensional

Please scan the two-dimensional code to Change your token PIN

Figure 4.2
3. Open WatchQRO by long press “C”, enter PIN. Take a shot at the QR code in Figure 4.2. Then

change pin successfully.

6.Unlock PIN

1. Open WatchQRO by long press “C”


http://219.235.193.140:8082/WatchQRODemo_Entrust_en/demo

2. Enter wrong PIN 10 times, WatchQRO will be locked, there are 6 digits displayed on screen
3. Open url:http://219.235.193.140:8082/WatchQRODemo Entrust en/demo, login and enter

the webpage figure 5.1
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Watchdata

i

My account|| Transfers | Bill payment|/ credit card || personal |/Investment!| customer |} Security
and loan  &Financing  service Center

Change password | Activate tnkenu@nﬁk@change token PIN | Token Language settings | Software download | Function Introduce
&g

Unlock Token

Unlock Token process: > Fill your challenge code » Unlock your Token by scan two-dmensional

STEP 1: Please fill a challenge code

Challenge Code:

:1-‘559, 2638E 1 93 x 408 E 1] 1366 x 7685 i @ G_Dg;',i*-
Blojen[e[0[@&]=]m] /] EaEEEEr

Figure 5.1
4. Input the 6 digit on WatchQRO screen into the webpage Figure 5.1, click “Next”, then Figure
5.2
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Watchdata

Wy account| Transfers (il payment) credit card || personal |/nvestment| customer || Security |
and loan  &Financing  service Center

Change password | Activate token | Unlock token | Change token PIN | Token Language settings | Software download | Function Introduce

Activate OTP Token

Unlock Token process: » Fil your challenge cade * Unlock your Token by scan two-dimensional

Please scan the two-dimensional code to unlock your token
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Figure 5.2
5. Take a shot at the QR code in figure 5.2
6. Unlock successfully, then can set a new pin. if not set, the default pin will be “000000”

7.Activate Token

Note: The commercial device can be activated only once when user gets the device firstly, but for
test purpose, you can test activation repeatedly.
1. Open WatchQRO by long press “C”, enter PIN


http://219.235.193.140:8082/WatchQRODemo_Entrust_en/demo

Enter “Settings”->"Deactive” by press orientation and OK button

Restart token, token will have the non-activated status

Open url:http://219.235.193.140:8082/WatchQRODemo Entrust en/demo, login without
OTP verify, then enter Figure 6.1
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Watchdata

My account!| Transfers |/Bill payment credit card || personal Investment|/ customer {* Security
and loan  &Financing  service \_Center

Change password { Activate token J) Unlock token | Change token FIN | Token Language settings | Software download | Function Introduce

My cared accounts Custorize =
Aliases Account Currency  Account Balance Available Balance _ Signing Branch Account Status
Savings account
My quas-credit cards  4532424%°**%2015  RMB 16,899.88 16,899.88  Jiangxi Branch Normal Transfer
Guangzhou savings card 43674233247 3574 RMB 3,743.34 3,742.34 Guangdong Branch Loss Transfer
A fold / Cartoon account
E Demand a pass 2100049980%*=*5005 Multicurrency Jiangyd Branch
2006/04/22 savings RMB 1,899.00 1,899.00 Normal Transfer
2006/04/22 Savings Dalar 200.00 200.00 Normal Transfer
Recent transfer records
Payer Account Payee Account Payee name Transfer Amount Transfer Date
4532424* 4 %2015 4367123738*+%+42345 In 100188 2006-09-06
4367423324"===*3574 2100049980 **=== 5005 Lu 250.00 2006-08-31
2100049980 00: 4532424 6 camel 100.00 2006-06-16

Recent payment records
]
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Figure 6.1

5. Click “Security Center”-> “Activate Token” in Figure 6.1, then as figure 6.2.
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Watclclata

[My account|/ Transfers |[Bill paymentl/ credit card || personal |[Investment)/ customer || Security |
and lan  &Finandng service  Center

Change password | Activate token | Unlock token | Change token PIN | Token Language settings | Softvrare download | Function Introduce

Activate OTP Token

Activate Token process: * Activate your Token by scan two-dimensional

Please scan the two-dimensional code to active your token

Figure 6.2
6. Open WatchQRO by long press “C”, as Figure 6.3
7. Take a shot at the QR code with the WatchQRO.
8. WatchQRO is activated successfully. The default pin of WatchQRO is “000000”.

7.0. FCC STATEMENT

1. This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions:


http://219.235.193.140:8082/WatchQRODemo_Entrust_en/demo

(1) This device may not cause harmful interference.
(2) This device must accept any interference received, including interference that may
cause undesired operation.

2. Changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate the equipment.

NOTE: This equipment has been tested and found to comply with the limits for a Class B

digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide

reasonable protection against harmful interference in a residential installation.

This equipment generates uses and can radiate radio frequency energy and, if not

installed and used in accordance with the instructions, may cause harmful interference

to radio communications. However, there is no guarantee that interference will not occur

in a particular installation. If this equipment does cause harmful interference to radio or

television reception, which can be determined by turning the equipment off and on, the

user is encouraged to try to correct the interference by one or more of the following

measures:

€ Reorient or relocate the receiving antenna.

@ Increase the separation between the equipment and receiver.

€ Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

€@ Consult the dealer or an experienced radio/TV technician for help.



