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Features and Benefits

SPEEDLAN 9000 Series Features

The SPEEDLAN® 9000 series offers the network manager unsurpassed flexibility in
meeting the challenges of designing, building and managing today's wireless
broadband networks. Because the 9000 series routers support mesh, star and building-
to-building topologies, they provide the network manager powerful tools to build
complex networks. This allows wireless broadband networks and services to be
extended on a greater scale, and to connect more buildings than ever before. The
9000 series are all remote-mounted 11 Mb/s routers. These routers are installed on

the building’s rooftop to help reduce signal loss.

In a mesh topology, the SPEEDLAN 9000 routes traffic around physical limitations,
eliminating the line-of-sight (LOS) issue present in star topology-only networks. Each
mesh router will communicate with other mesh routers in a radius of up to 2 miles
depending upon the model and signaling rate selected. This creates a multi-hop IP
routed cloud: self-healing, load balancing, and scalable network. By removing LOS
issues caused by large buildings, hills, and other obstructions, service providers can
reduce network deployment costs while maximizing their broadband wireless

investment and reach new markets that could otherwise not be served.

In a star topology, the 9000 router can act as a polling central base station or as a
remote Customer Premise Equipment (CPE), which is polled by a base station. This
process helps overcome problems inherent to 802.11-based products with hidden

transmitters, conserve wireless bandwidth and reduce equipment costs as well.

The SPEEDLAN 9000 series is an all-in-one solution allowing a multitude of network
options for the service provider to offer a variety of network options: point-to-point,
point-to-multipoint, and self-healing mesh. For information on the type of routers
included in the SPEEDLAN 9000 series, see Equipment Features, page 1-5. For more
information on point-to-point and point-to-multipoint networks, see SPEEDLAN Polling
Protocol -- How it Works, page 1-6. For more information about mesh, see SPEEDLAN
9000 Mesh Protocol -- How It Works in Mesh Clouds, page 1-8.

1-2
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ISP Functionality
The SPEEDLAN 9000 products are tailored to fit the needs of Internet Service Providers

and Broadband Telecommunications Providers. Two features particularly useful to
Internet Service providers are Network Address Translation (NAT) and Dynamic Host
Configuration Protocol (DHCP). NAT helps to ensure network security and allows an
entire company to share a single global IP address for communication on the Internet.
This enables companies to communicate with other devices on the Internet. DHCP
servers provide efficient use of IP addresses by assigning them dynamically or statically
to the wireless router location. DHCP allows network administrators to dynamically
assign IP addresses for the period of time needed to connect to the Internet or network.
By providing a DHCP server within the CPE and the base station, the SPEEDLAN 9000
series allows the DHCP transactions to be handled locally at the remote building. This

reduces the load on the entire wireless network.

IP Router Functionality
The SPEEDLAN 9000 is a highly configurable wireless IP router which supports both

star and mesh topologies. In addition to being configurable via a standard web
browser, the router also includes an "at a glance" network monitoring/analysis tool to

allow constant feedback of the network as a whole.

Network Management

e SPEEDView® is a flexible Windows-based management tool that allows you to
quickly isolate and resolve network problems. SPEEDView gives you an "at-a-
glance" view of your network, presenting you all of the nodes on the network.
Network managers can monitor local and remote SPEEDLAN 9000 nodes
from a central location, or from any location on the network. SPEEDView also
allows you to troubleshoot network bugs and non-existent physical
connections. You can also perform bandwidth and diagnostic tests.

+  The SPEEDLAN® 9000 Configurator is a web-based management tool that

allows a network manager to configure routers.

Other Helpful Tools

»  SPEEDSignal™ allows you to communicate with SPEEDLAN 9000 routers via
their wireless or wired interface. Since the wireless version runs on a Pocket PC
Personal Digital Assistant, installers can easily troubleshoot antenna alignment
problems in the field.

Introduction
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* If you changed the IP address on the router and forgot it, you can find the
configured IP address of the Ethernet interface using the IP Recovery
application.

Features (and Benefits)

*  11Mb/s radio (High performance and low cost)

* 2.4 GHz License-free ISM band (No lengthy licensing delays)
*  Mesh and Star topologies (Maximum network flexibility)

e NAT & DHCP server/client (Secure and efficient network)

*  SPEEDView (Troubleshoot network problems)

*  Web-based configuration

e SPEEDView, a flexible Windows-based network management tool, gives you

an "at-a-glance" view of all nodes on a network
e Multihop, Self-healing (Increased network stability and performance)
e  Polling base station (Robust performance)
e AES 128-bit encryption (Trusted data security)
*  SPEEDSignal (Antenna alignment)

* |P Recovery (Creating a temporary IP address)

Note: Advanced Encryption Standard was adopted by the National Institute of
Standards and Technology in October of 2000. AES presents a new level in computer
networking security, especially important in wireless communications because wireless
circuits are easier to tap than their hard-wired counterparts. AES is more difficult to
crack than its predecessor Data Encryption Standard. SPEEDLAN 9000 products use an
AES 128-bit encryption key. Encryption Note! A Web browser must support
128 bit encryption in order to be used with SPEEDLAN 9000

Configurator. For more information about AES, visit http://www.nist.gov.

1-4
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Equipment Features

The SPEEDLAN 9000 series offers all the equipment you need to meet your connectivity

requirements:

SPEEDLAN 9101 (for business or residential): A router used in a non-line-
of-sight pico cell (using the Mesh protocol). This router contains an integrated
8 dBi, omni antenna which is directly attached on the top. You do not need an
additional external antenna. In addition, the parameters are configured with
the Mesh protocol in the SPEEDLAN 9000 Configurator. This router uses an
integrated 8 dBi omni-directional antenna. This type of self-healing Mesh
topology process helps you reach buildings that do not have a clear line-of-
sight back to the base station without the possibility of interference from hid-
den transmitters. For more information on this topic, see SPEEDLAN 9000
Mesh Protocol -- How It Works in Mesh Clouds, page 1-8.

SPEEDLAN 9102: This model can be configured as Customer Premise
Equipment (CPE) at one end of the point-to-point or point-to-multipoint link. It
could also be configured as a mesh router in a mesh cloud (via an external
omni). (This router is also referred to as a "Flexnode" because it is a star (CPE)
and mesh topology solution.)

SPEEDLAN 9103: This model is pre-configured as a base station but can be
reconfigured to function as a CPE router or as one end of a point-to-point or
point-to-multipoint link. The 9103 can also be configured as a mesh node via
an external omni.

SPEEDLAN 9104 (for residental applications only): The 9104 contains all
of the following features of the 2101 except RIP routing. The 9104 uses an
integrated 5 dBi omni and is intended for residential applications. This router
also supports one device on the local interface as well.

The SPEEDLAN 9000 series is housed in a waterproof, cast enclosure that mounts

outside the building, on a mast, or tower. The 9000 series allows up to 300" of

specialized, outdoor Ethernet cable to be used between the LAN and the RF device,

without loss of any radio signal. This increases the effective wireless link distance and

reduces or even eliminates the need for an amplifier.

Introduction
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SPEEDLAN Polling Protocol -- How it Works

K2 is the name of the Wave Wireless’ polling protocol. It enables communication
between a base station and a CPE router. A base station continuously polls CPE routers
and tells them where and when to send data. CPE routers only transmit when polled by
the base station, maximizing available bandwidth and preventing "hidden node"

problems common with 802.11b based products.

Enterprise customers may use the SPEEDLAN 9000 star products to provide point-to-

point and point-to-multipoint connectivity between buildings that are within line-of-sight

(LOS).

Point-to-Point Functionality

«r Bl
Mode_B : 192.168.63, 10 ?] Mode_A + 192.165,69.1
N = Eu

Figure 1-1: SPEEDView illustrating a point-to-point network

The point-to-point network is the simplest form of the fixed wireless network: a single
link between two wireless routers having line-of-sight (as shown in Figure 1-1 on

page 1-6). A fixed wireless building-to-building connection is a common alternative to
leased lines and trenching cable or fiber. Point-to-point links work well for dedicated
connections but limit network expansion. If any of the routers are unable to see each

other, a base station must be used to repeat traffic to the next router in line.

For a simple point-to-point link, use two 9102 routers.

Point-to-Multipoint Functionality

A point-to-multipoint network consists of a group of routers (Customer Premise

Equipment, hereon abbreviated as CPE) and a base station. The network is based on a
star topology (as shown in Figure 1-2 on page 1-7), thus CPE routers must have clear
LOS to a base station. A base station acts as the "traffic cop" within the network, making

use of the K? polling protocol in order to control the flow of data between buildings.

1-6 Introduction
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The amount of traffic a CPE is allowed to transmit within each poll interval changes
dynamically based on configuration information and the network wide traffic mix at any

specific point in fime.

Node_G: 192.168.69,15 Node_H: 192,168, 69,16
Mode_F : 192.168.69.14 Mode_T: 192.168.69,17
. &

P
AL«

Mode D 1 192.168.69.12 . ‘

Hods_E © 192,168.69,13 Hode_1: 192,168,.69 16
P P

5 Mode_k @ 192,168.69.19

WD

Mode Y @ 192, 165.69.33 Mode_M : 192, 168.69,22

Hode_¥ 1 192, 168,69, 32 MNode_0 1 192,168.69.23

Mode W @ 192,168.69,31 Mode_P @ 192,168.60.24

Hods_Y 1 192,168,69,30 Mode_Q 1 192,168.69.25

@ @%@ @@ %9 -

Mode L 192,168.69.29 Mode_R : 192.168.69.26
Nede_T: 192, 165,69, 28 Node_5 i 192,165,69.27

Figure 1-2: SPEEDView illustrating a point-to-multipoint network

Using SPEEDView, Figure 1-2 on page 1-7, illustrates a point-to-multipoint network. A
base station (indicated by blue square in the middle) polls each CPE and controls when

and which CPE can transmit.

Introduction 1-7
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SPEEDLAN 9000 Mesh Protocol -- How It Works in Mesh
Clouds

132
@ @

Eraifeid] "o
10.0.15,95 wma{-60 Jan omo [-66 Jommon 19,0.15. 133
i co o

a0 ~
- |
-
‘\nr.|~ a
b
L
oy -]
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JaS :
A,
w, [58]s
il e e
10.0.15.75 10,015,134
Ty _ g
" TR
10.0.15.66
Fol

Figure 1-3: SPEEDView illustrating a mesh network

SPEEDLAN 9000 routers provide the unique ability to "self-heal" the wireless network as
the topography changes over time, thereby increasing the overall stability and
performance of the network while allowing traffic to reach buildings blocked by

obstructions of line-of-sight.

What is happening in Figure 1-3 on page 1-82

*  You will notice negative numbers next to the routers, or referred to as nodes
on the network diagram. These numbers represent the receive signal strength
(expressed as dBm) for the links in the network diagram.

e The black dots in a mesh network diagram indicate a trace route, which maps
out the current data flow between the selected pair of nodes. A user would
select the trace feature to view the data flow between a node pair (for mesh

networks only).

1-8 Introduction



SPEEDLAN 9000 Series Installation and Operation User Guide Version 3.03

e This illustration also shows that every router in the mesh cloud can be heard by
every other router in the cloud, except for the link represented with a red,
dashed line indicating that there is no signal between those two nodes.
SPEEDView allows you to block traffic over any link in the cloud. This is done
using the "Block" feature. The broken (or disconnected) link will appear as a
red, dashed line. This link also appears when there is no signal between two
nodes.

e SPEEDView can also be used to perform bandwidth, link and ping tests.

Routing Around Obstacles
@)

l‘ia-lﬁﬁj ' E

Figure 1-4: Routing around obstacles

Explaining this scenario on the simplest level (using the Mesh protocol as shown in
Figure 1-4 on page 1-9). A can route a packet to B, despite the tree obstruction (block

of trees) within the path. How does this procedure work?

1 A has line-of-sight to C but not to B.
2 C has line-of-sight to A and to B.

The most efficient path in this case is to hop from A to C to B.

Note: No manual programming is required because A automatically detects its
neighboring router (in this case C, and B and detect a clear path to C). Therefore, the

packet is successfully routed around the obstacle between B and A.

This process creates a more scalable, flexible, and extended wireless network (as shown
in Network Expansion: Connecting Buildings in a SPEEDLAN 9000 Network,
page 1-12).

Introduction
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SPEEDLAN'’s Mesh Cloud Architecture

Separate multi-user and residential models (SPEEDLAN 9101 for business and
residential use, as well as the SPEEDLAN 9104 for residential use) are specifically
designed to meet the connectivity demands for everyone from single users to large
corporations. These models will communicate with every other mesh router within an

unobstructed 1/4 mile radius to a 1/2 mile radius.

-

EEHE

Figure 1-5: An example of a mesh network

SPEEDLAN 9000 Mesh Core Components
SPEEDLAN 9000 Mesh protocol includes three central components which are neighbor

discovery, tfopology updates, and routing.

Neighbor Discovery

Neighbor discovery occurs when each router sends a broadcast "hello" message to
detect those routers to which it has line-of-sight. The "hello" sender acknowledges those
replies, whereupon the sender and the neighboring router add each other to their
respective active neighbor lists. Neighbor discovery protocol messages are sent by each
router on startup and periodically thereafter. The periodic messages are required to
determine when a former neighbor can no longer be reached, whereupon it is removed
from the active neighbor list. Neighbor discovery messages are relatively short and are

sent infrequently enough that they don't constitute significant overhead.

Introduction
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Topology Updates

When a router adds or deletes a neighbor to or from its active neighbor list, it
propagates that information to the rest of the routers in the wireless mesh LAN. Unlike
classic wired routing protocols, topology update notifications are not flooded. Instead
they are sent via a spanning tree, such that each router receives only one notification of
a particular event. (A brief explanation of the spanning tree algorithm is explained in
the note below.) This approach also conserves bandwidth for use in forwarding user
traffic. Since each router knows the topology of the entire wireless LAN, it can

determine the shortest path to each peer router in the wireless LAN.

Note: In short, the spanning tree algorithm enables units to dynamically locate a
subset of the topology that is loop-free. The spanning tree algorithm determines the

best path a unit can use to send a message.

Routing

Routing is simply the act of forwarding a received Internet Protocol (IP) datagram (a
block of data) toward its destination. The router compares the destination IP address to
entries in its routing table. If the destination is a wireless neighbor or a node connected
to the router's wired LAN, the router sends the datagram directly to the destination.
Otherwise, it sends the datagram to another router, which must be on the wired LAN or

be a wireless neighbor.

In wired broadcast LANs, all routers on the LAN can hear each other. Therefore, a
datagram only passes through a router when it is moving from one LAN to another LAN
along the path to its destination. In a mesh wireless LAN, not all routers can hear each
other. Therefore, a router within a wireless LAN may forward a datagram to a neighbor
router within the same wireless LAN, in order to send the datagram toward its
destination. For each datagram, the routing algorithm minimizes the number of router-
to-router hops within the wireless LAN, thereby also conserving bandwidth for other

user traffic.
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50 e 155 Mb/s
[

Why SPEEDLAN Outperforms Other Routing Equipment

The SPEEDLAN 9000 outperforms other routers because the SPEEDLAN 9000 routing
table broadcasts only the information that changed, such as when new routes are
added or old routes are removed from the network. This information is sent to the
router's immediate neighbors along the most efficient path to the end destination. This
process helps conserve bandwidth. If an existing path is modified in some way, by the
addition or deletion of a router, a SPEEDLAN 9000 using the Mesh protocol can
monitor its routing table to decide if a secondary path should be taken. One could call
this a "self-healing" network, which means it finds a secondary route through the

network without manually reprogramming the routers.

Network Expansion: Connecting Buildings in a SPEEDLAN
9000 Network

QP

. ‘... SectorPRC Base Station Link Self-healing Mesh Network
_bgq\ - - — — — Mesh Link
k. W Mesh Pico Cell

Figure 1-6: Expanding the network

Using a mix of wireless technologies, SPEEDLAN makes it possible to design a Wireless
Metropolitan Area Network (WMAN) capable of delivering high-speed Internet services
to a variety of buildings. In Figure 1-6 on page 1-12, the ISP has installed three polling
base stations, two high-speed microwave links, and several SPEEDLAN 9000 routers.

Introduction
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Broadband Backbone Links

The two-high speed microwave links (50 to 155 Mb/s) provide full-duplex broadband
backbone links to other areas of the MAN. These microwave links provide the
necessary bandwidth for network expansion and eliminate bottlenecks. Service
providers can save money because they will no longer have to depend on backhaul
support from the wired telecommunications infrastructures. The three polling base
stations (represented by red-dashed links) create a broadband wireless MAN, while
operating independently from the telecommunications infrastructure. The three base
stations have been installed on three non-overlapping 2.4 GHz channels, providing 11
Mb/s of connectivity to three sectors of the network. This effectively gives the ISP base
station (e.g., about a 33 Mb/s if using a 100 Mb/s backbone) from which to increase
the network penetration and user density. Each remote base station would use
directional antennas to achieve maximum distance and to prevent inferference from the
other base stations. These sectorized base stations then connect to other SPEEDLAN
9000 products, which are located in mesh clouds throughout the sectors. (In Figure 1-
6 on page 1-12, the mesh clouds are represented inside the yellow circles; the mesh
routers in the cloud are represented with blue-dashed links.) As a provider's network
grows, connections may be expanded incrementally to create entire wireless

metropolitan area networks.
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What’s New for Version 3.03

The following fixes apply to Version 3.03:

NAPT Forwarding If you upgrade from version 2.x to 3.x, verify that
Rule During Update | your forwarding rules are displayed correctly on the
Internal Servers page. If your forwarding rule
appears as an "Unknown" service, define the
service on the Services page.

Problem with Fixed a bug that prevented SPEEDVIEW from
SPEEDView TCP performing a TCPDUMP on a link that had been
Dump encrypted. This only applies to Star mode.
Problem with Fixed a bug (affecting only Version 3.00) in the
Address Sharing update process that prevented the transfer of
During Update existing NAPT rules to Address Sharing rules.
Reboot Removed Fixed a bug (affecting only Version 3.00) that
NAT Rules removed NAT rules after a reboot.
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What’s New for Version 3.0

New Features:

Firewall

The SPEEDLAN 9000 (via the SPEEDLAN 9000
Configurator) allows you to control incoming and
outgoing traffic. A firewall prevents unauthorized
access to a network. Utilizing the SPEEDLAN 9000
Configurator, SPEEDLAN 9000 routers can
increase security and provide additional support to
users of the network. The firewall function is
located under the Forwarding menu. For more
information, see Firewall, page 3-61.

SPEEDSignal for
Pocket PC PDA

SPEEDSignal can now communicate with
SPEEDLAN 9000 routers via their wireless
interface. Since this version runs on a Pocket PC
Personal Digital Assistant (PDA), installers can
easily tfroubleshoot antenna alignment problems in
the field. For more information, see What is

SPEEDSignal2, Appendix F-2.

Enhanceme

IP Address

Configuration

The "TCP/IP Configuration" page has been
renamed "IP Address Configuration". This page is
under the Network menu. For more information,
see IP Address Configuration, page 3-20.

Virtual Addresses

Virtual addresses are IP addresses (usually public)
that the SPEEDLAN 9000 router can use in
addition to the IP addresses assigned to each of its
network interfaces. Virtual addresses are normally
used to preserve public IP addresses when a
limited number is available.

Previously, virtual addresses were implicitly created
when referenced in a NAT rule. Version 3.0
requires explicit creation of a virtual address prior
to referencing it. This page is under the Network /
IP Addresses menu. For more information, see

Virtual Addresses, page 3-24.

nts in the SPEEDLAN 9000 Configurator for Version 3.0:
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Configuration The new functions from the Forwarding menu have
Summary been added to the Configuration Summary. The
Configuration Summary is under the System menu.
For more information, see Configuration Summary,
page 3-25.

DHCP Server Timestamps are now reported in client time.
Timestamps track the date and time for each event
in the log. The timestamps are recorded on the Log
Messages page under the DHCP Server menu. For
more information, see DHCP Server Menu,

page 3-39.
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New Forwarding
Menu

Use this menu to control how traffic is forwarded
through the router. These features are available
under the Forwarding menu:

-Services: Use this enhancement to define a
network service (e.g., web server, FTP and email
server) between the client and server nodes on your
network. When you create a service, you will be
allowed to forward public services inward to the
internal (privately addressed) servers on your
network.

-Address Sharing: This enhancement allows an

administrator to share a public IP address with
privately addressed network nodes.

-Internal Servers: The enhancement allows an
administrator to make a service available from an
IP address, even though the owner of the IP
address may not be actually providing the service.
-1:1 NAT: This enhancement allows an
administrator fo statically map a public IP address
to the private IP address of one of the nodes on
your network. This is useful when trying to preserve
a limited number of public IP addresses on the
WAN network.

-IP Sessions: The SPEEDLAN 9000 firewall offers
stateful packet filtering. IP Sessions allows you to
view sessions whose state is currently active.

For more information on these enhancements, see
Forwarding Menu, page 3-48.

Introduction



Version 3.03 SPEEDLAN 9000 Series Installation and Operation User Guide

Contacting Technical Support

For more information, contact Wave Wireless Networking at:
7020 Professional Parkway East

Sarasota, FL 34240

941-907-2300 (phone)

941-355-0219 (fax)

www.wavewireless.com

Note: Registered customers should check our web site on a regular basis for updates,
router firmware, SPEEDView, and other utility programs. If you haven't registered your

products yet, you may do so by visiting the Wave Wireless Website "Support" directory."
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Rooftop and Tower Installations Warning

Rooftop, tower, and other mounted location equipment installations are extremely

dangerous and incorrect installation can result in death, injury, or property damage.

General Safety Requirements for Installation of SPEEDLAN
9000 Models

1 The AC power socket outlet should be installed near the switching power
supply and junction box.

2 ltis recommended that replacement of the battery which is soldered to the PC
board should be done by manufacturer or professional installer.
CAUTION: THERE IS RISK OF EXPLOSION IF BATTERY IS REPLACED BY
INCORRECT TYPE. DISPOSE USED BATTERIES ACCORDING TO
INSTRUCTIONS.

3 During installation of SPEEDLAN 9000 on the tower or on the wall,
the necessary clearance from the power and lightning conductors should be
maintained and proper grounding provided. The installation should be done
in accordance with National Electrical Code:

e NEC Article 725 — CEC Rule 16
¢ NEC Article 800 — CEC Section 60 and
e NEC Article 810 — CEC Section 54.
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Hardware Overview

The SPEEDLAN 9000 series offers all the equipment you need to meet your connectivity

requirements:

SPEEDLAN 9101 (for business or residential): A router used in a non-line-
of-sight pico cell (using the Mesh protocol). This router contains an integrated
8 dBi, omni antenna which is directly attached on the top. You do not need an
additional external antenna. In addition, the parameters are configured with
the Mesh protocol in the SPEEDLAN 9000 Configurator. This router uses an
integrated 8 dBi omni-directional antenna.

This type of self-healing Mesh topology process helps you reach buildings that
do not have a clear line-of-sight back to the base station without the possibility
of interference from hidden transmitters. For more information on this topic,
see SPEEDLAN 92000 Mesh Protocol -- How It Works in Mesh Clouds,

page 1-8.

SPEEDLAN 9102: This model can be configured as Customer Premise
Equipment (CPE) at one end of the point-to-point or point-to-multipoint link. It
could also be configured as a mesh router in a mesh cloud (via an external
omni). (This router is also referred to as a "Flexnode" because it is a star (CPE)
and mesh topology solution.)

SPEEDLAN 9103: This model is pre-configured as a base station but can be
reconfigured to function as a CPE router or as one end of a point-to-point or
point-to-multipoint link. The 9103 can also be configured as a mesh node
with an external omni.

SPEEDLAN 9104 (for residental applications only): The 9104 contains all
of the following features of the 2101 except RIP routing. The 9104 uses an
integrated 5 dBi omni and is intended for residential applications. This router
also supports one device on the local interface as well.

Tips for Antenna Alignment

You are encouraged to use the transmit power test during installation if you have a

spectrum analyzer or power meter to measure the output for the antenna alignment.

For more information, see Appendix A - IP Recovery, page 6. The SPEEDSignal

application will also help installers align or position antennas on 9000 units. For more

information on this application, “What is SPEEDSignal2” on page 2 of Appendix F.
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Drawings of Outdoor, Remote-Mounted Components

Indoor Junction Box

When the green light is illuminated,
the DC voltage is being injected

Grounding - Ground
the wire to the nearest
earth ground. Ground
plug will be installed
here.

DC jack to external power supply

ll To LAN To Radio

Figure 2-1: Indoor junction box for 9000 series products

The indoor junction box is used with the SPEEDLAN 9000 series routers.

WARNING!: Make sure the network is plugged into the LAN interface, and that the
radio is plugged into the radio interface. If you do this procedure wrong, the voltage

that is meant to go to the radio can damage a device on the network.
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The SPEEDLAN 9101(with an Integrated 8 dBi Omni)

-4 *Pole/tower leg

*Note: The minimum outside
Integrated 8 dBi diameter of the pole is 1.25 inches.
omni
The maximum outside diameter
of the pole is 2.5 inches.

V-bolt

V-bolt

CAT5 cable (going to
junction box) ——

Note: The installation steps for the 9101 &
9104 are similar, but the 9101 uses a larger
omni (8 dBi) and the 9104 uses a smaller omni-

(5 dBi) directional antenna.

Figure 2-2: SPEEDLAN 9101 installation
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SPEEDLAN 9104 (with 5 dBi Omni)

Integrated 5dBi ———p» < >
omni
V-bolt
. . {
Gro.undmg wire 4,1»{' *Pole/tower leg
(optional) o T /

*Note: The minimum outside
diameter of the pole is 1.25 inches.

The maximum outside diameter

SPEEDLAN 9104 of the pole is 2.5 inches.

» V-bolt

CAT5 cable (going to
junction box) — g

Note: The installation steps for the 9101 &
9104 are similar, but the 9101 uses a larger
omni (8 dBi) and the 9104 uses a smaller omni-
(5 dBi) directional antenna.

Figure 2-3: SPEEDLAN 9104 installation
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Bottom View of SPEEDLAN 9101/9104

U

T

Power/Ethernet (CAT5 down to junction box)

Figure 2-4: Bottom view of 9101/9104 case

System Description

These are high-speed, long range wireless LAN outdoor, remote-mounted units/routers

that provide building-to-building connectivity in a mesh cloud.

Package Contents

SPEEDLAN 9101/9104
Product registration card

CD containing: Product manual, SPEEDView management software (including
SPEEDSignal and IP Recovery), SPEEDLAN 9000 Installation Diagrams,
README .ixt file and Adobe Acrobat Reader

Indoor junction box

Integrated, omni-directional antenna is attached to the router (8 dBi for 2101
and 5 dBi for 9104)

V-bolt kit which includes the following

e Bolt, V, Tower Mount, Stainless Steel (U-bolt) (quantity 2)
e Nut, 1/4"-20, Serrated Flange, Stainless Steel (quantity 4)
e V-Bracket, Tower Mount, Aluminum (quantity 2)

Power supply
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The following items are included with the installation kit, which can be purchased

separately:

Hardware ties

Specialized CAT5 cable

Customer Sourced / Other

Combination wrench or socket wrench (7/16") to tighten the nuts on the V-
bolts (customer sourced only)

Other tool accessories that can be purchased separately from Wave Wireless
are: cable, connectors, crimpers, spectrum analyzer, shrink wrap, APC
10BaseT putty, aluminum 2" pole, extendable mast, ballast mount, peak roof
mount, extra v-bolts, nuts, grounding rod clamps, wall mounts

Installation Steps for the SPEEDLAN 9101/9104
To install your SPEEDLAN 9101, follow the steps below:

Step 1:

Mounting the SPEEDLAN 9101/9104

This router will have an omni attached via an RF cable assembly. No additional steps

are needed for this step. Go to Step 2.

Step 2:

Step 3:

Mounting the SPEEDLAN 9101/9104 on the Pole

Pole Mount: Attach the router to the mounting pole using the two V-bolted
clamps, one on top of the router and the other on the bottom of the router.
Make sure you tighten the nuts for the clamps on the back of the pole mount.

Running the Cabling

Run outdoor CAT5 cable (from bottom of router) down to junction box located
inside the building.

Secure grounding wire by running this wire to a suitable "earth" ground and
fasten it securely in place. See the installation diagram following
these directions.

Install the ground plug into the junction box. Install the Ethernet to the radio
cable. Install the Ethernet to the router. Install the DC connector to the junction
box. Plug the external power supply into the wall outlet.

(The VAC power outlet’s input voltage of this universal adapter can vary from
100 to 250 VAC.) Connect the DC output of the adapter to DC jack on the
indoor junction box.

2-8
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4 Connect the wireless SPEEDLAN 9101/9104 to the customer's Ethernet LAN or
PC by connecting the RJ-45 plug on a standard Ethernet CAT5 cable to the
RJ-45 port connector, marked as "radio" on indoor junction box. Connect the
other end of the Ethernet CAT5 cable to your Ethernet hub, switch or router.

Important Note: Waterproofing the Connectors!

Make sure you waterproof all the connectors, as follows: Apply two layers of electrical
tape to the connector (covering three inches of cable past the connector), and leave
approximately 3 inches of cable exposed on either side of the connector. An alternative
is o begin at the lowest point, so the tape overlaps from bottom to top creating a
shingled effect. (This creates an effective barrier against runoff.) Apply this "shingle
effect" to each layer of the sealing process. Then, apply one layer of insulation putty
over the top of the electrical tape, and leave at least one inch of the cable jacket to
ensure a good seal. Do not stretch the putty, as this causes thinning and reduces the
effectiveness of a good seal. Finally, apply five layers of electrical tape over the
insulation putty and extend at least one (1) inch past the putty. This is the most
important step in a creating a watertight seal. Make sure that there are no wrinkles in

the tape, and the final wrap must be completed from bottom to top.
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Grounding wire ——— 4

Installation Diagram of the SPEEDLAN 9101/9104

The diagram below displays where the main components are located for the

SPEEDLAN 9101/9104 with an integrated omni.

Antenna—— P
(Integrated
omni) [

SPEEDLAN 9101/9104

Ethernet

Cable with
combined Ethernet
and DC voltage

AC wall outlet ——— |

Junction box ]

Ethernet / hub

or switch i
-

Figure 2-5: 9101/9104 installation diagram

Note: Most users needing the mesh topology solution will use the SPEEDLAN 9101/

9104. However, there is the option of using an external antenna for mesh use (e.g.,
high-gain omni antenna, sectoral or even directional). Contact Wave Wireless for more

information. On the next page is an example of this solution:

2-10

SPEEDLAN 9101, 9102, 9103 & 9104 Hardware



SPEEDLAN 9000 Series Installation and Operation User Guide Version 3.03

SPEEDLAN 9102 (acting as mesh router) with High-Gain Omni
External Antenna (e.g., High-Gain Omni)

Antenna
(high-gain omni,
sectoral or
directional)

Ethernet

Router

3’ cable

Lightning arrestor

Grounding wire ————

Junction
box

AC wall outlet

Cable with
combined Ethernet

and DC voltage
Ethernet

hub/
switch

Note: Ground the case to the closest building ground. This will create a short
conduction path for lightning strikes to dissipate properly.

Figure 2-6: 9102 installation diagram

To install an external antenna (e.g., high-gain omni), see Installation Steps for the
SPEEDLAN 9102 and 9103, page 2-16.
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The SPEEDLAN 9102 and 9103 (CPE and Base Station Use)

As a 9102 CPE/Point-to-Point with Grid or Directional Antenna

*Pole/ *Note: The minimum outside

tower heg\ki > diameter of the pole is 1.25 inches.

The maximum outside diameter
of the pole is 2.5 inches.
j I ' PR

Grid

11

-)‘/Grounding clamp
1 Vbolt

Grounding wire

Rouferg%f-—
=
=
V-bolt
}Ir" 3’ cable
| |
| Iii 10’ cable

CAT5 cable (down to
junctionbox) — ]

: *7 Lightning arrestor

' Grounding wire

Figure 2-7: CPE with grid
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As a Base Station with Sectoral Antenna

/ *Note: The minimum outside
diameter of the pole is 1.25 inches.

The maximum outside diameter
of the pole is 2.5 inches.

Sectoral ——»

*Pole/
tower leg

12 Grounding clamp
‘“47 V-bolt

Grounding wire

Router

CAT5 cable (down to
junction box)
Lightning arrestor

Grounding wire

Figure 2-8: Base station with sectoral
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As a Base Station with High-Gain Omni Antenna

*Note: The minimum outside
diameter of the pole is 1.25 inches.

High-

gain omni The maximum outside diameter

of the pole is 2.5 inches.

AY

*Pole/tower leg

< V-bolt

< 10’ cable

— Grounding clamp
W

™ V-bolt

Router 4& ‘
V-bolt

3’ cable

CAT5 cable (down

to junction box) ’ |
LLighfning arrestor
|
: Grounding wire

Figure 2-9: Base station with high-gain omni
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Bottom View of SPEEDLAN 9102 and 9103

RTNC RF Power/ DC Output to Amp
Input/Output Ethernet
(RF Signal)

Figure 2-10: Bottom view of SPEEDLAN 9102/9103 case

System Description
The SPEEDLAN 9102 and 92103 routers are high speed, long range wireless LAN

routers that provide connectivity o remote Ethernet networks. For single point-to-point
links, a SPEEDLAN 9102 router can be used in each building to create a wireless
communication link. For multipoint links, a SPEEDLAN 9103 router acts as the central
base station, which controls the communication between multiple SPEEDLAN 9102
routers acting as CPE. The local router communicates with a remote router on another
LAN. This effectively creates an extended wireless network, spanning sites can be
situated up to 25 miles apart (depending on the antenna configuration). This enables a

central Ethernet LAN to be connected with one or more branch office LANs.

Package Contents

The following items are included in the package contents:

e SPEEDLAN 9102 or SPEEDLAN 9103 router
*  Product registration card

* (D containing: Product manual, SPEEDView management software (including
SPEEDSignal and IP Recovery), SPEEDLAN 9000 Installation Diagrams,
README .ixt file and Adobe Acrobat Reader

* Indoor junction box

e 3’ RF cable
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e V-bolt kit which includes the following
e Bolt, V, Tower Mount, Stainless Steel (U-bolt) (quantity 2)
e Nut, 1/4"-20, Serrated Flange, Stainless Steel (quantity 4)
*  V-Bracket, Tower Mount, Stainless Steel (quantity 2)

*  Power supply

The following items are included with the installation kit, which can be purchased
separately:

*  Hardware ties

* Lightning arrestor

e  Electrical tape

*  Waterproof putty tape

*  Specialized CAT5 cable

e 10’ RF cable

*  Grounding rod clamps
*Note: Antenna for the SPEEDLAN 9102 or 9103 can be purchased separately.

Customer Sourced / Other

*  Combination wrench or socket wrench (7/16") to tighten the nuts on the V-
bolts (customer sourced only)

e Other tool accessories that can be purchased separately from Wave Wireless
are: cable, connectors, crimpers, spectrum analyzer, shrink wrap, APC
10BaseT putty, aluminum 2" pole, extendable mast, ballast mount, peak roof
mount, extra v-bolts, nuts, grounding rod clamps, wall mounts

Installation Steps for the SPEEDLAN 9102 and 9103
Both SPEEDLAN 9102 and 91083 routers follow the same general installation steps.

Some installation instructions are specific to customers who purchased Installation Kits
from Wave Wireless. To view a diagram of the installation listed below, see Figure 2-13

on page 2-22.

If you are having trouble and need a full site installation, contact Wave Wireless

Networking for services and fees.
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Antenna Selection Tip: Use a high-gain omni or sectoral antenna for a base station

(9103), and use a grid or directional antenna for a CPE or point-to-point router

(9102).

To install your SPEEDLAN 9102 or 9103 router with an external antenna, do the

following:

Step 1.Verifying Line-of-Sight

Before installing the antenna and router, make sure a clear line-of-sight exists between
the two points. Line-of-sight can be defined as each antenna clearly seeing the other
antenna, and seeing the remote locations when viewing from the central base location.
Be sure to look at the center of origin of the transmission (i.e., the middle of the
antenna). Repeat this procedure from the remote location. Any disruption of the signal
path due to trees, building, or any other obstructions may cause the link to function

incorrectly. Make sure at least 60 percent of the RF signal is unobstructed by any path

blockages.
Visual Line of ~——— Fresnel Zone Tower
) \ \ Above
g A
Obstruction A

Above Mean Sea

¢— Earth
f

Figure 2-11: Line-of-sight (LOS) diagram

Note: For long distances, additional antenna height is often required to overcome
signal diffraction and to provide clear Radio LOS. For Radio LOS, a clear Fresnel
(Freh-nel) zone is required to minimize diffraction effects. The Fresnel zone is shaped
like an elongated football. The most clearance is required at the mid-point between the

two sites.
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Beyond approximately 10 miles, the curvature of the earth can also become significant.
At these longer distances, visually sighting the remote site can be difficult or impossible
due to atmospheric haze. Terrain data (map or differential GPS) must be relied upon for
determining path clearance. Elevation data determined with these methods is above
Mean Sea Level; and does not account for curvature of the earth. Both the curvature of
the earth and the Fresnel clearance numbers can be combined to determine the
additional clearance required above any natural or man-made obstructions along the

path.

Obtaining this clearance can be accomplished by raising the antenna height at one or
both sites. If this is not practical, then consider relocating one or both sites to locations
with higher elevations. Another option is to add a third site o go over or around the

obstacle.

If you see any obstructions between two antennas, move one or both antennas to

another location.

Step 2. Mounting the Antenna

Follow the instructions below to mount the antenna.

a) On a side-building mount, position the bracket so there will be at least three
feet (one meter) above the roof line where the pole is aftached. This enables
room for the antenna and reduces signal loss from building reflection.

Note: It is not recommended to mount the antenna onto any unstable object.

b) Allow for as much space between the wall brackets as possible while
maintaining the appropriate antenna height. For extended poles, additional

wall brackets may be necessary.

c) Assemble the antenna and mount it to the pole using the included V-bolt
antenna mounting hardware. For a semi-parabolic grid type antenna, align
the grid to run parallel with the grid on the tip of the antenna horn. A
horizontal grid should be horizontal (or parallel to the ground). A vertical grid
should be perpendicular to the ground. Make sure all bolts and screws are

fastened tightly.
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See also Tips for Antenna Alignment, page 2-3.

d)

Figure 2-12: Grid antennas

Fasten the pole to the brackets. Position the antenna, point it in the
appropriate direction, and tighten the screws. Then, aim the antenna so it is
pointed toward the receiving antenna on the other building. The radio signal
radiates from the end of antenna like a wide-beamed flashlight. For optimal
performance, you may need to test your link using both horizontal and
vertical-oriented polarities. This configuration option varies with each location,

as well as RF signals that may be present in the area.

Step 3. Mounting the SPEEDLAN 9102 and 9103

Select one of two options below:

Option A: Pole Mount

On a pole mount, position the router 5 to 10 feet below the antenna. Then,
attach the router to the mounting pole using two included V-bolt clamps, one
on the top of the router and the other on the bottom. Make sure you tighten
the nuts for the clamps on the back of the pole mount.

OR
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Option B: Wall or Concrete Mount

On a side building mount, position the router 5 to 10 feet below the antenna.
Then, attach the SPEEDLAN router to the wall or concrete by using the
concrete or wood mounting screws. Make sure it is securely mounted on the
wall.

Step 4. Running and Securing All Cable

The installation kit includes two cables with ready-made connectors to fit your particular

installation needs such as:

b)

<)
d)

3’ RF cable

10" antenna cable (attaches to antenna one end and to lightning arrestor other

end)

Lightning arrestor (attaches to pigtail and to antenna cable)

Attach the 3’ RF cable to the RF port on the SPEEDLAN 9102 or 9103 router.

Attach the 10' length of cable to the antenna. Next, aftach the lightning

arrestor to the lower end of the antenna cable.
Attach the other end of lightning arrestor to 3’ RF cable.

Run the main length of the specialized outdoor Ethernet cable from the router

to the indoor junction box located inside the building.

Secure the cable (i.e., to the pole) with zip ties or cable clamps during this

procedure.

Note: When running the cable through walls or obstructions, make sure that there is

ample room for the connector to pass through the opening without being damaged.

Also, do not create extra pressure that would cause the cable to kink or be stretched or

cut (i.e., pulling cable through tight locations).

f)

Create a proper weatherproofing seal on all outdoor connections by wrapping
it with electrical tape and sealing it with putty. This is the most crucial step of
the installation. If this procedure is not completed, long-term and complex
problems could occur. For more information on implementing this procedure,

see Weatherproofing Connectors, page 2-21.
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a)

Next, ground the lightning arrestor. For more information, see Grounding the
Lightning Arrestor, page 2-21. You can also ground the router case to the

ground, as shown in the installation diagrams in this chapter.

Step 5. Grounding the Lightning Arrestor

a)

b)

Mount the lightning arrestor to a solid surface.

Run the grounding wire from the lightning arrestor to a proper ground source
such as a grounding rod or roof ground wire. The lightning arrestor is NOT
waterproof. The next series of steps will show you how to effectively seal the

lightning arrestor and its cables.

Step 6. Weatherproofing Connectors

a)

b)

d)

Seal the entire lightning arrestor with the black waterproof sealant insulation

putty that is included in the installation kit.

Apply two layers of electrical tape to the connector, and leave approximately 3
inches of cable exposed on either side of the connector. An alternative is to
begin at the lowest point, so the tape overlaps from the bottom, below the
bottom connector over the lightning arrestor and beyond the upper connector,
to top creating a shingled effect. (This creates an effective barrier against water

runoff). Apply this "shingle effect" to each layer of the sealing process.

Apply one layer of insulation putty over the top of the electrical tape, and leave
at least one inch of the cable jacket to ensure a good seal. Do not stretch the

putty, as this causes thinning and reduces the effectiveness of a good seal.

Apply five layers of electrical tape over the insulation putty and extend at least
one (1) inch past the putty. This is the most important step in creating a
watertight seal. Make sure that there are no wrinkles in the tape and the final

wrap must be completed from bottom to top.

Step 7. Connect the Router to Customer's Ethernet LAN

a)

b)

Connect the RJ-45 connector on a standard Ethernet CAT5 cable to the Radio

RJ-45 port on the indoor junction box.

Connect the other end of the Ethernet CAT5 cable to your Ethernet hub, switch

or router.
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Step 8.

b)

Step 9.

Repeat the steps above for all SPEEDLAN 9102 and 9103 routers that will be

Connect the Wireless Router to the Power Supply

Connect the DC output of the adapter (24-36 Vdc) to DC jack on the indoor

junction box.

Connect power cord of AC-DC 24-36 Vdc adapter to 110 or 220 VAC power

outlet (the input voltage of this universal adapter can vary from 100 to 250

VAC).

Adding Additional Routers

communicating with this one.

9102/9103 Installation Diagram

*Antenna T
.43#-..
(e.g., grid, iy
sectoral or ol
high-gain omni)

3’ cable

Lightning arrestor

Grounding wire ——————

ACwalloutlet |

Power

Cable with
supply

combined Ethernet
and DC voltage

Ethernet

hub/
switch

Ground

Junction
box

10’ cable

Figure 2-13: Base/CPE complete installation diagram

Ethernet
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*Note: The sectoral, grid (directional) and high-gain omni antennas all follow the

same installation instructions.

You can ground the router case to the ground. You can ground the lightning arrestor as

well.

SPEEDLAN 9101, 9102, 9103 & 9104 Hardware 2-23



Version 3.03 SPEEDLAN 9000 Series Installation and Operation User Guide

Notes:
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Chapter 3

General Functions of the

Configurator

This chapter covers general functions when configuring any
9000 router, such as:

General Information: Manual Initial Configuration of
the SPEEDLAN 9000, page 3-2, Logging on the
SPEEDLAN 9000 Configurator, page 3-10 and Logging
Off, page 3-13

Network menu: IP Address Configuration, page 3-20
and Virtual Addresses, page 3-24

System menu: Configuration Summary, page 3-25
Version, page 3-28; Host Name, page 3-29; Password,
page 3-30 and Reboot, page 3-31

Routing menu: Def Gateway, page 3-32; RIP2 Setup,
page 3-33 and RIP Settings, page 3-34; Route Table,
page 3-36 and Static Route, page 3-37

DHCP Server menu: Basic Instructions for Setting Up
DHCP on an Interface, page 3-40;

Viewing Log Messages, page 3-47 and Status,

page 3-47

DHCP Relay menu: DHCP Relay Menu, page 3-47

Forwarding menu: Services, page 3-49, Three Features
of NAT, page 3-54, Firewall, page 3-61 and
IP Sessions, page 3-66.
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*  Diagnostics menu: Interface Statistics, page 3-68; ARP Table, page 3-70 and
ICMP Statistics, page 3-71

e Admin menu: User Configuration, page 3-74;
Permissions, page 3-74; Software Update, page 3-76 Support, page 3-77 and
Current Sessions, page 3-79.

Note: For more information on how the Configurator menu is structured, see Overview
of the SPEEDLAN 9000 Configurator General Main Menu, page 3-7.

Warning! Do not forget your password. Keep it in a safe place.
If you lose your full access password, there is no way to recover
it without returning the router to Wave Wireless Networking.

Manual Initial Configuration of the SPEEDLAN 9000

Each SPEEDLAN 9000 is produced with a default configuration that renders it usable in
many applications. However, if you need to manually configure your 9000 router,

follow the directions below.

Prerequisites

Configuration of the SPEEDLAN 9000 is done through the SPEEDLAN 9000
Configurator. In order to access the SPEEDLAN 9000 Configurator, you must have:

e a client workstation (e.g., PC, Mac, Sun),
* a compatible browser (Netscape Navigator 44 or Internet Explorer 5+), and

e o TCP/IP connection to the SPEEDLAN 9000.

A TCP/IP connection to the SPEEDLAN 9000 can be made through its wireless interface
or through its wired inferface. If the default configuration creates a wireless LAN that is
compatible with the target inter-network, the network administrator can connect to the
individual SPEEDLAN 9000 router through that wireless LAN. The following section
assumes that a SPEEDLAN 9000 router is being configured via its wired interface,

possibly before it is installed at its intended physical location.
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Connecting a SPEEDLAN 9000 and a Client PC

A connection between a SPEEDLAN 9000 and a client PC may be
established using either:

1 one crossover cable, or
2 two straight-through cables (also called patch cables) and a hub or a switch.

* Ifyou select option # 1, connect one end of the crossover cable to the client
PC and the other end to the junction box.

Junction box

.
Client PC

Figure 3-1: Using one crossover RJ-45 Ethernet cable

Either end of the
crossover cable

can connect to the
client PC or

junction box. |

-

-1 L

+ I L

- L R

@ i W -
= [

- i L Craws

El = 7 Wi o P
u [

L 1

Figure 3-2: Crossover cable and pin out diagram
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Note: The crossover cable actually crosses the transmit and receive pairs of wires so
that direct communications can take place between devices. Use a crossover cable
anytime you need to inferconnect two computers or two devices in the same location

when a hub or a switch is either unavailable or not practical.

* I you select option # 2, connect a straight-through cable from both the client
PC and the junction box to the hub or a switch.

To radio

Client P

Figure 3-3: Using two straight-through RJ-45 Ethernet cables

Upon power up, a SPEEDLAN 9000 router that is not configured attempts to obtain an
IP address for its Ethernet LAN interface from a DHCP server. This is done by
broadcasting a "DHCPDISCOVER" message on that interface. If a suitably configured
and reachable DHCP server replies within 30 seconds, the SPEEDLAN 9000 will use
the IP address, netmask, (etc.) that the DHCP server provides. Otherwise, the
unconfigured SPEEDLAN 9000 will adopt a private network IP address 192.168.69.1
and a /24 netmask (255.255.255.0).

If a DHCP server is not used, it is recommended that the SPEEDLAN 9000 router and
the client PC be on the same subnet. Otherwise, the ability to configure intervening

routers may be required.
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If the SPEEDLAN 9000 that is not configured and the client PC are on the same LAN,
their IP address should be configured compatibly (same IP network and netmask). This

can be accomplished by either:

1 The client PC obtaining its IP address from the same DHCP server as the
SPEEDLAN 9000.

2 Statically set the client's PC IP address to 192.168.69.x (x is in the range of 2 -
254) and its netmask to /24 (255.255.255.0).

* If you selected option #1 above, follow these general directions:
Open the Control Panel, and then double-click the Network and Dial-up
Connections icon. Go to TCP/IP Protocol Properties to select the Obtain
an IP address from a DHCP server option. Then, accept changes and close
this dialog box. Then, restart your computer.

* If you selected option #2 above, follow these general directions:
Open the Control Panel, and then double-click the Network and Dial-up
Connections icon. Go to TCP/IP Protocol Properties to verify that your PC is
on the same network as the router 192.168.69.x (x is in the range of 2 -
254), and the subnet mask should be /24 (255.255.255.0). If you made
changes, accept the changes and close this dialog box. Then, restart your

computer.

Before continuing you should verify that the client PC has TCP/IP connectivity with the
SPEEDLAN 9000. The most common way to do this is to run 'ping' 192.168.69.1
(or the DHCP assigned address) at a command-line prompt. This ping command is

available in a Windows 9x DOS prompt, a Windows 2000 / NT / XP command

prompt, or any Unix console.

Configuring the SPEEDLAN 9000

Once your PC can access the SPEEDLAN 92000, you can open the client's browser and
enter the IP address of the SPEEDLAN 9000 router. If using DHCP and DNS, it may be
possible to refer to the SPEEDLAN 9000 router by its name.

Note: SPEEDView gives you a "management” view of the network. You will use the
SPEEDLAN 9000 Configurator (web browser) to configure the 2000 routers. If you
want to configure a router in SPEEDView, just double-click any router and it will open
the SPEEDLAN 9000 Configurator. For more information about SPEEDView, see Using
SPEEDView, page 8-1.
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Wireless Interface IP Address Assignment

If the wireless interface does not already have a statically configured IP address, it will
assume the 10.x.y.z/8 address, where x, y, and z are the decimal representations of the
least significant three octets of the IEEE 802 MAC address of the SPEEDLAN 9000's
wireless interface. This method is used to ensure uniqueness. Because the last three
octets of the IP address are variable, a /8 netmask (255.0.0.0) is used in order for the
SPEEDLAN 9000s to communicate on this network.

Automating the Configuration of Multiple SPEEDLAN 9000s

In mesh mode, some of the configuration parameters for the SPEEDLAN 9000 are
common to all SPEEDLAN 9000s in the same network, for instance the channel and

signaling rate of the wireless interface.

Completing Configuration

Certain configuration parameters require a reboot after they have been changed.
Therefore, to ensure all changes have been activated, each SPEEDLAN 9000 should be
rebooted when its configuration is complete. Multiple SPEEDLAN 9000 routers can be
rebooted at the same time from either the SPEEDView application or the SPEEDLAN
9000 Configurator. To reboot the router in the SPEEDLAN 9000 Configurator, choose
Reboot from the System menu (see Reboot, page 3-31).

Adding Additional SPEEDLAN 9000s to the Wired Network
If you need to add an additional SPEEDLAN 9000 to the wired network, do the

following:

¢ Connect the additional SPEEDLAN 9000 routers to a hub or switch on the
network and have DHCP assign IP addresses dynamically.

*  Connect additional SPEEDLAN 9000 routers to a hub or switch on the network
one at a time, changing the wired IP address of each router as it is added, to
an address other than 192.168.69.1 (to avoid duplicate IP addresses).

If you need help, contact your system administrator.
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Overview of the SPEEDLAN 9000 Configurator General Main
Menu

How the Configurator Menu is Structured

Base stations, CPE routers, point-to-point routers and mesh routers all use the same
main menu, as shown in Main menu, page 3-10. However, some of the submenus are
limited depending on which mode you are operating, such as base station mode, CPE
mode, point-to-point (primary and secondary), and mesh mode. Any content that is
common for the base station, CPE, point-to-point, and mesh router is located in this
chapter. Any contfent that is exclusively used for base station mode is in Using the
Configurator to Set Up Special Parameters for a Base Station, page 4-1. Any content
that is exclusively used for CPE mode is in Using the Configurator to Set Up Special
Parameters for CPE Routers, page 5-1. Any content that is exclusively used for point-to-
point mode is in Using the Configurator to Set Up Special Parameters for Point-to-Point
Routers, page 6-1. Any content that is exclusively used for mesh mode is in Using the

Configurator to Set Up Special Parameters for Mesh Routers, page 7-1.

This menu lists the pages that are common to a SPEEDLAN 9000 base station, CPE,

point-to-point, and mesh routers.

*  Network
Use this menu to view a list of the interfaces that exist on the router, such as
wireless interfaces, fixed interfaces, or both. This is where you would assign
either a static or dynamic Internet address for the router. You will also be able
to define the display name for the wireless or fixed device. For more
information, see IP Address Configuration, page 3-20.

* If you need to set up the inferfaces from a base station, see Interfaces for
Base Mode, page 4-2.

* If you need to set up the inferfaces from a CPE router, see Interfaces for
CPE Mode, page 5-2.

* If you need to set up the interfaces from a point-to-point router, see
Interfaces for Point-to-Point Mode, page 6-2.

* If you need to set up the inferfaces from a mesh router, see Interfaces for

Mesh Mode, page 7-2.

* Ifyou need to set up authentication and encryption between a base station
and CPE routers, see Authentication Section, page 4-4 and Turning on
Encryption, page 4-8.
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Other specialized parameters not common under the Network menu for the base, CPE,

point-to-point and mesh routers:

* If you need to set the start timing parameters (polling) for controlling how
a base station treats a CPE router that has no traffic to send but still
respond to polls, see Star Timing Parameters Section, page 4-7.

* Ifyou need to see what CPE routers are connected to the base station, see

Base Station Information, page 5-3.

* If you need to set up pass phrase authentication from a CPE router, see

Authentication, page 5-4.

* If you need to set up encryption or specialized settings for a point-to-point
router, see Point-to-Point Seftings, page 6-3. If you need to see what
secondary point-to-point routers are connected to the primary point-to-
point router(s), see Primary Station Information, page 6-6. See also
Authenticating a Point-to-Point Secondary Router Only, page 6-6.

* If you need to view mesh routers currently on the network, Mesh Nodes,
page 7-3. If you need to set up security parameters for mesh routers, see
Security, page 7-3.

System

Use this menu to define information about the host, view information about
the SPEEDLAN 9000 Configurator, set the current password and reboot the
9000 router. For more information see, System Menu, page 3-25. To view a
configuration summary of the units on the network, see Configuration
Summary, page 3-25.

Routing
Use this menu to view and set routing configuration. For more information,
see Routing Menu, page 3-31.

Wireless

Use this menu to select the frequency and signaling rate of the wireless device.
You can also set up the Tx Retry, Max Tx Rate, and Signaling Rate Fallback on
a base station, CPE, point-to-point or mesh router. To do these options,
choose Wireless from the main menu. You can also block or unblock mesh
routers. In mesh mode, you can also set the receive threshold.

DHCP Server

Use this menu to configure a DHCP server on one or more of the wired
interfaces. You can also view log messages and view the interfaces being
serviced with DHCP For more information see, DHCP Server Menu,
page 3-39.
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e DHCP Relay
Click this menu to enable DHCP Relay and set the parameters it requires. For
more information, see DHCP Relay Menu, page 3-47.

* Forwarding
Use this menu to control how traffic is forwarded through this router. For more
information, see Forwarding Menu, page 3-48.

* Diagnostics
Use this menu to troubleshoot your SPEEDLAN 9000 network. For more
information, see Diagnostics Menu (Troubleshooting the Network), page 3-67.

* Admin
Use this menu to perform administrative tasks, such as setting up user
password and permission information. You can also remotely control the 9000
routers on the network, update software, reset all configuration to the factory
default, enable or disable SPEEDSignal, and enable manufacturer access to
the router for advanced troubleshooting. For more information, see Admin
Menu, page 3-73.

Other specialized parameters not common under the Admin menu for the base, CPE,

point-to-point and mesh routers:

e If you need to remotely reboot a 9000 router (base station mode), see
Remote Control, page 4-15.

* If you need to update software on a 9000 base station, see Software
Update, page 4-16. If you need to update software for a base station and
a CPE, see Updating the Software on a Base Station and CPE, page 4-17.

* If you need to remotely reboot or turn off the SPEEDLAN 9000 point-to
point routers, see Remote Control for Point-to-Point Primary Routers,
page 6-13.

* If you need to remotely reboot or turn off the SPEEDLAN 9000 mesh

routers, see Remote Control, page 7-13.

* If you need to update the software on the point-to-point routers, see
Software Update for Point-to-Point Primary or Secondary Routers,
page 6-13.

* If you need to update the software on the mesh routers, see Software
Update, page 7-14.
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Diagram of SPEEDLAN 9000 Configurator Main Menu

Metwiarl »
System »
Fauting b
Wireless

DHCF Server »
DHCP Relay
Forwarding b
Diagnostics L
Admin »

Figure 3-4: Main menu

Note: If you want to learn more about IP addressing, see Basics of IP Addressing,

page 9-2.

Logging on the SPEEDLAN 9000 Configurator

To access the SPEEDLAN 9000 Configurator, open your web browser and enter the URL
(http://) or IP address of the router you want to configure. The factory default IP address
is 192.168.69.1.

Note: The SPEEDLAN 9000 Configurator can be accessed at the standard web (HTTP,
port 80) and secure web (HTTPS, port 443) locations. If you have forwarded either of
those ports to internal network nodes, you can still reach the configurator at an

alternate location:

*  port 6590 - server alternate HTTPS (for example, type "https://
192.168.69.1:6590/")

Classes of Users (and Passwords)
All software including the SPEEDLAN 9000 Configurator, SPEEDView, SPEEDSignal and

IP Recovery share the same password(s). The only place where you change the
password for all of these is in the SPEEDLAN 9000 Configurator.
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There are five classes of users on the SPEEDLAN 9000. The classes are as follows with

their default passwords:

*  Full Access (also known as a superuser): "wave_full" (this is also the only
access password for IP Recovery).
Note: "Full Access" does not show up in "Admin/Users" because the user will
not be able to change its permissions and it has write permission on
everything.

*  Wired Admin: "wave wired _admin" (account for the private Ethernet network)

*  Wired Read: "wave wired" (account for the private Ethernet network)

*  Wireless Admin: "wave wireless_ad" (account for the wireless SPEEDLAN
9000 network)

*  Wireless Read: "wave wireless" (account for the wireless SPEEDLAN 9000

network)

Notes:

The minimum password length is 8 characters. The maximum password length is 16
characters (including the underscore character or spacebar). Any characters over the
maximum length (16) will be truncated. This rule applies for the Configurator,
SPEEDView, SPEEDSignal and IP Recovery.

Admin accounts have administration rights to their appropriate network (wired or

wireless), and Read Only accounts have only read only access.

If you are a network administrator and want to modify the default passwords and
seftings for any of the users, choose the Admin menu. For more information, see
Admin Menu, page 3-73.

Logging On

Follow these steps (starting on the following page) to log on to the SPEEDLAN 9000

Configurator.
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1 Make sure you entered the correct URL or IP address of the router. For more
information, see Logging on the SPEEDLAN 9000 Configurator, page 3-10.

SPEEDLAN 9000 Configure Login
I

Figure 3-5: Login page

2  Enter the password in the Password text box. To know which password (from 8
to 16 characters) you should enter, see Classes of Users (and Passwords),
page 3-10.

3 Login by clicking Login.

When you login for the first time, the Security Alert dialog box will appear.
Follow the directions under Understanding the Security Alert Screens,

page 3-13.
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Logging Off

If you need to log off the Configurator, click the Log Off link (as circled in the figure

below).

£} "'SPEEDLAN 9000 Configure™” - Microsoft Internet Explorer: o [] 3}

TEe & too mats @b ‘i
« o= 9 By & =
Back Forysard Stop Refresh  Home Search Favorites  History Mail Print Edit Discuss
Links @7 Customize Links &) Arbitron Home Page @] Cyheratlas Stats Toolbo - Statistics @ Free Hotmail ] RealPlayer &) Windows Media &) Windows
Address [&] hitps:f/172.16.1.40:444 onfigurefcorfig_inde.coi ~| pa
Network Interfaces
Network Name Hardware (MAC) Address Status IP Address Netmask
et Ethernet 00:00:24:C0:31:CE Up  192.168.69.1 /24 (256.255.265.0)
Syst »
ystem Star Net 00:05.D5:C0:31:CC Up 1002184 B @550.00
Routing »
Wireless
DHCP Server 4 Interface Type Network Name
DHCP Relay Ethemst Ethemet
Forwarding »
Diagnostics ¥ Star. CPE | [starret
Adrmin

Enable Forwarding  Disable Forwarding ¢

Apply

-7))1‘ 10.0.21.84 ( Star: CPE ) User: Full_Access _Refresh | = Important Mate

@] Menu ready for use [ 5 |4 ntemet v

Figure 3-6: Logging Off

Understanding the Security Alert Screens
In order to avoid a security alert each time the SPEEDLAN 9000 Configurator is

accessed, you must install its security certificate into Internet Explorer. If the SPEEDLAN

9000's host name changes, you will have to repeat this process.

Follow the steps beginning on the next page:
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1 When the Security Alert dialog box appears, click View Certificate (right most
button on bottom of Security dialog box). The following dialog box will appear.

Security Alert =l

ri‘l Information you exchange with this site cannot be viewed or
?. changed by others. However, there is a problem with the site's
* zecurty certificate.

& The zecurity certificate was issued by a company you have
not chosen ta tust. Yiew the certificate to determing whether
you want ba trust the certifying authority.

o The zecurity certificate date iz valid.

o The zecurity certificate matches the name of the page you
are tiying to view.

Do you want to procesd?

Yes | Mo I [Eie@er@:ate]l

Figure 3-7: Security Alert screen

2 Click Install Certificate.

General | petais | Certification Path |

@x‘ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store,

Issued bto:  192,165.69.1

Issued by: 192.168.69.1

Yalid from 9/20/2001 to 92002002

Install Certificate Issuer statement: |

Figure 3-8: Certificate screen
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3 The Certificate Import Wizard will appear.

Certificate Import Wizard =l

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists From your disk o a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept,

To continue, click Mext,

= Bach Cancel |

Figure 3-9: Certificate Import Wizard screen 1

4 Click Next.
5 The following dialog box will appear.

Certificate Import Wizard =l

Certificate Store

Certificate stores are system areas where certificates are kept,

‘Windows can automatically select a certificate store, or vou can specify a location For

% Automatically select the certificate store based on the bvpe of certificate;

" Place all certificates in the following store

Gertificate stores

Efowse.. . |

< Back I[ Mext > jl Cancel |

Figure 3-10: Certificate Import Wizard screen 2

6  Click Next again.

General Functions of the Configurator 3-15



Version 3.03 SPEEDLAN 9000 Series Installation and Operation User Guide

7  The following dialog box will appear.

Certificate Import Wizard =l

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard,

‘fou have specified the Following settings:

Certificate Store Selected  Automatically determined by &
Content Certificate
< |

< Back Cancel |

Figure 3-11: Certificate Import Wizard screen 3

8 Click Finish. This message will appear. Click Yes.

Root Certificate Store |

& Do you wank to ADD the Following certificate to the Root Stare?

Subject : rrintoul@wavewireless,com, 192,168,691, Wave Wireless Networking, Sarasota, Flarida, US
Issuer : Self Issued

Time Validity : Thursday, September 20, 2001 through Friday, September 20, 2002

Setial Number : 00

Thumbprint {shal) : 220FFBES 346FEAQ0 D10CSFO9 089154E1 FC302E5

Thumbprint {mdS) : DE1AGZEF D40D39EE 41935E0D E1004907

[ % |

Figure 3-12: Root Certificate Store screen

9  You will see a confirmation stating that the import was successful. Click OK.
Click OK again. If the Security Alert dialog box appears, click Yes.

Certificate Imporkt x|

@ The impart was successful,

Figure 3-13: Certificate Import Wizard message box

You should not get the Security Alert the next time you access this site. The SPEEDLAN
9000 Configurator web site will appear.
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Main Menu

After Logging On

After you log on, you will see the Network Interfaces page, as displayed below.

|33 "SPEEDLAN 3000 Configure” - Microsoft Internet Euplorer =10l x|
[| Ble Edt Vew Favortes Teos Hep ‘
. . at - 85 W
Back Foryerd Stop  Refresh  Home Search Favorites  History Mail Print Edit Discuss
Links &]customize Links ] Arbitron Home Page ] Cyberatlas Stats Tookox - Statistics & ]Free Hotmal  [a] ReaPlayer  &]uindows Media €] Windows
s [ o172, 15,1 A0 444jconfarelcorfo_ndes ca 2] o=

Log Off Network Interfaces

Log Off
Config Summary

Network Name Hardware (MAC) Address Status IP Address Netmask

If you click the interface link
(e.g., Ethernet in this case),
you will jump to the TCP/IP
Configuration page.

This is where you select the
type of router: pt to pt
primary, pt to pt secondary,

base station, CPE, mesh, etc.

Click Refresh to refresh
data on the web page.

Ezi ———iihemet 00:00:24:C0:31:CE Up 192168691 /24 (255.255.255.0)
Systs lJ
BT Star Net 00:05:D5:C0:31:CC Up 1002184 B EE00.0)
Rauting )|
Wireless
DHCP Serer ) Interface Type ~ Network Name
DHCP Rel
e Ethsmet Ethemet
Forwarding W
Diagnostics M Star GPE | [starmet
Admin )
Enable Forwarding @ Disable Forwarding
Apply
changes.
D 10.0.2184 (Star: CPE ) Users Full_ Pistiesh | * lnportart Nate

Enter the name that you
want to name the network.
Then, click Apply to make

&7 Menu ready for use [

B [@ wwemet

Figure 3-14: 1st screen after logging on

Note: The name you enfer in the Network Name text box (shown in Figure 3-14 on

page 3-17) determines what the interfaces are called on the network. For instance, you

can enter, "Star Net" in the Network Name text box to represent the "Star CPE"

interface. This option just gives the user control over the name of the interface.

Therefore, Star Net would be the new name of the Star CPE interface and would be
located under the menu headings (e.g., TCP/IP, RIP2, DHCP Server and NAT).

What are enable and disable forwarding?

*  Enable Forwarding: Select the Enable Forwarding option to enable the
forwarding of IP packets from the wired interface to the wireless interface and
vice-versa.

* Disable Forwarding: Select the Disable Forwarding option to disable the

forwarding of IP packets from the wired interface to the wireless interface and

vice-versa.
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Helpful Information to Know...

How do you select the router?

As shown in Figure 3-14 on page 3-17, select the type of router (point-to-point, CPE,
base station, or mesh) from the Interface Type drop-down list. Then, click Apply. The
SPEEDLAN 9000 Configurator will then recognize the router you selected and allow

you to make modifications as needed.

Note: If you need to change the router's topology mode (base station, CPE, point-to-

point or mesh) from or to another topology mode (base station, CPE, point-to-point or
mesh), see Changing the Router's Topology Mode, Change Topology Mode, Appendix
A2.

References on Setting Up the Router

The next step is to set up your router. Follow this chapter to set up the IP address, set
routing information, set DHCP, set NAT information, troubleshoot network errors
(diagnostic information), and enter basic Administrative information. Make sure you
see the section called, Overview of the SPEEDLAN 9000 Configurator General Main
Menu, page 3-7. This section will tell you which functions are common to all routers
and which functions are specialized. This will help you locate the proper section in the

manual more quickly.

Caching - viewing the most recent version of a page

Important Note: If you do not see the changes you made on a configurator page,
click the Refresh button, as shown in Figure 3-14 on page 3-17. Then, the changes

will appear.

If the above procedure does not work, follow these steps below:

Go to your Internet browser. (These directions are for Internet Explorer.)

2 From the Tools menu, choose Internet Options. The Internet Options dialog
box appears. Click the Delete Files button. Then, click OK.

3 On the Internet Options dialog box, click the Settings button. The Settings
dialog box appears. Select the Every visit to the page option. This makes
sure that the new information is displayed the next time you visit the
configurator web page, and the new information will also be added on the
SPEEDLAN router.
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Session Activity

If you receive this message during your configuration session, "Sorry, the maximum
number of sessions has been reached. Try to login later," this is because the maximum

log on is 32 consecutive sessions.

SPEEDLAN 9000 Configure

Figure 3-15: Session Activity message 1

If you receive this message during your configuration session, "Your session has expired
due to inactivity or because another user has made configuration changes that affect

your session, " this is because the configuration session’s default time is 30 minutes.

SPEEDLAN 9000 Configure

Figure 3-16: Session Activity message 2
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9000 Firmware Updates, SPEEDView or Other Utility Programs

Registered customers should check our web site on a regular basis for updates to router
firmware, SPEEDView, and other utility programs. If you haven't registered your

products yet, you may do so by visiting the Wave Wireless Web site "Support" directory.

If You Need a Temporary IP Address
See the section called, What is IP Recovery?, IP Recovery, Appendix A-2:

* If you changed the IP address on the router and forgot it, you can find the
configured IP address of the Ethernet interface using IP Recovery.

OR

e [f after learning the IP address of the Ethernet interface, you cannot log on to
the router using the HTML Configurator (SPEEDLAN 9000 Configurator), then
you will be able set a temporary Ethernet IP address so that a connection can
made.

The Configuration Menu

Network Menu

*  Choose Interfaces to select the router you need.

* Choose IP Addresses from the Network menu to assign an IP address
(manually or dynamically via DHCP).

*  Choose Virtual Addresses from the IP Addresses submenu (under the
Network menu) to create a public IP address that can be mapped to a private
IP address.

Network Interfaces

Choose the type of router as shown in Figure 3-14 on page 3-17. Then, click Apply.

IP Address Configuration
This is where you would assign IP Addresses either Manually (static) or via DHCP

(dynamic). For DHCP, you may also enter the hostname of the client.

Note: DHCP is not available on the wireless interface.

3-20

General Functions of the Configurator



SPEEDLAN 9000 Series Installation and Operation User Guide Version 3.03

To activate this page, choose IP Addresses and then the name of the interface (i.e.,
Ethernet, Star Net, Mesh Net) from the Network menu. The following page will

appear.

The following page will appear.

3 "'SPEEDLAN 9000 Configure” - Microsoft Internet Explorer j =101 x|
J Fle Edt View Favorites Tools Help ﬁ
- s D at B- 5 .
Back Forwzrd Stop  Refresh  Home | Search Favorites History Ml Frink Edit Discuss
|tinks @] customize Links &7 Arbitron Home Page &1 Cyberatlas Staks Taolbox -- Statistics & Free Hotmail RealFlayer  @&]Windows Media &1 Windows
| address |@ http:f/172.16.1.40:5536jconfigurefeonfig_index.cai ~| @e
Log Off IP Address Configuration {Ethernet])

Config Summary
Hardware (MAC) Address Status IP Address  Netmask  Current Mode

00:00:24:.CO:31.CE Up 192,168,691 2552552550 Manual

Netwrark
Network: 192.168.65.0 Broadcast: 192.168.69.255

System »
Routing )
Wireless Restart Interface
DHCP Server » Reset to Factony Defaults |
DHCP Relay
Forwarding 4

Use DHCP Manually Configure
Diagnostics Ll
Admin » b 9

Client Hostname IP Address
( Optional )

@ sz res oo i~
Netmask
f24(255.266.2660) «

Network Broadcast
92 168.65.0 192.168.659 Zy/

Aopb T For wireless
interface

For Ethernet only

))J' 10.0.21.84 ( Star: Base ) User: Full_Access | Refresh | * Important Note

[@] Menu ready for use [ [ [ ntermet 4

Figure 3-17: IP Addresses page

After you choose the appropriate interface, you will be able to view the following

parameters:

* Hardware (MAC) Address: In a LAN environment each network interface
contains its own Medium Access Control (MAC) address which is the
embedded and unique hardware number.

*  Status: This is the state of the interface. "Up" - ready to pass packets; "Down" -

cannot pass packets.

* IP Address: This address tells the network how to locate the computers or
network equipment connected fo it.

*  Netmask: The netmask is a 4-byte number that masks the network part of the
Internet Protocol IP address, so only the host computer part of the address

remains.
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¢  Current Mode: "Manual" or "DHCP"

CIDR Table (For Netmask Information Purposes)

CIDR Length Mask # Networks # Hosts
/8 255.0.0.0 1A 16,777,214
/9 255.128.0.0 128 B 8,388,352
/10 255.192.0.0 64 B 4,194,176
/11 255.224.0.0 32 B 2,097,088
/12 255.240.0.0 16 B 1,048,544
/13 255.248.0.0 8B 524,272
/14 255.252.0.0 4B 262,136
/15 255.254.0.0 2B 131,068
/16 255.255.0.0 1B 65,534
/17 255.255.128.0 128 C 32,512
/18 255.255.192.0 64 C 16,256
/19 255.255.224.0 32 C 8,128
/20 255.255.240.0 16 C 4,064
/21 255.255.248.0 8 C 2,032
/22 255.255.252.0 4 C 1,016
/23 255.255.254.0 2C 508
/24 255.255.255.0 1C 254
/25 255.255.255.128 2 Subnets 124
/26 255.255.255.192 4 Subnets 62
/27 255.255.255.224 8 Subnets 30
/28 255.255.255.240 16 Subnets 14
/29 255.255.255.248 32 Subnets 6
/30 255.255.255.252 64 Subnets 2
/31 255.255.255.254 none none
/32 255.255.255.255 1/256 C 1

Figure 3-18: CIDR information page

e Restart Interface: Click to restart the interface.

* Reset to Factory Defaults: Click to revert to factory default settings for this
interface.

*  Use DHCP: Select this option if you want to dynamically acquire an IP address
or DHCP from a DHCP server. The DHCP (Dynamic Host Configuration
Protocol) server assigns the IP address to each computer as the computer
connects to the network. If a computer moves to a new network, it must be
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assigned a new IP address for that network. DHCP can be used to manage
these assignments automatically. Then, click Apply.

Optional: If you prefer, you can enter the client name of the host in the Client
Hostname text box (under "Use DHCP"). The limit of the Client Hostname is
16 characters.

*  Manually Configure: Select this option if you want to statically assign an IP
address to the interface. For example: you may want to assign a "static"
(permanent) address to a computer that will always be used as a server. This
enables other computers to connect to it. Static addressing is also beneficial to
users that need to maintain a "constant" connection to the Internet. Then, click

Apply.

Note: If you selected the Manually Configure option, enter the Internet address that
you want to assign to the interface in the IP Address text box. You will also enter the
subnet/netmask for the IP address. Select the appropriate netmask in the Netmask

drop-down list.

After you change the Internet address for an Ethernet or directly connected
interface, you must close the SPEEDLAN 9000 Configurator every interface.
Otherwise, the information will not be updated. If you follow this step correctly,
the next time you open the SPEEDLAN 9000 Configurator, these changes will
be updated.
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Virtual Addresses

Choose Virtual Addresses from the IP Addresses submenu (under the Network
menu) fo create a public IP address that can be mapped to a private IP address. Virtual
addresses are IP addresses (usually public) that the SPEEDLAN 9000 router can use in
addition to the IP addresses assigned to each of its network interfaces. Virtual
addresses are normally used to preserve public IP addresses when a limited number is
available. Previously, virtual addresses were implicitly created when referenced in a
NAT rule. Version 3.0 requires explicit creation of a virtual address prior fo referencing
it. Virtual addresses can be used to access the SPEEDLAN 9000 router for
configuration, or in NAT functions like Address Sharing, Internal Servers, and 1:1 NAT.
Virtual addresses are particularly useful when using 1:1 NAT, where you need more
than one public IP address. The virtual addresses do not need to belong to a network
assigned to one of the SPEEDLAN 9000's interfaces.

The existence of these addresses will be advertised with RIP, providing that the RIP filters
allow it. The Virtual Address page will appear when you choose the Virtual Addresses

feature.

The elements on this page are explained below:

* IP Address: In this text box, enter the virtual address you want to add. Click

Add to add the new virtual address. (In the next figure, the user entered
"13.13.13.16" in the IP Address text box. Next, the user will click Add.)

Notes: You cannot apply an IP address from the Ethernet port’s subnet.
All virtual addresses have a netmask of /32 (255.255.255.255).

Existing Virtual Addresses

This list contains all defined virtual addresses.

* To remove a virtual address, select it and click Delete Selected. (In the next
figure, if the user wants to remove virtual address "13.13.13.14". Then, the
user would select the check box next to it and click Delete Selected.)

¢ To select all addresses, click All. To clear all selections, click None.

If an entry has "(In Use)" instead of a check box (as shown in the next figure to the right
of virtual address "13.13.13.13"), this means the virtual address is "in use" and cannot

be removed.
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System Menu

2} "SPEEDLAN 8000 Configure Microsoft Internet Explorer MEIES
JE”B Edit “iew Fawaorites Tools Help

J@,-r-@ {at

@ = I B 9 8 . "

Back et Stop Refresh  Home Search Faworites Histony hdail Frint Edit
JAgdressl LI @G0 “Links =
B Virtual Addresses
Config Summary

IF Address: [13 [13 [13 [T6  Add]

Metwork
System

Existing Virtual Addresses
Routing

Wireless Address |Se|et:1
I_JHCF‘ Server 13.13.13.13 (In Use)
DHCP Relay 13131314 [

Forwarding
13434315 T

select: Al _hare |
Delete Selected

Diagnostics

)}]' 10.0.128.7 ( Mesh ) User: Full_Access | Refresh | * Impaortant hNote

Figure 3-19: Virtual address

Note: If you want to distribute virtual routes, make sure the Static Routes check box is

selected on the RIP Global Settings page under the Routing / RIP2 Setup / Global

Settings menu.

¢ Choose Config Summary to view a summarized configuration of the units.

¢ Choose Version to view the current version information.
¢ Choose Host Name to enter a name of the host.
¢ Choose Password to modify the password entries.

*  Choose Reboot to reboot the system.

Configuration Summary

To view a summarized list of the configuration on the units, choose Config Summary

from the System menu. This is very useful tool for technical support. The Configuration

Summary for the Host page will appear displaying a summary which includes the

following information:

General Function

s of the Configurator
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* System Version: Displays the firmware version and uptime for the unit.
*  Network Interfaces: Displays the interfaces on the network.
* Route Table: Displays the routing information between destinations.

*  Wireless Configuration: Displays the channel, signaling rates, Max Tx
Retries, Signaling Rate Fallback and Max Throughput.

*  Blocked Wireless Links: Displays blocked links. For more information, see
Receive (Rx) Threshold Parameter, page 7-11.

* RIP Configuration: Indicates if RIP is on or off.

*  DHCP Server Configuration: Indicates if DHCP Server Configuration is on
or off.

* DHCP Relay Configuration: Indicates if DHCP Relay Configuration is on or
off.

*  Virtual Addresses: Displays virtual addresses.

*  NAT: Displays types of NAT.

*  Firewall: Displays if the firewall is enabled or disabled.

* ARP Table: Displays Address Resolution Protocol statistics.

*  Statistics: Displays statistics about the wireless inbound and outbound traffic.

Note: Select the appropriate feature (noted via blue-underlined hyperlink) to jump to
the proper feature page. For example, if you click the DHCP Relay Configuration link
on the Configuration Summary page, it will bring up the DHCP Relay Configuration

page where you can modify further information.
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There is a short-cut link to the Configuration Summary by clicking the Config

Summary Link as circled in the figure below.

|2l "SPEEDLAN 9000 Configure” - Microsoft Internet Explorer il Ol x|
|| Ele Edt Wen Favorkes Took Help [ ]
s > D B & <
Back  Fowerd | Stop  Refresh  Home | Search Favertes Hstory | Mal Pt o Discuss
Links &7 Customize Links €] 4rbitron Home Page & Cyberatias Stats Toolbox -- Statistics &1 #]RealPlayer @] &] Windows
Address [ &1 htps:4i172.16.1.40:444iconfiourel<onfia_index.coi =] P

Log Off Network Interfaces
{(Confia Summary

Network Name Hardware (MAC) Address Status [P Address Netmask
Nt 4 Ethernet 00/00:24:C0:31:CE Up 192188691 /24 (255255 255.0)
Syst L4

AT Star Net 00:05:D5:C031:CC Up 1002184 B (@55.000)
Routing >
Wireless
DHCP Server b Interface Type Network Name
DHCP Rl

ca Ethemet Ethernet

Forwarding >
Diagnostics » [Star: CPE =] [star Net
Admin D

Enable Forwarding © Disable Fanwarding

Apply

)))1‘ 10.0.21.84 (Star: CPE) User: Full_Access _ Refresh | = imponant Note

&1 enu ready For use [ [8 @ nteme 7

Figure 3-20: Config Summary Link
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Version

This page displays information about the current version. When you choose Version

under System menu, the System Version page appears displaying the following
information.

7} "SPEEDLAN 9000 Configure” - Microsoft Internet Explorer

_lofx|
| Ele Edt View Favorites Took Help ‘
& 0= @ B 4 | @ m @ | B S B H

Back Forward Stop  Refresh  Home | Search Favorites History Mail Prink Eic Discuss

Links &7 Customize Links &7 Arbitron Home Page &1 Cyberatlas Stats Toalbox — Statistics & Free Hotmail s RealPlayer @ ]Windows Media &1 Windows

| Address [@] http:ii172.16.1.40:5536 fconfigurefeonfig_index.coi =] e
Log Off System Version

Config Summary

Firmware 2.10i

Network L4 Version:

System L] Up Time: 42 days, 02:16:26

Routing »

Wireless

DHCP Server L4

DHCP Relay

Forwarding »

Diagnostics ¥

Admin L4

)
)))1' 10.0.21.84 { Star: Base ) User: Full_Access Pefrash | * Important Note

[&7 menuready for use [ 4 meemet 7

Figure 3-21: Version page

¢ Firmware Version: The version of the firmware.

Up Time: The time since the network-management portion of the system was
last re-initialized.
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Host Name
To enter the host name of a 9000 router, choose Host Name from the System menu.

The following page will appear.

/) "SPEEDLAN 9000 Configure” - Microsoft Internet Explorer oy ] 5

Fle Ecit ‘Wew Favortes Todls Help

B 5 W H

Mail Print. Edit Discuss

= = @ o

Back | Forward | Stop Refresh Home
Links &) Custorrize Links & Arbitran Home Page €] Cyberatlas Stats Toolbox -- Statistics @] Fres Hotmall  [#] RealFlayer @] Windows Media @] Windows

@

Search Favorkes History

| Addvess [&7 hitp:1172.16.1.40:5536 configurejconfig_index.cqi =l e

Log Off Host Name
Config Summary

This ig an optional setting that can be set to match the URL of this gite. This will prevent the

Metwiark HTTPS certificate authentication from waming that there is a mismatch.
System 4
Routing 4 Host Name: [10.0.21 84
Wireless
DHCP Server 4
Appk
DHCF Relay =
Forwarding 4
Diagnostics 4
Admin 4

. =)
w ['7)))]. 10.0.21.84 { Star: Base ) User: Full_Access Refresh | = Imporant Note

&7 Meru ready For use

[ [ @ mtemet y

Figure 3-22: Host Name page

The hostname should contain the administratively assigned name for this managed

host.
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Password

This is where you modify the password for the current account on the SPEEDLAN 9000

Configurator. To modify password information, choose Password from the System

menu. The following page will appear.

2 "SPEEDLAN 9000 Configure” - Microsoft Internet Explorer - o] x|
Ao @E e Rt mEs [ ﬁ
- 0= @ - -
Back Formard Stop  Refresh  Home | Search Favorites History Mail Print Edt Discuss
Links &]Customize Links &] Arbitron Home Page 4] Cyberatlas Stats Taolbox - Statistics &1 Free Hotmail RealFlayer &) Windows Media  &]Windows
Address [ ] http:/j172.16.1.40:5536 configurefcorfig _index.cqi =l Pe
Log Off Password Configuration for (Full_Access) Account
Config Summary -
Netwaork » Warning! Do not forget your password. Keep itin a safe place.
) If you lose your full access password, there is no way to recover it
Syster without returning the router to Wave Wireless Networking.
Routing )
Wireless 0Old Password
DHCP Server 4
DHCF Relay New Password
Forwarding P Confirm New Password
Diagnostics 4 Apply
Admin L4
F10.0.21.84 { Star: Base ) User: Full_Access ~Refresh | * Important Mote
@] Menu ready for use [ [ |8 mtermet 4

Figure 3-23: Password page

To enter a new password, do the following:

Enter the old Password in the Old Password text box.

Next, enter the new password in New Password text box.
The minimum password length is 8 characters. The maximum password length
is 16 characters (including the underscore character or spacebar).

Finally, confirm the new password in the Confirm New Password text box
and click Apply.

Warning! Do not forget your password. Keep it in a safe place.
If you lose your full access password, there is no way to recover
it without returning the router to Wave Wireless Networking.
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Reboot

To reboot the system, choose Reboot from the System menu. Then, click the Reboot
button. After clicking Reboot, it could take a minute for the 9000 to become fully

operational following a reboot.

Routing Menu

Note that full interoperability with RIP1T domains requires that the RIP2 domain be
describable as a collection of classfull networks. This requirement can artificially limit
the use of Variable Length Subnet Mask (VLSM) to support Classless Inter-Domain
Routing (CIDR).

Summary Table of Differences Between RIP 1 and RIP2

RIP Version 1 RIP Version 2
Status Obsolete Current
Acronyms RIP, RIPT, RIP-1, RIPv] RIP2, RIP-2, RIPv2
Internet Standards STD 34 (deprecated) STDs 56 and 57
Defining RFCs 1058 2453 and 1722
Routing Classfull Classless
Subnet Mask Implicit, fixed length Explicit, variable length
Route Summarizing No Yes
Authentication None Optional
Updates Distribution Broadcast Multicast

Figure 3-24: Summary Table

The submenus for general routing are specified below:

*  Choose Default Gateway to modify the IP address of the default gateway.
*  Choose RIP2 to enter settings for RIP
*  Choose Route Table to view the information in the routing table.

¢ Choose Static Routes to add static routes as additional routes, default routes
or routes that the SPEEDLAN 9000 routers do not contain in their routing
table.
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Def Gateway

If you want to modify the IP address of the default gateway, choose Def Gateway from

the Routing menu. The following page will appear.

2 "SPEEDLAN 9000 Configure” - Microsoft Internet Explorer _of x|
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lL:u Off Default Gateway Configuration

Matwork Setting the default gateway iz optional. This setting may be overridden by DHCP,
Syst L4
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Wireless 0 o 15 |1
DHCP Server ]

Apply

DHCP Relay _I
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Diagnostics L4
Adrnin 4

)))]' 10.0.21.84 ( Star: Base ) User: Full_Access Fefresh | * Impaortant Mote

|@7 menu ready for use [ |4 ntemet 7

Figure 3-25: Default Gateway page

Default Gateway: Enter the IP address of the default gateway. This is the "door"
(usually a base station) where you want the data to travel. Then, click Apply after

modifying information.

Note: Setting the default gateway is optional. This setting may be overridden by DHCP.
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RIP2 Setup

To set up global settings for RIP from the Routing menu, choose RIP2 Setup + Global
Settings. The following page will appear.

/2 "SPEEDLAN 9000 Configure” - Microsoft Internet Explorer =0lx

Fle Edt Yew Favortes Tools Help
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|Links @] Custorize Links @] Avbitron Home Fags & Cyberatias Stats Toolhox - Statistics  @]Free Hotmall ] RealPlayer @] Windows Media  &] Windows
| address |@ http:ff172.16.1,40:5536/configure/eonfig_index.cgi = @6

Log Off

RIP Global Settings
Config Summary

Off turns RIP off on all interfaces. RIP1 or RIPZ sets the default, but this can be
overridden by the RIP configuration of each interface.

MNetwirk L]
System M
Routing B ‘OﬁG|RIP1r|R\F‘2(‘ ‘R\F‘1and2r
Wiireless
DHCF 5 3
= Redistribute
DHCP Relay
Forwarding ¥ Iv | Static Routes
Dtz Y ¥ |Connected Routes
Admin 4

Apply

=
-;)))]' 10.0.21.84 ( Star: Base ) User: Full_Access = PRefresh | = Important Note

|&] Menu ready for use

|| |4 internet 7

Figure 3-26: RIP Global Settings page

The following RIP Global Settings parameters are described below:

*  Off: Select to disable RIP

* RIP 1: Select to enable RIP 1.

* RIP 2: Select to enable RIP 2.

* RIP 1 and RIP 2: Select to enable RIP 1 and RIP 2.
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Redistribute section:

*  Static routes: Select this check box to redistribute static routes so all routers
know who it has to pass through to get to the destination. Do not select this
check box if you do not want other devices on the network to learn its static
route. A static route is an IP path from one point on the network to another
point on the network.

e Connected routes: Select this check box to redistribute connected routes,
which tells the network where it is connected. Do not select this check box if
you do not want other devices on the network to know who the router is
connected.

Click Apply when you are finished making changes.

RIP Settings

To set up RIP 2 seftings, from the Routing menu, choose RIP2 Setup + the interface

(e.g., Ethernet or StarNet). The following page will appear.
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Figure 3-27: RIP Settings page
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The following RIP Settings parameters are described below:

Off: Select this option to disable RIP

On: Select this option to enable RIP

RIP 1 and RIP 2: Select to enable RIP 1 and RIP 2.
Receive: This is from the incoming location.

Send: This is from the outgoing location.

Receive and Send options:

Global: Click this option to receive/send RIP 1, RIP 2 or RIP 1 & 2 throughout
the entire network.

RIP 1: Click this option to receive/send RIP1 from/to the inferface.
RIP 2: Click this option to receive/send RIP2 from/to the inferface.
RIP 1 and 2: Click this option to receive/send RIP 1 & 2 from/to the inferface.

None: Select this option when no authentication is needed.

Password: Select this option when authentication is needed and then enter the
password to the right of this option. (Authentication password has a minimum
of 8 characters and a maximum of 32 characters.)

Click Apply when you are finished making changes.

Network Route Filters:

Distribute any routes except for the following: Select this option to
distribute all the network route routes except those which are selected in the
Filters box.

Do not distribute any routes except for the following: Select this option to
only distribute the selected network route filters in the Filters box.

Filters box: Select those filters needed for option 1 or 2 as explained above.
Add: Click this button to add a network route filter to the Filters box.
Delete: Click this button to remove a network filter from the Filters box.

Add Private: Select the private address from this drop-down list if you want to
include a private address in the Network Route Filters list.
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Note: If you want to create your own network route filter IP address, type them in the
four boxes provided below (each box represents the first, second, third and forth octet
in the IP address). Then, click the Add button to add the new IP address to the Filters

box.

Click Apply when you are finished making changes.

Route Table

The routing table displays routing information between destinations. To view routing

information, choose Route Table from the Routing menu. The following page will

appear.
7} "SPEEDLAN 9000 Configure” - Microsoft Internet Explorer o [=] 3]
| Ele Edt View Favorites Took Help ﬁ
A at B 5 .
Back Fonward Stop  Refresh  Home | Search Favorites  History Mail Prink Edi; Discuss
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DIFIEIP Satva U 10.0.88.0 (24 (255265.255.0) 10.021.220 O  Star Nat

DHCP Relay

Faorearding ¥

Diagnostics 4

Admin 4

'7>>j]' 10.0.21.84 ( Star: Base ) User: Full_Access  Refresh | ~ Important Mote
e [ [ [4 internet P

Figure 3-28: Route Table page

Each statistic is defined below:

e Destination: This is the destination network or host.

*  Gateway: This is a network point that acts as the "entrance door" to another
network. This is the first router that takes you to the designated host (i.e., the
next hop on the network).
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*  Mask (Netmask): The netmask is a 4-byte number that masks the network
part of the Internet IP address, so only the host computer part of the address

remains.

*  Metric: Metric is a number indicating the preference of one route link over
another. A route link with a lower number will be chosen over one with a
higher number.

* Interface: This specifies which network interface the route will use.

Static Route

The Static Route page allows you to add static routes as additional routes, default
routes or routes that the SPEEDLAN 9000 routers do not contain in their routing table.
To open the Static Route page, choose Static Routes from the Routing menu. Then,

choose either Local or Common.

* Local Static Routes: A local route is a route that is not shared between

neighboring routers. (Local static routes only apply to the current system.)

¢ Common Static Routes: A common route is a route that is shared between

neighboring routers.
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Figure 3-29: Local Static Route page
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(Common static routes apply to multiple routers and propagate updates to other

routers.)
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Figure 3-30: Common Static Route page

Note: The netmask is ignored for routes to specific hosts.

Near the top of the page you will see a dynamic list about local and common static

routes.

Near the middle of the page is where you can modify or add new static route

information, and these are defined below:

¢ Destination: The destination network or host.

* Interface: Select the appropriate interface from this drop-down list.

*  Netmask: Select the appropriate value for the netmask (also in CIDR format
from /8 to /30) in this drop-down list. This is an abbreviated method of
entering the netmask. For more information, see CIDR Table (For Netmask

Information Purposes), page 3-22.

e Gateway: This is a network point that acts as the "entrance door" to another
network. This is the first router that takes you to the designated host (i.e., the

next hop on the network).
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* Type: Select either Network or Host from this drop-down list. Net - How it will
route is destined to another. Host - How the route is destined to a specific host.

Note: If you do not want to use a current static route, select the routes you
want to remove and click Delete Selected. To add a new static route, click

Add.

DHCP Server Menu
The SPEEDLAN 9000 Configurator allows you to define a DHCP server on the Ethernet

interface. A DHCP server is configured with a table of Ethernet addresses, ranges of IP
addresses and maps that are assigned to client network devices asking for the network
settings. The DHCP server uses a "lease" to determine the length of time that a device

or interface can use the assigned IP address.

Servers that utilize DHCP resolve security issues, costly IP addressing services, and
compatibility problems. DHCP is a superset to BOOTP, which reduces the agony of
assigning static IP addresses, and also provides advanced configuration options.

How DHCP Assigns an IP Address

This section explains how a DHCP server assigns an address. If you are familiar with
this terminology, skip to Basic Instructions for Setting Up DHCP on an Interface,

page 3-40.

Figure 3-31: DHCP client and server
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1 The client asks DHCP server for IP address and configuration if needed.

Note: The DHCP server allows IP addresses be assigned dynamically at the remote
building. Distributing these administrative functions to each remote building
significantly reduces the "administrative overhead" traffic that must travel back to the
service provider's headquarters. A DHCP server is configured with a table of IP
addresses that are assigned to client network devices asking for network settings. The
DHCP server uses a "lease" to determine the length of time that a device or interface

can use the assigned IP address.

2 The DHCP server assigns an available IP address to the client.

3 The client takes the IP address from DHCP server and requests for additional
configuration that is needed.

4  DHCP server confirms IP address and configuration.

The SPEEDLAN 9000 Configurator allows you to assign IP addresses via DHCP on the

interfaces.

Basic Instructions for Setting Up DHCP on an Interface

Important Notes:

*  The DHCP server and DHCP client are only available for Ethernet (wired)
interfaces.

e The DHCP server can only be configured to serve IP addresses on the
subnet where its Ethernet IP address resides.

1 Choose DHCP Server from the main menu. Then, choose the appropriate
interface where you want to offer DHCP.

2 This will bring up the DHCP page. Choose General Clients to assign an IP to
your DHCP clients. When you define the scope of IP addresses to be assigned,
make sure you do not include any of the static IPs that you have assigned on
the network. (For definitions, see General DHCP Elements Defined,
page 3-44.)

3-40

General Functions of the Configurator



SPEEDLAN 9000 Series Installation and Operation User Guide

Version 3.03

2} "SPEEDLAN 3000 Configure” - Microsoft Internet Explorer =10l x|
TE: oo Gvate mds 6h |
Lo 2 a4 | a m @B g . _E
Back Foriard Stop Refresh  Home Search  Favorites  History Mai Print Edit Discuss
Links ] Customize Links 4] Arbitron Home Page ] Cyberatlas Stats Toolbo — Statistics @] Free Hotmail  [#]RealPlayer 8] Windows Media ] Windows
| address [ hitp 1172161 40:5536 configure/config_index.coi x| g

Log Off
Config Summary

DHCP Server Configuration {Ethernet - Network 192.168.69.0)
Local IP Address: 192.168.69.1

He o) 4 Disabled & Enabled
System P
Ruuting » General Parameters Domain Name Servers
Wireless 1P Start Add
= ey T
elay Default

D
Farwarding » Gateway ﬂl
Diagnostics 4 Metmask 255255 2550 Delete
Adrmin 4 Lease Time |0 minutes

Domain Name
Apply

w ¥:7>>)] 10.0.21.84 { Star: Base ) User: Full_Access = Refresh | *Impartant hote

&] Menu ready for use

| mtermet 4

Figure 3-32: DHCP General Clients

3

If you have IPs that should be assigned to a particular device, do the following:

a) Go back to the DHCP Server menu and choose the correct interface.

Then, choose the Known Clients page (screen shot located after this

step). This page is shown in Figure 3-33 on page 3-42 (for definitions, see

Known Clients Elements Defined, page 3-46).

b) This is where you can then specify the computer name or MAC

address and the corresponding IP address that should be assigned to that

device at all times.
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DHCP can be configured on only the Ethernet interface, easing the administrator

overhead when adding new computers or SPEEDLAN 9000 routers.
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Figure 3-33: DHCP Known Clients page

C) If your DHCP server is a machine separate from the SPEEDLAN 9000
routers, you will need to set up DHCP Relay (by choosing DHCP Relay
from the main menu). This page is shown in DHCP Relay Configuration

page, page 3-43 (for definitions, see DHCP Relay Menu, page 3-47).
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Figure 3-34: DHCP Relay Configuration page

d) When you choose DHCP Relay, you will be asked to enter the IP
address of the DHCP server.

e) Next, you need to enable the Ethernet interface. Next, enter the IP

address of the DHCP server that is offering IPs to clients.

f ) Once you have set up the SPEEDLAN 9000 router, configure the clients
to obtain an IP address from a DHCP server. If the SPEEDLAN 9000 is the
DHCP server, it will get the IP address directly from it. If the DHCP server is
located behind the SPEEDLAN 9000 routers, the DHCP request will be
forwarded to the DHCP server and then returned to the correct client

machine.
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Elements Defined on the General and Known Client Pages

This section defines the elements described in the above section, called Basic

Instructions for Setting Up DHCP on an Interface, page 3-40.

General DHCP Elements Defined
To enter general information about the DHCP server, choose (interface) + General

from the DHCP Server menu. The following page will appear.
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Figure 3-35: DHCP General page

* Disabled: Select this option to disable the DHCP server.

*  Enabled: Select this option to enable the DHCP server.

General Parameters

e |P Start Address: This is the start of the block of served IP addresses.
e |P End Address: This is the end of the block of served IP addresses.
e Default Gateway: This is the default gateway that will be assigned to DHCP

clients.
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Netmask: The netmask is a 4-byte number that masks the network part of the
Internet Protocol IP address, so only the host computer part of the address

remains.

Lease Time (in minutes): This is the amount of minutes that the interface,
computer or device can use the assigned IP address. When the time is up, the
IP address will revert to the pool of available addreses and can be reassigned
to another computer. (Entering "0" means the lease time never expires.)

Domain Name: This is the internet domain name of the organization, such as
"www.wavewireless.com". You do not enter the first portion of the domain
name, leaving the entry as "wavewireless.com".

Domain Name Servers

Domain Name Servers (DNS) list box: This is where the domain name
servers reside. You can prioritize them (from highest to lowest) by selecting the
DNS, and then clicking Up or Down.

*  Up/Down: After you select the DNS, use this button to prioritize it (from
highest to lowest).

* If you want to remove any of the DNS parameters, click Delete.

If you want to change the DNS address, do one of the following:

* To change the Domain Name Server (DNS) address: Select the DNS
address in the DNS list box. The DNS address will appear to the left of the
Add button. Edit the address and click Update when you're finished. The
modified address will appear in the DNS list box.

* To add a new DNS address: Enter the new DNS address (to the left of
the Add button). Then, click Add. The new address will appear in the DNS
list box. If you changed any of the DNS servers, click Apply.
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Known Clients Elements Defined

The feature allows the DHCP server to allow or decline specific client requests. It also
allows the mapping of specific IP address to certain specific network hosts. To specify
known clients for the DHCP server, choose the appropriate interface + Known Clients

from the DHCP Server menu. The following page will appear.
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Figure 3-36: DHCP Known Clients page

Select one of the following options:

* Provide addresses for known clients only: Provides addresses to those
clients that the DHCP server does recognize, and declines address to those

clients it does not recognize.

* Provide addresses for any requests: Provides addresses to any client.

Next, enter the Host, Hardware Address and IP Address. Click Apply after you change
any information. Click Delete to remove information. Click Add to add new

information.
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Viewing Log Messages

If the DHCP server is not working properly, you can view system log messages by
choosing DHCP Server. Then, choose Log Messages. The page will display log
messages for the DHCP server. Timestamps are also reported in client time.

Timestamps track the date and time for each event in the log.

Status

To view a summary of the interfaces that the DHCP server is currently running, choose
DHCP Server. Then, choose Status. The page will display the enabled interfaces for
the DHCP server.

DHCP Relay Menu

This section defines the elements described a few pages back in the section, called

Basic Instructions for Setting Up DHCP on an Interface, page 3-40.

DHCP Relay allows you to configure the SPEEDLAN 9000 to relay (forward) any DHCP
requests originating on the Ethernet interface to a DHCP server outside of the
SPEEDLAN 9000 cloud. This allows you to use existing DHCP servers to assign IP
addresses and other configuration parameters for SPEEDLAN 9000 routers via their
wireless interfaces. If this service is enabled and no DHCP servers are listed, the
SPEEDLAN 9000 will relay DHCP requests to the DHCP server that the SPEEDLAN
9000 used to get its interface address. If this service is enabled and the SPEEDLAN
9000 did not use DHCP to get an address for its interface, then there must be at least
one DHCP server address listed for this feature to work. To set the DHCP Relay, choose
DHCP Relay from the main menu. The following page will appear.
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Figure 3-37: DHCP Relay Configuration page

To enter a new DHCP server, enter the appropriate IP address and click Add.

Click Apply when making changes. Click Delete to remove information.

Use this menu to control how traffic is forwarded through this router. These features are

available under the Forwarding menu:

Services - Defines a network service (e.g., web server, FTP and email server)
between the client and server nodes on your network. When you create a
service, you will be allowed to forward public services inward to the infernal
(privately addressed) servers on your network. See Services, page 3-49.

Address Sharing - Address Sharing uses Network Address Translation (NAT)
to allow you to share public IP addresses with privately addressed network
nodes in order for them to access the Internet. See Address Sharing,

page 3-56.
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* Internal Servers - Allows an administrator to make a service available from
an IP address, even though the owner of the IP address may not be actually
providing the service. See Infernal Servers, page 3-58.

* 1:1 NAT - Allows an administrator to statically map a public IP address to the
private IP address of one of the nodes on your network. This is useful when
trying to preserve a limited number of IP addresses on the WAN network. See
1:1 NAT, page 3-60.

*  Firewall - The SPEEDLAN 9000 (via the SPEEDLAN 9000 Configurator)
allows you to control incoming and outgoing traffic. A firewall prevents
unauthorized access to a network. Utilizing the SPEEDLAN 9000 Configurator,
SPEEDLAN 9000 routers can increase security and provide additional support
to users of the network. See Firewall, page 3-61.

* IP Sessions - The SPEEDLAN 9000 firewall offers stateful packet filtering. IP
Sessions allows you to view sessions whose state is currently active. See
IP Sessions, page 3-66.

Services

Network "Services" describe specific sessions between clients and servers, servers and
servers, or clients and clients on your network. Examples of servers that provide
services are web servers, FTP servers and email servers. Service definitions allow you to
forward public services inward to the internal (privately addressed) servers on your

network.

Note: You can also choose to allow or deny such services between networks or

individual nodes in the firewall section. For more information, see Firewall, page 3-61.
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To use the Services feature, choose Services from the Forwarding menu. The

following page will appear:

/3 "SPEEDLAN 9000 Configure" - Microsoft Internet Explorer =0l

Ele Edt Wew Favortes Took el ﬁ

e =2 @ B o4 @8 @m @ B S5 B 0 H

Back. Farward) Stop Refresh  Home Search Favorites  Histary Mail Print. Edit Discuss
Links ] Customize Links @] Arbitron Home Page @] Cyberatlas Stats Tookax -- Statistics € Free Hotmal |8 RealPlaysr @] Windows Media @] Windows
| Address [&] hieps: /172.16.1.40}configurefranfig_index.cqi = @eo
fLue LiiF Services o

Config Summary

Use this feature to define network "Semvices" which can be referenced in the "Internal Servers” and "Firewall" pages.

Netwark 4

System M Service: Choose
] —

Routing Add Service

Wireless

DHCP Server 4

DHCP Refay Existing Services
Farwarding M
Diagnostics L4 Senvice Name IP Protocol & Port Select
Admin 4 Weh (HTTP) TCP:E0 {In Use)
Secure Weh (HTTPS) TCP:443 ]
Secure Intemnet Mail (SMTPS) TCP:465 '
Secure POP Mail (POP35) TCP:995 r
Secure IMAP Mail (IMAPS) TCP:993 I

selct: Al _None |
Delete Selected

w [=j§>)] 10.0.21.84 ( Star: Base ) User: Full_Access Refresh | * Important hote

|&] menu ready for use [ 5 [8 mermet 7

Figure 3-38: Services page

To enter a service, do the following:

1 To display a service in the Service text box, you must click the Choose
button to select a service (circled in red in the previous figure). The service
describes the specific sessions between client and server nodes on your
network (e.g., web servers, FTP servers and email servers).

3-50 General Functions of the Configurator



SPEEDLAN 9000 Series Installation and Operation User Guide Version 3.03

2 The following pop-up will appear, which lists the known services.

/2 Choose Service - Microsoft T ':E:' o ]

Common Services

|[chDDsej j

Less Common Services

I(u:hu:u:nsej j

Cancel |

Figure 3-39: Choose Service

3 Select one of the following:

* Common Services: This list contains the most common type of network
services. (Note: SPEEDView is also listed under this list. It simply lets the
user allow SPEEDView access when the firewall is enabled.) Select the
appropriate service from this drop-down list. Then, click the Add Service
button on the Services page.

* Less Common Services: This list contains less common types of network
services. Select the appropriate service from this drop-down list. Your
selection will be added to the Services page. Then, click the Add Service
button on the Services page.

Creating an Advanced Service

If you cannot locate the service you want to add, you can define an advanced service
by clicking the Advanced link to the right of the Choose button (as circled in blue in
Figure 3-38 on page 50). The following pop-up will appear:
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A Advanced Services - Microsoft Internet Explorer

Service Name: IAIM

IP Protocol: |LIDP R E

Port Range: |51BD I

CAdd Protocol | Clear

IP Protocols & Ports: |UDF’:51BD

Add Service | Cancell

Figure 3-40: Advanced Services (adding AIM)

Advanced services can have one or more IP protocols. Under Advanced Services,

you will need to know the name of the service (or it can be unique), the

protocol(s) used and the ports needed to operate the service. For the TCP and

UDP protocols, you can define specific ports, or a range of ports. Enter the following

information:

1

Service Name: Enter a new name for the service. (In the previous figure, the
user entered "AIM" because the user wanted to add AOL Instant Messenger.)

IP Protocol: Select an IP protocol for your service. If you select any protocol
other than TCP or UDP, the protocol will be immediately added to the list of
protocols for this service. (In previous figure, the user selected "UDP" because it
is the protocol for AIM.)

Port range: If you select TCP or UDP, you can specify a port or a port range.
Then, click Add Protocol to add that protocol and port to the list. Click Clear
to remove the IP protocol list if you need to start over. (In the previous figure,
the user entered port "5190".) If you are only entering a single port, enter it in
the left Port Range text box.

IP Protocols and Ports: After clicking Add Protocol, this text box will be
populated with the data, based on what you entered in the IP Protocol, Port
number and Port range text boxes.
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5 Click Add Service to add the service to the Existing Services list on the
Services page. (In the next figure, you can see the user’s new service, "AIM",
circled in red.)
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Config Summary
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Metwork
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FTP TCP:21 I
Allvt UDP:5150 r
Select: ﬂl M
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Figure 3-41: New service added to existing services list
Existing Services

The Existing Services list shows all defined services.

e Service Name: The name of the service.

* [P Protocol: The IP protocol by which data sent from one network node to
another is classified (e.g., TCP UDP, ICMP, OSPF).

*  Port: A number used in the TCP and UDP protocols to differentiate
streams. The number is included in the transmitted packets to link the
incoming data to the correct service (e.g., port 80 is used for HTTP).

Note: To remove a service, select its check box and click Delete Selected. Click All
to select all of the existing services. Click None to clear all selections. If an entry has
(In Use) instead of a check box, this means the service is in use and cannot be

removed.
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Three Features of NAT

NAT Background Info

Network Address Translation (NAT) occurs when there is a translation from one IP
address to another. There are several implementations of NAT - each with their own

purpose. One would choose the type of NAT that suits the task.

The SPEEDLAN 9000 offers 3 features that use NAT: Address Sharing, Internal Servers
and 1:1 NAT. Each is described below.

1. Address Sharing: This feature allows an administrator to share a public IP address
with privately addressed nodes. Typically, this is used to allow outbound connections to
the Internet from hosts who do not have IP addresses that can be reached from the
Internet. In implementing Address Sharing, requests to the Internet would be directed
to the SPEEDLAN 9000. The SPEEDLAN 9000 would then translate the source address
and port to one of its own, and then forward the request on to its destination. The
destination server would return the request to the SPEEDLAN 9000, which would
consult its NAT table, determine which host made the request, change the destination
address and port, and return the completed request. Similar to Internal Servers, this
process also creates the Network Address and Port Translations (NAPT). Address
sharing is possible when units need to act only as clients and do not need to respond to
requests. This is a useful feature if you have a limited number of public IP addresses.
You can use this feature to connect the whole LAN to the Internet using just one public

IP address. Here are some other benefits of address sharing:
* reduce costs by using only one Internet account.

e protfect your information by hiding your workstations IP addresses.

* restrict those users you want to access Internet services and resources.

The main Address Sharing page allows you to share the IP addresses assigned to the
SPEEDLAN 9000's network interfaces with all nodes connected to a different network

interface.
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2. Internal Servers: This feature allows an administrator to make a service available
from an IP address, even though the owner of the IP address may not be actually
providing the service. Typically, this is used to allow access through a firewall to a
protected server. In implementing "Internal Servers," static NAT rules are established
that forward requests on a given port to a port on a server. For example, a client
request to port 80 on the SPEEDLAN 9000 would be forwarded to an internal web
server on port 80. The web server would then handle the request and return to the
client via the SPEEDLAN 9000 router. To the client, it would appear that the reply came

from the external address.

3. 1:1 NAT: This feature allows an administrator to statically map a public IP address
to the private IP address of one of the nodes on the network. This is useful when trying
to preserve a limited number of public IP addresses on the WAN network. Otherwise,
you may be forced to split a public network into two smaller networks and incur the
penalty of network and broadcast IP address for both of the new networks. All traffic,
regardless of protocol or por, is translated from the external address to the internal

address.

For example, a client request to any port on the "advertised" IP address would be
forwarded to the IP address of the server. The server would then handle the request
and return to the client the requested data. To the client, it would appear that the reply

came from the external address. This is also referred to as Static NAT.

General Functions of the Configurator 3-55



Version 3.03

SPEEDLAN 9000 Series Installation and Operation User Guide

Address Sharing

To share a public IP address with other computers, choose Address Sharing from the

Forwarding menu. The following page will appear:
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Figure 3-42: Address Sharing page

The elements on this page are described below:

If you want to share an IP address assigned to the wireless or wired network interfaces,
select the address from the Address to Share list. (In the previous figure, the user
entered "10.0.21.84"). The "Share With Nodes" will automatically be selected (for the

Ethernet interface in this example).

Note 1: Addressing Sharing works for connections originating from a host on the
"address to share" interface/network. Connections to actual IP addresses can still be
made from the outside network; those connections will not use the shared address. To

prevent this issue, make sure the firewall is enabled.
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Note 2: If changes are made to "address sharing," connections that originated prior to
these changes may still use the previous configuration. The only way to ensure this does
not happen is to reboot the SPEEDLAN 9000 router.

If your WAN interface were the wireless network, you would share the wireless network
interface's IP address with nodes on the Ethernet network. For more options, click on

the Advanced link to the right of the "Add" button.

The following page will appear:
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Figure 3-43: Advanced Address Sharing

Description of Advanced Address Sharing

The Address Sharing page allows you to share an address with all nodes connected to
one of the SPEEDLAN 9000's network interfaces. This page allows you to narrow down

the IP addresses to a specific network.

e Interface, Host and Network: This table lists the name of the interface, IP
address of the wired and wireless host, and the IP address of the network. If
you click an IP address, it will populate the Share With text box.
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e Address(es) to Share: Select a virtual address from this drop-down list. You

will need to select an Out Interface if using a virtual address from the
Address to Share list. This tells the SPEEDLAN 9000 which interface is
acting as the WAN for this operation.

*  Share With: Do of the following:

* enfer the wired or wireless private IP address where you want the public IP
address to be shared. Select a netmask that specifies a network or host

(/32), or

e select the interface that the private nodes are connected to
(e.g., Ethernet).

Click Add to implement this setting. This will also be added to the Existing Shares list on
the bottom of this page.

Note: Click the Back To Address Sharing link to return to the previous page.

Existing Shares

This list displays the public IP addresses that are being shared with the private IP nodes.
To remove an existing share, select its check box and then click Delete Selected. Click

All to select all shares. Click None to clear all selections.

Internal Servers

Use this feature to host public (Internet) services with internal (privately addressed)
servers on your network. This allows you to offload services to multiple servers for a
given public IP address. To activate this feature, choose Internal Servers from the

Forwarding menu. The following page will appear:
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Figure 3-44: Internal Servers (NAT) page

Note: If you upgrade from version 2.x to 3.x, verify that your forwarding rules are
displayed correctly on the Internal Servers page. If your forwarding rule appears as an
"Unknown" service, define the service on the Services page. For more information, see

Services, page 3-49.

The elements on this page are described below:

* Interface and Host: This table lists the name of the interface and host IP
addresses assigned to the wired and wireless interfaces. If you click on an IP
address, it will populate the Internal Server text box.

* Service: This is the network service (e.g., HTTP, FTP, etc.) that is provided to the
client. The current services are displayed in the Existing Internal Servers list on
the bottom of this page. (Note: If you want to add to the list of services,
choose Services from the Forwarding menu. Then, follow the directions for
Services, page 3-49.)

e External Address: Select the IP address where the service will be hosted.
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* Internal Server: Enter the IP address of the computer on the network that will

host the service.

* Internal Port (if applicable): If the port is different than the standard for that

service, enter it here.

When finished making changes, click Add Server. This will add the server to the
existing internal servers list. If the service has multiple TCP or UDP ports defined, a pop

up will appear allowing you to map these to ports on the internal server.

Existing Internal Servers

To remove an internal server, select its check box and click Delete Selected. Click
Select All to select all of the existing internal services. Click None to clear all

selections.

1:1 NAT
To access 1:1 NAT settings, choose 1:1 NAT from the Forwarding menu. The

following page will appear:
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Figure 3-45: 1:1 NAT page
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Firewall

Make sure you define at least one virtual address prior to using 1:1 NAT. To

define a virtual address, see Virtual Addresses, page 3-24.

The elements on this page are described below:

¢ Interface and Host: This table lists the name of the interface and host IP
addresses assigned to the wired and wireless interfaces.

¢ External Address: This lists the IP address on the "outside" network. (In the

previous figure, the user entered "13.13.13.14" for the virtual address.)

* Internal Address: Enter the IP address for the inside or private network. This

address "hides" behind the public IP address you selected. (In the previous
figure, the user entered "192.168.69.88" for the internal IP address.)

Existing 1:1 NAT Mappings

To remove a 1:1 NAT mapping, select its check box and click Delete Selected. Click

All to select all 1:1 NAT mappings. Click None to clear all selections.

The SPEEDLAN 9000 (via the SPEEDLAN 9000 Configurator) allows you to control

incoming and outgoing traffic.

A firewall prevents unauthorized access to a network. Utilizing the SPEEDLAN 9000
Configurator, SPEEDLAN 9000 routers can increase security and provide additional
support o the users of the network. In addition, it may help prevent dangerous packets
from intruding on a network that contains sensitive data. It does this by analyzing the
network traffic that is permitted or not permitted to enter the firewall based on

pre-established rules.

The firewall contains a checklist, and it filters traffic that enters and exits the firewall
based on the rules you set (e.g., allowing or denying certain source/destination
combinations). When traffic passes through the firewall, the firewall starts at the top of
its checklist and looks for the rule that matches its criteria. Traffic that meets the criteria
in the checklist will be permitted, and traffic that does not meet the criteria in the
checklist will be blocked. This feature allows you to restrict specific network packets

from entering or leaving your network.
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Tips on Creating Rules for Your Firewall

Before you create a rule, make sure you:

Understand the purpose of the rule. For example, will this rule block all
IRC traffic from the LAN to the Internet? Will this rule allow a remote mail
server to send data at the same time over the Internet to an internal mail

server?

Do you want the firewall to allow or deny certain traffic2 What type of
traffic2 What type of IP protocol?

What is the direction of the traffic: from the Internet to the LAN or from the
LAN to the Internet?

What IP services will this rule affect?

Which nodes (or workstations) on the LAN will these rules affect? Make a

mental note of the IP address (those on the private and public LANSs) that
these rules will affect.

Consider the security of the network. For example, once you enable this
rule, which areas of the network will become more vulnerable?

Will this rule override any other rules you created?

To control traffic flow through the router, choose Firewall from the Forwarding menu.

The following page will appear:
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Rule |Action | Source | Destination | Service | Select
1 |Allow |Star Met |192.168.69.66 |Web (HTTPY| [T
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3 |Allow |Ethemet| Star Net (Any) (m}
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Figure 3-46: Firewall page

Note: When DHCP relay is enabled, it may appear as if DHCP requests get through
the firewall when they are not explicitly allowed. The reason for this is that DHCP
requests come in as link layer broadcasts (which are not filtered by the firewall) and
then the relay server unicasts from the SPEEDLAN 9000 router to the ultimate DHCP
server. These unicasts originate from the SPEEDLAN 9000 and thus are not considered
to be "forwarded" by the firewall. Turning off DHCP relay stops this behavior.

The elements on this page are explained below:
* Enable Firewall: Select the Enable Firewall option to activate the firewall
feature.

* Disable Firewall: Select the Disable Firewall option to disable the firewall
feature. Click Apply to activate the option you selected.
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Source Section

Arriving on: Select one of the following:

e the interface or

e the IP address/netmask. Then, enter the IP address for the source and

select the netmask.

Note: If you click the "..." button, the physical addresses of the interfaces will be
displayed.

Destination Section

Select one of the following:

* Internal Servers: If there are any internal servers defined on this
SPEEDLAN 9000, you can choose one as the destination in a rule. If
there are no internal servers defined, this combo box will be disabled and
you can click on the Define one link to create an internal server.

*  Going Out: Select one of the following: the interface for the destination
or the IP address/netmask. Then, enter the IP address for the destination

and select the netmask.

* Service: Select the name of the service if this rule applies to a single
service. This is the network service (e.g., HTTR, FTP etc.) that is provided to
the client.

Allow or Deny Action

Select one of the following:

*  Allow: Select the Allow option to enable that traffic through the firewall.
* Deny: Select the Deny option to block that traffic through the firewall.
*  Add: Click this button to add this rule to the Existing Firewall Rules list.

Existing Firewall Rules

This lists the existing firewall rules, and the firewall will run through the checklist as
explained in the introduction. To remove a firewall rule from the list select its check box
and click Delete Selected. Click All to select all firewall rules. Click None to clear all
selections. To change the Default Forwarding Rule, click the link that either says,

"Change to Allow" or "Change to Deny".
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Note: Once you have finished configuring your firewall, reboot the SPEEDLAN 9000
router. This will terminate any undesired connections that may have existed prior to the
firewall configuration. You can verify if such undesired connections exist by opening the
IP Sessions page, which is last function under the Forwarding menu. For more

information, see IP Sessions, page 3-66.

Special Rules for Virtual Addresses

When you create a firewall rule that references a 1:1 NAT mapping or an internal
service using a virtual address, you must specify the internal address as the destination.
This is important to know because the virtual addresses have already been translated to

their defined internal addresses before the firewall examines the packet's destination.

Tutorial: What is happening in this firewall rule set?

As previously explained, a rule set tells the firewall what it can do. The rule set checklist
follows the top-down concept. The first row takes priority, and then follows the second

row's criteria, followed by the third, and so on.

Can you explain what is happening in the example below?

Existing Firewall Rules

Rule | Action | Source | Destination Service Select
1 |Allow | Star Met | 172.16.70.245 Bl r
2 |Allow | Star Met |192.168.69.66 Weh (HTTH) r
3 |Allow | StarMet |  Ethernet  |Internet Mail (SMTP) T
4 |Allow | Star Met Ethernet Bootps r
5 |Allow | Star MNet Ethernet Bootpc r
6 |Allow |StarNet| Etheret Al r
7 |Allow |Ethermet| Star Met { Any ) r
8 |Deny -- Default Forwarding Rule -- a:—ngi

Figure 3-47: Example of Firewall Rules

The explanation:

Rule 1 (FTP server): This rule will allow incoming traffic coming from the Star Net
interface to enter the firewall and go to the FTP server on 172.16.70.245.

Rule 2 (Web server): This rule will allow incoming traffic coming from the Star Net

interface to enter the firewall and go to the web server on 192.168.69.66.

General Functions of the Configurator 3-65



Version 3.03

SPEEDLAN 9000 Series Installation and Operation User Guide

IP Sessions

Rule 3 (Mail server): This rule will allow incoming traffic from the Star Net interface to

enter the Internet mail server on the Ethernet interface.

Note about DHCP Rules 4 and 5: DHCP spans both rules 4 and 5. These rules allow
DHCP requests to a DHCP server from the Star Net interface to enter the firewall. The
Bootps service support server requests, and the Bootpc service provides client support

for DHCP
Rule 4 (DHCP request): This rule allows DHCP requests to a server.
Rule 5 (DHCP reply): This rule allows replies to a client.

Rule 6 (AOL Instant Messenger: AIM): This rule will allow incoming traffic from the Star

Net interface to enter the firewall so clients can run AOL Instant Messenger.

Rule 7 (Anywhere): This rule will allow traffic coming from the Ethernet interface to go
through the firewall via the Star Net interface. The intention is o go anywhere on the

internet or the network).

Rule 8 (Deny incoming traffic): This rule will tell the firewall to deny other incoming

traffic. The firewall will not allow any incoming traffic to go through the firewall.

The SPEEDLAN 9000 firewall offers stateful packet filtering. IP Sessions allows you to
view sessions whose state is currently active. Choose IP Sessions from the

Forwarding menu. The following page will appear:
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7} "SPEEDLAN 3000 Configure” - Microsoft Internet Explorer _(ol x|
Fle Edt View Favorites [ock Help ﬁ
- at Q Gl 3 5y~ S . 4 =
Back Forward Stop Refresh Home Search Favarites Histary M Print Edit Discuss
Links ] Custamize Links 4] Arbitron Home Page &1 Cyberatlas Stats Toolbox - Statistics & ]Free Hotmail ] RealPlayer  &]Windows Media  &]Windows  (X)5ideStep
Address [ @] hitps:if172.16.1.40jconfigure/config_index. cg | e
tﬂ‘ Off IP Sessions
0
3 Sessions
hletwork _—
Syetem 7 Type State Source | Src Port | Destination | Dest Port
Routing M TCP |ESTABLISHED 1821686322 1043 |182.168.1.3 | 22 (ssh)
Wireless TCP ESTABLISHED 152168.69.33 | 1088 | 192.168.1.4 | 21 (ftp)
DHCP Server H TCP ESTABLISHED 152168.69.44 | 1077 | 192.168.1.5 |23 (telnet)
DHCP Relay
Forwarding )
Diagnostics )
Admin 4
)j' 10.0.21.84 ( Star: Base ) User: Full_Access Refresh | *Important Mote
[ @] menu ready for use [ 5 4 ntemer 2

Figure 3-48: IP Sessions

This list includes IP sessions terminating or originating on this router, as well as any
forwarded sessions. It is recommended that you open the IP Sessions page after you
alter any firewall rules to verify that all sessions comply with the new rules. Existing
sessions that are not allowed by the new firewall rules will be terminated. You must

reboot the router to remove these types of sessions, or wait for them to finish.

Diagnostics Menu (Troubleshooting the Network)

Choose Diagnostics to troubleshoot network problems.

e Choose Statistics under the Diagnostics menu to view information about
inbound and outbound traffic for the interfaces (or routers).

¢ Choose ARP Table to locate systems on the LAN that are configured with
incorrect IP addresses.
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Click to set wireless
stats to zero.

Click to have the
wireless stats refresh
automatically.

*  Choose ICMP Stats to view ICMP messages and errors between the host
servers and gateways.

Special Note about Link & Ping Tests:
Note:
properly at the RF level, SPEEDView is a excellent tool. This process will help you with

f you need to perform a link test to verify that your equipment is communicating

the performance evaluation. For more information on how to perform a link test, see
Performing a Bandwidth Test, page 8-14. You can also perform a ping test if need. For

more information, see Performing a Ping Test, page 8-15.

Interface Statistics

The Interface Statistics menu lists the current available network interfaces. To view the

statistics of an interface, choose Statistics from the Diagnostics menu. The following

page will appear.

/3 "SPEEDLAN 9000 Configure"” - Microsoft Internet Explorer -1of x|

Fle Edi Mew Favortes Iools Hel

= 4 @ B 4 @ @ @ B 85 ¢H 3=

Back | Forard Stop  Refresh  Home | Search Faverites Hstory |  Mal  Print  Edi Discuss
Links €] Customize Links  &] Arbitron Home Page €] Cyberatlas Stats Toolbox -- Statistics @] Free Hotmail s]RealPlayer &) Windows Media & Windows
Address [@] http:/172.16.1,40:5536 configursconfig _index. cgi =] Pa

Statistics

Wireless Statistics

HELDTH (Star Net) Transmitted (Star Net) Received
STl 4 Unicast Frames 11,848 | |Unicast Frames 416 074
Eauling 4 Multicast Frames 58329 | |Multicast Frames 504 095
ireless Deferred Transmisgion 12520 |Star Topology Frames 0
DHCP Server 4

Single Retries 43| |Mesh Topology Frames 833 421
DHCP Relay

Multiple Retries 9| |Foreign 802.11 Frames | 31,748
Forwarding Y

Retry Limit Exceeded 0| |FCS Errars 2365
Diagnostics 4

Discards 0| |Overruns: 0
Admin

Set'Wireless Statistics to Zera * Risfresh Automatically

nhound

ace | IP Address |Packets | Bytes | Errors | Collisions
Ethemet | 192.168.69.1 272 26902 0 0
Star Net 10.0.21.84 32 B4 | 2018 960 1) 1)

Outbound

Interface | IP Address |Packets | Bytes  Errors | Collisions

Ethernet |192.168.69.1 194 | 29,184 3 0
Star Met 10.0.21.84 25,164 |B20, 824 1) 1) L
L
10.0.21.84 { Star: Base ) User: Full_Access Refresh | ~Important Mote
&] Menu ready for use [ |4 mntermet 4

Figure 3-49: Interface Statistics page
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Wireless Statistics

Transmitted

Unicast Frames: Total number of unicast frames transmitted.
Multicast Frames: Total number of multicast frames transmitted.

Deferred Transmission: Total number of frames for which one or more

transmission attempt(s) was deferred to avoid a collision.

Single Retries: Total number of frames successfully transmitted after one (and

only one) retransmission.

Multiple Retries: Total number of frames successfully transmitted after more

than one retransmission.

Retry Limit Exceeded: Total number of frames not transmitted successfully

because the retry limit was reached.

Discards: Total number of frames discarded to free up buffer space.

Received

Unicast Frames: Total number of unicast frames received.

Multicast Frames: Total number of multicast frames received.

Star Topology Frames: Total number of star topology frames received.
Mesh Topology Frames: Total number of mesh topology frames received.
Foreign 802.11 Frames: Total number of 802.11 frames received.

FCS Errors: Total number of frames considered to be destined for this station,
but received with an FCS error.

Overruns: Total number of frames discarded to free up buffer space.

Inbound & Outbound

Refer to the definitions below for traffic moving inbound or outbound, depending on

the direction of movement. Each inbound and outbound statistic is defined below:

Interface: The interface on which this entry is effective.
IP address: This address fells the network how to locate the computers or
network equipment connected to it.

Packets: A unit of data transmitted between a receiver and a sender. Each
packet contains embedded information, as well as a place to go on the

network (known as the IP address).

Bytes: The length of the packet.
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e Errors: The number of packets that did not reach their destination due to an

error.

e Collisions: The number of packets that did not reach their destination

because two network nodes tried to transmit at the same time.

Note: The statistics are refreshed every time you refresh the web page.

ARP Table

ARP is the abbreviation for Address Resolution Protocol, which maps an IP address to a
machine's hardware address. Network administrators use ARP to locate systems on the
LAN that are configured with incorrect IP addresses. This helps diagnose MAC

addresses that your router knows about.

To open the ARP table, choose ARP Table from the Diagnostics menu. The following

page will appear.

|2} "SPEEDLAN 9000 Configure” - Microsoft Internet Explorer : =[O x|
Fle Edt Wiew Favortes Tools  Help ‘i
- - & .
Back Forward) Stop. Refresh  Home Search  Favorites  History Mail Prink Edit Discuss
Links @] Customizs Links &1 Arbitron Home Page €] Cyberatias Stats Toolos - Statistics @] Free Hotmal ] RealPlaysr €] Windows Media & ]'Windows
= ew
ARP Table
IP Address  HW Address  Interface
10.0.10.122 O0:30:85:7D:A7.80 Ethernet
10.0.10.12  O0:30:85:7D:A7:60 Ethernet
System »
Raiing ¥ 100211 00:30:85:7D:A7:80 Star Net
Wireless 10.0.21.122 00:30:85:7D:A7:80 Star Net
DHCP Server ¥ 10.0.21.12 00:30:85:7D:A7:80 Star Net
DHCP Relay
Forwarding ¥
Diagnostics ¥
Admin ¥
) 10.0.21.84 (Star: Base ) User: Full Access _Refresh | *Important Note
&] Menu ready for use [ 4 mtermet Z

Figure 3-50: ARP page

The ARP statistics are defined below:

* IP address: The IP address corresponding to the media-dependent 'physical’
MAC address.
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*  HW Address: In a LAN environment each computer contains its own Medium
Access Control (MAC) address which is the embedded and unique hardware

number.

* Interface: The interface on which this entry is effective.

ICMP Statistics

ICMP is the abbreviation for Internet Control Message Protocol. ICMP supplies

messages and error reports for packets that travel between host servers and gateways.

The ICMP stats can be used to diagnose a connectivity problem. If you are trying to

ping a router and you're not getting a response, you can check the "InMsgs" to see if the

ping arrived at the router and just could not get back. This might indicate that the

router has no route back to the originator.

To view ICMP information, choose ICMP Stats from the Diagnostics menu. The

following page will appear.

/2 “SPEEDLAN 9000 Configure™ - Microsoft Internet Explorer =1l x|
| Ele Edic wew Favortes Tools Help
« 0= 9 at a B R g9 .
Back Foryard Stop  Refresh  Home | Search Faworites History Mail Print EdlE Discuss
Links ] Customize Links €] Arbitron Home Page @] Cyberatlas Stats Toolhox - Statistics @ ]Free Hotmail =] ReaPlayer &1 Windows Media ] Windows
| Address [ hitp://172.16.1,40:5538 confiqure/config_index.cai = P
Log Off ICMP Statistics
Config Summary
In Bound Value 2 Out Bound Value 7?7
:;:’::: “ InMsgs ®/E 2 OutMsgs 07 2
By y InErrars 18 2 OutErrors oz
Vireless InDestUnreachs 75 2 OutDestUnreachs B35 2
DHCP Server 4 InTimeExcds w2 OutTimeExcds 23 2
DHCP Relay InParmProbs 0 2 OutParmProbs oz
Forwarding 4 InSteQuenchs oz OutSrcQuenchs oz
DTEeEies E InRedirects 12 OutRedirects 4% 2
Gulafio 4 InEchos 174 2 OutEchos 02
InEchoReps B/ 2 OutEchoReps 174 2
InTimestamps 0 2 QutTimestamps o 2
InTimestampReps 02 OutTimestampReps o2
InAddrvasks 0 2 OutAddrivasks oz
InAddriviaskReps 0z QutAddriviagkReps
Description /@
=l
Definition displays here when question mark is selected.
I
))3' 10.0.21.84 ( Star: Base ) User: Full_Access | Rafrash | * Important Note
[ menu ready for use [ |4 ntemet 7

Figure 3-51: ICMP page
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The In Bound statistics are defined below:
*  Msgs: The total number of ICMP messages which the entity received. Note
that this counter includes all those counted by icmplnErrors.

e Errors: The number of ICMP messages which the entity received but
determined as having ICMP-specific errors (bad ICMP checksums, bad length,
etc.).

e Dest Unreach: The number of ICMP Destination Unreachable messages
received.

* Time Exceeds: The number of ICMP Time Exceeded messages received.

*  Param Problems: The number of ICMP Parameter Problem messages
received.

*  Src Quenches: The number of ICMP Source Quench messages received.

* Redirects: The number of ICMP Redirect messages received.

*  Echos: The number of ICMP Echo (request) messages received.

* Echo Replies: The number of ICMP Echo Reply messages received.

e Timestamps: The number of ICMP Timestamp (request) messages received.

* Timestamp Replies: The number of ICMP Timestamp Reply messages
received.

*  Addr Masks: The number of ICMP Address Mask Request messages received.

*  Addr Mask Replies: The number of ICMP Address Mask Reply messages
received.

The Out Bound statistics are defined below:
*  Msgs: The total number of ICMP messages which this entity attempted to
send. Note that this counter includes all those counted by icmpOutErrors.

e  Errors: The number of ICMP messages which this entity did not send due to
problems discovered within ICMP such as a lack of buffers. This value should
not include errors discovered outside the ICMP layer such as the inability of IP
to route the resultant datagram. In some implementations there may be no
types of error which contribute to this counter's value.

* Dest Unreach: The number of ICMP Destination Unreachable messages sent.
* Time Exceeds: The number of ICMP Time Exceeded messages sent.

*  Param Problems: The number of ICMP Parameter Problem messages sent.

*  Src Quenches: The number of ICMP Source Quench messages sent.

*  Redirects: The number of ICMP Redirect messages sent.
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Admin Menu

Echos: The number of ICMP Echo (request) messages sent.

Echo Replies: The number of ICMP Echo Reply messages sent.
Timestamps: The number of ICMP Timestamp (request) messages sent.
Timestamp Replies: The number of ICMP Timestamp Reply messages sent.

Addr Masks: The number of ICMP Address Mask Request messages sent.
Addr Mask Replies: The number of ICMP Address Mask Reply messages sent.

If you want to limit administrative rights to certain users, choose the Admin menu.

Choose Users to set passwords for the type of account needed.

Choose Permissions if you want to restrict certain settings to users.
Choose Software Update to update the 9000 router.

Choose Support to reset the entire configuration of the SPEEDLAN 9000

factory default settings, enable manufacturer access to the router for advanced
troubleshooting, and enable/disable communication with SPEEDSignal.
Choose Current Sessions from the Admin menu to view the status of a

session or to terminate it.
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User Configuration

When logged on with the full-access password, you will see the Users page. To activate

this page, choose Users from the Admin menu. The following page will appear.

/2 “SPEEDLAN 9000 Configure™ - Microsoft Internet Explorer (=]
| Ele Edic wew Favortes Tools Help
@ = @ o a - 5 B
Back Forward Stop Refresh Home: Search  Faworites  Hiskory Mail Print Edit Discuss
Links 4] Customize Links 4] Arbitron Home Pags & ] Cyberatlas Stats Toolbox -- Statistics & Free Hotmail RealPlayer &) Windows Media &1 Windows
| Address [ hitp://172.16.1,40:5538 confiqure/config_index.cai =] @e
Log Off User Configuration

Config Summary

Resetta Factory Defaults |

Metwork

System i Account Password Action

Routing d Wirad Admin Set

Wireless

DHCP Server 4 Wired Read EI

DHCP Relay Wirelege Admin Set

Forwarding ) ) —
Wireless Read Set

Diagnostics L —I

Admin 4

10.0.21.84 ( Star: Base ) User: Full_Access Refresh | *Important Mote

[ [ [ mreemet 4

Figure 3-52: User Configuration page

The classes of users are described in Classes of Users (and Passwords), page 3-10.

The User Configuration page allows you to set the SPEEDLAN 9000 Configuration to
edit the password for each type of user: Full Access, Wired Admin, Wired Read,
Wireless Admin and Wireless Read. After you make any changes, click Set.

Note: The minimum password length is 8 characters. The maximum password length is
16 characters (including the underscore character or spacebar). To revert to factory

default settings, click Reset to Factory Defaults.

Permissions
If you want to restrict certain seftings to users, choose Permissions from the Admin
menu. Then, click the appropriate selection:

e Wired Admin: To view permission configuraton for wired administrative users.

e Wired Read: To view permission configuration for read-only wired users.
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*  Wireless Admin: To view permission configuration for wireless administrative

users.

*  Wireless Read: To view permission configuration for wireless read-only users.
Next, the Permission Configuration page will appear.

Note: If Full Access appears, it allows you view permission configuration for full-

access users.

On top of the page, you'll see four columns labeled: Read, Write, None and Entity.

2} “SPEEDLAN 9000 Configure” - Microsoft Internet Explorer =] B3]

Fie Edb View Favortes Ioos  Help ﬁ

« 02 B B & | @ G @ | B 5 N 0 H
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| Address [&] hup:i7172. 16.1. 40:5536 confiqurefcanfi_ndex.cal
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Read Write None
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NETOT B x Network
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System X - Netwark/ Interfaces
Routing b

X - Metwork / Interfaces / Ethernat

Wireless
DHCP Server » ® B - Metwork f Interfaces / Star Met
DHCF Relay - X - Detwork / IP Addresses
Forwarding 4 - X - Metwork / IP Addresses / Ethernet
Diagnostics Y Metwork / 1P Addresses / Star het
i Network / 1P Addresses / Virtual Addresses

Metwork / Base Station Config
Metwork / Base Station Config / Star Net

2 3 € <

System

System / ConfigSummary
System / Version
System / Host Name
System f Passwaord
System / Rehoot

Routing

Routing / Def Gateway

o o M R R X R R

Routing / RIPZ Setup =

S
))1‘ 10.0.21.84 ( Star: Base ) User: Full_Access  Refresh | * Important Mote

€] Menu ready For use | [ |4 mtemet Y

Figure 3-53: Permissions page

* Read column: Select the entities (web pages) that you want the full user to
view. The user will not be able to edit any entities.

e Write column: Select the entities (web pages) that you want the user to edit.

*  None column: Select the entities (web pages) that you do not want the user to

view or edit.

*  Entity column: Displays "configuration elements" that you want the "user" to

access.

Note: Be sure to click Apply after you made your changes.
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Software Update

There are differences in updating the software on the base station compared to

updating the software on the CPE (the page references are listed below).

Note: The Software Update zip file (found on the Wave Wireless web site under the

Support + Firmware link) will contain a document describing the recent changes and

any other additional information needed to perform the update. The zip file will also

include the update (.wwn) file to perform the update.

After you have unzipped the file, make sure you extract the update file (.wwn) file to

your desktop. Then, follow the directions under the Software Update section for the

particular router.

For updating the software on a base station, see Software Update, page 4-16.
For updating the software on a CPE, see Software Update, page 5-11.

For updating the software on a point-to-point router, see Software Update for
Point-to-Point Primary or Secondary Routers, page 6-13 and Updating the
Software on a Local Router and Remote Router: Primary Mode Only,

page 6-15.

For updating the software on a mesh router, see Software Update, page 7-14.

Proxy Mode Warning

Warning! Do not use Proxy mode when performing the update. Update from the location (host) where
you are connected. If you are not directly connected, then you are proxied to another host and the
update will not work. There is a limitation of proxy mode that restricts a transaction to 60 seconds.

If the update takes longer than 60 seconds, which it frequently does, the update will be stopped.

How do you tell if you are directly connected to the host2 Look in the Address bar on your Internet
browser. If you only see one IP address in the Address bar, you are directly connected. However, if
you see two IP address in the Address bar, as shown in the following figure, then you are in "Proxy" mode.

If you are not able to make a direct connection to a base in Star Mode or a primary station in point-
to-point mode, then set up a static route through a CPE or secondary station in order to establish a

"direct" connection.

Address iEj https: /192, IEE*EDE.E-D,I'ID;}D. 11/configurefindex. cgi

displays two IP addresses (Proxy mode)

3-76

General Functions of the Configurator



SPEEDLAN 9000 Series Installation and Operation User Guide Version 3.03

Support

This page displays some support function features for Technical Support, Access to

SPEEDSignal (for Pocket PC) and Reset to Factory Default. You can access these

features by choosing Support from the Admin menu. The following page will appear:

2 “SPEEDLAN 9000 Configure” - Microsoft Internet Explorer =100 x|

[| Ble Edt Vew Favortes Tooks Help ‘ﬁ
e _ + @ a8 w9 s 3 =
Back Farmard Stop Refresh Home Search Favarites Histary Mail Print Edit Discuss

Links &) Customizz Links €] Arbitron Home Page &) Cyberatlas Stats Toolhox — Statistics 4] Free Hotmail || RealPlayer &) Windows Media  &]Windows () Sidestep

Address [@] http:/172.16.1.40: 444 configure confia_index.cai ~| P

Log Off Support
Config Summary

Access By Manufacturer’s Tech Support

Network »

Systam b Enabled ¢ Disabled = Apply
Routing L4

Wireless Access for Wireless SPEEDSignal
DHCP Server 4

DHCP Relay Enabled " Disabled @ _ARRlY
Forwarding b

Diagnostics P

Admin

Reset All Canfiguration to the Factary Default

) 1002184 (Star: CPE) User: Full_access [ Fisfiesh| * imporiant Nate

€] Menu ready for use | [ |8 meernet 4

Figure 3-54: Support page
The elements on this page are explained below:

Access By Manufacturer's Tech Support

This is where you can enable the manufacturer to access the router for advanced
troubleshooting (by choosing the Enabled option). The factory default is disabled and
should remain disabled unless requested by a manufacturer's technical support

representative (by choosing the Disabled option). Click Apply when finished.
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Access for Wireless SPEEDSignal

This feature is used to enable or disable Pocket PC PDAs to communicate with
SPEEDSignal.

*  Click the Enabled option to enable communication with SPEEDSignal.

*  Click the Disabled option to disable communication with SPEEDSignal. Click
Apply when finished.

Note about upgrading SPEEDSignal: After upgrading an earlier version than 3.0,
the default setting for SPEEDSignal for Pocket PC PDA is disabled. After upgrading a

version greater than 3.0, the current state is maintained.

Reset to Factory Default

If you need to reset the entire configuration of the SPEEDLAN 9000 to factory default
settings, click Reset All Configuration to the Factory Default.
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Current Sessions
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Figure 3-55: Current Sessions

Current Sessions is activated by choosing Current Sessions from the Admin menu.

This page displays the active actions for the web server. It displays who is logged on

and also lets you terminate the session by clicking the Terminate link.
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Chapter 4

Using the Configurator to Set
Up Special Parameters for a
Base Station

This chapter covers only those special parameters needed to set

up a base station, such as:

*  Network menu: Interfaces for Base Mode, page 4-2;
Authentication Section, page 4-4; Star Timing Parame-
ters Section, page 4-7 and Turning on Encryption,
page 4-8

e Wireless menu: Channel and Rates, page 4-10; Max Tx
Retries and Signaling Rate Fallback, page 4-12 and
Max Throughput (Regulating Bandwidth), page 4-14

e Admin menu: Software Update, page 4-16 and Updat-
ing the Software on a Base Station and CPE, page 4-17

All other common configuration information can be found in

General Functions of the Configurator, page 3-1.
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Network Menu

To enter the interface (router) type and network name of the interface(s),
choose Interfaces from the Network menu.

To define what CPE routers are participating in the network, choose Base
Station Config from the Network menu. If you choose this option, see If you
clicked the "System Wide Settings" button..., page 4-4 and If you clicked Per
CPE Settings Button..., page 4-8.

Interfaces for Base Mode

The Network Interfaces page will appear when you choose Interfaces under the

Network menu. This is where you enter the interface type and network name of the

interface or the router.

Config Summary

3 "SPEEDLAN 9000 Configure” - Microsoft Internet Explorer =10l x|
|| Ble Edt Wew Favorkes Iock Help
) a a B 9 B
Bark. Faryerd Stop Refresh Home: Search  Favorites  History Mail Print Edit Discuss
Links &]<ustomize Links ] Arbitron Home Page €] Cyberatlas Stats Toolbox — Statistics  &]Free Hotmail  [=] ReaPlayer & ]Windows Media & ] Windows
address [@] hieps:1172.16.1.40jconfigureconfi_index.cqi =] @eo
Log Off Network Interfaces

Hetwork Name Hardware (MAC) Address Status [P Address Netmasl
iyt I Ethernet 00:00:24:00:31:CE Up 192.1BB651 /24 (255255255.0)
iz:‘i’; : Star Net 00:05:05:00:31:CC Up 1002184 B (@5500.0)
Wireless

DHCP Server ¥ Interface Type Network Name

E”f:‘?‘gy . Ethemet [Ehemst |

Diagnostics > Star Base | [starnet Base Station Config |
Admin —

Enable Forwarding ' Disable Forwarding ¢ clle Base S'aﬁon

Apply Config to modify
Select the base station from oufhefﬂi-caﬁon or
the Interface Type drop-down Star Timing
list. When finished, click Parameters.

Apply. This will tell the config-
urator that you are in
base station mode.

10.0.21.84 { Star: Base ) User: Full_Access Refresh | ~ important MNote

&] Menu ready for use [ |5 [ miermet 7

Figure 4-1: Selecting base station mode

Network Name: This is the fixed or wireless interface (e.g., base station).

Hardware Address: In a LAN environment each network interface contains its
own Medium Access Control (MAC) address which is the embedded and

unique hardware number.

Status: This is the state of the interface. Up - ready to pass packets; Down -
cannot pass packets.
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IP Address: This address tells the network how to locate the computers or

network equipment connected o it.

Netmask: The netmask is a 4-byte number that masks the network part of the
Internet Protocol IP address, so only the host computer part of the address

remains.

Interface Type: Select the interface (e.g., base station) from this drop-down
list. (This will tell the configurator that you are in base station mode.)

Network Name: The type of network for the wireless or fixed router.

Enable Forwarding: Select the Enable Forwarding option to enable the
forwarding of IP packets from the wired interface to the wireless interface and

vice-versa.

Disable Forwarding: Select the Disable Forwarding option to disable the
forwarding of IP packets from the wired interface to the wireless interface and

vice-versa.
Apply: Click after making changes.

Base Station Config: Click to define what CPE routers are participating in the
star network. When you click this button, a new page will appear as follows:

7 "SPEEDLAN 9000 Configure” - Microsoft Internet Explorer - o x|
Fle Edt View Favortes Tools Help ﬁ
> 9 & | @ B 3 ]

Back | Forwerd

Search Favorites  History Mail Print Edit Discuss

Stop  Refresh  Home

Links ] Customize Links ] Arbitron Home Page @] Cyberatlas Stats Toolbox - Statistics @ ]Free Hotmail || RealPlayer @] Windows Media €] windows

Address I@ http:ff172.16.1.40:5536/ configure /config_index.cai j 6o

Log Off
Config Summary

Network 4
System 3
Routing M
Wireless

DHCP Server L4
DHCP Relay
Forwarding M
Diagnostics |
Admin 4

))‘ 10.0.21.84 ( Star: Base ) User: Full_Access Refresh | = Important Note

Per CPE Settings (Star Net)

( System \Wide Settings )( *Per CPE Settings D

Hardware (MAC) Address Pass Phrase Enable Encrypt

rrrrr 11 '"F ®
Confirm | Add

CPEs 0) Hostname MAC Address IP Address Firmware E"::LE Encrypt Pass Phrase

N
( Mo CPEs Configured )

|&] Menu ready for use

| |4 nternet 7

Figure 4-2: Per CPE Settings page
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Click System Wide Settings (left circle in Figure 4-2 on page 4-3) to set the
timing parameters for the CPE routers on the star network. This will bring up a
page where you can control how a base station treats CPE routers during time
periods when they have no network traffic to send and set the pass phrase for
all CPE routers. The following sections will be on this page:

*  See Authentication Section, page 4-4
e See Star Timing Parameters Section, page 4-7

Click Per CPE Settings (right circle in Figure 4-2 on page 4-3) to bring up a
page so you can turn on encryption. For more information, see If you clicked
Per CPE Settings Button..., page 4-8.

If you clicked the "System Wide Settings" button...
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Routin »
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Wyireless
DHCF Server  » Apply
DHCP Relay
Forvarding 4 Pass Phrase | |Cnnﬁrm|l
Diagnostics ld
Adrnin 4 Set Pass Phrase For All CPEs |

Click Defaults to load
the proper default
settings for the Config.

w'¥=7>>)) 10.0.21.84 ( Star: Base ) User: Full_Access Refresh | ~Important Mote

Performance Settings 9

Iax Frames Per Base Timeslot =
Mayx Frames Per CPE Timeslot | |2

Iax Frames Per CPE Timeslot
%Vhen Only One CPE is Busy [3]

Pall Timeout Interal 4 =
P Defaults | Apply

Star Timing Parameters o =l

==

Figure 4-3: System Wide Settings page

Authentication Section

Using MAC Address: Select this check box if you want to authenticate using
the MAC address. Then, click Apply.

Using Pass Phrase: Select this check box if you want to authenticate using the
pass phrase. Then, click Apply.
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*  Enter the pass phrase in the Pass Phrase text box and confirm it (for
authentication). Then, click Set Pass Phrase for All CPEs.
(Pass Phrases have a minimum of 8 characters and a maximum of 32
characters.)

Performance Settings
If you dick the question mark next to "Performance Settings," the following text will

appear in a separate dialog box:

New timing parameters have been added to allow the network manager to customize
the network to a particular operating environment. Use these settings to tailor the
network with respect to both link strength/reliability, as well as the type of network
application(s).

(Background information: In the star topology, the base station polls each CPE router
periodically, giving the routers the chance to transmit some of their queued data. The
base station must set a timeout timer, in case a response is not received from the polled
CPE router. After each CPE router is polled, the base station also has the opportunity to

transmit some queued data.)

The following parameters are used in the implementation of the polling strategy, as

described above:

*  Max Frames Per BASE Timeslot
The maximum number of frames of queued data that the base will transmit
during one poll slot.

*  Max Frames Per CPE Timeslot
The maximum number of frames of queued data that the CPE router will
transmit during one poll slot.

*  Max Frames Per CPE Timeslot When only 1 CPE is Busy

The maximum number of frames of queued data that the CPE router will
transmit during one poll slot when only a single CPE router is considered to be
"busy." This parameter is an optimization that allows a CPE router to transmit
more queued data during a single poll slot if the network is idle. If a CPE
router is the only CPE router responding to polls with actual queued data for a
period of time, as measured by the base, it is deemed to be the only busy CPE
router in the network. In that event, this parameter will govern how much the
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CPE router is allowed to transmit during each poll. Note that determining the
"single busy CPE" router is dynamic. And, as soon as other CPE routers
respond to a poll with queued data, the network is deemed to have multiple
busy CPE routers.

Poll Timeout Interval (expressed in units of 10 milliseconds)

The base station waits for each CPE router to respond to each poll. If a
response never arrives, the base station must continue polling other CPE
routers (or the same router again). This parameter governs how much time the
base station is willing to wait for a response to a given CPE poll. Note that this
value is strictly a timeout value in the case of no CPE response, and is not the
amount of time between polls. The range is from 1-30. The default value is

20.

Click Apply after making changes.

Notes:

The Max Frames Per Base/CPE parameters should be optimized for each
individual network topology, environment, and requirement set. For example,
in networks where high throughput is desired, higher values for maximum
frames per base/ CPE timeslot are often desirable. On the other hand, in a
network that needs to be optimized for low latency, these parameters can be
set to lower values.

The network administrator must take several points into consideration when
setting the poll timeout interval. It should be set high enough to allow any CPE
router to send its queued data (with retries taken into account). For example, if
Maxi Frames Per CPE Timeslot=4 and the CPE retry limit = 6 for that CPE, in
the extreme case one could encounter the following: The CPE router transmits
7 (original frame + 6 retries) frames for each allowed frame per timeslot (4) =
28 frames. The time to do this depends on the signaling rate being used and
the length of each frame, which are network and application specific. The tim-
eout interval is reset after each successful received frame, but if (due to noise),
all frames where lost, you would need to wait the full 28 frame period before
moving on to the next CPE router. If you poll the next CPE router before the
previous CPE router is finished transmitting, collisions (and more loss) will
result.

It is not necessary to reboot the system after changing these
parameters because these changes immediately become active.

4-6
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Star Timing Parameters Section
The timing parameters control how a base station treats CPE routers during time

periods when they have no network traffic to send.

The different polling parameters relate to aging inactive nodes (or sites) off the active
list so a base station does not have to continuously poll them, thereby slowing down
other sites that are more active. If a base station has to poll a router which continuously
responds with "No, | don't have any traffic to send," bandwidth potential is lost since
other routers with traffic to send must wait. On the other hand, if a router is rarely
polled, or even removed from the polling table, it will encounter an additional delay the
next time it has data to transmit. The trade-off is one of latency versus throughput. If
you make the latency too high, users may complain about the delay they will encounter
when they send traffic after a period of inactivity. Conversely, if you make the latency
too low, total network throughput decreases. Although each router has fixed
parameters for each of the three polling stages already set when it leaves Wave
Wireless, the end user is allowed to configure them to fit their own requirements and

applications.

Note: All values are in seconds. The minimum is 0.1 seconds and the maximum is
1,000 seconds (or Tms).

¢ Idle Time: The consecutive amount of time since a CPE has transmitted traffic

when it was polled. There are 3 categories (listed below).
* Idle Category 1: The default time is 2 seconds.
* Idle Category 2: The default time is 5 seconds.
* Idle Category 3: The default time is 30 seconds.

* Idle Penalty: How long, at a maximum, a CPE in the corresponding category
(Idle Category 1, 2 or 3) has to wait until it gets polled. At a minimum it takes
2ms to poll a CPE. For example, if it takes 2ms to poll a CPE, multiply the
number of CPE routers (e.g., 8 routers) by 2 (e.g., 8 x 2 = 16). Then, divide 1
second (1,000ms) by this quantity (e.g., 16) to get the maximum number of
times a CPE router can be polled per second (e.g.,1,000 divided by 16 = 62).
(In this example, the calculation really comes to 62.5 but you cannot poll in
half seconds, only full seconds so it’s rounded down.)

e Penalty 1: The default penalty time is 0.25 seconds.
*  Penalty 2: The default penalty time is 1 second.
e Penalty 3: The default penalty time is 2 seconds.
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Note: If you want to reset the above parameters, click Defaults.

If you clicked Per CPE Settings Button...

Turning on Encryption
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Figure 4-4: Per CPE Settings page

1 On the top half of the page: You have to authenticate an IP address for each
CPE so it is listed in the routing table. To do this, enter the hardware address
of the CPE in the Hardware (MAC) Address text box. Determine if you want
to enable or encrypt it by selecting the appropriate checkbox and click Add.
The IP addresses will not be active until the user logs on the particular CPE
router.

2  On the bottom half of the page: If you want the router to be connected to the
network, click the Enable Node checkbox. If you want to disable the router
from the network, make sure this check box is not selected. Encyption is locked

if the lock image is displayed, and encyption is unlocked if the unlocked image
is displayed under the "Encrypt" column.

3 Click Modify to change an existing pass phrase that was set for a given CPE.
Click Create if the pass phrase has not been set for a given CPE.
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Note: You can configure a base station router on this page if you delete the existing

one by clicking Delete.

4  Click Create if the CPE was never given a pass phrase (and it is blank). The
following dialog box will appear.

23 http://10.0.0.1 5:5539,‘-"[l]nfigure,.-"diagnnsti(s.(gi;_

Set Pass Phrase for Unit (00:05:d5:bc:64:4d)

Pass Phrase“ |Cnnﬁrmi|

Set Pass Phrase |
Cancel |

=

Figure 4-5: Set Pass Phrase for Unit box

5  Enter the appropriate information and click Set Pass Phrase when you are
done. (Pass Phrases have a minimum of 8 characters and a maximum of 32
characters.) Then, exit this dialog box go back.

6 Click Apply Changes to update the system.

Other elements on the Per CPE Settings page:
e All (at bottom of page): Click to select all routers under the appropriate
category (Enable, Encrypt, MAC or Pass).

* None (at bottom of page): Click to clear all routers under the appropriate
category (Enable, Encrypt, MAC or Pass).

¢ Delete: Click to remove the hardware address.

*  Apply: Click after making changes.
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Wireless menu

Choose Configuration from the Wireless menu, and click one of the following

buttons:

* If you click the Channel and Rates button, you will be able to select the
channel and signaling rate of the interface. For more information, see

Channel and Rates, page 4-10.

* Ifyou click the Tx Retries button, you will be able to set the Transmit Retry Limit
and Signaling Rate Fallback. For more information, see Max Tx Retries and
Signaling Rate Fallback, page 4-12.

* If you click the Max Throughput button, you will be able to set the Max
Transmit Data Rate in Kb/s. For more information, see Max Throughput
(Regulating Bandwidth), page 4-14.

Channel and Rates
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Figure 4-6: Channel and Rates page

*  Primary Firmware: This is the current primary firmware version in use by the
wireless card.
e Station Firmware: This is the current station firmware version in use by the

wireless card.
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*  Channel: This is the specific band of frequencies (from 1 to 11) to determine
the data path between routers. All SPEEDLAN 9000 routers expected to
communicate in a network must have the same channel (frequency). Select

one of the following channels (all are represented in GHz) from the Channel

drop-down list:

© 0O N O O b~ 0D

2.412
2.417
2.422
2.427
2.432
2.437
2.442
2.447
2.452

10 2.457
11 2.462

* Signaling Rate: This setting refers to the wireless signaling rate. The
SPEEDLAN 9000 routers have four signaling rates that can be used. Select
one of the following check boxes:

1 Mb/s: This setting limits the card by providing 1 Mb/s of bandwidth.
The minimum receiver sensitivity of the radio with this setting is -92 dBm.

2 Mb/s: This setting limits the card by providing 2 Mb/s of bandwidth.

The minimum receiver sensitivity of the radio with this setting is -89 dBm.

5.5 Mb/s: This setting limits the card to providing 5.5 Mb/s of
bandwidth. The minimum receiver sensitivity of the radio with this setting is
-88 dBm.

11 Mb/s: This is the full 11 Mb/s signaling rate. This value is
recommended for most installations. The minimum receiver sensitivity of
the radio with this setting is -85 dBm.

Note: The network can automatically downgrade the bandwidth if needed (that is, if

lower Mb/s settings are selected).

Note: If you want to use the signaling rate and frequency settings on remote routers,

select them and click Apply to Selected Nodes. If you want to select all of the routers,
click Select All.
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Max Tx Retries and Signaling Rate Fallback
This page includes two features: Max Tx Retries and Signaling Rate Fallback. On the
figure below, Max Tx Retries is circled in red and Signaling Rate Fallback is circled in

blue. The following page appears when the Tx Retries button is clicked:
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Figure 4-7: Tx Retries and Signaling Rate Fallback page

Note: To apply settings to other network nodes, select them and click Apply to
Selected Nodes.

Max Tx Retries

Wave Wireless recommends that you use this parameter to increase the throughput of
your wireless network. This parameter tells a network node the maximum number of
times a unicast frame can be retransmitted before it is discarded. (A unicast frame is
one that is transmitted fo a single node in a network.) This allows a network manager to
tune a network for its particular topology and expected traffic characteristics. The
network topology, RF environment, number of nodes, throughput requirements, latency
requirements, and type of applications are all factors in choosing an appropriate value

for this parameter.
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This parameter can be tuned on a per unit basis in order to optimize network
performance. Click Default to get the default value of 7. You can select a value

between 0 and 8 from the Max Tx Retries drop-down list.

Signaling Rate Fallback

During the retransmission of a unicast frame, the signaling rate can "fall back" in order
to increase the chance of reception. Signaling Rate Fallback can occur multiple times
for a single frame. Signaling Rate Fallback occurs from the current rate and will only
include those signaling rates selected on the Channel and Rates page. After ten
consecutive successful unicast frames, the current rate is restored to the highest

selected rate.

The Signaling Rate Fallback parameter allows you to control when the signaling rate
will drop, depending on the check box(es) you selected. That is, the check box(es)

labeled, "Allow signaling rate fallback on retry" (circled in blue on previous figure).

The following parameters (check boxes) govern at which point in the re-transmission

process the rate may be dropped:

e st retry: Will drop signaling rate on first retry.

*  2nd retry: Will drop signaling rate on second retry.
e 3rd retry: Will drop signaling rate on third retry.

*  4th retry: Will drop signaling rate on forth retry.

*  5th retry: Will drop signaling rate on fifth retry.

e bth retry: Will drop signaling rate on sixth retry.

*  7th retry: Will drop signaling rate on seventh retry.

Example:

The network administrator has configured the allowable transmit signaling rates to be
11,5.5,2,and 1 Mb/s. (These values can be selected on the Channel and Rates page
under the Wireless menu.) In addition, the network administrator has selected 7 from
the Max Tx Retries drop-down list and set the signaling rate to "fall back" on the
second, fourth, and sixth retry attempts (as shown in blue on previous figure). When the
intended recipient does not acknowledge a transmitted unicast frame, it will be
retransmitted again (after a short timeout) at the current rate (e.g., 11 Mb/s). If this

attempt is also unsuccessful (e.g., the receiver did not acknowledge i), the signaling
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rate will drop to 5.5 Mb/s and another attempt will be made. If after the third retry, the
transmission is still not successful, the signaling rate will drop to 2 Mb/s for the fourth

and fifth retry, and then to 1 Mb/s for the sixth and seventh retry (if needed).

The recipient sends acknowledgements at the same signaling rate at which it receives
frames. When a frame is successfully tfransmitted (acknowledgement received in the
case of unicast), the transmitter immediately proceeds to the next frame. The last
signaling rate used to transmit (other than acknowledgements) becomes the current
rate. After ten consecutive unicast frames, the current rate returns to the highest rate
selected, if it is not already at that signaling rate. Note that the receiver's signaling rate
is not affected (other than returning the acknowledgement at a possibly different rate).
Each transmitter's fallback schedule is independent of the signaling rate used by other

transmitters.

Max Throughput (Regulating Bandwidth)

Max Throughput is useful to ISPs that want to regulate the maximum bandwidth
provided to each customer. The following page appears when you click the Max

Throughput button:

) "SPEEDLAN 9000 Configure” - Microsoft Internet Explorer =101 x|
| Fle Edt Vew Favortes Toos Help ﬁ
& =+ @ @ | @ @ @ | B 3 .
Back Forward Stop Refresh  Home Search  Favorites  History Mail Print Edit Discuss
Links @] Customize Links 4] Arbitron Home Page ] Cyberatlas Stats Toolbox - Statistics @] Free Hotmail ~ [#]RealPlayer @] Windows Media 4] Windows
Address |@ hetp:/{172.16.1.40:5536 feonfigurs config_indsx.cai ﬂ Po
Log OFf Wireless Configuration for: Star Net

Config Summary

Channel & Rates | Tx Retries | *Max Throughput

Metwork 4
Systern 4
Ebiting ’ Max Throughput (Kbis: 255 _Dsfault |
Wireless ( Range: 100 - 6500 )
DHCP Server 4
DHCP Relay
Forwarding » Network Nodes ( ~ Local Address) |  SelectAll Clear Al |
Di il ¥
B | ¥ 100.21.100 |  10.0.21.101 | M 10.0.21.102
Admin 4

derno_100 derno_101 dermo_102
A AT B4 fininidifi] EAEAF AT .66
version: v2.0 wversion: v2.0 wersion: v2.0

Apphyto Selactad Nodes

Current Max Throughput Settings

10.0.0.5
(no max)

10009
(no max)

10.0.0.3
512

10.0.0.11
(no rax)

10007
(no max)

10.0.21.84 { Star: Base ) User: Full_Access Refresh | *Important Mote

[ ] Menu ready For use [ [ [ intermet 7

Figure 4-8: Max Throughput page
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The Max Transmit Data Rate (in Kb/s) default is set to 6500; click Default to get default
value. The range is from 100 to 6500 Kb/s.

If you want to use these seftings on remote routers, select them and click Apply to

Selected Nodes. If you want to select all of the routers, click Select All.

Admin Menu

Remote Control
To remotely reboot or turn off the SPEEDLAN 9000 base stations, choose Remote

Control from the Admin menu. The following page will appear.

/3 "SPEEDLAN 3000 Configure” - Microsoft Internet Explorer oy ] 5

Fle Edt View Favorites Tools  Help ‘i

@« 0= B @ oo | @ @ B- 5 W g

Back Foryard Stop  Refresh  Home | Search Favarkes History Mall Print Edlt Discuss
Links &) Custorrize Links & Arbitran Home Page €] Cyberatlas Stats Toolbox -- Statistics @] Fres Hotmall  [#] RealFlayer @] Windows Media @] Windows

| Addvess [&7 hitp:1172.16.1.40:5536 configurejconfig_index.cqi =l e
Log Off Update Results
Config Summary
e ; Network Nodes ( * Local Address ) | SelectAll Clear All |
Systemn i TSRS T 10.0.21.100 | T 1000.21.101 | T 10.0.21.102
Routing 4
Wireless demo_100 demo_101 demo_102
) A 764 A At 765 hididididid=
DHCP Server version: 2.0 wersion: v2.0 wersion: 2.0
DHCP Relay
Forwarding Y Reboot Selected Nades
Diagnostics 4
Admin 4

-7)))]' 10.0.21.84 { Star: Base ) User: Full_Access Refresh | = Imporant Note

r use [ [ @ mtemet y

Figure 4-9: Remote Control for base mode

Select the base stations you want to reboot and click Reboot Selected Nodes.
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Software Update

To update the software on the local base station or on the remotes (e.g., CPE, Ethernet,
etc.), choose Software Update from the Admin menu. The Software Update page will
appear (for Local or Star Net). Note: The Software Update zip file (found on the Wave
Wireless web site under the Support + Firmware link) will contain a document
describing the recent changes and any other additional information needed to perform
the update. The zip file will also include the update (.wwn) file to perform the update.
After you have unzipped the file, make sure you extract the update file (.wwn) file to

your desktop. Then, follow these directions:

Updating the Local Base Station

If you only need to update the software on a base station, choose Local (under the

Software Update submenu).

/2 "SPEEDLAN 9000 Configure™ - Microsoft Internet Explorer -10f x|
| e Edt Wew Favories ook Help BE
* = @ o | B 2 & .

Back | Forward | Stop  Refresh  Home | Search Favorites History | Mal  Print  Edr Discuss
Links @] Customize Links &7 Arbitron Home Page @] Cyberatlas Stats Toolbox — Statistics @] Free Hotmail  [#]RealPlayer €] Windows Media ] Windows
| Adeiess [@] httpsij172.16.1,40: 446 configureconfig_index.cai | e
Loy Off Software Update

Confiy Summary

This operation is a two step process:

Network b
System 4 1. Upload the Software Update File.
Rauting 4
Wireless
DHCP Server ¥ Use the browse button to select a software update file
Brawse
DHCP Relay I
Forwarding N Upload Software Update File |
Diagnostics N * Note: This step may take several minutes. Please wait for it to finish.
Admin 4

2. Install the Software Update.

10.0.21.84 { Pt to Pt: Primary ) User: Full_Access FRefresh | ~Important Mote

&7 Menu ready for use

EN R 4

Figure 4-10: Updating the local base station
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This operation is a two-step process:
1 Upload the Software Update file. Locate the latest software file (by clicking
Browse) and click Upload Software Update File.
2 Install the Software Update.

Note: When you updated your network in the past, the remotes would not be rebooted
until the final step. This step happened after you clicked the Reboot Updated Nodes
button. Now the remotes are automatically rebooted after a successful upgrade. The

local or connected router is not rebooted until you click the Reboot Updated Nodes

button at the end of the upgrade.

Updating the Software on a Base Station and CPE

To update the software on a base station and on a CPE, choose the interface (e.g., Star

Net) under Software Update submenu.

#) "SPEEDLAN 9000 Configure™ - Microsoft Internet Explorer =] eSS

Fle Edt Wew Favortes Todk Help

0= D A o4 @ m o@ B g B A

Back. Foryard Stop  Refresh  Home Search Favarites  History Mail Print Edit Discuss

Links 48] Customize Links 4] Arbitron Home Page 4] Cyberatlas Stats Toolbox — Statistics ] Free Hotmail  [w] RealPlayer 8] Windows Media &1 Windows

Address [@] http:/j172.15.1 40:5536/confiqurefconfig_index.cqi -l @

Log Off
Config Summary

Software Update

Metwork N This operation is a two step process:
System L4 1. Upload the Software Update File.
Routing M IP address
Wirelass Network Nodes (= Local Address))
DHCP 5 4

S Host name GEEETS] = 10021100 F 10021101 F 10021 102
DHCP Relay L
Forwarding 4 dermo_100 demao_101 dermo_102
Diagnostics L4 fiRifin =L hidiRiniRid=} il Rimi R
= ;| MAC address | version 2D | version v20 | version v2.0

Firmware version Select All Clear All

Use the browse button to select a software update file

Browse.
Upload Software Update File to Selected Nodes
= Note: This step may take several minutes. Please wait for it to finish.

2. Install the Software Update.

w ME;D)] 10.0.21.84 ( Star: Base ) User: Full_Access Refresh | * Important Mote

[&] Menu ready For use [ [ @ mmeermet 7

Figure 4-11: Updating software on a base station and CPE
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This operation is a two-step process:

1 Select the remotes (CPE routers) where you want to update the software. (The
IP addresses that are selectable are active. If only a MAC address is listed, or a

bunch of zeros, then these represent inactive devices.

2 Upload the Software Update file. Locate the latest software file (by clicking
Browse) and click Upload Software Update File to Selected Nodes.

3 Install the Software Update. Note: When you updated your network in the
past, the remotes would not be rebooted until the final step. This step
happened after you clicked the Reboot Updated Nodes button. Now the
remotes are automatically rebooted after a successful upgrade. The local or
connected router is not rebooted until you click the Reboot Updated Nodes
button at the end of the upgrade.
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Chapter 5

Using the Configurator to Set
Up Special Parameters for
CPE Routers

This chapter covers only those special parameters needed to set

up the Customer Premise Equipment (CPE), such as:

*  Network menu: Interfaces for CPE Mode, page 5-2;
Base Station Information, page 5-3; and Authentica-
tion, page 5-4

e Wireless menu: Channel and Rates, page 5-6; Max Tx
Retries and Signaling Rate Fallback, page 5-8 and Max
Throughput (Regulating Bandwidth), page 5-10

e Admin menu: Software Update, page 5-11

All other common configuration information can be found in

General Functions of the Configurator, page 3-1.
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Network Menu

Interfaces for CPE Mode

The Network Interfaces page will appear when you choose Interfaces under the

Network menu. This is where you enter the interface type and network name of the

interface or the router.

/3 "SPEEDLAN 9000 Configure” - Microsoft Internet Explorer . -1al x|
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i > Q @ | @ - o . _El
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Syst 0
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Wireless
DHCP Server ¥ Interface Type Network Hame
DHCP Rel
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Forwarding 0

Diagnostics 0 [Star CPE =] [starriet
Admin
Enable Forwarding  Disable Farwarding ¢

This is the network name of
Select the CPE from the oo | th i
Interface Type drop-down e fype of inferfoce.
list. When finished, click
Apply. This will tell the
configurator that you are in
CPE mode.

I 10.0.21.84 ( Star: CPE ) User: Full_Access ~Refresh | * Important Note
@] Menu ready for use | |5 8 mternet 4

Figure 5-1: Selecting CPE mode

*  Network Name: This is the fixed or wireless interface (e.g., CPE).

* Hardware Address: In a LAN environment each network interface contains its
own Medium Access Control (MAC) address which is the embedded and

unique hardware number.

e Status: This is the state of the interface. Up - ready to pass packets; Down -
cannot pass packets.

* IP Address: This address tells the network how to locate the computers or

network equipment connected to it.

* Netmask: The netmask is a 4-byte number that masks the network part of the
Internet Protocol IP address, so only the host computer part of the address

remains.
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