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1. PRODUCT DESCRIPTION ‘

Your Westell® UltraLine 11B functions as a Gateway or Router and enables you to connect multiple PCs on your
LAN to the Internet. The UltraLine’s 802.11 wireless interface enables you to establish a secure wireless connection
with mobile computing devices.

\Hereafter, the Westell® UltraLine 11B will be referred to as “Gateway” or “modem.” ‘

2. SAFETY INSTRUCTIONS |

The following important safety instructions should be followed when using your telephone equipment.

WARNING: Please save these instructions. ‘

>

Do not use this product near water, for example, near a bathtub, washbowl, Kitchen sink or laundry tub, in a
wet basement or near a swimming pool.

Avoid using a telephone (other than a cordless type) during an electrical storm. There may be a remote risk
of electric shock from lightning.

Do not use the telephone to report a gas leak in the vicinity of the leak.

Do not connect this equipment in an environment that is unsuitable. The voice over IP (VolP) ports of the
equipment are suitable for connection to intra-building or nonexposed wiring only.

Never install any telephone wiring during a lightning storm.
Never install telephone jacks in wet locations unless the jack is specifically designed for wet locations.

Never touch non-insulated telephone wires or terminals unless the telephone line has been disconnected at
the network interface.

Use caution when installing or modifying telephone lines.

& WARNING A

Risk of electric shock. Voltages up to 140 Vdc (with reference to ground) may
be present on telecommunications circuits.
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3. REGULATORY INFORMATION

3.1 FCC Compliance Note

(FCC 1D: CH8A9081XXYY-07)

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15
of the Federal Communication Commission (FCC) Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can radiate radio
frequency energy, and if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which can be determined by
turning the equipment OFF and ON, the user is encouraged to try to correct the interference by one or more of the
following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and the receiver.

e  Connect the equipment to a different circuit from that to which the receiver is connected.
e  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This
device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

Modifications made to the product, unless expressly approved by Westell Inc., could void the users’ right to
operate the equipment.

RF EXPOSURE

The antennas used for this transmitter must be installed to provide a separation distance of at least 20 cm
from all persons and must not be co-located or operating in conjunction with any other antenna or
transmitter. End users and installers must be provided with antenna installation instructions and transmitter
operating conditions for satisfying RF exposure compliance.

PART 68 —- COMPLIANCE REGISTRATION

This equipment is designated to connect to the telephone network or premises wiring using a compatible modular
jack that is Part 68 compliant. An FCC compliant telephone cord and modular plug is provided with the equipment.
Refer to the installations instructions in this User Guide for details.

A plug and jack used to connect this equipment to the premises wiring and telephone network must comply with the
applicable FCC Part 68 rules and requirements adopted by the ACTA. A compliant telephone cord and modular plug
is provided with this product. It is designed to be connected to a compatible modular jack that is also compliant.
Refer to the installation instructions in this User Guide for details.

If this terminal equipment (Model 816030) causes harm to the telephone network, the telephone company may
request you to disconnect the equipment until the problem is resolved. The telephone company will notify you in
advance if temporary discontinuance of service is required. If advance notification is not practical, the telephone
company will notify you as soon as possible. You will be advised of your right to file a complaint with the FCC if
you believe such action is necessary. If you experience trouble with this equipment (Model 816030), do not try to
repair the equipment yourself. The equipment cannot be repaired in the field. Contact your ISP, or contact the
original provider of your DSL equipment.
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The telephone company may make changes to their facilities, equipment, operations, or procedures that could affect
the operation of this equipment. If this happens, the telephone company will provide advance notice in order for you
to make the modifications necessary to maintain uninterrupted service.

If your home has specially wired alarm equipment connected to the telephone line, ensure that the installation of this
equipment (Model 816030) does not disable your alarm equipment. If you have questions about what will disable
alarm equipment, consult your telephone company or a qualified installer. This equipment cannot be used on public
coin phone service provided by the telephone company. Connection of this equipment to party line service is subject
to state tariffs.

3.2 Canada Certification Notice

The Industry Canada label identifies certified equipment. This certification means that the equipment meets certain
telecommunications network protective, operations and safety requirements as prescribed in the appropriate
Terminal Equipment Technical Requirements document(s). The department does not guarantee the equipment will
operate to the user’s satisfaction.

This equipment meets the applicable Industry Canada Terminal Equipment Technical Specification. This is
confirmed by the registration number. The abbreviation, IC, before the registration number signifies that registration
was performed based on a Declaration of Conformity indicating that Industry Canada technical specification were
met. It does not imply that Industry Canada approved the equipment. The Ringer Equivalence Number (REN) is 0.0.
The Ringer Equivalence Number that is assigned to each piece of terminal equipment provides an indication of the
maximum number of terminals allowed to be connected to a telephone interface. The termination on an interface
may consist of any combination of devices subject only to the requirement that the sum of the Ringer Equivalence
Numbers of all the devices does not exceed five.

Before installing this equipment, users should ensure that it is permissible to be connected to the facilities of the
local Telecommunication Company. The equipment must also be installed using an acceptable method of
connection. The customer should be aware that compliance with the above conditions may not prevent degradation
of service in some situations. Connection to a party line service is subject to state tariffs. Contact the state public
utility commission, public service commission, or corporation commission for information.

If your home has specially wired alarm equipment connected to the telephone line, ensure that the installation of this
equipment (Model 816030) does not disable your alarm equipment. If you have questions about what will disable
alarm equipment, consult your telephone company or a qualified installer.

If you experience trouble with this equipment (Model 816030) do not try to repair the equipment yourself. The
equipment cannot be repaired in the field and must be returned to the manufacturer. Repairs to certified equipment
should be coordinated by a representative, and designated by the supplier. Refer to section 20 in this User Guide for
further details. The termination on an interface may consist of any combination of devices subject only to the
requirement that the sum of the Ringer Equivalence Numbers of all the devices does not exceed five.

Operation of this equipment (Model 816030) is subject to the following conditions: (1) This device may not cause
harmful interference, and (2) This equipment must accept any interference received, including interference that may
cause undesired operation.

To reduce potential radio interference to users when a detachable antenna is used with this equipment the antenna
type and its gain should be so chosen that the equivalent isotropically radiated power (EIRP) is not more than that
required for successful communication.” Users should ensure, for their own protection, that the electrical ground
connections of the power utility, telephone lines, and internal, metallic water pipe system, if present, are connected
together. This precaution may be particularly important in rural areas.

& CAUTION &

Users should not attempt to make such connections themselves, but should contact the appropriate
electrical inspection authority, or electrician, as appropriate.
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4. NETWORKING REQUIREMENTS

The following system specifications are required for optimum performance of the Gateway via 10/100 Base-T

Ethernet, Wireless installations.

CONNECTION TYPE

MINIMUM SYSTEM REQUIREMENTS

ETHERNET
(E1, E2, E3, E4)

Pentium® or equivalent class machines

Microsoft® Windows® (98 SE, ME, 2000, NT 4.0, or XP)
Macintosh® OS X, or Linux installed

Microsoft® Server 2003 (all versions)

Internet Explorer 4.x or Netscape Navigator 4.x or higher
64 MB RAM (128 MB recommended)

10 MB of free hard drive space

TCP/IP Protocol stack installed

10/100 Base-T Network Interface Card (NIC)

Computer Operating System CD-ROM on hand

WIRELESS
IEEE 802.11b/g

Pentium® or equivalent class machines

Microsoft® Windows® (98 SE, ME, 2000, or XP) or
Macintosh® OS X installed

Microsoft® Server 2003 (all versions)

Computer Operating System CD-ROM on hand

Internet Explorer 4.x or Netscape Navigator 4.x or higher
64 MB RAM (128 MB recommended)

10 MB of free hard drive space

An available IEEE 802.11b/g PC adapter

030-300479 Rev. A
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5. HARDWARE FEATURES

5.1 LED Indicators

This section explains the LED States and Descriptions of your Gateway. LED indicators are used to verify the unit’s
operation and status.

LED States and Descriptions

LED State Description
Solid Green Gateway power is ON.
POWER POST (Pc_>wer On Self Test), Failure (not bootable) or Device
Solid Red Malfunction. Note: The Power LED should be red no longer
(PWR)
than two seconds after the power on self test passes.
OFF Gateway power is OFF.
Powered device is connected to the associated port (includes
Solid Green devices with wake-on LAN capability where slight voltage is
El, E2, E3, E4 ilé?f(gl()e%;Z:—?Eé?ﬁgpﬁétcfgnl\fC;::(t)ir\wl)i.ty is present (LAN traffic in
(Ethernet LAN) Flashing Green ; .
either direction).
Gateway power is OFF, no cable or no powered device is
OFF .
connected to the associated port.
Solid Green Wireless is enabled and functioning.
WI FI Flashing Green | Wireless LAN activity present (traffic in either direction).
Off Wireless is disabled or not functioning.
Solid Green Good DSL sync.
Flashing Green | DSL attempting to sync.
.- DSL failed to sync at the physical layer. Gateway is in safeboot
DSL2 Solid Red mode '
Off No DSL signal detected. Gateway power is OFF.
Solid Green Bonded operation is functioning properly.
B Off No Bonding between the two DSL lines.
Solid Green Internet link established.
IP connection established and IP Traffic is passing through
device (in either direction).
Note: If the IP or PPP session is dropped due to an idle timeout,
. the light will remain solid green, if an ADSL connection is still
Flashing Green
present.
If the session is dropped for any other reason, the light is turned
INTERNET OFF. The light WillF?[Em red Wﬁ/en it attempts to reC(g)nnect and
DHCP or PPP fails).
Device attempted to become IP connected and failed (ho DHCP
Solid Red response, no PPP response, PPP authentication failed, no IP
address from IPCP, etc.).
OFF Modem_povyer is OFF, Modem is in Bridge Mode, or the
connection is not present.

NOTE: Safe Boot is reflected when the Power and Internet LED’s are both Red and all other LED’s are off.

030-300479 Rev. A
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5.2 Rear Panel Components

e DSL2 connector (RJ-11)

e DSL1 connector (RJ-11)

e  (4) Ethernet connector (RJ-45)

e Reset button

e  Power connector (barrel)

e  Power switch

e  Wireless IEEE 802.11b/g SMA connector and antenna

Figure 1. Rear View of UltraLine IIB

T —

gp dbo  df

DSL2 DSL1 ETHERNET RESET 12 VDC POWER WIRELESS
(E1. E2. E3. E4) SWITCH CONNECTOR/
ANTENNA

5.3 Connector Descriptions

The following chart displays the connector types for the UltraLine 11B.

SYMBOL NAME TYPE FUNCTION
Connects to an ADSL-equipped telephone jack or
m DSL2 LINE RJ-11 DSL connection of a POTS splitter.
Connects to an ADSL-equipped telephone jack or
m DSL1 LINE RJ-11 DSL connection of a POTS splitter.
E(EHE I?,)NST RJ-45 10/100 Base-T Ethernet Connection to PC or Hub.
12 VDC POWER Barrel connector | Connection to DC (12V) Power Connector.

SMA connector

Wireless ANTENNA and antenna

Connects to wireless IEEE 802.11b/g device.

030-300479 Rev. A 9 October 2005
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5.4 Pin-out Descriptions
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The following table lists the Gateway’s port pin-outs and descriptions.

UltraLine 11B (Model A90-816030)

Port Pin-out Description

DSL2 1,2,5,6 Not Used

DSL1 3 DSL TIP

4 DSL Ring
1 Rx+
ETHERNET g TR)’(‘+

E1,E2 E3 B4 45,78 Not Used
6 Tx-

030-300479 Rev. A 10 October 2005
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6. INSTALLING THE HARDWARE

6.1 Installation Requirements

To install your Gateway, you will need one of the following:

o A Network Interface Card (NIC) installed in your PC
An IEEE 802.11b/g adapter

IMPORTANT: Please wait until you have received notification from your Internet service provider (ISP) that your
DSL line has been activated before installing the Gateway and the software. Internet service provider subscriber
software and connection requirements may vary. Consult your ISP for installation instructions.

6.2 Before you begin

Make sure your kit contains the following items:

o  Westell® UltraLine 11B

e  Power Supply

e RJ-45 Ethernet cable (straight-through) (yellow)

e SMA Antenna

e Westell CD-ROM containing User Guide in PDF format
e Quick Start Guide

6.3 Microfilters

ADSL signals must be blocked from reaching each telephone, answering machine, fax machine, computer modem or
any similar conventional device. Failure to do so may degrade telephone voice quality and ADSL performance.
Install a microfilter if you desire to use the DSL-equipped line jack for telephone, answering machine, fax machine
or other telephone device connections. Microfilter installation requires no tools or telephone rewiring. Just unplug the
telephone device from the baseboard or wall mount and snap in a microfilter. Next, snap in the telephone device.
You can purchase microfilters from your local electronics retailer or contact the original provider of your DSL
equipment.

030-300479 Rev. A 11 October 2005
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6.4 Hardware Installations

NOTE: If you are using your Gateway in conjunction with an Ethernet Hub or Switch, refer to the manufacturer’s
instructions for proper installation and configuration. When using a Microfilter, be certain that the DSL phone cable
is connected to the “DSL/HPN” non-filtered jack. Please wait until you have received notification from your ISP that
your DSL line has been activated before installing the Gateway. Westell recommends the use of a surge
suppressor to protect equipment attached to the power supply. An additional Ethernet cable may be required
depending on the installation method you are using. Ethernet cables can be purchased at your local computer
hardware retailer.

6.4.1 Installation via DSL1/DSL2

IMPORTANT: Before you connect via 10/100 Base-T, you must have an available Ethernet card installed in
A your computer. If your Ethernet card does not auto-negotiate, you must set it to half duplex. Refer to the
Ethernet card manufacturer’s instructions for installing and configuring your Ethernet card.

1. Connect the DSL phone cable from the connector marked DSL on the rear panel of the Gateway to the DSL-
equipped telephone line jack on the wall. IMPORTANT: Do not use a DSL filter on this connection. You must
use the phone cord that was provided with the kit.

2. Connect the yellow Ethernet cable (provided with your kit) from any one of the Ethernet jacks marked
ETHERNET on the rear panel of the Gateway to the Ethernet port on your computer. Repeat this step to
connect up to three additional PCs to your Westell Gateway.

NOTE: When using the yellow VERSAPORT ™2 jack in Private LAN mode, you may connect either the yellow
Ethernet cable (provided with your Kit) or any other Ethernet cable to the VERSAPORT ™2 jack as the
VERSAPORT ™2 jack will function as a fifth Ethernet switch. You may also connect to any of the four black
Ethernet jacks on the rear panel of the Gateway as they serve as an Ethernet switch.

3. Connect the power supply cord to the power connector marked 12 VDC on the rear panel of the Gateway. Plug the
other end of the power supply into a wall socket, and then turn on the power switch (if it is not already turned on).

4. Check to see if the DSL LED is solid green. If the DSL LED is solid green, the Gateway is functioning properly.

Check to see if the Ethernet LED is solid green. Solid green indicates that the Ethernet connection is functioning
properly.
6. Check to see if the Internet LED is solid green. Solid green indicates that an Internet link has been established.
Congratulations! You have completed the DSL installation for your Gateway. No software installation is required when

using only an Ethernet connection. You must now proceed to section 7, “Configuring the Gateway for Internet
Connection.”
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6.4.2 Connecting PCs via Wireless

IMPORTANT: If you are connecting to the Gateway via a wireless network adapter, the SSID must be the same for
both the Gateway and your PC’s wireless network adapter. The default SSID for the Gateway is the serial number of
the unit (located below the bar code on the bottom of the unit and also on the Westell shipping carton). Locate and
run the utility software provided with your PC’s Wireless network adapter and enter the SSID value. The PC’s
wireless network adapter must be configured with the SSID (in order to communicate with the Gateway) before you
begin the account setup and configuration procedures. Later, for privacy you can change the SSID by following the
procedures outlined in section 15.8 (Wireless Configuration).

IMPORTANT: Client PCs can use any Wireless Fidelity (Wi-Fi) 802.11b/g/g+ certified card to communicate with
the Gateway. The Wireless card and Gateway must use the same security code type. If you use WPA-PSK or WEP
wireless security, you must configure your computer’s wireless adapter for the security code that you use. You
can access the settings in the advanced properties of your wireless network adapter.

To network the Gateway to additional computers in your home or office using a wireless installation, you will need
to confirm the following:

1. Ensure that an 802.11b/g wireless network adapter has been installed in each PC on your wireless network.

2. Install the appropriate drivers for your Wireless IEEE802.11b or IEEE802.11g adapter.

3. Make sure the SMA antenna connector is loose. Orient the antenna in the proper configuration. Then, tighten the
antenna knob to lock it into place.

4, Connect the DSL phone cable from the connector marked DSL on the rear panel of the Gateway to the DSL-
equipped telephone line jack on the wall. IMPORTANT: Do not use a DSL filter on this connection. You must
use the phone cord that was provided with the Gateway Kit.

5. Connect the power supply cord to the power connector marked 12 VDC on the rear panel of the Gateway. Plug
the other end of the power supply into a wall socket, and then turn on the power switch (if it is not already turned
on).

6. Check to see if the DSL LED is solid green. If the DSL LED is solid green, the Gateway is functioning properly.

7. Check to see if the Gateway’s Wireless LED is solid green. This means that the Wireless interface is functioning
properly.

8. Check to see if the Internet LED is solid green. Solid green indicates that an Internet link as been established.

Congratulations! You have completed the Wireless installation for your Gateway. You must now proceed section 7,
“Configuring the Gateway for Internet Connection.”
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7. CONFIGURING THE GATEWAY FOR INTERNET CONNECTION

To browse the Internet using your UltraLine 1B, you must confirm your DSL sync, set up your account profile, and
establish a PPP session with your Internet service provider (ISP).

NOTE: Internet service provider subscriber software and connection requirements may vary. Refer to the Internet
service provider’s installation manual to install the software required for your Internet connection.

7.1 Confirming a DSL Sync

After connecting the hardware for the UltraLine 1B, start your Internet browser and type http://192.168.1.1/ in the
browser’s address bar. Next, press ‘Enter’ on your keyboard. The following Connection Overview screen will be
displayed.

You must have active DSL service before the UltraLine 1B can synchronize with your ISP’s equipment. To determine if
the Gateway has a DSL sync, view the DSL Connection Rate at the Connection Overview field. If the status reads No
DSL Connection, check the DSL physical connection, explained in section 6 (INSTALLING THE HARDWARE) of
this User Guide. The following screen shows the DSL connection rate with values that indicate a successful DSL SYNC
has been established. The connection rate values represent the transmission speed of your DSL line. (The Gateway may
take time to report these values.)

NOTE: If no DSL sync is established, the Connection button will not be displayed in the Connection Overview
screen. To determine if the DSL sync is established, check the Gateway’s DSL LED. If the DSL LED is not solid
green, you do not have a DSL sync established. Contact your Internet service provider for further instructions. The
Gateway will handle transmission rates up to 8 Mbps. Your actual DSL rates may vary depending on your Internet
service provider.

/& Westell - Discover Belter Broadband® - Miciosoft Intemet Explorer B |
| Ee Edt Yiew Favoites Took Help
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Discover Better Broadband || TS Status Diagnostics Restart Advanced Mode

Home Connection Connection Help
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Connection Name PPP Status connection must show a
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MainpFP Down ﬂl Gateway to communicate
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Connection Name: The
“Connection Name"
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Connection Overview | Displays your ADSL connection rate.

Connection Name The name of the connection profile you are using.
PPP Status UP = PPP session established

DOWN = No PPP session established.
Connect/Disconnect Click Connect to establish a PPP session.

Click Disconnect to disconnect a PPP session

Edit Click Edit to edit the connection profile.

7.2 Setting Up a Connection Profile

After you have confirmed your DSL sync, click Edit in the Connection Overview screen to set up your connection
profile. The following Edit Connection screen enables you to add new connection profiles or to edit existing
connection profiles. Connection profiles can be associated with specific service settings, such as connection settings
or NAT services, enabling you to customize your Gateway for specific users. The Connection Name field allows
you to enter the desired name that you wish to use for each profile that you set up. You may create and store up to
eight unique connection profiles in your Gateway, which you can use once you establish a PPP session with your
Internet service provider (ISP).

Important: Before you set up a connection profile, you must obtain your Account ID, Account Password, and
VPI/VCI values from your Internet service provider. You will use information when you set up your account
parameters. If you are at a screen and need help, refer to the Help section located at the right of the screen.

Profile Parameters include:

e Connection Name-the Connection Name is a word or phrase that you use to identify your account.
(You may enter up 64 characters in this field.)

e Account ID-the Account ID is provided by your Internet Service Provider.
(You may enter up 255 characters in this field.)

e Account Password-the Account Password is provided by your Internet Service Provider.
(You may enter up 255 characters in this field.)

2} Westell - Discover Better Broadband® - Microsoft Internet Explarer _[o]x]
J File Edit View Favoites Tools Help ﬁ
WESTELL
Discover Better Broudband | Home | Status | Diagnostics | Restat | Advanced Mode
Home Connection Connection Help
Connection N - "
’ Edit Connection fz/nFRP" This screen allows you to
Connection Surmmary change your connection
Connection Name |MamPPP SRy
tiser providied name for conhection profiie Enable: If checked this
Account ID I profile is enabled(Mot
Frovicied by oy ISP availahle on the MainPPP
Account Password | Ceppestaglpacey
Proviciedt by 18P
Connection (iow i VYD?: & Connection Name: -~
' Wanual On Demand Atways On Micknarme for the default
MR Negotiation @ Enabled € Disabled connection that the
LCP Echo @ Enabled  © Disabled Gateway will use. You may
use any narme you like
B LCP Echo Failures (1-30)
30 LCP Echo Duration (5-300) Account ID: The Account 1D
supplied by your ISP.
5 LCP Echo Retry Duration (5-300)
Account Password: The
Save Back Account Password is 3 key

phrase or text sting which
verifies your identity to the
18P

ManualiOn

Demandialways On: This
setting determines how the
connection toyour ISP is
established. A"Manual" LI
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At the Edit Connection screen, complete the following steps to set up your connection profile:

1) Type your Connection Name, Account ID and Account Password in the fields provided. The Account
Password field will be masked with asterisks for security purposes.

IMPORTANT: Initially, you must use the factory default connection name “MainPPP” to establish a PPP
session with your ISP. Then, if you want set up additional profiles, you may use connection names of your
choice.The Connection Name is the name associated each connection profile. The Account ID and Account
Password are provided by your Internet service provider and will be used for connection profile that you set up.

2) At the field labeled Connection, select the connection type (Manual, On Demand, Always On) that you want to
use with this connection name. The factory default connection type is “Always On.”

3) Select the MRU Negotiation and LCP settings that you want to use with this connection name. For details on
these settings, refer to the following table.

4) Click Save to save any changes that you have made to this screen.
5) Click Back to return to the main Connection screen.

NOTE: If you click Back before you click Save, the previously saved settings will remain active, and any recent
changes that you have made to this screen will not take effect. You must click Save to save the settings.
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Connection

Edit Connection

Factory Default = MainPPP
The name of the default connection profile. Westell recommends that you use the
Default parameter.

Connection Name

This field allows you to enter a new connection name of your choice (up to 64
characters).

Account ID

The account 1D (provided by your Internet service provider ).

Account Password

The account password that you are using to connect to your Internet service provider
(provided by your Internet service provider ).

Connection

Factory default = Always On

Manual: Selecting this feature allows you to manually establish your PPP session.

On Demand: Selecting this feature allows the Gateway to automatically re-establish
your PPP session on demand anytime your PC requests Internet activity (for example,
browsing the Internet, email, etc.). When you have traffic, it may cause a delay.
Always On: Selecting this feature allows the Gateway to automatically establish a PPP
session when you log on or if the PPP session goes down.

MRU Negotiation

Factory Default = Enabled

When Enabled is selected, the Maximum Received Unit (MRU) will enforce MRU
negotiations.

If Disabled, this function will not be activated.

LCP Echo

Factory Default = Enable
If Disabled is selected, this option will disable the modem LCP Echo transmissions.

LCP Echo Failures

Factory Default = 6
Indicates number of continuous LCP echo non-responses received before the PPP
session is terminated. This value must be between 1 and 30 inclusive.

LCP Echo Duration

Factory Default = 30
The interval between LCP Echo transmissions with responses. This value must be
between 5 and 300 seconds inclusive and greater than or equal to the Retry Duration.

LCP Echo Retry Duration

Factory Default =5
The interval between LCP. Echo after no response.
This value must be between 5 and 300 seconds inclusive.
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7.3 Establishing a PPP Session

After you have set up your connection profile and clicked Save, view the PPP Status field at the Connection
Overview screen. If the PPP Status displays Down, click the Connect button to establish a PPP session.

NOTE: Whenever the PPP Status displays Down, you do not have a PPP session established. If your Gateway’s
connection setting is set to “Always On” or “On Demand,” after a brief delay, the PPP session will be established
automatically and the PPP Status will display Up. If the connection setting is set to “Manual,” you must click on the
Connect button to establish a PPP session. Once the PPP session has been established (PPP Status displays Up), you
may proceed with your Gateway’s configuration. (Refer to the preceding Edit Connection screen to change your
connection setting.) The factory default connection setting is “Always On.”

When the Connection screen displays Up in the PPP Status field, this indicates that you have established a PPP
session with your ISP. As shown in the following screen, MainPPP is the factory default connection name used to
establish a PPP session with your ISP. After you have established your PPP session, you may use other connection
profiles that you have created via the Edit button. The name of the profile will be displayed in the Connection Name
field. If needed, refer to section 7.2 for details on setting up a connection profile.

\ NOTE: If you experience problems establishing a PPP session, contact your ISP for further instructions.

3 Wwestell - Discover Better Broadband® - Microsoft Intemet Explorer O] x] I
J File  Edt View Favoites Tools Help ﬁ
WESTELL
Discover Better Broadband F‘ Home Status Diagnostics | Restart Advanced Mode
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After you have established a PPP session with your ISP, you are ready to browse the Internet. For example, to visit

Westell’s home page, type http://www.westell.com in your Internet browser’s address bar and then press ‘Enter’ on
your keyboard.
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When you are ready to return to the Gateway’s interface, type http://192.168.1.1 in your browser’s address bar, and
then press ‘Enter’ on your keyboard.

030-300479 Rev. A 19 October 2005



030-300479 Rev. A
,’% Draft 1-10/17/05
WESTELL
User Guide UltraLine 11B (Model A90-816030)

7.4 Disconnecting a PPP Session

If you have finished browsing the Internet and want to disconnect from your Internet service provider, click the
Disconnect button in the Connection Overview screen. A pop-up screen will appear. Click OK to disconnect the
PPP session.

IMPORTANT: If you disconnect the PPP session, this will disconnect the Gateway from the Internet, and all users
will be disconnected until the PPP session is re-established.

If you clicked the Disconnect button in the Connection Overview screen, the PPP Status should display Down. This
means that you no longer have a PPP session (no IP connection to your Internet service provider); however, your
DSL session will not be affected. When you are ready to end your DSL session, simply power down the Gateway via
the power switch on the Gateway’s rear panel.

a Westell - Discover Better Broadband® - Microsoft Internet Explorer _ (O] %] I
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When you are ready to establish a PPP session, click the Connect button. (If you powered down the Gateway, you
must first power up the Gateway and then log on to your account profile to establish a PPP session.)

NOTE: When you are ready to exit the Gateway’s interface, click the X (close) in the upper-right corner of the
screen. Closing the window will not affect your PPP Status (your PPP session will not be disconnected). You must
click the disconnect button to disconnect your PPP session. When you are ready to restore the Gateway’s interface,
you must start your Internet browser and type http://dslrouter/ or type http://192.168.1.1/ in the browser’s address
bar and then press ‘Enter’ on your keyboard.
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8. SETTING UP MACINTOSH OS X

This section provides instructions on how to use Macintosh Operating System 10 with the Gateway. Follow the
instructions in this section to create a new network configuration for Macintosh OS X.

ﬁ NOTE: Macintosh computers must use the Modem Ethernet installation. Refer to section 6 (INSTALLING
THE HARDWARE).

Open the System Preference Screen

After you have connected the Westell Gateway to the Ethernet port of your Macintosh, the screen below will appear.
Click on the “Apple” icon in the upper-right corner of the screen and select System Preferences.

r

i Grab File Edit Captw

About This Mac
Get Mac OS5 X Software. ..

System Preferences...
Docle [ ]
Location | 2

Recent Items [ 2
Force Quit...

Sleep
Restart
Shut Down

Log Qut... SG¥Q

Choose the Network Preferences

After selecting System Preferences..., from the previous screen, the System Preferences screen will be displayed.
From the System Preferences screen, click on the Network icon.

System Preferences

- 4§ =

Show All  ©  Displays Sound Startup Disk Metwork

Drag your favorite preferences to the toolbar abaov

7 ~ s ™ (W
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Create a New Location

After selecting the Network icon at the System Preferences screen, the Network screen will be displayed. Select
New Location from the Location field.

86 0o MNetwork
« = & B @
Show All  ©  Displays 50und Startup DI-Sk Netumrk
Location + Automatic B
Configure: " Internal Modem
Edit Location...

Name the New Location

After selecting New Location from the Network screen, the following screen will be displayed. In the field labeled
Name your new location:, change the text from “Untitled” to “Westell.” Click OK.

Mame your new location:

Westell

All users of this computer will be able to
choose this location in the Apple menu
without entering a passwaord.

(Eancel} f ok t‘l
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Select the Ethernet Configuration

After clicking on OK in the preceding screen, the Network screen will be displayed. The Network screen shows the
settings for the newly created location. From the Configure field in the Network screen, select Built-in Ethernet.
Click on Save.

NOTE: Default settings for the Built-in Ethernet configuration are sufficient to operate the Gateway.

80 Netwaork
i« = & 3 @
Show All Displays Sound Startup Disk Neurk
Location: = Westell ?}
Configure + Internal Modem ,
Built-in Ethernet

‘oxies Modem

=  Advanced E

Configure: | Using PPP ?1

Check the IP Connection

To verify that the computer is communicating with the Gateway, follow the instructions below.

1. Gotothe “Apple” icon in the upper-right corner of the screen and select System Preferences.

2. From the System Preferences screen, click on the Network icon. The Network screen will be displayed.
3. From the Configure field in the Network screen, select Built-in Ethernet.

4. View the IP address field. An IP address that begins with 192.168.1 should be displayed.

NOTE: The DHCP server provides this IP address. If this IP address is not displayed, check the Gateway’s wiring
connection to the PC. If necessary, refer to section 6 for hardware installation instructions.

MNetwork

Show All D\‘sp\a;'; Sound Startup Disk Network
Location: | Westell ?
Configure: | Built-in Ethernet ?!

Frepip ) perok | AppleTalk | Proxies |

Configure: | Using DHCP 3}
Domain Name Servers (Optional)
IP Address:| 192.168.1.15
(Provided by DHCP server)
DHCP Client ID:
{Optional) Search Domains (Optional)
Ethernet Address: 00:30:65:el:84:ba
Example: apple.com, earthlink.net
Py =T
é] Click the lock to prevent further changes. Save
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In the address window of your Internet Explorer web browser, type http://dslrouter/, and then press ‘Enter’ on your

keyboard.
806 (@ WireSpeed Dual Connect
< Mt 2P a8 = e
Back Refresh Horme AutaFill Print Mail

@ http:f fdslrouter /

@ Live Horne Fage

@ Apple Support @ Apple Store @ iTools @ Mac 05 & @ Microsoft MacTopia @ Office for Macintosh @ PSS

4l

=
-]
<

The Connection Overview screen will be displayed. You may now begin your Account Setup. Refer to section 7 of
this User Guide to configure your Westell Gateway for Internet connection.

J Fil=  Edit “iew Favortes Tools Help
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The following sections explain the basic configurations of your Gateway. The Gateway’s web pages contain a main
navigation menu displayed at the top of the screens. As you navigate through the various pages of the Gateway, the
active page that you have selected from the Main menu will appear in the left corner of the screen. The submenu
options for that page will appear in the left-side navigation menu, as shown below. A red arrow will be displayed
adjacent to the active submenu option. Please note that the values displayed in the screens might differ from the
actual values reported by your Gateway. If you are at a screen and need help, refer to the Help section, displayed on
the right side of the screen. Additional details are displayed in the tables below the screens.

Some screens allow you to change the configurable settings of your Gateway and require that you save the settings.
To save your settings, click the Save button. To discard any changes you have made to the screen, click the Discard
button. If you click the Discard button, the screen will refresh and display the previously saved settings.

; ‘Westell - Discover Better Broadband® - Microsoft Internet Explorer

J Eile  Edit “iew Favoites Toole Help

=] |

s

WESTELL

Diveover Retter Broadbaml Home Status

Diagnostics

Restart Advanced Mode

Connection Summary
Connection
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Line 1 DSL Connect Rate (DowniUp)

Active Page Connection Summar

'S

Connection
Summary Help

Internet IP Address: The IP
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Enabled
Idle
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[Main Menu

\ Submenu Options
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10. HOME

10.1 Connection

After you have set up your account profile and established your PPP session with your Internet service provider
(ISP), as previously discussed in section 7, you are ready to configure your Gateway. The following screen will be
displayed if you select Home > Connection from the menu options.

Description: The Connection screen enables you to view your ADSL and PPP connection status, set up account
profiles (via the Edit button), and establish your PPP session. If needed, please refer to section 7 for details on the
Connection screen. View this screen after you have reset your modem, restarted your PC, or anytime you want to
check the connectivity status of the UltraLine 1B connections.

NOTE: The following screen displays “MainPPP” as the active connection profile. This is the factory default profile
that you must use to establish a PPP session with your ISP. After you have established a PPP session, you may use
other connection profiles that you may have created via the Edit button. Refer to section 7.2 for details on setting up a
connection profile.

7 Westell - Discaver Better Broadband® - Microsoft Internet Explorer
J File Edt View Favoites Tools Help
WEéTELL {
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Home Connection Connection Help r
%> Connection ADSL Line 1 Status 6.992 Starled WAN Connect: Displays the
Connection Summary ADSL Line 2 Status ldle current status of the WAN
connection. The WAN
Connection Name PPP Status connection must shaow a
Waree Do i S
with waur senice praviders
network,
Connection Name: The
“Connection Mame"
displays the Gateway's
connection profile, The
connection profile containg
infarmation that the
Gateway needs o establish
a connection to your ISP |
PPP/Connection Status:
The"PPP Status" or
“Connection Status” (hased
upan protocal) column will
shon a status of"Up" ifthe
gateway is currently using
that profile to communicate
ConnectiDisconnect
Button (PPPOEPPPoA
fmly):The‘ . :
e |
Connection
ADSL Line 1 Status Displays the connectivity status of ADSL Line 1.
ADSL Line 2 Status Displays the connectivity status of ADSL Line 2.
Connection Name The Connection Name is from the connection profile that you set up in section 7.2.
PPP Status Up = PPP session established
Down = No PPP session established.
Connect/Disconnect Click Connect to establish a PPP session.
Click Disconnect to disconnect a PPP session
Note: This button will not be displayed until a DSL sync has been established.
Edit Click Edit to add or edit a connection profile. Refer to section 7.2 for details on
connections profiles.
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10.2 Connection Summary

The following screen will be displayed if you select Home > Connection Summary from the menu options.

Description: The Connection Summary screen displays general information about your Gateway’s ADSL
connection.

2} Westell - Discover Better Broadband® - Micrasoft Internet Explorer

| Ele Edt Miew Favoites Tooks Help

Discover Better Broadband || Home Status Diagnostics | Restart | Advanced Mode

Home Connection Summary Connection
Connection Summary Help
ATM Bonded Enabled
> Connection Summary ADSL Line 1 Status Idle Internet IP Address: The IP
Line 1 DSL Connect Rate (DownUp) 0 Mbps i 0 Mbps address of your estell
ADSL Line 2 Status tate ?ﬁ;ivg;!\tosn\qﬁﬁ;::gmet
Line 2 DSL Connect Rate (Down/Up) 0 Mbps 0 Mbps as provided by your ISP,
Aggregate DSL Rate 0 mbps /0 Mbps
Internet IP Address Mot Connected Internet IP Gateway: The P
Internet IP Gateway Mot Connected address of your ISP's
Primary DNS gateway server to the
Secondary DNS Internetas provided by your
ISP.
gser IIL_ o Ei?’n:me@yuumsp net Primary DNS: Tha IP
onnection Mode o address ofyour ISP's
Connection State Down Primary DNS servertothe  —
Internetas provided by your
Modem's IP Address 182.168.1.1 18P

Secondary DNS: The IP
address of your ISP's
Secondary DNS server fo
the Internet as provided by
wour ISP,

User ID: (PPPoE) This is
the same as your Account
1D, supplied by your ISP

J |

Connection Summary
Indicates whether the ATM Bonded feature is enabled or disabled.
Displays the connectivity status of ADSL Line 1.
The transmission speed of ADSL Line 1.

ATM Bonded

ADSL Line 1 Status

Line 1 DSL Connect Rate
(Down/Up)

ADSL Line 2 Status

Line 2 DSL Connect Rate
(Down/UP)

Aggregate DSL Rate

Displays the connectivity status of ADSL Line 2.
The transmission speed of ADSL Line 2.

The combined transmission speed of the two lines (DSL1 and DSL?2).

Internet IP Address

The WAN side or Gateway’s IP address to the Internet. Provided by your ISP.

Internet IP Gateway

The IP address of your ISP’s server to the Internet. Provided by your ISP.

Primary DNS The IP address of your ISP’s primary DNS server. Provided by your ISP.

Secondary DNS The IP address of your ISP’s secondary DNS server. Provided by your Internet
service provider.

User ID The same as your Account ID. Provided by your ISP.

Connection Mode

The Gateway’s mode of connection to your ISP. This can be PPPoE, PPPOA,
Bridge, or IP.

Connection State

The Gateway’s PPP connectivity status to the Internet. The DSL status must be up
in order for the PPP connectivity to be up.

Modem’s IP Address

The IP Address on the LAN side of your Gateway.

Ethernet Status

The Gateway’s LAN-side Ethernet connection status. This is the Ethernet status
between the Gateway and your computer.
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11. STATUS

11.1 About

The following screen will be displayed if you select Status > About from the menu options.

Description: The About screen displays general manufacturer’s information about your Gateway.

/3 Westell - Discover Better Broadband® - Microsoft Internet Explorer
J File Edit ‘“iew Favortes Toolz Help
WESTELL
Discover Better Broadband F‘ Home Diagnostics Restart Advanced Mode
Status About About Help
B About )
Gateway Tvpe UltraLine Il Bonded Gateway Type: The
LAM Devices Model Number AQD-216020 manufacturer's text
- description for the unit, i.e.
RIP Routing Tabl Serial Number 0ooo
auing Taties Software Version  VER:01.00.03.00 Moderm, Router etc.
Wirel Stati 0107
Ireless olations Buut_ Loader Eng:01:02:20 Modem Humber: The
INI File Mane (Mone) manufacturer's model
MAC Address 00:60:0F:00:00:01 numkber of the device.
Warranty Date 08152004
Serial Mumber: The
manufacturer's serial
number of the device.
Software Version: The
manufacturer's processing
application software
wersion numhber for the
device.
Boot Loader: The
manufacturer's hoot loader
software version number
for the device.
INI File: The manufacturer's
initializatiaon "INI" file and
version numhber. Used ta
set up default parameters
within the device. LI
About
Gateway Type The manufacturer’s modem name.
Model Number The manufacturer’s model number.
Serial Number The manufacturer’s serial number.
Software Version The version of the application software and the build date.
Boot Loader The manufacturer’s boot load number.
INI File The Gateway manufacturer’s INI information.
MAC Address Media Access Controller (MAC) i.e., hardware address of this device.
Warranty Date The start date of the modem’s warranty
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The following screen will be displayed if you select Status > LAN Devices from the menu options.

Description: The LAN Devices screen displays all the devices associated with your the LAN (via physical or

wireless connections).

J File Edit “iew Favorites Toolz Help

3 Westell - Discover Better Broadband® - Microsoft Internet Explorer

=k |

. =

192.168.189.253
RIP Routing Tables
192.168.189.254

Wireless Stations
192168.1.19

02:10:18:01:00:02
02:10:18:01:00:01
00:50:0AB2:09:F1

192.168.189.253
192.168.189.254
SALLE-982

Lan Devices Help

Description: Displays the
current dewices the modern
has found on yaur LAN.

WESTELL
Dixcover Better Broadband F| Home Status Diagnostics Restart
Status Lan Devices
About
. IP Address MAC Address Name
B LAN Devices

IP Address: This is the
assigned IP address ofthe
device onyour LAM.

Ethernet MAC address:
This is the assigned
Ethernet MAC {j.e.,
hardware) Address ofthe
device onyour LAR.

Mame: This is the device's
assighed name provided to
the Gateway through DME
lookup.

LAN Devices

IP Address The assigned IP address of the networking device.

MAC Address The Ethernet media access controller (MAC) address of the networking device (i.e.,
the hardware address). This is a unique number entered into the device’s permanent
memory during production.

Name The computer’s assigned name. (The computer name or the IP address may be
displayed in this field.)
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11.3 RIP Routing Tables

The following screen will be displayed if you select Status > RIP Routing Tables from the menu options.

Description: RIP (Routing Information Protocol) is a dynamic inter-network routing protocol primarily used in
interior routing environments. It is a dynamic routing protocol that automatically discovers routes and builds routing
tables, as opposed to a static routing protocol.

\ NOTE: RIP must be enabled for this table to be populated with data.

/3 Westell - Discover Better Broadband® - Microsoft Internet Explorer
J File Edit ‘iew Fawortes Toolz Help ﬁ
WESTELL
ixcover Better Broadband F‘ Home Status Diagnostics Restart Advanced Mode
Status RIP Routing Tables RIP Routing Tables
About Help
LAN Devices RIP Network Routing Table Description: The RIF table
. Destinati Het K Gat Metri maintains the routes or
* RIF Routing Tables estination mas eway e paths of where specific
i i . types of data shall he
VWirsless Stations RIP Host Routing Table routed across a network.
Destination Hetmask Gateway Metric
RIP Network Routing
Table: Metwork routes
received via RIP.
Destination: The
Destination address of the
Route.
Netmask: IF mask of route.
Gateway: Gateway to route.
Metric: RIP metric (0-15).
Lower is better.
RIP Host Routing Table:
Host routes received via
RIP.
Destination: The
Destination address of the
Rnnta LI
RIP Routing Tables
RIP Network Routing Table Indicates Network routes received via RIP.
RIP Host Routing Table The Host routes received via RIP.
Destination The destination IP address of the route
Netmask The IP mask of the route
Gateway The gateway of the route
Metric The RIP metric (0-15). A lower value is better.
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11.4 Wireless Stations

The following screen will be displayed if you select Status > Wireless Stations from the menu options.

Description: Displays information about the wireless stations (devices) that are associated with your Gateway.

] NOTE: The fields in this screen will be blank if no stations are associated with your Gateway.

J File Edit ‘“iew Favortes Toolz Help

/3 Westell - Discover Better Broadband® - Microsoft Internet Explorer

M= |

WESTELL

B> Wireless Stations

Discover Better Broadband F‘ Home Status Diagnostics Restart Advanced Mode
Status Wireless Stations Wireless Stations
About Help
) IP Address MAC Address Name State
LAN Devices 00:09:58:D2:CF CA Associated Tthits_ pag;dtisma!’s the o
RIP Routing Tables 182.168.1.13 00:03:CO:4F:12:66 SALLE-XP2 Associated statians nat are assoclate

with the AP. To Associate is
to cannect for the purpose
of passing data. During
periods of heawvy WLAN
traffic, itis possible
management messages
will he dropped in favor of
data. In such instances, itis
nossihle forthe listto show
a station still azsociated
with the AP even though the
station may have roamed to
another AP oris off.

IP Address: The Internet b
Frotocol address assigned
to the station.

Media Access Controller
“MAC" Address: The
manufacturer's hardware
address assigned to the
station. This is a unique
number entered into the

WLAMN device's permanent
memory during production.

A station's MAGC address is )

Wireless Stations

IP Address The IP address of the station associated with the Gateway.

MAC Address The Media Access Controller (MAC) address (i.e., the hardware address
of the associated station). This is a unique number entered into the WLAN
device’s permanent memory during production. A station’s MAC address
is typically printed on the card or can be viewed using the card’s
configuration utility.

Name The name of the station associated with the Gateway.

State Indicates the station’s wireless connectivity state.
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12. DIAGNOSTICS

The following screen will be displayed if you select Diagnostics from the menu options.

Description: Allows you to perform simple diagnostics on your Gateway and to test your connectivity to other
networking devices.

\ NOTE: This function is not be available if your Gateway is in Bridge mode. \

/3 Westell - Discover Better Broadband® - Microsoft Internet Explorer
J File Edit ‘iew Fawortes Toolz Help ﬁ
WESTELL
Discover Better Broadband F‘ Home Status Advanced Mode
Diagnostics El £
Diagnostics Diagnostics Help
W Diagnostics Connection Status
WAN Connection Down 'g_his page plr:?;;:?es toolst_for
FFFoE disconnected plri%TeDrilsn_gSDmectggtnsec on
depend on the modem
status and the capahilities
DNS exercised by previous tests,
Testl I host hame and therefore may hot be
run.
PING b airess Connection / Status
Testl [4.2314487 or host neme
Ethernet VAN
Trace Route The modem status checks
Trace | | Trace Route the Ethernet WAk
connection. The fallowing is
|5 max haps a list ofthe possible
responses:
TestAll | Up
Test Results
The modern is operating
;l carrectly and has
achieved link state an the
Ethernet VAN,
Down
Explanation: The modem
v is operating correctly, but
has not achieved link
state on the Ethernet
= El VAN, d
Connection/Status
The first line displays the physical interface used.
Possible Responses:
DSL
Ethernet WAN
: The second line displays the Protocol used to establish the session.
Connection ; "
Possible Responses:
PPPOE
PPPOATM
RoutedBridge
Bridge
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Status

The first line displays the status of the physical interface connection
Possible Responses:

UP - The interface connection is Up.

Down — The interface connection is Down.

The second line indicates the status of the Protocol used.
Possible Responses:

Connected — The protocol is connected.

Disconnected — The protocol is disconnected.

Test Description / Test Results

DNS

Performs a test to try to resolve the name of a particular host. The host name is entered in
the input box.

Possible responses are:

Success: The Gateway has successfully obtained the resolved address. The IP address is
shown below the host name input box.

No Response: The Gateway has failed to obtain the resolved address.

Host not found: The DNS Server was unable to find an address for the given host name.
No data, enter host name: No host name is specified.

Could not test: The test could not be executed due to the Gateway’s settings. Check your
DSL sync or your PPP session. You must have both a DSL sync and a PPP connection
established to execute a PING.

IP Address

IP Address of the Host Name.

PING
(via IP Address or
Host Name)

Performs an IP connectivity check to a remote computer either within or beyond the
Service Provider’s network. You can PING a remote computer via the IP address or the
DNS address. If your PING fails, try a different IP or DNS address.

Possible responses are:

Success: The Remote Host computer was detected.

No Response: There was no response to the Ping from the remote computer.

No name or address to PING: No host name or IP address was specified.

Could not test: The test could not be executed due to the Gateway settings. Check your
DSL sync or your PPP session. You must have both a DSL sync and a PPP connection
established to execute a PING.

Trace Route

Determines the route taken to destination by sending Internet Control Message Protocol
(ICMP) echo packets with varying IP Time-To-Live (TTL) values to the destination. Trace
Route is used to determine where the packet is stopped on the network.

Max hops

The number of hops from the Gateway to the specified destination.

Test All

Allows you to run a full diagnostic test.
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To run a DNS test, type the appropriate host name in the field provided, and then click Test.
To run a PING test, type the appropriate IP address or host name in the field provided, and then click Test.
To run a Trace Route, type the appropriate IP address or host name in the field provided, and then click Trace.

If you click Test All, the following screen will display the results in the window labeled Test Results.

Westell - Discover Better Broadband® - Microsoft Internet Explorer
| Eie Edt

Wiew Favartes Tools  Help

WESTELL

TestAll

Test Results

——— PING Test Results ——— =
FING 4.23.144.67 (4.23.144.67): 50 data bytes
64 bytes from 4.23.144.67: icmp_seq=0 ttl=z52
Lime=10.5 ms
-—- 4.23.144.67 ping statiscics —---
1 packets transmitced, 1 packets received, 0% packet
loss
round-trip minfavg/max = 10.8/10.8/10.8 ms
E

B

Divcover Retter Broadband —‘ Home Status Voice Settings Diagnostics Restart Advanced Mode r
Diagnostics
Diagnostics
> Diagnostics Connection Status
DSL Up
PPPOE connected
DHS
Test | [ host narme
PING SUCCESS
IP addre:
Testl [423.149487 or bt name
Trace Route
Trace | | Trace Route
[} maix hops

Diagnostics Help

This page provides toals for
diagnosing PPF connection
problems. Some tests
depend on the modem
ctatus and the capahilities
exercised by previous tests,
and therefore may not be
run.

Connection / Status

The WAN interface may be
configured 1o be either DSL
o Ethernet.

DSL

The ADSL Modem status
checks the moderm
connection. The following is
a list ofthe possible
responses:

Up

The ADSL Modem is
operating correctly and
has achieved
synchronization with the
DSLAM (ISP equipment).

Down
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The following screen will be displayed if you select Restart from the menu options.

Description: Allows you to restart your Gateway and either keep or erase the Gateway’s current configuration
settings. To erase the current configuration and reset the Gateway to the factory default settings, click the check box

labeled Reset device to configuration to factory defaults prior to clicking the Restart button; all custom

configuration information will be erased. If you want to retain your current configurations while restarting the

Gateway, leave the box unchecked and simply click Restart.

; Westell - Discover Better Broadband® - Microsoft Internet Explorer

J File Edit View Favoites Tools Help

.

> Restart Device
r Reset device configuration to factory defaults

Click the “Restart” button to restart the device.

Restart

WESTELL
Dixcover Better Broadband F‘ Home Status Diagnostics Advanced Mode
Restart Restart Device

Restart Device Help

Two restart options are
provided. fyou wish to
resetyour device to its
original factory settings,
check the bax labeled
"Reset device configuration
to factory defaults” and click
the "Restart' button.

Ifyou wish to perfarrn a
device restart while
retaining the device's
current configuration
settings, leave the box
unchecked and clickthe
"Restart’ button

Clicking the "Restart’ hutton
is functionally equivalent o
physically turning the power
off and on to the device.
Restarting may be useful
far recavering from
situations where the device
is performing abnormally

After you click Restart, the following pop-up screen will be displayed. Click OK to continue. Click Cancel if you

do not want to restart the Gateway.

Microzoft Internet Explorer I

@ AE you sure you want to restart?
Cancel |
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If you clicked OK in the preceding pop-up screen, the following screen will be displayed. Please wait for your
Gateway to restart. After your Gateway has restarted, the Edit Connection screen will be displayed.

NOTE: You may hear a click in the modem during restart. Please do not be alarmed as this will occur whenever the
Gateway restarts.

A Westell - Discover Detter Broadband® - Microsodt Internet Explorer
| B E# Vew Favoies fook  Hep
—

/

f

f
WESTELL |
- _— =
Discaver Better Broudband | Home Status vaice Sattings Dingnastics Restaee Advanced Made
Restarl Restart Device Restart Device Help
W Hestan Disace

Twao restan options are

Please walt for your device to restart. provided, IN'vou wish to
rezel your device to fis
orginal factory seflings,

Tirme remaining unitil restart complates: |/ seconds check the box |abeled
“fteset device confguration
1o factory defaults™ and click
he “Restarr button,

Ifyou wish fo perfarm &
device restar while
retalning the device's
cusrent confiquration
setiings, leave e box
unchetked and click the
“Festart button.

Clicking the *Restart bution
Iz functionalty equbvalent to
parysically tuming the power
o and on 1o e device,
Restaring may be usefl
Tor recovering from
sauations where the device
I3 penforming abnormally.

At the Edit Connection screen, confirm that the PPP Status field displays “Up” before proceeding with your
Gateway’s configuration.

NOTE: If you have chosen to reset the modem to the factory default configuration, you must set up your account
profile and establish your connection as previously explained in section 7, “Configuring the Gateway for Internet
Connection.”

&) Westell - Discover Better Broadband® - Microsoft Internet Explorer

]El\e Edt Wiew Favoites Took  Help

Discover Better Broadband || Home | Status | Voice Settings Diagnestics Restart | Advanced Mode |

Home Connection Connection Help
% Connection DEL Connect Rate (DownfUpy 8064 Kbps /1024 Kbps DSL Connect Rate (ADSL
Connection Summary mode) | Ethernet
Connection Name PPP Status Connection (Uplink mode):

MainPPP Up Disconnect Edit Clisleisie D.“”Emdams
ofthe connection with your
service providers' network.
In ADSL mode, the status of
the ADSL connection
including the throughput
rates is displayed. In Uplink
mode, the status of the
uplink cannection is
displayed (Up/Down)

Connection Name: The
"Connection Name" —
displays the Gateway's
connection profile. The
connection profile contains
infarmation that the

Gateway needs 1o establish

a connection to your ISP,

PPP/Connection Status:
The "PPF Status" or
"Connection Status® thased
upon protocal) column will
showr a status of"Up" ifthe
yateway is currently using
that profile to communicate.
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The following screen will be displayed if you select Advanced from the menu options (if you are currently in Basic

Mode).

NOTE: The basic operations of your Gateway were discussed earlier in this User Guide and provided details on the
Home, Status, Diagnostics, and Restart features. For instructions on configuring any of these features, refer to the
Basic Mode sections (beginning with section 9) of this User Guide.

The advanced features of your Gateway will be discussed in sections 15, 16, and 17.

J File Edit “iew Favortes Tools Help

4 Westell - Discover Better Broadband® - Microsoft Internet Explorer

WESTELL

Discaver Better Broadband ||

T T T T T
Status | Dlagnnsl\cs( Configuration | Maintenance | tart | Basic Mode |

Home
) Connection

Connection Surmrmary

Connection

ADSL Line 1 Status
ADSL Line 2 Status

Connection Name
MainPPP

|»

\/ Connection Help

(.992 Started WAN Connect: Displays the
Idle current status of the WAN
connection. The WA
PPP Status connection must show a
Do Edit state of "Up" in order for the
Gateway to communicate

with your service providers'
network.

Connection Name: The
"Connection Name"
displays the Gateway's
cannection profile. The
connection profile contains
information that the
Gateway needs to establish
a connection to your ISP

PPP/Connection Status:
The "PPP Status” or
"Connection Status" (hased
upon pratocal) colurme will
showr a status of "Up" ifthe
gateway is currently using
that profile to communicate

ConnectDisconnect

Button (PPPoEPPPOA

only): The:
“Connect'Disconnect’

huittan allmwes wan o cnnteal j
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15. CONFIGURATION

15.1 Firewall Configuration

The following screen will be displayed if you select Configuration > Firewall from the menu options. If you change
any settings in this screen, you must click Save to save the settings.

Description:

/) Westell - Discover Better Broadband® - Microsoft Internet Explorer

J File Edit ‘iew Fawortes Toolz Help

WESTELL

Discover Better Brwm’b(md; Home | Status | Voice Settings | Diagnostics

Configuration Maintenance | Restart | Basic Mode

-

|»

s

Configuration Firewall

W Firewall

Port Forwarding

Firewall Help

Contral outhound traffic initiated fram within the local netwark.
Inbound traffic may he cantrolled by confiquring Part Forwarding.

High: Yvith high security, all
traffic ather than hail,

IP Passthrough

Spanning Tree

Firewall Logging

o | Blocks all outgoing traffic except Mail Mewss, VWeb, FTP, and
Port Triggering © High News, \ieh, FgTF'. P IPSEC will be blacked. The
ALG high security setting cannot
= Medium Same as high, end user can set custom he modified and will ignare
LAN rules through MNAT configuration. changes to the NAT
§ canfiguration.
DHCP & Low Only known secutity holes are protected.
DHE Medium: By default,
© of Al traffic is allowed. medium firewall security is
FPublic LAN identical to high security.

Log all permitted outhound traffic

Log all blocked inbound trafiic

[ R B B B |

However, mediurm security
allows customization

Satic MAT through MAT configuration,
. . which may allow additional
Port Mapping Log all permitted inbound traffic traffic to pass.

Lowe: The low security

YWAN sefting will allow all traffic
Log all blocked outhound traffic exceptfor known attacks.
WersaPort et f
Log traffic specified in rules Unsaolicited |_nhm__|nd traffic
Yes on the VAN is still
Log administrative access Save | discarded.
VRN

Off: The firewall is

Routing Table Remote Logging disabled. Al outgoing traffic
Wireless ?s allowed. Unsalicited
Basic & Enable 0 :gbsotiLlllncﬂstrca:?c?eD; e
Securly remeie i Radees ﬁl b Remnte | noninn: Remnta o
MAC Filter E | | i '|'|J
Security Level
High High security level only allows basic Internet functionality. Only Mail,
News, Web, FTP, and IPSEC are allowed. All other traffic is prohibited.
Medium Like High security, Medium security only allows basic Internet
functionality by default. However, Medium security allows
customization through NAT configuration so that you can enable the
traffic that you want to pass.
Low Factory Default = Low
The Low security setting will allow all traffic except for known attacks.
If security is set to Low, the Gateway will be visible to other computers
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on the Internet.

Off Firewall is disabled. (All traffic is passed)

Firewall Logging

Log all permitted inbound traffic

Factory Default = Disabled
If Enabled (box is checked), this function will be activated.

Log all permitted outbound traffic

Factory Default = Disabled
If Enabled (box is checked), this function will be activated.

Log all blocked inbound traffic

Factory Default = Disabled
If Enabled (box is checked), this function will be activated.

Log all blocked outbound traffic

Factory Default = Disabled
If Enabled (box is unchecked), this function will be activated.

Log traffic specified in rules

Factory Default = Disabled
If Enabled (box is checked), this function will be activated.

Log administrative access

Factory Default = Disabled
If Enabled (box is checked), this function will be activated.

Remote Logging

Enable

Factory Default = Disable
If Enabled (box is checked), the Gateway will send firewall logs to a
syslog server.

Remote IP Address

The IP address of the syslog server machine to which the diagnostics logs
to be sent.
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15.2 Port Forwarding Configuration

The following screen will be displayed if you select Port Forwarding from the Configuration menu. Port
Forwarding enables you to set up the Gateway’s port forwarding attributes for the services you add to your profile.

; Westell - Discover Better Broadband® - Microsoft Internet Explorer _ (ol =] I
J File Edit ¥iew Favortes Tools  Help
WESTELL
Dixcover Retter Broadband || Home Status | Voice Settings Diagnestics | Configuration | Maintenance Restart Basic Mode
Configuration Port Forwarding Port Forwarding Help
Fireweall . . o . .
No Port Forwarding Services are Enabled Description: This option
> Port Forwarding allows you to farward a
o . - range ofWAN ports to an 1P
Port Triggering Service Name | Select A Service j address on the LAN
Displayed are the currently
ALG active "Port Forwarding
LAN Semice". You can add mare
pre-defined services (or |
DHCP create your owh senvices)
by selecting the approptiate
DS entry in the "Service Name"
Euhlic LAN select b
I Passthrough Service: This is the name
Static MAT ofthe service thatis active
Fort Mapping LAN IP Address: This is the
IP addregs of a machine on
5 T
panning free vour LAN to Forward the
WAR pors to, or "Dynamic” if the
service was activated as a
VersaPort *Dynamic” service.
WiCg
Details: Clicking this button
WFHN will a more detail
deseription of the selected
Routing Table i
Wireless
_ 1) Delete: Clicking this button
Basic will "delete” the currently
Security selected sewice.
MAC Filter ﬂ Candrn Mann: | l~n thic LI
To set up port forwarding, select a service from the Service Name drop-down menu.
NOTE: You may add an unlimited numbers of services to your profile.
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AR Westell - Discover Better Broadband® - Microsoft Internet Explorer

JEHE Edt Wiew Favoites Tools  Help

WESTELL

Discover Reiter Broadband || Home | Status | Voice Settings | Diagnostics | Configuration | Maintenance |

Restart

Basic Mode |

Configuration
Firewall
> Port Forwarding
Port Triggering
ALG
LAN
DHCP
DrHE
Fublic LAN
IP Passthrough
Static NAT
Port Mapping
Spanning Tree
WVAN
ersaFort
VCs
VPN
Routing Tahle
Wireless
Basic
Security
MAC Filter

]

7| Port Forwarding

Mo Port Forwarding Services are Enabled

Service Name | Select A Service

Aliens vs. Predator
e of Empires 1 The Conguerors
Americas Army
America Online
Anarchy Onling

=

A0L Instant Messenger

Black and White

Port Forwarding Help

Description: This aption
allows you to forward a
range ofYWAN ports to an IP
address on the LAN
Dizplayed are the currently
active "Port Forwarding
Service". You can add mare
pre-defined senices (or
create your own services)
by selecting the appropriate
entry in the "Service Narme"
gelect box

Service: This is the name
ofthe service that is active

LANIP Address: This is the
IP address of a machine on
your LAM to Forward the
porte to, or"Dynamic” ifthe
gervice was aclivaled as a
"Dynamic" service

Details: Clicking this button
will @ more detail
description ofthe selected
service

Delete: Clicking this button
will "delete” the currently
selected senvice.

Cardon Marmos | oo thic

|

UltraLine 11B (Model A90-816030)

After you have selected a service name from the Service Name drop-down menu, the following Port Forwarding —
Add an Application Service screen will be displayed. Enter the appropriate IP address or machine name in the fields
provided and then click Add Service. Repeat these steps to add additional services to your profile.

2} Westell - Discover Better Broadband® - Microsoft Internet Explarer

le Edit View Favortes

Toals

Help

WESTELL

Divcover Betier Broadband |1 Home Esmus Voice Settings Diagnostics | Configuration

Maintenance |

Restart

| Basic Mode |

Configuration
Fireveall
- Port Forwarding
Port Triggering
ALG
LAN
DHECP
DNE
Public LAN
PP d

Port Forwarding
- Add an Application Service

Application Port
Forwarding Help

Description: This is the
Pre-Defined Application
services, Use this screen to

application 1o your Port
Forwarding semvice list

The name of
the selected application

Application Aliens vs. Predator

Protocol Start Port End Port LAN Port Direction Add Pre Defined
udp an a0 a0 dst

udp 2300 2300 2300 dst

udp 8000 8999 go00 dst

IP address 192166.1.19 OR SALLE-982 =

Dynamic Application

I

Static MAT

Port Mapping

Spanning Tree
WWAN

WersaPart

VCs

WP

Routing Table
Wireless

Basic

Security

Add Service

Back

Pratocol: [P Frotocol type.
Valid types are:

+ TCP: Transmission
Control Protocol
UDP: Uger Datagram
Protacol.

BOTH: BOTH
Transmission Contral
Protacal and User
Datagrarm Protocal

Start Port: The starting IP
Port number for Incoming
VAN Packets.

End Port: The ending IP
Paort number far Incoming
WAN Packets

El

Application Protocol

The IP Protocol type that is assigned to this service.

Start Port

The start port that is assigned to the service

End Port

The end port that is assigned to the service

LAN Port

The LAN port that is assigned to the service.

Direction

The traffic direction assigned to the service.
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IP Address The LAN IP address or the machine name assigned to your service

Dynamic Application

Factory Default = Disabled
If Enabled (box is checked), this will only allow outgoing connections
from any local PC.
If Disabled, packets will be forwarded to the designated local PC.

If you clicked Add Service, the following screen will be displayed. To view the details of a service you have added,
click the Details button adjacent to the service you want to view.

3 Westell - Discover Better Broadband® - Microsoft Internet Explorer

J File Edt “iew Favorites Tools Help

M=) |

WESTELL

Divcover Better ﬂrmr(.’h(md_: Home Status | Voice Settings Diagnostics

| Configuration

Maintenance |

Restart

Basic Mode |

Configuration
Firewall
> Port Forwarding
Fort Triggering
ALG
LAM
DHCP
DMS
Fublic LAM
IP Passthrough
Static MAT
Port Mapping
Spanning Tree
WWAN
VersaPart
WCs
WP
Routing Table

-

Port Forwarding

Service LAN IPAddress

Aliens vs. Predator 182168119

America Online 182188119

Details |
Details |

Delete |
Delete |

Service Name | Select A Service

Port Forwarding Help

Description: This option
allows you to forward a
range of WAN pors to an IP
address on the LAN.
Displayed are the currently
active "Fort Forwarding
Service". You can add more
pre-defined services (or
create your own services)
by selecting the appropriate
entry in the "Service Name"
select bo.

Service: This is the name
ofthe service thatis active

LAN IP Address: This is the
IP address of a maching on
your LAN to Forward the
pors to, of "Dynamic” ifthe
service was activated as a
"Dynamic” service.

Details: Clicking this button
will a maore detail
description ofthe selected
Service.

-

Wireless
o Delete: Clicking this button
Basic will "delete” the currently
Security selected service.
MAC Filter | S S I
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If you clicked the Details button, the following screen will be displayed. After viewing the details of your service,
click Back to return to the preceding Port Forwarding screen.

WESTELL

Discover Better Broudband || Home | Status | Voice Settings | Diagnostics | Configuration | Maintenance

Restart

| Basic Mode |

Configuration
Firawall
) Port Forwarding
Port Triggering
ALG
LAN
DHCP
DMNS
Public LAN
IP Passthrough
Static NAT
Part Mapping
Spanning Tree
WWAN
WersaPort
Vs
WPMN
Routing Table
Wireless
Basic

Security

-]

Port Forwarding

- Add an Application Service

Application Port
Forwarding Help

Description: This is the
Pre-Defined Application
semvices. Use this screen to

application to your Port
Forwarding service list

The name of

T
the selected application.

Application Aliens vs. Predator

Protocol Start Port End Port LAN Port Direction Add Pre.Defined
udp 80 a0 a0 dst

udp 2300 2300 2300 dst

udp a0on 2999 2000 dst

IP address 192.168.1.19 OR 192168119 ¢

Dynamic Application

I

Add Service

Back

Protocol: IP Protocol type
Yalid types are:

+ TCP: Transmissian
Caontral Protocal

UDP: User Datagram
Protocal.

BOTH: BOTH
Transmissian Cantrol
Protocol and User
Datagram Protocol

Start Port: The starting IP
Part number for Incoming
AR Packets.

End Port: The ending IP
Part number for Incoming
WUAR Packets.

il

To delete a service that you have added, click the Delete button adjacent to the service you want to remove.

osoft Internet E splore:

WESTELL

Discover Better Broadband

HEE||

| Home | Status | Voice Settings | Diagnostics Configuration

| Maintenance

Restart

| Basic Mode

Configuration
Firewall
> Port Forwarding
Port Triggering
ALG
LAN
DHCP
DME
Public LAK
IP Passthrough
Static MAT
Fart Mapping
Spanning Tree
WYAN
WersaPort
Wios
WRN
Routing Table
Wireless
Basic

Security

-

Port Forwarding

Service

LAN IPAddress

Aliens vs. Pradator

America Online

192.168.1.19 Details
192.168.1.19 Details

Delete
Delete

Service Name | Select A Service

Port Forwarding Help

Description: This option
allows you to forward a

range of VAN ports to an IP

address on the LAN

Displayed are the currently

active "Port Forwarding

Service". You can add more

pre-defined servces (or
create your own services)

by selecting the appropriate
entryin the "Service Name"

selectbox.

Service: This is the name

ofthe service thatis active.

LANIP Address: This is the
IF address of a machine on

your LAMN to Forward the

ports to, or"Dynamic” if the
service was activated as a

"Dynamic" service

Details: Clicking this button

will & more detail

description of the selected

semice

Delete: Clicking this hutton

will "delete” the currently
selected semvice

]
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@ Are pou sure pou want to delete thiz Service: Aliens vz Predator?

Cancel |

15.3 Port Triggering

UltraLine 11B (Model A90-816030)

If you clicked Delete in the preceding screen, the following pop-up screen will be displayed. Click OK in the pop-
up screen; the service will then be removed from the list of selected services. Click Cancel if you do not want to

delete the selected service.

The following screen will be displayed if you select Port Triggering from the Configuration menu. To create a trigger
port, click New.

3 Westell - Discover Better Broadband® - Microsoft Internet Explorer

J File Edit Wiew Favortes Tools Help

WESTELL

W=

Discover Better Broadband || Home ‘Status Voice Settings Diagnostics

Configuration | Maintenance |

Configuration
Firgwall
Port Forwarding
B Port Triggering
ALG
LAN
DHCP
DS
Public LAMN
IP Pagsthrough
Static MNAT
Fart Mapping
Spanning Tree
VAR
WersaPort
VCs
WP
Routing Tahle

Port Triggering Configuration

Mo entries in the Port Triggering tahle

hew

Port Triggering
Configuration Help

Description: This page
contains the Port Trigering
Serice Conflguration. Thig
option allows you to forward
arange of ports to the LA
only after outbound traffic
has been sentfrom a
specified range of ports.
Displayed are the list of
currenty active Port
Triggering ranges.

Qutgoing Protocol: The
outgoing protocol for the
trigger. Valid types are

» TCP: Transmission
Control Pratocol.

» UDP: User Datagram
Protocol

Outgoing Port Start: The
WWAN side TCR/UDP
starting port.

Outgoing Port End: The

Wirelegs WWAN side TCR/UDP ending
Basic pad
Security =l Incoming Protocol: The |
44 October 2005
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If you clicked New, the following screen will be displayed. Select the desired options from the drop-down menus,
and then enter the appropriate values in the fields provide. Click Save to save your settings.

4 Westell - Discover Better Broadband® - Microsoft Intemet Explorer

J File Edit “iew Favoites Toolz Help

W=

IP Passthrough

Static NAT

Fart Mapping

Spanning Tree
WA

WersaPort

WCs

WP

Routing Table

WESTELL
Dixeover Better Broadband Home | Status Voice Settings | Diagnostics Configuration | Maintenance | Restart Basic Mode |
Configuration Port Triggering Configuration
Firewsall
Outgoing Protocol = 'I
Port Forwarding P
Outgoing Port Start
B Part Triggering
Outgoing Port End
ALG
AN Incoming Protocol 1cp vl
Incoming Port Start
DHCF
oG Incoming Port End
Fuhblic LAN

Save Back |

Port Triggering
Configuration Help

Description: This page
contains the Port Trigged

Sewice Configuration. This
option allows you to forward
arange of ports to the LAN

only after outhound traffi
has been sentfrom a
specified range of ports
Displayed are the list of
currenty active Part
Triggering ranges.

Outgoing Protocol: The

outgoing protocol for the

trigger. Valid types are:

» TCP: Transmission

Cantrol Protocol

« UDP: User Datagram

Protocol.
Outgoing Port Start: Th
WAN side TCPUDP
starting port.

Qutygoing Port End: The

|»

fing

C

-]

Wireless AN side TCPIUDP ending
Basic paort.
Security =l Incoming Protocol: The =]

Port Triggering Configuration

Outgoing Protocol Factory Default = TCP
The outgoing protocol for the triggered ports.
Possible Response:
TCP — Transmission Control Protocol
UDP — User Datagram Protocol

Outgoing Port Start The WAN-side TCP/UDP starting port

Outgoing Port End The WAN-side TCP/UDP ending port

Incoming Protocol Factory Default = TCP
The incoming protocol for the triggered ports.
Possible Response:
TCP- Transmission Control Protocol
UDP- User Datagram Protocol
Both — TCP and UDP

Incoming Port Start The local LAN-side starting port.

Incoming Port End The local LAN-side ending port.
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15.4 ALG Configuration

The following screen will be displayed if you select ALG from the Configuration menu. This page enables you to
configure ALG services for your Gateway. Click on the box of each service that you want to enable (a check mark

030-300479 Rev. A
Draft 1 -10/17/05

will appear in the box), and then click Save to save the settings.

UltraLine 11B (Model A90-816030)

] NOTE: When the firewall level is set to “High,” some services may not be configurable.

2} Westell - Discover Better Broadband® - Microsoft Internet Explorer

J File Edt Miew Favorites Tools Help

WESTELL

Discover Better ﬂm(r(.’k(md_f Home | Status | Voice Settings | Diagnostics

| Configuration Maintenance |

Configuration
Fireweall
Fort Forwarding
Fort Triggering
W ALG
LAN
DHCP
DME
Fublic LAN
IF Passthrough
Static MAT
Faort Mapping
Spanning Tree
YWAN
WersaPart
WiCg
WP
Routing Table
Wireless
Basic

Security

-

ALG

Hame

Enabled

FTP

H323

TFTP

PPTP

Direct X ver 8

IPSec

Windows Media Player

I AU B B B B

Save |

ALG Help

Description: This page is
used to configure the ALG
Services. MNote that when
the firewall level is setto
"High", some services may
naot be configurable

Mame: The Mame ofthe
ALG Service

Enabled: Checkto enable
the service, clearto disable.

Save: Save the ALG
Services configuration
information.

Edit: Display/modify the
configuration parameters
for certain ALG services (if
present)

ALG

Name

The name of the ALG service.

Enabled

To enable the service, click on the adjacent box (a check mark will appear in the box).
To disable the service, click to uncheck the box.
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15.5 LAN Configuration

15.5.1 DHCP

The following screen will be displayed if you select LAN > DHCP from the Configuration menu. This page enables
you to control how the Gateway interacts with local devices to which it is connected. Enter the appropriate values,
and then click Save to save your settings.

NOTE: Westell recommends that you do not change these settings unless instructed by your Internet service

provider.

J File Edit “iew Favoites Took Help

4} Westell - Discover Better Broadband® - Microsoft Intemnet Explorer EEE I

WESTELL

Discover Better Broadband || Home | Status | Voice Settings | Diagnostics | Configuration | Maintenance Restart | Basic Mode |

Configuration
Firewall
Port Forwarding
Port Triggering
ALG
LAN
) DHCP
DS
Public LAR
IP Passthrough
Static NAT
Port Mapping
Bpanning Tree
AN
WersaPort
WCs
WRN
Routing Tahle
Wireless
Basic

Security

-

|*

DHCP DHCP Help
for Private LAN

This page containg the
settings which cantrol how

Enable DHCP Server ~ lh_e ADSL router interacts
with the local devices

Modem IP Address |192.T 68.1.1 connected to the router. It is
not recommended that

Subnet Mask |255 265 2550 these settings be changed

Address Range Enaz:e:tﬁhgcﬁéinah\e” ]
enahle the Server.

Start Address End Address Unehock 1o disable e

[raz188.1.10 [192.168.1.20 DHCP server.

Lease Time (day  hr: min : sech Modem IP Address: Enter
the desired IP address for

LEE UL U U the modemn. This address
is used only by local

Save Discard Leeee

Subnet Mask: Entar the
desired Subnet Mask for
the private LAN

Start Address: Start b
address ofthe IP address
range that the modem uses

S to assign 1P addresses to

local devices

End Address: End address
=l ofthe IP address range that |

DHCP Configuration for Private LAN

Enable DHCP Server

Factory Default = Enable

This setting allows the Gateway to automatically assign IP addresses to local devices
connected on the LAN. Westell advises setting this to enabled for the private LAN.
Private LAN = DHCP addresses will be saved into the Private LAN configuration.
Public LAN = DHCP addresses will be saved into the Public LAN configuration. (This
option is only available if the Public LAN DHCP server is enabled.)

Possible Response:

If this box is checked, the DHCP server will be turned On.

If this box is unchecked, the DHCP server will be turned Off.

Note: These addresses will be overwritten if the Internet Service Provider supports
dynamic setting of these values.

Modem IP Address

The IP Address of the Gateway

Subnet Mask

The Subnet Mask of the Gateway

Address Range

DHCP Start Address

| Factory Default = 192.168.1.10
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This field displays the first IP address that the DHCP server will provide. The DHCP
Start Address must be within the router’s subnet IP and lower than the DHCP End
Address. You may use any number from 0 to 254 in this address.

DHCP End Address Factory Default = 192.168.1.20

This field displays the last IP address that the DHCP server will provide. The DHCP
End Address must be within the router’s subnet IP and higher than the DHCP Start
Address. You may use any number from 0 to 254 in this address.

DHCP Lease Time Factory Default = 01:00:00:00

Displays the amount of time the provided addresses will be valid, after which the
DHCP client will usually re-submit a request.

Note: DHCP Lease Time is displayed in the format (day:hour:min:sec)*. This value
must be greater than 10 seconds. Seconds must be between 0 and 59, minutes must be
between 0 and 59, and hours must be between 0 and 23.

15.5.2 DNS

The following screen will be displayed if you select LAN > DNS from the Configuration menu.

/2 Westell - Discover Better Broadband® - Microsoft Intemet Explorer

J File Edit Wiew Favoites Tooks Help

Biscover Better Broadband | Home | Status | Voice Settings | Diagnostics | Configuration | Maintenance | Restart | Basic Mode |
Configuration DNS DNS Help
Firesvall

Domain Name westell.com Set The ADSL router has a built-in

DS server, aswell as
support for "Dynamic DNS."

Part Forwarding

Port Triggering Static Host Assignment When an IP address is
ALG Host Marme IF Address assigned, the ADSL router
will interrogate the new device
LAM launchmodem 192.188.11 Set for & machine name using
sevaral well-known
DHCP delrouter 192.168.1.1 %I networking protocals. Any
deviceweh 192.168.1.1 Delete names leamed wil
’ DNS —I dynamically be added to the
Fublic LAN SmartDevice 18216811 Deleta DMNE servers tahle of local
hosts. A static host
IP Passthraugh hypassipaddrmaodem10 10.0.15.1 Delete assignment is anly needed if
Static NAT the new device does not
alic 0.00.0 Add sUppot any of the wall-known
Fort Mapping protocols.
Spanning Tree y _ Domain Name: The name of
Discovered Local Devices your netwark. This uses the
AN Host Narme IF Address Internet standard far
wersaPort 192168119 192168119 delineating domain names.
WCs Static Host Assignment: This
tahle allows for the creation
YPN and maintenance of manually
Fouting Takle | | configured DNS entries.
Wireless Adding/Deleting a Static
Host: Tao add a static host,
Basic enter a hostname and IP
sy = giress ncickbe o]
Domain Name This field allows you to enter a Domain Name for the Gateway.

NOTE: Some ISP’s may require the | To add a Domain Name, in the field under User Assigned DNS, type in

name for identification purposes. your new domain name and click Set.
Static Host Assignment
Host Name This field allows you to enter a host name for the Gateway.

To add a new host name, in the field under Static Host Assignment, type
in the Host Name and the associated IP address and then click Add.
To delete a Host name, click the Delete button adjacent to the Host Name
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and IP Address you want to delete.
IP Address Displays the IP address that is assigned to the Host Name.

Discovered Local Devices
This field displays a list of the computers on the LAN that have been assigned a DHCP Address. The DNS name
and IP address entry of each discovered device is displayed. (Note: The values in this field will be displayed
barring any propagation delays. If ‘No Discovered Devices’ is displayed, manually refresh the screen.)

15.5.3 Public LAN — Multiple IP Address Passthrough

The following screen will be displayed if you select LAN > Public LAN from the Configuration menu.

NOTE: Selecting Public LAN will enable the VERSAPORT ™2 port to function as an Ethernet LAN port allowing
your Gateway to use LAN IP addresses that accessible from the WAN. This allows your computer to have global
address ability. To use the Public LAN feature on the Gateway, your ISP must support Public LAN and Static IP.
Contact your ISP for details. When VERSAPORT ™2 is configured for Public LAN, the Gateway’s DSL transceiver
will be enabled.

WE | |

J File Edit “iew Favoites Toolz Help

prs

WESTELL

Discover Better Broadband || Home | Status Voice Settings | Diagnostics Configuration Maintenance | Restart Basic Mode |
— . .
Configuration Public Lan Public Lan Help
Firgwall e .
Description: This page
Port Forwarding Enable DHCP Server - cantaing the settings which
X X control how the router
Port Triggering Modem’s Public IP Address [0.0.0.0 interacts with the local
devices connected io the
ALG Subnet Mask 266256 256.0 T
LAR recommended that these
Address Range settings be changed.
DHCP Y
Start Address End Address
ONS Enahle DHCP Server:
[pooo [oo00 DHCP stand far Dynamic
) Public LAN Host Control Protocol” This
Lease Time (day : hr: min : gec) 15 an Intemet standard,
IP Fassthrough whhich allows the router 1o
Static MAT IU :IU :IU :|0 automatically assign 1P
addresses to devices
Port Mapping 3 connected on the LAN J
) Save Discard netwark, Itis advized that
Spanning Tree this is enabled for the
YARN fublic LAN.
WersaFort 1P Address: This controls

Ve the Modems Public IP
address that the router

PN uses forlocal

communication.

Routing Table
Subnet Mask: This setting

Wireless
specifies the subnet mask
Basic to use to determine it an IP
address belongs to vour
Security El Ineal netintk Bl

Public LAN Settings
Enable DHCP Server Factory Default = Disable
Possible Response:
If Enabled (box is checked), this will enable the Public LAN DHCP server and
allow IP address to be server from the DHCP Public LAN pool.
If Disabled (the box is unchecked), this will disable the Public LAN DHCP

Server.
Modem’s Public IP Address The Gateway’s public IP address
Subnet Mask The Subnet Mask, which determines what portion of an IP address is controlled
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| by the network and which portion is controlled by the host.

Address Range

DHCP Start Address Displays the first IP address that the Public LAN DHCP Server will provide.

The DHCP Start Address must be within the IP address and lower than the
DHCP End Address.

DHCP End Address

Displays the last IP address that the Public LAN DHCP Server will provide.
The DHCP End Address must be within the IP address and higher than the
DHCP Start Address.

DHCP Lease Time

Factory Default = 01:00:00:00

Displays the amount of time the provided addresses will be valid, after which
time the Public LAN DHCP client will usually re-submit a request.

Note: DHCP Lease Time is displayed in the format (day:hour:min:sec)*. This
value must be greater than 10 seconds. Seconds must be between 0 and 59,
minutes must be between 0 and 59, and hours must be between 0 and 23.

If the settings you have entered in the Public LAN Settings fields are incorrect, the following warnings messages
may be displayed via pop-up screens. If this occurs, check the Public LAN settings.

Warning Message

Check Public LAN DHCP Settings

Start Address is not part of the Subnet

Check the value in the DHCP Start Address field

End Address is not part of the Subnet

Check the value in the DHCP End Address field

End Address is below the Start Address

Check the value in the DHCP End Address field

Lease time must be greater than 10 seconds

Check the values in the DHCP Lease Time fields

Seconds must be between 0 and 59

Check the Seconds field at DHCP Lease Time

Minutes must be between 0 and 59

Check the Minutes field at DHCP Lease Time

Hours must be between 0 and 23

Check the Hours field at DHCP Lease Time

15.5.4 TP Passthrough — Single IP Address Passthrough

The following screen will be displayed if you select LAN > IP Passthrough from the Configuration menu. IP
Passthrough enables you to select the device on your LAN that will share your Single Static IP address. Before you
begin this section, configure your PC settings to obtain an IP address from your Gateway automatically. (Refer to
your computer’s Windows® Help screen for instructions.)

NOTE: IP Passthrough enables you to share the WAN-assigned IP address with one device on your LAN. Network
Address Translation (NAT) and Firewall rules do not apply to the device configured for IP Passthrough. Thus, the
device with the single static IP address becomes visible on the Internet. If you are using Routed IP protocol, IP

Passthrough configuration will not be available.
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15.5.4.1 Enabling IP Passthrough — Single IP Address PassThrough
(Applicable for PPPoE or PPPoA Connections Only)

To enable IP Passthrough, select a device that will share your Single Static IP from the options listed in the window.
Click Enable.

NOTE: The actual device names may differ from the names displayed in this screen.

; Westell - Discover Better Broadband® - Microsoft Internet Explorer

J File Edit Miew Favaites Toolz Help

WESTELL
Discover Better Broadhand || Home | Status Voice Settings | Diagnostics Configuration | Maintenance Restart Basic Mode
— . .
Caonfiguration IP Passthrough IP Passthrough Help
Firewall . — . .
Flease selectwhich device will share your Single Static P IP Passthrough allows the
Port Forwarding PPF address received fram
. " . the network to be shared
- It "Wser Configured PC"is selected, a local PC rust be manually configured to have the Single - i
Paort Triggerin
ggerng Static IP address. with a designated LAN
ALG device hehind the Gateway.
LAN WM IP Address 10.16.90.5 Warning: Enabling IP
Passthrough severety
DHGP increases the vulnerability
OME of the selected computer,
Public LAN WANIP Address: The P~
ddress that your ISP has
IP Passthrough @
» g allocated 1o the Gateway.
Static NAT
Selection box: The
Port Mapping selaction boxlists the
Spanning Tree available devices. The
panning Single Static IF Is currently disabled s [ g
WAR selection box are populated
hythe modem's DHCP
Enable
VersaPort —I server hased on DHCP
VCg requests. If a device's
name cannot be
WPN determined, the current IP
Routing Table address ofthe device is

placed in the list,

Wireless
When IP Passthrough is
Basic enabled, the active o
Security =l ‘4 ; s B

If you clicked Enable, the following pop-up screen will be displayed. Click OK to continue.

Caution: Enabling IP Passthrough severely increases the vulnerability of the selected computer.

Microsoft Internet Explorer x|
@ Enabling IP Pazsthrough severely increazes the vulnerability of the zelected computer

Do you wizh to enable IP Pazsthrough?

Cancel |
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If you clicked OK in the preceding pop-up screen, the Gateway will be reset and the new configuration will take
effect, as shown in the following screen.

3 Wwestell - Discover Better Broadband® - Microzoft Internet Explorer _[O] x| I
J File Edit View Favortes Tools  Help

WESTELL
Dixeover Better Broadband || Home Status | Voice Saettings Diagnostics | Configuration | Maintenance Restart Basic Mode
Configuration IP Passthrough IP Passthrough Help
Firewsall
IP Passthrough allows the
Fort Forwarding Wit IP Address 1016008 PPP address received from
X X the netwark o be shared
Port Triggering with a designated LAN
ALG device behind the Gateway.
Single Static IP is currently enahled for
LAN 152.168.1.19 Warning: Enabling IP
Passthrough severety
bHCP Disakle | increases the vulnerability
DNE of the selected computer.
Public LAN WANIP Address: The P~
addregs that your ISP has
W IP Passthrough allocated to the Gateway.
Btatic MAT
Selection box: The
FortWapping selection box lists the
Spanning Tree available devices. The
names listed in the
WA selection box are populated
by the modermn's DHCP
versaPort server based on DHOP
Yo requests. If a device's
name cannot be
WP H determined, the currant IP

address ofthe device is
placed in the list.

Routing Table

Wireless
. When IP Passthrough is
Basic enabled, the active =
Securty =l 4] »

STOP! After you enable IP Passthrough, you must reboot your computer.

IMPORTANT: If you chose to enable User Configured PC, wait for the Gateway to reset and then manually enter
the WAN IP, Gateway, and Subnet mask addresses you obtained from your Internet service provider into a PC.
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15.5.4.2 Disabling IP Passthrough — Single IP Address PassThrough

To disable IP Passthrough (if it has been previously enabled), select IP Passthrough from the Configuration>LAN
menu. Click on Disable.

/2 Westell - Discover Better Broadband® - Microsoft Internet E xplorer H[=E I

J Flle Edt Wiew Favortes Tools Help

WESTELL

Divcover Better Broudband || Home Status Voice Settings Diagnostics | Configuration | Maintenance | Restart | Basic Mode |
Configuration IP Passthrough IP Passthrough Help
Firewall
IF Passthrough allows the
Port Forwarding Wiih P Address 10.16.90.5 FPF address recelved fram
X i the netwark to be shared
Port Triggering with a designated LAN
device behind the Gateway.
ALG Single Static IP is currently enabled for
LAMN 192.168.1.19 Warning: Enabling IP
Passthrough severely
DHGR Disable | increases the vulnerability
DNS of the selected computer.
Fublic LAM b

WAN IP Address: The [P

IP Passth h address thatyour ISP has
* assirong allocated to the Gateway

Static MAT
. Selection box: The

Port Mapging selection box lists the

Spanning Tree available devices. The
names listed in the

AN selection hox are populated

by the modem's DHCP

VersaPart server hased on DHCP

VoS requests. If a device's
name cannot be

VPN determined, the current IP

address ofthe device is
placed in the list.

Routing Tahle

Wireless
Wahen IP Passthrough is
Basic enahled, the active =
Security =l 1 ; i _»l_l

If you clicked Disable following pop-up screen will be displayed. Click OK to continue.

Microsoft Internet Explorer I

@ The modern must be rezet in order for the new configuration to take affect

Do you wigh to disable [P Fazsthrough and restart’?

Cancel |
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If you clicked OK in the preceding pop-up screen, the following screen will be displayed. The Gateway will be reset
and the new configuration will take effect.

/2 Westell - Discover Better Broadband® - Microsoft Internet Explorer M= I
J File  Edit View Favortes Tools Help

WESTELL

Diseover Retter Broadband || Home | status | voice settings | DI | | | Restart Basic Mode |
Configuration Restart Device Restart Device Help
Fireweall

Two restart options are
Fort Forwarding Pleage wait for your device to restart. provided. Ifyou wish to
reset your device ta its

Port Triggeting ariginal factary settings,

ALG Time remaining until restart completes: |71 seconds check the box labeled
"Reset device configuration
LAM to factary defaults” and click
the "Restart’ buttan.
DHCGP
Ifyouwish to perform a
DNG device restart while
Public LAN retaining the device's
current configuration
’ IP Passthrough settings, leave the box
" unchecked and click the
Static NaT "Restart” button
Fort Mapping
Clicking the "Restart' button
Spanning Tree is functionally equivalent to
physically turning the power
AN off and an to the device
VersaPort Restarting may be useful

for recovering fram
Vo3 situations where the device

is performing abnormall
VRN e g i

Routing Table
Wireless
Basic

Security =l

STOP! After you disable IP Passthrough, you must reboot your computer.

IMPORTANT: If you chose to enable User Configured PC, wait for the Gateway to reset and then manually enter
the WAN IP, Gateway, and Subnet mask addresses you obtained from your Internet service provider into a PC.
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15.5.5 Static NAT

The following screen will be displayed if you select LAN > Static NAT from the Configuration menu. This screen
enables you to configure your Gateway to work with the special NAT services.

NOTE: When the Gateway is configured for Static NAT, any unsolicited packets arriving at the WAN would be
forwarded to this device. This feature is used in cases where the user wants to host a server for a specific application.

IMPORTANT: IP Passthough must be disabled (if it has been previously enabled) before you enable static NAT.
Refer to section 15.5.4.2 for instructions on disabling IP Passthrough.

15.5.5.1 Enabling Static NAT

To enable Static NAT, select an IP address or device name from the options listed in the Static NAT screen and then
click Enable.

‘NOTE: The actual IP addresses or device names may differ from the those displayed in the following screen.

2 Westell - Discover Better Broadband® - Microsoft Internet Explorer M=l E3 I
J File Edit ‘iew Favorites Tools  Help

WESTELL

Discover Better Broudband | |

Home éstatus Voice Settings Diagnostics | Configuration Maintenance Restart ;Baslc Mode |

- -

Configuration Static NAT Static NAT Help
Firewall X
Btatic MAT allows
Fort Foreearding Wisk 1P Address 1016.90.5 unsolicited traffic from the
Port Tri . WiAN to be routed ta a
ort lrggerng _— designated LAN device
Setup an IP address to be your default MAT destination behind the Gateway.
ALG
LAN 192166119 VAN IP Address: The IF
address thatyour ISP has
DHCR allocated to the Gatewsay.
DS

Public LAN Selection box: The
ublic N N

Static MAT is currently disabled ;‘f:lgt'ﬁg gg\’fl‘c':tss %}Ee
IF Passthrough . .
names listed in the

* Static MAT Enahle | selection hox are populated
by the modem's DHCP
Fort Mapping server based on DHCP

requests. If a device's

Spanning Tree
P o narme cannot be

WA determined, the current IP
address of the device is
WersaPort placed in the list,
Wis
When Static MAT is
WRN disabled, the selection box
and the "Enable” button will

Raouting Tahle be available

Wireless
When Static MAT is
Basic enahled, the active
Securiy || machine le dispjaved and g
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If you clicked Enable, the following screen will be displayed, with Static NAT enabled for the IP address or device
name you selected.

oft Internet Expl

WESTELL

Discover Better Broudbund || Home | Status | Voice Settings | O c I | Restart | pasic Made |

Configuration Static NAT Static NAT Help

Fireswall )
Static NAT allows
Port Forearding WaN IP Address 10.16.80.5 unsolicited traffic from the
) WAN to be routed to a
Port Triggering designated LAN device
ALG behind the Gateway.
Static MAT is currently enabled far

LAN 192.168.1.19 WAN IP Address: The IP

address thatyour ISP has

DHEP Dizahble allocated to the Gateway.

DNE
. Selection box: The

Public LAN selection box lists the
awailahle devices. The

IF Passthraugh narmes listed in the

’ Static MAT selection hox are populated

by the modem's DHCP

Port Mapping server based on DHGFP

reguests. If a device's

Spanning Tree
i 4 narme cannot be

AN determined, the current IP
address ofthe dewice is
VersaPort placed in the list
Wis
When Static NAT is
VPN disahled, the selection box
and the "Enahble” button will
Routing Table be available
Wireless o
When Static NAT is
Basic enabled, the active
secuy = [racine e depived st g

15.5.5.2 Disabling Static NAT
To disable Static NAT, click Disable in the Static NAT screen. The following screen will be displayed.

ana Edit View Favortes Tools Help

WESTELL

Discover Better Broadband || Home | Staws | voice Settings Diagnostics | Configuration | Maintenance Restart | Basic Mode
Configuration Static NAT Static NAT Help
Firewall
Static NAT allows
Port Forwarding VAN IP Address 10.16.90.5 unsolicited traffic fram the
Port T . WAN to be routed to a
ort Triggering designated LAN device
Setup an IP address to he your default NAT destination beh\ﬁd the Gateway.
ALG E
LAR 192.168.1.18 VAN IP Address: The IP
address that your ISP has
DHCF allocated ta the Gateway.
DMS

Fublic LAN Selection box: The
ublic i

Static MAT is currently disabled :Sé?lgtllanlg ng‘ L‘?t: 'tl'r:wee
IP Passthrough " =
names listed in the

‘ Static MAT Enahle selection hox are populated
—I by the modem's DHCP
Port Mapping server based on DHCP

reguests. I a device's

Spanning Tree
o s hame canhot be

AN determined, the current IP
address ofthe device is
WersaPort placed in the list.
WCs
When Static MAT is
VPN dizabled, the selection box
and the "Enable" button will
Routing Tahle _ be available
Wireless J |
When Static MNAT is
Basic enahled, the active
seeuny = pactinele dspersdand
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15.5.6 Port Mapping

The following screen will be displayed if you select LAN > Port Mapping from the Configuration menu. This
screen enables you to assign the physical ports to software groups. Select the appropriate options from the drop-down
menus, and then click Save to save your settings.

3 Wwestell - Discover Better Broadband® - Microzoft Internet Explorer _[O] x| I
J File Edit View Favortes Tools  Help
WESTELL
Dixeover Better Broadband || Home Status | Voice Saettings Diagnostics | Configuration Maimenance Restart Basic Mode
Configuration Port Mapping Port Mapping Help
Firewsall . ;
Interface Group Description: Port Mapping
Fort Forwarding allows the user io
. . - assigniconfigure the
Port Triggering usg Private LAN :I' ahysicial ports to sofware
ALG Wireless Private LAN | Bl e el
software groups are
LAR WersaPort Frivate LAN 'I available:
OHCF WG 2 Frivate LAN 'l . Private LAN: The
ONE W3 Private LAMN 'l selected port will
- appear as a member
Public LAN VG4 Private LAN = ofthe *Private LAN"
- roup.
I Passthrough Ves Private LAN |  Public LAN: The -
Static MAT VR Private LAN 'l selected port will
appear as a mermber
W Fart Mapping W T Private LAM :I' of the "Public LAN"
Spanning Tree GoeL.
] - + Bridge Group 1: The
WA Switch Port1 Frivate LAN 'l selected portwill
Switch Port 2 Private LAN VI appear as a member
WersaPor of the "Bridge Group 1"
e Switch Port 3 Private LAMN 'I group
s y - + Bridge Group 2: The
. Switch Port 4 Private LAMN 'I selected portwill
appear as a mermber
Routing Tahl i ofthe "Bridae Group 2"
. outing Tahle Save Discard | arou. Lt 0
Wireless + Bridge Group 3: The
Basic selacted portwil
appear as a mernber
Security ;I of the "Bridge Group 3" ;l
Port Mapping
Interface The physical ports available for mapping.
Group Factory Default: Private LAN
The software defined virtual LAN group to which the port should be assigned:
Possible Responses:
Private LAN
Public LAN
Bridge Group One
Bridge Group Two
Bridge Group Three
Bridge Group Four
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15.6 Spanning Tree

The following screen will be displayed if you select LAN > Spanning Tree from the Configuration menu. This
screen enables you to configure Spanning Tree functionality on your modem. To activated Spanning Tree, click the

030-300479 Rev. A
Draft 1 -10/17/05

UltraLine 11B (Model A90-816030)

box adjacent to Enable (a check mark will appear in the box). Next, click Save to save your settings.

Description: Spanning Tree provides path redundancy while preventing undesirable loops in the network.

\ NOTE: By factory default, Spanning Tree is disabled.

] Westell - Discover Better Broadband® - Microsoft Internet Explorer
J File Edt ‘“iew Favoites Tools Help

WESTELL

Discover Better Broadhand || Home ‘Slalus Voice Settings | Diagnostics Configuration Maintenance |

Configuration

Firewall
Port Forwarding
Port Triggering
ALG
LAN

DHCP

DME

Public LAN

IP Passthrough

Static MAT

Port Mapping
5 Spanning Tree
WA

“ersaFort

Vs

WPR

Routing Table
Wireless

Basit

Security

-

Spanning Tree

Enable r

Sawe

Spanning Tree Help

Description: This page
contains the Configuration
far the Spanning Tree

Enable: If checked, then the
Spanning Tree is enabled

Save: Clicking this button
"Saves" the Spanning Tree
configuration information

Spanning Tree

Enable

When this box is checked Spanning Tree is activated.
If the box is unchecked, Spanning Tree is deactivated.
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15.7 WAN Configuration

15.7.1 VersaPort

UltraLine 11B (Model A90-816030)

The following screen will be displayed if you select WAN > VersaPort from the Configuration menu. This
function will enable you to configure the VersaPort settings for your modem. Click on one of the options (Private
LAN, Ethernet WAN Uplink, or Public LAN) to select how VersaPort will be used. Next, click Save to save your

settings.

4 Westell - Discover Better Broadband® - Microsoft Intemet Explorer

J File Edit “iew Favoites Toolz Help

W=

WESTELL
Dixeover Better Broadband Home | Status Voice Settings | Diagnestics | Configuration | maintenance | Restart Basic Mode |
-
Configuration VersaPort
Firewsall )
Select how VersaPor will be used
Port Forwarding & Private LAN
Port Triggering " Ethemet WAN uplink
ALG © Public LAN
LAN
Save Discard
DHCP
DrHE
Fuhblic LAN

IP Passthrough
Static NAT
Fart Mapping
Spanning Tree
WA
o versaPort
WCs
WP
Routing Table

Wireless
Basic Tunneling: Use Tunneling
{or Mot). This option is only
Security =l available ifthe Pratocol is 7|

VersaPort Help

Description: The VersaPaort
is an Networking port the
can be configured by the
user. Possiable
configurations are:

» Private LAN: Used as

a Private LAN port.

Ethernet Wil uplink:

Used as an Ethemet

WWAR uplink port.

» Public LAN: Used as a
Public LAN port.

Ethernet WAN uplink
Settings: These settings
are available ifthe "Ethernet
WAN uplink” is selected.

Protocol: The protocol to
use on the YersaPort.
Possiable configurations
are

+ PPPoE: Point-To-Point
over Ethernet
+ Routed IP: Routed IP

Private LAN

Factory Default = Private LAN
If selected, the VERSAPORT ™2 port will function as a fifth Ethernet LAN port.
When using Private LAN, the router’s DSL transceiver will be Enabled.

Ethernet WAN Uplink

If selected, the VERSAPORT ™2 port will function as an Ethernet WAN Uplink
port, and the router’s DSL transceiver will be Disabled.

Public LAN

If selected, the VERSAPORT ™2 port will function as a second segment. When
using Public LAN, the router’s DSL transceiver will be Enabled. Use the Public
LAN Configuration menus to configure the LAN settings.
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15.7.2 Private LAN — Configuring NAT

If you select Private LAN in the VersaPort screen, the following screen will be displayed. Private LAN enables you
to set up a network behind the Gateway. After you have entered the appropriate values, click Save to save your
settings.

NOTE: When your Gateway is configured for Private LAN, the VERSAPORT ™2 port functions as fifth Ethernet
LAN port. Private LAN is the factory default configuration for the VersaPort screen.

/3 Westell - Discover Better Broadband® - Microsoft Internet Explorer =10l ] I

J File Edit ‘“iew Favortes Toolz Help

WESTELL
Discover Better Bmm.l’b(md_? Home ESlalus Voice Settings Diagnostics ‘ Configuration Maintenance Restart Basic Mode
Configuration VersaPort VersaPort Help
Firewall . o
Select howe WersaPort will be used Description: The VersaPort
Port Forwarding & Private LAN is an Metworking port the
. . can be configured by the
Port Triggering  Ethernet WaAN uplink user Possiahle
ALG © Public LA canfigurations are:
LAM s D d »+ Private LAN: Used as
i | Sl | a Private LAN part.
DHCP + Ethernet WAN uplink:
DMS Used as an Ethernet  —
WAN uplink part.
Fublic LAN v Public LAN: Used as a
Fublic LAN part.
IP Passthrough
Static MAT Ethernet WAN uplink
Settings: These settings
Port Mapping are awailable ifthe "Ethermet
Spanning Tree WAN uplink” is selected.
WYAN Protocol: The protocol to
use onthe VersaPort.
* VersaPort Fossiable configurations
WS are:
WM

v PPPoE: Point-To-Paint

Routing Table aver Ethernet.
fon + Routed IP: Routed IP.

Wireless
Basic Tunneling: Use Tunneling
{or Moty This aption is only
Security ﬂ available ifthe Protocal is j
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15.7.3Ethernet WAN Uplink

If you select Ethernet WAN Uplink in the VersaPort Configuration screen, the following screen will be displayed.

NOTE: Selecting Ethernet WAN Uplink will allow the Gateway’s WAN interface to use the VERSAPORT ™2
port. This will disable the Gateway’s DSL transceiver.

/) Westell - Discover Better Broadband® - Microsoft Internet Explorer =1 S I

J File Edit ‘iew Fawortes Toolz Help

WESTELL

Discover Better Brwm’b(md; Home ;Slalus Voice Settings Diagnostics ‘ Configuration Maintenance Restart Basic Mode
Configuration VersaPort VersaPort Help
Fireweall ) .
Select how VersaPort will be used Description: The VersaPort
Port Forwarding € Private LAN is an Metworking port the
. . can be configured by the
Port Triggering & Ethemet AN uplink user. Possiahble
ALG © Public LA canfigurations are:
LAN . . + Private LAN: Used as
Ethernet WAN uplink Settings 2 Private LAN port
DHCP + Ethernet WAN uplink:
OrE Protacol IPPPDE vl Used as an Ethernet  —
. ) WAN uplink part.
Public LAN Tunneling @ Enable © Disable + Public LAN: Used as a

Fuhlic LAN part.

IP Passthrough
Save | Discard |
Static MAT Ethernet WAN uplink

Settings: These seftings
Port Mapping are awailable ifthe "Ethermet
WA uplink” is selected.

Spanning Tree

WA Protocol: The grotocol to
use onthe VersaPort.

* VersaPort Possiable configurations
YiCs are:
VP + PPPOE: Point-To-Paint
Routing Table aver Ethernet.
f + Routed IP: Routed IP.
Wireless
Basic Tunneling: Use Tunneling
{or Mot). This aption is only
Security Ll available ifthe Protocal is Ll
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If you select PPPoE as the protocol for your Ethernet WAN Uplink setting, the following screen will be displayed.

Click Save to save your settings.

a

WESTELL

Discover Better Broadband ||

Home | Status

Voice Settings | Diagnostics | Configuration | Maintenance Restart

| Basic Mode

Configuration
Firewall
Port Forwarding
Port Triggering
ALG
LAN
DHCP
DNS
Fublic LARN
IP Passthrough
Static NAT
Part Mapping
Spanning Tree
WWAN
W versaPort
WCs
WPMN

Routing Table
Wireless
Basic

Security

VersaPort

Select how VersaPort will be used
€ Private LAN
& Ethemet WAN uplink
€ Public LAN

Ethernet VAN uplink Settings

Protocol PPPOE =
Tunneling & Enable € Disable

VersaPort Help

Description: The VersaPort
is an Metwarking port the
can be configured by the
user. Possiable
configurations are:

» Private LAN: Used as
a Private LAN port
Ethernet WAN uplink:
Used as an Ethemet
WAN uplink port.
Public LAN: Used as a
Fublic LAN port.

Save

Discard

Ethernet WAN uplink
Settings: These settings
are available ifthe "Ethernet
YWAN uplink” is selected.

Protocol: The protocal ta
use on the YersaPort.
Possiahle configurations
are:

+ PPPoE: Point-To-Point
over Ethemet.
+ Routed IP: Routed IP

Tunneling: Use Tunneling
(ot Moty This option is anly
available ifthe Protocol is

|

If you select Routed IP as the protocol for your Ethernet WAN Uplink setting, the following screen will be
displayed. Enter the appropriate values in the fields provided, and then click Save to save your settings.

WESTELL

Discover Better Broadbuand |

Home | Status | Voice Settings | Diagnostics |

Configuration Restart

Basic Mode

Configuration
Firewall
Port Forwarding
Port Triggering
ALG
LAN
DHCP
Drg
Public LAN
IP Passthrough
Static NAT
Fort Mapping
Spanning Tree
WWAN
W versaPart
WCs
VPN

Routing Table
Wireless
Basic

Security

VersaPort

Selact how VersaPort will be used
€ Private LAN
@ Etheret WAN uplink
© Public LAN

Ethernet WAN uplink Settings
Protacal Fouted IF ¥

Routed IP Settings

@ Obtain addresses automatically (enahle DHCF Client)
" Use the following static addresses (disable DHCP Client)

IP Address fpooe
Subnet IW
Gateway IDUDU—
DN Primary —

DMS Secondary

—

VersaPort Help

Description: The YersaPaort
is an Metworking port the
can be configured by the
user. Possiable
configurations are:

Private LAN: Used as
a Private LAM port.
Ethernet WAN uplink:
Used as an Ethernet
WAN uplink pott
Public LAN: Used as a
Fublic LAN port

Ethernet YWAN uplink
Settings: These seftings
ate available ifthe "Ethernet
AN uplink” is selected.

Protocol: The protocal to
use on the VersaPaort,
Possiable configurations
are:

» PPPoE: Paoint-To-Faint
over Ethernet.

Save

+ Routed IP: Routed IP
Discard
Tunneling: Use Tunneling
(or Mot). This option is only
available if the Protacol is

||
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15.7.4 Public LAN — Multiple IP Address Passthrough

If you select Public LAN in the VersaPort Configuration screen, the following screen will be displayed.

NOTE: Selecting Public LAN will enable the VersaPort will function as a second Ethernet LAN port. When

VersaPort is configured for Public LAN, the Gateway’s DSL transceiver will be enabled.

Use the Public LAN configuration menu to configure the LAN settings.

4} Westell - Discover Better Broadband® - Microsoft Internet Explorer

J File Edit “iew Favortes Tools Help

WESTELL

Discover Better Broadband Home | Status Voice Settings Diagnostice | Configuration Maintenance Restart Basic Made
S | | ’ .
Configuration VersaPort VersaPort Help
Firewall ) e
Select how VersaP ort will be used Description: The VersaFor
Port Forwarding ™ Private LAM is an Netwarking port the
. can be configured hy the
Port Triggering  EthermetWan uglink uger. Pogsiable
ALG & Public LAN configurations are:
LAN ; + Private LAN: Used as
Save | Discard | a Private LAN pof.
DHCP . Ethernet WAN uplink:
DhE Used as an Ethemet  —
WAN Uplink port.
Public LAM + Public LAN: Used as a
Fuhlic LAN port.
IP Passthrough
Static NAT Ethernet WAHN uplink
Settings: These settings
PortMapping are availahle if the "Ethernet
Spanning Tree WWAN uplink” is selectad.
WAR Protocol: The protocol to
use on the YersaPort
W versaPor Possiable configurations
er are
PN + PPPoE: Point-To-Point
Routing Tahle over Ethermet.
+ Routed IP: Routed IP.
Wireless
Basic Tunneling: Use Tunneling
{or Moty This option is only
Security ;[ available if the Protocal is Ll
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15.7.5 VCs

The following screen will be displayed if you select WAN > VCs from the Configuration screen.

\ NOTE: The VCs cannot be modified if the VersaPort™2 port is configured as the WAN port.

The Edit button enables you to change the VC configuration settings of the Gateway. Details on the edit button are
explained later in this section.

| NOTE: The actual information displayed in this screen may vary, depending on the network connection established. \

; Westell - Discover Better Broadband® - Microsoft Internet Explorer _ o] ] I
J File Edit View Favortes Toolk Help

WESTELL
Discover Better Broadband Home fsmus | Voice Settings Diagnostics | Configuration Maintenance | Restart Basic Mode |
Configuration VCs VCs Help
Firewall

CAUTION: Settings an this
Port Forwarding Status WPl WCI Protocol page are meant for
advanced users onhy.
Modifying these settings

Port Triggeting

ALG Enabled = 0 el PPPOE Edit can cause service
- X disruptions and is not
LAN Disabled = 0 36 Bridge Edit recommended unless
- ) explicitly instructed by your
DHCP Disabled = 0 a7 Bridge Edit semice provider.
NS Disabled ] b3 Brioge ﬂl AV, or virtual connection,
FPublic LAM Disabled = 0 a9 Bridge Edit identifies a connection to
your ISP
IP Fassthrough Disabled = i 40 Bridge Edit
Status: VC status, which
Static MAT Disabled = 0 41 Dridge Edit e Bl 7
Fort Mapping disabled.

Spanning Tree WPI: Virtual Path Identifier,

WWAN the vitual path to which the

cell helongs as it makes its
WersaPort wiay through an AT b
P vos netwark
VPN This setting should be

provided by your ISP.
Routing Table

WCIE Virtual Channel

Wireless
|dentifier, & cell's next
Basic destination as it makes its
Secu = S ot R
Status Allows you to enable or disable your VC (Virtual Connection)
Displays the VPI (Virtual Path Indicator) value for a particular VC, which is
VPI ! . .
defined by your Service Provider.
Vel Displays the VVCI (Virtual Channel Indicator) value for a particular VC,
which is defined by your Service Provider.
Protocol Displays the Protocol for each VC, which is specified by your Service
Provider.
Possible Response:
NOTE: The configuration PPPoA = Point to Point Protocol over ATM (Asynchronous Transfer Mode)
specified by your Service PPPoE = Point to Point Protocol over Ethernet
Provider will determine which Bridge = Bridge Protocol
Protocols are available to you. Routed IP = IP over ATM
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If you click edit in the VCs Configuration screen, the following screen will be displayed. Enter the appropriate
values, and then click Save to save your settings.

3 Westell - Discover Better Broadband® - Microsoft Internet Explorer =] E3 I
J Flle Edt Wiew Favortes Tools Help
WESTELL
Divcover Better Broudband || Home Status Voice Settings Diagnostics | Configuration Maintenance Restart Basic Mode |
Configuration VC 1 Configuration VC Configuration
Firewall Settings Help
WC Status Enabled
Fart Fanwarding WP 0 overview: This screen is
Port Tri . an advanced screen
ort Tnggering Wl 35 Modifiying parameters
ALG identified on this screen
PCR 100 Can cause severe
LAMN QoS UBE = disruption of your Service
° 0Ona D5L connection YC
DHCP Frotocal FPPoE = stands for "virtual
i 5 . connection.” A"C"
Dhs Tunneling  Enabled € Disabled identifies a connection
Fublic LAR through the senice
P Passthrough Save | Discard | 3?;3\;‘ICISEFE.SI?;Mn2?Mmkm
Static MAT recommended that
anything is changed on this
Fort Mapping page unless explicitly
. instructed by your service
Spanning Tree provider
YN
VPRI Virlual Path Identifier,
WersaPort the virtual path to which the
cell belongs as it makes its
» vos way through an AT
PN network.
Routing Table = VCL: Virtual Channel
Wiraless Identifier, cell's next
destination as it makes its
Basic weay through through an
oy 3l ToeverTene
VC 1 Configuration
VPI This setting allows you to change your VPI (Virtual Path Indicator) value for a
particular VC, which is defined by your Service Provider.
VCI This setting allows you to change your VCI (Virtual Channel Indicator) value for a
particular VC, which is defined by your Service Provider.
PCR Factory Default = 100%

Peak Cell Rate (PCR)-The maximum rate at which cells can be transmitted across a
virtual circuit, specified in cells per second and defined by the interval between the
transmission of the last bit of one cell and the first bit of the next.

This value is a percentage of the current data rate.

100 allows this VC to use 100% of the available bandwidth.

80 allows this VC to use 80% of the available bandwidth.

QoS Select the Quality of Service, which is determined by your Service Provider.
Possible Responses:

UBR = Unspecified Bit Rate

CBR = Constant Bit Rate

rt-VBR = real-time Variable Bit Rate

nrt-VBR = non-real-time Variable Bit Rate

Protocol The Protocol for each VVC, which is specified by your Service Provider.

Possible Responses:

PPPoA = Point to Point Protocol over ATM (Asynchronous Transfer Mode)
PPPoE = Point to Point Protocol over Ethernet

Bridge = Bridge Protocol
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Routed IP = IP over ATM

Tunneling Factory Default = Enable

If Enabled, this option enables PPP traffic from the LAN to be bridged to the WAN.
This feature enables you to use a PPPoE shim on the host computer to connect to the
Internet service provider, by bypassing the Gateway’s capability to do this.

Note: Tunneling is available in PPPoE mode only.

15.7.5.1 Configuring WAN VC Protocol for PPPoE mode

To configure the WAN VC Protocol for PPPoE mode, select PPPoE from the Protocol drop-down menu, the
following screen will be displayed. Enter the appropriate values, and then click Save to save your settings.

3 Westell - Discover Better Broadband® - Microsoft Internet Explorer

J Fle Edit View Fawoites Tools Help

v

WESTELL

Discover Better Broadband || Home | Status | Voice Settings | | | | Restant Basic Mode
Configuration YC 1 Configuration VC Configuration
Firewall Settings Help
WG Status Enabled
Port Forwarding Pl 0 Overview: This screen is
Bart Triagerin an advanced screen
ggening wol 35 Modifiying parameters
ALG identified on this screen
PeR 100 Can cause severs
LAN Qog UBR = distuption af your service

On a D5L connection YC

DHCP Pratocol PPPoE = stands for"virual

DNS Tunneling @ Enabled " Disabled ﬁf;ﬁfﬁ;“! c?nxgnnnn

Public LAN through the semice

& Di d raviders ATM netwark to
P Passthrough ﬂl &I o

wour ISP. Itis not

Static MAT recommended that
anything is changed on this
PortMapping page unless explicitly
B instructed by vour service
Spanning Tree provider.
WAN
VPI: Yirtual Path ldentifier,
VersaPort the virtual path to which the
cellbelongs as it makes its
- vos way through an ATM
VPN network,

Routing Tahle VCL Virtual Channel

Identifier, call's next

Wirelese
destination as it makes its
Basic way through through an
ATM network. The Iogical
Security =l cnnnarinn hetwaan twn ]
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15.7.5.2 Configuring WAN VC Protocol for PPPoA mode

To configure the WAN VC Protocol for PPPOA mode, select PPPoA from the Protocol drop-down menu, the
following screen will be displayed. Enter the appropriate values, and then click Save to save your settings.

iscover Better Broadband® - Microsoft Intemet Explorer
File Edit View Favoites Tools Help
WESTELL
Diseover Better Broadband || Home | Status | Voice Settings Config Restart Basic Mode |
Configuration VC 1 Configuration VC Configuration
Firaveall Settings Help
WC Status Enabled
Part Forwarding WPl o Overview: This screen is
Port Trigaarin an advanced screen
gyeing wel 35 Modifiying parameters
ALG identified on this screen
PCR 100 can cause severe
LARN Qos R~ disruption of your service.
On a DSL connection Y&
DHCP Pratocol PPPoA = stands for "virtual
DNS connection.” A"VC"
identifies a connection
Public LAN Save Discard through the senvice
providers ATM netwark to
1P Passthrough your ISP, Itis not
Stalic MAT recommended that
anything is changed on this
Port Mapping page unless explicithy
instructed by your service
Spanning Tree providar
WAN
VPE Vitual Path [dentifier,
WersaPort the virtual path to which the
cell belongs as itmakes its
s waythrough an ATM
VPN network,
Routing Table L VCE Vitual Channel
Wirslass Identifier, cell's next
destination as it makes its
Basic wiay through through an
ATH netwark, The logical
Security | cnnactinn hitwasn e 7]

15.7.5.3 Configuring WAN VC Protocol for Bridge mode - (MAC Bridge)

To configure the WAN VC Protocol for Bridge mode, select Bridge from the Protocol drop-down menu, the
following screen will be displayed. Enter the appropriate values, and then click Save to save your settings.

2 Westell - Discover Better Broadband® - Miciosoft Intemet Explorer
| Ele Edt View Favertes Took Hel
WESTELL

Discover Better Broadband || Home | Statws | Voice Settings | Diagnostics Maintenance | Restart

Configuration |

| Basic Mode |

Configuration E VC 1 Configuration VC Configuration

Firgwall Settings Help
WG Status Enahled
Port Forwarding VP il Overview: This screen is
Port T an advanced screen
ort Triggering WGl 35 Modifiying parameters
ALG identified on this screen
PCR 100 £an cause Severs
LAN Qos UBE. =~ disruption aryour service
On a DSL connection V¢
DHCP Protocol Bridge  x stands for "virtual
DNE connection." A™C"
7 identifies a connection
Public LAN Save Discard through the service

IP Passthrough

providers ATM network to
wour ISP, Itis not

Static NAT recommended that
anything is changed on this
Port Mapping page unless explicitly

Spanning Tree
WAN

instructed by your service
provider.

VPL Virtual Path Identifier,

WersaPort the virtual path to which the
’ Vs cell helongs as it makes its
way through an AT
VRN network,

Routing Table

VCI: Virtual Channel

Wireless Identifier, cell's next
destination as it makes its
Basic way through through an
ATM network. The logical
Security =l rannsrtinn hahwasan hin Bl
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15.7.5.4 Configuring WAN VC Protocol for Routed IP mode

If you select Routed IP from the Protocol drop-down menu, the following screen will be displayed. Enter the
appropriate values, and then click Save to save your settings.

4} Westell - Discover Better Broadband® - Microsoft Internet Explorer

J File Edt Wiew Favorites Tools Help

(o]

WESTELL

Discover Better Broadband | Home | Status | Voice Settings | Diagnostics Configuration | Maintenance |

Restart

Basic Mode |

-

Configuration
Firewall
Port Forwarding
Port Trigaering
ALG
LARN
DHCGP
DME
Public LAMN
IF Pagsthrough
Static NAT
Fart Mapping
Spanning Tree
WYAN
VersaPort

» VCs

WP

VC 1 Configuration

W Btatus Enahled

VPl | T

Vel I
PCR oo

o5 [uer =]
Protacal [Foued P =]

Routed IP Settings

& (ptain addresses automatically (enable DHCP Client)
© Uge the fallowing static addresses (disable DHCGP Client

IP Address IUUUU—
Subnet IW
Gateway IDDDD—
DNS Primary —

DMNE Secondary

——

Routing Table

Save

Discard |

VC Configuration
Settings Help

Ovendew: This screen is
an advanced screen.
hodifiing parameters
identified on this screen
can cause severe
disruption of your senice
On a DSL connection YC
stands far “virtual
connection.” A"
identifies a connection
through the service
providers ATM netwark to
your ISP, Itis not
recommended that
anything is changed on this
page unless explicitly
instructed by your serice
provider.

VPI: Virtual Path Identifier,
the virtual path to which the
cell belongs as it makes its
wiay through an AT
network.

MCI: Virtual Channel

Wireless Identifier, cell's next
destination as it makes its
o A netwrk The e :
ecurity Jid| rnnnartinn hahiean hin
VC 1 Routed IP Settings
DHCP Client Factory Default = Enable
If enabled the router will obtain its IP address, gateway address and DNS server
address automatically from the network. If disabled you must manually enter the
information.
Possible Response:
Select Enable to activate the DHCP client.
Select Disable to deactivate the DHCP client.
IP Address Displays the Gateway’s IP network address.
Subnet Displays the Gateway’s subnet mask settings.
Gateway Displays the Gateway’s IP gateway address

DNS Primary

is using.

Displays the IP address of primary Domain Name Service (DNS) server your router

DNS Secondary

Displays the IP address of secondary DNS server your router is using.

15.7.6 VPN

030-300479 Rev. A

68

October 2005



030-300479 Rev. A
4% Draft 1-10/17/05
WESTELL
User Guide UltraLine 11B (Model A90-816030)

The following settings will be displayed if you select WAN > VPN from the Configuration menu. Enter the
appropriate values, and then click Save to save your settings.

3 Westell - Discover Better Broadband® - Microsoft Internet Explorer =] E3 I
J Flle Edt Wiew Favortes Tools Help
WESTELL
Dixcover RBetter ﬂrmrdh(m.rf. Home ;Slatus Voice Settings Diagnostics | Configuration Maintenance Restart Basic Mode
Configuration 7] ven WPN Help
Firewall
PPTP Passthrough: If
Part Fonwarding PPTP Passthrough I checked, the PPTP service
is enabled thru the Firewall
Port Triggering L2TP Passthrough Ird
ALG IPSec Passthrough I L2TP Passthrough: If
checked, the L2TP service
LAMN is enabled thru the Firewall
] (] d
Doe aveE | iscar |
IPSec Passthrough: If
DHE checked, the IPSec service
is enabled thrl the Firewall
Fublic LAM
IP Passthrough
Static MAT
Port Mapping
Spanning Tree
AN
WersaFart
YOS
W vPN
Routing Tahle
Wireless
Basic
Security =l
PPTP Passthrough Factory Default = Enabled
If enabled (a check mark will appear in the box), PPTP will work through the
Gateway’s NAT function.
L2TP Passthrough Factory Default = Enabled
If enabled, IPSec using ESP and L2TP can be supported via an ALG.
IPSec Passthrough Factory Default = Enabled
If enabled, IPSec using ESP can be supported via an ALG. IPSec using AH cannot
be supported through NAT.
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The following settings will be displayed if you select WAN > Routing Table from the Configuration menu. To add
a route to the Network Routing Table, enter the appropriate values, and then click Add Route.

3 Westell - Discover Better Broadband® - Microsoft Internet Explorer

J File Edit “iew Favortes Toolz Help

WESTELL

Dixcover Better Broadbarn

Configuration
Firewrall
Part Forwarding
Part Trigoering
ALG
LAN
DHCP
DHE
Fublic LAM
IP Passthrough
Static MAT
Fort Mapping
Spanning Tree
WAN
WersaPort
YCs
WM
B Routing Table
Wireless
Basic

Security

BAG S il

| |

_[o]x]|
Home ESlalus Voice Settings Diagnostics | Configuration Maintenance Restart Basic Mode
e s e
—| Routing Table I—
Routing Table Help
IP Interfaces e
Address Subnet Mask MName Metric DBSCrIp‘lIDn: The Route
1016.90.7 255.255.255.255 pRRO 1 table maintains the routes
182.168.1.1 255.255.255.0 Private LAN 1 ar paths of where specific
127.0.0.1 255.0.0.0 1o 1 types of data shall be
routed across a network
Metwork Routing Table
Destination: Subnet Mask Gateway Interface Meitric .
0.0.0.0 0.0.0.0 10.16.90.7 PRPO 0 IP Interfaces: The list ofthe
182.168.1.0 255.255.255.0 0000 Private LaN il active interfaces on the
modem, and their IP
Host Routing Table address and mask. ethi is
Destination: Gateway Interface Metric the local LAM interface. o0
10.16.901 0.0.8.0 pPRo o is the loophack interface.
Inactive Routes
Address Netrmask Gateway Interface Type Metric Metwork Routing Table:
The list of the network
Route via: rautes. These can be either
Interface I Select Interface ;I routes for diI’ECﬂY
OR connected interfaces, or
IP Gateway [fooo static routes. Static routes
have a DELETE hutton to
Destination: allow thern to be removed.
Type IHost =] = Static routes that have not
IP Address W heen saved to flash also
1P Nstmask [esszssze5255 LGB B S sVIE Blbel, Tullo)
make the static route
pertmanent. The 0.0.0.0
tetric |1 A °
route is the default route;
RIF Advertised — any packetwith a
Save To Flash — destination not explicithy
listed in the route table
Acd Route | wiould be routed using the
default route. Each route
;I consists of a destination P LI

IP Interfaces

The list of active interfaces on the modem, their IP addresses and subnet masks.

Address

The IP interface address of the interface.

Subnet Mask

The subnet mask of the interface.

Name

The name assigned to the interface.
Possible names are:

ppp0 — The WAN interface when the router is in PPPoE or PPPoA mode.
DSLVCL1 - The WAN interface when the router is in DSL Routed IP mode.
VersaPort — The WAN interface when the router is in uplink Routed IP mode.

Private LAN — The main Ethernet interface.
Public LAN — The second Ethernet interface.
10 — The local loopback interface.

Metric

The numeric value assigned to this interface used to calculate the best route to a

destination address.

Networking Routing Table

The list of the network routes. These can be either routes for directly connected networks, or static routes that have

been entered.
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Destination The IP subnet of the destination network.
Subnet Mask The subnet mask of the destination network.
Gateway The IP address of the default gateway for this route.
Interface Indicates the name of the router’s interface to use for this route.
Metric The numeric value assigned to this route, used to calculate the best route to a
destination network.
Host Routing Table
The list of host routes. A host route is an IP route with a 32-bit mask.
Destination The IP address of the destination host.
Gateway The IP address of the default gateway for this route.
Interface Indicates the name of the router’s interface to use for this route.
Metric The numeric value assigned to this route, used to calculate the best route to a

destination network.

Inactive Routes

The list of routes whose interface is currently not in service.

Address The IP address of the destination network.

Netmask The subnet mask of the destination network.

Gateway The IP address of the default gateway for this route.

Interface The name of the router’s interface associated with this route.

Type Indicates if this route is a network route, a host route, or a default route.
Metric The numeric value assigned to this route used to calculate the best route to a

destination network.

The following sections allow you to add static routes to the gateway’s routing table.

Route Via

Allows you to specify either the interface or the default gateway that the router should use for this static route. If an
interface is not specified, the correct interface will be automatically chosen, based on the gateway addresses.

Interface Select the interface that will be used for this static route. If you enter an interface, you
cannot specify a default gateway.
IP Gateway Enter the IP address of the default gateway used for this static route. The specified

gateway must be reachable; this means that the modem must have a route to the
gateway. You must specify either an interface or a gateway for each static route.

Destination

Allows you to specify the destination network or host.

Type Factory Default = Host

Possible Response:

Host — The static route maps to a single IP host.
Network — The static route maps to a network.
Default — The static route maps to a default route.

IP Address The IP subnet of the destination network or host.

IP Netmask The subnet mask of the destination network. If the route type was a host, a 32-bit
subnet mask will be automatically populated.

Metric The numeric value assigned to this route, used to calculate the best route to a
destination network.

RIP Advertised This determines whether or not to advertise the static route using RIP. (RIP must also

be enabled before the route will be advertised.)
If Enabled (box is checked), RIP Advertised will be activated.
If Disabled, RIP Advertised will not be activated.

Save to Flash If Enabled (box is checked), the route will be made permanent by saving it to flash
memory.
If Disabled, the route will disappear the next time the modem restarts.

Add Route This button enables you to add a new static route in the modem. Note: When adding a

route, you may need to reload the page for the route to appear in the “active” Routes.
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15.8 Wireless Configuration

15.8.1 Basic

The following settings will be displayed if you select Wireless > Basic from the Configuration menu. Enter the
appropriate values, and then click Save to save your settings.

3 Westell - Discover Better Broadband® - Microzoft Internet Explorer M= I
J File Edit “iew Favortes Tools Help

WESTELL
Discover Better Bmm.l’b(md_f Home ‘Slalus Voice Settings Diagnostics | Configuration | Maintenance | Restart | Basic Mode
Configuration Basic Basic Help
Fireweall )
Wireless Operation IEnabIe vl Wireless Operation: The
Part Forwarding wireless operation can be
_ _ Netwark Marne (35109 |DSB4DSDDDDBD enabled or disabled. When
Part Triggering disahled, wireless stations
ALG Channel I6 :I' will not be able to connect
Mode IMixed ,l to the modem.
LAN
OHGP Frameburst Mode IDisable 'I Network Name (SSID): The
Hide 551D l—_l = wireless name associated
OIMG Disanle with the moderm. To
cannectta the modem, the
Fublic LAMN Save Discard S5ID an a Station card
—l 4' must match the SSI0 on
IF Passthraugh the modem ar be setto L

Static NAT AN
Part Mapping Channel: The modem
; transmits and receives
Spanning Tree
P g wireless data on this
WA channel. Changing the

channel may affect the

WersaPaort wireless signal strength.
WiCs

Framehurst Mode: '\hen
WP

enahled, additional
algorithms are used foar

Routing Table | increased throughput.

Wireless
) Hide SSID: By default, the
#> Basic madem hroadeasts its
Security =l S Ak o Eork o |

Wireless Basic Configuration

Wireless Operation Factory Default = Enabled
When disabled, no wireless stations will be able to connect to the Gateway.

Network Name (SSID) | This string (32 characters or less) is the name associated with the AP. To connect to the
AP, the SSID on a Station card must match the SSID on the AP card or be set to “ANY.”

Channel Factory Default = 6

The AP transmits and receives data on this channel. The number of channels to choose
from is pre-programmed into the AP card. Station cards do not have to be set to the same
channel as the AP; the Stations scan all channels and look for an AP to connect to.
Possible Response:

1 through 11

Mode Factory Default = Mixed

This setting allows station to communicate with the Gateway.

Possible Response:

Mixed: Station using any of the 802.11b, 802.11b+, and 802.11g rates can communicate
with the Gateway.
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Legacy Mixed: Same as Mixed, but also allows older 802.11b cards to communicate
with the Gateway.

11b only: Communication with the Gateway is limited to 802.11b

11g only: Communication with the Gateway is limited to 802.11g

Frameburst Mode Factory Default = Disable
If enabled, additional algorithms are used for increased throughput.

Hide SSID Factory Default = Disable

If enabled, the Gateway will not broadcast the SSID. To connect to the Gateway, each
Station must configure its SSIDs so that it matches the Gateway’s Network Name
(SSID).

15.8.2 Wireless Security

The following screen will be displayed if you select Wireless > Security from the Configuration menu. Select the
desired security option from the Wireless Security drop-down menu. After you configured your wireless security
settings, click Save to save the settings.

IMPORTANT: Client PCs can use any Wireless Fidelity (Wi-Fi) 802.11b/g/g+ certified card to communicate with
the Gateway. The Wireless card and Gateway must use the same security code type. If you use WPA-PSK or WEP
wireless security, you must configure your computer’s wireless adapter for the security code that you use. You
can access the settings in the advanced properties of the wireless network adapter.

7 Westell - Discover Better Braadband® - Micrasoft Intemet Explorer |

| Ele Edt Mew Favertes Iooks Hel

re

Discaver Better Broadband || Home | Status | voice Settings .Dlaqnosﬂea Configuration | Maintenance Restart Basic Mode |

Configuration Security Security Help
Firesall R
Wireless Security Disghle = Wireless Security
Port Forwarding
Fot Tiggering Won '7 i e A
WPA-PSK
ALG Save Discard modem as long ag it 551D
matches the modem's
LAN s3I0,
DHCF
WEP: The modemn uses
DS encryption baged off of a 64
Public LAN or 128 bit key for privacy. B
IF Passthrough WPA-PSK: The modem
uses enhanced encryption
Static NAT methads for privacy. A
Fort Manging shared key is used as a
starting point, then the key
Spanning Tree can ke regularly changed
and rotated autornatically
WAN sa thatthe same encryption
VarsaPort key is never uged twice.
Yos WEP Parameters
VRN
Authentication Type:
Routing Table Shared Key authentication
uses WEP encryption
Wireless a2 during the authentication
Basic process.
‘ Securlty Key Select: Selects which
[T | ] L] b 11zand e I

Wireless Security

Disable Factory Default = Disable
If Disable is selected, wireless security will not be activated on your Gateway.

WEP Selecting WEP enables you set up Wired Equivalent Privacy (WEP) on your
Gateway. WEP uses encryption based on a 64- or 128-bit key for privacy.

WPA-PSK Selecting WPA-PSK enables you set up Wi-Fi Protected Access-Pre-Shared Key
on your Gateway. WPA-PSK uses enhanced encryption methods for privacy. A
shared key is used as a starting point, and then the key can be regularly changed
and rotated automatically so that the same encryption key is never used twice.
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15.8.2.1 Enabling WEP Security

If you select WEP from the Wireless Security drop-down menu, the following screen will be displayed. Enter the
appropriate values, and then click Save to save the settings.

NOTE: The WEP key must be 64 bit (5 text characters or 10 hexadecimal digits in length) or 128 bit (13 text
characters or 26 hexadecimal digits in length).

J File Edit “iew Favoites Tooks Help

/g Westell - Discover Better Broadband® - Microsoft Internet Explorer (or=|

e

Discover Better Broadband || Home Esmlus Veice Settings | Diagnostics

onfiguration | Maintenance |  Restart | Basic Mode |

Configuration
Firewall
Port Forwarding
Port Triggering
ALG
LAN
DHCP
DME
Public LAN
IP Passthrough
Static MAT
Fort Mapping
Spanning Tree
WYAN
WersaPort
Wios
WEN
Routing Table
Wireless
Basic

W Security

- -
Security Security Help
Wireless Security WEP - Wireless Security
Disabled: Any wireless
Authertication Type Open System x station can connectto the
Key Select me 1B modem as long as its SSI0
v i rnatches the modern's
Key 1 | |E4 bit j S50
Key2 I [64bit =] WEP: The moderm uses
B encryption based off of a 64
ey 3 I Il54 bt J or 128 bit key for privacy.
Key 4 [ [ann = b

WPA-PSK: The madem
uses enhanced encryption
methods for privacy. A
shared key is used as a

Save | Digcard starting point, then the key
can he regularly changed
and rotated autoratically
s0 thatthe same encryption
key is never used twice.

64 bit (5 text or 10 hexadecimar digits)

WEP fiays: 128 bit (13 text or 26 hexadecimal digits)

WEP Parameters

Authentication Type:
Shared Key authentication
uses WEP encryption

- during the authentication
process

J Key Select: Selects which J

ke will e need fr

Wireless Security (WEP)

Wireless Security

WEP has been selected.

Authentication Type

Factory Default = Open System

Possible Response:

Open System: Open System authentication allows any station to associate with the
wireless network but only stations with the valid WEP key can send or receive data
from the router. Open System authentication is considered to be more secure than
Shared Key authentication.

Shared Key: Shared Key authentication requires the station to authenticate with the
router using the WEP key before it can associate with the wireless network.

Key Select Factory Default = Key 1
Selects which WEP key the router should use.
Note: The WEP key must be the same value and type for both the Gateway and the
wireless network adapter.
Key 1 Select the length of the WEP key from the pull down menu and enter key WEP Key in
To the box. A 64-bit key must be either 5 text characters or 10 hexadecimal characters. A
Key 4 128-bit key must be 13 text characters or 26 hexadecimal characters. The only

allowable hexadecimal characters are 0-9 and A-F.
Note: The WEP key must be the same value and type for both the Gateway and the
wireless network adapter.
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15.8.2.2 Enabling WPA-PSK Security

If you select WPA-PSK from the Wireless Security drop-down menu, the following screen will be displayed. Enter
the appropriate values, and then click Save to save the settings.

NOTE: The WPA key must be 8 to 63 characters or 64 hexadecimal digits in length.

/3 Westell - Discover Better Broadband® - Microsoft Intemet Explorer 9 [=] B3 I
J File Edit View Favoites Tools Help
WESTELL
Discover Better Broudbund || Home | Status | Voice Settings | O | | Restart | Basic Mode |
Configuration Security Security Help
Firewall ) i
Wireless Security WPA-PSK * Wireless Security
Port Forwarding
Disabled: Any wireless
Port Triggerin
dgenng WFA Shared Key I station can connectta the
ALG l— modem as long as its S50
WPA Group Rekey Interval |3600 matches the modem's
LAN Data Encryption TKIF - g8ID.
DHGP - exadacimal diaits i
WA ke must be 8 to 63 text characiers or 64 hexadecimal digits in length WEP: The modem uses
DMS encryption based off of a 64
B ublic LAN Save Discard or 128 bit key for privacy. |
IP Passthrough WPA-PSK: The modem
uses enhanced encryption
Static NAT methods for privacy. A
Fart Mapping Shar_ed kevr isusedasa
starting point, then the key
Spanning Tree can be regularly changed
and rotated automatically
WAN sothatthe same encryption
VersaPort kevis never used twice
ViE WEP Parameters
VPN
Authentication Type:
Routing Tahle Shared Key authentication
uses WEF encrvption
Wireless p— during the authentication
Basic process
’ Security Key Select: Selects which
RA i il LI kel e nead for LI

Wireless Security (WPA-PSK)

Wireless Security | WPA-PSK has been selected.

WPA Shared This is a passphrase (also called a shared secret) that must be entered in both the wireless router

Key and the wireless client. This shared secret can be between 8 to 63 text characters and can
include special characters and spaces. The more random your WPA Shared Key, the more
secure it is.

WPA Group Factory Default = 3600

Rekey Interval The number of seconds between rekeying the WPA group key. Zero “0” means that rekeying is
disabled.

Data Encryption | Factory Default = TKIP

Possible Response:

TKIP- Selecting this option enables the Temporal Key Integrity Protocol for data encryption.
AES- Selecting this option enables the Advanced Encryption Standard for data encryption.
TKIP/AES- Selecting this option enables the Gateway to accept either TKIP or AES encryption
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15.8.3 MAC Filter

The following settings will be displayed if you select Wireless > MAC Filter from the Configuration menu. This
screen enables you to configure the MAC filter settings for your Gateway.

After you have finished adding, editing or deleting MAC addresses from the MAC Filter table (as explained in the
following paragraphs), click the box adjacent to Enable MAC Address Filtering (a check mark will appear in the
box), and then click Save to save your settings.

NOTE: When the MAC address Filter is enabled (box is checked), only the stations that are in the MAC Filter table
and that are set to Allowed will be accepted by the Gateway. All other stations will be blocked.

2 Westell - Discover Better Broadband® - Microsoft Internet Explorer _ O] x| I
J File Edt “iew Favoites Tools Help

WESTELL
Divcover Better Broadband || Home ‘smus Voice Settings | Diagnostics Configuration Maintenance | Restart | Basic Mode |
Configuration MAL Filter MAC Filter Help
Firewall

Enahle MAC Address Filteting r Sawve Enable MAC Address
Filtering: Yhen enabled,
anly the stations in the MAC

Port Forwarding

Port Triggering When the MAC Address Filter is enabled, only the stations Filter Table can connectto
that are in this table, and set to Afowed, will be accepted. the AP,
ALG All others will be blacked.
LAaN Save Button: Save change
Currently the MAC Address table is empty. made to the 'Enable MAC
DHCR Address Filtering' checkbox,
DME
il Allowed: Stations that are
Fublic LAM

allowed access

IP Passthrough
Blocked: Stations |eft in the
tahle, but are not allowed

Fort Mapping ACCRSS.

Static MAT

Spanning Tree

WAN
Add Button: Add a wireless
WersaPort station 1o the table
WCs

Edit Button: Edit a wireless
YRR station in the tahle

Routing Table
Delete Button: Delete a

Wireless wireless station from the
o tahle.
Basic
Security
e i i =l
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To add stations to the MAC Address table, click the add button.

Westell -

iscover Better Broadband® - Miciosoft Internet Explorer =] B

J File Edit iew Favortss Tools  Help

WESTELL

Discover Better Broadband || Home fsmus | Voice Settings | D c | Restart | Basic Made |
Configuration MAC Filter MAC Filter Help
Firewall

Enable MAC Address Filtering r Save Enable MAC Address

Port Forwarding Filtering: YWhen enabled,

only the stations in the MAG

Port Triggering When the MAC Address Filter is enabled, only the stations Filter Table can connect to
that are in this table, and set to Allowed, will be accepted. the AP
ALG All others will be blocked.
LAM Save Button: Save change
Currently the MAC Address table is empty. made to the ‘Enahle MAC
DHCGR Address Filtering’ checkbox.
DNS
R Allowed: Stations that are
Public LAM allowed access
IP Passthraugh
Blocked: Stations leftin the
Static MAT table, but are not allowed
Fort Mapping BOEESE
Spanning Tree
WAN
Add Button: Add a wireless
WersaPort station to the table.
WCs

Edit Button: Edit a wireless
VPN station in the table

Routing Table
Delete Button: Delete a

Wireless wirelegs station from the
o tahle.
Basic
Security
P El

If you clicked add, the following screen will be displayed. Enter the appropriate values in the fields provided, and
then click Save to save your settings.

J File Edt Yiew Favoites Iooks Help

WESTELL
Discover Better Broadband || Home ;sralus | Voice Settings | Diagnostics | Configuration Maintenance Restart | Basic Mode |
FIFEEIT :I . .
Port Forsarding MAC Address Settings MAC Address
Port Triggering Settings Help
Traffic Allowed x
ALG Traffic: Selection of
LAN whether the station is
MAC Address 00:00:00:00:00:00 Allowed access or Blocked
DHCP
MAC Address: MAC
bns Station Name address ofthe wireless
Fublic LA station that you want to add
ta the tahle.
IP Passthrough Save Discard
Static MAT Station Name: Brief
description of the wireless
Port Mapping station,
Spanning Tree
Save Changes: Selecting
WWARN this button will permanently
sawe changes made to the
VersaPort page information
WCs
Discard Changes:
YR Selecting this button will
Routing Tahle discard changes without
sawing.
Wireless
Basic
Security
W MAC Filter
Adwanced

030-300479 Rev. A 77 October 2005



030-300479 Rev. A
4% Draft 1 —10/17/05

WESTELL
User Guide UltraLine 11B (Model A90-816030)
MAC Address Settings
Traffic Factory Default = Allowed
If Blocked is selected, the station will be blocked (it cannot access the Gateway).
MAC Address Factory Default = 00:00:00:00:00:00
The MAC address of the wireless station you want to add.
Station Name The name of the wireless station you want to add.

If you clicked Save, the following pop-up screen will be displayed. Click OK to continue.

NOTE: Wireless access will be interrupted and the wireless stations may require reconfiguration.

Microzoft Internet Explorer

@ ‘Wwireless access will be interrupted and the wireless stations may reguire reconfiguration, continue?

Cancel I

If you clicked OK, in the preceding pop-up screen, the following screen will be displayed. The screen displays the list
of MAC addresses added to the MAC Address Filter Table. You may now add, edit, or delete MAC addresses from
the table by clicking on the desired MAC address (displayed in the window) and then by clicking either Add, Edit, or
Delete. Next, click OK in the pop-up screen.

Zj Westell - Discover Better Broadband® - Miciosoft Intemet Explorer 1 =1 |
| Fle Edt View Favoites Took Help

WESTELL

Discover Better Broadband || Home | Status | Voice Settings | DI | c | Restart | Basic Mode |
TITEwWEIT o 0 . . . -
Port Forwarding MAC Filter MAC Filter Help
Fort Triggeting
Enable MAC Address Filtering r Save Enable MAC Address
ALG Filtering: ¥hen enabled,
anlythe stations in the MAC
LAN When the MAC Address Filter is enabled, only the stations Filler Table can connect o
DHCP that are in this table, and set to Afowed, will be accepted. the AP
All others will be blocked.
DNg Save Button: Save change
Fublic LAN Allowed 00:00:00:00:00:00 made to the ‘Enable MAC

Blocked 00:00:00:00:00:02 Address Filtering' checkbox,
IF Passthrough
Static NAT Allowed: Stations that are
allowed access.

Fort Mapping
Blocked: Stations leftin the

Spanning Tree tahle, but are not allowed

WAL access
VersaPort
Vs
VPN ﬂl ﬂl %I Add Button; Add a wireless

station to the table
Routing Table
Edit Button: Edit a wireless

Wireless station in the table
Basic
Delete Button: Delete 3
Security wireless station from the
W MAC Filter fable
Advanced

After you have finished adding, editing or deleting MAC addresses in the MAC Filter table, click the box adjacent to
Enable MAC Address Filtering (a check mark will appear in the box). Click Save to save your settings.

NOTE: When the MAC address Filter is enabled (box is checked), only the stations that are in MAC Filter table and
that are set to Allowed will be accepted by the Gateway. All other stations will be blocked.
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15.8.4 Advanced Wireless Settings

The following settings will be displayed if you select Wireless > Advanced from the Configuration menu. Enter the
appropriate values, and then click Save to save the settings.

/3§ Westell - Discover Better Broadband® - Microsoft Internet Explorer P[=TEY I

JE“E Edit  ¥iew Favoites Tools Help

WESTELL

Discover Better Browdband || Home | Status | Voice Settings | Diagnostics | Configuration | Maintenance Restart | Basic Mode |
FITEEIT g d . . o
Port Forwarding Advanced Advanced Help
Port Triggering g PP
Beacon Period 200 - CEET LT B TS LS
ALG msecs (range-1-65535) interval between beacon
LN RTS Threshold 2347 bytes (range:0-2347) frame transmissions
Beacons contain rate and
LHGP Fragmentation Threshold 2346 bytes (range:256-2346) capahility information and
are used to identify the
DNS DTIM Interval 2 bytes (range:1-255) access points in the area
Fublic LA
RTS Threshold: RTSICTS
Supported Rates (Mbps B> B> B> B>
IP Passthrough PP (ibps) 621 [B32 55 " handshaking will be
M- not supported perfarmed far any data or
Static NAT ¥ - supported management packet
Portm B- hasic supported containing a number of
ot Mapping bytes greater than the
Spanning Tree threshold. Ifthis value is
802.11g Supported Rates (Mbps) Yxle |vYx]le |¥Yxl1z |Y T8 larger than the packet size
WA N- nat supported Etvplcallvtslet hy"t]he ol
ragmentation threshold),
versaPort - suppartad no handshaking will be
Vosg 8- basic supported performed. Avalue of zero
v owlag [¥ *l3s [v =|las |¥ *]5a will enable handshaking for
VPN all MPDUs (MAC Pratocol
Routing Table S Tl I W)
Wireless Fragmentation Threshold:
Basic Any packet larger than this

value will be fragmented
Security into multiple packets ofthe
specified size or smaller

MAC: Filter
W Advanced DTIM Interval: The number
— of Beacon intervals
= hiatwren DI |

Wireless Advanced Configuration
Beacon Period The time interval between beacon frame transmissions. Beacons contain rate and
capability information. Beacons received by stations can be used to identify the access
points in the area.
RTS Threshold RTS/CTS handshaking will be performed for any data or management MPDU
containing a number of bytes greater than the threshold. If this value is larger than the
MSDU size (typically set by the fragmentation threshold), no handshaking will be
performed. A value of zero will enable handshaking for all MPDUS.
Fragmented Threshold | Any MSDU or MPDU larger than this value will be fragmented into an MPDU of the
specified size.

DTIM Interval The number of Beacon intervals between DTIM transmissions. Multicast and broadcast
frames are delivered after every DTIM.
Supported Rates These are the allowable communication rates that the Gateway will attempt to use. The

802.11b Rates (Mbps) | rates are also broadcast within the connection protocol as the rates supported by the
802.11g Rates (Mbps) | Gateway.

If you clicked Save, the following pop-up screen will be displayed. Click OK to continue.

Microszoft Internet Explorer I

@ Wireless access will be interupted and the wireless stations may require reconfiguration, continue?

Catcel |
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16. MAINTENANCE

16.1 Login Administration

The following screen will be displayed if you select Login Administration from the Maintenance menu. Enter the
appropriate values, and then click Save to save the settings.

NOTE: Password must be at least 6 characters and must not exceed 12 characters long. Alphanumeric values are
permitted. The Password and Confirm Password fields are masked with “*” for security measures.

2} Westell - Discover Better Broadband® - Microsoft Internet Explorer M =1 E3 I
J File Edt Wiew Favortes Toolz Help

WESTELL

Dixcover Better Broadband || Home EStalus Voice Settings Diagnostics | Configuration Maintenance | Restart | Basic Mode |

Maintenance
B Lagin Administration
Ewvent Log
Firewall Log
Update Device
Remote Access
Statistics
Ethernet
Switch Ports
Transceiver
LsB
Woice
ATH

Wireless

Login Administration Login Administration
Help
Username admin In orderto access orwrite
the device's configurable
Password I— pararmeters, it is necessary
to firstlog in using this
Confirm Password Username and Password

This login is used when
accessing the device's
wehsite from a PC
connected to the device's
LAM.

Username: Free-format
character string between §
and 12 characters long,

T onlywvalid characters are a-
Save | Discard | 7 AZ 09

Password: Free-farmat

character string between &
and 12 characters long, ho
spaces or double-guotes.

Confirm Password: Same
as Passwaord.

Login Administration

Username The administrator’s username. This is a free-format character string between 5 and 12
characters long, no spaces.
Password The administrator’s password. This is a free-format character string between 6 and 12

characters long, no spaces.

Confirm Password

The identical value that was entered in the password field.
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16.2 Event Log

The following screen will be displayed if you select Event Log from the Maintenance menu. The Remote Logging
function enables event logs to be sent to a machine running a syslog server. To enable Remote Logging, click the box
adjacent to Enable (a check mark will appear in the box) and then enter an IP address in the Remote IP Address
field. Click Save to save your settings.

3 Westell - Dizcover Better Broadband® - Microsoft Internet Explorer H=1E3 I
J File Edt Miew Favorites Tool:  Help

WESTELL
Discover Better Bmm.l’b(md_f Home ;Slalus Voice Settings Diagnostics | Configuration Maintenance Restart Basic Mode
Maintenance Event Log Event Log Help
Login Adrministration .
Available Logs: From the
W Event Lag Thu Jan 1 Auailable ISeIed alo ,l Drop Down box select one
F 0L 21:02:52 1970 LOGS g of the fallowing options:
irewall Log
. User ID: usernameigyourisp.net All: List all logged events
Update Device DSL State: Up .
Rernote Access Connection Mode: FPPoE Printahle | Cannection: List all events
Connection State: Up related to connection activity
Statistics Ethernet WAN: Down (Any traffic on the USB,
Eth ; Ethernet or DSL ports).
erne
Switch Ports Remote Logging Systern: List all events
related to system activity
Transceiver Enable r (Time, Errars, Boot
Information, etc).
2] Remote IP Address | save |
Voice Diagnostics: List all events

related to the tests
AT perfarmed on the
Diagnostics page.

Wireless
Woice: List all events related
to the voice subsystem.
Wireless: List all events
related to the wireless
interface.
Remote Logging: Contains
the canfiguration for rermote
event logging. Remote b
4 | »
Event Log

User ID The name of your connection.

DSL State The state of the DSL connection.

Connection Mode The mode of connection used to connect to your ISP.

Connection State The state of the PPP connection.

Ethernet WAN The state of the Ethernet WAN connection.

Remote Logging
Enable Enables remote logging of Event Logs
Remote IP Address The IP address of the syslog server machine on the local area network to which the
Event Logs are sent.
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To view logged events, select an option from the Available LOGS drop-down menu.

2 Westell - Discover Better Broadband® osoft Intemnet Explorer

M=) |

WESTELL

i}iu-uwr}j‘enyr.rlnurr.'buml_:L Home | Status | Voice Settings | Diagnostics | Configuration Maintenance Restart

| Basic Mode |

Maintenance EventLog

Login Administration

Event Lo Thu Jan 1 Huailable lﬁ
g 4 21:02:52 1970 Loog |Selectalo

Firewall Log

Event Log Help

Available Logs: From the
Drop Down box select one
of the following options

All: List all logged events

Connection: List all events
related to connection & ctivity
iAny trafiic an the LUSB,
Ethernet or DSL parts)

Systern: List all events
related to system activity

Update Device g:ﬁrsl?;m: et
Remote Access Cnnnel:tinn Mode: MI
Connection State: Diagnostic Tests
Statistics Ethernet WAN: “oice
Ethernat Wireless
Switch Ports Remote Logging
Transceiver Enable r
LS8 Remote IP Address l— ﬂl
Waoice
ATH
Wireless

{Time, Errars, Boot
Infarmation, etc)

Diagnostics: List all events
related to the tests
perormed on the
Diagnostics page

Woice: List all events related
ta the voice subsystem

Wireless: List all events
related to the wireless
interface

Remote Logging: Contains
the configuration for rermote

event logging. Remote
il p——

If you select All, the following screen will be displayed. To obtain a printabl
Printable.

e version of the Event logs, click on

rosoft Internet Explorer

WESTELL

Discover Better Broadhand || Home Status | Voice Settings Diagnostics | Configuration

asic Mode

Maintenance EventLog
Login Administration
W Event Log ThuJan 1 Available l—;l
21:03:43 1970 Lags |Zelectalog
Firewsall Log
User ID: username@yourisp.net
Update Device DSL State: Up
Connection Mode: PFPFOE Printahla
Remote Access Connection State: (8]}
Statistics Ethernet WAN: Daown
Ethernat
All Event Log
Bwitch Ports

Transceiver

Jan119:24:45 Severity: kern.info Process: dnsmasog[1199]:

usB Message: DHCPACK(br0) 192.168.1.19 00: 50: da: b2: d9: 1 SALLE-
92
Voice
ATH Jan118:24:45 Severity: kern info Process: dnsmasg[11599]:
Message: DHCPREQUEST(hr0) 192.168.1.19 00: 80 da: b2, d9: 11
Wirgless

Jan118:02:10 Severity: ke notice Process: net_mar165]:
Message: NET_MGR: Received signal(18)

Jan 1072441 Severity: kern.info Process: dnsmasogf1199]:
Message: DHCPACK(brO) 192168119 00: 30: dac b2, d9: 11

Jan107:24:41 Severity: kern.info Process: dnsmasg[1134]:
Message: DHCPINFORMr0) 182.168.1.13 00: A0: da: b2: d9: f1

Jan107:24:39 Severity: kern.info Process: dnsmasog[1199]:
Message: DHCPACK(br0) 192.168.1.19 00: 50: da: b2: d9: 71

:I Event Log Help

Available Logs: From the
Drop Down box select one
of the following options:

Allz List all logyed events

Caonnection: List all events
related to connection activity
GAny traffic on the USB,
Ethernet or DSL pors).

Systern: List all events
related to system activity
(Time, Errors, Boot
Information, ete).

Diagnostics: List all events
related to the tests
perfarmed on the
Diagnostics page.

Voice: List all events related
to the woice subsystem

Wireless: List all events
related to the wiraless
interface

Remote Logging: Contains

the configuration for remote

event logging. Remote ';I
LAkl >
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The following screen will be displayed if you select Firewall Log from the Maintenance menu. To obtain a
printable version of the firewall logs, click on Printable. Click on Refresh to refresh the screen. To enable Remote
Logging, click the box adjacent to Enable (a check mark will appear in the box) and then enter an IP address in the
Remote IP Address field. Click Save to save your settings.

3 Westell - Discover Better Broadband® - Microsoft Internet Explorer = [=] B3 I
J File Edt “iew Favoites Took Help

WESTELL

Discover Better Broudband | Home ESlalus Voice Settings | Diagnostics Configuration Maintenance Restart Basic Mode |

Maintenance
Login Administration
Event Log
W Firewall Log
Update Device
Remote Access
Statistics
Ethernet
Switch Ports

Transceiver

Wireless

Firewall Log Firewall Log Help
Printable Eefresh This screen is an advanced
4' 4 diagnostics screen. It alerts
you of notewarthy
... No Log Entry ... infarmation sent to your
modem from the Internet. [t
Refmote Logging may also contain entries
that indicate Local
Administrative Access
Enahle r andfor Remote Access

login's of failures
Remote P Addrecs I Save 8

Print/'Savable Format:

Selecting this will present a

list of all logaed packets in
afarmat suitable far

printing ar saving =

Remote Logging: Coniains
the configuration far remate
firewall logging. Remate
firewall logoing allows the
logs to be sentio a
machine running a syslog
semver®. If saving of the
firewall logs is desired,
remote logging should be
enakled and the IP address
ofthe syslog server must
he configured.

Enabling or disabling lﬂ
1 ¥

Remote Logging

Enable

Factory Default = Disable
If enabled (a check mark will appear in the box), the Gateway will send
firewall logs to a syslog server.

Remote IP Address

The IP address of the syslog server machine to which the diagnostics logs
to be sent.

030-300479 Rev. A

83 October 2005




030-300479 Rev. A
,’% Draft 1-10/17/05

WESTELL

User Guide UltraLine 11B (Model A90-816030)

16.4 Update Device

The following screen will be displayed if you select Update Device from the Maintenance menu. This screen
enables you to identify the version of software in your device. You can also update the software in your device to the
latest version supported.

To update your modem to the latest software version supported, perform the following steps:

Download the update file and store it to a location on your PC.

Click the Browse button in the Update Modem screen to navigate to the update file on your PC.

Click on the update file and then click Open. The path to the update file will appear in the Browse bar.
Click Begin upgrade process to begin the software update for your modem.

After your modem has been updated, wait a brief moment for the modem to reset and establish a DSL sync.
Confirm that the DSL LED on your modem is solid green before continuing your modem’s configuration.

SRR

a Westell - Discover Better Broadband® - Microsoft Intenet Explorer (O] %] I

J Fle Edt “iew Favoites Tools Help

WESTELL
Discover Better ffl’(ili’(fﬁ'{lﬂd_;‘_ Home ésralus Voice Settings Diagnostics | Configuration | Maintenance Restart Basic Mode |
Maintenance Update Device Update Device Help

Login Administration
[Tyou have downloaded a

Event Log Firmware update later version of the software
for your device, you can

Firewall Log Ifyou have downloaded an updated firmware version ;Eﬁ;}ntzzg;etioeusnmare "
Undate Device to your computer, you may select it below and use it
> U to update vour Westell TriLINK Router and updats the softwars on
Rernate Access your device.
Statistics Browege.. To do this, click the
. [Browse.. ] hutton to find the
Binemet Begin upgrade process file on your computer and
Switch Paorts ance you have found the
correct file, click the [Open]
Transcever button contained within the
Use browsing window, Cnce
you have daone this, you can
Woice start the actual updating
process by clicking on
ATM "Begin upgrade process"
\Wireless hutton at the bottomn of the
window.

Once the firmware updating
process starts, no further
input frorn you will be
reguired
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16.5 Remote Access

The following screen will be displayed if you select Remote Access from the Maintenance menu. This screen
enables you to configure Remote Access for your Gateway. Enter the appropriates values in the fields provided and
then click Save to save the settings.

72 Westell - Discover Better Broadband® - Microsoft Internet E xplorer = 0] x| I

J File Edt View Favorites Tools Help

WESTELL

Discover Better Broadband || Home | status | voice Settings Diagnostics | Configuration | Maintenance Restart Basic Mode |
| | | .
Maintenance Remote Access Remote Access Help
Login Administration o
User Name |radmin Description: Rernote
Event Log Access Configuration.
Fi 0L Password |“°“°“°'°“°“°‘°"
irenall Log .
User Name: The User
Update Device Confirm Password I Marne for rermote access.
i ) Only walid characters are
Timeout |
* Rermote Access i Minutes 7, A-Z, 0-9. User Name
- Enable Timeout I range is 6-12
Statistics
Enable Remote Access r
Ethernet Password: The Fassword
_ Remote URL hittps:ii10.16.90.5:2420 for remote access (o
Switch Ports spaces or double-guotes)
Transceiver S Password range is 6-12
UsB Timeout: The Timeout{in
Voice Minues) for the Remaote
Session to disconnect if
ATM idle.
Wireless

Disable Timeout: If
checked, there is not
Timeout far an inactive
Remaote Access session for
the Remote Session

Enable Remote Access: If
checked, Remote Access is
enabled.

Remote URL: The URL for
Remote Access({ ariiaM is x|

Remote Access
User Name The name used for Remote Access session. The only valid characters are
(a-z, A-Z, 0-9). The User Name must be at least 6 characters and must
not exceed 12 characters long.
Password The password used for Remote Access session. Do not use spaces or
double-quotes in the password. The password must be at least 6
characters and must not exceed 12 characters long.

Confirm Password Enter the same values as the password.
Timeout The interval (in minutes) after which the Remote Access session will
disconnect, if it is idle.
Enable Timeout Factory Default = Enable
If Enabled (box is checked) this will activate the Remote Access timeout
function.
If Disabled, the Remote Access timeout function will be deactivated.
Enable Remote Access Factory Default = Disable

If Enabled (box is checked), Remote Access will be activated.
If Disabled, Remote Access will be deactivated.
Remote URL Displays the URL for the Remote Access session.
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16.6.1 Ethernet Port Statistics

The following settings will be displayed if you select Statistics > Ethernet from the Maintenance menu.

4} Westell - Dizcover Better Broadband® - Microsoft Internet Explorer
J File Edt “iew Favoites Took Help

M=

WESTELL

Transceier
sl

Voice

AT

Wireless

Discover Better Broadband | Home Status Voice Settings I Diagnostics Configuration Maintenance Restart Basic Mode |
Maintenance Ethernet Ethernet Help
Login Administration
Event L Interface Description varsaPort Switch In E"D;S: Tﬂtil tnumhe_r Dfd
vert Log errors for packets receive
) InErrars 0 0 on the Ethemet interface,
Firewsall Log In Discard Packets 1] 0 i.e, packets from the LAN to
Update Devics In Unicast Packets 0 2906 the Westell router.
In Octets 1} 377484
Remote Access OUtE 0 a In Discard Packets: The
L frars number of packets received
Statistics Out Discard Packets i 0 ftorn the LAN which the
# Ethemet Out Octets 43180 2747166 ‘Wiestell router did not know
what to do with, and
Switch Ports conseguently discarded

In Unicast Packets: Total
number of unicast packets
received. Unicast packets
are packets from a specific
machine to another specific
machine (one-to-onej.
Conversely, non-unicast
packets are packets from
one machine to a number
of other machines {one-to-
many)

In Octets: Total number of
bytes received from the
LAM.

Out Errors: Total numbet of
errors for packets going to El

tha | 4k ia narkate fram

Ethernet Port Statistics

Interface Description

The description of the Ethernet interface on the Gateway.

VersaPort

The VersaPort™2 on the rear of the Gateway. Note: When VersaPort is configured for
Private LAN mode via the modem’s VersaPort configuration screen, section 15.7.1,
VersaPort™2 functions as a fifth Ethernet switch, (E5).

Switch The Ethernet ports (E1, E2, E3, E4). Each functions as an Ethernet switch on the
Gateway.
In Errors The number of error packets received on the Ethernet interface.

In Discard Packets

The number of discarded packets received.

In Unicast Packets

The number of Unicast packets received on the Ethernet interface.

In Octets

The number of bytes received on the Ethernet interface.

Out Errors

The number of outbound packets that could not be transmitted due to errors.

Out Discard Packets

The number of outbound packets discarded.

Out Unicast Packets

The number of Unicast packets transmitted on the Ethernet interface.

Out Octets

The number of bytes transmitted on the Ethernet interface.
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16.6.2 Switch Ports Statistics

The following settings will be displayed if you select Statistics < Switch Ports from the Maintenance menu.

8 Westell - Discover Better Broadband® - Microsoft Internet Explorer _ O] | I
J Fle Edit “iew Favortes Tools Help

WESTELL
Discover Better ﬂrum.l’k(mrl._; Home EStalus Voice Settings Diagnostics | Canfiguration Maintenance | Restart Basic Mode
Maintenance Switch Ports Switch Ports Help
Login Administration .
Port1 Port2? Por3 Portd Ika status: Status of the
Bvent Log Link state down  up  down  down A5 CIAELSTI:
Firewall Log Speed o 100 0 Speed: The speed ofthe
Update Device Duplex nia full nia nia link:
Transmit packets 0 3632 0 0
Remote Access Receive packets 0 2927 0 0 Duplex: The maode the link
Statistics iz comrmunicating at.
Ethernet Transmit packets: The
) nurnber of packets the
* Bwitch Ports modem has sentta the link.
Transceiver
Recefve packets: The
UsH number of packets the
aice friodem hag recelved on
the link.
AT
Wireless
Switch Ports Statistics
Link State The status of the switch port.
Speed The negotiated speed of the Ethernet link.
Duplex The communication mode of the switch port.
Transmit Packets The number of Ethernet packets transmitted from this port
Receive Packets The number of Ethernet packets received on this port.

030-300479 Rev. A 87 October 2005




7/

WESTELL
User Guide

030-300479 Rev. A
Draft 1 -10/17/05

UltraLine 11B (Model A90-816030)

16.6.3 Transceiver Statistics

The following settings will be displayed if you select Statistics < Transceiver from the Maintenance menu.

J File Edit “iew Favorit

23 Westell - Discover Better Broadband® - Microsoft Internet Explorer _ O] x| I

es  Jools Help

WESTELL

Disxcover Better Hmlr(l'b(md_;‘_ Home EStalus Voice Settings Diagnostics | Configuration Maintenance Restart | Basic Mode

Maintenance
Login Administration
Event Log
Fireveall Log
Update Device
Remnote Access
Statistics

Ethernet

Switch Ports
W Transceiver

LSB

Woice

ATM

Wireless

Transceiver Transceiver Help
Transceiver Revision : AZpBO18h2.dGa Transceiver Revision : The
vendor D Code D54 transceiver software

Line Mode G.OMT versioh numbetr.

Data Path FAST

Vendor ID Code: The cpe
vendor's D code for their

Transceher Information Down Stream Path Up Stream Path chipset.

D3SL Speed (Khits/Sec) 8064 1024

Margin {dH) B3 6.0 Line Mode: The operatianal

Line Aftenuation (dB) 0o 34 rmode. Modes supported

Transmit Power (dBim) 7.8 125 are Mo Mode, Multi Mode,
T.1413 Mode, G.DMT Mode,
G.LITE Mode

Data Path: The data path
used, either Fast or
Interleaved.

DSL Speed (Kbits/Sec)
The transmission speed of
the DSL line

Margin: The Sighal-to-
Maoise (S where 0dB=a
BER of 1#10-7.

Line Attenuation {(dB): The
DSL line loss

Transmit Power (dBm):
The transmitied sianal =

Transceiver Statistics

Transceiver Revision

The transceiver software version number.

Vendor ID Code

The CPE Vendor’s ID code for their chipset.

Line Mode The operational mode. Modes supported are No Mode, Multi Mode, T.1413
Mode, G.DMT Mode, and G.LITE Mode.
Data Path The data path used (either Fast or Interleaved).

Transceiver Information-Down Stream/Up Stream Path

Down Stream Path

The path from the network to your Gateway.

Up Stream Path

The path from your Gateway to the network.

DSL Speed (Kbits/Sec)

The transmission rate that is provided by your Internet service provider (ISP).

SNR Margin (db)

The Signal-to-Noise Ratio (S/N) where 0 db = a BER of 1x10~, which inhibits
your DSL speed.

Line Attenuation (dB)

The DSL line loss.

Transmit Power (db/Hz)

The transmitted signal strength.
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16.6.4 ATM Statistics

The following settings will be displayed if you select Statistics < ATM from the Maintenance menu.

23 Westell - Discover Better Broadband® - Microsoft Internet Explorer _ O] x| I

J File Edit “iew Favoites Tools Help
WESTELL
Discover Better Broadband | Home Status Voice Settings Diagnostics Configuration Maintenance Restart Basic Mode |
Maintenance ATM ATM Help
Login Administration o
Packet Information PYGC 1 Description: The ATM
Event Log Statistics
Fireveall Log VPIIVCI 0r3s VPI/VCE The YPIRGI
Update Device InErrors 0
In Discard Packets i} In Errors: The number of
Remote Access In Unicast Packets 10546 errar packets received on
Statisti the ATM port
ElIsties In Octets 1508208
Ethernet In Discard Packets: The
y Out Errors ] number of discarded
Switch Ports
- Out Discard Packets o patkel-lessied
ransceiver .
Out Unicast Packets 10405 In Hon Unicast Packets:
use Out Octets 901680 The number of non-Unicast
Vaice packets received on the
AT port.
W ATM
ireless In Unicast Pa[_:kets: The =
number of Unicast packets
received on the ATM port,
In Octets: The nurnber of
bytes received on the ATM
part.
Out Errors: Mumber of
outhound packets that
could hot be transmitted
due to errors B
ATM Statistics

NOTE: Data listed in the OUT column pertains to transmissions from the Gateway’s ATM port to the Internet; the
Gateway is the source. Data listed in the IN column pertains to data received by the Gateway’s ATM port from the
Internet; the Gateway is the destination.

VPI/NCI

Displays the VPI/VCI values obtained from your Internet Service Provider.

In Errors

The number of error packets received on the ATM port.

In Discard Packets

The number of discarded packets received.

In Unicast Packets

The number of Unicast packets received on the ATM port.

In Octets

The number of bytes received on the ATM port.

Out Errors

The number of outbound packets that could not be transmitted due to errors.

Out Discard Packets

The number of outbound packets discarded.

Out Unicast Packets

The number of Unicast packets transmitted on the ATM port.

Out Octets

The number of bytes transmitted on the ATM port.
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16.6.5 Wireless Statistics

The following screen will be displayed if you select Statistics < Wireless from the Maintenance menu.

\ NOTE: The fields in this screen will be blank if no stations are associated with the AP.

| @ Westell - Discover Better Broadband®© - Microsoft Internet Explorer E]@
Fle Edt ‘iew Favorkes Tools Help Links > |f,'
i/
WESTELL
Discover Better Broadband | \ Home | Status | Voice Settings | Diagnostics | Configuration Maintenance Restart Basic Mode \
\ “
Maintenance Wireless Wireless Help

Login Administration
MAC Address(BSSID): The

Event Log ;A\",&\‘,CVMWESS(BSS‘D) 00:1 ;:g?:?;:gb:w MAC Address used by the
Ereian - wireless device
Firewall Log
Update Device In Packets 87 FW Version: The version of
In Bytes 42799 firrmweare loaded into the
Statistics wireless device
InErrors ]
Ethernet
In Packets: The number of
Switch Ports Out Packets 39 successfully received
packets
Trangceiver Out Bytes 140771
Use Out Errors 0 In Bytes: The number of
successfully received
“oice bytes
ATh
) InErrors: The number of
W wireless received packets with an

Efrar.

Out Packets: The number
of successiully transmitted
packets

Out Bytes: The number of
successfully transmitted
hvtes

Wireless Statistics

NOTE: Data listed in the OUT column pertains to transmissions from the AP to a station; the AP is the source. Data
listed in the IN column pertains to data received by the AP; the AP is the destination.

MAC Address (BSSID) This is the Media Access Controller (the hardware address of the Gateway).
It is also the Basic Service Set Identifier (BSSID) for your Gateway.

FW Version The version of application firmware.

In-Packets The number of successfully received packets.

In-Bytes The number of successfully received bytes.

In-Errors The number of received packets with an error.

Out-Packets The number of successfully transmitted packets.

Out-Bytes The number of successfully transmitted bytes.

Out-Errors The number of packets that did not transmit due to an error.
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17. NAT SERVICES

For your convenience, the Gateway supports protocols for Applications, Games, and VPN-specific programs. The
following chart provides port and protocol information for the services supported by the Gateway.

NOTE: To configure the Gateway for a service or application, follow the steps in section 15.2 (Port Forwarding) of
this User Guide.

Applications/Games/VPN Support

Application/Game Port/Protocol
Aliens vs. Predator 80 UDP, 2300 UDP, 8000-8999 UDP
Age of Empires Il: The Conquerors 6073 UDP, 47624 TCP, 2300-2400 TCP/UDP
This service will open up ports for both traffic directions.
Americas Army TCP - 20045
UDP - 1716 to 1718, 8777, 27900
America Online 5190 TCP/UDP
Anarchy Online TCP/UDP — 7012,7013, 7500 -7505
AOL Instant Messenger 4099 TCP, 5190 TCP
Asheron's Call 9000-9013 UDP, 28800-29000 TCP
Battlecom 2300-2400 TCP/UDP, 47624 TCP/UDP
Battlefield 1942 UDP - 14567, 22000, 23000 to 23009, 27900, 28900
Black and White 2611-2612 TCP, 6667 TCP, 6500 UDP, 27900 UDP
Blizzard Battle.net (Diablo I1) 4000 TCP, 6112 TCP/UDP
Buddy Phone 700, 701 UDP
Bungie.net, Myth, Myth Il Server 3453 TCP
Calista IP Phone 3000 UDP, 5190 TCP
Citrix Metaframe 1494 TCP
Client POP/IMAP 110 TCP
Client SMTP 25 TCP
Counter Strike 27015 TCP/UDP, 27016 TCP/UDP
Dark Reign 2 26214 TCP/UDP
Delta Force ( Client and Server) 3568 UDP, 3100-3999 TCP/UDP
Delta Force 2 3568-3569 UDP
DeltaForce: Land Warrior UDP 53
TCP 21
TCP 7430
TCP 80
UDP 1029
UDP 1144
UDP 65436
UDP 17478
DNS 53 UDP
Elite Force 2600 UDP, 27500 UDP, 27910 UDP, 27960 UDP
Everquest 1024-7000 TCP/UDP
F-16, Mig 29 3863 UDP
F-22 Lightning 3 4660-4670 TCP/UDP, 3875 UDP, 4533-4534 UDP, 4660-4670 UDP
F-22 Raptor 3874-3875 UDP
Fighter Ace Il 50000-50100 TCP/UDP
Fighter Ace Il for DX play 50000-50100 TCP/UDP, 47624 TCP, 2300-2400 TCP/UDP
FTP 20 TCP, 21 TCP
GameSpy Online UDP 3783
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UDP 6515

TCP 6667

UDP 12203
TCP/UDP 13139
UDP 27900
UDP 28900
UDP 29900
UDP 29901

Ghost Recon

TCP 80
UDP 1038
UDP 1032
UDP 53
UDP 2347
UDP 2346

GNUtella

6346 TCP/UDP, 1214 TCP

Half Life Server

27005 UDP(client only)
27015 UDP

Heretic Il Server

28910 TCP

Hexen |1

26900 (+1) each player needs their own port. Increment by one for
each person.

Hotline Server

5500, 5503 TCP 5499 UDP

HTTPS 443 TCP/UDP

ICMP Echo 4 ICMP

ICQOLD 4000 UDP, 20000-20019 TCP

ICQ 2001b 4099 TCP, 5190 TCP

ICUII Client 2000-2038 TCP, 2050-2051 TCP, 2069 TCP, 2085 TCP, 3010-3030

TCP

ICUII Client Version 4.xx

1024-5000 TCP, 2050-2051 TCP, 2069 TCP, 2085 TCP, 3010-3030
TCP, 2000-2038 TCP6700-6702 TCP, 6880 TCP, 1200-16090 TCP

IMAP 119 TCP/UDP

IMAP v.3 220 TCP/UDP

Internet Phone 22555 UDP

IPSEC ALG IPSEC ALG

IPSEC ESP PROTOCOL 50

IPSEC IKE 500 UDP

lvisit 9943 UDP, 56768 UDP

JKII:JO (Jedi Knight 11: Jedi Outcast)

UDP - 28070 (default)
UDP- 27000 to 29000

KALI, Doom & Doom Il

2213 UDP, 6666 UDP (EACH PC USING KALI MUST USE A
DIFFERENT PORT NUMBER STARTING WITH 2213 + 1)

KaZaA

1214 TCP/UDP

Limewire

6346 TCP/UDP, 1214 TCP

Medal Of Honor: Allied Assault

TCP 80

UDP 53

UDP 2093

UDP 12201
TCP 12300

UDP 2135

UDP 2139
TCP/UDP 28900

mIRC Chat

6660-6669 TCP

Motorhead Server

16000 TCP/UDP, 16010-16030 TCP/UDP

MSN Game Zone

6667 TCP, 28800-29000 TCP

MSN Game Zone (DX 7 & 8 play)

6667 TCP, 6073 TCP, 28800-29000 TCP, 47624 TCP, 2300-2400
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TCP/UDP This service will open up ports for both traffic directions.

MSN Messenger

6891-6900 TCP, 1863 TCP/UDP, 5190 UDP, 6901 TCP/UDP

Napster 6699 TCP

Need for Speed 3, Hot Pursuit 1030 TCP

Need for Speed, Porsche 9442 UDP

Net2Phone 6801 UDP

NNTP 119 TCP/UDP

Operation FlashPoint 47624 UDP, 6073 UDP, 2300-2400 TCP/UDP, 2234 TCP

Outlaws 5310 TCP/UDP

Pal Talk 2090-2091 TCP/UDP, 2095 TCP, 5001 TCP, 8200-8700 TCP/UDP,
1025-2500 UDP

pcAnywhere host 5631 TCP, 5632 UDP, 22 UDP

Phone Free 1034-1035 TCP/UDP, 9900-9901 UDP, 2644 TCP, 8000 TCP

Quake 2 27910 UDP

Quake 3 27660 UDP

Each computer playing Quakelll must use a different port number,
starting at 27660 and incrementing by 1. You'll also need to do the
following:

1. Right click on the QIlI icon

2. Choose "Properties"

3. In the Target field you'll see a line like "C:\Program Files\Quake
Il Arena\quake3.exe"

4. Add the Quake 111 net_port command to specify a unique
communication port for each system. The complete field should look
like this: "C:\Program Files\Quake 11l Arena\quake3.exe" +set
net_port 27660

5. Click OK.

6. Repeat for each system behind the NAT, adding one to the
net_port selected (27660,27661,27662)

Quicktime 4/Real Audio

6970-32000 UDP, 554 TCP/UDP

Rainbow Six & Rogue Spear

2346 TCP

RealOne Player

TCP - 554, 7070 to 7071
UDP - 6970 to 7170

Real Audio

6970-7170 UDP

Return To Castle Wolfenstein

Default -27960 TCP/UDP
UDP - 27950 to 27980

Roger Wilco TCP/UDP 3782
UDP 3783 (BaseStation)
SIP ALG SIP ALG
ShoutCast Server 8000-8005 TCP
Spinner Radio/Netscape Music TCP - 554
SSH Secure Shell 22 TCP/UDP
Starcraft 2346 TCP

Starfleet Command

2300-2400 TCP/UDP, 47624 TCP/UDP

SOF/SOFII (Soldier of Fortune /
Soldier of Fortune II)

UDP - 28910 to 28915

Telnet

23 TCP

Tiberian Sun & Dune 2000

1140-1234, 4000 TCP/UDP

Tribes2

TCP - 15104, 15204, 15206, 6660 to 6699
UDP - 27999 to 28002

Ultima Online

5001-5010 TCP, 7775-7777 TCP, 8800-8900 TCP, 9999 UDP, 7875
UDP

Unreal Tournament server

7777 (default gameplay port)
7778 (server query port)
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7779,7779+ are allocated dynamically for each helper UdpLink
objects, including UdpServerUplin objects. Try starting with 7779-
7781 and add ports if needed.
27900 server query, if master server uplink is enabled. Home master
servers use other ports like 27500.
Port 8080 is for UT Server Admin. In the [UWeb.WebServer]
section of the server.ini file, set the ListenPort to 8080 and
ServerName to the IP assigned to the router from your ISP.

USENET News Service 143 TCP

VNC, Virtual Network Computing 5500 TCP, 5800 TCP, 5900 TCP

Westwood Online, C&C 4000 TCP/UDP, 1140-1234 TCP/UDP

World Wide Web (HTTP) 80 TCP
443 TCP (SSL)
8008 or 8080 TCP (PROXY)

Yahoo Messenger Chat 5000-5001 TCP

Yahoo Messenger Phone 5055 UDP

Xbox Live 88 TCP/UDP, 3074 TCP/UDP

IPSec Encryption IPSec using AH can not be supported through NAT. IPSec using
ESP and L2TP can be supported via an ALG

L2TP IPSec using ESP and L2TP can be supported via an ALG.

PPTP Works through NAT.
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Data Features

e Network Address Port Translation
DHCP client/server
DNS server/relay
Static Routes
Dynamic Routing with RIP v1 and v2
PPTP/L2TP/IPSEC VPN NAPT passthrough
NAT ALG support for common applications
Stateful Inspection Firewall with logging
Diffserv IP QOS

ADSL WAN

DSL Standards

ANSI T1.413 issue 2

ITU G.992.1 (G.DMT) and S=1/2
ITU G.992.2 (G.lite)

ITU G.992.3 (ADSL2 DMT)

ITU G.992.3 Annex L READSL
ITU G.992.5 (ADSL2+)

ITU G.994.1 (G.HS)

WAN Protocol Features
e Bridge Encapsulation per RFC 1483

e Routed IP over ATM per RFC 2684
e  PPP over Ethernet per RFC 2516
e PPP over ATM per RFC 2364
e  Auto Protocol Detect
ATM Features

e  Multi PVC support

e Auto PVC detect

e CBR, VBR-rt, VBR-nrt and UBR traffic
shaping

e OAM F4/F5 Loop-back

Public LAN Features
e Dedicated DMZ port
e DHCP server
e Bridge mode mapped to a separate PVC

Ethernet LAN
e Four port 10/100 Base-T Ethernet switch
e Auto MDI/MDI-X detection
e VLAN tagging

Wireless LAN
e |EEE 802.11b/g with frame bursting
e WEP and WPA-PSK security

e MAC address filtering
e Upgradable to 802.11i, 802.11e, WME
e High gain removable external antenna

Management
e Web-based GUI
e Remote management via TR-069 or WT-087

System Requirements

Ethernet

e Pentium® or equivalent and above machines

e Microsoft Windows (98 SE, 2000, ME, NT
4.0, or XP), Macintosh OS X, or Linux
installed

e Internet Explorer 4.x or Netscape Navigator
4.x or higher

e Ethernet 10/100 Base-T interface

e TCP/IP Protocol stack installed

Wireless

e Pentium® or equivalent and above class
machines

e Microsofte Windows® (98 ME, 2000, or XP)
or Macintosh® OS X installed

e Operating System CD on hand

e Internet Explorer 4.x or Netscape Navigator
4.x or higher

e 64 MB RAM (128 MB recommended)

e 10 MB of free hard drive space

e |EEE 802.11b/g/g+ PC adapter

Physical Specifications

Dimensions/Weight
e Height: 1.5in(3.81 cm)
e Width: 10.0in (25.4 cm)
e Depth: 6.50in (16.5 cm)
e Weight: Approx. 1.26 Ibs. (0.57 kg)

Environmental
e  Ambient Operating Temperature: +32° to
+104° F (0° to +40° C)
¢ Relative Humidity: 5 to 95%, non-condensing

Network Interface
e WAN: DSL RJ-11 port (to ADSL-provisioned jack)
e LAN: 10/100 Base-T RJ-45 port (to PC or Hub)
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Power
e  Power Adapter:
= Input: AC 120V/
=  Qutput: DC +12V
e Power Consumption: Less than 14W typical
from 120 VAC

LED Indicators

PWR

Ethernet (E1, E2, E3, E4)
WiFi

DSL (DSL2, DSL1)
BONDED

INTERNET

Connectors
e Two DSL: 6-pin (RJ-11)
e Four Ethernet: 8-pin RJ-45

030-300479 Rev. A
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e Power: Barrel connector
e  Wireless IEEE 802.11b/g SMA connector/antenna

Compliance

EMC
e FCC Part 15 Class B, subpart C

Safety

e ANSI/UL 60950-1

e CAN/CSA C22.2 No. 60950-1 First Edition
dated April 1, 2003 with revisions through
November 26, 2003

Regulatory Approval
e UL, CSA, FCC Part 68, ACTA 968-A-3
Industry Canada CS03, GR-1089-CORE
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19. TECHNICAL SUPPORT INFORMATION

Westell Technical Support

If technical assistance is required, contact your Internet service provider first for support. Westell technical support
can be reached by calling:

North America U.K./Europe
Phone: 1-630-375-4500 Phone: (44) 01256 843311

Visit Westell at www.Westell.com to view frequently asked questions and enter on-line service requests, or send
email to global_support@westell.com to obtain additional information.

20. WARRANTY AND REPAIRS

Warranty

Westell warrants this product free from defects at the time of shipment. Westell also warrants this product fully
functional for the period specified by the terms of the warranty. Any attempt to repair or modify the equipment by
anyone other than an authorized representative will void the warranty.

Repairs

Westell will repair any defective Westell equipment without cost during the warranty period if the unit is defective
for any reason other than abuse, improper use, or improper installation, or acts of nature. Before returning the
defective equipment, request a Return Material Authorization (RMA) number from Westell. An RMA number
must be quoted on all returns. When requesting an RMA, please provide the following information:

Product model number (on product base)
Product serial number (on product base)
Customer ship-to address

Contact name

Problem description

Purchase date

After an RMA number is obtained, return the defective unit, freight prepaid, along with a brief description of the
problem to one of the following options:

North America U.K./Europe
Westell, Inc. Westell, Ltd.
ATTN: R.G.M Department Ringway House
750 N. Commons Drive Bell Road
Aurora, IL 60504-7940 USA Daneshill
Basingstoke
RG24 8FB

United Kingdom

Westell will continue to repair faulty equipment beyond the warranty period for a nominal charge. Contact a Westell
Technical Support Representative for details.
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21. PUBLICATION INFORMATION

Westell® UltraLine 11B (Model A90-816030)
Document Part Number 030-300479 Rev. A

Copyright © 2005 Westell, Inc.
All rights reserved.

Westell, Inc.

750 North Commons Drive
Aurora, lllinois 60504 USA
www.westell.com

All trademarks and registered trademarks are the property of their respective owners.
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