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1. PRODUCT DESCRIPTION

Your Westell® UltraLine II VDSL Gateway is designed to provide reliable, high-speed Internet access using a
variety of WAN access methods. The UltraLine II VDSL Gateway supports wireless 802.11b/g and Ethernet
networking interfaces and functions as a modem enabling you to connect multiple PCs on your LAN to the Internet.
The 802.11 wireless interface allows you to establish a secure wireless connection with mobile computing devices.
To experience the Internet using your UltraLine II VDSL Gateway, simply connect the hardware, apply power, and
perform the simple software configuration for your Internet connection.

‘Hereafter, the Westell® UltraLine II VDSL Gateway will be referred to as the “Gateway” or the “Modem.” ‘

2. SAFETY INSTRUCTIONS

The following important safety instructions should be applied when using your telephone equipment.

IMPORTANT: Please save these instructions.

Do not use this product near water, for example, near a bathtub, washbowl, kitchen sink or laundry tub, in a
wet basement or near a swimming pool.

Avoid using a telephone (other than a cordless type) during an electrical storm. There may be a remote risk
of electric shock from lightning.

Do not use the telephone to report a gas leak in the vicinity of the leak.

Do not connect this equipment in an environment that is unsuitable.

Never install any telephone wiring during a lightning storm.

Never install telephone jacks in wet locations unless the jack is specifically designed for wet locations.
Never touch non-insulated telephone wires or terminals unless the telephone line has been disconnected at
the network interface.

Use caution when installing or modifying telephone lines.

YN\

Risk of electric shock. Voltages up to 140 Vdc (with reference to ground) may
be present on telecommunications circuits.

030-300237 Rev. A 4 August 2006
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3. REGULATORY INFORMATION

3.1 FCC Compliance Note

(FCC ID: CH8A908260XX)

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15
of the Federal Communication Commission (FCC) Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can radiate radio
frequency energy, and if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which can be determined by
turning the equipment OFF and ON, the user is encouraged to try to correct the interference by one or more of the
following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and the receiver.

Connect the equipment to a different circuit from that to which the receiver is connected.
Consult the dealer or an experienced radio/TV technician for help.

Modifications made to the product, unless expressly approved by Westell Inc., could void the users’ right to
operate the equipment.

PART 68 — COMPLIANCE REGISTRATION

This equipment is designated to connect to the telephone network or premises wiring using a compatible modular
jack that is Part 68 compliant. An FCC compliant telephone cord and modular plug is provided with the equipment.
Refer to the installations instructions in this User Guide for details.

A plug and jack used to connect this equipment to the premises wiring and telephone network must comply with the
applicable FCC Part 68 rules and requirements adopted by the ACTA. A compliant telephone cord and modular plug
is provided with this product. It is designed to be connected to a compatible modular jack that is also compliant.
Refer to the installation instructions in this User Guide for details.

If this terminal equipment (Model 826010) causes harm to the telephone network, the telephone company may
request you to disconnect the equipment until the problem is resolved. The telephone company will notify you in
advance if temporary discontinuance of service is required. If advance notification is not practical, the telephone
company will notify you as soon as possible. You will be advised of your right to file a complaint with the FCC if
you believe such action is necessary. If you experience trouble with this equipment (Model 8§26010), do not try to
repair the equipment yourself. The equipment cannot be repaired in the field. Contact your ISP, or contact the
original provider of your equipment.

The telephone company may make changes to their facilities, equipment, operations, or procedures that could affect
the operation of this equipment. If this happens, the telephone company will provide advance notice in order for you
to make the modifications necessary to maintain uninterrupted service.

If your home has specially wired alarm equipment connected to the telephone line, ensure that the installation of this
equipment (Model 826010) does not disable your alarm equipment. If you have questions about what will disable
alarm equipment, consult your telephone company or a qualified installer. This equipment cannot be used on public
coin phone service provided by the telephone company. Connection of this equipment to party line service is subject
to state tariffs.

030-300237 Rev. A 5 August 2006
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3.2 Canada Certification Notice

The Industry Canada label identifies certified equipment. This certification means that the equipment meets certain
telecommunications network protective, operations and safety requirements as prescribed in the appropriate
Terminal Equipment Technical Requirements document(s). The department does not guarantee the equipment will
operate to the user’s satisfaction.

This equipment meets the applicable Industry Canada Terminal Equipment Technical Specification. This is
confirmed by the registration number. The abbreviation, IC, before the registration number signifies that registration
was performed based on a Declaration of Conformity indicating that Industry Canada technical specifications were
met. It does not imply that Industry Canada approved the equipment. The Ringer Equivalence Number (REN) is 0.0.
The Ringer Equivalence Number that is assigned to each piece of terminal equipment provides an indication of the
maximum number of terminals allowed to be connected to a telephone interface. The termination on an interface
may consist of any combination of devices subject only to the requirement that the sum of the Ringer Equivalence
Numbers of all the devices does not exceed five.

Before installing this equipment, users should ensure that it is permissible to be connected to the facilities of the
local Telecommunication Company. The equipment must also be installed using an acceptable method of
connection. The customer should be aware that compliance with the above conditions may not prevent degradation
of service in some situations. Connection to a party line service is subject to state tariffs. Contact the state public
utility commission, public service commission, or corporation commission for information.

If your home has specially wired alarm equipment connected to the telephone line, ensure that the installation of this
equipment (Model 826010) does not disable your alarm equipment. If you have questions about what will disable
alarm equipment, consult your telephone company or a qualified installer.

If you experience trouble with this equipment (Model 826010) do not try to repair the equipment yourself. The
equipment cannot be repaired in the field and must be returned to the manufacturer. Repairs to certified equipment
should be coordinated by a representative, and designated by the supplier. Refer to section 20 in this User Guide for
further details. The termination on an interface may consist of any combination of devices subject only to the
requirement that the sum of the Ringer Equivalence Numbers of all the devices does not exceed five.

Operation of this equipment (Model 826010) is subject to the following conditions: (1) This device may not cause
harmful interference, and (2) This equipment must accept any interference received, including interference that may
cause undesired operation.

To reduce potential radio interference to users when a detachable antenna is used with this equipment the antenna
type and its gain should be so chosen that the equivalent isotropically radiated power (EIRP) is not more than that

required for successful communication.”

Users should ensure, for their own protection, that the electrical ground connections of the power utility, telephone
lines, and internal, metallic water pipe system, if present, are connected together. This precaution may be

particularly important in rural areas.
& CAUTION &

Users should not attempt to make such connections themselves, but should contact the appropriate
electrical inspection authority, or electrician, as appropriate.

030-300237 Rev. A 6 August 2006



W

WESTELL

User Guide

UltraLine IT VDSL - Draft 1
030-300237 Rev. A
8/8/06

UltraLine II VDSL Gateway (Model 826010)

4. NETWORKING REQUIREMENTS

The following system specifications are required for optimum performance of the Gateway via 10/100 Base-T

Ethernet or Wireless.

CONNECTION TYPE

MINIMUM SYSTEM REQUIREMENTS

ETHERNET
(E1,E2,E3,E4)

Pentium® or equivalent class or higher and above machines

Operating System:

Microsoft Windows 98 SE or

Microsoft Windows ME or

Microsoft Windows 2000 (all versions and service packet levels) or
Microsoft Windows XP (all versions and service packet levels) or
Microsoft Server 2003 (all versions and service packet levels) or
Macintosh OS X 10.1 or later or

Linux installed

Internet Explorer 5.x or later, Netscape 7.x or later. Browsers must use
HTTP 1.1 or later

Operating System CD on hand

64 MB RAM (128 MB recommended)

10 MB of free hard drive space

Ethernet 10/100 Base-T Network Interface Card (NIC)

WIRELESS
IEEE 802.11¢g

Pentium® or equivalent class or higher machines

Operating System:

Microsoft Windows 98 SE or

Microsoft Windows ME or

Microsoft Windows 2000 (all versions and service packet levels) or
Microsoft Windows XP (all versions and service packet levels) or
Microsoft Server 2003 (all versions and service packet levels) or
Macintosh OS X 10.1 or later or

Linux installed

Internet Explorer 5.x or later, Netscape 7.x or later. Browsers must use

HTTP 1.1 or later

Operating System CD on hand

64 MB RAM (128 MB recommended)
10 MB of free hard drive space

IEEE 802.11b/g PC adapter

030-300237 Rev. A
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5. HARDWARE FEATURES

5.1 LED Indicators

This section explains the LED states and descriptions of your Gateway. LED indicators can be used to verify the
Gateway’s operation and status.

LED States and Descriptions

LED State Description
Solid Green Gateway power is ON.
POWER Solid Red Gateway is in reset mode.
OFF Gateway power is OFF.
Powered device is connected to the associated port (includes
Solid Green devices with wake-on LAN capability where slight voltage is
ETHERNET supplied to an Ethernet connection).
(LAN) Flashing Green 10/100 Base-T Ethernet LAN activity is present (LAN traffic in
El, E2, E3, E4 either direction).
OFF Gateway power is OFF, no cable or no powered device is
connected to the associated port.
Solid Green Wireless is enabled and functioning.
WIRELESS Flashing Green | Wireless LAN activity present (traffic in either direction).
Off Wireless is disabled or not functioning.
Solid Green Power on and synchronized with ISP’s VDSL equipment
Flashing Green | VDSL is attempting to sync.
VDSL Solid Amber Gateway is in safe-boot mode.
Solid Red VDSL line is failing to sync at the physical layer.
Off Power off, No VDSL signal detected.
Solid Green Internet link established.
IP connection established and IP Traffic is passing through
device (in either direction).
Note: If the IP or PPP session is dropped due to an idle timeout,
! the light will remain solid green, if an ADSL connection is still
Flashing Green
present.
If the session is dropped for any other reason, the light is turned
TN T OFF. The light will turn red when it attempts to reconnect and
DHCP or PPP fails).
Device attempted to become IP connected and failed (no DHCP
Solid Red response, no PPP response, PPP authentication failed, no IP
address from IPCP, etc.).
OFF Gateway power is OFF, Gateway is in Bridge Mode, or the
connection 1s not present.
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8 August 2006




UltraLine II VDSL- Draft 1
/ 030-300237 Rev. A
WESTELL 8/8/06
User Guide UltraLine II VDSL Gateway (Model 826010)

5.2 Cable Connectors and Switch Locations

e  Wireless IEEE 802.11b/g SMA connector and antenna

e VDSL connector (RJ-11)

e (4) Ethernet connectors (RJ-45)

e Reset push button

e  Power connector (barrel)

e On/Off power switch

e  Wireless IEEE 802.11b/g SMA connectors and antennas

Figure 1. Rear View of UltraLine II VDSL

a H

VDSL 12Ve==

[ 3] B E4

POWER
N o [9]
T‘ 3 T T A
WIRELESS VDSL \ETHERNET RESET 12 VDC POWER WIRELESS
ANTENNA (E1, E2, E3, E4) BUTTON SWITCH ANTENNA

5.3 Connector Descriptions

The following chart displays the connector types for the VDSL modem.

SYMBOL NAME CONNECTOR TYPE FUNCTION
Wireless ANTENNA SMA Connects to wireless IEEE 802.11b/g device.
VDSL VDSL RI-11 Connects from a VDSL-equipped telephone jack or

modem to the UltraLine II VDSL modem.

(EEITEI; l}I;IEg 4) RJ-45 10/100 Base-T Ethernet Connection to PC or Hub.

POWER Barrel Connection to DC (12V) Power Connector.

030-300237 Rev. A 9 August 2006
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6. INSTALLING THE HARDWARE

6.1 Installation Requirements

IMPORTANT: Please wait until you have received notification from your Internet service provider (ISP) that your
VDSL line has been activated before installing your Gateway and software.

To install your VDSL Gateway, you will need one of the following:

e Network Interface Card (NIC) installed in your PC
o IEEE 802.11b/g adapter
e Active VDSL line

6.2 Before you begin

Make sure your kit contains the following items:

e Westell® UltraLine II VDSL Gateway

e 12 VDC Power Supply

e RJ-45 Ethernet cable

e RIJ-11 telephone cable

e (2) SMA antennas

e Westell CD-ROM containing User Guide in PDF format
e  Quick Start Guide

6.3 Microfilters

DSL (Digital Subscriber Line) signals must be blocked from reaching each telephone, answering machine, fax
machine, computer modem or any similar conventional device. Failure to do so may degrade telephone voice quality
and DSL performance. Install a microfilter if you desire to use the DSL-equipped line jack for telephone, answering
machine, fax machine or other telephone device connections. Microfilter installation requires no tools or telephone
rewiring. Just unplug the telephone device from the baseboard or wall mount and snap in a microfilter, next snap in
the telephone device. You can purchase microfilters from your local electronics retailer, or contact the original
provider of your DSL equipment.
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6.4 Hardware Installations

IMPORTANT:

1. Before you connect via 10/100 Base-T, you must have an available Ethernet card installed in your computer.
If your Ethernet card does not auto-negotiate, set it to half duplex. Refer to the Ethernet card manufacturer’s
instructions for installing and configuring your Ethernet card.

2. When using a Microfilter, confirm that the VDSL RJ-11 phone cable is connected to the DSL port of the
DSL/HPN non-filtered jack.

3. Westell recommends the use of a surge suppressor to protect equipment attached to the power supply. Use
only power supply provided with your kit.

4. Additional Ethernet cables may be required depending on the installation method you are using. Ethernet
cables and filters can be purchased at your local computer hardware retailer.

6.4.1 Installation via Ethernet

To network the Gateway using an Ethernet only installation, you will need to do the following:

1. Connect the power supply cord to the power connector marked 12 VDC on the rear panel of the Gateway. Plug
the other end of the power supply into an AC wall socket, and then turn on the power switch.

2. Connect the Ethernet cable (provided with your kit) from any one of the four Ethernet jacks marked
ETHERNET on the rear panel of the Gateway to the Ethernet port on your computer. Repeat this step to
connect up to three additional PCs to the Gateway.

NOTE: Use any of the four Ethernet jacks on the Gateway’s rear panel; each jack serves as an Ethernet switch.

3. Connect the RJ-11 phone cable from the connector marked VDSL on the rear panel of the Gateway to the
VDSL-equipped jack on the wall. Please use the RJ-11 phone cable that was provided with your kit.

IMPORTANT: If you use a microfilter, you must plug the RJ-11 phone cable from the Gateway into the DSL
port of the microfilter.

4. Check to see if the Gateway’s POWER LED is solid green. This indicates that the Gateway is powered on.

5.  Check to see if the Gateway’s ETHERNET LED is solid green. Solid green indicates that the Ethernet
connection is functioning properly. Check the ETHERNET LED for each Ethernet jack to which you are
connected at the rear of the Gateway.

6. Check to see if the Gateway’s VDSL LED is solid green. This means the VDSL connection is working
properly.
7. After you have logged in to you account and established an Internet connection, as explained later in section 8§,

check to see if the Gateway’s INTERNET LED is solid green. Solid green indicates that the Internet link has
been established. (Flashing green indicates the presence of IP traffic.)

Congratulations! You have completed the Ethernet installation for your Gateway. Next, proceed to section 8 for
instructions on configuring your Gateway for Internet connection.
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6.4.2 Connecting PCs via Wireless

IMPORTANT:

1. If you are connecting to the Gateway via a wireless network adapter, the SSID must be the same for both the
Gateway and your PC’s wireless network adapter. The default SSID for the Gateway is the serial number of the
unit (located below the bar code on the bottom of the unit and also on the Westell shipping carton). Locate and
run the utility software provided with your PC’s Wireless network adapter and enter the SSID value. The PC’s
wireless network adapter must be configured with the SSID (in order to communicate with the Gateway) before
you begin the connection setup and configuration procedures. Later, for privacy you can change the SSID.

2. Client PCs can use any Wireless 802.11b/g certified card to communicate with the Modem. The Wireless card and
Gateway must use the same security code type. If you use WPA-PSK or WEP wireless security, you must
configure your computer’s wireless adapter for the security code that you use. You can access the settings
in the advanced properties of your wireless network adapter.

3. Be sure to enter the default WEP key into your wireless adapter. The WEP key is located below the barcode on
the bottom of your Gateway.

To network the Gateway to additional computers using wireless installation, you will need to do the following:

1. Ensure that an 802.11b/g wireless network adapter has been installed in each PC on your wireless network.
2. Install the appropriate drivers for your Wireless IEEE802.11b or IEEE802.11g adapter.

3. Orient the antenna in the proper configuration on the antenna connector. Then, tighten the antenna knob to lock
it into place. Do this for both antennas.

4. Connect the power supply cord to the power connector marked 12 VDC on the rear panel of the Gateway. Plug
the other end of the power supply into an AC wall socket, and then turn on the power switch.

5. Connect the Ethernet cable (provided with your kit) from any one of the four Ethernet jacks marked
ETHERNET on the rear panel of the Gateway to the Ethernet port on your computer. Repeat this step to
connect up to three additional PCs to the Gateway.

NOTE: Use any of the four Ethernet jacks on the Gateway’s rear panel; each jack serves as an Ethernet switch.

6. Connect the RJ-11 phone cable from the connector marked VDSL on the rear panel of the Gateway to the
VDSL-equipped jack on the wall. Please use the RJ-11 phone cable provided with your kit.

IMPORTANT: If you are using a microfilter at the wall jack, you must plug the RJ-11 phone cable from the
Gateway into the DSL port of the microfilter.

7. Check to see if the Gateway’s POWER LED is solid green. This indicates that the modem is powered on.

8. Check to see if the modem’s ETHERNET LED is solid green. Solid green indicates that the Ethernet
connection is functioning properly. Check the ETHERNET LED for each Ethernet jack to which you are
connected at the rear of the VDSL modem.

9. Check to see if the modem’s WIRELESS LED is solid green. This means that the Wireless interface is
functioning properly. (Flashing green indicates the presence of Wireless IP traffic in either direction.)

10. Check to see if the Gateway’s VDSL LED is solid green. This means the VDSL connection is working
properly.
11. After you have logged in to your account and established an Internet connection, as explained later in section 8,

check to see if the modem’s INTERNET LED is solid green. Solid green indicates that the Internet link has
been established. (Flashing green indicates the presence of IP traffic in either direction.)

Congratulations! You have completed the Wireless installation for your Gateway. Next, proceed to section 8 for
instructions on configuring your Gateway for Internet connection.
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7. SETTING UP MACINTOSH OS X

As of 8/3, this section is TBD. Delfino will review this section and provide feedback in a

couple of weeks.
This section provides instructions on how to use Macintosh Operating System 10 with the Modem. Follow the
instructions in this section to create a new network configuration for Macintosh OS X.

IMPORTANT: Macintosh computers must use the Gateway’s Ethernet installation. Refer to section 6, “Installing
the Hardware.”

7.1 Opening the System Preference Screen

After you have connected the Westell Gateway to the Ethernet port of your Macintosh, click the “Apple” icon in the
upper-right corner of the screen and select System Preferences.

=

" Grab File Edit Captu

About This Mac
Get Mac OS5 X Software. ..

System Preferences. ..
Dock >
Location [

Recent Items >
Force Quit...

Sleep
Restart
Shut Down

Log Out... g 18]

7.2 Choosing the Network Preferences

After selecting System Preferences..., from the previous screen, the System Preferences screen will be displayed.
From the System Preferences screen, click the Network icon.

- System Preferences

__J - LI

pra—

e

Show all Displays Sound Startup Disk Metwork

Drag your favorite preferences to the toolbar abov

i ~ s Tl e
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7.3 Creating a New Location

After selecting the Network icon at the System Preferences screen, the Network screen will be displayed. Select
New Location from the Location field.

86 C Metwork
i« = H E D
| L ™, ; {S—
Show All  ©  Displays Sound Startup Disk Metwork
Location + Automatic i

Configure: Internal Modem

Edit Location...

[ TCP/P PP ProwIEs | Woder |

7.4 Naming the New Location

After selecting New Location from the Network screen, the following screen will be displayed. In the field labeled
Name your new location:, change the text from “Untitled” to “Westell.” Click OK.

Name your new location:

Westell

All users of this computer will be able to
choose this location in the Apple menu
without entering a password.

f Cancel ¥ £ oK
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7.5 Selecting the Ethernet Configuration

If you clicked OK in the preceding screen, the Network screen will be displayed. The Network screen shows the
settings for the newly created location. From the Configure field in the Network screen, select Built-in Ethernet.
Click Save.

NOTE: Default settings for the Built-in Ethernet configuration are sufficient to operate the Modem.

806 Network
w = & B >
Show all  : Displays Sound Startup Disk Network
Location: = Westell ﬂ
Configure  Internal Modem :
Built-in Ethernet
‘oxies | Modem
o = Advan(ed = = = = 2
P e
Configure: = Using PPP ?i

7.6 Checking the IP Connection

To verify that the computer is communicating with the Gateway, follow the instructions below.

1.  Go to the “Apple” icon in the upper-right corner of the screen and select System Preferences.

2. From the System Preferences screen, click the Network icon. The Network screen will be displayed.
3. From the Configure field in the Network screen, select Built-in Ethernet.

4. View the IP address field. An IP address that begins with 192.168.1 should be displayed.

NOTE: The DHCP server provides this IP address. If this IP address is not displayed, check the Gateway’s wiring
connection to the PC. If necessary, refer to section 5 for hardware installation instructions.

SRR Netwark

W = & @

Show All Displays Sound Startup Disk Network
Location: | Westell 59
Configure: | Built-in Ethernet T‘!

Frcenp ) preot | AppleTalk | Proxies |

Configure: = Using DHCP G
Demain Name Servers (Optional)
IP Address: [ 192.168.1.15
(Provided by DHCP server)
DHCP Client ID:
{Oprional) Search Domains (Optional)
Ethernet Address: 00:30:65:e1:84:ba
Example: apple.com, earthlink.net
@ Click the lock to prevent further changes. Save

030-300237 Rev. A 15 August 2006



UltraLine IT VDSL—- Draft 1
030-300237 Rev. A
WESTELL 8/8/06

User Guide UltraLine II VDSL Gateway (Model 826010)

7.7 Accessing the Gateway’s User Interface

To access your Gateway’s user interface from your Macintosh, first start your web browser. Next, type
http://dslrouter/ in the browser’s address bar and press Enter on your keyboard.

4 X M §# & = e

Back Refresh Harne S huteFill Print Mail

(@ nttp ¢ fdsirouter /

@ Live Horme Page 2 Apple Support @ Apple Store @ iTonls @ [WETRN=R @ Microzoft MacTopia @ Office for Macintosh @ MEN

4l

-

g

After you have accessed the Gateway’s user interface, the following screen will be displayed. Proceed to section 8 to
confirm you VDSL sync, set up your connection profile, and connect to the Internet.

2 Westell - Discover, Better Broadband@ - Microsoft Internet Explorer

File Edit ‘“iew Favorites Tools  Help :'

I
: Address |@ http: /{192,168, 1,254/welcome. htrl "l &
WESTELL
Dixcover Better Broadband —l Home | Status | Diagnostics Restart Advanced Mode [
Home Connection Connection Help

* Connection )
i WWAN Connect: Displays
Connection Summary VAN Connection  Dowin the current status of the

VDSL Line Status  Up WAN connection. The WAN

connection must show a
state of "Up" in order for the

Gateway to communicate
with your service providers'

netwark.
VYDSL Bearer Traffic Type Rate Down Rate Up AT T TR T
B0 ATH 100.001 Mbps 65.723 Mbps “Connection Name"
Connection Name PPP Status displays the Gateway's 1

connection profile. The
MainFFP Down connection profile contains
information that the
Gateway needs to
establish a connection to
waur [SP.

PPP/Connection Status:
The"PPP Status" or
"Gonnection Status” (hased
upon protocal) colurmmn will
show a status of "Up" ifthe
gateway is currently using

that profile to communicate. %

@ Dane L] ® Internet
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8. CONFIGURING YOUR GATEWAY FOR INTERNET CONNECTION

This section explains the procedures for accessing your VDSL Gateway, setting up you connection profile, and
establishing a WAN connection with you Internet service provider (ISP). Refer to this section whenever you need to
access or make changes to your Gateway or Firewall settings.

8.1 Accessing your VDSL Gateway

IMPORTANT: Your Gateway has the capability of automatically sensing protocol type (DHCP or PPPoE). This
process is designed to start after you have connected your Gateway. To access the Gateway, your PC must be
configured for DHCP. Refer to your Microsoft Windows help screen for information on configuring your computer
for DHCP. Click Start, then click Help to access the Microsoft Windows help screen.

To access your VDSL Gateway, start your web browser and then type the following IP address in the browser’s
address bar:

http://192.168.1.254

After you type the IP address, press Enter on your keyboard. The following screen will appear. Next, proceed to
section 8.2 to confirm your VDSL sync.

2 Westell - Discover Better Broadband@ - Microsoft Internet Explorer,

: Flle Edt View Favorites Tools  Help ;','
 ddress | 22] httpf{192, 168 1,254 Welcame. hel v B
7
WESTELL
Discover Better Broadband [ Home Status Diagnostics Restart Advanced Mode
~
Home Connection Connection Help

> Cannection .
) WAN Connect: Displays
Connection Summary WAN Connection  Down the current status ofthe
VDSL Line Status  Up WAN connection. The WAR
connection must shov a
state of "Up" in order for the
Gateway to communicate
with your service providers®
network

VDSL Bearer Traffic Type Rate Down Rate Up R

BO ATM 100.001 Mbps 65.723 Mhps "Connection Name"
Connection Name PPP Status msplay? the Gart‘ew_le_lx's
) connection profile. The

MainPPP Down connection profile contains
infarmation that the
Gateway needs to
establish a connection to
your [SP,

PPPiConnection Status:

The "PPP Status" or
"Connection Status” thased
upan pratocol} calurmn will
show a status of "Up" ifthe
gateway is currently using

that profile to communicate. %

&] Dore 0 @ Internet
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8.2 Confirming Your VDSL Sync

Your Gateway must first establish a VDSL sync with your service provider’s equipment in order to have Internet
access. To determine if your Gateway has established a VDSL sync, check the following:

e At the front of the Gateway, check to see if the Gateway’s VDSL LED is solid green. Solid green indicates
that a VDSL sync has been established. (The VDSL LED may flash while the connection is being
established.)

e At the Connection screen, check the VDSL Line Status. If the status displays Down, you do not have a
VDSL connection. If the Rate Down/Rate Up fields display numeric values, a VDSL sync has been
established, and the VDSL Line Status should display Up.

IMPORTANT: Confirm that the VDSL Line Status displays Up before proceeding with the Gateway’s
configuration. If you do not have a VDSL sync, first check your physical connections (refer to section 6, “Installing
the Hardware,” if needed). Then, if the problem persists, contact your ISP for further instructions.

After you have confirmed that your VDSL Line Status is UP, proceed to section 8.3, “Setting Up Your Connection
Profile.”

NOTE: If your Gateway has established a VDSL sync and if you are connecting via DHCP, follow the instructions
provided by your Internet service provider to connect to the Internet. However, if you are connecting to the Internet
via PPP, proceed to section 8.3 to set up your connection profile.

2 Westell - Discover, Better Broadband® - Microsoft Internet Explorer

: File Edit Wiew Favorites Tools Help lﬂ"

| Address | @] hitp:ff192. 168, 1,254/ welcome. hkml v ' Go

WESTELL

Divcover Better Broadhand H Home | Status | Diagnostics Restart Advanced Mode [

Home Connection Connection Help

W Connection _
) WWAN Connect: Displays
Connection Summary VAN Connection  Down the current status of the
VDSL Line Status  Up WAN connection. The WAN
connection must show a
state of "Up" in order for the
Gateway to communicate
with your service providers'
netwark

VWDSL Bearer Traffic Type Rate Down Rate Up Connection Name: The

BO AT 100.001 Mbps 65.723 Mbps "Connection Mame"

Connection Name PPP Status giosnpr::ziotnepiaﬂtliw'?ﬁ;

MainPPP Dewn connectian prafile containg
infarmation that the
Gateway neads to
establish a connection to
your |SP.

PPP/Connection Status:

The "PPP Status” or
"Connection Status" (hased
upon protocaly colurmn will
show a status of "Up" ifthe
gateway is currently using

that profile to communicate.

@'] Dione L B Internet
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8.3 Setting Up Your Connection Profile

After you have confirmed your VDSL sync, you are ready to set up your connection profile. When connecting to the
Internet via PPP, you will use your connection profile to identify yourself to your ISP. Connection profiles can be
associated with specific service settings such as connection settings or NAT services, enabling you to customize
your Gateway for specific users.

IMPORTANT: Before you set up a connection profile, obtain your Account ID and Account Password from your
Internet service provider. You will use this information when you set up your account parameters. If you are at a
screen and need help, refer to the Help section located at the right of the screen.

Click Edit to begin your profile set up.

23 Westell - Discover, Better Broadband@ - Microsoft Internet Exploren E‘
 File Edit ‘View Favorites Tools  Help |','
 nddress @] hktp:/192, 168, 1254/ Welcome htrl v B
WESTELL
Diveover Better Broadband ﬂ Home | Status | Diagnostics Restart Advanced Mode [
AN . "
Home Connection Connection Help
W Connection )
} WAHN Connect: Displays
Connection Surrmary WWAN Connection  Down the currant status of the
VDSL Line Status  Up WAN connection. The YWAN
connection must show a
state of "Up" in order for the
Gateway to communicate
with your senice providers'
network.
VYDSL B Traffic T Rate D Rate U
earer raffic Type € hown elp Connection Name: The
BO ATM 100.001 Mbps 65.723 Mbps "Connection Name"
Conhnection Name PPP Status Slnsnlﬂ :\éﬁ;rﬁepmiw-?ﬁ
MainFPF Down connection profile contains
infarmation that the
Gateway needs to
establish a connection to
your ISP
PPP/Connection Status:
The "PPP Status” or
"Connection Status" (based
upon protocal) colummn will
show a status of"Up" ifthe
gateway is currently using
that profile fo communicate. %
ﬁj Done L # Internet

If you clicked Edit, the following screen will be displayed. This screen enables you to add new connection profiles
or to edit existing connection profiles in your account. The Connection Name field enables you to enter the desired
name that you wish to use for each profile that you set up. You may create and store up to eight unique connection
profiles in your Gateway, which you can use once you establish a PPP session with your ISP.

Profile Parameters include:

e Connection Name-the Connection Name is a word or phrase that you use to identify your account.
(You may enter up 64 characters in this field.)

e Account ID-the Account ID is provided by your Internet Service Provider.
(You may enter up 255 characters in this field.)

e Account Password-the Account Password is provided by your Internet Service Provider.
(You may enter up 255 characters in this field.)
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At the Edit Connection screen, complete the following steps to set up your connection profile:

1. Type your Connection Name, Account ID and Account Password in the fields provided. The Account
Password field will be masked with asterisks for security.

NOTE: The Connection Name is the name that you will use for this connection profile. The Account ID
and Account Password are provided by your Internet service provider.

2. At the field labeled Connection, select the connection type (Manual, On Demand, Always On) that you
want to associate this Connection Name. The factory default Connection Name is “MainPPP. The factory
default connection setting is “Always On.” You can change the default connection setting, if desired.
(Connection settings are explained in the following table.)

3. Select the MRU Negotiation and LCP settings that you want to use for this connection. For details on these
settings, refer to the following table.

4. Click Save to save any changes that you have made to this screen.

Click Back to return to the main Connection screen.

NOTE: If you click Back before you click Save, the previously saved settings will remain active, and any
recent changes that you have made to this screen will not take effect. You must click Save to save the settings.

A Westell - Discover Better Broadband@) - Microsoft Internet Explorer

© File Edit Wiew Favorites Tools  Help N

: Address ﬁj http: /{192, 168.1. 254 Welcome. hitml

WESTELL
Discover Better Broadband _| | Home | Status | Diagnostics Configuration Maintenance | Restart | Basic Mode [
AN ) .
Home Connection Connection Help

W Connection .
This screen allows you to

change your connection
settings.

Edit Connection “MainPFP"

Connection Surmmary

Connection Name tainPPF

Enable: It checked this

Account ID

Provided by vour ISP connection page)
Account Password ||
P Connection Name:
Frovided b 18P
" rowiaed oy yaur Mickname for the default
Connection Omanual O 0nDemand & Always On ST e
MRU Negotiation @ Enabled O Disabled Gatesway will USE. You may
LCP Echo (*)Enabled ) Disahled use any name you like.
B LGF Beho Failures (1-30) Account ID: The Account 1D
30 LCF Echo Duration (5-300) supplied by your ISP.
5 LCP Echo Retry Duration (5-300)

User provicied hame for connection profile.

Log Debug Messages [

Save Back werifies your identity to the
5P
Manual'On v

profile is enabled(Not
available on the MainPPP

Account Password: The
Account Password is a key
phrase or text string which
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Connection

Edit Connection

Factory Default = MainPPP
The name of the default connection profile. Westell recommends that you use the
Default parameter.

Connection Name

This field allows you to enter a new connection name of your choice (up to 64
characters).

Account ID

The account ID (provided by your Internet service provider).

Account Password

The account password that you are using to connect to your Internet service
provider (provided by your Internet service provider).

Connection Factory default = Always On
Manual: Selecting this feature allows you to manually establish your PPP
session.
On Demand: Selecting this feature allows the Modem to automatically re-
establish your PPP session on demand anytime your PC requests Internet activity
(for example, browsing the Internet, email, etc.). When you have traffic, it may
cause a delay.
Always On: Selecting this feature allows the Modem to automatically establish a
PPP session when you log on or if the PPP session goes down.

MRU Negotiation Factory Default = Enabled
When Enabled, the Maximum Received Unit (MRU) will enforce MRU
negotiations.
If Disabled, this function will not be activated.

LCP Echo Factory Default = Enable
If ‘Disabled’ is selected, this option will disable the Modem LCP Echo
transmissions.

LCP Echo Failures Factory Default = 6
Indicates number of continuous LCP echo non-responses received before the PPP
session is terminated. This value must be between 1 and 30 inclusive.

LCP Echo Duration Factory Default = 30
The interval between LCP Echo transmissions with responses. This value must
be between 5 and 300 seconds inclusive and greater than or equal to the Retry
Duration.

LCP Echo Retry Duration Factory Default =5
The interval between LCP. Echo after no response.
This value must be between 5 and 300 seconds inclusive.

Log Debug Messages Factory Default = Disabled

When Enabled (box is checked), the Modem will send log debug messages to the
syslog server.
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8.4 Establishing a WAN Connection

If you clicked Save (to save your connection profile) and then clicked Back in the preceding Connection screen, the
following Enter Network Password screen will be displayed. Type the default User Name (which is bellsouthtech)
and default Password (which is bel 1sOuth) into the fields provided. Click OK to continue.

IMPORTANT: Notice the 1’s and the 0 used the network password. You must enter this network password before
you can establish a WAN Connection. Your Internet service provider will provide you with these values.

T 1 If
a BES)
Iz
A D) e 3 = 25
o 2 Iﬂ Igl ul 7 b « e v ‘A& @5nagl:
Stop Refresh  Home Search  Fawortes  Histary Mail Frint Edit Messenger

address | @] http: {192,168, 1,254 Welcome bl Links (&) WireSpeed Data Gateway tes

v

WESTELL

Discover Better Broadband | Home Enter Network Password
- A -
Home Con n @ This secure Webh Site [at 192 168.1.254] requires you to log on Connection Help
’ Connection ] Please type the User Mame and Password that you use for Westell, This screan allows youto
Connection Sumrmary Edit Cor] change your connection b ll tht h
Ui || = < settings. elisou eC
Connection P
Password < Enableri-ehoeked-i
‘ profile is enabled(Mot bel lsouth
Account ID [~ Save this password in your password list available on the MainFPF
connection page).
Account P2 Cancel
Connection Name:
Connection Mickname for the default
2 connection thatthe
MRU Negotiation @ Enabled O Disabled Gateway will USE. You may
LCP Echo @Enabled O Disabled BB G e o e
5 LCR:Echofallires (1:30) Account ID: The Account ID
Ell LCP Echao Duration (5-3000 supplied by your ISP
& LCP Echao Retry Duration (5-300)

Log Debug Messages O Account Password is a key
phrase or tex string which
Save Back werifies your identity to the
o o 3
@] Opening page http:ff192, 168, 1,254 /goformfgenericForm. .. [11] & Internet

Account Password: The

After you have entered your network name and password and clicked OK in the preceding screen, the following
Connection screen will appear. At the Connection screen, confirm that the WAN Connection field displays Up.
When WAN Connection displays Up, this means that you have established a PPP session with your Internet service
provider (ISP). If WAN Connection displays Down, ensure that the VDSL Line Status field displays Up, and then
click Connect to establish a PPP session with your ISP. After a PPP session has been established, the WAN
Connection field should display UP. (Note: The VDSL Line Status must be Up in order to establish WAN
connectivity.)

IMPORTANT: Whenever the WAN Connection field displays Down, you do not have a PPP session established.
If your Gateway’s connection profile is set to “Always On” or “On Demand,” after a brief delay, the PPP session
will be established automatically and the WAN Connection field will display Up. If the connection setting is set to
“Manual,” you must click the Connect button to establish a PPP session. Once the PPP session has been established
(WAN Connection displays UP), you can proceed with your Gateway’s configuration. (Refer to the preceding Edit
Connection screen if you desire to change your connection settings.) The factory default connection setting is
“Always On.”
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The following screen displays Up in the PPP Status field. This indicates that MainPPP is the active connection
profile and that you have established a PPP session with your ISP.

NOTE: If you experience problems establishing a WAN Connection, contact your ISP for further instructions.

A Westell - Discover Better Broadband® - Microsoft Internet Explorer,

File Edit View Favorites Tools  Help I
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If you click the Stats button, the following screen will be displayed. This screen displays the statistics for the
selected PPP connection. When you have finished viewing this screen, click Back.

A Westell - Discover Better Broadband® - Microsoft Internet Explorer FEX
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After a PPP session has been established, you can browse the Internet. For example, to visit BellSouth’s home page,
type http://bellsouth.com in your browser’s address bar, and then press Enter on your keyboard.

2 BellSouth - Phone service, DIRECTY, Cingular Wireless, DSL Internet - Microsoft Internet Explorer,
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When you are ready to return to the Gateway’s interface, type http://192.168.1.1 in your browser’s address bar, and
then press Enter on your keyboard. Next, proceed to section 9, “Basic Mode,” to begin the basic configurations of

your Gateway.
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8.5 Disconnecting Your WAN Connection

If you have finished browsing the Internet and want to disconnect from your Internet service provider, click
Disconnect in the Connection screen.

CAUTION: If you click Disconnect, this will disconnect the Gateway from the Internet, and Internet access for all
users connected to the Gateway will be down until the WAN connection (PPP session) is re-established. The WAN
Connection field will display Down; however, your VDSL sync will not be affected, VDSL Line Status will remain
Up. If you want to end your VDSL session, simply power down the Gateway via the power switch on the Gateway’s
rear panel.

2 Westell - Discover Better Broadband® - Microsoft Internet Explorer

File Edit ‘“iew Favorites Tools Help I
address @] htpy {192, 165, 1,254/ welcame, htrl v B
WESTELL
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Home Connection Connection Help

W Connection
WAN Connect: Displays
Connection Summary WAN Connection  Lip the current status ofthe
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@'] Opening page httpiff192,16&, 1,254 /htmifhome_ConnectHidden, asp...  Internet

When you are ready to re-establish a WAN connection, click Connect and wait a brief moment for the WAN
Connection to display UP. If you powered down your Gateway, you must first power up the Gateway, and then log
in to your connection profile to establish a WAN connection, as explained in section 8.4, “Establishing a WAN
Connection.”

NOTE: When you are ready to exit the Gateway’s interface, click the X (close) in the upper-right corner of the
screen. Closing the screen will not affect your PPP Status or your WAN connection. When you are ready to restore
the Gateway’s screen, you must launch your Internet browser and type http://192.168.1.1/ in the browser’s address
bar, and then press Enter on your keyboard.
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9. BASIC MODE

The following sections explain the basic configurations of your Gateway. The Gateway’s web pages contain a main
navigation menu, displayed at the top of the screens. As you navigate through the various pages of the Gateway, the
active page that you have selected from the menu options will appear in the left corner of the screen. The submenu
options for that page will appear in the left-side navigation menu, as shown below. A red arrow will be displayed
adjacent to the active submenu option. Please note that the values displayed in this User Guide might differ from the
actual values reported by your Gateway. If you are at a screen and need help, refer to the Help section displayed on
the right side of the screen. Additional details are displayed in the tables below the screens.

Some screens require that you save your settings. To save your settings, click the Save button. To discard changes
that you have made to the screen, click the Discard button. If you click the Discard button, the previously saved

settings will be displayed in the screen.

=
2l Westell - Discover Better Broadband@ - Microsoft Internet Exploren

i Fle Edt View Favortes Tools Help e
: Address | €] http:i192.168. 1,254 Welcome. himl W a Go

WESTELL

Discover Betier Broadband w Status | Diagnostics | Conﬂguration‘m'mm
m Connection Connection Help
onnection
i IAN Connect: Displays
Connection Summg WAN Connection  Up
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X -
\ Submenu Options Help Section / Main Menu

Wbl connection The dWhiah]
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10.1 Connection

The following screen will be displayed if you select Home > Connection from main menu. The Connection screen
provides information about your Gateway’s connections. As explained in section 8, when the VDSL and WAN
connection fields display UP, you have established a connection with your ISP and can browse the Internet,

NOTE: The values displayed in

this User Guide might differ from the actual values reported by your Gateway.

‘2l Westell - Discover Better Broadband@ - Microsoft Internet Explorer

© Fle Edt view Favorites  Tools

- Address | @] http: (192, 168, 1, 254/ welcome. bt b ' o

Help ":l

r,,

WESTELL
Discover Better Broadhard _| Home | Status | Diagnostics Restart Advanced Mode ’-
} -
Home Connection Connection Help
) Connection )
) WaN Connect: Displays
Connection Summary VAN Connection  Lip the current status of the

VDSL Line Status  Up WAN connection. The WAR
cannection must show a
state of "LIp" in order for the
Gatewsay 1o comrmunicate
with your service providers'

network,
YDSL Bearer Traffic Type Rate Down Rate Up AU .
B0 ATM 100.001 Maps  B4.723 Mbps "Connection Name"
Connection Name PPP Status displays the Gateway's

connection profile. The

MainFPF Un connection profile contains
information that the
Gateway needs to
estahlish a connection to
your ISP

PPP/Connection Status:

The "PPP Status" or
"Connection Status” (hased
upon protacal) column will
show a status of "Up" ifthe
gateway is currently using

that profile to communicate. ¥

&] Done @ Internet
Connection
WAN Connection Displays status of your WAN connection.
VDSL Line Status Displays the status of your VDSL connection.
VDSL Bearer The VDSL bearer that carries the data transmission.
Traffic Type The medium over which data is transmitted.
Rate Down/Rate Up The downstream/upstream rate of the data transmission.
Connection Name The Connection Name is from the connection profile that you set up in section 8.3.
PPP Status Up = WAN connection (PPP session) is established.
Down = WAN connection is not established.
Connect/Disconnect Click Connect to establish a WAN connection.
Click Disconnect to disconnect a WAN connection.
Edit Click Edit to edit or add a connection profile. Refer to section 8.3. for details on
connection profiles.
Stats Click Stats to view statistical information about your WAN connection.
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10.2 Connection Summary

The following screen will be displayed if you select Home > Connection Summary from the menu options. Refer
to this screen for information about your Gateway’s connections.

2 Westell - Discover Better Broadband@ - Microsoft Internet Explorer

© File Edt Wiew Favorites Tools  Help "
| Address (@] hitp: /192, 168.1,254/Welcome html v| B
"W
WESTELL
Discover Betier Broadband _‘ Home | Status ‘ Diagnostics | Restart Advanced Mode [
AN . .
Home Connection Summary Connection
Connection Summary Help
VYDSL Line Info Rate (DowniU 100.001 Mhps /65.723 Mbps
® Connection Summary { 2 n R Internet IP Address: The IP
address of your YWestell
Internet IP Address 172162100 Gateway's VAN side
Internet IP Gateway  172.16.1.1 cannection to the Internet
Primary DHS 05171 265 as pravided by your ISP,
Secondary DNS

Internet IP Gateway: The IP
address of your 1SP's

User ID techsup@westell gateway server to the
Connection Mode PPPoE Internet as provided ky your
Connection State Up ISP

Connection Up Time  0:d, 00:h, 03:m, 025
Primary DNS: The [P
address of your ISP's
Device's IP Address  192.168.1.254 Primary DNS server to the
Internet as provided by vour
18P

Secondary DNS: The [P
address of your 1SP's
Secondary DNS server to
the Internet as provided by

your ISP,
@LI Done [m # Internet
Connection Summary
Internet IP Address The WAN side or Gateway’s IP address to the Internet. Provided by your Internet

service provider.

Internet IP Gateway

The IP address of your ISP’s server to the Internet. Provided by your Internet
service provider.

Primary DNS The IP address of your ISP’s primary DNS server. Provided by your Internet
service provider.

Secondary DNS The IP address of your ISP’s secondary DNS server. Provided by your Internet
service provider.

User ID The same as your Account ID. Provided by your Internet service provider.

Connection Mode

The Gateway’s mode of connection to your ISP. The protocol can either be PPPoE
or Routed IP.

Connection State

The Gateway’s PPP connectivity status to the Internet. The VDSL state and WAN
connection must be Up in order for connection state to be Up.

Connection Up Time

The duration of your PPP time status. This time field tells how long the Gateway
has had a PPP connection established, displayed in the format of
(days:hours:minutes:seconds).

Device’s IP Address

The IP address on the LAN side of your Gateway.
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11.1 About

The following screen will be displayed if you select Status > About from the menu options. This screen displays the
manufacturer’s information about your Gateway.

2 Westell - Discover, Better, Broadband® - Microsoft Internet Exploren

}‘r

o=l

© File Edit Tools  Help
! address |éj hittp: /{192, 168, 1,254 fwelcame, html "| o
WESTELL
BDiscover Better Broadband ﬂ Home | Status Diagnostics Restart Advanced Mode [
AN . .
Status About About Help
> About
. Gateway Type: The
LA Devices Gateway Type UltraLine2 rmanufacturer's text
. Model Number A90-326010-07 description for the unit, i.e
Wireless Stations Serial Number 06B406789585 Modern, Router ete
Software Version WER:01.00.00.01
Buout Loader WER.01:04:20 Modem Humber: The
INI File D9E-000156-D0_DIV (&) m;g?f;?;ﬁres d;”vfc”ee'
MAC Address 00:0F:DBEACEBE :
arranty Date 06292008 Serial Mumber: The
manufacturer's serial
numher of the device.
Software Version: The
manufacturer's processing
application software
wersion numhber far the
device.
Boot Loader: The
manufacturer's boot loader
software version number
forthe device.
INIFile: The manufacturer's
?Ej Done 0 Inkernet
About
Gateway Type The manufacturer’s description for this device.
Model Number The manufacturer’s model number.

Serial Number

The manufacturer’s serial number.

Software Version

The version of the application software and the build date.

Boot Loader The manufacturer’s boot loader software version number.
INI File The manufacturer’s INI information for the device.

MAC Address Media Access Controller (MAC) i.e., hardware address.
Warranty Date The warranty start date for this device.
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11.2 LAN Devices

The following screen will be displayed if you select Status > LAN Devices from the menu options. This screen
displays all the devices connected to your LAN.

2} Westell - Discover, Better, Broadband® - Microsoft Internet Explorer,

° File Edt View Favorites Tools  Help -
 Address |g‘| http:/{192. 168.1. 254/ welcame bt "| e
I ”/
WESTELL
Diveover Better Broadband _| Home | Status Diagnostics Restart Advanced Mode ’-
Status Lan Devices Lan Devices Help
About s ;
Description: Displays the
* LAN Devices IP Address MAC Address Name current devices the modem
Wireless Stations 1071681 234 000107 60:E3:9F TEGHSSUPP hesleanibaesialy
IP Address: This is the
assigned IP address of the
device on your LAN.
Ethernet MAC address:
This is the assigned
Ethernet MAC {i.e.,
hardware) Address ofthe
device on your LARN.
Mame: This is the device's
assigned name provided to
the Gateway through DNS
lookup
@‘I Done L] 0 Inkernet
LAN Devices
IP Address The assigned IP address of the networking devices on your LAN.
MAC Address The assigned Ethernet MAC (i.e., hardware) address of the networking devices on
your LAN.
Name The computer’s assigned name provided to the Gateway through DNS lookup. (The
computer name or the IP address may be displayed in this field.)
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The following screen will be displayed if you select Status > Wireless Stations from the menu options. This screen
displays the information about the wireless stations that are associated with your Gateway.

NOTE: The Station and MAC Address fields in this screen will be blank if no wireless stations are associated with

your Gateway.

3 Westell - Discover Better Broadband® - Microsoft Internet Explorer O] x| I
J File Edit Yiew Favorites Tools Help
WESTELL
Dixcover Better Broadband F‘ Home | Status Diagnostice
Status WLELEE AL Lan Devices Help
About e ;
} Description: Displays the
LAM Devicas Station  MAC Address current devices the modem
X X has found on your LAN
" Wireless Stations 1 00:03:C9:4F 1 266
IP Address: This is the
assigned IP address ofthe
device on your LAN.
Ethernet MAC adidress:
This i= the assigned
Ethernet MAC (i.e.,
hardware) Address of the
device an your LAN.
Name: This i5 the device's
assigned name provided to
the Gateway through DNS
lookup.
Wireless Stations
Station A number indicating the order in which stations have accessed the
Gateway. This list can contain a maximum of 10 stations.
MAC Address The Media Access Controller (MAC) address (i.e., the hardware address

of the associated station). This is a unique number entered into the WLAN
device’s permanent memory during production. A station’s MAC address
is typically printed on the card or can be viewed using the card’s
configuration utility.
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12. DIAGNOSTICS

The following screen will be displayed if you select Diagnostics from the menu options. This screen allows you to
run diagnostic tests on your Gateway.

23 Westell - Discover Better Broadban Microsoft Internet Explorern
© Flle Edit view Favorites Tools  Help l’;'
© pddress | @] http:ff192. 168, 1,254 Welcome. bl B . G@o
WESTELL
Discover Better Broadband —‘ Home ‘ Status ‘ Diagnostics Restart Advanced Mode [
FAN — J .
Diagnostics Diag nostics Diagnostics Help

) Diagnostics
This page provides tnols

Connection Status for diagnosing PPP
WAN Connection Up connection problems.
PPPoE connected Some tests depend onthe
modem status and the
capahilities exercised by
previous tests, and
DNS e ek R e
host name modem status and the
capabilities exercised by
previous tests, and
PING R AR RN T
1P address modemn status and the
or host name capahilities exercised by
previous tests, and
tharafara vaw nnt ha min
Trace Route therefare may nat be run
Trace Route
5 Fha hops Connection / Status

Ethernet WAN
The modern status checks
the Ethernet vAnN
connection. The following
is a list ofthe possible
tesponses:

TestResulls

Up

The maodern is operating
correctly and has
achieved link state on the
Ethernet YuAR.

Down

a3 Explanation: The modem

A e cemeettn P

é;‘] [ﬁ 8 Internet

e Torun a DNS test, type the appropriate host name in the field provided, and then click Test.
e Torun a PING test, type the appropriate IP address or host name in the field provided, and then click Test.

e To run a Trace Route, type the appropriate IP address or host name in the field provided, and then click Trace.
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If you click Test All, the following screen will be displayed, and the results will be displayed in the window labeled

Test Results.

2 Westell - Discover Better Broadband® - Microsoft Internet Explorer,

File Edit ‘“iew Favorites Tools  Help ;','
address | ] http:i/192.168.1.254/welcome. htrl v B
WESTELL

Dixcover Better Brrrm.’h(md._’-l Home ‘ Status | Diagnostics Restart Advanced Mode [
-~ -~

Diagnostics Diagnostics Diagnostics Help
’ Diagnastics B This page provides tools

Connection Status for diagnasing PP

WAN Connhection Un connection problems.

PPPOE connected Some tests depend on the
modem status and the
capabilifies exercised by
previous tests, and

DNS carnplete AR A RP U T e
wanwr yahoo com host name modem status and the
capabilifies exercised by
previous tests, and
PING success AR RO T e
IP address modem status and the
ot google.com orhast name capabilities sxercised by
previous tests, and
Trace Rowe R e
Trace Route
3 mnax hops Connection / Status
Ethernet WAN
The modem status checks
Test Resuits the Ethernet VAN
connection. The following
|»—— DHNS Test Results —-—— -~ is a list ofthe possible
Server: resolverl.guest.net responses:
Address: 205.171.3.65
Up
Hare : www . yahoo ., akadns . net N "
Address: 209.73.186.238 I;';ggﬁvd:ﬂﬁa?malmg
achievad link state onthe
—-—— PING Test Results -—-— Ethernet YWWAN
PING wuw.l.google.com (72.14.203.104): 56 dats bytes
64 bytes from 72.14.203.104: icmp seq=0 ttl=245 b Down
] Exp\anatl_nn'The madermn &
&] Dore B Intermet
Diagnostics
The first line displays WAN Connection. This the type of connection used to
establish your Internet connection.
The second line displays the protocol used to establish the session and the status
of the session. This is a specific format used for transmitting data on your ISP’s
. network to access the Internet. You ISP will inform you of the protocol to use
Connection

for your Internet connection.

Possible Responses:

PPPoE — Point-to-Point protocol over Ethernet
Bridge — Bridging protocol

Routed IP — Routed IP protocol

Status

The first line displays the status of the physical interface connection.
Possible Responses:

Up — The interface connection is Up.

Down — The interface connection is Down.

The second line indicates the status of the protocol.
Possible Responses:

Connected — The protocol is connected.
Disconnected — The protocol is disconnected.

Test Description / Test Results

DNS

Performs a test to try to resolve the name of a particular host. The host name is
entered in the input box.
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Possible responses are:

Success: The Router has successfully obtained the resolved address. The IP
address is shown below the host name input box.

No Response: The Router has failed to obtain the resolved address.

Host not found: The DNS Server was unable to find an address for the given
host name.

No data, enter host name: No host name is specified.

Could not test: The test could not be executed due to the Router’s settings.
Check your DSL sync or your PPP session. You must have both a DSL sync
and a PPP connection established to execute a PING.

IP Address

IP Address of the Host Name.

PING
(via IP Address or Host Name)

Performs an IP connectivity check to a remote computer either within or beyond
the Service Provider’s network. You can PING a remote computer via the IP
address or the DNS address. If your PING fails, try a different IP or DNS
address.

Possible responses are:

Success: The Remote Host computer was detected.

No Response: There was no response to the Ping from the remote computer.

No name or address to PING: No host name or IP address was specified.

Could not test: The test could not be executed due to the Router settings. Check
your DSL sync or your PPP session. You must have both a DSL sync and a PPP
connection established to execute a PING.

Trace Route

Determines the route taken to destination by sending Internet Control Message
Protocol (ICMP) echo packets with varying IP Time-To-Live (TTL) values to
the destination. Trace Route is used to determine where the packet is stopped on
the network.

Max hops

The number of hops from the Router to the specified destination.

Test All

Allows you to run a full diagnostic test.
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13. RESTART

The following screen will be displayed if you select Restart from the menu options.

e To erase your stored configuration settings, click the check box labeled Reset device to configuration to
factory defaults (a check mark will appear in the box). Next, click the Restart to restart the Gateway.

e To reset the Gateway without erasing your store configuration settings, leave the box uncheck and click
Restart.

IMPORTANT: If you check mark the box, all of your configuration settings will be lost, and the Gateway will be
reset to factory default settings when you click Restart.

‘A Westell - Discover, Better Broadband@ - Microsoft Internet Explorer

: File Edit View Favorites Tools  Help

 address | http:f192,168.1, 254/ Welcome html N 2
f ”/ -
WESTELL
Discover Better Broadband _‘ Home | Status ‘ Diagnostics Restart Advanced Mode [
Restart Restart Device Restart Device Help

B Restart Device )

Two restart aptions are

O Reset device configuration to factory defaults provided. If you wish to
resetvour device to its
ariginal factory settings,
check the box laheled

Click the "Restart” button to restart the device. "Reset device configuration
to factory defaults” and click
the "Restart’ button.

Ifyou wish to perorm a
device restart while
retaining the device's
current configuration
settings, leave the bax
unchecked and click the
"Restart’ hutton

Clicking the "Restart'
hutton is functionally
equivalent to physically
turning the power off and
on to the device. Restarting
may he useiul for
recovering from situations
where the device is
petfarming abnormally.

@'] Done 0 Internet

After you click the Restart button, the following pop-up screen will be displayed. Click OK to continue. Click
Cancel if you do not want to restart the Gateway.

Microsoft Internet Explorer PX|

\"‘{/ Are you sure wou wank bo restark?

[ Ok, l [ Cancel
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If you clicked OK in the preceding pop-up screen, the following screen will be displayed. Please wait a brief

moment for your Gateway to restart. After your Gateway has restarted, the Edit Connection screen will be
displayed.

2l Westell - Discover Better Broadband@ - Microsoft Internet Exploren E\lﬁl@\
Fle Edt Wew Favortes Tools Help Iz
address | ] hktp:}/192, 166, 1,254/ Welcome. html "| Go

WESTELL

Discover Better Broadband || Home ‘ Status | Diagnostics Restart Advanced Mode
Restart Restart Device Restart Device Help

» Regtart Device

Two restart options are
provided. fyou wish to

Please wait for your device to restart. resetyour device o its
ofiginal factory sefings,
check the box labeled

Time remaining until restant completes semmﬁs "Resetdevice configuration
to factory defaulls” and click
the "Restart’ button,

Ifyou wish to perforrm a
device rastart while
retaining the device's
current configuration
Settings, leawe the box
unchecked and click the
“"Restart" huttan.

Clicking the "Restart'
button is functionally
equivalent to physically
turning the power off and
onto the device. Restarting
may be useful for
recovering from situations
whers the device is
perfarrming abnormally.

&) Done: B Internet

At the Edit Connection screen, confirm that the PPP Status field displays Up before proceeding with your
Gateway’s configuration.

2 Westell - Discover Better Broadband® - Microsoft Internet Explorer CEx
P File Edit  Wiew Favortes Tooks  Help e
 Address @ httputi 192, 168, 1,254 Welcome, htrl v\ Go
WESTELL
Discover Better Broadbund || Home | Status ‘ Diagnostics Restart Advanced Mode |
AN . .
Home Connection Connection Help
* Connection .
5 WAN Connect: Displays
Connection Surmmary WAN Connection  Un the current status ofthe
VDSL Line Status ~ Up WYAN connection. The WAN
connection must show a
=tate of "Up" in order far the
Gatewsy o communicate
with your service providers®
network
VDSL Bearer Traffic Type Rate Down Rate Up O Tis
Bo AT 100.001 Mbps B6.273 hibps "Cannection Mame"
Connection Name PPP Status maplavla e Gart‘ew_?:‘s
X cannection profile. The
LE Up connection profile contains
infarmation that the
Gateway needs to
establish a connection to
wour ISP,
PPPiConnection Status:
The "PPF Status" or
"Connection Status" (hased
upon pratocol} colummn will
show a status of "Up" ifthe
gateway is currently using
that profile to communicate
ConnectDisconnect »
{&] Dore B Internet

NOTE: If you have chosen to reset the Gateway to the factory default configuration, you must set up your
connection profile and establish your connection as previously explained in section 8.3 “Setting Up Your
Connection Profile.” Until then, the WAN connection field will display Down.
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14. ADVANCED MODE

The basic operations of your Gateway were discussed earlier in this User Guide and provided details on the Home,
Status, Diagnostics, and Restart features. For instructions on configuring any of these features, refer to the Basic
Mode sections (beginning with section 9). The remainder of the document will discuss the advanced configurations
of your Gateway.

IMPORTANT: If you change any of the settings in the screens, you must click the Save button to allow the
changes to take effect. If you click Discard, the screen will refresh and the previously saved settings will be
displayed.

To configure the advanced operations of your Gateway, first select Advanced Mode from the menu options.

2 Westell - Discover Better Broadband® - Microsoft Internet Explorer

o

File Edt View Favorites  Tools  Help 5
Address \g‘] http:/192.168. 1.254/Welcome, html V‘ Ga

WESTELL

Discover Better Broadband -‘ Home ‘ Status ‘ Diagnostics Resta Advanced Mode [
VAN ) ;
Home Connection Ton Help

W Connection
N WWAN Connect: Displays
Connection Summary WAN Connection  Up the current status of the
VDSL Line Status ~ Up WHAN connection. The YWAN
connection must show a
state of "Up" in order for the
Gateway to communicate
with your service providers'
network,

VDSL Bearer Traffic Type Rate Down Rate Up Connection Name: The

BO ATM 100.001 Mbps 6273 Mbps "Connection Mame"

Connection Name PPP Status displays the Gateway's
connection profile. The

MainPFF Un cannection profile contains
infarmation that the
Gateway needs to
establish a connection to
your ISP,

PPPiConnection Status:
The "PPP Status” ar
"Connection Status" (hased
upon protocol) column will
show a status of"Up" ifthe:
gateway is currently using
that profile to communicate

ConnectDisconnect v

&] pone & Internet

After you click Advanced Mode, the main menu options for Advanced Mode will be displayed. Select the desired
main menu option, and then select from the submenu options displayed at the left of the screen.

2 Westell - Discover Better Broadband@ - Microsoft Internet Explorer

: File Edt View Favorites Tools Help

: Address |ﬂj http 1192, 168, 1,254 Melcome, html

WESTELL
Discover Better Broadband | | Home | Status | Diagnostics ( Configuration ‘ Maintenance estart ‘ Basic Mode [
LN R — y
Configuration Firewall Firewa
. Fireweall High:
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15. CONFIGURATION

15.1 Firewall Configuration

The following screen will be displayed if you select Configuration > Firewall from the menu options. If you
change any settings in this screen, you must click Save to save the settings.

The firewall enforces rules about what network traffic is allowed to enter or leave your computer or network. The
firewall comes with some preconfigured rules and you can add more rules, if desired. After the rules are in place, the
firewall examines all network traffic and drops the traffic if the rules prohibit it.

2 Westell - Discover Better, Broadband® - Microsoft Internet Explorer
File Edit View Favorites Tools  Help "

Address | @] httpiff192.168.1. 254 welcome html v B

WESTELL

Dixcover Better Broadhand i Home Status Diagnostics Configuration Maintenance Restart Basic Mode
~ ~ -~
Configuration Firewall Firewall Help
W Firewall 5
. High: 'With high security, all
Port Forwarding Gantrol outhound traffic initiated fram within the local network traffic ather than Mail,
) ) Inbound traffic may be controlled by configuring Port Forarding Mews, WWeb, FTP, and
Part Triggering O High Blocks all outgoing traffic except Mail IFSEC will be blocked. The
Mews, Web, FTP and IPSEC high security setting cannot
ALG i
s high, sni s he madified and will ignare
PI}QP © Medium ame as high, end user can set custom changes to the NAT
ort Inggenng fules through NAT configuration IPSEC will be blocked. The
Only known security holes are protected high security setting cannot
ALG OLow he modified and will ignore
\Eﬂ,lp ch_aﬂgestu 1'he NA‘[
O o Alltrafic is allowed. be modified and will ignore
1GMP changes to the NAT
- _ configuration
LAN Firewall Logging
DHCFR Medium: By default,
Log all permitted inbound traffic O rmedium firewall security is
DMS L 1 tted outhound trafi identical to high security.
06 all permitied outhound brate O However, mediurm sacurity
Fublic LAM Log all blocked inhound traffic O allows customization
through NAT configuration,
IP Passthrough
Is] Log all blocked outhound traffic O which may allow additional
Static NAT Log trafiic specified in rules O traffic to pass.
Fart Mapping Log administrative access O Low: The low security
Spanning Tree setting will allow all traffic
Remote Logging except for known attacks.
WAN Unsalicited inbound trafiic
on the WAN is still
WDSLATM Enahle O discarded

Vs
Remaote IP Address Save
Off: The firewall is

003 disabled. All outgoing trafiic
VPN 4 € >
&) Done B Interner
Security Level
High High security level only allows basic Internet functionality. Only Mail, News,
Web, FTP, and IPSEC are allowed. All other traffic is prohibited.
Medium Like High security, Medium security only allows basic Internet functionality

by default. However, Medium security allows customization through NAT
configuration so that you can enable the traffic that you want to pass.
Low Factory Default = Low
The Low security setting will allow all traffic except for known attacks. If
security is set to Low, the Gateway will be visible to other computers on the
Internet.
Off Firewall is disabled. (All traffic is passed)

Firewall Logging
Log all permitted inbound traffic | Factory Default = Disabled
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If Enabled (box is checked), this function will be activated.

Log all permitted outbound Factory Default = Disabled

traffic If Enabled (box is checked), this function will be activated.

Log all blocked inbound traffic Factory Default = Disabled

If Enabled (box is checked), this function will be activated.
Log all blocked outbound traffic | Factory Default = Disabled

If Enabled (box is unchecked), this function will be activated.

Log traffic specified in rules Factory Default = Disabled
If Enabled (box is checked), this function will be activated.
Log administrative access Factory Default = Disabled
If Enabled (box is checked), this function will be activated.
Remote Logging

Remote firewall logging allows the firewall logs to be sent to a machine running a syslog server*. If you wish to
save the firewall logs, enable this feature (check mark the box), and enter the IP address of the syslog server.
*Note: The syslog server must be configured t listen on UDP port514, which is usually the default. In addition,
the syslog server should be configured to save the logs to a file.

Enable Factory Default = Disable

If Enabled (box is checked), the modem will send firewall logs to a syslog
server.

Remote IP Address The IP address of the syslog server machine to which the diagnostics logs will
be sent. Note: Enabling, disabling, or changing the remote logging IP address
will clear the existing logs.

15.2 Port Forwarding Configuration

The following screen will be displayed if you select Configuration > Port Forwarding from the menu options.
Port Forwarding enables you to set up the Gateway’s port forwarding attributes for the services that you want to add
to your profile.

M Westell - Discover Better Broadband@ - Microsoft Internet Explorer

Fie Edit Wiew Favorites Tools  Help "
adldress 4] hitp:f/192,188.1,25%/welcome. il v e
WESTELL

Discover Better Broadband I Home Status Diagnostics Configuration Maintenance Restart Basic Mode
~ ~
Configuration Port Forwarding Port Forwarding Help
Firewall - )
) ) Description: This option
’ Port Forwarding Mo Port Forwarding Services are Enabled allows you to farward a
range of YWAN ports to an [P
Port Triggering Service address on the LAN
SelectA Service 3 Displayed are the currently
ALG Name
active "Pont Farwarding
IGMP Serice". You can add more
pre-defined semices (or
LAR create your own Senices)
by selecting the appropriate
DHCF entry in the "Service Name"
DNE select bo
Public LAN Service: This is the name
IF Fassthrough ofthe senvice that is active.
Static NAT LAN IP Address: This is the
IP address of a machine on
Fort Mapping your LAN to Forward the
Spanning Tree pons to, or "Dynamic" if the
semvice was activated as a
WA “Dynamic” service
WDSL AT
Details: Clicking this button
Y5 will & more detail
description of the selected
Qos Semice.
YPH > >
&l L1 # Internet
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To set up port forwarding, select a service from the Service Name drop-down menu.

NOTE: You may add an unlimited numbers of services to your connection profile.

File

2 Westell - Discover Better Broadband® - Mic|

Edit Wiew Favorites  Tools  Help

i Address g']http:HlQZ.lsB.l2544’We\come.htm\

WESTELL

it
Age of Empires |l The Conguerars
AMENCas Arrmy

Ametica Onling

Anarchy Online

ADL Instant Messenger
Asheran's Call

Batllecam

Batilefield 1342

Black and White

Blizzard Battlie.net (Diakla )

Discover Better Broadband || Home Status |Buddy Phone Maintenance ‘ Restart | Basic Mode |
= Bungie.net, Myth, Myth Il Server =
N B Calista IF Phane .
Configuration Port Fi{ciixMetsirame Port Forwarding Help
Firewall Client POP/MAP
Clignt SMTP Description: This option
> Port Forwarding NoPort Forw! -0 oy Strike allows you to forward a
Port Ti Dark Reign range of VWAN parts to an 1P
ort Triggering Service Delta Force (Clientand Server) address on the LAN.
ALG Name Delta Force 2 D\sp\aﬂyed are the currently
Delta Force: Land YWarrior active "Port Forwarding
1GMP DNE Service". You can add mare
Elite F pre-defined semices (or
LARN E\LEEI’E]SS:S? Create your own Senices)
N by selecting the appropriate
DHEP F-16, Mig 29 entry in the "Service MNarme"
DNS E’gg :—q‘gh(t”lm] 3 select box
-22 Raptar
Fublic LAN Fighter Ace I 2 Service: This is the name
IF Passthrough ofthe senvice that is active.
Static NAT LANIP Address: This is the
IP address of a machine on
Fort Mapping your LAN to Forward the
Spanning Tree pors to, or*Dynamic” if the
service was activated as a
WVAN "Dynamic service
YDEL ATM ~
Details: Clicking this button
WCs will a more detail
description of the selected
w08 service.
WP b »

#® Tnternet

After you have selected a service name from the Service Name drop-down menu, the following Port Forwarding —
Add an Application Service screen will be displayed. Enter the appropriate IP address or machine name in the fields
provided and then click Add Service. Repeat these steps to add additional services to your profile.

2 Westell - Discover Better Broadband: - Microsoft Internet Explorer

=S
ﬂr

i Fle Edit View Favorkes  Toos  Help
{ fiddress | ] hitp: 192,168, 1,254 welcome il v d G
WESTELL
Discover Better Broadband || Home | Status ‘ Diagnostics | Configuration ‘ Maintenance ‘ Restart ‘ Basic Mode |
~ ~
Configuration Port Forwarding Application Port
8 Forwarding Help
Firawall fanfi, -
rewa - Add an Application Service
> Port Forwarding Description: This is the
Pre-Defined Application
Port Triggering 3
— " senices. Use this screen
ALG Application Aliens vs. Predator to Add Pre-Defined
Protocol Start Port End Port LAN Port port application to your Port
IGMP Direction Forwarding semvice list
LA udp 80 a0 a0 dst
udp 2300 2300 2300 dst Application: The name of
DHCP udp Bo00 fristet] 8000 dst the selected application
DNS Protocol: IP Protocol type.
Public LAN IP address 192.168.1.180 OR 192168.1.180 + valid tynes are
Dynamic Application []
IP Passthrough # TCP: Transmission
Static MAT Cantrol Protacal.
Add Senvice « UDP: User Datagram
Port Mapping Protocal.
" + BOTH: BOTH
gpanning Tree Transmission Contral
AR Protocol and User
Datagrarm Protocal
WOSLATH
Vos Start Port: The starting IP
Fortnumbet far Incaming
Qos WWAN Packets
WPN b} v

 Internet
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Application Protocol The IP Protocol type that is assigned to this service.
Start Port The start port that is assigned to the service
End Port The end port that is assigned to the service
LAN Port The LAN port that is assigned to the service.
Port Direction The traffic direction assigned to the service.
IP Address The LAN IP address or the machine name assigned to your service
Dynamic Application Factory Default = Disabled
If Enabled (box is checked), this will only allow outgoing connections
from any local PC.
If Disabled, packets will be forwarded to the designated local PC.

If you clicked Add Service, Port Forwarding will be updated and the following screen will be displayed. To view
the details of a service that you have added, click the Details button adjacent to the service you want to view.

2 Westall - Discover Better Broadband® - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help
Address ﬁj http:ff192, 168, 1,254 Welcome, html
WESTELL
Discover Better Broudpand || Home | Status | Diagnostics | Configuration Maintenance | Restart | Basic Mode [
A\ . .
Configuration Port FonNarding Port Forwarding Help
Fireweall o )
B Description: This option
> Part Forwarding Service LAN IPAddress allows you to forvard a
Port Tri . range of WAN ports to an 1P
rt
ot Triggenng Aliens vs. Predatar 182.168.1.160 BEIEEE En i LA
ALG D\gplayed are the cgrrently
America Online 192.168.1.234 active "Fort Forwarding
1GWP Service". You can add more
pre-defined services {or
LAN Sernvice . create your own services)
Name SelectA Senvice b by selecting the appropriate
DHCR antry in the "Senvice Mame"
DS select how
FPublic LAN Service: This is the name
IP Passthraugh ofthe serice thatis active.
Static NAT LAN IP Address: This is the
. IP address of a machine on
Port Mapping your LAM to Forward the
Spanning Tree ports ta, or"Dynamic” if the
service was activated as a
WYAN "Dynamic” service.
WDSL AT
Details: Clicking this button
Y3 will & mare detail
description ofthe selected
Qos service.
YPMN b v
&) Dore & Internet
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If you clicked the Details button, the following screen will be displayed. After viewing the details, click Back to
return to the preceding Port Forwarding screen.

23 Westell - Discover Better Broadband® - Microsoft Internet Explorer,

File Edit Wiew Favorites Tools Help 5
Address @ http:ff192.168.1.254{welcome. html v| Go
WESTELL

Discover Better Broadband | | Home | Status ‘ Diagnostics | Configuration Maintenance | Restart | Basic Mode [
’ ”~ ’ ~

Configuration Port Forwarding Port Forwarding Help

Firewall
N Description: This option
W Port Forwarding Service Aliens vs. Predatar allows you 1o forward a
range of WAN ports to an IP
Port Triggering Incoming forwarding ports: address onthe LAN
ALG Protocol Wan Start WAN End LAN Start LANIP Displayed are the currently
Port Part Part Address active "Port Forwarding
1GMP o Senice". You can add mare
udp 80 80 80 192.1681.180 pre-defined semvices (or
LARN udp 2300 2300 2300 192.168.1.180 create your own senices)
DHCP udp a000 8988 sono 1921681180 by selecting the appropriate
entry in the "Service Name"
DNS select box
Pubilic LAN Service: This is the name
IF Fassthrough ofthe service thatis active.
Static NAT LAN IP Address: This is the
IP address of a machine on
Port Mapping your LAN 1o Forward the
Spanning Tree ports to, or“Dynamic” ifthe
senice was activated as a
WWAN "Dynamic" semvice
WDSLATM
Details: Clicking this button
VoS will a mare detail
description of the selected
nos service.
VPN v v
&] Dane # Internet

2 Westell - Discover Better Broadban

Microsoft Internet Explorer

File Edit Wew Favorites Tools  Help

 Address \ej http:/{192.168.1,254/Welcome.html ”" ed o

WESTELL

Discover Better Broadband || Home | Status | Diagnostics ‘ Configuration | Maintenance

Restart Basic Mode

Configuration Port FonNarding Port Forwarding Help
Firewall

W Port Forwarding

Description: This option
allows you to forward a
range of YWAN ports to an [P

Service LAN IPAddress

Port Tri
ot Tiggenng Aliens vs_ Pradator 1921681160 EREEs i LA,
ALG Displayed are the currently
Ametica Onling 19216681234 attive "Port Forwarding
IGMP Service”. Y¥ou can add mare
pre-defined semices (or
LAN Service create your own Senvices)
Name SelectA Service b/ by selecting the appropriate
DHCP entry in the "Service Mame"
DNE select box
Public LAN

Service: This is the name

IP Passthrough ofthe service that is active.

Static NAT
Paort Mapping

Spanning Tree

LAN IP Address: This is the
IP address of a machine on
your LAN to Forward the
ports to, or “Dynamic” if the
service was activated as a

WYAN "Dynarnic” service
YDEL ATM
Details: Clicking this buttan
VGs will & more detail
description of the selected
w08 semvice
VPN v

 Internet
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If you clicked Delete in the preceding screen, a pop-up screen will prompt you to confirm your decision to delete the
selected service. Click OK in the pop-up screen; the service will be removed from the list of selected services. Click
Cancel if you do not want to delete the service.

Microsoft Internet Explorer,

\:,'.;) Are you sure wau want to delete this Service: aliens ws. Predator?

[ Ok ] [ Cancel

If you clicked OK in the preceding pop-up screen, the following Port Forwarding screen will show that the service
has been deleted.

2 Westell - Discover Better Broadband® - Microsoft Internet Fxplorer

© File Edit  View Favorites  Tools  Help

: Address |2j htkp:ff192.163,1, 254" Welcome, html

WESTELL

Discover Better Broadband ||

Home ‘ Status | Diagnostics ‘ Configuration Maintenance ‘ Restart ‘ Basic Mode [

A ~

Configuration Port Forwardi ng Port Forwarding Help

Firewsall -
Description: This option

*- Port Forwarding Service LAN IPAddress allows you ta forward a
range ofWAN ports to an IP

Pat T
ort fnggenng America Online 192.168.1.234 g?g;;?asysegg:Q?hlfgtrremly

ALG active "Port Forwarding
Service". You can add mare

IGHP Service -
Name Select A Service \" pre-defined services (or
LAN create your own Services)
by selecting the appropriate
DHCF entry in the "Service Name"
DNS select box
Public LAM Service: This is the name

IF Passthrough ofthe service thatis active

Static NAT LAN IP Address: This is the
. IP address of a machine on
Fort Mapaing your LAN to Forward the
Spanning Tree W ports to, or "Dynamic” if the
senvice was activated as a
WAN "Dyhamic” semvice
WDEL AT
Details: Clicking this button
WCE will & mare detail
description ofthe selected
Qo5 Service
RN v v
&] Dore ) Intermet
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The following screen will be displayed if you select Configuration > Port Triggering from the menu options. To

create a trigger port, click New.

2 Westell - Discover Better Broadband@ - Microsoft Internet Explorer, ExR
D Rl Edt View Favortes Tools  Help E0Snaglt "
: Address @htthleZ‘lE-E‘l.254ﬂWe\mme‘hlm\ "l Go
WESTELL
Discover Betier Broudhane || ~ome | Status ‘ | ¢ Restart | pasic Mode |
a a8
Configuration Port Triggering Configuration Port Triggering

Firewall
Part Forwarding
W Fort Triggering

ALG
forward a range of ports to
IGMP the LAN only after outbound
traffic has been sentfrom a
LAN specified range of pons.
Displayed are the list of
DHCP
currenty active Port
DNS Triggering ranges.
Public LAN Outgoing Protocok: The
I Pagsthrough outyoing protocol for the:
trigger. Valid types are
Static NAT
Part Mapping « TCP:Transmigsion

Spanning Tree

VAN Pratocal.
YDSLATM Outgoing Port Start: The
VAN side TCPUDP
WCs starting port.
Qo8
Outgoing Port End: The
VPN WA side TCPAUDP ending

Routing Tahle
Wireless

Mo entries inthe Port Triggering table

Configuration Help

Description: This page
contains the Part Triggering
Service Configuration. This
option allows you to

Caontrol Protocol
= UDP: User Datagram

port

Incoming Protocol: The

incoming nrotacol for the: v

&

4 Internet

If you clicked New, the following screen will be displayed. Select the desired options from the drop-down menus,

and then enter the appropriate values in the fields provided. Click Save to save your settings.

2 Westell - Discover Better Broadband® - Microsoft Internet Explorer

EEX

: File Edt Wiew Favorites Tools  Help o
 hddress \ej http: /192, 168, 1,254 Welcome. html ”" e
WESTELL
Divcover Betier Broadband \ Home | Status ‘ Diagnostics | Configuration Restart Basic Mode
~ ~
Configuration Port Triggering Configuration Port Triggering
Firewall Configuration Help
Port Farwarding Outgoing Protocol Description: This page
Outgoing Port Start contains the Port Triggering
* Frant Triggering going Service Configuration. Thig
ALG Qutgoing Port End option allows you to
) forward a range of pors to
GMP Incoming Protocol the LAN only after outbaund
" trafiic has heen sentfrom a
LAN Incoming Port Start l:l specified range of ports
. Displayed are the list of
DHCP Incoming Port End I:l e sy
DRE Triggering ranges
2
Puilic LAN Outgoing Pratocol: The
IF Passthrough outgoing protocal for the
trigger. Valid types are:
Static NAT
Fort Mapping + TCP: Transmission
Control Protocol
Spanning Tree = UDP: User Datagram
AN Pratocal
WOSLATM Qutyoing Port Start: The
WAN side TCRILDP
Wes starting port
Qo5
Outgoing Port End: The
VRN ~ AN sids TR INE andinn
&] pone © Internet
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Port Triggering Configuration

Outgoing Protocol Factory Default = TCP

The outgoing protocol for the triggered ports.
Possible Responses:
TCP — Transmission Control Protocol
UDP — User Datagram Protocol

Outgoing Port Start

The WAN-side TCP/UDP starting port

Outgoing Port End

The WAN-side TCP/UDP ending port

Incoming Protocol

Factory Default = TCP
The incoming protocol for the triggered ports.
Possible Responses:
TCP- Transmission Control Protocol
UDP- User Datagram Protocol

Both — TCP and UDP

Incoming Port Start

The local LAN-side starting port.

Incoming Port End

The local LAN-side ending port.

15.4 ALG Configuration

The following screen will be displayed if you select Configuration > ALG from the menu options. This screen
enables you to configure the application level gateway (ALG) services for your Gateway.

To enable ALG services, click the box of each service that you want to activate (a check mark will appear in the
box). Then, click Save to save the settings. To edit your SIP ALG settings, click Edit.

| NOTE: When the firewall level is set to “High,” some services may not be configurable.

2 Westell - Discover Better Broadbanda - Microsoft Internet Explorer

File Edt View Favorites Tools

Help

iddress @] hetps/{192. 168. 1,254/ wielcame. hinl

Diveover Better Broadband

L |

Configuration
Firewall

Port Farwarding

Home

~

Status

ALG

Name:

Enabled

Restart

Basic Mode

ALG Help

Description: This page is
usedto configure the ALG

. Services. Mote that when
Port Triggering P T ﬂhrHEWaH level is setto
igh', some services may
P ALG H323 O not be configurable.
1GMP TFTP O
Mame: The Name ofthe
LAN PPTP ALG Service.
DHCP Direct X ver 8 ]
Enabled: Checkio enable
[=E] IPSec i the senvice, clear to
Public LAN Windows Media Player ] disable.
IP Pagsthraugh _ - Save: Save the ALG
stotic NAT SiP Disabled Servises configuration
At infarmation,
Fort Mapping
Edit: Displaymaodify the
Spanning Tree configuration parameters
WAN for certain ALG services (if
present)
VDSLATM
VCs
QoS
VPN b
&] @ Internet
Name The name of the ALG service.
Enabled

To enable the service, click the adjacent check box (a check mark will appear in the box).
To disable the service, click to uncheck the box.
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If you clicked Edit, the following page will be displayed. To enable SIP ALG service configuration, click the box
labeled Enable (a check mark will appear in the box). Next, enter the desired values in the fields provided and click
Save to save your settings.

2 Westell - Discover Better Broadband® - Microsoft Internet Fxplorer

© Fle Edit  View Favorites Took  Help '
© Address | €] hitp:ff192.168.1,254/Welcome, html 4 &
WESTELL
Dixcover ’fﬂf{fr“l’tﬂﬂfﬁlﬂuf._‘_ Home ‘ Status | Diagnostics ‘ Configuration | Maintenance ‘ Restart ‘ Basic Mode [
~ -~
Configuration SIP ALG Ser\”ce Conflguraton SIP ALG Service
Firewall Configuration Help
Port Forsarding Enabled O Description: This page
contains the Configuration
Fart Triggering SIP Port 5060 aftne SIF ALG Service
P ALG RTP Port Low 7070
LAn RTP Timeout 300 enabled.
DHGF SIP Port: The SIP portto
onS nrozy for. Usually 5060
Public LAMN RTP Port Lowe: The lowest
pon anwhich we listen for
IF Fassthrough incoming RTP connections
Static MAT Usually 7070
PortMapping RTP Port High: The highest
Spanning Tree port an which we listen for
incoming RTP connections
WAN Usually 7080, The highest
port must be greater than
WDSLATM the lowest port.
Wi
RTP Timeout: Seconds
Qo5 until we timeaut a stream
YN w Usually 300 seconds. =
&] Dore ) Intermet
SIP ALG Service Configuration
Enabled Factory Default = Disabled
When enabled (box is checked), SIP ALG service will be activated.
If disabled, SIP ALG service will be deactivated.
SIP Port The SIP port to proxy.
RTP Port Low The lowest port for incoming RTP connections.
RTP Port High The highest port for incoming RTP connection. The highest port must be greater
than the lowest port.
RTP Timeout The number of seconds until a stream will timeout (in seconds).
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The following screen will be displayed if you select Configuration > IGMP from the menu options. This screen
enables you to configure the IGMP services for your Gateway. Enter the appropriate settings and then click Save
Settings to save the settings. To view the status of the settings, click Show Status.

2 Westell - Discover Better, Broadband@ - Microsoft Intnkrnel Explorer

File Edit ‘ew Favorites Tools Help : ESnaglt :r'
Address [{&] hitp:/f192.168.1.254 Welcome. html v Go
7
WESTELL
Discover Better Broadbard _| | Home | Status | Diagnostics Configuration Maintenance ‘ Restart | Basic Mode ’-
FAN .
Configuration IGMP Service IGMP Service Help
Firewsall . .
Description: This page
Fort Forwarding Enabled contains the Configuration
of the IGMP Serice
Port Triggering Use Secondary WAN
ALG General Query Interval (seconds) 12! Enable IGMP Service;
> 1GME Query Response Interval (seconds) 1 Ghecko enable IGHP
LAN LAN Robustness Variable 1 Use Secondary WAN:
) Checkto use the
DHCP WAN Robustness Variable 2 Secondary VAN interface
for Multicast Traffic. Only
DNS Leawve Repeat Interval (tenths of seconds) 2 applies when configuring
Public LAN Unsolicited Report Count 2 AAPEE e s [PHTTET A0
protocol and the Secondary
IP Passthrough Unsolicited Report Interval (tenths of seconds) H VAN is enabled when
configuting PPPOE
Static MAT Last Member Query Interval {tenths of seconds) 1
Fort Mapping General Query Interval:
_ The interval between
Spanning Tree general gueries (30-180, in
seconds)
VAN = 5
Multicast Filters
WDSL ATH Query Response Interval:
- The maximurm respanse
Vo3 Filtering Enabled O tirne for general gqueries (1-
Qos Range 1 - Address 10, in seconds)
VPN Range 1 - Mask LAN Robustness Variable:
" The number oftimes to
Routing Table R
9 Range 2 - Address send amessage (1-4) on
Wireless Range 2 - Mask the LAN, for reliability. This
. was referred to as justthe
Basic Rohustness variahle in
Security Save Setfings Show Status IRIFE 22318
MAC Filter WAN Robustness
ad " Variable: The number of
anee timesto send a Leave
message (1-4) on the b
g‘] Done LL] e Internet
.
IGMP Service

Internet Group Management Protocol (IGMP) enables you to configure IGMP services for your Gateway.

Enabled

Factory Default = Enabled
When this box is checked, IGMP service will be activated.
To disable IGMP service, click to uncheck the box.

Use Secondary WAN

Factory Default = Enabled

When this box is checked, the Gateway will use the secondary WAN interface for
Multicast traffic. This applies only when PPPoE is configured as the Primary
WAN protocol and the Secondary WAN is enabled when configuring PPPoE.

General Query Interval

The Interval between general queries (30-180, in seconds).

Query Response Interval

The maximum response time for general queries (1-10 in seconds).

LAN Robustness Variable

The number of times to send a message (1-4) on the LAN, for reliability.

WAN Robustness Variable

The number of times to leave a message (1-4) on the WAN, for reliability.

Leave Repeat Interval

The interval between leave messages sent on a WAN (1-50, in tenths of a second).

Unsolicited Report Count

The number of unsolicited member reports (1-4) sent on a WAN when first
joining the group.
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Unsolicited Report Interval

The interval between unsolicited reports on a WAN when first going a group (1-
100, in tenths of a second).

Last member Query Interval

The interval between group-specific query messages sent in response to Leave
messages. This value is also used as the time-out for group-specific query
messages (1-50, in tenths of a second).

Multicast Filters

Filter Enabled

Factory Default = Disable

When enabled (box is checked), Multicast Filter is activated.

When disabled, any requests from LAN devices for multicast content will be
allowed.

Range 1 and 2

When multicast filtering is enabled, you may configure up to two ranges of
prohibited multicast traffic. A filter address of zero inhibits that filter.

Address and Mask

The address and mask for each multicast filter range describe the prohibited
multicast content. Note: Any address bits outside of the mask are ignored.

If you clicked Show Status in the preceding screen, the following screen will be displayed. This screen provides
details status of your IGMP service. After viewing this screen, click Back to return to the main IGMP screen.

2l Westell - Discover, Better Broadband® - Microsoft Internet Explorer;

{ File Edt View Favortes Tools  Help

.

WESTELL

.!'Ji.\'('mwrBaﬂar.'im(rdb(rml]_ Home | Status | Diagnostics

Configuration Maintenance ‘ Restart | Basic Mode ’-

Configuration
Firewall
Part Forwarding
Port Triggering
ALG

» IGWP
LAN

Puhblic LAMN

IF Passthrough

Static MAT

Port Mapping

Spanning Tree
WUAR

WDSL AT

Routing Table

A

IGMP Service IGMP Status Help
i Description: This page

Admin State Up contains the Status ofthe

Operational State Up IGMP Service.

Interface Count 2

Multicast Group Count ] Admin State: VWhether or
not IGMP is enabled.

Received Received Transmitted Transmitted TR SRR U [
perational ez Lp i

Interface Bytes Packets Bytes Packets e —————_— £

WA g 0 0 0 VAN i5 up; down

Private LAN 0 1) 1) 1) otherwise.

Interface Count: Mumnber af
LA and ¥WAN interfaces

that are up

Multicast Group Count:
Nurmber of multicast
groups that are being
forwarded from the VAN to
a LAN interface

Received/Transmitted
Packets/Bytes: The
number of packets or hytes
received from the WARN or
transmitted to various LAN
interfaces. Mote thatthese
counts include all gueties

w

e Inkernet

IGMP Service

Internet Group Management Protocol (IGMP) enables you to configure IGMP services for your Gateway.

Enabled

This field displays the status of the IGMP service. If IGMP has been enabled in
the main IGMP Service screen, this field will display Up.

Operational State

This field will display Up only when IGMP Service has been enabled and the
WAN is Up.

Interface Count

The number of LAN and WAN interfaces that are up.

Multicast Group Count

The number of multicast groups that are being forwarded from the WAN to the
LAN interface.

Received/Transmitted

The number of packets or bytes received from the WAN or transmitted to various
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Packets/Bytes LAN interfaces. Note: These counts include all queries received from the WAN or

sent to a LAN interface, so the received counts may not match the transmitted
counts if the rate of queries is not the same for both interfaces. Also, if multicast
streams are gong to more than one LAN interface, comparing LAN and WAN
counts may be impossible due to possible overlap in the LAN interface counts
(i.e., two LAN interfaces with the same stream will double count).

15.6 LAN Configuration

This section explains how to configure your Gateway’s LAN settings.

15.6.1 DHCP for Private LAN

The following screen will be displayed if you select Configuration > LAN > DHCP from the menu options. This
screen allows you to control how the Gateway interacts with local devices to which it is connected.

NOTE: Westell recommends that you do not change these settings unless your service provider instructs you to do so.

To enable DHCP for Private LAN, do the following:

1. Click the Enable DHCP Server check box (a check mark will appear in the box). Note: By factory default
this box will already contain a check mark.

2. Enter the appropriate address values in the fields provided. (Refer to the following table for information
about the Private LAN settings.)

3. Enter the desired lease time values.
4. Click Save to save the settings.

2l Westell - Discover Better Broadband@ - Microsoft Internet Explorer

i Fle Edt View Favortes Took Help L
WESTELL
Discover Betier Broadband || Home | Status | Diagnostics | Configuration Maintenance | Restart ‘ Basic Mode [
A A
Configuration DHCP DHCP Help
Firewall H
fOf’ P.” Vate LAN This page contains the
Port Forwarding settings which control how
. the router interacts with
Faort Triggering Incal devices. Itis not
ALG Enable DHCP Server recaommended thatthese
Modem IP Address 162 1651254 BRI B Ol
IGMP
Subnet Mask 255.255.255.0 Enable: Check"Enable” to
LAN enable the DHCF server.
Uncheckto disable the
* DHGP Address Range DHCP server.
DNE Start Address End Address
: Device IP Address: Enter
Fublic LAM 182.166.1.1 182.166.1.253 the fesired P address for
IF Passthrough the device. This address is
Lease Time (day: hr: min: sec) used only by local devices.
Static NAT
1 ;0 ;0 0
Port Mapping Subnet Mask: Enter the
desired Subnet Mask for
Spanning Tree the private LAM
VAN
Start Address: Start
WDSL ATM addrass ofthe IP address
range thatthe device uses
WCs to assign IP addresses to
@os local devices
VPN End Address: End address
Routing Table v n_fth_e IP address_ rangg that
& Done & Internet
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DHCP Configuration for Private LAN

Enable DHCP Server | Factory Default = Enable

This setting allows the Gateway to automatically assign IP addresses to local devices
connected on the LAN. Westell advises setting this to Enabled for the private LAN.
Note: When Enabled (box is checked), DHCP addresses will be saved into the Private
LAN configuration.

Possible Responses:

If this box is checked, the DHCP server will be turned On.

If this box is unchecked, the DHCP server will be turned Off.

Note: These addresses will be overwritten if the Internet Service Provider supports
dynamic setting of these values.

Modem IP Address The IP Address of the Gateway.

Subnet Mask The Subnet Mask of the Gateway.

Address Range

DHCP Start Address Factory Default = 192.168.1.1

This field displays the first IP address that the DHCP server will provide. The DHCP
Start Address must be within the Gateway’s IP subnet and lower than the DHCP End
Address. You may use any number from 0 to 254 in this address.

DHCP End Address Factory Default = 192.168.1.253

This field displays the last IP address that the DHCP server will provide. The DHCP
End Address must be within the Gateway’s IP subnet and higher than the DHCP Start
Address. You may use any number from 0 to 254 in this address.

DHCP Lease Time Factory Default = 01:00:00:00

Displays the amount of time the provided addresses will be valid, after which the
DHCEP client will usually re-submit a request.

Note: DHCP Lease Time is displayed in the format (day:hour:min:sec). This value
must be greater than 10 seconds. (Hours must be between 0 and 23; Minutes must be
between 0 and 59; and Seconds must be between 0 and 59.)

If the settings you have entered in the DHCP for Private LAN screen are incorrect, the following warnings
messages may be displayed via pop-up screens. If this occurs, check the Private LAN settings.

Warning Message Check Public LAN DHCP Settings
Start Address is not part of the Subnet Check the value in the DHCP Start Address field
End Address is not part of the Subnet Check the value in the DHCP End Address field
End Address is below the Start Address Check the value in the DHCP End Address field
Lease time must be greater than 10 seconds Check the values in the DHCP Lease Time fields
Seconds must be between 0 and 59 Check the Seconds field at DHCP Lease Time
Minutes must be between 0 and 59 Check the Minutes field at DHCP Lease Time
Hours must be between 0 and 23 Check the Hours field at DHCP Lease Time
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