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13. Reconfigure the PC using an [P address and subnet mask consistent with the router’s new

internet configuration.

14. Confirm that log in and SNMP security configurations allow access as intended.

15. Select identify and record the IP Addresscs and Station (MAC) Addresses of the Ethernet and

Radio interfaces, and the Hardware and Software Identification information. These are
generally useful for troubleshooting, maintenance, and the remote router radio interface MAC

Address is needed if the central router authentication feature will be used.

WaveNet IP
Log in

For more mformation, consult the Wieiess
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Pertorming radio configuration is required in order to deploy the router.

Configure Radio screen on a central:

WaveNet IP 2458
Configure Radio
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Installution

Frequency Range

This is available on central routers only. The default value is the United States FCC-defined ISM
band (2.403-2.481 Gz / 5.770-5.848 GHz). A selection of other (subset) ranges is available to
meet the regulatory requirements of countries that do not follow the FCC rules. A remote router will
dynamically set its Frequency Range to match that of the of the central unit with which it associates.

RF Net ID and Hop Sequence

Enter the Hop Sequence (central units only) parameter from the network planning information. A
remote router will dynamically set its Hop Sequence to match that of the of the central unit with
which it associates.

Tx (Transmit) Power

Select the desired value from the pull-down list. The range of values is +15 to +24 dBm.

Meeting any regulatory transmitter output power and/or EIRP requirements is the installer’s
responsibility. The formula for EIRP is given below:

EIRP g, = Tx Power g, + Tx Antenna Gain g; - Tx Antenna Cable Loss

For example, to meet the FCC EIRP limit of +36 dBm (4W) using a 16 dBi sector antenna with a |
dB loss antenna cable, the transmit power must be set to +21 dBm or lower. See Appendix C for
maximum power settings under FCC rules for each provided antenna.

Bandwidth Reservation for UDP

The Bandwidth Rescrvation for UDP parameter is used to prioritize UDP protocol packets vs. non-
UDP packets over the radio interface. Since voice-over-IP traffic is typically carricd over the UDP
protocol, this allows for the system to deliver voice packets with bounded delay, regardless of non-
voice traffic levels. If this parameter is set to none, then there is no special handling for UDP
packets. If this parameter is set to a value other than none, then two priority channels are created,
one for UDP packets and one for non-UDP packets. Data from each channel will be given priority.
until the amount of data from that channel reaches the specified percentage of total radio channel

capacity:

[ Parameter Value | UDP Bandwidth | Non-UDP Bandwidth
none N/A N/A
low 50% 50%
medium 63% 37%
high 75% 25%
F very high 88% 12%

4-8 WaveNet IP 2438 Operations Manual ~ Version 0.6 DRAFT 10/22/98
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The 88% maximum for UDP packets ensures that non-UDP management data packets (HTTP.

Telnet, or FTP) can always be delivered, regardless of the prioritized UDP packet load. When one
e priority channels has no packets to send, then the other priority channel is allowed to usc the

ALY RGNS LGS LGV pPGVAS Ly Y

Radio Enable/Disable

In order to establish a connection or pass data over the radio interface, £rable must be selected.
Selecting Disable will prevent radio link transmissions and receptions, and the radio self-test LED
will be off. The rest of the configuration and installation instructions assume that Enable is

selected.

Nanfirniira Intar, m
Configure Internet Parameters
Performing internet configuration is required in order to deploy the router. The default address
established by using the reset switch on the router board should not be used beyond the initial router
configuration process.
WaveNet IP PIAS
Configure Internet WIRFLERS. 1T
i control :nm"lgu.rém" ‘
e logm .
OF. OK, new -
Network Interfara
s
Radie
. Next Hop
‘1P Address Subnet Mask | [P Address
default default 198.5.100.17

For more wformation, consult the Wirelegs, Inc Web Page

D 159% Wirdas, Inc

AD rights Toarved.
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Interface Table
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and Radio interfaces. Subnet masks must have binary values consisting of a block of contiguous
ones followed by a block of contiguous zeros.

Update the Route Table with the addresses of the networks that the router will route packets to,
p 1 i maximum of 64 routes may be entered. The columns to

Destination Network [P Address (or "default")
Destination Network Subnet Mask (or "default”, when using "default” dcstination)
Next Hop [P Address (address of next router on the local Ethernet or radio network)

* > @

Performing SNMP configuration is optional. If SNMP is Enabled, then authorized users can access
all monitoring variables and/or selected configuration variables. Variables that may be configured
are limited to the normal industry practices for routers and radio-specific parameters. Users may
also access a subset of MIB variables through the Web browser interface, upon supplying a valid
Community name (from a valid IP address) to log in through the Web browser interface. This
applies even if they do not have a Web browser network log in user name and password.

Units are shipped from the factory with a community named “public” which has Read access. This
allows users to view all configuration information. Read access for the community named "public”
can be removed, thus preventing unauthorized personnel (those without username and password

access) from viewing any configuration information.

The SNMP Community Name can be used to provide read-only or read/write access to a specific
user or group of users. You can add a community name, and assign the desired level of access
(read-only or read/write), via the SNMP configuration page. Once you have submitted the
configuration change, you can enter the newly assigned community name in the space provided on
i You will then have access to the unit at the level assigned to that community. You

\ad 111 Lo

can then give that name to a particular user, or to a group ot users.

”l
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WaveNet IP
Configure SNMP ﬂ¥iREaEE§.E‘TE
|\!>17Vr[1_f‘1 memtor SIS confignre o v e m
OF. OF oK ox sk
‘Enable SNMP | &
Disuble SNMP €
Al:cfess Community ‘ Netwnrk Manager
read write trap ' 1P Address
P I — =
[ S Jrs0.5.6.1 |7 1
[ f198.5.6.2 ]193.5..;?4 {
¥ ‘F ;]uziv_eﬁ — }19&?.5.% » [ j
- r_. - ‘1 i r o
e or : e =
submit BNMP.- ]
For more wfurmancn, consult the Wireless, Tne. Web Page.
Community Table
The Community Table allows access to the SNMP Read and Write functions based on Community

names (Wthh scrve as SNMP passwordq) Community names must consist of alphanumeric,

hyphens, underscores, and/or periods. If onc or more Network Manager [P Addresses are specified.

then read and write requests will only be accepted if the IP source address from the SNMP packet
matches one of the addresses listed.

If I'raps are selected, then the router will send SNMP Traps to the specified IP address(es).

The factory default setting is to allow Read access for the Community “Public” only, from any
NMS: if this access 18 not desired, SNMP should be Disabled., the Read Access box should be de-
Community name should be changed to another value.

4
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onfiqure Radio Authentication

Performing authentication configuration is required on remotes, and is optional on centrals. This
e remote router to form a radio link with one of several specified central
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routers. and when Enabled on a central router, only allows authorized remote routers to form a radio
link with the central router. The authentication step only occurs at connection establishment time
(when remote, or central, is first powered on), and therefore cannot be used to terminate an existing
connection. The authentication table consists of a list of allowed router radio interface MAC
addresses. Authentication is disabled on the central by factory default

Note that authentication on all remote routers mus
the existing central router, unless the MAC addresses of the potential spare ccntral units are known
in advance: in such case the MAC address of the spare central(s) should be entered in each remotes’
authentication table. When using redundant centrals, make surc that the MAC addresses of each of

the redundant centrals appears in each remotes’ authentication table.

Configure Radio Authentication screen for a central:

WaveNet IP

Configure Radiv Authentication

alenbiy P configure lugin
T wtesnet 3P e
(904 oK [a):4 OK
Enable Radio Authentication i € ;
Disuble Radio Authennuunn & ;
Radis MAC Address Radic MAC Addres :R:-.‘: MAC Addre
f | f
aubimit authentication |
ravet guthentication
For more aformahon, consult the ‘Nasless Inc ‘Web Page

¥ 169 Wirdes I
AR s v,

Configure Radio Authentication screen for a remote:

WaveNet IP ‘k

Configure Radio Authentication Bl L

ety
* vl sathentic g
K 24
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Configure Log In Security

Configuring log in access is usually recommended, except whet

required. If this is not configured, then it will not be possible to Telnet, or perform Web b owser or
TP based management operations Over the network.

WaveNet 1P ‘f‘

Configure Log In

= i Lerd,
[8)8 [8]4

Enable HITP. FTP, and Telnet : @
Disable HTTP, FIP, and Telet: ™

User Password Starus

oot o S "p‘"k',,p
[ o ] I add
— = - s
— : = s
Zivoma oy |
suset g [

tull access to the router
management 1unctxon'~; through the Web browser imcrface or through FTP. These fields may
contain alphanumeric, plus the following symbols: §-_. +/

Enable/Disable FTP and HTTP

Network access to the Web browser management pagcs (HTTP) and FTP can be enabled or

disabled. If enabled, then user and password log in values will be checked against the valucs
enlerca lnIO [n(d l)ﬁer/llaquoru ldUlC dL lUﬁ 11‘1 tn-i P2y kaf\nv‘n Fn“ access IQ 0| '\l'\th T(-) add a new uscr,

enter the user name and password (minimum § characters), and select lhb add checkbox. The user
....... + 4o thha

will be prompted to confirm the password. To deletc a user, de-select the keep checkbox next to tne
entrv

entry.

Note that limited access to SNMP-accessible variables will be a allo ..vd rough the Web browser

interface if the user supplies a valid SNMP community name at log in time. Access to SNMP
ndad

variables will be restricted to read and/or write access depending on the community name provided
P address of the Network Management Station. Configuration Web pages will only display

PP (D T
and the (I’ aqaress o1 e ! k Mane

those fields that can accessed given the security restrictions based on the community name.

WaveNet IP 2458 Operations Manual ~ Version 0.6 DRAFT 10/23/98 4-13
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If network log in is disabled. then reconfiguration of many o
physical access to the setup switch on the router board within the enclosure.

g FTP. a user can read and write any file on the routcr. Misuse can cause router operations to

cease. so it should used with care. This is normally only needed to initially obtain a copy of the
r restore a copy of one or more

Wy ft
i, v LA W S

router’s enterprise MIB from the router’s flash file syste
of the router’s configuration files, or to update the router with new software.

4-14 WaveNet IP 2438 Operations Manual ~ Version (.6 DRAFT 10/22/98



Installation

nd that thP nre-

it tad n
A} Al LAACAL RAiN prs

This section assumes that the network and site planning have been complete a
installation configuration has been completed. If any of these steps has not yet been completed,

2

jS S b 1R#8 F LN

they should be undertaken prior to the physical installation of the routers.

Note: This system is intended for installation by professional radio equipment installers only. It is
the responsibility of the installer to program the iransmit power level 1o comply with FCC EIRP

limits or other applicable regulatory requirements.

Install The Router
Mounting the Enclos
The following procedure will prepare the cables for mounting.

1. If the data/power cable is not already attached (o the enclosure, attach the weather-seal at the
router end of the cable to the enclosure as shown in Figure 3. The power and Ethernct
connectors should be disconnected from the board within the enclosure. The cable should be

coiled and disconnected from power and data sources.

2. Secure a pulling line to one of the holes at the top of the enclosure, if the unit is to be hoisted
into position.

3. Attach the grounding lead to the enclosure grounding lug, and coil the grounding wirc.

After sclecting the location for the enclosure, perform the following proccdure to attach the
enclosure to the mast using the standard mounting kit that came with the unit (sce Figure 10). The
standard mounting kit accommodates mast sizes [rom 1.5-2.5 “ (3.8-6.3cm). An optional mounting

e e

Kit is available that accommodates mast sizes from 1.5-4.5 (3.8-11.4cm).

N
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Installation
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Attach the top mounting bracket and U-boit using the TN
supplied nuts (no washcr is needed). Note that this ‘
bmd\u should be sccurely tightened to the mast. as it T !
must support the entire weight of the unit. Place a loose o |

eight of
washer over the end of each U-bolt: these will make
contact with the enclosure after it is hung on the U-bolt.

Pull or hoist the coiled data/power cable, grounding wire.
trangmi{ l"l'\l’\l’(th[!Dn ("%h|f‘ af nre%enﬂ and the router

LOLUILL L1t

thc weather-seals to support the weight ufthe ca
Remember to allow room to mount the antenna above the

enclosure.

.’:r‘
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N
47
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Hang the e 10:,ur on the U-bolt, and secure ea
the top mounting bracket (with washer) with a SL.pphed

washer, lock w sher and nut.

Secure the bottom of the enclosure to the mast with the
remaining U-bolt, securing each end of the U-bolt with a
C”p‘}nhpll u/qchr‘r |n(‘l( \\;"N:}‘\Pr and nut. The bOttom

bracket is only used to prevent the enclosure from
i R

swinging away from the mast; it is not intended to Figure 9 Mounting Enclosure
support the weight of the enclosure.

Secure The Cabling

9

LS

Secure the

{:L

ta/power cable and grounding wire to the mast, mount, or tower as close to the
enclosure as 551ble so there is minimal weight on the weather-seals. Tie-wraps or cable ties
can be used. The weather-seals should not be used to support the weight of the cable. Continue
down the mast. mount, or tower, securing the cables every meter (three feet). Run the cable
under any horizontal bridges, securing the cable to the bridges. If the cable is run through
conduit, take care to prevent the cable jacket from scraping on the edge at the entrance to the
conduit. It may be necessary to remove or protect the RJ-45 connector if it is to be pulled
through conduit.

Attach the grounding wire to a properly designed grounding system (sce Lightning Froteciion
and Grounding System section of Chapter 3).

Create a drip loop in the cable, and then run the aata/pow al
building using a wall/roof feed-through. Wall/roof feed- throughs hav € one or more openmgs

and a boot, clamp and galvanized plate to secure the cable to the wall. Ifl ngmmng protection
equipment is used (highly recommended for lightning-prone areas), it should be attached at the

U gl y (W Riiisie il

entry point to he building as described in Chapter 3.

YLV s
i
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Indoor Power Connection

Terminate the power cable at the power supply. Either lead of the power cable can be connected to
either terminal of the transformer. Attach the transformer (if used) to the wall supply, or otherwise

connect the conductors to the power source.

Mount the Antenna

Warning: To avoid excessive cxposurc to RT energy, WaveNet IP 2458 antennas should be

installed and serviced with the primary power disconnected from the WaveNet 1P 2458 unit. When
power is applied to the unit, the installer must keep at least 44 inches (112 cm.) away from the feed
point of the antenna to comply with FCC RF exposure limits. The antennas must be mounted such

that the gencral population will not come within 44 inches of the feed point. This is normally
accomplished by installing the unit at an elevated altitude on a rool-top or mast.

1. If the antenna cable is not captive to the antenna, attach it to the antenna connector prior to
mounting the antenna. Tighten the connectors firmly by hand, or by using a special slip-jaw
pliers made for this purpose. Protect the exposed cable connectors to ensurc that the
connections are weatherproof. The preferred way to seal this connection is using a cold shrink
insulator (such as 3M brand #8447-3.2) inserted over the cable prior to attaching to the antenna
port. ‘I'he alternative method is to first wrap electrical tape around the connectors, completely
covering them, and then completely wrap the connectors with water-resistant putty tapc (such as
Scotch™ brand 33).

]

Pull or hoist the antenna and cable assembly to the installation point. For central site sector
antennas, determine the direction that the antenna should point before attaching the antenna
mounting hardware; for a remote site directional antenna, align the antenna to the approximatc
direction of the central site by using a compass, or by actual sighting. Attach the antenna to the
mast, using the mounting hardware and instructions included with the antenna. For remote site
directional antennas, tighten the mounting hardware only as much as needed to support the
antenna until the aiming process is completed (below).

3. Attach the antcnna cable to the female N connector on the bottom ot the router enclosurc. Be
careful not to damage the coaxial cable by bending it too much. Be sure not to bend the coaxial
cable at too small a radius when connecting it between the enclosure and the antenna.
Weatherproof the conncction to the enclosure.

n
1
o
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Internal Router Cable Connections

. Loosen the screws on the enclosure door and open the door.

19

Connect the Ethernet and power connectors to the board.

Alfter the router boots-up. verify that the router and radio self-test indicators remain lit.

(@)

Aiming the Directional Antenna (Remote Routers Only)

Warning: When aligning the directional style of antennas, always align and adjust these antennas
from the rear, and avoid RF exposure from the front of the antenna. The installer must keep at least
44 inches (112 cm.) away from the front of the feed point of the antenna to comply with FCC RF
cxposure limits.

1. Attach the positive lead of a digital volt meter (DVM) to the Signal Quality test point on the
router board (see Figure 2), and attach the negative lead to the edge of the enclosure or other
source of ground, using alligator clip leads. If the remote router is able to establish a radio
connection with the central router, then a voltage greater than one volt will be shown on the
DVM. Note that it may take up to a minute or two for the radio connection to be established,
after the sclf-test completes. If the radio connection does not come up, verify that the antenna is
pointed in the correct direction, and re-orient it if necessary, again waiting up to a minute or two
for the radio connection to be established.

(8]

Assuming that a directional antenna is being used (typical case), the antenna aim should be
varied slightly in all directions (as allowed by the mounting hardware) to find the strongest radio
signal. In the case where a dircctional antenna is used at each end of a link, then cach antenna
may have to be adjusted (alternately) a number of time to achieve optimal signal strength. The
RSSI level will change in proportion to a change in receive signal level. Each time the antenna
is moved. it will take up to one second for the DVM to indicate the new signal strength. The
following table shows approximate values for the received signal strength based on the RSSI
voltage valuc.

Receive Level g, | 90 | 85 | 80 | -75 [ -70 | -65 | 60 | -55 | -50

RSSI . Central | 125 | 155 | 170 | 1.90 [ 2.20 | 255 | 2.90 | 3.25 | 355
RSSI_, Remote | 130 | 1.60 | 1.75 | 2.00 | 230 | 2.65 [ 295 | 3.35 | 3.65

After a path with a strong signal is established, tighten the antenna mounting hardware,
disconnect the DVM, close the enclosure door, and tighten the door screws. If desired, a pad

lock can be attached to the enclosure door.

G2
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Workstations and Other End-Nodes

If the router is attached directly to the end-station network, i.e. there is no intervening router, then
the end-stations that need to communicate through the router need to know the TP address of the
router’s Ethernet interface. One or more of the following configuration choices are typically

icilave.

available based on the specifics of the end-station equipment:

enter the address of the WaveNet IP 2458 Ethemet interface as the default gateway address,

add the address to the table of available routers, or
enter the address into the routc table as the next hop for onc or more specified remote

> o

networks

Routers

In some installations, the router is connected to the end-stations via another router, such as a
scparate site router or a Novell” NetWare® or Microsoft® Windows® NT™ server system acting as a
site router. In these cases, the site router nceds to know all of the networks that can be rcached

through the radio nctwork.

Network Management Stations

Any standard SNMP Network Management System (NMS) can be used to monitor and control the
WaveNet IP 2458 network and individual routers. The routers gencrally support the applicable
objects from MIB-IL.
WaveNet IP 2458 has an enterprise MIB provided in standard ASN-1 format. The enterprise MIB
can be found in the router’s file system as "F:/PUB/wn2458. mib". It can be FTP’d from the router
and loaded into the NMS’s MIB database to ailow access to the router’s device-specific variables.
The description fields in the enterprise MIB document the contents of each variable. Generally,
(reat the routers and their associated networks like any other network to be managed.

A listing of the WaveNet IP 2458 enterprise MIB can be found in Appendix A.

i
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Verifying Internetwork Connectivity

Central Sites

The goal of this section is to verify connec vity between a new central site router and the central

site network equipment. Connectivity betw«.cn central and remote sites is normally verified when a
remote is installed.

“rom a PC connected to the central site network, ping the IP addresses of the central router’s
thernet interface and radio interface. If either of these fails. recheck the internetwork configuration
on the router including:

& [P addresses of Fthernet and radio interfaces
¢ Subnct masks of both interfaces
¢ Route table entries

the configuration is correct, then verify the physical connection to the router. [t communications
cannot be cstablished to the router, then it may be necessary to use the etup switch on the router

.

board inside of the enclosure to reset the router’s internetwork configuration to a known state (scc
Chapter 4).

Remote Sites

S
S
v}

ok ]

‘3
=

(¢

L

Fr ite end-station, attempt to ping to the IP address of a device located at another site.
If a ping response is received, then internetwork connectivity is confi rmed. Check (and correct, if
necessary) the internetwork configuration (including Ethernet Type Il framing) of the cnd-station
and any intermediate routers, and retry the operation. If this fails, try a traceroufe 1o see how far the
packet gets; check for mis-configured internetwork parameters including route table entries.

LS s
viiL a

the

C networ

I this is not cffective, then configure a dedicated PC as a node on the network shared b
kthernet interface of the WaveNet TP 2438 router. Be sure to configure the following P
parameters:

i

™ .. danca
17 AQUIcS>
Subnet mask
Use

L‘

IP address of remote router’s Ethernet interface as defe

* ¢ @

I N L oL V2
AUl galtoway

Connect the router’s Ethernet interface to an isolated network containing just the PC using a

separate hub or a crossover modular jac

Issue pings in the following order to determine the source of
failure fhen consider the possible problem sources listed for each step.
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Action Upon Failure, Verify:
ping the router’s Ethernet s 1P address, subnet mask, or default gateway on PC
interface ¢ IP address or subnet mask of router’s Ethernet interface (on
router)
¢ Physical Ethernet link (hub and/or cable) to remote router
ping the remote router’s radio ¢ 1P address or subnet mask of router’s radio interface on
intcrface router

¢ radio interface is Enabled

>

ping the central site WaveNet [P [P address or subnet mask of central router’s radio interface
2458 ¢ Physical radio link
router’s radio interface

-—
N
"]
S
-
-
%

-

N~
T

*»

-

o

o

b

ping the central si 2! Idress or subnet mask of central router’s Ethernet
2458 interface
router’s Ethernet interface

If communications cannot be established to the router, then it may be necessary to usc the setup
switch on the router board inside of the enclosure to reset the router’s intcrnetwork configuration to
a known state (see Chapter 4).

If all of these are successful, then verify the route tables of the WaveNel IP 2458 central or remote.
If the route tables are correct, then the problem is likely outside of the WaveNet IP 2458 network.

>
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Network Operation

o
O Network Operation

The control management page is used to set the system time Lo the current time, as understood by

the computer that the Web browser is running on. Th
Greenwich Mean Time (GMT).

e 1 -
ystem time is expressed relative Lo

o
w

c can also be used to resct the WaveNet IP 2458 unit. Note that this operation will
take the router and radio off-line for approximately 2.5 minutes.

WaveNet IP
Control BIAELESS N
vty v montor e 0 mml o i . «:»’Jlg;gx'r Lzgn
Set System Time ;
The fimeis  ‘Wed, 21 Oct 1958 194821 GMT | :
- L . - Lgettimai] |
The system time is set to [ Wed, 21 Oct 1998 1948 22 GMT
Restart the entire system restan ays‘um'
For more mfnrmmation, wunsult th

1§ 1994 Wirshass, Inc
AR cights ruaarved

Adding a Remote Router to an Existing Network

| Confieure and install the remote routcr as described in previous chapters.

7. Add routes to the networks accessed through the remote rot into the central router’s route
table
3 Add routes to any other central site router or external router as needed.

4. If authentication is being used on the central router, add the r¢
address to the central router’s authentication tablc.

58 Operations Manual ~ Version 0.6 DRAFT 10/23/98 6-1



Network Operation

5. Verily connectivity to the remote router from the central site by ping ing stations on the remote
network. [f this fails, try doing a traceroute to find where the connection fails, and/or
successively ping each router interface working forwards from the central site router Ethernet
interface.

(@)
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Removing a Remote Router from an Existing Network

This procedure can be used if the authentication feature is being used at the central unit.

1. Remove the remote router’s radio interface MAC address from the authentication tablc.

19

If the remote router is currently connected to the central and network I_gg_i_s are enabled, then
log in to the remote router and perform a restart system operation from the control page to
disconnect the remote router’s radio connection. It should now fail to connect since it will no
longer succeed with the authentication process. (Ignore this item if the Terminating

Connectivity to a Remote procedure was followed in Step 1.)

[

Remove the route table entries for the remote router from the central router and any other
external routers.

IS

If

9

an SNMP NMS is being uscd, remove the remote router from the NMS’s database.

[am—y

Add a route table entry for the remote router into the new central router’s table.

2. If authentication i

s
router’s authentica

[e AV QGsvad

being used, add the remote router’s radio MAC address to the new central
ion table. '

Modify the remote router’s route table entries.

L3

4. Modify the remote router’s radio configuration, including RF Net ID and Hopping Sequence.

5 Delete the remote router’s route table entry and authentication table entry (if used) from the old
central router’s tables.

6. Modify the route table entries for the remote router in any external routers being used.

P NNl ad NIYYI0
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Network Operation
7. log in to the remote router Lo verify connectivity.

g [f an SNMP NMS is being used, update the NMS’s database with the remote router’s new
information.

Using FTP to Archive or Modify Configurations

It may be desirable to archive a copy of a router’s configuration for record keeping, or to restore in
case of hardware failures. It may also be desirable to copy all or part of one router’s configuration
to another router. This might be done to insure consistency of data (¢.g. security or routing

1AL kiiigmaa

parameters), or else as a short cut to reduce config &,uratlon time. These ObjCLllVCb can be
accomplished by using FTP to retrieve one or more of a router’s configuration files, which can be
restored to the same unit or another unit when desired. Note that the internal structures of the data
located within the configuration [iles may change between different software versions, therefore
configuration files should only be stored/restored between units having the same version of
SOfthlI"e Note that it may be necessary to cd to the router's file system root (F:) prior to accessing

filcs.

The router’s configuration files arc located in the router’s file system as follows:

L 2

Radio Configuration Parameters: F:/RADIO/ylconfig.dat

Authentication Table: F/RADIO/ylassoc.dat

Log in User Names and Passwords: F:/MPN/passwd
Interface 1P Addresses and Subnet Masks: F:/MPN/inet
Route Table Entries: F:/MPN/routes

SNMP Community Table: F:/SNMP/config

MIB-II System Group Data: F:/SNMP/nov

* ¢ & & & 0

FTP’ing configuration files onto a router should be done with care, as errors in the copying process

may render the router inoperable pending significant recovery processes.

and Trend Analysis

Central and remote routers can be monitored through cither the Web browser or r SNMP agent
interfaces.
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SNMP Network Management Stations

All monitorable statistics are available through SNMP queries. In addition to MIB-II variables,
product-specific variables are available through the WaveNet [P 2438 enterprise MIB (see Appendix
A). which can be FTP'd from F:/PUB/wn2438. mib in the router's [ile system. Most commercial
SNMP Network Management Stations have the ability to sample variables over time and display
trends and/or raise alarms based on defined thresholds. In addition, applicable MIB-II traps are
supported, and can be used to raise alarms on the network management station.

Web Browser Interface

A subset of the SNMP-accessible statistics is available through the Web browser interface. These
statistics can be read by doing a network log in using either a user name and password, or by
specifying a valid community name that is allowed SNMP read access, and then selecting monitor.
Statistics can be repeatedly sampled by using the reload/refresh feature included with the Web
browser. System, Radio, or Authentication statistics can be selected.

Monitor System Statistics screen:

WaveNet IP | | AQ&

Monitor System Statistics BFEESIL

mormntor

avstent

) System Up Time
Days Hours Minutes Seconds
b1 26 70

Netwnrk Interface Stausu\:s
Network Interface Status Packets In Packets Ouz Input fmr: Cutput Errors
Enemet  Up 1431 13675 0 0
Radio T 1338 13723 o7 T e

For more wformaton, consult the Wireless [ne “Web Page

21999 Wirdass, I
AR Tighes cusarved
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Monitor Radio Statistics screen on a central:

WaveNet IP

VMonitor Radio Statistics

For thare it rnanen, Loasule the

1o Wirders I
A s e

mnnitor

aul

" Radio Statistics

anseL1alons

bearond

outhenrd Games

inboind [ames
comtended data frames

ud frames
fesAIValOn requests

TEEAOTES

requested 21
Gy 5
senr 218851
sent 40310
facewed a6

recewrd withour ervors S7RIE
recewed 54

recewed without errors 3454

recewed 57750

eacewed vathord sirors 57751
0

wroated S

an pell bst 0

Network Operation

Monitor Radio Statistics screen 0
WaveNet IP

Vionitor Radio Statistics

For mote wiutnahon, consult the 3

n a remote:

manitar contrel
Radio Statistics
signal qualiey
requested
assormanons o
alowed
rermyed
beacons
rssed

v

utbound Eaces

mbound yames

received by this remote

sen by ths remate

sent by this remote without efrors

sent by ths remate

contended data frames sent by ths retote without errors

total sent by all remotes withont RITOFS

sant by this remote

ked frames sent by thus remote without mrors

3299

tstal sent by all1mnoles withent errars 282R0

reservalion rryuests

s Vet Page

Y]

Monitor Radio Statistics

Performance monitoring and troubleshooting

statistics.

of the radio link can be accomplished using radio

The following provides a definition for each radio statistic on a central:
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