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Preface

About This Manual

This manual, ZXR10 WAS (V2.0) IP Wireless Access System WB00A Wireless Access
Point — User’s Manual, is applicable to W800A wireless access point (W800A for
short) of the ZXR10 WAS (V2.0) IP wireless access system.

The ZXR10 WAS IP wireless access system is the | P wireless access system devel oped
by ZTE. It consists of a series of wireless access network products, such as wireless
network card, wireless access point (AP) and DSL 2-in-1 wireless router.

Serving as the operation guide to W800A, this manual introduces the function features,
installation, operation, using and maintenance of W800A. This manua consists of 7

chapters and 2 appendixes.

Chapter 1, Safety Precautions, introduces the safety precautions of this product and
safety symbols used in this manual.

Chapter 2, Instalation and Debugging, deals with the installation and debugging
methods of W800A.

Chapter 3, Command Line Configuration, covers the command line configurations of
W800A.

Appendix B Making of Ethernet cables, details the power supply mode of W800A
Ethernet and making of Ethernet cables.

Conventions

Four striking symbols are used throughout this manual to emphasize important and
critical information during operation:

AAttention, A Caution, A Warning and A Danger: alerting

you to pay attention to something.



Statement: The actual product may differ from what is described in this
manual due to frequent update of ZTE products and fast development of
technologies. Please contact the local ZTE office for the latest updating

information of the product.

A Warning

This instruction manual only apply to W800A with the following antennas:
TQJ-5800BKF40-W, TQJ-5800C-5, TQJ-5800BKF8, R0322-025



Contents

1 SAfELY PrECAULIONS. ... eeiiiiiiiiiiiiiiet ettt et ettt ettt ettt ettt et ettt e e et et et e e e e e e e e eeeeeeeeeeeeeeeeeeeeeees 1-1
1.1 SAFEY PrOCAULIONS ... e 1-1
S Yy oo I B TS ] oL Lo o [T 1-2

2 Installation and DEDUQGGING. .. ... eeeeeieeiiiiieie e ettt e et e e et s e e e et e e eaaba e e s e eeeeeeseraa s aeeeeeeeennes 2-1
2.1 INStallation PreParations ............oeeuuuuuiieeeeeeeeeiiiis s e e e e e e eeettin s s s e e e eeeeaeta e e s eeeeeeeaaana e e eeeeeeenras 2-1

2.1.1 Installation Preparation FIOW........ccooiiiirieiiiie et e e e e e ennees 2-1
2.1.2 Tool, Instrument and DOCUMENL...........ccuiiiiiiiiiiiiiiiiiiiii ettt 2-3
2.1.3 Installation ENvironment INSPECLION ..........uueuiiie e ieiiiis e eeee et e e e e e e e eeeeeennees 2-4
2.1. 4 UNPacking INSPECLION. ......cviieieieiie e e et e e e e et s e e e e e e et s e e e e e e e eaataannseeeeeeeennes 2-4
221INSEEIEHON. ... 2-4
2.3 PoWer-on and POWEr-0fT........oooiiii 2-6
B L o THTo o oo PSR 2-6

3 Command Line CoNfigUIatioN...........uuuuiiiieeeiiieiiie s et s e e e e e e e e e e e e e e e e eaar e e e eeeeeeanne 31
B L OVEIVIBIV. ..o 31
B2USE MOUE. ... 34

3.2.1 Entering the Privileged MOGE..........cooveeiiiiii e e e e e aaeees 34
3.2.2 Exiting the Telnet Configuration.............uuuiiiii e i e e e e e e e enenes 34
B 1AV 1o = o 1Yo o TSP 35
3.3.1 Network ConneCtiVity ChECK .........ccoiviiiiiiii i e e e e eaeees 35
3.3.2 Saving the Configuration Datato FLASH...........cooviiiiii i 35
3.3.3 Restoring the Default Configuration ............ccooeeiiiieiiiiiin e e e e e eaenns 35
3.3.4 Resetting the SOftWaIE......ccviie i e e e e e e e aanees 3-6
3.3.5 Entering the Configure MOE..........coovriiiiiiii e e e e e aaenes 3-6



3.3.6 Exiting the Privileged MOTE...........cuuueiii i 3-6

3.3.7 Exiting the Telnet Configuralion ...........ccooieeeiieeiiiiiie e e e e 3-6
G @ g 1T U= 1Y, oo L= 3-6
I3 I =T T (o TS e ) 1T 1= 1o o P 37
3.4.2 Clearing the INfOrMatioN ..........ccoviieiiiis e e e e s 37
3.4.3 Configuring the Configuration SEIVEX ............oeuuiiiiiiii e e e e 38
3.4.4 DHCP Server ConfigUIation ............uuueeiiieeeiieeiiis e s e e e eeeeeeiss e e e e e e eeens e e e e e e eeennnnn s 38
3.4.5 DISCOVER CONfiQUIALiON......cciiieeiiiiiei e eeeeeeeiieis s e e e e e et e e e e e e eeatnnn s e e e e e e eeennnnnn s 3-10
3.4.6 802.1X Parameter Configuration ...........covieeeieeeeeiiiiis s e e eeee e e e e e e e e e e e e e e eeeennnnas 311
3.4.7 Password Configuration in the Privileged Mode.............ooovviiiiiiiiiiiiin e, 3-14
3.4.8 Erasing the FItration RUIES ...........ouuuiiiii e e e 3-14
3.4.9 Exiting the Configure MOE .........covuuiiiii e e 3-14
3.4.10 IAPP Load Balance Configuration .............cveeuuurinieeeieeeeeiiiss e e eeeeeeeininn e s e e e e eeennennn s 3-15
3.4.11 Entering the Interface Configuration MOdE ..........coveeeiiiieiiiiin e 3-16
3.4.12 IP Network Parameter Configuration ..............uuueieieeeirieeiiiiis e eeee e e e e e e e 3-17
KT G T (o T L= 3-18
3.4.14 Two-Layer Separation Configuration ..............uuuiiieeeirieeeiiiin e e e e e 3-18
3.4.15 Log Printing Message Configuralion.............cuuuuirieieiieieeiiis e e e e e e e e eeerea s 3-19
3.4.16 MAC Filtration Configuration ............cceieeeirieeeiiiisieeeeee e e e e e e eeeiinn e e e e e e eeereen s 3-20
3.4.17 MAC Address Authentication Configuration .............ccuvvvuuuiiiniieeereeeeies e e e 321
3.4.18 Manager CONfiQUIALION ........ceeieeeeeiiies s e e e e et e e e e e et e e e e e e ee et e e e e e e e eeerennnn s 321
3.4.19 QOS CONFIGUIBLION ....eevvieiis s e e eee ettt e e e e e et e e e e e e e e e e e e e e e eeatna e e e e e e e eeernnnnn s 3-22
3.4.20 RADIUS Server Configuration...........ooieeeieeeeeiiiinseeeeeeeeeiiies e e e eeeeeeinnnn s e s e eeeeeennnnnnes 3-22
3.4.21 SNMP Module ConfigUration.............ceieeeireeeeiiiisseeeeee et e e e e e e eeernan e e e e e e eeeeennnn s 3-24
3.4.22 SSH Parameter Configuration ............oeieeeirieeeiiiinie e ee e e e e e eeen e e e e e e eeenea s 3-28
3.4.23 Spanning Tree Parameter Configuration .............cooveeeiiveeiiiiiini e e e e 3-29



3.4.24 TELNET CONfiQUIAiON ...eevvviiieieeeieeiiiiis e s e e e e eeetits s s s e e e e e e et e s s e e e eeeeasannanseeeeeeennnes 3-32

3.4.25 Uploading/Downloading TFTP FlES ......uuiii e e e 3-32
3.4.26 VLAN CONfIQUIBLION. .....eeeieiiieieeeeeeeiiiie e s e e e e ettt s s s e e e e e e eaata s s s e e e aeeeasennaneeeeeeeennnns 3-33
3.4.27 Wb CONfIQUIALION ......ceveeeiiii e e e e e et e s e e e e et e e s e e e e e e e e s s e e e eeeeeeennaaseeeeeeennnes 334
3.4.28 Nation Zone CoNfiQUIAioN..........cceieeeiiiiiie s e e et e s e e e e et e e e e e e eeara s e e e aeeennne 334
3.4.29 Showing Parameter CONfigUIalion............ieieeeiereiiisies e eeeeeiiises e e e e eeeeeeinen e e eeeeenenns 335
3.5 Ethernet Interface Configuration MOUE............uuuiiii i e e eeeees 341
3.5.1 Exiting the Ethernet Interface Configuration MOde ...........ccoovvvviiiiiie i 3-42
3.5.2 Ethernet Interface MAC Filtration Configuration .............ccovvveuiiiiinieeeieeeiisin e e eeeeeanns 3-42
3.6 Wireless Interface Configuration MOOE ...........uveiiiiieiie e e e 3-42
3.6.1 802.11-Related Parameter Configuration of the Wireless Interface...........ccccceeevvieviinennns 3-42
3.6.2 ESSID Hiding ConfigUIation...........cceeuuuueiiiieeeieeeiiis s e e e eeeeeis s e e e ee e et sn e e e eeeeennes 3-45
3.6.3 Exiting the Wireless Interface Configuration Mode...........ccovvvviieeiiiieeeiieeiien e 3-46
3.6.4 Enabling the Link Integrity Detection FUNCLION ...........ccovveeiiiiiiiiiie e 3-46
3.6.5 Wireless Interface MAC Filtration Configuration..............coovveuuiiiinieecieeeiicin e eeeeeeenns 3-46
3.6.6 MUItI-ESSID CONfigUIaLioN .........ccceieeeiiiiiieseeeeeeeiiis s e s e e e e eeeaes s s e e e eeeeeernn s e e eeeeeennne 3-46
3.6.7 Security Parameter Configuration .............oiiieieiieeiiiiis e e e e e e e e e e e e eeeenns 3-47
3.6.8 Transmission Power ConfigUIration ............ccivieeriiieiiiiiies e ceeeiiis s e e e e e e e e e e eeenenes 3-49
3.6.9 Working Mode Configuration............ceuuureniiieeeieeeiiis s e s e e e e eeeats e s s e e e eeeeaeenn s e e eeeeennne 3-49
A.1 Making of Ethernet Calles.........ii i e e 1
A.1.1 Making of Straight Through Ethernet Cables (RI5)........coevvveiiiieeeiieeecie e 1
A.1.2 Making of Straight Through Power Supply Ethernet Cables (C-RJ5-001)...........cccvvvnnnnnnnn. 1
A.1.3 Making of Crossover Ethernet Cables (RIA5J) ......uuniiieeeiieeiiiiie e 2
A.L 4 Ethernet Cable Lalel...........uuiuiiiiiiiiiiiiiiit bbb 3






A List of Figures

Fig. 2.1-1 Sub-Channel DistriDULION. ..........uueiiiieiiieeiiie e e e e e e e e e e e e 2-1
Fig. 2.1-2 Channel Distribution Principle of Adjacent APS...........uviiiiiiiiiiece e 2-2
Fig. 2.2-1 installation INSIMUCLION .......cooveiiiis e e e e e e e 2-5
Fig. 2.2-2  SOIAEred CONMECIONS. ... ..ot eeeeeeeieii i et e e e e e ettt e e s e e e e e et e e e e e e e e et e e e e e e e e e aaeann e e eeeees 2-6
Fig. 3.-1 Seria Port ConfigUIation ...........uuueeiiiieeiiieiis e e e e e e e e e e e e e e 33
Fig. 3.1:2 Telnet 10 WBO0A.......eee ittt e e e e e e e e e e e e e e e ettt e e e e e e e e aaeann e e eeeees 33
Fig. A.1-1 Label of the Straight Through Ethernet Cable.............ooovviiiiiiiiii e, 3
Fig. A.1-2 Labe of the Straight Through Power Supply Ethernet Cable .............ccceeviiiiiiiiiiiieenn, 3
Fig. A.1-3 Label of the Crossover Ethernet cable............ooiiiiiiiiiiii e 4






A list of Tables

Table 1.2-1 Safety Symbols and DESCHIPLIONS .......iieeiieieeiiie e e e 1-3
Table 2.1-1 IDs and Frequencies Of ChannelS...........covviiiiiiiiii e 2-2
Table 3.6:1 WB800A Working Channels............uvuuiiiiiiiiiieeis e e e 3-45
Table A.1-1 Connections of Straight Through Ethernet Cables (RI5) ....ccooeevvvveeviiiiiieeeeeecee e 1
Table A.1-2 Connections of Straight Through Power Supply Ethernet Cables (C-RJ45-001).............. 2
Table A.1-3 Connections of Crossover Ethernet Cables (RI5J)......ccvvvviiiiiiiiiiieeiei e 2






1 Safety Precautions

This chapter introduces the safety precautions of this product and safety symbols used

in this manual.

1.1 Safety Precautions

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: ( 1) Thisdevice may not cause harmful interference, and 2)
this device must accept any interference received, including interference that may

cause undesired operation.

To assure continued compliance, (example — use only shielded interface cables when
connecting to computer or periphera devices). Any changes or modifications not
expressly approved by the party responsible for compliance could void the user’s
authority to operate the equipment.

NOTE: This equipment has been tested and found to comply with the limits for a Class
B digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential installation.
This equipment generates, uses and can radiate radio frequency energy and, f not
installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to
radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one of the following

measures:

Reorient or relocate the receiving antenna
- Increase the separaion between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the

receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.
This equipment is with high temperature and voltage, so only the professional

11
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personnel who had passed the training can install, operate and maintain it.

ZTE assumes no responsibility for consequences resulting from violation of genera
specifications for safety operations or of safety rules for design, production and use of

equipment.

1.2 Symbol Description

See Table 1.2-1 for the safety symbols used in this manual, which serves to remind the
readers of the safety precautions to be taken when the equipment is installed, operated

and maintained.
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Table 1.2-1 Safety Symbols and Descriptions

Safety Symbols Meaning

Cdll for notice

Call for antistatic measures

Warn against electric shock

Caution against scald

Warn against laser

Caution against microwave

b gl i

Four types of safety levels are available: danger, warning, caution and note. To the
right of a safety symbol is the text description of its safety level. Under the symbol is
the detailed description about its contents. See the following formats.

A Danger:

Any failure to take the reminder seriously may lead to important accidents, such as

casualties or damage to the equipment.

A Cautions:

Any failure to take the reminder seriously may lead to important or severe injury
accidents, or damage to the equipment.

A Caution:

Any falure to take the reminder serioudy may lead to severe injury accidents or

damage to the equipment.

1-3
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A Note:

Any failure to take the reminder seriously may lead to injury accidents or damage to
the equipment.

I!-.-l Remark, reminder, tip...

The remarks, prompt and tips in addition to safety statements.




2 Installation and Debugging

This chapter details the methods and procedure of installation and debugging of the
W800A for your reference.

2.1 Installation Preparations

2.1.1 Installation Preparation Flow

Before installing the W800A, the engineering personnel should confirm that such work
as solution design, project survey and WS800A basic configurations have been
completed. Brief introductions to the preparations required for installation are as

follows.
2.1.1.1Channel Planning

According to 802.11b wireless LAN internationa standard and the standard of state
radio management committee, the working frequency band of a wireless device in the
wireless LAN is 2400 MHz ~ 2483.5 MHz, and the working frequency bandwidth is
83.5 MHz, divided into 14 sub-channels with 22 MHz as the bandwidth for each one.
The sub-channel distribution is shown in Fig. 2.1-1

2417 2427 2.437 2447 2.457 2.467

2412 2422 2.432 2442 2.452 2.462 2472 2.484

Fig.2.1-1 Sub-Channel Distribution

Viewed from the above diagram, up to 13 channels areavailable. The IDs and central
frequencies of these 13 channels are described in Table 2.1-1.
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Table2.1-1 IDs and Frequencies of Channels

Channel ID Central Frequency Low End/High End Frequency of the Channel
1 2412MHz 2401/2423MHz
2 2417MHz 2411/2433MHz
3 2422MHz 2416/2438MHz
4 2427MHz 2421/2443MHz
5 2432MHz 2426/2448MHz
6 2437MHz 2431/2453MHz
7 2442MHz 2431/2453MHz
8 2447TMHz 2436/2458MHz
9 2452MHz 2441/2463MHz

10 2457MHz 2446/2468MHz
11 2462MHz 2451/2473MHz
12 2467MHz 2456/2478MHz
13 2472MHz 2461/2483MHz

When multiple channels work at the same time, the central frequency intervals between
two channels should not be less than 25 MHz to avoid mutual interference. As shown
in Fig. 2.1-1, in a cell, direct spread spectrum technology can support simultaneous

work of up to 3 un-overlapped channels.

In the wireless LAN planning, to redlize efficient coverage of APs and avoid mutua
interference between channels, the cellular coverage principle of BTS is adopted in the
channel distribution. 3 un-overlapped channels (for example, channels 1, 6 and 11) can

be used in the same area at the same time, as shown in Fig. 2.1-1.

AP
channel 6

AP
channel 11

channel 6 channel 11

Fig. 2.1-2 Channel Distribution Principle of Adjacent APs
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When using APs, for the adjacent APs, we will select their working channels (channels
1, 6 and 11 are usuadly used) according to the principle shown in Fig. 2.1-1, to

guarantee the normal work of the wireless LAN.
The channdl distribution principle of 802.11g standard is the same as that of 802.11b.

802.11a standard channels feature anti-interference performance, so no special
configuration is required. In the actual networking, you only need make sure that the
channels between adjacent APs are different.

2.1.1.2Configuration before Installation

Before the ingtallation, power on W800As in turn and check whether they can work
normally. In the normal case, the Power indicator and ACT indicator on the W800A
panel should be always on, and the RUN indicator should flash slowly (about once per
second). If the indicator is not in the normal status, you can log on to the W800A in the
hyper terminal mode and check whether the version is loaded normally. If necessary,
you can reload the version (refer to Section 7.3 Version Loading and Upgrade for
detailed procedure).

When you make sure that the W800A works normally, it is required to implement basic

configurations for it. The configuration contents are as follows:

1. Configuring the W800A IP addresses, that is, management addresses. At least
one management address should be configured for each WB800A, for the
management configuration of WE800A.

2. Configuring the wireless working mode of the W800A wireless interface and the
SSID (Service ID), using channel and rate of the corresponding wireless

interface.

The detailed configuration methods will be introduced in the subsequent sections.

2.1.2 Tool, Instrument and Document

® Onewireless network card.
® One PC for configuration management

® ZXR10 WAS (V2.0) IP Wirdess Access System WB00A Wireless Access Point —

User’'s Manual
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2.1.3 Installation Environment Inspection

The WB800A can only be used indoors. To guarantee the normal work and longer useful
life of the equipment, the indoor temperature range should be -5 °C ~ 45 °C, you
should maintain good ventilation and dry air indoors, and the relative humidity range is
5% ~ 95%.

2.1.4 Unpacking Inspection

Generally, the following equipment and accessories are contained in the package of this

product.

W800A 1
Power adapter 1
Console configuration cable 1
Delivery attached document CD 1

LD Note:

Please refer to the packing list in the package. If there is any missing part, please
contact ZTE Cooperation.

2.2 Installation

W800A shell is made in plastic with certain mechanical intensity, and can satisfy the
using requirement. The material is fireresistant and satisfies the environment
protection requirement. The ground bolt can be installed on the interface board of the
shell, for grounding. The W800A can be used not only on the desktop or ceiling but
also onthewall, so it is easily to be used.

The WB800A installation process is described in detail asfollows:

1. Place the W800A to the proper position according to the engineering planning,
for example, evenly place it on the desktop, ceiling or wall.

2. Determine the angle of the antenna.
3. Connect the power cable to the power socket on the W800A backplane.

4. Connect the Ethernet cable to the Ethernet interface on the W800A backplane.

24
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screw connector

Fig. 2.22-1 installation instruction

When the WB800A is installed on the ceiling, for the ceiling in plaster or floor, the
W800A antenna can be directly installed on the celling; for the ceiling in metal, if the
antenna is directly installed on the celling, the antenna signa will be shielded and
W800A can not work normally, so you should lead the antenna to the place under the
ceiling, through correct antenna feeder. If the W800A is hanged on the wall, reliable
fixing method is necessary. If the W800A is placed on the desktop, reliable fixing
method is required to ensure the safety of the equipment.

A Warning

5. Once the RF antenna connector is screwed onto the W800A, the connectors must
be rendered "permanent” and non-disconnectable in accordance with FCC rules.
This can be accomplished either by;

a) Soldering the connectors together, (see Fig. 2.22-2) or,
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Fig. 2.22-2 Soldered Connectors

b) Gluing together by using permanent, fast-setting epoxy glue and surround the
entire periphery of the connector junction so it is not possible to disconnect.
Follow the directions provided on the glue package for cleaning and mixing the

two-part glue together.

2.3 Power-on and Power-off
The following two power methods are used for the W800A system.
1. Usethe in-house power adapter of the W800A.
2. UsePoE

The termina PoE module is embedded in the W800A. When PoE power supply is
adopted, a standard straight-through cable is used to connect the PoE interface of the
PoE source end device W112P or W105P. For the detailed description, refer to
Appendix B.

To power on the WB00A, connect the power adapter or Ethernet cable for powering the
Ethernet for the WB00A. After being powered on, the W800A will start automaticaly,

without any operation by users.

To power off the W800A, directly disconnect the W800A power adapter or the cable
for powering Ethernet.

2.4 Debugging

After W800A is powered on and started, it is required to implement service debugging.
There are three purposes for debugging:

2-6



ITEBH Chapter 4 Installation and Debugging

1. Ensure that the route between W800A and Internet/customer server is smooth.

2. Ensure that each client in the W800A coverage area can access Internet

normally.

3. Ensure that in the whole engineering coverage area, the clients can be roaming

switched between the cells containing APs.

2-7






3 Command Line Configuration

This chapter describes the operation methods and configuration commands of the

W800A command line configuration.

3.1 Overview

The WB800A provides the Command Line Interface (CLI) for configuring the W800A

data.

The CLI configuration of the W800A has the following features:

1

You can not only mplement local configuration through the hyper termina
software with the serial port, but also implement local or remote configuration in

Telnet with the Ethernet interface and wireless network card.

The CLI provides five command modes. User, privileged, configure, Ethernet
interface configuration and wireless interface configuration modes. One mode is
the execution environment for a group of related commands, and one command
can be executed only in the corresponding command mode. To obtain the valid

commands in the current command mode, input “?’ in the current mode.

Commands are of two types. information query and function. The information
guery commands serve to obtain some information to be queried. The function
commands serve to change the function configuration of the W800A. The
changed configuration is saved in the running configuration information library.
To cancel the function configuration, execute the reverse command of the

former command (that is, no + key word + former command)

CLI provides perfect help system: At any time, you can input “?’ to obtain the
related help information.

The command inputting provides the fuzzy match function: Once the
information input by the user is enough for determining a command, no more

information is required to be input.

CLI provides the command history function: You can select a historica

command for executing through “?” or “?" of the keyboard.

31
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7. CLI provides two layers of password protection to reject illegal users. The first
layer passwvord authentication appears on the Telnet welcome interface, the
safety authentication for accessing the user mode is required at this time. The
default user nameis “root” and default password is “public’. In the user mode,
input the enable command and correct password to enter the privileged mode,

the default password is “zte’.

M Notes:

When you implement the configuration in the serial port mode, you can enter the user

mode from the hyper terminal interface directly, without any authentication.

8. CLI can automatically page the output commands on the terminal: “—More—"
a the lower left corner of the command output window indicates more output
commands. At this time, you can press CTRL to display the next page, press
ENTER to output the next line and press other keys to exit.

9. WB800A CLI provides the basic command line editing function. The short-cut

keys for editing command lines are described as follows:

Ctrl + U: Delete the whole command being input.

Ctrl + A: Move the cursor to the first character of the command line.
Ctrl + E: Move the cursor to the last character of the command line.
Ctrl + X: Delete al the characters before the cursor.

Ctrl + K: Ddete al the characters after the cursor (containing the character at

the cursor)

Ctrl + C: Give up al the input contents. Enter the new line and the prompt character

will appear.

When the seria port mode is used for configuring the W800A, the seria port attribute

configurations of the hyper terminal are shownin Fig. 3.-1
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Fart Settings |

Bitz per second: | SE00 j

Drata bits: I a j

Paritu: I Mone j

Stop bitz: I 1 j

Elaws contral; INu:une j

k. Cancel Spmly

Fig. 3-1 Seria Port Configuration

When the Telnet mode is used for configuring the W800A, you just need input
“telnet/WB00A working IP address’, as shown in Fig. 3.1-2. By default, the W800A
working IP address is 192.168.1.254 and the subnet mask is 55.255.255.0.

run 2 x|

Type the name of a program, folder, document, or
- Internet resource, and Windows will open it for you,

Open: Itelnet 192,.168.1.254 j

Cancel | Browse... |

Fig.3.1-2 Telnet to W800A

These five configuration modes of the W800A and all the available commands under
each mode are described in detail as follows: The stipulation of command format are as
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follows:
1. abc refersto the command or keyword.
2. <abc> refersto the contents to be input by the user.
3. abc|def indicates that one of the two will be selected.
4, For the contentsincluded in [ ], the user can choose to input or not input them..

5. For the contentsincluded in { }, the user must input them.

3.2 User Mode

Entering mode: Telnet
Exiting mode: exit
Default prompt character: wlan>

Note: After logging on to the W800A in Telnet, the common use can enter the user
mode only once the user name and password authentications are passed. The default
user name is “root” and default password is “public’. To avoid the case in which the
illegal user tries with different passwords, the system will automatically disconnect
from the Telnet of a user, after this user inputs wrong password for consecutive three
times.
3.2.1 Entering the Privileged Mode
Command mode: User mode
Function: Input the correct password to enter the privileged mode.
Command format: enable
Note: After the user inputs the enable command and press ENTER, the system will
prompt that password need be input. The default password of privileged mode is “zte”.
3.2.2 Exiting the Telnet Configuration
Command mode: User mode.
Function; Exiting the user mode and returning to the system.

Command format: exit.
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3.3 Privileged Mode

Entering mode: Input the enable command in the user mode and input correct

password.

Exiting mode: disable, entering the user mode; exit, exiting the privileged mode and
returning to the system.

Default prompt character: wlan #

3.3.1 Network Connectivity Check
Command mode: Privileged mode
Function: Checking the network connectivity.

Command format: ping <A.B.C.D> [-n <echo-number>] [-w <timeout>] [-I

<packet-size>] [-]

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

<A.B.C.D> IP address Destination | P address
-n None Setting the flag bit of ping packet quantity.
<echo-number > 1~40 Quantity of ping packets.

Setting the flag bit of the maximum time-out
-W None .

interval.
<timeout> 1~2 Maximum time-out interval (unit: second).
-| None Setting the flag bit of the buffer area capacity .
<packet-size> 0~1504 Buffer area capacity

Setting the consecutive ping packets (complete it
-t None

by <Ctrl + C>)

3.3.2 Saving the Configuration Data to FLASH
Command mode: Privileged mode.
Function: Saving the configuration data to FLASH.

Command format: write flash.

3.3.3 Restoring the Default Configuration
Command mode: Privileged mode

Function: Deleting the database, recovering the default configuration of the W800A

35



ZXR10 WAS (V2.0) IP Wireless Access System WB800A Wireless Access Point

Professional Installation Instruction Manual

LTERH

and reset it.

Command format: default enable

3.3.4 Resetting the Software
Command mode: Privileged mode
Function: Resetting the W800A.

Command format: reboot

3.3.5 Entering the Configure Mode
Command mode: Privileged mode
Function: Entering the configure mode.

Command format: configureterminal

3.3.6 Exiting the Privileged Mode

Command mode: Privileged mode

Function: Exiting the privileged mode and entering the user mode.

Command format: disable

3.3.7 Exiting the Telnet Configuration
Command mode: Privileged mode
Function: Exiting Telnet and returning to the system.

Command format: exit

Note: This command can only be used in the CLI in the Telnet mode. If the user logs

on in the hyper termina mode through the seria port, thiscommand is invalid.

3.4 Configure Mode

Entering mode: Input the configure terminal command in the privileged mode.

Exiting mode: exit, entering the privileged mode.

Default prompt character: wlan (config) #

Note: All the configuration commands can be executed in this mode (or its sub-modes).
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3.4.1 Bridge Configuration

1. bridge aging-

time

Command mode: Configure mode

Function: Configuring the aging time of the Bridge Forward Table (FDB) MAC

address,

Command format: bridge aging-time <value>

Parameter descriptions:

Parameter Name

Vdue Range

Parameter Descriptions

<value>

10~1000000

The aging time of the FDB MAC address (unit:
second), 300 by default.

2. bridge forward-table-size

Command mode: Configure mode

Function: Configuring the quantity of the FDB MAC addresses.

Command format: bridge forwar d-table-size <value>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<value>

220~1024

Quantity of the FDB MAC addresses, 1024 by
defaullt.

3.4.2 Clearing the Information

Command mode: Configure mode

Function: Clearing the alarm, log or debugging information.

Command format: clear { alarm|logcmd|trace}

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
Alarm,
{alarm|logcmd| . ) )
Logemd, Clearing the darm, logcmd or trace information.
trace} ;
race
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3.4.3 Configuring the Configuration Server

Command mode: Configure mode

Function: Configuring the parameters of configuration server: |P address, interception

port number of the TCP and the interception port number of UDP.

Command format:

config-server {ipaddress <A.B.C.D> [tcp-port <value'>

[udp-port <value®>] | udp-port <value’> [tcp-port <value™>]] | tcp-port <value™>

[ipaddress <A.B.C.D> [udp-port <value®>] | udp-port <value®> [ipaddress

<A.B.C.D>]] | udp-port <value’> [ipaddress <A.B.C.D> [tcp-port <value™>] |

tcp-port <value'> [ipaddress <A.B.C.D>]]}

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
<A.B.C.D> IP address I P address of the configuration server
The interception port number of tcp, 3601 b
<value'> 3000~65535 P P P Y
default.
The interception port number of udp, 3600 b
<value?> 3000~65535 defauilt P P P Y
ault.

Note: One or multiple parameters can be configured randomly. The un-configured

parameters will keep unchanged.

3.4.4 DHCP Server Configuration

1. dhcp server dns

Command mode: Configure mode

Function: Configuring the IP address parameters of the master and dave DNS

servers of the DHCP server.

Command format: dhcp server dns <A.B.C.D'> [<A.B.C.D*>]

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<AB.C.D"> IP address |P address of the master DNS server.
<A.B.C.D?> IP address | P address of the slave DNS server (optional).

2. dhcp server gateway
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Command mode: Configure mode

Function: Configuring the IP address parameters of the default gateway of the
DHCP server.

Command format: dhcp server gateway <A.B.C.D>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<A.B.C.D>

|P address

IP address of the gateway.

3. dhcp server leasetime

Command mode: Configure mode

Function: Configuring the address lease time of the DHCP server.

Command format: dhcp server leasetime <value>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<value>

60~3600

The address lease time of the DHCP server, 6 by
default.

4. dhcp server run

Command mode: Configure mode

Function: Starting, stopping or restarting the DHCP server.

Command format: dhcp server run {start|stop|restart}

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

{start|stop|restart}

Start, sop, restart

start: Startup;
Stop: Stopping;
restart: Restarting.

5. dhep server start-flag

Command mode: Configure mode

Function: Configuring the start flag of the DHCP server when the system is

restarted.

Command format: dhcp server start-flag {truelfalse}
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Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

{trueffalse} True, false the system is restarted.

The start flag of the DHCP server.
If itis“true”’, the DHCP server will be started when

If it is“false”, the DHCP server will not be started
when the system is restarted.

3.4.5 DISCOVER Configuration

1. discover device
Command mode: Configure mode
Function: Configuring the integrated management multicast address and port
number of the equipment.
Command format: discover device <A.B.C.D> [<value>]
Parameter descriptions:
Parameter Name Vdue Range Parameter Descriptions
IP address with a ) ]
The integrated management multicast address of
<A.B.C.D> range of 224.0.0.1 ~ )
the equipment, 224.1.88.89 by defaullt.
239.255.255.254.
The interception port number of the integrated
<value> 0~65535 management multicast of the equipment, 2801 by
defaullt.
2. discover manager

Command mode: Configure mode

Function: Configuring the management multicast address and port number of the
integrated management server.

Command format: discover manager <A.B.C.D> [<value>]

Parameter descriptions:
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Parameter Name Vaue Range Parameter Descriptions

IP address with a| The management multicast address of the
<AB.C.D> range of 224.0.0.1 ~ | integrated management server, 224.1.88.88 by
239.255.255.254. default.

The management interception port number of the

<value> 0~65535

integrated management server, 2800 by default.

3.4.6 802.1X Parameter Configuration

1. dotlx enable
Command mode; Configure mode
Function: Enabling or disabling the 802.1x function.
Command format: [no] dot1x enable

2. dotlx max-reauth
Command mode: Configure mode
Function: Configuring the maximum times of 802.1x re-authenticating.
Command format: dot1x max-reauth <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

The maximum times of 802.1x re-authenticating, 5
<value> 0~10

by default.

3. dotlx max-request
Command mode: Configure mode
Function: Configuring the maximum times of 802.1x authentication request.
Command format: dot1x max-request <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

The maximum times of 802.1x authentication
request, 2 by defaullt.

<value> 1~10

4, dotlx md5-domain
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Command mode: Configure mode

Function: Configuring the domain name in the EAP-MD5 authentication mode.

Command format: dot1x md5-domain <string>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<string>

1~ 32 characters

The domain name in the EAP-MD5 authentication

mode, USR by defaullt.

5. dotlx nas-id

Command mode: Configure mode

Function: Configuring the 802.1x NAS-1D field information.

Command format: dotlx nas-id <string>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<string>

1 ~ 64 characters

NAS-ID character string, W800A by default.

6. dotlx portenable

Command mode: Configure mode

Function: Enabling or disabling the 802.1x port control function.

Command format: [no] dot1x portenable

7. dotlx quiet-period

Command mode: Configure mode

Function: Configuring the 802.1x quiet period.

Command format: dot1x quiet-period <value>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<value>

1~255

The 802.1x quiet period (unit: second), 30 by

default.

8. dotlx server-timeout
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Command mode: Configure mode

Function: Configuring the time-out time of the 802.1x authentication server.

Command format: dot1x server-timeout <value>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<value>

1~-255

The authentication server time-out time (unit:
second), 60 by default.

9. dotlx sm-domain

Command mode: Configure mode

Function: Configuring the domain name in the EAP-SIM authentication mode.

Command format: dot1x sim-domain <string>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<string>

1~ 32 characters

The domain name in the EAP-SIM authentication
mode, SIM by default.

10. dotlx supp-timeout

Command mode: Configure mode

Function: Configuring the time-out time of the 802.1x client.

Command format: dot1x supp-timeout <value>

Parameter descriptions:

Parameter Name

Vdue Range

Parameter Descriptions

<value>

1~-255

The time-out time of the 802.1x client (unit:
second), 30 by default.

11. dotlx tx-period

Command mode: Configure mode

Function: Configuring the 802.1x sending period.

Command format: dot1x tx-period <value>

Parameter descriptions:
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Parameter Name Vaue Range Parameter Descriptions

The 802.1x sending period (unit: second), 3 by
default.

<value> 1~-255

12. dotlx wpa-domain
Command mode: Configure mode
Function: Configuring the domain name in the WPA authentication mode.
Command format: dot1x wpa-domain <string>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<string> 1~ 32 characters WPA domain name, WPA by default.

3.4.7 Password Configuration in the Privileged Mode
Command mode: Configure mode
Function: Configuring the password for enabling the privileged mode.
Command format: enable-password <string>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

The password for enabling the privileged mode, zte

<string> 1~ 30 characters
by default.

3.4.8 Erasing the Filtration Rules
Command mode: Configure mode
Function: Erasing the ACL rule according to the global regular numbers.
Command format: er ase mac-access-rule <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

<value> 0~1023 Numbers of thefiltration rules.

3.4.9 Exiting the Configure Mode

Command mode: Configure mode
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Function: Exiting the configure mode and entering the privileged mode.

Command format: exit

3.4.10 IAPP Load Balance Configuration
1. iapp balance
Command mode: Configure mode

Function: Configuring the load balance mode and nominal capacity of the load
bal ance group.

Command format: iapp balance <vlaue'> {flow <value’>|user <value®> }

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

<value'> 1~65535 Load balance group 1D

The lower limit of the flow implementing the load
<viaue?> 1~65535 _

balance according to the data flow.

The lower limit of the users implementing the load
<viaue®> 1~30 , ]

bal ance according to the user quantity.

2. iapp enable-flag
Command mode: Configure mode

Function: Configuring the enabling status of the load balance and the limitation
of the maximum user quantity.

Command format: iapp enable-flag { disable|balancelmax-user}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
) disable: Disabling both of them.

) Disable, )

{disablejbalance| Bd balance: Enabling the load balance.
ance,
max-user} max-user: Enabling the limitation of maximum user
max-user )
quantity.

Ig.!_" Note:

Configurations iapp balance and iapp max-user can not be enabled at the same time.
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3. iapp max-user
Command mode: Configure mode
Function: Configuring the maximum user quantity (the quantity of the users can
be accessed).
Command format: iapp max-user <value>
Parameter descriptions:
Parameter Name Vaue Range Parameter Descriptions
The maximum quantity of the wireless users can be
<value> 1~150
accessed by the system, 30 by default.

3.4.11 Entering the Interface Configuration Mode

1. interface ethernet
Command mode: Configure mode
Function: Entering the Ethernet interface configuration mode. The command is
followed by the unit ID of the Ethernet interface. The equipment can hold
multiple Ethernet interfaces.
Command format: interface ether net { 0}
Parameter descriptions:
Parameter Name Vaue Range Parameter Descriptions
The unit ID of the Ethernet interface. The W800A
{0} 0 only has one Ethernet interface, so this value is 0
fixedly.
2. interface wlan
Command mode: Configure mode
Function: Entering the Wireless interface configuration mode. The command is
followed by the unit ID of the wireless interface. The equipment can hold
multiple wireless interfaces.
Command format: interface wlan { 0|1}
Parameter descriptions:
Parameter Name Vaue Range Parameter Descriptions
{0]1} Oorl The unit ID of the wireless interface. The W800A
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has two wireless interfaces, so thisvalueisOor 1.

3.4.12 IP Network Parameter Configuration

1. ipaddress

Command mode: Configure mode

Function: Adding the IP address of the W800A management interface.

Command format: [no] ip address<A.B.C.D*> <A.B.C.D*> [second]

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<AB.C.D*> IP address IP address of the host.
<AB.CD?*> Subnet mask Subnet mask of the host.
The main address is without “second” and the
second cecond standl?y address is with “second”. The main address
quantity can only be one and the standby address
guantity can be up to nine.
2. iproute

Command mode: Configure mode

Function: Configuring the default route address of the system.

Command format: [no] ip route <A.B.C.D'> <A.B.C.D*> <A.B.C.D*>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<AB.C.D*> IP address IP address of the host.
<A.B.C.D%> Subnet mask Subnet mask of the host.
<AB.CD3> IP address IP address of the router of the next hop.
3. ippool

Command mode: Configure mode

Function: Configuring the IP address pool of the system.

Command format: [no] ip pool <index> <A.B.C.D"> <A.B.C.D*> <A.B.C.D>>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<index>

0-9

IP address pool group ID
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<AB.C.D> IP address Initial IP address of the host address pool.
<A.B.C.D?> IP address End I P address of the host address pool.
<A.B.C.D*> Subnet mask Subnet mask of the address pool address.

3.4.13 Kicking Users

1

kick all

Command mode: Configure mode

Function: Kicking all the users.

Command format: kick all

kick station

Command mode: Configure mode

Function: Kicking the user with the specified MAC address.
Command format: Kick station <xx-Xx-Xx-XX-Xx-Xx>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

XUXKXX-XEXX-XX> | MAC address User MAC address

3.4.14 Two-Layer Separation Configuration

1. I2-separate enable
Command mode: Configure mode
Function: Enabling or disabling the two-layer separation function.
Command format: [no] |12-separ ate enable
2. |2-separate gateway
Command mode: Configure mode
Function: Configuring the gateway MAC address .
Command format: 12-separ ate gateway mac <xX-XX-XX-XX-XX-XX>
Parameter descriptions:
Parameter Name Vaue Range Parameter Descriptions
XXK-XXXK- XXX [ MAC address Gateway MAC address
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3. |2-separate mode
Command mode: Configure mode
Function: Configuring the two-layer separation working mode.
Command format: 12-separate mode { simple_mode| gateway_maode }

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
{simple_mode| simple_mode, Selecting the simple mode or gateway mode for the
gateway mode } gateway _mode two-layer separation.

3.4.15 Log Printing Message Configuration

1. logmsg all-enable
Command mode: Configure mode
Function: Enabling or disabling the log printing messages of al the modules.
Command format: [no] logmsg all-enable

2. logmsg level
Command mode: Configure mode
Function: Configuring the levels of the log printing messages to be output.
Command format: logmsg level { Lowest|L ower|Higher|Highest}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
Lowest (Flood), o
Level of the log printing messages to be output.
{Lowest|L ower| Lower (Info), o . .
. . . Only the printing messages higher than this level
Higher|Highest} Higher (Error),
. can be output.
Highest (Fatal)

3. logmsg mod-enable
Command mode: Configure mode
Function: Determining the module containing the log printing messages.
Command format: [no] logmsg mod-enable <module>

Parameter descriptions:
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Parameter Name Vaue Range Parameter Descriptions
Specified  module
names:

BSP, DATABASE,
80211, BRIDGE,
IAPP, DHCP,
IPPOOL, DOT1X,
<module> RADIUS, ACL, The module containing the log printing messages.
SVCMANAGE,
TELNET, WEB,
CONSOLE, SNMP,
ALARM, RO1,
TFTP, DISCOVER,
QOS

4. logmsg telnet-log
Command mode: Configure mode

Function: Configuring the current Telnet window as the output window of the
log printing messages

Command format: [no] logmsg telnet-log

3.4.16 MAC Filtration Configuration
Command mode: Configure mode
Function: Adding or deleting a number accessing list.

Command format: [no] mac-access-list <value> { deny|permit}

{06 X=- XK= XX XX- X [any }

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
<value> 1~99 MAC filtration group I1D
deny: If the condition is satisfied, the MAC
communication will be denied.
permit: If the condition is satisfied, the MAC
communi cation will be permitted.

{deny|per mit} deny, permit
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Parameter Name

Vaue Range

Parameter Descriptions

{ <06 XXX XXX XXX

> [any}

MAC address or
any

The MAC address sending the MAC packet. Two
methods can be used for specifying the source
address:

One is to wse the format of 48-bit 6 hexadecimal
hyphens, for example: 00-dO-dO-f1-c4-€f.

The other is to use the keyword any as the
abbreviation of the source 00-00-00-00-00-00. This
keyword is not recommended.

3.4.17 MAC Address Authentication Configuration

Command mode: Configure mode

Function: Configuring the MAC address authentication function.

Command format: [no] mac-authen { deny|permit} { <xx-xx-Xx-Xx-Xx-xx>|any}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
deny: If the condition is satisfied, the MAC
) ] communication will be denied.
{deny|permit} Deny, permit

permit: If the condition is satisfied, the MAC
communication will be permitted.

{ K= XK= XK= XK= X XK= XK
lany}

MAC address or
any

The MAC address sending the MAC packet. Two
methods can be used for specifying the source
address:

One is to wse the format of 48-bit 6 hexadecimal
hyphens, for example: 00-d0-dO-f1-c4-€f;

The other is to use the keyword any as the
abbreviation of the source 00-00-00-00-00-00, and

this keyword is not recommended.

3.4.18 Manager Configuration

Command mode: Configure mode

Function: Adding or deleting the manager account.

Command format: [no] manage-user <string*> <string’>
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Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<gtring*> 1 ~ 32 characters User name
<string®> 1 ~ 32 characters User password.

3.4.19 QoS Configuration

1. qosenable
Command mode: Configure mode
Function: Enabling or disabling QoS function.
Command format: [no] qosenable

2. qos policy
Command mode: Configure mode
Function: Configuring QoS policy.
Command format: gos policy { ESSI D|802.1p}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
Indicating the priority policy which is the base of
{ESSID|802.1p} ESSID, 802.1p
QoS, ESSID by default.

3.4.20 RADIUS Server Configuration
1. radius-server account
Command maode: Configure mode
Function: Adding or deleting the accounting server of an ISP.

Command format: [no] radius-server account <string'> {master|dave}
<A.B.C.D> <value> <string’>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
<string*> 1 ~ 32 characters ISP name, and only the created | SP can be inpuit.
{master|dave} Master, slave Master or dave flag of the accounting server.
<AB.C.D> IP address | P address of the accounting server
<value> 0~65535 Port number of the accounting server
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Parameter Name

Vaue Range

Parameter Descriptions

<string®>

1 ~ 255 characters

Character string of the accounting shared secret key

2. radius-server authen

Command mode: Configure mode

Function: Adding or deleting the authentication server of an ISP.

Command format: [no] radius-server authen <string'> {master|dave}

<A.B.C.D><value> <string®>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<string®> 1 ~ 32 characters ISP name, and only the created | SP can be input.
Master/lave authentication server. The master
{master|dave} Master, slave o
authentication server can only be one.
<A.B.C.D> IP address I P address of the authentication server
<value> 0~65535 Port number of the authentication server
o, Character string of the authentication shared secret
<string™ 1 ~ 255 characters

key

3. radius-server dns

Command mode: Configure mode

Function: Adding or deleting the DNS server of an ISP.

Command format: [no] radius-server dns<string>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<string>

1 ~ 32 characters

ISP name, and only the created | SP can be inpuit.

4. radius-server isp-name

Command mode: Configure mode

Function: Adding or deleting an 1SP.

Command format: [no] radius-server isp-name <string>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<string>

1~ 32 characters

ISP name.
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5. radius-server retry-times
Command mode: Configure mode

Function: Configuring the retrying times of the RADIUS authentication of an
ISP.

Command format: radius-server retry-times<string> <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<string> 1 ~ 32 characters I SP name, and only the created | SP can be input.
The retrying times of the RADIUS authentication, 3
<value> 1~10
by default.

6. radius-server timeout
Command mode: Configure mode

Function: Configuring the time-out time of the RADIUS authentication of an
ISP.

Command format: radius-server timeout <string> <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

<string> 1 ~ 32 characters I SP name, and only the created | SP can be input.

The time-out time of the RADIUS authentication
(unit: second), 2 by default.

<value> 1~65535

3.4.21 SNMP Module Configuration
1. snmp access-host
Command mode; Configure mode
Function: Adding or deleting the IP address of the host which can be accessed.
Command format: [no] snmp access-host <A.B.C.D>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
The host |P address represented by dotted decimal
(A.B.C.D) (at most 10).

<A.B.C.D> |P address
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2. snmp access-mode
Command mode: Configure mode
Function: Configuring the local agent can be accessed by all the hosts or the host
in access-host.
Command format: snmp access-mode {all[list}
Parameter descriptions:
Parameter Name Vaue Range Parameter Descriptions
) ) al: All the users can accessit.
{allflist} All, list , , ,
list: The usersin access-host can accessit.
3. snmp authtrap
Command mode: Configure mode
Function: Enabling or disabling the community string authentication.
Command format: [no] snmp authtrap enable
4. snmp community
Command mode: Configure mode
Function: Configuring the SNMP access community string and its accessing
authority.
Command format: snmp community <string> { read-only| read-write}
no snmp community <string>
Parameter descriptions:
Parameter Name Vaue Range Parameter Descriptions
SNMP access community string name (at most 10).
<string> 1 ~ 32 characters <string> is a character string with at most 32
characters.
{read-only| read-only, read-only: Read-only authority.
read-write} read-write read-write: Read-write authority.
5. snmp contact

Command mode: Configure mode
Function: Configuring the name and contact method of the egquipment manager.

Command format: snmp contact <End-Mark> <string>
325



ZXR10 WAS (V2.0) IP Wireless Access System WB800A Wireless Access Point

LTERH

Professional Installation Instruction Manual

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
Serving as the end mark of inputting character
<End-Mark> Any character. )
string.
A management variable content in the MIB 11
<string> 1 ~ 255 characters system group, containing the name and contact

method of the equipment manager.

6. snmp enable

Command mode: Configure mode

Function: Enabling or disabling the SNMP management function.

Command format: [no] snmp enable

7. snmp location

Command mode: Configure mode

Function: Configuring the geographic location information of the managed

equipment.

Command format: snmp location <End-Mark> <string>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

Serving as the end mark of inputting character

<End-Mark> Any character. .

string.

sysLocation, a management variable in the MIB
<string> 1 ~ 255 characters system group, describing the geographic location of

the managed equipment.

8. snmp nodecode

Command mode: Configure mode

Function: Configuring the NE code information of the managed equipment.

Command format: snmp nodecode <value>

Parameter descriptions:

3-26




ITESH

Chapter 5 Command Line Configuration

Parameter Name Vaue Range Parameter Descriptions
A management variable in the MIB system group,
<value> 0~241920000 ) ag Ré ) grodp
describing the NE code of the managed equipment.

9. snmp nodecreatdate

Command mode: Configure mode

Function: Configuring the creation time information of the NE of the managed

equipment.

Command format: snmp nodecr eatdate <hh:mm:ss> <month> <day> <year>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<hh:mm:ss> 0~241920000 hh (hour):mm (minute): ss (second)
<month> 1~12 Month
<day> 1~-31 Date
<year> 2002~2130 Y ear, 4 bits are needed.

hh:mm:ss month day year is a management variable in the MIB system group,

describing the creation time of the NE of the managed equipment.

10. snmp nodeid

Command mode: Configure mode

Function: Configuring the NE ID information of the managed equipment.

Command format: snmp nodeid <string>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<string> 0~

31 characters

A management variable in the MIB system group,

describing the NE ID of the managed eguipment.

11. snmp sysname

Command mode: Configure mode

Function: Configuring the name of the managed equipment.

Command format: snmp sysname <End-Mark> <string>

Parameter descriptions:
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Parameter Name Vaue Range Parameter Descriptions
Serving as the end mark of inputting character
<End-Mark> Any character. .
string.
RFC1213, a management variable in the MIB
<string> 1 ~ 255 characters system group, and it is the name of the managed
equipment.

12. snmp trap enable
Command mode: Configure mode
Function: Enabling or disabling SNMP Agent to send trap.
Command format: [no] snmp trap enable
13. snmp traphost
Command mode: Configure mode

Function: Adding a trap target host address and trap version number
information.

Command format: [no] snmp traphost <A.B.C.D> [version <value>]

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
<A.B.C.D> IP address trap target host address.
<value> 1~2 trap version number.

3.4.22 SSH Parameter Configuration

1. sshserver enable
Command mode: Configure mode
Function: Enabling or disabling SSH function.
Command format: [no] ssh server enable

2. sshserver only
Command mode: Configure mode
Function: Enabling or disabling SSH function, and disabling Telnet function.
Command format: [no] ssh server only

3. ssh server generate-key rsa
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Command mode: Configure mode

Function: Generating SSH server secret key.

Command format: ssh server generatekey rsa
4, ssh server auth isp-name

Command mode: Configure mode

Function: Configuring SSH with the ISP name of the authentication server
authenticated by radius.

Command format: ssh server auth isp-name <string>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

. SSH adopts the ISP name of the authentication
<string> 1 ~ 64 characters

server authenticated by radius.

5.  ssh server auth mode
Command mode: Configure mode
Function: Configuring the SSH authentication mode.
Command format: ssh server auth mode {radius|local}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
{radius|local } Radius, local SSH authentication mode.

6. ssh server auth type
Command mode: Configure mode
Function: Configuring the SSH authentication type.
Command format: ssh server auth type { chap|pap}

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

{ chap|pap} Chap, pap SSH authentication type.

3.4.23 Spanning Tree Parameter Configuration
1. stp bridge forward-delay
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Command mode: Configure mode

Function: Configuring the forwarding delay time of the spanning tree protocol
bridge.

Command format: stp bridge forward-delay <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

The forwarding delay time of the spanning tree
protocol bridge (unit: second), 15 by default.

<value> 4~30

2. stp bridge hello-time
Command mode: Configure mode
Function: Configuring the hello time of the spanning tree protocol bridge.
Command format: stp bridge hello-time <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
The hello time of the spanning tree protocol bridge
<value> 1~10 )
(unit: second), 2 by default.

3. stp bridge max-age
Command mode: Configure mode
Function: Configuring the maximum age of the spanning tree protocol bridge.
Command format: stp bridge max-age <value>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

The maximum age of the spanning tree protocol
bridge (unit: second), 20 by defaullt.

<value> 6~40

4. stp bridge priority
Command mode: Configure mode
Function: Configuring the priority of the spanning tree protocol bridge.
Command format: stp bridge priority <value>

Parameter descriptions:
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Parameter Name Vaue Range Parameter Descriptions
The priority of the spanning tree protocol bridge,
<value> 0~65535 P Y » 9 P 9
32768 by defaullt.
5. dpenadle

Command mode: Configure mode

Function: Enabling or disabling the spanning tree protocol function.

Command format: [no] stp enable

6. stp interface path-cost

Command mode: Configure mode

Function: Configuring the path cost of the spanning tree protocol interface.

Command format: stp interface path-cost {ethQwlanOjwlan1} <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
{ethOwlanOjwlan1} | ethO, wlanO, wlanl Configured interface.
The path cost of the spanning tree protocol
<value> 1~-65535 P » 9 P

interface .

7. stpinterfacepriority

Command mode: Configure mode

Function: Configuring the priority of the spanning tree protocol interface.

Command format: stp interface priority { ethOjwlanOjwlan1} <value>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

{ethOjwlanOjwlan1}

ethO, wlan0, wlanl

Configured interface.

<value>

0~255

The priority of the spanning tree protocol interface,
128 by default.

8. sipinterface state

Command mode: Configure mode

Function: Configuring the state of the spanning tree protocol interface.

Command format: stp interface state {ethOjwlanOjwlan1} {enable|disable}
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Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

{ethOwlanOjwlan1} | ethO, wlanO, wlanl Configured interface.

{enable|disablé&} Enable, disable

The state of the spanning tree protocol interface,
enable by default.

3.4.24 TELNET Configuration

1. telnet enable
Command mode: Configure mode
Function: Enabling or disabling Telnet function.
Command format: [no] telnet enable
2. telnet idletime
Command mode: Configure mode
Function: Configuring the automatic exiting time when the Telnet window is
ide.
Command format: telnet idletime <value>
Parameter descriptions:
Parameter Name Vaue Range Parameter Descriptions
The automatic exiting time when the Telnet
<value> 300~3600 , o ,
window isidle (unit: second), 300 by default.

3.4.25 Uploading/Downloading TFTP Files

1.

tftp dir

Command mode: Configure mode

Function: Observing the spare space of the flash disk (unit: byte)
Command format: tftp dir

tftp get: downloading files

Command mode: Configure mode

Function: With TFTP transmission protocol, downloading files from the TFTP
server and save them to the flash disk
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Command format: tftp get <A.B.C.D>{runbin | zxipcmd.dat | database.dat}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
The TFTP server |P address represented by dotted
<A.B.C.D> IP address .
decimal.
{runbin| Runbin, The full file name (including the extension name)
zxipcmd.dat| zxipcmd.dat, of the version file set to be transmitted on the TFTP
database.dat} database.dat server.
3. tftp pic

Command mode: Configure mode

Function: Downloading the picture file on the WEB configuration page from the
TFTP server and save them to the flash disk.

Command format: tftp pic <A.B.C.D>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<AB.C.D>

IP address

The TFTP server |P address represented by dotted
decimal.

4. tftp put: uploading files

Command mode: Configure mode

Function: With TFTP transmission protocol, uploading files from the flash disk
to the TFTP server.

Command format: tftp put <A.B.C.D> {runbin | zxipcmd.dat | database.dat}

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
The TFTP server |P address represented by dotted
A.B.C.D IP address .
decimal.
{runbin| Runbin, ) ) ) )
) i The full file name (including the extension name)
zxipemd.dat| zxipcmd.dat, ) ] i
of the file to be transmitted on the flash disk.
database.dat} database.dat

3.4.26 VLAN Configuration

1. vlan enable
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Command mode: Configure mode
Function: Enabling or disabling VLAN function.
Command format: [no] vlan enable
2. vlan manager-vianid
Command mode: Configure mode
Function: Configuring the VLAN of the management interface.
Command format: vlan manager-vlanid <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

0: The management interface iswithout VLAN. 1 ~
<value> 0~4094 4094: The VLAN domain flag of the management
interface. The default valueisO.

3.4.27 Web Configuration
Command mode: Configure mode
Function: Enabling or disabling web function.

Command format: [no] web enable

3.4.28 Nation Zone Configuration
Command mode: Configure mode

Function: Configuring the nation and zone whether the equipment is located, for setting
the corresponding channel and frequency band.

Command format: zone { NA|CA|CN|TW|FR|GE|HK|KR|M X|GB|US}
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Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
NA NA: Not been configured;
CA: Canadg;
CA )
CN: Ching;
CN .
TW: Taiwan;
TW
FR: France;
{NAICA|ICN[TW]| FR
GE: Germany;
FRIGEHK|KR]| GE
HK: Hongkong;
MX|GB|US} HK
KR: Korea;
KR )
MX: Mexico;
MX o
GB: Britain;
GB
US: USA;
us )
The default valueis CN.

3.4.29 Showing Parameter Configuration

1. show aam

1) show darmadl

Command mode: Configure mode

Function: Showing all the alarm information.

Command format: show alarm all

2) show alarm bycode

Command mode: Configure mode

Function: Showing the alarm information according to the alarm codes.

Command format: show alarm bycode <value>

Parameter descriptions:

Parameter Name Vaue Range

Parameter Descriptions

<value> 1001~3999

Alarm codes.

3) show aarm bylevel

Command mode: Configure mode

Function: Showing the alarm information according to the alarm levels.

Command format: show alarm bylevel <value>
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Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

<value> 1~-3 Alarm levels.

2.

show bridge

Command mode: Configure mode

Function: Showing the bridge configuration parameter information.
Command format: show bridge

show config-server

Command mode: Configure mode

Function: Showing the parameter information of the configuration server.
Command format: show config-ser ver

show dhcp server

Command mode: Configure mode

Function: Showing the parameter information of the DHCP server.
Command format: show dhcp server

show discover

Command mode: Configure mode

Function: Showing the parameter information of the equipment discovering
configuration.

Command format: show discover

show dot1x-cfg

Command mode: Configure mode

Function: Showing 802.1x parameter information.
Command format: show dot1x-cfg

show iapp

Command mode: Configure mode

Function: Showing the parameter information of the load balance configuration.
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1)

2)

Command format: show iapp

show interface

Command mode: Configure mode

Function: Showing the parameter information of the interface configuration.
Command format: show interface {ethernet|wlan} {0|1}
show ip

show ip address

Command mode: Configure mode

Function: Showing IP address information.

Command format: show ip address

show ip pool

show ip pool config

Command mode: Configure mode

Function: Showing all the IP address pool information.
Command format: show ip pool config

show ip pool used

Command mode: Configure mode

Function: Showing the used IP address information in the specified 1P address
pooal.

Command format: show ip pool used <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

<value> 0~9 Serial number of the IP address pool

3)

show ip route
Command mode: Configure mode
Function: Showing the parameter information of the IP route configuration.

Command format: show ip route
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10. show |2-separate

12.

Command mode: Configure mode

Function: Showing the parameter information of the 2-layer separation

configuration.

Command format: show |2-separate
show logmsg

Command mode: Configure mode

Function: Showing al the configuration information and configuration historical

commands of log printing.

Command format: show logmsg { config|logcmd}
show mac-access-list

Command mode: Configure mode

Function: Showing the parameter information of mac-accesslist filtration

configuration.
Command format: show mac-accesslist <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

<value> 1~99 MAC filtration group number.

13.

14.

show mac-authen

Command mode: Configure mode

Function: Showing the parameter information of mac-authen configuration.
Command format: show mac-authen

show manage-mode

Command mode: Configure mode

Function: Showing the configuration information of the Telnet, snmp and web.

Command format: show manage-mode

15. show manage-user
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16.

Command mode: Configure mode

Function: Showing the parameter information of manage-user configuration.
Command format: show manage-user

show multi-essid

Command mode: Configure mode

Function: Showing the parameter information of multi-essid configuration.
Command format: show multi-essid <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<value> Oorl Number of the wireless interface.
17. show qos

18.

19.

1

2)

Command mode: Configure mode

Function: Showing the parameter information of qos configuration.
Command format: show gos

show radius

Command mode: Configure mode

Function: Showing the parameter information of radius configuration.
Command format: show radius

show snmp

show snmp access-host

Command mode: Configure mode

Function: Showing the parameter information of snmp accesshost
configuration.

Command format: show snmp access-host
show snmp community
Command mode: Configure mode

Function: Showing the parameter information of snmp community

3-39



ZXR10 WAS (V2.0) IP Wireless Access System W800A Wireless Access Point ZTE m
Professional Installation Instruction Manual

configuration.
Command format: show snmp community
3) show snmp nodeinfo
Command mode: Configure mode
Function: Showing the parameter information of snmp nodeinfo configuration.
Command format: show snmp nodeinfo
4) show snmp sysinfo
Command mode: Configure mode
Function: Showing the parameter information of snmp syslnfo configuration.
Command format: show snmp sysinfo
5) show snmp traphost
Command mode: Configure mode
Function: Showing the parameter information of snmp traphost configuration.
Command format: show snmp traphost
20. show station-info
Command mode: Configure mode
Function: Showing the information of the client connected to W800A.
Command format: show station-info
21. show ssh
Command mode: Configure mode
Function: Showing the parameter information of SSH configuration.
Command format: show ssh
22. show stp
1) show stp bridge
Command mode: Configure mode

Function: Showing the parameter information of stp bridge configuration.
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2)

23.

24.

25.

26.

Command format: show stp bridge

show stp interface

Command mode: Configure mode

Function: Showing the parameter information of stp interface configuration.
Command format: show stp interface

show telnet-idletime

Command mode: Configure mode

Function: Showing the parameter information of the automatic exiting time

when the Telnet window isidle.

Command format: show telnet-idletime

show trace

Command mode: Configure mode

Function: Showing the printing information of the client.
Command format: show trace

show version

Command mode: Configure mode

Function: Showing the software version number information.
Command format: show version

show vlan

Command mode: Configure mode

Function: Showing the vlan configuration information.

Command format: show vlan

3.5 Ethernet Interface Configuration Mode

Entering mode: Input the interface Ethernet 0 command in the configure mode.
Exiting mode: exit, entering the configure mode.

Default prompt character: wlan (config-eth) #
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Note: All the information of the corresponding interface can be configured in this
mode.

3.5.1 Exiting the Ethernet Interface Configuration Mode
Command mode: Ethernet interface configure mode

Function: Exiting the Ethernet interface configuration mode and entering the configure

mode.

Command format: exit

3.5.2 Ethernet Interface MAC Filtration Configuration
Command mode: Ethernet interface configure mode
Function: Configuring the Ethernet interface MAC filtration.
Command format: [no] macl-bind <value> {in}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
The article number of the MAC filtration bound to
<value> 1~99 .
theinterface.
{in} in The in direction bound to the interface.

3.6 Wireless Interface Configuration Mode
Entering mode: Input the interface wlan {0]1} command in the configure mode.
Exiting mode: exit, entering the configure mode.
Default prompt character: wlan (config-wlan) #
Note: All the information of the corresponding interface can be configured in this
mode.
3.6.1 802.11-Related Parameter Configuration of the Wireless Interface
1. 80211 authmode
Command mode: Wireless interface configure mode
Function: Configuring the wireless authentication mode of the AP.

Command format: 80211 authmode { OpenSystem | ShareK ey}
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Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
{OpenSystem| OpenSystem, The wireless authentication mode is configured as
Shar eK ey} ShareKey open system or shared secret key mode.

2. 80211 essid
Command mode: Wireless interface configure mode
Function: Configuring the wireless network ESSID.
Command format: 80211 essid <string>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
Wireless network ESSID. By default, interface O is
wirelessD and interface 1 iswirelessl.

<string> 1~ 31 characters

3. 80211 frg-threshold
Command mode: Wireless interface configure mode
Function: Configuring the fragment threshold.
Command format: 80211 frg-threshold <value>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
256 ~ 2346 (even
<value> The fragment threshold, 2346 by default.
number)

4. 80211 rts-threshold
Command mode: Wireless interface configure mode
Function: Configuring the RTS threshold.
Command format: 80211 rtsthreshold <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<value> 0~2347 RTS threshold, 2347 by default. .

5. 80211 wirelessmode

Command mode: Wireless interface configure mode
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Function: Configuring the wireless standard working mode of the wireless

interface.

Command format: 80211 wirelessmode {11aj11bjllglhelp} [channel <num>]

[rate <value>]

Parameter descriptions:

Parameter Name

Vaue Range Parameter Descriptions

{ 11a11b[11gfhel p}

11a Configuring 800A as the 802.11a working mode.
11b: Configuring 800A as the 802.11b working mode.

113, 11b, 11g, help 11g: Configuring 800A as the 802.11g working mode.
help: Listing the configurable channels in the current
working mode, according to the configured country code.

Configure the 800A working channel.
Select the proper channel according to the country code.

=num> See Table 3.6-1 for the corresponding relationship of the
nation code and selecteble channel.
11a: auto, 6Mbps, 9Mbps, 12Mbps,
18Mbps, 24Mbps, 36M bps,
48Mbps, 54Mbps,
11b: auto, IMbps, 2Mbps, 5.5Mbps, o )
<value> Configuring the 800A working rate.

11Mbps;

11g: auto, 6Mbps, 9Mbps, 12Mbps,
18Mbps, 24Mbps, 36M bps,
48Mbps, 54Mbps
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Table3.6-1 WB800A Working Channels

157,161, 165

Abbreviations Full Names of ) ) )
of Nefions and Netions and 1laAvailable Channel 11b Available Channel 11g Available Channel
Zones Zones Numbers Numbers Numbers
CN CHINA 0 (Auto), 149, 153, 157, | 0 (Auto), 1, 2, 3, 4, 5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
161, 165 6,7,8910,11,12,13 | 7,8,9, 10, 11, 12, 13
CA CANADA 0 (Auto), 36, 40, 44, 48, | 0 (Auto), 1, 2, 3,4, 5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
52, 56, 60, 64, 149, 153, | 6,7, 8,9, 10, 11 7,8,9, 10,11
157, 161, 165
T™W TAIWAN 0 (Auto), 56, 60, 64, 149, | 0 (Auto), 1, 2, 3,4, 5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
153, 157, 161 6,7,8910,11,12,13 | 7,8,9, 10, 11, 12, 13
FR FRANCE 0 (Auto), 36, 40, 44, 48, | 0 (Auto), 1, 2, 3, 4,5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
52, 56, 60, 64 6,7,8910,11,12,13 | 7,8,9, 10,11, 12,13
GE GERMANY 0 (Auto), 36, 40, 44, 48, | 0 (Auto), 1, 2, 3,4, 5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
52, 56, 60, 64, 100, 104, | 6,7,8,9,10,11,12,13 | 7,8,9,10, 11, 12,13
108, 112, 116, 120, 124,
128, 132, 136, 140
HK HONGKONG 0 (Auto), 36, 40, 44, 48, | 0 (Auto), 1, 2, 3,4, 5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
52, 56, 60, 64, 149, 153, | 6,7,8,9, 10,11, 12,13 | 7,8, 9, 10,11, 12, 13
157, 161, 165
KR KOREA 0 (Auto), 149, 153, 157, | 0 (Auto), 1, 2, 3,4, 5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
REPULIC 161 6,7,8910,11,12,13 | 7,8,9, 10, 11, 12, 13
MX MEXICO 0 (Auto), 52, 56, 60, 64, | 0 (Auto), 1, 2, 3,4, 5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
36, 40, 44, 48, 149, 153, | 6,7, 8,9, 10, 11 7,8,9, 10,11
157, 161, 165
GB the UNITED 0 (Auto), 36, 40, 44, 48, | 0 (Auto), 1, 2, 3, 4, 5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
KINGDOM 52, 56, 60, 64, 100, 104, | 6,7,8,9, 10,11, 12,13 | 7,8,9, 10, 11, 12, 13
108, 112, 116, 120, 124,
128, 132, 136, 140
us the UNITED 0 (Auto), 52, 56, 60, 64, | 0 (Auto), 1, 2, 3,4, 5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
STATES 36, 40, 44, 48, 149, 153, | 6,7,8,9, 10, 11 7,8,9,10, 11

3.6.2 ESSID Hiding Configuration

Command mode: Wireless interface configure mode

Function: Enabling or disabling the ESSID.

Command format: [no] essid-hide enable
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3.6.3 Exiting the Wireless Interface Configuration Mode
Command mode: Wireless interface configure mode

Function: Exiting the wireless interface configuration mode and entering the configure
mode.

Command format: exit

3.6.4 Enabling the Link Integrity Detection Function
Command mode: Wireless interface configure mode
Function: Enabling or disabling the AP link integrity detection function.
Command format: [no] link-integrity enable

Note: AP link integrity detection function is. when AP Ethernet links are disconnected,
AP will release all the created wireless users and close the wireless interface, denying
the connection requests from other wireless terminals, when AP Ethernet nks are
restored normally, AP will open the wireless interface and receive the wireless user
connections. If the AP placement position is difficult to be reached, please be cautious

to use this function.

3.6.5 Wireless Interface MAC Filtration Configuration
Command mode: Wireless interface configure mode
Function: Configuring the wireless interface MAC filtration.
Command format: [no] macl-bind <value> {in}

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
The article number of the MAC filtration bound by
<value> 1~-99 )
the interface.
{in} in The in direction bound to the interface.

3.6.6 Multi-ESSID Configuration
Command mode: Wireless interface configure mode

Function: Configuring the VLAN ID, maximum user quantity and priority

corresponding to the ESSID.

Command format: multi-essid <string> [vlan-id <value'>] [max-user <value>]
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[priority <value®>]

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<string> 1 ~ 32 characters ESSID name.
<value™> 1~4094 The VLAN ID corresponding to the ESSID.
The maximum user quantity corresponding to the
<value?> 1~30 a Y Comesp 9
ESSID.
<value®> 0~7 The priority corresponding to the ESSID.

3.6.7 Security Parameter Configuration

1. security mode

Command mode: Wireless interface configure mode

Function: Configuring the security mode.

Command format: security mode {nonelwep64|lwepl28|wepl52|wpa-eap-tls|
wpa-psk} { Alphanumeric|Hexadecimal} { TKIPJAES}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
none: No encryption
none, wep64: Encryption of WEP 64-bit secret key mode.
{nonejwep64| wepb4, wepl28: Encryption of WEP 128-bit secret key
wep128jwep152| wepl28, mode.
wpa-eap-tls| wepl52, wepl52: Encryption of WEP 152-bit secret key
wpa-psk} wpa-eap-ils, mode.
wpapsk wpa-egp-tls: Encryption of wpa mode.

wpafpsk: Encryption of wpapsk mode.

{Alphanumerid

Alphanumeric,

Alphanumeric: WEP secret key is in the character
string format.

Hexadecimal} Hexadecimal Hexadecimal: WEP secret key is in the
hexadecimal format.
{TKIPJAES} TKIP, AES Configuring the WPA encryption mode.

2. security wep set-key

Command mode: Wireless interface configure mode

Function: Configuring the WEP encryption secret key.

Command

format:  security
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<character/hex>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
{keylkey2| key1l, key2, The article number of the secret key to be
key3lkey4} key3, key4 configured.
wep64: 5
characters/10 ) o ) )
. If 64-bit encryption is configured, <string> can be
hexadecimal o )
5 case-sensitive characters (Alphanumeric format)
numerals; ] )
or 10 hexadecimal numerals (Hexadecimal format).
wepl28: 13 ) o ) )
If 128-hit encryption is configured, <string> can be
characters/26 o )
<character/hex> . 13 case-sensitive characters (Alphanumeric format)
hexadecimal ] )
or 26 hexadecimal numerals (Hexadecimal format).
numerals; ) o ) )
If 152-bit encryption is configured, <string> can be
wepl52: 16 . .
16 case-sensitive characters (Alphanumeric format)
characters/32 ] ]
. or 52 hexadecimal numerals (Hexadecimal format).
hexadecimal
numerals.

3. security wep use-key
Command mode: Wireless interface configure mode
Function: Configuring the WEP encryption secret key to be used.
Command format: security wep usekey {keylkey2key3key4}

Parameter descriptions.

Parameter Name Vdue Range Parameter Descriptions

{keyllkey2| keyl, key?2,

The article number of the secret key to be used.
key3lkey4} key3, key4

4. security wpa pre-shared-key
Command mode: Wireless interface configure mode
Function: Configuring the WPA mode to be used.

Command format: security wpa pre-shared-key <string>
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Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<string>

8 ~ 36 characters

Configuring the shared secret key of the WPA
encryption.

5. security wparekey-interval

Command mode: Wireless interface configure mode

Function: Configuring the WPA mode to be used.

Command format: security wpa rekey-interval <value>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<value>

30~3600

Configuring the updating interval of the dynamic
secret key (unit: second).

3.6.8 Transmission Power Configuration

Command mode: Wireless interface configure mode

Function: Configuring the transmission power of the equipment.

Command format: tx-power {full|half|quarter|eighth|min}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
full, full: Maximum transmission power;
half, half: Half transmission power;

{fullhalflguarter| .
) : quarter, quarter: Quarter transmission power;
eighth|min} . ) ) o
eighth, eight: Eighth transmission power;
min min: Minimum transmission power;

3.6.9 Working Mode Configuration

Command mode: Wireless interface configure mode

Function: Configuring the working mode of the equipment.

Command format: workmode { ap|repeater}
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Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

{ap|repeater} ap, repeater The working mode of the equipment.
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A.1 Making of Ethernet Cables

A.1.1 Making of Straight Through Ethernet Cables (RJ45)

In IP wireless access system, the following network cables must adopt the straight

through Ethernet cables:

1. The Ethernet cable between the Ethernet switch (end A) and W112P (end B).

2. When no Ethernet switch is used, AP will directly connect with the AC
downlink port, at this time, the Ethernet cable between the AC (end A) and AP

(end B) must be straight through Ethernet cable.

3. In the cases where no Ethernet switch is used, as when the system adopts the

Ethernet power supply, the AC downlink port will directly connect with W112P,
a this time, the Ethernet cable between the AC (end A) and W112P (end B)

must be straight through Ethernet cable.

The connections of the straight through Ethernet cables are shown in Table A.1-1.

Table A.1-1 Connections of Straight Through Ethernet Cables (RM5)

EndA Signal Name Conductor Color End B Signal Name Conductor Color
1 Data receiving Rx+ White/orange 1 Data transmitting Tx+ White/orange
2 Data receiving Rx Orange 2 Data transmitting Tx Orange
3 Data transmitting Tx+ White/green 3 Data receiving Rx+ White/green
4 MATCH1 Blue 4 MATCH1 Blue
5 MATCH2 White/blue 5 MATCH2 White/blue
6 Datatransmitting Tx Green 6 Data receiving Rx Green
7 MATCH3 White/brown 7 MATCH3 White/brown
8 MATCH4 Brown 8 MATCH4 Brown

A.1.2 Making of Straight Through Power Supply Ethernet Cables (C-RJ45-001)

The Ethernet cable between the W112P (end A) and AP (end B) not only serves as the
Ethernet data signal cable, but also provides -48V DC power for two twisted pairs 4&5

and 7& 8 on the load balance, to power AP remotely.

The connection method of this cable is the same as that of the straight through cable

without power supply, and the connection table is shown in Table A.1-2.
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Table A.1-2 Connections of Straight Through Power Supply Ethernet Cables (C-RJ45-001)

EndA Signal Name Conductor Color End B Signal Name Conductor Color
1 Data receiving Rx+ White/orange 1 Datatransmitting Tx+ | Whitelorange
2 Data receiving Rx Orange 2 Data transmitting Tx Orange
3 Data transmitting Tx+ White/green 3 Data receiving Rx+ White/green
4 GND Blue 4 GND Blue
5 GND White/blue 5 GND White/blue
6 Data transmitting Tx Green 6 Data receiving Rx Green
7 -48V White/brown 7 -48V White/brown
8 -48V Brown 8 -48V Brown

M Note:

These cables contain -48 V DC power supply. Do prevent any short circuits; otherwise,

the signal will be interrupted and the equipment may not work normally, and even the

equipment protection action will be activated. GND and -48 V each occupy one twisted

pair. These twisted pairs should be separate, otherwise short circuit may occur.

A.1.3 Making of Crossover Ethernet Cables (RJ45J)

The connections of the crossover Ethernet cables are shown in Table A.1-3.

Table A.1-3 Connections of Crossover Ethernet Cables (RM45J)

EndA Signa Name Conductor Color End B Signd Name Conductor Color
1 Datareceiving Rx+ White/orange 3 Data transmitting Tx+ White/green
2 Datareceiving Rx Orange 6 Data transmitting Tx Green
3 Data transmitting Tx+ White/green 1 Data receiving Rx+ White/orange
4 MATCH1 Blue 4 MATCH1 Blue
5 MATCH?2 White/blue 5 MATCH2 White/blue
6 Data transmitting Tx Green 2 Data receiving Rx Orange
7 MATCH3 White/brown 7 MATCH3 White/brown
8 MATCH4 Brown 8 MATCH4 Brown
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Appendix A Making of Ethernet Cable

II_-!_‘!_“ Note:

The signals and connection methods mentioned here are designed according to the
signal definitions of the ZTE AC equipment interface. If the AC in the actud
engineering is not from ZTE, modify the cable making methods according to the actual

conditions.

A.1.4 Ethernet Cable Label

After the Ethernet cable is crimped, paste labels on ends A and B of the network cable,

indicating name and length of this cable.

1

Label of the straight through Ethernet cable

Thelabd of the straight through Ethernet cable (R}45) is shownin Fig. A.1-1.

RJ45 **m

Fig. A.1-1 Label of the Straight Through Ethernet Cable

In the diagram, “**m” indicates the actua length of the cable.
Label of the straight through power supply Ethernet cable

The label of the straight through power supply Ethernet cable (C-RJ45-001) is
shownin Fig. A.1-2.

C-RI4-001 **m
POL Cable

Fig. A.1-2 Label of the Straight Through Power Supply Ethernet Cable

In the diagram, “**m” indicates the actual length of the cable; “PoE Cable’
indicates that this is the Ethernet power cable.

Label of the Crossover Ethernet Cable

The label of the crossover Ethernet cable (RJ45J) isshown in Fig. A.1-3.
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RJ45J *m

Fig. A.1-3 Label of the Crossover Ethernet cable

In the diagram, “**m” indicates the actual length of the cable; “J’ after “RJ45"
indicates that thisis the crossover Ethernet cable.



