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Preface

About This Manual

This manual, ZXR10 WAS (V2.0) IP Wirdess Access System WB00A Wireless Access
Point — User’s Manual, is applicable to W800A wireless access point (W800A for
short) of the ZXR10 WAS (V2.0) IP wireless access system.

The ZXR10 WAS IP wireless access system is the | P wireless access system devel oped
by ZTE. It consists of a series of wireless access network products, such as wireless

network card, wireless access point (AP) and DSL 2-in-1 wireless router.

Serving as the operation guide to W800A, this manual introduces the function features,
installation, operation, using and maintenance of W800A. This manual consists of 7

chapters and 2 appendixes.

Chapter 1, Safety Precautions, introduces the safety precautions of this product and
safety symbols used in this manual.

Chapter 2, Overview, presents functions, features and technical parameters of W800A.
Chapter 3, Structure and Principle, describes structure and principle of W800A.

Chapter 4, Instalation and Debugging, deals with the instalation and debugging
methods of W800A.

Chapter 5 Command Line Configuration, covers the command line configurations of
W800A.

Chapter 6, WEB Configuration, examines WEB configurations of W800A.

Chapter 7, Maintenance, puts forward the daily maintenance and version upgrade
methods of W800A.

Appendix A, Packing, Transportation and Storage, outlines the packaging method,
storage conditions and transportation precautions of W800A.

Appendix B Making of Ethernet cables, details the power supply mode of W800A
Ethernet and making of Ethernet cables.



Conventions

Four striking symbols are used throughout this manual to emphasize important and

critica information during operation:

AAttention, A Caution, A Warning and A Danger: alerting

you to pay attention to something.

Statement: The actual product may differ from what is described in this
manual due to frequent update of ZTE products and fast development of
technologies. Please contact the local ZTE office for the latest updating

information of the product.
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1 Safety Precautions

This chapter introduces the safety precautions of this product and safety symbols used

in this manual.

1.1 Safety Precautions

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: ( 1) This device may not cause harmful interference, and 2)
this device must accept any interference received, including interference that may

cause undesired operation.

To assure continued compliance, (example — use only shielded interface cables when
connecting to computer or peripheral devices). Any changes or modifications not
expressly approved by the party responsible for compliance could void the user’s
authority to operate the equipment.

NOTE: This equipment has been tested and found to comply with the limits for a Class
B digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference in a residential installation.
This equipment generates, uses and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference to
radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one of the following

measures:

Reorient or relocate the receiving antenna.
- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the

receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.
This equipment is with high temperature and voltage, so only the professional
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personnel who had passed the training can install, operate and maintain it.

ZTE assumes no responsibility for consequences resulting from violation of genera
specifications for safety qperations or of safety rules for design, production and use of
equipment.

1.2 Symbol Description

See Table 1.2-1 for the safety symbols used in this manual, which serves to remind the
readers of the safety precautions to be taken when the equipment is installed, operated

and maintained.
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Table1.2-1 Safety Symbols and Descriptions

Safety Symbols Meaning

Cdll for notice

Call for antistatic measures

Warn against electric shock

Caution against scald

Warn against laser

Caution against microwave

Lo gl i g

Four types of safety levels are available: danger, warning, caution and note. To the
right of a safety symbol is the text description of its safety level. Under the symbol is
the detailed description about its contents. See the following formats.

A Danger:

Any failure to take the reminder seriousy may lead to important accidents, such as

casualties or damage to the equipment.

A Cautions:

Any failure to take the reminder seriousdy may lead to important or severe injury

accidents, or damage to the equipment.

A Caution:

Any failure to take the reminder seriously may lead to severe injury accidents or

damage to the equipment.
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A Note:

Any failure to take the reminder seriously may lead to injury accidents or damage to

the equipment.

I!!l Remark, reminder, tip...

The remarks, prompt and tips in addition to safety statements.
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2 Overview

This chapter presents functions, features, technical characteristics and parameters of
W800A.

2.1 Preface

W800A is a wireless AP product developed by ZTE and is designed totally compliant
with the international standards. With it, single-AP connection, multi-AP connection
and wireless cellular roaming in large scope are available, greatly improving work

efficiency and living quality.

2.2 Functions and Features

Through UTP (RM45 interface) cable, the W800A can be connected to Ethernet at
10/100 Mbps to provide wireless access service. Once the wireless network card is
used and required network parameters are configured correctly, a client which isin the
valid coverage range of W800A can be connected to the local LAN through W800A,
and then be connected to Internet.

The function features of the W800A are as follows:
® The maximum access rate is 108 Mbps. At most 100 Stations can be accessed.

® MAC layer bridge connection function: 802.3 frame from Ethernet can be
received and be mnverted into 802.11 frame, and then be transmitted to the
wireless transceiver; or 802.11 frame from the wireless transceiver can be
received and be converted into 802.3 frames, and then be transmitted to
Ethernet.

® Transparent bridge connection provides packet transfer between Basic Service
Set (BSS) and Distributed System (DS). The maximum transmitting rate is not
less than 20 Mbps.

® The load balance adopts the access balance with multiple APs in the same area

provided by the internal protocol.
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® Static MAC filtration can filter MAC addresses set by users. Up to 99 filtration
groups can be set and each of them can be set with 64 MAC address filtration
rules.

® It provides two configuration modes: WEB and command line, to configure

W800A.

® |t provides seamless roaming to enable users to access network easily.

® ESSID provides network authentication to prevent illegal users from accessing
the network.

® High capahility of interconnection enables it to interconnect with 10/100 Mbps
Ethernet, complying with IEEE 802.3 network convention.

® QoS function, compliant with 802.11e, to mplement QoS control based on
SSID and maps QoS into 802.1p at the uplink port.

® VLAN function,W800A can divide VLAN based on SSID,W800A uplink port
supports 802.1q VLAN Trunk.

® It provides SSH information safety function.

® Security, supports 64-bit, 128-bit or 152-bit WEP encryption, 802.1x and
extended Athentication ,and aso supports Wi-Fi Protected Access (WPA)
WLAN security standard, TKIP and AES encryption to further protect data

transmission.

® Automatic consistent correction system provides Automatic Scale Back
Functionality (ASBF) to automatically correct WLAN to the best connection
qudlity.

® It provides integrated management server to monitor and manage ZTE wireless
network equipment, including W800A, in the distributive environment.

® Its configuration server can manage al the APs and download versions through

the configuration server.

® The version upgrade function upgrades the W800A software version,supports

Remote and Loca online version loading.

® The embedded SNMP Agent supports SNMP v1/2c to implement MIB I,
|IEEE802.11 MIB, IF-MIB, EtherLike-MIB and private MIB.
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2.3 Technical Characteristics and Parameters

The technica indices of W800A are shown in Table 2.3-1.

Table2.3-1 WB800A Technica Indices

Items Technical Indices
Standard 802.11a, 802.11b, 802.11g, 802.1d and 802.3u
802.11a 5.15GHz~5.25GHz, 5.25GHz~5.35GHz and 5.725~5.825GHz
Working band 802.11h: 2400MHz~2483.5MHz

802.11g: 2400MHz~2483.5MHz
Can flexibility chose the frequency band of the different contry

Modulation mode

802.11a: OFDM (64-QAM, 16-QAM and QPSK, BPSK)
802.11b: DSSS (DBPSK, DQPSK and CCK)
802.11g: OFDM (64-QAM, 16-QAM, QPSK and BPSK)

802.11a: M bps, Mbps, 12Mbps, 18Mbps, 24Mbps, 36Mbps, 48Mbps
and 54M bps

Datarate 802.11b: Adaptive 1Mbps, 2Mbps, 5.5Mbps and 11Mbps
802.11g: 6Mbps, Mbps, 12Mbps, 18V bps, 24Mbps, 36Mbps, 48Mbps
and 54M bps

Distance (m) Indoor: 20m ~ 100m; outdoor: 100m ~ 300m

External interfaces

RM5 interface, serial interface and wireless interface

Channel quantity

802.11b: EU: 13; USA and Canada: 11; France: 4; Japan: 14

802.11a: Up to 24 channels are provides according to different national
standards

802.11g: EU: 13; USA and Canada: 11; France: 4

Recommended number

of users/maximum | 30/100
number of users
MAC address capacity | 1024
64/128/152-bit WEP encryption
Encryption type 802.1x Authentication

TKIP& AES encryption

Dimensions

208mm x 180mm x 47mm (W x L x H)

Weight

1kg (without power supply)

Power supply mode

DC 12V power supply and 48V Ethernet power supply

Specification of power

Input: 100V AC~240VAC, 50Hz~60Hz

adapter Output: 12VDC, 1.2A
Working temperature: -5°C ~45°C

Storage temperature -40°C ~70°C
Working humidity 5% ~ 95%

Storage humidity

10% ~ 100%
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3 Structure and Principle

This chapter introduces W800A structure and principle: hardware structure, working

principle, interfaces, indicators and networking mode.

3.1 Structure and Working Principle

W800A appearance is shown in Fig. 3.1-1

Fig. 3.1-1 WB800A Appearance

The hardware of W800A comprises the main body, antenna and external power adapter.

The software of W800A comprises the basic service subsystem and network
management subsystem.
® The basic service subsystem consists of these items. 802.11a/b/g AP driving,
802.3 Ethernet driving, transparent bridge connection, load balance, TCP/IP
protocol stack, dynamic address distribution, static MAC address filtration, SSH,
QoS control and VLAN.
® The network management subsystem consists of these items. SNMP Agent,
command line configuration module (Telnet configuration and serial interface

configuration), WEB page configuration module.

The main board of W800A has two MiniPci wireless network card sots, one or both of
them can be used as required. Through software mode, different MiniPci wireless
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network cards can be set as different working modes: 802.11a, 802.11b, 802.11g and
802.11b/g. So, WB00A can satisfy 5 GHz based on 802.11a standard or 2.4 GHz single
frequency wireless access function based on 802.11 b/g standard, to provide 54 Mbps
access capacity, and it can also satisfy 2.4 GHz and 5 GHz double frequency wireless
access functions based on 802.11 alb/g, to provide 2 x 54 Mbps access capacity.

The configuration mode of the W800A wireless network card is shown in Table 3.1-1.

Table3.1-1 Configuration Table of MiniPci Wireless Network Card for W800A

Network Card ) o
) Network Card Types Function Descriptions
Quantity
) 802.11 b/g standard single frequency wireless
1 2.4 GHz (802.11 b/g standard working mode) ) . .
access, with the maximum capacity of 54Mbps.
) 802.11a standard single frequency wireless
1 5 GHz (802.11a standard working mode) . ) )
access, with the maximum capacity of 54Mbps.
2.4 GHz (802.11 b/ 802.11 b/g standard single frequency wireless
24 GHz (80211 b/g ( ) 9 g ) gelred cy
2 . standard working | access, with the maximum capacity of 2 x
standard working mode)
mode) 54Mbps.
5 GHz (802.11a| 802.11 a/b/g standard double frequency wireless
24 GHz (802.11 b/g . . . .
2 ) standard working | access, with the maximum capacity of 2 x
standard working mode)
mode) 54Mbps.
5 GHz (802.11a| 802.11a standard single frequency wireless
5 GHz (802.11a standard ) ) ) ]
2 . standard working | access, with the maximum capacity of 2 x
working mode)
mode) 54Mbps.

IL-._.!_“ Note:

Considering the interference owing to close distance between two network cards in one
AP , it is not recommended that two network cards are configured with the same

frequency mode, when two network cards are used.

3.2 Units/Components

3.2.1 Front Panel

There are three LED indicators on the front panel of the W800A, indicating the
equipment status. The meanings of LED indicators are shown in Table 3.2-1.
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Table3.2-1 Description of Indicators on W800A Panel

Indicators Descriptions
Power It is WB00A power indicator. On: Indicating that the power supply ison.
RUN During normal operation, the RUN indicator flashes slowly once per second.
ACT It is the wireless network status indicator. When W800A wireless interface works
normally, thisindicator is always on.

3.2.2 Rear Control Panel

There are many interfaces and indicators on the rear control panel of W800A, as shown

inFig. 3.2-1.

O

ANT

e O

| @

12v DC DEFSET gtausindicators

Ethernet CONSOLE

O

ANT

Fig. 3.2-1 Schematic Diagram of the Rear Control Panel of \W800A

The indicators and interfaces on the rear control panel are described as follows:

1. 12V DC (Power supply jack)

Connecting the power adapter.

A Note:

Only the accessory power adapter can be used. Never use other power adapters,

otherwise, equipment may be damaged.

2. DEFSET (Default button)

This button serves to reset the W800A and recover the ex-factory default

parameter configuration.

3. Statusindicator

10M: ON indicates that Ethernet is connected to the opposite device at the rate
of 10 Mbps.

100M: ON indicates that Ethernet is connected to the opposite device at the rate

of 100 Mbps.

ACT: Flash indicates that Ethernet is receiving or transmitting data.
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ALARM: It is the alarm indicator. ON indicates that the device works

abnormally.
4. Ethernet (Ethernet RJ5 interface)

The interface features three functions:

1) When the WB00A works normally in the network, this interface serves as the
W800A uplink interface, to connect W112P/W105P through the straight through
power supply Ethernet cable (AP remote power supply mode), or connect the
Ethernet switch downlink interface through the straight through Ethernet cable

(using power adapter to power local AP).

2) Beforethe W800A isinstalled, thisinterface can connect with PC wired network
interface through the crossed network cable, and then you can log on to the

W800A in the WEB or Telnet mode to configure W800A parameters.

3) When aversion is loaded to the W800A through the hyper terminal, connect this

interface to the PC wired network interface through a crossed network cable and

run FTP/TFTP server application software on the PC, to load the running

version file to the W8B00A system.

5. CONSOLE (RJ11 interface for configuration)

It is connected to the PC serid interface through a seria interface cable, to

implement version loading, configuration and debugging to the device through

the hyper terminal.
6. ANT (Antennainterface)

It serves for installing the antenna.

3.3 Networking Modes

The WB800A provides wireless access for the indoor wireless users. It can be placed in

such positions as office area, lobby or corridor of a hotel.

As the access equipment of wireless and wired network, the W800A provides users

with wireless access to Ethernet and data service access. Through different hardware

and software configurations, the W800A can construct different modes.

1. AP mode: The W800A implements BSS access to connect BSS to DS, and

supports wireless STA access.
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2. Bridge connection mode: The W800A serves as both Bridge Server and Bridge
Client. Client and Server work together to implement wireless bridge

connection.

3. Repeater mode: The W8B00A serves as the wireless repeater. Serving as wireless
AP, The W800A connect the terminal user in wireless mode, also serving as
wireless Client, The W800A connect to AP in wireless mode.

The network modes of the W800A are described in detail below:

3.3.1 AP Mode Application

As shown in Fig. 3.3-1, AP1 works under 5 GHz frequency band and supports 802.11a
standard, mobile terminals 1 and 2 adopt the network cards in 802.11a mode; AP2
works under 2.4 GHz frequency band and supports 802.11 b/g standard, mobile
terminals 3 and 4 adopts the network cards in 802.11b mode. These four terminals can
communicate with each other and visit PCs of the external wired LAN through the
Ethernet switch or HUB. Mobile terminals 1 and 2 can not be switched to AP2 and
mobile terminals 3 and 4 can not be switched to APL.

Bhernet switch/HUB

Mobileterminal 1 Mobileterminal 2 Mobileterminal 3 Mobiletermina 4

Fig. 3.3-1 Application of the W800A Single Frequency Mode

As shown in Fig. 3.3-2, both AP1 and AP2 simultaneously work under 2.4 GHz and 5
GHz freguency band and support 802.11a/b/g standard. Mobile terminals 1 and 3 adopt
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the network cards in 802.11a mode, mobile termina 2 adopts the network card in
802.11b mode and mobile terminal 4 adopts the network card in 802.11g mode. These
four terminals can communicate with each other and visit PCs of the external wired
LAN through the Ethernet switch or HUB, and they can be switched between AP1 and
AP2 randomly.

Ethernet switch/HUB

Mobileterminal 1 Mobileterminal 2 Mobileterminal 3  Mobileterminal 4

Fig. 3.3-2 Application of the W800A Double Frequency Mode

3.3.2 Bridge Connection Mode Application

As shown in Fig. 3.33, two W800As work in Bridge Server and Bridge Client modes
separately to implement the bridge connection of wired LAN1 and LAN2. The
bandwidth of bridge connection depends on the working mode of the W800A. Bridge
Server can serve multiple Bridge Clients at the same time, and it is suggested that the
Bridge Client quantity should not more than 4.
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Bridge
Server

Fig. 3.3-3 Wireless Bridge Connection Mode

3.3.3 Wireless Repeater Mode Application

When two W800As are far from each other or their visual path is blocked, another
W800A can be used to implement the wireless repeater function, as shown in Fig. 3.3-4.
At this time, two WB00As which are far from each other work in Repeater working
mode, the middle W800A works in normal AP mode and serves as the interface for
connecting the wired network. Three APs can implement mobile STA accesses and
work together as the wireless repeater, to guarantee the communication between mobile

terminals 1, 2 and 3.
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Repeater
802.11alb/g 802.11a/b/g
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& %
o
Mobile terminal 1 Mobiletermina 3

Fig. 3.3-4 Wireless Repeater Mode
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4 Installation and Debugging

& Warning

This chapter do not apply to W800A with the following antennas:
TQJ-5800BKF40-W, TQJ-5800C-5, TQJ-5800BKF8, R0322-025, which must

be professionally installed.

This chapter details the methods and procedure of instalation and debugging of the
W800A for your reference.

4.1 Installation Preparations

4.1.1 Installation Preparation Flow

Before installing the W800A, the engineering personnel should confirm that such work
as solution design, project survey and W800A basic configurations have been
completed. Brief introductions to the preparations required for instalation are as

follows.
4.1.1.1Channel Planning

According to 802.11b wireless LAN international standard and the standard of state
radio management committee, the working frequency band of a wireless device in the
wireless LAN is 2400 MHz ~ 2483.5 MHz, and the working frequency bandwidth is
83.5 MHz, divided into 14 sub-channels with 22 MHz as the bandwidth for each one.
The sub-channel distribution is shown in Fig. 4.1-1

2417 2427 2.437 2447 2.457 2.467

2.452 2.462 2472 2.484
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Fig.4.1-1 Sub-Channel Distribution

Viewed from the above diagram, up to 13 channels are available. The IDs and centra
frequencies of these 13 channels are described in Table 4.1-1.

Table4.1-1 IDs and Frequencies of Channels

Channdl ID Centrd Frequency Low End/High End Frequency of the Channel
1 2412MHz 2401/2423MHz
2 2417MHz 2411/2433MHz
3 2422MHz 2416/2438MHz
4 2427MHz 2421/2443MHz
5 2432MHz 2426/2448MHz
6 2437MHz 2431/2453MHz
7 2442MHz 2431/2453MHz
8 2447MHz 2436/2458MHz
9 2452MHz 2441/2463MHz

10 2457MHz 2446/2468MHz
11 2462MHz 2451/2473MHz
12 2467MHz 2456/2478MHz
13 2472MHz 2461/2483MHz

When multiple channels work at the same time, the central frequency intervals between
two channels should not be less than 25 MHz to avoid mutual interference. As shown
in Fig. 4.1-1, in a cell, direct spread spectrum technology can support simultaneous

work of up to 3 un-overlapped channels.

In the wireless LAN planning, to redlize efficient coverage of APs and avoid mutua
interference between channels, the cellular coverage principle of BTS is adopted in the
channel distribution. 3 un-overlapped channels (for example, channels 1, 6 and 11) can

be used in the same area at the same time, as shown in Fig. 4.1-1.
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AP
channel 6

AP
channel 11

channel 6 channel 11

Fig. 4.1-2 Channel Distribution Principle of Adjacent APs

When using APs, for the adjacent APs, we will select their working channels (channels
1, 6 and 11 are usudly used) according to the principle shown in Fig. 4.1-1, to

guarantee the normal work of the wireless LAN.
The channel distribution principle of 802.11g standard is the same as that of 802.11b.

802.11a standard channels feature anti-interference performance, so no special
configuration is required. In the actual networking, you only need make sure that the
channels between adjacent APs are different.

4.1.1.2Configuration before Installation

Before the installation, power on W800ASs in turn and check whether they can work
normally. In the normal case, the Power indicator and ACT indicator on the W800A
panel should be aways on, and the RUN indicator should flash slowly (about once per
second). If the indicator is not in the normal status, you can log on to the W800A in the
hyper terminal mode and check whether the version is loaded normally. If necessary,
you can reload the verson (refer to Section 7.3 Version Loading and Upgrade for
detailed procedure).

When you make sure that the W800A works normally, it is required to implement basic

configurations for it. The configuration contents are as follows:

1. Configuring the WB00A IP addresses, that is, management addresses. At least
one management address should be configured for each WB800A, for the
management configuration of W800A.
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2. Configuring the wireless working mode of the W800A wireless interface and the
SSID (Service ID), using channel and rate of the corresponding wireless
interface.

The detailed configuration methods will be introduced in the subsequent sections.

4.1.2 Tool, Instrument and Document
® Onewireless network card.
® One PC for configuration management
® ZXR10 WAS (V2.0) IP Wireless Access System WB00A Wireless Access Point —
User’s Manual
4.1.3 Installation Environment Inspection

The WB800A can only be used indoors. To guarantee the normal work and longer useful

life of the equipment, the indoor temperature range should be -5 °C ~ 45 °C, you

should maintain good ventilation and dry air indoors, and the relative humidity range is
5% ~ 95%.

4.1.4 Unpacking Inspection

Generally, the following equipment and accessories are contained in the package of this

product.

W800A 1
Power adapter 1
Console configuration cable 1
Delivery attached document CD 1
IL!!.“ Note:

Please refer to the packing list in the package. If there is any missing part, please
contact ZTE Cooperation.

4.2 Installation

W800A shell is made in plastic with certain mechanical intensity, and can satisfy the

using requirement. The material is fireresistant and satisfies the environment
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protection requirement. The ground bolt can be installed on the interface board of the
shell, for grounding. The W800A can be used not only on the desktop or ceiling but

asoonthewal, so it iseasily to be used.
The WB800A installation process is described in detail as follows:

1. Place the W800A to the proper position according to the engineering planning,

for example, evenly place it on the desktop, ceiling or wall.
2. Determine the angle of the antenna.
3. Connect the power cable to the power socket on the W800A backplane.
4. Connect the Ethernet cable to the Ethernet interface on the W800A backplane.

When the W800A is installed on the ceiling, for the ceiling in plaster or floor, the
W800A antenna can be directly installed on the ceiling; for the ceiling in metal, if the
antenna is directly installed on the ceiling, the antenna signal will be shielded and
W800A can not work normally, so you should lead the antenna to the place under the
ceiling, through correct antenna feeder. If the W800A is hanged on the wall, reliable
fixing method is necessary. If the W800A is placed on the desktop, reliable fixing
method is required to ensure the safety of the equipment.

4.3 Power-on and Power-off

The following two power methods are used for the W800A system.
1. Usethe in-house power adapter of the W800A.
2. UsePoE

The terminal POE module is embedded in the W800A. When PoE power supply is
adopted, a standard straight-through cable is used to connect the PoE interface of the
POE source end device W112P or W105P. For the detailed description, refer to
Appendix B.

To power on the W800A, connect the power adapter or Ethernet cable for powering the
Ethernet for the W800A. After being powered on, the W800A will start automatically,

without any operation by users.

To power off the W800A, directly disconnect the W800A power adapter or the cable

for powering Ethernet.
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4.4 Debugging

After W8B00A is powered on and started, it is required to implement service debugging.
There are three purposes for debugging:

1. Ensure that the route between W800A and | nternet/customer server is smooth.

2. Ensure that each client in the W800A coverage area can access Internet

normally.

3. Ensure that in the whole engineering coverage area, the clients can be roaming
switched between the cells containing APs.
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5 Command Line Configuration

This chapter describes the operation methods and configuration commands of the

W800A command line configuration.

5.1 Overview

The WB800A provides the Command Line Interface (CLI) for configuring the W800A

data.

The CLI configuration of the W800A has the following features:

1

You can not only implement local configuration through the hyper terminal
software with the serial port, but also implement local or remote configuration in

Telnet with the Ethernet interface and wireless network card.

The CLI provides five command modes. User, privileged, configure, Ethernet
interface configuration and wireless interface configuration modes. One mode is
the execution environment for a group of related commands, and one command
can be executed only in the corresponding command mode. To obtain the valid

commands in the current command mode, input “?” in the current mode.

Commands are of two types. information query and function. The information
guery commands serve to obtain some information to be queried. The function
commands serve to change the function configuration of the W800A. The
changed configuration is saved in the running configuration information library.
To cancel the function configuration, execute the reverse command of the

former command (that is, no + key word + former command)

CLI provides perfect help system: At any time, you can input “?’ to obtain the
related help information.

The command inputting provides the fuzzy match function: Once the
information input by the user is enough for determining a command, no more

information is required to be input.

CLI provides the command history function: You can select a historica

command for executing through “?” or “?" of the keyboard.
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7. CLI provides two layers of password protection to reject illegal users. The first
layer password authentication appears on the Telnet welcome interface, the
safety authentication for accessing the user mode is required at this time. The
default user name is “root” and default password is “public’. In the user mode,
input the enable command and correct password to enter the privileged mode,

the default password is “zte’.

I!!I Notes:

When you implement the configuration in the seria port mode, you can enter the user

mode from the hyper terminal interface directly, without any authentication.

8. CLI can automatically page the output commands on the terminal: “—More—"
a the lower left corner of the command output window indicates more output
commands. At this time, you can press CTRL to display the next page, press
ENTER to output the next line and press other keys to exit.

9. WB800A CLI provides the basic command line editing function. The short-cut
keys for editing command lines are described as follows:

Ctrl + U: Delete the whole command being input.

Ctrl + A: Move the cursor to the first character of the command line.
Ctrl + E: Move the cursor to the last character of the command line.
Ctrl + X: Delete all the characters before the cursor.

Ctrl + K: Délete al the characters after the cursor (containing the character at
the cursor)

Ctrl + C: Give up al the input contents. Enter the new line and the prompt character

will appear.

When the seria port mode is used for configuring the W800A, the seria port attribute
configurations of the hyper terminal are shown in Fig. 5.1-1
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Fart Settings |

Bitz per zecond: |EIEEIEI j

Data bits: I a j

Earity: INnne j
Stop bits: |1 =l
Elow control; INDne j

k. Cancel Spply

Fig.5.1-1 Seria Port Configuration

When the Telnet mode is used for configuring the W800A, you just need input
“telnet/WB00A working IP address’, as shown in Fig. 5.1-2. By default, the W800A
working IP address is 192.168.1.254 and the subnet mask is 55.255.255.0.

Run 2x|

L Type the name of a program, folder, document, or
. Internet resource, and Windows will open it for you.

Open: ItElnet 192,168.1.254 j

Cancel | Browse. .. |

Fig.5.1-2 Telnet to W800A

These five configuration modes of the W800A and al the available commands under

each mode are described in detail as follows: The stipulation of command format are as
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follows:
1. abc refers to the command or keyword.
2. <abc> refersto the contents to be input by the user.
3. abcldef indicates that one of the two will be selected.
4. For the contentsincluded in [ ], the user can choose to input or not input them..

5. For the contentsincluded in { }, the user must input them.

5.2 User Mode

Entering mode: Telnet
Exiting mode: exit
Default prompt character: wlan>

Note: After logging on to the W800A in Telnet, the common user can enter the user
mode only once the user name and password authentications are passed. The default
user name is “root” and default password is “public”. To avoid the case in which the
illegal user tries with different passwords, the system will automatically disconnect
from the Telnet of a user, after this user inputs wrong password for consecutive three
times.
5.2.1 Entering the Privileged Mode
Command mode: User mode
Function: Input the correct password to enter the privileged mode.
Command format: enable
Note: After the user inputs the enable command and press ENTER, the system will
prompt that password need be input. The default password of privileged mode is “ zte”.
5.2.2 Exiting the Telnet Configuration
Command mode: User mode.
Function: Exiting the user mode and returning to the system.

Command format: exit.
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5.3 Privileged Mode

Entering mode: Input the enable command in the user mode and input correct

password.

Exiting mode: disable, entering the user mode; exit, exiting the privileged mode and
returning to the system.

Default prompt character: wlan #

5.3.1 Network Connectivity Check
Command mode: Privileged mode
Function: Checking the network connectivity.

Command format: ping <A.B.C.D> [-n <echo-number>] [-w <timeout>] [-

<packet-size>] [-t]

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

<A.B.C.D> IP address Destination |P address
-n None Setting the flag bit of ping packet quantity.
<echo-number > 1~40 Quantity of ping packets.

Setting the flag bit of the maximum time-out
-W None .

interval.
<timeout> 1~2 M aximum time-out interval (unit: second).
- None Setting the flag bit of the buffer area capacity .
<packet-size> 0~1504 Buffer area capacity

Setting the consecutive ping packets (complete it
-t None

by <Ctrl + C>)

5.3.2 Saving the Configuration Data to FLASH
Command mode: Privileged mode.
Function: Saving the configuration data to FLASH.

Command format: write flash.

5.3.3 Restoring the Default Configuration
Command mode: Privileged mode

Function: Deleting the database, recovering the default configuration d the W800A
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and reset it.

Command format: default enable

5.3.4 Resetting the Software
Command mode: Privileged mode
Function: Resetting the W800A.

Command format: reboot

5.3.5 Entering the Configure Mode
Command mode: Privileged mode
Function: Entering the configure mode.

Command format: configureterminal

5.3.6 Exiting the Privileged Mode
Command mode: Privileged mode
Function: Exiting the privileged mode and entering the user mode.

Command format: disable

5.3.7 Exiting the Telnet Configuration
Command mode: Privileged mode
Function: Exiting Telnet and returning to the system.
Command format: exit

Note: This command can only be used in the CLI in the Telnet mode. If the user logs

on in the hyper terminal mode through the seria port, this command is invalid.

5.4 Configure Mode

Entering mode: Input the configure terminal command in the privileged mode.

Exiting mode: exit, entering the privileged mode.

Default prompt character: wlan (config) #

Note: All the configuration commands can be executed in this mode (or its sub-modes).
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5.4.1 Bridge Configuration

1. bridge aging-

time

Command mode: Configure mode

Function: Configuring the aging time of the Bridge Forward Table (FDB) MAC

address.

Command format: bridge aging-time <value>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<value>

10~1000000

The aging time of the FDB MAC address (unit:
second), 300 by defaullt.

2. bridge forward-table-size

Command mode: Configure mode

Function: Configuring the quantity of the FDB MAC addresses.

Command format: bridge forwar d-table-size <value>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<value>

220~1024

Quantity of the FDB MAC addresses, 1024 by
defaullt.

5.4.2 Clearing the Information

Command mode: Configure mode

Function: Clearing the alarm, log or debugging information.

Command format: clear {alarm|logcmdjtrace}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
Alarm,
{alarm|logecmd| . ) ]
Logemd, Clearing the alarm, logcmd or trace information.
trace} ¢
race
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5.4.3 Configuring the Configuration Server

Command mode: Configure mode

Function: Configuring the parameters of configuration server: |P address, interception

port number of the TCP and the interception port number of UDP.

Command format:

config-server {ipaddress <A.B.C.D> [tcp-port <value'>

[udp-port <value®>] | udp-port <value’> [tcp-port <value™>]] | tcp-port <value™>

[ipaddress <A.B.C.D> [udp-port <value®>] | udp-port <value®> [ipaddress

<A.B.C.D>]] | udp-port <value’> [ipaddress <A.B.C.D> [tcp-port <value™>] |

tcp-port <value'> [ipaddress <A.B.C.D>]]}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<AB.C.D> IP address IP address of the configuration server
The interception port number of tcp, 3601 b
<value> 3000~65535 P P P Y
default.
The interception port number of udp, 3600 b
<value?> 3000~65535 defauit P P P Y
ault.

Note: One or multiple parameters can be configured randomly. The un-configured

parameters will keep unchanged.

5.4.4 DHCP Server Configuration

1. dhcp server dns

Command mode: Configure mode

Function: Configuring the IP address parameters of the master and dave DNS

servers of the DHCP server.

Command format: dhcp server dns <A.B.C.D'> [<A.B.C.D*>]

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
<AB.C.D'> IP address |P address of the master DNS server.
<AB.CD?% IP address IP address of the slave DNS server (optional).

2. dhcp server gateway
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Command mode: Configure mode

Function: Configuring the IP address parameters of the default gateway of the
DHCP server.

Command format: dhcp server gateway <A.B.C.D>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
<A.B.C.D> IP address IP address of the gateway.

3. dhcp server leasetime
Command mode: Configure mode
Function: Configuring the address lease time of the DHCP server.
Command format: dhcp server leasetime <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

The address lease time of the DHCP server, 6 by
default.

<value> 60~3600

4. dhcp server run
Command mode: Configure mode
Function: Starting, stopping or restarting the DHCP server.
Command format: dhcp server run {start|stop|restart}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

start: Startup;
{start|stoplrestart} | Start, sop, restart Stop: Stopping;
restart: Restarting.

5. dhcp server start-flag
Command mode: Configure mode

Function: Configuring the start flag of the DHCP server when the system is
restarted.

Command format: dhcp server start-flag {truelfalse}
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Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

The start flag of the DHCP server.

If itis“true”, the DHCP server will be started when
{trueffalse} True, false the system is restarted.

If it is “false”, the DHCP server will not be started
when the system is restarted.

5.4.5 DISCOVER Configuration
1. discover device
Command mode: Configure mode

Function: Configuring the integrated management multicast address and port
number of the equipment.

Command format: discover device <A.B.C.D> [<value>]

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
IP address with a ) ]
The integrated management multicast address of
<A.B.C.D> range of 224.0.0.1 ~ .
the equipment, 224.1.88.89 by default.
239.255.255.254.
The interception port number of the integrated
<value> 0~65535 management multicast of the equipment, 2801 by

defaullt.

2. discover manager
Command mode: Configure mode

Function: Configuring the management multicast address and port number of the

integrated management server.

Command format: discover manager <A.B.C.D>[<value>]

Parameter descriptions:
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Parameter Name Vdue Range Parameter Descriptions

IP address with a| The management multicast address of the
<AB.C.D> range of 224.0.0.1 ~ | integrated management server, 224.1.88.88 by
239.255.255.254. default.

The management interception port number of the

<value> 0~65535

integrated management server, 2800 by default.

5.4.6 802.1X Parameter Configuration

1. dotlx enable
Command mode: Configure mode
Function: Enabling or disabling the 802.1x function.
Command format: [no] dot1x enable

2. dotlx max-reauth
Command mode: Configure mode
Function: Configuring the maximum times of 802.1x re-authenticating.
Command format: dot1x max-reauth <value>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

The maximum times of 802.1x re-authenticating, 5
<value> 0~10

by default.

3. dotlx max-request
Command mode: Configure mode
Function: Configuring the maximum times of 802.1x authentication request.
Command format: dot1x max-request <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

The maximum times of 802.1x authentication
request, 2 by defaullt.

<value> 1~10

4, dotlx md5-domain
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Command mode: Configure mode
Function: Configuring the domain name in the EAP-MD5 authentication mode.
Command format: dot1x md5-domain <string>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
] The domain name in the EAP-M D5 authentication
<string> 1~ 32 characters
mode, USR by default.
5. dotlx nas-id

Command mode: Configure mode
Function: Configuring the 802.1x NAS-ID field information.
Command format: dotlx nas-id <string>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<string> 1 ~ 64 characters NAS-ID character string, W800A by default.

6. dotlx portenable
Command mode: Configure mode
Function: Enabling or disabling the 802.1x port control function.
Command format: [no] dot1x portenable
7. dotlx quiet-period
Command mode: Configure mode
Function: Configuring the 802.1x quiet period.
Command format: dot1x quiet-period <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

The 802.1x quiet period (unit: second), 30 by
default.

<value> 1~255

8. dotlx server-timeout
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Command mode: Configure mode
Function: Configuring the time-out time of the 802.1x authentication server.
Command format: dot1x server-timeout <value>

Parameter descriptions:

Parameter Name Vdue Range Parameter Desariptions

The authentication server time-out time (unit:
second), 60 by default.

<value> 1~255

9. dotlx sm-domain
Command mode: Configure mode
Function: Configuring the domain name in the EAP-SIM authentication mode.
Command format: dot1x sim-domain <string>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

The domain name in the EAP-SIM authentication

<string> 1~ 32 characters
mode, SIM by default.

10. dotlx supp-timeout
Command mode: Configure mode
Function: Configuring the time-out time of the 802.1x client.
Command format: dotl1x supp-timeout <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
The time-out time of the 802.1x client (unit:
<value> 1~255
second), 30 by default.

11. dotlx tx-period
Command mode: Configure mode
Function: Configuring the 802.1x sending period.

Command format: dot1x tx-period <value>

Parameter descriptions:
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Parameter Name

Vaue Range

Parameter Descriptions

<value>

1~-255

The 802.1x sending period (unit: second), 3 by

default.

12. dotlx wpadomain

Command mode: Configure mode

Function: Configuring the domain name in the WPA authentication mode.

Command format: dot1x wpa-domain <string>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Destriptions

<string>

1~ 32 characters

WPA domain name, WPA by default.

5.4.7 Password Configuration in the Privileged Mode

Command mode: Configure mode

Function: Configuring the password for enabling the privileged mode.

Command format: enable-password <string>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<string>

1~ 30 characters

The password for enabling the privileged mode, zte

by default.

5.4.8 Erasing the Filtration Rules

Command mode; Configure mode

Function: Erasing the ACL rule according to the global regular numbers.

Command format: er ase mac-access-rule <value>

Parameter descriptions:

Parameter Name

Vdue Range

Parameter Descriptions

<value>

0~1023

Numbers of the filtration rules.

5.4.9 Exiting the Configure Mode

Command mode: Configure mode
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Function: Exiting the configure mode and entering the privileged mode.

Command format: exit

5.4.10 IAPP Load Balance Configuration
1. iapp balance
Command mode: Configure mode

Function: Configuring the load balance mode and nominal capacity of the load
balance group.

Command format: iapp balance <viaue'> {flow <value’>|user <value®> }

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<value> 1~65535 L oad balance group ID
The lower limit of the flow implementing the load
<viaue’> 1~65535 i
balance according to the data flow.
The lower limit of the users implementing the load
<viaue®> 1~30

bal ance according to the user quantity.

2. iapp enable-flag
Command mode: Configure mode

Function: Configuring the enabling status of the load balance and the limitation
of the maximum user quantity.

Command format: iapp enable-flag { disable|balancelmax-user}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
) disable: Disabling both of them.

. Disable, .

{disablejbalance| Bl balance: Enabling the load balance.
ance,
max-user} max-user: Enabling the limitation of maximum user
max-user )
quantity.

’I_!__!_" Note:

Configurations iapp balance and iapp max-user can not be enabled at the same time.
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3. iapp max-user
Command mode: Configure mode

Function: Configuring the maximum user quantity (the quantity of the users can
be accessed).

Command format: iapp max-user <value>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

The maximum quantity of the wireless users can be
accessed by the system, 30 by default.

<value> 1~150

5.4.11 Entering the Interface Configuration Mode
1. interface ethernet
Command mode: Configure mode

Function: Entering the Ethernet interface configuration mode. The command is
followed by the unit ID of the Ethernet interface. The equipment can hold
multiple Ethernet interfaces.

Command format: interface ether net { 0}

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
The unit ID of the Ethernet interface. The W800A
{0} 0 only has one Ethernet interface, so this value is 0
fixedly.

2. interface wlan
Command mode: Configure mode

Function: Entering the Wireless interface configuration mode. The command is
followed by the unit ID of the wireless interface. The equipment can hold

multiple wireless interfaces.
Command format: interface wlan { 0|1}

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
{0]1} Oorl The unit ID of the wireless interface. The W800A
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has two wireless interfaces, so thisvalueisO or 1.

5.4.12 IP Network Parameter Configuration

1. ipaddress

Command mode: Configure mode

Function: Adding the IP address of the W800A management interface.

Command format: [no] ip address<A.B.C.D'> <A.B.C.D*> [second]

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<AB.CD!> IP address IP address of the host.
<AB.C.D*> Subnet mask Subnet mask of the host.
The main address is without “second” and the
second sscond stand?y addressis with “second”. The main address
quantity can only be one and the standby address
guantity can be up to nine.
2. iproute

Command mode: Configure mode

Function: Configuring the default route address of the system.

Command format: [no] ip route <A.B.C.D'> <A.B.C.D*> <A.B.C.D’>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<AB.C.D*> IP address IP address of the host.
<A.B.C.D> Subnet mask Subnet mask of the host.
<A.B.C.D>> IP address IP address of the router of the next hop.
3. ippool

Command mode: Configure mode

Function: Configuring the IP address pool of the system.

Command format: [no] ip pool <index> <A.B.C.D"> <A.B.C.D*> <A.B.C.D>>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<index>

0-9

IP address pool group ID
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<AB.C.D»> IP address Initial |P address of the host address pool.
<AB.CD?% IP address End |P address of the host address pool.
<AB.C.D%> Subnet mask Subnet mask of the address pool address.

5.4.13 Kicking Users

1

kick all

Command mode: Configure mode

Function: Kicking al the users.

Command format: kick all

kick station

Command mode: Configure mode

Function: Kicking the user with the specified MAC address.
Command format: Kick station <xx-Xx-Xx-XxX-XX-Xx>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

OEXK-XX-XK-X-Xx> | MAC address User MAC address

5.4.14 Two-Layer Separation Configuration

1. |2-separate enable
Command mode: Configure mode
Function: Enabling or disabling the two-layer separation function.
Command format: [no] 12-separ ate enable
2. |2-separate gateway
Command mode: Configure mode
Function: Configuring the gateway MAC address .
Command format: [2-separate gateway mac <xx-XxX-XX-XX-XX-XX>
Parameter descriptions:
Parameter Name Vdue Range Parameter Descriptions
SXKXXXX6- XX | MAC address Gateway MAC address
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3. |2-separate mode
Command mode: Configure mode
Function: Configuring the two-layer separation working mode.
Command format: 12-separ ate mode { simple_mode| gateway_mode }
Parameter descriptions:
Parameter Name Vdue Range Parameter Descriptions
{simple_mode] simple_mode, Selecting the simple mode or gateway mode for the
gateway _mode } gateway _mode two-layer separation.

5.4.15 Log Printing Message Configuration

1. logmsg all-enable
Command mode: Configure mode
Function: Enabling or disabling the log printing messages of all the modules.
Command format: [no] logmsg all-enable
2. logmsg level
Command mode: Configure mode
Function: Configuring the levels of the log printing messages to be outpuit.
Command format: logmsg level { Lowest |L ower|Higher|Highest}
Parameter descriptions:
Parameter Name Vdue Range Parameter Descriptions
Lowest (Flood), o
Level of the log printing messages to be output.
{Lowest|L ower| Lower (Info), - . .
) . . Only the printing messages higher than this level
Higher|Highest} Higher (Error),
] can be output.
Highest (Fatal)

3.

logmsg mod-engble

Command mode: Configure mode

Function: Determining the module containing the log printing messages.
Command format: [no] logmsg mod-enable <module>

Parameter descriptions:
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Parameter Name Vdue Range Parameter Descriptions
Specified  module
names.

<module>

BSP, DATABASE,
80211, BRIDGE,
IAPP, DHCP,
IPPOOL, DOT1X,
RADIUS, ACL,
SVCMANAGE,
TELNET, WEB,
CONSOLE, SNMP,
ALARM, RO1,
TFTP, DISCOVER,
QOS

The module containing the log printing messages.

4. logmsg telnet-log

Command mode: Configure mode

Function: Configuring the current Telnet window as the output window of the

log printing messages

Command format: [no] logmsg telnet-log

5.4.16 MAC Filtration Configuration

Command mode: Configure mode

Function: Adding or deleting a number accessing list.

Command format: [no] mac-access-list <value> { deny|permit}

{ <06 X0 XXX XX- X [any }

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
<value> 1~99 MAC filtration group 1D
deny: If the condition is satisfied, the MAC
{denyppermit deny, permit communication will be denied.

permit: If the condition is satisfied, the MAC
communication will be permitted.
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Parameter Name

Vdue Range

Parameter Descriptions

{ <0 XH=X XXX XXX

> [any}

MAC address or

any

The MAC address sending the MAC packet. Two
methods can be used for specifying the source
address:

One is to wse the format of 48-bit 6 hexadecimal
hyphens, for example: 00-dO-dO-f1-c4-ef.

The other is to use the keyword any as the
abbreviation of the source 00-00-00-00-00-00. This
keyword is not recommended.

5.4.17 MAC Address Authentication Configuration

Command mode: Configure mode

Function: Configuring the MAC address authentication function.

Command format: [no] mac-authen { deny|permit} { <xx-Xx-Xx-Xx-Xx-Xx>|any}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
deny: If the condition is satisfied, the MAC
) ) communication will be denied.
{deny|permit} Deny, permit

permit: If the condition is satisfied, the MAC

communication will be permitted.

{ XK= XK= XX=XHK= X X=X
lany}

MAC address or
any

The MAC address sending the MAC packet. Two
methods can be used for specifying the source
address:

One is to wse the format of 48-bit 6 hexadecimal
hyphens, for example: 00-d0-d0-f1-c4-€f;

The other is to use the keyword any as the
abbreviation of the source 00-00-00-00-00-00, and

this keyword is not recommended.

5.4.18 Manager Configuration

Command mode: Configure mode

Function: Adding or deleting the manager account.

Command format: [no] manage-user <string*> <string’>
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Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
<string™> 1 ~ 32 characters User name
<string®> 1~ 32 characters User password.

ITESH

5.4.19 QoS Configuration

1. qgosenable
Command mode: Configure mode
Function: Enabling or disabling QoS function.
Command format: [no] gosenable

2. qospolicy

Command mode: Configure mode
Function: Configuring QoS policy.
Command format: gos policy { ESSID|802.1p}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
Indicating the priority policy which is the base of
{ESSID|802.1p} ESSID, 802.1p
QoS, ESSID by default.

5.4.20 RADIUS Server Configuration

1

radius-server account
Command mode: Configure mode
Function: Adding or deleting the accounting server of an ISP.

Command format: [no] radius-server account <string'> {master|dave}
<A.B.C.D> <value> <string®>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
<string™> 1 ~ 32 characters ISP name, and only the created | SP can be input.
{master|dave} Master, slave Master or dave flag of the accounting server.
<A.B.C.D> IP address IP address of the accounting server
<value> 0~65535 Port number of the accounting server
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Parameter Name

Vaue Range

Parameter Descriptions

<string®>

1~ 255 characters

Character string of the accounting shared secret key

2. radius-server authen

Command mode: Configure mode

Function: Adding or deleting the authentication server of an ISP.

Command format: [no] radius-server authen <string'> {master|dave}

<A.B.C.D> <value> <string”>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<string™> 1~ 32 characters ISP name, and only the created | SP can be input.
Master/slave authentication server. The master
{master|dave} Master, slave o
authentication server can only be one.
<A.B.C.D> IP address IP address of the authentication server
<value> 0~65535 Port number of the authentication server
o Character string of the authentication shared secret
<string™> 1~ 255 characters

key

3. radius-server dns

Command mode: Configure mode

Function: Adding or deleting the DNS server of an ISP.

Command format: [no] radius-server dns<string>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<string>

1~ 32 characters

ISP name, and only the created ISP can be input.

4. radius-server isp-name

Command mode: Configure mode

Function: Adding or deleting an ISP.

Command format: [no] radius-server isp-name <string>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<string>

1~ 32 characters

ISP name.
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5. radius-server retry-times

Command mode: Configure mode

Function: Configuring the retrying times of the RADIUS authentication of an

ISP.

Command format: radius-server retry-times<string> <value>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<string>

1~ 32 characters

ISP name, and only the created | SP can be input.

<value>

1~10

The retrying times of the RADIUS authentication, 3
by default.

6. radius-server timeout

Command mode: Configure mode

Function: Configuring the time-out time of the RADIUS authentication of an

ISP.

Command format: radius-server timeout <string> <value>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<string>

1~ 32 characters

ISP name, and only the created | SP can be input.

<value>

1~65535

The time-out time of the RADIUS authentication
(unit: second), 2 by default.

5.4.21 SNMP Module Configuration

1. snmp accesshost

Command mode: Configure mode

Function: Adding or deleting the IP address of the host which can be accessed.

Command format: [no] snmp access-host <A.B.C.D>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<AB.CD>

IP address

The host IP address represented by dotted decimal
(A.B.C.D) (at most 10).
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snmp access-mode
Command mode: Configure mode

Function: Configuring the local agent can be accessed by all the hosts or the host
in access-host.

Command format: snmp access-mode { all[list}

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

{allfist} All, list

al: All the users can accessit.

list: The usersin access-host can accessiit.

snmp authtrap

Command mode: Configure mode

Function: Enabling or disabling the community string authentication.
Command format: [no] snmp authtrap enable

snmp community

Command mode: Configure mode

Function: Configuring the SNMP access community string and its accessing
authority.

Command format: snmp community <string> { read-only| read-write}
no snmp community <string>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

<string> 1~ 32 characters <string> is a character string with at most 32

SNMP access community string name (at most 10).

characters.

{read-only| read-only, read-only: Read-only authority.
read-write} read-write read-write: Read-write authority.

5.

snmp contact
Command mode: Configure mode
Function: Configuring the name and contact method of the equipment manager.

Command format: snmp contact <End-Mark> <string>
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Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
Serving as the end mark of inputting character
<End-Mark> Any character. .
string.
A management variable content in the MIB Il
<string> 1 ~ 255 characters system group, containing the name and contact

method of the equipment manager.

6. smp enable

Command mode: Configure mode

Function: Enabling or disabling the SNMP management function.

Command format: [no] snmp enable

7. snmp location

Command mode: Configure mode

Function: Configuring the geographic location information of the managed

equipment.

Command format: snmp location <End-Mark> <string>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
Serving as the end mark of nputting character
<End-Mark> Any character. .
string.
sysLocation, a management variable in the MIB
<string> 1 ~ 255 characters system group, describing the geographic location of

the managed equipment.

8. snmp nodecode

Command mode: Configure mode

Function: Configuring the NE code information of the managed equipment.

Command format: snmp nodecode <value>

Parameter descriptions:
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Parameter Name Vdue Range Parameter Descriptions
A management variable in the MIB system group,
<value> 0~241920000 ) ag N . group
describing the NE code of the managed equipment.
9. snmp nodecreatdate

Command mode: Configure mode

Function: Configuring the creation time information of the NE of the managed
equipment.

Command format: snmp nodecr eatdate <hh:mm:ss> <month> <day> <year>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<hh:mm:ss> 0~241920000 hh (hour):mm (minute): ss (second)
<month> 1~12 Month
<day> 1~31 Date
<year> 2002~2130 Y ear, 4 bits are needed.

10.

hh:mm:ss month day year is a management variable in the MIB system group,
describing the creation time of the NE of the managed equipment.

snmp nodeid

Command mode: Configure mode

Function: Configuring the NE 1D information of the managed equipment.
Command format: snmp nodeid <string>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
A management variable in the MIB system group,
<string> 0 ~ 31 characters . ag ¥ . group
describing the NE ID of the managed equipment.
11. snmp sysname

Command mode: Configure mode
Function: Configuring the name of the managed equipment.

Command format: snmp sysname <End-Mark> <string>

Parameter descriptions:
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Parameter Name Vdue Range Parameter Descriptions
Serving as the end mark of inputting character
<End-Mark> Any character. .
string.
RFC1213, a management variable in the MIB
<string> 1 ~ 255 characters system group, and it is the name of the managed

equipment.

12. snmp trap enable
Command mode: Configure mode
Function: Enabling or disabling SNMP Agent to send trap.
Command format: [no] snmp trap enable
13. snmp traphost
Command mode: Configure mode

Function: Adding a trap target host address and trap version number

information.
Command format: [no] snmp traphost <A.B.C.D> [version <value>]

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
<AB.C.D> IP address trap target host address.
<value> 1~2 trap version number.

5.4.22 SSH Parameter Configuration

1. sshserver enable
Command mode: Configure mode
Function: Enabling or disabling SSH function.
Command format: [no] ssh server enable

2. sshserver only
Command mode: Configure mode
Function: Enabling or disabling SSH function, and disabling Telnet function.
Command format: [no] ssh server only

3. sshserver generate-key rsa
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Command mode: Configure mode

Function: Generating SSH server secret key.

Command format: ssh server generatekey rsa
4. ssh server auth isp-name

Command mode: Configure mode

Function: Configuring SSH with the ISP name of the authentication server
authenticated by radius.

Command format: ssh server auth isp-name <string>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

. SSH adopts the ISP name of the authentication
<string> 1~ 64 characters

server authenticated by radius.

5. ssh server auth mode
Command mode: Configure mode
Function: Configuring the SSH authentication mode.
Command format: ssh server auth mode {radius|local}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
{radius|ocal } Radius, local SSH authentication mode.

6. ssh server auth type
Command mode: Configure mode
Function: Configuring the SSH authentication type.
Command format: ssh server auth type { chap|pap}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

{ chap|pap} Chap, pap SSH authentication type.

5.4.23 Spanning Tree Parameter Configuration
1. stp bridge forward-delay

5-29



ZXR10 WAS (V2.0) IP Wireless Access System W800A Wireless Access Point User’sManual ITEpH

Command mode: Configure mode

Function: Configuring the forwarding delay time of the spanning tree protocol
bridge.

Command format: stp bridge forward-delay <value>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

The forwarding delay time of the spanning tree
protocol bridge (unit: second), 15 by default.

<value> 4~30

2. stp bridge hello-time
Command mode: Configure mode
Function: Configuring the hello time of the spanning tree protocol bridge.
Command format: stp bridge hello-time <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
The hello time of the spanning tree protocol bridge
<value> 1~10 .
(unit: second), 2 by default.

3. stp bridge max-age
Command mode: Configure mode
Function: Configuring the maximum age of the spanning tree protocol bridge.
Command format: stp bridge max-age <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions

The maximum age of the spanning tree protocol
bridge (unit: second), 20 by defaullt.

<value> 6~40

4. stp bridge priority
Command mode: Configure mode
Function: Configuring the priority of the spanning tree protocol bridge.
Command format: stp bridge priority <value>

Parameter descriptions:
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Parameter Name Vdue Range Parameter Descriptions
The priority of the spanning tree protocol bridge,
<value> 0~65535 P Y » 9 P 9
32768 by default.
5. gpenadle

Command mode: Configure mode

Function: Enabling or disabling the spanning tree protocal function.

Command format: [no] stp enable

6. stp interface path-cost

Command mode: Configure mode

Function: Configuring the path cost of the spanning tree protocol interface.

Command format: stp interface path-cost {ethQwlanOjwlan1} <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
{ethOjwlanOjwlan1} | ethO, wlanO, wlanl Configured interface.
The path cost of the spanning tree protocol
<value> 1~65535 P * 9 P

interface .

7. stp interface priority

Command mode: Configure mode

Function: Configuring the priority of the spanning tree protocol interface.

Command format: stp interface priority { ethOjwlanOjwlan1} <value>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
{ethOjwlanOjwlan1} | ethO, wlanO, wlanl Configured interface.
The priority of the spanning tree protocol interface,
<value> 0~255 P Y * g P

128 by default.

8. dtpinterface state

Command mode: Configure mode

Function: Configuring the state of the spanning tree protocol interface.

Command format: stp interface state {ethOjwlanOjwlanl} {enable|disable}
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Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
{ethOwlanOjwlan1} | ethO, wlanO, wlanl Configured interface.
The state of the spanning tree protocol interface,
enable by default.

{enable|disablée} Enable, disable

5.4.24 TELNET Configuration
1. telnet enable
Command mode: Configure mode
Function: Enabling or disabling Telnet function.
Command format: [no] telnet enable
2. telnet idletime
Command mode: Configure mode

Function: Configuring the automatic exiting time when the Telnet window is
idle.

Command format: telnet idletime <value>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

The automatic exiting time when the Telnet
<value> 300~3600

window isidle (unit: second), 300 by default.

5.4.25 Uploading/Downloading TFTP Files
1. ftftp dir
Command mode: Configure mode
Function: Observing the spare space of the flash disk (unit: byte)
Command format: tftp dir
2. tftp get: downloading files
Command mode: Configure mode

Function: With TFTP transmission protocol, downloading files from the TFTP

server and save them to the flash disk
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Command format: tftp get <A.B.C.D>{runbin | zxipcmd.dat | database.dat}

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
The TFTP server P address represented by dotted
<A.B.C.D> IP address )
decimal.
{runbin| Runbin, The full file name (including the extension name)
zxipcmd.dat| zxipcmd.dat, of the version file set to be transmitted on the TFTP
database.dat} database.dat server.
3. (tftppic

Command mode: Configure mode

Function: Downloading the picture file on the WEB configuration page from the
TFTP server and save them to the flash disk.

Command format: tftp pic <A.B.C.D>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<AB.C.D>

IP address

The TFTP server |P address represented by dotted
decimal.

4. tftp put: uploading files

Command mode: Configure mode

Function: With TFTP transmission protocol, uploading files from the flash disk
to the TFTP server.

Command format: tftp put <A.B.C.D> {runbin | zxipcmd.dat | database.dat}

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
The TFTP server |P address represented by dotted
A.B.C.D IP address .
decimal.
{runbin| Runbin, . ) ) .
) ) The full file name (including the extension name)
zxipcmd.dat| zxipcmd.dat, ) ) i
of the file to be transmitted on the flash disk.
database.dat} database.dat

5.4.26 VLAN Configuration

1. vlan enable
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Command mode: Configure mode
Function: Enabling or disabling VLAN function.
Command format: [no] vlian enable
2. vlan manager-vianid
Command mode: Configure mode
Function: Configuring the VLAN of the management interface.
Command format: vlan manager-vlanid <value>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

0: The management interface is without VLAN. 1 ~
<value> 0~4094 4094: The VLAN domain flag of the management
interface. The default valueis 0.

5.4.27 Web Configuration
Command mode: Configure mode
Function: Enabling or disabling web function.

Command format: [no] web enable

5.4.28 Nation Zone Configuration
Command mode: Configure mode

Function: Configuring the nation and zone whether the equipment is located, for setting

the corresponding channel and frequency band.

Command format: zone { NA|CA|CN|TW|FR|GE|HK|KR|M X|GB|US}
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Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
NA NA: Not been configured;
CA: Canadg;
CA ]
CN: Ching;
CN ]
TW: Taiwan;
T™W
FR: France;
{NA|CA|ICN|TW]| FR
GE: Germany;
FRIGEHK|KR| GE
HK: Hongkong;
MX|GBJ|US} HK
KR: Korea;
KR )
MX: Mexico;
MX o
GB: Britain,
GB
US:. USA;
us )
The default valueis CN.

5.4.29 Showing Parameter Configuration

1. show aarm

1) show darmdl

Command mode: Configure mode

Function: Showing all the alarm information.

Command format: show alarm all

2) show alarm bycode

Command mode: Configure mode

Function: Showing the alarm information according to the alarm codes.

Command format: show alarm bycode <value>

Parameter descriptions:

Parameter Name Vaue Range

Parameter Descriptions

<value> 1001~3999

Alarm codes.

3) show aarm bylevel

Command mode: Configure mode

Function: Showing the alarm information according to the alarm levels.

Command format: show alarm bylevel <value>
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Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

<value> 1~-3 Alarm levels.

2.

show bridge

Command mode: Configure mode

Function: Showing the bridge configuration parameter information.
Command format: show bridge

show config-server

Command mode: Configure mode

Function: Showing the parameter information of the configuration server.
Command format: show config-ser ver

show dhcp server

Command mode: Configure mode

Function: Showing the parameter information of the DHCP server.
Command format: show dhcp server

show discover

Command mode: Configure mode

Function: Showing the parameter information of the equipment discovering
configuration.

Command format: show discover

show dotl1x-cfg

Command mode: Configure mode

Function: Showing 802.1x parameter information.
Command format: show dot1x-cfg

show iapp

Command mode: Configure mode

Function: Showing the parameter information of the load balance configuration.
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1)

2)

Command format: show iapp

show interface

Command mode: Configure mode

Function: Showing the parameter information of the interface configuration.
Command format: show interface {ethernet|wlan} {0|1}
show ip

show ip address

Command mode: Configure mode

Function: Showing IP address information.

Command format: show ip address

show ip pool

show ip pool config

Command mode: Configure mode

Function: Showing all the IP address pool information.
Command format: show ip pool config

show ip pool used

Command mode: Configure mode

Function: Showing the used IP address information in the specified |P address

pool.
Command format: show ip pool used <value>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

<value> 0~9 Serial number of the IP address pool

3)

show ip route
Command mode: Configure mode
Function: Showing the parameter information of the I P route configuration.

Command format: show ip route
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10. show [2-separate
Command mode: Configure mode

Function: Showing the parameter information of the 2-layer separation

configuration.

Command format: show I2-separ ate
11. show logmsg

Command mode: Configure mode

Function: Showing al the configuration information and configuration historical

commands of log printing.

Command format: show logmsg { config|logcmd}
12. show mac-access-list

Command mode: Configure mode

Function: Showing the parameter information of mac-accesslist filtration

configuration.
Command format: show mac-accesslist <value>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

<value> 1~99 MAC filtration group number.

13. show mac-authen
Command mode: Configure mode
Function: Showing the parameter information of mac-authen configuration.
Command format: show mac-authen
14. show manage-mode
Command mode: Configure mode
Function: Showing the configuration information of the Telnet, snmp and web.

Command format: show manage-mode

15. show manage-user
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16.

Command mode: Configure mode

Function: Showing the parameter information of manage-user configuration.
Command format: show manage-user

show multi-essid

Command mode: Configure mode

Function: Showing the parameter information of multi-essid configuration.
Command format: show multi-essid <value>

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
<value> Oorl Number of the wirelessinterface.
17. show qos

18.

19.

1)

2)

Command mode: Configure mode

Function: Showing the parameter information of qos configuration.
Command format: show qos

show radius

Command mode: Configure mode

Function: Showing the parameter information of radius configuration.
Command format: show radius

show snmp

show snmp access-host

Command mode: Configure mode

Function: Showing the parameter information of snmp accesshost

configuration.

Command format: show snmp access-host
show srmp community

Command mode: Configure mode

Function: Showing the parameter information of snmp community
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configuration.
Command format: show snmp community
3) show snmp nodeinfo

Command mode: Configure mode

Function: Showing the parameter information of snmp nodeinfo configuration.

Command format: show snmp nodeinfo
4) show snmp sysinfo

Command mode: Configure mode

Function: Showing the parameter information of snmp syslnfo configuration.

Command format: show snmp sysinfo
5) show snmp traphost

Command mode: Configure mode

Function: Showing the parameter information of snmp traphost configuration.

Command format: show snmp traphost
20. show station-info

Command mode: Configure mode

Function: Showing the information of the client connected to W800A.

Command format: show station-info
21. show ssh

Command mode: Configure mode

Function: Showing the parameter information of SSH configuration.

Command format: show ssh
22. show stp
1) show stp bridge

Command mode: Configure mode

Function: Showing the parameter information of stp bridge configuration.

5-40



ITEDH Chapter 5 Command Line Configuration

Command format: show stp bridge
2) show stp interface
Command mode: Configure mode
Function: Showing the parameter information of stp interface configuration.
Command format: show stp interface
23. show telnet-idletime
Command mode: Configure mode

Function: Showing the parameter information of the automatic exiting time

when the Telnet window isidle.
Command format: show telnet-idletime
24. show trace
Command mode: Configure mode
Function: Showing the printing information of the client.
Command format: show trace
25. show version
Command mode: Configure mode
Function: Showing the software version number information.
Command format: show version
26. show vlan
Command mode: Configure mode
Function: Showing the vlan configuration information.

Command format: show vlan

5.5 Ethernet Interface Configuration Mode
Entering mode: Input the interface Ethernet 0 command in the configure mode.
Exiting mode: exit, entering the configure mode.

Default prompt character: wlan (config-eth) #
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Note: All the information of the corresponding interface can be configured in this
mode.

5.5.1 Exiting the Ethernet Interface Configuration Mode
Command mode: Ethernet interface configure mode

Function: Exiting the Ethernet interface configuration mode and entering the configure
mode.

Command format: exit

5.5.2 Ethernet Interface MAC Filtration Configuration
Command mode: Ethernet interface configure mode
Function: Configuring the Ethernet interface MAC filtration.
Command format: [no] macl-bind <value> {in}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
The article number of the MAC filtration bound to
<value> 1~99 .
theinterface.
{in} in The in direction bound to the interface.

5.6 Wireless Interface Configuration Mode
Entering mode: Input the interface wlan { 0|1} command in the configure mode.
Exiting mode: exit, entering the configure mode.
Default prompt character: wlan (config-wlan) #
Note: All the information of the corresponding interface can be configured in this
mode.
5.6.1 802.11-Related Parameter Configuration of the Wireless Interface
1. 80211 authmode
Command mode: Wireless interface configure mode
Function: Configuring the wireless authentication mode of the AP.

Command format: 80211 authmode { OpenSystem | ShareK ey}
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Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
{OpenSystem| OpenSystem, The wireless authentication mode is configured as
Shar eK ey} ShareKey open system or shared secret key mode.

2. 80211 essid

Command maode: Wireless interface configure mode

Function: Configuring the wireless network ESSID.

Command format: 80211 essid <string>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<string>

1~ 31 characters

Wireless network ESSID. By default, interface O is
wirelessO and interface 1 iswirelessl.

3. 80211 frg-threshold

Command mode: Wireless interface configure mode

Function: Configuring the fragment threshold.

Command format: 80211 frg-threshold <value>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<value>

256 ~ 2346 (even
number)

The fragment threshold, 2346 by default.

4. 80211 rts-threshold

Command mode: Wireless interface configure mode

Function: Configuring the RTS threshold.

Command format: 80211 rtsthreshold <value>

Parameter descriptions:

Parameter Name

Vaue Range

Parameter Descriptions

<value>

0~2347

RTS threshold, 2347 by default. .

5. 80211 wirelessmode

Command mode: Wireless interface configure mode
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Function: Configuring the wireless standard working mode of the wireless

interface.

Command format: 80211 wirelessmode {11aj11bjllghelp} [channel <num>]
[rate <value>]

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

11a: Configuring 800A as the 802.11a working mode.
11b: Configuring 800A as the 802.11b working mode.
{11a)11h11g|hel p} 113, 11b, 11g, help 11g: Configuring 800A as the 802.11g working mode.
help: Listing the configurable channels in the current
working mode, according to the configured country code.

Configure the 800A working channel.
Select the proper channel according to the country code.

<num>
See Table 5.6-1 for the corresponding relationship of the
nation code and selectable channel.
11a auto, 6Mbps, 9Mbps, 12Mbps,
18Mbps, 24Mbps, 36Mbps,
48Mbps, 54Mbps;
11b: auto, IMbps, 2Mbps, 5.5Mbps, o .
<value> Configuring the 800A working rate.

11Mbps;

11g: auto, 6Mbps, 9Mbps, 12Mbps,
18Mbps, 24Mbps, 36Mbps,
48Mbps, 54Mbps

5-44




ITERH

Chapter 5 Command Line Configuration

Table5.6-1 WB800A Working Channels

157,161, 165

Abbreviations Full Names of ) . .
of Nefions and Netions and 1laAvailable Channel 11b Available Channel 11g Available Channel
Zones Zones Numbers Numbers Numbers
CN CHINA 0 (Auto), 149, 153, 157, | 0 (Auto), 1, 2, 3, 4,5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
161, 165 6,7,8910,11,12,13 | 7,8,9, 10, 11, 12,13
CA CANADA 0 (Auto), 36, 40, 44, 48, | 0 (Auto), 1, 2, 3, 4,5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
52, 56, 60, 64, 149, 153, | 6,7, 8,9, 10, 11 7,8,910,11
157, 161, 165
T™W TAIWAN 0 (Auto), 56, 60, 64, 149, | 0 (Auto), 1, 2, 3, 4,5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
153, 157, 161 6,7,8910,11,12,13 | 7,8,9,10, 11, 12,13
FR FRANCE 0 (Auto), 36, 40, 44, 48, | 0 (Auto), 1, 2, 3, 4,5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
52, 56, 60, 64 6,7,8910,11,12,13 | 7,8,9,10, 11, 12,13
GE GERMANY 0 (Auto), 36, 40, 44, 48, | 0 (Auto), 1, 2, 3, 4,5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
52, 56, 60, 64, 100, 104, | 6,7,8,9, 10,11, 12,13 | 7,8, 9, 10, 11, 12, 13
108, 112, 116, 120, 124,
128, 132, 136, 140
HK HONGKONG 0 (Auto), 36, 40, 44, 48, | 0 (Auto), 1, 2, 3, 4,5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
52, 56, 60, 64, 149, 153, | 6,7,8,9, 10,11, 12,13 | 7,8, 9, 10, 11, 12, 13
157, 161, 165
KR KOREA 0 (Auto), 149, 153, 157, | 0 (Auto), 1, 2, 3, 4,5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
REPULIC 161 6,7,8910,11,12,13 | 7,8,9,10, 11, 12,13
MX MEXICO 0 (Auto), 52, 56, 60, 64, | 0 (Auto), 1, 2, 3, 4,5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
36, 40, 44, 48, 149, 153, | 6,7, 8,9, 10, 11 7,8,9 10,11
157, 161, 165
GB the UNITED 0 (Auto), 36, 40, 44, 48, | 0 (Auto), 1, 2, 3, 4,5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
KINGDOM 52, 56, 60, 64, 100, 104, | 6,7,8,9, 10,11,12,13 | 7,8,9, 10, 11, 12, 13
108, 112, 116, 120, 124,
128, 132, 136, 140
us the UNITED 0 (Auto), 52, 56, 60, 64, | 0 (Auto), 1, 2, 3, 4,5, | 0 (Auto), 1, 2, 3, 4, 5, 6,
STATES 36, 40, 44, 48, 149, 153, | 6,7, 8,9, 10, 11 7,8,9,10,11

5.6.2 ESSID Hiding Configuration

Command mode: Wireless interface configure mode

Function: Enabling or disabling the ESSID.

Command format: [no] essid-hide enable
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5.6.3 Exiting the Wireless Interface Configuration Mode
Command mode: Wireless interface configure mode

Function: Exiting the wireless interface configuration mode and entering the configure

mode.

Command format: exit

5.6.4 Enabling the Link Integrity Detection Function
Command mode: Wireless interface configure mode
Function: Enabling or disabling the AP link integrity detection function.
Command format: [no] link-integrity enable

Note: AP link integrity detection function is: when AP Ethernet links are disconnected,
AP will release all the created wireless users and close the wireless interface, denying
the connection requests from other wireless terminals, when AP Ethernet links are
restored normally, AP will open the wireless interface and receive the wireless user
connections. If the AP placement position is difficult to be reached, please be cautious

to use this function.

5.6.5 Wireless Interface MAC Filtration Configuration
Command mode: Wireless interface configure mode
Function: Configuring the wireless interface MAC filtration.

Command format: [no] macl-bind <value> {in}

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
The article number of the MAC filtration bound by
<value> 1~-99 .
the interface.
{in} in The in direction bound to the interface.

5.6.6 Multi-ESSID Configuration
Command mode: Wireless interface configure mode

Function: Configuring the VLAN ID, maximum user quantity and priority
corresponding to the ESSID.

Command format: multi-essid <string> [vlan-id <value'>] [max-user <value>]
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[priority <value®>]

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
<string> 1~ 32 characters ESSID name.
<value!> 1~4094 The VLAN ID corresponding to the ESSID.
<valu> 130 The maximum user quantity corresponding to the
ESSID.
<value®> 0~7 The priority corresponding to the ESSID.

5.6.7 Security Parameter Configuration

1. security mode

Command mode: Wireless interface configure mode

Function: Configuring the security mode.

Command format: security mode {nonelwep64|wepl28|wepl52|wpa-eap-tls|

wpa-psk} { Alphanumeric|Hexadecimal} { TKIPJAES}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
none: No encryption
none, wepb4: Encryption of WEP 64-bit secret key mode.
{nonejwep64| wep6b4, wepl28: Encryption of WEP 128-bit secret key
wep128wepl52| wepl28, mode.
wpa-eap-tls| wepl52, wepl52: Encryption of WEP 152-bit secret key
wpa-psk} wpa-egp-ls, mode.
wpapsk wpa-egp-tls: Encryption of wpa mode.

wpapsk: Encryption of wpapsk mode.

{Alphanumerid

Alphanumeric,

Alphanumeric: WEP secret key is in the character
string format.

Hexadecimal} Hexadecimal Hexadecimal: WEP secret key is in the
hexadecimal format.
{TKIPJAES} TKIP, AES Configuring the WPA encryption mode.

2. security wep set-key

Command mode: Wireless interface configure mode

Function: Configuring the WEP encryption secret key.

Command

format:  security
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<character/hex>

Parameter descriptions.

Parameter Name Vdue Range Parameter Descriptions
{keylkey2| key1, key2, The article number of the secret key to be
key3lkey4} key3, key4 configured.
wep64: 5
characters/10 ) o ) )
) If 64-bit encryption is configured, <string> can be
hexadecimal o )
5 case-sensitive characters (Alphanumeric format)
numerals; ) )
or 10 hexadecimal numerals (Hexadecimal format).
wepl28: 13 _ o _ .
If 128-bit encryption is configured, <string> can be
characters/26 o )
<character/hex> . 13 case-sensitive characters (Alphanumeric format)
hexadecimal ] )
or 26 hexadecimal numerals (Hexadecimal format).
numerals; ) o ) )
If 152-bit encryption is configured, <string> can be
wepl52: 16 o )
16 case-sensitive characters (Alphanumeric format)
characters/32 ) )
) or 52 hexadecimal numerals (Hexadecimd format).
hexadecimal
numerals.

3. security wep use-key

Command mode: Wireless interface configure mode

Function: Configuring the WEP encryption secret key to be used.

Command format: security wep usekey {keylkey2key3key4}

Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions
keyllkey2 key1, key2,
theyLkey2| Y Y The article number of the secret key to be used.
key3lkey4} key3, key4

4. security wpa pre-shared-key

Command mode: Wireless interface configure mode

Function: Configuring the WPA mode to be used.

Command format: security wpa pre-shared-key <string>
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Parameter descriptions:

Parameter Name Vaue Range

Parameter Descriptions

<string> 8 ~ 36 characters

Configuring the shared secret key of the WPA
encryption.

5. security wparekey-interval

Command maode: Wireless interface configure mode

Function: Configuring the WPA mode to be used.

Command format: security wpa rekey-interval <value>

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
Configuring the updating interval of the dynamic
<value> 30~3600 .
secret key (unit: second).

5.6.8 Transmission Power Configuration

Command mode: Wireless interface configure mode

Function: Configuring the transmission power of the equipment.

Command format: tx-power {full|half|quarter|eighth|min}

Parameter descriptions:

Parameter Name Vaue Range Parameter Descriptions
full, full: Maximum transmission power;
half, half: Half transmission power;

{full halflquarter| -
) ] quarter, quarter: Quarter transmission power;
eighth|min} . . . .
eighth, eight: Eidhth transmission power;
min min: Minimum transmission power;

5.6.9 Working Mode Configuration

Command mode: Wireless interface configure mode

Function: Configuring the working mode of the equipment.

Command format: workmode { ap|repeater}
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Parameter descriptions:

Parameter Name Vdue Range Parameter Descriptions

{ap|repeater} ap, repeater The working mode of the equipment.
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6 WEB Configuration

This chapter describes the operation methods and interfaces for W800A WEB

configuration in detail.

6.1 Overview

For the WB800A, a WEB configuration page is provided for WB800A parameter
configurations. WEB configuration page is in the normal page format, but you need

pay attention to the following points:

1

Input http://WB800A working IP address in the address box of the WEB browser
to enter the logon page of the W800A WEB configuration. By default, the
W800A working IP address is 192.168.1.254 and the Subnet mask is
255.255.255.0.

Currently, WEB configuration only features one operation mode (similar to CLI
configuration mode), but it also provides 2-layer password protection. The
layer-1 password permits users to browse the current parameter value. When a
user logs on and then delivers data for the first time, he must input the
previleged user password, if correct, the user need not input password again for
delivering data later. The passwords of the two layers are the same as those for

entering the user mode and privileged mode in the CLI configuration.

After logging on successfully, you enter a WEB page to browse the current
parameters. To modify the configuration, select other options or input a new
value, and then deliver it. After successful delivery, the new value can be
browsed. The WEB configuration will analyze the new value input by the user,

if the datais wrong, configuration failure information will be returned.

Only one user is permitted to browse or configure the WEB configuration at a
certain time. If the user isidle for more than 5 minutes, the system will consider
that this user has exited automatically, and at this time, another user can log on

to browse or configure the WEB configuration.

The route map of the WEB configuration is shown in Fig. 6.1-1.

6-1



ZXR10WAS (V2.0) IP Wireless Access System WB800A Wireless Access Point User’ sManual

ITESH

Wireless Interface 0

Wireless Interface 1—

Device |P Address

802.11 Parameter
Security
Multi-ESSID

Advanced

Home
Interface
Stations

Load Balance
SNMP
Security
Reboot

Save
Advanced
Management

Exit

SNMP Access Mode
SNMP Access Host
Community

System Information
Trap

Trap Host

MAC Authentication

MAC Filter

Station Isolation

SSH

802.1x
DHCP —
IP Pool
RADIUS Server  —

Bridge

DHCP Server

ISP

Authentication
Server

Accounting Server

DNS Server

Management
Accounts

Management Control

Configure Server

Fig. 6.1-1 Route Map of the WEB Configuration
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6.2 Login

Open the WEB browse, input http://W800A working IP address in the address box, the
WEB configuration login page will appear, as shown in Fig. 6.2-1 In it, input the
correct user name and password (by default, the user name is “root” and the password
is“public”) to enter the parameter browsing page.

Welcome to WB00A
selact a Lanquanel B HEIEE)
username [N
Password [NNNENGGEE
[__togn | Clear |

Fig.6.2-1 Logn Page

If a user has logged on the WEB configuration (or you have opened the WEB
configuration window), click <Login> and a dialog box will pop up, as shown in Fig.
6.2-2.

Microsoft Internet Explorer : El

& Only one user is allowed to access web interface at one time, vou could not login because another user has already

lngged in!

Fig. 6.2-2 Diaog Box for a User Who Has Logged on

If the user name or password is wrong, click <OK> and the corresponding prompt page

will appear, as shown in Fig. 6.2-3.
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Il

Error username or password!

Back to Login Page

Fig. 6.2-3 Prompt Page for Wrong User Name or Password

6.3 Main Menu

6.3.1 Home

After logging on successfully, you enter the main menu page of the WEB configuration.
The main menu comprises. Home, Interface, Stations, Load Balance, SNMP, Security,
Reboot, Save, Advanced and Management. The Interface, SNMP, Security, Advanced
and Management feature submenus, and other configuration modules only have one
WEB page for browsing or configuration. The main menu is in the left part of the WEB
page, and the current configuration module selected by the user is shown in the right
part, as shown in Fig. 6.3-1.

The contents in this page are read-only: the contents can only be read, instead of being
configured. The top line indicates the path of the current page, as shownin Fig. 6.3-1.

Home
Interfaces
Stations i
Load Balance | Product Type ap
SNMP
" . Script Varsion v2.0018
Security
Reboot Elﬂ'rﬁl:-;arg 2 001
S ave 2rsaon
Advanced T -
Management | Version
Exit

Attention:

If o weand to quit web interface, please click Exit on the left to exit
If yout directly close the Drowwser window, thes operal on will be considersd as
abnormal quit, you have 1o wait for 5 minutes befora you login again

Fig.6.3-1 Home Page
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This page serves to display the basic information of the product, such as product mark
and version number.

6.3.2 Interface

In the main menu, click [Interface] to enter the menu page of the interface

configuration, as shown in Fig. 6.3-2.

ZTEp3 = —':—;ﬂ ;-_‘:“ -—'it -

Wiredess Inferfaced

FPlaase sebact an item to configuse from the et
Wireless Interface]

Device |IP Address

Back

Fig. 6.3-2 Interface Configuration Menu Page

The WB800A interface configurations are: wireless interface configuration and devicelP

address configuration. Two wireless interfaces should be configured separately.
6.3.2.1Wireless Interface

Inthe Interface configuration menu, click [Wireless Interface 0] or [Wirdess Interface
1] to enter the menu page of the wireless interface configuration, as shown in Fig.
6.3-3.
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me =il

Flease sesct an item to configure from the |eft

Fig. 6.3-3 Wireless Interface Configuration Menu Page

In the l€eft part of this page, there are wireless interface configuration submenus: 802.11
Parameter, Security, Multi-ESSID and Advanced.

1. 802.11 Parameter

Inthe Wireless Interface configuration menu, click [802.11 Parameter] and the
page shown in Fig. 6.3-4 will appear.

ITE e =

;ﬁﬂ ' ' 2 "" ] ' ] " E ' E " [ ﬂ ' 'I. ' ' ; 'E'E'E'r'
SEcuty Yyirekass Mode IEEE B2 11a v|
R =30 [wirales=0 [up o 31 chars)
VPl B B Countrgfone CHIMA 'I
Channsl =7 =]
Advanced
Tx Rate Sdthps v[
Back RTS Thrashald [F347 (L2347}
Fragmentation Threshold [z345 (2562346, aver))
Authenticate Type Oipen System v|
Apply

Fig. 6.3-4 802.11 Parameter Configuration Page

This page serves to configure 802.11 parameters of the wireless interface
module, such asthe Wireless Mode, SSID (service ID), Country/Zone, Channel,
Tx Rate, RTS Threshold, Fragmentation Threshold and Authentication Type.
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202 11 Parametar

Security

In the Wireless Interface configuration menu, click [Security] and the page
shown in Fig. 6.3-5 will appesr.

Secunty
MUt-ESSID CWPAEAPTLS ©WPAPSK
Achancead WEP Paramatars
Barl & Alphanurernic
19, 13 or 16 characters)
@ Hexadacimal
{10, 26 or 32 digits)
Usa WEF Key B
ey 1 |
ey 2 |
Ky 3 |
Ky d |
Fig. 6.3-5 Security Configuration Page
3. Mult-ESSID

& Disabled © B84-bit\WWEF © 128-bitWEF & 152-bit WEP

WA Parameatars

Encrvpban | -|
Pre-sharad Key |
Fekey Intarval |

Mote

1. Pra-chared key paust be 8-63
characters

2 Rekey intarval must be 30-2600
sacands

Ml

This page serves to configure the security parameters of the wireless interface
module, such as the security configuration mode, WEP configuration type, WEP
key format, WEP key vaue, the default key used by the WEP, WPA
configuration method, WPA shared key and updating circle of the key.

Inthe Wireless Interface configuration menu, click [Multi-ESSID] and the page

shown in Fig. 6.3-6 will appear.
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ol S

11 Far
-
Secunty
Wt ESST | Select ESSID VLANID | MaxUser | Prionty
[ = wiralassi [ | an [ 0
T L L
k
— ESSID (1-31 ASC WVLAN i1-
- charg) Iy 40004
Mex User (1-30) Priarity 1 {®
add | Modfy | Delete |
(Attention Changes will taka effect after you seve tha configuration and
restart this AP}
Fig.6.3-6 Multi-ESSID Configuration Page
This page serves to configure multi-ESSID parameters of the wireless interface
module, such as ESSID, VLAN ID, Max User, Priority and selecting mark for
operating the selected item. The default ESSID wirelessO can not be deleted.
4. Advanced

In the Wireless Interface configuration menu, click [Advanced] and the page
shown in Fig. 6.3-7 will appear.

202 11 Parameter [
I~ Disable of SSI0 Broadcast
Secunty ™ Enable Link Integrity
Eoom Tx Power 100% 'I
Wiork Maode & AF O Repeater
WAdvanced Remote AP MAC Address  [F00-mc000m
Back |

Fig. 6.3-7 Advanced Configuration Page
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This page serves to configure the advanced options of the wireless interface
module, such as enabling/disabling SSID Broadcast, enabling Link Integrity, Tx
Power, Work Mode and Remote AP MAC address in the repeater mode.

6.3.2.2Device |IP Address

In the Interface configuration menu, click [Device IP Address] and the page shown in
Fig. 6.3-8will appear.

ITEE =il Sl

Willreless Intedacal

Wiraless Intarfaca Device IF Address List
IF Address IF Mask

':__-.|_ B || _.:. || |r.-_-, ,_: I'r:': XXX TEW rr:l I:“ T TEE .-:::I

MastenSlave

C [ 1921681254 | 2552552550 Mlastar

[ [ & Master # Slave

add | Delsts |

Default Gateway IF Addrags{™" ™ == ™} B00.0

Fig. 6.3-8 DevicelP Address Configuration Page

This page serves to configure the equipment | P addresses, such as | P address, | P mask,
Master/Slave flag of the IP address and default gateway address. The equipment has
only one active |P address and can have up to 9 standby |P addresses.

6.3.3 Stations

In the main menu, click [Stations] and the page shown in Fig. 6.3-9 will appear.
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e ——— :-:_ = i
U = =

Interfaces

Stations

Load Balance r | - - . S
SMMP iSEIectl WAC VLAM ID | Interface | Up Octects | Octects
Security | = | ooB0b34a4p12 1 [wireless1| B84 | 0

Rebool ™ Sabact Al
Save
Advanced Rafrosh | Efrmanate

Managemeni
Exit

Fig.6.3-9 Stations Page

This page serves to display the information of the wireless user who has logged on to
this W800A, such as the quantity, MAC address, VLAN D, connection interface and
byte quantity of the uplink/downlink flow of the online wireless user. Use [Eliminate]
to kick out the selected user.

6.3.4 Load Balance

Home

In the main menu, click [Load Balance] and the page shown in Fig. 6.3-10 will appear.
Interfaces

—— ] - -
— - ——
Stations

Load Balance Balance Mode |disable '| Apply

SHMP
Security
Reboot

{Mote: The following parameter is invalid when balance mode is disable )

Save {Mate: Onlywhean balance mode is balance, this parametar is valid)

Advanced
Balance Pararmater:

Management

Exil AP Balance Group Number 1-65535) P
Blanca Falicy

& Balance by Wireless User Mumber (Threshold: 1-
a0

© Ealence by Flow (Threshald, 1-62525)

Balance Threshald B0
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Fig. 6.3-10 Load Balance Configuration Page

This page serves to configure load balance: Balance Mode, Balance Parameters (AP
Balance Group Number and Balance Threshold) and Max Wireless User, and these
values have their respective value ranges.

Balace Modes are: disable, balance and max-user. When the Balace Mode is “disable”,
the load balace is disabled; when the Balace Mode is “balance”, the AP load balance
mode is enabled, and the parameters in the Balance Parameter configuration box are
valid at this time; when the Balace Mode is “max-user”, the Max Wireless User mode

is enabled, and the parameters in the Max Wireless User configuration box are valid.
I-!!| Note:

Either AP load balance mode or Max Wireless User mode can be selected once.

6.3.5 SNMP

In the main menu, click [SNMP] and the page shown in Fig. 6.3-11 will appear.

SHMP Accass

hioda Flease salact an itam o conficure from the el

ShMP Accass Host

Coanmnipy

k= o RRIRL.LLELLY g

System Information

Fig. 6.3-11 SNMP Configuration M enu Page

In the left part of this page, there are SNMP configuration submenus. SNMP Access
Mode, SNMP Access Host, Community, System Information, Trap and Trap Host.

6.3.5.1SNMP Access Mode

In the SNMP configuration menu, click [SNMP Access Mode] and the page shown in
Fig. 6.3-12 will appear.
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ShiF Access|
blodal

Accass Moda
MWIP Acc Host
= a4l

o oemrraniny
Swstemn information

C ST

Fig. 6.3-12 SNMP Access Mode Configuration Page

This page serves to configure the SNMP access mode. “al” or “list” can be selected in
[Access Mode]. “dl” indicates that al the users can access the SNMP. “list” indicates
that only the host whose IP address has been configured in the access host
configuration can access the SNMP.

6.3.5.2SNMP Access Host

In the SNMP configuration menu, click [SNMP Access Host] and the page shown in
Fig. 6.3-13 will appear.

SHME Access
L s =]

L ECC PR S | | S Host IP Address
SNMP Accass Moot yeee v e e

Comimunty |

Syotam Infonmmation Add ] Delete |

Irap

rap Host

Back

Fig. 6.3-13 SNMP Access Host Configuration Page

This page serves to add or delete the |P address of the access host of the SNMP. The

parameters include the I P address of the access host.
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This page is a multi-record data configuration page with <Add> and <Delete>. To
implement the adding operation, input data in the blank box at the bottom line and
click <Add>. To implement the deletion operation, check the record to be deleted
(multiple options can be selected) and click <Delete>.

’L!.!.“ Note:

The other multi-record data configuration pages are similar to this one.

6.3.5.3Community

In the SNMP configuration menu, click [Community] and the page shown in Fig.
6.3-14 will appear.

ZTEDA

Mode

Cammunit

SMME Access Host (Up to 32 chars] Access Right
Community = e Fead Cnly
C private Read Wiite
Systerm Inferrrtion TR T Tt
¥ Read Only € Read Writa
Trap
Adi Delete |
Trap Host
Back

Fig. 6.3-14 Community Configuration Page

This page serves to add or delete the SNMP community strings. The parameters are
community string 1D and access authority.

6.3.5.4System information

In the SNMP configuration menu, click [System information] and the page shown in
Fig. 6.3-15will appear.
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LTE®A

ShMP Accass

[usl:u:n.t

Systam Mama El{Up to 80 chars)

Hanjing, P.R.lhina

Systam Location: El{Up to &0 chars)

|ITI Corporation

=
Systam Contact =i to B0 chars)

SHMP Mode I [ZTE-WeooADmt {Up to 21 chars)

SMMP Made Cade 11111 {-24 1920000}

SMMP MNode Creat Date&Time
m Year [1_3 hanth !1_3 Drany
ﬁE Howur IE Minuta [0 =] Second
Lty |

Fig. 6.3-15 System Information Page

This page serves to configure the information of the equipment managed by the current
SNMP: System Name, System Location and System Contact. And the related
information of the SNMP Node can be configured: ID, code and creation date& time.

6.3.5.5Trap

In the SNMP configuration menu, click [Trap] and the page shown in Fig. 6.3-16 will

appear.

LTERH

Systemn Informalion

e '..--—
—

¥ Enable Trap

¥ Enable Authentication Failure Trap

ot |
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Fig.6.3-16 Trap Configuration Page

This page serves to configure the SNMP alarm enabling parameters. Whether enabling
Trap and whether enabling Authentication failure Trap.

6.3.5.6Trap Host

In the SNMP configuration menu, click [Trap Host] and the page shown in Fig. 6.3-17
will appear.

B =l Sl =
— ‘H
ShiMF Access
tf :.jn -
Trap Host IP Addrecs
ShMP Access Host
< IF Address Irag Verson
LOmmunity ey (10r2)
System information o1 @3
Trap Add | Delste
drap Host
Back

Fig.6.3-17 Trap Host Configuration Page

This page serves to add or delete the Trap host. The parameters are: The IP address and
version of the Trap Host and the |P address of the agent Trap Host.

6.3.6 Security

In the main menu, click [Security] and the page shown in Fig. 6.3-18 will appear.
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LTEDH = *Em -

Authentication Plaase seact an itam to configuse from the |eft

Fig. 6.3-18 Security Configuration Menu Page

In the left part of this page, there are security configuration submenus. MAC
Authentication, MAC filtrer, Stations Isolation and SSH.

6.3.6.1MAC Authentication

In the Security configuration menu, click [MAC Authentication] and the page shown in
Fig. 6.3-19 will appear.

AL == IﬂE.E Tk

St et cal 'EI:-' sy —
Rule ||, b C Address
WlAC Eiltar [Murmier {fecess Mode {armdmac_addr)
) ' B [If o select single mode, please
Stations lsclation ‘ % dboy @ indle |anter a MAC address
 permit  any [P
==H =
Back _Add | Daidts |

Fig. 6.3-19 MAC Authentication Configuration Page

This page serves to add or delete MAC authentication rule. The parameters are: Access
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Made (“permit” or “deny”) and MAC Address (“sngle” MAC Address or “any”).
6.3.6.2MAC Filter

In the Security configuration menu, click [MAC Filter] and the page shown in Fig.
6.3-20 will appear.

S B .

MAC
Fiease select anitem |1 ']
MAC Filtag
Slabons [Solation
" The following is the content of MAC accass list NO 1
Eack Apphy this MAC Access List on Interfaces
™ Ethemet Interface I \Wirgless interfaced T Wireless Interface! _ Apaly

ACL Rule Detail

MAC Address
tamg'mac_addr)
If yoou sedact single mode, pleass

Toem o oo T
| Mo Access Mode

= dary # singls

anter a MAC address
™ prmil = any e
Add Dielede

Fig. 6.3-20 MAC Filter Configuration Page

This page serves to enable a group of filter rules or add/delete the filter rules in the
filter rule group. The parameters are: Access Mode and MAC Address.

6.3.6.3Stations Isolation

In the Security configuration menu, click [Stations Isolation] and the page shown in Fig.
6.3-21 will appear.
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LTEDH

6.3.6.4SSH

™ Enable Wireless Stabons Isolation
Isolaton Gateway Parameters

& Simple mode
£ Gateway moda (Flease input gatewsay MAC addressl)

MAC Address I l:r 10 = ettt

[Aesiy |

Fig. 6.3-21 Stations Isolation Configuration Page

This page serves to enable or disable Stations Isolation and configure the gateway
MAC address of Stations | solation.

In the Security configuration menu, click [SSH] and the page shown in Fig. 6.3-22 will

appear.

ITESH

MAC

— — '
éﬁ“
_ =

I© Enabla S5H

™ Only Enatle S5H, Disable Telnst

S5H Auth Mode LOCAL =

Z5H Auth Type PAP &

Radius ISP Mamsa [ {Up to B4 chars)

oo |

Genrale S5H Key |

Attentvon 35H Eey valide oo menutes later!

Fig. 6.3-22 SSH Configuration Page

This page serves to enable or disable SSH function and configure SSH-related
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parameters. Authentication mode and type of the SSH server and the ISP name of
RADIUS authentication.

6.3.7 Reboot

In the main menu, click [Reboot] and the page shown in Fig. 6.3-23 will appear.

Hoame
Interfaces
Stations

Load Balance System Rebaot
SNMP

Comfirm
Security
Rebool

Save
Advanced
Management
Exit

Fig. 6.3-23 Reboot Page

This page serves to execute the reboot. Click <confirm> and the input box of the
privileged mode password will appear, as shown in Fig. 6.3-24.

—
e —

Flease input password of provileged user !

Home
Interfaces
Stations

Load Balance
SNMP Submit

Security
Reboot

Save
Advanced
Managemenl
Exi

Fig. 6.3-24 Page of Inputting the Privileged Password

Input the correct password and a dialog box of closing the window will pop up, as
shown in Fig. 6.3-25.
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Microsoft Internet Explorer |

9P ) The Web page you are viewing is trying to dose the window.
-
Do you want to dose this window?

Fig. 6.3-25 Page of Closing the Window

6.3.8 Save

In the main menu, click [Save] and the page shown in Fig. 6.3-26 will appear.

Interfaces
Stalions

Load Balance Save the configisation information
SMNMP

Maoter This operation may take a few seconds, please wait a
Security mionent.

Reboot

Save s_ml
Advanced
Management
Exit

Fig.6.3-26 Save Page

This page serves to write the configured parametersinto flash.

6.3.9 Advanced

In the main menu, click [Advanced] and the page shown in Fig. 6.3-27 will appear.

6-20



ITESRH Chapter 6 WEB Configuration

802 1x
pHCP
P Pool

Plaase sebact anitam to configuse from the |eft

Fig. 6.3-27 Advanced Option Configuration M enu Page

In the left part of this page, there are advanced option configuration submenus: 802.1x,
DHCP, IP Pool, RADIUS Server, Bridge, STP, VLAN and QoS.

6.3.9.1802.1x
In the Advanced configuration menu, click [802.1x] and the page shown in Fig. 6.3-28
will appear.
ITES el i =
— =
B2 1a
DHCP M Enabde 302 1x
B Paoal ™ Enable Port Control
BADIUS Servar
NAS-ID Fenon
Rndos SIM Domain [Em
oIp OIS Domiain Jusm
. WEA Domain wra
NLAN Max Reauth Times B (o100
QoS Max Request Times i (1-10)
Server Timeout ko [Seconds: 1-255)
Back Supphcant Timeout o [Seconds; 1-255)
it Pariod bo [Seconds: 1-255)
Ts Periad B [Seconds 1-255)

Aply |
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Fig. 6.3-28 802.1x Configuration Page

This page serves to configure 802.1x authentication parameters. Enabling 802.1x,
enabling port control, NAS-ID, SIM authentication domain name, MD5 authentication
domain name, WPA authentication domain name, maximum re-authentication times,

maximum request times, server time-out time, supplicant time-out time, quiet period
and retransmission period.

6.3.9.2DHCP

In the Advanced configuration menu, click [DHCP] and the page shown in Fig. 6.3-29
will appear.

ITEpH

DHCP Servar
Flease sedact an iterm to configuee from the left
Back

Fig. 6.3-29 DHCP Configuration Menu Page

In the left part of this page, there are DHCP module submenus, including DHCP Server
configuration.

1. DHCP Server

In the DHCP configuration menu, click [DHCP Server] and the page shown in
Fig. 6.3-30 will appear.
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I~ Start DHCP Server When System Startup
Primary DNS Sarver IP Address  Joooo

Secandany ONS Senver [P Addressd000 {Opticnal)

Default Gatewsay IF Addrass fpooo

Lease Time =] {G0-2600 Seconds)
_tenty |

Fig. 6.3-30 DHCP Server Configuration Page

This page serves to configure the related parameters of the DHCP server: The IP
address of the primary/secondary DNS server, gateway |P address, lease time and
whether the DHCP server is enabled when the system is started.

6.3.9.3IP Pool

In the Advanced configuration menu, click [IP Pool] and the page shown in Fig. 6.3-31
will appear.

LTEG#

D | BegnlP End IF [ 1P Mask

(fl.f-l: | (i At ik I:r:'r TEF wEE rn:l | |:11K B |
o= | I |

AddiMafidy | Delete |

Fig. 6.3-31 IP Pool Configuration Page

This page serves to add or delete the address pool. The parameters are: |P pool ID,
begin IP address, end IP address and 1P subnet mask. The | P pool can contain up to 200
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addresses.
6.3.9.4RADIUS Server

In the Advanced configuration menu, click [RADIUS Server] and the page shown in
Fig. 6.3-32 will appear.

ZTEDH

R

Plaasa zalect an item to configure fram the kaft

Accounting Server

Back

Fig. 6.3-32 RADIUS Server Configuration M enu Page

The RADIUS Server configuration menu are: ISP, Authentication Server, Accounting
Server and DNS Server.

1. ISP

In the RADIUS Server configuration menu, click [ISF and the page shown in
Fig. 6.3-33will appear.

ZTEgR ‘E = a
- — — )

Authenbication : ;
Senvar ISE Marmes TiFrieout ax Ratransmissions |
tUpto 32 chars) | (Seconds: 1-65535 {1-10) |
coninling Senvar I | I [
e ! ol = —} —]

Add I Diglate |
Back

Fig. 6.3-33 ISP Configuration Page
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This page serves to configure the ISP. The parameters are ISP name, time-out

time and max retransmission times.
2. Authentication Server

In the RADIUS Server configuration menu, click [Authentication Server] and
the page shown in Fig. 6.3-34 will appear.

o8 _ﬁzﬁﬂm

ALthenmication] — s Secret Key
Server ISP Wactenstave| P Address . (Up ta 255
Marme eyt | [0-B5535) :
\ chars)
ing Se B © Magtes | | |
NS Sare % Sleva
Back Add Dalete !

Fig. 6.3-34 Authentication Server Configuration Page

This page serves to configure the authentication server. The parameters are: ISP
Name(sel ected from the configured I SPs), Master/Slave flag, IP Address Port ID
and Secret Key.

3. Accounting Server

In the RADIUS Server configuration menu, click [Accounting Server] and the
page shown in Fig. 6.3-35 will appear.
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ZTEd3

. ‘.’ — K -
ISP
Auithertication T [ _ Secrat Key
ISP P IF Address Part e i
Servar IName Master/Slave (rre o v vy (0-65535) I'nghtgr;;h
Becounting Served B © Master | :
I_;I & Slave !J | |
DS Sener
Back Add delete |
Fig. 6.3-35 Accounting Server Configuration Page
This page serves to configure the accounting server. The parameters are; ISP
name (selected from the configured |SPs), Master/Save flag, IP Address Port ID
and Secret Key.
4. DNS Server

In the RADIUS Server configuration menu, click [DNS Server] and the page
shown in Fig. 6.3-36 will appear.

[SF Marme

Master DNS Server P |

Address

I:"'r"' T ke 111:|

Slava DNS Server P
Addrass

THE ARE TET R
[ |

[ ™ I [

Modify |

Delete |

Fig. 6.3-36 DNS Server Configuration Page

This page serves to configure the DNS. The parameters are: ISP name (selected
from the configured | SPs), |P addresses of the master and dave DNS servers.
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6.3.9.5Bridge

In the Advanced configuration menu, click [Bridge] and the page shown in Fig. 6.3-37
will appear.

LTE®H

Uji
=

O Pl Ml Wolame [#02a [230-1024)
Aaing Time 1] [Seconds: 10-1000000)

Fig. 6.3-37 Bridge Configuration Page

This page serves to configure the bridge parameters. The parameters are Max Volume
and Aging Time.

6.3.9.6STP

In the Advanced configuration menu, click [STP] and the page shown in Fig. 6.3-38
will appear.
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=l sl
—_— ———
802 1x
DHCP F Enable STP
F Foo
BADLES S Priosty EFE [(LESE25)
_ Hedo Timer [2 [1-10)
Eridge M Age [20 [E-401)
=1F Fonward Delay [1= [4-30)
VAR
wLell Bt Fath Cogt Pricnty Stats
005 (1-65535) {0-255) 2
ET [122 [eratle =]
Eack
ety |

Fig. 6.3-38 STP Configuration Page

This page serves to configure the STP parameters. Whether the STP is enabled, bridge

priority, Hello Timer, Max Age, Forward Delay, application port, port path cost, port
priority and port status.

6.3.9.7VLAN

In the Advanced configuration menu, click [VLAN] and the page shown in Fig. 6.3-39

LTER#
E Faal ™ Enable VLAN

BADILIS Server Detautt VLAN ID o {1-4034)

Bridge Apply
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Fig.6.3-39 VLAN Configuration Page

This page serves to enable/disable the VLAN and configure its parameter. The
parameter is default VLAN ID.

6.3.9.8Q0S

In the Advanced configuration menu, click [QoS] and the page shown in Fig. 6.3-40
will appear.

g2 1x

| Enable Q03
QOS Policy # SSID © 802 1p

Bridge

Fig. 6.3-40 QoS Configuration Page

This page serves to enable/disable the QoS and configure its parameter. The parameter
is QoS configuration policy.

6.3.10 Management

In the main menu, click [Management] and the page shown in Fig. 6.3-41 will appear.
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Manza:::uﬁ . éﬂl -'E‘“ ii

Ergg s

anagement Flease select an item to confgure from the kit
Coniral

i
Back

Fig. 6.3-41 Management Configuration M enu Pege

In the left part of this page, there are management configuration submenus:
Management Accounts, Management Control and configure Server.

6.3.10.1Management Accounts

In the Management configuration menu, click [Management Accounts] and the page
shown in Fig. 6.3-42 will appear.

maanee— = £ ST
Management! —i i :

Accounig
n =11 - = 3
Conirol Lsamame Passwiard
[Up o 32 chars) (Lip o 32 charg)
- roct i

Ii Password
Coanfirm Password

_Add | Delete |

Fig. 6.3-42 Management Accounts Configuration Page

This page serves to add or delete the user name and password of the administrator.

6.3.10.2Management Control

In the Management configuration menu, click [Management Control] and the page
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shown in Fig. 6.3-43 will appear.

el

Enabla WEE Managarment
Enabla SHME Managemsant
Enabla Telnat Managament

Apply_|

WAA

Fig. 6.3-43 Management Control Page

This page serves to enable or disable the WEB, SNMP and Telnet management.

6.3.10.3Configure Server

In the Management configuration menu, click [Configure Server] and the page shown

in Fig. 6.3-44 will appear.

ITEDH

Managamant
Accounts

Managsment
Confrod

Back

Confi gure Serar 1P Address I:EI.I:I.EI.EI

TCF Port [0t [A000-65535)
UDF Port [0 [2000-E5335]
terly |

Fig. 6.3-44 Configure Server Configuration Page

This page serves to configure the configuration server parameters: |P address, TCP port
ID and UDP port ID.
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6.4 Data Submitting Flow of WEB Configuration

After modifying the configuration parameters in the WEB configuration page, the user
must submit the modification for confirmation. In the submitting, the system will
analyze the data input by the user, if these data are not in the specified range, the
system will prompt the wrong parameter. The user should modify it and re-submit it, as
shown in Fig. 6.4-1.

Bicrosoft Internet Explores EI

] Error input IF addresz=!
LI

Fig. 6.4-1 Prompt of Wrong Data Input

After the data passes the analysis, if the user submits data for the first time after he logs
on, the page shown in Fig. 6.4-2 will appear, prompting the user to input superuser
password; if the user has submitted the data and the password is correct, he can directly

enter the next page to see whether the data is submitted successfully.

Home —

Interfaces
Stations
Load Balance

SNMP Subrmit

Flaass ingut passward of privlegad user |

Security
Reboot
Save
Advanced
Management
Exit

Fig. 6.4-2 Prompt Page of Inputting Superuser Password

If the input password is wrong, the system will enter the page shown in Fig. 6.4-3,
prompting wrong password.
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Home
Interfaces
Stations

Load Balance
SHMP

Security
Reboot

Save
Advanced
Management
Exit

——
—
%‘“

The password is wrong! Please go back

and try again.
Back

Fig. 6.4-3 Prompt Page of Wrong Superuser Password

If the superuser password is input correctly, the system will re-anayze the input data to

determine whether they satisfy the requirements, and return the corresponding prompt

information page according to the success/failure of the configuration. If the

configuration is successful, the page shown in Fig. 6.4-4 will appear. Click <Back> to

return to the WEB page before submission, and the submitted new parameter values
will be displayed.

Data set successfully!

Home
Interfaces
Stations

Load Balance
SHMP

Security
Rebool

Save
Advanced
Managemenl
Exil

Back

Fig. 6.4-4 Prompt Page of Successful Data Submission
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7 Maintenance

This chapter introduces the daily maintenance work of the W800A and the loading and

upgrade of the version

7.1 Maintenance Descriptions

To guarantee the normal and stable running of the equipment, please pay attention to

the following suggestion and make the daily maintenance according to the daily

mai ntenance operation instructions.

1

Keep the equipment room clean and neat, take dustproof dampproof measures

and prevent rats and insects from damaging the cables and other devices.

According to related contents of the daily maintenance operation instructions,

make routine checks and test every day and make records.

Contact the loca ZTE office a once when you cannot handle the problems.

Handle any emergency camly.

Handle major faults, such as breakdown, according to the major fault handling
procedure and contact the local ZTE office immediately.

Never reset and load the devices or change data, unless necessary. Back up the
data before modifying the data (if necessary). After the running of the device
with changed data is confirmed normal, backup the new data. Be sure to
separate the new data from the old data. Delete the old data after confirming that
everything is OK one week later.

Please paste the necessary contact information, such as the phone number and
fax number of the local ZTE office, on a conspicuous place of the equipment
room, and make sure that al the personnel in the equipment room know this

information.
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7.2 Daily Maintenance
The running conditions of the device can be detected through the following operations:

1. From the Ethernet switch, PING the management port addresses of al the APs
of this switch, to check whether the AP wired ports work normally.

2. For the hot spots adopting the DHCP mode, check whether the legal users can
obtain such parameters as | P address, gateway and DNS.

3. Check whether the exit route between the user and Internet is smooth.

4. With the wireless network card, in the AP signal coverage ranges, observe the
signal strength and link quality of different areas, PING the gateway |P address,
observe packet losses, and check whether Internet access is normal.

5. Make roaming and handover operations in different AP signal coverage ranges,
and observe packet losses when pinging the gateway |P addresses, and check

whether Internet accesses are normal.

7.3 Version Loading and Upgrade

Before delivering the W800A, the file set and graphical file set of the running version
have been loaded into the W800A flash.

The running version file set comprises the following files:

runbin Running software
database.dat Database file
zxipcmd.dat Command script file

The graphical file set is the graph library of the WEB configuration page.

Version loading comprises boot loading and tftp online loading. Boot loading serves to
load the running version. Tftp online loading serves to load the running version file and
graphical file set. The FTP server software and TFTP server software will be used in
version loading. Here, we take Wftpd and Tftpd as examples.

7.3.1 BOOT Loading

Boot bading serves to load the running version. Before loading, please prepare the

serial port cables and crossover cables and operate as follows:
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1. Separately connect the two ends of the serial port cable to the CONSOLE port of
the W800A and the seria port of the PC. Separately connect the two ends of the
crossover cable to the Ethernet port of the W800A and the wired network port of
the PC.

2. Start the hyper termina on the PC and run Wftpd.exe to start the FTP server.
Please refer to Section 7.3.1.1 for the configurations of the PC seria port and

FTP server.

3. Power on the W800A and install or upgrade the version, according to the related

commands in Section 7.3.1.2
7.3.1.1Configurations of the PC Serial Port and FTP Server
1. Seria port configuration

For the W800A, the PC seriad port configuration is shown in Fig. 7.3-1

Fart Settings |

Bitz per zecond: |EIEEIEI j

Data bits: I a j

Earity: I More j

Stop bits: |1 =l

Elow control; INDne j

k. Cancel Spply

Fig. 7.3-1 Seria Port Configuration
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2. FTP server configuration

In the menu of the Wftpd window, select [Security ? Userg/Rights...], the
interface shown in Fig. 7.3-2 will appear.

User f Rights Security Dialog

User Mame: I j

IJzer

Mew Uszer... | [elete | [Ehange Fazs:, |

Home Directany: I [T Bestricted ta biome
Help | Rightz > |

Fig. 7.3-2 Wftpd User Configuration Interface

Add a new user and configure the corresponding password and home directory
(the path of the loading file in the PC), as shown in Fig. 7.3-3.

Uzer f Rights Security Dialog EI

Uzer Marne: Iap j
Ilzer ap
Mew Uszer... | Delete | Change Pazz.. |

Haorme Directaory: IG;'@{WL&,NVEH! ™ Bestricted to home
Help | Rights > |

Fig. 7.3-3 Interface of Adding a New Wftpd User

7.3.1.2BOOT Loading Command

Power on the W8B00A. When “3” is displayed on the hyper terminal, press any key
according to the prompt, and then the prompt [WLAN Boot] will appear.

WLAN System Boot

CPU: IDT 79EB438
BSP version: 1.2/0
Creation date: Nov 7 2003, 09:43:40
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Press any key to stop auto-boot...
3
[WLAN Boot]:

1. pcommand
Function: Displaying the boot parameter.
Command format: p

Example:

[WLAN Boot]: p

boot device sidt

unit number 10
processor number 10

host name : WB800A
file name - vXWorks
inet on ethernet (€) : 168.1.8.88
host inet (h) : 168.1.8.185
user (u) . target

ftp password (pw) : target
flags (f) : 0x0

[WLAN Boot]:

2. ccommand
Function: Modifying the boot parameter.
Command format: ¢
Description:;
Modify the following parameters as required:
file name : File name

inet on Ethernet (€)  : The W800A IP address (for communicating with the
host in the version loading).

host inet (h) : The PC IP address
user (u) : User name

ftp password (pw): Password
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Examplee  Change file name into b.hex, change inet on ethernet into
168.1.100.100, change host inet into 168.1.1.200, change user into ap, and
change ftp password into ap. The related configurations of user and ftp

password should be implemented on the FTP server.

[WLAN Boot]: ¢

"' = clear field; *' = goto previousfield; ~D = quit

boot device :idto

processor number 10

host name : W800A

file name : vXWorks b.hex
inet on ethernet (e) : 168.1.8.88 168.1.1.100
inet on backplane (b):

host inet (h) : 168.1.8.185 168.1.1.200
gateway inet (g)

user (u) : target ap

ftp password (pw) (blank = use rsh): target ap
flags (f) 1 Ox0

target name (tn)
startup script ()
other (o)

[WLAN Boot]:

3. % command
Function: Formatting the flash disk.
Command format: %

Example: The screen displays the prompt of inputting password, which is
zxwlan by default. After each reboot, you need only input the password once.
And then the system asks you to confirm flash formatting. Press <y> to begin
formatting or press any key to cancel formatting.

[WLAN Boot]: %
Please Input Password:
password is right

This operation will format the Flash disk and you will lose datal!
Now press'y' to format the Flash disk. and others to abort.

are you sure (y/n):
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now is formatting......

Formatting is OK!
[WLAN Boot]:

4. & command
Function: Loading the running file runbin to the flash.
Command format: &

Example:

[WLAN Boot]: &

boot device idt

unit number : 0
processor number 00

host name : W800A
file name : vXWorks
inet on ethernet (e) : 168.1.1.100
host inet (h) : 168.1.1.200
user (u) cap

ftp password (pw) : ap

flags (f) : Ox0

Attached TCP/IP interface to idtO.

Loading runbin to flash... received file length 124162

flash receive FLASH:/runbin OK!! length 124162

the version loading is OK!
[WLAN Boot]:

5. # command
Function: Loading files database.dat and zxipcmd.dat to the flash.

Command format: #

Example:
[WLAN Boot]:#
boot device Didt
unit number .0
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processor number :0

host name : WB800A
file name : vXWorks
inet on ethernet (e) : 168.1.1.100
host inet (h) : 168.1.1.200
user (u) Tap

ftp password (pw) : ap

flags (f) 1 0x0

Attached TCP/IP interface to idtO.
Attaching network interface 100... done.
Loading zxipcmd.dat to flash... received file length 13620
flash receive FLASH:/zxipcmd.dat OK!! length 13680
Loading database.dat to flash... received file length c64a
flash receive FLASH:/database.dat OK!! length c64a

the database files loading to flash is OK!
[WLAN Boot]:

6. + command
Function: Loading a specified file to the flash.
Command format: +

Example: Through the ¢ command, modify the file name parameter: Modify
vxworks into b.hex, and then load b.hex into the flash through the + command.

[WLAN Boot]: +

boot device sidt

unit number 10
processor number :0

host name : WB800A
file name . b.hex
inet on ethernet (€) : 168.1.1.100
host inet (h) : 168.1.1.200
user (u) Tap

ftp password (pw) : ap

flags (f) 1 0x0

Attached TCP/IP interface to idtO.
filenamel = FLASH:/b.hex
Loading w.hex to flash... received file length 6bc3
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flash receive FLASH:/b.hex OK!! length 6bc3

the file loading to flash is OK!
[WLAN Boot]:

7. scommand
Function: Displaying the files and available space in the flash.
Command format: s

Example:

[WLAN Boot]: s
fileName size

runbin 1196386

zxipcmd.dat 79520
database.dat 79520
b.hex 27587
available size 563200
[WLAN Boot]:

8. -command
Function: Deleting a file in the flash.
Command format: - <filename>

Example:

[WLAN Boot]: - b.hex

delete FLASH:/b.hex OK!!

[WLAN Boot]: s
fileName size

runbin 1196386

zxipcmd.dat 79520
database.dat 79520
available size 591872
[WLAN Boot]:

9. v command
Function: Displaying the version information of the running software runbin.

Command format: v
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Example:

[WLAN Boot]: v
Version File Information
product version_id offset file_identify run_start filesize
ap v2.0.0l.a 0x100  Ox7f450000 0x80010000 0x124162
[WLAN Boot]:

10. r command
Function: Displaying boot version information.
Command format: r

Example:

[WLAN Boot]:r
BOOTROM_VER V1.0 2003.11.22
[WLAN Boot]:

11. * command
Function: Running the version software and starting the W800A functions.
Command format: *

Example:

WLAN Boot]: *

boot device s idt

unit number 10
processor number :0

host name : WB800A
file name : vkWorks
inet on ethernet (e) : 168.1.8.88
host inet (h) : 168.1.8.185
user (u) . target

ftp password (pw) : target
flags (f) 1 0x0

Attaching to TFFS... done.
Loading FLASH:/runbin...HI ! offset_addr = 256 Starting at 0x80010000...
(Omitted)

[ZXWLAN]:shell restarted.
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Welcome to ZTE W800A

wlan>

7.3.2 TFTP Online Loading

When the W800A works normally, through the TFTP transmission protocol, you can
download files from the host and save them into the equipment flash. The size of the
online loaded files are limited by the flash space, which is only 2M. At present, Tftp
online loading can load the running version file and graphical file set.

7.3.2.1Starting the TFTP Server

Set the PC IP address and W800A management interface address in the same network
section and run Tftpd.exe (or other TFTP server software supporting the extension
TFTP). In the menu of the Tftpd window, click [Tftpd ? Configure] to configure the
path of the file to be downloaded, as shown in Fig. 7.3-4.

Tftpd Setting=s i‘

Home Directary |G:'@€WL&NVersinnW2.EI'\piu:tur

Mumber of Clients |32

Logging Desired [T Check ta enable logging

Log File Mame | Browsse |
“Yerboze Logging [" Check for verbose logging

k. | Cancel |

Fig. 7.3-4 TFTP Configuration Interface

In the menu of the Tftpd window, click [Tftpd ? Start] to start the TFTP server.

7.3.2.2TFTP File Loading Commands

Through the Telnet client, log on to the W800A and enter the configure mode, execute
the tftp command to load the required file.

7-11



ZXR10 WAS (V2.0) IP Wireless Access System W800A Wireless Access Point User’sManual ITEpH

1. Load therunning version file
Command mode: Configure mode
Command format: tftp get <A.B.C.D> <file-name>

Description: <A.B.C.D> is the TFTP host address, <file-name> is the file to be
loaded, such as files runbin, database.dat and zxipcmd.dat.

Example:

wlan(config)#tftp get 192.168.1.250 database.dat
tftp store of database.dat to host 192.168.1.250 (192.168.1.250) started

Have send 10240 BYTE:20 %
Have send 20480 BY TE:40 %
Have send 30720 BY TE:60 %
Have send 40960 BY TE:80 %
Have send 51200 BY TE:100 %

% Put file successful!!

Done with tftp send of database.dat
wlan(config)#

2. Load the graphical file set.
Command mode: Configure mode
Command format: tftp pic <A.B.C.D>
Description: <A.B.C.D> isthe TFTP host address.

Example:

wlan(config)#tftp pic 192.168.1.250

tftp fetch of zte.gif from host 192.168.1.250 (192.168.1.250) started
% Get file successful!!

Done with tftp get of zte.gif

tftp fetch of back.gif from host 192.168.1.250 (192.168.1.250) started
% Get file successful!!
Done with tftp get of back.qgif

(Omitted)

tftp fetch of login4l.gif from host 192.168.1.250 (192.168.1.250) started
% Get file successful!!

Done with tftp get of login4l.gif
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wlan(config)#

tftp fetch of logind4.jpg from host 192.168.1.250 (192.168.1.250) started
% Get file successful!!
Done with tftp get of login4d4.jpg

7.4 Alarms and Handling

Table 7.4-1 lists the possible alarms in the W800A running process and describes the
levels, causes and handling of the alarms.

Table 7.4-1 Summary of the Alarm Information

800A.

Alarm Name Leve Possible Cause Handling Remarks
System Reboot! 1 The system is restarted.
) The wireless network card | Make sure that the wireless network
Wireless Card Error! 1 ) o
does not exist . card isinserted correctly .
The system task has been | Record the suspended task position and
System Task Suspend! 1 )
suspended. contact with ZTE to solve the fault.
Ethernet Interface Link ) Wired interface connection | Make sure that the wired interface is
Status! isup or down. connected correctly.
The addresses are
IP Address Conflicting! 3 configured incorrectly, so [ Re-configure the addresses.
the addresses conflict.
An address has been added | Make sure that the added address is
IP Address Add! 3 ) )
in the system. valid.
An address has been | Make sure that the address is deleted
IP Address Deletel 3 )
deleted in the system. correctly.
WEP encryption mode has
WEP mode Changed! 3
been changed.
WEP encryption secret key
WEP key Changed! 3
has been changed.
Inform the related users that the 800A
ESSID Changed! 3 ESSID has been changed .
ESSID is changed.
The channel has been
Channel Changed! 3
changed.
) The Telnet terminal ] ]
Telnet Access Failed . Disable the unnecessary terminals and
3 quantity  exceeds the )
Number Overload . log on again.
maximum.
) A user has connected to
Station Up! 3
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Alarm Name Leve Possible Cause Handling Remarks
] A user has cancelled the
Station Down! 3 ) .
connection with 800A.
lapp Detected AP lapp has detected the user
o 3 ) Inform the user to change the address.
Address Conflicting! address conflict.
No Authentication )
) An un-authenticated user
Station Try to Access 3 .
has tried to access 800A.
AP!
Wireless Mode The wireless mode has
3 Inform the related users.
Changed! been changed.
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Appendix A Package, Transportation and

Storage

It describes the packing methods, storage conditions and transportation precautions. It

serves as a guide to the transportation, unpacking, installation and relocation of the

equipment.
A.l Package
Table A.1-1 WB800A Packing List
Name Dimensions Quantity Remarks

W800A 208mm x 180mm x 47mm 1
Power adapter 1
Console configuration cable 1
Delivery attached document CD 1
Warranty card 32K 1
Certificate of quality 32K 1

A.2 Transportation

Handle it with care. Never place it upside down in transportation.

A.3 Storage

Pack it before storage. The storage temperature/humidity requirements are:

Storage temperature: -40 °C ~ 70 °C

Relative humidity: 10% ~ 100%
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Appendix B Making of Ethernet Cable

It introduces the power supply mode of W800A Ethernet and making of Ethernet
cables.

B.1 WB00A System Application Modes

The common application networking mode of the IP wireless access system is shown
inFig. B.1-1.

Power adapter /p[
|

AP,
[
[
] .
Po apter Fixed host
0 Ethernet }

Wired LAN

Fig. B.1-1 Common Application Networking Mode of the IP Wireless Access System

AP serves to access the wireless users in this way: It accesses the Ethernet switch
through 10/100 M Ethernet in the uplink way, and it is authenticated by AC and then
accesses Internet through the router. AC servers as the authentication and accounting
equipment in the system. Some areas with low requirements may be configured with
no AC according to the actua requirements. In the system, AP and Ethernet switch,
Ethernet switch and AC, and AC and router are connected through 10/100 M Ethernet.

In the common application mode, the attached power adapters of the devices convert

the external power voltage into the suitable DC working voltage.

The wireless LAN system, especidly APs, features wide distribution range, the
engineering environment is rather complicated and some areas can not provide AC
power, so the remote power supply is required at this time. The IP wireless access
system provides the Ethernet power supply (PoE) solution, as shown in Fig. B.1-2.
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ESNEE T

E C-RM45-001®
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W112P: Power source end of the Ethernet Power Supply (POE)

Fig B.1-2 Application of the System with Ethernet Power Supply

Internet

| AC
I
|
__ | Crossover
' Ethernet cable
] E RU5B
m
>
0]
3|
a2l
= Ethernet switch
e
% : Straight through
» Ethernet cable

In Fg. B.1-2, Ethernet cables are: straight through Ethernet cable, straight through
Ethernet power cable and crossover Ethernet cable. In practical applications, AP and
AC may come from different producers, so the network cables should be determined

according to the detailed configurations.

According to the Ethernet specifications, 100 Base T Ethernet features less than 100m
transmission distance and 10 BaseT Ethernet features not greater than 300m
transmission distance. So, in the wireless LAN system, no matter whether Ethernet
power supply is adopted, when the total routing length (L) between the AP and
Ethernet switch is greater than 100m (less than 300m), it is suggested to configure the
Ethernet switch port as 100 M.
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B.2 Making of Ethernet Cables

B.2.1 Making of Straight Through Ethernet Cables (RJ45)

In IP wireless access system, the following network cables must adopt the draight

through Ethernet cables:

1. The Ethernet cable between the Ethernet switch (end A) and W112P (end B).

2. When no Ethernet switch is used, AP will directly connect with the AC
downlink port, a this time, the Ethernet cable between the AC (end A) and AP

(end B) must be straight through Ethernet cable.

3. In the cases where no Ethernet switch is used, as when the system adopts the

Ethernet power supply, the AC downlink port will directly connect with W112P,
a this time, the Ethernet cable between the AC (end A) and W112P (end B)

must be straight through Ethernet cable.

The connections of the straight through Ethernet cables are shown in Table B.2-1.

TableB.2-1 Connections of Straight Through Ethernet Cables (RJ45)

EndA Signd Name Conductor Color End B Signal Name Conductor Color
1 Data receiving Rx+ White/orange 1 Data transmitting Tx+ White/orange
2 Datareceiving Rx Orange 2 Data transmitting Tx QOrange
3 Data transmitting Tx+ White/green 3 Data receiving Rx+ White/green
4 MATCH1 Blue 4 MATCH1 Blue
5 MATCH2 White/blue 5 MATCH2 White/blue
6 Data transmitting Tx Green 6 Data receiving Rx Green
7 MATCH3 White/brown 7 MATCH3 White/brown
8 MATCH4 Brown 8 MATCH4 Brown

B.2.2 Making of Straight Through Power Supply Ethernet Cables (C-RJ45-001)

The Ethernet cable between the W112P (end A) and AP (end B) not only serves as the
Ethernet data signal cable, but also provides -48V DC power for two twisted pairs 4&5

and 7& 8 on theload balance, to power AP remotely.

The connection method of this cable is the same as that of the straight through cable

without power supply, and the connection table is shown in Table B.2-2.
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Table B.2-2 Connections of Straight Through Power Supply Ethernet Cables (C-RJ45-001)

EndA Signd Name Conductor Color End B Signd Name Conductor Color
1 Data receiving Rx+ White/orange 1 Data transmitting Tx+ | Whitelorange
2 Datareceiving Rx Orange 2 Data transmitting Tx Orange
3 Data transmitting Tx+ White/green 3 Data receiving Rx+ White/green
4 GND Blue 4 GND Blue
5 GND White/blue 5 GND White/blue
6 Data transmitting Tx Green 6 Data receiving Rx Green
7 -48V White/brown 7 -48V White/brown
8 -48V Brown 8 -48V Brown
IL-!.!J‘ Note:

These cables contain -48 V DC power supply. Do prevent any short circuits; otherwise,

the signal will be interrupted and the equipment may not work normally, and even the

equipment protection action will be activated. GND and -48 V each occupy one twisted

pair. These twisted pairs should be separate, otherwise short circuit may occur.

B.2.3 Making of Crossover Ethernet Cables (RJ45J)

The connections of the crossover Ethernet cables are shown in Table B.2-3.

Table B.2-3 Connections of Crossover Ethernet Cables (RJ45J)

EndA Signa Name Conductor Color End B Signal Name Conductor Color
1 Data receiving Rx+ White/orange 3 Data transmitting Tx+ White/green
2 Data receiving Rx Orange 6 Data transmitting Tx Green
3 Data transmitting Tx+ White/green 1 Data receiving Rx+ White/orange
4 MATCH1 Blue 4 MATCH1 Blue
5 MATCH2 White/blue 5 MATCH2 White/blue
6 Data transmitting Tx Green 2 Data receiving Rx Orange
7 MATCH3 White/brown 7 MATCH3 White/brown
8 MATCH4 Brown 8 MATCH4 Brown
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’.I_!.!—_“ Note:

The signals and connection methods mentioned here are designed according to the
signa definitions of the ZTE AC equipment interface. If the AC in the actua
engineering is not from ZTE, modify the cable making methods according to the actual

conditions.

B.2.4 Ethernet Cable Label

After the Ethernet cable is crimped, paste labels on ends A and B of the network cable,

indicating name and length of this cable.
1. Labd of the straight through Ethernet cable

Thelabd of the straight through Ethernet cable (RM5) is shown in Fig. B.2-1.

RJ45 **m

Fig. B.2-1 Label of the Straight Through Ethernet Cable

In the diagram, “**m” indicates the actual length of the cable.

2. Labe of the straight through power supply Ethernet cable

The label of the straight through power supply Ethernet cable (C-RJ45-001) is
shown in Fig. B.2-2.

C-RJ43-001 **m
POE Cable

Fig. B.2-2 Label of the Straight Through Power Supply Ethernet Cable

In the diagram, “**m" indicates the actua length of the cable; “PoE Cable’
indicates that this is the Ethernet power cable.

3. Labd of the Crossover Ethernet Cable

The label of the crossover Ethernet cable (R}45J) is shown in Fig. B.2-3.
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RJ45J *m

Fig. B.2-3 Label of the Crossover Ethernet cable

In the diagram, “**m” indicates the actua length of the cable; “J’ after “RJ45"
indicates that this is the crossover Ethernet cable.

Warning:

Changes or modifications to this unit not expressly approved by the party responsible
for compliance could void the user’s authority to operate the equipment. Any change to
the equipment will void FCC grant.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in aresidential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the interference by
one or more of the following measures:

--Reorient or relocate the receiving antenna.

--Increase the separation between the equipment and receiver.

--Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

--Consult the dealer or an experienced radio/TV technician for help.
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