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Table 69 Voice Features

Firmware update
enable / disable

If your service provider uses this feature, you hear a recorded
message when you pick up the phone when new firmware is available
for your WiMAX Modem. Enter *99# in your phone’s keypad to have
the WiMAX Modem upgrade the firmware, or enter #99# to not
upgrade. If your service provider gave you different numbers to use,
enter them instead. If you enter the code to not upgrade, you can
make a call as normal. You will hear the recording again each time
you pick up the phone, until you upgrade.

Call waiting

This feature allows you to hear an alert when you are already using
the phone and another person calls you. You can then either reject
the new incoming call, put your current call on hold and receive the
new incoming call, or end the current call and receive the new
incoming call.

Call forwarding

With this feature, you can set the WiMAX Modem to forward calls to a
specified number, either unconditionally (always), when your number
is busy, or when you do not answer. You can also forward incoming
calls from one specified number to another.

Caller ID The WIMAX Modem supports caller ID, which allows you to see the
originating number of an incoming call (on a phone with a suitable
display).

REN A Ringer Equivalence Number (REN) is used to determine the number

of devices (like telephones or fax machines) that may be connected
to the telephone line. Your device has a REN of three, so it can
support three devices per telephone port.

QoS (Quality of

Quality of Service (QoS) mechanisms help to provide better service

Service) on a per-flow basis. Your device supports Type of Service (ToS)
tagging and Differentiated Services (DiffServ) tagging. This allows
the device to tag voice frames so they can be prioritized over the
network.

SIP ALG Your device is a SIP Application Layer Gateway (ALG). It allows VolP
calls to pass through NAT for devices behind it (such as a SIP-based
VoIP software application on a computer).

Other Voice SIP version 2 (Session Initiating Protocol RFC 3261)

Features

SDP (Session Description Protocol RFC 2327)

RTP (RFC 1889)

RTCP (RFC 1890)

Voice codecs (coder/decoders) G.711, G.726, G.729

Fax and data modem discrimination

DTMF Detection and Generation

DTMF: In-band and Out-band traffic (RFC 2833),(PCM), (SIP INFO)
Point-to-point call establishment between two I1ADs

Quick dialing through predefined phone book, which maps the phone
dialing number and destination URL.

Flexible Dial Plan (RFC3525 section 7.1.14)
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Table 70

Star (*) and Pound (#) Code Support

*0 Wireless Operator Services

*2 Customer Care Access

*66 Repeat Dialing

*67 Plus the 10 digit phone number to block Caller ID on a single call
basis

*69 Return last call received

*70 Followed by the 10 digit phone number to cancel Call Waiting on a
single call basis

*72 Activate Call Forwarding (*72 followed by the 10 digit phone number
that is requesting call forwarding service)

*720 Activate Call Forwarding (*720 followed by the 10 digit phone number
that is requesting deactivation of call forwarding service)

*73 Plus the forward to phone number to activate Call Forwarding No
Answer (no VM service plan)

*730 Deactivate Call Forwarding No Answer

*740 Plus the forward to phone number to activate Call Forwarding Busy
(no VM service plan)

*911/911 Emergency phone number (same as dialing 911)

*411/411 Wireless Information Services

Note: To take full advantage of the supplementary phone services available through
the WIMAX Modem's phone port, you may need to subscribe to the services
from your voice account service provider.

Not all features are supported by all service providers. Consult your service
provider for more information.

User’'s Guide

183




Chapter 18 Product Specifications

184 User’s Guide




PART VII

Appendices and
Index

WiMAX Security (187)

Setting Up Your Computer’s IP Address
(191)

Pop-up Windows, JavaScripts and Java
Permissions (219)

IP Addresses and Subnetting (229)
Importing Certificates (241)

SIP Passthrough (273)

Common Services (275)

Legal Information (279)

Customer Support (313)

185




186




WIMAX Security

Wireless security is vital to protect your wireless communications. Without it,
information transmitted over the wireless network would be accessible to any
networking device within range.

User Authentication and Data Encryption

The WIMAX (IEEE 802.16) standard employs user authentication and encryption to
ensure secured communication at all times.

User authentication is the process of confirming a user’s identity and level of
authorization. Data encryption is the process of encoding information so that it
cannot be read by anyone who does not know the code.

WIMAX uses PKMv2 (Privacy Key Management version 2) for authentication, and
CCMP (Counter Mode with Cipher Block Chaining Message Authentication Protocol)
for data encryption.

WIMAX supports EAP (Extensible Authentication Protocol, RFC 2486) which allows
additional authentication methods to be deployed with no changes to the base
station or the mobile or subscriber stations.

PKMv2

PKMv2 is a procedure that allows authentication of a mobile or subscriber station
and negotiation of a public key to encrypt traffic between the MS/SS and the base
station. PKMv2 uses standard EAP methods such as Transport Layer Security
(EAP-TLS) or Tunneled TLS (EAP-TTLS) for secure communication.

In cryptography, a ‘key’ is a piece of information, typically a string of random
numbers and letters, that can be used to ‘lock’ (encrypt) or ‘unlock’ (decrypt) a
message. Public key encryption uses key pairs, which consist of a public (freely
available) key and a private (secret) key. The public key is used for encryption and
the private key is used for decryption. You can decrypt a message only if you have
the private key. Public key certificates (or ‘digital 1Ds’) allow users to verify each
other’s identity.
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RADIUS

RADIUS is based on a client-server model that supports authentication,
authorization and accounting. The base station is the client and the server is the
RADIUS server. The RADIUS server handles the following tasks:

< Authentication
Determines the identity of the users.
< Authorization

Determines the network services available to authenticated users once they are
connected to the network.

= Accounting

Keeps track of the client’s network activity.

RADIUS is a simple package exchange in which your base station acts as a
message relay between the MS/SS and the network RADIUS server.

Types of RADIUS Messages

188

The following types of RADIUS messages are exchanged between the base station
and the RADIUS server for user authentication:

* Access-Request
Sent by an base station requesting authentication.
« Access-Reject
Sent by a RADIUS server rejecting access.
* Access-Accept
Sent by a RADIUS server allowing access.
« Access-Challenge

Sent by a RADIUS server requesting more information in order to allow access.
The base station sends a proper response from the user and then sends another
Access-Request message.

The following types of RADIUS messages are exchanged between the base station
and the RADIUS server for user accounting:

« Accounting-Request
Sent by the base station requesting accounting.
< Accounting-Response

Sent by the RADIUS server to indicate that it has started or stopped accounting.

In order to ensure network security, the access point and the RADIUS server use a
shared secret key, which is a password they both know. The key is not sent over
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the network. In addition to the shared key, password information exchanged is
also encrypted to protect the network from unauthorized access.

Diameter

Diameter (RFC 3588) is a type of AAA server that provides several improvements
over RADIUS in efficiency, security, and support for roaming.

Security Association

The set of information about user authentication and data encryption between two
computers is known as a security association (SA). In a WiMAX network, the
process of security association has three stages.

CCMP

Authorization request and reply

The MS/SS presents its public certificate to the base station. The base station
verifies the certificate and sends an authentication key (AK) to the MS/SS.

Key request and reply

The MS/SS requests a transport encryption key (TEK) which the base station
generates and encrypts using the authentication key.

Encrypted traffic

The MS/SS decrypts the TEK (using the authentication key). Both stations can
now securely encrypt and decrypt the data flow.

All traffic in a WiIMAX network is encrypted using CCMP (Counter Mode with Cipher
Block Chaining Message Authentication Protocol). CCMP is based on the 128-bit
Advanced Encryption Standard (AES) algorithm.

‘Counter mode’ refers to the encryption of each block of plain text with an
arbitrary number, known as the counter. This number changes each time a block
of plain text is encrypted. Counter mode avoids the security weakness of repeated
identical blocks of encrypted text that makes encrypted data vulnerable to
pattern-spotting.

‘Cipher Block Chaining Message Authentication’ (also known as CBC-MAC) ensures
message integrity by encrypting each block of plain text in such a way that its
encryption is dependent on the block before it. This series of ‘chained’ blocks
creates a message authentication code (MAC or CMAC) that ensures the encrypted
data has not been tampered with.
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Authentication

The WiIMAX Modem supports EAP-TTLS authentication.

EAP-TTLS (Tunneled Transport Layer Service)

190

EAP-TTLS is an extension of the EAP-TLS authentication that uses certificates for
only the server-side authentications to establish a secure connection (with EAP-
TLS digital certifications are needed by both the server and the wireless clients for
mutual authentication). Client authentication is then done by sending username
and password through the secure connection, thus client identity is protected. For
client authentication, EAP-TTLS supports EAP methods and legacy authentication
methods such as PAP, CHAP, MS-CHAP and MS-CHAP v2.

User’s Guide



Setting Up Your Computer’s IP
Address

Note: Your specific ZyXEL device may not support all of the operating systems
described in this appendix. See the product specifications for more information
about which operating systems are supported.

This appendix shows you how to configure the IP settings on your computer in
order for it to be able to communicate with the other devices on your network.
Windows Vista/XP/2000, Mac OS 9/0S X, and all versions of UNIX/LINUX include
the software components you need to use TCP/IP on your computer.

If you manually assign IP information instead of using a dynamic IP, make sure
that your network’s computers have IP addresses that place them in the same
subnet.

In this appendix, you can set up an IP address for:

 Windows XP/NT/2000 on page 192

Windows Vista on page 195

Mac OS X: 10.3 and 10.4 on page 199
Mac OS X: 10.5 on page 203

Linux: Ubuntu 8 (GNOME) on page 206
Linux: openSUSE 10.3 (KDE) on page 212
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Windows XP/NT/2000

The following example uses the default Windows XP display theme but can also

192

2

apply to Windows 2000 and Windows NT.

Click Start > Control Panel.

Figure 70 Windows XP: Start Menu

& Internet Explorer ) My Documents
g] Dutlook Express -
5’ My Recent Documents #

Y Paint &

_‘) My Pictures
# Files and Settings TransFer W...

- -

B Cormmand Prompt (2 Ty Music
Acrobat Reader 4.0 1 My Computer
& Tour Windows 5P
@ \indows Movie Maker E- Contral Panel

) Printers and Faxes

@) Help and Support

I:) Search

All Programs b E Run....

®| Log OFF |(D | Turn OFf Computer

4 stant 1§ untitled - Paint

In the Control Panel, click the Network Connections icon.

Figure 71 Windows XP: Control Panel

B Control Panel

Edit  “iew Fawvorites Tools  Help

File

\‘_;j Bach @ - L? /?I Search |i_ Folders v

address |G- Cantrol Panel

&"' Control Panel ~

E} Switch bo Caktegory View et : s

See Also

Game
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& Windows Update
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3 Right-click Local Area Connection and then select Properties.

Figure 72 Windows XP: Control Panel > Network Connections > Properties

ocal Area Connection

|_& Standard PCI Fast Ethemet
Disable
Status
Repair

EBridge Connections

Create Shortout

Renams

Properties

4 On the General tab, select Internet Protocol (TCP/I1P) and then click
Properties.

Figure 73 Windows XP: Local Area Connection Properties

L Local Area Connection Properties

General | Authertication | Advanced

Connect using:

B8 Accton EM12070-Tx PCl Fast Ethermet Adapter

Thig connection uzes the following items:

% Cliert for Microsoft Metwarks
.@, File and Printer Sharing for Microzoft Metworks

o Pl o P PP S ey P N

Internet Protocal [TCRAIR)

Dezcription

A\ "4

Tranzmizzion Control Protocaol/lnternet Protocol. The default
wide area netwark. protocol that provides communication
acrozs diverse interconnected networks.

[] Show icon in natification area when connected

[ 0k H Cancel J
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5 The Internet Protocol TCP/IP Properties window opens.

Figure 74 Windows XP: Internet Protocol (TCP/IP) Properties

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

Y'ou can get [P zettings azsigned automatically if your network, supparts
thiz capability. Othenwize, vou need to azk your network, adminiztrator for
the appropriate 1P zettings.

(%) Obtain an IP address automatically

{1 Usze the follawing IP address:

(%) Obtain DMS server address autamatically

{1 Usze the follawing DMS server addresses:

[ Q. ][ Cancel ]

Select Obtain an IP address automatically if your network administrator or ISP
assigns your IP address dynamically.

Select Use the following IP Address and fill in the 1P address, Subnet mask,
and Default gateway fields if you have a static IP address that was assigned to
you by your network administrator or ISP. You may also have to enter a Preferred
DNS server and an Alternate DNS server, if that information was provided.

Click OK to close the Internet Protocol (TCP/IP) Properties window.

Click OK to close the Local Area Connection Propertieswindow.Verifying Settings
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1

2

Click Start > All Programs > Accessories > Command Prompt.

In the Command Prompt window, type "ipconfig" and then press [ENTER].

You can also go to Start > Control Panel = Network Connections, right-click a
network connection, click Status and then click the Support tab to view your IP
address and connection information.
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Windows Vista

This section shows screens from Windows Vista Professional.

Click Start > Control Panel.

Figure 75 Windows Vista: Start Menu

O Dr.eye 7.0 Profeszional

Wedia Player Clazsic

» Al Programs

| — =
Nr®

In the Control Panel, click the Network and Internet icon.

Figure 76 Windows Vista: Control Panel

@@v@ » Control Panel » v|¢,||| P|
File Edit W¥iew Tools Help
» Control Panel Home g
A System and Maintenance User Accounts
AasSIC KW " Get started with Windows - 'f' Change account type
Back up your computer :
= ,  Appearance and
~a .
F* Securi o S
|.© "'herL'f:?{leratet h Personalization
= g A W ’ Change desktop background
@, Allow a program through Windows Chiiaaaie calortahenis
Firewall L
Adjust screen resclution
— WMetwork and Internet ;
&I onnect fotheTiiemet f;!ock. Language, and.Regzon
= View network status and tasks 1L Change keyboards or other input
Set up file sharing methiods
ol Change display language
Click the Network and Sharing Center icon.
Figure 77 Windows Vista: Network And Internet
@C)'ﬁj‘ » Control Panel » Metwork and Internet » - | +5 | | Search el |

File Edit W¥iew Tools Help

Control Panel Home

I\etwork and Sharing Center

System and Maintenance : nnect to a network

Set up file sharing

SO View network computers and devices | Add a device to the network
Security
Network and Internet 3 i
Q?@_—‘ Internet Options
Hardware and Sound Y=| Connecttothelnternet | Change yourhomepage | Manage browser add-ons

Programs Delete browsing history and cookies
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4 Click Manage network connections.

Figure 78 Windows Vista: Network and Sharing Center

File Edit W¥iew Tools Help

L« Metwork and Internet » MNetwork and Sharing Center - | +5 | |—

T Netwaork and Sharing Center

View computers and devices

Connect to a network
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TWPC29111 Internet
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_I‘:- Not connected

5 Right-click Local Area Connection and then select Properties.

Figure 79 Windows Vista: Network and Sharing Center

LA or High-Seeed Intamat (11

= Tocs, Collapse group Left Arrow
&.‘! Camine
® ﬂ?f:j f'lle?.w Expand all groups
e nie
Collapse all groups
Dizable
Status
Diagnosze
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Create Bhortcut
Telete

Remnanme

R Properties

Note: During this procedure, click Continue whenever Windows displays a screen

saying that it needs your permission to continue.

196

User’s Guide



Appendix B Setting Up Your Computer’s IP Address

6 Select Internet Protocol Version 4 (TCP/1Pv4) and then select Properties.

Figure 80 Windows Vista: Local Area Connection Properties

T'; Local Area Commection Properties

Connect using:
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acrozs diverse interconnected networks.

Crmi

] ] | Cancel
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The Internet Protocol Version 4 (TCP/I1Pv4) Properties window opens.

Figure 81 Windows Vista: Internet Protocol Version 4 (TCP/IPv4) Properties
[ Internet Protocol Version 4 (TCESIP4) Properties @@ 1
[ .Gél'lﬂrﬂ]mf Alkernate C-:unl.:.iu.;_|_l__!rati|:||_'_|_i

ou can get IP settings assigned automatically if your network, supports

khis capabilicy, Okherwise, you need ko ask yaur netwark administrakar
for the appropriate IP settings,

@ Cbtain an IP address aubornatically

Use the Following IP address:

@ Obtain DNS server address automatically

i Use the Following DNS server addresses:

| Advanced. .. |

| ok | | Cancel |

Select Obtain an IP address automatically if your network administrator or ISP
assigns your IP address dynamically.

Select Use the following IP Address and fill in the IP address, Subnet mask,
and Default gateway fields if you have a static IP address that was assigned to
you by your network administrator or ISP. You may also have to enter a Preferred
DNS server and an Alternate DNS server, if that information was
provided.Click Advanced.

Click OK to close the Internet Protocol (TCP/IP) Properties window.

Click OK to close the Local Area Connection Propertieswindow.Verifying Settings
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Click Start > All Programs > Accessories > Command Prompt.

In the Command Prompt window, type "ipconfig" and then press [ENTER].

You can also go to Start > Control Panel > Network Connections, right-click a
network connection, click Status and then click the Support tab to view your IP
address and connection information.
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Mac OS X: 10.3 and 10.4

The screens in this section are from Mac OS X 10.4 but can also apply to 10.3.

1 Click Apple = System Preferences.

Figure 82 Mac OS X 10.4: Apple Menu

ﬂ Finder File Edit View

About This Mac
Software Update...
Mac OS X Software...

System Preferences...
Dock >

Location 3
Recent Items 3
Force Quit... Y
Sleep

Restart...

Shut Down...

2 In the System Preferences window, click the Network icon.

Figure 83 Mac OS X 10.4: System Preferences
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Access
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Sound

User’'s Guide

199




Appendix B Setting Up Your Computer’s IP Address

3 When the Network preferences pane opens, select Built-in Ethernet from the
network connection type list, and then click Configure.

Figure 84 Mac OS X 10.4: Network Preferences
enon Network

< » | [ ShowAll Q '

Location: :Automatir_ v

Show: Network Status s

- I Built-in Ethernet is currently active and has the IP address
@ Built-in Ethernet 10.0.1.2. You are connected 1o the Internet via Built-in Ethernet.

Internet Sharing is on and is using AirPort to share the

©  AirPort connection.
( Configure... ) ( QJsconnect... ) [T?)
I Click the lock to prevent further changes. | Assistme... ) Apply Now

4 For dynamically assigned settings, select Using DHCP from the Configure IPv4
list in the TCP/IP tab.

Figure 85 Mac OS X 10.4: Network Preferences > TCP/IP Tab.

re en Network

Show All Q

Location: Automatic “"v‘i

Show: | Built-in Ethernet F

{ TCP/IP | PPPoE = AppleTalk | Proxies Ethernet 1

\
< Configure IPv4: | Using DHCP ) [
—
IP Address: 0.0.0.0 (" Renew DHCP Lease D]
Subnet Mask: DHCP Client 1D:
(If required)
Router:
DNS Servers:
Search Domains: (Optional)
IPv6 Address:
( Configure IPv6... ) @
0., s
{1 Click the lock to prevent further changes. [ Assist me... ) ( Apply Now )
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5 For statically assigned settings, do the following:

< From the Configure IPv4 list, select Manually.

< In the IP Address field, type your IP address.

« In the Subnet Mask field, type your subnet mask.

< In the Router field, type the IP address of your device.

Figure 86 Mac OS X 10.4: Network Preferences > Ethernet

"®@©®0 Network

< » | [ Showall Q '

ar

Location: Automatic [E-

-

)
)

Show: Built-in Ethernet [E-

F TCP/IP | PPPoE = AppleTalk | Proxies Ethernet '

‘ Configure IPv4: = Manually ) |3"]
/

IP Address: 0.0.0.0

Subnet Mask: 0.0.0.0

Router: 0.0.0.0

DNS Servers:

Search Domains: (Optional)
IPv6 Address:
(" Configure IPV6... \) (5_)
'] Click the lock to prevent further changes. | Assistme... ) | Apply Now |
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Click Apply Now and close the window.Verifying Settings

Check your TCP/IP properties by clicking Applications > Utilities > Network

Utilities, and then selecting the appropriate Network Interface from the Info
tab.

Figure 87 Mac OS X 10.4: Network Utility
8688 Network Utility

| Info | Netstat AppleTalk Ping Lookup Traceroute Whois = Finger Port Scan |

Pleas gterface for information
Network Interface (en0) m

n " Transfer Statistics
Hardware Address 00:16:cb:8b:50:2e Sent Packets 20607
IP Address(es) 118.169.44.203 Send Errors 0
Link Speed 100 Mb Recv Packets 22626

Link Status Active Recv Errors 0
Vendor Marvell Collisions 0

Model Yukon Gigabit Adapter
BBEBO53

202 User’s Guide




Appendix B Setting Up Your Computer’s IP Address

Mac OS X: 10.5

The screens in this section are from Mac OS X 10.5.

1 Click Apple = System Preferences.

Figure 88 Mac OS X 10.5: Apple Menu
WY Finder File Edit Viey

About This Mac
Software Update...
Mac OS5 X Software...

System Pref____rences. =
 —

Bls]n; |
Recent ltems [ ]
Force Quit... NED
Sleep

Restart...

Shut Down...

2 In System Preferences, click the Network icon.

Figure 89 Mac OS X 10.5: Systems Preferences
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3 When the Network preferences pane opens, select Ethernet from the list of
available connection types.

Figure 90 Mac OS X 10.5: Network Preferences > Ethernet

a0n Network
| > || ShowAll | Q
Location: | Automatic H
Internal Modem [ «*
e Not Connected %;._) Status: Not Connected
The cable for Ethernet is connected, but
PPPoE <ﬁoﬂ> your computer does not have an IP address.

Not Connected

. Ethernet

ok G Configure: | Using DHCP H

FireWire

Mot Connected

4 I.)) ]

@ AirPort

Off

DNS Server:

Search Domains:

802.1X: WPA: ZyXELO4
e @

[‘Jﬂ Click the lock to prevent further changes. ( Assist me... j ( Revert :] ( Apply j

4 From the Configure list, select Using DHCP for dynamically assigned settings.

5 For statically assigned settings, do the following:
= From the Configure list, select Manually.
« In the IP Address field, enter your IP address.

« In the Subnet Mask field, enter your subnet mask.
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« In the Router field, enter the IP address of your WiMAX Modem.
Figure 91 Mac OS X 10.5: Network Preferences > Ethernet

(<[> ][ showai ]
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Status: Not Connected
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Click the lock to prevent further changes. ( Assist me... ) ( Revert :1 ( Apply )

6 Click Apply and close the window.
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Verifying Settings

Check your TCP/IP properties by clicking Applications > Utilities > Network

Utilities, and then selecting the appropriate Network interface from the Info
tab.

Figure 92 Mac OS X 10.5: Network Utility
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i

Linux: Ubuntu 8 (GNOME)
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This section shows you how to configure your computer’s TCP/IP settings in the
GNU Object Model Environment (GNOME) using the Ubuntu 8 Linux distribution.
The procedure, screens and file locations may vary depending on your specific
distribution, release version, and individual configuration. The following screens
use the default Ubuntu 8 installation.

Note: Make sure you are logged in as the root administrator.

Follow the steps below to configure your computer IP address in GNOME:
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1 Click System > Administration > Network.

Figure 93 Ubuntu 8: System > Administration Menu

Systemn
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[ Hardware Drivers
0 Help and Support .

‘-‘ :
« » Hardware Testing
€ About GNOME -
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IE Login Window

E Quit... Network

2 When the Network Settings window opens, click Unlock to open the

Authenticate window. (By default, the Unlock button is greyed out until clicked.)
You cannot make changes to your configuration unless you first enter your admin

password.

=0
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Connections | General | DNS | Hosts l
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Roaming mode enabled

B Point to point connec...
This network interface is not c...

—
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3

4

In the Authenticate window, enter your admin account name and password then

click the Authenticate button.

Figure 95 Ubuntu 8: Administrator Account Authenticatio

&y Authenticate

(o, System policy prevents
. modifying the configurati

users below is required to perform

An application is attempting to perform an action
that requires privileges. Authentication as one of the

[x]

on

this action,

£ €. kehris)

Password for chris: [

[» Details

/\
l QQEHCE|Q[ Authenticate ‘

n

In the Network Settings window, select the connection that you want to

configure, then click Properties.

Figure 96 Ubuntu 8: Network Settings > Connections

[ Metwork settings

Location:

Connections | General \ DMNS \ Hosts l

& ©  Wired connection
Roaming mode enabled

= Point to point connec...
This network interface is not c...

A4

| € el

Bglose
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5 The Properties dialog box opens.

Figure 97 Ubuntu 8: Network Settings > Properties

) SHHOE

[:Enable roaming mode:

Connection Settings

Configuration: I =

|P address;

|
Subnet mask: |
Gateway address: |

< In the Configuration list, select Automatic Configuration (DHCP) if you

have a dynamic IP address.

« In the Configuration list, select Static IP address if you have a static IP

address. Fill in the IP address, Subnet mask, and Gateway address fields.

6 Click OK to save the changes and close the Properties dialog box and return to
the Network Settings screen.
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7

provided.
Figure 98 Ubuntu 8: Network Settings > DNS
O NELWOTK SeLtings

Location:

Connections I General | DMS ‘ Hosts l

QNS Servers

110,023

Search Domains

| € el

8 Click the Close button to apply the changes.

Verifying Settings

If you know your DNS server IP address(es), click the DNS tab in the Network
Settings window and then enter the DNS server information in the fields

Check your TCP/IP properties by clicking System > Administration > Network
Tools, and then selecting the appropriate Network device from the Devices
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tab. The Interface Statistics column shows data if your connection is working

properly.

Figure 99

Ubuntu 8: Network Tools
Devices -

TJool Edit Help

Devices | Ping l Metstat lTraceruute l Port Scan I Lookup I Finger ‘ Whois l
Metwork device: ‘ P Ethernet Interface (etho) : ﬂ‘-ﬁgonﬁgure
IP Information
Protocol | IP Address Metmask / Prefix Broadcast Scope
IPwd 10.0.2.15 255.255.255.0 10.0.2.255
IPvE feB0::a00:27ff fe30:el6c 64 Link

Multic
MTL:
Link s
State

Interface Information

Interface Statistics
Hardware address: 08:00:27:30:e1:6c i . GBAG KB

1 =t T
ast: Enabled Transmitted packets: 1425
1500 Transmission errors: 0
peed: not available Received bytes: 219.5 KiB
: Active Received packets: 1426
Reception errors: 0
Collisions: 0

User’'s Guide

211




Appendix B Setting Up Your Computer’s IP Address

Linux: openSUSE 10.3 (KDE)

This section shows you how to configure your computer’s TCP/IP settings in the K
Desktop Environment (KDE) using the openSUSE 10.3 Linux distribution. The
procedure, screens and file locations may vary depending on your specific
distribution, release version, and individual configuration. The following screens
use the default openSUSE 10.3 installation.

Note: Make sure you are logged in as the root administrator.

Follow the steps below to configure your computer IP address in the KDE:

Click K Menu > Computer > Administrator Settings (YaST).
Figure 100 openSUSE 10.3: K Menu > Computer Menu

Search: [\ .6I
l M 2N

Applications 12

W% Administrator Settings

i
r!) Install Software

‘—i_J System Infarmation

Home Faolder
-
B E VK
} My Documents
@ Network Folders

System Folders

Media

? 2.46 Media (2.0 GB available! [=]
=
[ X=—1 [ | p -
V\r == H_, O | T_ I
Favarites Applications Computer Histary Leave
1
User zyxel on linux-h2oz openSUSE’
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2 When the Run as Root - KDE su dialog opens, enter the admin password and
click OK.

Figure 101 openSUSE 10.3: K Menu > Computer Menu

Run as root - KDE su -2 =

= Blal X

Flease enter the Administrator (root)

U\‘g\ password to continue.
‘u

Command:  /sbinfyast2
Password: Iﬂﬂ |

—

| lgnore ( ¥ 0K A Cancel |

3 When the YaST Control Center window opens, select Network Devices and
then click the Network Card icon.

Figure 102 openSUSE 10.3: YaST Control Center
YaST Control Center @ linux-h2oz =

Eile Edit Help

@ Software

Network Devices
3 |
i‘; Netweork Services

'E’ MNowvell AppArmor
(Ipa"l

\{T._; Security and Users
J W

PoL N
a{ Miscellaneous

| Search...
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Figure 103 openSUSE 10.3: Network Settings

B YasT2@linux-h2oz

4 When the Network Settings window opens, click the Overview tab, select the
appropriate connection Name from the list, and then click the Configure button.

Network Card
Overview

Obtain an overview of
installed network cards.
Additionally, edit their
configuration.

Adding a Network
Card:

Press Add to configure a
new network card
manually.

Configuring or
Deleting:

Choose a network card
to change or remove.
Then press Configure or
Delete as desired.

(8] Network Settings

| Global Options | Overview [HostnamefDNS Routing

| Name | IP Address
AMD PCnet - Fast 79C871 DHCP

AMD PCnet - Fast 79C971
MAC : 08:00:27:96:ed;3d

P

* Device Mame: eth-etho
* Started automatically at boot
* |P address assigned using DHCP

y - N
| A || Configure || elete |
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5 When the Network Card Setup window opens, click the Address tab
Figure 104 openSUSE 10.3: Network Card Setup

nux-h2oz

Address Setup 4]

Select No Address
Setup if you do not
want any IP address
for this device. This is
particularly useful for
bonding ethernet
devices,

Select Dynamic
address if you do not
hawve a static IP
address assigned by
the system .
administrator or your
cable or DSL provider,

You can choose one of
the dynamic address
assignment method.
Select DHCP if you
have a DHCP server
running on your local
network, Metwork
addresses are then
obtained automatically
from the senver.

To automatically
search for free IP and
then assign it
statically, select (=]
Zeroconf. To use ;

I3

(&) Network Card Setup

A
|Genera|( Address | ardware |

onfiguration Name

|Ethernet |v| |

() No IP Address (for Bonding Devices)

(® Statically assigned IP Address
1P Address Subnet Mask

Hostname

Cancel

6 Select Dynamic Address (DHCP) if you have a dynamic IP address.

Select Statically assigned IP Address if you have a static IP address. Fill in the

IP address, Subnet mask, and Hostname fields.

7 Click Next to save the changes and close the Network Card Setup window.
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8

olinux-h2oz

If you know your DNS server IP address(es), click the Hostname/DNS tab in
Network Settings and then enter the DNS server information in the fields
provided.

Figure 105 openSUSE 10.3: Network Settings

Enter the name for =]
this computer and the
DNS domain that it
belongs to.

Optionally enter the
name server list and
domain search list.

Note that the
hostname is global--it
applies to all 3
interfaces, not just

this one,

The domain is
especially important if
this computer is a mail
SEerver,

If you are using DHCP
to get an IP address,
check whether to get
a hostname via DHCP,
The hostname of your
host {which can be
seen by issuing the
hostname command)
will be set
automatically by the
DHCP client. You may
want to disable this
option if you connect ;3
to different networks

(#] Network Settings

| Global Options | Overview‘[ Hostname/DNS I Routing

—Hostname and Domain Name

Hostname

- EE——

Domain Mame

linux-hZoz

| isite

[ Change Hostname via DHCP
] Write Hostname to /etc/hosts

[%| Change /etc/resolv. conf manually
~Mame Servers and Domain Search List

Name Server 1

Domain Search

10.0.2.2

MName Server 2

MName Server 3

|| Update DNS data via DHCP

Abort

9 Click Finish to save your settings and close the window.
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Verifying Settings

Click the KNetwork Manager icon on the Task bar to check your TCP/IP
properties. From the Options sub-menu, select Show Connection Information.

Figure 106 openSUSE 10.3: KNetwork Manager

. Disable Wireless a¢ KNetworkManager
|4 - Wired Devices
&4 Switch to Offline Mode [% Wired Network

T Show Connection Information... £ Dial-Up Connections
<, Configure... @, Options

When the Connection Status - KNetwork Manager window opens, click the
Statistics tab to see if your connection is working properly.

Figure 107 openSUSE: Connection Status - KNetwork Manager

® Connection Status - KNetworkManager

| [+] Device ﬁgddresse( 3 statistics l _

Received Transmitted
Bytes 2317441 841875
MBytes 2.2 0.8
Packets 3621 3140
Errors 0 0
Dropped 0 0
KBytes/s 0.0 0.0
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Pop-up Windows, JavaScripts
and Java Permissions

In order to use the web configurator you need to allow:

= Web browser pop-up windows from your device.
- JavaScripts (enabled by default).

- Java permissions (enabled by default).

Note: Internet Explorer 6 screens are used here. Screens for other Internet Explorer
versions may vary.

Internet Explorer Pop-up Blockers
You may have to disable pop-up blocking to log into your device.

Either disable pop-up blocking (enabled by default in Windows XP SP (Service
Pack) 2) or allow pop-up blocking and create an exception for your device’s IP
address.

Disable Pop-up Blockers

1 In Internet Explorer, select Tools, Pop-up Blocker and then select Turn Off
Pop-up Blocker.

Figure 108 Pop-up Blocker

Toals

Mail and Mews (|
Pop-up Blacker
Manage Add-ons. ..
Synchronize. ..
Windmaws Update

WWindows Messenger

—
:
I
1
|

Inkternet Options. ..

You can also check if pop-up blocking is disabled in the Pop-up Blocker section in
the Privacy tab.
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1

In Internet Explorer, select Tools, Internet Options, Privacy.

2 Clear the Block pop-ups check box in the Pop-up Blocker section of the screen.

3

This disables any web pop-up blockers you may have enabled.

Figure 109 Internet Options: Privacy

Internet Options

| General | Security Privacy | Content | Connections | Programs | Advanced

Settings
e Mowe the slider to select a privacy setting for the [ntermet
= ZOhE
Medium
- Blacks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cockies that uze personally identifiable
(- information without wour implicit conzent
- Restricts first-party cookies that uze perzonally identifiable
information without implicit conzent
I Sites... l [ Impot... ] [ Advanced...
Fop-up Blocker

@ Frevent most pop-up windows from appearing.

("] Block pop-ups

’ (] 4 ][ Cancel H Apply J

Click Apply to save this setting.

Enable Pop-up Blockers with Exceptions

1

Alternatively, if you only want to allow pop-up windows from your device, see the

following steps.

In Internet Explorer, select Tools, Internet Options and then the Privacy tab.
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2 Select Settings...to open the Pop-up Blocker Settings screen.

Figure 110 Internet Options: Privacy

Internet Options @B]

General | Security | Privacy | Content | Connections | Programs || Advanced |

Settings

o Maove the zlider to select a privacy zetting for the Internet

=8 zone
Medium
- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that uge perzonally identifiable

(. infarmation without your implicit consent
- Restricts firzt-party cookies that uze perzonally identifiable
infarmation without implicit consent
I Sites. .. l [ Impaoirt.. ] [ Advanced... I

Pop-up Blocker

= Prevent most pop-up windows fron appearing.
N E

Elock pop-ups

[ 0K ” Cancel ][ Apply ]

3 Type the IP address of your device (the web page that you do not want to have
blocked) with the prefix “http://”. For example, http://192.168.167.1.
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4 Click Add to move the IP address to the list of Allowed sites.

Figure 111 Pop-up Blocker Settings
Pop-up Blocker Settings

E sceptions

Pop-ups are currently blocked. vou can allow pop-ups fram specific
YWeb sites by adding the zite to the list below,

Address of Web site to allow:
| httpe/#192.168.1.1

Allowed sites;

4dd

Maotifications and Filter Level

Flay a zound when a pop-up is blocked.

Show Information Bar vwihen a pop-up iz blocked.
Filter Level:

| Medium: Block most automatic pop-ups w

Cloge

5 Click Close to return to the Privacy screen.

Fop-up Blocker FAQ

6 Click Apply to save this setting.

JavaScripts

If pages of the web configurator do not display properly in Internet Explorer, check
that JavaScripts are allowed.
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1

In Internet Explorer, click Tools, Internet Options and then the Security tab.

Figure 112 Internet Options: Security

General Security |F'rivac_l,J| Cnntentl Eonnectinnsl F'mgramsl .t’-‘-.dvancedl
Select a'Web content zone to specify itz security zettings.

® =& 0 @

Intermet Local intranet  Trusted sites Festricted
zites

Internet
Thiz zone containg all Web sites you Sier. |
haven't placed in ather zohes

— Security level for thiz zone
Maove the slider ta zet the security level for this 2one.
= | - Medium
- Safe browsing and stil functional
- Prompts before downloading potentially unzafe content
- Unzsigned Actives contrals will not be dawnloaded
- - -Appropriate for mogt Internet sites

< Cuztom Lesel. . i ) [Default Level |

0K | Cancel | Al |

2 Click the Custom Level... button.

3 Scroll down to Scripting.

4 Under Active scripting make sure that Enable is selected (the default).

5 Under Scripting of Java applets make sure that Enable is selected (the

default).
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6 Click OK to close the window.

Figure 113 Security Settings - Java Scripting

Setkings:
Scripking ﬂ
@ Active scripting

() Dizah
R
@ Allow paste operations via script
() Disable
() Enable

) Prompt
@ Scripting of Java applets

) Disable J
()} Prompt

fl L lmmu Auikbmm ki = bime, I _'ILI

—Reset cuskom settings

Reset ko IMedium j Reset |

Java Permissions

1 From Internet Explorer, click Tools, Internet Options and then the Security

tab.
2 Click the Custom Level... button.
3 Scroll down to Microsoft VM.

4 Under Java permissions make sure that a safety level is selected.
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5 Click OK to close the window.

Figure 114 Security Settings - Java

Security Settings iy

Settings:

2|

O Disable
{® Enable
[#% Font download
O Disable
{® Enable
O Prompt
E;] Microsaft Wi
@ Java permissions
O Cuskom
{ 2 T=able Tamws
(& High safety
O Low safety

=

—Reset cuskom sethings

Reset to: |Medium

JAVA (Sun)

1 From Internet Explorer, click Tools, Internet Options and then the Advanced

tab.

2 Make sure that Use Java 2 for <applet> under Java (Sun) is selected.
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3 Click OK to close the window.

Figure 115 Java (Sun)

Settings:

O Use inline AutaComplete

[0 Use Passive FTP [for firewall and DSL modem compatibility]
Use smoath scralling

&1 HTTP 1.1 sattings

Use HTTP 1.1

[ Use HTTP 1.1 through prowy connections

éﬁé Java [Sun
TR Use Java 2+1.41_07 for <applel@
t_] Microsait Pt

[0 Java console enabled [requires restart]

O Java logging enabled

JIT compiler for virtual machine enabled [requires restart)
8 Multimedia

O Ahways show Intermet Explorer (5.0 or later] Radio toolbar
[0 Don't display online media content in the media bar

Enable Automatic Image Resizing _ILI
4] | »

Bestore Defaults |

Generall Securityl F'rivacyl Eontentl Cnnneclionsl Programsz Advanced

QK I Cancel | Spply

Mozilla Firefox

Mozilla Firefox 2.0 screens are used here. Screens for other versions may vary.

You can enable Java, Javascripts and pop-ups in one screen. Click Tools, then

click Options in the screen that appears.

Figure 116 Mozilla Firefox: TOOLS > Options

Help

wWeh Search Chrl+E

Downloads Chrl+3
add-ons

wieb Developer L4
Error Consale

adblock Plus. .. Chrl+5Shift+a
Page Info

% FireFTR
Clear Private Data. .. Cerl+Shift+Del
' Tab Mix Plus Options

71 Session Manager L4
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Click Content.to show the screen below. Select the check boxes as shown in the

following screen.

Figure 117 Mozilla Firefox Content Security

o )]

e

Q‘ Iﬁ o

Feeds  Privacy  Security  Advanced

Tain Tabs

~—

/r;{glnck pop-up windows Exceptions. .. |
V¥ Load images automatically Exceptions... |
¥ Enable Javascript Advanced. .. |

\W Enable Java

~ Fonks & Colars
Default Fant: | Times Mew Roman j Size: I 16 j Advanced. .. |

Colors, ., |
~ File Types
Configure how Firefox handles certain bypes of files Manage... |

QK I Cancel Help
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IP Addresses and Subnetting

This appendix introduces IP addresses and subnet masks.

IP addresses identify individual devices on a network. Every networking device
(including computers, servers, routers, printers, etc.) needs an IP address to
communicate across the network. These networking devices are also known as
hosts.

Subnet masks determine the maximum number of possible hosts on a network.
You can also use subnet masks to divide one network into multiple sub-networks.

Introduction to IP Addresses

One part of the IP address is the network number, and the other part is the host
ID. In the same way that houses on a street share a common street name, the
hosts on a network share a common network number. Similarly, as each house
has its own house number, each host on the network has its own unique
identifying number - the host ID. Routers use the network number to send packets
to the correct network, while the host ID determines to which host on the network
the packets are delivered.

Structure

An IP address is made up of four parts, written in dotted decimal notation (for
example, 192.168.100.1). Each of these four parts is known as an octet. An octet
is an eight-digit binary number (for example 11000000, which is 192 in decimal
notation).

Therefore, each octet has a possible range of 00000000 to 11111111 in binary, or
0 to 255 in decimal.
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The following figure shows an example IP address in which the first three octets
(192.168.1) are the network number, and the fourth octet (16) is the host ID.

Figure 118 Network Number and Host ID
192.168.1.16
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How much of the IP address is the network number and how much is the host ID
varies according to the subnet mask.

Subnet Masks

230

A subnet mask is used to determine which bits are part of the network number,
and which bits are part of the host ID (using a logical AND operation). The term
“subnet” is short for “sub-network”.

A subnet mask has 32 bits. If a bit in the subnet mask is a “1” then the
corresponding bit in the IP address is part of the network number. If a bit in the
subnet mask is “0” then the corresponding bit in the IP address is part of the host

ID.

The following example shows a subnet mask identifying the network number (in
bold text) and host ID of an IP address (192.168.1.2 in decimal).

Table 71 IP Address Network Number and Host ID Example
1ST OCTET: | 2ND OCTET: | 3RD OCTET: |4TH OCTET
(192) (168) 1) 2
IP Address (Binary) 11000000 10101000 00000001 00000010
Subnet Mask (Binary) 11111121 11211221 |11111211 | 00000000
Network Number 11000000 |10101000 |00000001
Host ID 00000010
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By convention, subnet masks always consist of a continuous sequence of ones
beginning from the leftmost bit of the mask, followed by a continuous sequence of
zeros, for a total number of 32 bits.

Subnet masks can be referred to by the size of the network number part (the bits
with a “1” value). For example, an “8-bit mask” means that the first 8 bits of the
mask are ones and the remaining 24 bits are zeroes.

Subnet masks are expressed in dotted decimal notation just like IP addresses. The
following examples show the binary and decimal notation for 8-bit, 16-bit, 24-bit

and 29-bit subnet masks.

Table 72 Subnet Masks

BINARY
1ST 2ND 3RD 4TH DECIMAL
OCTET OCTET OCTET OCTET
8-bit mask 11111111 00000000 00000000 00000000 255.0.0.0
16-bit mask | 11111111 | 11111111 | 00000000 | 00000000 |255.255.0.0
24-bit mask 11111111 11111111 11111111 00000000 255.255.255.0
29-bit mask 11111111 11111111 11111111 11111000 255.255.255.248

Network Size

The size of the network number determines the maximum number of possible
hosts you can have on your network. The larger the number of network number
bits, the smaller the number of remaining host ID bits.

An IP address with host IDs of all zeros is the IP address of the network
(192.168.1.0 with a 24-bit subnet mask, for example). An IP address with host
IDs of all ones is the broadcast address for that network (192.168.1.255 with a
24-bit subnet mask, for example).

As these two IP addresses cannot be used for individual hosts, calculate the
maximum number of possible hosts in a network as follows:

Table 73 Maximum Host Numbers

SUBNET MASK HOST ID SIZE DA MM NUMBER
8 bits 255.0.0.0 24 bits 224 _2 16777214

16 bits | 255.255.0.0 16 bits 216 _2 65534

24 bits 255.255.255.0 8 bits 28_2 254

29 bits | 255.255.255.248 3 bits 232 6
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