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About This User's Guide

About This User's Guide

Intended Audience

This manual is intended for people who want to configure the NBG4615 using the
Web Configurator. You should have at least a basic knowledge of TCP/IP
networking concepts and topology.

Tips for Reading User’s Guides On-Screen
When reading a ZyXEL User’s Guide On-Screen, keep the following in mind:

< If you don’t already have the latest version of Adobe Reader, you can download
it from http://www.adobe.com.

- Use the PDF’s bookmarks to quickly navigate to the areas that interest you.
Adobe Reader’s bookmarks pane opens by default in all ZyXEL User’s Guide
PDFs.

< If you know the page number or know vaguely which page-range you want to
view, you can enter a number in the toolbar in Reader, then press [ENTER] to
jump directly to that page.

- Type [CTRL]+[F] to open the Adobe Reader search utility and enter a word or
phrase. This can help you quickly pinpoint the information you require. You can
also enter text directly into the toolbar in Reader.

< To quickly move around within a page, press the [SPACE] bar. This turns your
cursor into a “hand” with which you can grab the page and move it around freely
on your screen.

< Embedded hyperlinks are actually cross-references to related text. Click them to
jump to the corresponding section of the User’s Guide PDF.

Related Documentation
e Quick Start Guide

The Quick Start Guide is designed to help you get your NBG4615 up and running
right away. It contains information on setting up your network and configuring
for Internet access.

e Supporting Disc

The embedded Web Help contains descriptions of individual screens and
supplementary information.

e Support Disc

Refer to the included CD for support documents.
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About This User's Guide

Documentation Feedback
Send your comments, questions or suggestions to: techwriters@zyxel.com.tw
Thank you!

The Technical Writing Team, ZyXEL Communications Corp.,
6 Innovation Road |1, Science-Based Industrial Park, Hsinchu, 30099, Taiwan.

Need More Help?

More help is available at www.zyxel.com.
surronnavownsonos. [ pamm |

Download Library ¥ Firmware

Knowledge Base Software

Glossary Driver

Support & Feedback Datasheet

Warranty Information Tech Doc Overview

ZyXEL Windows Vista Support User's Guide

Forum Quick start guide

ICLI Reference Guide

= Download Library

Search for the latest product updates and documentation from this link. Read
the Tech Doc Overview to find out how to efficiently use the User Guide, Quick
Start Guide and Command Line Interface Reference Guide in order to better
understand how to use your product.

= Knowledge Base

If you have a specific question about your product, the answer may be here.
This is a collection of answers to previously asked questions about ZyXEL
products.

e Forum

This contains discussions on ZyXEL products. Learn from others who use ZyXEL
products and share your experiences as well.
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Customer Support

Should problems arise that cannot be solved by the methods listed above, you
should contact your vendor. If you cannot contact your vendor, then contact a
ZyXEL office for the region in which you bought the device.

See http://www.zyxel.com/web/contact_us.php for contact information. Please
have the following information ready when you contact an office.

e Product model and serial number.
e Warranty Information.

« Date that you received your device.
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Document Conventions

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this User’s Guide.

Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may

need to configure or helpful tips) or recommendations.

Syntax Conventions

The NBG4615 may be referred to as the “NBG4615”, the “device”, the “product”
or the “system” in this User’s Guide.

Product labels, screen names, field labels and field choices are all in bold font.

A key stroke is denoted by square brackets and uppercase text, for example,
[ENTER] means the “enter” or “return” key on your keyboard.

“Enter” means for you to type one or more characters and then press the
[ENTER] key. “Select” or “choose” means for you to use one of the predefined
choices.

A right angle bracket ( = ) within a screen name denotes a mouse click. For
example, Maintenance > Log > Log Setting means you first click
Maintenance in the navigation panel, then the Log sub menu and finally the
Log Setting tab to get to that screen.

Units of measurement may denote the “metric” value or the “scientific” value.
For example, “k” for kilo may denote “1000” or “1024”, “M” for mega may
denote “1000000” or “1048576” and so on.

“e.g.,” is a shorthand for “for instance”, and “i.e.,” means “that is” or “in other
words”.
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Icons Used in Figures

Figures in this User’s Guide may use the following generic icons. The NBG4615
icon is not an exact representation of your device.

NBG4615

Computer

Notebook computer

Server

Telephone

Switch
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Safety Warnings

Safety Warnings

= Do NOT use this product near water, for example, in a wet basement or near a swimming
pool.

= Do NOT expose your device to dampness, dust or corrosive liquids.
= Do NOT store things on the device.

= Do NOT install, use, or service this device during a thunderstorm. There is a remote risk
of electric shock from lightning.

= Connect ONLY suitable accessories to the device.

= Do NOT open the device or unit. Opening or removing covers can expose you to
dangerous high voltage points or other risks. ONLY qualified service personnel should
service or disassemble this device. Please contact your vendor for further information.

= Make sure to connect the cables to the correct ports.

= Place connecting cables carefully so that no one will step on them or stumble over them.

= Always disconnect all cables from this device before servicing or disassembling.

= Use ONLY an appropriate power adaptor or cord for your device.

= Connect the power adaptor or cord to the right supply voltage (for example, 110V AC in
North America or 230V AC in Europe).

= Do NOT allow anything to rest on the power adaptor or cord and do NOT place the
product where anyone can walk on the power adaptor or cord.

= Do NOT use the device if the power adaptor or cord is damaged as it might cause
electrocution.

= If the power adaptor or cord is damaged, remove it from the power outlet.

= Do NOT attempt to repair the power adaptor or cord. Contact your local vendor to order a
new one.

= Do not use the device outside, and make sure all the connections are indoors. There is a
remote risk of electric shock from lightning.

= Do NOT obstruct the device ventilation slots, as insufficient airflow may harm your
device.

= Antenna Warning! This device meets ETSI and FCC certification requirements when using
the included antenna(s). Only use the included antenna(s).

= If you wall mount your device, make sure that no electrical lines, gas or water pipes will
be damaged.

N
stands for Waste Electronics and Electrical Equipment. It means that used electrical }b‘

and electronic products should not be mixed with general waste. Used electrical and
electronic equipment should be treated separately.

Your product is marked with this symbol, which is known as the WEEE mark. WEEE iﬂi
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Introduction

1.1 Overview

This chapter introduces the main features and applications of the NBG4615.

The NBG4615 extends the range of your existing wired network without additional
wiring, providing easy network access to mobile users. You can set up a wireless
network with other IEEE 802.11b/g/n compatible devices.

A range of services such as a firewall and content filtering are also available for
secure Internet computing.

™
Note: Be sure to install the ZyXEL NetUSB Share Center Utility (for NetUSB
functionality) from the included disc, or download the latest version from the
zyxel.com website.

1.2 Applications

Your can create the following networks using the NBG4615:

< Wired. You can connect network devices via the Ethernet ports of the NBG4615
so that they can communicate with each other and access the Internet.

e Wireless. Wireless clients can connect to the NBG4615 to access network
resources.

 WAN. Connect to a broadband modem/router for Internet access.

< WPS. Create an instant network connection with another WPS-compatible
device, sharing your network connection with it.

e NetUSB. The NBG4615 allows you to connect a USB device (such as printer,
scanner, or portable hard disk) directly to the USB port and then share that
device over the Internet. You can also connect a USB to the NBG4615, which
can then share up to 3 additional USB devices with the rest of your personal
home network.
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1.3 Ways to Manage the NBG4615

Use any of the following methods to manage the NBG4615.

< WPS (Wi-Fi Protected Setup). You can use the WPS button or the WPS section of
the Web Configurator to set up a wireless network with your ZyXEL Device.

< Web Configurator. This is recommended for everyday management of the
NBG4615 using a (supported) web browser.

1.4 Good Habits for Managing the NBG4615

Do the following things regularly to make the NBG4615 more secure and to
manage the NBG4615 more effectively.

< Change the password. Use a password that’s not easy to guess and that consists
of different types of characters, such as numbers and letters.

< Write down the password and put it in a safe place.

 Back up the configuration (and make sure you know how to restore it).
Restoring an earlier working configuration may be useful if the device becomes
unstable or even crashes. If you forget your password, you will have to reset the
NBG4615 to its factory default settings. If you backed up an earlier
configuration file, you would not have to totally re-configure the NBG4615. You
could simply restore your last configuration.

1.5 LEDs

Figure 1 Front Panel

(¢ C e e G ( R
l | [ |
T
LAN 1-4 WAN UusB 1-2
Power WLAN/WPS
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The following table describes the LEDs and the WPS button.

Table 1 Front panel LEDs and WPS button

LED

COLOR

STATUS

DESCRIPTION

Power

Green

On

The NBG4615 is receiving power and functioning
properly.

Off

The NBG4615 is not receiving power.

LAN 1-4

Green

On

The NBG4615’s LAN connection is ready.

Blinking

The NBG4615 is sending/receiving data through
the LAN with a 10/100Mbps transmission rate.

Amber

Blinking

The NBG4615 is sending/receiving data through
the LAN with a 1000Mbps transmission rate.

Off

The LAN connection is not ready, or has failed.

WAN

Green

On

The NBG4615’s WAN connection is ready.

Blinking

The NBG4615 is sending/receiving data through
the WAN with a 10/100Mbps transmission rate.

Amber

Blinking

The NBG4615 is sending/receiving data through
the WAN with a 1000Mbps transmission rate.

Off

The WAN connection is not ready, or has failed.

WLAN/WPS

Green

On

The NBG4615 is ready, but is not sending/
receiving data through the wireless LAN.

Blinking

The NBG4615 is sending/receiving data through
the wireless LAN.

The NBG4615 is negotiating a WPS connection
with a wireless client.

Off

The wireless LAN is not ready or has failed.

USB 1-2

Green

On

The NBG4615 has a USB device installed.

Blinking

The NBG4615 is transmitting and/or receiving
data from routers through an installed USB
device.

Off

There is no USB device connected to the
NBG4615.
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The WPS Button

2.1 Overview

Your NBG4615 supports WiFi Protected Setup (WPS), which is an easy way to set
up a secure wireless network. WPS is an industry standard specification, defined
by the WiFi Alliance.

WPS allows you to quickly set up a wireless network with strong security, without
having to configure security settings manually. Each WPS connection works
between two devices. Both devices must support WPS (check each device’s
documentation to make sure).

Depending on the devices you have, you can either press a button (on the device
itself, or in its configuration utility) or enter a PIN (a unique Personal Identification
Number that allows one device to authenticate the other) in each of the two
devices. When WPS is activated on a device, it has two minutes to find another
device that also has WPS activated. Then, the two devices connect and set up a
secure network by themselves.

For more information on using WPS, see Section 13.2 on page 111.
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ZyXEL NetUSB Share Center
Utility

3.1 Overview

The ZyXEL NetUSB Share Center Utility allows you to work with the USB devices
that are connected directly to the NBG4615 as if they are connected directly to
your computer. This allows you to easily share USB-based devices such as
printers, scanners, portable hard disks, MP3 players, faxes, and digital cameras
(to name a few) with all the other people in your home or office as long as they
are connected to the NBG4615 and have the ZyXEL NetUSB Share Center Utility
installed.

Note: Be sure to install the ZyXEL NetUSB Share Center Utility (for NetUSB
functionality) from the included disc, or download the latest version from the
zyxel.com website.

Figure 2 Example of NetUSB
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In this example, a USB printer, fax machine, and scanner are all connected to a
USB hub. The hub is in turn connected directly to the NBG4615. Any computer
with a ZyXEL NetUSB Share Center Utility installed on it and which is connected to
the NBG4615’s LAN ports can access these devices.

Note: A USB hub attached to the NBG4615 requires its own power adapter.

3.1.1 Quick Setup

This section shows you how to get started using the ZyXEL NetUSB Share Center
Utility.

Install the ZyXEL NetUSB Share Center Utility on each computer connected to the
NBG4615.

Connect a USB device to the USB port on the NBG4615.

Note: If you are connecting multiple devices to the NBG4615, first connect a USB hub
to the NBG4615 then connect your other USB devices to it.

Run the ZyXEL NetUSB Share Center Utility to display a list of all connected USB
devices, then use it to connect your computer to them.

3.1.2 Installing ZyXEL NetUSB Share Center Utility

28

Before you can access USB devices connected to the NBG4615, you must first
install the ZyXEL NetUSB Share Center Utility on any computer on your LAN to
which you want to allow access to these devices.

Note: In order to properly use the utility with your NBG4615, ensure that the
NBG4615 firmware is version v1.00(BWQ.0) or higher. See Chapter 28 on page
230 for information on updating your device’s firmware.

To install the ZyXEL NetUSB Share Center Utility:

Insert the disc that came with your NBG4615 into your computer’s disc drive.

Run the Setup program by double-clicking it and then follow the on-screen
instructions for installing it on your computer.

Note: The following operating systems are supported: Windows XP/Vista/7 (32 and
64-bit versions).
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3 To open the ZyXEL NetUSB Share Center Utility, double-click its system tray icon.

EANG 0% ¢ V% - 1038

3.2 The ZyXEL NetUSB Share Center Utility

This section describes the ZyXEL NetUSB Share Center Utility main window.

Figure 3 ZyXEL NetUSB Share Center Utility Main Window
System Tools Help

k5 ? &l &
v
a — 00 o &
Auto-Connect Connect Network
Printer Scanner

0 NBG4615-192.168.2.1

)
&ﬁl Printer - EPSON - USB2.0 Printer (Hi-speed) JEEDERe g o= huta

-@ Mass Storage - USBest Technology - USB Mass Storage Device

< | >

3.2.1 The Menus

This section describes the utility’s menus.

Figure 4 ZyXEL NetUSB Share Center Utility Menus

System Tools Help “ -
Exit Configuration. .. About.., F 1
) ) Auto-Cannect
Auto-Connect Printer List Printer

+ Set Auto-Connect Printer
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3.2.2 The Share Center Configuration Window

This section describes the utility’s configuration window, which allows you to set
certain options for the utility. These options do not apply to the USB devices
connected to the NBG4615.

You can open it by clicking the Tools > Configuration menu command.

Figure 5 ZyXEL NetUSB Share Center Utility Configuration Window

Bazic

Language

automatically execute when logging on windows

Chinese Traditional
Chineze Simplified
Deutzch

Mote : Language setting will take effect on nest execution

k. I L Cancel J

The following table describes the labels in this window.

Table 2 ZyXEL NetUSB Share Center Utility Configuration Window

30

LABEL DESCRIPTION

Basic Select this to run the utility automatically when you log into or
start up Windows.

Language Select a language for the ZyXEL NetUSB Share Center Utility. You
must restart the utility for the change to take effect.

OK Click this to save your changes and close the window.

Cancel Click this cancel to close the window without saving.

Apply Click this to save your changes without closing the window.
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3.2.3 The Auto-Connect Printer List Window

This section describes the utility’s auto-connect printer list window. You can open
it by clicking the Tools > Auto-Connect Printer List menu command.

Figure 6 ZyXEL NetUSB Share Center Utility Auto-Connect Printer List Window

Server IP & Printer Mame

X

Windows Printer M ame

Cloze

The following table describes the labels in this screen.

Table 3 ZyXEL NetUSB Share Center Utility Auto-Connect Printer List Window

LABEL DESCRIPTION
Server IP & Printer Displays a list of print server IPs and printer names connected to
Name this NBG4615.

Windows Printer

Displays a corresponding list of Windows printer names connected

Name to this devices listed in the other list.
Delete Select an printer from the list and click this to remove it.
Close Click this to close the window.

3.3 Manually Connecting to USB Devices

This example shows you how to connect to a USB device over your NBG4615
network. Makes sure that you have first installed the ZyXEL NetUSB Share Center
Utility on the computer to which you want to connect the USB devices.

Note: If you do this with a USB printer but do not yet have the print driver installed you
will be prompted to install one by the Windows New Hardware Wizard.

NBG4615 User’'s Guide

31




Chapter 3 ZyXEL NetUSB Share Center Utility

1

2

Connect a USB device to the NBG4615.

= =

on on
o Wes: SE
“’D EFF RKE’I‘ETJ. - G W - J el CQF qv
WLAN LAN4 LANZ LANZ2 LAN1 WAN DCIN POWER
I—— T

In the ZyXEL NetUSB Share Center Utility, select the device and click

Connect.

System Tools Help

ﬁ' = Oo &2 69 <

Connect

@ NBG46I5 - 19216821

e i Mass Storage - USBest Technology - USB Mass Storage Device
0 ay ge

Device Type : Mass Stotage  Manufacturer : USBest Technology Product : USE Mass Store
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3 The device mounts on your system.
File Edt View Favorites Tools Help

) @- J‘ /.-'=seaﬂ:h [ Foiders | [13]~ i) Folder Sync

fddress | i My Computer

Name 'I'-rpe Total Sizs FreeSpwe Comments

System Tasks Files Stored on This Computer

@ Wiew system information

__JShared Documents  File Folder
b Add or remove programs

D- Change a setting __Hard Disk Drives

<o TyMEL (C1) Local Disk 37.2GB 26,1 GB
Other Places S ZyDATA (D) Local Dick IT2GE 34.9G8

\j My Metwork Places _ Devices with Removable Storage
&) My Documents

b shered et J 3% Floppy (n2) 3%4-Inch Floppy Disk
I e uments -

=1 L Urnve ] L Drive
B Control Pane! S LUNTITLED (F:) Removable Disk

Metwork Drives
Details g
22 Tw-Sharing on ‘...  Metwork Drive 31.2GB 6.96 GB
My Computer
System Folder

3.4 Automatically Connecting to a USB Printer

This example shows you how to set your computer to automatically connect to a
shared USB printer over your NBG4615 network each time you log into your
computer. Makes sure that you have first installed the ZyXEL NetUSB Share Center
Utility.

1 Connect a USB printer to the NBG4615.

ON

P A2 A e e N ) <[ o

WLAN LANS LAN3 LAN2 LAN1 WAN DCIN POWER

NBG4615 User’'s Guide 33




Chapter 3 ZyXEL NetUSB Share Center Utility

34

2 Open the ZyXEL NetUSB Sharing Center Utility on the computer that you want

to use to connect to the printer.

System Tools Help

¢ B F 2P L

Auto-Connect Connect Network
Printer Scanner
> NBG4B15-132160.21

\
fee '3 Printer - EPSON - USB2.0 Printer (Hi-speed) [ENane neets ai

@ Mass Storage - USBest Technology - USB Mass Storage Device

<] >

Click the Connect button. You may be prompted to install a printer driver or to

configure other settings.

Printer from the menu.

Finally, click the Auto-Connect Printer menu and select Set Auto-Connect
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Connection Wizard

4.1 Overview

This chapter provides information on the wizard setup screens in the Web
Configurator.

The Web Configurator’s wizard setup helps you configure your device to access the
Internet. Refer to your ISP for your Internet account information. Leave a field
blank if you don’t have that information.

4.2 Accessing the Wizard

Launch your web browser and type "http://192.168.1.1" as the website address.
Type "1234" (default) as the password and click Login.

Note: The Wizard appears when the NBG4615 is accessed for the first time or when
you reset the NBG4615 to its default factory settings.

The Wizard screen opens. Choose your Language and click Connect to
Internet.

Figure 7 Welcome

K eazy 123

router and connecting to the Internet
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4.3 Connect to Internet

36

The NBG4615 offers five Internet connection types. They are Static 1P, DHCP,
PPPoOE, PPTP or L2TP. The wizard attempts to detect which WAN connection type
you are using.

Figure 8 Detecting your Internet Connection Type

Connect to Internet
1

tecting your Internet connection type

If the wizard does not detect a connection type, you must select one from the
drop-down list box. Check with your ISP to make sure you use the correct type.

Note: If you get an error message, check your hardware connections. Make sure your
Internet connection is up and running.

The following screen depends on your Internet connection type. Enter the details
provided by your Internet Service Provider (ISP) in the fields (if any).

Figure 9 Internet Connection Type

Connect to Internet

1

Internet Connection Type: DHCP |

connection type is DHCF, it means the Internet

to continue

Your NBG4615 detects the following Internet Connection type.

Table 4 Internet Connection Type

CONNECTION

TYPE DESCRIPTION

Static IP Select the Static IP if an administrator assigns the IP address of
your computer.

DHCP Select the DHCP (Dynamic Host Configuration Protocol) option
when the WAN port is used as a regular Ethernet.
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Table 4 Internet Connection Type (continued)

CONNECTION

TYPE DESCRIPTION

PPPOE Select the PPPOE (Point-to-Point Protocol over Ethernet) option for
a dial-up connection.

PPTP Select the PPTP (Point-to-Point Tunneling Protocol) option for a
dial-up connection, and your ISP gave you an IP address and/or
subnet mask.

L2TP Select the L2TP (Layer 2 Tunnel Protocol) if you are connecting to
another device over another network (like the Internet or VPN).

4.3.1 Connection Type: DHCP

Choose DHCP as the Internet Connection Type when the WAN port is used as a
regular Ethernet. Click Next.

Figure 10 Internet Connection Type: DHCP

Connect to Internet
1

Internet Connection Type: DHCR -
all - connectio 5D

:P, it means the Internet

vt t0 continue

Note: If you get an error screen after clicking Next, you might have selected the
wrong Internet Connection type. Click Back, make sure your Internet
connection is working and select the right Connection Type. Contact your ISP if
you are not sure of your Internet Connection type.
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4.3.2 Connection Type: Static IP

Choose Static IP as the Internet Connection Type if your ISP assigned an IP
address for your Internet connection. Click Next.

Figure 11 Internet Connection Type: Static IP

Connect to Internet
1

Internet Connection Type:

2 inforrmation pre

IP Address:
Subnet Mask:
Default Gateway:
Primary DNS:
Secondary DNS:

stac o -}

and complete the

The following table describes the labels in this screen.

Table 5 Internet Connection Type: Static IP

LABEL

DESCRIPTION

Internet Connection
Type

Select the Static IP option.

IP Address

Enter the IP address provided by your ISP.

Subnet Mask

Enter the IP subnet mask in this field.

Default Gateway

Enter the gateway IP address in this field.

Primary DNS

DNS (Domain Name System) is for mapping a domain name to
its corresponding IP address and vice versa. The DNS server is
extremely important because without it, you must know the IP
address of a computer before you can access it. The NBG4615
uses a system DNS server (in the order you specify here) to
resolve domain names for DDNS and the time server.

Enter the primary DNS server's IP address in the fields provided.

Secondary DNS

Enter the secondary DNS server's IP address in the fields
provided.

Exit Click this to close the wizard screen without saving.
Back Click this to return to the previous screen.
Next Click this to continue.

4.3.3 Connection Type: PPPoE

38

Point-to-Point Protocol over Ethernet (PPPoE) functions as a dial-up connection.
PPPoOE is an IETF (Internet Engineering Task Force) standard specifying how a host
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personal computer interacts with a broadband modem (for example DSL, cable,
wireless, etc.) to achieve access to high-speed data networks.

For the service provider, PPPOE offers an access and authentication method that
works with existing access control systems (for instance, RADIUS).

One of the benefits of PPPOE is the ability to let end users access one of multiple
network services, a function known as dynamic service selection. This enables the
service provider to easily create and offer new IP services for specific users.

Operationally, PPPoE saves significant effort for both the subscriber and the ISP/
carrier, as it requires no specific configuration of the broadband modem at the
subscriber’s site.

By implementing PPPoOE directly on the NBG4615 (rather than individual
computers), the computers on the LAN do not need PPPoE software installed,
since the NBG4615 does that part of the task. Furthermore, with NAT, all of the
LAN's computers will have Internet access.

Figure 12 Internet Connection Type: PPPoE
Connect to Internet
1

Internet Connection Type: PEFOE |

e informatio 5 3 O 1 complete the

@Dynamic IP ®Static IP

IP Address: 0.0.0.0
User Name: OppoE User
Password: RS

The following table describes the labels in this screen.

Table 6 Internet Connection Type: PPPoE

LABEL DESCRIPTION

Internet Select the PPPOE option for a dial-up connection.

Connection

Type

Dynamic IP Select this radio button if your ISP did not assign you a fixed IP address.

Static IP Select this radio button, provided by your ISP to give the NBG4615 a
fixed, unique IP address.

IP Address Type the name of your service provider.

User Name Type the user name given to you by your ISP.

Password Type the password associated with the user name above.

Exit Click this to close the wizard screen without saving.
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Table 6 Internet Connection Type: PPPoOE (continued)

LABEL DESCRIPTION
Back Click this to return to the previous screen.
Next Click this to continue.

4.3.4 Connection Type: PPTP

40

Point-to-Point Tunneling Protocol (PPTP) is a network protocol that enables
transfers of data from a remote client to a private server, creating a Virtual Private
Network (VPN) using TCP/IP-based networks.

PPTP supports on-demand, multi-protocol, and virtual private networking over
public networks, such as the Internet.

Refer to the appendix for more information on PPTP.
The NBG4615 supports one PPTP server connection at any given time.

Figure 13 Internet Connection Type: PPTP
Connect to Internet
1

Internet Connection Type: PETRE  «|

e Information pro g} complete the

®Dynamic IP DStatic IP

PPTP Address: Ty et
PPTP Subnet Mask: 2852552550
PPTP Gateway IP Address: 17201254
PPTP Server IP Address: o e
User Name: nptp User
Password: R

The following table describes the fields in this screen

Table 7 Internet Connection Type: PPTP
LABEL DESCRIPTION

Internet Select PPTP from the drop-down list box. To configure a PPTP client,
Connection Type | you must configure the User Name and Password fields for a PPP
connection and the PPTP parameters for a PPTP connection.

Dynamic IP Select this radio button if your ISP did not assign you a fixed IP
address.
Static IP Select this radio button, provided by your ISP to give the NBG4615 a

fixed, unique IP address.

PPTP Address Type the (static) IP address assigned to you by your ISP.

PPTP Subnet Type the subnet mask assigned to you by your ISP (if given).
Mask
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Table 7 Internet Connection Type: PPTP (continued)

LABEL DESCRIPTION

PPTP Gateway IP | Type the gateway IP address of the PPTP server.

Address

PPTP Server IP Type the server IP address of the PPTP server.

Address

User Name Type the user name given to you by your ISP.

Password Type the password associated with the User Name above.
Exit Click this to close the wizard screen without saving.

Back Click this to return to the previous screen.

Next Click this to continue.

4.3.5 Connection Type: L2TP

The Layer 2 Tunneling Protocol (L2TP) works at layer 2 (the data link layer) to
tunnel network traffic between two peer devices over another network (like the
Internet).

Figure 14 Internet Connection Type: L2TP

Connect to Internet
1

Internet Connection Type: L2TF

the information JCe Proy d complete the

®Dynamic IP @Static IP

L2TP Address:

L2TP Subnet Mask:

L2TP Gateway IP Address: 172.1.1.254
L2TP Server IP Address: 172.1.1.254
User Name:

Password:

The following table describes the fields in this screen

Table 8 Internet Connection Type: L2TP

LABEL DESCRIPTION

Internet Select L2TP from the drop-down list box.

Connection Type

Dynamic IP Select this radio button if your ISP did not assign you a fixed IP
address.

Static IP Select this radio button, provided by your ISP to give the NBG4615 a

fixed, unique IP address.

L2TP Address Type the (static) IP address assigned to you by your ISP.

L2TP Subnet Type the subnet mask assigned to you by your ISP (if given).
Mask
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Table 8 Internet Connection Type: L2TP (continued)

LABEL DESCRIPTION

L2TP Gateway IP | Type the gateway IP address of the L2TP server.

Address

L2TP Server IP Type the server IP address of the L2TP server.

Address

User Name Type the user name given to you by your ISP.

Password Type the password associated with the User Name above.
Exit Click this to close the wizard screen without saving.

Back Click this to return to the previous screen.

Next Click this to continue.

The NBG4615 connects to the Internet.

Figure 15 Connecting to the Internet

Connect to Internet
1

cting to the Internet

Note: If the Wizard successfully connects to the Internet, it proceeds to the next step.
If you get an error message, go back to the previous screen and make sure you
have entered the correct information provided by your ISP.
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4.4 Router Password

Change the login password in the following screen. Enter the new password and
retype it to confirm. Click Next to proceed with the Wireless Security screen.

Figure 16 Router Password

efault one

Password:

Verify Password:

4.5 Wireless Security

Configure Wireless Settings. Configure the wireless network settings on your
NBG4615 in the following screen. The fields that show up depend on the kind of
security you select.

4.5.1 Wireless Security: No Security

Choose No Security in the Wireless Security screen to let wireless devices within
range access your wireless network.

Figure 17 Wireless Security: No Security

Wir

Wireless Network Name (SSID): [N
Security mode: [ 1o Security - |
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The following table describes the labels in this screen.

Table 9 Wireless Security: No Security

LABEL DESCRIPTION

Wireless Enter a descriptive name (up to 32 printable 7-bit ASCII characters) for the

Network wireless LAN.

Name o ] )

(SSID) If you change this field on the NBG4615, make sure all wireless stations
use the same SSID in order to access the network.

Security Select a Security level from the drop-down list box.

mode
Choose No Security to have no wireless LAN security configured. If you do
not enable any wireless security on your NBG4615, your network is
accessible to any wireless networking device that is within range.

Exit Click this to close the wizard screen without saving.

Back Click this to return to the previous screen.

Next Click this to continue.

4.5.2 Wireless Security: WPA-PSK/WPA2-PSK

44

Security mode:

Choose WPA-PSK or WPA2-PSK security in the Wireless Security screen to set
up a password for your wireless network.

Figure 18 Wireless Security: WPA-PSK/WPA2-PSK

h one of the f

Wireless Network Name (SSID): [EARSES

[Frrrer ]

Verty pasoard: _

Verify Password:
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The following table describes the labels in this screen.

Table 10 Wireless Security: WPA-PSK/WPA2-PSK

LABEL DESCRIPTION

Wireless Enter a descriptive name (up to 32 printable 7-bit ASCII characters) for the

Network wireless LAN.

Name o ] )

(SSID) If you change this field on the NBG4615, make sure all wireless stations
use the same SSID in order to access the network.

Security Select a Security level from the drop-down list box.

mode

Choose WPA-PSK or WPA2-PSK security to configure a Pre-Shared Key.
Choose this option only if your wireless clients support WPA-PSK or WPA2-
PSK respectively.

Wireless Type from 8 to 63 case-sensitive ASCII characters. You can set up the most
password secure wireless connection by configuring WPA in the wireless LAN screens.
Verify Retype the password to confirm.

Password

Exit Click this to close the wizard screen without saving.

Back Click this to return to the previous screen.

Next Click this to continue.

Congratulations! Open a web browser, such as Internet Explorer, to visit your
favorite website.

Note: If you cannot access the Internet when your computer is connected to one of
the NBG4615’s LAN ports, check your connections. Then turn the NBG4615
off, wait for a few seconds then turn it back on. If that does not work, log in to
the web configurator again and check you have typed all information correctly.
See the User’s Guide for more suggestions.

Figure 19 Congratulations

" management tool ever!

You can also click GO to open the Easy Mode Web Configurator of your NBG4615.
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You have successfully set up your NBG4615 to operate on your network and
access the Internet. You are now ready to connect wirelessly to your NBG4615

and access the Internet.
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Introducing the Web
Configurator

5.1 Overview

This chapter describes how to access the NBG4615 Web Configurator and provides
an overview of its screens.

The Web Configurator is an HTML-based management interface that allows easy
setup and management of the NBG4615 via Internet browser. Use Internet
Explorer 6.0 and later versions, Mozilla Firefox 3 and later versions, or Safari 2.0
and later versions. The recommended screen resolution is 1024 by 768 pixels.

In order to use the Web Configurator you need to allow:

= Web browser pop-up windows from your device. Web pop-up blocking is enabled
by default in Windows XP SP (Service Pack) 2.

- JavaScript (enabled by default).

- Java permissions (enabled by default).

Refer to the Troubleshooting chapter (Chapter 29 on page 239) to see how to
make sure these functions are allowed in Internet Explorer.

5.2 Accessing the Web Configurator

1 Make sure your NBG4615 hardware is properly connected and prepare your
computer or computer network to connect to the NBG4615 (refer to the Quick
Start Guide).

2 Launch your web browser.
3 Type "http://192.168.1.1" as the website address.

Your computer must be in the same subnet in order to access this website
address.
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5.2.1 Login Screen

48

Note: If this is the first time you are accessing the Web Configurator, you may be
redirected to the Wizard. Refer to Chapter 4 on page 35 for the Connection
Wizard screens.

The Web Configurator initially displays the following login screen.

Figure 20 Login screen

NBG4615

to the router configuration interface. Enter
word and click 'Login'

Passwora : [XTSN TN

{ max. 30 alphanumeric, printable dno

Language : M

The following table describes the labels in this screen.

Table 11 Login screen

LABEL DESCRIPTION
Password Type "1234" (default) as the password.
Language Select the language you want to use to configure the Web Configurator.

Click Login.

This shows the current weather, either in celsius or fahrenheit, of the
city you specify in Section 5.2.3.1 on page 50.

This shows the time (hh:mm:ss) and date (yyyy:mm:dd) of the
timezone you select in Section 5.2.3.2 on page 51 or Section 28.5 on
page 228. The time is in 24-hour format, for example 15:00 is 3:00 PM.
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5.2.2 Password Screen

You should see a screen asking you to change your password (highly
recommended) as shown next.

Figure 21 Change Password Screen

Use this screen to change the password.

The YWizard setup walks you through the most common configuration settings. YWe suggest you use this mode
if it is the first time youw are setting up your router or if you need to make basic configuration changes.

Use Advanced mode if vou need access to more advanced festures not included in Wizard mode,

- New Password: e
[l  Rretypeto Confirm: [

Apply lgrore

The following table describes the labels in this screen.

Table 12 Change Password Screen
LABEL DESCRIPTION

New Password | Type a new password.

Retype to Retype the password for confirmation.

Confirm

Apply Click Apply to save your changes back to the NBG4615.

Ignore Click Ignore if you do not want to change the password this time.

Note: The management session automatically times out when the time period set in
the Administrator Inactivity Timer field expires (default five minutes; go to

Chapter 28 on page 225 to change this). Simply log back into the NBG4615 if
this happens.

5.2.3 Home Screen

If you have previously logged into the Web Configurator but did not click Logout,
you may be redirected to the Home screen.

You can also open this screen by clicking Home (YR or ) in the Easy
Mode or Expert mode screens.
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The Home screen displays as follows.

Figure 22 Home Screen

ration interface. Please

Language : M

The following table describes the labels in this screen.

Table 13 Home Screen

LABEL DESCRIPTION
Go Click this to open the Easy Mode Web Configurator.
Language Select a language to go to the Easy mode Web Configurator in that

language and click Login.

(This is just an example). This shows the current weather, either in
celsius or fahrenheit, of the city you specify in Section 5.2.3.1 on page
50.

(This is just an example). This shows the time (hh:mm:ss) and date
(yyyy:mm:dd) of the timezone you select in Section 5.2.3.2 on page 51
or Section 28.5 on page 228.

5.2.3.1 Weather Edit

You can change the temperature unit and select the location for which you want to
know the weather.

Click the icon to change the Weather display.

Change location

UK - Greenwich
US4 - New York

Figure 23 Change Weather

50
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The following table describes the labels in this screen.

Table 14 Change Weather

LABEL DESCRIPTION

°C or °F Choose which temperature unit you want the NBG4615 to display.
Change Select the location for which you want to know the weather. If the city
Location you want is not listed, choose one that is closest to it.

Finish Click this to apply the settings and refresh the date and time display.

5.2.3.2 Time/Date Edit

One timezone can cover more than one country. You can choose a particular
country in which the NBG4615 is located and have the NBG4615 display and use
the current time and date for its logs.

Click the icon to change the Weather display.

Figure 24 Change Password Screen

Change time zone

[GMT-06:00] Central America
[GMT-06:00] Central Time [US & Canada]

The following table describes the labels in this screen.

Table 15 Change Password Screen

LABEL DESCRIPTION

Change time Select the specific country whose current time and date you want the
zone NBG4615 to display.

Finish Click this to apply the settings and refresh the weather display.

Note: You can also edit the timezone in Section 28.5 on page 228.

5.3 Resetting the NBG4615

If you forget your password or IP address, or you cannot access the Web
Configurator, you will need to use the RESET button at the back of the NBG4615
to reload the factory-default configuration file. This means that you will lose all
configurations that you had previously saved, the password will be reset to “1234”
and the IP address will be reset to “192.168.1.1".
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5.3.1 How to Use the RESET Button

52

Make sure the power LED is on.

Press the RESET button for longer than 1 second to restart/reboot the NBG4615.

Press the RESET button for longer than 5 seconds to set the NBG4615 back to its

factory-default configurations.
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Monitor

6.1 Overview

This chapter discusses read-only information related to the device state of the
NBG4615.

To access the Monitor screens, go to Expert Mode after login, then click g
Click open all to show the complete menu.

ZyXEL nec4615

| MONITOR

‘ ;
hT' Monitor
+ BW MGMT Monitor

DHCP Table

# 3 + Packet Statistics

You can also click the links in the Summary table of the Status screen to view
the bandwidth consumed, packets sent/received as well as the status of clients
connected to the NBG4615.

open all | close all |

Log

WLAN Station Status

6.2 What You Can Do

« Use the Log screen to see the logs for the activity on the NBG4615 (Section 6.3
on page 54).

* Use the BW MGMT Monitor screen to view the amount of network bandwidth
that applications running in the network are using (Section 6.4 on page 55).

« Use the DHCP Table screen to view information related to your DHCP status
(Section 6.5 on page 56).

« use the Packet Statistics screen to view port status, packet specific statistics,
the "system up time" and so on (Section 6.6 on page 57).

e Use the WLAN Station Status screen to view the wireless stations that are
currently associated to the NBG4615 (Section 6.7 on page 58).
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6.3 The Log Screen

The Web Configurator allows you to look at all of the NBG4615’s logs in one
location.

6.3.1 View Log

Use the View Log screen to see the logged messages for the NBG4615. The log

wraps around and deletes the old entries after it fills. Select what logs you want to
see from the Display drop list. The log choices depend on your settings in the Log
Settings screen. Click Refresh to renew the log screen. Click Clear to delete all
the logs.

Figure 25 View Log

Logs
Display ;| all log |
Summary

# Message
1 =13=<=WEB= Jan 100:00:05 (none) root FS-senvice: boot [OK]

2 Jan 100:00:18 Find USB device: DWC OTG Controller

3 Jan 100:00:18 Find USB device: idVendor="1d6b, idProduct=0002

4 =13=<=WEB= Jan 1 00:00:18 (none) root MODULE-service: boot [OK]
5 =13=<=WEB=Jan 1 00:00:18 (none} root HOTPLUG-senice: boot [OK]
6 =13=<WEB=Jan 100:00:18 (nonej root USB-senice: boot [OK]

7 Jan 100:00:19 Find USB device: idvendor=05e3, idProduct=0608

8 Jan 100:00:19 Find USB device: USB2.0 Hub

9 <13=<WEB=Jan 1 00:00:30 (none} root lan1;.up [OK] [192.168.1.1]
10 <13= n 31 (nonejro ingl start
= <WEB=Jam 1 00:00: ot HW-nat: start [OK]

37 =13==WEB= Jan 1 00:00:47 (none) root IGMPProxy: stop [OK]

38 =13=<=WEB= Jan 1 00:00:47 (none) root IGMPProxy: stop [OK]

39 =30=<DHCPClient= Jan 1 00:00:47 (none} dnsmasq[162g nameserver 208.67.222. 222853
40 =30==DHCPClient= Jan 1 00:00:47 (none) dnsmasq[162g nameserver 208.67.220.220853
41 =13=<WEB=Jan 1 00:00:47 (none} root WPS: senvice [stop] OK

42 =13=<WEB= Jan 1 00:00:47 (nonej root: MON-server: boot [OK]

43 =13» <WEB= Jan 1 00:00:48 (none} root WPS: service [boot] OK

44 =13=<NTPClient= Jan 1 04:02:01 (none) root: NTP-client: start [Failed]

45 =13=<WEB= Jan 104:02:01 (none} root MTP-client: start [Failed]

Refresh Clear|
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You can configure which logs to display in the View Log screen. Go to the Log
Settings screen and select the logs you wish to display. Click Apply to save your
settings. Click Refresh to start the screen afresh.

Figure 26 Log Settings

Active Log

EEWED Management
Mons

¥ epp

M upnp
p‘a’\-'ireless

M nreciient
pSystsm Warning
¥ oHep server

¥ nHee client
Moons
|7Firewall

Refreshl

6.4 BW MGMT Monitor

The Bandwidth Management (BW MGMT) Monitor allows you to view the amount
of network bandwidth that applications running in the network are using.

The bandwidth is measured in kilobytes per second (kbps).

The monitor shows what kinds of applications are running in the network, the
maximum kbps that each application can use, as well as the percentage of

bandwidth it is using.

Figure 27 Summary: BW MGMT Monitor

Monitor

XBox Live

XBox Live

WolP

FTP

ehiule

BitTarrent

E-hdail

Instant Messenger

0%

0%

0%

0%

0%

0%

0%

0%

BW MGMT Monitor

032765 khps

032765 khps

032765 khps

032765 khps

032765 khps

032765 khps

032765 khps

032765 khps
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6.5 DHCP Table

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows
individual clients to obtain TCP/IP configuration at start-up from a server. You can
configure the NBG4615’s LAN as a DHCP server or disable it. When configured as a
server, the NBG4615 provides the TCP/IP configuration for the clients. If DHCP
service is disabled, you must have another DHCP server on that network, or else
the computer must be manually configured.

56

Click the DHCP Table (Details...) hyperlink in the Status screen. Read-only
information here relates to your DHCP status. The DHCP table shows current
DHCP client information (including MAC Address, IP Address, and Expiration
time) of all network clients using the NBG4615’s DHCP server.

Figure 28 Summary: DHCP Table

DHCP Client Table

Table List

#
1
2
3
4
5

DHCP Table

MAC Address IP Address Expires in
00:1e:64:27:78:e8 192.168.1.43 23:45:48
00:24:21:7e:20:96 192.168.1.58 23:29:56
58:55:ca:d4:36:0a 192.168.1.44 225327
00:22:7h:65:9a:14 192.168.1.49 231305
00:236c63:e6:d1 192.168.1.42 19:41:28

Refresh

The following table describes the labels in this screen.

Table 16 Summary: DHCP Table

LABEL

DESCRIPTION

#

This is the index number of the host computer.

MAC Address

This field shows the MAC address of the computer with the name in the
Host Name field.

Every Ethernet device has a unique MAC (Media Access Control) address
which uniquely identifies a device. The MAC address is assigned at the
factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02.

IP Address This field displays the IP address relative to the # field listed above.

Expires in This field displays the time when the IP address and MAC address
association ends.

Refresh Click Refresh to renew the screen.
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6.6 Packet Statistics

Click the Packet Statistics (Details...) hyperlink in the Status screen. Read-
only information here includes port status, packet specific statistics and the
"system up time". The Poll Interval(s) field is configurable and is used for
refreshing the screen.

Figure 29 Summary: Packet Statistics

Packet Statistics

Packet Statistics

Port Status
AN
LAN

WWLAMN

100m
100m

Diowen

System Up Time : 1 hour, 29 mins, 17 secs

Poll Interval{s) : lS sec  SetInterval |

Packet Statistics

TxPkis RxPki= Collisions Tx Bis Rx Brs Up Time
13625 31T 0 1954808 19399482 01:29:11
13024 7748 0 14250762 673520 01:29:11

0 2 0 0 343 00:00:00

ston

The following table describes the labels in this screen.

Table 17 Summary: Packet Statistics

LABEL DESCRIPTION

Port This is the NBG4615’s port type.

Status For the LAN ports, this displays the port speed and duplex setting or
Down when the line is disconnected.
For the WAN port, it displays the port speed and duplex setting if
you're using Ethernet encapsulation and Idle (line (ppp) idle), Dial
(starting to trigger a call) and Drop (dropping a call) if you're using
PPPOE or PPTP encapsulation. This field displays Down when the line
is disconnected.
For the WLAN, it displays the maximum transmission rate when the
WLAN is enabled and Down when the WLAN is disabled.

TxPkts This is the number of transmitted packets on this port.

RxPkts This is the number of received packets on this port.

Collisions This is the number of collisions on this port.

Tx B/s This displays the transmission speed in bytes per second on this port.

Rx B/s This displays the reception speed in bytes per second on this port.

Up Time This is the total time the NBG4615 has been for each session.

System Up Time

This is the total time the NBG4615 has been on.

Poll Interval(s)

Enter the time interval in seconds for refreshing statistics in this field.

Set Interval Click this button to apply the new poll interval you entered in the Poll
Interval(s) field.
Stop Click Stop to stop refreshing statistics.
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6.7 WLAN Station Status

58

Click the WLAN Station Status (Details...) hyperlink in the Status screen. View
the wireless stations that are currently associated to the NBG4615 in the
Association List. Association means that a wireless client (for example, your
network or computer with a wireless network card) has connected successfully to
the AP (or wireless router) using the same SSID, channel and security settings.

Figure 30 Summary: Wireless Association List

Association List

Association List

Association List
# MAC Address Association Time
i 00:22:FB:65:9AF4 03:39:07 1970/01/01

Refresh

The following table describes the labels in this screen.

Table 18 Summary: Wireless Association List

LABEL DESCRIPTION
# This is the index number of an associated wireless station.
MAC Address This field displays the MAC address of an associated wireless station.

Association Time | This field displays the time a wireless station first associated with the
NBG4615’s WLAN network.

Refresh Click Refresh to reload the list.
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NBG4615 Modes

7.1 Overview

This chapter introduces the different modes available on your NBG4615. First, the
term “mode” refers to two things in this User’s Guide.

< Web Configurator mode. This refers to the Web Configurator interface you
want to use for editing NBG4615 features.

« Device mode. This is the operating mode of your NBG4615, or simply how the
NBG4615 is being used in the network.

7.1.1 Web Configurator Modes

This refers to the configuration interface of the Web Configurator, which has two
modes:

= Easy: The Web Configurator shows this mode by default. Refer to Chapter 8 on
page 61 for more information on the screens in this mode. This interface may be
sufficient for users who just want to use the device.

 Expert: Advanced users can change to this mode to customize all the functions
of the NBG4615. Click Expert Mode after logging into the Web Configurator.
The User’s Guide Chapter 5 on page 47 through Chapter 28 on page 236
discusses the screens in this mode.

7.1.2 Device Modes

This refers to the operating mode of the NBG4615, which can act as a:

e Router: This is the default device mode of the NBG4615. Use this mode to
connect the local network to another network, like the Internet. Go to Section
9.2 on page 74 to view the Status screen in this mode.

« Access Point: Use this mode if you want to extend your network by allowing
network devices to connect to the NBG4615 wirelessly. Go to Section 10.4 on
page 84 to view the Status screen in this mode.
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 Universal Repeater: In this mode, the NBG4615 can be an access point and a
wireless client at the same time. Use this mode if there is an existing wireless
router or access point in your network and you also want to allow clients to
connect to the NBG4615. Go to Section 11.5 on page 92 to view the Status
screen in this mode.

< WISP: Use this mode if there is an existing wireless router or access point in
the network to which you want to connect your local network. Go to Section
12.4 on page 101 to view the Status screen in this mode.

The following figure is a simple illustration of the device configuration modes of
the NBG4615.

Figure 31 Device Mode Example

Router

e T
g
@ DSL

Access Point

For more information on these modes and to change the mode of your NBG4615,
refer to Chapter 28 on page 236.

The menu for changing device modes is available in Expert mode only.

Note: Choose your Device Mode carefully to avoid having to change it later.

When changing to another mode, the IP address of the NBG4615 changes. The
running applications and services of the network devices connected to the
NBG4615 can be interrupted.

In WISP mode, you should know the SSID and wireless security details of the
access point to which you want to connect.
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Easy Mode

8.1 Overview

The Web Configurator is set to Easy Mode by default. You can configure several
key features of the NBG4615 in this mode. This mode is useful to users who are
not fully familiar with some features that are usually intended for network
administrators.

When you log in to the Web Configurator, the following screen opens.

Figure 32 Easy Mode: Network Map

u NBG4615

% Engine ¥ Saving &\ Security

Game = Power B Bandwidth w = : M, Wireless
sl MGMT v Firewall
DN

ON" OFF “ON~
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Click Status to open the following screen.

Figure 33 Easy Mode: Status Screen

System Name :

Firmware Version :

Wireless Network Name (SSID) :
Security :

8.2 What You Can Do

You can do the following in this mode:

- Use this Navigation Panel to opt out of the Easy mode (Section 8.4 on page
63).

- Use the Network Map screen to check if your NBG4615 can ping the gateway
and whether it is connected to the Internet (Section 8.5 on page 63).

* Use the Control Panel to configure and enable NBG4615 features, including
wireless security, wireless scheduling and bandwidth management and so on
(Section 8.6 on page 64).

* Use the Status Screen to view read-only information about the NBG4615,
including the WAN IP, MAC Address of the NBG4615 and the firmware version
(Section 8.7 on page 71).

8.3 What You Need to Know

Between the different device modes, the Control Panel (Section 8.6 on page 64)
changes depending on which features are applicable to the mode:

e Router Mode: All Control Panel features are available.
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e Access Point Mode: Only Power Saving and Wireless Security are

available.

 Universal Repeater Mode: Only Power Saving and Wireless Security are

available.

 WISP Mode: The available features for this mode are Game Console,
Content Filter, Bandwidth MGMT, and Firewall.

8.4 Navigation Panel

Use this navigation panel to opt out of the Easy mode.

Figure 34 Control Panel

T ——

The following table describes the labels in this screen.

Table 19 Control Panel

ITEM

DESCRIPTION

Home

Click this to go to the Login page.

Expert Mode

Click this to change to Expert mode and customize features of
the NBG4615.

Logout

Click this to end the Web Configurator session.

8.5 Network Map

Note: The Network MAP is viewable by Windows XP (need to install patch), Windows
Vista and Windows 7 users only. For Windows XP (Service Pack 2) users, you
can see the network devices connected to the NBG4615 by downloading the
LLTD (Link Layer Topology Discovery) patch from the Microsoft Website.

Note: Don’t worry if the Network Map does not display in your web browser. This
feature may not be supported by your system. You can still configure the
Control Panel (Section 8.6 on page 64) in the Easy Mode and the NBG4615
features that you want to use in the Expert Mode.
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8.6

64

When you log into the Network Configurator, the Network Map is shown as follows.

Figure 35 Network Map

S (o oy pe

Caral PC.

Game B Power B = Content B Bandwidth (& - i M., Wircless
¥ Engine ” Saving L Filter el MGMT QJ Firewall :‘“Secmiw

ON™ OFF  ("ORT TON™ ON"

The line connecting the NBG4615 to the gateway becomes green when the
NBG4615 is able to ping the gateway. It becomes red when the ping initiating from
the NBG4615 does not get a response from the gateway. The same rule applies to
the line connecting the gateway to the Internet.

You can also view the devices (represented by icons indicating the kind of network
device) connected to the NBG4615, including those connecting wirelessly. Right-
click on the NBG4615 icon to refresh the network map and go to the Wizard. Right
click on the other icons to view information about the device.

Control Panel

The features configurable in Easy Mode are shown in the Control Panel.

Figure 36 Control Panel

Game = Power = Content B Bandwidth (& = 3 M, Wireless
Engine ﬁ Saving = Filter ullB mGmT @J Firewall &\ Security

ON~ TON™ ON" ON~

Switch ON to enable the feature. Otherwise, switch OFF. If the feature is turned
on, the green light flashes. If it is turned off, the red light flashes.

Additionally, click the feature to open a screen where you can edit its settings.
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The following table describes the labels in this screen.

Table 20 Control Panel

ITEM

DESCRIPTION

Game Engine

Switch ON to maximize bandwidth for gaming traffic in your
network. Otherwise, switch OFF.

Refer to Section 8.6.1 on page 65 to see this screen.

Power Saving

Click this to schedule the wireless feature of the NBG4615.

Disabling the wireless function helps lower the energy
consumption of the NBG4615.

Switch ON to apply wireless scheduling. Otherwise, switch OFF.

Refer to Section 8.6.2 on page 66 to see this screen.

Content Filter

Click this to restrict access to certain websites, based on
keywords contained in URLs, to which you do not want users in
your network to open.

Switch ON to apply website filtering. Otherwise, switch OFF.

Refer to Section 8.6.3 on page 67 to see this screen.

Bandwidth MGMT

Click this to edit bandwidth management for predefined
applications.

Switch ON to have the NBG4615 management bandwidth for
uplink and downlink traffic according to an application or service.
Otherwise, switch OFF.

Refer to Section 8.6.4 on page 68 to see this screen.

Firewall

Switch ON to ensure that your network is protected from Denial
of Service (DoS) attacks. Otherwise, switch OFF.

Refer to Section 8.6.5 on page 68 to see this screen.

Wireless Security

Click this to configure the wireless security, such as SSID, security
mode and WPS key on your NBG4615.

Refer to Section 8.6.6 on page 69 to see this screen.

8.6.1 Game Engine

When this feature is enabled, the NBG4615 maximizes the bandwidth for gaming
traffic that it forwards out through an interface.

Figure 37 Game Engine

P8 came Engine

turned off.

Whenever you turn the Game Engine on, the rauter is designated to offer a better
garning experience. The Game Consale option in Bandwidth Management will be
prioritized to the highest level and cannot be re-arranged until the Game Engine is

o)

NBG4615 User’'s Guide

65




Chapter 8 Easy Mode

Note: When this is switched on, the Game Console tab in the Bandwidth Mgmt
screen is automatically positioned on top.

Turn this off if your network is not using gaming.

Click OK to close this screen.

8.6.2 Power Saving

Use this screen to set the day of the week and time of the day when your wireless
LAN is turned on and off. Wireless LAN scheduling is disabled by default.

Disabling the wireless capability lowers the energy consumption of the of the

NBG4615.

Figure 38 Power Saving

&» Power Saving

WLAN status Day
Conf o W Everyday
Con®or [ Mon
Con®or T Tue
Con®or [ wed
Con®or [ Thu
Con®or CFn

Con®or I sat

Con®or [ sun

FPlease schedule the wireless service with the table below.

For the following times (24-Hour Farmat)

00 =] thounr [ 00 =] (min)

00 =] thaun [ 00 =] iminy

[00 =] thoury |00 =] (min)

|00 =] thoun [ 00 =] imin)

00 =] thoun |00 =] (min)

|00 =] thour [ 00 =] (miny

[ 00 =] thoury |00 =] (min)

|00 =] thour | 00 =] iminy

|00 =] thoury [ 00 =] (min)
IDD vi {haury IDD vi {min)

00 =] thoun | 00 =] iminy

IDD vi (hour)l uli} vi {min)

[ 00 =] thoury |00 =] (min)

00 =] thour [ 00 =] imin)

00 =] thounr |00 =] (min)

00 =] thoun [ 00 =] iminy

 appty ) ( Reset )

The following table describes the labels in this screen.

Table 21 Power Saving

LABEL

DESCRIPTION

WLAN Status

Select On or Off to specify whether the Wireless LAN is turned on or off
(depending on what you selected in the WLAN Status field). This field
works in conjunction with the Day and For the following times fields.

Day Select Everyday or the specific days to turn the Wireless LAN on or off.

If you select Everyday you can not select any specific days. This field
works in conjunction with the For the following times field.

66
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Table 21 Power Saving (continued)

LABEL DESCRIPTION

For the Select a begin time using the first set of hour and minute (min) drop

following times | down boxes and select an end time using the second set of hour and

(24-Hour minute (min) drop down boxes. If you have chosen On earlier for the

Format) WLAN Status the Wireless LAN will turn on between the two times you
enter in these fields. If you have chosen Off earlier for the WLAN Status
the Wireless LAN will turn off between the two times you enter in these
fields.
In this time format, midnight is 00:00 and progresses up to 24:00. For
example, 6:00 PM is 18:00.

Apply Click Apply to save your changes back to the NBG4615.

Reset Click Reset to begin configuring this screen afresh.

8.6.3 Content Filter

Use this screen to restrict access to certain websites, based on keywords
contained in URLs, to which you do not want users in your network to open.

Figure 39 Content Filter

@ contentFilter

browsed.

Add Key Waord

™ Example 1
I~ Exzample 2

I Example 3

Aty URLs that contains any of the following keywords will be blocked and cannot be

add|  Delete

appty ) (cancer )

The following table describes the labels in this screen.

Table 22 Content Filter

LABEL DESCRIPTION
Add Click Add after you have typed a keyword.
Repeat this procedure to add other keywords. Up to 64 keywords are
allowed.
Note: The NBG4615 does not recognize wildcard characters as
keywords.
When you try to access a web page containing a keyword, you will get
a message telling you that the content filter is blocking this request.
Delete Highlight a keyword in the text box and click Delete to remove it. The
keyword disappears from the text box after you click Apply.
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Table 22 Content Filter (continued)

LABEL DESCRIPTION
Apply Click Apply to save your changes.
Cancel Click Cancel to close this screen without saving any changes.

8.6.4 Bandwidth MGMT

Use this screen to set bandwidth allocation to pre-defined services and
applications for bandwidth allocation.

The NBG4615 uses bandwidth management for incoming and outgoing traffic.
Rank the services and applications by dragging them accordingly from High to
Low and click Apply. Click Cancel to close the screen.

Figure 40 Bandwidth MGNT

Low

oAl Bandwidth mGMT

Drag the sliders to adjust the bandwidth for each network application.

(prio‘r‘ity)

Use your mouse
to drag the items
according to how
you want to
prioritize them.
Left-click and
slide up or down.

8.6.5 Firewall

68

Enable this feature to protect the network from Denial of Service (DoS) attacks.
The NBG4615 blocks repetitive pings from the WAN that can otherwise cause
systems to slow down or hang.

Figure 41 Firewall

Q Firewan

Internet.

Enabling Firewall protects your computers against malicious attacks from the

Co

Click OK to close this screen.
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8.6.6 Wireless Security

Use this screen to configure security for your the Wireless LAN. You can enter the
SSID and select the wireless security mode in the following screen.

Note: You can enable the Wireless function of your NBG4615 by first turning on the
switch in the back panel.

Figure 42 Wireless Security

@ Wireless Security )

Data transmitted wirelessly without encryption is not safe. Guard your wireless
network with a security mode and the password you setup. And then, you can use
WPS to connect your computers to your wireless network with just one single click.

Wireless Network Name (SSID) : ZyXEL

Security mode : WPA2-PSK | N
Wireless password : | WPS
Verify password :

The following table describes the general wireless LAN labels in this screen.

Table 23 Wireless Security

LABEL DESCRIPTION
Wireless (Service Set IDentity) The SSID identifies the Service Set with which a
Network wireless station is associated. Wireless stations associating to the access

Name (SSID) | point (AP) must have the same SSID. Enter a descriptive nhame (up to 32
keyboard characters) for the wireless LAN.

Security Select WPA-PSK or WPA2-PSK to add security on this wireless network.
mode The wireless clients which want to associate to this network must have
same wireless security settings as this device. After you select to use a
security, additional options appears in this screen.

Select No Security to allow any client to connect to this network without
authentication.

Wireless This field appears when you choose wither WPA-PSK or WPA2-PSK as
password the security mode.

Type a pre-shared key from 8 to 63 case-sensitive keyboard characters.

Verify Type the password again to confirm.

password

Apply Click Apply to save your changes back to the NBG4615.
Cancel Click Cancel to close this screen.

WPS Click this to configure the WPS screen.

You can transfer the wireless settings configured here (Wireless
Security screen) to another wireless device that supports WPS.
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8.6.7 WPS

70

Use this screen to add a wireless station to the network using WPS. Click WPS in
the Wireless Security to open the following screen.

Figure 43 Wireless Security: WPS

€ wireless security

get connected.

WiFi Protected Setup (WPS) provides you a easier and faster way to connect your
computers/device to your wireless network. Use one of the following approaches to

< Click the Wi-Fi Protected if your wireless client
Setup button of your requires the Router's PIN
Wireless | wireless client, and then Registerl number, enter 31667609
Security | click the button onthe init.
bottom.
R i r
WRS Register the PIN number

of your wireless client.

Exit

The following table describes the labels in this screen.

Table 24 Wireless Security: WPS

LABEL

DESCRIPTION

Wireless
Security

Click this to go back to the Wireless Security screen.

WPS

Create a secure wireless network simply by pressing a button.

The NBG4615 scans for a WPS-enabled device within the range and
performs wireless security information synchronization.

Note: After you click the WPS button on this screen, you have to
press a similar button in the wireless station utility within 2
minutes. To add the second wireless station, you have to
press these buttons on both device and the wireless station
again after the first 2 minutes.

Register

Create a secure wireless network simply by entering a wireless client's
PIN (Personal Identification Number) in the NBG4615’s interface and
pushing this button.

Type the same PIN number generated in the wireless station’s utility.
Then click Register to associate to each other and perform the wireless
security information synchronization.

Exit

Click Exit to close this screen.
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8.7 Status Screen in Easy Mode

In the Network Map screen, click Status to view read-only information about the

NBG4615.

Figure 44 Status Screen in Easy Mode

System Name :
Time :

WANIP:

MAC Address:
Firmware Version :

Wireless Network Name (SSID) :
Security :

The following table describes the labels in this screen.

Table 25 Status Screen in Easy Mode

ITEM DESCRIPTION

Name This is the name of the NBG4615 in the network. You can change
this in the Maintenance = General screen in Section 28.3 on
page 226.

Time This is the current system date and time.
The date is in YYYY:MM:DD (Year-Month-Day) format. The time is
in HH:MM:SS (Hour:Minutes:Seconds) format.

WAN IP This is the IP address of the WAN port.

MAC Address

This is the MAC address of the NBG4615.

Firmware Version

This shows the firmware version of the NBG4615.

The firmware version format shows the trunk version, model code
and release number.

Wireless Network

This shows the SSID of the wireless network. You can configure

Name this in the Wireless Security screen (Section 8.6.6 on page 69;
Section 14.2 on page 133).
Security This shows the wireless security used by the NBG4615.
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Router Mode

9.1 Overview

The NBG4615 is set to router mode by default. Routers are used to connect the
local network to another network (for example, the Internet). In the figure below,
the NBG4615 connects the local network (LAN1 — LAN4) to the Internet.

Figure 45 NBG4615 Network

LAN1
LANZ2

LAN3
LAN4

WLAN

Note: The Status screen is shown after changing to the Expert mode of the Web
Configurator. It varies depending on the device mode of your NBG4615.
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9.2 Router Mode Status Screen

Click to open the status screen.

=

Figure 46 Status Screen: Router Mode

ZyXEL neci615 T — e

Status [, Refresh Interval: I None - Refresh Now,

Device Information System Status

Item Data Item Data

Host Name NBG4618 System Up Time: 1 hour, 31 mins, 29 secs
Firmware Version V1.00(BWC1.0)B3 Current Date/Time 1970-01-01/01:32:18
3ys OP Mode: Router Mode System Resource

WAN Information - CPU Usage:

-MAC Address: 00:E0:98:DD:ANDC -Memory Usage:

- IP Address: 0.0.00 System Setting.

- 1P Subnet Mask: 0.0.0,0 - Firewall Enabled

- Default Gateway: 0.0.0.0 - Bandwidth Management Disabled

-DHCP Client -UPnP: Enabled

LAN Information - Configuration Mode Expert

-MAC Address: 00:E0:98:DD:AADB

-IP Address: 192.168.1.1

-IP Subnet Mask: 55.255.265.0 Summary

2
-DHCP Senver BW MGMT Monitor (Details._)
WLAN Information: DHCP Table (Details...}
- WLAN OP Mode Access Point Mode Packet Statistics (Details._)

- MAC Address: 00:ED:93:DD:AADE WLAN Station Status (Details...
- Status ON

-Name(3sID) ZyXEL
- Channel Auto Channel

- Operating Channel: Channel-02 2417MHz
- Security Mode: Nao Security

-802.11 Mode: 802.11hig/n

- WPS: Unconfigured

Interface Status
Interface Status
WAN Down
LAN Up 10000
WLAN Up 300M

The following table describes the icons shown in the Status screen.

Table 26 Status Screen Icon Key: Router Mode

ICON

DESCRIPTION

Click this icon to view copyright and a link for related product information.

Click this icon to go to Easy Mode. See Chapter 8 on page 61.

Click this to go to the Home page. See Chapter 6 on page 53.

Select a number of seconds or None from the drop-down list box to refresh

[q Retiesh ntarva: [ None =l ‘ all screen statistics automatically at the end of every time interval or to not

refresh the screen statistics.
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Table 26 Status Screen Icon Key: Router Mode (continued)

DESCRIPTION

Refresh Mow

Click this button to refresh the status screen statistics.

Click this icon to see the Status page. The information in this screen depends

on the device mode you select.

Click this icon to see the Monitor navigation menu.

Click this icon to see the Configuration navigation menu.

Hﬂn@IE

Click this icon to see the Maintenance navigation menu.

The following table describes the labels shown in the Status screen.

Table 27 Status Screen: Router Mode

LABEL

DESCRIPTION

Logout

Click this at any time to exit the Web Configurator.

Device Information

Host Name

This is the System Name you enter in the Maintenance > General
screen. It is for identification purposes.

Firmware Version

This is the firmware version and the date created.

Sys OP Mode

is set - Router Mode.

This is the device mode (Section 7.1.2 on page 59) to which the NBG4615

WAN Information

- MAC Address

This shows the WAN Ethernet adapter MAC Address of your device.

- IP Address

This shows the WAN port’s IP address.

- IP Subnet Mask

This shows the WAN port’s subnet mask.

- Default Gateway

This shows the WAN port’s gateway IP address.

- DHCP

This shows the LAN port’s DHCP role - Client or None.

LAN Information

- MAC Address

This shows the LAN Ethernet adapter MAC Address of your device.

- IP Address This shows the LAN port’s IP address.
- IP Subnet Mask This shows the LAN port’s subnet mask.
- DHCP This shows the LAN port’s DHCP role - Server or Disable.

WLAN Information

- WLAN OP Mode

This is the device mode (Section 7.1.2 on page 59) to which the
NBG4615’s wireless LAN is set - Access Point Mode.

- MAC Address

This shows the wireless adapter MAC Address of your device.

- Status This shows the current status of the Wireless LAN - ON or OFF.

- Name (SSID) This shows a descriptive name used to identify the NBG4615 in the
wireless LAN.

- Channel This shows the channel number which you select manually.
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Table 27 Status Screen:

Router Mode (continued)

LABEL

DESCRIPTION

- Operating Channel

This shows the channel number which the NBG4615 is currently using
over the wireless LAN.

- Security Mode

This shows the level of wireless security the NBG4615 is using.

- 802.11 Mode

This shows the wireless standard.

- WPS

This displays Configured when the WPS has been set up.
This displays Unconfigured if the WPS has not been set up.

Click the status to display Network > Wireless LAN > WPS screen.

System Status

Item

This column shows the type of data the NBG4615 is recording.

Data

This column shows the actual data recorded by the NBG4615.

System Up Time

This is the total time the NBG4615 has been on.

Current Date/Time

This field displays your NBG4615’s present date and time.

System Resource

- CPU Usage

This displays what percentage of the NBG4615’s processing ability is
currently used. When this percentage is close to 100%, the NBG4615 is
running at full load, and the throughput is not going to improve anymore.
If you want some applications to have more throughput, you should turn
off other applications (for example, using bandwidth management.)

- Memory Usage

This shows what percentage of the heap memory the NBG4615 is using.

System Setting

- Firewall This shows whether the firewall is enabled or not.

- Bandwidth This shows whether the bandwidth management is enabled or not.
Management

- UPnP This shows whether UPnP is enabled or not.

- Configuration Mode

This shows the web configurator mode you are viewing - Expert.

Interface Status

Interface

This displays the NBG4615 port types. The port types are: WAN, LAN and
WLAN.

Status

For the LAN and WAN ports, this field displays Down (line is down) or Up
(line is up or connected).

For the WLAN, it displays Up when the WLAN is enabled or Down when
the WLAN is disabled.

Rate

For the LAN ports, this displays the port speed and duplex setting or N/A
when the line is disconnected.

For the WAN port, it displays the port speed and duplex setting if you're
using Ethernet encapsulation. This field displays N/A when the line is
disconnected.

For the WLAN, it displays the maximum transmission rate when the WLAN
is enabled and N/A when the WLAN is disabled.

Summary
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Table 27 Status Screen: Router Mode (continued)
LABEL DESCRIPTION

BW MGMT Monitor Click Details... to go to the Monitor > BW MGMT Monitor screen
(Section 6.4 on page 55). Use this screen to view the amount of
network bandwidth that applications running in the network are
using.

DHCP Table Click Details... to go to the Monitor > DHCP Table screen (Section
6.5 on page 56). Use this screen to view current DHCP client information.

Packet Statistics Click Details... to go to the Monitor > Packet Statistics screen
(Section 6.6 on page 57). Use this screen to view port status and packet
specific statistics.

WLAN Station Status | Click Details... to go to the Monitor > WLAN Station Status screen
(Section 6.7 on page 58). Use this screen to view the wireless stations
that are currently associated to the NBG4615.

9.2.1 Navigation Panel
Use the sub-menus on the navigation panel to configure NBG4615 features.

Figure 47 Navigation Panel: Router Mode
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DHCP Server
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Time

Firmware Upgrade

Backup / Restore
estart

Static Sy= OP Mode
RIP

+ Fire
+ Content Fitter
= Management
+ Bandwidth Management
+ Remote Management
+ UPnP

The following table describes the sub-menus.

Table 28 Navigation Panel: Router Mode
LINK TAB FUNCTION

Status This screen shows the NBG4615’s general device, system
and interface status information. Use this screen to access
the wizard, and summary statistics tables.

MONITOR

Log Use this screen to view the list of activities recorded by
your NBG4615.
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Table 28 Navigation Panel: Router Mode (continued)

LINK TAB FUNCTION
BW MGMT Use this screen to view the amount of network bandwidth
that applications running in the network are using.

DHCP Table Use this screen to view current DHCP client information.
Packet Use this screen to view port status and packet specific
Statistics statistics.
WLAN Station Use this screen to view the wireless stations that are
Status currently associated to the NBG4615.
CONFIGURATION
Network

Wireless General Use this screen to configure wireless LAN.

LAN

Security Use this screen to configure the level of wireless security
for the NBG4615.

MAC Filter Use the MAC filter screen to configure the NBG4615 to
block access to devices or block the devices from
accessing the NBG4615.

Advanced This screen allows you to configure advanced wireless
settings.

QoS Use this screen to configure Wi-Fi Multimedia Quality of
Service (WMM QoS). WMM QoS allows you to prioritize
wireless traffic according to the delivery requirements of
individual services.

WPS Use this screen to configure WPS.

WPS Use this screen to add a wireless station using WPS.

Station

Scheduling | Use this screen to schedule the times the Wireless LAN is
enabled.

WDS Use this screen to set up Wireless Distribution System
(WDS) on your NBG4615.

IPv6 IPv6 Use this screen to set the IPv6 settings for your NBG4615.
WAN Internet This screen allows you to configure ISP parameters, WAN

Connection | IP address assignment, DNS servers and the WAN MAC
address.

Advanced Use this screen to configure other advanced properties.

IGMP Use this screen to enable IGMP snooping if you have LAN

Snooping users that subscribe to multicast services.

LAN IP Use this screen to configure LAN IP address and subnet
mask.

IP Alias Use this screen to have the NBG4615 apply IP alias to
create LAN subnets.

DHCP General Use this screen to enable the NBG4615’s DHCP server.
Server

Advanced Use this screen to assign IP addresses to specific
individual computers based on their MAC addresses and to
have DNS servers assigned by the DHCP server.
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Table 28 Navigation Panel:

Router Mode (continued)

LINK TAB FUNCTION
NAT General Use this screen to enable NAT.
Application | Use this screen to configure servers behind the NBG4615.
Advanced Use this screen to change your NBG4615’s port triggering
settings.
DDNS General Use this screen to set up dynamic DNS.
Static IP Static Use this screen to configure IP static routes.
Route Route
RIP RIP Use this screen to enable RIPv1 or RIPv2, which are LAN
broadcast protocols.
Security
Firewall General Use this screen to activate/deactivate the firewall.
Services This screen shows a summary of the firewall rules, and
allows you to edit/add a firewall rule.
Content Filter | Content Use this screen to block certain web features and sites
Filter containing certain keywords in the URL.
Management
Bandwidth | General Use this screen to enable bandwidth management.
Manageme : - -
nt Advanced Use this screen to set the upstream bandwidth and edit a
bandwidth management rule.
Monitor Use this screen to view the amount of network bandwidth
that applications running in the network are using.
Remote WwWw Use this screen to be able to access the NBG4615 from the
Mtanageme LAN, WAN or both.
n
UPNP General Use this screen to enable UPnP on the NBG4615.
MAINTENANCE
General General Use this screen to view and change administrative settings
such as system and domain names.
Password Password Use this screen to change the password of your NBG4615.
Setup
Time Time Use this screen to change your NBG4615’s time and date.
Setting
Firmware Firmware Use this screen to upload firmware to your NBG4615.
Upgrade Upgrade
Backup/ Backup/ Use this screen to backup and restore the configuration or
Restore Restore reset the factory defaults to your NBG4615.
Reset/ Restart This screen allows you to reboot the NBG4615 without
Restart turning the power off.
Sys OP Sys OP This screen allows you to select whether your device acts
Mode Mode as a Router or a Access Point.
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Access Point Mode

10.1 Overview

Use your NBG4615 as an access point (AP) if you already have a router or
gateway on your network. In this mode your NBG4615 bridges a wired network
(LAN) and wireless LAN (WLAN) in the same subnet. See the figure below for an
example.

Figure 48 Wireless Internet Access in Access Point Mode

</

WLAN

Many screens that are available in Router mode are not available in Access Point
mode, such as bandwidth management and firewall.

Note: See Chapter 13 on page 111 for an example of setting up a wireless network in
Access Point mode.

10.2 What You Can Do

- Use the Status screen to view read-only information about your NBG4615
(Section 10.4 on page 84).

- Use the LAN screen to set the IP address for your NBG4615 acting as an access
point (Section 10.5 on page 86).
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10.3 What You Need to Know

See Chapter 13 on page 111 for a tutorial on setting up a network with the
NBG4615 as an access point.

10.3.1 Setting your NBG4615 to AP Mode

82

2

3

Log into the Web Configurator if you haven’t already. See the Quick start Guide for
instructions on how to do this.

To use your NBG4615 as an access point, go to Maintenance > Sys OP Mode >
General and select Access Point mode.

Figure 49 Changing to Access Point mode

Sys OP Mode

Configuration Mode
© Router Wode
& Access Point Mode
o Universal Repeater Mode

TSP Mode

Hote:
Router: In this mode, the device is supported to connect to internet via ADSLICable Modem. PCs in LAN ports share the same IP to ISP
through WAHN Port.
Access Point: In this mode, all Ethernet ports are bridged together. The device allows the wireless-equipped computer can
communicate with a wired network.
WISP Mode: In this mode, the device acts as a wireless client. It can connect to an existing network via an access point. Also router
functions are added between the wireless WAN and the LAN.

Apply| Cancel

Note: You have to log in to the Web Configurator again when you change modes.As
soon as you do, your NBG4615 is already in Access Point mode.

When you select Access Point Mode, the following pop-up message window
appears.

Figure 50 Pop up for Access Point mode

Message from webpage 5]

- LAN DHCP server is disabled & unconfigurable
-LAMIP is 192,1658.1.2
- WaN IP is unreachable

': - Ports are LAN (5 Ethernet LAN ports), WLARN
.

Click OK. The Web Configurator refreshes once the change to Access Point mode
is successful.
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10.3.2 Accessing the Web Configurator in Access Point Mode

Log in to the Web Configurator in Access Point mode, do the following:

1 Connect your computer to the LAN port of the NBG4615.

2 The default IP address of the NBG4615 is “192.168.1.2". In this case, your
computer must have an IP address in the range between “192.168.1.3” and
“192.168.1.254".

3 Click Start = Run on your computer in Windows. Type “cmd” in the dialog box.
Enter “ipconfig” to show your computer’s IP address. If your computer’s IP
address is not in the correct range then see Appendix D on page 277 for
information on changing your computer’s IP address.

4 After you’'ve set your computer’s IP address, open a web browser such as Internet
Explorer and type “192.168.1.2” as the web address in your web browser.

Note: After clicking Login, the Easy mode appears. Refer to Section on page 61 for
the Easy mode screens. Change to Expert mode to see the screens described
in the sections following this.

10.3.3 Configuring your WLAN, Bandwidth Management and
Maintenance Settings

The configuration of wireless, bandwidth management and maintenance settings
in Access Point mode is the same as for Router Mode.

e See Chapter 14 on page 129 for information on the configuring your wireless
network.

e See Chapter 25 on page 205 for information on configuring your Bandwidth
Management screen.

e See Chapter 28 on page 225 for information on configuring your Maintenance
settings.
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10.4 AP Mode Status Screen

Click E to open the Status screen.

ZyXEL NBG4615
E Status

Device Information
Item

Host Name
Firmware Version
Sys OP Mode:

LAN Infermation
-MAC Address:

- IP Address

- IP Subnet Mask:
- Default Gateway:
-DHCP

WLAN Information:
-WLAN OF Mode
-WMAC Address:

- Status
-Name(3sID):

- Channel

- Operating Channel
- Security Mode:
-802.11 Mode:
-WPS3

Interface Status
Interface

LAN

WLAN

Status
Up
Up

Figure 51 Status Screen: Access Point Mode

\_

Data

NBG4615
V1.00(BWQ.0)B3
Access Point Mode

00:E0:98:DD:AADS
19216812
255.255.255.0
0.0.0.0

Mone

Access Point Mode
00:E0:98:DD:AA08
ON

ZyXEL

Auto Channel
Channel-02 2417MHz
No Security

802 11bigin
Unconfigured

Rate
1000M
3001

Welcome: Admin

[ Refresh Interval: | None -

Refresh Now

System Status

Item Data
System Up Time: 59 secs
Current Date/Time 1970-01-01/00:01:01
System Resource

-CPU Usage:

-Memaory Usage:

System Setting:

- Configuration Mode:

Summary
Packet Statistics [Details )
WLAN Station Status (Details...

The following table describes the labels shown in the Status screen.

Table 29 Status Screen: Access Point Mode

LABEL

DESCRIPTION

Logout

Click this at any time to exit the Web Configurator.

Device Information

Host Name

This is the System Name you enter in the Maintenance > General
screen. It is for identification purposes.

Firmware Version

This is the firmware version and the date created.

Sys OP Mode

This is the device mode (Section 7.1.2 on page 59) to which the NBG4615
is set - Access Point Mode.

LAN Information

- MAC Address

This shows the LAN Ethernet adapter MAC Address of your device.

- IP Address This shows the LAN port’s IP address.
- IP Subnet Mask This shows the LAN port’s subnet mask.
- DHCP This shows the LAN port’s DHCP role - Client or None.
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Table 29 Status Screen: Access Point Mode (continued)

LABEL

DESCRIPTION

WLAN Information

- WLAN OP Mode

This is the device mode (Section 7.1.2 on page 59) to which the
NBG4615’s wireless LAN is set - Access Point Mode.

- MAC Address

This shows the wireless adapter MAC Address of your device.

- Status This shows the current status of the Wireless LAN - ON or OFF.

- Name (SSID) This shows a descriptive name used to identify the NBG4615 in the
wireless LAN.

- Channel This shows the channel number which you select manually.

- Operating Channel

This shows the channel number which the NBG4615 is currently using
over the wireless LAN.

- Security Mode

This shows the level of wireless security the NBG4615 is using.

- 802.11 Mode

This shows the wireless standard.

- WPS

This displays Configured when the WPS has been set up.
This displays Unconfigured if the WPS has not been set up.

Click the status to display Network > Wireless LAN > WPS screen.

System Status

Item

This column shows the type of data the NBG4615 is recording.

Data

This column shows the actual data recorded by the NBG4615.

System Up Time

This is the total time the NBG4615 has been on.

Current Date/Time

This field displays your NBG4615’s present date and time.

System Resource

- CPU Usage

This displays what percentage of the NBG4615’s processing ability is
currently used. When this percentage is close to 100%, the NBG4615 is
running at full load, and the throughput is not going to improve anymore.
If you want some applications to have more throughput, you should turn
off other applications (for example, using bandwidth management.

- Memory Usage

This shows what percentage of the heap memory the NBG4615 is using.

System Setting

- Configuration Mode

This shows the web configurator mode you are viewing - Expert.

Interface Status

Interface This displays the NBG4615 port types. The port types are: LAN and
WLAN.
Status For the LAN and WAN ports, this field displays Down (line is down) or Up

(line is up or connected).

For the WLAN, it displays Up when the WLAN is enabled or Down when
the WLAN is disabled.
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Table 29 Status Screen: Access Point Mode (continued)

LABEL DESCRIPTION

Rate For the LAN ports, this displays the port speed and duplex setting or N/A
when the line is disconnected.
For the WAN port, it displays the port speed and duplex setting if you're
using Ethernet encapsulation. This field displays N/A when the line is
disconnected.
For the WLAN, it displays the maximum transmission rate when the WLAN
is enabled and N/A when the WLAN is disabled.

Summary

Packet Statistics

Click Details... to go to the Monitor > Packet Statistics screen
(Section 6.6 on page 57). Use this screen to view port status and packet
specific statistics.

WLAN Station Status

Click Detaiils... to go to the Monitor = WLAN Station Status screen
(Section 6.7 on page 58). Use this screen to view the wireless stations
that are currently associated to the NBG4615.

10.4.0.1 Navigation Panel

Use the menu in the navigation panel to configure NBG4615 features in Access

Point mode.

The following screen and table show the features you can configure in Access Point

mode.

Figure 52 Menu: Access Point Mode

MOHNITOR

- .
L___ = Wanitar

=

+ P

CONFIGURATION MAINTEMANCE

open &l | close a open all | close all

E Maintens
.
Pazswarc
Time

H Network

Refer to Table 28 on page 77 for descriptions of the labels shown in the
Navigation panel.

10.5 LAN Screen

Use this section to configure your LAN settings while in Access Point mode.

Click Network = LAN to see the screen below.
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Note: If you change the IP address of the NBG4615 in the screen below, you will need
to log into the NBG4615 again using the new IP address.

Figure 53 Network > LAN > IP

LAN TCPIP
" Get from DHCP Server
' |Use Defined LAN IP Address
IP Address :
IP Subnet Mask :

Gateway [P Address :

DNS Assignment
First DNS Server :

Second DNS Server :

IP  IP Alias

I192.163.1.2

——

|Fromise =]
|Fromise =]

Can cell

The table below describes the labels in the screen.

Table 30 Network > LAN > [P

LABEL DESCRIPTION
Get from DHCP Click this to deploy the NBG4615 as an access point in the
Server network.

When you enable this, the NBG4615 gets its IP address from the
network’s DHCP server (for example, your ISP). Users connected
to the NBG4615 can now access the network (i.e., the Internet if
the IP address is given by the ISP).

The Web Configurator may no longer be accessible unless you
know the IP address assigned by the DHCP server to the
NBG4615. You need to reset the NBG4615 to be able to access
the Web Configurator again (see Section 28.7 on page 231 for
details on how to reset the NBG4615).

Also when you select this, you cannot enter an IP address for your
NBG4615 in the field below.

Use Defined LAN IP

Click this if you want to specify the IP address of your NBG4615.

Address Or if your ISP or network administrator gave you a static IP
address to access the network or the Internet.
IP Address Type the IP address in dotted decimal notation. The default

setting is 192.168.1.2. If you change the IP address you will have
to log in again with the new IP address.

IP Subnet Mask

The subnet mask specifies the network number portion of an IP
address. Your NBG4615 will automatically calculate the subnet
mask based on the IP address that you assign. Unless you are
implementing subnetting, use the subnet mask computed by the
NBG4615.

Gateway IP Address

Enter a Gateway IP Address (if your ISP or network
administrator gave you one) in this field.

DNS Assignment
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Table 30 Network > LAN > IP (continued)

LABEL

DESCRIPTION

First DNS Server

Second DNS Server

Select From ISP if your ISP dynamically assigns DNS server
information (and the NBG4615's WAN IP address). The field to the
right displays the (read-only) DNS server IP address that the ISP
assigns.

Select User-Defined if you have the IP address of a DNS server.
Enter the DNS server's IP address in the field to the right. If you
chose User-Defined, but leave the IP address set to 0.0.0.0,
User-Defined changes to None after you click Apply. If you set
a second choice to User-Defined, and enter the same IP
address, the second User-Defined changes to None after you
click Apply.

Select None if you do not want to configure DNS servers. If you
do not configure a DNS server, you must know the IP address of a
computer in order to access it.

Apply

Click Apply to save your changes to the NBG4615.
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Cancel

Click Cancel to reload the previous configuration for this screen.
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Universal Repeater Mode

11.1 Overview

In universal repeater mode, your NBG4615 can act as an access point and
wireless client at the same time. The NBG4615 can connect to an existing network
through another access point and also lets wireless clients connect to the network

through it. This helps you expand wireless coverage when you have an access
point or wireless router already in your network.

In the example below, the NBG4615 (A) is configured as a universal repeater. It
has three clients that want to connect to the Internet. The NBG4615 wirelessly

connects to the available access point (B).

Figure 54 Universal Repeater Mode

After the NBG4615 and the access point connect, the NBG4615 acquires its IP

address from the access point. The clients of the NBG4615 can now surf the
Internet.

11.2 What You Can Do

- Use the Status screen to view read-only information about your NBG4615
(Section 11.5 on page 92).

- Use the LAN screen to set the IP address for your NBG4615 acting as an access
point (Section 10.5 on page 86).

- Use the Universal Repeater screen to configure the security between the
NBG4615 and another access point (Section 11.6 on page 94).
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* Use other Wireless LAN screens to configure the wireless settings and wireless
security between the wireless clients and the NBG4615.

11.3 What You Need to Know

With the exception of the Wireless LAN > AP Client screen, other configuration
screens in Universal Repeater mode are similar to the ones in Access Point Mode.
See Chapter 14 on page 129 through Chapter 28 on page 236 of this User’s Guide.

11.4 Setting your NBG4615 to Universal Repeater

Mode

90

Connect your computer to the LAN port of the NBG4615.

The default IP address of the NBG4615 is “192.168.1.2". In this case, your
computer must have an IP address in the range between “192.168.1.3” and
“192.168.1.254".

Click Start = Run on your computer in Windows. Type “cmd” in the dialog box.
Enter “ipconfig” to show your computer’s IP address. If your computer’s IP
address is not in the correct range then see Appendix C on page 163 for
information on changing your computer’s IP address.

After you’ve set your computer’s IP address, open a web browser such as Internet
Explorer and type “http://192.168.1.2” as the web address in your web browser.

Enter “1234” (default) as the password and click Login.

Type a new password and retype it to confirm, then click Apply. Otherwise, click
Ignore.

The Easy mode appears. Click Expert Mode in the navigation panel.
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8 To set your NBG4615 to Universal Repeater Mode, on the left of the screen,
click Maintenance > Sys OP Mode and select Universal Repeater Mode.

Figure 55 Changing to Universal Repeater mode

Configuration Mode
 Router Mode
" Access Point Mode
:ﬁ;Unwarsal Repeater Mode

Cise tode

| Note:
Router: In this mode, the device is supported to connect to internet via ADSL/Cable Modem. PCs in LAN ports share the same IP to ISP through
WAN Port.
Access Point: In this mode, all Ethernet ports are bridged together. The device allows the wireless-equipped computer can communicate with a
wired network.
‘WISP Mode: In this mode, the device acts as a wireless client. It can connect to an existing network via an access point. Also router functions are
added between the wireless WAN and the LAN.

cancel|

Note: You have to log in to the Web Configurator again when you change modes. As
soon as you do, your NBG4615 is already in Universal Repeater mode.

Note: The Universal Repeater mode IP address is always the same as the Access
Point mode IP address. If you changed the IP address of your NBG4615 while
in Access Point mode, use this IP address in Universal Repeater mode.

9 When you select Universal Repeater Mode, the following pop-up message
window appears.

Figure 56 Pop up for Universal Repeater mode

Message from webpage 5]

t - Ports are LAN (5 Ethernet LAN ports), WLARN
! - LAN DHCP server is disabled & unconfigurable
-LAMIP is 192,168.1.2
- WaAN IP is unreachable

Click OK. The Web Configurator refreshes once the change to Universal Repeater
mode is successful.
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11.5 Universal Repeater Mode Status Screen

Click to open the status screen.

Figure 57 Status: Universal Repeater Mode

| E Status

Device Information

Item

Host Mame:

Firmware Version:
Sys OF Mode:
LaM Information:

MAC Address:
IP Address

IF Subnet Mask:
DHCP

WYLAN Information:
- WLAN OP hiode

- MAC Address:
- Btatus

- Mame(S5ID)
- Channel;

- Operating Channel:
- Security Mode:
- B02.11 Mode:

- WLAN Station Status

Interface Status

Interface

" Refresh Interval | None ~ | [ Refresh Now

Systemn Status
Data Itern Data
NBG4615 System Up Time: 57 ming, 47 secs
W1.00(BWQ.0)B6_20100908 Cutrent DatefTime 2000-01-01 7 00:58:08
Universal Repeater Mode System Resource:

- CPU Usage: [ e
00:E0:98:09:0:00 - Memary Usage: I [
192.168.1.2 Systemn Setting
255.255.255.0 - Configuration Made: Expert
Mone
Universal Repeater Mode Summany
00:E0:98:09:09:00 FPacket Statistics (Details 3
oM WWLAM Station Status (Details. )
ZyXEL
Channel-05 2432MHz
Channel-05 2432MHz
No Security
802.11bfg/n
SSIDoMvAR (001 9:CB4B21C0)

Configured

Status

Up
Up

The following table describes the labels shown in the Status screen.

Table 31 Status Screen:

Universal Repeater Mode

LABEL

DESCRIPTION

Logout

Click this at any time to exit the Web Configurator.

Device Information

Host Name

This is the System Name you enter in the Maintenance > General
screen. It is for identification purposes.

Firmware Version

This is the firmware version and the date created.

Sys OP Mode

This is the device mode (Section 7.1.2 on page 59) to which the NBG4615
is set - Universal Repeater Mode.

LAN Information

MAC Address

This shows the LAN Ethernet adapter MAC Address of your device.

IP Address This shows the LAN port’s IP address.
IP Subnet Mask This shows the LAN port’s subnet mask.
DHCP This shows the LAN port’s DHCP role - Client or None.
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Table 31 Status Screen: Universal Repeater Mode (continued)

LABEL DESCRIPTION
WLAN Information
WLAN OP Mode This is the device mode (Section 7.1.2 on page 59) to which the
NBG4615’s wireless LAN is set - Universal Repeater Mode.
MAC Address This shows the wireless adapter MAC Address of your device.
Status This shows the current status of the Wireless LAN - ON.
Name (SSID) This shows a descriptive name used to identify the NBG4615 in the
wireless LAN.
Channel This shows the channel number which you select manually or the
NBG4615 automatically scans and selects.
Operating Channel This shows the channel number which the NBG4615 is currently using
over the wireless LAN.
Security Mode This shows the level of wireless security the NBG4615 is using.
802.11 Mode This shows the wireless standard.

WLAN Station Status If the NBG4615 has successfully connected to an AP or wireless router, it
displays the SSID and MAC address of the AP or wireless router in this
field.

WPS This displays Configured when the WPS has been set up.
This displays Unconfigured if the WPS has not been set up.

Click the status to display Network > Wireless LAN > WPS screen.

Interface Status

Interface This displays the NBG4615 port types. The port types are: LAN and
WLAN.
Status For the LAN and WAN ports, this field displays Down (line is down) or Up

(line is up or connected).

For the WLAN, it displays Up when the WLAN is enabled or Down when
the WLAN is disabled.

Rate For the LAN ports, this displays the port speed or N/A when the line is
disconnected.

For the WLAN, it displays the maximum transmission rate when the WLAN
is enabled and N/A when the WLAN is disabled.

System Status

Item This column shows the type of data the NBG4615 is recording.
Data This column shows the actual data recorded by the NBG4615.
System Up Time This is the total time the NBG4615 has been on.

Current Date/Time This field displays your NBG4615’s present date and time.

System Resource

CPU Usage This displays what percentage of the NBG4615’s processing ability is
currently used. When this percentage is close to 100%, the NBG4615 is
running at full load, and the throughput is not going to improve anymore.
If you want some applications to have more throughput, you should turn
off other applications (for example, using bandwidth management.

Memory Usage This shows what percentage of the heap memory the NBG4615 is using.
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Table 31 Status Screen: Universal Repeater Mode (continued)

LABEL DESCRIPTION
System Setting

Configuration Mode This shows the web configurator mode you are viewing - Expert.
Summary

Packet Statistics Click Details... to go to the Monitor > Packet Statistics screen

(Section 6.6 on page 57). Use this screen to view port status and packet
specific statistics.

WLAN Station Status | Click Details... to go to the Monitor = WLAN Station Status screen

(Section 6.7 on page 58). Use this screen to view the wireless stations
that are currently associated to the NBG4615.

11.5.0.1 Navigation Panel

Use the menu in the navigation panel to configure NBG4615 features in Universal
Repeater mode.

The following screen and table show the features you can configure in Universal
Repeater mode.

Figure 58 Menu: Universal Repeater Mode

MONITOR CONFIGURATION

open all | close all

MAINTENANCE

apen sl | pen &l | close all

E Maintenance

.

- .
L___ = Wanitar

=

H Network

Rl Virelezs LAN

+ P

+ IPvE
« LAN

Refer to Table 28 on page 77 for descriptions of the labels shown in the
Navigation panel.

11.6 Universal Repeater Screen

Use this screen to enter the SSID and select the wireless security mode used by
the wireless device to which you want to connect. Go to Configuration >
Wireless LAN = Universal Repeater to open the Universal Repeater screen.
The screen varies depending on security mode.
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Note: To have wireless clients access or acquire an IP address from another access
point or wireless router (B) through the NBG4615 (A) in universal repeater
mode, you must set the channel number in the Wireless LAN > General
screen to be the same as the one on the wireless router or AP to which the
NBG4615 wants to connect.

Channel x
Channel x

11.6.1 No Security

Figure 59 Universal Repeater Mode: Wireless LAN > Universal Repeater: No

Security
General | Security | MAC Filter | Advanced | QoS | WPS | WPS Station | Scheduling | UniuersalRepealeri
|

Universal Repeater Parameters

¥ Enable

25D —
MAC Address (Optional) —
Security Mode W

Canoell

The following table describes the labels in this screen.

Table 32 Universal Repeater Mode: Wireless LAN > Universal Repeater: No

Security
LABEL DESCRIPTION
Universal Repeater Parameters
Enable Select this option to have the NBG4615 connect to the specified access
point.
SSID Enter the name of the access point to which you are connecting.

MAC Address Enter the MAC address of the access point to which you are connecting.
(Optional)

Security Mode | Select No Security if the access point to which you want to connect
does not use encryption.

Apply Click Apply to save your changes back to the NBG4615.

Cancel Click Cancel to reload the previous configuration for this screen.
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11.6.2 Static WEP

Figure 60 Universal Repeater Mode: Wireless LAN > Universal Repeater: Static
WEP

General | Security | MAC Filter | Advanced | QoS5 | WPS | WPS Station | Scheduling Universal Repeater -
Universal Repeater Parameters
i Enable
S50 |—
MAC Address (Optional) |—
Security Mode Im
Encryption Type IW
WEPKey Title
WEPKey Default Key 1=
WEPkey1 [ | ascu =]
WEPKey2 [ | ascu=|
WEPKey3 [ |asci=|
WEPkey4 [ |ascn =]
ﬂl Ca noeII

The following table describes the labels in this screen.

Table 33 Universal Repeater Mode: Wireless LAN > Universal Repeater: Static

WEP
LABEL DESCRIPTION
Universal Repeater Parameters
Enable Select this option to have the NBG4615 connect to the specified access
point.
SSID Enter the name of the access point to which you are connecting.

MAC Address Enter the MAC address of the access point to which you are connecting.
(Optional)

Security Mode | Select Static WEP if the access point to which you want to connect uses
WEP data encryption.

Encryption Select Open or Shared Key from the drop-down list box.

Type
This field specifies whether the wireless clients have to provide the WEP

key to log into the wireless network. Keep this setting at Open unless
you want to force a key verification before communication between the
wireless client and the NBG4615 occurs.

Select Shared Key to force the clients to provide the WEP key prior to
communication.

WEP Key Title

WEPKey Select a default WEP key to use for data encryption.
Default
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Table 33 Universal Repeater Mode: Wireless LAN > Universal Repeater: Static WEP

(continued)

LABEL

DESCRIPTION

WEP Key 1 ~
WEP Key 4

WEP key respectively.

The WEP keys are used to encrypt data. Both the NBG4615 and the
access point must use the same WEP key for data transmission.

If you chose HEX, enter 10 or 26 hexadecimal characters in the range of
"A-F", "a-f" and "0-9" (for example, 11AA22BB33) for a 64-bit or 128-bit

If you chose ASCII, enter any 5 or 13 ASCII characters (case sensitive)
ranging from "a-z", "A-Z" and "0-9" (for example, MyKey) for a 64-bit or
128-bit WEP key respectively.

You must configure at least one key, only one key can be activated at any
one time.

Apply

Click Apply to save your changes back to the NBG4615.

Cancel

Click Cancel to reload the previous configuration for this screen.

11.6.3 WPA(2)-PSK

Figure 61 Universal Repeater Mode: Wireless LAN > Universal Repeater: WPA(2)-

PSK

7 Enable

55D

Security Mode
Encryption Type

Pre-Shared Key

Universal Repeater Parameters

WAL Address (Optional)

General | Security | MAC Filter | Advanced | QoS | WPS | VIPS Station | Scheduling | Universal Repeater ﬁ

| VIPAZ-PSK LI
AES 5

——

Appryl Cancell

The following table describes the labels in this screen.

Table 34 Universal Repeater Mode: Wireless LAN > Universal Repeater: WPA(2)-

PSK

LABEL

DESCRIPTION

Universal Repeater Parameters

Enable Select this option to have the NBG4615 connect to the specified access
point.

SSID Enter the name of the access point to which you are connecting.

MAC Address Enter the MAC address of the access point to which you are connecting.

(Optional)

Security Mode

Select WPA-PSK or WPA2-PSK if the access point to which you want to
connect uses WPA-PSK or WPA2-PSK.
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Table 34 Universal Repeater Mode: Wireless LAN > Universal Repeater: WPA(2)-

PSK (continued)

98

LABEL DESCRIPTION

Encryption Select the type of wireless encryption employed by the access point to

Type which you want to connect.

Pre-Shared WPA-PSK or WPA2-PSK uses a simple common password for

Key authentication.
Type the password employed by the access point to which you want to
connect.

Apply Click Apply to save your changes back to the NBG4615.

Reset Click Reset to reload the previous configuration for this screen.
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12.1 Overview

Your NBG4615 can act as a wireless client. In wireless client mode, it can connect
to an existing network via an access point. Use this mode if you already have an
access point or router in your network.

In the example below, one NBG4615 (A) is configured as a wireless client and
another is used as an access point (B). The wireless client has two clients that
need to connect to the Internet. The NBG4615 wirelessly connects to the available
access point (B).

Figure 62 Wireless Client Mode

Access
Point

built-in
firewall

After the NBG4615 and the access point connect, the NBG4615 acquires its WAN
IP address from the access point. The clients of the NBG4615 can now surf the
Internet.

12.2 What You Can Do

- Use the Status screen to view read-only information about your NBG4615
(Section 12.4 on page 101).

- Use the LAN screen to set the IP address for your NBG4615 acting as an access
point (Section 10.5 on page 86).

- Use the Wireless LAN screen to associate your NBG4615 (acting as a wireless
client) with an existing access point (Section 12.5 on page 104).

NBG4615 User's Guide 99




Chapter 12 WISP Mode

12.3 What You Need to Know

12.3.1

12.3.2

With the exception of the Wireless LAN screen, the Monitor, Configuration and
Maintenance screens in WISP mode are similar to the ones in Router mode.
See Chapter 14 on page 129 through Chapter 28 on page 236 of this User’s Guide.

Setting your NBG4615 to WISP Mode

Log into the Web Configurator if you haven’t already. See the Quick start Guide for
instructions on how to do this.

To set your NBG4615 to WISP Mode, go to Maintenance > Sys OP Mode >
General and select WISP Mode.

Figure 63 Changing to WISP mode

Configuration Mode
 Router Wode
" Access Point Mode
& Universal Repeater Mode

Fi5P Mode

Hote:
Router: In this mode, the device is supported to connect to internet via ADSL/Cable Modem. PCs in LAN ports share the same IP to ISP
through WAN Port.
Access Point: In this mode, all Ethernet ports are bridged together. The device allows the wireless-equipped computer can
communicate with a wired network.
WISP Mode: In this mode, the device acts as a wireless client. It can connect to an existing network via an access point. Also router
functions are added between the wireless WAN and the LAN.

Applyl Cancel;

Note: You have to log in to the Web Configurator again when you change modes.As
soon as you do, your NBG4615 is already in WISP mode.

When you select WISP Mode, the following pop-up message window appears.

Figure 64 Pop up window for WISP mode
Message from webpage x|
- Ports are LAN (5 Ethernet LAN ports), WLAN as WA
! - LAN DHCP server is configurable
-LAMIP is 192,1658.1.1
- WAN IP is configurable

Click OK. The Web Configurator refreshes once the change to WISP mode is
successful.

Accessing the Web Configurator in WISP Mode

To login to Web Configurator in WISP Mode, do the following:
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1 Connect your computer to the LAN port of the NBG4615.

2 The default IP address of the NBG4615 is “192.168.1.1". If you did not change

this, you can use the same IP address in WISP Mode. Open a web browser such
as Internet Explorer and type “192.168.1.1"” as the web address in your web

browser.

If you changed the IP address of your NBG4615 while in Router mode, use this IP
address in WISP Mode. The WISP Mode IP address is always the same as the

Router mode IP address.

Note: After clicking Login, the Easy Mode appears. Refer to Section on page 61 for
the Easy Mode screens. Click Expert mode to see the screens described in the
sections following this.

12.4 WISP Mode Status Screen

Click E to open the status screen.

Zy XEL nBcas15
E Status

Device Information

Itern
Host Name:
Firmware Version:
Sys OP Mode:

WYAN Information
-MAC Address:
-IF Address:

-IP Subnet Mask
- Default Gateway:
-DHCP:

LAN Information:
-MAC Address:
-IF Address:

-1P Subnet Mask
-DHCP

WLAM Information:
- WLAN OF Mode:
-MAC Address:

- Status:
-MName(S3ID).

- Connect Status
- Security Mode

Interface Status

Interface

WLAM

Status
Up
Up

Data
NBG4615
V1.00(BWQ.0)B8

WISP Mode

00:E0:98:DD:AAOC
0.0.0.0

0000

0000

Client

00-E0:98:DD:AA 08

WISP Mode
00:E0:98:DD:AA DB
OM

Disassociated

Mo Security

", Refresh Interval: | None = Refresh MDwI

System Status
Iterm Data

System Up Time 56 secs

Current Date/Time: 1970-01-01/00:00:59

System Resource:

0%
32

System Setting:

-Firewall Enabled
- Bandwidth Management: Disabled
-UPnP: Enabled
- Configuration Mode: Expert

Summary

BW MGMT Monitor (Details...)
DHCP Table (Details.. .}
Packet Statistics (Details. .}

%6
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The following table describes the labels shown in the Status screen.

Table 35 Status Screen: WISP Mode

LABEL

DESCRIPTION

Logout

Click this at any time to exit the Web Configurator.

Device Information

Host Name

This is the System Name you enter in the Maintenance > General
screen. It is for identification purposes.

Firmware Version

This is the firmware version and the date created.

Sys OP Mode

This is the device mode (Section 7.1.2 on page 59) to which the NBG4615
is set - WISP Mode.

WAN Information

- MAC Address

This shows the WAN Ethernet adapter MAC Address of your device.

- IP Address

This shows the WAN port’s IP address.

- IP Subnet Mask

This shows the WAN port’s subnet mask.

- Default Gateway

This shows the WAN port’s gateway IP address.

- DHCP

This shows the LAN port’s DHCP role - Client or None.

LAN Information

- MAC Address

This shows the LAN Ethernet adapter MAC Address of your device.

- IP Address This shows the LAN port’s IP address.
- IP Subnet Mask This shows the LAN port’s subnet mask.
- DHCP This shows the LAN port’s DHCP role - Server or Disable.

WLAN Information

- WLAN OP Mode

This is the device mode (Section 7.1.2 on page 59) to which the
NBG4615’s wireless LAN is set - WISP Mode.

- MAC Address

This shows the wireless adapter MAC Address of your device.

- Status

This shows the current status of the Wireless LAN - ON or OFF.

- Name (SSID)

This shows a descriptive name used to identify the NBG4615 in the
wireless LAN.

- Connect Status

This shows whether or not the NBG4615 has successfully associated with
an access point - Associated or Disassociated.

- Security Mode

This shows the level of wireless security the NBG4615 is using.

- 802.11 Mode

This shows the wireless standard.

System Status

Item

This column shows the type of data the NBG4615 is recording.

Data

This column shows the actual data recorded by the NBG4615.

System Up Time

This is the total time the NBG4615 has been on.

Current Date/Time

This field displays your NBG4615’s present date and time.

System Resource
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Table 35 Status Screen:

WISP Mode (continued)

LABEL

DESCRIPTION

- CPU Usage

This displays what percentage of the NBG4615’s processing ability is
currently used. When this percentage is close to 100%, the NBG4615 is
running at full load, and the throughput is not going to improve anymore.
If you want some applications to have more throughput, you should turn
off other applications (for example, using bandwidth management.

- Memory Usage

This shows what percentage of the heap memory the NBG4615 is using.

System Setting

- Firewall This shows whether the firewall is enabled or not.

- Bandwidth This shows whether the bandwidth management is enabled or not.
Management

- UPnP This shows whether UPnP is enabled or not.

- Configuration Mode

This shows the web configurator mode you are viewing - Expert.

Interface Status

Interface

This displays the NBG4615 port types. The port types are: LAN and
WLAN.

Status

For the LAN and WAN ports, this field displays Down (line is down) or Up
(line is up or connected).

For the WLAN, it displays Up when the WLAN is enabled or Down when
the WLAN is disabled.

Rate

For the LAN ports, this displays the port speed and duplex setting or N/A
when the line is disconnected.

For the WAN port, it displays the port speed and duplex setting if you're
using Ethernet encapsulation and lIdle (line (ppp) idle), Dial (starting to
trigger a call) and Drop (dropping a call) if you're using PPPoE or PPTP
encapsulation. This field displays N/A when the line is disconnected.

For the WLAN, it displays the maximum transmission rate when the WLAN
is enabled and N/A when the WLAN is disabled.

Summary

BW MGMT Monitor

Click Details... to go to the Monitor > BW MGMT Monitor screen
(Section 6.4 on page 55). Use this screen to view the amount of
network bandwidth that applications running in the network are
using.

DHCP Table

Click Details... to go to the Monitor > DHCP Table screen (Section
6.5 on page 56). Use this screen to view current DHCP client information.

Packet Statistics

Click Details... to go to the Monitor > Packet Statistics screen
(Section 6.6 on page 57). Use this screen to view port status and packet
specific statistics.

12.4.0.1 Navigation Panel

Use the menu
mode.

in the navigation panel to configure NBG4615 features in WISP
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The following screen and table show the features you can configure in Access

Point mode.

Figure 66 Menu: WISP Mode

MONITOR CONFIGURATION MAINTENANCE

openall | close all openall | close all 'Zili':;!'i ak | close all
-
lg=— [ Monitor
BW MGMT Manitor
DHCP Table
Packet Statistics DHCP Server
NAT
DONS
Static Route
- R
E Security
+ Firewall

El Maintenanc
:
Pas=word
Time
Firmware Upgrade
up / Restore

-

+ Content Fitter
E Wanagement
+ Bandwidth Management
+ Remote Management
+ UPnP

Refer to Table 28 on page 77 for descriptions of the labels shown in the
Navigation panel.

12.5 Wireless LAN General Screen

Use this screen to configure the wireless LAN settings of your NBG4615. Go to
Configuration > Wireless LAN > General to open the following screen.

Figure 67 WISP Mode: Wireless LAN > General

WISP Parameters
S50
Channel Selection : Channel01 2412MHz 'l
Security Mode No Security 'I
care

The following table describes the labels in this screen.

Table 36 WISP Mode: Wireless LAN > General

LABEL DESCRIPTION

WISP Parameters

the least interference.

SSID Enter the name of the access point to which you are connecting.
Channel The range of radio frequencies used by IEEE 802.11b/g/n wireless devices
Selection is called a channel. The device will automatically select the channel with
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Table 36 WISP Mode: Wireless LAN > General (continued)

LABEL DESCRIPTION

Security Select the security mode of the access point to which you want to connect.
Mode

Apply Click Apply to save your changes back to the NBG4615.

Cancel Click Cancel to reload the previous configuration for this screen.

12.5.0.1 No Security

Use this screen if the access point to which you want to connect does not use

encryption.

Figure 68 No Security (WISP)

WISP Parameters
SSID
Channel Selection :

Security Mode

Channek01 24121Hz 'I
No Security VI

Cancel

The following table describes the labels in this screen.

Table 37 No Security (WISP)

LABEL DESCRIPTION

WISP Parameters

SSID Enter the name of the access point to which you are connecting.

Channel The range of radio frequencies used by IEEE 802.11b/g/n wireless devices

Selection is called a channel. The device will automatically select the channel with
the least interference.

Security Select No Security in this field.

Mode

Apply Click Apply to save your changes back to the NBG4615.

Cancel Click Cancel to reload the previous configuration for this screen.
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12.5.1 Static WEP

Use this screen if the access point to which you want to connect to uses WEP
security mode.

Figure 69 WEP (WISP)

WISP Parameters
SsiD
Channel Selection :
Security Mode
PassPhrase
WEP Encryption
Encryption Type

Note:

64 bit WEP: Enter 5 ASCIl characters or 10 hexadecimal characters {"0-9", "A-F"} for each Key {1-4).
128-bit WEP: Enter 13 ASCIl characters or 26 hexadecimal characters ("0-9", "A-F") for each Key (1-4).

(Select one WEP key as an active key to encrypt wireless data transmission.}

‘?Key1 |
Ckey2 [
Ckey 3 [
r‘Key-‘» |

General | Site Survey

I—
I— Generatel
[Shared ey (=]

@ ascn CHEX

Canoell

The following table describes the labels in this screen.

Table 38 WEP (WISP)

LABEL DESCRIPTION

WISP Parameters

SSID Enter the name of the access point to which you are connecting.

Channel The range of radio frequencies used by IEEE 802.11b/g/n wireless devices

Selection is called a channel. The device will automatically select the channel with
the least interference.

Security Select Static WEP to enable data encryption.

Mode

PassPhrase Enter a Passphrase (up to 26 printable characters) and click Generate.
A passphrase functions like a password. In WEP security mode, it is
further converted by the NBG4615 into a complicated string that is
referred to as the “key”. This key is requested from all devices
wishing to connect to a wireless network.

WEP Select 64-bit WEP or 128-bit WEP.

Encryption o . ) .
This dictates the length of the security key that the network is going to
use.

ASCII Select this option in order to enter ASCII characters as WEP key.

106

NBG4615 User’'s Guide




Chapter 12 WISP Mode

Table 38 WEP (WISP) (continued)
LABEL DESCRIPTION

Hex Select this option in order to enter hexadecimal characters as a WEP key.

The preceding "0x", that identifies a hexadecimal key, is entered
automatically.

Key 1 to Key | The WEP keys are used to encrypt data. Both the NBG4615 and the
4 wireless stations must use the same WEP key for data transmission.

If you chose 64-bit WEP, then enter any 5 ASCII characters or 10
hexadecimal characters ("0-9", "A-F").

If you chose 128-bit WEP, then enter 13 ASCII characters or 26
hexadecimal characters ("0-9", "A-F").

You must configure at least one key, only one key can be activated at any
one time. The default key is key 1.

Apply Click Apply to save your changes back to the NBG4615.

Cancel Click Cancel to reload the previous configuration for this screen.

12.5.2 WPA(2)-PSK

Use this screen if the access point to which you want to connect uses WPA(2)-PSK
security mode.

Figure 70 WPA-PSK/WPA2-PSK (WISP)

WISP Parameters
S50 I
Channel Selection : IChanneI—M 2412WHz [ =
Security Mode I‘a'\"PAZ—PSK LI
Encryption Type Crkp Fiaes
Pre-Shared Key I
Cance\l

The following table describes the labels in this screen.

Table 39 WPA-PSK/WPA2-PSK (WISP)
LABEL DESCRIPTION

WISP Parameters

SSID Enter the name of the access point to which you are connecting.
Channel The range of radio frequencies used by IEEE 802.11b/g/n wireless
Selection devices is called a channel. The device will automatically select the

channel with the least interference.
Security Mode Select WPA-PSK or WPA2-PSK to enable data encryption.

Encryption Type | Select the type of wireless encryption employed by the access point to
which you want to connect.
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Table 39 WPA-PSK/WPA2-PSK (WISP) (continued)
LABEL DESCRIPTION

Pre-Shared Key | WPA-PSK/WPA2-PSK uses a simple common password for
authentication.

Type the pre-shared key employed by the access point to which you
want to connect.

Apply Click Apply to save your changes back to the NBG4615.

Cancel Click Cancel to reload the previous configuration for this screen.

12.5.3 Site Survey Screen

Use this screen to scan for and connect to a wireless network automatically. Go to
Configuration > Site Survey to open the following screen.

Figure 71 Configuration > Wireless LAN > Site Survey (WISP)

Station Site Survey
Station Site Survey
SSID BSSID Signal Strength Channel station encryp station auth Network Type
%?ZVXEL_BEHHV 02:13:49:11.66:8C 34% 1 TKIPAES ~ WPATPSKWPAZPSK In
zZy_penpen 42:4A:03:D9:F9:7C 76% 1 Mot Use MNONE In
ZyXEL_B68C 02:13:49:7816:AF 5% 1 TKIPAES ~ WPA1TPSKWPAZPSK In
Zy{EL123456 00:13:47:12:34:56 5% 1 Mot Use NONE In
3205_Ewvo2 00:23:F8:28:AD.C9 0% % WEP Unknown In
Zy_private_HI9HYK 40:4A:04:12.045C 55% A5 AES WPAZPSK In
TELUS002 02:10:18:01:00:02 5% 13 TKIPAES ~ WPATPSKWPAZPSK In

oo lie e Mo Mo Sle ]

The following table describes the labels in this screen.

Table 40 Configuration > Wireless LAN > Site Survey (WISP)
LABEL DESCRIPTION
Station Site Survey

# Select a wireless device and click Add Profile to open a configuration
screen where you can add the selected wireless device to a profile and
then enable it.

SSID This displays the SSID of the wireless device.

indicates the wireless device is added to an activated profile and the
NBG4615 is connecting to it.

BSSID This displays the MAC address of the wireless device.

Signal This displays the strength of the wireless signal. The signal strength

Strength mainly depends on the antenna output power and the distance between
your NBG4615 and this device.

Channel This displays the channel number used by this wireless device.

station This displays the data encryption method used by this wireless device.

encryp

station auth | This displays the authentication method used by this wireless device.
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Table 40 Configuration > Wireless LAN > Site Survey (WISP) (continued)

LABEL DESCRIPTION

Network This displays the network type (In (Infrastructure) or Ad (Ad Hoc) of this

Type wireless device.

Rescan Click this button to search for available wireless devices within
transmission range and update this table.

Setting Select a wireless device and click this button to add it to a profile.
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Tutorials

13.1 Overview

This chapter provides tutorials for setting up your NBG4615.

Set Up a Wireless Network with WPS

Configure Wireless Security without WPS
Using Multiple SSIDs on the NBG4615

Connecting the NBG4615 (in Universal Repeater Mode) to an AP or Wireless
Router

13.2 Set Up a Wireless Network with WPS

This section gives you an example of how to set up wireless network using WPS.
This example uses the NBG4615 as the AP and NWD210N as the wireless client
which connects to a notebook.

Note: The wireless client must be a WPS-aware device (for example, a WPS USB
adapter or PCI card).

There are two WPS methods for creating a secure connection. This tutorial shows
you how to do both.

< Push Button Configuration (PBC) - create a secure wireless network simply
by pressing a button. See Section 13.2.1 on page 112.This is the easier method.

< PIN Configuration - create a secure wireless network simply by entering a
wireless client's PIN (Personal Identification Number) in the NBG4615’s
interface. See Section 13.2.2 on page 113. This is the more secure method,
since one device can authenticate the other.
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13.2.1

Push Button Configuration (PBC)

Make sure that your NBG4615 is turned on. Make sure the WLAN switch (at the
back panel of the NBG4615) is set to ON, and that the device is placed within
range of your computer.

Make sure that you have installed the wireless client (this example uses the
NWD210N) driver and utility in your notebook.

In the wireless client utility, find the WPS settings. Enable WPS and press the WPS
button (Start or WPS button)

Log into NBG4615’s Web Configurator and press the Push Button in the
Configuration > Network > Wireless Client > WPS Station screen.

Note: Your NBG4615 has a WPS button located on its back panel, as well as a WPS
button in its configuration utility. Both buttons have exactly the same function;
you can use one or the other.

Note: It doesn’t matter which button is pressed first. You must press the second
button within two minutes of pressing the first one.

The NBG4615 sends the proper configuration settings to the wireless client. This
may take up to two minutes. Then the wireless client is able to communicate with
the NBG4615 securely.
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The following figure shows you an example to set up wireless network and security
by pressing a button on both NBG4615 and wireless client (the NWD210N in this
example).

Figure 72 Example WPS Process: PBC Method
Wireless Client Access Point

WITHIN 2 MINUTES @

O

SECURITY INFO
‘.......ll--------I

COMMUNICATION

13.2.2 PIN Configuration

When you use the PIN configuration method, you need to use both NBG4615’s
configuration interface and the client’s utilities.

1 Launch your wireless client’s configuration utility. Go to the WPS settings and
select the PIN method to get a PIN number.

2 Enter the PIN number to the PIN field in the Configuration > Network >
Wireless LAN = WPS Station screen on the NBG4615.

3 Click Start buttons (or button next to the PIN field) on both the wireless client
utility screen and the NBG4615’s WPS Station screen within two minutes.

The NBG4615 authenticates the wireless client and sends the proper configuration
settings to the wireless client. This may take up to two minutes. Then the wireless
client is able to communicate with the NBG4615 securely.
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The following figure shows you the example to set up wireless network and
security on NBG4615 and wireless client (ex. NWD210N in this example) by using
PIN method.

Figure 73 Example WPS Process: PIN Method

Wireless Client Access Point

He: IContinuous Access Mode =

Jaute = PS | wPs Station | Scheduling | WDS

e: (Continuous Access Made »

Fted Setup) <5 network

[© PIN [T Manual Input 2532751

WITHIN 2 MINUTES

U,

13.3 Configure Wireless Security without WPS
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This example shows you how to configure wireless security settings with the
following parameters on your NBG4615.

SSID SSID_Example3
Channel 6
Security WPA-PSK

(Pre-Shared Key: ThisismyWPA-PSKpre-sharedkey)

Follow the steps below to configure the wireless settings on your NBG4615.

The instructions require that your hardware is connected (see the Quick Start
Guide) and you are logged into the Web Configurator through your LAN connection
(see Section 5.2 on page 47).
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1 Make sure the WLAN switch (at the back panel of the NBG4615) is set to ON.

2 Open the Configuration = Wireless LAN = General screen in the AP’'s Web
Configurator.

3 Confirm that the status of wireless LAN is ON.

4 Enter SSID_Example3 as the SSID and select Channel-06 as the channel. Click
Apply.

General ' Security | MAC Filter | Advanced | QoS | WPS | WPS Station | Scheduling | WDS _

Wireless Setup

Network Name(SSID2)

Network Name(S5ID3)

——
——

( Channel Selection :

Wireless LAN : 0N
Network Name(S5ID) IESID_Example3 a Hidel_ Enable Intra-B5S Traffic
Network Name(SSID1) : [ I Hige I Enable Intra-BS5 Traffic

I Hige ™ Enable Intra-855 Traffic

| Hide O Enable Intra-BS5 Traffic

| channel-06 24371Hz j) I™ Aute Channel Selection

Operating Channel :

Channel-09 2452MHz

™ Communication between wirsless clients with different SSiDs

Appryl Can cell

Go to the Configuration > Network > Wireless LAN > Security screen. Set
security mode to WPA-PSK and enter ThisismyWPA-PSKpre-sharedkey in the
Pre-Shared Key field. Click Apply.I

Security

SSID

General | Security | MAC Filter | Advanced | QoS | WPS | VIPS Station | Scheduling | WDS _

| SS8ID0_Exampled = l

Security Mode
Pre-Shared Key

I'I'h izizmyWPA-PSKpre-sharedke:

| WPA-PSK = I
Y

Group Key Update Timer

ISGDIJ seconds

| | Note: WPA-PSK and WPAZ2-PSK can be configured when WPS enabled

Applyl Can oeII
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6 Open the Status screen. Verify your wireless and wireless security settings under

Device Information and check if the WLAN connection is up under Interface
Status.

[, Refiesh Interval: | None =] Refresh Now

Device Information System Status

Item Data Item Data

Host Name NBG4615 System Up Time: 3 mins, 0 secs
Firmware Version V1.00(BWCQ.0}BS Current Date/Time 1970-01-01/00:03:08

Sys OP Mode: Router Mode System Resource

WAN Information : - CPU Usage: 0%
-MAC Address: 00:E0:98:DD:AAQC - Memory Usage: E 34%

- 1P Address: 0000 System Setting:

-IP Subnet Mask: 0.0.0.0 - Firewall: Enabled
- Default Gateway: 0.0.0.0 - Bandwidth Management: Disabled
-DHCP Client -UPnP Enabled
LAN Information: - Configuration Mode: Expert

- MAC Address 00:E0:98:DD:AADE

-IP Address: 192.168.1.1

-1P Subnet Mask: 25! 2550 Summary

-DHCP: Server BW MGNT Monitor (Details...
WLAN Information: DHCP Table (Details .}

- WLAN OP Mode: Access Point Mods Packet Statistics (Details...}

- MAC Address 00:E0:98:DD:AA08 WLAN Station Status (Details.
- Status: ON

- Name(SSID) SSID_Example3
- Channel Channel-06 2437MHz
- Operating Channel: Channel-06 2437MHz
- Security Mode WPA-PSK

-802.11 Mode: 802.11biain

-WPS: Configured

Interface Status

Interface Rate

1000M
3000

13.3.1 Configure Your Notebook
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Note: We use the ZyXEL M-302 wireless adapter utility screens as an example for the
wireless client. The screens may vary for different models.

The NBG4615 supports IEEE 802.11b, IEEE 802.11g and IEEE 802.11n wireless
clients. Make sure that your notebook or computer’s wireless adapter supports
one of these standards.

Wireless adapters come with software sometimes called a “utility” that you install
on your computer. See your wireless adapter’s User’s Guide for information on
how to do that.

After you’ve installed the utility, open it. If you cannot see your utility’s icon on
your screen, go to Start > Programs and click on your utility in the list of
programs that appears. The utility displays a list of APs within range, as shown in
the example screen below.
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4 Select SSID_Example3 and click Connect.

Available Network List

551D | charrel | sSignal 1]«
Ty¥EL_MIS & £2%
Ty¥EL_YZU & 62%
TyWEL test £0%

Site InfnrmatiEm

Metwork Type: Infrastructure
Metwork Mode: S02.11g
Channel: &

Security: VWPL-PSK

MAL Address: 00:A0C5CDH1FE4
Surveyed at: 11:46.38

5 Select WPA-PSK and type the security key in the following screen. Click Next.

|
= Encryption Type:

 Pre-Shared Key:

]
| WPA-PSK

=] |

|ThisisvaPA-PSKpre—sharedkevl

Back |

Next | Exit

6 The Confirm Save window appears. Check your settings and click Save to

continue.

= Network Name(SSID):
Metwork Type:

= Network Mode:
Channel:

- Security:

S5I0_Examplad
Infrastructure
202.11h/g
Aukao

WPA-PSK

| Back

-Save.:: Exit |
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7 Check the status of your wireless connection in the screen below. If your wireless

connection is weak or you have no connection, see the Troubleshooting section of
this User’s Guide.

Statistics

Profile Name: Transmit Rate: 2 kbps

Network Name(SSID): 55ID_Example3 Receive Rate: 0 kbps

AP MAC Address: 00:A0:C5:CD:1F 64 Authentication: Mone

Network Type: Infrastructure Network Mode: 502,119

Transmission Rate: 15 Mbps Total Transmit: 46

Security: WPA-PSK Total Receive: 3

Channel: & Link Quality: -68 dBm

Trend Chart

Signal Strength @ 9. @8 & 8. 0, 0.0 Link Quality 99 9o 00 e

If your connection is successful, open your Internet browser and enter http://
www.zyxel.com or the URL of any other web site in the address bar. If you are able
to access the web site, your wireless connection is successfully configured.

13.4 Using Multiple SSIDs on the NBG4615
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You can configure more than one SSID on a NBG4615 when it is operating in
access point or universal repeater mode. This allows you to configure multiple
independent wireless networks on the NBG4615 as if there were multiple APs
(virtual APs). Each virtual AP has its own SSID, wireless security type and MAC
filtering settings. That is, each SSID on the NBG4615 represents a different access
point/wireless network to wireless clients in the network.

Clients can associate only with the SSIDs for which they have the correct security
settings. Clients using different SSIDs can access the Internet and the wired
network behind the NBG4615 (such as a printer). You can allow communication
between wireless clients of different SSIDs in the Network > Wireless LAN = General
screen. See Section 14.2 on page 133 for more information.
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For example, you may set up three wireless networks (A, B and C) in your office.
A is for workers, B is for guests and C is specific to a VolP device in the meeting

room.

13.4.1 Configuring Security Settings of Multiple SSIDs

The NBG4615 is in access point mode by default. If you want to use multiple
SSIDs when the NBG4615 is in universal repeater mode, see Chapter 8 on page
81 for how to set the NBG4615 to universal repeater mode.

This example shows you how to configure the SSIDs with the following parameters
on your NBG4615 (in access point mode).

SSID SECURITY TYPE KEY MAC FILTERING
SSID_Worker | WPA2-PSK DoNotStealMyWireless | Disable
Network
WPA Compatible
SSID_Guest Static WEP 128bit keyexamplel23 Disable
SSID_VolP WPA-PSK VolPOnly12345678 Allow
00:A0:C5:01:23:45

1 Connect your computer to the LAN port of the NBG4615 using an Ethernet cable.

2 The default IP address of the NBG4615 is “192.168.1.2". In this case, your
computer must have an IP address in the range between “192.168.1.3” and
“192.168.1.254".
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Click Start = Run on your computer in Windows. Type “cmd” in the dialog box.
Enter “ipconfig” to show your computer’s IP address. If your computer’s IP
address is not in the correct range then see Appendix C on page 163 for
information on changing your computer’s IP address.

After you’ve set your computer’s IP address, open a web browser such as Internet
Explorer and type “http://192.168.1.2” as the web address in your web browser.

Enter “1234” (default) as the password and click Login.

Type a new password and retype it to confirm, then click Apply. Otherwise, click
Ignore.

The Easy mode appears. Click Expert Mode in the navigation panel.

Go to Configuration > Network > Wireless LAN > General. Configure the
screen as follows. In this example, you select Enable Intra-BSS Traffic for
SSID_Worker and SSID__Guest to allow wireless clients in the same wireless
network to communicate with each other. Click Apply.

General | Security | MAC Filter | Advanced | Qo5 | WPS | WPS Station | Scheduling | WDS .

Wireless Setup

Wiireless LAN : ON

Network Name{SSID) : Eso_worker [ Hide ™ Enable intra-83S Traffic
Network Name(SSID1) Bzocuest | [ Hide MiEnable Intra-B35 Traffic
Network Name(S5102) : [Bso_ver | T Hide [ Enable Intra-85S Traffic
Network Name(SSID3) ; [ [ tigel" nable intra-B35 Traffic
Channel Selsction : Channel01 2412MHz W Aute Channel Selection

Operating Channel Channel-04 2427MHz

M Communication between wirsless clients with different 55Ds

Appr}rl Ca ncell
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9 Click the Security tab to configure security settings for each SSID. Select
SSID_Worker from the SSID drop-down list. Configure the screen as follows.

Click Apply.

! General I Security ' MAC Fiter | Advanced | Qo5 | WPS | WPS Station | Scheduling | WDS _

Security
|
53D ISSID__}{\J’orker x|
Security Mode [WPAZ-PSK v |

WP Compatible

| ‘ Hote: Onhy WPA-PSK and WPA2-PSK can be configured when WPS enabled

Pre-Shared Key Dotlotstealhtyirslesshistwork |
Group Key Update Timer '_S_éijb__iseconds

10 Select SSID_Guest from the SSID drop-down list. Configure the screen as

follows. Click Apply.

General ' Security MAC Fitter | Advanced | QoS | WPS | WPS Station | Scheduling | WDS _
A
Security
SSID 55D _Guest v |
Security Mode ::Staﬁc WEP v
PazsPhrasze [ )
WEP Encryption 128-hits v |
Authentication Method [shared Key |
| Hote:
64-bit WEP: Enter 5 ASCI characters or 10 hexadecimal characters ("0-9", "A-F"} for each Key {1-4).
128-bit WEP: Enter 13 ASCIl characters or 26 hexadecimal characters ("0-9", "A-F") for each Key (1-4).
(Select one WEP Key as an active key to encrypt wireless data transmission.)
® asen OHex
ey 1 keyexample123
C‘ Key 2 |
O Wey 3
O Key 4
| '_ Hote: Onby WPA-PSK and WPAZ-PSK can be configured when WPS enabled
_
¥
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11 Select SSID_VoIP from the SSID drop-down list. Configure the screen as
follows. Click Apply.

General Security MAC Filter | Advanced | Qo5 | WPS | WPS Station | Scheduling | WDS _

Security
S50 [ssD_vaP (¥
Security Mode | VWPAPSK V
Pre-Shared Key EVDIPOnI\ﬂ 2345678
Group Key Update Timer 3600 ::_seconds

Hote: Onhy WPA-PSK and WPA2-PSK can be configured when WPS enabled

12 Click the MAC Filter tab to configure MAC filtering for the SSID_VolIP wireless
network. Select SSID_VolIP from the SSID drop-down list and select Allow in
the Policy field. Enter the VolIP device’'s MAC address in the Add a station Mac
Address field and click Apply to allow only the VolP device to associate with the
NBG4615 using this SSID.

TGeneraI Security MAC Filter Advanced | QoS | WPS = WPS Station | Scheduling | WDS _

F

Access Policy

S5ID [ssD_vap v

I Bl
Palicy | Ao v

Add & station Mac Address:

MAC Filter Summary

Delete MAC Address Delete MAC Address
) jo:ancsorzzas |

13.5 Connecting the NBG4615 (in Universal
Repeater Mode) to an AP or Wireless Router

If you have an access point or wireless router with Internet access deployed in
your network already, and you want to have wireless clients connect to the
existing AP or wireless router through the NBG4615, set the NBG4615 to
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Universal Repeater mode and then associate the NBG4615 with the AP or
wireless router. The NBG4615 must be within the transmission range of the AP or
wireless router.

1 Connect your computer to the LAN port of the NBG4615 using an Ethernet cable.

2 The default IP address of the NBG4615 is “192.168.1.2”. In this case, your
computer must have an IP address in the range between “192.168.1.3” and
“192.168.1.254".

3 Click Start = Run on your computer in Windows. Type “cmd” in the dialog box.
Enter “ipconfig” to show your computer’s IP address. If your computer’s IP
address is not in the correct range then see Appendix C on page 163 for
information on changing your computer’s IP address.

4  After you’'ve set your computer’s IP address, open a web browser such as Internet
Explorer and type “http://192.168.1.2” as the web address in your web browser.

5 Enter “1234” (default) as the password and click Login.

6 Type a new password and retype it to confirm, then click Apply. Otherwise, click
Ignore.

7 The Easy mode appears. Click Expert Mode in the navigation panel.

8 On the left of the screen, click Maintenance > Sys OP Mode and select
Universal Repeater Mode. Click Apply. The NBG4615 restarts.

Sy= OP Mode

Configuration Mode
 Router Made
© ccess Paint Mode
@ niversal Repeater Mode

wisp Mode

| Note:
Router: In this mode, the device is supported to connect to internet via ADSLICable Modem. PCs in LAN ports share the same IP to ISP through
WAN Port.
Access Point: In this mode, all Ethernet ports are bridged together. The device allows the wireless-equipped computer can communicate with a
wired network.
WISP Mode: In this mode, the device acts as a wireless client. [t can connect to an existing network via an access point. Also router functions are
added between the wireless WAN and the LAN.

Cance\l

9 Enter the password and click Login to access the web configurator again. Click
Expert Mode.
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10 Go to Configuration > Network > Wireless LAN > Universal Repeater to

connect the NBG4615 wirelessly to an AP. Select Enable. Enter the SSID of the
existing AP or wireless router to which you want to connect (“SSIDofMyAP” in this
example). Enter the wireless security settings which are the same as those on the
existing AP or wireless router to access it (WPA-PSK and
“KeyofMyWirelessNetwork” in this example). Click Apply.

General Security | MAC Filter | Advanced | QoS | WPS | WPS Station Scheduling 1 Universal Repeater -

Universal Repeater Parameters
i Enable

55D |55DofyaP

WAL Address (Optional) |

Security Mode |‘a‘JPﬁ\-P5K vl
Encryption Type |TKIP 'I

Pre-Shared Key keyuﬂ.!y"a\.fireleasN etwork

Cancell

11 Set the channel number in the Wireless LAN > General screen to be the same

as the one on the wireless router or AP to which the NBG4615 is connecting. This
allows wireless clients access or acquire an IP address from another AP or wireless
router through the NBG4615 in universal repeater mode.

General | Security | MAC Filter | Advanced | QoS | WPS | WIPS Station | Scheduling |Universal Reueater-

Wireless Setup

124

Wirglezs LAN : ON

Network Name(SSID) - Bl [ tide ™ Enable intra-55S Traffic
Network Name{SSID1) - [ I tigel” enable intra-B35 Traffic
Network Name(3302) [ [ tige[" Enable intra-833 Traffic
Network Name(SSID3) - [ [ Higel” enavle intra-8SS Traffic

(Channel Selection : | Channel-05 24320Hz |

|1 Auta Channel Selection )

Operating Channel ; Channel-05 2432MHz

W communication between wireless clients with different 35Ds

Applyl Can cell
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12 Go to the Status screen. If the NBG4615 has successfully connected to an AP or
wireless router, it displays the SSID and MAC address of the AP or wireless router
in the field next to WLAN Station Status under Device Information.

Status E Refresh Interval |N0ne V‘| [ Refresh Mow

Device Information System Status

Iterm Data Itern Data

Host Mame: MBG4515 Systern Up Time: A7 mins, 47 secs
Firmware Version: V1.00(BWQ.0)B6_20100908 Current DatefTime: 2000-01-01 F00:58:08

Sys OP Mode: Universal Repeater Mode Systemn Resource:

LAM Information: - CPU Uszage: :l 0%
- MAC Address: 00:E0:98:09:09:00 - Memary Usage: e

- IP Address: 192.168.1.2 Systemn Setting:
- IP Subnet Mask: 255 255.255.0 - Configuration Mode;
- DHCP: MNone

WLAN Infarmation:

- WLAN OF Mode: Universal Repeater Mode
- MAC Address: 00:E0:98:09:09:00 fat ket Stastic e (Dretdits: 3

Summary

- Status: oM WWLAMN Station Status (Details...

- Mame(SSI0): ZyXEL

- Channel: Channel-05 2432MHz

- Operating Channel: Channel-05 2432MHz
- Becurity Mode: Mo Security
- 802,11 Mode: 802.11blgin
(— WLAN Station Status: S5IDoMvAR (00:19:CB:4B:21:C0) )
- WPS: Configured

Interface Status
Interface Status
LAN Up
Up

To check whether a wireless client is currently connecting to the NBG4615, click
the WLAN Station Status (Details...) hyperlink under Summary in the Status
screen or Monitor > WLAN Station Status. See Section 9.5 on page 94 for
more information.

Association List

Association List
Association List
# MAC Address Aszsociation Time
1 00:19:CB3ZBEAC 01:09:05 2000/01/01

(Foresr]
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