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KEEP THIS GUIDE FOR FUTURE REFERENCE.
IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

Note: This guide is a reference for a series of products. Therefore some features or
options in this guide may not be available in your product.

Graphics in this book may differ slightly from the product due to differences in operating systems,
operating system versions, or if you installed updated firmware/software for your device. Every
effort has been made to ensure that the information in this manual is accurate.

Related Documentation
* Quick Start Guide

The Quick Start Guide shows how to connect the Device and access the Web Configurator. It also
contains a connection diagram.
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1

Introduction

1.1 Overview

The Device is a fiber WAN router, which also includes Voice over IP (VolP) communication
capabilities to allow you to use a traditional analog telephone to make Internet calls. By integrating
all of these features, you are provided with ease of installation and high-speed, shared Internet
access. The Device is also a complete security solution with a robust firewall based on Stateful
Packet Inspection (SPI) technology and Denial of Service (DoS).

Note: The FMG3024-D10A model has cable TV support.

1.2 Applications for the Device

Here are some example uses for which the Device is well suited.

1.2.1 Internet Access

Your Device provides shared Internet access. Computers can connect to the Device’s LAN ports.

Figure 1 Device’s Internet Access Application

LAN WAN

Bridging

1.2.2 VolP Features

You can register 1 SIP (Session Initiation Protocol) profile (2 accounts for that profile) and use the
Device to make and receive VoIP telephone calls:
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Figure 2 Device’s VolP Application

The Device sends your call to a VolP service provider’s SIP server which forwards your calls to
either VoIP or PSTN phones.
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1.3 Ways to Manage the Device

Use any of the following methods to manage the Device.

= Web Configurator. This is recommended for everyday management of the Device using a
(supported) web browser.

= FTP for firmware upgrades and configuration backup/restore.

1.4 Good Habits for Managing the Device

Do the following things regularly to make the Device more secure and to manage the Device more
effectively.

= Change the password. Use a password that’s not easy to guess and that consists of different
types of characters, such as numbers and letters.

= Write down the password and put it in a safe place.

* Back up the configuration (and make sure you know how to restore it). Restoring an earlier
working configuration may be useful if the device becomes unstable or even crashes. If you
forget your password to access the Web Configurator, you will have to reset the Device to its
factory default settings. If you backed up an earlier configuration file, you would not have to
totally re-configure the Device. You could simply restore your last configuration. Keep in mind
that backing up a configuration file will not back up passwords used to set up PPPoE and VolP.
Write down any information your ISP provides you.

1.5 The RESET Button

If you forget your password or cannot access the web configurator, you will need to use the RESET
button at the back of the device to reload the factory-default configuration file. This means that you
will lose all configurations that you had previously and the passwords will be reset to the defaults.

1 Make sure the POWER LED is on (not blinking).

2 To set the device back to the factory default settings, press the RESET button for 5 seconds or until
the POWER LED begins to blink and then release it. When the POWER LED begins to blink, the
defaults have been restored and the device restarts.
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Introducing the Web Configurator

2.1 Overview

The web configurator is an HTML-based management interface that allows easy device setup and
management via Internet browser. Use Internet Explorer 6.0 and later versions, Mozilla Firefox 3
and later versions, or Safari 2.0 and later versions. The recommended screen resolution is 1024 by
768 pixels.

In order to use the web configurator you need to allow:

= Web browser pop-up windows from your device. Web pop-up blocking is enabled by default in
Windows XP SP (Service Pack) 2.

= JavaScript (enabled by default).

= Java permissions (enabled by default).

See Appendix C on page 283 if you need to make sure these functions are allowed in Internet
Explorer.

2.1.1 Accessing the Web Configurator

1 Make sure your Device hardware is properly connected (refer to the Quick Start Guide).
2 Launch your web browser.
3 Type "192.168.1.1" as the URL.

4 A password screen displays. Type “admin” as the default Username and “1234” as the default
password to access the device’s Web Configurator. Click Login. If you have changed the password,
enter your password and click Login.

Figure 3 Password Screen

Welcome
Welcome to FM A configuration interface. Please
enter username and p jord to login.

Username: I
Password:  [EYTRNI
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Note: For security reasons, the Device automatically logs you out if you do not use the
web configurator for five minutes (default). If this happens, log in again.

5 The following screen displays if you have not yet changed your password. It is strongly
recommended you change the default password. Enter a new password, retype it to confirm and
click Apply; alternatively click Skip to proceed to the main menu if you do not want to change the
password now.

Figure 4 Change Password Screen

Change Password
Itis highly recommended to se

New Password:

Verify New Password:

6 The Connection Status screen appears.

Figure 5 Connection Status
ZyXE'. FMG3024-D10A Larwguage:m E Logout
LAN Device Viewing mode: | B = Refresh Interval: Iﬂﬂ_l

&

Internet

FMG3024-D10A

&

Connection Status

7 Click System Info to display the System Info screen, where you can view the Device’s interface
and system information.
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2.2 The Web Configurator Layout

Click Connection Status > System Info to show the following screen.

Figure 6 Web Configurator Layout

ZyXEL rvc3024-D10A Language : [EFIENME| = ¢

System Info

Device Information Interface Status
Host Mame:
Model Name: oA
MAC Address: Down
Firmware Version Up 10008bps:
WAN Information: (ETHER WAN) Down MIA
- Mode: IPoE o PR,
-IP Address: Everw PUA
-IP Subnet Mask: ] BEA.
WAN 2 Information:
- Mode:
-IP Address: _ _
- IP Subnet Mask: System Status
WAN 3 Information i VWAN 3) System Up Time 34 min
- Mode: < Current Date/Time: Sat Jan 1 01:34:46 CET 2000
-IP Address: System Resource
- IP Subnet Mask: _CPU Usage
WAN 4 Information:
- Mode- C -Memory Usage:
- 1P Address:
- IP Subnet Mask:
WAM 5 Information:
- Mode: « USB Status
- IP Address
- IP Subnet Mask:
WAN B Information WAN 6) Storage
_Mode: ? Printer
LAM Information:
-IP Address:
- IP Subnet Mask:
- DHCP Server

Status

As illustrated above, the main screen is divided into these parts:

e A - title bar
e B - main window

« C - navigation panel

2.2.1 Title Bar

The title bar shows the following icon in the upper right corner.

Click this icon to log out of the web configurator.

2.2.2 Main Window

The main window displays information and configuration fields. It is discussed in the rest of this
document.

After you click System Info on the Connection Status screen, the System Info screen is
displayed. See Chapter 4 on page 62 for more information about the System Info screen.

FMG3024-D10A / FMG3025-D10A Series User's Guide 21




Chapter 2 Introducing the Web Configurator

If you click LAN Device on the System Info screen (a in Figure 6 on page 21), the Connection
Status screen appears. See Chapter 4 on page 61 for more information about the Connection
Status screen.

If you click Virtual Device on the System Info screen (b in Figure 6 on page 21), a visual graphic
appears, showing the connection status of the Device’s ports. The connected ports are in color and

disconnected ports are gray.

Figure 7 Virtual Device

ZyXEL rvcz024D104

Virtual Device

Connection Status

tanguage : [EXTENME| & togout
Refresh Interval:

2.2.3 Navigation Panel

Use the menu items on the navigation panel to open screens to configure Device features. The

following table describes each menu item.

Table 1 Navigation Panel Summary

22

LINK TAB FUNCTION
Connection Status This screen shows the network status of the Device and
computers/devices connected to it.
Network Setting
Broadband Broadband Use this screen to view and modify your WAN interface. You
can also configure ISP parameters, WAN IP address
assignment, DNS servers and other advanced properties.
3G Backup Use this screen to configure the 3G WAN connection.
CATV CATV Use this screen to enable cable television functions.
Home LAN Setup Use this screen to configure LAN TCP/IP settings, and other
Networking advanced properties.
Static DHCP Use this screen to assign specific IP addresses to individual
MAC addresses.
UPNP Use this screen to enable the UPnP function.
File Sharing Use this screen to enable file sharing via the Device.
Media Server Use this screen to enable or disable the sharing of media
files.
Printer Server Use this screen to enable or disable sharing of a USB printer
via your Device.
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Table 1 Navigation Panel Summary (continued)

LINK

TAB

FUNCTION

Static Route

Static Route

Use this screen to view and set up static routes on the
Device.

DNS Route DNS Route Use this screen to view and configure DNS routes.
QoS General Use this screen to enable QoS and decide allowable
bandwidth using QoS.

Queue Setup Use this screen to configure QoS queue assignment.

Class Setup Use this screen to set up classifiers to sort traffic into
different flows and assign priority and define actions to be
performed for a classified traffic flow.

Monitor Use this screen to view each queue’s statistics.

NAT Port Forwarding | Use this screen to make your local servers visible to the
outside world.

Sessions Use this screen to limit the number of NAT sessions a single
client can establish.

Dynamic DNS Dynamic DNS Use this screen to allow a static hostname alias for a
dynamic IP address.
Interface Interface Group | Use this screen to create a new interface group.
Group
Security
Firewall General Use this screen to activate/deactivate the firewall.

Services Use this screen to set the default action to take on outgoing
network traffic.

MAC Filter MAC Filter Use this screen to allow specific devices to access the
Device.

Parental Parental Control | Use this screen to define time periods and days during which

Control

the Device performs parental control and/or block web sites
with the specific URL.

Certificates

Local Certificates

Use this screen to generate and export self-signed
certificates or certification requests and import the Device’s
CA-signed certificates.

Trusted CA Use this screen to save CA certificates to the Device.
VPN VPN Use this screen to configure VPN settings.
VolP
SIP SIP Service Use this screen to configure your Device’s Voice over IP

Provider settings.

SIP Account Use this screen to set up information about your SIP account
and configure audio settings such as volume levels for the
phones connected to the Device.

Phone Phone Device Use this screen to set which phone ports use which SIP
accounts.
Call Rule Speed Dial Use this screen to configure speed dial for SIP phone
numbers that you call often.
System Monitor
Log Phone Log Use this screen to view the Device’s phone logs.

VolP Call History

Use this screen to view the Device’s VolP call history.
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Table 1 Navigation Panel Summary (continued)

LINK TAB FUNCTION
Traffic Status WAN Use this screen to view the status of all network traffic going
through the WAN port of the Device.
LAN Use this screen to view the status of all network traffic going
through the LAN ports of the Device.
NAT Use this screen to view the status of NAT sessions on the
Device.
3G Backup Use this screen to view the status of 3G Backup on the
Device.
VoIP Status VoIP Status Use this screen to view the SIP, phone, and call status of the

Device.

Maintenance

Users Account

Users Account

Use this screen to configure the passwords your user
accounts.

Remote MGMT

Remote MGMT

Use this screen to enable specific traffic directions for
network services.

SNMP SNMP Use this screen to configure SNMP settings.

System System Use this screen to configure the Device’s name, domain
name, management inactivity time-out.

Time Time Setting Use this screen to change your Device’s time and date.

Log Setting Log Setting Use this screen to select which logs and/or immediate alerts
your device is to record. You can also set it to e-mail the logs
to you.

Firmware Firmware Use this screen to upload firmware to your device.

Upgrade Upgrade

Backup/ Backup/Restore | Use this screen to backup and restore your device'’s

Restore configuration (settings) or reset the factory default settings.

Reboot Reboot Use this screen to reboot the Device without turning the
power off.

Diagnostic Ping/TraceRoute | Use this screen to test the connections to other devices.

Auto Provision

Auto Provision

Use this screen to configure Auto Provision settings for
automatically updating the Device settings.

24
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Tutorials

3.1 Overview

This chapter contains the following tutorials:

= Setting Up Your WAN Connection

 Setting Up NAT Port Forwarding

= How to Make a VolIP Call

« Using the File Sharing Feature

* Using the Media Server Feature

= Using the Print Server Feature

= Configuring Static Route for Routing to Another Network
= Configuring QoS Queue and Class Setup

= Access the Device Using DDNS

3.2 Setting Up Your WAN Connection

This tutorial shows you how to set up your Internet connection using the web configurator.

Use the information from your Internet Service Provider (ISP) to configure the Device. Do the
following steps:

1 Connect the Device properly. Refer to the Quick Start Guide for details on the Device’s hardware
connection.

2 Connect one end of a fiber cable to the fiber port for data traffic on your Device.

3 Connect one end of Ethernet cable to an Ethernet port on the Device and the other end to a
computer that you will use to access the web configurator.

4  Connect the Device to a power source, turn it on and wait for the POWER LED to become a steady
green. Turn on the modem provided by your ISP as well as the computer.

Account Configuration

1 Click Network Setting > Broadband to open the Broadband screen. Click Add new WAN
Interface.

FMG3024-D10A / FMG3025-D10A Series User’s Guide 25




Chapter 3 Tutorials

Enter the settings for your connection as specified by the ISP and save your changes. You should
see a summary of your new connection setup in the Broadband screen.

Try to connect to a website, such as “www.zyxel.com” to see if you have correctly set up your
Internet connection. Be sure to contact your service provider for any information you need to
configure the WAN screens.

3.3 Setting Up NAT Port Forwarding

26

In this tutorial, you manage the Doom server on a computer behind the Device. In order for players
on the Internet (like A in the figure below) to communicate with the Doom server, you need to
configure the port settings and IP address on the Device. Traffic should be forwarded to the port
666 of the Doom server computer which has an IP address of 192.168.1.34.

D=192.168.1.34 LAN WAN

port 666

You may set up the port settings by configuring the port settings for the Doom server computer
(see Chapter 10 on page 134 for more information).

Click Network Setting > NAT > Port Forwarding. Click Add new rule.

Enter the following values:

Service Name Select User Defined.

WAN Interface Select the WAN interface through which the Doom service is forwarded.
This is the default interface for this example, which is EtherWAN1.

Start/End Ports 666

Translation Start/End 666

Ports

Server IP Address Enter the IP address of the Doom server. This is 192.168.1.34 for this
example.

Protocol Select TCP/UDP. This should be the protocol supported by the Doom
server.
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Add new rule -9

-

Senvice Mame : [user Defined =] [
WAN Interface : lm
Start Port: 666

End Port G666

Translation Start Port GGG
Translation End Port: 666
Server IP Address : 192.168.1.34

Protocol : TCRIUDP = _
B note:
To translate the port to internal server, enter the translated port number of =

Apply I Back

3 Click Apply.

4  The port forwarding settings you configured should appear in the table. Make sure the bulb in
Status is the color yellow, meaning it is activated. Click Apply to have the Device start forwarding
port 666 traffic to the computer with IP address 192.168.1.34.

Add new rule |

‘ 1 ¥ User Defined EtherWAaN1 G66 666 666 666 192168.1.34 TCPIUDP Ed M ‘

B note:
The TCP port 7676 is reserved for TROE9 connection request port.

Players on the Internet then can have access to your Doom server.

3.4 How to Make a VolP Call

You can register a SIP account with the SIP server and make voice calls over the Internet to
another VoIP device.

The following parameters are used in this example:

SIP Service Provider Name ServiceProviderl

SIP Server Address sip.example.com
REGISTER Server Address registersip.example.com
SIP Service Domain sip.example.com

SIP Account Number 12345678

Username ChangeMe

Password ThislsMySIP

3.4.1 VolIP Calls With a Registered SIP Account

To use a registered SIP account, you should configure the SIP service provider and applied for a SIP
account.
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3.4.1.1 SIP Service Provider Configuration

Follow the steps below to configure your SIP service provider.

1 Make sure your Device is connected to the Internet.

2 Open the web configurator.

Provider Selection drop-down list box.

Click VolP = SIP to open the SIP Service Provider screen. Select ChangeMe from the Service

Select the Enable check box of SIP Service Provider and enter ServiceProviderl as the SIP
Service Provider Name. Enter the SIP Server Address, REGISTER Server Address, and SIP

Service Domain provided by your ISP accordingly. Click Apply.

SIP Service Provider Selection

Semice Provider Selection

General

SIP Service Provider :

SIP Service Provider Mame :
SIP Local Port:

SIP Server Address :

SIP Server Port:
REGISTER Server Address
REGISTER Server Port:

SIP Service Domain :

ChangeMe 7| De\etel

¥ Enable SIP Senvice Provider

ServiceProvidert

(1026-65535)

sip.example.com

(1025-65538)

registersip.example.col

(1025-65538)

sip.example.com

maore...

| cowal

5 Go to the SIP Account screen, click the Edit icon of SIP 1.

Add new SIP account
! L1 Lol ] ! Lol B = FTOV = ! LN » |
1 SIP 1 SenviceProvidert ChangeMe Jlil
2 SIF 2 SenviceProvidert ChangeMe /Ef

6

7

Password. Leave other settings as default.

Click Apply to save your settings.

28

Select the Active SIP Account check box, then enter the SIP Account Number, Username, and
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SIP Service Provider Selection

Service Provider Selection : SemviceProvider1

SIP Account Selection

SIP Account Selection : SIP 1

General

SIF Account: I Active SIP Account
SIP Account Mumber |123455?8
Authenticaton

Username : IChangeMe

Passwaord - I.o.........

Apply | Backl

3.4.1.2 SIP Account Registration
Follow the steps below to register and activate your SIP account.
1 Click Connection Status > System Info to check if your SIP account has been registered

successfully. If the status is Not Registered, check your Internet connection and click Register to
register your SIP account.

Account Action Account Status URI
SIP 1 Register Mot Registered 12345678@sip.example.com
SIP 2z Register In-Active ChangeMe@sip.example.com

3.4.1.3 Analog Phone Configuration

1 Click VolP = Phone to open the Phone Device screen. Click the Edit icon next to Analog Phone
1 to configure the first phone port.

Analog Phone

1 Analog Phone 1 12345678

2 Analog Phone 2 ChangeMe l?j

2 Select SIP 1 from the SIP Account in the SIP Account to Make Outgoing Call section to have
the phone (connected to the first phone port) use the registered SIP 1 account to make outgoing
calls.

3 Select the SIP 1 check box in the SIP Account(s) to Receive Incoming Call section to have the
phone (connected to the first phone port) receive phone calls for the SIP 3 account.

4  Click Apply to save your changes.
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SIP Account to Make Outgeoing Call
IP ACcoun | 1P Numbe | 1P ACCoun | 1P Numbe

‘\6‘ SIP 1 12345678 5Pz ChangeMe

SIP Account(s) to Receive Incoming Call
] ] ]

M Sip1 12345678 I© sip2 Changelle

FXO Interface to Receive Incoming Call
¥ Enable

=

3.4.1.4 Making a VoIP Call

Make sure you connect a telephone to the first phone port on the Device.
Make sure the Device is on and connected to the Internet.
Pick up the phone receiver.

Dial the VolP phone number you want to call.

3.5 Using the File Sharing Feature

In this section you can:

« Set up file sharing of your USB device from the Device

= Access the shared files of your USB device from a computer

3.5.1 Set Up File Sharing

To set up file sharing you need to connect your USB device, enable file sharing and set up your
share(s).

3.5.1.1 Activate File Sharing

30

Connect your USB device to one of the USB ports at the back panel of the Device.

Click Network Setting > Home Networking > File Sharing. Select Enable and click Apply to
activate the file sharing function. The Device automatically adds your USB device to the Share
Directory List.
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Server Configuration

File Sharing Services(SMB) @ Enable  Disable

Share Directory List

Add new share
# Status Share Name Share Path Share Description od
v LE_J USB_Storage GEMERIC_USB_Mass_Storage_100_1 LUSB_Storage l%’ mr

ovly | Cance

3.5.1.2 Set up File Sharing on Your Device

You also need to set up file sharing on your Device in order to share files.

1 Click Add new share in the File Sharing screen to configure a new share. Select your USB device
from the Volume drop-down list box.

2 Click Browse to browse through all the files on your USB device. Select the folder that you want to
add as a share. In this example, select Bob’s_Share. Click Apply.

e GENERIC USB Mass Storage 100 1

Select Type Name Date

fe = . NIA
O T
o = Mac grreey
fs = zywall-1050_dir Erraind
c @ i s
e =] NWD-2205_(PowerPCJMac0S10.4_Driver_1003_UI_1.7.9 plenes
~ == BECVC ER 2010-08-22

Apply | ﬂl

3 You can add a description for the share or leave it blank. The Add Share Directory screen should
look like the following.Click Apply to finish.

Volume : | GENERIC_USB_Mass_storage_100_1 |
Share Path : |Bob's_Share Browse
Description : |

Apply | Back |

4  This sets up the file sharing server. You can see the USB storage device listed in the table below.

Share Directory List

Add new share
# Status Share Name Share Path Share Description Modify
2 ‘E;] GENERIC_USB_Mass_Storage... GENERIC_USB_Mass_Storage_100_1 GENERIC_USB_Mass_Storage_100_1 lij’ m
( ¥ ‘E;] USB_Storage GENERIC_USB_Mass_Storage_100_1 USB_Storage L3f M)

Aopty| cancal
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3.5.2 Access Your Shared Files From a Computer

You can use Windows Explorer to access the file storage devices connected to the Device.

Note: The examples in this User’s Guide show you how to use Microsoft's Windows XP to
browse your shared files. Refer to your operating system’s documentation for how
to browse your file structure.

Open Windows Explorer to access Bob’s Share using Windows Explorer browser.

In Windows Explorer’s Address bar type a double backslash “\\” followed by the IP address of the
Device (the default IP address of the Device is 192.168.1.1) and press [ENTER]. The share folder
Bob’s_Share is available.

Address | o i19z.168.11 )
-
[ame I Commenks |
Network Tasks 2 ¢ Bob's_Share Bob's_Share
\ ¢ USE_Starage USE_Storage
add twaorl pl
J A network place C‘fdprinters and Faxes Shows installed printers and Fax printers and...

&, Yiew network connections

< St up a wirsless network
far & horme or small affics
@ Search Active Direckory

8 Show icans for netwarked
UPRP devices

Once you access Bob’s_Share via your Device, you do not have to relogin unless you restart your
computer.

3.6 Using the Media Server Feature

Use the media server feature to play files on a computer or on your television (using DMA-2500).
This section shows you how the media server feature works using the following media clients:

« Microsoft (MS) Windows Media Player

Media Server works with Windows Vista and Windows 7. Make sure your computer is able to play
media files (music, videos and pictures).

= ZyXEL DMA-2500, a digital media adapter
You need to set up the DMA-2500 to work with your television (TV). Refer to the DMA-2500 Quick
Start Guide for the correct hardware connections.

Before you begin, connect the USB storage device containing the media files you want to play to the
USB port of your Device.

3.6.1 Configuring the Device

32

Note: The Media Server feature is enabled by default.

To use your Device as a media server, click Network Setting = Home Networking > Media
Server.
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¥ Enable Media Server

o

Check Enable Media Server and click Apply. This enables DLNA-compliant media clients to play
the video, music and image files in your USB storage device.

3.6.2 Using Windows Media Player

This section shows you how to play the media files on the USB storage device connected to your
Device using Windows Media Player.

USB Storage Device

Computer with
Windows Media Player

ZyXEL Device

Windows Vista

1 Open Windows Media Player and click Library > Media Sharing as follows.

[ windows Media Player

Now Playing Library Burn
J’; » Music * Library * Songs Create Playlist Ctri+N L
- = Create Auto Playlist

E [kl Playlists | Album ]

[¢] Create Plapist Aaron Goldberg ® Music
Bl Jd Library R

@, Artist gt Video

(=) Album Aaron Goldberg Recorded TV

) Songs Jazz Other

') Genre 2005

[=] Year Acddta oo

7 Rating Media Sharing...

ADpTy Media InTormanon Changes.

Aisha Duo Add Favorites to List When Dragging
Q.met Songs More Drofios.
Aisha Duo Help with Using the Library

Jazz
2005
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2 Check Find media that others are sharing in the following screen and click OK.

Media Sharing 21

_y  Find and share music, pictures, and video on your network
= Leam about sharing Cnline

—Sharing settings
I ¥ Find media that others are sharing: I
[~ share my media

2w Your network (Network) is a private network, Devices that you allow can
p y : 3
'o-' find your shared media. Networking. .. |

How does sharing chanae firewall settings? OK I Cancel |

Now Playing Library

[ » Music »AREER

d
= [#) Playlists Title
b Creste Playist
=l Jd Library _
A, Artist 1] L \ —_—
=) Album (8 7 @ S/ = Laf

) Sengs Artist Album Songs Genre Year Rating
) Genre

[E] Year
o Raii

Primary Views

Additional Views

7 , ) r ¥

© Album to @ ‘

C“_’ Sangs Contributing Composer Parental Online Stores
() Genre Artist Rating

[E] Year

¢ Rating

[k Playlists

The Device displays as a playlist. Clicking on the category icons in the right panel shows you the

media files in the USB storage device attached to your Device.

Windows 7

1 Open Windows Media Player. It should automatically detect the Device.

34 FMG3024-D10A / FMG3025-D10A Series User’s Guide




Chapter 3 Tutorials

3

(0 Windows Media Player
File View Play Tools Help

GO »

Organize *  Stream +  Create playlist -

5 Pl A H

4 f Music Music
2, Artist
=) Album
& Genre

B Videos

| Pictures

= Recorded TV
[ Other Libraries

> Jd Music
H Videos
| Pictures

= Recorded TV

Videos

Pictures

= >

Playlists

Recorded TV

If you cannot see the Device in the left panel as shown above, right-click Other Libraries >

Refresh Other Libraries.

Select a category in the left panel and wait for Windows Media Player to connect to the Device.

|2 Windows Media Player
File View Play Tools Help

oF

Organize ~

» Music » All music

Stream w  Create playlist =

Album
B Library
(] Playlists
4 JJ Music

G Artist

=) Album

& Genre
B Videos
[=l] Pictures
= Recorded TV

|f§" Other Libraries
afp
Jd Music
B Videos
| Pictures

& Recorded TV

Contacting the remote media library ...

Cancel

w

Play

=

Bum

In the right panel, you should see a list of files available in the USB storage device.
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|2 Windows Media Player
File View Play Tools Help
@U » I - Vidcos » All Videos Play
Organize *  Stream +  Create playlist - 5
Title Length Release year Genre Actors Rating Size
Bl Library
[kl Playlists
4 f Music
4 Artist ZyXEL Celebration ZyXEL Connecting the
= Albumn Video Future
@ G 4 minutes 33 minutes
L e it Unknawn
& Videos Play all
|| Pictures Play
& Recorded TV Dl
I Add to 3
[ Other Libraries
4 [ - Edit
b Jd Music Rate »
B Videos
Ei. - Properties
|| Pictures
=] Recorded TV

3.6.3 Using a Digital Media Adapter

This section shows you how you can use the Device with a ZyXEL DMA-2500 to play media files
stored in the USB storage device in your TV screen.

Note: For this tutorial, your DMA-2500 should already be set up with the TV according to
the instructions in the DMA-2500 Quick Start Guide.

1 Connect the DMA-2500 to an available LAN port in your Device.

I ; USB Storage Device

}‘_ v

DMA-2500
ZyXEL Device

2 Turn on the TV and wait for the DMA-2500 Home screen to appear. Using the remote control, go to
MyMedia to open the following screen. Select the Device as your media server.
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|7l [0]] ¢ " 1908

@ [02] TWPC 13262-01

3 The screen shows you the list of available media files in the USB storage device. Select the file you
want to open and push the Play button in the remote control.

2 -0l

(W [1) Videos
* [2]ZyXEL Celebration Video
¥ [3)ZyXEL Connecting the Future

3.7 Using the Print Server Feature

In this section you can:

= Configure a TCP/IP Printer Port
= Add a New Printer Using Windows
= Add a New Printer Using Macintosh OS X

Configure a TCP/IP Printer Port

This example shows how you can configure a TCP/IP printer port. This example is done using the
Windows 2000 Professional operating system. Some menu items may look different on your
operating system. The TCP/IP port must be configured with the IP address of the Device and must
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use the RAW protocol to communicate with the printer. Consult your operating systems
documentation for instructions on how to do this or follow the instructions below if you have a
Windows 2000/XP operating system.

1 Click Start > Settings, then right click on Printers and select Open.

Mew Office Document

Open Office Document

Set Program Access and Defaulks
windows Update

&dd Prinker

Bcrobat Distiller

HF Laserlet 3000 Series PCL 6
WebWarks Rasterizer

Canon RS000-6000 PCLE

adobe FOF
Canon iRS000-6000 PCLS:

WinZip

Programs
Favarites

Documents
= Micrasoft Office Document Image Wriker
=] Control Panel ¥

[ Metwark and Dial-up Connections ¢

Settings PRT403 on zytwpt01, zyxel. com

£
&
Qj

PRT40Z on zytwpt01. zyxel. com
RSON Stvius C45 Series

Search

Help :ﬂ Taskbar & Start Menu. ..

Rur. ..

Shut Down,..

The Printers folder opens up. First you need to open up the properties windows for the printer you
want to configure a TCP/IP port.

2 Locate your printer.

3 Right click on your printer and select Properties.

File Edit View Favorites Tools  Help
etk - = - & | Qcearch [HFoiders ¢8| B D X
Address iﬂ Printers

Mame ¢ Documents | Status

] Add Printer
Jncrobat Distiller a Ready
Printers f adobe POF i Ready
o Ready
EPSON Stylus C45 Series 0 Ready

Documents: O
it Rendy v Set as Defaulk Printer
Printing Preferences. ..,
Model: EPSON Stylus C45 Series -
Pause Prinking

‘aiting Time: O Cancel All Documents

sharing. ..
Use Printer OFfline

EPSON Support

windows 2000 Support Create Shartcut

Delete
Rename

( Properties )

4  Select the Ports tab and click Add Port...
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@ EPSON Stylus C45 Series Properties I ﬂﬂ

Color Management I S e ersion Information I
General I Sharing Advanced
& EPSON Stylus C45 Series

Frint to the following portfz). Documents will print to the first free

checked port,
Fart | Diescription | Frinter | -
OLPT1:  Printer Port whebwiorks Rasterizer, Cano...
OLPTZ  Printer Part =

OLPTZ:  Printer Port
O oMt Serial Part
O comMz: Serial Part
O oMz Serial Part
Ol coMéa:  Serial Por &

( Add Part... H Delete Port Lonfigure Part... |

[+ Enable hidirectional suppart

™ Enable printer pooling

0k I Cancel | Spply |

5 A Printer Ports window appears. Select Standard TCP/IP Port and click New Port...

&vailable port bypes:

&dobe POF Port
Local Part
Microsoft Docurment Imaging Wriker Monitor

Metwork Print Pork
EDE Bort

Mew Pork Type. . | ( Mew Pork, .. I ’ Cancel |

6 Add Standard TCP/IP Printer Port Wizard window opens up. Click Next to start configuring the
printer port.

P Printer Port Wizard |

E Welcome to the Add Standard
TCP/IP Printer Port Wizard
*Y'ou use this wizard to add a port for a network, printer.

Before continuing be sure that:
1. The device is tumed on.
2. The network iz connected and configured.

To continue, click Next.

< Back

7 Enter the IP address of the Device to which the printer is connected in the Printer Name or IP
Address: field. In our example we use the default IP address of the Device, 192.168.1.1. The Port
Name field updates automatically to reflect the IP address of the port. Click Next.
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10

11

Note: The computer from which you are configuring the TCP/IP printer port must be on
the same LAN in order to use the printer sharing function.

Add standard TCP/IP Printer Port Wizard ] N

Add Port
For which device do you want to add a port?

&

N

x|

Enter the Printer Mame or [P address, and a port name for the desired device.

Pririter Narne or |P Qddress:( |1 9216811 )

|IP_1 9216811

Fort Mame:

Cancel |

Select Custom under Device Type and click Settings.

Add standard TCP/IP Printer Port Wizard ] N

Additional Port Information Required
The device could not be identified.

The device is not found on the netwaork. Be sure that:

1. The device iz turmed on.

2. The network is connected.

3. The device iz properly configured,

4. The address on the previous page iz comrect.

If you think the address is not comect, click Back ta return to the previous page. Then comect

zelect the device type below.

the address and perfom another search on the network, |f you are sure the address is correct,

— Device Type

" Standard | Generic Netwiork Card

< Back I Mest » I

Cancel

Confirm the IP address of the Device in the IP Address field.

Select Raw under Protocol.

The Port Number is automatically configured as 9100. Click OK.

40
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“onfigure Standard TCP/IP Port Monitor i ﬂi’
Part Settings
Port Mame: IIP_‘I 9216811
Printer Name or [P Address: |‘|82,1 EB.1.1
— Protocol

( (5 Raw )  LPR

(_ Part M umh.:r: |a1 [i] )

— LPR Settings
Hueue Mame: I

[~ | LPR Evte Countitia Enatizd

T SMMP Status Enabled

Cammurity Hame: Ipublig

SR Device Indes: I‘I

( ok I Cancel I

12 Continue through the wizard, apply your settings and close the wizard window.

Adddtional Forl Infusmation Heguired
The desace could ot be identied

The derce i ok Fourd on the nebwork. Be s hat

1. The devace i bared on.
2 The nstwork is connecind

3. The devace i properl) conigued. i x|
& The adciess on the peesious page i comect

e bess ot st e o v s o e ok e e, N the Add Standard
soleh lhe chrvices e oo Printer Port Wizard

Device Type
& [Gortre Hetwcek Gt | ted & port with the following characteristics. [ ﬂl‘

= Custom [ “Sgirgs. |

Wergion Information I
Ho Advanced

LFF. Ip1
o ([ e ]) s
_I 1921681.2

Port Mame: IP_192.168.1.2

Adapt pe:
apter 14 the: first free
Printer et

To complete this wizard, click Finish.

|

HP Laser)et 8000
Canar iRE000-E00

< Back ‘ Finish I} Cancel

Add Port. | Delete Port | Lonfigure Part...

[+ Enable bidirectional support
™ En

able printer pocling

Cloze I [Earice] | ‘ Apply ) |

13 Repeat steps 1 to 12 to add this printer to other computers on your network.

Add a New Printer Using Windows

This example shows how to connect a printer to your Device using the Windows XP Professional
operating system. Some menu items may look different on your operating system.
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3

42

Click Start > Control Panel > Printers and Faxes to open the Printers and Faxes screen. Click
Add a Printer.

"B Printers and Faxes

File Edit ¥iew Favorits Tools Help
@ MR 7 ) 1$ /-J i a
4gdress [0 Printers and Fasees v| B e
e’ Jmt Jmt Jmt Jmt Jmt jm
i 1 2 ¥ ¥ ¥ W 2
Lerobat Lerobat Ldobe PDF Microsoft  Microsmoft KPS PRT402 on
L Distiller PDFWriter Office Doc...  Docwment ... zytwpill
En Setup faxing
) g Jal
B [ g
See Also PRT405on  WebWorks
zytwptll Rasterizer

|3] Troubleshoot printing:
(7] (iet help with printing

Other Places

[} Contro] Panel

% Seanners and Cameras
() My Documents

E My Pictures

J Iy Computer

Details

8 objects

The Add Printer Wizard screen displays. Click Next.

Add Printer Wizard

S

Welcome to the Add Printer
Wizard

Thiz wizard helpz you install a printer or make printer
cohnections.

through a USE port [or any other hot pluggable
part, such az IEEE 1394, infrared, and so on), you
do ot need ta use this wizard. Click Cancel to
cloze the wizard, and then plug the printer's cable
inta your computer or point the printer toward pour
computer's infrared port, and turn the printer on.
windows will automatically install the printer for pou,

\E) If you have a Flug and Flay printer that connects

To continue, click Next.

[ Mewt>

|[ Cancel ]

Select Local printer attached to this computer and click Next.
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Add Printer Wizard

Local or Network Printer
The wizard needs to know which type of printer to zet up.

Select the option that describes the printer you want to uze:

mp!
[ Automatically detect and install my Plug and Play printer

(O & ngtwork printer, or & printer attached to another computer

& To zet up a network, printer that is not attached to a print server,
\y uze the "Local printer' option.

[ < Back ” Mext » ][ Cancel ]

4  Select Create a new port and Standard TCP/IP Port. Click Next.

Add Printer Wizard

Select a Printer Port
Computers communicate with printers through ports,

Select the port you want your printer to uze. |F the port iz not listed, you can create a
new part.

(O Use the follawing port:

() Create a new port:
Type of port: Standard TCP/IF Port

[ < Back ” Mext » ][ Cancel ]

5 Add Standard TCP/IP Printer Port Wizard window opens up. Click Next to start configuring the
printer port.

Add Standard TCPAP Printer Port Wizard 53

Welcome to the Add Standard
TCP/IP Printer Port Wizard

“Y'ou use this wizard to add a port for a network, printer.
Before continuing be sure that:

1. The device is tumed on.
2. The network iz connected and configured.

To continue, click Next.
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6

7

10

Enter the IP address of the Device to which the printer is connected in the Printer Name or IP
Address: field. In our example we use the default IP address of the Device, 192.168.1.1. The Port
Name field updates automatically to reflect the IP address of the port. Click Next.

Note: The computer from which you are configuring the TCP/IP printer port must be on
the same LAN in order to use the printer sharing function.

Add Standard TCEAFP Printer Port Wizard

Add Port \L
For which device do you want to add a port? o
=
Enter the Printer Mame or [P address, and a port name for the desired device.
Prititer Name of IP Address: 19216811
Port Mame: IP_192168.1.1
[ < Back ” Mext » ] [ Cancel ]

Select Custom under Device Type and click Settings.

Add Standard TCEAFP Printer Port Wizard

Additional Port Information Required
The device could not be identified.

1. The device i tummed on.

2. The network is connected.

3. The device iz properly configured.

4. The address on the previous page iz comrect.

zelect the device type below.

Device Type
(O Standard

( (&) Custom >

The device is not found on the netwark. Be sure that:

If you think the address is not comect, click Back to return ta the previous page. Then comect
the address and perform another zearch on the network. IF you are sure the address iz comect,

[ < Back ” Mext »

Confirm the IP address of the Device in the Printer Name or IP Address field.

Select Raw under Protocol.

The Port Number is automatically configured as 9100. Click OK to go back to the previous screen

and click Next.

44
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Configure Standard TCP/IP Port Monitor 21xl
Paort Settings
Part Name: [IP_192168.1.1 \
Frinter Mame or IP Address: I1 92.168.11 /
r~ Protocol
—Haw Setting
Part Mumnber: IS‘I oo )
~ LFR Settings
Hueue fame:

[ LFR Byte Countivia Eratled

Cammmunity H ame:

SHME Device Index:

T SHMP Status Enabled

Ipublic,

|1

G (] 8 T) Cancel |

11 Click Finish to close the wizard window.

12

13

14

15

Add Standard TCEAFP Printer Port Wizard

Completing the Add Standard
TCP/IP Printer Port Wizard

Y'ou have selected a port with the following characteristics.

SHP: Mo
Pratacal: Raw, Rawl
Device: 19216811

Port Mame: IP_192168.1.1
Adapter Type:

To complete this wizard, click Finish.

o\
[ < Back (“ Finish |)[ Cancel ]

Select the make of the printer that you want to connect to the print server in the Manufacturer list

of printers.

Select the printer model from the list of Printers.

If your printer is not displayed in the list of Printers, you can insert the printer driver installation
CD/disk or download the driver file to your computer, click Have Disk... and install the new printer

driver.

Click Next to continue.
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Add Printer Wizard

Install Printer Software
The manufacturer and model determine which printer software to uze.

) __\ Select the manufacturer and model of your printer. [ your printer came with an installation
disk., click Have Disk. If your printer is not listed, consult your printer documentation for
compatible printer software.

M anufacturer #| | Printers L
Fuiitsu 5 HP Desklet 12000/P5
mee <P D
eneric
Gestetner HP DeskJet 1600C
HP 3 HP DeskJet 1600CH/PS 3

[ Wwindows Update ] [ Have Disk...

]

Tell me why driver signing is impartant

[ < Back ” Mext »

][ Cancel ]

16

If the following screen displays, select Keep existing driver radio button and click Next if you

already have a printer driver installed on your computer and you do not want to change it.
Otherwise, select Replace existing driver to replace it with the new driver you selected in the

previous screen and click Next.

Add Printer Wizard

Use Existing Driver
A driver iz already installed for this printer. Y'ou can uze or replace the existing
driver.

HP Desklet 1220C

Do you want ta keep the existing driver or use the new one?

(O Beplace existing driver

[ < Back ” Mext »

][ Cancel ]

17 Type a name to identify the printer and then click Next to continue.

46
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Add Printer Wizard

Name Your Printer
“Y'ou must assign a name to thiz printer.

Type a name for thiz printer. Because some programs do not support printer and server
name combinations of mare than 31 characters, it is best to keep the name az short az
poszzible.

Frinter name:

Do you want ta uze thiz printer az the default printer?

@ Yes
OMa

[ < Back ” Mext » ][ Cancel ]

18 The Device is a print server itself and you do not need to have your computer act as a print server

by sharing the printer with other users in the same network; just select Do not share this printer

and click Next to proceed to the following screen.

Add Printer Wizard

Printer Sharing
*Y'ou can share this printer with ather network, users,

I you want ta share this printer, you must provide a share name. Y'ou can use the
suggested name or type a new one. The share name will be visible to other network
LsErs.

(O Share name:

[ < Back ” Mext » ][ Cancel ]

19 Select Yes and then click the Next button if you want to print a test page. A pop-up screen displays

to ask if the test page printed correctly. Otherwise select No and then click Next to continue.
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Print Test Page

Do you want ta print a test page?

Add Printer Wizard

To confirm that the printer is installed properly, you can print a test page.

[ < Back ” Mext » ][ Cancel ]

20 The following screen shows your current printer settings. Select Finish to complete adding a new

printer.

Add Printer Wizard

Completing the Add Printer
Wizard

Y'ou have successfully completed the Add Printer Wizard.
“Y'ou specified the following printer settings:

Testpage:  Yes

M ame: HF Desklet 1220C
Share name:  <Mat Shared:

Paort: IP_192.168.1.1
Model: HF Desklet 1220C
Default: es

To close this wizard, click Finizh.

[ <Back || Finish |[ Cancel ]

Add a New Printer Using Macintosh OS X

Complete the following steps to set up a print server driver on your Macintosh computer.

1 Click the Print Center icon

located in the Macintosh Dock (a place holding a series of icons/

shortcuts at the bottom of the?desktop). Proceed to step 6 to continue. If the Print Center icon is
not in the Macintosh Dock, proceed to the next step.

2 On your desktop, double-click the Macintosh HD icon to open the Macintosh HD window.

3 Double-click the Applications folder.

48
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806 £ Macintosh HD

Applications (Mac 05 9)

)

Documents Library

®© m=om = N ¢ A

Back Forward View Computer Home Favorites Applications
12 items, 19.31 GB available

P

Users

System

4  Double-click the Utilities folder.

Address Book

2 D

Chess Clock

8 O 5] A Applications
- = . | A& =
& fi=w B N @ A
Back Forward View Computer Home Favorites Applications

39 items, 19.31 GB available

Calculator

DVD Player

5 Double-click the Print Center icon.

eoce

7 @

Keychain Access Netinfo Manager
ODBC Administrator int Cent

| Utilities

= = | @

N fF=m = M

Back Forward View Computer Home Favorites Applications
30 items, 19.31 GB available

@

Network Utility

7

Process Viewer

6 Click the Add icon at the top of the screen.

e o0 Q Printer List (=)
( Add ¥

Name ~— & Status

Stylus C43 Stopped

7 Set up your printer in the Printer List configuration screen. Select IP Printing from the drop-

down list box.

8 In the Printer’s Address field, type the IP address of your Device.

9 Deselect the Use default queue on server check box.

10 Type LP1 in the Queue Name field.
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11 Select your Printer Model from the drop-down list box. If the printer's model is not listed, select
Generic.

086 Printer List

" IP Printing

1_
>

Printer's Address: 192.168.1.1
Internet address or DNS name
Complete and valid address.
| Use default queue on server
Queue Name: LP1

Printer Model: | Generic 73
12 Click Add to select a printer model, save and close the Printer List configuration screen.
0806 Printer List
IP Printing -

Printer's Address: '192.168.1.1
Internet address or DNS name
Complete and valid address.

"] Use default queue on server

Queue Name: LP1

Printer Model: | ESP H
EPSON 24-Pin Series CUPS v1.1 -
EPSON New Stylus Color Series CUPS v1.1 m

EPSON New Stylus Photo Series CUPS v1.1
EPSON Stylus Color Series CUPS v1.1

v
[ Cancel } @

13 The Name LP1 on 192.168.1.1 displays in the Printer List field. The default printer Name
displays in bold type.

000 Printer List =)

B &0

Make Default Add Delete

‘Name  AlStatus
LP1 on 192.168.1.1
Stylus C43 Stopped

Your Macintosh print server driver setup is complete. You can now use the Device’s print server to
print from a Macintosh computer.

50
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3.8 Configuring Static Route for Routing to Another
Network

In order to extend your Intranet and control traffic flowing directions, you may connect a router to
the Device’s LAN. The router may be used to separate two department networks. This tutorial
shows how to configure a static routing rule for two network routings.

In the following figure, router R is connected to the Device’s LAN. R connects to two networks, N1
(192.168.1.x/24) and N2 (192.168.10.x/24). If you want to send traffic from computer A (in N1
network) to computer B (in N2 network), the traffic is sent to the Device’s WAN default gateway by
default. In this case, B will never receive the traffic.

N1
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You need to specify a static routing rule on the Device to specify R as the router in charge of
forwarding traffic to N2. In this case, the Device routes traffic from A to R and then R routes the
traffic to B.This tutorial uses the following example IP settings:

Table 2 IP Settings in this Tutorial

DEVICE / COMPUTER IP ADDRESS
The Device’s WAN 172.16.1.1
The Device’s LAN 192.168.1.1

A 192.168.1.34
R’s N1 192.168.1.253
R’s N2 192.168.10.2
B 192.168.10.33

To configure a static route to route traffic from N1 to N2:

Click Network Setting > Routing. Click Add New Static Route.

Add New Static Route

+rowesaus—wione ooy Sontin—race

52

Configure the Static Route Setup screen using the following settings:

Select Active.

Specify a descriptive name for this routing rule.
Type 192.168.10.0 and subnet mask 255.255.255.0 for the destination, N2.
Type 192.168.1.253 (R’s N1 address) in the Gateway IP Address field.
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W Active
Route Name : o_M2
Destination IP Address : IW
IP Subnet Mask : [ps5.255.285.0
Gateway IP Address IW
Bound Interface [ | Mot&vailiable
Applvl ﬂl

Click Apply. The Routing screen should display the route you just added.

Add New Static Route |

—

To_M2 192.168.10.0 192.168.1.253 255.255.255.0 LAN/Bbr0 /M

Now B should be able to receive traffic from A. You may need to additionally configure B’s firewall
settings to allow specific traffic to pass through.

3.9 Configuring QoS Queue and Class Setup

This section contains tutorials on how you can configure the QoS screen.

Note: Voice traffic will not be affected by the user-defined QoS settings on the Device. It
always gets the highest priority.

Let’s say you are a team leader of a small sales branch office. You want to prioritize e-mail traffic
because your task includes sending urgent updates to clients at least twice every hour. You also
upload data files (such as logs and e-mail archives) to the FTP server throughout the day. Your
colleagues use the Internet for research, as well as chat applications for communicating with other
branch offices.

In the following figure, your Internet connection has an upstream transmission bandwidth of
10,000 kbps. For this example, you want to configure QoS so that e-mail traffic gets the highest
priority with at least 5,000 kbps. You can do the following:

= Configure a queue to assign the highest priority queue (7) to e-mail traffic from the LAN
interface, so that e-mail traffic would not get delayed when there is network congestion.

= Note the IP address (192.168.1.23 for example) and/or MAC address (AA:FF:AA:FF:AA:FF for
example) of your computer and map it to queue 7.

Note: QoS is applied to traffic flowing out of the Device.

Traffic that does not match this class is assigned a priority queue based on the internal QoS
mapping table on the Device.
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3

Your computer
IP=192.168.1.23

and/or
MAC=AA:FF:AA:FF:AA:FF

E-mail: Queue 7

DSL
10,000 kbps

A colleague’s computer

Other traffic: Automatic classifier

Click Network Setting > QoS > General and check Active. Set your WAN Managed Upstream
Bandwidth to 10,000 kbps (or leave this blank to have the Device automatically determine this

figure). Click Apply to save your settings.

You can assign the upstream bandwidth manually.
Ifthe field is empty, the CPE setthe value automatically.

V" Active QoS

\WAN Managed Upstream Bandwidth : |1UUUU (kbps)
Traffic priority will be automatically assigned byl None j
E Note :

If Enahble QoS checkbox is selected, choose an automapping type to assign traffic priority automatically.

o] o

Go to Network Setting > QoS > Queue Setup. Click Add new Queue to create a new queue. In
the screen that opens, check Active and enter or select the following values, then click Apply.

= Name: Email

Priority: 7 (High)
Weight: 15

Rate Limit: 5,000 (kbps)

¥ Active

Name : [Email

Interface IT;[

Priority [7rign) =]

Weight: [157=]

Rate Limit |5EIDEI— (kbps)

Apply | Back

54

Go to Network Setting = QoS > Class Setup. Click Add new Classifier to create a new class.
Check Active and follow the settings as shown in the screen below. Then click Apply.
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Class Configuration

Active : I

Class Name: IEmaiI

Classification Order - ﬁl

Forward To Interface Unchange hd

DSCP Mark - |unchange =l (0~53)
802 1P - Mark
[ cuese- |

Criteria Configuration
Use the configurations below to specify the characteristics of a data flow need to be managed by this QoS rule

= Basic

¥ From Interface Lan -

¥ Ether Type lW[

= Source

¥ MAC Address [AAFFARFFAAFF MAC Mask — r Exclude
¥ IP Address [rezes12zs IP SubnetMask  [2852552850 | r Exclude
[T Port Range | - (1-65535) [l Exclude
= Destination

I MAC Address — MAC Mask r Exclude
[ IP Address — IP SubnetMask [ - Exclude
[T Port Range | - (1-65535) [l Exclude
= Others

I~ 802.1P 0 BE - - Exclude
¥ IP Protocal [Userdefines =] [5 r Exclude
[ IPPacketlength [ ~[ | (46-1504) - Exclude
" Dscp [ - Exclude
[ TCP ACK = Exclude
I~ DHCP | vendorClassID (DHCP Option 60) = | ~ Exclude

Class ID [ (stringy
I~ sSenice FTF - - Exclude
Applyl Backl
Class Name Give a class name to this traffic, such as Email in this
example.
To Queue Link this to a queue created in the QoS > Queue Setup

screen, which is the Email queue created in this example.

From Interface This is the interface from which the traffic will be coming
from. Select Lan.

Ether Type Select IP to identify the traffic source by its IP address or
MAC address.

MAC Address Type the MAC address of your computer -
AAFF:AA:FF:AA:FF. Type the MAC Mask if you know it.

IP Address Type the IP address of your computer - 192.168.1.23.
Type the IP Subnet Mask if you know it.

IP Protocol Select User defined and enter 25 as the IP Protocol.

This maps e-mail traffic to queue 7 created in the previous screen (see the IP Protocol field). This
also maps your computer’s IP address and MAC address to queue 7 (see the Source fields).

4  Verify that the queue setup works by checking Network Setting = QoS = Monitor. This shows
the bandwidth allotted to e-mail traffic compared to other network traffic.
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Monitor
Refresh Interval : INo Refresh x|
Status :

= Interface Monitor

1 ptm0.3900

= Queue Monitor

1 WAMN_Default_Queue WAMN 0 0
2 LAM_Default_Queue LAM 0 0
3 Fast WAN 0 0
4 Active user WAN 0 0
5 Fassive user WAN 0 0
i Slow WWAN 0 0
(7 Email WAN 2992 D)

3.10 Access the Device Using DDNS

If you connect your Device to the Internet and it uses a dynamic WAN IP address, it is inconvenient
for you to manage the device from the Internet. The Device’s WAN IP address changes dynamically.
Dynamic DNS (DDNS) allows you to access the Device using a domain name.

Ihttp://zyxelrouter.dyndns.org |

To use this feature, you have to apply for DDNS service at www.dyndns.org.
This tutorial shows you how to:

* Registering a DDNS Account on www.dyndns.org
= Configuring DDNS on Your Device
« Testing the DDNS Setting

Note: If you have a private WAN IP address, then you cannot use DDNS.

3.10.1 Registering a DDNS Account on www.dyndns.org

1 Open a browser and type http://www.dyndns.org.
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2 Apply for a user account. This tutorial uses UserNamel and 12345 as the username and
password.

3 Log into www.dyndns.org using your account.

4 Add a new DDNS host name. This tutorial uses the following settings as an example.
= Hostname: zyxelrouter.dyndns.org
= Service Type: Host with IP address

« [P Address: Enter the WAN IP address that your Device is currently using. You can find the IP
address on the Device’s web configurator Status page.

Then you will need to configure the same account and host hame on the Device later.

3.10.2 Configuring DDNS on Your Device

Configure the following settings in the Network Setting > Dynamic DNS screen.

Select Active Dynamic DNS.
Select Dynamic DNS for the DDNS type.

Type zyxelrouter.dyndns.org in the Host Name field.

Enter the user name (UserName1l) and password (12345).

Dynamic DNS Configuration

¥ Active Dynamic DNS

Service Provider I‘.’\"‘.’V‘.’\tDynDNS.ORG vl

Dynamic DNS Type : IDynamic DMNS vl

Host Mame : ﬁelrouter.dyndns.org (1to 255 characters)

User Mame : |UserName1 (1to 255 characters)

FPassword : |.uu (1to 63 characters)

Applyl Canceil

Click Apply.

3.10.3 Testing the DDNS Setting

Now you should be able to access the Device from the Internet. To test this:

1 Open a web browser on the computer (using the IP address a.b.c.d) that is connected to the
Internet.

2 Type http://zyxelrouter.dyndns.org and press [Enter].

3 The Device’s login page should appear. You can then log into the Device and manage it.
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The appendices provide general information. Some details may not apply to your Device.
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Connection Status and System Info

4.1 Overview

After you log into the web configurator, the Connection Status screen appears. This shows the
network connection status of the Device and clients connected to it.

Use the System Info screen to look at the current status of the device, system resources,
interfaces (LAN, WAN), and SIP accounts. You can also register and unregister SIP accounts.

If you click Virtual Device on the System Info screen, a visual graphic appears, showing the
connection status of the Device’s ports. See Section 2.2.2 on page 21 for more information.

4.2 The Connection Status Screen

Use this screen to view the network connection status of the device and its clients. A warning
message appears if there is a connection problem.

If you prefer to view the status in a list, click List View in the Viewing mode selection box. You
can configure how often you want the Device to update this screen in Refresh Interval.

Figure 8 Connection Status: Icon View

ZyXEL rwc3024-D10A Lanquage : EXIEIE| & Logout

LAN Device

ing mode: *—!i 2 Refresh Interval: ml

-

Internet

FMG2024-D10A

| ©

Connection Status
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Figure 9 Connection Status: List View

ZyXEL Fucso2a-Dioa Language : EXEIHE| B Lo

LAN Device

ving mode:

IP Address MAC Address Address Source Connection Type

In Icon View, if you want to view information about a client, click the client’'s name and Info. Click
the IP address if you want to change it. If you want to change the name or icon of the client, click
Change name/icon.

In List View, you can also view the client’s information.

4.3 The System Info Screen

Click Connection Status > System Info to open this screen.

Figure 10 System Info Screen

System Info

Device Information Interface Status
Host Name: router
Model Name: 0
MAC Address: ) 3 ETHER WAN

Firmware Version: V1.00(A, LAN 1 1000Mbps.

WAN Information: (I 1Y ) LAN 2 MiA
B LAN 3 NIA
- Mode:

- IP Address: LAN4 A
- IP Subnet Mask: 36 WA
WAN 2 Information: (ETHER WWAN 2)
- Mode: IPoE
- IP Address:
- IP Subnet Mask: System Status
WAN 3 Information: (ETHER WAN 33
- Mode: Bridge
LAN Information:
- IP Address:
- IP Subnet Mask:

Interface

System Up Time: 51 min

Current Date/Time: Sat Jan 1 01:51:47 CET 2000
System Resource:

- CPU Usage:

- DHCP Server: S r - Memory Usage:

USB Status

Type
Storage
Printer

Registration Status
Account Status URI
In-Active ChangeMe@ChangeMe

In-Active ChangeMe@ChangeMe
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Each field is described in the following table.

Table 3 System Info Screen

LABEL DESCRIPTION
Language Select the web configurator language from the drop-down list box.
Refresh Interval Select how often you want the Device to update this screen from the

drop-down list box.

Device Information

Host Name This field displays the Device system name. It is used for identification.
You can change this in the Maintenance > System screen’s Host Name
field.

Model Name This is the model nhame of your device.

MAC Address This is the MAC (Media Access Control) or Ethernet address unique to your
Device.

Firmware Version This field displays the current version of the firmware inside the device. It

also shows the date the firmware version was created. Go to the
Maintenance > Firmware Upgrade screen to change it.

WAN Information

Mode This is the method of encapsulation used by your ISP.
IP Address This field displays the current IP address of the Device in the WAN.
IP Subnet Mask This field displays the current subnet mask in the WAN.

LAN Information

IP Address This field displays the current IP address of the Device in the LAN.
IP Subnet Mask This field displays the current subnet mask in the LAN.
DHCP Server This field displays what DHCP services the Device is providing to the LAN.

Choices are:

Server - The Device is a DHCP server in the LAN. It assigns IP addresses
to other computers in the LAN.

None - The Device is not providing any DHCP services to the LAN.

DHCPv6 Server This field displays what DHCPv6 services the Device is providing to the
LAN. Choices are:

Server - The Device is a DHCPv6 server in the LAN. It assigns IP
addresses to other computers in the LAN.

Relay - The Device acts as a surrogate DHCPv6 server and relays DHCP
requests and responses between the remote server and the clients.

None - The Device is not providing any DHCPv6 services to the LAN.

Interface Status

Interface This column displays each interface the Device has.

Status This field indicates whether or not the Device is using the interface.

For the WAN interface, this field displays Up when the Device is using the
interface and Down when the Device is not using the interface.

For the LAN interface, this field displays Up when the Device is using the
interface and Down when the Device is not using the interface.

For the 3G interface, it displays Enabled when 3G is enabled or Disabled
when 3G is disabled.
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Table 3 System Info Screen (continued)
LABEL DESCRIPTION
Rate For the LAN interface, this displays the port speed and duplex setting.

For the WAN interface, this displays the port speed and duplex setting.

For the 3G interface, it displays the maximum transmission rate when 3G
is enabled or N/A when 3G is disabled.

System Status

System Up Time This field displays how long the Device has been running since it last
started up. The Device starts up when you plug it in, when you restart it
(Maintenance > Reboot), or when you reset it (see Section 1.5 on page
17).

Current Date/Time This field displays the current date and time in the Device. You can change
this in Maintenance > Time Setting.

System Resource

CPU Usage This field displays what percentage of the Device’s processing ability is
currently used. When this percentage is close to 100%, the Device is
running at full load, and the throughput is not going to improve anymore.
If you want some applications to have more throughput, you should turn
off other applications.

Memory Usage This field displays what percentage of the Device’s memory is currently
used. Usually, this percentage should not increase much. If memory
usage does get close to 100%, the Device is probably becoming unstable,
and you should restart the device. See Chapter 28 on page 231, or turn
off the device (unplug the power) for a few seconds.

USB Status
Type This shows the type of device connected to the Device.
Status This shows whether the device is currently active (Up). This shows N/ZA if

there are no device connected to the Device or the connected device is
not working.

Registration Status

Account This column displays each SIP account in the Device.

Action This field displays the current registration status of the SIP account. You
have to register SIP accounts with a SIP server to use VoIP.

If the SIP account is already registered with the SIP server,

* Click Unregister to delete the SIP account’s registration in the SIP
server. This does not cancel your SIP account, but it deletes the
mapping between your SIP identity and your IP address or domain
name.

= The second field displays Registered.

If the SIP account is not registered with the SIP server,

* Click Register to have the Device attempt to register the SIP account
with the SIP server.

= The second field displays the reason the account is not registered.

Inactive - The SIP account is not active. You can activate it in VolIP >
SIP > SIP Settings.

Register Fail - The last time the Device tried to register the SIP account
with the SIP server, the attempt failed. The Device automatically tries to
register the SIP account when you turn on the Device or when you
activate it.
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Table 3 System Info Screen (continued)

LABEL

DESCRIPTION

Account Status

This shows Active when the SIP account has been registered and ready
for use or In-Active when the SIP account is not yet registered.

URI

This field displays the account number and service domain of the SIP
account. You can change these in VolP > SIP > SIP Settings.
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Broadband

5.1 Overview

This chapter discusses the Device’s Broadband screens. Use these screens to configure your
Device for Internet access.

A WAN (Wide Area Network) connection is an outside connection to another network or the
Internet. It connects your private networks, such as a LAN (Local Area Network) and other
networks, so that a computer in one location can communicate with computers in other locations.

Figure 11 LAN and WAN

3G (third generation) standards for the sending and receiving of voice, video, and data in a mobile
environment.

You can attach a 3G wireless adapter to the USB port and set the Device to use this 3G connection
as your WAN or a backup when the wired WAN connection fails.

Figure 12 3G WAN Connection
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5.1.1 What You Can Do in this Chapter

= Use the Broadband screen to view, remove or add a WAN interface. You can also configure the
WAN settings on the ZyXEL Device for Internet access (Section 5.2 on page 70).

= Use the 3G Backup screen to configure 3G WAN connection (Section 5.3 on page 81).
Table 4 WAN Setup Overview

LAYER-2 INTERFACE INTERNET CONNECTION

INTERFACE MODE WATLSERVICE | coNNECTION SETTINGS

EtherWAN Routing PPPOE PPP user name and password,
WAN IP address, DNS server
and default gateway

IPoE WAN IP address, NAT, DNS
server and default gateway
Bridge N/A N/A

5.1.2 What You Need to Know

68

The following terms and concepts may help as you read this chapter.

Encapsulation Method

Encapsulation is used to include data from an upper layer protocol into a lower layer protocol. To set
up a WAN connection to the Internet, you need to use the same encapsulation method used by your
ISP (Internet Service Provider). If your ISP offers a dial-up Internet connection using PPPoE (PPP
over Ethernet), they should also provide a username and password (and service name) for user
authentication.

WAN IP Address

The WAN IP address is an IP address for the Device, which makes it accessible from an outside
network. It is used by the Device to communicate with other devices in other networks. It can be
static (fixed) or dynamically assigned by the ISP each time the Device tries to access the Internet.

If your ISP assigns you a static WAN IP address, they should also assign you the subnet mask and
DNS server IP address(es).

3G

3G (Third Generation) is a digital, packet-switched wireless technology. Bandwidth usage is
optimized as multiple users share the same channel and bandwidth is only allocated to users when
they send data. It allows fast transfer of voice and non-voice data and provides broadband Internet
access to mobile devices.

IPv6 Introduction

IPv6 (Internet Protocol version 6), is designed to enhance IP address size and features. The
increase in IPv6 address size to 128 bits (from the 32-bit IPv4 address) allows up to 3.4 x 1038 |p
addresses. The Device can use IPv4/IPv6 dual stack to connect to IPv4 and IPv6 networks, and
supports IPv6 rapid deployment (6RD).
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IPv6 Addressing

The 128-bit IPv6 address is written as eight 16-bit hexadecimal blocks separated by colons (:). This
is an example IPv6 address 2001:0db8:1a2b:0015:0000:0000:1a2f:0000.

IPv6 addresses can be abbreviated in two ways:

* Leading zeros in a block can be omitted. So 2001:0db8:1a2b:0015:0000:0000:1a2f:0000 can
be written as 2001:db8:1a2b:15:0:0:1a2f:0.

= Any number of consecutive blocks of zeros can be replaced by a double colon. A double colon can
only appear once in an IPv6 address. So 2001:0db8:0000:0000:1a2f:0000:0000:0015 can be
written as 2001:0db8: :1a2f:0000:0000:0015, 2001:0db8:0000:0000:1a2f::0015,
2001:db8::1a2f:0:0:15 or 2001:db8:0:0:1a2f::15.

IPv6 Prefix and Prefix Length

Similar to an IPv4 subnet mask, IPv6 uses an address prefix to represent the network address. An
IPv6 prefix length specifies how many most significant bits (start from the left) in the address
compose the network address. The prefix length is written as “/x” where x is a number. For
example,

2001:db8:1a2b:15::1a2f:0/32

means that the first 32 bits (2001:db8) is the subnet prefix.

IPv6 Subnet Masking

Both an IPv6 address and IPv6 subnet mask compose of 128-bit binary digits, which are divided
into eight 16-bit blocks and written in hexadecimal notation. Hexadecimal uses four bits for each
character (1 — 10, A — F). Each block’s 16 bits are then represented by four hexadecimal
characters. For example, FFFF:FFFF:FFFF:FFFF:FC00:0000:0000:0000.

DHCPv6

The Dynamic Host Configuration Protocol for IPv6 (DHCPv6, RFC 3315) is a server-client protocol
that allows a DHCP server to assign and pass IPv6 network addresses, prefixes and other
configuration information to DHCP clients. DHCPv6 servers and clients exchange DHCP messages
using UDP.

Each DHCP client and server has a unique DHCP Unique IDentifier (DUID), which is used for
identification when they are exchanging DHCPv6 messages. The DUID is generated from the MAC
address, time, vendor assigned ID and/or the vendor's private enterprise number registered with
the IANA. It should not change over time even after you reboot the device.

IPv6 6t04 Mode

This mode also enables the Device to convert IPv6 packets to IPv4 packets. But instead of pre-
configuring the destination router, you need to configure a 6to4 relay router that helps to route the
packets to any IPv6 networks.

In this mode, the Device should get a public IPv4 address for the WAN. The Device adds an IPv4
header to an IPv6 packet when transmitting the packet to the Internet. In reverse, the Device
removes the IPv4 header from an IPv6 packet when receiving it from the Internet.
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An IPv6 address using the 6to4 mode consists of an IPv4 address, the format is as the following:
2002:[a public IPv4 address in hexadecimal]::/48

For example,

A public IPv4 address is 202.156.30.41. The converted hexadecimal IP string is ca.9¢c.1E.29. The
IPv6 address prefix becomes 2002:ca9c:1e29::/48.

Figure 13 IPv6 6to4 Mode

Prefix Delegation

Prefix delegation enables an IPv6 router to use the IPv6 prefix (network address) received from the
ISP (or a connected uplink router) for its LAN. The Device uses the received IPv6 prefix (for
example, 2001:db2::/48) to generate its LAN IP address. Through sending Router Advertisements
(RASs) regularly by multicast, the Device passes the IPv6 prefix information to LAN hosts. The hosts
use the prefix to generate their IPv6 addresses.

5.1.3 Before You Begin

You need to know your Internet access settings such as encapsulation and WAN IP address. Get this
information from your ISP.

5.2 The Broadband Screen

70

The Device must have a WAN interface to allow users to access the Internet. Use the Broadband
screen to view or modify a WAN interface.

Click Network Setting > Broadband. The following screen opens.
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Figure 14 Network Setting > Broadband

Add new WAN Interface

Internet Setup

1 EtheriWWAN1

| 2 22
| 3 brii

Routing IPoE IPv4 Only MiA NiA Enabled Enabled Yes
Routing IPoE IPv4 Only 2 2 Disabled Disabled No

Bridge IPoE IPv4 Only 7 8 Disabled Disabled No

The following table describes the fields in this screen.

Table 5 Network Setting > Broadband

LABEL

DESCRIPTION

Switch WAN Mode

Add new WAN

Click this to create a new WAN interface.

Interface

#H This is the index number of the connection.

Name This is the service hame of the connection.

Mode This shows whether the connection is in routing mode or bridge mode.

Encapsulation

This shows the method of encapsulation used by this connection.

IPv6/1Pv4 Mode

This shows the IPv6/1Pv4 mode: I1Pv4 Only, IPv6/1Pv4 DualStack - IPv4
and IPv6 at the same time, or IPv6 Only.

VIan8021p This indicates the 802.1P priority level assigned to traffic sent through this
connection. This displays N/A when there is no priority level assigned.

VianMuxld This indicates the VLAN ID number assigned to traffic sent through this
connection. This displays N/A when there is no VLAN ID number assigned.

IGMP Proxy This shows whether IGMP (Internet Group Multicast Protocol) is activated or
not for this connection. IGMP is not available when the connection uses the
bridging service.

NAT This shows whether NAT is activated or not for this connection. NAT is not

available when the connection uses the bridging service.

Default Gateway

This shows whether the Device uses the interface of this connection as the
system default gateway.

Modify

Click the Edit icon to configure the connection.

Click the Delete icon to delete this connection from the Device. A window
displays asking you to confirm that you want to delete the connection.

5.2.1 Add/Edit Internet Connection

Use this screen to configure a WAN connection. The screen varies depending on the interface type,

encapsulation, and WAN service type you select.

5.2.1.1 Routing- PPPoE

Click the Add new WAN Interface in the Network Setting > Broadband screen or the Edit icon
next to the connection you want to configure. Select Routing as the encapsulation mode, and

PPPOE as the WAN service type.

FMG3024-D10A / FMG3025-D10A Series User’s Guide

71




Chapter 5 Broadband

Figure 15 Broadband Add/Edit: Routing - PPPoOE - IPv4 Only
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Figure 16 Broadband Add/Edit: Routing - PPPoE - IPv6 IPv4 Dual Stack
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Figure 17 Broadband Add/Edit: Routing - PPPOE - IPv6 Only
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The following table describes the fields in this screen.

Table 6 Broadband Add/Edit: Routing - PPPoE

LABEL DESCRIPTION

General

Name Enter a service name of the connection.

Mode Select Routing (default) from the drop-down list box if your ISP give you one

IP address only and you want multiple computers to share an Internet account.

WAN Service Type

This field is available only when you select Routing in the Mode field. Select
the method of encapsulation used by your ISP.

= PPP over Ethernet (PPPOE) - PPPoE (Point to Point Protocol over
Ethernet) provides access control and billing functionality in a manner
similar to dial-up services using PPP. Select this if you have a username and

password for Internet access.

e IP over Ethernet - In this type of Internet connection, IP packets are
routed between the Ethernet interface and the WAN interface and then
formatted so that they can be understood in a bridged environment.
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Table 6 Broadband Add/Edit: Routing - PPPOE (continued)
LABEL DESCRIPTION

PPPOE Passthrough | In addition to the Device’s built-in PPPoE client, you can enable PPPoE pass
through to allow hosts on the LAN to use PPPoE client software on their
computers to connect to the ISP via the Device. Each host can have a separate
account and a public WAN IP address.

PPPOE pass through is an alternative to NAT for application where NAT is not
appropriate.

Disable PPPoE pass through if you do not need to allow hosts on the LAN to use
PPPOE client software on their computers to connect to the ISP.

IPv6/1Pv4 Mode Select 1Pv4 Only if you want the Device to run IPv4 only.

Select 1Pv6/1Pv4 DualStack to allow the Device to run IPv4 and IPv6 at the
same time.

Select 1Pv6 Only if you want the Device to run IPv6 only.

VLAN

Enable VLAN Select this to add the VLAN tag (specified below) to the outgoing traffic through
this connection.

Enter 802.1P IEEE 802.1p defines up to 8 separate traffic types by inserting a tag into a

Priority MAC-layer frame that contains bits to define class of service.

Type the IEEE 802.1p priority level (from O to 7) to add to traffic through this
connection. The greater the number, the higher the priority level.

Enter 802.1Q VLAN | Type the VLAN ID number (from 1 to 4094) for traffic through this connection.

ID

PPP Information This section is available only when you select Routing in the Mode field and
PPPOE in the WAN Service Type field.

PPP User Name Enter the user name exactly as your ISP assigned. If assigned a name in the
form user@domain where domain identifies a service name, then enter both
components exactly as given.

PPP Password Enter the password associated with the user name above.

PPPOE Service Type the name of your PPPOE service here.

Name

Authentication The Device supports PAP (Password Authentication Protocol) and CHAP

Mode (Challenge Handshake Authentication Protocol). CHAP is more secure than PAP;
however, PAP is readily available on more platforms.

Use the drop-down list box to select an authentication protocol for outgoing

calls. Options are:

e AUTO: Your Device accepts either CHAP or PAP when requested by this
remote node.

= CHAP: Your Device accepts CHAP only.

e PAP: Your Device accepts PAP only.

e MS-CHAP: Your Device accepts MSCHAP only. MS-CHAP is the Microsoft
version of the CHAP.

Use Static IP A static IP address is a fixed IP that your ISP gives you. A dynamic IP address

Address is not fixed; the ISP assigns you a different one each time you connect to the
Internet. Select this if you want to get a dynamic IP address from the ISP.

IP Address Enter the static IP address provided by your ISP.

Routing Feature

NAT Enable Select this option to activate NAT on this connection.
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Table 6 Broadband Add/Edit: Routing - PPPOE (continued)

LABEL

DESCRIPTION

IGMP Proxy Enable

Internet Group Multicast Protocol (IGMP) is a network-layer protocol used to
establish membership in a Multicast group - it is not used to carry user data.

Select this option to have the Device act as an IGMP proxy on this connection.
This allows the Device to get subscribing information and maintain a joined
member list for each multicast group. It can reduce multicast traffic
significantly.

Apply as Default
Gateway

Select this option to have the Device use the WAN interface of this connection
as the system default gateway.

DNS Server

The section is not available when you select Bridge in the WAN Service Type
field.

Obtain DNS info
Automatically

Select this to have the Device get the DNS server addresses from the ISP
automatically.

Use the following

Select this to have the Device use the DNS server addresses you configure

Static DNS IP manually.

Address

Primary DNS Enter the first DNS server address assigned by the ISP.
Server

Secondary DNS
Server

Enter the second DNS server address assigned by the ISP.

IPv6 Address

This section is not available when you select Disable in the IPv6/1Pv4
DualStack field.

Obtain IPv6
Address
Automatically

Select this option if you want to have the Device use the IPv6 prefix from the
connected router’s Router Advertisement (RA) to generate an IPv6 address.

Enable Non-
temporary
addresses

The DHCPvV6 server controls the time at which the client contacts with the
server to extend the lifetimes on any addresses before the lifetimes expire.
After a first time limit specified by the server is reached, the client sends the
server a Renew message. Select this option to have the server renew the lease
before the second server specified time limit is reached.

Enable Prefix
Delegation

Select this to enable Prefix Delegation. This enables an IPv6 router to use the
IPv6 prefix (network address) received from the ISP (or a connected uplink
router) for its LAN.

Static IPv6 Address

Select this option if you have a fixed IPv6 address assighed by your ISP.

IPv6 Address

Enter the static IPv6 address provided by your ISP using colon (:) hexadecimal
notation.

Prefix length

Enter the bit number of the IPv6 subnet mask provided by your ISP.

IPv6 Default
Gateway

Enter the IPv6 address of the default outgoing gateway using a colon (:)
hexadecimal notation.

IPv6 DNS Server

Select whether you want to obtain the IPv6 DNS server addresses
automatically or configure them manually.

Obtain IPv6 DNS
info Automatically

Select this to have the Device get the IPv6 DNS server addresses from the ISP
automatically.

Use the following
Static DNS IPv6
Address

Select this to have the Device use the DNS server addresses you configure
manually.

Primary IPv6
DNS Server

Enter the first IPv6 DNS server address assigned by the ISP.

Secondary IPv6
DNS Server

Enter the second IPv6 DNS server address assigned by the ISP.
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Table 6 Broadband Add/Edit: Routing - PPPOE (continued)

LABEL DESCRIPTION
6to4 Tunneling The 6 to 4 Tunnel fields display when you set the IPv6/1Pv4 Mode field to
1Pv4 Only.

Select 6to4 if the Device is connected to a network that has both IPv6 and 1Pv4
and the IPv4 addresses are public IP addresses. In this mode, the Device can
convert an IPv4 address directly to an IPv6 address. The format is:

2002:[IPv4 address in hexadecimal]::/48

6to4 Tunneling | Enter the tunneling relay server's IPv4 address in this field. If your WAN
Relay Server IP | service Type is PPPOE, you need to enter this field in order to use 6to4
Tunneling.

4 to 6 Tunnel The 4 to 6 Tunnel fields display when you set the IPv6/1Pv4 Mode field to
I1Pv6 Only. Enable Dual Stack Lite to let local computers use IPv4 through an
ISP’s IPv6 network.

Enable DS-Lite | Enable Dual Stack Lite to let local computers use IPv4 through an ISP’s IPv6
network.

4t06 Endpoint Specify the transition router’s IPv6 address.
IPv6 Address

Apply Click Apply to save your changes.

Back Click Back to return to the previous screen.

5.2.1.2 Routing - IPoE

Click the Add new WAN Interface in the Network Setting > Broadband screen or the Edit icon
next to the connection you want to configure. Select Routing as the encapsulation mode and IP
over Ethernet as the WAN service type.
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Figure 18 Broadband Add/Edit: Routing - IPOE - IPv4 Only
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Figure 19 Broadband Add/Edit: Routing - IPOE - IPv6 IPv4 Dual Stack
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Figure 20 Broadband Add/Edit: Routing - IPOE - IPv6 Only
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The following table describes the fields in this screen.

Table 7 Broadband Add/Edit: Routing - IPOE

LABEL DESCRIPTION

General

Name Enter a service name of the connection.

Mode Select Routing (default) from the drop-down list box if your ISP give you one

IP address only and you want multiple computers to share an Internet account.

WAN Service Type | This field is available only when you select Routing in the Mode field. Select
the method of encapsulation used by your ISP.

e PPP over Ethernet (PPPOE) - PPPoE (Point to Point Protocol over
Ethernet) provides access control and billing functionality in a manner
similar to dial-up services using PPP. Select this if you have a username and
password for Internet access.

= IP over Ethernet - In this type of Internet connection, IP packets are
routed between the Ethernet interface and the WAN interface and then
formatted so that they can be understood in a bridged environment.

IPv6/1Pv4 Mode Select 1Pv4 Only if you want the Device to run IPv4 only.

Select 1Pv6/1Pv4 DualStack to allow the Device to run IPv4 and IPv6 at the
same time.

Select 1Pv6 Only if you want the Device to run IPv6 only.

VLAN

Enable VLAN Select this to add the VLAN tag (specified below) to the outgoing traffic through
this connection.

Enter 802.1P IEEE 802.1p defines up to 8 separate traffic types by inserting a tag into a

Priority MAC-layer frame that contains bits to define class of service.

Type the IEEE 802.1p priority level (from O to 7) to add to traffic through this
connection. The greater the number, the higher the priority level.

Enter 802.1Q VLAN | Type the VLAN ID number (from 1 to 4094) for traffic through this connection.
ID

IP Address This section is available only when you select Routing in the Mode field and
IPOE in the WAN Service Type field.
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Table 7 Broadband Add/Edit: Routing - IPOE (continued)

LABEL DESCRIPTION

Obtain an IP A static IP address is a fixed IP that your ISP gives you. A dynamic IP address
Address is not fixed; the ISP assigns you a different one each time you connect to the
Automatically Internet. Select this if you have a dynamic IP address.

Enable DHCP Select this to identify the vendor and functionality of the Device in DHCP
Option 60 requests that the Device sends to a DHCP server when getting a WAN IP

address.

Vendor Class
Identifier

Enter the Vendor Class Identifier (Option 60), such as the type of the hardware
or firmware.

Static IP Address

Select this option If the ISP assigned a fixed IP address.

IP Address

Enter the static IP address provided by your ISP.

Subnet Mask

Enter the subnet mask provided by your ISP.

Gateway IP
Address

Enter the gateway IP address provided by your ISP.

Routing Feature

NAT Enable

Select this option to activate NAT on this connection.

IGMP Proxy Enable

Internet Group Multicast Protocol (IGMP) is a network-layer protocol used to
establish membership in a Multicast group - it is not used to carry user data.

Select this option to have the Device act as an IGMP proxy on this connection.
This allows the Device to get subscribing information and maintain a joined
member list for each multicast group. It can reduce multicast traffic
significantly.

Apply as Default
Gateway

Select this option to have the Device use the WAN interface of this connection
as the system default gateway.

DNS Server

This is available only when you select Apply as Default Gateway in the
Routing Feature field.

Obtain DNS info
Automatically

Select this to have the Device get the DNS server addresses from the ISP
automatically.

Use the following

Select this to have the Device use the DNS server addresses you configure

Static DNS IP manually.

Address

Primary DNS Enter the first DNS server address assigned by the ISP.
Server

Secondary DNS
Server

Enter the second DNS server address assigned by the ISP.

IPv6 Address

This section is not available when you select Disable in the IPv6/1Pv4
DualStack field.

Obtain IPv6
Address
Automatically

Select this option if you want to have the Device use the IPv6 prefix from the
connected router’s Router Advertisement (RA) to generate an IPv6 address.

Enable Non-
temporary
addresses

The DHCPv6 server controls the time at which the client contacts with the
server to extend the lifetimes on any addresses before the lifetimes expire.
After a first time limit specified by the server is reached, the client sends the
server a Renew message. Select this option to have the server renew the lease
before the second server specified time limit is reached.

Enable Prefix
Delegation

Select this to enable Prefix Delegation. This enables an IPv6 router to use the
IPv6 prefix (network address) received from the ISP (or a connected uplink
router) for its LAN.

Static IPv6 Address

Select this option if you have a fixed IPv6 address assigned by your ISP.

IPv6 Address

Enter the static IPv6 address provided by your ISP using colon (:) hexadecimal
notation.
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Table 7 Broadband Add/Edit: Routing - IPOE (continued)

LABEL

DESCRIPTION

Prefix length

Enter the bit number of the IPv6 subnet mask provided by your ISP.

IPv6 Default
Gateway

Enter the IPv6 address of the default outgoing gateway using a colon (:)
hexadecimal notation.

IPv6 DNS Server

Select whether you want to obtain the IPv6 DNS server addresses
automatically or configure them manually.

Obtain IPv6 DNS
info Automatically

Select this to have the Device get the IPv6 DNS server addresses from the ISP
automatically.

Use the following
Static DNS IPv6
Address

Select this to have the Device use the DNS server addresses you configure
manually.

Primary IPv6
DNS Server

Enter the first IPv6 DNS server address assigned by the ISP.

Secondary IPv6
DNS Server

Enter the second IPv6 DNS server address assigned by the ISP.

6to4 Tunneling

The 6 to 4 Tunnel fields display when you set the 1Pv6/1Pv4 Mode field to
1Pv4 Only.

Select 6to4 if the Device is connected to a network that has both IPv6 and IPv4
and the IPv4 addresses are public IP addresses. In this mode, the Device can
convert an IPv4 address directly to an IPv6 address. The format is:

2002:[IPv4 address in hexadecimal]::/48

6RD Enable

Select this option to enable IPv6 Rapid Deployment. By enabling this function,
the Device uses an ISP’s IPv6 address prefix instead of the 2002::/48 prefix.
The operational domain of 6RD is limited to and controlled by the ISP’s
network. 6RD hosts are ensured to be reachable from all native IPv6 addresses
as 6RD only uses relay servers within control of the ISP.

6to4 Tunneling
Relay Server IP

Enter the tunneling relay server's IPv4 address in this field.

4 to 6 Tunnel

The 4 to 6 Tunnel fields display when you set the 1Pv6/1Pv4 Mode field to
IPv6 Only. Enable Dual Stack Lite to let local computers use I1Pv4 through an
ISP’s IPv6 network.

Enable DS-Lite

Enable Dual Stack Lite to let local computers use IPv4 through an ISP’s IPv6
network.

4t06 Endpoint
IPv6 Address

Specify the transition router’s IPv6 address.

Apply

Click Apply to save your changes.

Back

Click Back to return to the previous screen.

5.2.1.3 Bridge Mode

80

Click the Add new WAN Interface in the Network Setting > Broadband screen or the Edit icon

next to the connection you want to configure. Select Bridge as the encapsulation mode.
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Figure 21 Broadband Add/Edit: Bridge
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The following table describes the fields in this screen.

Table 8 Broadband Add/Edit: Bridge

LABEL DESCRIPTION

General

Name Enter a service name of the connection.

Mode Select Bridge when your ISP provides you more than one IP address and you

want the connected computers to get individual IP address from ISP’s DHCP
server directly. If you select Bridge, you cannot use routing functions, such as
QoS, Firewall, DHCP server and NAT on traffic from the selected LAN port(s).

Enable VLAN Select this to add the VLAN Tag (specified below) to the outgoing traffic
through this connection.

Specific LAN ports can be selected on the Interface Group screen (Section 12.2
on page 143).

Enter 802.1P IEEE 802.1p defines up to 8 separate traffic types by inserting a tag into a
Priority MAC-layer frame that contains bits to define class of service.

Type the IEEE 802.1p priority level (from O to 7) to add to traffic through this
connection. The greater the number, the higher the priority level.

Enter 802.1Q VLAN | Type the VLAN ID number (from 1 to 4094) for traffic through this connection.

ID

Enable VLAN on Select this to have the Device add a VLAN tag to outgoing packets on the LAN
LAN side ports.

Apply Click Apply to save your changes.

Back Click Back to return to the previous screen.

5.3 The 3G Backup Screen

Use this screen to configure your 3G settings. Click Broadband > 3G Backup.

At the time of writing, the 3G card you can use in the Device is Huawei E220, E270, E160, E169G.

Note: The actual data rate you obtain varies depending the 3G card you use, the signal
strength to the service provider’s base station, and so on.

If the signal strength of a 3G network is too low, the 3G card may switch to an available 2.5G or
2.75G network. Refer to Section 5.4 on page 83 for a comparison between 2G, 2.5G, 2.75G and 3G
wireless technologies.
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Figure 22 Broadband > 3G Backup
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The following table describes the labels in this screen.

Table 9 Broadband > 3G Backup

LABEL

DESCRIPTION

3G Backup

Select Enable 3G Backup to have the Device use the 3G connection as your
WAN or a backup when the wired WAN connection fails.

Card Description

This field displays the manufacturer and model name of your 3G card if you
inserted one in the Device. Otherwise, it displays NZA.

Username

Type the user name (of up to 64 ASCII printable characters) given to you by
your service provider.

Password

Type the password (of up to 64 ASCII printable characters) associated with the
user name above.

PIN

A PIN (Personal Identification Number) code is a key to a 3G card. Without the
PIN code, you cannot use the 3G card.

If your ISP enabled PIN code authentication, enter the 4-digit PIN code (0000
for example) provided by your ISP. If you enter the PIN code incorrectly, the
3G card may be blocked by your ISP and you cannot use the account to access
the Internet.

If your ISP disabled PIN code authentication, leave this field blank.

Dial String

Enter the phone number (dial string) used to dial up a connection to your
service provider’s base station. Your ISP should provide the phone number.

For example, *99# is the dial string to establish a GPRS or 3G connection in
Taiwan.

APN Code

Enter the APN (Access Point Name) provided by your service provider.
Connections with different APNs may provide different services (such as
Internet access or MMS (Multi-Media Messaging Service)) and charge method.

You can enter up to 32 ASCII printable characters. Spaces are allowed.
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Table 9 Broadband > 3G Backup (continued)
LABEL DESCRIPTION

Connection Select Nailed-UP if you do not want the connection to time out.

Select On-Demand if you do not want the connection up all the time and
specify an idle time-out in the Max Idle Timeout field.

Max lIdle Timeout This value specifies the time in minutes that elapses before the Device
automatically disconnects from the ISP.

Obtain an IP Select this option If your ISP did not assign you a fixed IP address.

Address

Automatically

Use the following Select this option If the ISP assigned a fixed IP address.

static IP address

IP Address Enter your WAN IP address in this field if you selected Use the following
static IP address.

Obtain DNS info Select this to have the Device get the DNS server addresses from the ISP

dynamically automatically.

Use the following Select this to have the Device use the DNS server addresses you configure

static DNS IP manually.

address

Primary DNS server | Enter the first DNS server address assigned by the ISP.

Secondary DNS Enter the second DNS server address assigned by the ISP.
server

Apply Click Apply to save your changes back to the Device.
Cancel Click Cancel to return to the previous configuration.

5.4 Technical Reference

The following section contains additional technical information about the Device features described
in this chapter.

Encapsulation

Be sure to use the encapsulation method required by your ISP. The Device can work in bridge mode
or routing mode. When the Device is in routing mode, it supports the following methods.

IP over Ethernet

IP over Ethernet (IPOE) is an alternative to PPPoE. IP packets are being delivered across an
Ethernet network, without using PPP encapsulation. They are routed between the Ethernet interface
and the WAN interface and then formatted so that they can be understood in a bridged
environment. For instance, it encapsulates routed Ethernet frames into bridged Ethernet cells.

PPP over Ethernet (PPPOE)

Point-to-Point Protocol over Ethernet (PPPOE) provides access control and billing functionality in a
manner similar to dial-up services using PPP. PPPOE is an IETF standard (RFC 2516) specifying how
a personal computer (PC) interacts with a broadband modem (DSL, cable, wireless, etc.)
connection.
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For the service provider, PPPoE offers an access and authentication method that works with existing
access control systems (for example RADIUS).

One of the benefits of PPPOE is the ability to let you access one of multiple network services, a
function known as dynamic service selection. This enables the service provider to easily create and
offer new IP services for individuals.

Operationally, PPPOE saves significant effort for both you and the ISP or carrier, as it requires no
specific configuration of the broadband modem at the customer site.

By implementing PPPoE directly on the Device (rather than individual computers), the computers on
the LAN do not need PPPoE software installed, since the Device does that part of the task.
Furthermore, with NAT, all of the LANs’ computers will have access.

RFC 1483

RFC 1483 describes two methods for Multiprotocol Encapsulation over ATM Adaptation Layer 5
(AAL5). The first method allows multiplexing of multiple protocols over a single ATM virtual circuit
(LLC-based multiplexing) and the second method assumes that each protocol is carried over a
separate ATM virtual circuit (VC-based multiplexing). Please refer to RFC 1483 for more detailed
information.

Multiplexing

There are two conventions to identify what protocols the virtual circuit (VC) is carrying. Be sure to
use the multiplexing method required by your ISP.

VC-based Multiplexing

In this case, by prior mutual agreement, each protocol is assigned to a specific virtual circuit; for
example, VC1 carries IP, etc. VC-based multiplexing may be dominant in environments where
dynamic creation of large numbers of ATM VCs is fast and economical.

LLC-based Multiplexing

In this case one VC carries multiple protocols with protocol identifying information being contained
in each packet header. Despite the extra bandwidth and processing overhead, this method may be
advantageous if it is not practical to have a separate VC for each carried protocol, for example, if
charging heavily depends on the number of simultaneous VCs.

Traffic Shaping

Traffic Shaping is an agreement between the carrier and the subscriber to regulate the average rate
and fluctuations of data transmission over an ATM network. This agreement helps eliminate
congestion, which is important for transmission of real time data such as audio and video
connections.

Peak Cell Rate (PCR) is the maximum rate at which the sender can send cells. This parameter may
be lower (but not higher) than the maximum line speed. 1 ATM cell is 53 bytes (424 bits), so a
maximum speed of 832Kbps gives a maximum PCR of 1962 cells/sec. This rate is not guaranteed
because it is dependent on the line speed.
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Sustained Cell Rate (SCR) is the mean cell rate of each bursty traffic source. It specifies the
maximum average rate at which cells can be sent over the virtual connection. SCR may not be
greater than the PCR.

Maximum Burst Size (MBS) is the maximum number of cells that can be sent at the PCR. After MBS
is reached, cell rates fall below SCR until cell rate averages to the SCR again. At this time, more
cells (up to the MBS) can be sent at the PCR again.

If the PCR, SCR or MBS is set to the default of "0", the system will assign a maximum value that
correlates to your upstream line rate.

The following figure illustrates the relationship between PCR, SCR and MBS.

Figure 23 Example of Traffic Shaping

g
&A
o
O
PCR
SCR
> > Time
MBS MBS

ATM Traffic Classes

These are the basic ATM traffic classes defined by the ATM Forum Traffic Management 4.0
Specification.

Constant Bit Rate (CBR)

Constant Bit Rate (CBR) provides fixed bandwidth that is always available even if no data is being
sent. CBR traffic is generally time-sensitive (doesn't tolerate delay). CBR is used for connections
that continuously require a specific amount of bandwidth. A PCR is specified and if traffic exceeds
this rate, cells may be dropped. Examples of connections that need CBR would be high-resolution
video and voice.

Variable Bit Rate (VBR)

The Variable Bit Rate (VBR) ATM traffic class is used with bursty connections. Connections that use
the Variable Bit Rate (VBR) traffic class can be grouped into real time (VBR-RT) or non-real time
(VBR-nRT) connections.

The VBR-RT (real-time Variable Bit Rate) type is used with bursty connections that require closely
controlled delay and delay variation. It also provides a fixed amount of bandwidth (a PCR is
specified) but is only available when data is being sent. An example of an VBR-RT connection would
be video conferencing. Video conferencing requires real-time data transfers and the bandwidth
requirement varies in proportion to the video image's changing dynamics.

FMG3024-D10A / FMG3025-D10A Series User’s Guide 85




Chapter 5 Broadband

86

The VBR-nRT (non real-time Variable Bit Rate) type is used with bursty connections that do not
require closely controlled delay and delay variation. It is commonly used for "bursty" traffic typical
on LANs. PCR and MBS define the burst levels, SCR defines the minimum level. An example of an
VBR-nRT connection would be non-time sensitive data file transfers.

Unspecified Bit Rate (UBR)

The Unspecified Bit Rate (UBR) ATM traffic class is for bursty data transfers. However, UBR doesn't
guarantee any bandwidth and only delivers traffic when the network has spare bandwidth. An
example application is background file transfer.

IP Address Assignment

A static IP is a fixed IP that your ISP gives you. A dynamic IP is not fixed; the ISP assigns you a
different one each time. The Single User Account feature can be enabled or disabled if you have
either a dynamic or static IP. However the encapsulation method assigned influences your choices
for IP address and default gateway.

Introduction to VLANSs

A Virtual Local Area Network (VLAN) allows a physical network to be partitioned into multiple logical
networks. Devices on a logical network belong to one group. A device can belong to more than one
group. With VLAN, a device cannot directly talk to or hear from devices that are not in the same
group(s); the traffic must first go through a router.

In Multi-Tenant Unit (MTU) applications, VLAN is vital in providing isolation and security among the
subscribers. When properly configured, VLAN prevents one subscriber from accessing the network
resources of another on the same LAN, thus a user will not see the printers and hard disks of
another user in the same building.

VLAN also increases network performance by limiting broadcasts to a smaller and more
manageable logical broadcast domain. In traditional switched environments, all broadcast packets
go to each and every individual port. With VLAN, all broadcasts are confined to a specific broadcast
domain.

Introduction to IEEE 802.1Q Tagged VLAN

A tagged VLAN uses an explicit tag (VLAN ID) in the MAC header to identify the VLAN membership
of a frame across bridges - they are not confined to the switch on which they were created. The
VLANSs can be created statically by hand or dynamically through GVRP. The VLAN ID associates a
frame with a specific VLAN and provides the information that switches need to process the frame
across the network. A tagged frame is four bytes longer than an untagged frame and contains two
bytes of TPID (Tag Protocol Identifier), residing within the type/length field of the Ethernet frame)
and two bytes of TCI (Tag Control Information), starts after the source address field of the Ethernet
frame).

The CFI (Canonical Format Indicator) is a single-bit flag, always set to zero for Ethernet switches. If
a frame received at an Ethernet port has a CFIl set to 1, then that frame should not be forwarded as
it is to an untagged port. The remaining twelve bits define the VLAN ID, giving a possible maximum
number of 4,096 VLANs. Note that user priority and VLAN ID are independent of each other. A
frame with VID (VLAN Identifier) of null (0O) is called a priority frame, meaning that only the priority
level is significant and the default VID of the ingress port is given as the VID of the frame. Of the
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4096 possible VIDs, a VID of 0 is used to identify priority frames and value 4095 (FFF) is reserved,
so the maximum possible VLAN configurations are 4,094.

TPID User Priority CFl VLAN ID
2 Bytes |3 Bits 1 Bit |12 Bits
Multicast

IP packets are transmitted in either one of two ways - Unicast (1 sender - 1 recipient) or Broadcast
(1 sender - everybody on the network). Multicast delivers IP packets to a group of hosts on the
network - not everybody and not just 1.

Internet Group Multicast Protocol (IGMP) is a network-layer protocol used to establish membership
in a Multicast group - it is not used to carry user data. IGMP version 2 (RFC 2236) is an
improvement over version 1 (RFC 1112) but IGMP version 1 is still in wide use. If you would like to
read more detailed information about interoperability between IGMP version 2 and version 1, please
see sections 4 and 5 of RFC 2236. The class D IP address is used to identify host groups and can be
in the range 224.0.0.0 to 239.255.255.255. The address 224.0.0.0 is not assigned to any group
and is used by IP multicast computers. The address 224.0.0.1 is used for query messages and is
assigned to the permanent group of all IP hosts (including gateways). All hosts must join the
224.0.0.1 group in order to participate in IGMP. The address 224.0.0.2 is assigned to the multicast
routers group.

At start up, the Device queries all directly connected networks to gather group membership. After
that, the Device periodically updates this information.

DNS Server Address Assignment

Use Domain Name System (DNS) to map a domain name to its corresponding IP address and vice
versa, for instance, the IP address of www.zyxel.com is 204.217.0.2. The DNS server is extremely
important because without it, you must know the IP address of a computer before you can access
it.

The Device can get the DNS server addresses in the following ways.

1 The ISP tells you the DNS server addresses, usually in the form of an information sheet, when you
sign up. If your ISP gives you DNS server addresses, manually enter them in the DNS server fields.

2 If your ISP dynamically assigns the DNS server IP addresses (along with the Device’'s WAN IP
address), set the DNS server fields to get the DNS server address from the ISP.

IPv6 Addressing

The 128-bit IPv6 address is written as eight 16-bit hexadecimal blocks separated by colons (:). This
is an example IPv6 address 2001:0db8:1a2b:0015:0000:0000:1a2f:0000.

IPv6 addresses can be abbreviated in two ways:

* Leading zeros in a block can be omitted. So 2001:0db8:1a2b:0015:0000:0000:1a2f:0000 can
be written as 2001:db8:1a2b:15:0:0:1a2f:0.
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= Any number of consecutive blocks of zeros can be replaced by a double colon. A double colon can
only appear once in an IPv6 address. So 2001 :0db8:0000:0000:1a2f:0000:0000:0015 can be
written as 2001:0db8: :1a2¥:0000:0000:0015, 2001 :0db8:0000:0000:1a2f: :0015,
2001:db8::1a2f:0:0:15 or 2001:db8:0:0:1a2f: :15.

IPv6 Prefix and Prefix Length

Similar to an IPv4 subnet mask, IPv6 uses an address prefix to represent the network address. An
IPv6 prefix length specifies how many most significant bits (start from the left) in the address
compose the network address. The prefix length is written as “/x” where x is a number. For
example,

2001:db8:1a2b:15::1a2f:0/32

means that the first 32 bits (2001:db8) is the subnet prefix.

3G Comparison Table

See the following table for a comparison between 2G, 2.5G, 2.75G and 3G wireless technologies.
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Table 10 2G, 2.5G, 2.75G, 3G and 3.5G Wireless Technologies
MOBILE PHONE AND DATA STANDARDS DATA
NAME | TYPE
SPEED
GSM-BASED CDMA-BASED
2G Circuit- GSM (Global System for Mobile Interim Standard 95 (1S-95), the first Slow
switched Communications), Personal Handy- CDMA-based digital cellular standard
phone System (PHS), etc. pioneered by Qualcomm. The brand A
name for 1S-95 is cdmaOne. 1S-95 is
also known as TIA-EIA-95.
2.5G Packet- GPRS (General Packet Radio CDMAZ2000 is a hybrid 2.5G / 3G
switched Services), High-Speed Circuit- protocol of mobile telecommunications
Switched Data (HSCSD), etc. standards that use CDMA, a multiple
2.75G | Packet- Enhanced Data rates for GSM access scheme for digital radio.
switched Evolution (EDGE), Enhanced GPRS CDMA2000 1xRTT (1 times Radio
(EGPRS), etc. Transmission Technology) is the core
CDMA2000 wireless air interface
standard. It is also known as 1x, 1xRTT,
or 1S-2000 and considered to be a 2.5G
or 2.75G technology.
3G Packet- UMTS (Universal Mobile CDMA2000 EV-DO (Evolution-Data
switched Telecommunications System), a third- | Optimized, originally 1x Evolution-Data
generation (3G) wireless standard Only), also referred to as EV-DO, EVDO,
defined in ITUA specification, is or just EV, is an evolution of CDMA2000
sometimes marketed as 3GSM. The 1XRTT and enables high-speed wireless
UMTS uses GSM infrastructures and connectivity. It is also denoted as IS-
W-CDMA (Wideband Code Division 856 or High Data Rate (HDR).
Multiple Access) as the air interface.
3.5G Packet- HSDPA (High-Speed Downlink Packet
switched Access) is a mobile telephony

protocol, used for UMTS-based 3G
networks and allows for higher data
transfer speeds.

Fast

A. The International Telecommunication Union (ITU) is an international organization within which governments and the private !ector

coordinate global telecom networks and services.
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6.1 Overview

Cable TV

This chapter describes the Device’'s Network Setting = CATV screen. Use this screen to set up
your Device’s cable television function.

6.2 The CATV Screen

Use this screen to enable cable television functions. Click Network Setting = CATV to open the

CATYV screen.

Figure 24 Network Setting > CATV

CATV
CATV Filter

" Enable CATV
I Enable CATV Filter

Apply Cancel

The following table describes the labels in this screen.

Table 11 Network > CATV

LABEL DESCRIPTION

CATV Select this to enable the cable TV function.

CATV Filter Select this to enable the cable TV low pass filter, which filters unwanted high
frequencies out of the signal.

Apply Click Apply to save your changes back to the Device.

Cancel Click Cancel to restore your previously saved settings.
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Home Networking

7.1 Overview

A Local Area Network (LAN) is a shared communication system to which many computers are
attached. A LAN is usually located in one immediate area such as a building or floor of a building.

The LAN screens can help you configure a LAN DHCP server and manage IP addresses.

LAN

WAN

7.1.1 What You Can Do in this Chapter

= Use the LAN Setup screen to set the LAN IP address, subnet mask, and DHCP settings (Section
7.2 on page 96).

= Use the Static DHCP screen to assign IP addresses on the LAN to specific individual computers
based on their MAC Addresses (Section 7.3 on page 97).

* Use the UPNP screen to enable UPnP (Section 7.4 on page 99).
= Use the File Sharing screen to enable file-sharing server (Section 7.5 on page 99).

= Use the Media Server screen to enable or disable the sharing of media files (Section 7.6 on
page 102).

= Use the Printer Server screen to enable the print server (Section 7.7 on page 102).

7.1.2 What You Need To Know

The following terms and concepts may help as you read this chapter.

7.1.2.1 About LAN

IP Address

Similar to the way houses on a street share a common street name, so too do computers on a LAN
share one common network number. This is known as an Internet Protocol address.
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Subnet Mask

The subnet mask specifies the network number portion of an IP address. Your Device will compute
the subnet mask automatically based on the IP address that you entered. You don't need to change
the subnet mask computed by the Device unless you are instructed to do otherwise.

DHCP

DHCP (Dynamic Host Configuration Protocol) allows clients to obtain TCP/IP configuration at start-
up from a server. This Device has a built-in DHCP server capability that assigns IP addresses and
DNS servers to systems that support DHCP client capability.

DNS

DNS (Domain Name System) maps a domain name to its corresponding IP address and vice versa.
The DNS server is extremely important because without it, you must know the IP address of a
computer before you can access it. The DNS server addresses you enter when you set up DHCP are
passed to the client machines along with the assigned IP address and subnet mask.

7.1.2.2 About UPnP

94

How do | know if I'm using UPnP?
UPNP hardware is identified as an icon in the Network Connections folder (Windows XP). Each UPnP

compatible device installed on your network will appear as a separate icon. Selecting the icon of a
UPNP device will allow you to access the information and properties of that device.

Cautions with UPnP
The automated nature of NAT traversal applications in establishing their own services and opening
firewall ports may present network security issues. Network information and configuration may also

be obtained and modified by users in some network environments.

When a UPnP device joins a network, it announces its presence with a multicast message. For
security reasons, the Device allows multicast messages on the LAN only.

All UPnP-enabled devices may communicate freely with each other without additional configuration.
Disable UPnP if this is not your intention.

UPNnP and ZyXEL

ZyXEL has achieved UPnP certification from the Universal Plug and Play Forum UPnP™
Implementers Corp. (UIC). ZyXEL's UPnP implementation supports Internet Gateway Device (IGD)
1.0.

See Section 7.9 on page 108 for examples of installing and using UPnP.
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7.1.2.3 About File Sharing

Workgroup name
This is the name given to a set of computers that are connected on a network and share resources

such as a printer or files. Windows automatically assigns the workgroup name when you set up a
network.

Shares
When settings are set to default, each USB device connected to the Device is given a folder, called
a “share”. If a USB hard drive connected to the Device has more than one partition, then each

partition will be allocated a share. You can also configure a “share” to be a sub-folder or file on the
USB device.

File Systems
A file system is a way of storing and organizing files on your hard drive and storage device. Often

different operating systems such as Windows or Linux have different file systems. The file sharing
feature on your Device supports File Allocation Table (FAT) and FAT32.

Common Internet File System
The Device uses Common Internet File System (CIFS) protocol for its file sharing functions. CIFS
compatible computers can access the USB file storage devices connected to the Device. CIFS

protocol is supported on Microsoft Windows, Linux Samba and other operating systems (refer to
your systems specifications for CIFS compatibility).

7.1.2.4 About Printer Server

Print Server

This is a computer or other device which manages one or more printers, and which sends print jobs
to each printer from the computer itself or other devices.

Operating System

An operating system (OS) is the interface which helps you manage a computer. Common examples
are Microsoft Windows, Mac OS or Linux.

TCP/IP

TCP/IP (Transmission Control Protocol/ Internet Protocol) is a set of communications protocols that
most of the Internet runs on.

Port

A port maps a network service such as http to a process running on your computer, such as a
process run by your web browser. When traffic from the Internet is received on your computer, the
port number is used to identify which process running on your computer it is intended for.
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Supported OSs

Your operating system must support TCP/IP ports for printing and be compatible with the RAW (port
9100) protocol.

The following OSs support Device’s printer sharing feature.

* Microsoft Windows 95, Windows 98 SE (Second Edition), Windows Me, Windows NT 4.0, Windows
2000, Windows XP or Macintosh OS X.

7.2 The LAN Setup Screen

96

Click Network Setting > Home Networking to open the LAN Setup screen. Use this screen to
set the Local Area Network IP address and subnet mask of your Device and configure the DNS
server information that the Device sends to the DHCP client devices on the LAN.

Figure 25 Network Setting > Home Networking > LAN Setup

LAN IP Setup
IP Address : I192.158.1.1
Subnet Mask : I255.255.255.U

(192.168.231.1 ~ 192.168.246.1 are reserved for VLAN.)

DHCP Server State
DHCP : & Enable ' Disable

IP Addressing Values

IP Pool Starting Address : [lez1ee 133
Pool Size |32—

DNS Values
DNS Server 1:
DNS Server 2 : | Nane =
DNS Server 3 | Nane =

Apply | Cancel

The following table describes the fields in this screen.

Table 12 Network Setting > Home Networking > LAN Setup

LABEL DESCRIPTION
LAN IP Setup
IP Address Enter the LAN IP address you want to assign to your Device in dotted decimal

notation, for example, 192.168.1.1 (factory default).

IP Subnet Mask Type the subnet mask of your network in dotted decimal notation, for example
255.255.255.0 (factory default). Your Device automatically computes the
subnet mask based on the IP address you enter, so do not change this field
unless you are instructed to do so.

DHCP Server State
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Table 12 Network Setting > Home Networking > LAN Setup (continued)
LABEL DESCRIPTION

DHCP Select Enable to have your Device assign IP addresses, an IP default gateway
and DNS servers to LAN computers and other devices that are DHCP clients.

If you select Disable, you need to manually configure the IP addresses of the
computers and other devices on your LAN.

When DHCP is used, the following fields need to be set.

IP Addressing Values

IP Pool Starting This field specifies the first of the contiguous addresses in the IP address pool.
Address

Pool Size This field specifies the size, or count of the IP address pool.

DNS Values

DNS Server 1-3 Select From ISP if your ISP dynamically assigns DNS server information (and

the Device's WAN IP address).

Select User-Defined if you have the IP address of a DNS server. Enter the DNS
server's IP address in the field to the right. If you chose User-Defined, but
leave the IP address set to 0.0.0.0, User-Defined changes to None after you
click Apply. If you set a second choice to User-Defined, and enter the same
IP address, the second User-Defined changes to None after you click Apply.

Select None if you do not want to configure DNS servers. You must have
another DHCP sever on your LAN, or else the computers must have their DNS
server addresses manually configured. If you do not configure a DNS server,
you must know the IP address of a computer in order to access it.

Apply Click Apply to save your changes.

Cancel Click Cancel to restore your previously saved settings.

7.3 The Static DHCP Screen

This table allows you to assign IP addresses on the LAN to specific individual computers based on
their MAC Addresses.

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address is

assigned at the factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02.

7.3.1 Before You Begin

Find out the MAC addresses of your network devices if you intend to add them to the Static DHCP
screen.

Use this screen to change your Device’s static DHCP settings. Click Network Setting > Home
Networking > Static DHCP to open the following screen.
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Figure 26 Network Setting > Home Networking > Static DHCP

Add new static lease |

R S ST

twpc13774-02 00:24:21:7e:20:96 192.168.1.58
Applyl Cancel | Refreshl

The following table describes the labels in this screen.

Table 13 Network Setting > Home Networking > Static DHCP

LABEL DESCRIPTION

Add new static Click this to add a new static DHCP entry.

lease

# This is the index number of the entry.

Status This field displays whether the client is connected to the Device.

Host Name This field displays the client host name.

MAC Address The MAC (Media Access Control) or Ethernet address on a LAN (Local Area

Network) is unique to your computer (six pairs of hexadecimal notation).

A network interface card such as an Ethernet adapter has a hardwired address
that is assigned at the factory. This address follows an industry standard that
ensures no other adapter has a similar address.

IP Address This field displays the IP address relative to the # field listed above.

Reserve Select the check box in the heading row to automatically select all check boxes
or select the check box(es) in each entry to have the Device always assign the
selected entry(ies)’s IP address(es) to the corresponding MAC address(es) (and
host name(s)). You can select up to 128 entries in this table.

Apply Click Apply to save your changes.
Cancel Click Cancel to restore your previously saved settings.
Refresh Click Refresh to reload the DHCP table.

If you click Add new static lease in the Static DHCP screen, the following screen displays.

Figure 27 Static DHCP: Add

MAC Address : |
IP Address : |

o ]

The following table describes the labels in this screen.

Table 14 Static DHCP: Add

LABEL DESCRIPTION

MAC Address Enter the MAC address of a computer on your LAN.

IP Address Enter the IP address that you want to assign to the computer on your LAN with
the MAC address that you will also specify.

Apply Click Apply to save your changes.

Back Click Back to exit this screen without saving.
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7.4 The UPnP Screen

Universal Plug and Play (UPnP) is a distributed, open networking standard that uses TCP/IP for
simple peer-to-peer network connectivity between devices. A UPnP device can dynamically join a
network, obtain an IP address, convey its capabilities and learn about other devices on the network.
In turn, a device can leave a network smoothly and automatically when it is no longer in use.

See page 108 for more information on UPnP.

Use the following screen to configure the UPnP settings on your Device. Click Network Setting >
Home Networking > Static DHCP = UPnP to display the screen shown next.

Figure 28 Network Setting > Home Networking > UPnP

UPnP State

UPRP * Enable ¢ Disable

Ao

The following table describes the labels in this screen.

Table 15 Network Settings > Home Networking > UPnP
LABEL DESCRIPTION

UPnP Select Enable to activate UPnP. Be aware that anyone could use a UPnP
application to open the web configurator's login screen without entering the
Device's IP address (although you must still enter the password to access the
web configurator).

Apply Click Apply to save your changes.

7.5 The File Sharing Screen

You can share files on a USB memory stick or hard drive connected to your Device with users on
your network.

The following figure is an overview of the Device’s file server feature. Computers A and B can
access files on a USB device (C) which is connected to the Device.
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Figure 29 File Sharing Overview

The Device will not be able to join the workgroup if your local area network has restrictions
set up that do not allow devices to join a workgroup. In this case, contact your network
administrator.

7.5.1 Before You Begin

Make sure the Device is connected to your network and turned on.

1 Connect the USB device to one of the Device’'s USB ports. Make sure the Device is connected to
your network.

2 The Device detects the USB device and makes its contents available for browsing. If you are

connecting a USB hard drive that comes with an external power supply, make sure it is connected
to an appropriate power source that is on.

Note: If your USB device cannot be detected by the Device, see the troubleshooting for
suggestions.

Use this screen to set up file sharing using the Device. To access this screen, click Network
Setting = Home Networking > File Sharing.

Figure 30 Network Setting > Home Networking > File Sharing

Server Configuration

File Sharing Senvices(SMB) & Enable ¢ Disable

Share Directory List
Mdnewsharel

— e

LUSB_Storage GEMERIC_USB USB_Storage

]
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Each field is described in the following table.

Table 16 Network Setting > Home Networking > File Sharing

LABEL DESCRIPTION

Server Configuration

File Sharing Select Enable to activate file sharing through the Device.

Services (SMB)

Add new share Click this to set up a new share on the Device.

# Select the check box to make the share available to the network. Otherwise,
clear this.

Status This shows whether or not the share is available for sharing.

Share Name This field displays the share name on the Device.

Share Path This field displays the path for the share directories (folders) on the Device.

These are the directories (folders) on your USB storage device.

Share Description | This field displays information about the share.

Modify Click the Edit icon to change the settings of an existing share.

Click the Delete icon to delete this share in the list.

Apply Click Apply to save your changes.

Cancel Click Cancel to restore your previously saved settings.

7.5.2 Add/Edit File Sharing

Use this screen to set up a new share or edit an existing share on the Device. Click Add new share
in the File Sharing screen or click the Edit icon next to an existing share.

Figure 31 File Sharing: Add/Edit

Volume : | GENERIC_USB_Mass_storage_100_1 |
Share Path : | Browse |
Description : |

Applyl Backl

Each field is described in the following table.

Table 17 File Sharing: Add/Edit

LABEL DESCRIPTION
Volume Select the volume in the USB storage device that you want to add as a share in
the Device.

This field is read-only when you are editing the share.

Share Path Manually enter the file path for the share, or click the Browse button and select
the folder that you want to add as a share.

This field is read-only when you are editing the share.

Description You can either enter a short description of the share, or leave this field blank.
Apply Click Apply to save your changes.
Back Click Back to return to the previous screen.
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7.6 The Media Server Screen

The media server feature lets anyone on your network play video, music, and photos from the USB
storage device connected to your Device (without having to copy them to another computer). The
Device can function as a DLNA-compliant media server. The Device streams files to DLNA-compliant
media clients (like Windows Media Player). The Digital Living Network Alliance (DLNA) is a group of
personal computer and electronics companies that works to make products compatible in a home
network.

The Device media server enables you to:

= Publish all shares for everyone to play media files in the USB storage device connected to the
Device.

* Use hardware-based media clients like the DMA-2500 to play the files.

Note: Anyone on your network can play the media files in the published shares. No user
name and password or other form of security is used. The media server is enabled
by default with the video, photo, and music shares published.

To change your Device’s media server settings, click Network Setting > Home Networking >
Media Server. The screen appears as shown.

Figure 32 Network Setting > Home Networking > Media Server

¥ Enable Media Server

The following table describes the labels in this menu.

Table 18 Network Setting > Home Networking > Media Server
LABEL DESCRIPTION

Enable Media | Check this to have the Device function as a DLNA-compliant media server.
Server

Enable the media server to let (DLNA-compliant) media clients on your network play
media files located in the shares.

Apply Click Apply to save your changes.

7.7 The Printer Server Screen
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The Device allows you to share a USB printer on your LAN. You can do this by connecting a USB
printer to one of the USB ports on the Device and then configuring a TCP/IP port on the computers
connected to your network.
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Figure 33 Sharing a USB Printer

7.7.1 Before You Begin

To configure the print server you need the following:

= Your Device must be connected to your computer and any other devices on your network. The
USB printer must be connected to your Device.

= A USB printer with the driver already installed on your computer.

= The computers on your network must have the printer software already installed before they can
create a TCP/IP port for printing via the network. Follow your printer manufacturers instructions
on how to install the printer software on your computer.

Note: Your printer’s installation instructions may ask that you connect the printer to your
computer. Connect your printer to the Device instead.

Use this screen to enable or disable sharing of a USB printer via your Device.
To access this screen, click Network Setting > Home Networking > Printer Server.

Figure 34 Network Setting > Home Networking > Printer Server

Print Server Configuration

Print Server : * Enable ¢ Disable

Apply Cancel

The following table describes the labels in this menu.

Table 19 Network Setting > Home Networking > Print Server

LABEL DESCRIPTION

Printer Select Enable to have the Device share a USB printer.
Server

Apply Click Apply to save your changes.

Cancel Click Cancel to restore your previously saved settings.
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7.8 Technical Reference

104

This section provides some technical background information about the topics covered in this
chapter.

LANs, WANs and the Device

The actual physical connection determines whether the Device ports are LAN or WAN ports. There
are two separate IP networks, one inside the LAN network and the other outside the WAN network
as shown next.

Figure 35 LAN and WAN IP Addresses

-—— = = == -

DHCP Setup

DHCP (Dynamic Host Configuration Protocol, RFC 2131 and RFC 2132) allows individual clients to
obtain TCP/IP configuration at start-up from a server. You can configure the Device as a DHCP
server or disable it. When configured as a server, the Device provides the TCP/IP configuration for
the clients. If you turn DHCP service off, you must have another DHCP server on your LAN, or else
the computer must be manually configured.

IP Pool Setup

The Device is pre-configured with a pool of IP addresses for the DHCP clients (DHCP Pool). See the
product specifications in the appendices. Do not assign static IP addresses from the DHCP pool to
your LAN computers.

LAN TCP/IP

The Device has built-in DHCP server capability that assigns IP addresses and DNS servers to
systems that support DHCP client capability.

IP Address and Subnet Mask

Similar to the way houses on a street share a common street name, so too do computers on a LAN
share one common network number.
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Where you obtain your network number depends on your particular situation. If the ISP or your
network administrator assigns you a block of registered IP addresses, follow their instructions in
selecting the IP addresses and the subnet mask.

If the ISP did not explicitly give you an IP network number, then most likely you have a single user
account and the ISP will assign you a dynamic IP address when the connection is established. If this
is the case, it is recommended that you select a network number from 192.168.0.0 to
192.168.255.0 and you must enable the Network Address Translation (NAT) feature of the Device.
The Internet Assigned Number Authority (IANA) reserved this block of addresses specifically for
private use; please do not use any other number unless you are told otherwise. Let's say you select
192.168.1.0 as the network number; which covers 254 individual addresses, from 192.168.1.1 to
192.168.1.254 (zero and 255 are reserved). In other words, the first three numbers specify the
network number while the last number identifies an individual computer on that network.

Once you have decided on the network number, pick an IP address that is easy to remember, for
instance, 192.168.1.1, for your Device, but make sure that no other device on your network is
using that IP address.

The subnet mask specifies the network number portion of an IP address. Your Device will compute
the subnet mask automatically based on the IP address that you entered. You don't need to change
the subnet mask computed by the Device unless you are instructed to do otherwise.

Private IP Addresses

Every machine on the Internet must have a unique address. If your networks are isolated from the
Internet, for example, only between your two branch offices, you can assign any IP addresses to
the hosts without problems. However, the Internet Assigned Numbers Authority (IANA) has
reserved the following three blocks of IP addresses specifically for private networks:

= 10.0.0.0 — 10.255.255.255
e 172.16.0.0 — 172.31.255.255
= 192.168.0.0 — 192.168.255.255

You can obtain your IP address from the IANA, from an ISP or it can be assigned from a private
network. If you belong to a small organization and your Internet access is through an ISP, the ISP
can provide you with the Internet addresses for your local networks. On the other hand, if you are
part of a much larger organization, you should consult your network administrator for the
appropriate IP addresses.

Note: Regardless of your particular situation, do not create an arbitrary IP address;
always follow the guidelines above. For more information on address assignment,
please refer to RFC 1597, “Address Allocation for Private Internets” and RFC 1466,
“Guidelines for Management of IP Address Space”.
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Device Print Server Compatible USB Printers

The following is a list of USB printer models compatible with the Device print server.

Table 20 Compatible USB Printers

106

BRAND MODEL
Brother MFC7420
CANON BJ FO0O00
CANON i320

CANON PIXMA MP450
CANON PIXMA MP730
CANON PIXMA MP780
CANON PIXMA MP830
CANON PIXUS ip2500
CANON PIXMA ip4200
CANON PIXMA ip5000
CANON PIXUS 990i
EPSON CX3500
EPSON CX3900
EPSON EPL-5800
EPSON EPL-6200L
EPSON LP-2500
EPSON LP-8900
EPSON RX 510
EPSON RX 530
EPSON Stylus 830U
EPSON Stylus 1270
EPSON Stylus C43UX
EPSON Stylus C60
EPSON Stylus Color 670
HP Deskjet 5550
HP Deskjet 5652
HP Deskjet 830C
HP Deskjet 845C
HP Deskjet 1125C
HP Deskjet 1180C
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Table 20 Compatible USB Printers (continued)

BRAND MODEL

HP Deskjet 1220C

HP Deskjet F4185

HP Laserjet 1022

HP Laserjet 1200

HP Laserjet 2200D

HP Laserjet 2420

HP Color Laserjet 1500L
HP Laserjet 3015

HP Officejet 4255

HP Officejet 5510

HP Officejet 5610

HP Officejet 7210

HP Officejet Pro L7380
HP Photosmart 2610
HP Photosmart 3110
HP Photosmart 7150
HP Photosmart 7830
HP Photosmart C5280
HP Photosmart D5160
HP PSC 1350

HP PSC 1410

IBM Infoprint 1332
LEXMARK Z55

LEXMARK Z705

OKl B4350

SAMSUNG ML-1710
SAMSUNG SCX-4016
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7.9 Installing UPnP in Windows Example

3

108

This section shows how to install UPnP in Windows Me and Windows XP.

Installing UPnP in Windows Me

Follow the steps below to install the UPnP in Windows Me.

Click Start and Control Panel. Double-click Add/Remove Programs.

Click the Windows Setup tab and select Communication in the Components selection box. Click

Details.

1 & Commuinic e

[ &% Desktop Themes 0.0ME
v fig} Games 10.1 MB

[ i Multlanguage Support 00ME |

Space uzed by installed components: 42 4 B

Space required; 0.0mMB

Space available on disk; 2663 MB
Drescription

Includes accessaries to help vou connect to ather computers
and online services.

5 of 10 components selected Cietails. . |
Have Dizsk... i

Irstall U minstall  Windows Setup | Startup Disk I
To add ar remove a component, select or clear the check bow. If
the check box iz shaded, only part of the compaonent will be
inztalled. To see what's included in a component, click Details.
LComponents:
b Bl Address Book 1.7MB =]

] | Cancel | Apply

Figure 36 Add/Remove Programs: Windows Setup: Communication

In the Communications window, select the Universal Plug and Play check box in the

Components selection box.
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4

Figure 37 Add/Remove Programs: Windows Setup: Communication: Components

0

To install 3 component, select the check box nest to the
compohent name, of clear the check box if you do nat want to
ingtall it. & ghaded box means that only part of the component will
be inztalled. To see what's included in a component, click Details.

LComponetts:
7 MetMesting 42MB =]
&4 Phare Dialer 0.2 Me

B Uriversal Plug and Flay 0.4 MB

] [z Virtual Private Metworking 0.0ME j

Space used by installed components: 42 4 MB

Space required: 0.0mMB

Space available on dizk: 3663 MB
Dezcription

IUniversal Plug and Play enables seamless connectivity and
communication between Windows and inteligent appliances,

[etals,.. |
QK. I Cancel |

Click OK to go back to the Add/Remove Programs Properties window and click Next.

Restart the computer when prompted.

Installing UPnP in Windows XP

Follow the steps below to install the UPnP in Windows XP.

Click Start and Control Panel.
Double-click Network Connections.

In the Network Connections window, click Advanced in the main menu and select Optional
Networking Components ....

Figure 38 Network Connections

‘.‘_"- Metwork Connections

File  Edit

@Back L ) Lﬁ" j:‘: =T

TR |¢_‘, Netwark Connechions Metwoark Identification. ..
" . —— Bridge Connections

Advanced Setkings. ..
Dptional Networking Components...

View  Favorites

Tools RS Help

Cperator-fssisted Dialing
Dial-up Preferences. ..

Metwork Tasks

The Windows Optional Networking Components Wizard window displays. Select Networking
Service in the Components selection box and click Details.
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Figure 39 Windows Optional Networking Components Wizard

\Windows Optional Metworking Components Wizand

Windows Components
Y'ou can add or remove components of Windows P,

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To zee what's included in a component, click
Dretailz.

Comporents:
O EEJ Management and Monitaring Tools 1.9ME |

= 5 Metworking Services 1.3 kB
O EEJ Other Metwark. File and Print Services 0.0 ME

Dezcrption:  Containg a varety of zpecialized, network -related services and protocols.

Total disk space reguired: 0.0 ke _
2503

Space avallable on dizgk:

¢ Back [ Mext » ][ Cancel ]

5 In the Networking Services window, select the Universal Plug and Play check box.

Figure 40 Networking Services

Metworking Services

To add or remove a companent, click the check box, & shaded box means that only part
af the component will be installed. To see what's included in a component, click Details.

Subcompaonents of Netwaorking Services:

[ FRIP Listener 0.0 MEB
] Simple TCPAP Services 0.0MB
E: I niversal Plug and Flay 0.2 kB

Descrption:  Allows your camputer ta dizcover and contral Lniverzal Plug and Flay

devices.
Total digk. space required: 0.0 MEB BiakiilL
Space available on digk: 260.8 MEB

k. l [ Cancel

6 Click OK to go back to the Windows Optional Networking Component Wizard window and
click Next.

110 FMG3024-D10A / FMG3025-D10A Series User’s Guide




Chapter 7 Home Networking

7.10 Using UPnP in Windows XP Example

3

This section shows you how to use the UPnP feature in Windows XP. You must already have UPnP

installed in Windows XP and UPnP activated on the Device.

Make sure the computer is connected to a LAN port of the Device. Turn on your computer and the

Device.

Auto-discover Your UPnP-enabled Network Device

Click Start and Control Panel. Double-click Network Connections. An icon displays under

Internet Gateway.

Right-click the icon and select Properties.

Figure 41 Network Connections

‘,'_s Hetwork Connections

File Edit Wiew Faworites Tools  Advanced  Help

@Eack o L__‘)l lﬁ: /:} Search lL_ Folders v

Address |I\}, Metwark Connections

: #| Internet Gateway

Metwork Tasks

[nternet Connection
niabled
Internet Connection
Disable
LANor H  Status

Create a new
connection

Set up a home or small
office network,

Disable this nebwork
device

Create Sharkouk

Rename this conmeckion

Lelete

View skatus af this
connection

Zhange settings aof this

Fename

—

Propetties

conneckinn

In the Internet Connection Properties window, click Settings to see the port mappings there

were automatically created.
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Figure 42 Internet Connection Properties

® Internet Connection Properties

General |

Connect ta the [nternet uzing:

‘ %) Intemet Connection |

Thiz connection allowes you to connect ta the [ntermet through a
ghared connection on another computer.

Settings...

Show icon in notification area when connected

Ok, ][ Cancel ]

4  You may edit or delete the port mappings or click Add to manually add port mappings.
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5

6

Figure 43 Internet Connection Properties: Advanced Settings

[ —————

Aelvanceel Frnl_linil_z:

Serdce:

Selac e ssrvices Wwnnind on pour redeark that Infemel useis can
acan

Sersces

MG mamnsoe [19201EE T G5 BR8] 1EELE TEF
[ memece (192 1621 BE9R5S) S 1 UDP
[ marnace: (152 1B 917261 | 28007 LIDF
[+ memsge (19216080 TE10) 77 TCP

Ed. | Dgen |

[ oe  §{ :Cored }

Figure 44

Service Settings

D'ezcription of service:

Internet Connection Properties: Advanced Settings: Add

]Test

Mame or IP addresz [for example 192.168.0.12] of the
computer hosting this zervice an your nebwork;

]192.158.1.11

E =ternal Part number for this service:

143 & TCP ¢ UDP
|nternal Part iumber far this service:

]1434

] | Cancel

When the UPnP-enabled device is disconnected from your computer, all port mappings will be

deleted automatically.

Select Show icon in notification area when connected option and click OK. An icon displays in

the system tray.
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Figure 45 System Tray lcon

j.‘) Internet Connection is now connected =

Click here For more infarmation, ..

Double-click on the icon to display your current Internet connection status.

Figure 46 Internet Connection Status

|
'! Internet Connection Status

7

General |

[ntermnet Gateway

Statuz;

Dhuration:

Speed:

Achivity

Internet [nternet Gateway

FPackets:
Sent; a
Received: 5943

Froperties ” Dizable ]

Connected
00:00:56
100.0 Mbps

by Computer

618
745

Cloze

Web Configurator Easy Access

With UPnP, you can access the web-based configurator on the Device without finding out the IP
address of the Device first. This comes helpful if you do not know the IP address of the Device.

Follow the steps below to access the web configurator.

Click Start and then Control Panel.

Double-click Network Connections.

Select My Network Places under Other Places.

FMG3024-D10A / FMG3025-D10A Series User’s Guide



Chapter 7 Home Networking

Figure 47 Network Connections
=

‘.‘5 Metwork Connections

File Edit Miew Favarites Tools  Advanced  Help

@Back b \Q L} pSearch H’__'E-Fnlders v

‘.}, Metwork Connections

Internet Gateway
Network Tasks

T

Intermet Connection
Disabled
Internet Connection

Creakte a new connection

g Set up a home ot small
affice nebwaork,

LAM or High-5peed Internet

See Also
Local Area Conneckion

,:lrj Metwark Troubleshooker Enabled
e 5 Acckon EM12070-TH PCI Fast .,

Other Places

[E Control Panel

@ Py Mebwork Places )

ﬁ My Diocurnents
g My Compute

Details

Metwork Connections
Swstem Falder

4 stant ®s Metwork Connections

4  An icon with the description for each UPnP-enabled device displays under Local Network.

5 Right-click on the icon for your Device and select Invoke. The web configurator login screen
displays.
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Figure 48 Network Connections: My Network Places

- My Metwork Places

File Edit Wiew Fawvorites Tools  Help

J Back \‘) Lﬁ p Search [1_—_ Folders v

Address | % My Netwark Places

Local Network

Metwork Tasks

g Add a network place

e,S Wiew nistwark connections

Set up-a home or smal

affice nebwark Freate Shortout

o=l L B

’1';’ Wigww workgroup compukers

Rename

Properties

6 Right-click on the icon for your Device and select Properties. A properties window displays with
basic information about the Device.

Figure 49 Network Connections: My Network Places: Properties: Example
ZyXEL Internet Sharing Gateway |z‘

General |

=
:Q. Lu=EL Internet Sharing Gatewa,

M anufacturer; Zw=EL
b odel Mame: ZWEEL Internet Sharing G atevsay
Model Number:

Description: ZW<EL Internet Sharing Gateway
Device Addrezs:  hitp /A 192.168.1.14

nicel

Tl
i)

Cloze
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Routing

8.1 Overview

The Device usually uses the default gateway to route outbound traffic from computers on the LAN
to the Internet. To have the Device send data to devices not reachable through the default gateway,
use static routes.

For example, the next figure shows a computer (A) connected to the Device’s LAN interface. The
Device routes most traffic from A to the Internet through the Device’s default gateway (R1). You
create one static route to connect to services offered by your ISP behind router R2. You create

another static route to communicate with a separate network behind a router R3 connected to the
LAN.

Figure 50 Example of Static Routing Topology

A

8.2 Configuring Static Route

Use this screen to view and configure IP static routes on the Device. Click Network Setting >
Static Route to open the following screen.
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Figure 51 Network Setting > Static Route

Add New Static Rou‘lel
C rove sous tome ——pesinaton sunnt o
q 7]

testt 192.168.0.0 255.255.0.0 EtherWan1 Jm-

The following table describes the labels in this screen.

Table 21 Network Setting > Static Route

LABEL DESCRIPTION

Add New Static | Click this to set up a new static route on the Device.

Route

# This is the number of an individual static route.

Active This indicates whether the rule is active or not.

A yellow bulb signifies that this static route is active. A gray bulb signifies that this
static route is not active.

Status This shows whether the static route is currently in use or not. A yellow bulb
signifies that this static route is in use. A gray bulb signifies that this static route is
not in use.

Name This is the name that describes or identifies this route.

Destination IP This parameter specifies the IP network address of the final destination. Routing is
always based on network number.

Gateway This is the IP address of the gateway. The gateway is a router or switch on the
same network segment as the device's LAN or WAN port. The gateway helps
forward packets to their destinations.

Subnet Mask This parameter specifies the IP network subnet mask of the final destination.
Modify Click the Edit icon to go to the screen where you can set up a static route on the
Device.

Click the Delete icon to remove a static route from the Device.

8.2.1 Add/Edit Static Route

Click add new Static Route in the Routing screen or click the Edit icon next to a rule. The
following screen appears. Use this screen to configure the required information for a static route.

Figure 52 Routing: Add/Edit
7 Active

Route Name : I—
Destination IP Address : I—
IP Subnet Mask I
Gateway IP Address : I—

Bound Interface = IEtherWAN1 'I

E Note :

The Destination IP Address and IP Subnet Mask fields must be matched; e.g.
host'255 255 255 255 or subnet/255.255 255.0.

Apply | Back |
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The following table describes the labels in this screen.

Table 22 Routing: Add/Edit

LABEL

DESCRIPTION

Active

Click this to activate this static route.

Route Name

Enter the name of the IP static route. Leave this field blank to delete this static
route.

Destination IP
Address

This parameter specifies the IP network address of the final destination. Routing
is always based on network number. If you need to specify a route to a single
host, use a subnet mask of 255.255.255.255 in the subnet mask field to force the
network number to be identical to the host ID.

IP Subnet Mask

Enter the IP subnet mask here.

Gateway IP
Address

You can decide if you want to forward packets to a gateway IP address or a bound
interface.

If you want to configure Gateway IP Address, enter the IP address of the next-
hop gateway. The gateway is a router or switch on the same network segment as
the device's LAN or WAN port. The gateway helps forward packets to their
destinations.

Bound Interface

You can decide if you want to forward packets to a gateway IP address or a bound
interface.

If you want to configure Bound Interface, select the check box and choose an
interface through which the traffic is sent. You must have the WAN interface(s)
already configured in the Broadband screen.

Apply

Click Apply to save your changes.

Back

Click Back to exit this screen without saving.
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Quality of Service (Qo0S)

9.1 Overview

This chapter discusses the Device’s QOS screens. Use these screens to set up your Device to use
QoS for traffic management.

Quality of Service (QoS) refers to both a network’s ability to deliver data with minimum delay, and
the networking methods used to control the use of bandwidth. QoS allows the Device to group and
prioritize application traffic and fine-tune network performance.

Without QoS, all traffic data is equally likely to be dropped when the network is congested. This can
cause a reduction in network performance and make the network inadequate for time-critical
application such as video-on-demand.

The Device assigns each packet a priority and then queues the packet accordingly. Packets assigned
a high priority are processed more quickly than those with low priority if there is congestion,
allowing time-sensitive applications to flow more smoothly. Time-sensitive applications include both
those that require a low level of latency (delay) and a low level of jitter (variations in delay) such as
Internet gaming, and those for which jitter alone is a problem such as Internet radio or streaming
video.

Note: The Device has built-in configurations for Voice over IP (IP). The Quality of Service
(QoS) feature does not affect VolP traffic.

 See Section 9.6 on page 130 for advanced technical information on SIP.

9.1.1 What You Can Do in this Chapter

= Use the General screen to enable QoS, set the bandwidth, and allow the Device to automatically
assign priority to upstream traffic according to the IEEE 802.1p priority level, IP precedence or
packet length (Section 9.2 on page 122).

* Use the Queue Setup screen to configure QoS queue assignment (Section 9.3 on page 123).

= Use the Class Setup screen to set up classifiers to sort traffic into different flows and assign
priority and define actions to be performed for a classified traffic flow (Section 9.4 on page 125).

« Use the Monitor screen to view the Device’s QoS-related packet statistics (Section 9.5 on page
130).

9.1.2 What You Need to Know

The following terms and concepts may help as you read this chapter.
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QoS versus Cos

QoS is used to prioritize source-to-destination traffic flows. All packets in the same flow are given
the same priority. CoS (class of service) is a way of managing traffic in a network by grouping
similar types of traffic together and treating each type as a class. You can use CoS to give different
priorities to different packet types.

CoS technologies include IEEE 802.1p layer 2 tagging and DiffServ (Differentiated Services or DS).
IEEE 802.1p tagging makes use of three bits in the packet header, while DiffServ is a new protocol
and defines a new DS field, which replaces the eight-bit ToS (Type of Service) field in the IP header.

Tagging and Marking

In a QoS class, you can configure whether to add or change the DSCP (DiffServ Code Point) value,
IEEE 802.1p priority level and VLAN ID number in a matched packet. When the packet passes
through a compatible network, the networking device, such as a backbone switch, can provide
specific treatment or service based on the tag or marker.

9.2 The QoS General Screen

122

Use this screen to enable or disable QoS, set the bandwidth, and select to have the Device
automatically assign priority to upstream traffic according to the IEEE 802.1p priority level, IP
precedence or packet length.

Click Network Setting = QoS to open the General screen.

Figure 53 Network Setting > QoS > General

¥ Active QoS

WAMN Managed Upstream Bandwidth : | (kbps)
Traffic priority will be automatically assigned byl Mone 'l

E Note :

You can assign the upstream bandwidth manually.
Ifthe field is empty, the CPE setthe value automatically.
If Enable QoS checkboxis selected, choose an automapping type to assign traffic priority automatically.

ﬂl Cancel |

FMG3024-D10A / FMG3025-D10A Series User’s Guide



Chapter 9 Quality of Service (QoS)

The following table describes the labels in this screen.

Table 23 Network Setting > QoS > General

LABEL

DESCRIPTION

Active QoS

Select the check box to turn on QoS to improve your network performance.

You can give priority to traffic that the Device forwards out through the WAN
interface. Give high priority to voice and video to make them run more smoothly.
Similarly, give low priority to many large file downloads so that they do not reduce
the quality of other applications.

WAN Managed
Upstream
Bandwidth

Enter the amount of bandwidth for the WAN interface that you want to allocate
using QoS.

The recommendation is to set this speed to match the interface’s actual
transmission speed. For example, set the WAN interface speed to 1000 kbps if
your Internet connection has an upstream transmission speed of 1 Mbps.

Setting this number higher than the interface’s actual transmission speed will stop
lower priority traffic from being sent if higher priority traffic uses all of the actual
bandwidth.

If you set this number lower than the interface’s actual transmission speed, the
Device will not use some of the interface’s available bandwidth.

Leave this field blank to have the Device set this value automatically.

Traffic priority
will be
automatically

These fields are ignored if upstream traffic matches a class you configured in the
Class Setup screen.

If you select Ethernet Priority, IP Precedence or Packet Length and traffic

assigned by . ] . !
does not match a class configured in the Class Setup screen, the Device assigns
priority to unmatched traffic based on the IEEE 802.1p priority level, IP
precedence or packet length.
See Section 9.6.1 on page 131 for more information.

Apply Click Apply to save your changes.

Cancel Click Cancel to restore your previously saved settings.

9.3 The Queue Setup Screen

Use this screen to configure QoS queue assignment. Click Network Setting > QoS > Queue
Setup to open the screen as shown next.
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Figure 54 Network Setting > QoS > Queue Setup

Add new Queue

1 7 WAN_Default_Queue WAN 4 1 oT Ed

2 7 LAM_Default_Queue LAM 4 1 oT o 'M

3 y Fast WAN 7 3 DT Q)

4 y Active user WAN 5 3 DT Q)

5 y Passive user WAN 3 3 DT Q)

B y Slow WAN 1 3 DT Q)
E Note :

Maximum & user configurable entries.

The following table describes the labels in this screen.

Table 24 Network Setting > QoS > Queue Setup

LABEL DESCRIPTION

Add new Click this to create a new entry.

Queue

# This is the index number of this entry.

Status This indicates whether the queue is active or not.
A yellow bulb signifies that this queue is active. A gray bulb signifies that this queue
is not active.

Name This shows the descriptive name of this queue.

Interface This shows the name of the Device’s interface through which traffic in this queue
passes.

Priority This shows the priority of this queue.

Weight This shows the weight of this queue.

Buffer This shows the queue management algorithm used by the Device.

Management

Rate Limit This shows the maximum transmission rate allowed for traffic on this queue.

(kbps)

Modify Click the Edit icon to edit the queue.

Click the Delete icon to delete an existing queue. Note that subsequent rules move
up by one when you take this action.

9.3.1 Add/Edit a QoS Queue

124

Use this screen to configure a queue. Click Add new queue in the Queue Setup screen or the

Edit icon next to an existing queue.

FMG3024-D10A / FMG3025-D10A Series User’s Guide




Chapter 9 Quality of Service (QoS)

Figure 55 Queue Setup: Add/Edit

[T Active

MName |

Interface : I VAN =]
Priority : |1[L0w}L|
Weight : 1 =

Rate Limit : | (kbps)

soo Bt

The following table describes the labels in this screen.

Table 25 Queue Setup: Add/Edit

LABEL DESCRIPTION

Active Select to enable or disable this queue.

Name Enter the descriptive name of this queue.

Interface This shows the interface of this queue.

Priority Select the priority level (from 1 to 7) of this queue.

The larger the number, the higher the priority level. Traffic assigned to higher
priority queues gets through faster while traffic in lower priority queues is dropped
if the network is congested.

Weight Select the weight (from 1 to 15) of this queue.

If two queues have the same priority level, the Device divides the bandwidth across
the queues according to their weights. Queues with larger weights get more
bandwidth than queues with smaller weights.

Rate Limit Specify the maximum transmission rate (in Kbps) allowed for traffic on this queue.
Apply Click Apply to save your changes.
Back Click Back to return to the previous screen without saving.

9.4 The Class Setup Screen

Use this screen to add, edit or delete QoS classifiers. A classifier groups traffic into data flows
according to specific criteria such as the source address, destination address, source port number,
destination port number or incoming interface. For example, you can configure a classifier to select
traffic from the same protocol port (such as Telnet) to form a flow.

You can give different priorities to traffic that the Device forwards out through the WAN interface.
Give high priority to voice and video to make them run more smoothly. Similarly, give low priority
to many large file downloads so that they do not reduce the quality of other applications.

Click Network Setting > QoS > Class Setup to open the following screen.
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Figure 56 Network Setting > QoS > Class Setup

Add new Classifier |

1 v From device Interface: Local UnChange uUnChange UnChange Fast /'[]ll
’ Ether Type: IF =

2 7 ICMP P R UnChange UnChange Unchange Fast Bl ]
Ether Type: IP .

3 v HTTP Protocol: TCP UnChange uUnChange UnChange Active user Ed |

Destination Port: 80

Ether Type: IP .

4 v HTTP-Proxy Protocol: TCP, UnChange uUnChange UnChange Active user Ed |
Destination Port: 8080

Ether Type: IP .

8 v HTTPS Protocol: TCP UnChange uUnChange UnChange Active user Ed |
Destination Port: 443

Ether Type: IP .

] Y LAN or WLAN TCP po Frotocol: TCP UnChange UnChange UnChange Slow g E
Destination Port: 1024

Ether Type: IP .

7 Y LAN or WLAN UDP po... Protocol: UDP UnChange UnChange UnChange Slow g E
Destination Port: 1024

The following table describes the labels in this screen.

Table 26 Network Setting > QoS > Class Setup
LABEL DESCRIPTION

Add new Classifier Click this to create a new classifier.

Order This field displays the order number of the classifier.

Status This indicates whether the classifier is active or not.

A yellow bulb signifies that this classifier is active. A gray bulb signifies that this
classifier is not active.

Class Name This is the name of the classifier.

Classification This shows criteria specified in this classifier, for example the interface from

Criteria which traffic of this class should come and the source MAC address of traffic
that matches this classifier.

Forward to This is the interface through which traffic that matches this classifier is
forwarded out.

DSCP Mark This is the DSCP number added to traffic of this classifier.

802.1p Mark This is the IEEE 802.1p priority level assigned to traffic of this classifier.

To Queue This is the name of the queue in which traffic of this classifier is put.

Modify Click the Edit icon to edit the classifier.

Click the Delete icon to delete an existing classifier. Note that subsequent
rules move up by one when you take this action.

9.4.1 Add/Edit QoS Class

Click Add new Classifier in the Class Setup screen or the Edit icon next to an existing classifier
to configure it.
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Figure 57 Class Setup: Add/Edit
Class Configuration
Active : I~

Class Mame : |

Classification Order : lh
Forward To Interface IWI
DSCP Mark : |l_'n=:hang:e j | (0~63)
B02.1P : Mark [Unchange =]
To Queue: lﬁ

Criteria Configuration
Use the configurations below to specify the characteristics of a data flow need to be managed by this QoS rule

= Basic

[T From Interface ILocaI vl
[T Ether Type IIP (0x0800) v[

= Source
[ WACAddress | MAC Mask I— - Exclude
™ IP Address I— P Subnetbask | | ] Exclude
[~ PortRange | ~ (1~65535) ~ Exclude
= Destination
[ WACAddress | MAC Mask I— r Exclude
™ IP Address I— P Subnetbask | | ] Exclude
[~ PortRange | ~ (1~65535) ~ Exclude
= Others
I~ 802.1P EE | ~ Exclude
™ IP Protacol |Tce = - Exclude
= IP PacketLength | ~ (46~1504) ~ Exclude
I~ DscP I— ] Exclude
[T TCPACK = Exclude
I~ DHCP | vendorClassID (DHCP Option 60) || [ ] Exclude
Class ID [ (sting)
[~ Senice FTP - Il Exclude
Aoply| Bock|
The following table describes the labels in this screen.
Table 27 Class Setup: Add/Edit

LABEL DESCRIPTION

Class Configuration

Active Select to enable this classifier.

Class Name Enter a descriptive name of up to 32 printable English keyboard characters,

including spaces.

Classification Order | Select an existing number for where you want to put this classifier to move the
classifier to the number you selected after clicking Apply.

Select Last to put this rule in the back of the classifier list.

Forward to Select a WAN interface through which traffic of this class will be forwarded out.
Interface If you select Unchange, the Device forward traffic of this class according to
the default routing table.
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Table 27 Class Setup: Add/Edit (continued)

LABEL DESCRIPTION

DSCP Mark This field is available only when you select the Ether Type check box in
Criteria Configuration-Basic section.
If you select Mark, enter a DSCP value with which the Device replaces the
DSCP field in the packets.
If you select Unchange, the Device keep the DSCP field in the packets.

802.1p Mark Select a priority level with which the Device replaces the IEEE 802.1p priority
field in the packets.
If you select Unchange, the Device keep the 802.1p priority field in the
packets.

To Queue Select a queue that applies to this class.

You should have configured a queue in the Queue Setup screen already.

Criteria Configuration

Use the following fields to configure the criteria for traffic classification.

Basic

From Interface

Select whether the traffic class comes from the LAN.

Ether Type

Select a predefined application to configure a class for the matched traffic.

If you select 1P, you also need to configure source or destination MAC address,
IP address, DHCP options, DSCP value or the protocol type.

If you select 8021Q, you can configure an 802.1p priority level and VLAN ID in
the Others section.

Source

MAC Address

Select the check box and enter the source MAC address of the packet.

MAC Mask

Type the mask for the specified MAC address to determine which bits a
packet’s MAC address should match.

Enter “f” for each bit of the specified source MAC address that the traffic’'s MAC
address should match. Enter “0“ for the bit(s) of the matched traffic’'s MAC
address, which can be of any hexadecimal character(s). For example, if you set
the MAC address to 00:13:49:00:00:00 and the mask to ff:ff:ff:00:00:00, a
packet with a MAC address of 00:13:49:12:34:56 matches this criteria.

IP Address

Select the check box and enter the source IP address in dotted decimal
notation. A blank source IP address means any source IP address.

IP Subnet Mask

Enter the source subnet mask.

Port Range If you select TCP or UDP in the IP Protocol field, select the check box and
enter the port number(s) of the source.
Exclude Select this option to exclude the packets that match the specified criteria from
this classifier.
Destination

MAC Address

Select the check box and enter the destination MAC address of the packet.

MAC Mask

128

Type the mask for the specified MAC address to determine which bits a
packet’s MAC address should match.

Enter “f” for each bit of the specified source MAC address that the traffic’'s MAC
address should match. Enter “0“ for the bit(s) of the matched traffic’'s MAC
address, which can be of any hexadecimal character(s). For example, if you set
the MAC address to 00:13:49:00:00:00 and the mask to ff:ff:ff200:00:00, a
packet with a MAC address of 00:13:49:12:34:56 matches this criteria.
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Table 27 Class Setup: Add/Edit (continued)
LABEL DESCRIPTION

IP Address Select the check box and enter the destination IP address in dotted decimal
notation. A blank source IP address means any source IP address.

IP Subnet Mask | Enter the destination subnet mask.

Port Range If you select TCP or UDP in the IP Protocol field, select the check box and
enter the port number(s) of the source.

Exclude Select this option to exclude the packets that match the specified criteria from
this classifier.

Others

802.1p This field is available only when you select 802.1Q in the Ether Type field.

Select this option and select a priority level (between 0 and 7) from the drop
down list box."0" is the lowest priority level and "7" is the highest.

IP Protocol This field is available only when you select IP in the Ether Type field.

Select this option and select the protocol (service type) from TCP or UDP. If
you select User defined, enter the protocol (service type) number.

IP Packet This field is available only when you select IP in the Ether Type field.
Length
Select this option and enter the minimum and maximum packet length (from
46 to 1504) in the fields provided.

DSCP This field is available only when you select IP in the Ether Type field.

Select this option and specify a DSCP (DiffServ Code Point) humber between O
and 63 in the field provided.

TCP ACK This field is available only when you select IP in the Ether Type field.

If you select this option, the matched TCP packets must contain the ACK
(Acknowledge) flag.

DHCP This field is available only when you select IP in the Ether Type field, and
UDP in the IP Protocol field.

Select this option and select a DHCP option.

If you select Vendor Class ID (DHCP Option 60), enter the Class ID of the
matched traffic, such as the type of the hardware or firmware.

If you select ClientlD (DHCP Option 61), enter the Type of the matched
traffic and Client ID of the DHCP client.

If you select User Class ID (DHCP Option 77), enter the User Class Data,
which is a string that identifies the user’s category or application type in the
matched DHCP packets.

If you select VendorSpecificlntro (DHCP Option 125), enter the
Enterprise Number of the software of the matched traffic and Vendor Class
Data used by all the DHCP clients.

Service Select the service classification of the traffic.

Exclude Select this option to exclude the packets that match the specified criteria from
this classifier.

Apply Click Apply to save your changes.

Back Click Back to return to the previous screen without saving.
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9.5 The QoS Monitor Screen

To view the Device’s QoS packet statistics, click Network Setting > QoS > Monitor. The screen

appears as shown.

Figure 58 Network Setting > QoS > Monitor

Monitor
Refresh Interval : Mo Refresh LI
Status :
= Interface Monitor
= o l pass Rate(bps)
l l
1 ptm0.3900
= Queue Monitor
_| N2 I I pass Rate(bps " DropRateops) |
l l l
1 WAMN_Default_Queue WAMN 0 0
2 LAM_Default_Queue LAM 0 0
3 Fast WAN 0 0
4 Active user WAN 0 0
5 Fassive user WAN 0 0
6 Slow WAN 0 0

The following table describes the labels in this screen.

Table 28 Network Setting > QoS > Monitor

LABEL

DESCRIPTION

Monitor

Refresh Interval

Select how often you want the Device to update this screen. Select No
Refresh to stop refreshing statistics.

Status
# This is the index number of the entry.
Name This shows the name of the WAN interface on the Device.

Pass Rate (bps)

This shows how much traffic (bps) forwarded to this interface are transmitted
successfully.

Queue Monitor

#

This is the index number of the entry.

Name

This shows the name of the queue.

Pass Rate (bps)

This shows how much traffic (bps) assigned to this queue are transmitted
successfully.

Drop Rate (bps)

This shows how much traffic (bps) assigned to this queue are dropped.

9.6 QoS Technical Reference

130

This section provides some technical background information about the topics covered in this

chapter.
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9.6.1 IEEE 802.1Q Tag

The IEEE 802.1Q standard defines an explicit VLAN tag in the MAC header to identify the VLAN

membership of a frame across bridges. A VLAN tag includes the 12-bit VLAN ID and 3-bit user

priority. The VLAN ID associates a frame with a specific VLAN and provides the information that
devices need to process the frame across the network.

IEEE 802.1p specifies the user priority field and defines up to eight separate traffic types. The
following table describes the traffic types defined in the IEEE 802.1d standard (which incorporates

the 802.1p).
Table 29 IEEE 802.1p Priority Level and Traffic Type
PRIORITY
LEVEL TRAFFIC TYPE
Level 7 Typically used for network control traffic such as router configuration messages.
Level 6 Typically used for voice traffic that is especially sensitive to jitter (jitter is the
variations in delay).
Level 5 Typically used for video that consumes high bandwidth and is sensitive to jitter.
Level 4 Typically used for controlled load, latency-sensitive traffic such as SNA (Systems
Network Architecture) transactions.
Level 3 Typically used for “excellent effort” or better than best effort and would include
important business traffic that can tolerate some delay.
Level 2 This is for “spare bandwidth”.
Level 1 This is typically used for non-critical “background” traffic such as bulk transfers that
are allowed but that should not affect other applications and users.
Level O Typically used for best-effort traffic.

9.6.2 IP Precedence

Similar to IEEE 802.1p prioritization at layer-2, you can use IP precedence to prioritize packets in a
layer-3 network. IP precedence uses three bits of the eight-bit ToS (Type of Service) field in the IP
header. There are eight classes of services (ranging from zero to seven) in IP precedence. Zero is
the lowest priority level and seven is the highest.

9.6.3 DiffServ

QoS is used to prioritize source-to-destination traffic flows. All packets in the flow are given the
same priority. You can use CoS (class of service) to give different priorities to different packet

types.

DiffServ (Differentiated Services) is a class of service (CoS) model that marks packets so that they
receive specific per-hop treatment at DiffServ-compliant network devices along the route based on
the application types and traffic flow. Packets are marked with DiffServ Code Points (DSCPs)
indicating the level of service desired. This allows the intermediary DiffServ-compliant network
devices to handle the packets differently depending on the code points without the need to
negotiate paths or remember state information for every flow. In addition, applications do not have
to request a particular service or give advanced notice of where the traffic is going.
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DSCP and Per-Hop Behavior

DiffServ defines a new DS (Differentiated Services) field to replace the Type of Service (TOS) field
in the IP header. The DS field contains a 2-bit unused field and a 6-bit DSCP field which can define
up to 64 service levels. The following figure illustrates the DS field.

DSCP is backward compatible with the three precedence bits in the ToS octet so that non-DiffServ
compliant, ToS-enabled network device will not conflict with the DSCP mapping.

DSCP (6 bits) Unused (2 bits) |

The DSCP value determines the forwarding behavior, the PHB (Per-Hop Behavior), that each packet
gets across the DiffServ network. Based on the marking rule, different kinds of traffic can be
marked for different kinds of forwarding. Resources can then be allocated according to the DSCP
values and the configured policies.
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Network Address Translation (NAT)

10.1 Overview

NAT (Network Address Translation - NAT, RFC 1631) is the translation of the IP address of a host in
a packet, for example, the source address of an outgoing packet, used within one network to a
different IP address known within another network.

10.1.1 What You Can Do in this Chapter

= Use the Port Forwarding screen to configure forward incoming service requests to the server(s)
on your local network (Section 10.2 on page 134).

e Use the Sessions screen to limit the number of concurrent NAT sessions each client can use
(Section on page 136).

10.1.2 What You Need To Know

The following terms and concepts may help as you read this chapter.

Inside/Outside and Global/Local

Inside/outside denotes where a host is located relative to the Device, for example, the computers
of your subscribers are the inside hosts, while the web servers on the Internet are the outside
hosts.

Global/local denotes the IP address of a host in a packet as the packet traverses a router, for
example, the local address refers to the IP address of a host when the packet is in the local
network, while the global address refers to the IP address of the host when the same packet is
traveling in the WAN side.

NAT

In the simplest form, NAT changes the source IP address in a packet received from a subscriber
(the inside local address) to another (the inside global address) before forwarding the packet to the
WAN side. When the response comes back, NAT translates the destination address (the inside
global address) back to the inside local address before forwarding it to the original inside host.

Port Forwarding

A port forwarding set is a list of inside (behind NAT on the LAN) servers, for example, web or FTP,
that you can make visible to the outside world even though NAT makes your whole inside network
appear as a single computer to the outside world.
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Finding Out More

See Section 10.4 on page 137 for advanced technical information on NAT.

10.2 The Port Forwarding Screen

Use the Port Forwarding screen to forward incoming service requests to the server(s) on your
local network.

You may enter a single port number or a range of port numbers to be forwarded, and the local IP
address of the desired server. The port number identifies a service; for example, web service is on
port 80 and FTP on port 21. In some cases, such as for unknown services or where one server can
support more than one service (for example both FTP and web service), it might be better to
specify a range of port numbers. You can allocate a server IP address that corresponds to a port or
a range of ports.

The most often used port numbers and services are shown in Appendix D on page 291. Please refer
to RFC 1700 for further information about port numbers.

Note: Many residential broadband ISP accounts do not allow you to run any server
processes (such as a Web or FTP server) from your location. Your ISP may
periodically check for servers and may suspend your account if it discovers any
active services at your location. If you are unsure, refer to your ISP.

Configuring Servers Behind Port Forwarding (Example)

Let's say you want to assign ports 21-25 to one FTP, Telnet and SMTP server (A in the example),
port 80 to another (B in the example) and assign a default server IP address of 10.0.0.35 to a third
(C in the example). You assign the LAN IP addresses and the ISP assigns the WAN IP address. The
NAT network appears as a single host on the Internet.

Figure 59 Multiple Servers Behind NAT Example
A=10.0.0.33 LAN WAN

B=10.0.0.34

IP Address assigned by ISP

C=10.0.0.35 D=10.0.0.36

10.2.1 The Port Forwarding Screen

134

Click Network Setting = NAT to open the Port Forwarding screen.

See Appendix D on page 291 for port numbers commonly used for particular services.
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Figure 60 Network Setting > NAT > Port Forwarding

Add new rule
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E Note :
The TCF port 30005 is reserved for TROG9 connection request port.

The following table describes the fields in this screen.

Table 30 Network Setting > NAT > Port Forwarding

LABEL

DESCRIPTION

Add new rule

Click this to add a new port forwarding rule.

#

This is the index number of the entry.

Status

This field indicates whether the rule is active or not.

A yellow bulb signifies that this rule is active. A gray bulb signifies that this rule is
not active.

Service Name

This is the service’s name. This shows User Defined if you manually added a
service. You can change this by clicking the edit icon.

WAN Interface

This shows the WAN interface through which the service is forwarded.

Start Port

This is the first external port number that identifies a service.

End Port

This is the last external port number that identifies a service.

Translation Start
Port

This is the first internal port number that identifies a service.

Translation End
Port

This is the last internal port number that identifies a service.

Server IP Address

This is the server’s IP address.

Protocol This shows the IP protocol supported by this virtual server, whether it is TCP,
UDP, or TCP/UDP.

Modify Click the Edit icon to edit the port forwarding rule.
Click the Delete icon to delete an existing port forwarding rule. Note that
subsequent address mapping rules move up by one when you take this action.

Apply Click Apply to save your changes.

Cancel Click Cancel to restore your previously saved settings.

10.2.2 The Port Forwarding Edit Screen

This screen lets you create or edit a port forwarding rule. Click Add new rule in the Port
Forwarding screen or the Edit icon next to an existing rule to open the following screen.
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Figure 61 Port Forwarding: Add/Edit
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The following table describes the labels in this screen.

Table 31 Port Forwarding: Add/Edit

LABEL

DESCRIPTION

Enable

This is available only in the Edit screen.

Clear the check box to disable the rule. Select the check box to enable it.

Service Name

Enter a name to identify this rule using keyboard characters (A-Z, a-z, 1-2 and so
on).

WAN Interface

Select the WAN interface through which the service is forwarded.

You must have already configured a WAN connection with NAT enabled.

Start Port

Enter the original destination port for the packets.

To forward only one port, enter the port number again in the External End Port
field.

To forward a series of ports, enter the start port number here and the end port
number in the External End Port field.

End Port

Enter the last port of the original destination port range.

To forward only one port, enter the port number in the External Start Port field
above and then enter it again in this field.

To forward a series of ports, enter the last port number in a series that begins
with the port number in the External Start Port field above.

Translation Start
Port

This shows the port number to which you want the Device to translate the
incoming port. For a range of ports, enter the first number of the range to which
you want the incoming ports translated.

Translation End
Port

This shows the last port of the translated port range.

Server IP
Address

Enter the inside IP address of the virtual server here.

Protocol Type

Select the protocol supported by this virtual server. Choices are TCP, UDP, or
TCP/UDP.

Apply

Click Apply to save your changes.

Back

Click Back to return to the previous screen without saving.
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10.3 The Sessions Screen

Use the Sessions screen to limit the number of concurrent NAT sessions each client can use.
Click Network Setting > NAT > Sessions to display the following screen.

Figure 62 Network Setting > NAT > Sessions

IMAX MAT Sessions Per Host: |204-8 (512 - 20480)

ﬂl Cancel |

The following table describes the fields in this screen.

Table 32 Network Setting > NAT > Sessions
LABEL DESCRIPTION

MAX NAT Session | Use this field to set a common limit to the number of concurrent NAT sessions
each client computer can have.

If only a few clients use peer to peer applications, you can raise this number to
improve their performance. With heavy peer to peer application use, lower this
number to ensure no single client uses too many of the available NAT sessions.

Apply Click Apply to save your changes.

Cancel Click Cancel to restore your previously saved settings.

10.4 Technical Reference

This section provides some technical background information about the topics covered in this
chapter.

10.4.1 NAT Definitions

Inside/outside denotes where a host is located relative to the Device, for example, the computers
of your subscribers are the inside hosts, while the web servers on the Internet are the outside
hosts.

Global/local denotes the IP address of a host in a packet as the packet traverses a router, for
example, the local address refers to the IP address of a host when the packet is in the local
network, while the global address refers to the IP address of the host when the same packet is
traveling in the WAN side.

Note that inside/outside refers to the location of a host, while global/local refers to the IP address
of a host used in a packet. Thus, an inside local address (ILA) is the IP address of an inside host in
a packet when the packet is still in the local network, while an inside global address (IGA) is the IP
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address of the same inside host when the packet is on the WAN side. The following table
summarizes this information.

Table 33 NAT Definitions

ITEM DESCRIPTION

Inside This refers to the host on the LAN.

Outside This refers to the host on the WAN.

Local This refers to the packet address (source or destination) as the packet travels on the
LAN.

Global This refers to the packet address (source or destination) as the packet travels on the
WAN.

NAT never changes the IP address (either local or global) of an outside host.

10.4.2 What NAT Does

In the simplest form, NAT changes the source IP address in a packet received from a subscriber
(the inside local address) to another (the inside global address) before forwarding the packet to the
WAN side. When the response comes back, NAT translates the destination address (the inside
global address) back to the inside local address before forwarding it to the original inside host. Note
that the IP address (either local or global) of an outside host is never changed.

The global IP addresses for the inside hosts can be either static or dynamically assigned by the ISP.
In addition, you can designate servers, for example, a web server and a Telnet server, on your local
network and make them accessible to the outside world. If you do not define any servers, NAT
offers the additional benefit of firewall protection. With no servers defined, your Device filters out
all incoming inquiries, thus preventing intruders from probing your network. For more information
on IP address translation, refer to RFC 1631, The IP Network Address Translator (NAT).

10.4.3 How NAT Works

138

Each packet has two addresses — a source address and a destination address. For outgoing packets,
the ILA (Inside Local Address) is the source address on the LAN, and the IGA (Inside Global
Address) is the source address on the WAN. For incoming packets, the ILA is the destination
address on the LAN, and the IGA is the destination address on the WAN. NAT maps private (local)
IP addresses to globally unique ones required for communication with hosts on other networks. It
replaces the original IP source address (and TCP or UDP source port numbers for Many-to-One and
Many-to-Many Overload NAT mapping) in each packet and then forwards it to the Internet. The
Device keeps track of the original addresses and port numbers so incoming reply packets can have
their original values restored. The following figure illustrates this.
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Figure 63 How NAT Works
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Dynamic DNS

11.1 Overview

This chapter discusses how to configure your Device to use Dynamic DNS.

Dynamic DNS allows you to update your current dynamic IP address with one or many dynamic
DNS services so that anyone can contact you (in applications such as NetMeeting and CU-SeeMe).
You can also access your FTP server or Web site on your own computer using a domain name (for
instance myhost.dhs.org, where myhost is a name of your choice) that will never change instead of
using an IP address that changes each time you reconnect. Your friends or relatives will always be
able to call you even if they don't know your IP address.

First of all, you need to have registered a dynamic DNS account with www.dyndns.org. This is for

people with a dynamic IP from their ISP or DHCP server that would still like to have a domain name.
The Dynamic DNS service provider will give you a password or key.

11.1.1 What You Need To Know

DYNDNS Wildcard
Enabling the wildcard feature for your host causes *.yourhost.dyndns.org to be aliased to the same
IP address as yourhost.dyndns.org. This feature is useful if you want to be able to use, for example,

www.yourhost.dyndns.org and still reach your hostname.

If you have a private WAN IP address, then you cannot use Dynamic DNS.

11.2 The Dynamic DNS Screen

Use the Dynamic DNS screen to enable DDNS and configure the DDNS settings on the Device. To
change your Device’s DDNS, click Network Setting = DNS. The screen appears as shown.

Figure 64 Network Setting > DNS

Dynamic DNS Configuration

I” Active Dynamic DNS

Service Provider I‘.’\"‘.’\"‘.’\tDynDNS.ORG vl

Dynamic DNS Type : IDynamic DMNS vl

Host Mame : I—(‘l to 255 characters)
User Mame : I—(‘l to 255 characters)
FPassword : I—(‘l to 63 characters)

Apply | Cancel |
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142

The following table describes the fields in this screen.

Table 34 Network Setting > DNS

LABEL

DESCRIPTION

Dynamic DNS Configuration

Active Dynamic
DNS

Select this check box to use dynamic DNS.

Service Provider

Select the name of your Dynamic DNS service provider.

Dynamic DNS Select the type of service that you are registered for from your Dynamic DNS

Type service provider.

Host Name Type the domain name assigned to your Device by your Dynamic DNS provider.
You can specify up to two host names in the field separated by a comma (",").

User Name Type your user name.

Password Type the password assigned to you.

Apply Click Apply to save your changes.

Cancel Click Cancel to restore your previously saved settings.
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Interface Group

12.1 Overview

By default, all LAN and WAN interfaces on the Device are in the same group and can communicate
with each other. Create interface groups to have the Device assign the IP addresses in different
domains to different groups. Each group acts as an independent network on the Device. This lets
devices connected to an interface group’s LAN interfaces communicate through the interface
group’s WAN or LAN interfaces but not other WAN or LAN interfaces.

12.2 The Interface Group Screen

You can manually add a LAN interface to a new group. Use the LAN screen to configure the private
IP addresses the DHCP server on the Device assigns to the clients in the default and/or user-
defined groups.

Figure 65 Interface Grouping Application

192.168.2.x/24
ETH 3—~4

Click Network Setting > Interface Group to open the following screen.

Figure 66 Network Setting > Interface Group

Add New Interface Group |

ETHER 22334466 br11 LAMT, LAM3, LANG, |

2 EtherfWAN1 LAMNZ o m
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The following table describes the fields in this screen.

Table 35 Network Setting > Interface Group

LABEL

DESCRIPTION

Add New
Interface Group

Click this button to create a new interface group.

Group Name

This shows the descriptive name of the group.

WAN Interface

This shows the WAN interfaces in the group.

LAN Interfaces

This shows the LAN interfaces in the group.

Criteria This shows the filtering criteria for the group.
Modify Click the Delete icon to remove the group.
Add Click this button to create a new group.

12.2.1 Interface Group Configuration

144

Click the Add New Interface Group button in the Interface Group screen to open the following
screen. Use this screen to create a new interface group.

Note: An interface can belong to only one group at a time.

Figure 67

Interface Group Configuration

Group Mame :

ETH type -

WAN Interfaces used in the grouping :

& 2207 3307 44 660 brid

s

+4| _r_‘i.__ IW .
r LAM3
r LAN4

The following table describes the fields in this screen.

Table 36 Interface Group Configuration
LABEL DESCRIPTION
Group Name Enter a name to identify this group. You can enter up to 30 characters. You can use letters,
numbers, hyphens (-) and underscores (_). Spaces are not allowed.
WAN Interface | Select the WAN interface this group uses.
used in the
grouping
Grouped LAN Select one or more LAN interfaces in the Available LAN Interfaces list and use the left
Interfaces arrow to move them to the Grouped LAN Interfaces list to add the interfaces to this
) group.
Available LAN
Interfaces To remove a LAN interface from the Grouped LAN Interfaces, use the right-facing arrow.
Remove Click the Remove icon to delete this rule from the Device.
Apply Click Apply to save your changes back to the Device.
Cancel Click Cancel to exit this screen without saving.
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Firewall

13.1 Overview

Use the Device firewall screens to enable and configure the firewall that protects your Device and
network from attacks by hackers on the Internet and control access to it. By default the firewall:

= Allows traffic that originates from your LAN computers to go to all other networks.

Blocks traffic that originates on other networks from going to the LAN.

The following figure illustrates the default firewall action. User A can initiate an IM (Instant
Messaging) session from the LAN to the WAN (1). Return traffic for this session is also allowed (2).
However other traffic initiated from the WAN is blocked (3 and 4).

Figure 68 Default Firewall Action

LAN WAN

13.1.1 What You Can Do in this Chapter

Use the General screen to enable or disable the Device’s firewall (Section 13.2 on page 146).

Use the Services screen to view the configured firewall rules and add, edit or remove a firewall
rule (Section 13.3 on page 147).

Use the Access Control screen to view and configure incoming/outgoing filtering rules (Section
13.4 on page 148).

Use the DoS screen to enable or disable Denial of Service (DoS) protection (Section 13.5 on
page 151).

13.1.2 What You Need to Know

Firewall

The Device’s firewall feature physically separates the LAN and the WAN and acts as a secure
gateway for all data passing between the networks.

FMG3024-D10A / FMG3025-D10A Series User's Guide 145




Chapter 13 Firewall

It is designed to protect against Denial of Service (DoS) attacks when activated. The Device's
purpose is to allow a private Local Area Network (LAN) to be securely connected to the Internet.

The Device can be used to prevent theft, destructio

n and modification of data, as well as log events,

which may be important to the security of your network.

The Device is installed between the LAN and a broadband modem connecting to the Internet. This
allows it to act as a secure gateway for all data passing between the Internet and the LAN.

The Device has one Ethernet WAN port and four Ethernet LAN ports, which are used to physically
separate the network into two areas.The WAN (Wide Area Network) port attaches to the broadband

(cable or DSL) modem to the Internet.

The LAN (Local Area Network) port attaches to a network of computers, which needs security from
the outside world. These computers will have access to Internet services such as e-mail, FTP and

the World Wide Web. However, "inbound access" is
is authorized to use a specific service.

ICMP

Internet Control Message Protocol (ICMP) is a mes

not allowed (by default) unless the remote host

sage control and error-reporting protocol

between a host server and a gateway to the Internet. ICMP uses Internet Protocol (IP) datagrams,
but the messages are processed by the TCP/IP software and directly apparent to the application

user.

Finding Out More

See Section 13.6 on page 151 for advanced techni

13.2 The General Screen

146

cal information on firewall.

Use this screen to enable or disable the Device’s firewall. Click Security > Firewall to open the

General screen.

Figure 69 Security > Firewall > General

Firewall @ Enable ©” Disable

Medium
e (Recommended)
“ — B
w w w
O
LAN to WAN
VUAN to LAN o
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The following table describes the labels in this screen.

Table 37 Security > Firewall > General

LABEL DESCRIPTION

Firewall Select Enable to activate the firewall. The Device performs access control and
protects against Denial of Service (DoS) attacks when the firewall is activated.

Easy, Medium, Select Easy to have the firewall allow both LAN-to-WAN and WAN-to-LAN traffic

High to flow through the Device.

Select Medium to have the firewall only allow traffic sent from the LAN to the
WAN. All access and traffic originating from the WAN will be blocked.

Select High to have the firewall only allow Telnet, FTP, HTTP, HTTPS, DNS, POP3,
and SMTP traffic sent from the LAN to the WAN. Other traffic will be blocked.

Apply Click Apply to save your changes.

Cancel Click Cancel to restore your previously saved settings.

13.3 The Services Screen

Use this screen to view the configured service list. To access this screen, click Security > Firewall
> Services. You have to configure at least one service in this screen before configuring the
Security > Firewall > Access Control = Add New ACL Rule/Edit screen.

Figure 70 Security > Firewall > Services

Add New Service Entry |

Each field is described in the following table.

Table 38 Security > Firewall > Services

LABEL DESCRIPTION

Add New Service | Click this to define a new service.

Entry

Name This is the name of a configured service.

Type This is the protocol type (TCP, UDP, ICMP or Others) of the service.

Port Number This displays a range of port numbers that defines the service.

Modify Click the Edit icon to edit the service.
Click the Delete icon to delete the service. Note that subsequent rules move up by one
when you take this action. Deleting a service rule also deletes the related ACL rules which
are configured in the Security > Firewall > Access Control screen.
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13.3.1 The Add New Services Entry Screen

Use this screen to configure a service that you want to use in an ACL rule in the Security >
Firewall > Access Control > Add New ACL Rule/Edit screen. To access this screen, click
Security > Firewall > Services and then the Add New Service Entry button.

Figure 71 Security > Firewall > Services > Add New Service Entry

Add New Service Entry

MName:

Type:

Protocol Mumber:
Source Port:

Destination Port:

X

=y

TCP ~
[ 02y
|single x| | -]
|single x| | -]

Apply I Back I

Each field is described in the following table.

Table 39 Security > Firewall > Services > Add New Service Entry

LABEL DESCRIPTION

Name Type a descriptive name for the service.

Type Select the protocol type (TCP, UDP or ICMP or Others) of the service.
Protocol Enter the protocol number of the service type.

Number

Source Port,

The source port defines from which port number(s) the service traffic is sent. The

Destination destination port defines the port number(s) the destination hosts use to receive the service

Port traffic.
Select Single if the service uses one and only one source or destination port, then enter the
port number.
Select Multiple if the service uses two or more source or destination ports, then enter a
port range. For example, suppose you want to define the Gnutella service. Select TCP type
and enter a port range of 6345-6349.

Apply Click Apply to save your changes.

Back Click Back to exit this screen without saving your changes.

13.4 The Access Control Screen

148

Click Security > Firewall > Access Control to display the following screen. This screen displays a
list of the configured incoming or outgoing filtering rules.

Figure 72 Security > Firewall > Access Control

Add new ACL rule |
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Each field is described in the following table.

Table 40 Security > Firewall > Access Control

LABEL DESCRIPTION

Add new ACL rule | Click this to go to add a filter rule for incoming or outgoing IP traffic.

Name This displays the name of the rule.

Src IP This displays the source IP addresses to which this rule applies. Please note that a blank
source address is equivalent to Any.

Dst IP This displays the destination IP addresses to which this rule applies. Please note that a
blank destination address is equivalent to Any.

Services This displays the protocol type and a port range that define the service to which this rule
applies.

Policy This field displays whether the rule silently discards packets (DROP), discards packets
and sends a TCP reset packet or an ICMP destination-unreachable message to the sender
(REJECT) or allows the passage of packets (PERMIT).

Modify Click the Edit icon to edit the rule.
Click the Delete icon to delete an existing rule. Note that subsequent rules move up by
one when you take this action.

13.4.1 The Add New

ACL Rule/Edit Screen

Click Add New ACL Rule or the Edit icon next to an existing ACL rule in the Access Control
screen. The following screen displays.

Figure 73 Security > Firewall > Access Control > Add New ACL Rule/Edit

Add new ACL rule

Filter Name:

Source Address Type:
Source |P Address Start:
Source [P Address End:

Select Protocol:
Protocol:

Protocol Mumber:
Source Port:
Destination Port:
Policy:

Direction:

Destination Address Type: ISingIe 'l
Destination IP Address Start: |
Destination IP Address End: |

=
I—
ISingIe 'l
I—
I—

TCP ~

[ 02y
|single x| | -]
|single x| | -]

Apply I Back I

FMG3024-D10A / FMG3025-D10A Series User’s Guide 149




Chapter 13 Firewall

Each field is described in the following table.

Table 41 Security > Firewall > Access Control > Add New ACL Rule/Edit

LABEL

DESCRIPTION

Filter Name

Enter a descriptive name of up to 16 alphanumeric characters, not including spaces,
underscores, and dashes.

You must enter the filter name to add an ACL rule. This field is read-only if you are editing
the ACL rule.

Source Address
Type

Select Single or Range depending on whether you want to enter a single or a range of
source IP address(es) to which the ACL rule applies. Select Any to indicate any source IP
address.

Source IP Address
Start

Enter an IP address or the starting IP address of the source IP range.

Source IP Address
End

Enter the ending IP address of the source IP range.

Destination
Address Type

Select Single or Range depending on whether you want to enter a single or a range of
destination IP address(es) to which the ACL rule applies. Select Any to indicate any
destination IP address.

Destination IP
Address Start

Enter an IP address or the starting IP address of the destination IP range.

Destination IP
Address End

Enter the ending IP address of the destination IP range.

Select Protocol

Select the name of a configured service or select Select Service to define a new service
in this screen.

Protocol

This field is available when you select Select Service in Select Protocol.

Choose the protocol type (TCP, UDP, ICMP or Others) of the service.

Protocol Number

This field is available when you select Others in Protocol.

Enter the protocol number of the service type to which this ACL rule applies.

Source Port

This field is displayed only when you select Select Service in Select Protocol and TCP
or UDP in Protocol.

Select Single or Range and then enter a single port number or the range of port
numbers of the source. Select Any to indicate any source port.

Destination Port

This field is displayed only when you select Select Service in Select Protocol and TCP
or UDP in Protocol.

Select Single or Range and then enter a single port number or the range of port
numbers of the destination. Select Any to indicate any destination port.

Policy Use the drop-down list box to select whether to silently discard (DROP), deny and send
an ICMP destination-unreachable message to the sender of (REJECT) or allow the
passage of (PERMIT) packets that match this rule.

Direction Use the drop-down list box to select the direction of traffic to which this rule applies. The
possible options are LAN to DEVICE, LAN to WAN, WAN to LAN, and WAN to
DEVICE.

Apply Click Apply to save your changes.

Back Click Back to exit this screen without saving your changes.
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13.5 The DoS Screen

Click Security > Firewall > DoS to display the following screen. Use this screen to enable or
disable Denial of Service (DoS) protection.

Figure 74 Security > Firewall > DoS

DoS Protection Blocking: # Enable © Disable

Apply | Cancel |

Each field is described in the following table.

Table 42 Security > Firewall > DoS

LABEL DESCRIPTION
DoS Protection DoS (Denial of Service) attacks can flood your Internet connection with invalid packets
Blocking and connection requests, using so much bandwidth and so many resources that Internet

access becomes unavailable.

Select Enable to enable protection against DoS attacks or Disable to disable it.

Apply Click Apply to save the DoS Protection settings.

Cancel Click Cancel to restore your previously saved settings.

13.6 Firewall Technical Reference

This section provides some technical background information about the topics covered in this
chapter.

13.6.1 Guidelines For Enhancing Security With Your Firewall

1 Change the default password via web configurator.

2 Think about access control before you connect to the network in any way.

3 Limit who can access your Device.

4 Don't enable any local service (such as Telnet or FTP) that you don't use. Any enabled service could
present a potential security risk. A determined hacker might be able to find creative ways to misuse
the enabled services to access the firewall or the network.

5 For local services that are enabled, protect against misuse. Protect by configuring the services to
communicate only with specific peers, and protect by configuring rules to block packets for the

services at specific interfaces.

6 Keep the firewall in a secured (locked) room.
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13.6.2 Security Considerations

152

Note: Incorrectly configuring the firewall may block valid access or introduce security
risks to the Device and your protected network. Use caution when creating or
deleting firewall rules and test your rules after you configure them.

Consider these security ramifications before creating a rule:

Does this rule stop LAN users from accessing critical resources on the Internet? For example, if IRC
is blocked, are there users that require this service?

Is it possible to modify the rule to be more specific? For example, if IRC is blocked for all users, will
a rule that blocks just certain users be more effective?

Does a rule that allows Internet users access to resources on the LAN create a security
vulnerability? For example, if FTP ports (TCP 20, 21) are allowed from the Internet to the LAN,
Internet users may be able to connect to computers with running FTP servers.

Does this rule conflict with any existing rules?

Once these questions have been answered, adding rules is simply a matter of entering the
information into the correct fields in the web configurator screens.
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MAC Filter

14.1 Overview

This chapter discusses MAC address filtering.

You can configure the Device to permit access to clients based on their MAC addresses in the MAC
Filter screen.

14.1.1 What You Need to Know

Every Ethernet device has a unique MAC (Media Access Control) address. The MAC address is
assigned at the factory and consists of six pairs of hexadecimal characters, for example,
00:A0:C5:00:00:02. You need to know the MAC address of the devices to configure this screen.

14.2 The MAC Filter Screen

Use the MAC Filter screen to allow LAN clients access to the Device. To change your Device’s MAC
filter settings, click Security > MAC Filter. The screen appears as shown.

Figure 75 Security > MAC Filter

MAC Address Filter : " Enable @ Disable

|00:24:21:7E:20:96

\

OO oana

a|o|ojo

32

B note:

Only devices listed here are granted access to the network.

co
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The following table describes the labels in this menu.

Table 43 Security > MAC Filter

LABEL DESCRIPTION

MAC Address | Select Enable to activate MAC address filtering.

Filter

Set This is the index number of the MAC address.

Allow Select Allow to permit access to the Device. MAC addresses not listed will be denied

access to the Device.

If you clear this, the MAC Address field for this set clears.

MAC Address | Enter the MAC addresses of the LAN devices that are allowed access to the Device in
these address fields. Enter the MAC addresses in a valid MAC address format, that is,
six hexadecimal character pairs, for example, 12:34:56:78:9a:bc.

Apply Click Apply to save your changes.

Cancel Click Cancel to restore your previously saved settings.
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Parental Control

15.1 Overview

Parental control allows you to block web sites with the specific URL. You can also define time
periods and days during which the Device performs parental control on a specific user.

15.2 The Parental Control Screen

Use this screen to enable parental control, view the parental control rules and schedules.
Click Security > Parental Control to open the following screen.

Figure 76 Security > Parental Control

General
Parental Control " Enable ® Disable (settings are invalid when disabled)
Add new PCPl
1 7 PCP1 Al DEOEBEEEE 01302359 configured Mone )
Applyl Cancel |

The following table describes the fields in this screen.

Table 44 Parental Control > Parental Control

LABEL DESCRIPTION

Parental Control Select Enable to activate parental control.

Add new PCP Click this if you want to configure a new parental control rule.
# This shows the index number of the rule.

Status This indicates whether the rule is active or not.

A yellow bulb signifies that this rule is active. A gray bulb signifies that this rule
is not active.

PCP Name This shows the name of the rule.

Home Network This shows the MAC address of the LAN user’s computer to which this rule

User (MAC) applies.

Internet Access This shows the day(s) and time on which parental control is enabled.

Schedule

Network Service This shows whether the network service is configured. If not, None will be
shown.
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Table 44 Parental Control > Parental Control (continued)

LABEL DESCRIPTION

Website Blocked This shows whether the website block is configured. If not, None will be
shown.

Modify Click the Edit icon to go to the screen where you can edit the rule.

Click the Delete icon to delete an existing rule.

Add Click Add to create a new schedule.

Apply Click Apply to save your changes back to the Device.

15.2.1 Add/Edit a Parental Control Rule

Click Add new PCP in the Parental Control screen to add a new rule or click the Edit icon next to
an existing rule to edit it. Use this screen to configure a restricted access schedule and/or URL
filtering settings to block the users on your network from accessing certain web sites.

Figure 77 Add/Edit Parental Control Rule

Add new PCP bd

General

[ Active

Parental Control Profile Name : I—

Home Metwork User : |AII ;I

Internet Access Schedule

Day: V' Everyday W Wonday M Tuesday M Wednesday
V¥ Thursday W Friday W Saturday W Sunday

Time (Start - End) : lﬂﬂiﬂﬂ - 24:00 a
00:00 24:00

Mo access | Authorized access

Network Service
Metwark Service Setting : IEIIock 'l selected service(s)

Mdnewwwioel

Blocked Site/URL Keyword

) |

Apply | Back |

The following table describes the fields in this screen.

Table 45 Add/Edit Parental Control Rule

LABEL DESCRIPTION
General
Active Select the checkbox to activate this parental control rule.
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Table 45 Add/Edit Parental Control Rule (continued)

LABEL DESCRIPTION

Parental Control Enter a descriptive name for the rule.

Profile Name

Home Network Select the LAN user that you want to apply this rule to from the drop-down list
User box. If you select Custom, enter the LAN user’s MAC address. If you select All,

the rule applies to all LAN users.

Internet Access Schedule

Day Select check boxes for the days that you want the Device to perform parental
control.
Time Drag the time bar to define the time that the LAN user is allowed access.

Network Service

Network Service If you select Block, the Device prohibits the users from viewing the Web sites
Setting with the URLs listed below.
If you select Access, the Device blocks access to all URLs except ones listed
below.
Add new service Click this to show a screen in which you can add a new service rule. You can

configure the Service Name, Protocol, and Name of the new rule.

# This shows the index number of the rule. Select the checkbox next to the rule
to activate it.

Service Name This shows the name of the rule.
Protocol:Port This shows the protocol and the port of the rule.
Modify Click the Edit icon to go to the screen where you can edit the rule.

Click the Delete icon to delete an existing rule.

Blocked Site/URL Click Add to show a screen to enter the URL of web site or URL keyword to

Keyword which the Device blocks access. Click Delete to remove it.
Apply Click this button to save your settings back to the Device.
Back Click this button to return to the previous screen without saving any changes.
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Certificates

16.1 Overview

The Device can use certificates (also called digital IDs) to authenticate users. Certificates are based
on public-private key pairs. A certificate contains the certificate owner’s identity and public key.
Certificates provide a way to exchange public keys for use in authentication.

16.1.1 What You Can Do in this Chapter

= Use the Local Certificates screen to view and import the Device’s CA-signed certificates
(Section 16.2 on page 161).

e Use the Trusted CA screen to save the certificates of trusted CAs to the Device. You can also
export the certificates to a computer (Section 16.3 on page 163).

16.1.2 What You Need to Know

The following terms and concepts may help as you read this chapter.

Certification Authorities
A Certification Authority (CA) issues certificates and guarantees the identity of each certificate

owner. There are commercial certification authorities like CyberTrust or VeriSign and government
certification authorities.

Public and Private Keys
When using public-key cryptology for authentication, each host has two keys. One key is public and

can be made openly available; the other key is private and must be kept secure. Public-key
encryption in general works as follows.

1 Tim wants to send a private message to Jenny. Tim generates a public-private key pair. What is
encrypted with one key can only be decrypted using the other.

2 Tim keeps the private key and makes the public key openly available.
3 Tim uses his private key to encrypt the message and sends it to Jenny.
4  Jenny receives the message and uses Tim’s public key to decrypt it.

5 Additionally, Jenny uses her own private key to encrypt a message and Tim uses Jenny’s public key
to decrypt the message.
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The Device uses certificates based on public-key cryptology to authenticate users attempting to
establish a connection. The method used to secure the data that you send through an established
connection depends on the type of connection. For example, a VPN tunnel might use the triple DES
encryption algorithm.

The certification authority uses its private key to sign certificates. Anyone can then use the
certification authority’s public key to verify the certificates.

Certification Path

A certification path is the hierarchy of certification authority certificates that validate a certificate.
The Device does not trust a certificate if any certificate on its path has expired or been revoked.

Certificate Directory Servers

Certification authorities maintain directory servers with databases of valid and revoked certificates.
A directory of certificates that have been revoked before the scheduled expiration is called a CRL
(Certificate Revocation List). The Device can check a peer’s certificate against a directory server’s
list of revoked certificates. The framework of servers, software, procedures and policies that
handles keys is called PKI (public-key infrastructure).

Advantages of Certificates
Certificates offer the following benefits.

= The Device only has to store the certificates of the certification authorities that you decide to
trust, no matter how many devices you need to authenticate.

= Key distribution is simple and very secure since you can freely distribute public keys and you
never need to transmit private keys.

Certificate File Formats
The certification authority certificate that you want to import has to be in one of these file formats:

« Binary X.509: This is an ITU-T recommendation that defines the formats for X.509 certificates.

= PEM (Base-64) encoded X.509: This Privacy Enhanced Mail format uses 64 ASCII characters to
convert a binary X.509 certificate into a printable form.

= Binary PKCS#7: This is a standard that defines the general syntax for data (including digital
signatures) that may be encrypted. The Device currently allows the importation of a PKS#7 file
that contains a single certificate.

= PEM (Base-64) encoded PKCS#7: This Privacy Enhanced Mail (PEM) format uses 64 ASCII
characters to convert a binary PKCS#7 certificate into a printable form.

Note: Be careful not to convert a binary file to text during the transfer process. It is easy
for this to occur since many programs use text files by default.

16.1.3 Verifying a Certificate

160

Before you import a trusted CA or trusted remote host certificate into the Device, you should verify
that you have the actual certificate. This is especially true of trusted CA certificates since the Device
also trusts any valid certificate signed by any of the imported trusted CA certificates.
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4

16.2

You can use a certificate’s fingerprint to verify it. A certificate’s fingerprint is a message digest
calculated using the MD5 or SHA1 algorithms. The following procedure describes how to check a
certificate’s fingerprint to verify that you have the actual certificate.

Browse to where you have the certificate saved on your computer.

Make sure that the certificate has a “.cer” or “.crt” file name extension.

Figure 78 Certificates on Your Computer

P o == London-Office.cer
™ | - LA-Office.crt
Certificates

Double-click the certificate’s icon to open the Certificate window. Click the Details tab and scroll
down to the Thumbprint Algorithm and Thumbprint fields.

Figure 79 Certificate Details

General Details ICertIﬂc.at!m Path |

Showe: |<AIE> :]
Field | Walue :l
:':—]Sub]ect Glenn
Elpublic key RSA (1024 Bits)
Ekey Usage Digital Signature , Certificate Signingf. ..
Efmb DNS Name=Glenn
:_, Basic Constraints Subject Type=CA, Path Length Cons...

< EThumbpnnt algorithm shal
=] thumbprint BOA7 22B6 7960 FF32 52F4 6B4C AZ... =

4

Sropertie | Copy to File... |

Use a secure method to verify that the certificate owner has the same information in the
Thumbprint Algorithm and Thumbprint fields. The secure method may very based on your
situation. Possible examples would be over the telephone or through an HTTPS connection.

Local Certificates

Use this screen to view the Device’s summary list of certificates and certification requests. You can
import the following certificates to your Device:

e Web Server - This certificate secures HTTP connections.
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e SIP TLS - This certificate secures VolP connections.

= SSH/SCP/SFTP - This certificate secures remote connections.
Click Security > Certificates to open the Local Certificates screen.

Figure 80 Security > Certificates > Local Certificates

Replace PrivateKeyiCertificate file in PEM format

WebServer | M
" Current F I ubject I ssyel ] ralidl From T vandTo I
! ! \ !
web.pem 0=ZyXEL, CN=zyxel.com.tw 0=ZyXEL, CN=zyxel.com.tw 2009100 004807 20181009 00:48:07
SSHISCRISFTP | Browse..._|
Current F ] oy Ty
. | .
sshrsa RSA

é Note :

application timeout settings to adapt this variation.

33HISCPISFTP — Maximum key length supported is up to 4096 bits (default is 2048 bits), and the initialization time is proportional to key length. You need to adjust your

Replace | Reset

The following table describes the labels in this screen.

Table 46 Security > Certificates > Local Certificates

162

LABEL

DESCRIPTION

WebServer

Click Browse... to find the certificate file you want to upload.

Current File

This field displays the name used to identify this certificate. It is recommended
that you give each certificate a unique name.

Subject

This field displays identifying information about the certificate’s owner, such as
CN (Common Name), OU (Organizational Unit or department), O (Organization
or company) and C (Country). It is recommended that each certificate have
unigque subject information.

Issuer

This field displays identifying information about the certificate’s issuing
certification authority, such as a common name, organizational unit or
department, organization or company and country.

Valid From

This field displays the date that the certificate becomes applicable. The text
displays in red and includes a Not Yet Valid! message if the certificate has not
yet become applicable.

Valid To

This field displays the date that the certificate expires. The text displays in red
and includes an Expiring! or Expired! message if the certificate is about to
expire or has already expired.

Cert

Click this button and then Save in the File Download screen. The Save As
screen opens, browse to the location that you want to use and click Save.

SSH/SCP/SFTP

Type in the location of the SSH/SCP/SFTP certificate file you want to upload in
this field or click Browse to find it.

Choose file

Click this link to find the certificate file you want to upload.

Current File

This field displays the name used to identify this certificate. It is recommended
that you give each certificate a unique name.

Key Type This field applies to the SSH/SCP/SFTP certificate.

This shows the file format of the current certificate.
Replace Click this to replace the certificate(s) and save your changes back to the Device.
Reset Click this to clear your settings.
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16.3 Trusted CA

Use this screen to view a summary list of certificates of the certification authorities that you have
set the Device to accept as trusted. The Device accepts any valid certificate signed by a certification
authority on this list as being trustworthy; thus you do not need to import any certificate that is
signed by one of these certification authorities.

Click Security = Certificates > Trusted CA to open the Trusted CA screen.

Figure 81 Security > Certificates > Trusted CA

Import Certificate |

CN=CPE-Morway, C=NQ, L=Fornebu, O=Telenar, emailAddress=cpe-
norway@telenor net, OU=Engineering

ca-cert.pem

B note:

Maximum 5 certificates can be stored

The following table describes the labels in this screen.

Table 47 Security > Certificates > Trusted CA
LABEL DESCRIPTION

Import Certificate | Click this button to open a screen where you can save the certificate of a
certification authority that you trust to the Device.

Name This field displays the name used to identify this certificate.

Subject This field displays information that identifies the owner of the certificate, such as
Common Name (CN), OU (Organizational Unit or department), Organization (O),
State (ST) and Country (C). It is recommended that each certificate have unique
subject information.

Type This field displays general information about the certificate. ca means that a
Certification Authority signed the certificate.

Action Click the View icon to open a screen with an in-depth list of information about
the certificate (or certification request).

Click the Delete icon to delete the certificate (or certification request). You
cannot delete a certificate that one or more features is configured to use.

16.4 Trusted CA Import

Click Import Certificate in the Trusted CA screen to open the Import Certificate screen. You
can save a trusted certification authority’s certificate to the Device.

Note: You must remove any spaces from the certificate’s filename before you can import
the certificate.
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Figure 82 Trusted CA > Import

The cedificate is in one of the following farmats.
Binary ¥.509
FEM {Base-64) encoded
Binary PKCS#7
FEM i{Base-64) encoded PRCS#T

Certificate File Path: Choose File | Mafile chosen

The following table describes the labels in this screen.

Table 48 Security > Certificates > Trusted CA > Import

LABEL DESCRIPTION

Certificate File | Type in the location of the file you want to upload in this field or click Browse to
Path find it.

Browse Click Browse to find the certificate file you want to upload.

Apply Click Apply to save the certificate on the Device.

Back Click Back to return to the previous screen.

16.5 View Certificate

Use this screen to view in-depth information about the certification authority’s certificate, change
the certificate’s name and set whether or not you want the Device to check a certification
authority’s list of revoked certificates before trusting a certificate issued by the certification
authority.

Click Security > Certificates > Trusted CA to open the Trusted CA screen. Click the View icon
to open the View Certificate screen.

Figure 83 Trusted CA: View

Certificate Name certnew.cer

-—BEGIN CERTIFICATE-— =]
MIIEaTCCA1GoAWIBAGIQGKa0aDAMLID GHjtnth31jANBgkghkiGOw0BAQUFADA+
MRMWEQYKCZImiZPyLGABGRYDY29tMRUWEWYKCZImIZPYyLGABGRYFWnIYRUWXEDAD
BgMVBAMTB1pSWEVMQOEWHhCNMD cwlMjATMDMwMTIOWhcNMTowMjATMDMwOT Q5WjA+
MRMWEQYKCZImiZPyLGABGRYDY29tMRUWEWYKCZImIZPYyLGABGRYFWnIYRUWXEDAD
BgMVBAMTB1pSWEVMQOEWGQEIMADGCSqGSIb3DAEBAQUAA4IBDWAWIIEKACIBAQDS
O0gNQfPIE+DaViKWGEN4prKCY3eHpT8z5X18rICBOxQF GHBOT7kpt{QlovkrlPgss
Qu1gBMiZMNsrTuzoy)70iiQQ60RKIBGVFXSEGSRruLBUUKAHDTX 3xtWyhySh2U
9iTGpaBashXNOZKWYIREIJTBEX0is+iIKTASpnZRTVAT7 OQMAQIUeqP 11Yayvdyx
6aBPZ3dGrz9VOKOVAYR11SK4NZZdOLn3BuHigs 03pSH3029z0gmcRIUMBU3g
haDeWsT2P 1sjYiyP 1jm+4r320gVHg9a37ErgCUJL1kSCatnxdAqB3Xg4+C1skCkN
089p+UYsCBgKDgjvJBKPIAgMBAAGjggFhMIIBXTATBgkrBgEEAYIZFAIEBR4EAEMA
QTALBgNVHQSEBAMCAUYWDWYDVROTAQH/BAUWAWEB/ZAdBONYVHO4EFgQUZvbvYHI!
OMCBMN3Dw30xUXkatg2QwafY GA1UdHwWSBT7]CB6ZCBEKCB5aCB40aBrivik Y XAGLySv =l
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The following table describes the labels in this screen.

Table 49 Trusted CA: View
LABEL DESCRIPTION

Certificate Name This field displays the identifying name of this certificate. If you want to
change the name, type up to 31 characters to identify this key certificate. You
may use any character (not including spaces).

Certificate Detail This read-only text box displays the certificate or certification request in
Privacy Enhanced Mail (PEM) format. PEM uses 64 ASCII characters to convert
the binary certificate into a printable form.

You can copy and paste the certificate into an e-mail to send to friends or
colleagues or you can copy and paste the certificate into a text editor and save
the file on a management computer for later distribution (via floppy disk for
example).

Back Click this to return to the previous screen.
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17.1 Overview

A virtual private network (VPN) provides secure communications over the the Internet. Internet
Protocol Security (IPSec) is a standards-based VPN that provides confidentiality, data integrity, and
authentication. This chapter shows you how to configure the Device’s VPN settings.

17.2 IPSec VPN

17.2.1 The General Screen

Use this screen to view and manage your VPN tunnel policies. The following figure helps explain the
main fields in the web configurator.

Figure 84 IPSec Fields Summary

____________ -
AN

" Remote Network

<&

Remote
IPSec Router

VPN Tunnel

e e e e

—~a

Click Security = VPN to open this screen as shown next.

Figure 85 IPSec VPN

Summary
Add New Tunnel |

K3 | | |
Apply | Cancel
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Table 50

This screen contains the following fields:

IPSec VPN

LABEL

DESCRIPTION

Add New Tunnel

Click this button to add an item to the list.

#

This is the VPN policy index number.

Active

This displays if the VPN policy is enabled.

Tunnel Name

The name of the VPN connection.

Local Address

This displays the IP address of the Device.

Remote Address

This displays the IP address of the remote IPSec router.

IPSec Algorithm

This displays the encryption algorithm for the VPN connection.

Modify

Click the Edit icon to go to the screen where you can edit the rule.

Click the Delete icon to delete an existing rule.

17.2.2 IPSec VPN: Add

168

Use these settings to add or edit VPN policies. Click Security = VPN = Add New Tunnel to open
this screen as shown next.
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Figure 86 IPSec VPN: Add
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This screen contains the following fields:

Table 51 IPSec VPN: Add
LABEL DESCRIPTION
IPSEC Setup
Active Select Active to activate this VPN policy.

NAT Traversal

Select this if any of these conditions are satisfied.

= This IKE SA might be used to negotiate IPSec SAs that use ESP as the active
protocol.

= There are one or more NAT routers between the Device and remote IPSec
router, and these routers do not support IPSec pass-thru or a similar feature.

The remote IPSec router must also enable NAT traversal, and the NAT routers
have to forward packets with UDP port 500 and UDP 4500 headers unchanged.

Tunnel Name

Enter the name of the VPN connection.

Mode

Select the encapsulation mode. When net-net is selected, the connection will
operate in tunnel mode.

Local

Local Address
Type

Select Single to have only one local LAN IP address use the VPN tunnel. Select
Subnet to specify local LAN IP addresses by their subnet mask.

Address Type

IP Address If Single is selected, enter a (static) IP address on the LAN behind your Device.

Start
If Subnet is selected, specify IP addresses on a network by their subnet mask
by entering a (static) IP address on the LAN behind your Device. Then enter the
subnet mask to identify the network address.

End/Subnet If Subnet is selected, enter the subnet mask to identify the network address.

Mask

Remote
Remote Select Single to have only one remote LAN IP address use the VPN tunnel.

Select Subnet to specify remote LAN IP addresses by their subnet mask.

IP Address If Single is selected, enter a (static) IP address on the LAN behind the remote
Start IPSec’s router.
If Subnet is selected, specify IP addresses on a network by their subnet mask
by entering a (static) IP address on the LAN behind the remote IPSec’s router.
Then enter the subnet mask to identify the network address.
End/Subnet If Subnet is selected, enter the subnet mask to identify the network address.
Mask

Address Information

WAN Interface

Select the interface for the VPN gateway.

My IP Address

Enter the IP address of the Device in the IKE SA.

Secure Enter the IP address of the remote IPSec router in the IKE SA.
Gateway

Address

Local ID Select IP to identify the Device by its IP address.

Select DNS to identify this Device by a domain name.

Select E-mail to identify this Device by an e-mail address.
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Table 51 IPSec VPN: Add
LABEL DESCRIPTION

Content When you select IP in the Local ID field, type the IP address of your computer
in the Content field. If you configure the Content field to 0.0.0.0 or leave it
blank, the Device automatically uses the Pre-Share Key (refer to the Pre-
Share Key field description).

It is recommended that you type an IP address other than 0.0.0.0 in the
Content field or use the DNS or E-mail ID type in the following situations.

= When there is a NAT router between the two IPSec routers.

= When you want the remote IPSec router to be able to distinguish between
VPN connection requests that come in from IPSec routers with dynamic WAN
IP addresses.

When you select DNS or E-mail in the Local ID field, type a domain name or e-
mail address by which to identify this Device in the Content field. Use up to 31
ASCII characters including spaces, although trailing spaces are truncated. The
domain name or e-mail address is for identification purposes only and can be
any string.

Remote ID Select IP to identify the remote IPSec router by its IP address.
Select DNS to identify the remote IPSec router by a domain name.

Select E-mail to identify the remote IPSec router by an e-mail address.

Content The configuration of the remote content depends on the remote ID type.

For IP, type the IP address of the computer with which you will make the VPN
connection. If you configure this field to 0.0.0.0 or leave it blank, the Device will
use the address in the Secure Gateway Address field (refer to the Secure
Gateway Address field description).

For DNS or E-mail, type a domain name or e-mail address by which to identify
the remote IPSec router. Use up to 31 ASCII characters including spaces,
although trailing spaces are truncated. The domain name or e-mail address is for
identification purposes only and can be any string.

It is recommended that you type an IP address other than 0.0.0.0 or use the
DNS or E-mail ID type in the following situations:

< When there is a NAT router between the two IPSec routers.

= When you want the Device to distinguish between VPN connection requests
that come in from remote IPSec routers with dynamic WAN IP addresses.

Security Protocol

Pre-Shared Type your pre-shared key in this field. A pre-shared key identifies a
Key communicating party during a phase 1 IKE negotiation.

Type from 8 to 31 case-sensitive ASCII characters or from 16 to 62 hexadecimal
("'0-9", "A-F") characters. You must precede a hexadecimal key with a "0x” (zero
X), which is not counted as part of the 16 to 62 character range for the key. For
example, in "0x0123456789ABCDEF", “Ox” denotes that the key is hexadecimal
and “0123456789ABCDEF” is the key itself.

Advanced Setting - Phase 1

Encryption Select which key size and encryption algorithm to use in the IKE SA. Choices
Algonthm are:

3DES - a 168-bit key with the DES encryption algorithm
AES128 - a 128-bit key with the AES encryption algorithm
AES256 - a 256-bit key with the AES encryption algorithm

The Device and the remote IPSec router must use the same key size and
encryption algorithm. Longer keys require more processing power, resulting in
increased latency and decreased throughput.
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Table 51

IPSec VPN: Add

LABEL

DESCRIPTION

Authentication

Select which hash algorithm to use to authenticate packet data. Choices are

Algorithm MD5, SHAL, SHA2-256 and SHA2-512. SHA is generally considered stronger
than MD5, but it is also slower.

DH Select which Diffie-Hellman key group you want to use for encryption keys.
Choices are:
Diffie-Hellman Group?2 - use a 1024-bit random number
Diffie-Hellman Group5 - use a 1536-bit random number
Diffie-Hellman Group14 - use a 2048-bit random number
The longer the key, the more secure the encryption, but also the longer it takes
to encrypt and decrypt information. Both routers must use the same DH key
group.

SA Life Time Define the length of time before an IPSec SA automatically renegotiates in this
field.
A short SA Life Time increases security by forcing the two VPN gateways to
update the encryption and authentication keys. However, every time the VPN
tunnel renegotiates, all users accessing remote resources are temporarily
disconnected.

Phase 2

Encryption Select which key size and encryption algorithm to use in the IKE SA. Choices

Algorithm are:

DES - a 56-bit key with the DES encryption algorithm
3DES - a 168-bit key with the DES encryption algorithm
AES128 - a 128-bit key with the AES encryption algorithm
AES256 - a 256-bit key with the AES encryption algorithm

The Device and the remote IPSec router must use the same key size and
encryption algorithm. Longer keys require more processing power, resulting in
increased latency and decreased throughput.

Authentication

Select which hash algorithm to use to authenticate packet data. Choices are

Algorithm MD5, SHA1. SHA is generally considered stronger than MD5, but it is also
slower.
SA Life Time Define the length of time before an IPSec SA automatically renegotiates in this

field.

A short SA Life Time increases security by forcing the two VPN gateways to
update the encryption and authentication keys. However, every time the VPN
tunnel renegotiates, all users accessing remote resources are temporarily
disconnected.
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Table 51 IPSec VPN: Add

LABEL DESCRIPTION
Perfect Select whether or not you want to enable Perfect Forward Secrecy (PFS)
Forward

Secrecy (PFS) | PFS changes the root key that is used to generate encryption keys for each IPSec
SA. The longer the key, the more secure the encryption, but also the longer it
takes to encrypt and decrypt information. Both routers must use the same DH
key group. Choices are:

Diffie-Hellman Group?2 - use a 1024-bit random number
Diffie-Hellman Group5 - use a 1536-bit random number

Diffie-Hellman Group14 - use a 2048-bit random number

DPD Active Enable Dead Peer Detection (DPD) Active check box if you want the Device to
make sure the remote IPSec router is there before it transmits data through the
IKE SA. The remote IPSec router must support DPD. If the remote IPSec router
does not respond, the Device shuts down the IKE SA.

17.2.3 The Monitor Screen

Use this screen to view active VPN connections. The following figure helps explain the main fields in
the web configurator.

Click Security = VPN = Monitor to open this screen as shown next.

Figure 87 Monitor

Refresh |

This screen contains the following fields:

Table 52 Monitor

LABEL DESCRIPTION

# This is the VPN policy index number.

Status This displays if the VPN policy is connected.
Tunnel Name Enter the name of the VPN connection.

IPSec Algorithm This displays the encryption algorithm being used for the VPN connection.

Refresh Click this button to refresh the information on the screen.

17.3 Technical Reference

This section provides some technical background information about the topics covered in this
section.

17.3.1 IPSec Architecture

The overall IPSec architecture is shown as follows.
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Figure 88 IPSec Architecture
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The ESP (Encapsulating Security Payload) Protocol (RFC 2406) and AH (Authentication Header)
protocol (RFC 2402) describe the packet formats and the default standards for packet structure
(including implementation algorithms).

The Encryption Algorithm describes the use of encryption techniques such as DES (Data Encryption
Standard) and Triple DES algorithms.

The Authentication Algorithms, HMAC-MD5 (RFC 2403) and HMAC-SHA-1 (RFC 2404, provide an
authentication mechanism for the AH and ESP protocols.

Key Management

Key management allows you to determine whether to use IKE (ISAKMP) or manual key
configuration in order to set up a VPN.

17.3.2 Encapsulation

The two modes of operation for IPSec VPNs are Transport mode and Tunnel mode. At the time of
writing, the Device supports Tunnel mode only.
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Figure 89 Transport and Tunnel Mode IPSec Encapsulation
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Transport Mode

Transport mode is used to protect upper layer protocols and only affects the data in the IP packet.
In Transport mode, the IP packet contains the security protocol (AH or ESP) located after the
original IP header and options, but before any upper layer protocols contained in the packet (such
as TCP and UDP).

With ESP, protection is applied only to the upper layer protocols contained in the packet. The IP
header information and options are not used in the authentication process. Therefore, the
originating IP address cannot be verified for integrity against the data.

With the use of AH as the security protocol, protection is extended forward into the IP header to
verify the integrity of the entire packet by use of portions of the original IP header in the hashing
process.

Tunnel Mode

Tunnel mode encapsulates the entire IP packet to transmit it securely. A Tunnel mode is required
for gateway services to provide access to internal systems. Tunnel mode is fundamentally an IP
tunnel with authentication and encryption. This is the most common mode of operation. Tunnel
mode is required for gateway to gateway and host to gateway communications. Tunnel mode
communications have two sets of IP headers:

« Outside header: The outside IP header contains the destination IP address of the VPN gateway.

* Inside header: The inside IP header contains the destination IP address of the final system
behind the VPN gateway. The security protocol appears after the outer IP header and before the
inside IP header.

17.3.3 IKE Phases

There are two phases to every IKE (Internet Key Exchange) negotiation — phase 1 (Authentication)
and phase 2 (Key Exchange). A phase 1 exchange establishes an IKE SA and the second one uses
that SA to negotiate SAs for IPSec.
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Figure 90 Two Phases to Set Up the IPSec SA

Phase 2
IKE SA

IPSec SA

)

In phase 1 you must:

Choose a negotiation mode.

Authenticate the connection by entering a pre-shared key.
Choose an encryption algorithm.

Choose an authentication algorithm.

Choose a Diffie-Hellman public-key cryptography key group.

Set the IKE SA lifetime. This field allows you to determine how long an IKE SA should stay up
before it times out. An IKE SA times out when the IKE SA lifetime period expires. If an IKE SA
times out when an IPSec SA is already established, the IPSec SA stays connected.

In phase 2 you must:

Choose an encryption algorithm.
Choose an authentication algorithm
Choose a Diffie-Hellman public-key cryptography key group.

Set the IPSec SA lifetime. This field allows you to determine how long the IPSec SA should stay
up before it times out. The Device automatically renegotiates the IPSec SA if there is traffic when
the IPSec SA lifetime period expires. If an IPSec SA times out, then the IPSec router must
renegotiate the SA the next time someone attempts to send traffic.

17.3.4 Negotiation Mode

176

The phase 1 Negotiation Mode you select determines how the Security Association (SA) will be
established for each connection through IKE negotiations.

= Main Mode ensures the highest level of security when the communicating parties are

negotiating authentication (phase 1). It uses 6 messages in three round trips: SA negotiation,
Diffie-Hellman exchange and an exchange of nonces (a nonce is a random number). This mode
features identity protection (your identity is not revealed in the negotiation).
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= Aggressive Mode is quicker than Main Mode because it eliminates several steps when the
communicating parties are negotiating authentication (phase 1). However the trade-off is that
faster speed limits its negotiating power and it also does not provide identity protection. It is
useful in remote access situations where the address of the initiator is not know by the responder
and both parties want to use pre-shared key authentication.

17.3.5 IPSec and NAT

Read this section if you are running IPSec on a host computer behind the Device.

NAT is incompatible with the AH protocol in both Transport and Tunnel mode. An IPSec VPN using
the AH protocol digitally signs the outbound packet, both data payload and headers, with a hash
value appended to the packet. When using AH protocol, packet contents (the data payload) are not
encrypted.

A NAT device in between the IPSec endpoints will rewrite either the source or destination address
with one of its own choosing. The VPN device at the receiving end will verify the integrity of the
incoming packet by computing its own hash value, and complain that the hash value appended to
the received packet doesn't match. The VPN device at the receiving end doesn't know about the
NAT in the middle, so it assumes that the data has been maliciously altered.

IPSec using ESP in Tunnel mode encapsulates the entire original packet (including headers) in a
new IP packet. The new IP packet's source address is the outbound address of the sending VPN
gateway, and its destination address is the inbound address of the VPN device at the receiving end.
When using ESP protocol with authentication, the packet contents (in this case, the entire original
packet) are encrypted. The encrypted contents, but not the new headers, are signed with a hash
value appended to the packet.

Tunnel mode ESP with authentication is compatible with NAT because integrity checks are
performed over the combination of the "original header plus original payload,"” which is unchanged
by a NAT device.

Transport mode ESP with authentication is not compatible with NAT.

Table 53 VPN and NAT

SECURITY PROTOCOL MODE NAT
AH Transport N
AH Tunnel N
ESP Transport N
ESP Tunnel Y

17.3.6 VPN, NAT, and NAT Traversal

NAT is incompatible with the AH protocol in both transport and tunnel mode. An IPSec VPN using
the AH protocol digitally signs the outbound packet, both data payload and headers, with a hash
value appended to the packet, but a NAT device between the IPSec endpoints rewrites the source or
destination address. As a result, the VPN device at the receiving end finds a mismatch between the
hash value and the data and assumes that the data has been maliciously altered.

NAT is not normally compatible with ESP in transport mode either, but the Device’'s NAT Traversal
feature provides a way to handle this. NAT traversal allows you to set up an IKE SA when there are
NAT routers between the two IPSec routers.
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Figure 91 NAT Router Between IPSec Routers

Normally you cannot set up an IKE SA with a NAT router between the two IPSec routers because
the NAT router changes the header of the IPSec packet. NAT traversal solves the problem by adding
a UDP port 500 header to the IPSec packet. The NAT router forwards the IPSec packet with the UDP
port 500 header unchanged. In the above figure, when IPSec router A tries to establish an IKE SA,
IPSec router B checks the UDP port 500 header, and IPSec routers A and B build the IKE SA.

For NAT traversal to work, you must:

Use ESP security protocol (in either transport or tunnel mode).

Use IKE keying mode.

Enable NAT traversal on both IPSec endpoints.
Set the NAT router to forward UDP port 500 to IPSec router A.

Finally, NAT is compatible with ESP in tunnel mode because integrity checks are performed over the
combination of the "original header plus original payload,” which is unchanged by a NAT device. The
compatibility of AH and ESP with NAT in tunnel and transport modes is summarized in the following
table.

Table 54 VPN and NAT

SECURITY PROTOCOL MODE NAT
AH Transport N
AH Tunnel N
ESP Transport Y*
ESP Tunnel Y

Y* - This is supported in the Device if you enable NAT traversal.

17.3.7 ID Type and Content
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With aggressive negotiation mode (see Section 17.3.4 on page 176), the Device identifies incoming
SAs by ID type and content since this identifying information is not encrypted. This enables the
Device to distinguish between multiple rules for SAs that connect from remote IPSec routers that
have dynamic WAN IP addresses.

Regardless of the ID type and content configuration, the Device does not allow you to save multiple
active rules with overlapping local and remote IP addresses.

With main mode (see Section 17.3.4 on page 176), the ID type and content are encrypted to
provide identity protection. In this case the Device can distinguish between different incoming SAs
that connect from remote IPSec routers that have dynamic WAN IP addresses. The Device can
distinguish different incoming SAs and you can select between different encryption algorithms,
authentication algorithms and key groups when you configure a VPN rule. The ID type and content
act as an extra level of identification for incoming SAs.
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The type of ID can be a domain name, an IP address or an e-mail address. The content is the IP
address, domain name, or e-mail address.

Table 55 Local ID Type and Content Fields
LOCAL ID TYPE= | CONTENT=

1P Type the IP address of your computer.
DNS Type a domain name (up to 31 characters) by which to identify this Device.
E-mail Type an e-mail address (up to 31 characters) by which to identify this Device.

The domain name or e-mail address that you use in the Local ID Content field
is used for identification purposes only and does not need to be a real domain
name or e-mail address.

17.3.7.1 ID Type and Content Examples

Two IPSec routers must have matching ID type and content configuration in order to set up a VPN
tunnel.

The two Devices in this example can complete negotiation and establish a VPN tunnel.

Table 56 Matching ID Type and Content Configuration Example

Device A Device B

Local ID type: E-mail Local ID type: IP

Local ID content: tom@yourcompany.com Local ID content: 1.1.1.2

Remote ID type: IP Remote ID type: E-mail

Remote ID content: 1.1.1.2 Remote ID content: tom@yourcompany.com

The two Devices in this example cannot complete their negotiation because Device B’s Local 1D
type is IP, but Device A's Remote ID type is set to E-mail. An “ID mismatched” message displays
in the IPSEC LOG.

Table 57 Mismatching ID Type and Content Configuration Example

DEVICE A DEVICE B

Local ID type: IP Local ID type: IP

Local ID content: 1.1.1.10 Local ID content: 1.1.1.2
Remote ID type: E-mail Remote ID type: IP
Remote ID content: aa@yahoo.com Remote ID content: 1.1.1.0

17.3.8 Pre-Shared Key

A pre-shared key identifies a communicating party during a phase 1 IKE negotiation (see Section
17.3.3 on page 175 for more on IKE phases). It is called “pre-shared” because you have to share it
with another party before you can communicate with them over a secure connection.

17.3.9 Diffie-Hellman (DH) Key Groups

Diffie-Hellman (DH) is a public-key cryptography protocol that allows two parties to establish a
shared secret over an unsecured communications channel. Diffie-Hellman is used within IKE SA
setup to establish session keys. Upon completion of the Diffie-Hellman exchange, the two peers
have a shared secret, but the IKE SA is not authenticated. For authentication, use pre-shared keys.
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18.1 Overview

Use this chapter to:

Connect an analog phone to the Device.

Make phone calls over the Internet, as well as the regular phone network.

Configure settings such as speed dial.

Configure network settings to optimize the voice quality of your phone calls.

18.1.1 What You Can Do in this Chapter

These screens allow you to configure your Device to make phone calls over the Internet and your
regular phone line, and to set up the phones you connect to the Device.

= Use the SIP Service Provider screen to configure the SIP server information, QoS for VolP
calls, the numbers for certain phone functions (Section 18.3 on page 188).

= Use the SIP Account screen to set up information about your SIP account, control which SIP
accounts the phones connected to the Device use and configure audio settings such as volume
levels for the phones connected to the ZyXEL Device (Section 18.3 on page 188).

= Use the Phone Device screen to control which SIP accounts the phones connected to the Device
use (Section 18.5 on page 192).

* Use the Call Rule screen to set up shortcuts for dialing frequently-used (VolP) phone numbers
(Section 18.6 on page 193).

You don’t necessarily need to use all these screens to set up your account. In fact, if your service

provider did not supply information on a particular field in a screen, it is usually best to leave it at
its default setting.

18.1.2 What You Need to Know

The following terms and concepts may help as you read this chapter.

VolP

VolP stands for Voice over IP. IP is the Internet Protocol, which is the message-carrying standard
the Internet runs on. So, Voice over IP is the sending of voice signals (speech) over the Internet (or
another network that uses the Internet Protocol).
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SIP

SIP stands for Session Initiation Protocol. SIP is a signhalling standard that lets one network device
(like a computer or the Device) send messages to another. In VolP, these messages are about

phone calls over the network. For example, when you dial a number on your Device, it sends a SIP
message over the network asking the other device (the number you dialed) to take part in the call.

SIP Accounts

A SIP account is a type of VoIP account. It is an arrangement with a service provider that lets you
make phone calls over the Internet. When you set the Device to use your SIP account to make
calls, the Device is able to send all the information about the phone call to your service provider on
the Internet.

Strictly speaking, you don’t need a SIP account. It is possible for one SIP device (like the Device) to
call another without involving a SIP service provider. However, the networking difficulties involved
in doing this make it tremendously impractical under normal circumstances. Your SIP account

provider removes these difficulties by taking care of the call routing and setup - figuring out how to
get your call to the right place in a way that you and the other person can talk to one another.

Voice Activity Detection/Silence Suppression

Voice Activity Detection (VAD) detects whether or not speech is present. This lets the Device reduce
the bandwidth that a call uses by not transmitting “silent packets” when you are not speaking.

Comfort Noise Generation
When using VAD, the Device generates comfort noise when the other party is not speaking. The

comfort noise lets you know that the line is still connected as total silence could easily be mistaken
for a lost connection.

Echo Cancellation

G.168 is an ITU-T standard for eliminating the echo caused by the sound of your voice
reverberating in the telephone receiver while you talk.

Use this screen to maintain basic information about each SIP account. You can also enable and

disable each SIP account, configure the volume, echo cancellation and VAD (Voice Activity
Detection) settings for each individual phone port on the Device.

How to Find Out More

See Chapter 3 on page 25 for a tutorial showing how to set up these screens in an example
scenario.

See Section on page 194 for advanced technical information on SIP.

18.1.3 Before You Begin
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= Before you can use these screens, you need to have a VolP account already set up. If you don’t
have one yet, you can sign up with a VolP service provider over the Internet.
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« You should have the information your VolIP service provider gave you ready, before you start to
configure the Device.

18.2 The SIP Service Provider Screen

Use this screen to configure the SIP server information, QoS for VolP calls, the numbers for certain
phone functions and dialing plan. Click VolP = SIP to open the SIP Service Provider screen.

Note: Click more... to see all the fields in the screen. You don’t necessarily need to use
all these fields to set up your account. Click hide more to see and configure only
the fields needed for this feature.

Figure 92 VoIP > SIP > SIP Service Provider

SIP Service Provider Selection

Senvice Provider Selection : IChangeMe 'l Delete

General

SIP Senvice Provider: ¥ Enable SIP Senvice Provider
SIP Service Provider Name ; IW

SIP Local Port: [s060 (1025-65535)
Main SIP Server Address : IW

SIP Server Port: [s060 (1025-65535)
REGISTER Server Address : [Changeme |
REGISTER Server Port: [s060 (1025-65535)
SIP Service Domain : IW

Bound Interface Name

Bound Interface Mame : IAnyWAN 'l

RFC Support

PRACK (RFC 3262): [supportea =]
I DNS SRV Enabled (RFC 3263)

™ Session Timer (RFC 4028)

VoIP IOP Flags

I Replace dial digit # to "%23" in SIP messages

¥ Remove “5060° and transport=udp’ from request-uri in SIP messages

"' Remove the ‘Route’ header in SIP messages

¥ Dont send re-Invite to the remote party when there are multiple codecs answered in the SDP

¥ Remove the ‘Authentication’ header in SIP ACK message

RTP Port Range

Start Port: [50000 (1025-65535)
End Port: [65535 (1025-65535)
DTMF Mode

DTMF Mode : IRFC 2833 7|

Transport Type

Transport Type : IUDF' 'l

FAX Option

&' G711 Fax Passthrough " T38 FaxRelay
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Figure 93 VolIP > SIP > SIP Service Provider (continued)

Outbound Proxy

I Enable

Server Address : |

Server Port: | (1025-65535)
QoS Tag

SIP TOS Priority Setting IU (0-255)

RTP TOS Priority Setting : IU (0-255)

Timer Setting

Expiration Duration : |3500 (60-65535) second
Reqgister Re-send timer : |512 (180-65535) second
Session Expires : |180 (100-3600) second
Min-SE : |QU (90-1800) second
Dialing Interval Selection

Dialing Interval Selection : I 5 'l second

Phone Key Config

Call Return |*92#
Caller Display Call |*30#
Caller Hidden Call |#30#

One Shot Caller Display Call |#31#
One Shot Caller Hidden Call |*31*

Call Waiting Enable Faze
Call Waiting Disable ez
One Shot Call Waiting Enable *44F
One Shot Call Waiting Disable #Hd4%
Internal Call I?####—
Call Transfer IW

Unconditional Call Forward Enable |*21*—
Unconditional Call Forward Disable IW
Mo Answer Call Forward Enable I*B‘l*—
Mo Answer Call Forward Disable IW
Call Forward When Busy Enable I*B?*—
Call Forward When Busy Disable IW

Do Mot Disturb Enable |*95#
Do Mot Disturb Disable |#95#

Apply | Cancel |

The following table describes the labels in this screen.

Table 58 VolIP > SIP > SIP Service Provider

LABEL DESCRIPTION

SIP Service Provider Selection

Service Provider Select the SIP service provider profile you want to use for the SIP account you

Selection configure in this screen. If you change this field, the screen automatically
refreshes.

General

SIP Service Select this if you want the Device to use this SIP provider. Clear it if you do not

Provider want the Device to use this SIP provider.

SIP Service Enter the name of your SIP service provider.

Provider Name

184
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Table 58 VolP > SIP > SIP Service Provider (continued)

LABEL

DESCRIPTION

SIP Local Port

Enter the Device’s listening port number, if your VolP service provider gave you
one. Otherwise, keep the default value.

Main SIP Server
Address

Enter the IP address or domain name of the SIP server provided by your VolP
service provider. You can use up to 95 printable ASCII characters. It does not
matter whether the SIP server is a proxy, redirect or register server.

SIP Server Port

Enter the SIP server’s listening port number, if your VolIP service provider gave
you one. Otherwise, keep the default value.

REGISTER Server
Address

Enter the IP address or domain name of the SIP register server, if your VolP
service provider gave you one. Otherwise, enter the same address you entered
in the SIP Server Address field. You can use up to 95 printable ASCII
characters.

REGISTER Server
Port

Enter the SIP register server’s listening port number, if your VolP service
provider gave you one. Otherwise, enter the same port number you entered in
the SIP Server Port field.

SIP Service
Domain

Enter the SIP service domain name. In the full SIP URI, this is the part after the
@ symbol. You can use up to 127 printable ASCII Extended set characters.

Bound Interface Name

Bound Interface
Name

If you select AnyWAN, the Device automatically activates the VolP service when
any WAN connection is up.

If you select MultiwAN, you also need to select the pre-configured WAN
connections. The VoIP service is activated only when one of the selected WAN
connections is up.

RFC Support

PRACK (RFC
3262)

RFC 3262 defines a mechanism to provide reliable transmission of SIP
provisional response messages, which convey information on the processing
progress of the request. This uses the option tag 100rel and the Provisional
Response ACKnowledgement (PRACK) method.

Select Supported or Required to have the Device include a SIP Require/
Supported header field with the option tag 100rel in all INVITE requests. When
the Device receives a SIP response message indicating that the phone it called is
ringing, the Device sends a PRACK message to have both sides confirm the
message is received.

If you select Supported, the peer device supports the option tag 100rel to send
provisional responses reliably.

If you select Required, the peer device requires the option tag 100rel to send
provisional responses reliably.

Select Disabled to turn off this function.

Session Timer
(RFC 4028)

Select this to have the Device support RFC 4028.

This makes sure that SIP sessions do not hang and the SIP line can always be
available for use.

VoIP IOP Flags - Select VolP inter-operability settings.

Replace dial digit '#' to '%23" in SIP messages.

Remove ':5060' and 'transport=udp' from request-uri in SIP messages.

Remove the 'Route’ header in SIP messages.

Don't send re-Invite to the remote party when there are multiple codecs
answered in the Session Description Protocol (SDP).

Remove the 'Authorization' header in SIP ACK messages.

RTP Port Range
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Table 58 VolP > SIP > SIP Service Provider (continued)

LABEL DESCRIPTION

Start Port Enter the listening port number(s) for RTP traffic, if your VolP service provider
gave you this information. Otherwise, keep the default values.

End Port
To enter one port number, enter the port number in the Start Port and End
Port fields.
To enter a range of ports,
= enter the port number at the beginning of the range in the Start Port field.
= enter the port number at the end of the range in the End Port field.

DTMF Mode Control how the Device handles the tones that your telephone makes when you

push its buttons. You should use the same mode your VoIP service provider
uses.

RFC2833 - send the DTMF tones in RTP packets.

PCM - send the DTMF tones in the voice data stream. This method works best
when you are using a codec that does not use compression (like G.711). Codecs
that use compression (like G.729 and G.726) can distort the tones.

SIP INFO - send the DTMF tones in SIP messages.

Transport Type

Transport Type

Select the transport layer protocol UDP or TCP (usually UDP) used for SIP.

FAX Option This field controls how the Device handles fax messages.
G711 Fax Select this if the Device should use G.711 to send fax messages. The peer
Passthrough devices must also use G.711.

T38 Fax Relay

Select this if the Device should send fax messages as UDP or TCP/IP packets
through IP networks. This provides better quality, but it may have inter-
operability problems. The peer devices must also use T.38.

Outbound Proxy

Enable

Select this if your VolIP service provider has a SIP outbound server to handle
voice calls. This allows the Device to work with any type of NAT router and
eliminates the need for STUN or a SIP ALG. Turn off any SIP ALG on a NAT router
in front of the Device to keep it from re-translating the IP address (since this is
already handled by the outbound proxy server).

Server Address

Enter the IP address or domain name of the SIP outbound proxy server.

Server Port

Enter the SIP outbound proxy server’s listening port, if your VolP service
provider gave you one. Otherwise, keep the default value.

QoS Tag

SIP TOS Priority
Setting

Enter the DSCP (DiffServ Code Point) number for SIP message transmissions.
The Device creates Class of Service (CoS) priority tags with this number to SIP
traffic that it transmits.

RTP TOS Priority
Setting

Enter the DSCP (DiffServ Code Point) number for RTP voice transmissions. The
Device creates Class of Service (CoS) priority tags with this number to RTP
traffic that it transmits.

Timer Setting

Expiration
Duration

Enter the number of seconds your SIP account is registered with the SIP register
server before it is deleted. The Device automatically tries to re-register your SIP
account when one-half of this time has passed. (The SIP register server might
have a different expiration.)

Register Re-send
timer

Enter the number of seconds the Device waits before it tries again to register the
SIP account, if the first try failed or if there is no response.

Session Expires

Enter the number of seconds the Device lets a SIP session remain idle (without
traffic) before it automatically disconnects the session.

186
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Table 58 VolP > SIP > SIP Service Provider (continued)

LABEL

DESCRIPTION

Min-SE

Enter the minimum number of seconds the Device lets a SIP session remain idle
(without traffic) before it automatically disconnects the session. When two SIP
devices start a SIP session, they must agree on an expiration time for idle
sessions. This field is the shortest expiration time that the Device accepts.

Dialing Interval Sel

ection

Dialing Interval
Selection

Enter the number of seconds the Device should wait after you stop dialing
numbers before it makes the phone call. The value depends on how quickly you
dial phone numbers.

Phone Key Config

Use this section to
the Device.

customize the phone keypad combinations you use to access certain features on

Call Return

Specify the key combinations that you can enter to place a call to the last
number that called you.

Caller Display Call

This code is used to display the caller ID for outgoing calls.

Caller Hidden Call

This code is used to hide the caller ID for outgoing calls.

One Shot Caller
Display Call

This code is used to display the caller ID only for the phone call your are going to
make.

One Shot Caller

This code is used to hide the caller ID only for the phone call your are going to

Hidden Call make.

Call Waiting This code is used to turn the call waiting feature on. With call waiting, you hear a

Enable special beep notifying you of another incoming call while you have a call. It
allows you to place the first incoming call on hold and answer the second call so
that you won’t miss any important calls.

Call Waiting This code is used to turn the call waiting feature off.

Disable

One Shot Call This code is used to enable call waiting only for the phone call your are going to

Waiting Enable

make. See the description for the Call Waiting Enable field for more
information.

One Shot Call
Waiting Disable

This code is used to disable one shot call waiting.

Internal Call

Specify the key combinations that you can enter to call the phone(s) connected
to the Device.

Call Transfer

This code is used to enable call transfer that allows you to transfer an incoming
call (that you have answered) to another phone.

Unconditional Call
Forward Enable

This code is used to enable unconditional call forwarding. Incoming calls are
always forwarded to a specified number without any condition.

Unconditional Call
Forward Disable

This code is used to disable unconditional call forwarding.

No Answer Call
Forward Enable

This code is used to enable call forwarding when there is no answer at a SIP
number (no one picked up the connected phone that uses the SIP number).

No Answer Call
Forward Disable

This code is used to disable call forwarding when there is no answer at a SIP
number (no one picked up the connected phone that uses the SIP number).

Call Forward
When Busy
Enable

This code is used to enable call forwarding when the phone is busy.

Call Forward
When Busy
Disable

This code is used to disable call forwarding when the phone is busy.

Do Not Disturb
Enable

This code is used to turn the do not disturb feature on. This has the Device reject
all calls destined to the phone line.
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Table 58 VolP > SIP > SIP Service Provider (continued)

LABEL

DESCRIPTION

Do Not Disturb
Disable

This code is used to turn the Do Not Disturb feature off.

Apply

Click Apply to save your changes.

Cancel

Click Cancel to restore your previously saved settings.

18.3 The SIP Account Screen

The Device uses a SIP account to make outgoing VolP calls and check if an incoming call’'s
destination number matches your SIP account’s SIP number. In order to make or receive a VolP
call, you need to enable and configure a SIP account, and map it to a phone port. The SIP account
contains information that allows your Device to connect to your VolP service provider.

See Section 18.3 on page 188 for how to map a SIP account to a phone port.

To access the following screen, click VolP > SIP > SIP Account.

Figure 94 VoIP > SIP > SIP Account

Add new SIP account |

SIP 1 Changelle ChangeMe ST

sip 2 Changelle Changelle A

The following table describes the labels in this screen.

Table 59 VolIP > SIP > SIP Account

LABEL DESCRIPTION

# This is the index number of the entry.

Active This shows whether the SIP account is activated or not.
A yellow bulb signifies that this SIP account is activated. A gray bulb signifies
that this SIP account is activated.

SIP Account This shows the name of the SIP account.

SIP Service This shows the name of the SIP service provider.

Provider

Account No. This shows the SIP number.

Modify Click the Edit icon to configure the SIP account.

Click the Delete icon to delete this SIP account from the Device.

18.3.1 Add/Edit SIP Account

188

You can configure a new SIP account or edit one. To access this screen, click Add new SIP
Account in the SIP Account screen or Edit icon next to an existing account.
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Figure 95 SIP Account: Add/Edit

Service Provider Selection :

General
SIP Account :

SIP Account Mumber :

Authenticaton
Username :

Password :

URL Type
URL Type :

Voice Features

Third Compression Type :
Speaking Volume Control

Listening Volume Control

E Note :

Call Features
¥ send caller D
¥ Active Call Transfer
¥ Active Call Waiting :

Mo Answer Ring Time

© Warm Line

Warm Line Timer (sec):

SIP Service Provider Selection

Primary Compression Type

Second Compression Type :

¥ Active G.168(Echo Cancellation)
¥ Active VAD{Voice Active Detector)

WAD will not be active while G.722 is used.

Active Call Waiting Reject Time : |24 (10-60) second
I™" Active Unconditional Forward To Number: |
[ Active Busy Forward To Number : |
I™" Active No Answer Forward To Number: |

I” Hot Line /Warm Line Enable

Hot Line /Warm Line number : |

I Active Anonymous Call Block

IChangeMe 'l

I™ Active SIP Account

|Change|'v1e

|Change|'v1e
I........

I‘IU (10~180) Second

& Hot Line

|:' (5~300)Second

Each field is described in the following table.

Table 60 SIP Account: Edit

LABEL

DESCRIPTION

SIP Service Provider Selection

Service Provider
Selection

Select the SIP service provider profile you want to use for the SIP account you
configure in this screen.

This field is view-only if you are editing the SIP account.

SIP Account Selection

SIP Account
Selection

This shows the SIP account you are configuring.

General
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Table 60 SIP Account: Edit (continued)

LABEL DESCRIPTION

SIP Account Select the Active SIP Account check box if you want to use this account. Clear
it if you do not want to use this account.

SIP Account Enter your SIP number. In the full SIP URI, this is the part before the @ symbol.

Number You can use up to 127 printable ASCII characters.

Authentication

Username Enter the user name for registering this SIP account, exactly as it was given to
you. You can use up to 95 printable ASCII characters.

Password Enter the password for registering this SIP account, exactly as it was given to
you. You can use up to 95 printable ASCII characters.

URL Type

URL Type Select whether or not to include the SIP service domain name when the Device

sends the SIP number.
SIP - include the SIP service domain name.

TEL - do not include the SIP service domain name.

Voice Features

Primary
Compression Type

Secondary
Compression Type

Third
Compression Type

Select the type of voice coder/decoder (codec) that you want the Device to use.
G.711 provides higher voice quality but requires more bandwidth (64 kbps).

e G.711MulLaw is typically used in North America and Japan.
e G.711ALaw is typically used in Europe.

e G.729 only requires 8 kbps.

e G.726-32 operates at 16, 24, 32 or 40 kbps.

= (G.722 operates at 48, 56 and 64 kbps.The Device must use the same codec
as the peer. When two SIP devices start a SIP session, they must agree on a
codec.

Select the Device’s first choice for voice coder/decoder.

Select the Device’s second choice for voice coder/decoder. Select None if you
only want the Device to accept the first choice.

Select the Device’s third choice for voice coder/decoder. Select None if you only
want the Device to accept the first or second choice.

Speaking Enter the loudness that the Device uses for speech that it sends to the peer
Volume device.
Control
Minimum is the quietest, and Maximum is the loudest.
Listening Enter the loudness that the Device uses for speech that it receives from the peer
Volume device.
Control
Minimum is the quietest, and Maximum is the loudest.
Active G.168 Select this if you want to eliminate the echo caused by the sound of your voice
(Echo reverberating in the telephone receiver while you talk.
Cancellation)
Active VAD Select this if the Device should stop transmitting when you are not speaking.
(Voice Active This reduces the bandwidth the Device uses.
Detector)

Call Features

Send Caller ID

Select this if you want to send identification when you make VolIP phone calls.
Clear this if you do not want to send identification.

Active Call
Transfer

190

Select this to enable call transfer on the Device. This allows you to transfer an
incoming call (that you have answered) to another phone.
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Table 60 SIP Account: Edit (continued)

Waiting Reject
Time

LABEL DESCRIPTION

Active Call Select this to enable call waiting on the Device. This allows you to place a call on

Waiting hold while you answer another incoming call on the same telephone (directory)
number.

Active Call Specify a time of seconds that the Device waits before rejecting the second call if

you do not answer it.

Active Select this if you want the Device to forward all incoming calls to the specified
Unconditional phone number.
Forward

Specify the phone number in the To Number field on the right.
Active Busy Select this if you want the Device to forward incoming calls to the specified
Forward phone number if the phone port is busy.

Specify the phone number in the To Number field on the right.

If you have call waiting, the incoming call is forwarded to the specified phone
number if you reject or ignore the second incoming call.

Active No Answer
Forward

Select this if you want the Device to forward incoming calls to the specified
phone number if the call is unanswered. (See No Answer Time.)

Specify the phone number in the To Number field on the right.

No Answer Ring
Time

This field is used by the Active No Answer Forward feature.

Enter the number of seconds the Device should wait for you to answer an
incoming call before it considers the call is unanswered.

Hot Line/Warm

Enable Warm Line or Hot Line feature on the Device. A hot line or warm line

Anonymous Call
Block

Line Enable number is a phone number. Hot Line is the number to be immediately dialed
once the phone is off the hook. Warm Line is the number to dial once the phone
remains off the hook for a time surpassing the delay period.

Hot Line/ Enter the number to be dialed once the phone is off the hook immediately (Hot

Warng Line Line) or after the time the phone remains off the hook has surpassed the delay

number period (Warm Line).

Warm Line Enter the duration the phone can remain off the hook before automatically

Timer (sec) dialing the warm line number. You can set the delay from 5 to 300 seconds.
Active Select this if you do not want the phone to ring when someone tries to call you

with caller ID deactivated.

Apply

Click Apply to save your changes.

Back

Click Back to return to the previous screen without saving.

18.4 Multiple SIP Accounts

You can set up two SIP accounts on your Device and your Device is equipped with two phone ports.
By default, SIP1 of the Device maps to phone port 1 for incoming and outgoing, and SIP2 maps to

phone port 2 for incoming and outgoing.
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18.5 Phone Screen

Use this screen to control which SIP accounts and PSTN line each phone uses. Click VolP > Phone

to access the Phone Device screen.

Figure 96 VolP > Phone > Phone Device

Analog Phone

# Phone ID Outgoing SIP Number Modify
1 Analog Phone 1 ChangeMe L%’
2 Analog Phone 2 ChangeMe L%’

The following table describes the labels in this screen.

Table 61 VolP > Phone > Phone Device

LABEL DESCRIPTION

# This is the index number of the entry.

Phone ID This is the phone device number.

Outgoing SIP This is the outgoing SIP number of the phone device.
Number

Modify Click the Edit icon to configure the SIP account.

18.5.1 Edit Phone Device

You can decide which SIP accounts the phones connected to the Device use by clicking the Edit icon
next to a Phone ID. The following screen displays.

You cannot edit the account if it is not activated. Go to VolP > SIP > SIP Account > Edit to

activate a SIP account (see Section 18.3 on page 188 for more information).

Figure 97 Phone Device: Edit

Analog Phone Edit

SIP Account to Make Outgoing Call

X

192

SIP Account SIP Number SIP Account SIP Number

& glp 1 Changele T gp2 ChangeMe
SIP Account(s) to Receive Incoming Call

SIP Account SIP Number SIP Account SIP Number

I sip1 Changele M sipz ChangeMe

Apply I Back I
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The following table describes the labels in this screen.

Table 62 Phone Device: Edit
LABEL DESCRIPTION

SIP Account to Make Outgoing Call

SIP Account Select the SIP account you want to use when making outgoing calls with the
analog phone connected to this phone port.

SIP Number This shows the SIP account number.

SIP Account(s) to Receive Incoming Call

SIP Account Select a SIP account if you want to receive phone calls for the selected SIP
account on this phone port.

If you select more than one SIP account for incoming calls, there is no way to
distinguish between them when you receive phone calls. If you do not select a
source for incoming calls, you cannot receive any calls on this phone port.

SIP Number This shows the SIP account number.
Apply Click Apply to save your changes.
Back Click Back to return to the previous screen without saving.

18.6 The Call Rule Screen

Use this screen to add, edit, or remove speed-dial numbers for outgoing calls. Speed dial provides
shortcuts for dialing frequently-used (VolP) phone numbers. You also have to create speed-dial
entries if you want to call SIP numbers that contain letters. Once you have configured a speed dial
rule, you can use a shortcut (the speed dial number, #01 for example) on your phone's keypad to
call the phone number.

To access this screen, click VolP = Call Rule.

Figure 98 VoIP > Call Rule

Speed Dial
# Number Description SIPNumber
1 | [ Add|
Phone Book
# Number Description Modify
#01 )
#02 EQ)
#03 )
#04 T
#05 [
#06 [T
#07 [T
#08 Q)
#09 EQ)
#10 Q)
Clear ﬂl
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Each field is described in the following table.

Table 63 VolP > Call Rule

LABEL DESCRIPTION

Speed Dial Use this section to create or edit speed-dial entries.

# Select the speed-dial number you want to use for this phone number.

Number Enter the SIP number you want the Device to call when you dial the speed-dial
number.

Description Enter a short description to identify the party you call when you dial the speed-
dial number. You can use up to 127 printable ASCII characters.

Add Click this to use the information in the Speed Dial section to update the Speed
Dial Phone Book section.

Phone Book Use this section to look at all the speed-dial entries and to erase them.

# This field displays the speed-dial number you should dial to use this entry.

Number This field displays the SIP number the Device calls when you dial the speed-dial
number.

Description This field displays a short description of the party you call when you dial the

speed-dial number.

Modify Use this field to edit or erase the speed-dial entry.

Click the Edit icon to copy the information for this speed-dial entry into the
Speed Dial section, where you can change it. Click Add when you finish editing
to change the configurations.

Click the Delete icon to erase this speed-dial entry.

Clear Click this to erase all the speed-dial entries.

Cancel Click this to set every field in this screen to its last-saved value.

18.7 Technical Reference

This section contains background material relevant to the VolP screens.

18.7.1 VolP

VolIP is the sending of voice signals over Internet Protocol. This allows you to make phone calls and
send faxes over the Internet at a fraction of the cost of using the traditional circuit-switched
telephone network. You can also use servers to run telephone service applications like PBX services
and voice mail. Internet Telephony Service Provider (ITSP) companies provide VolP service.

Circuit-switched telephone networks require 64 kilobits per second (Kbps) in each direction to

handle a telephone call. VolP can use advanced voice coding techniques with compression to reduce
the required bandwidth.

18.7.2 SIP

The Session Initiation Protocol (SIP) is an application-layer control (signaling) protocol that handles
the setting up, altering and tearing down of voice and multimedia sessions over the Internet.

194 FMG3024-D10A / FMG3025-D10A Series User’s Guide




Chapter 18 VolP

SIP signaling is separate from the media for which it handles sessions. The media that is exchanged
during the session can use a different path from that of the signaling. SIP handles telephone calls
and can interface with traditional circuit-switched telephone networks.

SIP Identities

A SIP account uses an identity (sometimes referred to as a SIP address). A complete SIP identity is
called a SIP URI (Uniform Resource Identifier). A SIP account's URI identifies the SIP account in a
way similar to the way an e-mail address identifies an e-mail account. The format of a SIP identity
is SIP-Number@SIP-Service-Domain.

SIP Number

The SIP number is the part of the SIP URI that comes before the “@” symbol. A SIP number can
use letters like in an e-mail address (johndoe@your-1TSP.com for example) or numbers like a
telephone number (1122334455@VolP-provider.com for example).

SIP Service Domain

The SIP service domain of the VolP service provider is the domain name in a SIP URI. For example,
if the SIP address is 1122334455@VolP-provider.com, then “VolP-provider.com” is the SIP service
domain.

SIP Registration

Each Device is an individual SIP User Agent (UA). To provide voice service, it has a public IP
address for SIP and RTP protocols to communicate with other servers.

A SIP user agent has to register with the SIP registrar and must provide information about the
users it represents, as well as its current IP address (for the routing of incoming SIP requests).
After successful registration, the SIP server knows that the users (identified by their dedicated SIP
URIs) are represented by the UA, and knows the IP address to which the SIP requests and
responses should be sent.

Registration is initiated by the User Agent Client (UAC) running in the VolP gateway (the Device).
The gateway must be configured with information letting it know where to send the REGISTER
message, as well as the relevant user and authorization data.

A SIP registration has a limited lifespan. The User Agent Client must renew its registration within
this lifespan. If it does not do so, the registration data will be deleted from the SIP registrar's
database and the connection broken.

The Device attempts to register all enabled subscriber ports when it is switched on. When you
enable a subscriber port that was previously disabled, the Device attempts to register the port
immediately.

Authorization Requirements

SIP registrations (and subsequent SIP requests) require a username and password for
authorization. These credentials are validated via a challenge / response system using the HTTP
digest mechanism (as detailed in RFC3261, "SIP: Session Initiation Protocol").
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SIP Servers

SIP is a client-server protocol. A SIP client is an application program or device that sends SIP
requests. A SIP server responds to the SIP requests.

When you use SIP to make a VolP call, it originates at a client and terminates at a server. A SIP
client could be a computer or a SIP phone. One device can act as both a SIP client and a SIP server.

SIP User Agent

A SIP user agent can make and receive VolP telephone calls. This means that SIP can be used for
peer-to-peer communications even though it is a client-server protocol. In the following figure,
either A or B can act as a SIP user agent client to initiate a call. A and B can also both act as a SIP
user agent to receive the call.

Figure 99 SIP User Agent

SIP Proxy Server
A SIP proxy server receives requests from clients and forwards them to another server.

In the following example, you want to use client device A to call someone who is using client device
C.

The client device (A in the figure) sends a call invitation to the SIP proxy server B.

The SIP proxy server forwards the call invitation to C.
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Figure 100 SIP Proxy Server

SIP Redirect Server

A SIP redirect server accepts SIP requests, translates the destination address to an IP address and
sends the translated IP address back to the device that sent the request. Then the client device that
originally sent the request can send requests to the IP address that it received back from the

redirect server. Redirect servers do not initiate SIP requests.

In the following example, you want to use client device A to call someone who is using client device
C.

1 Client device A sends a call invitation for C to the SIP redirect server B.
2 The SIP redirect server sends the invitation back to A with C’s IP address (or domain name).

3 Client device A then sends the call invitation to client device C.
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Figure 101 SIP Redirect Server

SIP Register Server

-
2 —
B

A SIP register server maintains a database of SIP identity-to-IP address (or domain name)
mapping. The register server checks your user name and password when you register.

RTP

When you make a VoIP call using SIP, the RTP (Real time Transport Protocol) is used to handle voice

data transfer. See RFC 3550 for details on RTP.

Pulse Code Modulation

Pulse Code Modulation (PCM) measures analog signal amplitudes at regular time intervals and
converts them into bits.

SIP Call Progression

The following figure displays the basic steps in the setup and tear down of a SIP call. A calls B.

Table 64 SIP Call Progression

A B
1. INVITE .
4 2. Ringing
- 3. OK
4. ACK -
5.Dialogue (voice traffic)
6. BYE .
- 7. OK
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1 A sends a SIP INVITE request to B. This message is an invitation for B to participate in a SIP
telephone call.

2 B sends a response indicating that the telephone is ringing.

3 B sends an OK response after the call is answered.

4 A then sends an ACK message to acknowledge that B has answered the call.
5 Now A and B exchange voice media (talk).

6 After talking, A hangs up and sends a BYE request.

7 B replies with an OK response confirming receipt of the BYE request and the call is terminated.

Voice Coding

A codec (coder/decoder) codes analog voice signals into digital signals and decodes the digital
signals back into analog voice signals. The Device supports the following codecs.

e G.711 is a Pulse Code Modulation (PCM) waveform codec. PCM measures analog signal
amplitudes at regular time intervals and converts them into digital samples. G.711 provides very
good sound quality but requires 64 kbps of bandwidth.

= G.726 is an Adaptive Differential PCM (ADPCM) waveform codec that uses a lower bitrate than
standard PCM conversion. ADPCM converts analog audio into digital signals based on the
difference between each audio sample and a prediction based on previous samples. The more
similar the audio sample is to the prediction, the less space needed to describe it. G.726 operates
at 16, 24, 32 or 40 kbps.

= G.729 is an Analysis-by-Synthesis (AbS) hybrid waveform codec that uses a filter based on
information about how the human vocal tract produces sounds. G.729 provides good sound
quality and reduces the required bandwidth to 8 kbps.

PSTN Call Setup Signaling
Dual-Tone MultiFrequency (DTMF) signaling uses pairs of frequencies (one lower frequency and one
higher frequency) to set up calls. It is also known as Touch Tone®. Each of the keys on a DTMF

telephone corresponds to a different pair of frequencies.

Pulse dialing sends a series of clicks to the local phone office in order to dial numbers.t

MWI (Message Waiting Indication)
Enable Message Waiting Indication (MWI) enables your phone to give you a message—waiting

(beeping) dial tone when you have a voice message(s). Your VolP service provider must have a
messaging system that sends message waiting status SIP packets as defined in RFC 3842.

18.7.3 Quality of Service (QoS)

Quality of Service (QoS) refers to both a network's ability to deliver data with minimum delay, and
the networking methods used to provide bandwidth for real-time multimedia applications.

1. The Device does not support pulse dialing at the time of writing.
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Type of Service (ToS)

Network traffic can be classified by setting the ToS (Type of Service) values at the data source (for
example, at the Device) so a server can decide the best method of delivery, that is the least cost,
fastest route and so on.

DiffServ

DiffServ is a class of service (CoS) model that marks packets so that they receive specific per-hop
treatment at DiffServ-compliant network devices along the route based on the application types
and traffic flow. Packets are marked with DiffServ Code Points (DSCP) indicating the level of service
desired. This allows the intermediary DiffServ-compliant network devices to handle the packets
differently depending on the code points without the need to negotiate paths or remember state
information for every flow. In addition, applications do not have to request a particular service or
give advanced notice of where the traffic is going.2

DSCP and Per-Hop Behavior

DiffServ defines a new DS (Differentiated Services) field to replace the Type of Service (TOS) field
in the IP header. The DS field contains a 2-bit unused field and a 6-bit DSCP field which can define
up to 64 service levels. The following figure illustrates the DS field.

DSCP is backward compatible with the three precedence bits in the ToS octet so that non-DiffServ
compliant, ToS-enabled network device will not conflict with the DSCP mapping.

Figure 102 DiffServ: Differentiated Service Field

DSCP Unused
(6-bit) (2-bit)

The DSCP value determines the forwarding behavior, the PHB (Per-Hop Behavior), that each packet
gets across the DiffServ network. Based on the marking rule, different kinds of traffic can be
marked for different priorities of forwarding. Resources can then be allocated according to the DSCP
values and the configured policies.

VLAN Tagging

Virtual Local Area Network (VLAN) allows a physical network to be partitioned into multiple logical
networks. Only stations within the same group can communicate with each other.

Your Device can add IEEE 802.1Q VLAN ID tags to voice frames that it sends to the network. This
allows the Device to communicate with a SIP server that is a member of the same VLAN group.
Some ISPs use the VLAN tag to identify voice traffic and give it priority over other traffic.

18.7.4 Phone Services Overview

200

Supplementary services such as call hold, call waiting, and call transfer. are generally available from
your VoIP service provider. The Device supports the following services:

2. The Device does not support DiffServ at the time of writing.
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= Call Hold

= Call Waiting

= Making a Second Call
« Call Transfer

= Three-Way Conference
« Internal Calls

= Do not Disturb

Note: To take full advantage of the supplementary phone services available through the
Device's phone ports, you may need to subscribe to the services from your VolIP
service provider.

The Flash Key

Flashing means to press the hook for a short period of time (a few hundred milliseconds) before
releasing it. On newer telephones, there should be a "flash" key (button) that generates the signal
electronically. If the flash key is not available, you can tap (press and immediately release) the
hook by hand to achieve the same effect. However, using the flash key is preferred since the timing
is much more precise. With manual tapping, if the duration is too long, it may be interpreted as
hanging up by the Device.

You can invoke all the supplementary services by using the flash key.

Europe Type Supplementary Phone Services

This section describes how to use supplementary phone services with the Europe Type Call
Service Mode. Commands for supplementary services are listed in the table below.

After pressing the flash key, if you do not issue the sub-command before the default sub-command
time-out (2 seconds) expires or issue an invalid sub-command, the current operation will be
aborted.

Table 65 European Flash Key Commands
COMMAND SUB-COMMAND | DESCRIPTION

Flash Put a current call on hold to place a second call.

Switch back to the call (if there is no second call).

Flash 0] Drop the call presently on hold or reject an incoming call which is
waiting for answer.

Flash 1 Disconnect the current phone connection and answer the
incoming call or resume with caller presently on hold.

Flash 2 1. Switch back and forth between two calls.
2. Put a current call on hold to answer an incoming call.

3. Separate the current three-way conference call into two
individual calls (one is on-line, the other is on hold).

Flash 3 Create three-way conference connection.

Flash *98# Transfer the call to another phone.
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European Call Hold
Call hold allows you to put a call (A) on hold by pressing the flash key.

If you have another call, press the flash key and then “2” to switch back and forth between caller A
and B by putting either one on hold.

Press the flash key and then “0” to disconnect the call presently on hold and keep the current call
on line.

Press the flash key and then “1” to disconnect the current call and resume the call on hold.

If you hang up the phone but a caller is still on hold, there will be a remind ring.

European Call Waiting

This allows you to place a call on hold while you answer another incoming call on the same
telephone (directory) number.

If there is a second call to a telephone number, you will hear a call waiting tone. Take one of the
following actions.

* Reject the second call.
Press the flash key and then press “0”.
= Disconnect the first call and answer the second call.

Either press the flash key and press “1”, or just hang up the phone and then answer the phone
after it rings.

e Put the first call on hold and answer the second call.

Press the flash key and then “2”.

European Call Transfer

Do the following to transfer a call (that you have answered) to another phone number.

Press the flash key to put the caller on hold.

When you hear the dial tone, dial “*98#” followed by the number to which you want to transfer the
call. to operate the Intercom.

After you hear the ring signal or the second party answers it, hang up the phone.

European Three-Way Conference

Use the following steps to make three-way conference calls.

When you are on the phone talking to someone, press the flash key to put the call on hold and get
a dial tone.

Dial a phone number directly to make another call.
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When the second call is answered, press the flash key and press “3” to create a three-way
conversation.

4 Hang up the phone to drop the connection.

If you want to separate the activated three-way conference into two individual connections (one is
on-line, the other is on hold), press the flash key and press “2”.
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Logs

19.1 Overview

The web configurator allows you to choose which categories of events and/or alerts to have the
Device log and then display the logs or have the Device send them to an administrator (as e-mail)
or to a syslog server.

19.1.1 What You Can Do in this Chapter
= Use the System Log screen to see the system logs for the categories that you select (Section
19.2 on page 206).
* Use the Phone Log screen to view phone logs and alert messages (Section 19.3 on page 207).

= Use The VolP Call History screen to view the details of the calls performed on the Device
(Section 19.4 on page 207).

19.1.2 What You Need To Know

The following terms and concepts may help as you read this chapter.

Alerts and Logs

An alert is a type of log that warrants more serious attention. They include system errors, attacks
(access control) and attempted access to blocked web sites. Some categories such as System
Errors consist of both logs and alerts. You may differentiate them by their color in the View Log
screen. Alerts display in red and logs display in black.

Syslog Overview

The syslog protocol allows devices to send event notification messages across an IP network to
syslog servers that collect the event messages. A syslog-enabled device can generate a syslog
message and send it to a syslog server.

Syslog is defined in RFC 3164. The RFC defines the packet format, content and system log related
information of syslog messages. Each syslog message has a facility and severity level. The syslog
facility identifies a file in the syslog server. Refer to the documentation of your syslog program for
details. The following table describes the syslog severity levels.

Table 66 Syslog Severity Levels
CODE SEVERITY

0 Emergency: The system is unusable.
1 Alert: Action must be taken immediately.
2 Critical: The system condition is critical.
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Table 66 Syslog Severity Levels

CODE SEVERITY

3 Error: There is an error condition on the system.

4 Warning: There is a warning condition on the system.

5 Notice: There is a normal but significant condition on the system.
6 Informational: The syslog contains an informational message.

7 Debug: The message is intended for debug-level purposes.

19.2 The System Log Screen

Click System Monitor > Log to open the System Log screen. Use the System Log screen to see
the system logs for the categories that you select in the upper left drop-down list box.

Figure 103 System Monitor > Log > System Log

|Remote Managementj Level : |AII j Reff95h| Clear |-095|
1 1970 Jan 13 notice Send DHCP ACK to 00:24:21:7E:20:96 with IP
08:35:32 192168,
1970 Jan 13 . 94-04-TE-
2 08:35-32 notice Receive DHCP REQUEST from 00:24:21.7E:2
3 1970 Jan 13 notice Send DHCP ACK to 00:24:21:7E:20:96 with IP
08:35:27 192168,
1970 Jan 13 . 94-04-TE-
4 08:35-27 notice Receive DHCP REQUEST from 00:24:21.7E:2
5 1970 Jan 13 notice 3end DHCP OFFER to 00:24:21:7E:20:96 with IP
08:35:27 192168,
1970 Jan 13 . 94-04-TE-
g 08:35-27 notice Receive DHCP DISCOVER from 00:24:21.7E:2
1970 Jan 13 . 94-04-TE-
7 08:35-22 notice Send DHCP NACK to 00:24:21.7E:2
1970 Jan 13 . 94-04-TE-
8 08:35-22 notice Receive DHCP REQUEST from 00:24:21.7E:2

The following table describes the fields in this screen.

Table 67 System Monitor > Log > System Log
LABEL DESCRIPTION

Level Select a severity level from the drop-down list box. This filters search results
according to the severity level you have selected. When you select a severity, the
Device searches through all logs of that severity or higher.

Refresh Click this to renew the log screen.

Clear Log Click this to delete all the logs.

# This field is a sequential value and is not associated with a specific entry.

Time This field displays the time the log was recorded.

Level This field displays the severity level of the logs that the device is to send to this

syslog server.

Messages This field states the reason for the log.
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19.3 The Phone Log Screen

Click System Monitor > Log to open the Phone Log screen. Use this screen to view phone logs
and alert messages. You can select the type of log and level of severity to display.

Figure 104 System Monitor > Log > Phone Log

fAllLogs T Level: [an [+ | | Refresh Clear Logs
# ¢ Time %I Level | Message

1 Aug 20 07:37:17 =148 SIP Registration: SIP:12875: Register Fail, error_cause 43
2 Aug 20 07:37:40 info [Changeme] [FX52] Phone Event. OFFHO QK
3 Aug 20 07:37:43 info [Chanoehde] [FX52] Phone Event ONHOOK,
4 Aug 20 07:37:43 info [Changehe] [FX52] Phone Event: idle
5 Aug 20 07:39:05 info [ChangeMe] [FX52] Phone Event OFFHOOK
i Aug 20 07:39:28 infa [Changeme] [FX52] Phone Event ONHOOK
7 Aug 20 07:39:28 info [Chanoehde] [FX52] Phone Event: idle
g Aug 20 07:41:14 info SIP Registration: SIP:128752: Register Success
9 Aug 20 07:41:49 info [ChangeMe] [FX52] Phone Event OFFHOOK
10 Aug 20 07:41:56 info [ChangeMe] [FX52] Phone Event ONHOOK

The following table describes the fields in this screen.

Table 68 System Monitor > Log > Phone Log

LABEL DESCRIPTION
Select a category of logs to view from the drop-down list box. select All Logs to
view all logs.

Level Select the severity level that you want to view.

Refresh Click this to renew the log screen.

Clear Logs Click this to delete all the logs.

# This field is a sequential value and is not associated with a specific entry.

Time This field displays the time the log was recorded.

Level This field displays the severity level of the logs that the device is to send to this
syslog server.

Message This field states the reason for the log.

19.4 The VolIP Call History Screen

Click System Monitor = Log = VolP Call History to open the VolP Call History screen.
Use this screen to see the details of the calls performed on the Device.

Figure 105 System Monitor > Log > VolP Call History

| &1l C:all Histary

[aed Refresh Clear Logs

¢' Local Number e' Peer Number :' Interface =' Duration
1 08/2002010 09:43:52 128752 1353689 SIP 0:00:00
2 08/2002010 09:43:07 128752 1353695 SIP 0:00:06
3 08/2002010 09:42:11 128752 1353698 SIP 0:00:37
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The following table describes the fields in this screen.

Table 69 System Monitor > Log > VolP Call History

LABEL DESCRIPTION
Select a category of call records to view from the drop-down list box. select All
Call History to view all call records.
Refresh Click this to renew the log screen.
Clear Logs Click this to delete all the logs.
# This field is a sequential value and is not associated with a specific entry.
Time This field displays the time the call was recorded.
Local Number This field displays the phone number you used to make or receive this call.
Peer Number This field displays the phone number you called or from which this call is made.
Interface This field displays the type of the call.
Duration This field displays how long the call lasted.
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Traffic Status

Use the Traffic Status screens to look at network traffic status and statistics of the WAN, LAN

interfaces and NAT.

20.1.1 What You Can Do in this Chapter

= Use the WAN screen to view the WAN traffic statistics (Section 20.2 on page 209) .
= Use the LAN screen to view the LAN traffic statistics (Section 20.3 on page 210).

= Use the NAT screen to view the NAT status of the Device’s client(s) (Section 20.4 on page 211).

= Use the 3G Backup screen to view the 3G connection traffic statistics (Section 20.6 on page

212).

* Use the VolP Status screen to view the VolP traffic statistics (Section 20.6 on page 212).

20.2 The WAN Status Screen

Click System Monitor > Traffic Status to open the WAN screen. You can view the WAN traffic

statistics in this screen.

Figure 106 System Monitor > Traffic Status > WAN

Sent:

Status

3062046 Bytes

Refresh interval :

Packets Sent
Connected Interface
Data Error Drop

eth1 12474 1} 1]

Data
2903328 0

Received

17295076 Bytes

Packets Received
Error Drop

an
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The following table describes the fields in this screen.

Table 70 System Monitor > Traffic Status > WAN

LABEL DESCRIPTION
Status This shows the number of bytes received and sent through the WAN interface of
the Device.
Refresh Interval | Select how often you want the Device to update this screen from the drop-down
list box.
Connected This shows the name of the WAN interface that is currently connected.
Interface
Packets Sent
Data This indicates the number of transmitted packets on this interface.
Error This indicates the number of frames with errors transmitted on this interface.
Drop This indicates the number of outgoing packets dropped on this interface.
Packets Received
Data This indicates the number of received packets on this interface.
Error This indicates the number of frames with errors received on this interface.
Drop This indicates the number of received packets dropped on this interface.

20.3 The LAN Status Screen

Click System Monitor > Traffic Status > LAN to open the following screen. You can view the LAN
traffic statistics in this screen.

Figure 107 System Monitor > Traffic Status > LAN

Refresh inter\ral.|5 seconds 'I

Bytes Sent o o 1329628 o

Bytes Received o o 236957

Interfacs LA AN AN LANA
Data 0 0 2241 0

Sent (Packet) Error 0 0 o 0
Drop 0 0 o] ]
Data o o 2000 o

Received (Packet) Error o o ] o
Drop o o ] o

The following table describes the fields in this screen.

Table 71 System Monitor > Traffic Status > LAN

LABEL DESCRIPTION

Refresh Interval | Select how often you want the Device to update this screen from the drop-down
list box.

Interface This shows the LAN interface.

Bytes Sent This indicates the number of bytes transmitted on this interface.

Bytes Received | This indicates the number of bytes received on this interface.

Interface This shows the LAN interface.

Sent (Packet)
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Table 71 System Monitor > Traffic Status > LAN (continued)

LABEL DESCRIPTION
Data This indicates the number of transmitted packets on this interface.
Error This indicates the number of frames with errors transmitted on this interface.
Drop This indicates the number of outgoing packets dropped on this interface.

Received (Packet)

Data This indicates the number of received packets on this interface.
Error This indicates the number of frames with errors received on this interface.
Drop This indicates the number of received packets dropped on this interface.

20.4 The NAT Status Screen

Click System Monitor > Traffic Status > NAT to open the following screen. You can view the NAT
status of the Device’s client(s) in this screen.

Figure 108 System Monitor > Traffic Status > NAT
Refresh interval :|5 seconds 'l
Dowcotome — Phddess Wik tooownsesn

twpc13774-02 192.168.1.58 00:24:21:7e:20:96 142
Total : 142

The following table describes the fields in this screen.
Table 72 System Monitor > Traffic Status > NAT

LABEL DESCRIPTION

Refresh Interval | Select how often you want the Device to update this screen from the drop-down

list box.

Device Name This shows the name of the client.

IP Address This shows the IP address of the client.

MAC Address This shows the MAC address of the client.

No. of Open This shows the number of NAT sessions used by the client.

Session

20.5 The 3G Backup Status Screen

Click System Monitor > Traffic Status > 3G Backup to open the following screen. You can view
the 3G connection traffic statistics in this screen.
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Figure 109 System Monitor > Traffic Status > 3G Backup

Sent: " Received:
0 Bytes : 0 Bytes

Status

Refresh interval : I Sseconds ¥/
Packets Sent Packets Received
Connected Interface
Data Error Drop Data Error Drop

ppp9 i) 0 i) 0 1] 0

The following table describes the fields in this screen.

Table 73 System Monitor > Traffic Status > 3G backup

LABEL DESCRIPTION

Status This shows the number of bytes received and sent through the 3G interface of the
Device.

Refresh Interval | Select how often you want the Device to update this screen from the drop-down
list box.

Connected This shows the name of the 3G connection interface that is currently connected.

Interface

Packets Sent

Data This indicates the number of transmitted packets on this interface.

Error This indicates the number of frames with errors transmitted on this interface.

Drop This indicates the number of outgoing packets dropped on this interface.

Packets Received

Data This indicates the number of received packets on this interface.

Error This indicates the number of frames with errors received on this interface.

Drop This indicates the number of received packets dropped on this interface.

20.6 The VoIP Status Screen

Click System Monitor > VolP Status to open the following screen. You can view the VolP traffic
statistics in this screen.
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Figure 110 System Monitor > VolIP Status

Refreshinterval :|5 seconds ¥ ‘

SIP Status

Registration

SIF1 Disabled 0:00:00 ChangeMe@ChangeMe MO MNIA IA
SIP 2 Disabled 0:00:00 ChangeMe@ChangeMe MO MNIA IA
Call Status
0 Day(s), 0 Hour(s), 0 Minute(s),
SIPA 0 Second(s) Idle Mone
0 Day(s), 0 Hour(s), 0 Minute(s),
SIP 2 0 Second(s) Idle Mone

Phone Status

Phone State

Fhone 1 ChangeMe Changele OMNHOOK
FPhaone 2 ChangeMe Changele OMNHOOK

The following table describes the fields in this screen.

Table 74 System Monitor > VoIP Status

LABEL DESCRIPTION

Refresh Interval | Select how often you want the Device to update this screen from the drop-down
list box.

SIP Status

Account This column displays each SIP account in the Device.

Registration This field displays the current registration status of the SIP account. You can

change this in the Status screen.
Registered - The SIP account is registered with a SIP server.

Not Registered - The last time the Device tried to register the SIP account with
the SIP server, the attempt failed. The Device automatically tries to register the
SIP account when you turn on the Device or when you activate it.

Inactive - The SIP account is not active. You can activate it in VolP > SIP > SIP

Account.
Last This field displays the last time you successfully registered the SIP account. The
Registration field is blank if you never successfully registered this account.
URI This field displays the account number and service domain of the SIP account. You

can change these in the VolP > SIP screens.

Message Waiting | This field indicates whether or not there are any messages waiting for the SIP

account.
Last Incoming This field displays the last number that called the SIP account. The field is blank if
Number no number has ever dialed the SIP account.

Last Outgoing This field displays the last number the SIP account called. The field is blank if the

Number SIP account has never dialed a number.

Call Status

Account This column displays each SIP account in the Device.
Duration This field displays how long the current call has lasted.
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Table 74 System Monitor > VolIP Status (continued)

LABEL DESCRIPTION
Status This field displays the current state of the phone call.
Idle - There are no current VoIP calls, incoming calls or outgoing calls being
made.
Dial - The callee’s phone is ringing.
Ring - The phone is ringing for an incoming VolP call.
Process - There is a VolP call in progress.
DISC - The callee’s line is busy, the callee hung up or your phone was left off the
hook.
Codec This field displays what voice codec is being used for a current VolIP call through a

phone port.

Peer Number

This field displays the SIP number of the party that is currently engaged in a VolP
call through a phone port.

Phone Status

Account This field displays the phone accounts of the Device.

Outgoing This field displays the SIP number that you use to make calls on this phone port.
Number

Incoming This field displays the SIP number that you use to receive calls on this phone port.
Number

Phone State

This field shows whether or the phone connected to the subscriber port is on-hook
ONHOOK) or off-hook (OFFHOOK).

214
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User Account

21.1 Overview

You can configure system password for different user accounts in the User Account screen.

21.2 The User Account Screen

Use the User Account screen to configure system password.
Click Maintenance > User Account to open the following screen.

Figure 111 Maintenance > User Account

User Mame : Iadmin 'l

Old Passwaord : |

Mew Password : |

Retype to Confirm ; |

o] comel

The following table describes the labels in this screen.

Table 75 Maintenance > User Account

LABEL DESCRIPTION

User Name You can configure the password for the Power User and Admin accounts.

Old Password Type the default password or the existing password you use to access the system
in this field.

New Password Type your new system password (up to 30 characters). Note that as you type a
password, the screen displays a (*) for each character you type. After you change
the password, use the new password to access the Device.

Retype to Type the new password again for confirmation.
Confirm

Apply Click Apply to save your changes.

Cancel Click Cancel to restore your previously saved settings.
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Remote MGMT

22.1 Overview

Remote MGMT allows you to manage your Device from a remote location through the following
interfaces:

< LAN
= WAN only

Note: The Device is managed using the web configurator.

22.1.1 What You Need to Know

The following terms and concepts may help as you read this chapter

TR-064

TR-064 is a LAN-Side DSL CPE Configuration protocol defined by the DSL Forum. TR-064 is built on
top of UPnP. It allows the users to use a TR-064 compliant CPE management application on their
computers from the LAN to discover the CPE and configure user-specific parameters, such as the
username and password.

SSH/SCP/SFTP

Secure Shell (SSH) is a secure communication protocol that combines authentication and data
encryption to provide secure encrypted communication between two hosts over an unsecured
network. The following file transfer methods use SSH:

= Secure Copy (SC) is a secure way of transferring files between computers. It uses port 22.

= SSH File Transfer Protocol or Secure File Transfer Protocol (SFTP) is an old way of
transferring files between computers. It uses port 22.

22.2 The Remote MGMT Screen

Use this screen to decide what services you may use to access which Device interface. Click
Maintenance > Remote MGMT to open the following screen.

FMG3024-D10A / FMG3025-D10A Series User’s Guide 217




Chapter 22 Remote MGMT

Figure 112 Maintenance > Remote MGMT

Remote Management

rvic " LAN T WAL |
I I I

HTTPS ™ Enable ™ Enable |443
HTTP ¥ Enable ™ Enable [z0
TELNET " Enable " Enable X
FTP ¥ Enable ™ Enable [21

SSH ™ Enable ™ Enable [22

ICMP ¥ Enable ¥ Enable NIA
TR-064 ¥ Enable NIA 13388
SNMP ¥ Enable ™ Enable 161

ﬂl Cancel |

The following table describes the fields in this screen.

Table 76 Maintenance > Remote MGMT

LABEL DESCRIPTION

Services This is the service you may use to access the Device.

LAN Select the Enable check box for the corresponding services that you want to
allow access to the Device from the LAN.

WAN Select the Enable check box for the corresponding services that you want to
allow access to the Device from the WAN.

Port You may change the server port number for a service if needed, however you
must use the same port number in order to use that service for remote
management.

Apply Click Apply to save your changes.

Cancel Click Cancel to restore your previously saved settings.
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23.1 Overview

This chapter explains how to configure the SNMP settings on the Device.

23.2 The SNMP Screen

Simple Network Management Protocol is a protocol used for exchanging management information
between network devices. Your Device supports SNMP agent functionality, which allows a manager
station to manage and monitor the Device through the network. The Device supports SNMP version
one (SNMPv1) and version two (SNMPv2c). The next figure illustrates an SNMP management
operation.

Figure 113 SNMP Management Model

MANAGER

Managed Device Managed Device Managed Device

An SNMP managed network consists of two main types of component: agents and a manager.

An agent is a management software module that resides in a managed device (the Device). An
agent translates the local management information from the managed device into a form
compatible with SNMP. The manager is the console through which network administrators perform
network management functions. It executes applications that control and monitor managed
devices.
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The managed devices contain object variables/managed objects that define each piece of
information to be collected about a device. Examples of variables include such as number of
packets received, node port status etc. A Management Information Base (MIB) is a collection of
managed objects. SNMP allows a manager and agents to communicate for the purpose of accessing
these objects.

SNMP itself is a simple request/response protocol based on the manager/agent model. The
manager issues a request and the agent returns responses using the following protocol operations:

= Get - Allows the manager to retrieve an object variable from the agent.

= GetNext - Allows the manager to retrieve the next object variable from a table or list within an
agent. In SNMPv1, when a manager wants to retrieve all elements of a table from an agent, it
initiates a Get operation, followed by a series of GetNext operations.

* Set - Allows the manager to set values for object variables within an agent.

« Trap - Used by the agent to inform the manager of some events.

Click Maintenance = SNMP to open the following screen. Use this screen to configure the Device
SNMP settings.

Figure 114 Maintenance > SNMP

Get Community : Jpublic
Set Community Jprivate
Trap Community : Jpublic
Trap Destination : [192.168.1.33

Apply | Cancel |

The following table describes the fields in this screen.

Table 77 Maintenance > SNMP
LABEL DESCRIPTION

Get Community Enter the Get Community, which is the password for the incoming Get and
GetNext requests from the management station. The default is public and
allows all requests.

Set Community Enter the Set community, which is the password for incoming Set requests
from the management station. The default is public and allows all requests.

Trap Community Type the trap community, which is the password sent with each trap to the
SNMP manager. The default is public and allows all requests.

Trap Destination Type the IP address of the station to send your SNMP traps to.

Apply Click Apply to save your changes back to the Device.

Cancel Click Cancel to restore your previously saved settings.
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System

24.1 Overview

You can configure system settings, including the host name, domain name and the inactivity time-
out interval in the System screen.

24.1.1 What You Need to Know

The following terms and concepts may help as you read this chapter.

Domain Name

This is a network address that identifies the owner of a network connection. For example, in the
network address “www.zyxel.com/support/files”, the domain name is “www.zyxel.com”.

24.2 The System Screen

Use the System screen to configure the system’s host name, domain name, and inactivity time-out
interval.

The Host Name is for identification purposes. However, because some ISPs check this name you
should enter your computer's "Computer Name". Find the system name of your Windows computer.

In Windows XP, click start, My Computer, View system information and then click the
Computer Name tab. Note the entry in the Full computer name field and enter it as the Device
System Name.

Click Maintenance > System to open the following screen.

Figure 115 Maintenance > System

Host Name : Irouter

Domain Name : Inome

Administrator Inactivity Timer : |U (minutes, 0 means no timeout)

Apply | Cancel
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The following table describes the labels in this screen.

Table 78 Maintenance > System
LABEL DESCRIPTION

Host Name Choose a descriptive name for identification purposes. It is recommended you
enter your computer’s “Computer name” in this field. This name can be up to 30
alphanumeric characters long. Spaces are not allowed, but dashes “-” and
underscores "_" are accepted.

Domain Name Enter the domain name (if you know it) here. If you leave this field blank, the ISP
may assign a domain name via DHCP.

The domain name entered by you is given priority over the ISP assighed domain
name.

Administrator Type how many minutes a management session (either via the web configurator)
Inactivity Timer | can be left idle before the session times out. The default is 5 minutes. After it
times out you have to log in with your password again. Very long idle timeouts
may have security risks. A value of "0" means a management session never times
out, no matter how long it has been left idle (not recommended).

Apply Click this to save your changes back to the Device.

Cancel Click this to begin configuring this screen afresh.
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Time Setting

25.1 Overview

You can configure the system’s time and date in the Time Setting screen.

25.2 The Time Setting Screen

To change your Device’s time and date, click Maintenance > Time. The screen appears as shown.
Use this screen to configure the Device’s time based on your local time zone.

Figure 116 Maintenance > Time Setting

Current Date/Time
Current Time : 03:34:19
Current Date 2000-01-01

Time and Date Setup

Time Protocol : NTP

Time Server Address |eur0pe.p00|.ntp.0rg
Time Zone

Time Zone :|(GMT+U1:UU} Berlin, Stockholm, Rome, Bern, Brussels, Vienna j

¥ Daylight Savings

Start Date : Last Sun.

End Date : Last

Of |March _¥| (2000-03-26) at |1 o'clock
Of | October =] (2000-10-29) at |1 o'clock

- -
- -

Sun.

Apply | Reset |

The following table describes the fields in this screen.

Table 79 Maintenance > System > Time Setting
LABEL DESCRIPTION

Current Date/Time

Current Time This field displays the time of your Device.

Current Date This field displays the date of your Device.

Time and Date Setup

Time Protocol This shows the time service protocol that your time server sends when you turn
on the Device.

Time Server Enter the IP address or URL (up to 31 extended ASCII characters in length) of

Address your time server. Check with your ISP/network administrator if you are unsure

of this information.

Time Zone Choose the time zone of your location. This will set the time difference between
your time zone and Greenwich Mean Time (GMT).
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Table 79 Maintenance > System > Time Setting (continued)
LABEL DESCRIPTION

Daylight Savings Daylight saving is a period from late spring to early fall when many countries set
their clocks ahead of normal local time by one hour to give more daytime light in
the evening.Select this option if you use Daylight Saving Time.

Start Date Configure the day and time when Daylight Saving Time starts if you selected
Daylight Savings. The o'clock field uses the 24 hour format. Here are a
couple of examples:

Daylight Saving Time starts in most parts of the United States on the second
Sunday of March. Each time zone in the United States starts using Daylight
Saving Time at 2 A.M. local time. So in the United States you would select
Second, Sunday, March and type 2 in the o'clock field.

Daylight Saving Time starts in the European Union on the last Sunday of March.
All of the time zones in the European Union start using Daylight Saving Time at
the same moment (1 A.M. GMT or UTC). So in the European Union you would
select Last, Sunday, March. The time you type in the o'clock field depends on
your time zone. In Germany for instance, you would type 2 because Germany's
time zone is one hour ahead of GMT or UTC (GMT+1).

End Date Configure the day and time when Daylight Saving Time ends if you selected
Daylight Savings. The o'clock field uses the 24 hour format. Here are a
couple of examples:

Daylight Saving Time ends in the United States on the first Sunday of November.
Each time zone in the United States stops using Daylight Saving Time at 2 A.M.
local time. So in the United States you would select First, Sunday, November
and type 2 in the o'clock field.

Daylight Saving Time ends in the European Union on the last Sunday of October.
All of the time zones in the European Union stop using Daylight Saving Time at
the same moment (1 A.M. GMT or UTC). So in the European Union you would
select Last, Sunday, October. The time you type in the o'clock field depends
on your time zone. In Germany for instance, you would type 2 because
Germany's time zone is one hour ahead of GMT or UTC (GMT+1).

Apply Click Apply to save your changes.

Reset Click Reset to begin configuring this screen afresh.
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Log Setting

26.1 Overview

You can configure where the Device sends logs and which logs and/or immediate alerts the Device
records in the Log Setting screen.

26.2 The Log Setting Screen

To change your Device’s log settings, click Maintenance > Log Setting. The screen appears as
shown.

Figure 117 Maintenance > Log Setting

Syslog Setting
Syslog Logaging : ' Enable ™ Disable
Syslog Server: IW (IP Address)
UDF Fort: B4 (severror
Active Log and Select Level
Log Category Log Level
WolP
™ volP-Call Statistics ALL hd
¥ valP-SIF Call Signaling ALL -
¥ valp-sip Reqgistrations ALL -
I” volP-Phone Event ALL -
™ volP-misc ALL -
System
I WAN-DHCP ALL -
™ xDsL ALL -
" ETHER ALL -
r System Maintenance ALL hd
[ Remote Management ALL -
I~ TR-069 ALL -
" NP ALL -
" pDns ALL -
7 NaT ALL -
I™ attack ALL -
ooy coml
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The following table describes the fields in this screen.

Table 80 Maintenance > Log Setting
LABEL DESCRIPTION

Syslog Setting

Syslog Logging | The Device sends a log to an external syslog server. Select the Enable check box
to enable syslog logging.

Syslog Server Enter the server name or IP address of the syslog server that will log the selected
categories of logs.

UDP Port Enter the port number used by the syslog server.

Active Log and Select Level

Log Category Select the categories of logs that you want to record.

Log Level Select the severity level of logs that you want to record. If you want to record all
logs, select ALL.

Apply Click Apply to save your changes.

Cancel Click Cancel to restore your previously saved settings.
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Firmware Upgrade

27.1 Overview

This chapter explains how to upload new firmware to your Device. You can download new firmware
releases from your nearest ZyXEL FTP site (or www.zyxel.com) to use to upgrade your device’s
performance.

Only use firmware for your device’s specific model. Refer to the label on
the bottom of your Device.

27.2 The Firmware Upgrade Screen

Click Maintenance > Firmware Upgrade to open the following screen. The upload process uses
HTTP (Hypertext Transfer Protocol) and may take up to three minutes. After a successful upload,
the system will reboot.

Do NOT turn off the Device while firmware upload is in progress!

Figure 118 Maintenance > Firmware Upgrade

Upgrade Firmware
Current Firmware Version - V3 10{TUJ.01b4

FilePath - | _Browse... |

The following table describes the labels in this screen.

Table 81 Maintenance > Firmware Upgrade

LABEL DESCRIPTION

Current This is the present Firmware version.

Firmware

Version

File Path Type in the location of the file you want to upload in this field or click Browse ...
to find it.

Browse... Click this to find the .bin file you want to upload. Remember that you must
decompress compressed (.zip) files before you can upload them.

Upload Click this to begin the upload process. This process may take up to three minutes.

After you see the firmware updating screen, wait a few minutes before logging into the Device
again.
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Figure 119 Firmware Uploading

E Router is restarting now. Please wait ...

The Device automatically restarts in this time causing a temporary network disconnect. In some
operating systems, you may see the following icon on your desktop.

Figure 120 Network Temporarily Disconnected

‘{ @ Local Area Connection

Metwork cable unplugged

After two minutes, log in again and check your new firmware version in the Status screen.

If the upload was not successful, an error screen will appear. Click OK to go back to the Firmware
Upgrade screen.

Figure 121 Error Message

Software Upload Error!!
Q The uploaded file was not accepted by the router. Flease
return to the previous page and select a valid upgrade file.
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Backup/Restore

28.1 Overview

The Backup/Restore screen allows you to backup and restore device configurations. You can also
reset your device settings back to the factory default.

28.2 The Backup/Restore Screen

Click Maintenance > Backup/Restore. Information related to factory defaults, backup
configuration, and restoring configuration appears in this screen, as shown next.

Figure 122 Maintenance > Backup/Restore

Backup Configuration
Click Backup to save the current configuration of your system to your computer. Backup |
Restore Configuration

To restore a previously saved configuration file to your system, browse to the location of the configuration file and click Upload.
FilePath: | Browse... | Upload

Back to Factory Defaults

Click Resetto clear all user-entered configuration information and return to factory defaults. After resetting, the
LAM IP address will be 192.168.1.1 DHCP will be reset to server

Reset

Backup Configuration

Backup Configuration allows you to back up (save) the Device’s current configuration to a file on
your computer. Once your Device is configured and functioning properly, it is highly recommended
that you back up your configuration file before making configuration changes. The backup
configuration file will be useful in case you need to return to your previous settings.

Click Backup to save the Device’s current configuration to your computer.
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230

Restore Configuration

Restore Configuration allows you to upload a new or previously saved configuration file from your
computer to your Device.

Table 82 Restore Configuration

LABEL DESCRIPTION

File Path Type in the location of the file you want to upload in this field or click Browse ... to
find it.

Browse... Click this to find the file you want to upload. Remember that you must decompress
compressed (.ZIP) files before you can upload them.

Upload Click this to begin the upload process.

Reset Click this to reset your device settings back to the factory default.

Do not turn off the Device while configuration file upload is in progress.

After the Device configuration has been restored successfully, the login screen appears. Login again
to restart the Device.

The Device automatically restarts in this time causing a temporary network disconnect. In some
operating systems, you may see the following icon on your desktop.

Figure 123 Network Temporarily Disconnected

‘{ @ Local Area Connection

Metwork cable unplugged |

10:44

If you restore the default configuration, you may need to change the IP address of your computer
to be in the same subnet as that of the default device IP address (192.168.1.1). See Appendix B on
page 253 for details on how to set up your computer’s IP address.

If the upload was not successful, an error screen will appear. Click OK to go back to the
Configuration screen.

Reset to Factory Defaults

Click the Reset button to clear all user-entered configuration information and return the Device to
its factory defaults. The following warning screen appears.

Figure 124 Reset Warning Message

Warning

X

@ Are you sure you want to reset to factory default?

o o]
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Figure 125 Reset In Process Message

[a Router is restarting now. Please wait ...

mplete,

You can also press the RESET button on the back panel to reset the factory defaults of your Device.
Refer to Section 1.5 on page 17 for more information on the RESET button.

28.3 The Reboot Screen

System restart allows you to reboot the Device remotely without turning the power off. You may
need to do this if the Device hangs, for example.

Click Maintenance > Reboot. Click the Reboot button to have the Device reboot. This does not
affect the Device's configuration.
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Diagnostic

29.1 Overview

You can use different diagnostic methods to test a connection and see the detailed information.
These read-only screens display information to help you identify problems with the Device.

29.2 The Ping/TraceRoute Screen

Ping and traceroute help check availability of remote hosts and also help troubleshoot network or
Internet connections. Click Maintenance > Diagnostic to open the Ping/TraceRoute screen
shown next.

Figure 126 Maintenance > Diagnostic > Ping/TraceRoute

PING 192.168.1.33 (192.1628.1.33): 56 data bytes =]

(— 182.168.1.33 ping statistics —
4 packets transmitted, 0 packets received, 100% packetloss

| Pingl TraceRoutel

The following table describes the fields in this screen.

Table 83 Maintenance > Diagnostic > Ping/TraceRoute
LABEL DESCRIPTION

Ping Type the IP address of a computer that you want to ping in order to test a
connection. Click Ping and the ping statistics will show in the diagnostic .

TraceRoute Click this button to perform the traceroute function. This determines the path a
packet takes to the specified host.
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Auto Provision

30.1 Overview

You can use auto provision to automatically update the configuration settings on the Device. The
Auto Provision feature uses the http protocol with encryption, and can be used to upgrade firmware
or configuration information to the Device. The device must access an Auto Provision server. In the
figure below, three different Devices (ZD1, ZD2, ZD3) are controlled by auto provision server S.

Figure 127 Auto Provision

ZD1 ZD2

30.2 Auto Provision

Use this screen to configure Auto Provision settings for automatically updating the Device settings.
Click Maintenance > Auto Provision to open the Auto Provision screen shown next.

Figure 128 Maintenance > Auto Provision

Auto Provision State
AutoProvision : " Enable @ Disable
Directory - [ (DirectoryPath)
Auto Provision Server ; I— (IP Address)
Server Port: IU
Retry Count: |3— (times)
Retry Timer : IF (Seconds)
Expire Timer : IW (Seconds)
ooy |
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The following table describes the fields in this screen.

Table 84 Maintenance > Auto Provision

LABEL

DESCRIPTION

Auto Provision

Enable or disable auto provision.

Directory

Enter the directory path where the auto provision file is located.

Auto Provision
Server

Enter the IP address of the auto provision server.

Server Port

Enter the port number used by the auto provision server.

Retry Count

Enter the number of times to retry auto provisioning.

Retry Timer

Enter the number of seconds to wait before retrying the auto provisioning attempt.

Expire Timer

Enter the number of seconds to wait before downloading the configuration file
again, if the configuration file from the server is the same as the configuration file
on the device, thereby retrying the download until an updated configuration file is
downloaded.

236

Apply

Click Apply to save your changes.
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Troubleshooting

31.1 Overview

This chapter offers some suggestions to solve problems you might encounter. The potential
problems are divided into the following categories.

= Power, Hardware Connections, and LEDs
« Device Access and Login

* Internet Access

= Phone Calls and VolP

= USB Device Connection

e UPNP

31.2 Power, Hardware Connections, and LEDs

The Device does not turn on. None of the LEDs turn on.

1 Make sure the Device is turned on.
2 Make sure you are using the power adaptor or cord included with the Device.

3 Make sure the power adaptor or cord is connected to the Device and plugged in to an appropriate
power source. Make sure the power source is turned on.

4 Turn the Device off and on.

5 If the problem continues, contact the vendor.

One of the LEDs does not behave as expected.

1 Make sure you understand the normal behavior of the LED.
2 Check the hardware connections. See the Quick Start Guide.

3 Inspect your cables for damage. Contact the vendor to replace any damaged cables.
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4

5

Turn the Device off and on.

If the problem continues, contact the vendor.

31.3 Device Access and Login

| forgot the IP address for the Device.

The default IP address is 192.168.1.1.

If you changed the IP address and have forgotten it, you might get the IP address of the Device by
looking up the IP address of the default gateway for your computer. To do this in most Windows
computers, click Start > Run, enter cmd, and then enter ipconfig. The IP address of the Default
Gateway might be the IP address of the Device (it depends on the network), so enter this IP
address in your Internet browser.

If this does not work, you have to reset the device to its factory defaults. See Section 1.5 on page
17.

I forgot the password.

1

2

The default admin password is 1234 and the default user password is 1234.

If you can’t remember the password, you have to reset the device to its factory defaults. See
Section 1.5 on page 17.

I cannot see or access the Login screen in the web configurator.

Make sure you are using the correct IP address.
* The default IP address is 192.168.1.1.
= If you changed the IP address (Section on page 104), use the new IP address.
= If you changed the IP address and have forgotten it, see the troubleshooting suggestions for |

forgot the IP address for the Device.

Check the hardware connections, and make sure the LEDs are behaving as expected. See the Quick
Start Guide.

Make sure your Internet browser does not block pop-up windows and has JavaScript and Java
enabled. See Appendix C on page 283.

238
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4 Reset the device to its factory defaults, and try to access the Device with the default IP address.

See Section 1.5 on page 17.

5 If the problem continues, contact the network administrator or vendor, or try one of the advanced

suggestions.

Advanced Suggestions

= Try to access the Device using another service, such as Telnet. If you can access the Device,
check the remote management settings and firewall rules to find out why the Device does not

respond to HTTP.

= If your computer is connected to the WAN port, use a computer that is connected to a
ETHERNET port.

I can see the Login screen, but | cannot log in to the Device.

1 Make sure you have entered the user name and password correctly. The default user name is

admin. These fields are case-sensitive, so make sure [Caps Lock] is not on.

2 You cannot log in to the web configurator while someone is using Telnet to access the Device. Log

out of the Device in the other session, or ask the person who is logged in to log out.

3 Turn the Device off and on.

4  If this does not work, you have to reset the device to its factory defaults. See Section 31.2 on page

237.

I cannot Telnet to the Device.

See the troubleshooting suggestions for | cannot see or access the Login screen in the web
configurator. Ignore the suggestions about your browser.

I cannot use FTP to upload / download the configuration file. / I cannot use FTP to upload
new firmware.

See the troubleshooting suggestions for | cannot see or access the Login screen in the web
configurator. Ignore the suggestions about your browser.
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31.4 Internet Access

I cannot access the Internet.

Check the hardware connections, and make sure the LEDs are behaving as expected. See the Quick
Start Guide.

Make sure you entered your ISP account information correctly. These fields are case-sensitive, so
make sure [Caps Lock] is not on.

Disconnect all the cables from your device, and follow the directions in the Quick Start Guide again.

If the problem continues, contact your ISP.

I cannot create multiple connections of the same type.

Your WAN interface must enable VLAN and fill each WAN connection with different VLAN IDs.

I cannot access the Internet anymore. | had access to the Internet (with the Device), but my
Internet connection is not available anymore.

Check the hardware connections, and make sure the LEDs are behaving as expected. See the Quick
Start Guide.

Turn the Device off and on.

If the problem continues, contact your ISP.

The Internet connection is slow or intermittent.

240

There might be a lot of traffic on the network. If the Device is sending or receiving a lot of
information, try closing some programs that use the Internet, especially peer-to-peer applications.

Turn the Device off and on.

If the problem continues, contact the network administrator or vendor, or try one of the advanced
suggestions.

Advanced Suggestions
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= Check the settings for QoS. If it is disabled, you might consider activating it. If it is enabled, you
might consider raising or lowering the priority for some applications.

31.5 Phone Calls and VolP

The telephone port won’t work or the telephone lacks a dial tone.

1 Check the telephone connections and telephone wire.

I can access the Internet, but cannot make VolP calls.

1 The PHONE light should come on. Make sure that your telephone is connected to the PHONE port.
2 You can also check the VoIP status in the System Info screen.
3 If the VoIP settings are correct, use speed dial to make peer-to-peer calls. If you can make a call

using speed dial, there may be something wrong with the SIP server, contact your VolP service
provider.

31.6 USB Device Connection

The Device fails to detect my USB device.

1 Disconnect the USB device.
2 Reboot the Device.

3 If you are connecting a USB hard drive that comes with an external power supply, make sure it is
connected to an appropriate power source that is on.

4 Re-connect your USB device to the Device.
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31.7 UPnP

When using UPnP and the Device reboots, my computer cannot detect UPnP and refresh My
Network Places > Local Network.

1 Disconnect the Ethernet cable from the Device’s LAN port or from your computer.

2 Re-connect the Ethernet cable.

The Local Area Connection icon for UPnP disappears in the screen.

Restart your computer.

I cannot open special applications such as white board, file transfer and video when | use the
MSN messenger.

1 Wait more than three minutes.

2 Restart the applications.
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IP Addresses and Subnetting

This appendix introduces IP addresses and subnet masks.

IP addresses identify individual devices on a network. Every networking device (such as computers,
servers, routers, and printers) needs an IP address to communicate across the network. These
networking devices are also known as hosts.

Subnet masks determine the maximum number of possible hosts on a network. You can also use
subnet masks to divide one network into multiple sub-networks.

Introduction to IP Addresses

One part of the IP address is the network number, and the other part is the host ID. In the same
way that houses on a street share a common street name, the hosts on a network share a common
network number. Similarly, as each house has its own house number, each host on the network has
its own unique identifying number - the host ID. Routers use the network number to send packets
to the correct network, while the host ID determines to which host on the network the packets are
delivered.

Structure
An IP address is made up of four parts, written in dotted decimal notation (for example,
192.168.1.1). Each of these four parts is known as an octet. An octet is an eight-digit binary

number (for example 11000000, which is 192 in decimal notation).

Therefore, each octet has a possible range of 00000000 to 11111111 in binary, or O to 255 in
decimal.

The following figure shows an example IP address in which the first three octets (192.168.1) are
the network number, and the fourth octet (16) is the host ID.
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Figure 129 Network Number and Host ID
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How much of the IP address is the network number and how much is the host ID varies according
to the subnet mask.

Subnet Masks

A subnet mask is used to determine which bits are part of the network number, and which bits are
part of the host ID (using a logical AND operation). The term “subnet” is short for “sub-network”.

A subnet mask has 32 bits. If a bit in the subnet mask is a “1” then the corresponding bit in the IP
address is part of the network number. If a bit in the subnet mask is “0” then the corresponding bit
in the IP address is part of the host ID.

The following example shows a subnet mask identifying the network number (in bold text) and host
ID of an IP address (192.168.1.2 in decimal).

Table 85 IP Address Network Number and Host ID Example

1sTocTET: | d0 D 4TH OCTET
(192) (168) O @)
IP Address (Binary) 11000000 | 10101000 | 00000001 | 00000010
Subnet Mask (Binary) 11111111 11111111 11111111 00000000
Network Number 11000000 10101000 00000001
Host 1D 00000010

244

By convention, subnet masks always consist of a continuous sequence of ones beginning from the
leftmost bit of the mask, followed by a continuous sequence of zeros, for a total number of 32 bits.

Subnet masks can be referred to by the size of the network number part (the bits with a “1” value).
For example, an “8-bit mask” means that the first 8 bits of the mask are ones and the remaining 24
bits are zeroes.
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Subnet masks are expressed in dotted decimal notation just like IP addresses. The following
examples show the binary and decimal notation for 8-bit, 16-bit, 24-bit and 29-bit subnet masks.

Table 86 Subnet Masks

BINARY
DECIMAL
1ST OCTET | 2ND OCTET | 3RD OCTET | 4TH OCTET
8-bit mask 11111111 00000000 00000000 00000000 255.0.0.0
16-bit mask 11111111 11111111 00000000 00000000 255.255.0.0
24-bit mask 11111111 11111111 11111111 00000000 255.255.255.0
29-bit mask 11111111 11111111 11111111 11111000 255.255.255.248

Network Size

Notation

The size of the network number determines the maximum number of possible hosts you can have
on your network. The larger the number of network number bits, the smaller the number of
remaining host ID bits.

An IP address with host IDs of all zeros is the IP address of the network (192.168.1.0 with a 24-bit
subnet mask, for example). An IP address with host IDs of all ones is the broadcast address for that
network (192.168.1.255 with a 24-bit subnet mask, for example).

As these two IP addresses cannot be used for individual hosts, calculate the maximum number of
possible hosts in a network as follows:

Table 87 Maximum Host Numbers

SUBNET MASK HOST ID SIZE N araIM NUMBER OF
8 bits 255.0.0.0 24 bits 224 _2 16777214

16 bits 255.255.0.0 16 bits 216 _2 65534

24 bits 255.255.255.0 8 bits 28 _2 254

29 bits 255.255.255.248 3 bits 23_2 6

Since the mask is always a continuous number of ones beginning from the left, followed by a
continuous number of zeros for the remainder of the 32 bit mask, you can simply specify the
number of ones instead of writing the value of each octet. This is usually specified by writing a “/”
followed by the number of bits in the mask after the address.

For example, 192.1.1.0 /25 is equivalent to saying 192.1.1.0 with subnet mask 255.255.255.128.

The following table shows some possible subnet masks using both notations.

Table 88 Alternative Subnet Mask Notation

o [ o
255.255.255.0 /24 0000 0000 0
255.255.255.128 /25 1000 0000 128
255.255.255.192 /26 1100 0000 192
255.255.255.224 /27 1110 0000 224
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Table 88 Alternative Subnet Mask Notation (continued)

sener s |ATERTVE [ARIOSTE [ioSTeRET
255.255.255.240 /28 1111 0000 240
255.255.255.248 /29 1111 1000 248
255.255.255.252 /30 1111 1100 252

Subnetting

246

You can use subnetting to divide one network into multiple sub-networks. In the following example
a network administrator creates two sub-networks to isolate a group of servers from the rest of the
company network for security reasons.

In this example, the company network address is 192.168.1.0. The first three octets of the address
(192.168.1) are the network number, and the remaining octet is the host ID, allowing a maximum
of 28 — 2 or 254 possible hosts.

The following figure shows the company network before subnetting.

Figure 130 Subnetting Example: Before Subnetting
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You can “borrow” one of the host ID bits to divide the network 192.168.1.0 into two separate sub-
networks. The subnet mask is now 25 bits (255.255.255.128 or /25).

The “borrowed” host ID bit can have a value of either O or 1, allowing two subnets; 192.168.1.0 /25
and 192.168.1.128 /25.

The following figure shows the company network after subnetting. There are now two sub-
networks, A and B.
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Example:

Figure 131 Subnetting Example: After Subnetting

| W | 1
l'A |: g

1 ]
| n h= :
j < . O
1" 1
] i
- : Internet
] a
] a0
] a
| I
[ |
| il
1192.168.1.0 /25 18192 168.1.128 /251
‘---------" ‘\--------'

In a 25-bit subnet the host ID has 7 bits, so each sub-network has a maximum of 27 — 2 or 126
possible hosts (a host ID of all zeroes is the subnet’s address itself, all ones is the subnet’s
broadcast address).

192.168.1.0 with mask 255.255.255.128 is subnet A itself, and 192.168.1.127 with mask
255.255.255.128 is its broadcast address. Therefore, the lowest IP address that can be assigned to
an actual host for subnet A is 192.168.1.1 and the highest is 192.168.1.126.

Similarly, the host ID range for subnet B is 192.168.1.129 to 192.168.1.254.

Four Subnets

The previous example illustrated using a 25-bit subnet mask to divide a 24-bit address into two
subnets. Similarly, to divide a 24-bit address into four subnets, you need to “borrow” two host ID
bits to give four possible combinations (00, 01, 10 and 11). The subnet mask is 26 bits
(111111211.12111111.11111111.11000000) or 255.255.255.192.

Each subnet contains 6 host ID bits, giving 25 - 2 or 62 hosts for each subnet (a host ID of all
zeroes is the subnet itself, all ones is the subnet’s broadcast address).

Table 89 Subnet 1

IP/SUBNET MASK NETWORK NUMBER LAST OCTET BIT
VALUE

IP Address (Decimal) 192.168.1. 0

IP Address (Binary) 11000000.10101000.00000001. 00000000

Subnet Mask (Binary) 11111111.111212221212.11111111. 11000000

Subnet Address: Lowest Host ID: 192.168.1.1

192.168.1.0

Broadcast Address: Highest Host ID: 192.168.1.62

192.168.1.63
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Example:

Table 90 Subnet 2

IP/[SUBNET MASK

NETWORK NUMBER

LAST OCTET BIT

VALUE
IP Address 192.168.1. 64
IP Address (Binary) 11000000.10101000.00000001. 01000000
Subnet Mask (Binary) 11111111.11111111.11111111. 11000000

Subnet Address:
192.168.1.64

Lowest Host ID: 192.168.1.65

Broadcast Address:
192.168.1.127

Highest Host ID: 192.168.1.126

Table 91 Subnet 3

IP/'SUBNET MASK

NETWORK NUMBER

LAST OCTET BIT

VALUE
IP Address 192.168.1. 128
IP Address (Binary) 11000000.10101000.00000001. 10000000
Subnet Mask (Binary) 111111211.1211211121.112111211. 11000000

Subnet Address:
192.168.1.128

Lowest Host ID: 192.168.1.129

Broadcast Address:
192.168.1.191

Highest Host ID: 192.168.1.190

Table 92 Subnet 4

IP/SUBNET MASK NETWORK NUMBER oSt OCTET BIT
IP Address 192.168.1. 192

IP Address (Binary) 11000000.10101000.00000001. 11000000

Subnet Mask (Binary) 11111111.11111111.11111111. 11000000

Subnet Address:
192.168.1.192

Lowest Host ID: 192.168.1.193

Broadcast Address:
192.168.1.255

Highest Host ID: 192.168.1.254

Eight Subnets

Similarly, use a 27-bit mask to create eight subnets (000, 001, 010, 011, 100, 101, 110 and 111).

The following table shows IP address last octet values for each subnet.

Table 93 Eight Subnets

SUBNET | XDORESS FIRSTADDRESS | ADBRESS | ADDRESS |
1 0 1 30 31

2 32 33 62 63

3 64 65 94 95

4 96 97 126 127

5 128 129 158 159

6 160 161 190 191
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Table 93 Eight Subnets (continued)

SUBNET LAST BROADCAST
SUBNET ADDRESS FIRSTADDRESS | A\ppRESS ADDRESS
192 193 222 223
8 224 225 254 255

Subnet Planning

The following table is a summary for subnet planning on a network with a 24-bit network number.

Table 94 24-bit Network Number Subnet Planning

oot s R OWED™ | SUBNET MASK NO. SUBNETS | S0aNE7 = ER
1 255.255.255.128 (/25) 2 126

2 255.255.255.192 (/26) P 62

3 255.255.255.224 (/27) 8 30

4 255.255.255.240 (/28) 16 14

5 255.255.255.248 (/29) 32 6

6 255.255.255.252 (/30) 64

7 255.255.255.254 (/31) 128 1

The following table is a summary for subnet planning on a network with a 16-bit network number.

Table 95 16-bit Network Number Subnet Planning

oot s R OWED™ | SUBNET MASK NO. SUBNETS | 3oghos = NER
1 255.255.128.0 (/17) 2 32766
2 255.255.192.0 (/18) 4 16382
3 255.255.224.0 (/19) 8 8190
4 255.255.240.0 (/20) 16 4094
5 255.255.248.0 (/21) 32 2046
6 255.255.252.0 (/22) 64 1022
7 255.255.254.0 (/23) 128 510

8 255.255.255.0 (/24) 256 254

9 255.255.255.128 (/25) 512 126
10 255.255.255.192 (/26) 1024 62

11 255.255.255.224 (/27) 2048 30

12 255.255.255.240 (/28) 4096 14

13 255.255.255.248 (/29) 8192

14 255.255.255.252 (/30) 16384

15 255.255.255.254 (/31) 32768
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Configuring IP Addresses

Where you obtain your network number depends on your particular situation. If the ISP or your
network administrator assigns you a block of registered IP addresses, follow their instructions in
selecting the IP addresses and the subnet mask.

If the ISP did not explicitly give you an IP network number, then most likely you have a single user
account and the ISP will assign you a dynamic IP address when the connection is established. If this
is the case, it is recommended that you select a network number from 192.168.0.0 to
192.168.255.0. The Internet Assigned Number Authority (IANA) reserved this block of addresses
specifically for private use; please do not use any other number unless you are told otherwise. You
must also enable Network Address Translation (NAT) on the Device.

Once you have decided on the network number, pick an IP address for your Device that is easy to
remember (for instance, 192.168.1.1) but make sure that no other device on your network is using
that IP address.

The subnet mask specifies the network number portion of an IP address. Your Device will compute
the subnet mask automatically based on the IP address that you entered. You don't need to change
the subnet mask computed by the Device unless you are instructed to do otherwise.

Private IP Addresses

Every machine on the Internet must have a unique address. If your networks are isolated from the
Internet (running only between two branch offices, for example) you can assign any IP addresses to
the hosts without problems. However, the Internet Assigned Numbers Authority (IANA) has
reserved the following three blocks of IP addresses specifically for private networks:

e 10.0.0.0 — 10.255.255.255
e 172.16.0.0 — 172.31.255.255
= 192.168.0.0 — 192.168.255.255

You can obtain your IP address from the IANA, from an ISP, or it can be assigned from a private
network. If you belong to a small organization and your Internet access is through an ISP, the ISP
can provide you with the Internet addresses for your local networks. On the other hand, if you are
part of a much larger organization, you should consult your network administrator for the
appropriate IP addresses.

Regardless of your particular situation, do not create an arbitrary IP address; always follow the
guidelines above. For more information on address assignment, please refer to RFC 1597, Address
Allocation for Private Internets and RFC 1466, Guidelines for Management of IP Address Space.

IP Address Conflicts

Each device on a network must have a unique IP address. Devices with duplicate IP addresses on
the same network will not be able to access the Internet or other resources. The devices may also
be unreachable through the network.

Conflicting Computer IP Addresses Example

250

More than one device can not use the same IP address. In the following example computer A has a
static (or fixed) IP address that is the same as the IP address that a DHCP server assigns to
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computer B which is a DHCP client. Neither can access the Internet. This problem can be solved by
assigning a different static IP address to computer A or setting computer A to obtain an IP address
automatically.

Figure 132 Conflicting Computer IP Addresses Example
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Conflicting Router IP Addresses Example

Since a router connects different networks, it must have interfaces using different network
numbers. For example, if a router is set between a LAN and the Internet (WAN), the router’s LAN
and WAN addresses must be on different subnets. In the following example, the LAN and WAN are
on the same subnet. The LAN computers cannot access the Internet because the router cannot
route between networks.

Figure 133 Conflicting Computer IP Addresses Example
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Conflicting Computer and Router IP Addresses Example

More than one device can not use the same IP address. In the following example, the computer and
the router’s LAN port both use 192.168.1.1 as the IP address. The computer cannot access the
Internet. This problem can be solved by assigning a different IP address to the computer or the
router’s LAN port.
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Figure 134 Conflicting Computer and Router IP Addresses Example
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Setting Up Your Computer’s IP Address

Note: Your specific Device may not support all of the operating systems described in this
appendix. See the product specifications for more information about which
operating systems are supported.

This appendix shows you how to configure the IP settings on your computer in order for it to be
able to communicate with the other devices on your network. Windows Vista/XP/2000, Mac OS 9/
OS X, and all versions of UNIX/LINUX include the software components you need to use TCP/IP on
your computer.

If you manually assign IP information instead of using a dynamic IP, make sure that your network’s
computers have IP addresses that place them in the same subnet.

In this appendix, you can set up an IP address for:

= Windows XP/NT/2000 on page 253

= Windows Vista on page 257

= Windows 7 on page 261

* Mac OS X: 10.3 and 10.4 on page 265

e Mac OS X: 10.5 on page 268

* Linux: Ubuntu 8 (GNOME) on page 272

* Linux: openSUSE 10.3 (KDE) on page 276

Windows XP/NT/2000

The following example uses the default Windows XP display theme but can also apply to Windows
2000 and Windows NT.

1 Click Start > Control Panel.
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Figure 135 Windows XP: Start Menu

@ Internet Explorer ; My Documents

L"'s,l Outlook Express —
i 5 My Recent Documents #

W Paint
3 My Pictures
# Files and Settings TransFer W...
» .
B Command Prampt /My Music
Acrobat Reader 4.0 ; My Computer
& Tour Windows 5P
ﬁ \indows Movie Maker E’ Cantrol Pansl
Lﬁ Printers and Faxes
@ Help and Support
’.) Search
All Programs D E? Run....

rn OFF Computer

4 stant it untitled - Paint

2 In the Control Panel, click the Network Connections icon.
Figure 136 Windows XP: Control Panel
B Control Panel

File

Edit  Wiew Fawaorites Tools  Help

J Bach e - EI /'.__j Search [Li Folders v

Address E} Cankral Panel

&"' Control Panel &

[} Switch ko Category Wiew
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3 Right-click Local Area Connection and then select Properties.

Figure 137 Windows XP: Control Panel > Network Connections > Properties
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zt Ethernet &dapte
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Repair
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Create Shorbout

Dislete

Rename
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4

5

On the General tab, select Internet Protocol (TCP/I1P) and then click Properties.

Figure 138 Windows XP: Local Area Connection Properties

- Local Area Connection Properties EWE]

General | Authertication | Advanced

Connect using:

| B8 Accton EM12070-Tx PCl Fast Ethermet Adapter

Thig connection uzes the following items:

g Cliert for Microsoft Metworks
| E‘l File and Printer Sharing for Microzoft Metworks

0" a |t=rniet Protacal [TCPYIF]

|
Ingtall... Inirstal

Dezcription

‘ Properties

Tranzmizzion Control Protocaol/lnternet Pratocol. The default
wide area netwark. protocol that provides communication
acrozs diverse interconnected networks.

[] Show icon in natification area when connected

OF. ] [ Cancel

The Internet Protocol TCP/IP Properties window opens.
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Figure 139 Windows XP: Internet Protocol (TCP/IP) Properties

Internet Protocol (TCP/IP) Properties

General | Altermate Configuration

'ou can get IP settings assigned automatically if pour network, zupports
thiz capability, Othenwize, you need to azk vour nebwork, adminiztrator for
the appropriate 1P zettings.

(%) Obtain an IP address automaticallp

" Use the follawing IP address:

(%) Obtain OMS zerver address automatically

) Use the follawing DMNS server addresses:

[ Q. l[ Cancel ]

Select Obtain an IP address automatically if your network administrator or ISP assigns your IP
address dynamically.

Select Use the following IP Address and fill in the IP address, Subnet mask, and Default
gateway fields if you have a static IP address that was assigned to you by your network
administrator or ISP. You may also have to enter a Preferred DNS server and an Alternate DNS
server, if that information was provided.

Click OK to close the Internet Protocol (TCP/I1P) Properties window.

Click OK to close the Local Area Connection Properties window.

Verifying Settings

256

Click Start = All Programs > Accessories > Command Prompt.

In the Command Prompt window, type "ipconfig" and then press [ENTER].

You can also go to Start > Control Panel > Network Connections, right-click a network
connection, click Status and then click the Support tab to view your IP address and connection
information.
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Windows Vista
This section shows screens from Windows Vista Professional.

1 Click Start > Control Panel.
Figure 140 Windows Vista: Start Menu

O' Dr.eye 7.0 Profeszional

Wedia Player Classic

All Programs

2 In the Control Panel, click the Network and Internet icon.

Figure 141 Windows Vista: Control Panel

(sl |

@'@'F@ » Control Panel » 5 | +4 | || P |

File Edit Wiew Tools Help

Classic View Get started with Windows @ Change account type

» Control Panel Home B -
; System and Maintenance % User Accounts

Back up your computer

. ,  Appearance and
Security . e
-"hecl-cfcu{deater. Personalization
g Allow a program through Windows Ghange deskiap hackuround
@' Change the color scheme

Firewall ; ;
Adjust screen rescluticn

Metwork and Internet x :

o e b el Clock, Language, and Region

View network status and tasks 1L Change keyboards or other input
methods

Set up file sharing

Change display language

3 Click the Network and Sharing Center icon.

Figure 142 Windows Vista: Network And Internet

(sl |

@Ovﬁ-j‘ » Control Panel » Metwork and Internet » - | +5 | | Search el |

File Edit Wiew Tools Help

Control Panel Home %

A Network and Sharing Center
System and Maintenance . N i - nnect to a network
Security

Network and Internet

View network computers and devices | Add a device to the network | Set up file sharing

i ) Internet Options
Hardware and Sound ¥=| Connecttothelntemet | Changeyourhomepage | Manage browser add-ons
Programs Delete browsing history and cookies

4 Click Manage network connections.
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Figure 143 Windows Vista: Network and Sharing Center
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Right-click Local Area Connection and then select Properties.

Figure 144 Windows Vista: Network and Sharing Center
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Left Arrow

258

Note: During this procedure, click Continue whenever Windows displays a screen saying
that it needs your permission to continue.

Select Internet Protocol Version 4 (TCP/1Pv4) and then select Properties.
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Figure 145 Windows Vista: Local Area Connection Properties

;'.*; Local frea Conmection Froperties
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. N
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OF.

] I Cancel

7 The Internet Protocol Version 4 (TCP/1Pv4) Properties window opens.
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9

Figure 146 Windows Vista: Internet Protocol Version 4 (TCP/IPv4) Properties
Internet Protocol Version 4 (TCP/IPwd) Properties 7 |

| General :F'.Iternal:e C-:nnF!g_l_.!ratiul_'n_;

You can get IP settings assigned automatically if your network, supports
this capability, Otherwise, vou need ko ask your network administratar
For the appropriate IP settings.

@ Dbtain an IP address automatically!

Use the Following IP address:

@ Obtain DS server address automatically

| Use the Fallowing DS server addresses:

Advanced... |

4 || Cancel |

Select Obtain an IP address automatically if your network administrator or ISP assigns your IP
address dynamically.

Select Use the following IP Address and fill in the IP address, Subnet mask, and Default
gateway fields if you have a static IP address that was assigned to you by your network
administrator or ISP. You may also have to enter a Preferred DNS server and an Alternate DNS
server, if that information was provided.Click Advanced.

Click OK to close the Internet Protocol (TCP/I1P) Properties window.

10 Click OK to close the Local Area Connection Properties window.

Verifying Settings

260

Click Start > All Programs > Accessories > Command Prompt.

In the Command Prompt window, type "ipconfig" and then press [ENTER].

You can also go to Start > Control Panel > Network Connections, right-click a network
connection, click Status and then click the Support tab to view your IP address and connection
information.
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Windows 7

1

2

This section shows screens from Windows 7 Enterprise.

Click Start > Control Panel.

Figure 147 Windows 7: Start Menu

% Snipping Tool

Calculator

Computer

Control Panel

.{A KPS Viewer

L3 f -
;5,3 Windows Fax and Scan

%j Magnifier

P AllPrograms

Devices and Printers

Default Programs

Help and Support

In the Control Panel, click View network status and tasks under the Network and Internet

category.

Figure 148 Windows 7: Control Panel

|@ v Control Panel »
Adjust your computer’s settings

i  System and Security
{3 Review your computer's status
#  Back up your computer

Find and fix problems

005 homegroup and shaning options

/ Hardware and Sound

___ﬁ‘ View devices and printers
Add a device

B Programs
k L | Uninstall a program

- | 5 | | |Search Control Pane!

View by:

Category

User Accounts and Family Safety
'@' Add or remove user accounts
'@' Set up parental controls for any user

Change the theme
Change desktop background
Adjust screen reselution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

l_ ) Appearance and Personalization
Li

AW\ Ease of Access
|U Let Windows suggest settings

Optimize visual display

Click Change adapter settings.

Figure 149 Windows 7: Network And Sharing Center

GO~

Contrel Panel Home

View your basic network information and set up connections

Manage wireless networks / L&'
—

( Change adapter settings ) TW-PC

Change advanced sharing (This computer)
settings

Wiew your active networks

L & ZyXEL.com
T Work network

St » Control Panel » Metwork and Internet » Metwork and Sharing Center

- | 5 | | Search

lb g See full map

ZyxEL.com Internet
Connect or disconnect

Access type: Internet

Connections: [ Local Area Connection

Double click Local Area Connection and then

select Properties.
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5

262

Figure 150 Windows 7: Local Area Connection Status

@n\‘/-v|§' v Control Panel » Metwork and Internet » MNetwork Connections »

Organize » Disable this network device Diagnose this connection Rename this

L". Local Area Connection fireless Network Connection
- * _ Unidentified network - : 062_AP1 4
W~ Broadcom NetXtreme Gigabit Eth... USE Adapter

U Local Area Connection Status @
General
Connection
IPv4 Connectivity: Mo network access
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 00:04:36
Speed: 100.0 Mbps

Activity
Sent L.,' Received
-~
i

Packets: 432 i

‘ ['&'Properﬁes ]) '&'Disable ][ Diagnose ]

Close

Note: During this procedure, click Continue whenever Windows displays a screen saying

that it needs your permission to continue.

Select Internet Protocol Version 4 (TCP/1Pv4) and then select Properties.
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4 Local Area Connection Properties

Metworking | Sharing

Figure 151 Windows 7: Local Area Connection Properties

Connect using:

This connection uses the following tems:

L¥ Broadcom MetXtreme Gigabit Ethemet

[v] 9% Cligrt for Microsoft Networks
v QQDS Packet Scheduler

e IMtemet Prot

Version 4 (TCF/ Pﬂ]
b |inkc-Layer Topology Discovenr Mapper /0 Driver
b |inkc-Layer Topology Discovenr Responder

.@ File and Printer Shanng far Mlu:n:usu:lﬂ Metworls

[ Install... ] Uninstall

Description

Properies

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

] [ Cancel

6 The Internet Protocol Version 4 (TCP/1Pv4) Properties window opens.
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Figure 152 Windows 7: Internet Protocol Version 4 (TCP/IPv4) Properties
Internet Protocol Version 4 (TCP/IPwd) Properties @

zeneral

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, yvou need to ask vour network administrator
for the appropriate IF settings,

i) Obtain an IP address automatically

i@ Use the following IP address:!

IF address: 192 . 188, 1 . 7
Subnet mask: 255,255,255 . 0

Default gateway:

Obtain DNS server address automatically

i@ Use the following DMNS server addresses:
Freferred DMNS server:

Alternate DMNS server:

[ validate settings upon exit

[ Ok ][ Cancel ]

7 Select Obtain an IP address automatically if your network administrator or ISP assigns your IP
address dynamically.

Select Use the following IP Address and fill in the IP address, Subnet mask, and Default
gateway fields if you have a static IP address that was assigned to you by your network
administrator or ISP. You may also have to enter a Preferred DNS server and an Alternate DNS
server, if that information was provided. Click Advanced if you want to configure advanced
settings for IP, DNS and WINS.

8 Click OK to close the Internet Protocol (TCP/I1P) Properties window.

9 Click OK to close the Local Area Connection Properties window.
Verifying Settings
1 Click Start > All Programs > Accessories > Command Prompt.

2 In the Command Prompt window, type "ipconfig" and then press [ENTER].

3 The IP settings are displayed as follows.
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Figure 153 Windows 7: Internet Protocol Version 4 (TCP/IPv4) Properties
a =10l x|

Mac OS X: 10.3 and 10.4

The screens in this section are from Mac OS X 10.4 but can also apply to 10.3.

1 Click Apple > System Preferences.

Figure 154 Mac OS X 10.4: Apple Menu
[CQ Finder File Edit Viey

About This Mac
Software Update...
Mac OS5 X Software...

System Preferences...
Dock 3
Location [ g

Recent Itemns »
Force Quit... THED

Sleep
Restart...
Shut Down...

2 In the System Preferences window, click the Network icon.
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Figure 155 Mac OS X 10.4: System Preferences

8een Systermn Preferences ]
[« »|[ Showail | q| '
Personal
Ala e
B = 5 B o @
Appearance Dashboard & Desktop & International Security Spotlight
Exposé Screen Saver
Hardware
o W Y Y m A
e ?J" I_EJ il (& 4 4
Bluetooth CDs & DVDs Displays Energy Keyboard &  Print & Fax Sound
Sawver Mouse
Internet & Ng

o(e)a o

Mac QuickTime Sharing
System
o\ 5 '
2 & @ § 2 @
Accounts Date & Time Software Speech Startup Disk Universal

Update AcCcess

3 When the Network preferences pane opens, select Built-in Ethernet from the network
connection type list, and then click Configure.

Figure 156 Mac OS X 10.4: Network Preferences
enon Network

(< +) (Showar ] C——

Location: | Automatic @

Show: | Network Status a

Buik-in Erhernet is currently active and has the IP address

©  Built-in Ethernet 10.0.1.2. You are connected to the Internet via Built-in Ethernet.

: Internet Sharing is on and is using AirPort to share the
e Poi .
AirPort connection.

‘ ( Configure... ) (losconnecl...) ®
S

|
d' Click the lock to prevent further changes. Apply Now

4  For dynamically assigned settings, select Using DHCP from the Configure I1Pv4 list in the TCP/IP
tab.
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Figure 157 Mac OS X 10.4: Network Preferences > TCP/IP Tab.
ra en Network )|

(<) (Showar) —

Location: | Automatic = ]
Show: | Built-in Ethernet = ]
[ TCP/IP | PPPoE = AppleTalk | Proxies Ethernet
\
< Configure IPv4: | Using DHCP ) |:!
———
IP Address: 0.0.0.0 (" Renew DHCF Lease )
Subnet Mask: DHCP Client 1D:
(If required)
Router:
DNS Servers:
Search Domains: (Optional)
IPv6 Address:
( Configure IPv6... ®
5| Click the lock to prevent further changes. [ Assistme... ) ( Apply Now )

5 For statically assigned settings, do the following:
= From the Configure I1Pv4 list, select Manually.
« In the IP Address field, type your IP address.
= In the Subnet Mask field, type your subnet mask.

« In the Router field, type the IP address of your device.
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Figure 158 Mac OS X 10.4: Network Preferences > Ethernet
ra en Network )|

a

Location: | Automatic =

Show: | Built-in Ethernet = ]

{ TCP/IP | PPPoE | AppleTalk | Proxies = Ethernet |

Configure IPv4: | Manually ) J :!
—
IP Address: 0.0.0.0

Subnet Mask: 0.0.0.0

Router: 0.0.0.0

DNS Servers:

Search Domains: (Optional)

IPv6 Address:

Configure IPv6... ®

il - N - 3
u_i Click the lock to prevent further changes. [ Assistme... ) ( Apply Now )

6 Click Apply Now and close the window.

Verifying Settings

Check your TCP/IP properties by clicking Applications > Utilities > Network Utilities, and then
selecting the appropriate Network Interface from the Info tab.

Figure 159 Mac OS X 10.4: Network Utility
8eoe Network Utility

*Info | Netstat  AppleTalk Ping Lookup Traceroute Whois Finger  Port Scan L

Pleas: igterface for information
" Network Interface (en0) E]
I

In' = Transfer Statistics
Hardware Address 00:16:cb:8b:50:2e Sent Packets 20607
IP Address(es) 118.169.44.203 Send Errors 0
Link Speed 100 Mb Recv Packets 22626

Link Status Active Recv Errors 0
Vendor Marvell Collisions 0

Model Yukon Gigabit Adapter
BBE8053

Mac OS X: 10.5

The screens in this section are from Mac OS X 10.5.
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1 Click Apple > System Preferences.
Figure 160 Mac OS X 10.5: Apple Menu
Y Finder File Edit Viel

About This Mac

Software Update...
Mac OS X Software...

System Preferences...
DT """}

Recent ltems [
Force Quit... NED
Sleep

Restart...

Shut Down...

2 In System Preferences, click the Network icon.
Figure 161 Mac OS X 10.5: Systems Preferences

|&nm System Preferences.
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Screen Saver Spaces
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Saver Mouse

Internet & Ng

Mac QuickTime Sharing
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Accounts Date & Time Parental Software Speech Startup Disk Time Machine  Universal
Controls Update Access

3 When the Network preferences pane opens, select Ethernet from the list of available connection
types.
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Figure 162 Mac OS X 10.5: Network Preferences > Ethernet
a oy ﬁ Network
<[ » |[ showAll @

Location: [Autnmatic l-ébl

%‘."“

[

Internal Modem

Mot Connected Status: Not Connected
The cable for Ethernet is connected, but
PPPoE <om> your computer does not have an IP address.
Not Connected
. Ethernet . :
e Cooy Configure: | Using DHCP H"
FireWire
Mot Connected -
AirPort ==
® =
DNS Server:
Search Domains: | |
802.1X: WPA: ZyXELO4
pE—— ((Advanced... ) (@)
.
Click the lock to prevent further changes. ( Assist me... :l ( Revert :] ( Apply :]

4  From the Configure list, select Using DHCP for dynamically assigned settings.

5 For statically assigned settings, do the following:
= From the Configure list, select Manually.
« In the IP Address field, enter your IP address.
= In the Subnet Mask field, enter your subnet mask.

= In the Router field, enter the IP address of your Device.
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Figure 163 Mac OS X 10.5: Network Preferences > Ethernet
800 Network

L how All Q

Location: [ Automatic M

Internal Modem () &

Not Connected Status: Not Connected
The cable for Ethernet is connected, but
[=] :Efgﬁl‘nec:&d @nn}» your computer does not have an IP address.
- Ethernet Configure: | Manuall 4]
Mot Connected glre: i
FireWire % IP Address: | 0.0.0.0 ]
Mot Connected =
Subnet Mask:
@ AirPort E—
oft X Router: |
DNS Server:

Search Domains: |

802.1X: WPA: ZyXELO4
— Chavanced ) @

[Ja Click the lock to prevent further changes. ( Assist me... :) ( Revert ) ( Apply )

6 Click Apply and close the window.
Verifying Settings

Check your TCP/IP properties by clicking Applications > Utilities > Network Utilities, and then
selecting the appropriate Network interface from the Info tab.
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Figure 164 Mac OS X 10.5: Network Utility

N.Yele) Network Utility

[ Info | Netstat AppleTalk Ping Lookup  Traceroute Whois Finger

Port Scan |
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&
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[ Network Interface (en1) |

Interrace Transfer Statistics
Hardware Address: 00:30:65:25:6a:b3 Sent Packets: 1230
IP Address(es): 10.0.2.2 Send Errors: 0
Link Speed: 11 Mbit/s Recv Packets: 1197
Link Status: Active Recv Errors: 0
Vendaor: Apple Collisions: 0

Model: Wireless Network Adapter
(802.11)

Linux: Ubuntu 8 (GNOME)

This section shows you how to configure your computer’s TCP/IP settings in the GNU Object Model
Environment (GNOME) using the Ubuntu 8 Linux distribution. The procedure, screens and file
locations may vary depending on your specific distribution, release version, and individual

configuration. The following screens use the default Ubuntu 8 installation.

Note: Make sure you are logged in as the root administrator.

Follow the steps below to configure your computer IP address in GNOME:

1 Click System = Administration > Network.

Figure 165 Ubuntu 8: System > Administration Menu

Systern
¢ Preferances »

L;ih Administration  »| 1% Authorizations

[ Hardware Drivers
9 Help and Support -

‘€ About GNOME

] =
3 Hardware Testing

-

[m] Language Support
L_J Login Window

E Quit... % Metwork

-5:? About Ubuntu

g

2 When the Network Settings window opens, click Unlock to open the Authenticate window. (By
default, the Unlock button is greyed out until clicked.) You cannot make changes to your

configuration unless you first enter your admin password.
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3

4

Figure 166 Ubuntu 8: Network Settings > Connections

Location:

|

Connections | General l DMS | Hosts l

[=

Wired connection j

Roaming mode enabled

Point to point connec...
This network interface is not c...

. eﬂelp Q Eiglose

In the Authenticate window, enter your admin account name and password then click the

Authenticate button.

Figure 167 Ubuntu 8: Administrator Account Authentication

@y Authenticate [x]

(e System policy prevents

(Tc..-;. modifying the configuration
An application is attempting to perform an action
that requires privileges. Authentication as one of the
users below is required to perform this action.
2 € Lchris) - ’
Password for chris: [ J

[> Details
l 0Cance|(| i Authenticate

In the Network Settings window, select the connection that you want to configure, then click
Properties.
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Figure 168 Ubuntu 8: Network Settings > Connections

Location:

Connections | General \ DMS | Hosts ]

N4

] 1 Wired connection ( l &Emperties |4

a i Roaming mode enabled

B Point to point connec...
This network interface is not c...

5 The Properties dialog box opens.

Figure 169 Ubuntu 8: Network Settings > Properties
= B0 Properties: ‘

[:Enable roaming mode;

Connection Settings

Configuration: l =

|P address;

Gateway address:

l
Subnet mask: l
l

I ogancel |_

= In the Configuration list, select Automatic Configuration (DHCP) if you have a dynamic IP
address.

= In the Configuration list, select Static IP address if you have a static IP address. Fill in the
IP address, Subnet mask, and Gateway address fields.

6 Click OK to save the changes and close the Properties dialog box and return to the Network
Settings screen.

7 If you know your DNS server IP address(es), click the DNS tab in the Network Settings window
and then enter the DNS server information in the fields provided.
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Figure 170 Ubuntu 8: Network Settings > DNS
) “NEWoTk Settings =0

o

Location: | -

Connections I General | DMS | Hosts l

DNS Servers
110.0.2.3: =k Add

Search Domains

Help _ Lnlock R Close
© ] |

8 Click the Close button to apply the changes.

Verifying Settings

Check your TCP/IP properties by clicking System > Administration > Network Tools, and then
selecting the appropriate Network device from the Devices tab. The Interface Statistics
column shows data if your connection is working properly.
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Figure 171 Ubuntu 8: Network Tools
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Interface Statistics
5! 684.5 KiB
Transmitted packets: 1425

Transmission errors: 0
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Received packets: 1426
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Collisions: o]

Linux: openSUSE 10.3 (KDE)

This section shows you how to configure your computer’s TCP/IP settings in the K Desktop
Environment (KDE) using the openSUSE 10.3 Linux distribution. The procedure, screens and file
locations may vary depending on your specific distribution, release version, and individual
configuration. The following screens use the default openSUSE 10.3 installation.

276

Note: Make sure you are logged in as the root administrator.

Follow the steps below to configure your computer IP address in the KDE:

Click K Menu > Computer > Administrator Settings (YaST).
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Figure 172 openSUSE 10.3: K Menu > Computer Menu

h: - 5
Search: | [ ]%

Applications

~— | System Infarmation
1 Jindi

System Folders
& Home Faolder
j My Documents
Q Network Folders = |

Media
{# 2.45 Media (2.0 GB available! -
=
U {_
= | W | D=
ﬁ [*— e b
Favarites Applications Computer Histary Leave
User zyxel on linux-h2oz openSUSE’

2 When the Run as Root - KDE su dialog opens, enter the admin password and click OK.

Figure 173 openSUSE 10.3: K Menu > Computer Menu
" Run as root - KDE su = AN PR

P
Jh"‘.{ Please enter the Administrator (root)
Ty password to continue,

s

Command:  /sbinfyast2

Password: I.... I

l Ignore 6” oK # cancel ]

3 When the YaST Control Center window opens, select Network Devices and then click the
Network Card icon.
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Figure 174 openSUSE 10.3: YaST Control Center

YaST Control Center @

FEile Edit Help
Software
(@) DSL
Hardware
. b Mod
n System ﬁ odem

- Network Devices

_.Q MNetwork Services

'@ MNowvell AppArmor
?{ Security and Users
o

Y
% Miscellaneous

Search...

A

4  When the Network Settings window opens, click the Overview tab, select the appropriate
connection Name from the list, and then click the Configure button.

Figure 175 openSUSE 10.3: Network Settings
0 vasT -

Network Card @ Network Settings

Overview
Obtain an overview of

AMD PCnet - Fast 79C971 DHCP

Adding a Network
Card:

Press Add to configure a
new network card
manually.

Configuring or
Deleting:

Choose a network card
to change or remove,
Then press Configure or
Delete as desired.

installed network cards, [ Global Options | Overview | Hostname/DNS | Routing
Additionally, edit their
configuration. Name IP Address

AMD PCnet - Fast 79C971
MAC : 08:00:27:96:ed:3d

® Device Name: eth-etho
* Started automatically at boot

P

*® |P address assigned using DHCP

y - N
g& | Configure | pelege l

5 When the Network Card Setup window opens, click the Address tab
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Figure 176 openSUSE 10.3: Network Card Setup

Address Setup B @ Network Card Setup

Select No Address \
Setup if you do not General ( Address ’:tardware

want any IP address N -

for this device, This is Configuration Name

particularly useful for EE T .

bonding ethernet [ | ] [

devices. () Mo IP Address (for Bonding Devices)

Select Dynamic O Dynamic Address  [DHCP [+

address if you do not ® Statically assigned IP Address

have a static IP

address assigned by IP Address Subnet Mask Hostname

the system - [ ] [ l [
administrator or your o
cable or DSL provider.

You can choose one of
the dynamic address
assignment method.
Select DHCP if you
have a DHCP server
running on your local
network. Metwork
addresses are then
obtained automatically
from the server.

To automatically
search for free IP and
then assign it

statically, select
Zeroconf, To use

Cancel

6 Select Dynamic Address (DHCP) if you have a dynamic IP address.

Select Statically assigned IP Address if you have a static IP address. Fill in the IP address,
Subnet mask, and Hostname fields.

7 Click Next to save the changes and close the Network Card Setup window.

8 If you know your DNS server IP address(es), click the Hosthame/DNS tab in Network Settings
and then enter the DNS server information in the fields provided.
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9

Figure 177 openSUSE 10.3: Network Settings

inux-h2oz

Enter the name for

DNS domain that it
belongs to.

Optionally enter the
name server list and

this computer and the

(&) Network Settings

[ Global Options | Overview‘_ HostnameIDNS} Routing

—Hostname and Domain Name

Hostname Domain Mame

domain search list. [Iinux-hzoz

] [site

MNote that the
hostname is global--it
applies to all L

[] Change Hostname via DHCP
[] Write Hostname to /etc/hosts

interfaces, not just
this one.

The domain is Name Server 1

[%| Change /etc/resolv.conf manually
—MName Servers and Domain Search List

Domain Search

especially important if [1002.3

this computer is a mail

server. MName Server 2

If you are using DHCP [

to get an IP address, Name Server 3

check whether to get
a hostname via DHCP, [

The hostname of your
host (which can be

[ ] Update DNS data via DHCP

seen by issuing the
hostname command)
will be set
automatically by the
DHCP client. You may
want to disable this

option if you connect
to different networks @

s

Click Finish to save your settings and close the window.

Verifying Settings

280

Click the KNetwork Manager icon on the Task bar to check your TCP/IP properties. From the
Options sub-menu, select Show Connection Information.

Figure 178 openSUSE 10.3: KNetwork Manager

i Disable Wireless

v
&9 Switch to Offline Mode
T Show Connection Infarmation...

| -4 Configure. ..

fad KNetworkManager

L] Wired Devices
[® Wired Network

L Dial-Up Connections
2 Options

When the Connection Status - KNetwork Manager window opens, click the Statistics tab to

see if your connection is working properly.
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Figure 179 openSUSE: Connection Status - KNetwork Manager

® Connection Status - KNetworkManager

[a Device tﬁgddresse( ‘ (4 statistics

Received Transmitted
Bytes 2317441 841875
MBytes 2.2 0.8
Packets 3621 3140
Errors 0 0
Dropped 0 0
KBytes/s 0.0 0.0
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Pop-up Windows, JavaScript and Java
Permissions

In order to use the web configurator you need to allow:

= Web browser pop-up windows from your device.
= JavaScript (enabled by default).

= Java permissions (enabled by default).

Note: Internet Explorer 6 screens are used here. Screens for other Internet Explorer
versions may vary.

Internet Explorer Pop-up Blockers

You may have to disable pop-up blocking to log into your device.

Either disable pop-up blocking (enabled by default in Windows XP SP (Service Pack) 2) or allow
pop-up blocking and create an exception for your device’s IP address.

Disable Pop-up Blockers

1 In Internet Explorer, select Tools, Pop-up Blocker and then select Turn Off Pop-up Blocker.

Figure 180 Pop-up Blocker
Tools

Mail and Mews k|

Pap-up Blocker
Manage Add-ons. .. Bop-up Blocker Setting !
Synchronize... -

windows Update

windows Messenger

]
Internet Options... |

You can also check if pop-up blocking is disabled in the Pop-up Blocker section in the Privacy tab.

1 In Internet Explorer, select Tools, Internet Options, Privacy.

2 Clear the Block pop-ups check box in the Pop-up Blocker section of the screen. This disables any
web pop-up blockers you may have enabled.
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3

Figure 181 Internet Options: Privacy

Internet Options

FIx

| General | Security | Privacy | Content | Connections | Programs Advanced |
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f Mowe the slider to zelect a privacy setting for the [nternet
= zone
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- Blacks third-party cookies that do not have a compact
privacy policy
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(- information without wour implicit conzent
- Restricts first-party cookies that uze perzonally identifiable
information without implicit conzent
l Sites... I [ Import. .. ] [ Advanced...
Pop-up Blocker
@ Frevent most pop-up windows from appearing.
(] Block pop-ups
’ 0k ] [ Cancel ] L Apply J

Click Apply to save this setting.

Enable Pop-up Blockers with Exceptions

1

2

284

Alternatively, if you only want to allow pop-up windows from your device, see the following steps.

In Internet Explorer, select Tools, Internet Options and then the Privacy tab.

Select Settings...to open the Pop-up Blocker Settings screen.
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Figure 182 Internet Options: Privacy

Internet Options
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Settings
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[ Sites... l [ Import. .. ] l.-’-‘«dvanced... I ‘
Pop-up Blocker
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Block pop-ups

Seftings...

’ 0k ][ Cancel ]’ Apply l

3

Type the IP address of your device (the web page that you do not want to have blocked) with the
prefix “http://”. For example, http://192.168.167.1.

4  Click Add to move the IP address to the list of Allowed sites

Figure 183 Pop-up Blocker Settings
Pop-up Blocker Settings

X

Exceptions

Fop-ups are currently blocked. ou can allow pop-ups from specific
“Web zites by adding the zite to the list below,

Addrezs of Web zite to allow:
| http: /419216811 Add

Allowed zites:

Motifications and Filter Lewel

Flay a gound when a pop-up iz blocked,

Show Information Bar when a pop-up is blocked.
Filter Lewvel,

Medium: Block most automatic pop-ups

Fop-up Blocker FAQ

Cloze
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5

6

Click Close to return to the Privacy screen.

Click Apply to save this setting.

JavaScript

1

If pages of the web configurator do not display properly in Internet Explorer, check that JavaScript

are allowed.

In Internet Explorer, click Tools, Internet Options and then the Security tab.

Figure 184 Internet Options: Security

Internet Options

Select a'wWeb content zone to specify its security settings,

O @
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Sites. . |
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d B
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— Security level for thiz zone
Mowe the zlider to zet the security level for this zone.
= | - Medium

- S afe browszing and =il functional

- Prompts before downloading potentially unsafe content
- Ungigned Activel controlz will not be downloaded

- Appropriate for mozt Internet sites

( Custom Lewvel .. i ) efaulbLeyel |

QK | Cancel | e 1]
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Click the Custom Level... button.

Scroll down to Scripting.

Under Active scripting make sure that Enable is
Under Scripting of Java applets make sure that

Click OK to close the window.

selected (the default).

Enable is selected (the default).
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Figure 185 Security Settings - Java Scripting

Sethings:

Scripting :J

@ Ackive scripting

@ Allow paste operations via script
) Disable
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O Prompt

@ acripting of Java applets

) Disable J
) Prompt
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—Reset custom setkings

Reset to: IMedium ;I Reset |
OF I Cancel |

Java Permissions

1 From Internet Explorer, click Tools, Internet Options and then the Security tab.
2 Click the Custom Level... button.

3 Scroll down to Microsoft VM.

4 Under Java permissions make sure that a safety level is selected.

5 Click OK to close the window.
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Figure 186 Security Settings - Java
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ure 187 Java (Sun)

From Internet Explorer, click Tools, Internet Options and then the Advanced tab.

Make sure that Use Java 2 for <applet> under Java (Sun) is selected.
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Mozilla Firefox

Mozilla Firefox 2.0 screens are used here. Screens for other versions may vary.

You can enable Java, JavaScript and pop-ups in one screen. Click Tools, then click Options in the

screen that appears.

Figure 188 Mozilla Firefox: Tools > Options

Help

Wweh Search Chrl+E

Dowenloads Chrl+1

Add-ons

web Developer
Errar Console
Adblock Plus. ..
Page Info

Chrl4-Shift+a

% EireFTR
Clear Private Data... Ctrl+Shift+Del
' Tab Mix Plus Cptions

71 Session Manager 4

Click Content.to show the screen below. Select the check boxes as shown in the following screen.

Figure 189 Mozilla Firefox Content Security
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¥ Enable JavaScript Advanced. ., |
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Colars... |
« File Types
Configure how Firefox handles certain types of files Manage... |

I

Cancel Help
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Common Services

The following table lists some commonly-used services and their associated protocols and port
numbers. For a comprehensive list of port numbers, ICMP type/code numbers and services, visit
the IANA (Internet Assigned Number Authority) web site.

= Name: This is a short, descriptive name for the service. You can use this one or create a
different one, if you like.

= Protocol: This is the type of IP protocol used by the service. If this is TCP/UDP, then the service
uses the same port number with TCP and UDP. If this is USER-DEFINED, the Port(s) is the IP
protocol number, not the port number.

= Port(s): This value depends on the Protocol. Please refer to RFC 1700 for further information
about port numbers.

« If the Protocol is TCP, UDP, or TCP/UDP, this is the IP port number.
« If the Protocol is USER, this is the IP protocol number.

= Description: This is a brief explanation of the applications that use this service or the situations
in which this service is used.

Table 96 Commonly Used Services

NAME PROTOCOL PORT(S) DESCRIPTION

AH User-Defined 51 The IPSEC AH (Authentication Header)

(IPSEC_TUNNEL) tunneling protocol uses this service.

AIM/New-1CQ TCP 5190 AOL’s Internet Messenger service. It is
also used as a listening port by ICQ.

AUTH TCP 113 Authentication protocol used by some
servers.

BGP TCP 179 Border Gateway Protocol.

BOOTP_CLIENT UDP 68 DHCP Client.

BOOTP_SERVER UDP 67 DHCP Server.

CU-SEEME TCP 7648 A popular videoconferencing solution from
White Pines Software.

UDP 24032

DNS TCP/UDP 53 Domain Name Server, a service that
matches web names (for example
www.zyxel.com) to IP numbers.

ESP User-Defined 50 The IPSEC ESP (Encapsulation Security

(IPSEC_TUNNEL) Protocol) tunneling protocol uses this
service.

FINGER TCP 79 Finger is a UNIX or Internet related
command that can be used to find out if a
user is logged on.

FTP TCP 20 File Transfer Program, a program to enable
fast transfer of files, including large files

Tcp 21 that may not be possible by e-mail.

H.323 TCP 1720 NetMeeting uses this protocol.
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Table 96 Commonly Used Services (continued)

292

NAME PROTOCOL PORT(S) DESCRIPTION

HTTP TCP 80 Hyper Text Transfer Protocol - a client/
server protocol for the world wide web.

HTTPS TCP 443 HTTPS is a secured http session often used
in e-commerce.

ICMP User-Defined 1 Internet Control Message Protocol is often
used for diagnostic or routing purposes.

1CQ UDP 4000 This is a popular Internet chat program.

IGMP (MULTICAST) | User-Defined 2 Internet Group Management Protocol is
used when sending packets to a specific
group of hosts.

IKE UDP 500 The Internet Key Exchange algorithm is
used for key distribution and
management.

IRC TCP/UDP 6667 This is another popular Internet chat
program.

MSN Messenger TCP 1863 Microsoft Networks’ messenger service
uses this protocol.

NEW-1CQ TCP 5190 An Internet chat program.

NEWS TCP 144 A protocol for news groups.

NFS UDP 2049 Network File System - NFS is a client/
server distributed file service that provides
transparent file sharing for network
environments.

NNTP TCP 119 Network News Transport Protocol is the
delivery mechanism for the USENET
newsgroup service.

PING User-Defined 1 Packet INternet Groper is a protocol that
sends out ICMP echo requests to test
whether or not a remote host is reachable.

POP3 TCP 110 Post Office Protocol version 3 lets a client
computer get e-mail from a POP3 server
through a temporary connection (TCP/IP
or other).

PPTP TCP 1723 Point-to-Point Tunneling Protocol enables
secure transfer of data over public
networks. This is the control channel.

PPTP_TUNNEL User-Defined 47 PPTP (Point-to-Point Tunneling Protocol)

(GRE) enables secure transfer of data over public
networks. This is the data channel.

RCMD TCP 512 Remote Command Service.

REAL_AUDIO TCP 7070 A streaming audio service that enables
real time sound over the web.

REXEC TCP 514 Remote Execution Daemon.

RLOGIN TCP 513 Remote Login.

RTELNET TCP 107 Remote Telnet.

RTSP TCP/UDP 554 The Real Time Streaming (media control)
Protocol (RTSP) is a remote control for
multimedia on the Internet.

SFTP TCP 115 Simple File Transfer Protocol.
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Table 96 Commonly Used Services (continued)

NAME

PROTOCOL

PORT(S)

DESCRIPTION

SMTP

TCP

25

Simple Mail Transfer Protocol is the
message-exchange standard for the
Internet. SMTP enables you to move
messages from one e-mail server to
another.

SNMP

TCP/UDP

161

Simple Network Management Program.

SNMP-TRAPS

TCP/UDP

162

Traps for use with the SNMP (RFC:1215).

SQL-NET

TCP

1521

Structured Query Language is an interface
to access data on many different types of
database systems, including mainframes,
midrange systems, UNIX systems and
network servers.

SSH

TCP/UDP

22

Secure Shell Remote Login Program.

STRM WORKS

UDP

1558

Stream Works Protocol.

SYSLOG

UDP

514

Syslog allows you to send system logs to a
UNIX server.

TACACS

UDP

49

Login Host Protocol used for (Terminal
Access Controller Access Control System).

TELNET

TCP

23

Telnet is the login and terminal emulation
protocol common on the Internet and in
UNIX environments. It operates over TCP/
IP networks. Its primary function is to
allow users to log into remote host
systems.

TFTP

UDP

69

Trivial File Transfer Protocol is an Internet
file transfer protocol similar to FTP, but
uses the UDP (User Datagram Protocol)
rather than TCP (Transmission Control
Protocol).

VDOLIVE

TCP

7000

Another videoconferencing solution.
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IPv6

Overview

IPv6 (Internet Protocol version 6), is designed to enhance IP address size and features. The
increase in IPv6 address size to 128 bits (from the 32-bit IPv4 address) allows up to 3.4 x 1038 Ip

addresses.

IPv6 Addressing

The 128-bit IPv6 address is written as eight 16-bit hexadecimal blocks separated by colons (:). This
is an example IPv6 address 2001:0db8:1a2b:0015:0000:0000:1a2f:0000.

IPv6 addresses can be abbreviated in two ways:

* Leading zeros in a block can be omitted. So 2001:0db8:1a2b:0015:0000:0000:1a2f:0000 can
be written as 2001:db8:1a2b:15:0:0:1a2f:0.

= Any number of consecutive blocks of zeros can be replaced by a double colon. A double colon can
only appear once in an IPv6 address. So 2001 :0db8:0000:0000:1a2f:0000:0000:0015 can be
written as 2001:0db8: :1a2f:0000:0000:0015, 2001:0db8:0000:0000:1a2f::0015,
2001:db8::1a2f:0:0:15 or 2001:db8:0:0:1a2f::15.

Prefix and Prefix Length

Similar to an IPv4 subnet mask, IPv6 uses an address prefix to represent the network address. An
IPv6 prefix length specifies how many most significant bits (start from the left) in the address
compose the network address. The prefix length is written as “/x” where X is a number. For

example,
2001:db8:1a2b:15::1a2f:0/32

means that the first 32 bits (2001:db8) is the subnet prefix.

Link-local Address

A link-local address uniquely identifies a device on the local network (the LAN). It is similar to a
“private IP address” in IPv4. You can have the same link-local address on multiple interfaces on a
device. A link-local unicast address has a predefined prefix of fe80::/10. The link-local unicast
address format is as follows.

Table 97 Link-local Unicast Address Format

1111 1110 10 0 Interface ID
10 bits 54 bits 64 bits
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Global Address

A global address uniquely identifies a device on the Internet. It is similar to a “public IP address” in
IPv4. A global unicast address starts with a 2 or 3.

Unspecified Address

An unspecified address (0:0:0:0:0:0:0:0 or ::) is used as the source address when a device does
not have its own address. It is similar to “0.0.0.0” in IPv4.

Loopback Address

A loopback address (0:0:0:0:0:0:0:1 or ::1) allows a host to send packets to itself. It is similar to

“127.0.0.1” in IPVA4.

Multicast Address

In IPv6, multicast addresses provide the same functionality as IPv4 broadcast addresses.
Broadcasting is not supported in IPv6. A multicast address allows a host to send packets to all hosts

in a multicast group.

Multicast scope allows you to determine the size of the multicast group. A multicast address has a
predefined prefix of ff00::/8. The following table describes some of the predefined multicast

addresses.

Table 98 Predefined Multicast Address

MULTICAST ADDRESS DESCRIPTION
FF01:0:0:0:0:0:0:1 All hosts on a local node.
FF01:0:0:0:0:0:0:2 All routers on a local node
FF02:0:0:0:0:0:0:1 All hosts on a local connected link.
FF02:0:0:0:0:0:0:2 All routers on a local connected link.
FF05:0:0:0:0:0:0:2 All routers on a local site.
FF05:0:0:0:0:0:1:3 All DHCP severs on a local site.

The following table describes the multicast addresses which are reserved and can not be assigned

to a multicast group.

Table 99 Reserved Multicast Address

MULTICAST ADDRESS
FF00:0:0:0:0:0:0:0
FF01:0:0:0:0:0:0:0
FF02:0:0:0:0:0:0:0
FF03:0:0:0:0:0:0:0
FF04:0:0:0:0:0:0:0
FF05:0:0:0:0:0:0:0
FF06:0:0:0:0:0:0:0
FF07:0:0:0:0:0:0:0
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Table 99 Reserved Multicast Address (continued)

MULTICAST ADDRESS
FF08:0:0:0:0:0:0:0
FF09:0:0:0:0:0:0:0
FFOA:-0:0:0:0:0:0:0
FFOB:0:0:0:0:0:0:0
FFOC:0:0:0:0:0:0:0
FFOD:0:0:0:0:0:0:0
FFOE:0:0:0:0:0:0:0
FFOF:0:0:0:0:0:0:0

Subnet Masking

Interface

EUI-64

Both an IPv6 address and IPv6 subnet mask compose of 128-bit binary digits, which are divided
into eight 16-bit blocks and written in hexadecimal notation. Hexadecimal uses four bits for each
character (1 — 10, A — F). Each block’s 16 bits are then represented by four hexadecimal
characters. For example, FFFF:FFFF:FFFF:FFFF:FC00:0000:0000:0000.

ID

In IPv6, an interface ID is a 64-bit identifier. It identifies a physical interface (for example, an
Ethernet port) or a virtual interface (for example, the management IP address for a VLAN). One
interface should have a unique interface ID.

The EUI-64 (Extended Unique ldentifier) defined by the IEEE (Institute of Electrical and Electronics
Engineers) is an interface ID format designed to adapt with IPv6. It is derived from the 48-bit (6-
byte) Ethernet MAC address as shown next. EUI-64 inserts the hex digits fffe between the third and
fourth bytes of the MAC address and complements the seventh bit of the first byte of the MAC
address. See the following example.

MAC ‘00:13:49:12:34 :56‘

EUI-64 ‘02 213 : 49 :FF :FE :12 : 34 :56‘

Stateless Autoconfiguration

With stateless autoconfiguration in IPv6, addresses can be uniquely and automatically generated.
Unlike DHCPv6 (Dynamic Host Configuration Protocol version six) which is used in IPv6 stateful
autoconfiguration, the owner and status of addresses don’t need to be maintained by a DHCP
server. Every IPv6 device is able to generate its own and unique IP address automatically when
IPv6 is initiated on its interface. It combines the prefix and the interface ID (generated from its own
Ethernet MAC address, see Interface ID and EUI-64) to form a complete IPv6 address.

When IPv6 is enabled on a device, its interface automatically generates a link-local address
(beginning with fe80).

When the interface is connected to a network with a router and the Device is set to automatically
obtain an IPv6 network prefix from the router for the interface, it generates 3another address which
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DHCPv6

combines its interface ID and global and subnet information advertised from the router. This is a
routable global IP address.

The Dynamic Host Configuration Protocol for IPv6 (DHCPv6, RFC 3315) is a server-client protocol
that allows a DHCP server to assign and pass IPv6 network addresses, prefixes and other
configuration information to DHCP clients. DHCPv6 servers and clients exchange DHCP messages
using UDP.

Each DHCP client and server has a unique DHCP Unique IDentifier (DUID), which is used for
identification when they are exchanging DHCPv6 messages. The DUID is generated from the MAC
address, time, vendor assigned ID and/or the vendor's private enterprise number registered with
the IANA. It should not change over time even after you reboot the device.

Identity Association

An Identity Association (1A) is a collection of addresses assigned to a DHCP client, through which
the server and client can manage a set of related IP addresses. Each IA must be associated with
exactly one interface. The DHCP client uses the IA assigned to an interface to obtain configuration
from a DHCP server for that interface. Each IA consists of a unique IAID and associated IP
information.

The 1A type is the type of address in the IA. Each IA holds one type of address. IA_NA means an
identity association for non-temporary addresses and IA_TA is an identity association for temporary
addresses. An IA_NA option contains the T1 and T2 fields, but an IA_TA option does not. The
DHCPV6 server uses T1 and T2 to control the time at which the client contacts with the server to
extend the lifetimes on any addresses in the IA_NA before the lifetimes expire. After T1, the client
sends the server (S1) (from which the addresses in the IA_NA were obtained) a Renew message. If
the time T2 is reached and the server does not respond, the client sends a Rebind message to any
available server (S2). For an IA_TA, the client may send a Renew or Rebind message at the client's
discretion.

T2

T1

7

|
|
|
Rensy Ren Re
|
|
|
|
|

tO sT to S to S | \

DHCP Relay Agent

A DHCP relay agent is on the same network as the DHCP clients and helps forward messages
between the DHCP server and clients. When a client cannot use its link-local address and a well-
known multicast address to locate a DHCP server on its network, it then needs a DHCP relay agent
to send a message to a DHCP server that is not attached to the same network.

The DHCP relay agent can add the remote identification (remote-1D) option and the interface-1D
option to the Relay-Forward DHCPv6 messages. The remote-ID option carries a user-defined string,

3. InIPv6, all network interfaces can be associated with several addresses.
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such as the system name. The interface-ID option provides slot number, port information and the
VLAN ID to the DHCPvV6 server. The remote-ID option (if any) is stripped from the Relay-Reply
messages before the relay agent sends the packets to the clients. The DHCP server copies the
interface-1D option from the Relay-Forward message into the Relay-Reply message and sends it to
the relay agent. The interface-I1D should not change even after the relay agent restarts.

Prefix Delegation

Prefix delegation enables an IPv6 router to use the IPv6 prefix (network address) received from the
ISP (or a connected uplink router) for its LAN. The Device uses the received IPv6 prefix (for
example, 2001:db2::/48) to generate its LAN IP address. Through sending Router Advertisements
(RASs) regularly by multicast, the Device passes the IPv6 prefix information to its LAN hosts. The
hosts then can use the prefix to generate their IPv6 addresses.

ICMPV6

Internet Control Message Protocol for IPv6 (ICMPv6 or ICMP for IPv6) is defined in RFC 4443.
ICMPv6 has a preceding Next Header value of 58, which is different from the value used to identify
ICMP for IPv4. ICMPV6 is an integral part of IPv6. IPv6 nodes use ICMPV6 to report errors
encountered in packet processing and perform other diagnostic functions, such as "ping".

Neighbor Discovery Protocol (NDP)

The Neighbor Discovery Protocol (NDP) is a protocol used to discover other IPv6 devices and track
neighbor’s reachability in a network. An IPv6 device uses the following ICMPv6 messages types:

= Neighbor solicitation: A request from a host to determine a neighbor’s link-layer address (MAC
address) and detect if the neighbor is still reachable. A neighbor being “reachable” means it
responds to a neighbor solicitation message (from the host) with a neighbor advertisement
message.

= Neighbor advertisement: A response from a node to announce its link-layer address.

= Router solicitation: A request from a host to locate a router that can act as the default router and
forward packets.

= Router advertisement: A response to a router solicitation or a periodical multicast advertisement
from a router to advertise its presence and other parameters.

IPv6 Cache

An IPv6 host is required to have a neighbor cache, destination cache, prefix list and default router
list. The Device maintains and updates its IPv6 caches constantly using the information from
response messages. In IPv6, the Device configures a link-local address automatically, and then
sends a neighbor solicitation message to check if the address is unique. If there is an address to be
resolved or verified, the Device also sends out a neighbor solicitation message. When the Device
receives a neighbor advertisement in response, it stores the neighbor’s link-layer address in the
neighbor cache. When the Device uses a router solicitation message to query for a router and
receives a router advertisement message, it adds the router’s information to the neighbor cache,
prefix list and destination cache. The Device creates an entry in the default router list cache if the
router can be used as a default router.

When the Device needs to send a packet, it first consults the destination cache to determine the
next hop. If there is no matching entry in the destination cache, the Device uses the prefix list to
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determine whether the destination address is on-link and can be reached directly without passing
through a router. If the address is unlink, the address is considered as the next hop. Otherwise, the
Device determines the next-hop from the default router list or routing table. Once the next hop IP
address is known, the Device looks into the neighbor cache to get the link-layer address and sends
the packet when the neighbor is reachable. If the Device cannot find an entry in the neighbor cache
or the state for the neighbor is not reachable, it starts the address resolution process. This helps
reduce the number of IPv6 solicitation and advertisement messages.

Multicast Listener Discovery

The Multicast Listener Discovery (MLD) protocol (defined in RFC 2710) is derived from IPv4's
Internet Group Management Protocol version 2 (IGMPv2). MLD uses ICMPv6 message types, rather
than IGMP message types. MLDv1 is equivalent to IGMPv2 and MLDv2 is equivalent to IGMPv3.

MLD allows an IPv6 switch or router to discover the presence of MLD listeners who wish to receive
multicast packets and the IP addresses of multicast groups the hosts want to join on its network.

MLD snooping and MLD proxy are analogous to IGMP snooping and IGMP proxy in IPv4.

MLD filtering controls which multicast groups a port can join.

MLD Messages

300

A multicast router or switch periodically sends general queries to MLD hosts to update the multicast
forwarding table. When an MLD host wants to join a multicast group, it sends an MLD Report
message for that address.

An MLD Done message is equivalent to an IGMP Leave message. When an MLD host wants to leave
a multicast group, it can send a Done message to the router or switch. The router or switch then
sends a group-specific query to the port on which the Done message is received to determine if
other devices connected to this port should remain in the group.
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Example - Enabling IPv6 on Windows XP/2003/Vista

By default, Windows XP and Windows 2003 support IPv6. This example shows you how to use the
ipv6 install command on Windows XP/2003 to enable IPv6. This also displays how to use the
ipconfig command to see auto-generated IP addresses.

C:\>ipv6 install
Installing...
Succeeded.
C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix .

IP Address. . . . . . . . . . . . 10.1.1.46
Subnet Mask . . . . . . . . . . . 255.255.255.0
IP Address. . . . . . . . . . . . Fe80::2d0:59FfF:feb8:103c%4

Default Gateway . . . . . . . . . 10.1.1.254

IPv6 is installed and enabled by default in Windows Vista. Use the ipconfig command to check
your automatic configured IPv6 address as well. You should see at least one IPv6 address available
for the interface on your computer.

Example - Enabling DHCPv6 on Windows XP
Windows XP does not support DHCPV6. If your network uses DHCPv6 for IP address assignment,
you have to additionally install a DHCPV6 client software on your Windows XP. (Note: If you use
static IP addresses or Router Advertisement for IPv6 address assignment in your network, ignore

this section.)

This example uses Dibbler as the DHCPv6 client. To enable DHCPv6 client on your computer:

1 Install Dibbler and select the DHCPV6 client option on your computer.

2  After the installation is complete, select Start > All Programs > Dibbler-DHCPv6 > Client
Install as service.

3 Select Start > Control Panel > Administrative Tools > Services.

4  Double click Dibbler - a DHCPvV6 client.
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5

6

i Services = 0%
ile  Action  Wiew Help
| 7 @R 2 »
A Services -Locai"_ i :
fo Ak Services (Local)
Dibbler - a DHCPv6 client Mame Description Stakus Startup Type Log &n As
%DCOM Server Process Launcher Provides la...  Started Automatic Local System
. ient [Manages 0 Started Automatic Local System
Stit the service g%{gDibbler - a DHCPv6 client Dibbler - a .., Automatic Local Systel
Distributed Link Tracking Client Maintains li..,  Started Automatic Local System
%Distributed Transaction Coordinator  Coordinate... Manual Mebwork 5.
Description: %DNS Client Resolves a...  Started Aukomatic Mebwork 5.
Dibbler - a portable DHCPVE. %Error Reporting Service Allows erro,..  Started Automat?c Local System
This is DHCPVE cli : %Event Log Enables ev... Started Automatic Local System
15 & v6 client, version %Extensible Authentication Protocol... Provides wi... Manual Local System
0.7.2. %Fast User Switching Compatibility Provides m... Manual Local System
%FLEXnet Licensing Service This servic, .. Manual Local System
_,\ Extended A Standard
Click Start and then OK.
Dibbler - a DHCPvé client Properties (Local Computer) 7 E
General | LogOn | Fecovery | Dependencies
Service name: DHCPvEClient
Display name: Dibbler - a DHCPvE client
Descriptior: Dibbler - & portable DHCPYE. This is DHEPYE client,

wversion 0.7.2.

Path to executable:
C:\Program Files\DHCPvEClient_dibblertdibbler-client exe service -d "C:APr

Startup type: Automatic v

Service statuz:  Stopped

“Y'ou can specify the start parameters that apply when pou start the service
fram here.

Start parameters:

(l (0] 8 ‘J)I Cancel I

Now your computer can obtain an IPv6 address from a DHCPV6 server.

Example - Enabling IPv6 on Windows 7

302

Windows 7 supports IPv6 by default. DHCPV6 is also enabled when you enable IPv6 on a Windows 7
computer.

To enable IPv6 in Windows 7:

Select Control Panel > Network and Sharing Center > Local Area Connection.
Select the Internet Protocol Version 6 (TCP/1Pv6) checkbox to enable it.

Click OK to save the change.
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4 Local Area Connection Properties @

Metwaorling

Connect using:

¥ Broadcom Net¥treme Gigabit Ethemet

This connection uses the following items:

o% Clignt for Microsoft Networks
.@QDS Packet Scheduler

i |ntemat Protocal Version £ (TCP/IPv4)

Description

TCP/IP version &. The latest version of the intemet protocol
that provides communication across diverse interconnected
networks.

q oK D[ Cancel

4  Click Close to exit the Local Area Connection Status screen.
5 Select Start > All Programs > Accessories > Command Prompt.

6 Use the ipconfig command to check your dynamic IPv6 address. This example shows a global
address (2001:b021:2d::1000) obtained from a DHCP server.

C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix .
IPv6 Address. . . . . . . . . . .
Link-local 1Pv6 Address . . . . .
IPv4 Address. . . . . . . . . . .
Subnet Mask . . . . . . . . . . .
Default Gateway . . . . . . . . .

2001:b021:2d::1000
fe80::25d8:dcab:c80a:5189%11
172.16.100.61

255.255.255.0
e80::213:49ffF:feaa:7125%11
172.16.100.254
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Legal Information

Copyright
Copyright © 2013 by ZyXEL Communications Corporation.

The contents of this publication may not be reproduced in any part or as a whole, transcribed,
stored in a retrieval system, translated into any language, or transmitted in any form or by any
means, electronic, mechanical, magnetic, optical, chemical, photocopying, manual, or otherwise,
without the prior written permission of ZyXEL Communications Corporation.

Published by ZyXEL Communications Corporation. All rights reserved.

Disclaimers

ZyXEL does not assume any liability arising out of the application or use of any products, or
software described herein. Neither does it convey any license under its patent rights nor the patent
rights of others. ZyXEL further reserves the right to make changes in any products described herein
without notice. This publication is subject to change without notice.

Your use of the Device is subject to the terms and conditions of any related service providers. Use
with products that have NAT, and/or 3G.

Do not use the Device for illegal purposes. lllegal downloading or sharing of files can result in
severe civil and criminal penalties. You are subject to the restrictions of copyright laws and any
other applicable laws, and will bear the consequences of any infringements thereof. ZyXEL bears
NO responsibility or liability for your use of the download service feature. Use for products that
have a download service.

Make sure all data and programs on the Device are also stored elsewhere. ZyXEL is not responsible

for any loss of or damage to any data, programs, or storage media resulting from the use, misuse,
or disuse of this or any other ZyXEL product. Use for storage/backup devices.

Trademarks

This item incorporates copy protection technology that is protected by U.S. patents and other
intellectual property rights of Rovi Corporation. Reverse engineering and disassembly are
prohibited. Use for STBs that need Rovi certification.

Certifications (Class B)

Federal Communications Commission (FCC) Interference Statement

The device complies with Part 15 of FCC rules. Operation is subject to the following two conditions:
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* This device may not cause harmful interference.

= This device must accept any interference received, including interference that may cause
undesired operations.

This device has been tested and found to comply with the limits for a Class B digital device pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This device generates, uses, and can radiate radio
frequency energy, and if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will
not occur in a particular installation.

If this device does cause harmful interference to radio/television reception, which can be
determined by turning the device off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and the receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate this equipment.

FCC Radiation Exposure Statement

= This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

« |EEE 802.11b, 802.11g or 802.11n(20MHz) operation of this product in the U.S.A. is firmware-
limited to channels 1 through 11. IEEE 802.11n(40MHz) operation of this product in the U.S.A. is
firmware-limited to channels 3 through 9.

= |EEE 802.11b or 802.11g operation of this product in the U.S.A. is firmware-limited to channels 1
through 11.
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Notices

Changes or modifications not expressly approved by the party responsible for compliance could
void the user's authority to operate the equipment.

This device is designed for the WLAN 2.4 GHz and/or 5 GHz networks throughout the EC region and
Switzerland, with restrictions in France.

Ce produit est congu pour les bandes de fréquences 2,4 GHz et/ou 5 GHz conformément a la
lIégislation Européenne. En France métropolitaine, suivant les décisions n°03-908 et 03-909 de
I’ARCEP, la puissance d’émission ne devra pas dépasser 10 mW (10 dB) dans le cadre d’'une
installation WiFi en extérieur pour les fréquences comprises entre 2454 MHz et 2483,5 MHz.
This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.
"PRODUCT COMPLIES WITH 21 CFR 1040.10 AND 1040.11"

"PRODUIT CONFORME SELON 21CFR 1040.10 ET 1040.11"

CLASS 1 LASER PRODUCT

APPAREIL A LASER DE CLASSE 1

Viewing Certifications

1 Go to http://www.zyxel.com.

2 Select your product on the ZyXEL home page to go to that product's page.

3 Select the certification you wish to view from this page.

ZyXEL Limited Warranty

ZyXEL warrants to the original end user (purchaser) that this product is free from any defects in
material or workmanship for a specific period (the Warranty Period) from the date of purchase. The
Warranty Period varies by region. Check with your vendor and/or the authorized ZyXEL local
distributor for details about the Warranty Period of this product. During the warranty period, and
upon proof of purchase, should the product have indications of failure due to faulty workmanship
and/or materials, ZyXEL will, at its discretion, repair or replace the defective products or
components without charge for either parts or labor, and to whatever extent it shall deem
necessary to restore the product or components to proper operating condition. Any replacement
will consist of a new or re-manufactured functionally equivalent product of equal or higher value,
and will be solely at the discretion of ZyXEL. This warranty shall not apply if the product has been
modified, misused, tampered with, damaged by an act of God, or subjected to abnormal working
conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser.
This warranty is in lieu of all other warranties, express or implied, including any implied warranty of
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merchantability or fitness for a particular use or purpose. ZyXEL shall in no event be held liable for
indirect or consequential damages of any kind to the purchaser.

To obtain the services of this warranty, contact your vendor. You may also refer to the warranty
policy for the region in which you bought the device at http://www.zyxel.com/web/
support_warranty_info.php.

Registration

Register your product online to receive e-mail notices of firmware upgrades and information at
www.zyxel.com.

Safety Warnings

Do NOT use this product near water, for example, in a wet basement or near a swimming pool.
Do NOT expose your device to dampness, dust or corrosive liquids.
Do NOT store things on the device.
Do NOT install, use, or service this device during a thunderstorm. There is a remote risk of electric shock from lightning.
Connect ONLY suitable accessories to the device.
Do NOT open the device or unit. Opening or removing covers can expose you to dangerous high voltage points or other risks. ONLY
qualified service personnel should service or disassemble this device. Please contact your vendor for further information.
Make sure to connect the cables to the correct ports.
Place connecting cables carefully so that no one will step on them or stumble over them.
Always disconnect all cables from this device before servicing or disassembling.
Use ONLY an appropriate power adaptor or cord for your device.
Connect the power adaptor or cord to the right supply voltage (for example, 110V AC in North America or 230V AC in Europe).
Do NOT remove the plug and connect it to a power outlet by itself; always attach the plug to the power adaptor first before connecting
it to a power outlet.
Do NOT allow anything to rest on the power adaptor or cord and do NOT place the product where anyone can walk on the power
adaptor or cord.
Do NOT use the device if the power adaptor or cord is damaged as it might cause electrocution.
If the power adaptor or cord is damaged, remove it from the device and the power source.
Do NOT attempt to repair the power adaptor or cord. Contact your local vendor to order a new one.
Do not use the device outside, and make sure all the connections are indoors. There is a remote risk of electric shock from lightning.
Do NOT obstruct the device ventilation slots, as insufficient airflow may harm your device.
Use only No. 26 AWG (American Wire Gauge) or larger telecommunication line cord.
If you wall mount your device, make sure that no electrical lines, gas or water pipes will be damaged.
This product is for indoor use only (utilisation intérieure exclusivement).

Your product is marked with this symbol, which is known as the WEEE mark. WEEE stands for Waste Electronics and Electrical
Equipment. It means that used electrical and electronic products should not be mixed with general waste. Used electrical and
electronic equipment should be treated separately.
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Numbers

6to4 mode 69

A

ACK message 199

activation
media server 102

adding a printer example 42
administrator password 19

AH 174

algorithms 174

alternative subnet mask notation 245

applications
Internet access 15
media server 102
activation 102
iTunes server 102
VolP 15

automatic logout 20

B

backup
configuration 229

bandwidth management 121
Broadband 67

broadcast 87

BYE request 199

C

CA 159
call hold 202
call rule 193

Index

call service mode 201

call transfer 202

call waiting 202

Canonical Format Indicator See CFI

certificate
factory default 162

certificates 159
CA 159
replacing 162
storage space 162
thumbprint algorithms 161
thumbprints 161
trusted CAs 163
verifying fingerprints 161
Certification Authority, see CA
certifications 305
notices 307
viewing 307
CFl 86
Class of Service 200
Class of Service, see CoS
client list 97
client-server protocol 196
comfort noise generation 182

configuration 104
backup 229
reset 230
restoring 230

copyright 305
CoS 131, 200

D

default LAN IP address 19
DH 179

DHCP 63, 94, 104, 141
DHCPv6 69

diagnostic 233
differentiated services 200
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Differentiated Services, see DiffServ
Diffie-Hellman key groups 179

DiffServ (Differentiated Services) 200
code points 200
marking rule 132,200

disclaimer 305

DLNA 102

DNS 94

DNS server address assignment 87

documentation
related 2

domain name system, see DNS
Domain Name System. See DNS.
DS (Differentiated Services) 132
DS field 132, 200

DSCP 131, 200

DTMF 199

Dual-Tone MultiFrequency, see DTMF
DUID 69

dynamic DNS 141

Dynamic Host Configuration Protocol, see DHCP
DYNDNS wildcard 141

E

echo cancellation 182

Encapsulation 83
MER 83
PPP over Ethernet 83

encapsulation 68, 174
RFC 1483 84

ESP 174

Europe type call service mode 201

F

FCC interference statement 305
File Sharing 99

firewalls 145
configuration 147, 148
security 151

firmware 227

310

flash key 201
flashing 201
FTP 134

G

G.168 182

Guide
Quick Start 2

H

host 215
host name 63

IANA 105, 250

ID type and content 178
IEEE 802.1Q 86

IEEE 802.1Q VLAN 200

IGMP 87
version 87

IKE phases 175
importing trusted CAs 163
inside header 175

install UPnP 108
Windows Me 108
Windows XP 109

Internet access 15

Internet Assigned Numbers Authority
See IANA

Internet Assigned Numbers Authority, see I1ANA
Internet Key Exchange 175

Internet Protocol version 6 68

Internet Protocol version 6, see IPv6

Internet Service Provider, see ISP

IP address 63, 104
default 19
WAN 68

IP Address Assignment 86
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IP pool 97
IP pool setup 104

IPSec
algorithms 174
architecture 173
NAT 177

IPSec VPN 167

IPv6 68, 295
addressing 69, 87, 295
DHCP 69
EUI-64 297
global address 296
interface ID 297
link-local address 295
Neighbor Discovery Protocol 295
ping 295
prefix 69, 88, 295
prefix delegation 70
prefix length 69, 88, 295
stateless autoconfiguration 297
unspecified address 296

IPv6 modes
6to4 mode 69
ISP 68
iTunes server 102
ITU-T 182
L
LAN 93
and USB printer 103
client list 97

MAC address 98
LAN TCP/IP 104
listening port 186
Local Area Network, see LAN
login
passwords 19

logout 20
automatic 20

logs 205, 225

M

MAC 63, 153

MAC address 98

MAC address filtering 153

MAC filter 153

Management Information Base (MIB) 220

managing the device
good habits 17
using FTP. See FTP.

Maximum Burst Size (MBS) 85
Media access control 153
Media Access Control, see MAC Address

media server 102
activation 102
iTunes server 102

model name 63

MTU (Multi-Tenant Unit) 86
multicast 87

multimedia 194

multiplexing 84
LLC-based 84
VC-based 84

multiprotocol encapsulation 84

N

NAT 105, 134, 250
definitions 137
how it works 138
IPSec 177
traversal 177
what it does 138

negotiation mode 176

Network Address Translation, see NAT
network map 22

non-proxy calls 193

O

OK response 199
other documentation 2
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outside header 175

P

passwords 19

Peak Cell Rate (PCR) 84
peer-to-peer calls 193
Per-Hop Behavior, see PHB
PHB 132, 200

phone book
speed dial 193

PPP over Ethernet, see PPPoE

PPPOE 68, 84
Benefits 84

prefix delegation 70
pre-shared key 179
Printer Server 102

printer sharing
and LAN 103
configuration 37
requirements 103
TCP/IP port 37
product registration 308

protocol 68

PSTN call setup signaling 199

pulse dialing 199

Q

QoS 121, 122,131,199
Quality of Service, see QoS
Quick Start Guide 2,19

R

Real time Transport Protocol, see RTP

registration
product 308

related documentation 2
reset 230
RESET button 17

restart 231

restoring configuration 230
RFC 1483 84

RFC 1631 133

RFC 1889 198

RFC 3164 205

router advertisements 70
router features 15

RTP 198

S

security, network 151

service access control 217

Session Initiation Protocol, see SIP

silence suppression 182

Simple Network Management Protocol, see SNMP

SIP 194
account 195
call progression 198
client 196
identities 195
INVITE request 199
number 195
proxy server 196
redirect server 197
register server 198
servers 196
service domain 195
URI 195
user agent 196
SNMP 219, 220
agents 219
Get 220
GetNext 220
Manager 219
managers 219
MIB 220
network components 219
Set 220
Trap 220
versions 219
speed dial 193
static route 117

static VLAN
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status 61
subnet 243
subnet mask 104, 244
subnetting 246
supplementary services 200
Sustained Cell Rate (SCR) 85
syslog

protocol 205

severity levels 205

system
firmware 227
passwords 19
status 61

System Info 62
system name 63, 222

T

Tag Control Information See TCI
Tag Protocol Identifier See TPID
TCI

TCP/IP port 37

The 68
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