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Overview
The Adobe EchoSign integration for Microsoft Dynamics CRM provides an integrated solution for creating, sending,
tracking and managing electronic signatures. The integration is available for Microsoft Dynamics CRM 2011 online

and on-premise.

System Requirements

The solution can only be installed by Microsoft Dynamics CRM administrators or by users with administrative
privileges for Microsoft Dynamics CRM. To complete configuring the solution you also need to be an account
administrator on the Adobe EchoSign and/or have access to your EchoSign account API Key. System requirements
below encompass both the server and client components required to successfully install and run Adobe EchoSign

for Dynamics CRM.

e  Microsoft Dynamics CRM 2011 Online or On-Premise
e  Microsoft Silverlight® (you will be prompted to download if not running). You can download the latest
version of Microsoft Silverlight at http://www.microsoft.com/getsilverlight/.

e Internet Explorer 8+ (32-bit) or higher

Installing and Configuring Adobe EchoSign

The following describe the steps for installing and configuring the integration.

1. Log on to your Microsoft Dynamics CRM account. In the Navigation Pane, click Settings.
Under Customization, click Solutions.

Solutions: All Solutions ~

Q?New }( Delete ﬁlmpnrt EE:{pnrt _{:ﬂlmpurtTranslatinns ._%ExpnrtTranslatinns

On the Action toolbar, click Import. The Select Solution Package dialog box is displayed.

Click Browse, select the Adobe EchoSign package zip file, and click Next.

In the Solution Information dialog box, click Next.

The Adobe EchoSign package gets installed. If you already have the previous version of the software
installed importing the new package will upgrade the existing solution to the new version. When
completed, the EchoSign package is shown in your list of solutions. Please ensure that the Version number

S

for the EchoSign solution package is 2.1.21.

4 System Cverview Video

=| Administration
'?; Data Management

B# system Jobs Solutions: All Solutions -
33 Document Management = - 4
Mew Delete Import Export § Import Translations |,

3 uaditing # New | X ERinport 03 Bport | B Inport i =

k) Activity Feeds Configuration | MName | Display Mame | Version

k) Activity Feeds Rules [[8* Echosign Adobe EchoSign 2121
AT T 1 8F ActivityFeeds Activity Feeds 1.0.1.20302

_3 Customizations

8_'? Solutions

51, Dynamics Marketplace
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7.
8.

9.

Click on the solution Display Name to open the Solution Settings window.

In the Solution Settings Company Name and License Key values should be set to the ones provided to you
with the solution.

Solution: Adobe EchoSign
Solution Settings
8? Information e 9

: N EchoSign
%f Configuration
= Components
L] Company Name COMPANY NAME
> [E Entities
—H option Sets License Key LICENSE KEY

12| Client Extensions

API Key ECHOSIGN API KEY Walidate Key
@] Web Resources

i Processes Allow attaching
+ Plug-in Assemblies Decument

| Sdk Message Processin... ggowrtﬂttﬂmiﬂg
@ﬁ Service Endpoints e

&3] Dashboards Save

Set the value of the Adobe EchoSign API Key, to the API Key for your EchoSign account. To get the API Key
for your account, login to the EchoSign service and go to Account Setting | EchoSign API.

Personal Preferences

Echo5ign API

Signature Preferences The gateway for the EchoSign Document AP is:

Account Sharing https://secure.echosign.com/services/EchoSignDocumentServicel3
Your APl Key (5 YOUR APIKEY - p)ease keep it private and secure.
Users & Groups

You can download the Developer's Kit which contains sample code.

Account Settings Documentation

Account Languages e

Email Settings
EchoSign APl —

» APl Information
Express Send Widget
APl Request Log

If APl access hasn’t been enabled for your EchoSign account, you will need to Enable API Access first
before getting an API key.
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Personal Preferences
EchoSign API

Signature Preferences The EchoSign Document APT allows customers and partners to integrate EchoSign into their systems. If you or
your users generate documents that need online signatures, our API can seamlessly integrate into your
document and agreement processing flow and instantly improve the sending, tracking, and fiing process.

Account Sharin
g In addition, with API access enabled, a even simpler integration can be accomplished with our Express Send

Widget without using any Web Services calls. The Widget enables you to add an EchoSign "button” to your

Users & Groups website allowing you to specify the location of the documents that need to get signed, signer ermail addresses
and other attributes and then present users with the EchoSign Send page allowing them to review and
complete the Send process.

Account Settings To use the EchoSign Document API, please dlick the Enable button below. We'l send you some sample code,

detailed instructions, and a personal secure API Key, that allows you to send documents through our system.

Languages 1
Enable Api Access

Email Settings ;
Documentation

EchoSign API 0
AP Information -

10. Once you have set the EchoSign APl into setting. Click on the “Validate Key” button. If your solution is
configured correctly and the EchoSign API Key is correct, you will get a message letting you know that the
API Key is Valid.

11. The solution configuration screen also allows controlling whether senders can upload documents from
their desktop when sending documents for signature and/or whether senders can attached reports when
sending documents for signature. By default both the options are enabled and available to the sender at
time of send. Depending on the organization’s business processes, administrators can choose to disable
one of these options. CRM Reports must be enabled on your instance to allow using them during the
signature workflow.

Installing Adobe EchoSign Activity Feeds

Adobe EchoSign Activity Feeds are installed separately and after the main package has been installed. The Activity
Feed enables receiving real-time status updates for documents sent out for signature from Microsoft Dynamics
CRM through the record wall and allows CRM users to follow specific agreements to get notified when the status
of the agreement changes.

The solution can be installed by a Dynamics CRM 2011 account administrator; the administrator needs to
determine whether the Dynamics CRM 2011 version installed has support for the activity feeds. This is especially
important in the Dynamics CRM on-premise scenario.

Log on to your Microsoft Dynamics CRM account. In the Navigation Pane, click Settings.
Under Customization, click Solutions.

On the Action toolbar, click Import. The Select Solution Package dialog box is displayed.

Solutions: All Solutions ~

3F New | X Delete | 2 Import [} Export | 3 Import Translations |E} Export Translations

Click Browse, select the Adobe EchoSign Activity Feed package zip file, and click Next.

In the Solution Information dialog box, click Next.
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6. Inthe Import Options dialog box, select Activate any processes and enable any SDK message processing
steps included in the solution, and then click Next.

7. The Adobe EchoSign Activity Feed package is installed. When completed, the package is shown in your list
of solutions.

Testing Installation

After installing the solution, it is recommended that the administrators test the solution before making the
solution widely available to other Microsoft Dynamics CRM users. Once the solution is installed, it will be available
as in the left hand navigator from the Dashboard.

1. Click on “Adobe EchoSign” in the left hand navigation from the dashboard.

281 MICTOSOM Lynamics LR
Dashboards

EEFEE [ EE A
=in = = - e

Save Mew Edit Delete SetAs Share Assign Refresh  Advanced
As Default Dashboard Al Find

Dashboard Management Action Query

Workplace | &} | G2~
Dashboard: Microsoft Dynamics CRM Overview ~

4 My Work
ﬂ Dashboards
@ Ativities Sales Pipeline Leads by Source Campaign
Calendar .

% p— OpenOpportunities All leads in current fiscal year
& Duplicate Detection
é Queues

B, Articles

g Reports

ﬁ:' Announcements

New customer...
Event campai...

Direct marke...

Source Campaign

4 Customers
[B Accounts
|85 Contacts

Ad campaign ..

o1 2z 3 4
Count:All (Mamg

(&) workplace 2 Activities: My Activities ~

|Q. Adobe EchoSign | ActivityType | Subject

% sales

% Marketing

2. This will take you to the main dashboard for the Adobe EchoSign for Microsoft Dynamics CRM dashboard.
The dashboard will be empty for the newly installed solution. Click on “Overview” in the left navigation
and click on the User Settings button in the Overview pane to complete the solution setting.
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Adobe Echo... {4} | L}~
EchoSign Overview

& overiew
3
b Agreements - .
dll Dashbosrd T User Settings )
p User settings for personal use of the EchoSign solution.
Data Mapping
Document Type mappings used to push data into and pull data from areated agreements.
Dashboard
Charts and information about EchoSign usage.

About
e Information about Adobe EchoSign solution and help topics.

;d’ﬂ Workplace

|2 Adobe EchoSign

3. Complete the Name and Owner fields in the user configuration dialog. The Owner needs to be an existing
CRM user record. The primary email address of the Owner will be used as the EchoSign sender’s email
address when sending documents for signature. Save and close the User Settings dialog. The solution will
check whether a user with this particular email address exists in your organization’s EchoSign account. If a
user doesn’t exist a new user gets automatically provisioned.

E EchoSign User

Save &
Close

Save

0 EchoSign User EchoSign Users ME IR

General

MName * Owner ¥ =

Default Document Documents for your eSignature
Mame

Default Message Please review and sign this agreement.

Thanks

4. Clicks on “Agreements” in the left navigation window. The agreement list will initially be empty for this
newly installed solution. All the agreements sent from your account will be listed in the Agreement List —
including the current status of the Agreement.
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4 Microsaft Dynamics CRM

Agreements View Charts

'&(- FJ . iud Share . Follow
\ | =8 S50 B3 cCopyalink » G- Unfollow
MNew |Update Cancel Delete Connect Assign

] E-mail a Link .

Records Collaborate

Adobe Echo... | {3} | = Agreements: Agreements v

B overview . .
|:| \ Mame | Status | Sent * \ Filed | Signed
Q Agreements
Dashboard

m Workplace

[ Adobe EchoSign
T sales
5. Click on “New” to start a new Agreement. This will open a new window to create a new Agreement.

L 7 = TWangesn £365

E =) o EsTest
HER®X

Save Save & Cancel Delete Send Data
Close Mapping

Save EchoSign

Agreement
.
New

0 Please add at least one recipient.

~ Get a Document Signed

Email
Document Name Documents for your eSignature
Message
Iam sending you this request for your electronic signature, please review and electronically sign by following the link below.
Thank You,
Recipients
I~ | order | Mame | Email | Type

0 -0 of 0 [0 selected)

| ‘ Add | | Remove |

6. Add a recipient to sign the test agreement.
7. Add a document that the recipient will need to sign.
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@ Agreement
New

0 Please add at least one recipient.

I~ | File | Source | Order

0 -0 of 0 [0 selected)

Add Local I hdd SharePoint Remove

Signature Options
Signature Type  eSignature { Fax Signature
Host signing for the first signer

Preview, position signatures or add form fields
Password Protected

Reminder Enabled

Oooaoa

Expire Enabled

Signing Language English: US -

8. Send the agreement for signature.

E Agreement
=R

Save Save & Cancel Delete Send Data
Close MMapping

FE R N R L.l}llldllll.l_‘l

Save EchaSign

@ Agreement
New
(il

9. Once the agreement is sent for signature, the agreement will be listed in the Agreement List with the

status of “Sent”. The recipient will get an email with request to sign the document.

10. Once the recipient signs the document, the status of the agreement will be automatically updated in the
Agreement List and the agreement will be marked as “Signed”. The Agreement entity will also be updated
to included the signed copy of the agreement (PDF) and a complete audit report for the transaction.
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— —_— TAGNGESTl £303 =

E Agreement ESTest o
X 5 »

Update Cancel Delete Preview History

Save EchaoSign

D Agreement Agreements - ||
Documents for your eSignature

Signed Documents

Add a new note...

1u[[] Title: Agreement Audit Trail
Note created on 4/10/2012 4:40 PM by EchoSign Service Edited 4/10/2012 4:40 PM by EchoSign Service
[ Audit Trail.pdf 45,126 Byte(s)

Attached is the agreement audit trail document.

o[ Title: Signed Agreement
Note created on 4/10/2012 4:40 PM by EchoSign Service Edited 4/10/2012 4:40 PM by EchoSign Service
D Documents for your eSignature - signed.pdf (242,706 Byte(s)}
Attached is the signed agreement document.

11. If you installed the Activity Feed package in your Microsoft Dynamics CRM instance, the Record Wall for
the Agreement is also updated to include the status of the agreement.

"4 Microsoft Dynamics CRM Mangesh E365 &/
Agreement 2= a

X 52 &

Update Cancel Delete Preview History

Save EchoSign

D Agreement Agreements AR 3R 2
Documents for your eSignature

} Get a Document Signed

~ Record Wall

Follow this record to receive updates
about it. You will find all updates for
the records you follow on your
Personal Wall.

o

i =]

Documents for your eSigna...

@ Agreement "Decuments for your eSignature” was signed by the recipient

On Documents for your eSigna...'s wall - 4/6/2012 9:51 PM

Documents for your eSigna...
@ Agreement "Documents for your eSignature” has been completed.
On Documents for your eSigna...'s wall - 4/6/2012 9:51 PM

Documents for your eSigna...
D Agreement "Decuments for your eSignature” has been sent to recipients.
On Documents for your eSigna...'s wall - 4/6/2012 9:50 PM

Deploying Solution to Additional Users

Once the solution has been tested it is now ready to be opened to additional users within the organization. This
can be done by going to the Microsoft Dynamics CRM user administration and assigning the EchoSign User role to
the appropriate users within the Organization.
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Manage User Roles
What roles would you like to apply to the 1 Useryou h

:Rcule MName

Activity Feeds

CEQ-Business Manager

C5R Manager

Customer Service Representative

Delegate

EchoSign User

Marketing Manager
Marketing Professional

Sales Manager

< XX AT R R 7T A

Salesperson

Before being able to send documents for signature, each user will need to go into his/her User Setting for the
solution and set configure their Name and Email Address. Additionally user’s can customize the default message
and subject which gets used when sending documents for signature.

Configuring Automatic Status Updates

Adobe EchoSign for Microsoft Dynamics CRM supports hosted as well as on-premise Dynamics CRM
deployments. For hosted Microsoft Dynamics CRM and internet facing on-premise deployment
configuration (IFD), the solution can be configured to receive automatic status updates from EchoSign
without requiring users to manually refresh the status of the agreements sent for signature.

Before enabling automatic updates, please check your Internet Explorer settings allows accessing data
sources across domains. To check, go to Internet Options | Security | Custom Level | Miscellaneous as
shown in the screenshot below. If the Access Data Sources Across Domains option is not enabled, please
enable it as shown in the screen below. Close the options screen and proceed further.
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Internet Options ? = | Security Settings - Internet Zone @

| General | Security |Pri\taq-I I Content I Connections I Programs | ﬂdvanced| Settings

@ Enable p

o Wi
Select a zone to view or change security settings. L4 F_Dnt download

@ & v O Fsen

©) Prompt
Internet  Local intranet Trusted sites RE:K;?EE' i ES Enable .NET Framewark setup
() Disable 0
Internet @
Sites @ Enable | &
This zone is for Internet websites, || Miscellaneous

except those listed in trusted and

F Access data sources across domains
restricted zones. —

Security level for this zone

Custom
Custom settings.
-To change the settings, dick Custom level.
-To use the recommended settings, dick Default level, *Takes effect after you restart Internet Explorer

| 3

Reset custom settings

Intemet Explorer) Resettor  [Medium-high (default) -] [ Reset.. |
Custom level... ]h Default level ]

Enable Protected Mod

all zones to default level ] [ OK ] [ Cancel ]

To configure automatic status updates go to the Solutions Administration section in CRM. Select the
deployed EchoSign solution. In the solution configuration section, there is an additional option to
configure status updates.

Solution: Adobe EchoSign
l——g‘ﬂ “r Configuration

Solution: Adobe EchoSign

9% Informati Solution Settings
nformation R

EchoSign
% Configuration 9

g Components

; E_EI Entitics Company Name COMPANY NAME
=B option sets License Key LICENSE KEY
"@| Client Extensions API Key ECHOSIGN APl KEY
/@] Web Resources
Z, Processes
+J Plug-in Assemblies
J Sdk Message Processin...
@2, Senice Endpoints
4% Dashboards ] Organization URL CRM URL INCLUDING ORGANIZATION NAME
2| Reports
@B B oTaE T ChlE User Name CRM USERNAME
t@l Article Templates Password CRM PASSWORD
tﬁj Contract Templates
Confirm CONFIRM CRM PASSWORD

Q E-mail Templates

L3 Mail Merge Templates
S Security Roles

% Field Security Profiles

Enter the required details on the configuration screen as shown above. For on-premise deployment, the
Organization URL field needs to be the fully qualified URL for your deployed CRM instance including the
CRM Organization Name (this URL needs to be externally accessible). Enter the User Name and
Password for the system account that the EchoSign service can use to push updates to CRM. We suggest
creating a specific user for EchoSign updates within your CRM environment and giving this user
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administrative privileges to be able to update records within CRM. Once you have configured this
information — click on the Connect button. If connection is successful and the updates have been
configured correctly, you will get a confirmation message. Now agreements sent from CRM will be
automatically updated from EchoSign whenever the agreement status changes.

Mapping Data between CRM & EchoSign

The EchoSign integration with Microsoft Dynamics CRM supports bidirectional mapping of data between
CRM and EchoSign. This is a very powerful feature that allows CRM administrators to ensure data
consistency within the signature process within the organization. Administrators can define mappings
between attributes of CRM entities and document fields and save them as reusable templates that can
be used by the send when sending documents for signature.

To define a new data mapping or view/mapping an existing mapping go to the Overview section of the
Adobe EchoSign solution. Click on Data Mapping link in the right pane.

Adobe Echo... @& i~
B overiew EchoSign Overview
B. Agreements

dlll Dashboard TR User Settings . .
p User settings for personal use of the EchoSign solution.
Data Mapping
EI Document Type mappings used to push data into and pull data from created agreements.

Dashboard
dﬂﬂ Charts and information about EchoSign usage.

About
il Information about Adobe EchoSign solution and help topics.

.ﬁ Workplace

[ Adobe EchoSign

This will open a new window which will allow defining/viewing/updating mapping definitions.

Step 1: Select the CRM Entity for which to define a new mapping or modify an existing mapping.
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':5] Dacument Type Mappings -- Webpage Dialog @

‘:fc;‘ https://estest.crm.dynamics.com/ %:7B634813288980000000 %70/ WebResources/cs_/Mappings.htm ﬂ|

Document Type Mappings
Please select a Dynamics CRM entity and a Document Type to map fields and entity attributes.

Entity:

-

Activity

Activity Party

Address

Agreement
Announcement
Annual Fiscal Calendar
Application File
Application Ribbons
Appointment

Article

Article Comment
Article Template
Attachment

Attribute Map
Auditing

Bulk Delete Failure
Bulk Delete Operation
Bulk Operation Log
Business Unit
Business Unit Map
Calendar

Calendar Rule
Campaign

Campaign Activity
Campaign Activity ltem
Campaign ltem
Campaign Response
Case o

[om | »

Save Cancel

Step 2: Enter the type of document that this particular data mapping will be applied to. You can define
multiple document types for a single CRM entity. If multiple mappings are defined for a single Entity the
Administrator has the ability to mark one of the document type as default. This document type will
automatically be selected when sending a document for signature for this particular Entity. If multiple
document types are defined for a single Entity, users will have the option to select a different document
type when sending the document for signature.

Document Type Mappings
Please select a Dynamics CRM entity and a Document Type to map fields and entity attributes.

Entity: Crder -

Document Type:

Adobe EchoSign Integration For Microsoft Dynamics CRM Installation Guide
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If multiple document types are already defined for an Entity, you an select from one of the existing
document types to view or modify the mapping definition or create a new document type.

Document Type Mappings
Please select a Dynamics CEM entity and a Document Type to map fields and entity attributes.

Entity: Account hd

Document Type: Mon Disclosure Agreements [Defauﬁt] Delete
Default Account Mappings
CRM -> EchoSign |Test Mapping Get Agreement Fields
Test

CreditApp

_] Mew Testing
— Mon Disclosure Agreements [Default
[ | Dynamic| Test MDA reement Field

New
A t I
D ceoun Create new document type... untName

=1

Step 3: Once you have select the Entity and the Document Type, if there is an existing mapping defined
for this particular Entity, the mapping section will get populated with the already defined mapping. If
data mapping has not already been defined for this Entity, you will be able to create a new mapping
definition. Data mapping supports bi-directional mapping between Microsoft Dynamics CRM and
EchoSign. The Tab titled “CRM -> EchoSign” allows mappings to be created between CRM Attributes and
fields within an EchoSign Agreement.

m&huﬁgn -» CRM | Attachments @;eeme;‘__l:i:mj
— e ————
(] Mew | ] Eﬁ Remove
| | Dynamics CRM Attribute | Agreement Field
|:| Account Name *  AccountMame
|:| Account Mumber *  AccountMumber
[C]  Job Title *  SignerTitle
|:| Account Mame *  SignerCompany

Select the attributes from CRM entities in the left column and enter the field name of the EchoSign
Agreement that should be populated with data from this specific field when sending the document for
signature via EchoSign. Fields can be predefined in documents using EchoSign’s Text Tags capability (see
Adobe EchoSign Text Tags Documentation for more information).

Tip: Agreement field names can be extracted from an agreement which has been previously sent for
signed through EchoSign. Click on the Get Agreement Fields link on mapping window and select a
previously signed contract. The plugin reads all the available fields within the agreement and makes
the field names available during mapping. Start typing the name of the Agreement Field in the
mapping window, the plugin will provide a list of field names from the agreement that can be used
for defining the mapping.
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The mapping definition also allows selecting alternate mappings for a specific Agreement field. Alternate
mappings can be used to handles cases where data in the CRM system may not be completely
synchronized across different entities within CRM. To define an alternate mapping for a specific field,
select the primary mapping and click on the “New Alternative” button in the mapping window. This adds
another row in the mapping, select the alternative field which can be used for mapping. You can specify
multiple alternative mappings for a single field. The alternate mappings will be evaluated in the order
specified and the evaluation stops when a value is available for a specific field.

] New Eﬁ Remave
| Dynamics CRM Attribute Agreement Field
|:| Account Mame *  AccountMame
|:| Account Mumber *  AccountMumber
Jab Title *  SignerTitle

|:| Salutation b
] Account Name ¥  SignerCompany

Step 4: After completing the mapping for fields from CRM to EchoSign Agreements, the next tab on the
mapping window allows specifying mapping between the EchoSign Agreement fields and CRM. This
allows CRM Entity attributes to be updated with information collected from the user during the signing
process. Each row of the mapping defines the name of the Agreement field and the corresponding CRM
entity attribute. A single Agreement field can be used to update multiple data attributes within CRM.
The mapping definition can also specify whether the value of an existing attribute should be overridden
with data from the agreement.

CRM -> EchoSign (] EchoSign -> CRM | Attachments Get Agreement Fields

e ——

=
_] Mew 5 Remove

[ Agreement Field Dynamics CRM Attribute Owverride
[ Signerstreet Address 1: Street 1 -
[T]  signerstreet Address 1: Street 1 ~ [
[ signercity Address 1: City ~ [
O] SignerState Address 1: State/Province - [F
|:| SignerZip Address 1: ZIF/Postal Code - |:|
[C]  signerPhone Business Phone * [

Step 5: If required the Signed agreement and Audit Trail can also be mapped to specific Entities within
CRM. By default the Signed Agreement and Audit Trail are always included in the Notes for each
agreement within the agreement list for a specific entity.
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| CRM -> EchoSign | Echosign -> CRM ¢ Attachments T} Get Agreement Fields

e

lJ Mew E'}; Remove

[~ | Related Entity | Attachment
|:| Itself (Account) * | Signed Agreement -

Signed Agreement
Agreement Audit Trail

Adobe EchoSign Integration For Microsoft Dynamics CRM Installation Guide
Copyrights © Adobe Systems Incorporated. All rights reserved.
17



	Overview
	System Requirements
	Installing and Configuring Adobe EchoSign
	Installing Adobe EchoSign Activity Feeds
	Testing Installation
	Deploying Solution to Additional Users
	Configuring Automatic Status Updates
	Mapping Data between CRM & EchoSign

