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Configuring Advanced Firewall
Settings

e Firewall Settings > Advanced Settings on page 6
e Detection Prevention on page 7

e Dynamic Ports on page 7

e Source Routed Packets on page 10

e (Connections on page 10

e Access Rule Options on page 11

e |P and UDP Checksum Enforcement on page 12
e Jumbo Frame on page 12

e |Pv6 Advanced Configurations on page 13

e Control Plane Flood Protection on page 14

Firewall Settings > Advanced Settings

This section provides advanced firewall settings for configuring detection prevention, dynamic ports, source
routed packets, connection selection, and access rule options. To configure advanced access rule options, select
MANAGE | Security Configuration | Firewall Settings > Advanced Settings.

Detection Prevention

[ Enable Stealth Mode
) Randomize IP ID
[ Decrement IP TTL for forwarded traffic

Never generate ICMP Time-Exceeded packets

Dynamic Ports

Enable FTP Transformations for TCP port(s) in Service Object: | FTP (All) v

[ Enable support for Oracle (SQLNet)
¥ Enable RTSP Transformations

Source Routed Packets
¥ Drop source routed IP packets

Connections =
) Maximum SPI Connections (DPI services disabled)
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Detection Prevention

(]

O
O

Detection Prevention

Enable Stealth Mode
Randomize IP ID

Decrement IP TTL for forwarded traffic

Mever generate ICMP Time-Exceeded packets

To enable detection prevention:

1
2
3

Navigate to MANAGE | Security Configuration | Firewall Settings > Advanced Settings.

Scroll to Detection Prevention.

By default, the security appliance responds to incoming connection requests as either blocked or open.
To ensure your security appliance does not respond to blocked inbound connection requests, select
Enable Stealth Mode. Stealth Mode makes your security appliance essentially invisible to hackers. This
option is not selected by default.

To prevent hackers using various detection tools from detecting the presence of a security appliance,
select Randomize IP ID. IP packets are given random IP IDs, which makes it more difficult for hackers to
“fingerprint” the security appliance. This option is not selected by default.

Time-to-live (TTL) is a value in an IP packet that tells a network router whether or not the packet has
been in the network too long and should be discarded. To decrease the TTL value for packets that have
been forwarded and, therefore, have already been in the network for some time, select Decrement IP
TTL for forwarded traffic. This option is not selected by default.

When you select this option, the following option becomes available.

The firewall generates Time-Exceeded packets to report when a packet its dropped because its TTL value
has decreased to zero. To prevent the firewall from generate these reporting packets, select Never
generate ICMP Time-Exceeded packets. This option is not selected by default.

Click ACCEPT.

Dynamic Ports

Dynamic Ports

Enable FTP Transformations for TCP port(s) in Service
Object:

[Z) Enable support for Oracle (SQLNet)

¥/ Enable RTSP Transformations

[ Fe (all) v

To configure dynamic ports:

1
2
3

Navigate to MANAGE | Security Configuration | Firewall Settings > Advanced Settings.

Scroll to Dynamic Ports.

From Enable FTP Transformations for TCP port(s) in Service Object, select the service group to enable
FTP transformations for a particular service object. By default, service group FTP (All) is selected.
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FTP operates on TCP ports 20 and 21, where port 21 is the Control Port and 20 is Data Port. When using
non-standard ports (for example, 2020, 2121), however, SonicWall drops the packets by default as it is
not able to identify it as FTP traffic. The Enable FTP Transformations for TCP port(s) in Service Object
option allows you to select a Service Object to specify a custom control port for FTP traffic.

To illustrate how this feature works, consider the following example of an FTP server behind the
SonicWall listening on port 2121:

a

On the MANAGE | Policies > Objects > Address Objects page, create an Address Object for the
private IP address of the FTP server with the following values:

e Name: FTP Server Private

e Zone: LAN

e Type: Host

e [P Address: 192.168.168.2

On the MANAGE | Policies > Objects > Services Objects page, create a custom Service for the FTP
Server with the following values:

e Name: FTP Custom Port Control
e Protocol: TCP(6)
e Port Range: 2121 -2121

On the MANAGE | Policies > Rules > NAT Policies page, create this NAT Policy:

-

NAT Policy Settings

Criginal Source:; |Any A |
Translated Source: |0rigina| v |
Original Destination: | x1 1P v|
Translated Destination: | FTP Server Private v
Criginal Service: | FTP Custom Port M |
Translated Service: |0rigina| M |
Inbound Interface: X1 v

Cutbound Interface: Any ¥

Comment:

IP Version: ® 1Pv4 Only ) IPv6 Only ) NATG4 Only
[#| Enable NAT Policy

] Creste a reflexive policy

SonicWall SonicOS NSv 6.5 Administration
Configuring Advanced Firewall Settings



d Onthe MANAGE | Policies > Rules > Access Rules page, create this Access Rule:

Advanced QoS GeolP
Settings

Action: ® algw O Deny O Discard

From | [wan v|

To: | LAN v |

Source Port: | Any v

Service: | FTP Custom Port M |

Source: | Any v |

Destination: | %1 IP - |

Users : )

All v

e | | ... these users will be aliowed if not excluded,
gflrjded: | Nane M | ... these users will be denied.
Schedule: |Always an v |

Comment: | |

#| Enable Logging [ Enable Botnat Filter

* Allow Fragmented Packets

"] Enable flow reporting [") Enable SIP Transformation

"] Enatble packet monitor [ Enable H.322 Transformation

| Enable Management *

e Onthe MANAGE | Security Configuration > Firewall Settings > Advanced Settings page, from
Enable FTP Transformations for TCP port(s) in Service Object, select the FTP Custom Port Control
Service Object.

NOTE: For more information on configuring service groups and service objects, refer to
SonicOS 6.5 NSv System Setup.

4 If you have Oracle9i or earlier applications on your network, select Enable support for Oracle (SQLNet).
This option is not selected by default.

®

IMPORTANT: For Oracle10g or later applications, it is recommended that this option not be
selected.

For Oracle9i and earlier applications, the data channel port is different from the control connection port.
When this option is enabled, a SQLNet control connection is scanned for a data channel being
negotiated. When a negotiation is found, a connection entry for the data channel is created dynamically,
with NAT applied if necessary. Within SonicOS NSy, the SQLNet and data channel are associated with
each other and treated as a session.

For Oracle10g and later applications, the two ports are the same, so the data channel port does not need
to be tracked separately; thus, the option does not need to be enabled.

5 To support on-demand delivery of real-time data, such as audio and video, select Enable RTSP
Transformations. RTSP (Real Time Streaming Protocol) is an application-level protocol for control over
delivery of data with real-time properties. This option is selected by default.

6 Click ACCEPT.
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Source Routed Packets

IP Source Routing is a standard option in IP that allows the sender of a packet to specify some or all of the
routers that should be used to get the packet to its destination.

This IP option is typically blocked from use as it can be used by an eavesdropper to receive packets by inserting
an option to send packets from A to B through router C. The routing table should control the path that a packet
takes, so that it is not overridden by the sender or a downstream router.
To configure source-routed packets:

1 Navigate to MANAGE | Security Configuration | Firewall Settings > Advanced Settings.

2 Scroll to Source Routed Packets.

Source Routed Packets

¥ Drop source routed IP packets

3 Ensure the Drop Source Routed IP Packets option is selected. This option is selected by default.

®

TIP: If you are testing traffic between two specific hosts and you are using source routing, deselect
this option.

4  Click ACCEPT.

Connections
0

IMPORTANT: Any change to the Connections setting requires the SonicWall security appliance be restarted
for the change to be implemented.

The Connections section provides the ability to fine-tune the firewall to prioritize for either optimal throughput
or an increased number of simultaneous connections that are inspected by Deep-Packet Inspection (DPI)
services.

®

TIP: A hardware platform might differ from another in the amount of memory available, which
corresponds to the number of connections.

Mousing over the Information icon next to the Connections heading displays a pop-up table of the maximum
number of connections for your specific SonicWall security appliance for the various configuration
permutations. The table entry for your current configuration is indicated in the pop-up table.

Visualization Maximum Connections
External Maximum SPT Maximum DPT DPI
Source Routed| APPRlOW e ctor Connections e B
Yes Yes 500000 250000 125000
¥l Drop sourcero e No 500000 250000 (current) 125000
Yez No 500000 250000 125000
No Ve 500000 250000 125000

. =
Connections @

) Maximum SPI Connections (DPI services disabled)
® Maximum DPI Connections (DPI services enabled)

) DPI Connections (DPI services enabled with additional performance optimizations)
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To configure connection services:
1 Navigate to MANAGE | Security Configuration | Firewall Settings > Advanced Settings.

2 Scroll to Source Routed Packets.

Connections =

) Maximum SPI Connections {DPI services disabled)
® Maximum DPI Connections (DPT services enabled)

) DPI Connections (DPI services enabled with additional performance optimizations)

3 To display the connections for the firewall, click the Information icon.

4 Choose the type services to be enabled/disabled. There is no change in the level of security protection
provided by the DPI Connections settings.

e Maximum SPI Connections (DPI services disabled) - This option (Stateful Packet Inspection) does
not provide SonicWall DPI Security Services protection and optimizes the firewall for maximum
number of connections with only stateful packet inspection enabled. This option should be used
by networks that require only stateful packet inspection, which is not recommended for most
SonicWall network security appliance deployments.

e Maximum DPI Connections (DPI services enabled) - This is the recommended setting for most
SonicWall network security appliance deployments. This option is selected by default.

e DPI Connections (DPI services enabled with additional performance optimization) - This option
is intended for performance critical deployments. This option trades off the number of maximum
DPI connections for an increased firewall DPI inspection throughput.

@ NOTE: If either DPI Connections option is chosen and the DPI connection count is greater than 250,000,
you can have the firewall resize the DPI connection and DPI-SSL counts dynamically. For more information,
see Access Rule Options on page 11.

Access Rule Options

To configure Access Rule Options:
1 Navigate to MANAGE | Security Configuration | Firewall Settings > Advanced Settings.

2 Scroll to Access Rule Options.

Access Rule Options

0O

Force inbound and eutbound FTP data connections to use the default port: 20

(]

Apply firewall rules for intra-LAN traffic to/from the same interface

4

Always issue RST for discarded outgoing TCP connections

%

Enable ICMP Redirect on LAN zone *

(]

Drop packets which source IP is subnet broadcast address

3 The default configuration allows FTP connections from port 20, but remaps outbound traffic to a port
such as 1024. To enforce any FTP data connection through the security appliance must come from port
20 or the connection is dropped, select Force inbound and outbound FTP data connections to use
default port 20. If the option is selected, the event is then logged as a log event on the security
appliance. This option is not selected by default.
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To apply firewall rules received on a LAN interface and destined for the same LAN interface, select Apply
firewall rules for intra-LAN traffic to/from the same interface. Typically, this is only necessary when
secondary LAN subnets are configured. This option is not selected by default.

To send an RST (reset) packet to drop the connection for discarded outgoing TCP connections, select
Always issue RST for discarded outgoing TCP connections. This option is selected by default.

To redirect ICMP packets on LAN zone interfaces, select Enable ICMP Redirect on LAN zone. This option
is selected by default.

To drop packets when the detected IP address is recognized as the one by the subnet, select Drop
packets which source IP is subnet broadcast address. This option is not selected by default.

Click ACCEPT.

IP and UDP Checksum Enforcement

To configure IP and UDP checksum enforcement:

1
2

Navigate to MANAGE | Security Configuration | Firewall Settings > Advanced Settings.

Scroll to IP and UDP Checksum Enforcement.

IP and UDP Checksum Enforcement

| Enable IP header checksum enforcement

[} Enable UDP checksum enforcement

To drop packets with incorrect checksums in the IP header by enforcing IP header checksums, select
Enable IP header checksum enforcement. This option is not selected by default.

To drop packets with incorrect checksums in the UDP header by enforcing UDP header checksums, select
enable UDP checksum enforcement - This option is not selected by default.

Click ACCEPT.

Jumbo Frame

To configure jumbo frame support:

1
2

3

Navigate to MANAGE | Security Configuration | Firewall Settings > Advanced Settings.

Scroll to Jumbo Frame.

Jumbo Frame

[l Enable Jumbo Frame support

To enable jumbo frame support, select Enable Jumbo Frame support. This option is not selected by
default.
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Enabling this option increases throughput and reduces the number of Ethernet frames to be processed.
Throughput increase might not be seen in some cases although there is some improvement in
throughput if the packets traversing are really jumbo sized.

NOTE: Jumbo frame packets are 9000 kilobytes in size and increase memory requirements by a
factor of 4. Interface MTUs must be changed to 9000 bytes after enabling jumbo frame support, as
described in SonicOS 6.5 NSv System Setup.

4  Click ACCEPT.

IPv6 Advanced Configurations

To configure advanced IPv6:
1 Navigate to MANAGE | Security Configuration | Firewall Settings > Advanced Settings.

2 Scroll to IPv6 Advanced Configurations.

IPv6 Advanced Configurations

[ pisable all 1Pv6 traffic processing on this firewall

Drop IPvG Routing Header type 0 packets

[J pecrement 1Pvé hop limit for forwarded traffic

[J prop and log network packets whose source or destination address is reserved by RFC
Mever generate IPvé ICMP Time-Exceeded packets *

Mever generate IPvé ICMP destination unreachable packets ™

MNever generate IPv6 ICMP redirect packets *

Mever generate IPva ICMP parameter problem packets

Allow to use Site-Local-Unicast Address ™

[ Enforce 1Pv6 Extension Header Validation

Enforce IPvé Extension Header Order Check "

[J Enable NetBIOS name query response for ISATAP *

3 To disable IPv6 completely on the firewall, select Disable all IPv6 traffic processing on this firewall.
When enabled, this option takes precedence over the other IPv6 options in this section. This option is
not selected by default.

4 To prevent a potential DoS attack that exploits IPv6 Routing Header type 0 (RHO) packets, select Drop
IPv6 Routing Header type 0 packets. When this setting is enabled, RHO packets are dropped unless their
destination is the SonicWall security appliance and their Segments Left value is 0. Segments Left specifies
the number of route segments remaining before reaching the final destination. This option is selected by
default. For more information, see http://tools.ietf.org/html/rfc5095.

5 To drop a packet when the hop limit has been decremented to 0, select Decrement IPv6 hop limit for
forwarded traffic; this is similar to IPv4 TTL This option is not selected by default.

6 To reject and log network packets that have a source or destination address of the network packet
defined as an address reserved for future definition and use as specified in RFC 4921 for IPv6, select Drop
and log network packets whose source or destination address is reserved by RFC. This option is not
selected by default.

7 By default, the SonicWall appliance generates IPv6 ICMP Time-Exceeded Packets that report when the
appliance drops packets because of the hop limit decrementing to 0. To disable this function so the
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SonicWall appliance does not generate these packets, select Never generate IPv6 ICMP Time-Exceeded
packets. This option is selected by default.

8 By default, the SonicWall appliance generates IPv6 ICMP destination unreachable packets. To disable this
function so the SonicWall appliance does not generate these packets, select Never generate IPv6 ICMP
destination unreachable packets. This option is selected by default.

9 By default, the SonicWall appliance generates redirect packets. To disable this function so the SonicWall
appliance does not generate redirect packets, select Never generate IPv6 ICMP redirect packets. This
option is selected by default.

10 By default, the SonicWall appliance generates IPv6 ICMP parameter problem packets. To disable this
function; so the SonicWall appliance does not generate these packets, select Never generate IPv6 ICMP
parameter problem packets. This option is selected by default.

11 To allow Site-Local Unicast (SLU) address, the default SonicWall appliance behavior, select Allow to use
Site-Local-Unicast Address. This option is selected by default.

As currently defined, SLU addresses are ambiguous and can represent multiple sites. The use of SLU
addresses might adversely affect network security through leaks, ambiguity, and potential misrouting. To
avoid the issue, deselect the option to prevent the appliance from using SLU addresses.

12 To have the SonicWall appliance check the validity of IPv6 extension headers, select Enforce IPv6
Extension Header Validation. This option is selected by default.

When this option is selected, the Enforce IPv6 Extension Header Order Check option becomes available.
(You might need to refresh the page.)

e To have the SonicWall appliance check the order of IPv6 Extension Headers, select Enforce IPv6
Extension Header Order Check. This option is not selected by default.

13 To have the SonicWall appliance generate a NetBIOS name in response to a broadcast ISATAP query,
select Enable NetBIOS name query response for ISATAP. This option is not selected by default.

@ | IMPORTANT: Select this option only when one ISATAP tunnel interface is configured.

14 Click ACCEPT.

Control Plane Flood Protection

To configure control plane flood protection:
1 Navigate to MANAGE | Security Configuration | Firewall Settings > Advanced Settings.

2 Scroll to Control Plan Flood Protection.

Control Plane Flood Protection

[} Enable Control Plane Flood Protection
Control Plane Flood Protection Threshold (CPU %): I?S

3 To have the firewall forward only control traffic destined to the firewall to the system Control Plane core
(Core 0) if traffic on the Control Plane exceeds the specified threshold, select Enable Control Plane Food
Protection, and then specify the threshold in now available Control Flood Protection Threshold (CPU %).
This option is not enabled by default.

To give precedence to legitimate control traffic, excess data traffic is dropped. This restriction prevents
too much data traffic from reaching the Control Plane core, which can cause slow system response and
potential network connection drops. The percentage configured for control traffic is guaranteed.
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e Enter the flood protection threshold as a percentage in Control Flood Protection Threshold
(CPU %). The minimum is 5 (%), the maximum is 95, and the default is 75.

4  Click ACCEPT.

SonicWall SonicOS NSv 6.5 Administration
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Configuring Flood Protection

NOTE: Control Plane flood protection is located on the MANAGE | Security Configuration > Firewall
Settings > Advanced Settings page.

Topics:

e Firewall Settings > Flood Protection on page 17
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Firewall Settings > Flood Protection

TP UDP ICMP

TCP Settings

Enforce strict TCP compliance with RFC 793 and RFC 1122
Enable TCP handshake enforcement

Enable TCP checksum enforcement

Drop TCP SYN packet with data

Enable TCP handshake timeout
TCP Handshake Timeout (seconds):

Default TCP Connection Timeout (minutes):

Maximum Segment Lifetime {seconds):

Enable Half Open TCP Connactions Threshold

Maximum Half Open TCP Connections:

Layer 3 SYN Flood Protection - SYN Proxy

SYM Flood Protection Mode:

SYM Attack Threshold:
Suggested value calculated from gathered statistics:
Attack threshold (incomplete connection attempts /
second):

SYM-Proxy options:
All LAN/DMZ servers support the TCP SACK option
Limit MSS sent to WAN clients (when connections are
proxied)
Maximum TCP MSS sent to WAN clients:

Always log SYN packets received

| Watch and report possible SYN floods v

LJ

0o

|1460

@ | TIP: You must click ACCEPT to activate any settings you select.

The Firewall Settings > Flood Protection page allows you to:

e Manage:

e TCP (Transmission Control Protocol) traffic settings such as Layer 2/Layer3 flood protection, WAN

DDOS protection.

e UDP (User Datagram Protocol) flood protection.

e |ICMP (Internet Control Message Protocol) or ICMPv6 flood protection.

e View statistics on traffic through the security appliance:

e TCP traffic
e UDP traffic
e |CMP or ICMPv6 traffic

SonicWall SonicOS NSv 6.5 Administration
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SonicOS NSv defends against UDP/ICMP flood attacks by monitoring IPv6 UDP/ICMP traffic flows to defined
destinations. UDP/ICMP packets to a specified destination are dropped when one or more sources exceeds a

configured threshold.

Topics:

TCP View on page 18
UDP View on page 28
ICMP View on page 31

TCP View

Topics:

TCP Settings on page 18

Layer 3 SYN Flood Protection - SYN Proxy View on page 19

Configuring Layer 3 SYN Flood Protection on page 21

Configuring Layer 2 SYN/RST/FIN/TCP Flood Protection — MAC Black Listing on page 23
WAN DDOS Protection (Non-TCP Floods) on page 23

TCP Settings

TCP UDP ICMP

TCP Settings

Enforce strict TCP compliance with RFC 793 and RFC 1122
Enable TCP handshake enforcement

Enable TCP checksum enforcement

Drop TCP SYN packet with data

Enable TCP handshake timeout
TCP Handshake Timeout (seconds):

Default TCP Connection Timeout {minutes):

Maximum Segment Lifetime (seconds):

Enable Half Open TCP Connections Threshold

T‘Diﬁi@ 0O o

Maximum Half Open TCP Connections: 24999

e Enforce strict TCP compliance with RFC 793 and RFC 1122 — Ensures strict compliance with several TCP

timeout rules. This setting maximizes TCP security, but it might cause problems with the Window Scaling
feature for Windows Vista users. This option is not selected by default.
e Enable TCP handshake enforcement — Requires a successful three-way TCP handshake for all TCP
connections. This option is available only if Enforce strict TCP compliance with RFC 793 and RFC
1122 is selected.

e Enable TCP checksum enforcement — When an invalid TCP checksum is calculated, the packet is dropped.
This option is not selected by default.
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e Enable TCP handshake timeout — Enforces the timeout period (in seconds) for a three-way TCP
handshake to complete its connection. If the three-way TCP handshake does not complete in the timeout
period, it is dropped. This option is selected by default.

e TCP Handshake Timeout (seconds): The maximum time a TCP handshake has to complete the
connection. The default is 30 seconds.

e Default TCP Connection Timeout — The default time assigned to Access Rules for TCP traffic. If a TCP
session is active for a period in excess of this setting, the TCP connection is cleared by the firewall. The
default value is 15 minutes, the minimum value is 1 minute, and the maximum value is 999 minutes.

@ NOTE: Setting excessively long connection time-outs slows the reclamation of stale resources, and
in extreme cases, could lead to exhaustion of the connection cache.

e Maximum Segment Lifetime (seconds) — Determines the number of seconds that any TCP packet is valid
before it expires. This setting is also used to determine the amount of time (calculated as twice the
Maximum Segment Lifetime, or 2MSL) that an actively closed TCP connection remains in the TIME_WAIT
state to ensure that the proper FIN / ACK exchange has occurred to cleanly close the TCP connection. The
default value is 8 seconds, the minimum value is 1 second, and the maximum value is 60 seconds.

e Enable Half Open TCP Connections Threshold — Denies new TCP connections if the high-water mark of
TCP half-open connections has been reached. By default, the half-open TCP connection is not monitored,
so this option is not selected by default.

e Maximum Half Open TCP Connections — Specifies the maximum number of half-open TCP
connections and is available only if Enable Half Ope TCP Connections Threshold is selected. The
default maximum is half the number of maximum connection caches.

Layer 3 SYN Flood Protection - SYN Proxy View

Topics:
e SYN Flood Protection Methods on page 19

e Configuring Layer 3 SYN Flood Protection on page 21

SYN Flood Protection Methods

SYN/RST/FIN flood protection helps to protect hosts behind the firewall from Denial of Service (DoS) or
Distributed DoS attacks that attempt to consume the host’s available resources by creating one of the following
attack mechanisms:

e Sending TCP SYN packets, RST packets, or FIN packets with invalid or spoofed IP addresses.
e Creating excessive numbers of half-opened TCP connections.
The following sections detail some SYN flood protection methods:
e SYN Flood Protection Using Stateless Cookies on page 19
e Layer-Specific SYN Flood Protection Methods on page 20
e Understanding SYN Watchlists on page 20

e Understanding a TCP Handshake on page 20

SYN Flood Protection Using Stateless Cookies

The method of SYN flood protection employed by SonicOS NSv uses stateless SYN Cookies, which increase
reliability of SYN Flood detection, and also improves overall resource utilization on the firewall. With stateless
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SYN Cookies, the firewall does not have to maintain state on half-opened connections. Instead, it uses a
cryptographic calculation (rather than randomness) to arrive at SEQr.

Layer-Specific SYN Flood Protection Methods

SonicOS NSv provides several protections against SYN Floods generated from two different environments:
trusted (internal) or untrusted (external) networks. Attacks from untrusted WAN networks usually occur on one
or more servers protected by the firewall. Attacks from the trusted LAN networks occur as a result of a virus
infection inside one or more of the trusted networks, generating attacks on one or more local or remote hosts.

To provide a firewall defense to both attack scenarios, SonicOS NSv provides two separate SYN Flood
protection mechanisms on two different layers. Each gathers and displays SYN Flood statistics and generates log
messages for significant SYN Flood events.

e SYN Proxy (Layer 3) — This mechanism shields servers inside the trusted network from WAN-based SYN
flood attacks, using a SYN Proxy implementation to verify the WAN clients before forwarding their
connection requests to the protected server. You can enable SYN Proxy only on WAN interfaces.

e SYN Black Listing (Layer 2) — This mechanism blocks specific devices from generating or forwarding SYN
flood attacks. You can enable SYN Black listing on any interface.

Understanding SYN Watchlists

The internal architecture of both SYN Flood protection mechanisms is based on a single list of Ethernet
addresses that are the most active devices sending initial SYN packets to the firewall. This list is called a SYN
watchlist. Because this list contains Ethernet addresses, the device tracks all SYN traffic based on the address of
the device forwarding the SYN packet, without considering the IP source or destination address.

Each watch-list entry contains a value called a hit count. The hit count value increments when the device
receives the an initial SYN packet from a corresponding device. The hit count decrements when the TCP
three-way handshake completes. The hit count for any particular device generally equals the number of
half-open connections pending Because the last time the device reset the hit count. The device default for
resetting a hit count is once a second.

The thresholds for logging, SYN Proxy, and SYN black listing are all compared to the hit count values when
determining if a log message or state change is necessary. When a SYN Flood attack occurs, the number of
pending half-open connections from the device forwarding the attacking packets increases substantially
because of the spoofed connection attempts. When you set the attack thresholds correctly, normal traffic flow
produces few attack warnings, but the same thresholds detect and deflect attacks before they result in serious
network degradation.

Understanding a TCP Handshake

A typical TCP handshake (simplified) begins with an initiator sending a TCP SYN packet with a 32-bit sequence
(SEQi) number. The responder then sends a SYN/ACK packet acknowledging the received sequence by sending
an ACK equal to SEQi+1 and a random, 32-bit sequence number (SEQr). The responder also maintains state
awaiting an ACK from the initiator. The initiator’s ACK packet should contain the next sequence (SEQi+1) along
with an acknowledgment of the sequence it received from the responder (by sending an ACK equal to SEQr+1).
The exchange looks as follows:

1 Initiator -> SYN (SEQi=0001234567, ACKi=0) -> Responder
2 Initiator <- SYN/ACK (SEQr=3987654321, ACKr=0001234568) <- Responder
3 Initiator -> ACK (SEQi=0001234568, ACKi=3987654322) -> Responder

Because the responder has to maintain state on all half-opened TCP connections, it is possible for memory
depletion to occur if SYNs come in faster than they can be processed or cleared by the responder. A half-opened
TCP connection did not transition to an established state through the completion of the three-way handshake.
When the firewall is between the initiator and the responder, it effectively becomes the responder, brokering, or
proxying, the TCP connection to the actual responder (private host) it is protecting.
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Configuring Layer 3 SYN Flood Protection

A SYN Flood Protection mode is the level of protection that you can select to defend against half-opened TCP
sessions and high-frequency SYN packet transmissions. This feature enables you to set three different levels of
SYN Flood Protection.

To configure SYN Flood Protection features:

1 Go to the Layer 3 SYN Flood Protection - SYN Proxy section of the MANAGE | Security Configuration >
Firewall Settings > Flood Protection page.

Layer 3 SYN Flood Protection - SYN Proxy

SYN Flood Protection Mode: | Watch and report possible SYN floods v
SYM Attack Threshald:

Suggestad value calculated from gathered statistics: 300

Attack threshold (incomplete connection attempts / 300

second):
SYN-Proxy options:

All LAN/DMZ servers support the TCP SACK option

Limit MSS sent to WAN clients (when connections are

proxied)

Maximum TCP MSS sent to WAN clients: |1453

Always log SYN packets received

2 From the SYN Flood Protection Mode drop-down menu, select the type of protection mode:

Watch and report possible SYN floods — Enables the device to monitor SYN traffic on all
interfaces on the device and to log suspected SYN flood activity that exceeds a packet count
threshold. The feature does not turn on the SYN Proxy on the device, so the device forwards the
TCP three-way handshake without modification.

This is the least invasive level of SYN Flood protection. Select this option when your network is not
in a high-risk environment.

@ IMPORTANT: When this protection mode is selected, the SYN-Proxy options are not
available.

Proxy WAN client connections when attack is suspected — Enables the device to enable the SYN
Proxy feature on WAN interfaces when the number of incomplete connection attempts per
second surpasses a specified threshold. This method ensures the device continues to process
valid traffic during the attack and that performance does not degrade. Proxy mode remains
enabled until all WAN SYN flood attacks stop occurring or until the device black lists all of them
using the SYN Black listing feature.

This is the intermediate level of SYN Flood protection. Select this option if your network
experiences SYN Flood attacks from internal or external sources.

Always proxy WAN client connections — Sets the device to always use SYN Proxy. This method
blocks all spoofed SYN packets from passing through the device.

This is an extreme security measure that directs the device to respond to port scans on all TCP
ports because the SYN Proxy feature forces the device to respond to all TCP SYN connection
attempts. This can degrade performance and can generate a false positive. Select this option only
if your network is in a high-risk environment.

3 Select the SYN Attack Threshold configuration options to provide limits for SYN Flood activity before the
device drops packets. The device gathers statistics on WAN TCP connections, keeping track of the
maximum and average maximum and incomplete WAN connections per second. Out of these statistics,
the device suggests a value for the SYN flood threshold.
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Suggested value calculated from gathered statistics — The suggested attack threshold based on
WAN TCP connection statistics. This value cannot be changed.

Attack Threshold (Incomplete Connection Attempts/Second) — Enables you to set the threshold
for the number of incomplete connection attempts per second before the device drops packets at
any value between 5 and 200,000. The default is the Suggested value calculated from gathered
statistics.

4 Select the SYN-Proxy options to provide more control over the options sent to WAN clients when in SYN
Proxy mode.

@ IMPORTANT: The options in this section are not available if Watch and report possible SYN floods

is selected for SYN Flood Protection Mode.

When the device applies a SYN Proxy to a TCP connection, it responds to the initial SYN packet with a
manufactured SYN/ACK reply, waiting for the ACK in response before forwarding the connection request
to the server. Devices attacking with SYN Flood packets do not respond to the SYN/ACK reply. The firewall
identifies them by their lack of this type of response and blocks their spoofed connection attempts. SYN
Proxy forces the firewall to manufacture a SYN/ACK response without knowing how the server responds
to the TCP options normally provided on SYN/ACK packets.

All LAN/DMZ servers support the TCP SACK option — Enables SACK (Selective Acknowledgment)
where a packet can be dropped and the receiving device indicates which packets it received. This
option is not enabled by default. Enable this checkbox only when you know that all servers
covered by the firewall accessed from the WAN support the SACK option.

Limit MSS sent to WAN clients (when connections are proxied) — Enables you to enter the
maximum MSS (Minimum Segment Size) value. This sets the threshold for the size of TCP
segments, preventing a segment that is too large to be sent to the targeted server. For example, if
the server is an IPsec gateway, it might need to limit the MSS it received to provide space for IPsec
headers when tunneling traffic. The firewall cannot predict the MSS value sent to the server when
it responds to the SYN manufactured packet during the proxy sequence. Being able to control the
size of a segment, enables you to control the manufactured MSS value sent to WAN clients. This
option is not selected by default.

If you specify an override value for the default of 1460, a segment of that size or smaller is sent to
the client in the SYN/ACK cookie. Setting this value too low can decrease performance when the
SYN Proxy is always enabled. Setting this value too high can break connections if the server
responds with a smaller MSS value.

e  Maximum TCP MSS sent to WAN clients. The value of the MSS. The default is 1460, the
minimum value is 32, and the maximum is 1460.

@ NOTE: When using Proxy WAN client connections, remember to set these options
conservatively as they only affect connections when a SYN Flood takes place. This ensures
that legitimate connections can proceed during an attack.

Always log SYN packets received. Logs all SYN packets received.

Layer 2 SYN/RST/FIN Flood Protection - MAC Black

Listing

The SYN/RST/FIN Black Listing feature lists devices that exceeded the SYN, RST, and FIN Black List attack
threshold. The firewall device drops packets sent from black listed devices early in the packet evaluation
process, enabling the firewall to handle greater amounts of these packets, providing a defense against attacks
originating on local networks while also providing second-tier protection for WAN networks.

Devices cannot occur on the SYN/RST/FIN Black list and watch-list simultaneously. With black listing enabled,
the firewall removes devices exceeding the black list threshold from the watch-list and places them on the black
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list. Conversely, when the firewall removes a device from the black list, it places it back on the watch-list. Any
device whose MAC address has been placed on the black list is removed from it approximately three seconds
after the flood emanating from that device has ended.

Configuring Layer 2 SYN/RST/FIN/TCP Flood Protection - MAC Black
Listing

Layer 2 SYN/RST/FIN/TCP Flood Protection - MAC Blacklisting

Threshold for SYM/RST/FIN/TCP flood blacklisting (Packets / Imgg

Sec):

Enable SYM/RST/FIN/TCP flood blacklisting on all interfaces [ |
Never blacklist WAN machines

Always allow SonicWall management traffic

e Threshold for SYN/RST/FIN flood black listing (SYNs / Sec) — Specifies he maximum number of SYN, RST,
FIN, and TCP packets allowed per second. The minimum is 10, the maximum is 800000, and default is
1,000. This value should be larger than the SYN Proxy threshold value because black listing attempts to
thwart more vigorous local attacks or severe attacks from a WAN network.

@ | NOTE: This option cannot be modified unless Enable SYN/RST/FIN/TCP flood black listing on all
interfaces is enabled.

e Enable SYN/RST/FIN/TCP flood black listing on all interfaces — Enables the black listing feature on all
interfaces on the firewall. This option is not selected by default. When it is selected, these options
become available:

e Never black list WAN machines — Ensures that systems on the WAN are never added to the SYN
Black list. This option is recommended as leaving it cleared might interrupt traffic to and from the
firewall’s WAN ports. This option is not selected by default.

e Always allow SonicWall management traffic — Causes IP traffic from a black listed device
targeting the firewall’s WAN IP addresses to not be filtered. This allows management traffic and
routing protocols to maintain connectivity through a black listed device. This option is not
selected by default.

WAN DDOS Protection (Non-TCP Floods)

WAN DDOS Protection provides protection against non-TCP DDOS attacks and so should be used in combination
with SYN-Flood Protection if TCP SYN-flood attacks are a concern. This feature is not intended to protect a
well-known server of non-TCP services on the Internet (such as a central DNS server), but is intended to protect
LAN and DMZ networks for which the majority of non-TCP traffic is initiated from the LAN/DMZ side, possibly in
combination with limited WAN-initiated traffic.

When WAN DDOS Protection is enabled, it tracks the rate of non-TCP packets arriving on WAN interfaces. When
the rate of non-TCP packets exceeds the specified threshold, non-TCP packets arriving on WAN interfaces are
filtered. A non-TCP packet is only forwarded when at least one of the following conditions is true:

e Source IP address is on the Allow list
e Packet is SonicWall management traffic, and Always allow SonicWall management traffic is selected
e Packet is VPN Negotiation traffic (IKE) and Always allow VPN negotiation traffic is selected

e the packet is an ESP packet and matches the SPI of a tunnel terminating on the network security
appliance

e the packet is the nth packet matching the value specified for WAN DDOS Filter Bypass Rate (every n
packets)
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If none of these conditions are met, the packet is dropped early in packet processing.

You can configure the WAN DDOS Protection (Non-TCP Floods) settings on the MANAGE | Security
Configuration > Firewall Settings > Flood Protection page.

WAN DDOS Protection (Non-TCP Floods)

Threshold for WAN DDOS protection (Non-TCP Packets / Imgg
Sec):
WAN DDOS Filter Bypass Rate (every n packets):

WAN DDOS Allow List Timeout: Ia
Enable DDOS protecton on WAN interfaces O
Always allow SonicWall management traffic

Always allow VPN negotiation traffic

Topics:
e Threshold for WAN DDOS protection (Non-TCP Packets / Sec) on page 24
e \WAN DDOS Filter Bypass Rate (every n packets) on page 24
e WAN DDOS Allow List Timeout on page 24

e Enable DDOS protection on WAN interfaces on page 25

Threshold for WAN DDOS protection (Non-TCP Packets / Sec)

Threshold for WAN DDOS protection specifies the maximum number of non-TCP packets allowed per second to
be sent to a host, range, or subnet. Exceeding this threshold triggers WAN DDOS flood protection. The default
number of non-TCP packets is 1000. The minimum number is 0; the maximum number is 10000000.

WAN DDOS Filter Bypass Rate (every n packets)

When the configured Filter Bypass Rate is non-zero, a non-TCP packet that would normally be dropped by WAN
DDOS Protection is instead passed to the LAN/DMZ network. The bypass rate allows a potential attack to be
throttled, but not completely blocked. Allowing some packets to pass through even though their sources are not
on the Allow List can provide a mechanism by which legitimate WAN side hosts might get a packet through to
the LAN/DMZ side, and a response would populate the Allow List so the following non-TCP packets from the
legitimate WAN side host would always be forwarded from that point on.

The default value of the Filter Bypass Rate is zero, so the user must modify this value before the heuristic can be
attempted. When the Filter Bypass Rate is non-zero, the value determines what proportion of packets are
forwarded regardless of the Allow List contents. For example, if the value was set to two, every other packet
would be forwarded to the LAN/DMZ networks (assuming they passed policy, and so on). If the value were 100,
every 100th packet would be forwarded, and so on. The appropriate value is dependent on the capabilities of
the potential LAN side target machines and the nature of the legitimate non-TCP traffic patterns in the
customer's network.

WAN DDOS Allow List Timeout

If a non-zero Allow List Timeout is defined by the user, entries in the Allow List expires in the configured time. If
the Allow List Timeout is zero, they never expire. In either case, the least-recently-used entry in a particular
hash-bucket might be replaced by a new entry if no unused entry is available in the list.
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Enable DDOS protection on WAN interfaces

Selecting Enable DDOS protection on WAN interfaces (it is disabled by default) allows you to set two additional
options:

e Always allow SonicWall management traffic on page 25

e Always allow VPN negotiation traffic on page 25

Always allow SonicWall management traffic

When Always allow SonicWall management traffic is enabled (it is disabled by default), traffic needed to
manage your SonicWall appliances is allowed to pass through your WAN gateways even when the appliance is
under a non-TCP DDOS attack.

Always allow VPN negotiation traffic

When Always allow VPN Negotiation traffic is enabled (it is disabled by default), a VPN can be negotiated even
when the appliance is under a non-TCP DDOS attack.

TCP Traffic Statistics

TCP Traffic Statistics @
Connections Cpened 12571
Connections Closed 5067
Connections Refused 0
Connactions Aborted 8343
Connection Handshake Errors ]
Connection Handshake Timeouts 0
Total TCP Packets 238660
Validated Packets Passed 238635
Malformed Packets Dropped 0
Invalid Flag Packets Dropped 15

oy
=]

Invalid Sequence Packets Dropped

Invalid Acknowledgement Packets Dropped
Max Incomplete WAM Connections | sec
Average Incomplete WAN Connections | sec
S¥M Floods In Progress

RST Floods In Progress

FINM Floods In Progress

TCP Floods In Progress

Total YN, RST, FIN or TCP Floods Detected
TCP Connection SYN-Proxy State (WAN only)
Current SYN-Blacklisted Machines 0

(=T = = D = N =~ N = I = =]

=]
A

TCP Traffic Statistics describes the entries in the TCP Traffic Statistics table. To clear and restart the statistics
displayed by a table, click the Clear Stats icon for the table.

TCP Traffic Statistics

This statistic Is incremented/displays

Connections Opened When a TCP connection initiator sends a SYN, or a TCP connection responder
receives a SYN.

Connections Closed When a TCP connection is closed when both the initiator and the responder have
sent a FIN and received an ACK.
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TCP Traffic Statistics (Continued)

This statistic

Is incremented/displays

Connections Refused

When a RST is encountered, and the responder is in a SYN_RCVD state.

Connections Aborted

When a RST is encountered, and the responder is in some state other than
SYN_RCVD.

Connection Handshake
Error

When a handshake error is encountered.

Connection Handshake
Timeouts

When a handshake times out.

Total TCP Packets

With every processed TCP packet.

Validated Packets Passed When:

e A TCP packet passes checksum validation (while TCP checksum validation is
enabled).

e Avalid SYN packet is encountered (while SYN Flood protection is enabled).

e A SYN Cookie is successfully validated on a packet with the ACK flag set
(while SYN Flood protection is enabled).

Malformed Packets
Dropped

e TCP checksum fails validation (while TCP checksum validation is enabled).

e The TCP SACK Permitted option is encountered, but the calculated option
length is incorrect.

e The TCP MSS (Maximum Segment Size) option is encountered, but the
calculated option length is incorrect.

e The TCP SACK option data is calculated to be either less than the minimum of
6 bytes, or modulo incongruent to the block size of 4 bytes.

e The TCP option length is determined to be invalid.
e The TCP header length is calculated to be less than the minimum of 20 bytes.

e The TCP header length is calculated to be greater than the packet’s data
length.

Invalid Flag Packets
Dropped

When a:

e Non-SYN packet is received that cannot be located in the connection-cache
(while SYN Flood protection is disabled).
e Packet with flags other than SYN, RST+ACK ,or SYN+ACK is received during
session establishment (while SYN Flood protection is enabled).
e TCP XMAS Scan is logged if the packet has FIN, URG, and PSH flags
set.

e TCP FIN Scan is logged if the packet has the FIN flag set.

e TCP Null Scan is logged if the packet has no flags set.

e New TCP connection initiation is attempted with something other than just
the SYN flag set.

e Packet with the SYN flag set is received within an established TCP session.

e Packet without the ACK flag set is received within an established TCP session.

Invalid Sequence Packets When a:

Dropped

e Packet within an established connection is received where the sequence
number is less than the connection’s oldest unacknowledged sequence.

e Packet within an established connection is received where the sequence
number is greater than the connection’s oldest unacknowledged sequence +
the connection’s last advertised window size.

Invalid Acknowledgment When an invalid acknowledgment packet is dropped.

Packets Dropped
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TCP Traffic Statistics (Continued)

This statistic Is incremented/displays
Max Incomplete WAN When a:
Connections / sec e Packet is received with the ACK flag set, and with neither the RST or SYN

flags set, but the SYN Cookie is determined to be invalid (while SYN Flood
protection is enabled).

e Packet’s ACK value (adjusted by the sequence number randomization offset)
is less than the connection’s oldest unacknowledged sequence number.

e Packet’s ACK value (adjusted by the sequence number randomization offset)
is greater than the connection’s next expected sequence number.

Average Incomplete The average number of incomplete WAN connections per second.
WAN Connections / sec

SYN Floods In Progress When a SYN flood is detected.

RST Floods In Progress When a RST flood is detected.

FIN Floods In Progress When a FIN flood is detected.

TCP Floods In Progress When a TCP flood is detected.

Total SYN, RST, FIN or The total number of floods (SYN, RST, FIN, and TCP) detected.
TCP Floods Detected

TCP Connection For WAN only, whether the TCP connection SYN-proxy is enabled.
SYN-Proxy State (WAN

only)

Current SYN-Black listed When a device is listed on the SYN black list.

Machines

Current RST-Black listed ~ When a device is listed on the RST black list.

Machines

Current FIN-Black listed  When a device is listed on the FIN black list.

Machines

Current TCP-Black listed When a device is listed on the TCP black list.

Machines

Total SYN-Black listing When a SYN black listing event is detected.

Events

Total RST-Black listing When a RST black listing event is detected.

Events

Total FIN- ing Events When a FIN black listing event is detected.

Total TCP-Black listing When a TCP black listing event is detected.

Events

Total SYN Black list The total number of SYN packets rejected by SYN black listing.
Packets Rejected

Total RST Black list The total number of RST packets rejected by SYN black listing.
Packets Rejected

Total FIN Black list The total number of FIN packets rejected by SYN black listing.
Packets Rejected

Total TCP Black list The total number of TCP packets rejected by SYN black listing.
Packets Rejected

Invalid SYN Flood When a SNY flood cookie is received.

Cookies Received

WAN DDOS Filter State  Whether the DDOS filter is enabled or disabled.
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TCP Traffic Statistics (Continued)

This statistic Is incremented/displays

WAN DDOS Filter — When a WAN DDOS Filter rejects a packet.
Packets Rejected

WAN DDOS Filter — When a WAN DDOS Filter rejects a leaked packet.

Packets Leaked

WAN DDOS Filter — Allow When a WAN DDOS Filter processes a packet in the Allow List.
List Count

UDP View

TP m ICMP

UDP Settings View IP Version: @ Ipvd () Ipye

Default UDP Connection Timeout (seconds):

UDP Flood Protection

Enable UDP Flood Protection O
UDP Flood Attack Threshold (UDP Packets /[ Sec): I]{][m
UDP Flood Attack Blocking Time (Sec):

| ™
=

UDP Flood Attack Protected Destination List:

UDP Traffic Statistics &

Connections Opened 134

Connections Closed 134

Total UDP Packets 1455

Validated Packets Passed 1455

Malformed Packets Dropped 0

UDP Floods In Progress 0

Total UDP Floods Detected 0

Total UDP Flood Packsts Rejected 0 ul‘

Topics:

e UDP Settings on page 28
e UDP Flood Protection on page 29
e UDP Traffic Statistics on page 30

UDP Settings

UDP Settings

Default UDP Connection Timeout {seconds):

(o8]
E
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e Default UDP Connection Timeout (seconds) - The number of seconds of idle time you want to allow
before UDP connections time out. This value is overridden by the UDP Connection timeout you set for
individual rules.

UDP Flood Protection

UDP Flood Protection
Enable UDP Flood Protection (]
UDP Flood attack Threshold (UDP Packets [ Sec): I]{]gg
UDP Flood Attack Blocking Time (Sec): Iz
UDP Flood Attack Protected Destination List: ANy v

UDP Flood Attacks are a type of denial-of-service (DoS) attack. They are initiated by sending a large number of
UDP packets to random ports on a remote host. As a result, the victimized system’s resources are consumed
with handling the attacking packets, which eventually causes the system to be unreachable by other clients.

SonicWall UDP Flood Protection defends against these attacks by using a “watch and block” method. The
appliance monitors UDP traffic to a specified destination. If the rate of UDP packets per second exceeds the
allowed threshold for a specified duration of time, the appliance drops subsequent UDP packets to protect
against a flood attack.

UDP packets that are DNS query or responses to or from a DNS server configured by the appliance are allowed
to pass, regardless of the state of UDP Flood Protection.

The following settings configure UDP Flood Protection:

e Enable UDP Flood Protection — Enables UDP Flood Protection. This option is not selected by default.

@ NOTE: Enable UDP Flood Protection must be enabled to activate the other UDP Flood Protection
options.

e UDP Flood Attack Threshold (UDP Packets / Sec) — The maximum number of UDP packets allowed per
second to be sent to a host, range, or subnet that triggers UDP Flood Protection. Exceeding this threshold
triggers ICMP Flood Protection. The minimum value is 50, the maximum value is 1000000, and the
default value is 1000.

e UDP Flood Attack Blocking Time (Sec) — After the appliance detects the rate of UDP packets exceeding
the attack threshold for this duration of time, UDP Flood Protection is activated and the appliance begins
dropping subsequent UDP packets. The minimum time is 1 second, the maximum time is 120 seconds,
and the default time is 2 seconds.

e UDP Flood Attack Protected Destination List — The destination address object or address group that is
protected from UDP Flood Attack. The default value is Any.

TIP: Select Any to apply the Attack Threshold to the sum of UDP packets passing through the
firewall.
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UDP Traffic Statistics

UDP Traffic Statistics &

Connections Opened 134

Connections Closed 134

Total UDP Packets 1455

Validated Packets Passed 1455

Malformed Packets Dropped i}

UDP Floods In Progress ]

Total UDP Floods Detected 0

Total UDP Flood Packets Rejected o ul]

The UDP Traffic Statistics table provides statistics as shown in UDP Traffic Statistics. To clear and restart the
statistics displayed by a table, click the Clear Stats icon for the table.

UDP Traffic Statistics

This statistic Is incremented/displays

Connections Opened When a connection is opened.

Connections Closed When a connection is closed.

Total UDP Packets With every processed UDP packet.

Validated Packets When a UDP packet passes checksum validation (while UDP checksum validation is

Passed enabled).

Malformed Packets When:

Dropped e UDP checksum fails validation (while UDP checksum validation is enabled).
e The UDP header length is calculated to be greater than the packet’s data

length.
UDP Floods In Progress  The number of individual forwarding devices currently exceeding the UDP Flood
Attack Threshold.
Total UDP Floods The total number of events in which a forwarding device has exceeded the UDP
Detected Flood Attack Threshold.

Total UDP Flood Packets The total number of packets dropped because of UDP Flood Attack detection.

Rejected Clicking on the Statistics icon displays a pop-up dialog showing the most recent

rejected packets:

Most Recent 0 Rejected Packets [« [[* [*) page D of total 0

Mo Entries
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ICMP View
TCP upp

ICMP Flood Protection View IP Version: @ 1pv4 O IPv6

O

Enable ICMP Flood Protection
ICMP Flood Attack Threshold (ICMP Packets / Sec): 200

ICMP Flood Attack Blocking Time (Sec):

i

ICMP Flood Attack Protected Destination List:

ICMP Traffic Statistics @

Connections Opened
Connections Closed

Total ICMP Packets
Validated Packets Passed
Malformed Packets Dropped
ICMP Floods In Progress
Total ICMP Floods Detected

Total ICMP Flood Packets Rejected

o o o M N o o

=
oy

Topics:
e View IP Version on page 31
e |ICMP/ICMPvV6 Flood Protection on page 32
e ICMP/ICMPv6 Traffic Statistics on page 32

View IP Version

View IP Version allows you to choose the IP version: IPv4 or IPv6. If you select:
e |Pv4, the headings and options display ICMP.
e |Pv6, the headings and options display ICMPv6.
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ICMP/ICMPvV6 Flood Protection

ICMP Flood Protection functions identically to UDP Flood Protection, except it monitors for ICMP/ICMPv6 Flood
Attacks. The only difference is that DNS queries are not allowed to bypass ICMP Flood Protection.

ICMP Flood Protection
Enable ICMP Flood Protection (]
ICMP Flood Attack Threshold (ICMP Packets / Sec): 200
ICMP Flood Attack Blocking Time (Sec): |2
ICMP Flood Attack Protected Destination List: Any ¥

e Enable ICMP Flood Protection — Enables ICMP Flood Protection.

@ NOTE: Enable ICMP Flood Protection must be enabled to activate the other ICMP Flood Protection
options.

e [ICMP Flood Attack Threshold (ICMP Packets / Sec) — The maximum number of ICMP packets allowed per
second to be sent to a host, range, or subnet. Exceeding this threshold triggers ICMP Flood Protection.
The minimum number is 10, the maximum number is 100000, and the default number is 200.

e ICMP Flood Attack Blocking Time (Sec) — After the appliance detects the rate of ICMP packets exceeding
the attack threshold for this duration of time, ICMP Flood Protection is activated, and the appliance
begins dropping subsequent ICMP packets. The minimum time is 1 second, the maximum time is 120
seconds, and the default time is 2 seconds.

e |ICMP Flood Attack Protected Destination List — The destination address object or address group that is
protected from ICMP Flood Attack. The default value is Any.

TIP: Select Any to apply the Attack Threshold to the sum of ICMP packets passing through the
firewall.

ICMP/ICMPv6 Traffic Statistics

ICMP Traffic Statistics =
Conneactions Cpened 0
Connections Closed 0
Total ICMP Packsts 2
Validated Packets Passed 2
Malformed Packets Dropped ]
ICMP Floods In Progress o
Total ICMP Floods Detected 0
Total ICMP Flood Packsts Rejected o fal]

The ICMP Traffic Statistics table provides statistics as shown in ICMP/ICMPv6 Traffic Statistics. To clear and
restart the statistics displayed in the table, click Clear Stats.

ICMP/ICMPv6 Traffic Statistics

This statistic Is incremented/displays

Connections Opened When a connection is opened.

Connections Closed When a connection is closed.

Total UDP Packets With every processed ICMP/ICMPv6 packet.
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ICMP/ICMPv6 Traffic Statistics (Continued)

This statistic

Is incremented/displays

Validated Packets
Passed

When a ICMP/ICMPv6 packet passes checksum validation (while ICMP/ICMPv6
checksum validation is enabled).

Malformed Packets
Dropped

When:
e ICMP/ICMPv6 checksum fails validation (while ICMP/ICMPv6 checksum
validation is enabled).

e The ICMP/ICMPv6 header length is calculated to be greater than the packet’s
data length.

ICMP/ICMPV6 Floods In
Progress

The number of individual forwarding devices currently exceeding the ICMP/ICMPv6
Flood Attack Threshold.

Total ICMP/ICMPv6
Floods Detected

The total number of events in which a forwarding device has exceeded the
ICMP/ICMPv6 Flood Attack Threshold.

Total ICMP/ICMPv6
Flood Packets Rejected

The total number of packets dropped because of ICMP/ICMPv6 Flood Attack
detection. Clicking Statistics displays a pop-up dialog showing the most recent
rejected packets:

Most Recent D Rejected Packets u[«][»]* page 0 of total 0

Mo Entries
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Configuring Firewall Multicast

e Firewall Settings > Multicast on page 34
e Multicast Snooping on page 35

e Multicast Policies on page 35

e |GMP State Table on page 36

e Enabling Multicast on page 37

Firewall Settings > Multicast

IP multicasting is a method for sending one Internet Protocol (IP) packet simultaneously to multiple hosts.
Multicast is suited to the rapidly growing segment of Internet traffic - multimedia presentations and video
conferencing. For example, a single host transmitting an audio or video stream and ten hosts that want to
receive this stream. In multicasting, the sending host transmits a single IP packet with a specific multicast
address, and the 10 hosts simply need to be configured to listen for packets targeted to that address to receive
the transmission. Multicasting is a point-to-multipoint IP communication mechanism that operates in a
connectionless mode - hosts receive multicast transmissions by “tuning in” to them, a process similar to tuning
in to a radio.

The MANAGE | Security Configuration | Firewall Settings > Multicast page allows you to manage multicast
traffic on the firewall.

Multicast Snooping

[ Enable Multicast
¥ Require IGMP Membership reports for multicast data forwarding
Multicast state table entry imeout (minutes): |5

Multicast Policies

Enable reception of all multicast addresses

" | -Select Multicast Addresses— r

“ Enable reception for the following multicast addresses

IGMP State Table Ttemsfp to0 (of 0) ([« [s ]

o Multicast Group Address Interface/ Vpn Tunnel IGMP Version Time Remaining Flush
No IGMP state entry

FLUSH FLUSH ALL

Topics:

e Multicast Snooping on page 35
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e Multicast Policies on page 35

e |GMP State Table on page 36

e Enabling Multicast on page 37

e Multicast on LAN-Dedicated Interfaces on page 37

e Enabling Multicast Through a VPN on page 38

Multicast Snooping

Multicast Snooping

[_) Enable Multicast

¥ Reguire IGMP Mambership reports for multicast data forwarding

Multicast state table entry timeout (minutes): |5

e Enable Multicast - Select this option to support multicast traffic. This option is not selected by default.

e Require IGMP Membership reports for multicast data forwarding - Select this option to improve
performance by regulating multicast data to be forwarded to only interfaces joined into a multicast group
address using IGMP. This option is available only if Multicast is enabled. This option is selected by default.

e Multicast state table entry timeout (minutes) - This field has a default of 5. The value range for this field
is 5 to 60 (minutes). Update the default timer value of 5 in the following conditions:

e You suspect membership queries or reports are being lost on the network.

e You want to reduce the IGMP traffic on the network and currently have a large number of
multicast groups or clients. This is a condition where you do not have a router to route traffic.

e You want to synchronize the timing with an IGMP router.

Multicast Policies

@ | TIP: Multicast must be enabled for these options to be available.

Multicast Policies

Enable reception of all multicast addresses

* Enable reception for the following multicast addresses *  --Select Mulficast Adcresses— v

e Enable reception of all multicast addresses - This radio button is not enabled by default. Select this radio
button to receive all (class D) multicast addresses.

NOTE: Receiving all multicast addresses might cause your network to experience performance
degradation.

e Enable reception for the following multicast addresses - This radio button is enabled by default. In the
drop-down menu, select Create a new multicast object or Create new multicast group.

NOTE: Only address objects and groups associated with the MULTICAST zone are available to select.
Only addresses from 224 .0.0.1to 239.255.255.255 can be bound to the MULTICAST zone.
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@ | NOTE: You can specify up to 200 total multicast addresses.

To create a multicast address object:
1 Under Multicast Snooping, select Enable Multicast.

2 Under Multicast Policies, in the Enable reception for the following multicast addresses drop-down
menu, select Create new multicast address object. The Add Address Object dialog displays.

Mame: | |

Zone Assignment: |DMZ M |

Type: |Host v |

IP Address: | |

3 Configure the name of the address object in the Name field.

4 From the Zone Assignment drop-down menu, select MULTICAST.

5 From the Type drop-down menu, select Host, Range, Network, MAC, or FQDN.

6 Depending on your Type selection, the options on the dialog change. If you selected:

Type Option(s) displayed

Host IP Address — Enter the IP address of the host or network. The IP address must be
in the range for multicast: 224 .0.0.0to 239.255.255_255.

Network e Network — Enter the IP address of the host or network. The IP address must

be in the range for multicast: 224 .0.0.0to 239.255.255.255.
e Netmask/Prefix Length — Enter the netmask for the network.

Range Starting IP Address and Ending IP Address — Enter the starting and ending IP
address for the address range. The IP addresses must be in the range for
multicast: 224 .0.0.1 to 239.255.255.255.

MAC e MAC Address — Enter the MAC address of the host or network.

e Multi-homed Host — Select if the MAC address is for a multihomed host. This
option is selected by default.

FQDN e FQDN Hostname — Enter the fully qualified domain name for the host.

e Manually set DNS entries’ TTL ... (120~86400s) — Select to enter the
time-to-live (TTL or hop limit) for DNS entries. This option is not selected by
default. When selected, the TTL field becomes active. The range is 120 - 86400
seconds.
7 Click OK.

IGMP State Table

IGMP State Table ltemsfo to 0 (of 0) Gl ]s

# Multicast Group Address Interface/ Vpn Tunnel IGMP Version Time Remaining Flush

No IGMP state entry

FLUSH FLUSH ALL

This section provides descriptions of the fields in the IGMP State Table.

e Multicast Group Address—Provides the multicast group address the interface is joined to.
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e Interface / VPN Tunnel — Provides the interface (such as LAN) for the VPN policy.
e IGMP Version — Provides the IGMP version (such as V2 or V3).

e Time Remaining —

e  Flush — Provides an icon to flush that particular entry.

e FLUSH and FLUSH ALL buttons—To flush a specific entry immediately, check the box to the left of the
entry and click FLUSH. Click FLUSH ALL to immediately flush all entries.

Enabling Multicast

Topics:
e Multicast on LAN-Dedicated Interfaces on page 37

e Enabling Multicast Through a VPN on page 38

Multicast on LAN-Dedicated Interfaces

Topics:
e Enabling Multicast on a LAN-Dedicated Interface on page 37

e Enabling Multicast Support for Address Objects over a VPN Tunnel on page 37

Enabling Multicast on a LAN-Dedicated Interface

To enable multicast support on the LAN-dedicated interfaces of your firewall:
1 Go to the MANAGE | Security Configuration > Firewall Settings > Multicast page.
Under Multicast Snooping, select Enable Multicast.
Under Multicast Policies, choose Enable the reception of all multicast addresses.
Click ACCEPT.

Go to the MANAGE | System Setup > Network > Interfaces page.

Click Advanced.

2
3
4
5
6 Click the Configure icon for the LAN interface you want to configure. The Edit Interface dialog displays.
7
8 Select Enable Multicast Support.

9

Click OK.

Enabling Multicast Support for Address Objects over a
VPN Tunnel

To enable multicast support for address objects over a VPN tunnel:
1 Go to the MANAGE | Security Configuration > Firewall Settings > Multicast page.

2 Under Multicast Snooping, select Enable Multicast.
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8
9

Under Multicast Policy, select Enable the reception for the following multicast addresses.

From the drop-down menu, select Create new multicast address object. The Add Address Object dialog
appears.

Name: | |
Zone Assignment: | DMZ v
Type: | Host r |
IP Address: | |

In the Name field, enter a name for your multicast address object.

From the Zone Assignment drop-down menu, select a zone: DMZ, LAN, MULTICAST, SSLVPN, VPN, or
WAN.

When you select a type from the Type drop-down menu, the other options change, depending on the
selection. If you select:

e Host, enter an IP address in the IP Address field.

e Range, enter the starting and ending IP addresses in the Starting IP Address and the Ending IP
Address.

e Network, enter the network IP address in the Netmask field and a netmask or prefix length in the
Netmask/Prefix Length field.

e MAC, enter the MAC address in the MAC Address field and select Multi-homed host (which is
selected by default).

e FQDN, enter the FQDN hostname in the FQDN Hostname field.
Click OK.
Go to the MANAGE | Connectivity > VPN > Settings page.

10 In the VPN Policies table, click the Configure icon for the Group VPN policy you want to configure. The

VPN Policy dialog displays.

11 Click Advanced.

12 In the Advanced Settings section, select Enable Multicast.

13 Click OK.

1

2

Enabling Multicast Through a VPN

To enable multicast across the WAN through a VPN:

Enable multicast globally:

a Navigate to the MANAGE | Security Configuration > Firewall Settings > Multicast page.

b Select Enable Multicast.

¢ Click ACCEPT.

d Repeat Step a through Step c for each interface on all participating security appliances.
Enable multicast support on each individual interface that is participating in the multicast network.

a Navigate to the MANAGE | System Setup > Network > Interfaces page.

b Click the Edit icon of the participating interface. The Edit Interface dialog displays.
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¢ Click Advanced.

Ger.eral

Advanced Settings

Link Speed: | 10 Gbps - Full Duplex v

® Use Default MAC Address: 18:B1:69:D1:4E:C5

O override Default MAC Address: I
[ shutdown Port
[ Enable flow reporting N
Enable Multicast Support N
[ Enable 802. 1p tagging
[ Exclude from Route Advertisement (NSM, OSPF, BGP, RIP) b

[ Enable Asymmetric Route Support *

RedundantfAggregate Ports: | None “ |

Tnterface MTU: 1500 |

Bandwidth Management

r-'-’“‘-.ﬁ-"‘*J*ﬁ-HMJ-H

d Select Enable Multicast Support.

e Click OK.

f Repeat Step a through Step e for each participating interface on all participating appliances.
3 Enable multicast on the VPN policies between the security appliances.

a Navigate to the MANAGE | Connectivity > VPN > Base Settings page.

b Click the Edit icon of a policy in which include multicasting. The VPN Policy dialog displays.
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¢ Click Advanced.

General Proposals Client

Advanced Settings

[ Disable IPsec Anti-Replay”

[ Enable Multicast

(] Accept Multiple Proposals for Clients
[ Enable IKE Mode Configuration ™

Management via this SA; [ vrTes [ ssH [ swmp

Default Gateway: 0.0.0.0

Client Authentication

1#| Require authentication of VPN clients by XAUTH

User group for XAUTH users: Trusted Users v

Allow Unauthenticated WPN Client Access: -—-Select Local Network-—- v

d Inthe Advanced Settings section, select Enable Multicast.

e Click OK.
4 \Verify the tunnels are active between the sites.

5 Start the multicast server application and client applications. As multicast data is sent from the multicast
server to the multicast group (224 .0.0.0 through 239.255.255.255), the firewall queries its
IGMP state table for that group to determine where to deliver that data. Similarly, when the appliance
receives that data at the VPN zone, the appliance queries its IGMP State Table to determine where it
should deliver the data.

The IGMP State Tables (upon updating) should provide information indicating that there is a multicast
client on the X3 interface, and across the vpnMecastServer tunnel for the 224 .15.16.17 group.

@ NOTE: By selecting Enable reception of all multicast addresses, you might see entries other than
those you are expecting to see when viewing your IGMP State Table. These are caused by other
multicast applications that might be running on your hosts.
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Managing Quality of Service

e Firewall Settings > Quality of Service Mapping on page 41
e C(lassification on page 41

e Marking on page 42

e Conditioning on page 43

e 802.1p and DSCP QoS on page 43

e Bandwidth Management on page 53

e Glossary on page 53

Firewall Settings > Quality of Service
Mapping

Quality of Service (QoS) refers to a diversity of methods intended to provide predictable network behavior and
performance. This sort of predictability is vital to certain types of applications, such as Voice over IP (VolIP),
multimedia content, or business-critical applications such as order or credit-card processing. No amount of
bandwidth can provide this sort of predictability, because any amount of bandwidth is ultimately used to its
capacity at some point in a network. Only QoS, when configured and implemented correctly, can properly
manage traffic, and guarantee the desired levels of network service.

Topics:
e (Classification
e Marking
e Conditioning
e 802.1p and DSCP QoS
e Bandwidth Management

e Glossary

Classification

Classification is necessary as a first step so that traffic in need of management can be identified. SonicOS NSv
uses Access Rules as the interface to classification of traffic. This provides fine controls using combinations of
Address Object, Service Object, and Schedule Object elements, allowing for classification criteria as general as
all HTTP traffic and as specific as SSH traffic from hostA to serverB on Wednesdays at 2:12am.
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SonicWall network security appliances have the ability to recognize, map, modify, and generate the
industry-standard external CoS designators, DSCP and 802.1p (refer to the section 802.1p and DSCP QoS on
page 43).

When identified, or classified, traffic can be managed. Management can be performed internally by SonicOS
NSv Bandwidth Management (BWM), which is perfectly effective as long as the network is a fully contained
autonomous system. After external or intermediate elements are introduced, such as foreign network
infrastructures with unknown configurations, or other hosts contending for bandwidth (for example, the
Internet) the ability to offer guarantees and predictability are diminished. In other words, as long as the
endpoints of the network and everything in between are within your management, BWM works exactly as
configured. After external entities are introduced, the precision and efficacy of BWM configurations can begin to
degrade.

But all is not lost. After SonicOS NSy classifies the traffic, it can tag the traffic to communicate this
classification to certain external systems that are capable of abiding by CoS tags; thus they too can participate in
providing QoS.

@ NOTE: Many service providers do not support CoS tags such as 802.1p or DSCP. Also, most network
equipment with standard configurations is not able to recognize 802.1p tags, and could drop tagged
traffic.

Although DSCP does not cause compatibility issues, many service providers simply strip or ignore the
DSCP tags, disregarding the code points.

If you wish to use 802.1p or DSCP marking on your network or your service provider’s network, you must
first establish that these methods are supported. Verify that your internal network equipment can support
CoS priority marking, and that it is correctly configured to do so. Check with your service provider —some
offer fee-based support for QoS using these CoS methods.

Marking

After the traffic has been classified, if it is to be handled by QoS capable external systems (for example, CoS
aware switches or routers as might be available on a premium service provider’s infrastructure, or on a private
WAN), it must be tagged so that the external systems can make use of the classification, and provide the correct
handling and Per Hop Behaviors (PHB).

Originally, this was attempted at the IP layer (layer 3) with RFC791’s three Precedence bits and RFC1394 ToS
(type of service) field, but this was used by a grand total of 17 people throughout history. Its successor, RFC2474
introduced the much more practical and widely used DSCP (Differentiated Services Code Point) which offered up
to 64 classifications, as well as user-definable classes. DSCP was additionally enhanced by RFC2598 (Expedited
Forwarding, intended to provide leased-line behaviors) and RFC2697 (Assured Forwarding levels within classes,
also known as Gold, Silver, and Bronze levels).

DSCP is a safe marking method for traffic that traverses public networks because there is no risk of
incompatibility. At the very worst, a hop along the path might disregard or strip the DSCP tag, but it rarely
mistreats or discards the packet.

The other prevalent method of CoS marking is IEEE 802.1p. 802.1p occurs at the MAC layer (layer 2) and is
closely related to IEEE 802.1Q VLAN marking, sharing the same 16-bit field, although it is actually defined in the
IEEE 802.1D standard. Unlike DSCP, 802.1p only works with 802.1p capable equipment, and is not universally
interoperable. Additionally, 802.1p, because of its different packet structure, can rarely traverse wide-area
networks, even private WANs. Nonetheless, 802.1p is gaining wide support among Voice and Video over IP
vendors, so a solution for supporting 802.1p across network boundaries (such as WAN links) was introduced in
the form of 802.1p to DSCP mapping.

802.1p to DSCP mapping allows 802.1p tags from one LAN to be mapped to DSCP values by SonicOS NSy,
allowing the packets to safely traverse WAN links. When the packets arrive on the other side of the WAN or VPN,
the receiving SonicOS NSv appliance can then map the DSCP tags back to 802.1p tags for use on that LAN.
Refer to 802.1p and DSCP QoS on page 43 for more information.
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Conditioning

The traffic can be conditioned (or managed) using any of the many policing, queuing, and shaping methods
available. SonicOS NSv's BWM is a perfectly effective solution for fully autonomous private networks with
sufficient bandwidth, but can become somewhat less effective as more unknown external network elements
and bandwidth contention are introduced.

Topics:
e Site to Site VPN over QoS Capable Networks on page 43

e Site to Site VPN over Public Networks on page 43

Site to Site VPN over QoS Capable Networks

If the network path between the two end points is QoS aware, SonicOS NSv can DSCP tag the inner
encapsulate packet so that it is interpreted correctly at the other side of the tunnel, and it can also DSCP tag the
outer ESP encapsulated packet so that its class can be interpreted and honored by each hop along the transit
network. SonicOS NSv can map 802.1p tags created on the internal networks to DSCP tags so that they can
safely traverse the transit network. Then, when the packets are received on the other side, the receiving
SonicWall appliance can translate the DSCP tags back to 802.1p tags for interpretation and honoring by that
internal network.

Site to Site VPN over Public Networks

SonicOS NSv integrated BWM is very effective in managing traffic between VPN connected networks because
ingress and egress traffic can be classified and controlled at both endpoints. If the network between the
endpoints is non QoS aware, it regards and treats all VPN ESP equally. Because there is typically no control over
these intermediate networks or their paths, it is difficult to fully guarantee QoS, but BWM can still help to
provide more predictable behavior.

To provide end-to-end QoS, business-class service providers are increasingly offering traffic conditioning
services on their IP networks. These services typically depend on the customer premise equipment to classify
and tag the traffic, generally using a standard marking method such as DSCP. SonicOS NSv has the ability to
DSCP mark traffic after classification, as well as the ability to map 802.1p tags to DSCP tags for external network
traversal and CoS preservation. For VPN traffic, SonicOS NSv can DSCP mark not only the internal (payload)
packets, but the external (encapsulating) packets as well so that QoS capable service providers can offer QoS
even on encrypted VPN traffic.

The actual conditioning method employed by service providers varies from one to the next, but it generally
involves a class-based queuing method such as Weighted Fair Queuing for prioritizing traffic, as well a
congestion avoidance method, such as tail-drop or Random Early Detection.

802.1p and DSCP QoS

Topics:
e Enabling 802.1p on page 44
e DSCP Marking on page 46
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Enabling 802.1p

SonicOS NSv supports layer 2 and layer 3 CoS methods for broad interoperability with external systems
participating in QoS enabled environments. The layer 2 method is the IEEE 802.1p standard wherein 3-bits of an
additional 16-bits inserted into the header of the Ethernet frame can be used to designate the priority of the
frame, as illustrated in the following figure:

Ethernet Data Frame

Ethernet Data Frame

Bytes 7 1 6 6 > 2 2 46-1500 4
VPID TCI
Bits . 16 T,
Protocol ID
802.11q VLAN Tag | (¢8100 for 802.1q tags) VLAN ID

e TPID: Tag Protocol Identifier begins at byte 12 (after the 6 byte destination and source fields), is 2 bytes
long, and has an Ether type of 0x8100 for tagged traffic.

e 802.1p: The first three bits of the TCI (Tag Control Information — beginning at byte 14, and spanning two
bytes) define user priority, giving eight (2”3) priority levels. IEEE 802.1p defines the operation for these
three user priority bits.

e CFl: Canonical Format Indicator is a single-bit flag, always set to zero for Ethernet switches. CFl is used for
compatibility reasons between Ethernet networks and Token Ring networks. If a frame received at an
Ethernet port has a CFl set to 1, then that frame should not be forwarded as it is to an untagged port.

e VLAN ID: VLAN ID (starts at bit 5 of byte 14) is the identification of the VLAN. It has 12-bits and allows for
the identification of 4,096 (2712) unique VLAN ID’s. Of the 4,096 possible IDs, an ID of 0 is used to
identify priority frames, and an ID of 4,095 (FFF) is reserved, so the maximum possible VLAN
configurations are 4,094.

802.1p support begins by enabling 802.1p marking on the interfaces which you wish to have process 802.1p
tags. 802.1p can be enabled on any Ethernet interface on any SonicWall appliance.

The behavior of the 802.1p field within these tags can be controlled by Access Rules. The default 802.1p Access
Rule action of None resets existing 802.1p tags to 0, unless otherwise configured (see Managing QoS Marking
on page 49 for details).

Enabling 802.1p marking allows the target interface to recognize incoming 802.1p tags generated by 802.1p
capable network devices, and also allows the target interface to generate 802.1p tags, as controlled by Access
Rules. Frames that have 802.1p tags inserted by SonicOS NSv bears VLAN ID 0.

802.1p tags is only inserted according to Access Rules, so enabling 802.1p marking on an interface does not, at
its default setting, disrupt communications with 802.1p-incapable devices.

802.1p requires the specific support by the networking devices with which you wish to use this method of
prioritization. Many voice and video over IP devices provide support for 802.1p, but the feature must be
enabled. Check your equipment’s documentation for information on 802.1p support if you are unsure. Similarly,
many server and host network cards (NICs) have the ability to support 802.1p, but the feature is usually disabled
by default. On Win32 operating systems, you can check for and configure 802.1p settings on the Advanced view

SonicWall SonicOS NSv 6.5 Administration

Managing Quality of Service 44



of the Properties page of your network card. If your card supports 802.1p, it is listed as 802.1p QoS, 802.1p
Support, QoS Packet Tagging or something similar:

General T?dv_mced | Dver | Resouress | Power Management |

The follawing propartiss ars availabls for this network adapter. Click
the propesty you want to change on the left, and then select s value

onthe night.
Froperty: Value:
Enable -
Flaw Cantral
Speed & Duplex
Wake Up Capabiities

Broadcom 440x 10/100 Integrated Controller Properties (7 |(X|

To process 802.1p tags, the feature must be present and enabled on the network interface. The network
interface is then able to generate packets with 802.1p tags, as governed by QoS capable applications. By default,
general network communications do not have tags inserted so as to maintain compatibility with
802.1p-incapable devices.

®

NOTE: If your network interface does not support 802.1p, it is not able to process 802.1p tagged traffic,
and ignores it. Make certain when defining Access Rules to enable 802.1p marking that the target devices
are 802.1p capable.

It should also be noted that when performing a packet capture (for example, with the diagnostic tool
Ethereal) on 802.1p capable devices, some 802.1p capable devices do not show the 802.1q header in the
packet capture. Conversely, a packet capture performed on an 802.1p-incapable device almost invariably
shows the header, but the host is unable to process the packet.

Before moving on to For more information, see Managing QoS Marking on page 49. It is important to introduce
‘DSCP Marking’ because of the potential interdependency between the two marking methods, as well as to
explain why the interdependency exists.

In this scenario, we have Remote Site 1 connected to ‘Main Site’ by an IPsec VPN. The company uses an internal
802.1p/DSCP capable VolP phone system, with a private VolP signaling server hosted at the Main Site. The Main
Site has a mixed gigabit and Fast-Ethernet infrastructure, while Remote Site 1 is all Fast Ethernet. Both sites
employ 802.1p capable switches for prioritization of internal traffic.

1 PC-1at Remote Site 1 is transferring a 23 terabyte PowerPoint™ presentation to File Server 1, and the

100mbit link between the workgroup switch and the upstream switch is completely saturated.

At the Main Site, a caller on the 802.1p/DSCP capable VoIP Phone 10.50.165.200 initiates a call to
the person at VolIP phone 192 .168.168.200. The calling VolP phone 802.1p tags the traffic with
priority tag 6 (voice), and DSCP tags the traffic with a tag of 48.

a If the link between the Core Switch and the firewall is a VLAN, some switches are included in the
received 802.1p priority tag, in addition to the DSCP tag, in the packet sent to the firewall; this
behavior varies from switch to switch, and is often configurable.

b If the link between the Core Switch and the firewall is not a VLAN, there is no way for the switch
to include the 802.1p priority tag. The 802.1p priority is removed, and the packet (including only
the DSCP tag) is forwarded to the firewall.

When the firewall sent the packet across the VPN/WAN link, it could include the DSCP tag in the packet,
but it is not possible to include the 802.1p tag. This would have the effect of losing all prioritization
information for the VolP traffic, because when the packet arrived at the Remote Site, the switch would
have no 802.1p MAC layer information with which to prioritize the traffic. The Remote Site switch would
treat the VolIP traffic the same as the lower-priority file transfer because of the link saturation,
introducing delay—maybe even dropped packets—to the VolP flow, resulting in call quality degradation.

So how can critical 802.1p priority information from the Main Site LAN persist across the VPN/WAN link
to Remote Site LAN? Through the use of QoS Mapping.

QoS Mapping is a feature which converts layer 2 802.1p tags to layer 3 DSCP tags so that they can safely
traverse (in mapped form) 802.1p-incapable links; when the packet arrives for delivery to the next
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802.1p-capable segment, QoS Mapping converts from DSCP back to 802.1p tags so that layer 2 QoS can
be honored.

In our above scenario, the firewall at the Main Site assigns a DSCP tag (for example, value 48) to the VolP
packets, as well as to the encapsulating ESP packets, allowing layer 3 QoS to be applied across the WAN.
This assignment can occur either by preserving the existing DSCP tag, or by mapping the value from an
802.1p tag, if present. When the VolP packets arrive at the other side of the link, the mapping process is
reversed by the receiving SonicWall, mapping the DSCP tag back to an 802.1p tag.

3 The receiving SonicWall at the Remote Site is configured to map the DSCP tag range 48-55 to 802.1p tag
6. When the packet exits the firewall, it bears 802.1p tag 6. The Switch recognizes it as voice traffic, and
prioritizes it over the file-transfer, guaranteeing QoS even in the event of link saturation.

DSCP Marking

DSCP (Differentiated Services Code Point) marking uses 6-bits of the 8-bit ToS field in the IP Header to provide
up to 64 classes (or code points) for traffic. Because DSCP is a layer 3 marking method, there is no concern about
compatibility as there is with 802.1p marking. Devices that do not support DSCP simply ignore the tags, or at
worst, they reset the tag value to 0.

DSCP Marking: IP Packet

IP Packet

Bits 4 4 8 16 16

DSCP Marking: IP Packet depicts an IP packet, with a close-up on the ToS portion of the header. The ToS bits
were originally used for Precedence and ToS (delay, throughput, reliability, and cost) settings, but were later
repurposed by RFC2474 for the more versatile DSCP settings.

DSCP Marking: Commonly Used Code Points shows the commonly used code points, as well as their mapping to
the legacy Precedence and ToS settings.

DSCP Marking: Commonly Used Code Points

DSCP DSCP Description Legacy IP Precedence Legacy IP ToS (D, T, R)
0 Best effort 0 (Routine — 000) -

8 Class 1 1 (Priority — 001) -

10 Class 1, gold (AF11) 1 (Priority — 001) T

12 Class 1, silver (AF12) 1 (Priority — 001)

14 Class 1, bronze (AF13) 1 (Priority —001) D, T
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DSCP Marking: Commonly Used Code Points (Continued)

DSCP DSCP Description Legacy IP Precedence Legacy IP ToS (D, T, R)
16 Class 2 2 (Immediate — 010) -
18 Class 2, gold (AF21) 2 (Immediate — 010)

20 Class 2, silver (AF22) 2 (Immediate — 010)

22 Class 2, bronze (AF23) 2 (Immediate — 010) DT
24 Class 3 3 (Flash—011) -
26 Class 3, gold (AF31) 3 (Flash—011)

27 Class 3, silver (AF32) 3 (Flash —011)

30 Class 3, bronze (AF33) 3 (Flash —011) DT
32 Class 4 4 (Flash Override — 100) -
34 Class 4, gold (AF41) 4 (Flash Override — 100) T
36 Class 4, silver (AF42) 4 (Flash Override — 100)

38 Class 4, bronze (AF43) 4 (Flash Override — 100) DT
40 Express forwarding 5 (CRITIC/ECP! - 101) -
46 Expedited forwarding (EF) 5 (CRITIC/ECP —101) DT
48 Control 6 (Internet Control - 110) -
56 Control 7 (Network Control —111) -

1. ECP: Elliptic Curve Group

DSCP marking can be performed on traffic to/from any interface and to/from any zone type, without exception.
DSCP marking is controlled by Access Rules, from the QoS view, and can be used in conjunction with 802.1p
marking, as well as with SonicOS NSV’s internal bandwidth management.

Topics:
e DSCP Marking and Mixed VPN Traffic on page 47
e Configure for 802.1p CoS 4 — Controlled Load on page 48
e QoS Mapping on page 48
e Managing QoS Marking on page 49

DSCP Marking and Mixed VPN Traffic

Among their many security measures and characteristics, IPsec VPNs employ anti-replay mechanisms based
upon monotonically incrementing sequence numbers added to the ESP header. Packets with duplicate sequence
numbers are dropped, as are packets that do not adhere to sequence criteria. One such criterion governs the
handling of out-of-order packets. SonicOS NSv provides a replay window of 64 packets, such as when an ESP
packet for a Security Association (SA) is delayed by more than 64 packets, the packet is dropped.

This should be considered when using DSCP marking to provide layer 3 QoS to traffic traversing a VPN. If you
have a VPN tunnel that is transporting a diversity of traffic, some that is being DSCP tagged high priority (for
example, VoIP), and some that is DSCP tagged low-priority, or untagged/best-effort (for example, FTP), your
service provider prioritizes the handling and delivery of the high-priority ESP packets over the best-effort ESP
packets. Under certain traffic conditions, this can result in the best-effort packets being delayed for more than
64 packets, causing them to be dropped by the receiving SonicWall’s anti-replay defenses.

If symptoms of such a scenario emerge (for example, excessive retransmissions of low-priority traffic), it is
recommended that you create a separate VPN policy for the high-priority and low-priority classes of traffic. This
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is most easily accomplished by placing the high-priority hosts (for example, the VolP network) on their own
subnet.

Configure for 802.1p CoS 4 - Controlled Load

If you want to change the inbound mapping of DSCP tag 15 from its default 802.1p mapping of 1 to an 802.1p
mapping of 2, it would have to be done in two steps because mapping ranges cannot overlap. Attempting to
assign an overlapping mapping gives the error DSCP range already exists or overlaps with another range. First,
you have to remove 15 from its current end-range mapping to 802.1p CoS 1 (changing the end-range mapping
of 802.1p CoS 1 to DSCP 14), then you can assign DSCP 15 to the start-range mapping on 802.1p CoS 2.

QoS Mapping

The primary objective of QoS Mapping is to allow 802.1p tags to persist across non-802.1p compliant links (for
example, WAN links) by mapping them to corresponding DSCP tags before sending across the WAN link, and
then mapping from DSCP back to 802.1p upon arriving at the other side, as shown in QoS Mapping.

QoS Mapping

802.1ptag=6

DSCP tag= 48

802.1p tag=6

VolP i oo e VolP
Phone m‘! Wide Area Netwark Phone
Map 802.1p to DSCP Map 802.1p to DSCP 8024
=t Map DSCP to 802.1p Map DSCP to 802.1p s

Request: DSCP tag=8
Request: No DSCP tag Response: No D5CP tag
Response: DSCP tag=8

Wide Area Network

Zone:LAN-VPN

No QoS Marking configured

192.168.168.100 Source: 192.168.168.100 10.50.165.2
Destination: 10.50.165.2
Service: HTTP
DSCP tag=8
NO DSCP tag

@ NOTE: Mapping does not occur until you assign Map as an action of the QoS view of an Access Rule. The
mapping table only defines the correspondence that is employed by an Access Rule’s Map action.

B802.1p Class Of Service To DSCP From DSCP Range Configure
0 - Best effort 0 - Best effort/ Default 07 %)
1 - Background 8-Class1 815 @
2 - Spare 16 - Class 2 1623 %)
3 - Excellert ffort 24 - Class 3 24-31 @
4 - Controlled load 32 - Class 4 32-39 %)
5 - Video (< 100ms latency) 40 - Express forwarding 40-47 I._%_.I
& - Voice (<10ms latency) 43 - Confrol 4355 %)
7 - Network control 55 - Control 56-63 @

RESET QOS SETTINGS

For example, according to the default table, an 802.1p tag with a value of 2 is outbound mapped to a DSCP value
of 16, while a DSCP tag of 43 is inbound mapped to an 802.1 value of 5.
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Each of these mappings can be reconfigured. If you wanted to change the outbound mapping of 802.1p tag 4
from its default DSCP value of 32 to a DSCP value of 43, you can click the Configure icon for 4 — Controlled load
and select the new To DSCP value from the drop-down box:

802.1p CoS 1 end-range remap 802.1p CoS 2 start-range remap

802.1p to DSCP conversion 802.1p to DSCP conversion
L2 Cos: 4 - Controlled load r L2 Cos: 4 - Controlled load r
To DSCP: |8-Class 1 v To DSCP: |16 - Class 2 v
From DSCP Begin: |8 - Class 1 v From DSCP Begin: [ 15 v
From DSCP End: |14 - Class 1, Bronze (4F13) 7| From DSCP End: |23 v

You can restore the default mappings by clicking Reset QoS Settings.

Managing QoS Marking

QoS marking is configured from the QoS view of the Add/Edit Rule dialog of the Policies| Rules > Access Rules
page:

General Advanced m BWM GeolP

DSCP Marking Settings

DSCP Marking Action: | Preserve v

Note: DSCP values in packats will remain unaltered.

802.1p Marking Settings

802 1p Marking Action: | Mone v

Mote: No 202.1p tagging

Both 802.1p and DSCP marking as managed by SonicOS NSv Access Rules provide four actions: None,
Preserve, Explicit, and Map. The default action for DSCP is Preserve and the default action for 802.1p is None.

QoS Marking: Behavior describes the behavior of each action on both methods of marking:
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QoS Marking: Behavior

Action 802.1p (layer 2 CoS) DSCP (layer 3) Notes

None When packets matching this The DSCP tag is explicitly set (or If the target interface for this
class of traffic (as defined by the reset) to O. class of traffic is a VLAN
Access Rule) are sent out the subinterface, the 802.1p
egress interface, no 802.1p tag portion of the 802.1q tag is
is added. explicitly set to 0. If this class of

traffic is destined for a VLAN
and is using 802.1p for
prioritization, a specific Access
Rule using the Preserve,
Explicit, or Map action should
be defined for this class of
traffic.

Preserve Existing 802.1p tagis preserved. Existing DSCP tag value is

preserved.

Explicit ~ An explicit 802.1p tag value can An explicit DSCP tag value can  If either the 802.1p or the DSCP
be assigned (0-7) from a be assigned (0-63) from a action is set to Explicit while
drop-down menu that is drop-down menu that is the other is set to Map, the
presented. presented. explicit assignment occurs first,

and then the other is mapped
according to that assignment.

Map The mapping setting defined in  The mapping setting defined in  If Map is set as the action on

the Firewall Settings > QoS
Mapping page is used to map
from a DSCP tag to an 802.1p
tag.

the Firewall Settings > QoS
Mapping page is used to map
from an 802.1 tag to a DSCP tag.
An additional checkbox is
presented to Allow 802.1p
Marking to override DSCP
values. Selecting this checkbox
asserts the mapped 802.1p
value over any DSCP value that
might has been set by the
client. This is useful to override
clients setting their own DSCP
CoS values.

both DSCP and 802.1p,
mapping only occurs in one
direction: if the packet is from a
VLAN and arrives with an
802.1p tag, then DSCP is
mapped from the 802.1p tag; if
the packet is destined to a
VLAN, then 802.1p is mapped
from the DSCP tag.

For example, refer to Bi-directional DSCP Tag Action, which provides a bi-directional DSCP tag action.
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Bi-directional DSCP Tag Action

802.1ptag="6

DSCP tag= 48

VoIP VoIP
Phone =R TS 111 A Phone
Map 802.1p to DSCP Map 802.1p to DSCP -
Bosd Map DSCP to 802.1p Map DSCP to 802.1p £

Request: DSCP tag=8

Request: No DSCP tag Response: No DSCP tag

Response: DSCP tag= 8

Zone:LAN-VPN
Source: 192.168.168.100
Destination: 10.50.165.2
Service: HTTP

192.168.168.100 No QoS Marking configured

10.50.165.2

DSCP tag=8
NO DSCP tag

HTTP access from a Web-browser on 192.168.168.100 to the Web server on 10.50.165.2 results in the
tagging of the inner (payload) packet and the outer (encapsulating ESP) packets with a DSCP value of 8. When
the packets emerge from the other end of the tunnel, and are delivered to 10.50.165.2, they bear a DSCP
tag of 8. When 10.50.165. 2 sends response packets back across the tunnel to 192.168.168.100
(beginning with the very first SYN/ACK packet) the Access Rule tags the response packets delivered to
192.168.168.100 with a DSCP value of 8.

This behavior applies to all four QoS action settings for both DSCP and 802.1p marking.

One practical application for this behavior would be configuring an 802.1p marking rule for traffic destined for
the VPN zone. Although 802.1p tags cannot be sent across the VPN, reply packets coming back across the VPN
can be 802.1p tagged on egress from the tunnel. This requires that 802.1p tagging is active of the physical egress
interface, and that the [Zone] > VPN Access Rule has an 802.1p marking action other than None.

After ensuring 802.1p compatibility with your relevant network devices, and enabling 802.1p marking on
applicable SonicWall interfaces, you can begin configuring Access Rules to manage 802.1p tags.

The Remote Site 1 network could have two Access Rules configured as in Remote Site 1: Sample Access Rule
Configuration.

Remote Site 1: Sample Access Rule Configuration

Setting Access Rule 1
General View

Access Rule 2

Action Allow Allow

From Zone LAN VPN

To Zone VPN LAN

Service VOIP VOIP

Source Lan Primary Subnet Main Site Subnets
Destination Main Site Subnets Lan Primary Subnet
Users Allowed All All

Schedule Always on Always on

Enable Logging Enabled Enabled

Allow Fragmented Packets Enabled Enabled

Qos View
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Remote Site 1: Sample Access Rule Configuration (Continued)

Setting Access Rule 1 Access Rule 2
DSCP Marking Action Map Map

Allow 802.1p Marking to override DSCP values Enabled Enabled
802.1p Marking Action Map Map

The first Access Rule (governing LAN > VPN) would have the following effects:

e VolIP traffic (as defined by the Service Group) from LAN Primary Subnet destined to be sent across the
VPN to Main Site Subnets would be evaluated for both DSCP and 802.1p tags.

e The combination of setting both DSCP and 802.1p marking actions to Map is described in the
table earlier in Managing QoS Marking on page 49.

e Sent traffic containing only an 802.1p tag (for example, CoS = 6) would have the VPN-bound inner
(payload) packet DSCP tagged with a value of 48. The outer (ESP) packet would also be tagged
with a value of 48.

e Assuming returned traffic has been DSCP tagged (CoS = 48) by the firewall at the Main Site, the
return traffic is 802.1p tagged with CoS = 6 on egress.

e Sent traffic containing only a DSCP tag (for example, CoS = 48) would have the DSCP value
preserved on both inner and outer packets.

e Assuming returned traffic has been DSCP tagged (CoS = 48) by the firewall at the Main Site, the
return traffic is 802.1p tagged with CoS = 6 on egress.

e Sent traffic containing only both an 802.1p tag (for example, CoS = 6) and a DSCP tag (for example,
CoS = 63) would give precedence to the 802.1p tag and would be mapped accordingly. The
VPN-bound inner (payload) packet DSCP would be tagged with a value of 48. The outer (ESP)
packet would also be tagged with a value of 48.

Assuming returned traffic has been DSCP tagged (CoS = 48) by the firewall at the Main Site, the return traffic is
802.1p tagged with CoS = 6 on egress.

To examine the effects of the second Access Rule (VPN>LAN), we will look at the Access Rules configured at the
Main Site, as shown in Main Site: Sample Access Rule Configurations.

Main Site: Sample Access Rule Configurations

Setting

Access Rule 1

Access Rule 2

General View

Action Allow Allow

From Zone LAN VPN

To Zone VPN LAN

Service VOIP VOIP
Source Lan Subnets Remote Site 1 Subnets
Destination Remote Site 1 Subnets Lan Subnets
Users Allowed All All
Schedule Always on Always on
Enable Logging Enabled Enabled
Allow Fragmented Packets Enabled Enabled
Qos View

DSCP Marking Action Map Map
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Main Site: Sample Access Rule Configurations (Continued)

Setting Access Rule 1 Access Rule 2
Allow 802.1p Marking to override DSCP values Enabled Enabled
802.1p Marking Action Map Map

VolIP traffic (as defined by the Service Group) arriving from Remote Site 1 Subnets across the VPN destined to
LAN Subnets on the LAN zone at the Main Site would hit the Access Rule for inbound VolIP calls. Traffic arriving
at the VPN zone do not have any 802.1p tags, only DSCP tags.

Traffic exiting the tunnel containing a DSCP tag (for example, CoS = 48) would have the DSCP value
preserved. Before the packet is delivered to the destination on the LAN, it is also 802.1p tagged according
to the QoS Mapping settings (for example, CoS = 6) by the firewall at the Main Site.

Assuming returned traffic has been 802.1p tagged (for example, CoS = 6) by the VoIP phone receiving the
call at the Main Site, the return traffic is DSCP tagged according to the conversion map (CoS = 48) on both
the inner and outer packet sent back across the VPN.

Assuming returned traffic has been DSCP tagged (for example, CoS = 48) by the VolIP phone receiving the
call at the Main Site, the return traffic has the DSCP tag preserved on both the inner and outer packet
sent back across the VPN.

Assuming returned traffic has been both 802.1p tagged (for example, CoS = 6) and DSCP tagged (for
example, CoS = 14) by the VolP phone receiving the call at the Main Site, the return traffic is DSCP tagged
according to the conversion map (CoS = 48) on both the inner and outer packet sent back across the VPN.

Bandwidth Management

For information on Bandwidth Management (BWM), see Firewall Settings > Bandwidth Management on page

23.

Glossary

802.1p — IEEE 802.1p is a Layer 2 (MAC layer) Class of Service mechanism that tags packets by using 3
priority bits (for a total of 8 priority levels) within the additional 16-bits of an 802.1q header. 802.1p
processing requires compatible equipment for tag generation, recognition and processing, and should
only be employed on compatible networks.

Bandwidth Management (BWM) — Refers to any of a variety of algorithms or methods used to shape
traffic or police traffic. Shaping often refers to the management of outbound traffic, while policing often
refers to the management of inbound traffic (also known as admission control). There are many different
methods of bandwidth management, including various queuing and discarding techniques, each with
their own design strengths. SonicWall employs a Token Based Class Based Queuing method for inbound
and outbound BWM, as well as a discard mechanism for certain types of inbound traffic.

Class of Service (CoS) — A designator or identifier, such as a layer 2 or layer 3 tag, that is applied to traffic
after classification. CoS information is used by the Quality of Service (QoS) system to differentiate
between the classes of traffic on the network, and to provide special handling (for example, prioritized
queuing, low latency) as defined by the QoS system administrator.

Classification — The act of identifying (or differentiating) certain types (or classes) of traffic. Within the
context of QoS, this is performed for the sake of providing customized handling, typically prioritization or
de-prioritization, based on the traffic’s sensitivity to delay, latency, or packet loss. Classification within
SonicOS NSv uses Access Rules, and can occur based on any or all of the following elements: source
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zone, destination zone, source address object, destination address object, service object, schedule
object.

Code Point — A value that is marked (or tagged) into the DSCP portion of an IP packet by a host or by an
intermediate network device. There are currently 64 Code Points available, from 0 to 63, used to define
the ascending prioritized class of the tagged traffic.

Conditioning — A broad term used to describe a plurality of methods of providing Quality of Service to
network traffic, including but not limited to discarding, queuing, policing, and shaping.

DiffServ (Differentiated Services) — A standard for differentiating between different types or classes of
traffic on an IP network for the purpose of providing tailored handling to the traffic based on its
requirements. DiffServ primarily depends upon Code Point values marked in the ToS header of an IP
packet to differentiate between different classes of traffic. DiffServ service levels are executed on a Per
Hop Basis at each router (or other DiffServ enabled network device) through which the marked traffic
passes. DiffServ Service levels currently include at a minimum Default, Assured Forwarding, Expedited
Forwarding, and DiffServ. Refer to DSCP Marking on page 46 for more information.

Discarding — A congestion avoidance mechanism that is employed by QoS systems in an attempt to
predict when congestion might occur on a network, and to prevent the congestion by dropping over-limit
traffic. Discarding can also be thought of as a queue management algorithm, because it attempts to
avoid situations of full queues. Advanced discard mechanisms abide by CoS markings so as to avoid
dropping sensitive traffic. Common methods are:

e Tail Drop — An indiscriminate method of dealing with a full queue wherein the last packets into
the queue are dropped, regardless of their CoS marking.

e Random Early Detection (RED) — RED monitors the status of queues to try to anticipate when a
gueue is about to become full. It then randomly discards packets in a staggered fashion to help
minimize the potential of Global Synchronization. Basic implementations of RED, like Tail Drop, do
not consider CoS markings.

e Weighted Random Early Detection (WRED) — An implementation of RED that factors DSCP
markings into its discard decision process.

DSCP (Differentiate Services Code Points) — The repurposing of the ToS field of an IP header as described
by RFC2747. DSCP uses 64 Code Point values to enable DiffServ (Differentiated Services). By marking
traffic according to its class, each packet can be treated appropriately at every hop along the network.

Global Synchronization — A potential side effect of discarding, the congestion avoidance method
designed to deal with full queues. Global Synchronization occurs when multiple TCP flows through a
congested link are dropped at the same time (as can occur in Tail Drop). When the native TCP slow-start
mechanism commences with near simultaneity for each of these flows, the flows again flood the link.
This leads to cyclical waves of congestion and under-utilization.

Guaranteed Bandwidth — A declared percentage of the total available bandwidth on an interface which
is always granted to a certain class of traffic. Applicable to both inbound and outbound BWM. The total
Guaranteed Bandwidth across all BWM rules cannot exceed 100 percent of the total available
bandwidth. SonicOS NSv enhances the Bandwidth Management feature to provide rate limiting
functionality. You can now create traffic policies that specify maximum rates for Layer 2, 3, or 4 network
traffic. This enables bandwidth management in cases where the primary WAN link fails over to a
secondary connection that cannot handle as much traffic. The Guaranteed Bandwidth can also be set to
0 percent.

Inbound (Ingress or IBWM) — The ability to shape the rate at which traffic enters a particular interface.
For TCP traffic, actual shaping can occur where the rate of the ingress flow can be adjusted by delaying
egress acknowledgments (ACKs) causing the sender to slow its rate. For UDP traffic, a discard mechanism
is used because UDP has no native feedback controls.

IntServ (Integrated Services) — As defined by RFC1633. An alternative CoS system to DiffServ, IntServ
differs fundamentally from DiffServ in that it has each device request (or reserve) its network
requirements before it sends its traffic. This requires that each hop on the network be IntServ aware, and
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it also requires each hop to maintain state information for every flow. IntServ is not supported by
SonicOS NSv. The most common implementation of IntServ is RSVP.

Maximum Bandwidth — A declared percentage of the total available bandwidth on an interface defining
the maximum bandwidth to be allowed to a certain class of traffic. Applicable to both inbound and
outbound BWM. Used as a throttling mechanism to specify a bandwidth rate limit. The Bandwidth
Management feature is enhanced to provide rate limiting functionality. You can now create traffic
policies that specify maximum rates for Layer 2, 3, or 4 network traffic. This enables bandwidth
management in cases where the primary WAN link fails over to a secondary connection that cannot
handle as much traffic. The Maximum Bandwidth can be set to 0 percent, which prevents all traffic.

Outbound (Egress or OBWM) — Conditioning the rate at which traffic is sent out an interface. Outbound
BWM uses a credit (or token) based queuing system with 8 priority rings to service different types of
traffic, as classified by Access Rules.

Priority — An additional dimension used in the classification of traffic. SonicOS NSv uses eight priority
rings (0 = highest, 7 = lowest) to comprise the queue structure used for BWM. Queues are serviced in the
order of their priority ring.

Mapping — With regard to SonicOS NSv’s implementation of QoS, mapping is the practice of converting
layer 2 CoS tags (802.1p) to layer 3 CoS tags (DSCP) and back again for preserving the 802.1p tags across
network links that do not support 802.1p tagging. The map correspondence is fully user-definable, and
the act of mapping is controlled by Access Rules.

Marking — Also known as tagging or coloring — The act of applying layer 2 (802.1p) or layer 3 (DSCP)
information to a packet for the purpose of differentiation, so that it can be properly classified
(recognized) and prioritized by network devices along the path to its destination.

MPLS (Multi Protocol Label Switching) — A term that comes up frequently in the area of QoS, but which is
natively unsupported by most customer premise IP networking devices, including SonicWall appliances.
MPLS is a carrier-class network service that attempts to enhance the IP network experience by adding
the concept connection-oriented paths (Label Switch Paths — LSPs) along the network. When a packet
leaves a customer premise network, it is tagged by a Label Edge Router (LER) so that the label can be
used to determine the LSP. The MPLS tag itself resides between layer 2 and layer 3, imparting upon MPLS
characteristics of both network layers. MPLS is becoming quite popular for VPNs, offering both layer 2
and layer 3 VPN services, but remains interoperable with existing IPsec VPN implementation. MPLS is
also very well known for its QoS capabilities, and interoperates well with conventional DSCP marking.

Per Hop Behavior (PHB) — The handling that is applied to a packet by each DiffServ capable router it
traverses, based upon the DSCP classification of the packet. The behavior can be among such actions as
discard, re-mark (re-classify), best-effort, assured forwarding, or expedited forwarding.

Policing — A facility of traffic conditioning that attempts to control the rate of traffic into or out of a
network link. Policing methods range from indiscriminate packet discarding to algorithmic shaping, to
various queuing disciplines.

Queuing — To effectively make use of a link’s available bandwidth, queues are commonly employed to
sort and separately manage traffic after it has been classified. Queues are then managed using a variety
of methods and algorithms to ensure that the higher priority queues always have room to receive more
traffic, and that they can be serviced (de-queued or processed) before lower priority queues. Some
common queue disciplines include:

e FIFO (First In First Out) — A very simple, undiscriminating queue where the first packet in is the
first packet to be processed.

e Class Based Queuing (CBQ) — A queuing discipline that takes into account the CoS of a packet,
ensuring that higher priority traffic is treated preferentially.

e Weighted Fair Queuing (WFQ) — A discipline that attempts to service queues using a simple
formula based upon the packets’ IP precedence and the total number of flows. WFQ has a
tendency to become imbalanced when there is a disproportionately large number of high-priority
flows to be serviced, often having the opposite of the desired effect.
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e Token Based CBQ — An enhancement to CBQ that employs a token, or a credit-based system that
helps to smooth or normalize link utilization, avoiding burstiness as well as under-utilization.
Employed by SonicOS NSv BWM.

RSVP (Resource Reservation Protocol) — An IntServ signaling protocol employed by some applications
where the anticipated need for network behavior (for example, delay and bandwidth) is requested so
that it can be reserved along the network path. Setting up this Reservation Path requires that each hop
along the way be RSVP capable, and that each agrees to reserve the requested resources. This system of
QoS is comparatively resource intensive, because it requires each hop to maintain state on existing flows.
Although IntServ’s RSVP is quite different from DiffServ’s DSCP, the two can interoperate. RSVP is not
supported by SonicOS NSv.

Shaping — An attempt by a QoS system to modify the rate of traffic flow, usually by employing some
feedback mechanism to the sender. The most common example of this is TCP rate manipulation, where
acknowledgments (ACKs) sent back to a TCP sender are queued and delayed so as to increase the
calculated round-trip time (RTT), leveraging the inherent behavior of TCP to force the sender to slow the
rate at which it sends data.

Type of Service (ToS) — A field within the IP header wherein CoS information can be specified. Historically
used, albeit somewhat rarely, in conjunction with IP precedence bits to define CoS. The ToS field is now
rather commonly used by DiffServ’s code point values.
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Configuring SSL Control

Topics:
e About SSL Control on page 57
e Firewall Settings > SSL Control on page 65
e SSL Control Configuration on page 65
e Enabling SSL Control on Zones on page 69

e SSL Control Events on page 69

About SSL Control

SonicOS NSv includes SSL Control, a system for providing visibility into the handshake of SSL sessions and a
method for constructing policies to control the establishment of SSL connections. SSL (Secure Sockets Layer) is
the dominant standard for the encryption of TCP-based network communications, with its most common and
well-known application being HTTPS (HTTP over SSL); see HTTP Over SSL Communication. SSL provides digital
certificate-based endpoint identification, and cryptographic and digest-based confidentiality to network
communications.
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HTTP Over SSL Communication

m HTTPS Server

Client

o Client browses to http://www.mysonicwall.com >

o DNS resolves target to 64.41.140.173
o Client Sends TCP SYN to 64.41.140.173 port 443.

>
< Sever continues TCP setup with SYN/ACK o
© ient sends Ack >
o Client Sends SSL Client Hello >
Server Sends Server Hello
< 0
< Server Sends ServerKeyExchange (Certiﬁcate)o
< Server Sends Server Hello Doneo
0 Client Sends ClientKeyExchange >
o Client Sends ChangeCipherSpec >

@ Client Sends Encrypted Handshake message (Finished)»
< Server Sends ChangeCipherSpec @

Server Sends Encrypted Handshake message (Finished
< yp ge ( 14

0 Client Sends GET Request to www.mysonicwall.com (encrypted)
»

< Server responds through SSL channel with data (encrypted). o

An effect of the security provided by SSL is the obscuration of all payload, including the URL (Uniform Resource
Locator, for example, https://www.MySonicWall.com) being requested by a client when establishing an HTTPS
session. This is because HTTP is transported within the encrypted SSL tunnel when using HTTPS. It is not until
the SSL session is established (see HTTP Over SSL Communication) that the actual target resource

(www .MySonicWal I . com) is requested by the client, but as the SSL session is already established, no
inspection of the session data by the firewall or any other intermediate device is possible. As a result, URL-based
content filtering systems cannot consider the request to determine permissibility in any way other than by IP
address.

While IP address based filtering does not work well for unencrypted HTTP because of the efficiency and
popularity of host-header-based virtual hosting (defined in Key Concepts to SSL Control on page 60), IP filtering
can work effectively for HTTPS because of the rarity of host-header-based HTTPS sites. But this trust relies on
the integrity of the HTTPS server operator, and assumes that SSL is not being used for deceptive purposes.

For the most part, SSL is employed legitimately, being used to secure sensitive communications, such as online
shopping or banking, or any session where there is an exchange of personal or valuable information. The ever
decreasing cost and complexity of SSL, however, has also spurred the growth of more dubious applications of
SSL, designed primarily for the purposes of obfuscation or concealment rather than security.

An increasingly common camouflage is the use of SSL encrypted Web-based proxy servers for the purpose of
hiding browsing details, and bypassing content filters. While it is simple to block well known HTTPS proxy
services of this sort by their IP address, it is virtually impossible to block the thousands of privately-hosted proxy
servers that are readily available through a simple Web-search. The challenge is not the ever-increasing number
of such services, but rather their unpredictable nature. Because these services are often hosted on home
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networks using dynamically addressed DSL and cable modem connections, the targets are constantly moving.
Trying to block an unknown SSL target would require blocking all SSL traffic, which is practically infeasible.

SSL Control provides a number of methods to address this challenge by arming the security administrator with
the ability to dissect and apply policy based controls to SSL session establishment. While the current
implementation does not decode the SSL application data, it does allow for gateway-based identification and
disallowance of suspicious SSL traffic.
Topics:

e Key Features of SSL Control on page 59

e Key Concepts to SSL Control on page 60

e (Caveats and Advisories on page 63

Key Features of SSL Control

SSL Control: Features and Benefits

Feature Benefit

Common Name-based White You can define lists of explicitly allowed or denied certificate subject common

and Black Lists names (described in Key Concepts). Entries are matched on substrings, for
example, a black list entry for prox matches www.megaproxy . com,
www . proxify.comand “roxify.net. This allows you to easily block all
SSL exchanges employing certificates issued to subjects with potentially
objectionable names. Inversely, you can easily authorize all certificates within
an organization by white listing a common substring for the organization. Each
list can contain up to 1,024 entries.

As the evaluation is performed on the subject common name embedded in the
certificate, even if the client attempts to conceal access to these sites by using
an alternative hostname or even an IP address, the subject is always detected
in the certificate, and policy is applied.

Self-Signed Certificate Control It is common practice for legitimate sites secured by SSL to use certificates
issued by well-known certificate authorities, as this is the foundation of trust
within SSL. It is almost equally common for network appliances secured by SSL
(such as SonicWall network security appliances) to use self-signed certificates
for their default method of security. So while self-signed certificates in closed
environments are not suspicious, the use of self-signed certificates by publicly
or commercially available sites is. A public site using a self-signed certificate is
often an indication that SSL is being used strictly for encryption rather than for
trust and identification. While not absolutely incriminating, this sometimes
suggests that concealment is the goal, as is commonly the case for SSL
encrypted proxy sites.

The ability to set a policy to block self-signed certificates allows you to protect
against this potential exposure. To prevent discontinuity of communications to
known/trusted SSL sites using self-signed certificates, the white list feature can
be used for explicit allowance.
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SSL Control: Features and Benefits (Continued)

Feature

Benefit

Untrusted Certificate
Authority Control

Like the use of self-signed certificates, encountering a certificate issued by an
untrusted CA is not an absolute indication of disreputable obscuration, but it
does suggest questionable trust.

SSL Control can compare the issuer of the certificate in SSL exchanges against
the certificates in the firewall’s certificate store. The certificate store contains
approximately 100 well-known CA certificates, exactly like today’s
Web-browsers. When SSL Control encounters a certificate that was issued by a
CA not in its certificate store, it can disallow the SSL connection.

For organizations running their own private certificate authorities, the private
CA certificate can easily be imported into the firewall’s certificate store to
recognize the private CA as trusted. The store can hold up to 256 certificates.

SSL version, Cipher Strength,
and Certificate Validity
Control

SSL Control provides additional management of SSL sessions based on
characteristics of the negotiation, including the ability to disallow the
potentially exploitable SSLv2, the ability to disallow weak encryption (ciphers
less than 64 bits), and the ability to disallow SSL negotiations where a
certificate’s date ranges are invalid. This enables the administrator to create a
rigidly secure environment for network users, eliminating exposure to risk
through unseen cryptographic weaknesses, or through disregard for or
misunderstanding of security warnings.

Zone-Based Application

SSL Control is applied at the zone level, allowing you to enforce SSL policy on
the network. When SSL Control is enabled on the zone, the firewall looks for
Client Hellos sent from clients on that zone through the firewall, which triggers
inspection. The firewall looks for the Server Hello and Certificate that is sent in
response for evaluation against the configured policy. Enabling SSL Control on
the LAN zone, for example, inspects all SSL traffic initiated by clients on the
LAN to any destination zone.

Configurable Actions and
Event Notifications

When SSL Control detects a policy violation, it can log the event and block the
connection, or it can simply log the event while allowing the connection to
proceed.

Key Concepts to SSL Control

e SSL- Secure Sockets Layer (SSL) is a network security mechanism introduced by Netscape in 1995. SSL
was designed to provide privacy between two communicating applications (a client and a server) and
also to authenticate the server, and optionally the client. SSL’s most popular application is HTTPS,
designated by a URL beginning with https:// rather than simply http://, anditis recognized as the
standard method of encrypting Web traffic on the Internet. An SSL HTTP transfer typically uses TCP port
443, whereas a regular HTTP transfer uses TCP port 80. Although HTTPS is what SSL is best known for, SSL
is not limited to securing HTTP, but can also be used to secure other TCP protocols such as SMTP, POP3,
IMAP, and LDAP. SSL session establishment occurs as shown in Establishing an SSL Session:
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Establishing an SSL Session

Client

Client Hello

Verfy protocol version -+—————
Extract Server Random
Extract selected Cipher Suite
and Com pression Algorithm
Verify Server Certificate -
Extract Public Key
Recognize end of Server Hello -+—————
Generate Premaster Secret
Certificate®
Client Key Exchange -
Certificate Verify*
Change Cipher Spec -
Finmished ———
Indices the Cipher Suite to beused =-——————
For encrypted session to follow
Decrypt and verify message content —————
Integrity with Cipher Suite and keys
ApplicatonData -« 5

* Optional Component

Verify itis a Client Hello

Extract Client Random

Select a Cipher Suite and
Compression Algorithm

Server Hello

Certificate®

Server Key Exchange®
Certificate Request*®
Server Hello Done

Decrypt the Premaster Secret with
Server's private key
Generate Master and other keys

Indicates the cipher Suite to be used
for encrypted session to follow

Decrypt and verify message content
integrity with Cipher Suite and keys

Change Cipher Spec

Firished

Application Data

e SSLv2 —The earliest version of SSL still in common use. SSLv2 was found to have a number of weaknesses,
limitations, and theoretical deficiencies (comparatively noted in the SSLv3 entry), and is looked upon
with scorn, disdain, and righteous indignation by security purists.

e SSLv3 —SSLv3 was designed to maintain backward compatibility with SSLv2, while adding the following

enhancements:

e Alternate key exchange methods, including Diffie-Hellman.

e Hardware token support for both key exchange and bulk encryption.

e SHA, DSS, and Fortezza support.

e OQut-of-Band data transfer.

e TLS —Transport Layer Security, also known as SSLv3.1, is very similar to SSLv3, but improves upon
SSLv3 in the ways shown in Differences between SSL and TLS:

Differences between SSL and TLS

SSL

TLS

Uses a preliminary HMAC algorithm

Uses HMAC as described in RFC 2104

Does not apply MAC to version information Applies MAC to version information
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Differences between SSL and TLS (Continued)

SSL TLS
Does not specify a padding value Initializes padding to a specific value
Limited set of alerts and warning Detailed Alert and Warning messages

MAC — A MAC (Message Authentication Code) is calculated by applying an algorithm (such as MD5 or
SHA1) to data. The MAC is a message digest, or a one-way hash code that is fairly easy to compute, but
which is virtually irreversible. In other words, with the MAC alone, it would be theoretically impossible to
determine the message upon which the digest was based. It is equally difficult to find two different
messages that would result in the same MAC. If the receiver’s MAC calculation matches the sender’s
MAC calculation on a given piece of data, the receiver is assured that the data has not been altered in
transit.

Client Hello — The first message sent by the client to the server following TCP session establishment. This
message starts the SSL session, and consists of the following components:

e Version — The version of SSL that the client wishes to use in communications. This is usually the
most recent version of SSL supported by the client.

e Random — A 32-bit timestamp coupled with a 28-byte random structure.

e Session ID — This can either be empty if no Session ID data exists (essentially requesting a new
session) or can reference a previously issued Session ID.

e Cipher Suites — A list of the cryptographic algorithms, in preferential order, supported by the
clients.

e Compression Methods — A list of the compression methods supported by the client (typically
null).

Server Hello — The SSL server’s response to the Client Hello. It is this portion of the SSL exchange that SSL
Control inspects. The Server Hello contains the version of SSL negotiated in the session, along with
cipher, session ID and certificate information. The actual X.509 server certificate itself, although a
separate step of the SSL exchange, usually begins (and often ends) in the same packet as the Server
Hello.

Certificates - X.509 certificates are unalterable digital stamps of approval for electronic security. There
are four main characteristics of certificates:

e |dentify the subject of a certificate by a common name or distinguished name (CN or DN).
e (Contain the public key that can be used to encrypt and decrypt messages between parties.

e Provide a digital signature from the trusted organization (Certificate Authority) that issued the
certificate.

e Indicate the valid date range of the certificate.

Subject — The guarantee of a certificate identified by a common name (CN). When a client browses to an
SSL site, such as https://www.MySonicWall.com, the server sends its certificate which is then evaluated
by the client. The client checks that the certificate’s dates are valid, that is was issued by a trusted CA,
and that the subject CN matches the requested host name (that is, they are both

www . MySonicWal I .com). Although a subject CN mismatch elicits a browser alert, it is not always a
sure sign of deception. For example, if a client browses to https://MySonicWal l .com, which
resolves to the same IP address as www . MySonicWal I . com, the server presents its certificate bearing
the subject CN of www . MySonicWal I .com. An alert is presented to the client, despite the total
legitimacy of the connection.

Certificate Authority (CA) - A Certificate Authority (CA) is a trusted entity that has the ability to sign
certificates intended, primarily, to validate the identity of the certificate’s subject. Well-known certificate
authorities include VeriSign, Thawte, Equifax, and Digital Signature Trust. In general, for a CA to be
trusted within the SSL framework, its certificate must be stored within a trusted store, such as that
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employed by most Web-browsers, operating systems and run-time environments. The SonicOS NSv
trusted store is accessible from the MANAGE | System Setup > Appliance > Certificates page. The CA
model is built on associative trust, where the client trusts a CA (by having the CAs certificate in its trusted
store), the CA trusts a subject (by having issued the subject a certificate), and therefore the client can
trust the subject.

e Untrusted CA — An untrusted CA is a CA that is not contained in the trusted store of the client. In the case
of SSL Control, an untrusted CA is any CA whose certificate is not present in MANAGE | System Setup >
Appliance > Certificates.

e Self-Signed Certificates — Any certificate where the issuer’s common-name and the subject’s
common-name are the same, indicating that the certificate was self-signed.

e Virtual Hosting — A method employed by Web servers to host more than one website on a single server.
A common implementation of virtual hosting is name-based (Host-header) virtual hosting, which allows
for a single IP address to host multiple websites. With Host-header virtual hosting, the server determines
the requested site by evaluating the “Host:” header sent by the client. For example, both
www .websitel.comand www.website2.com might resolve to 64.41.140.173. If the client
sends a “GET /” along with “Host: www.websitel.com”, the server can return content
corresponding to that site.

Host-header virtual hosting is generally not employed in HTTPS because the host header cannot be read
until the SSL connection is established, but the SSL connection cannot be established until the server
sends its Certificate. Because the server cannot determine which site the client requests (all that is
known during the SSL handshake is the IP address) it cannot determine the appropriate certificate to
send. While sending any certificate might allow the SSL handshake to commence, a certificate name
(subject) mismatch triggers a browser alert.

e Weak Ciphers — Relatively weak symmetric cryptography ciphers. Ciphers are classified as weak when
they are less than 64 bits. For the most part, export ciphers are weak ciphers. Common Weak Ciphers
lists common weak ciphers:

Common Weak Ciphers

Cipher Encryption Occurs in
EXP1024-DHE-DSS-DES-CBC-SHA  DES(56) SSLv3, TLS (export)
EXP1024-DHE-CBC-SHA DES(56) SSLv3, TLS (export)
EXP1024-RC2-CBC-MD5 RC2(56) SSLv3, TLS (export)
EDH-RSA-DES-CBC-SHA DES(56) SSLv3, TLS
EDH-DSS-DES-CBC-SHA DES(56) SSLv3, TLS

DES-CBC-SHA DES(56) SSLv2, SSLv3, TLS
EXP1024-DHE-DSS-RC4-SHA RC4(56) SSLv3, TLS (export)
EXP1024-RC4-SHA RC4(56) SSLv3, TLS (export)
EXP1024-RC4-MD5 RC4(56) SSLv3, TLS (export)
EXP-EDH-RSA-DES-CBC-SHA DES(40) SSLv3, TLS (export)
EXP-EDH-DSS-DES-CBC-SHA DES(40) SSLv3, TLS (export)
EXP-DES-CBC-SHA DES(40) SSLv3, TLS (export)
EXP-RC2-CBC-MD5 RC2(40) SSLv2, SSLv3, TLS (export)
EXP-RC4-MD5 RC4(40) SSLv2, SSLv3, TLS (export)

Caveats and Advisories

1 Self-signed and Untrusted CA enforcement — If enforcing either of these two options, it is strongly
advised that you add the common names of any SSL secured network appliances within your
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organization to the white list to ensure that connectivity to these devices is not interrupted. For example,
the default subject name of a SonicWall network security appliances is 192.168.168.168, and the
default common name of SonicWall SSL VPN appliances is 192.168.200.1.

If your organization employs its own private Certificate Authority (CA), it is strongly advised that you
import your private CAs certificate into the System > Certificates store, particularly if you are enforcing
blocking of certificates issued by untrusted CAs. Refer to SonicOS 6.5 NSv System Setup for more
information on this process.

SSL Control inspection is currently only performed on TCP port 443 traffic. SSL negotiations occurring on
non-standard ports are not inspected at this time.

Server Hello fragmentation — In some rare instances, an SSL server fragments the Server Hello. If this
occurs, the current implementation of SSL Control does not decode the Server Hello. SSL Control policies
are not applied to the SSL session, and the SSL session is allowed.

Session termination handling — When SSL Control detects a policy violation and terminates an SSL
session, it simply terminates the session at the TCP layer. Because the SSL session is in an embryonic state
at this point, it is not currently possible to redirect the client or to provide any kind of informational
notification of termination to the client.

white list precedence — The white list takes precedence over all other SSL Control elements. Any SSL
server certificate which matches an entry in the white list allows the SSL session to proceed, even if other
elements of the SSL session are in violation of the configured policy. This is by design.

The number of preinstalled (well-known) CA certificates is 93. The resulting repository is very similar to
what can be found in most Web-browsers. Other certificate related changes:

a The maximum number of CA certificates was raised from 6 to 256.
b The maximum size of an individual certificate was raised from 2,048 to 4,096.

¢ The maximum number of entries in the white list and black list is 1,024 each.
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Firewall Settings > SSL Control

@ Note: Enforce the SSL Control Service per zone from the Network = Zones page.

General Settings

[ Enable 55L Control

Action

If an S5L policy violation is detected:
O Log the event
@® Block the connection and log the event

Configuration
Enable Blacklist Enable Whitelist [ petect Expired Certificates O petect Incomplete Certificates
[ Detect weak Ciphers [] Detect Weak Digest Certificates Detect Self-Signed Certificates Detect Certificate signed by an Untrusted CA
L] Detect S5Lv2 [ Detect SSLv3 [ Detect TLSvL

Custom Lists

Configure Blacklist and Whitelist CONFIGURE

SSL Control Configuration

NOTE: Before configuring SSL Control, ensure your firewall supports IPv6. You can confirm this by using the
IPv6 Check Network Settings tool on the System > Diagnostics page; see SonicOS 6.5 NSv Investigate.

SSL Control is located on the MANAGE view, under Security Configuration | Firewall Settings > SSL Control. SSL
Control has a global setting, as well as a per-zone setting. By default, SSL Control is not enabled at the global or
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zone level. The individual page controls are as follows (refer Key Concepts to SSL Control on page 60 for more
information on terms used in this section).

@ Note: Enforce the S5L Control Service per zone from the Network = Zones page.

General Settings

[ Enable SSL Control

Action

If an S5L policy violation is detected:
O Log the event

® Block the connection and log the event

Configuration
Enable Blacklist Enable Whitelist [ Detect Expired Certificates [ Detect Incomplete Certificates
(] petect Weak Ciphers [ Detect Weak Digest Certificates Detect Self-Signed Certificates Detect Certificate signed by an Untrusted CA
[ Detect s5LV2 [ Detect SSLv3 [ Detect TLSvL
Custom Lists
Configure Blacklist and Whitelist CONFIGURE
Topics:

e General Settings on page 66
e Action on page 66
e Configuration on page 67

e (Custom Lists on page 68

General Settings

The General Settings section allows you to enable or disable SSL control:

e Enable SSL Control — The global setting for SSL Control. This must be enabled for SSL Control applied to
zones to be effective. This option is not selected by default.

Action

The Action section is where you choose the action to be taken when an SSL policy violation is detected; either:

e Logthe event — If an SSL policy violation, as defined within the Configuration section below, is detected,
the event is logged, but the SSL connection is allowed to continue. This option is not selected by default.

e Block the connection and log the event — In the event of a policy violation, the connection is blocked and
the event is logged. This option is selected by default.
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Configuration

The Configuration section is where you specify the SSL policies to be enforced:

Enable black list — Controls detection of the entries in the black list, as configured in Custom Lists. This
option is selected by default.

Enable white list — Controls detection of the entries in the white list, as configured in the Configure Lists
section below. white listed entries take precedence over all other SSL control settings. This option is
selected by default.

Detect Weak Ciphers — Controls the detection of SSL sessions negotiated with symmetric ciphers less
than 64 bits, commonly indicating export cipher usage. This option is not selected by default.

Detect Expired Certificates — Controls detection of certificates whose start date is before the current
system time, or whose end date is beyond the current system time. Date validation depends on the
firewall’s System Time. Make sure your System Time is set correctly, preferably synchronized with NTP, on
the MANAGE | System Setup > System > Time page. This option is not selected by default.

Detect Weak Digest Certificates — Controls detection of certificates created using MD5 or SHA1. Both
MD5 or SHA1 are not considered safe. This option is not selected by default.

Detect Self-Signed Certificates — Controls the detection of certificates where both the issuer and the
subject have the same common name. This option is selected by default.

It is common practice for legitimate sites secured by SSL to use certificates issued by well-known
certificate authorities, as this is the foundation of trust within SSL. It is almost equally common for
network appliances secured by SSL (such as SonicWall security appliances) to use self-signed certificates
for their default method of security. So while self-signed certificates in closed-environments are not
suspicious, the use of self-signed certificates by publicly or commercially available sites is. A public site
using a self-signed certificate is often an indication that SSL is being used strictly for encryption rather
than for trust and identification. While not absolutely incriminating, this sometimes suggests that
concealment is the goal, as is commonly the case for SSL encrypted proxy sites. The ability to set a policy
to block self-signed certificates allows you to protect against this potential exposure. To prevent
discontinuity of communications to known/trusted SSL sites using self-signed certificates, use the white
list feature for explicit allowance.

Detect Certificates signed by an Untrusted CA — Controls the detection of certificates where the issuer’s
certificate is not in the firewall’s MANAGE | System Setup > Appliance > Certificates trusted store. This
option is selected by default.

Similar to the use of self-signed certificates, encountering a certificate issued by an untrusted CA is not
an absolute indication of disreputable obscuration, but it does suggest questionable trust. SSL Control
can compare the issuer of the certificate in SSL exchanges against the certificates stored in the SonicWall
firewall where most of the well-known CA certificates are included. For organizations running their own
private certificate authorities, the private CA certificate can easily be imported into the SonicWall's white
list to recognize the private CA as trusted

Detect SSLv2 — Controls detection and blocking of SSLv2 exchanges. SSLv2 is known to be susceptible to
cipher downgrade attacks because it does not perform integrity checking on the handshake. Best
practices recommend using SSLv3 or TLS in its place. This option is selected by default. It is also dimmed
and cannot be changed.

Detect SSLv3 — Controls detection and blocking of SSLv3 exchanges. This option is not selected by
default.

Detect TLSv1 — Controls the detection and blocking of TLSv1 exchanges. This option is not selected by
default.

SonicWall SonicOS NSv 6.5 Administration
Configuring SSL Control



Custom Lists

The Custom Lists section allows you to configure custom white lists and black lists.

e Configure black list and white list — Allows you to define strings for matching common names in SSL
certificates. Entries are case-insensitive and are used in pattern-matching fashion, as shown in Black List
and White List: Pattern Matching:

Black List and White List: Pattern Matching

Entry Matches Does Not Match

sonicwall.com https://www.SonicWall.com, https://www.SonicWall.de
https://csm.demo.SonicWall.com,
https://MySonicWall.com,
https://superSonicWall.computers.org,

https://67.115.118.87 1

prox https://proxify.org, https://www.freeproxy.ru 3
https://www.proxify.org,
https://megaproxy.com,

https://1070652204 2

1. 67.115.118.67 is currently the IP address to which sslvpn.demo.sonicwall.com resolves,
and that site uses a certificate issued to sslvpn.demo.sonicwal l .com. This results in
a match to “sonicwal | .com” as matching occurs based on the common name in the
certificate.

2. Thisis the decimal notation for the IP address 63.208.219 .44, whose certificate is issued
to Www . megaproxy . com.

3. www.Freeproxy.rudoes not match “prox” as the common name on the certificate that
is currently presented by this site is a self-signed certificate issued to “~“. This can, however,
easily be blocked by enabling control of self-signed or Untrusted CA certificates.

To configure the white list and Black list:
1 Navigate to the MANAGE | Security Configuration | Firewall Settings > SSL Control page.
2 Click CONFIGURE. The SSL Control Custom Lists dialog displays.

Custom Lists

Please input subject common name of certificate.
Black List ‘White List

ADD EDIT DELETE DELETE ALL EDIT DELETE DELETE ALL

3 To add a certificate to either the Black List or White List table, click the appropriate ADD. The Add Black
list/white list Domain Entry dialog displays.

Certificate Common Name: | |
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4 Enter the certificate’s name in the Certificate Common Name field.
@ TIP: List matching is based on the subject common name in the certificate presented in the SSL
exchange, not in the URL (resource) requested by the client.
You can edit and delete certificates with the buttons beneath each list table.
5 Click OK.

Changes to any of the SSL Control settings do not affect currently established connections; only new SSL
exchanges that occur after the change is committed are inspected and affected.

6 Click OK.
7 Click ACCEPT.

Enabling SSL Control on Zones

After SSL Control has been globally enabled, and the desired options have been configured, SSL Control must be
enabled on one or more zones. When SSL Control is enabled on the zone, the firewall looks for Client Hellos sent
from clients on that zone through the firewall triggers inspection. The firewall then looks for the Server Hello
and Certificate that is sent in response for evaluation against the configured policy. Enabling SSL Control on the
LAN zone, for example, inspects all SSL traffic initiated by clients on the LAN to any destination zone.

@ NOTE: If you are activating SSL Control on a zone (for example, the LAN zone) where there are clients who
are accessing an SSL server on another zone connected to the firewall (for example, the DMZ zone), it is
recommended that you add the subject common name of that server’s certificate to the white list to
ensure continuous trusted access.

To enable SSL Control on a zone:

1 Navigate to the MANAGE | System Setup > Network > Zones page.

2 Select the Configure icon for the desired zone. The Edit Zone dialog displays.

3 Select the Enable SSL Control option. For configuring the rest of the options on the Edit Zone dialog, see
SonicOS 6.5 NSv System Setup.

4 Click OK. All new SSL connections initiated from that zone are now subject to inspection.

SSL Control Events

Log events include the client’s username in the notes section (not shown) if the user logged in manually or was
identified through CIA/Single Sign On. If the user’s identity is not available, the note indicates the user is
Unidentified.

SSL Control: Event Messages

# Event Message Conditions When it Occurs
1 SSL Control: Certificate with The certificate’s start date is either before the SonicWall’s system time or
Invalid date it’s end date is after the system time.
2 SSL Control: Certificate The certificate has been issued by an intermediate CA with a trusted
chain not complete top-level CA, but the SSL server did not present the intermediate
certificate. This log event is informational and does not affe3ct the SSL
connection.
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SSL Control: Event Messages (Continued)

# Event Message

Conditions When it Occurs

3 SSL Control: Self-signed
certificate

The certificate is self-signed (the CN of the issuer and the subject match).

NOTE: For information about enforcing self-signed certificate controls, see
Caveats and Advisories on page 63.

4 SSL Control: Untrusted CA

The certificate has been issued by a CA that is not in the System >
Certificates store of the firewall.

NOTE: For information about enforcing self-signed certificate controls, see
Caveats and Advisories on page 63.

5 SSL Control: Website found

The common name of the subject matched a pattern entered into the

in black list black list.
6 SSL Control: Weak cipher The symmetric cipher being negotiated was fewer than 64 bits. For a list of
being used weak ciphers, see Common Weak Ciphers.

7 See #2, SSL Control:
Certificate chain not
complete

See #2, SSL Control: Certificate chain not complete.

8 SSL Control: Failed to
decode Server Hello

The Server Hello from the SSL server was undecipherable. Also occurs
when the certificate and Server Hello are in different packets, as is the case
when connecting to a SSL server on a SonicWall appliance. This log event is
informational, and does not affect the SSL connection.

9 SSL Control: Website found
in white list

The common name of the subject (typically a website) matched a pattern
entered into the white list. white list entries are always allowed, even if
there are other policy violations in the negotiation, such as SSLv2 or weak
ciphers.

10  SSL Control: HTTPS via
SSLv2

The SSL session was being negotiated using SSLv2, which is known to be
susceptible to certain man-in-the-middle attacks. Best practices
recommend using SSLv3 or TLS instead.
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Configuring Cipher Control

Topics:
e About Cipher Control on page 71

e Firewall Settings > Cipher Control on page 71

About Cipher Control

You can allow or block any or all TLS and SSH ciphers. This functionality applies to:
e DPI-SSL (TLS traffic inspected by the firewall)
e HTTPS MGMT (TLS sessions accessing the firewall)
e SSL Control (inspect TLS traffic passing through the firewall: non DPI-SSL)
Any change to the TLS ciphers apply to all TLS traffic.

The list of ciphers displayed in the Firewall Settings > Cipher Control page are a list of known TLS ciphers. The
list of ciphers is a super set of supported ciphers. While this list contains all known ciphers, DPI-SSL and HTTPS
MGMT support a much smaller list of ciphers. For example, DPI-SSL and HTTPS MGMT do not yet support TLS
1.3 ciphers or support some weak ciphers that are listed in Firewall Settings > Cipher Control.

The ciphers are ordered based on the security strengths, with ciphers on top more secure than the ones below.
Both DPI-SSL and HTTPS MGMT implementations use the relative ordering of their supported ciphers based on
Firewall Settings > Cipher Control; that is, for the DPI-SSL supported ciphers, DPI-SSL orders them based on the
ciphers listed in Firewall Settings > Cipher Control. The same is true for HTTPS MGMT ciphers.

Firewall Settings > Cipher Control

Topics:
e TLS Ciphers on page 72
e SSH Ciphers on page 78
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TLS Ciphers

X Block " Unblock |Search... C :\ Strength All »  Action All »+ CBC All = TLS1.0 TLS1.1 TLS1.2 TLS1.3
O # Cipher Name Strength Blocked IsCBC~ TLS1.0 TLS1.1 TLS1.2 TLS1.3
[0t TLS_AES_128_GCM_SHA2SE Recommended ~
0= TLS_AES_256_GCM_SHA384 Recommended

3 TLS_CHACHAZ0_POLY1305_SHA256 Recommended

Oa TLS_AES_128_CCM_SHAZ256 Recommended

Os TLS_AES_128_CCM_8_SHA256 Recommended

s TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 Recommended

Oz TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 Recommended

[0 &  TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 Recommended

s TS ECDW RSA,WrrH,WZU,PULnauinAzss Recommende:’ . =2 ' ' .

L 3. 1L _conm smp_ITH CAR. o 236 Glm . ¢ aaiine, ed v 4§
[ 38  TLS_ECDHE_RSA_WITH_CAMELLIA_128_GCM_SHA256 Recommended

[] 38  TLS_ECDHE_RSA_WITH_CAMELLIA_256_GCM_SHA384 Recommended

[] 40  TLS_DHE PSK_WITH CAMELLIA_128_GCM_SHA256 Recommended

[J 41 TLS_DHE_PSK_WITH_CAMELLIA_256_GCM_SHA334 Recommended

[ 42 TLS_DHE RSA_WITH_CHACHA20_POLY1305_SHA256 Recommended

[] 43  TLS_ECDHE_PSK_WITH_CHACHA20_POLY1305_SHA256 Recommended

[0 44 TLS_DHE_PSK_WITH_CHACHA20_POLY1305_SHA256 Recommended

[] 45  TLS_RSA_WITH_AES_128_GCM_SHA256 Secure

[] 4  TLS_RSA_WITH_AES_256_GCM_SHA3S4 Secure

[ 7+  TLS_DHE_PSK_w.TH_AES = . . Moo o= - ’ =
[0 75  TLS_PSK_WITH_AES_128_CCM_8 Secure
[176 TLS_PSk_WITH_AES_256_CCM_8 Secure
[0 77 TLS_PSK_DHE_WITH_AES_128_CCM_8 Secure
[0 78 TLS_PSK_DHE_WITH_AES_256_CCM_& Secure
[1 79  TLS_ECDHE_ECDSA_WITH_AES_128_CCM Secure
[0 80 TLS_ECDHE_ECDSA_WITH_AES_256_CCM Secure
[0 81  TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 Secure
[182 TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8 Secure
[ 83  TLS_PSK_WITH_CHACHA20_POLY1305_SHA256 Secure
[J 84  TLS_RSA_PSK_WITH_CHACHA20_POLY1305_SHA256 Secure
[185 TLS_DH_DSS_WITH_AES_256_GCM_SHA384 Weak
[ 86  TLS_DH_RSA_WITH_AES_256_GCM_SHA334 Weak

HA384 We, I i -. ' ’ l '
L w5 s ECOH_ECDSA_WITi _CAMELLTA_128_GCM_SHAZSE Weak - ) . bl ‘ : h
[] 106 TLS_ECDH_ECDSA_WITH_CAMELLIA_256_GCM_SHA384 Weak
[0 107 TLS_ECDH_RSA_WITH_CAMELLIA_128_GCM_SHA256 Weak
[J 108 TLS_ECOH_RSA_WITH_CAMELLIA_256_GCM_SHA334 Weak
[J 109  TLS_ECDHE_RSA_WITH_RC4_128_SHA Insecure ®
[ 110  TLS_ECDHE_ECDSA_WITH_RC4_128_SHA Insecure Q
[] 111 TLS_ECDH_RSA_WITH_RC4_128_SHA Insecure o
[0 112 TLS_ECOH_ECDSA_WITH_RCA_128_SHA Insecure ®
[ 113  TLS_RSA_WITH_RC4_128_SHA Insecure
[1 118 TLS_RSA_WITH_RC4_128_MD5 Insecure

— - —— - T ——y

[11 .. TLS_DH_RSw_WITH_run_256_CBC 5 1msos Weak :
[] 207 TLS_ECDH_ECDSA_WITH_ARTA_128_CEC_SHA256 Weak
[] 298 TLS_ECDH_ECDSA_WITH_ARIA_256_CBC_SHA384 Weak
[0 289  TLS_ECDH_RSA_WITH_ARIA_128_CBC_SHA256 Weak
[ 200 Te Eemu nes WL AnTa TcE coe cLATea timele v
Totak 333 item(s)
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Cipher Name Name of the cipher.

Strength Strength of the cipher:
e Recommended
e Secure
e Weak
e Insecure
Blocked Indicates, with a Blocked icon, whether the cipher has been blocked from being used
Is CBC Indicates, with an Enabled icon, whether the cipher uses CBC (Cipher-Block Chaining)
mode
TLS1.0 Indicates, with an Enabled icon, whether the cipher is used in the TLS (Transport Layer
TLS1.1 Security) protocol version
TLS1.2
TLS1.3
Total Indicates the total number of cipher entries in the table
Topics:

e Blocking/Unblocking Ciphers on page 73
e Filtering Ciphers on page 73

Blocking/Unblocking Ciphers

To block ciphers:
1 Navigate to MANAGE | Security Configuration > Firewall Settings > Cipher Control.
2 Click TLS Ciphers.
3 Either:
e Select the cipher(s) to block.
e Click the checkbox in the table header.

4 Click X Block. A Blocked icon displays in the Blocked column for each blocked cipher.

To unblock ciphers:
1 Navigate to MANAGE | Security Configuration | Firewall Settings > Cipher Control.
2 Click TLS Ciphers.
3 Either:
e Select the cipher(s) to unblock.
e Click the checkbox in the table header.

4 Click + Unblock. The Blocked icon no longer displays in the Blocked column for the blocked cipher(s).

Filtering Ciphers

You can filter ciphers to easily configure which ciphers should be allowed or blocked.

Topics:

e Selecting Display Options on page 74
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Displaying Ciphers by Strength on page 75

Displaying Ciphers by Block/Unblock on page 75

Displaying Ciphers by CBC Mode on page 76

Displaying Ciphers by TLS Protocol Version on page 77

Selecting Display Options

The TLS Ciphers table displays which TSL protocols support which ciphers. You can also display other protocols
that support the ciphers:

DPI-SSL

HTTPS management

SSL control

The Display icon helps you filter ciphers based on functional use cases (DPI-SSL, HTTPS MGMT, and pass-through
traffic). For example, if cipher X is blocked, the expected behavior is:

DPI-SSL — Cipher X is no longer a part of the TLS context and is not a part of the client advertised ciphers
sent by the firewall handshaking with origin server.

HTTPS MGMT - Cipher X is not a part of the HTTPS MGMT server application running on the firewall.
Thus, if a TLS client negotiates just cipher X, the TLS handshake between client and firewall fails.

SSL Control — As this refers to traffic (other than DPI-SSL decrypted sessions) passing through the firewall,
the firewall blocks any TLS connection between origin client and origin server that uses/negotiates
Cipher X.

To display other protocols:

1
2
3

Navigate to MANAGE | Security Configuration | Firewall Settings > Cipher Control.

Click TLS Ciphers.

Click the Display Options icon. The Select Columns to Display pop-up displays.

O
O
O
=]

DPI-S5L
HTTPS MGMT

SSL Control

Show commas in numeric fields

Select the protocol(s) to display:

DPI-SSL — This option is not selected by default.
HTTPS MGMT — This option is not selected by default.
SSL Control — This option is not selected by default.

Show commons in numeric fields — This option is selected by default.
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5 Click SAVE. The column(s) are added to the TLS Ciphers table.

[]# Cipherhame Strength Blocked IsCBC+ TISLO TISL1 TISL2 TISL3  DPI-SSL  HTTPSMgmt  SSL Control
[0 1 TiS_AES_128_GCM_SHA2S6 Recommended v fal
2 TLS_AES_256_GCM_SHA384 Recommended

[0 3  TLs_CHACHA20_POLY1305_SHA256 Recommended

s TLS_AES_128_CCM_SHA256 Recommended

[0 5  Tis_AES 128 CCM_8 SHA256 Recommended

[0&  TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 Recommended

[ 7  Tis_ECDHE RSA_WITH_AES_256_GCM SHA384 Recommended v} 2 @

08  TLS_ECDHE_ECDSA_WITH_CHACHAZ0_POLY1305_SHA256 Recommended 7]

Displaying Ciphers by Strength
Ciphers are rated according to their strength:

e Recommended

e Secure
e Insecure
o Weak

The TLS Ciphers table displays all ciphers of all strengths. You can restrict the TLS Cipher table to display only
those ciphers of a particular strength.
To display ciphers by strength:

1 Navigate to MANAGE | Security Configuration | Firewall Settings > Cipher Control.

2 Click TLS Ciphers.

3 Select the strength from Strength. The default is All.

] | Strength All » = Action

All
Recommended
Secure

Weak

Insecure

TLS Cipher table redisplays, showing only those ciphers with the corresponding strength and the
Strength drop-down menu reflects the displayed strength.

‘Strength Insecure * ‘

Displaying Ciphers by Block/Unblock

The TLS Ciphers table displays all blocked and unblocked ciphers. You can restrict the TLS Cipher table to display
only those ciphers that are blocked or unblocked.

To display ciphers by strength:
1 Navigate to MANAGE | Security Configuration | Firewall Settings > Cipher Control.
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2 Click TLS Ciphers.

3 Select the allow/block action from Action.

o All Block

ecomr  Allow

BCOMI Block

ecomrn

e All (default)
e Allow (unblock)
e Block

The TLS Cipher table redisplays, showing only those ciphers with the corresponding action and Action
reflects the displayed action.

Action Allow

Displaying Ciphers by CBC Mode

The TLS Ciphers table displays all ciphers for all ciphers regardless of whether they use CBC mode. You can
restrict the display to whether a cipher uses CBS mode.

To display whether ciphers use CBC mode:

1 Navigate to MANAGE | Security Configuration > Firewall Settings > Cipher Control.
2 Click TLS Ciphers.

3 Select whether the cipher uses CBC mode from CBC.

g Al

Is CBC «
Is

Mot

e All (default)
e |s (uses CBC mode)

e Not (does not use CBC mode)
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The TLS Cipher table redisplays according to the selection, showing an Enabled icon in the Is CBC column
for those ciphers using CBC mode and nothing in the CBC column for those that do not.

X Block + Unblock |Search... ‘ & [ strength Al ¥ Action Al v+ CBC Is ™ Tisio ¢
[ # Ciphername Strength Blocked Is CBC « TISL?
1 TL5_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 Secure @ (
=z TL5_ECDHE_RSA_WITH_AES_256_CBC_SHA384 Secure @

13 TL5_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 Secure -:j_','- {
[J4  TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 Secure v

Os RSA_WITH_AES_128 SHA 256

b o a2y st g P S, #" U )

Displaying Ciphers by TLS Protocol Version

The TLS Ciphers table displays all ciphers for all TLS protocol versions. You can restrict the display by version of
TLS protocol the cipher supports.

To display ciphers by TLS protocol:

1 Navigate to MANAGE | Security Configuration > Firewall Settings > Cipher Control.

2 Click TLS Ciphers.

3 Click the TLS version(s) for displaying ciphers:

All ~ L TLS1.0 L0 TSt L TLS1.2 L TLS1.3

b |
Blocked Is CBC « TLS1.0 TLS1.1 TLS1.2 TLS51.3 (

e TLS1.0
e TLS1.1
e TLS1.2
e TLS13

The display is restricted to only those ciphers supporting that TLS version:

o~ 10 TLS1.0 J0 Tist: G sz 10 TisL3

Blocked IsCBC » TLS1.0 TLS1.1 TLS1.2 TLS.

oot AL ‘\

@ NOTE: When a cipher supports more than the selected version, the Enabled icon displays for the
other supported versions as well.
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SSH Ciphers

The SSH Ciphers page of MANAGE | Security Configuration > Firewall Settings > Cipher Control allows you to
specify which cryptographic SSH ciphers SonicOS NSv uses.

TLS Ciphers S5H Ciphers

Key Exchange Algo Public Key Algo
diffie-hellman-group1-shal .

| ssh-rsa
diffie-hellman-group 14-sha1l S

] rsa-shaz-
diffie-hellman-group-exchangeshal

rsa-sha2-512

diffie-hellman-group-exchange-sha256

Encrypt Algo

aes128-ctr

aes192-ctr

aes256-Ctr

aes 123-gom@openssh. com
aes256-gomi@openssh, com
chacha20-poly 1305@openssh. com

Mac Algo

hmac-shal
hmac-sha2-256
hmac-sha2-512

Key Exchange Algo  Lists the cryptographic algorithms used to exchange cryptographic keys between two

parties
Public Key Algo Lists the asymmetric cryptographic algorithms using pairs of public keys
Encrypt Algo Lists the encryption algorithms used in secure transfers of files, such as FTP transfers
Mac Algo Lists the algorithms using a MAC (message authentication code) value to authenticate
messages

To select or deselect SSH ciphers:

1 Navigate to MANAGE | Security Configuration > Firewall Settings > Cipher Control.

2 Click SSH Ciphers.

TLS Ciphers S5H Ciphers

Key Exchange Algo Public Key Algo

diffie-hellman-group1-shal

ssh-rsa
diffie-hellman-group 14-shal 225
| rsa-sha2-
diffie-hellman-group-exchange-shal
rsa-sha2-!
-sha2-512

diffie-hellman-group-exchange-sha25s

Encrypt Algo
aes125-ctr
aes192-ctr
aes256-Ctr

aes128-gom@openssh. com
aes255-gom@openssh. com
chacha20-poly 1305@openssh., com

Mac Algo

hmac-sha1
hmac-sha2-256
hmac-sha2-512

® | IMPORTANT: All SSH ciphers are selected by default.

3 Select the SSH algorithm to use or ignore. A status message displays at the bottom of the screen.

‘ Status: The configuration has been updated.

@ | TIP: You might see a processing message that displays briefly.
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SECURITY CONFIGURATION |
Security Services

e Managing SonicWall Security Services

e Configuring Content Filtering Service

e DPI-SSL Enforcement

e Activating SonicWall Client Anti-Virus

e Configuring Client CF Enforcement

e Managing SonicWall Gateway Anti-Virus Service
e Activating Intrusion Prevention Service

e Configuring Capture ATP

e Activating Anti-Spyware Service

e Configuring SonicWall Real-Time Black List
e Configuring Geo-IP Filters

e Configuring Botnet Filters
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7

Managing SonicWall Security
Services

e About SonicWall Security Services on page 80

e Configuring Security Services on page 81

About SonicWall Security Services

SonicWall offers a variety of subscription-based security services to provide layered security for your network.
SonicWall security services are designed to integrate seamlessly into your network to provide complete
protection.

The following subscription-based security services are listed in Security Services on the firewall’s management
interface:

e SonicWall Content Filtering Service

e SonicWall Client Anti-Virus

e SonicWall Gateway Anti-Virus

e SonicWall Intrusion Prevention Service
e SonicWall Anti-Spyware

e SonicWall RBL Filter

e SonicWall Geo-IP Filter

e SonicWall Botnet Filter

@ TIP: After you register your firewall, you can try FREE TRIAL versions of SonicWall Content Filtering
Service, SonicWall Client Anti-Virus, SonicWall Gateway Anti-Virus, SonicWall Intrusion Prevention
Service, and SonicWall Anti-Spyware.

You can activate and manage SonicWall security services directly from the SonicWall management interface or
from https://www.MySonicWall.com.
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https://www.mySonicWALL.com

Configuring Security Services

G) To view license summary, go to Manage > Licenses.

To manage your licenses go to wwnw.mysonicwall.com.

Synchronize Licenses

Synchronize licenses with wwnw.mysonicwall.com: SYNCHRONIZE ‘

Security Services Settings

Security Services Setting: | Maximum Security (Recommended) v|

Maximum Security (Recommended): Inspect all content with any threat probability (high/medium/low).
Note: For additional performance capacity in this maximum security setting, utilize SonicOS DPI Clustering.

Performance Optimized: Inspect all content with a high or medium threat probability.
Mote: Consider this performance optimized security setting for bandwidth/CPU intensive gateway deployments or utilize SonicOS DPI Clustering.

[ Reduce Anti-Virus traffic for ISDN connections

[ prop all packets while IPS, GAV and Anti-Spyware database is reloading

HTTP Clientless Notification Timeout for Gateway AntiVirus and AntiSpyware (sec) |86400

Signature Downloads Through a Proxy Server

[ pownload Signatures through a Proxy Server

Proxy Server Name or IP Address: I

Proxy Server Port: IU

This Proxy Server requires Authentication

Username: |

Password: |

Security Services Information

Update signatures manually

G) If you work in a closed environment or prefer to update signatures manually,
please download signature updates from www.mysonicwall.com to your disk, then import the file.

Signature File ID: 3

‘ IMPORT SIGNATURES

The following sections describe global configurations that are done on the panels of the MANAGE | Security
Configuration > Security Services > Base Setup page:

e Viewing and Managing Licenses on page 82
e Synchronize Licenses on page 82
e Security Services Settings on page 82

e Signature Downloads Through a Proxy Server on page 83
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e Security Services Information on page 83

Update Signature Manually on page 84

Viewing and Managing Licenses

G)To view license summary, go to Manage = Licenses.

To manage your licenses go to wwww.mysonicwall.com.

The top of the page displays two links:

e To view license summary, go to Manage > Licenses. — Click the link to view your licenses and their status
on the MANAGE | Updates > Licenses page.

To manage your licenses go to www.MySonicWall.com. Click the link to try, upgrade, or purchase/renew
licenses at MySonicWall.

Synchronize Licenses

Synchronize Licenses

Synchronize licenses with www.mysonicwall.com: SYNCHRONIZE

To synchronize your licenses with your MySonicWal I . com account, click SYNCHRONIZE after Synchronize
licenses with www.MySonicWall.com.

Security Services Settings

Security Services Settings

Security Services Setting: | Maximum Security {(Recommended) v |

Maximum Security (Recommended): Inspect all content with any threat probability (high/medium/low).
Mote: For additional perfermance capacity in this maximum security setting, utilize SenicOS DPI Clustering.

Performance Optimized: Inspect all content with a high or medium threat probability.
MNete: Consider this performance optimized security setting for bandwidth/CPL intensive gateway deployments or utilize SonicOS DPI Clustering.

[} Reduce Anti-Virus traffic for ISDN connections

[ Drop all packets while IPS, GAV and Anti-Spyware database is reloading

HTTP Clientless Notification Timeout for Gateway AntiVirus and AntiSpyware (sec)

The Security Services Settings section provides the following options for fine-tuning SonicWall security services
e Security Services Settings - This drop-down menu specifies whether SonicWall security services are
applied to maximize security or to maximize performance:

e Maximum Security (Recommended) - Inspect all content with any threat probability

(high/medium/low). For additional performance capacity in this maximum security setting, utilize
SonicOS NSv HA Clustering.
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e Performance Optimized - Inspect all content with a high or medium threat probability. Consider
this performance optimized security setting for bandwidth or CPU intensive gateway deployments
or utilize SonicOS NSv HA Clustering.

The Maximum Security setting provides maximum protection. The Performance Optimized setting
utilizes knowledge of the currently known threats to provide high protection against active threats in the
threat landscape.

Reduce Anti-Virus traffic for ISDN connections - Select this feature to enable the SonicWall Anti-Virus to
check only once a day (every 24 hours) for updates and reduce the frequency of outbound traffic for
users who do not have an “always on” Internet connection.

Drop all packets while IPS, GAV and Anti-Spyware database is reloading - Select this option to instruct
the firewall to drop all packets whenever the IPS, GAV, and Anti-Spyware database is updating.

HTTP Clientless Notification Timeout for Gateway AntiVirus and AntiSpyware - Set the timeout
duration after which the firewall notifies users when GAV or Anti-Spyware detects an incoming threat
from an HTTP server. The default timeout is one day (86400 seconds).

Signature Downloads Through a Proxy Server

Signature Downloads Through a Proxy Server

2} Download Signatures through a Proxy Server
Proxy Server Mame or IP Address: |

Proxy Server Port: IEI

This Proxy Server requires Authentication

Username: I

Password: |

This section provides the ability for SonicWall network security appliances that operate in networks where they
must access the Internet through a proxy server to download signatures. This feature also allows for registration
of SonicWall network security appliances through a proxy server without compromising privacy.

To enable signature download or appliance registration through a proxy server:

1

2
3
4
5

Select Download Signatures through a Proxy Server.

In the Proxy Server Name or IP Address field, enter the host name or IP address of the proxy server.

In the Proxy Server Port field, enter the port number used to connect to the proxy server.

Select This Proxy Server requires Authentication if the proxy server requires a username and password.
If the appliance has not been registered with MySonicWal I . com, two additional fields are displayed:

e MySonicWall Username - Enter the username for the mysonicwal I . com account that the
appliance is to be registered to.

e MySonicWall Password - Enter the mysonicwal I . com account password.

Click ACCEPT.

Security Services Information

This panel is not currently used.
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Update Signature Manually

The Manual Signature Update feature is intended for networks where reliable, broadband Internet connectivity
is either not possible or not desirable (for security reasons). The Manual Signature Update feature provides a
method to update the latest signatures at your discretion:

1 Download the signatures from http://www.mysonicwall.com to a separate computer, a USB drive, or
other media.

2 Upload the signatures to the firewall.

The same signature update file can be used on all SonicWall network security appliances that meet these
requirements:

e Devices that are registered to the same mysonicwal I . com account.

e Devices that belong to the same class of SonicWall network security appliances.

To manually update signature files:

1 Onthe Security Services > Summary page, scroll to the Update Signatures Manually heading at the
bottom of the page. Record the Signature File ID for the device.

Update signatures manually

@ If you work: in a closed environment or prefer to update signatures manually,
please download signature updates from www.mysonicwall.com to your disk, then import the file.

Signature File ID: 3

‘ IMPORT SIGNATURES

2 Logon to http://www.mysonicwall.com using the mysonicwal I . com account that was used to
register the SonicWall network security appliance.

®

NOTE: The signature file can only be used on firewalls that are registered to the
mysonicwal I .com account that downloaded the signature file.

3 Click Download Signatures under the Downloads heading.
4 In the pull down window next to Signature ID:, select the appropriate SFID for your firewall.

5 Download the signature update file by clicking on Click here to download the Signature file.

@l NOTE: The remaining steps can be performed while disconnected from the Internet.

Return to the Security Services > Summary page on the firewall management interface.
Click Import Signatures.

In pop-up dialog that appears, click browse and navigate to the location of the signature update file.

© 00 N O

Click Import. The signatures are uploaded for the security services that are enabled on the firewall.
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Configuring Content Filtering Service

IMPORTANT: The MANAGE | Security Configuration > Security Services > Content Filter has two variants:
one for SonicWall CFS and one for Websense Enterprise.

®

Topics:
e Security Services > Content Filter: SonicWall CFS on page 86

e Security Services > Content Filter: Websense Enterprise on page 97
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Security Services > Content Filter:

SonicWall CFS

Contert Fiter Type:
G) You can access all the CFS Policies from the Rules > Content Filter Policies page.
You can access all the CFS Objects from the Objects = Content Filter Objects page.
If you believe that a Web site is rated incorrectly or you wish to submit a new URL, click here,
CFS Status
License Status: Activated
Expiration Date: 05/01/201%
Server Status: Server is ready (53
Global Settings
Max URL Caches (entries): 51200
Enable Content Filtering Service
[elock if CFS Server Is Unavailable
Server Timeout: |5 second(s)
[JEnable Local CFS Server
Primary Local CFS Server: |
Secondary Local CFS Server: |
CFS Exclusion
Exclude Administrator
Excluded Address: None ~
CFS Custom Category Tems[o  to 0 (of 0) e [v]b0)
Enable CFS Custom Category
ADD DELETE EXPORT IMPORT Lookup Domains Containing String: | £ DELETE ALL
# Domain Categories Configure
Mo Entries
ADD DELETE EXPORT IMPORT DELETE ALL

@l NOTE: Content Filtering Service (CFS) content is not supported in Wire Mode.

You can activate Content Filter Objects and configure SonicWall Content Filtering Service (SonicWall CFS) as well
as Websense Enterprise, a third-party Content Filtering product, from the MANAGE | Security Configuration >

Security Services > Content Filter page.

Topics:
e About CFS on page 87
e Enabling CFS on page 89

e Configuring CFS Policies on page 91

e Configuring CFS Custom Categories on page 91

SonicWall SonicOS NSv 6.5 Administration
Configuring Content Filtering Service

86



About CFS

The SonicWall® Content Filtering Service (CFS) delivers content filtering enforcement for educational
institutions, businesses, libraries, and government agencies. With content filter objects, you can control the
websites students and employees can access using their IT-issued computers while behind the organization’s
firewall.

@ | NOTE: For how to create Content Filter Objects for CFS policies, see the SonicOS 6.5 NSv Policies
administration documentation.

CFS compares requested websites against a massive cloud database that contains millions of rated URIs, IP
addresses, and websites. It also provides you with the tools to create and apply policies that allow or deny
access to sites based on individual or group identity and/or by the time of day.

Topics:
e About Threat APl on page 87
e About CFS Policies on page 88
e About Content Filter Objects on page 88
e How CFS Works on page 88
e CFS Blocking of Individual Videos on page 89
e About CFS Logs on page 89

About Threat API

@ | IMPORTANT: Before configuring Threat API, you must enable it.

® | NOTE: SonicOS NSv Threat API requires that the firewall has a Content Filtering System (CFS) license.

SonicOS NSv supports the Threat API feature. The SonicOS NSv Threat API provides APl access to SonicWall
firewall services. Compared with current firewall web management or CLI user interfaces, Threat API is simple
and makes good use of the standard HTTP protocol. With the trend toward cloud deployment, Threat API can
more easily be used than traditional SonicOS NSv web management or CLI.

Malicious threats can originate from URLs or IP addresses. Lists of these threats can be large and change
frequently. SonicOS NSv can already block custom lists of URLs and IP addresses, but it is inconvenient because
you have to log in and update the lists by hand. Using an API interface makes it much easier.

The Threat list is sent to SonicOS NSv using the Threat API feature. Threats can be added in either of the
following formats:

e URLs (https://maliciousl23.example.com/malware)
e |P addresses (10.10.1.25)
Third parties can generate the threat list and pass it to the firewall using Threat API.

For IP addresses in the threat list, SonicOS NSv initially creates a default Threat APl Address Group and then
creates an Address Object (AO) for each IP address in the threat list. The you configure Firewall Access Rules that
reference that Address Group and block the IP addresses.

SonicOS NSv adds the URLs to its CFS Threat URI list. You enable Threat API Enforcement in the associated CFS
Profile and configure a Content Filtering System (CFS) policy to block the URLs in the threat list. When a threat is
blocked by CFS, the user sees a block message in their browser.
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About CFS Policies

A CFS policy determines whether a packet is filtered (by applying the configured CFS Action) or simply allowed
through to the user. A CFS policy defines the filtering conditions to which a packet is compared:

e Name

e Source Zone

e Destination Zone
e Source Address
e User/Group

e Schedule

If a packet matches all the defined conditions, the packet is filtered according to the corresponding CFS Profile,
and the CFS Action is applied.

@ NOTE: If authentication data for User/Group is not available during matching, no match is made for this
condition. This strategy prevents performance issues, especially when Single Sign-On is in use.
Each CFS policy has a priority level, and policies with higher priorities are checked first.

CFS uses a policy table internally to manage all the configured policies. For each policy element, the table is
constructed by the configuration data and runtime data. The configuration data includes parameters that define
the policy from the user interface, such as policy name, properties and others. The runtime data includes the
parameters used for packet handling.

CFS also uses a policy lookup table to accelerate runtime policy lookup for matching conditions:
e Source zone
e Destination zone
e [Pv4d AO
e [Pv6 AO

About Content Filter Objects

CFS uses Content Filter Objects in CFS Policies to identify URIs and domains for filtering and to specify the type
of action to be taken when filtering. For more information about Content Filter Objects, see SonicOS 6.5 NSv
Policies.

Under the CFS rating design, a domain might be resolved to one of four ratings; from highest to lowest priority,
the ratings are:

1 Block

2 Passphrase

3 Confirm

4 BWM (bandwidth management)

If the URL is not categorized into any of these ratings, then the operation is allowed.

How CFS Works

1 A packet arrives and is examined by CFS.

2 CFS checks it against the configured exclusion addresses and allows it through if a match is found.
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3 CFS checks its policies to find the first policy that matches these conditions in the packet:
e Source zone
e Destination zone
e Address object
e Users/group
e Schedule
e Enabled state

4 CFS uses the CFS Profile defined in the matching policy to do the filtering and returns the corresponding
action for this packet.

@ | NOTE: If no policy is matched, the packet is passed through without any action by CFS.

5 CFS performs the action defined in the CFS Action Object for the matching policy.

CFS Blocking of Individual Videos

SonicWall Content Filtering Service (CFS) can selectively filter and block individual YouTube videos.

NOTE: SonicWall CFS can only block specific YouTube videos. It cannot block categories of videos. This
feature only works if the SonicWall CFS server already has a rating for the specific video identified in the
“v=" parameter of the URI. Each video URI to be blocked must be added individually to SonicWall CFS.

This feature is not supported when a local CFS server; only when using the SonicWall public CFS server. This is
because of a conflict with the black list/white list feature in the local CFS server.

No SonicOS NSv configuration is required to use this feature.

About CFS Logs

In MANAGE | Logs & Reporting > Log Settings > Base Setup, a new subcategory, Content Filter, has been added
to the Security Services category. This new subcategory lists these logs:

e CFSAlert
e \Website Accessed
e \Website Blocked

For information about configuring these logs, see SonicOS 6.5 NSv Logs and Reporting.

Enabling CFS
®

IMPORTANT: Before enabling CFS and configuring your CFS policies, configure your Content Filter Objects
as described in SonicOS 6.5 NSv Policies.

To enable CFS:
1 Navigate to the MANAGE | Security Configuration > Security Services > Content Filter page.
2 Choose the content filtering service from the Content Filter Type drop-down menu:

e SonicWall CFS (default)
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e Websense Enterprise (for how to configure Websense Enterprise, see Security Services > Content
Filter: Websense Enterprise on page 97)

3 In the Global Settings section, specify the maximum URL entries that can be cached in the Max URL
Caches (entries) field. The default is 51200.

The URL rating is saved with a cached URL entry, which speeds processing of known URLs.

4 To enable content filter for all packets, select Enable Content Filtering Service. This option is selected by
default. To bypass content filtering for all packets, deselect this option.

5 To limit the time for obtaining a rating request when filtering, select Block if CFS Server Is Unavailable.
This option is not selected by default.

a When this option is selected, the Server Timeout field becomes available. Enter the maximum
time, in seconds, the CFS service has to respond to rating requests. The minimum is two seconds,
the maximum is 10 seconds, and the default is 5 seconds.

6 To bypass content filtering for all requests from an account with administrator privileges, select Exclude
Administrator in the CFS Exclusion section. This option is selected by default.

7 To bypass content filtering for all requests from a category of address objects, choose the address object
from the Excluded Address drop-down menu. The default is None. You can also create a new address
object by choosing Create new address object; for information about creating an address object, see
SonicOS 6.5 NSv Policies.

8 Click ACCEPT.

Enabling the Local CFS Server

The Local CFS Responder (Local CFS) allows the Content Filtering Service to receive URL ratings directly from a
local responder, rather than from a remote public responder. For information on configuring and using Local
CFS, see the Local CFS Administration Guide, available on the Content Filtering page of the SonicWall Technical
Documentation portal at https://www.sonicwall.com/support/technical-documentation.

To enable the Local CFS Responder:
1 Navigate to the MANAGE | Security Configuration > Security Services > Content Filter page.
2 Select SonicWall CFS (default) as the content filtering service from Content Filter Type.

3 Scroll to the Global Settings section.

Global Settings

Max URL Caches (entries): 51200

¥ Enable Content Filtering Service

[ Block if CFS Server Is Unavailable

Server Timeout: |5 second(s)
¥ Enable Local CFS Server

Primary Local CFS Server: ‘ |

Secondary Local CF5S Server: ‘ |

4 Select Enable Local CFS Server.

5 Enter the IP addresses for the primary and secondary local CFS servers in the Primary Local CFS Server
and Secondary Local CFS Server fields.

6 Click ACCEPT.
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Configuring CFS Policies

To add, edit, or delete CFS policies, go to the MANAGE | Policies > Objects > Content Filter Objects page. For
more information, see SonicWall SonicOS NSv 6.5 Policies.

Configuring CFS Custom Categories

This section describes the CFS Custom Category table and provides instructions for configuring, editing, and
deleting CFS custom categories. Importing and exporting the custom category table are also described.

Topics:
e About the CFS Custom Category Table on page 91
e Searching the CFS Custom Category Table on page 91
e Configuring a CFS Custom Category on page 92
e Exporting the CFS Custom Category Table on page 94
e Importing a CFS Custom Category Table on page 95
e Editing a CFS Custom Category on page 96
e Deleting CFS Custom Categories on page 96

About the CFS Custom Category Table

CFS Custom Category fems[t  |to1(of 1) elelle]w)

¥ Enable CFS Custom Category
DELETE | EXPORT ‘ ‘ IMPORT ‘ Lookup Domains Containing String: | £ DELETE ALL

(- Domain Categories Configure
] 15. Business and Economy; 20. Online Banking; 21. B (o
L0 2 = Online Brokerage and Trading ‘\@ &3]

DELETE | EXPORT ‘ ‘ IMPORT ‘ DELETE ALL

Domain IP address of the domain to which the custom category applies.
Categories Categories selected for the custom category.
Configure Displays the Edit and Delete icons for each domain.

Searching the CFS Custom Category Table
You can search a long table for a specific IP address by:
1 Entering an IP address in the Lookup Policies by Address field. The IP address can be in either format:

e 192.168.168.168
e Te80::c2ea:e4ff:Te59:a634

2 Clicking the Search (magnifying glass) icon.
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Requesting a Rating Review
If you believe that a web site is rated incorrectly or you wish to submit a new URL, you submit a request to the
SonicWall Content Filtering Service by:

e Clicking on the link at the top of the Security Services > Content Filter page, I ¥ you believe that
a Web site is rated incorrectly or you wish to submit a new URL, click

here.
e Going to http://cfssupport.SonicWall.com/Support/web/eng/newui/viewRating.jsp.

The CFS URI Rating Review Request form displays.

Enter the URL you wish to view the rating for:

Enter the verification text you see in the box below:

| Generate new image |

| |

Configuring a CFS Custom Category

You can customize ratings for certain URLs. Up to 5,000 valid entries are supported. Custom categories are
processes like those categories provided by the backend server. When CFS checks the ratings for one URL, it
checks the user rating first and then the rating from the backend server. CFS categories are managed and built
dynamically using configuration strings passed from the backend server.

Topics:
e Enabling Custom Categories on page 92

e Configuring a Custom Category on page 93

Enabling Custom Categories

Before you can use custom categories, you must enable the service.

To enable custom categories:
1 Navigate to MANAGE | Security Configuration > Security Services > Content Filter.

2 Scroll to CFS Custom Category.

CFS Custom Category

[l Enable CFS Custom Category

3 Select Enable CFS Custom Category. This option is not selected by default.

4  Click ACCEPT.
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Configuring a Custom Category

To define a custom category:
1 Navigate to MANAGE | Security Configuration > Security Services > Content Filter.

2 Scroll to CFS Custom Categories.

CFS Custom Category Iemst  |to1(of 1) Gafe]x]b0)

¥ Enable CFS Custom Category

DD DELETE ‘ EXPORT ‘ ‘ IMPORT ‘ Lookup Domains Containing String: |P DELETE ALL

Categories Configure

15, Business and Economy; 20, Online Banking; 21. -'}'u’*‘.
Online Brokerage and Trading AN,

m DELETE ‘ EXPORT ‘ ‘ IMPORT ‘ DELETE ALL

3 Click ADD. The CFS Custom Category dialog displays.

i

i

(]

Custom Category
Domain: |Enter Domain ...

[ 1. violence/Hate/Racism -1 21. Online Brokerage and Trading ] 40. Real Estate
] 2. Intimate Apparel/Swimsuit [ 22 cames O Society and Lifestyle
)3 Nudism [7) 23. Government ("1 43. Restaurants and Dining
] 4. Pornography (] 24 military ("] 44_ Sports/Racreation
] 5 weapons [7] 25. PaliticaliAdvocacy Groups 145 Travel
[ 6. AdulMature Content [7) 26. Health [ 46 venicles
7. culoccult |1 27. Information Technology/Computers || 47. HumoriJokes
(F: Drugs/lllegal Drugs [ 23, Hacking/Proxy Avoidance Systems [ 45, Multimedia
e lllegal Skills/Questionable Skills [ 20, Search Engines and Portals [] 49, Freeware/Software Downloads
[ 10 Sex Education [ 30, E-Mail [l 50 Pay to Surf Sites
(WETH Gambling [_J 31. Web Communications [ 53 Kid Friendly
[ 12, AlcoholTobacco [2) 32 Job Search [ 54. Advertisement
[ 13. chatfinstant Messaging (IM) [7) 33 News and Media [ 155 web Hosting
] 14 Arts/Entertainment ["] 34 Personals and Dating 1 88 Other
[T 15. Business and Economy [T 35. Usenet News Groups [7 57 Internet Watch Foundation CAIC
[ 16. Abortion/Advocacy Groups [0 36. Reference [ 58. Social Networking
117, Education [Z] 37. Religion 1 59, Malwara
[ 19. cuitural Institutions [J) 28. shopping [ 60. Radicalization and Extramism
[ 20. online Banking [7) 39, Internet Auctions [ 64. Not Rated

4 In the Domain field, enter the IP address or domain name of the domain for which the custom category
applies:

e The IP address can be either of these formats:
e 192.168.168.168
e fTe80::c2ea:e4ff:fe59:a634

e  Omit the www. prefix for a domain name. If you include it, a confirmation message displays; when
you click OK, the prefix is removed from the domain name in the Domain field:
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The leading "www.” of "www.sonicwall.cem’ will be discarded

5 Select up to four categories from the list.
6 Click ADD.

7 To create more CFS custom categories, repeat Step 4 through Step 6 for each policy.

@ NOTE: Each custom category you create is a separate entry in the CFS Custom Category table; they
are not concatenated.

8 Click CLOSE. The CFS Custom Category table is updated.

Exporting the CFS Custom Category Table
You can export the CFS Custom Category table to a .wr'i file you can edit and save for importing.
To export the CFS Custom Category table:

1 Navigate to MANAGE | Security Configuration > Security Services > Content Filter.

2 Scroll to CFS Custom Categories.

CFS Custom Category Ttems|t  |to1(of 1) (ule]lx]on

¥ Enable CFS Custom Category

ADD DELETE ‘ EXPORT ‘ ‘ IMPORT ‘ Lookup Domains Containing String: |P DELETE ALL

O Domain Categories Configure
O 15. Business and Economy; 20. Online Banking; 21. )
/g : 3 Online Brokerags and Trading &%)
ADD DELETE ‘ EXPORT ‘ ‘ IMPORT ‘ DELETE ALL

3 Click EXPORT. The Opening cfsCustomCategoryData.wri dialog displays.

You have chosen to open:
|i| cfsCustomCategoryData.wri
which is: WRI file
from: https://10.203.28.36

What should Firefox do with this file?

@ Openwith |Notepad (default) -

() Save File

Do this automatically for files like this from now on.

4 You can either open the file (default program is Notepad) or save it. If you:
e Open the file.

e Save the file, it is downloaded to your Downloads folder with the file name,
cfsCustomCaegoryData.wri; new line characters are added after each entry.

@ | NOTE: The file consists of all the CFS Custom Category table entries, all on one line.

5 Click OK.
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Importing a CFS Custom Category Table

You can import a file of CFS Custom Category table entries. The entries in this file overwrite the existing entries
in the table.

The file should contain entries in this format:

DomainName/1PAddress: Ratingl[, Rating2[, Rating3[, Rating4]]] Separator

Token Definition
DomainName A domain name, such as SonicWall. If you include the www . prefix, it is ignored.
IPAddress A standard or IPv6 IP address, such as:

e 192.168.168.168
e fe80::c2ea:ed4ff:feb9:a634

Rating A category rating from 1-255, as shown in the Add CFS Custom Category dialog. You can
specify up to four ratings for each category.

Separator A carriage return or new line separator:

Separator Style

\r\n Windows style, new line separator
\n UNIX style, new line separator
\r MAC OS style, new line separator

To import a custom category table:
1 Navigate to MANAGE | Security Configuration > Security Services > Content Filter.

2 Scroll to CFS Custom Category.

CFS Custom Category Temsi  |to1(of 1) (ale]lx]o0)

¥ Enable CFS Custom Category

DELETE ‘ EXPORT ‘ ‘ IMPORT ‘ Lookup Domains Containing String: |D DELETE ALL

Categories Configure

15, Business and Economy; 20. Online Banking; 21. @R
Online Brokerage and Trading gy

m DELETE ‘ EXPORT ‘ ‘ IMPORT ‘ DELETE ALL

3 Click IMPORT. A confirmation dialog displays.

i

(]

1. All of current custom category in the list above would be cleaned.
2. Invalid domain name and category id in the importing file will be
skipped over.

3. Leading "www.' of domain name will be discarded.

Are you sure?

‘ 0K H Cancel |

All current entries in the CFS Custom Category table are replaced with the entries in the file. Any entries
you want to keep should be in the file.

@ TIP: Export the CFS Custom Category table and make any changes to the exported file before
importing table entries.

4  Click OK.
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Editing a CFS Custom Category

To edit a CFS custom category:

1 Click the Edit icon for the CFS custom category to be edited. The CFS Custom Category dialog displays.
This dialog is the same as the Add CFS Custom Category dialog.

2 To make your changes, follow the appropriate procedures in Configuring a CFS Custom Category on page
92.

Deleting CFS Custom Categories

To delete CFS custom categories:
1 Do one of these:
e (Click the Delete icon for the CFS custom categories to be deleted.

e (Click the checkbox for one or more CFS custom categories to be deleted. DELETE becomes active;
click it.

A confirmation message displays.

x
Are you sure you wish to delete the selected entries?
’T‘ ‘ Cancel |
2 Click OK.
To delete all CFS custom categories:
1 Click DELETE ALL.
x

Are you sure you wish to delete ALL custom entries?

0K ‘ Cancel |

2 Click OK. All CFS custom categories are deleted.
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Security Services > Content Filter:

Websense Enterprise

Content Filter Type:

| Websense Enterprise ~ |

Websense Server Status

The Content Filter Type is not Websense Enterprise

General Settings

Websense Server: |

| o]

User Name: |

Max URL Caches: 5120

[IEnable HTTPS Content Filtering

[JEnable Websense Probe Monitoring

second(s)

missed probes

Check Server every: |10
Deactivate Websense after: |3
Reactivate Websense after: |2

[J Block if Server Is Unavailable

succeeded probes

Server Timeout: Is

Block Web Features

O activex [dJava [ Fash [ cookies

[J Access to HTTP Proxy

second(s)

Excluded Domains: |N0ne

i

CFS Exclusion

Exclude Administrator

Excluded Address: None

Blocking Page

@ Websense Enterprise displays its own site blocked messages unless it is unavailable.

Your organization's Internet use policy restricts access to this web page at this time.

‘ PREVIEW ‘ ‘ DEFAULT ‘ ‘ CLEAR ‘
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Topics:

Selecting Websense Enterprise Content Filter Type on page 98
Viewing Websense Server Status on page 98

Configuring General Settings on page 99

Configuring Web Features to Block on page 100

Configuring CFS Exclusions on page 100

Creating a Use Policy Blocking Page on page 100

Selecting Websense Enterprise Content Filter
Type

To select Websense Filter as the content filter type:

1
2

Navigate to MANAGE | Security Configuration > Security Services > Content Filter.

Scroll to Content Filter Type.

Content Filter Type: |Websense Enterprise -~

Select Websense Enterprise. The options change.
Configure the Websense options.

Click ACCEPT.

@ TIP: Until you click ACCEPT, the Websense server status indicates the content filter type is not
Websense Enterprise:

Websense Server Status

The Content Filter Type is not Websense Enterprise

Viewing Websense Server Status

To view Websense server status:

1
2
3

Navigate to MANAGE | Security Configuration > Security Services > Content Filter.
Ensure Websense Enterprise is selected for Content Filter Type.

Scroll to Content Filter Type.

Websense Server Status

Server is not responding
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Configuring General Settings

To configure general Websense Enterprise settings:
1 Navigate to MANAGE | Security Configuration > Security Services > Content Filter.
2 Ensure Websense Enterprise is selected for Content Filter Type.

3 Scroll to General Settings.

General Settings

Websense Server: [10.20.30.40 | Port:

User Mame: |SonicWaII |

Max URL Caches: 5120 |

Enable HTTPS Content Filtering

[(JEnable Websense Probe Monitoring

Check Server every: |10 second(s)
Deactivate Websense after: |3 missed probes
Reactivate Websense after: |2 succeeded probes

O Block if Server Is Unavailable

Server Timeout: |5 second(s)

In the Websense Server field, enter the IP address of the Websense server.
In the Port field, enter the port for the Websense server. The default is 15868.

In the User Name field, enter the username of the Websense server.

N o A

In the Max URL Caches field, enter the maximum number of URL caches. The minimum is 5120, the
maximum is 51200, and the default is 5120.

8 To enable HTTPS content filtering, select Enable HTTPS Content Filtering. This option is selected by
default.

9 To monitor Websense probes, select Enable Websense Probe Monitoring. The following options become
available. This option is not selected by default.

a To specify the frequency of the probes, enter the probe interval, in seconds, in the Check Server

every ... seconds field. The minimum is 5 seconds, the maximum is 100 seconds, and the default is
10 seconds.

b To deactivate Websense after a period of inactivity, enter the number of missed probes in the
Deactivate Websense after ... missed probes field. The minimum number is 1, the maximum
number is 255, and the default is 3.

¢ To reactivate Websense after a period of inactivity, enter the number of successful probes in the

Reactivate Websense after ... succeeded probes. The minimum is 1, the maximum is 255, and the
default is 2.

10 To block web access is the server is unavailable, select Block if Server is unavailable. The following
option becomes available. This option is not selected by default.

a To specify the time the server is unavailable before access is blocked, enter the time in the Server

Timeout: ... seconds field. The minimum time is 1 second, the maximum is 10 seconds, and the
default is 5 seconds.

11 Click ACCEPT.
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Configuring Web Features to Block

To specify the web features to block:
1 Navigate to MANAGE | Security Configuration > Security Services > Content Filter.
2 Ensure Websense Enterprise is selected for Content Filter Type.

3 Scroll to Block Web Features.

Block Web Features

[ Activex [ 1ava U] Flash [ cookies [ Access to HTTP Proxy

Excluded Domains: | Mone v|

4 Select one or more features to block (none are selected by default):
e ActiveX
* Java
e Flash
e Cookies
e Access to HTTP Proxy
5 Specify the domains to exclude from blocking from Excluded Domains. The default is None.

6 Click ACCEPT.

Configuring CFS Exclusions

To configure CFS exclusions:
1 Navigate to MANAGE | Security Configuration > Security Services > Content Filter.
2 Ensure Websense Enterprise is selected for Content Filter Type.

3 Scroll to CFS Exclusion.

CFS Exclusion

Exclude Administrator

Excluded Address: |None v|

4  To exclude the administrator from CFS, select Exclude Administrator. This option is selected by default.
5 Select the address object or group to exclude from Excluded Address. The default is None.

6 Click ACCEPT.

Creating a Use Policy Blocking Page

Websense Enterprise displays a default message when a web page is blocked. You can create a custom message
to explain your company’s use policy.
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To create a custom blocking message:

1 Navigate to MANAGE | Security Configuration > Security Services > Content Filter.

2 Ensure Websense Enterprise is selected for Content Filter Type.
3 Scroll to Blocking Page.

Blocking Page

@ Websense Enterprise displays its own site blocked messages unless it is unavailable.

Your organization's Internet use policy restricts access to this web page at this time.

‘ PREVIEW ‘ ‘ DEFAULT ‘ ‘ CLEAR ‘

The default message is displayed.
4 Replace the default message with your custom one.

5 To see the message as a user would see it, click PREVIEW.

A confirmation message displays.

Due to potential vuinerability issues, scripting code (Javascript) and HTML inline event attributes that invoke scripting code are not
evaluated andfor disabled.

Some of your preview pages may not render properly because of this limitation.

a Click OK. A pop-up page displays.

@ Mozilla Firefox

@ & https://1

7 /preview.cgi

. @

Your organization's Internet use policy restricts access to this web page at this time

b Close the pop-up page.
6 To:

Clear the contents of the Blocking Page field, click CLEAR.

Restore the default message, click DEFAULT.
7 Click ACCEPT.
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DPI-SSL Enforcement

@l TIP: For information about DPI-SSL, see About DPI-SSL on page 200.

Topics:
e About DPI-SSL Enforcement on page 102
e Managing DPI-SSL Enforcement on page 103

About DPI-SSL Enforcement

When you enable the DPI-SSL services on your SonicWall network security appliance, the clients behind the
firewalls that have no related certificates are often required to confirm by going through HTTPS web pages.
Otherwise, users have to install the corresponding DPI-SSL certificates manually if they want to bypass this step.
by downloading the corresponding certificate, and then installing it.

To simplify the procedure so that clients can download and install the certificates automatically, DPI-SSL
enforcement is necessary.

@ Manage Licenses.
Enforce the DPI-SSL Enforcement Service per zone from the Network = Zones page.

DPI-SSL Enforcement Status

Status Licensad

DPI-SSL Enforcement

o Name Address Detail Type Zone Configure
> 1 DPI-SSL Enforcement List Group @2

1 =
> 2 Excluded from DPI-S5L Enforcement List Group @ @@

ACCEPT CANCEL
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Topics:
e Links on page 103
e DPI-SSL Enforcement Status on page 103

e DPI-SSL Enforcement on page 103

Links

G:) Manage Licenses.

Enforce the DPI-SSL Enforcement Service per zone from the Network = Zones page.

The top of the Security Services > DPI-SSL Enforcement page displays links for:
e Viewing and managing licenses.

e Displaying the MANAGE | System Setup > Network > Zones page where you can configure DPI-SSL
Enforcement Service per zone.

DPI-SSL Enforcement Status

The DPI-SSL Enforcement Status section shows the licensing status of the DPI-SSL Enforcement Status feature.

DPI-SSL Enforcement Status

Status Licensed

DPI-SSL Enforcement

The DPI-SSL Enforcement section contains the lists of addresses included in and excluded from DPI-SSL
enforcement.

DPI-SSL Enforcement

L Name Address Detail Type Zone Configure
r 1 DPI-55L Enforcement List Group @a
> 2 Excluded from DPI-55L Enforcement List Group @) 2)*

Managing DPI-SSL Enforcement

On the MANAGE | Security Configuration > Security Services > DPI-SSL Enforcement page, you can add, edit,
and delete items on:

e DPI-SSL Enforcement List

e Excluded from DPI-SSL Enforcement List
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Topics:

Editing a DPI-SSL Enforcement List on page 104

Adding a Policy to a DPI-SSL Enforcement List on page 104
Editing a DPI-SSL Enforcement Policy on page 105
Managing Zones for DPI-SSL Enforcement on page 105

Editing a DPI-SSL Enforcement List

To edit a DPI-SSL enforcement list:

1
2
3

Navigate to the MANAGE | Security Configuration > Security Services > DPI-SSL Enforcement page.
Scroll to the DPI-SSL Enforcement section.

Click the Edit icon next to the list to which you want to edit. The Edit Address Object Group dialog
displays.

Select the address objects to be added from the left column. Multiple address objects can be selected at
one time.

Click the Right Arrow.
To delete an address object from the group, select the address object and click the Left Arrow.

Click OK.

Adding a Policy to a DPI-SSL Enforcement List

To add new policies to DPI-SSL enforcement list:

1
2

TN NNT, BN

Navigate to the MANAGE | Security Configuration > Security Services > DPI-SSL Enforcement page.
Scroll to the DPI-SSL Enforcement section.

Click the Add icon next to the list to which you want to add a policy. The Add Address Object dialog
displays.

Enter a friendly name for the server in the Name field.
From Zone Assignment, select the server’s zone.
Select the type of host from Type. The following setting(s) change, depending on the host type selected.
If you selected:
e Host (default) — Enter the IP address in the IP Address field.

e Range — Enter the starting and ending IP addresses in the Starting IP Address and Ending IP
Address fields.

Click OK.
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Editing a DPI-SSL Enforcement Policy

To edit a DPI-SSL enforcement policy:
1 Navigate to the MANAGE | Security Configuration > Security Services > DPI-SSL Enforcement page.
2 Scroll to the DPI-SSL Enforcement section.
3 Click the Edit icon next to the a policy you want to edit. The Edit Address Object dialog displays.
4 Update the values you want to change.

5 Click OK.

Managing Zones for DPI-SSL Enforcement

Use the MANAGE | System Setup > Network > Zones page to manage DPI-SSL enforcement for specific zones.
For more information about zones, see SonicOS 6.5 NSv System Setup.
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Activating SonicWall Client
Anti-Virus

Topics:
e Security Services > Client AV Enforcement

e Configuring Client Anti-Virus Service

Security Services > Client AV Enforcement

By their nature, anti-virus products typically require regular, active maintenance on every PC. When a new virus
is discovered, all anti-virus software deployed within an organization must be updated with the latest virus
definition files. Failure to do so severely limits the effectiveness of anti-virus software and disrupts productive
work time. With more than 50,000 known viruses and new virus outbreaks occurring regularly, the task of
maintaining and updating virus protection can become unwieldy. Unfortunately, many small to medium
businesses do not have adequate IT staff to maintain their anti-virus software. The resulting gaps in virus
defenses might lead to data loss and decreased employee productivity.

The widespread outbreaks of viruses, such as NIMDA and Code Red, illustrate the problematic nature of virus
defense for small and medium businesses. Users without the most current virus definition files allow these
viruses to multiply and infect many other users and networks. SonicWall Client Anti-Virus prevents occurrences
like these and offers a new approach to virus protection. The SonicOS NSv constantly monitors the version of
the virus definition file and automatically triggers download and installation of new virus definition files to each
user’s computer. In addition, the firewall restricts each user’s access to the Internet until they are protected,
therefore acting as an enforcer of the company’s virus protection policy. This new approach ensures the most
current version of the virus definition file is installed and active on each PC on the network, preventing a rogue
user from disabling the virus protection and potentially exposing the entire organization to an outbreak.

@ NOTE: You must purchase an Anti-Virus subscription to enforce Anti-Virus through the firewall’s
management interface.

SonicOS NSv supports both McAfee and Kaspersky client anti-virus for client AV enforcement. These services
are licensed separately, allowing you to purchase the desired number of each license for your deployment.
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Configuring Client Anti-Virus Service

For information on activating Network Anti-Virus Service, see Activating the Gateway Anti-Virus, Anti-Spyware,
and IPS License.

G) Manage Licenses.

Enforce the Client Anti-Virus Service per zone from the Network = Zones page.

McAfee Client AV Status SentinelOne Client AV Status
Status Licensed Status Licensed
License Count: 5 License Count: 10
Expiration Date: 12/10/2018 Expiration Date: 05/06/2018
Click r‘e to Manage Mchfes AV Settings, Create Reports and/or Custom Click r'e to Manage SentinelOne AV Ssttings, Create Reports and/or Custom
Policies. Policies.

Client Anti-Virus Policies

|| Disable policing from Trusted to Public
| Switch McAfee AV to Kaspersky AV for clients on Kaspersky enforcement list
Days before forcing update:
Force update on alert:
] Low Risk
¢ Meadium Risk

¥ High Risk

Client Anti-Virus Enforcement

b o# Name Address Detail Type Zone

Configure
r 1 Mchfee Client AV Enforcement List Group .__é__. { .i.'_.
k2 Excluded from McAfee Client AV Enforcement List Group I._%_.I I-E-I
L SentinelOne Client AV Enforcement List Group .__%__. [ -E.'_.
b a ﬁluded from SentinelOne Client AV Enforcement Group .__%__. @
ACCEPT CAMNCEL
Topics:

e (lient AV Status on page 108
e (Client Anti-Virus Policies on page 108

e (Client Anti-Virus Enforcement on page 109
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Client AV Status

G) Manage Licenses.

Enforce the Client Anti-Virus Service per zone from the Network = Zones page.

McAfee Client AV Status SentinelOne Client AV Status
Status Licensed Status Licensed
License Count: 5 License Count: 10
Expiration Date: 12/10/2018 Expiration Date: 05/06/2018
Click he to Manage Mchfes AV Settings, Create Reports and/or Custom Click he to Manage SentinelOne AV Ssttings, Create Reports and/or Custom
Policies. Policies.

The Client AV Status section:

Displays information about whether the firewall is licensed, the number of licenses, and the date the
license expires.

Contains a link to login to MySonicWall for managing and reviewing detailed system and network
information. Clicking this link displays the Licenses > License Management page for MySonicWall login.

Contains a link to the MANAGE | System Setup > Network > Zones page for configuring Client AV on a
per-zone basis.

Client Anti-Virus Policies

Client Anti-Virus Policies

| Disable policing from Trusted to Public
[ sSwitch McAfee AV to Kasparsky AV for clients on Kaspersky enforcement list

Days before forcing update:

Force update on alert:

] Low Risk

[ Medium Risk
¥/ High Risk

The following features are available in the Client Anti-Virus Policies section:

Disable policing from Trusted to Public - Cleared, this option enforces anti-virus policies on computers
located on Trusted zones. Choosing this option allows computers on a trusted zone (such as a LAN) to
access computers on public zones (such as DMZ), even if anti-virus software is not installed on the LAN
computers.

Switch McAfee AV to Kaspersky AV for clients on Kaspersky enforcement list - When selected, uses
Kaspersky AV for clients on the Kaspersky enforcement list instead of McAfee AV.

Days before forcing update - This feature defines the maximum number of days of access to the Internet
before the SonicWall requires the latest virus date files to be downloaded. Select from 0 to 5 days; 5 is
the default.

Force update on alert - SonicWall broadcasts virus alerts to all SonicWall appliances with an Anti-Virus
subscription. Three levels of alerts are available, and you might select more than one. When an alert is
received with this option selected, users are upgraded to the latest version of VirusScan ASaP before they
can access the Internet. This option overrides the maximum number of days allowed before forcing
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update selection. In addition, every virus alert is logged, and an alert message is sent to the
administrator.

e Low Risk - A virus that is not reported in the field and is considered unlikely to be found in the
field in the future has a low risk. Even if such a virus includes a very serious or unforeseeable
damage payload, its risk is still low. This option is not selected by default.

e Medium Risk - If a virus is found in the field, and if it uses a less common infection mechanism, it
is considered to be medium risk. If its prevalence stays low and its payload is not serious, it can be
downgraded to a low risk. Similarly it can be upgraded to high risk if the virus becomes more and
more widespread. This option is selected by default.

e High Risk - To be assigned a high risk rating, it is necessary that a virus is reported frequently in
the field. Additionally, the payload must have the ability to cause at least some serious damage. If
it causes very serious or unforeseeable damage, high risk might be assigned even with a lower
level of prevalence. This option is selected by default.

Client Anti-Virus Enforcement

Client Anti-Virus Enforcement

L Name Address Detail Type Zone
L McAfee Client AV Enforcement List Group
k2 Excluded from McAfee Client AV Enforcement List Group
k3 SentinelOne Client AV Enforcement List Group

> 4

ACCEPT CANCEL

The Client Anti-Virus Enforcement table has two entries, both with a Type of Group:

Group

Excluded from SentinelOne Client AV Enforcement
List

e Third-party Client AV Enforcement List (where Third-party is McAfee or Kaspersky, depending on which
you use)

e Excluded from Client AV Enforcement List

To see the IP addresses associated with each entry, click the Expand icon. The Address Detail, Type, and Zone
for each entry displays. If you have not configured the enforcement list, clicking the Expand icon displays No
Entries.

To hide the IP addresses, click the Collapse icon.

You can edit or add to these two entries, but you cannot delete them.

Topics:
e Creating the Client AV Enforcement List
e Excluding Address Objects from the Client AV Enforcement List

e Protecting Computers Not In Either List
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Creating the Client AV Enforcement List

@ NOTE: Predefined Address Objects, such as interface IPs or the Default Gateway cannot be edited or
deleted individually; their Edit and Delete icons are dimmed. You remove a predefined Address Object
from the Client AV Enforcement List through editing the List itself. You can, however, edit or delete any
Address Object you have defined.

You need to configure the client AV enforcement list with the IP address of the address objects that are to have
Client AV enforced.

You can define ranges of IP addresses to receive Anti-Virus enforcement by creating an Address Object
containing a range of IP addresses. Any computer requiring enforcement needs a static IP address within the
specified range of IP addresses. Up to 64 IP address ranges can be entered for enforcement.

To create the client AV enforcement list from existing Address Objects:
1 Navigate to the MANAGE | Security Configuration > Security Services > Client AV Enforcement page.

2 Scroll to the Client Anti-Virus Enforcement section.

3 Click the Edit icon for the Third-party Client AV Enforcement List. The Edit Address Object Group dialog

displays.
Name: Mcafee Client AV Enforcems:
X0 IP - Default Gateway -
X11IP Default Active WAN IP

X1 Default Gateway
UiIp

Dial-Up Default Gateway

Test1 =

Nx Address Pool
X3 IP
X4 1P - -

4 Select the IP address(es) to have client AV enforcement from the list on the left.
5 Click the Right Arrow to move the entries to the list on the right.
6 When finished adding Address Objects, click OK.

To add an Address Object to the Client AV Enforcement List:
1 Navigate to the MANAGE | Security Configuration > Security Services > Client AV Enforcement page.
2 Scroll to the client Anti-Virus Enforcement section.

3 Click the Add icon for the Third-party Client AV Enforcement List. The Add Address Object dialog

displays.
Name: | |
Zone Assignment: | LAN v |
Type: [Host v
IF Address: | |

Enter a friendly name in the Name field.

Select the zone from the Zone Assignment drop-down menu.
Select the type from the Type drop-down menu.

Enter the IP address of the Address Object in the IP Address field.

0 N o v b

Click OK.
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Excluding Address Objects from the Client AV
Enforcement List

SonicWall Client Anti-Virus currently supports Windows platforms. To access the Internet, computers with other
operating systems must be exempt from Anti-Virus policies.

A

®

To ensure full network protection from virus attacks, it is recommended that only servers and
unsupported machines be excluded from protection and that third-party anti-virus software is installed
on each machine before excluding that machine from Anti-Virus enforcement.

NOTE: Predefined Address Objects, such as interface IPs or the Default Gateway cannot be edited or
deleted individually; their Edit and Delete icons are dimmed. You remove a predefined Address Object
from the Excluded from Client AV Enforcement List through editing the List itself. You can, however, edit
or delete any Address Object you have defined.

To define excluded Address Objects:

1
2
3

4
5
6

Navigate to the MANAGE | Security Configuration > Security Services > Client AV Enforcement page.
Scroll to the client Anti-Virus Enforcement section.

Click the Edit icon for the Excluded from Client AV Enforcement List. The Edit Address Object Group
displays.

Name: [Excluded from Client AV Enfc
X0 IP - &
X11IP
Default Gateway

Default Active WAM IP
X1 Default Gateway

uoIP

Dial-Up Default Gateway

Testl
Nx Address Pool - -

Select the Address Object(s) to be excluded from the list on the left.
Click the Right Arrow to move the objects to the list on the right.
When finished excluding Address Objects, click OK.

To add an Address Object to the Excluded Client AV Enforcement List:

1
2
3

Navigate to the MANAGE | Security Configuration | Security Services > Client AV Enforcement page.
Scroll to the client Anti-Virus Enforcement section.

Click the Add icon for the Excluded from Client AV Enforcement List. The Add Address Object dialog
displays.

Name: | |
Zone Assignment: | LAN v |
Type: | Host v
IP Address: | |

Enter a friendly name in the Name field.
Select the zone from the Zone Assignment drop-down menu.

Select the type from the Type drop-down menu.
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7 Enter the IP address of the Address Object in the IP Address field.
8 Click OK.

To add an Address Object to the Excluded from Client AV Enforcement List:
1 Scroll to the client Anti-Virus Enforcement section.

2 Click the Add icon for the Excluded from Client AV Enforcement List. The Add Address Object dialog

displays.
Name: | |
Zone Assignment: | LAN v |
Type: | Host v |
IP Address: | |

Enter a friendly name in the Name field.

Select the zone from the Zone Assignment drop-down menu.
Select the type from the Type drop-down menu.

Enter the IP address of the Address Object in the IP Address field.

N oo o bW

Click OK.

Protecting Computers Not In Either List

For those computers not included in either enforcement list, you can specify the type of default enforcement to
be applied to them.
To specify a default enforcement to computers not in an enforcement list:

1 Scroll to the client Anti-Virus Enforcement section.

2 Scroll to the bottom of the Security Services > Client AV Enforcement page.

For computers whose addresses do not fall in any of the above lists, the default enforcement is

3 Select the type of default enforcement from the For computers whose addresses do not fall in any of
the above lists, the default enforcement is drop-down menu:

* None (default)

e Third-party anti-virus program (McAfee or Kaspersky, depending on your system)
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Configuring Client CF Enforcement

e Security Services > Client CF Enforcement
e Enabling and Configuring Client CF Enforcement

e Enabling Client CFS in Network Zones

Security Services > Client CF Enforcement

SonicWall Client CF Enforcement provides protection and productivity policy enforcement for businesses,
schools, libraries and government agencies. SonicWall has created a revolutionary content filtering architecture,
utilizing a scalable, dynamic database to block objectionable and unproductive Web content.

Client CF Enforcement provides the ideal combination of control and flexibility to ensure the highest levels of
protection and productivity. Client CF Enforcement prevents individual users from accessing inappropriate
content while reducing organizational liability and increasing productivity. Web sites are rated according to the
type of content they contain. The Content Filtering Service (CFS) blocks or allows access to these web sites
based on their ratings and the policy settings for a user or group.

Businesses can typically control web surfing behavior and content when the browsing is initiated within the
perimeter of the security appliance by setting filter policies on the appliance. But when the same device exits
the perimeter, the control is lost. Client CF Enforcement kicks into action to address this gap, by blocking
objectionable and unproductive Web content outside the security appliance perimeter.

SonicWall security appliances working in conjunction with Client CF Enforcement automatically and consistently
ensure all endpoints have the latest software updates for the ultimate network protection. The client is
designed to work with both Windows and Mac PCs.

Client CF Enforcement consists of the following three main components:

e A Network Security Appliance running SonicOS NSv whose role is to facilitate and verify licensing of
CFS and to enable or disable enforcement and configure exclusions and other settings.

e Automatic triggering to install the Client CF Enforcement of any client attempting to access the Internet
without the client software installed is blocked from accessing Websites until it is installed.

e Administration of client policies and client groups using the cloud-based EPRS server accessed from
MySonicWall or from SonicOS NSv running on the appliance.

Topics:
e Enabling and Configuring Client CF Enforcement

e Enabling Client CFS in Network Zones

Enabling and Configuring Client CF Enforcement

This section describes how to enable and configure settings for Client CF Enforcement in SonicOS NSv.
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Client CF Enforcement must be enabled on the SonicWall appliance before users are presented with a Website
block page, which prompts the user to install the Client CF Enforcement.

@ NOTE: If the Content Filtering Client (CFS) is not activated on MySonicWall, you must activate it to enforce
client content filtering policies on client systems.

Configuring Client CF Enforcement in Security Services

To configure settings for Client CF Enforcement:

1 Navigate to the MANAGE | Security Configuration > Client CF Enforcement page.

G) Enforce the Client CF Enforcement Service per zone from the Network = Zones page.
Create client policies and generate reports using the Policy & Reporting Service by dicking here

Client CF Enforcement Policies

Grace Period: 5 days ¥

Client CF Enforcement Lists

b o# Name Address Detail Type Zone Configure
b1 Client CF Enforcement List Group l%,' %) (E}
k2 Excluded from Client CF Enforcement List Group

For computers whose addresses do not fall in any of the above lists, the default enforcement is | None L]

ACCEPT CANCEL

2 Under the Client CF Enforcement Policies section, select the number of days from the drop-down list for
the Grace Period during which CFS enforcement policies remain valid.

The Client CF Enforcement Lists section contains a table including the Client CFS Enforcement List and
the Excluded from Client CF Enforcement List.

To configure either of these tables, click the Configure icon for the list you wish to configure. The Edit
Address Object Group dialog displays. Select from the available list the values to include/not include for

the group.
Name: ICIient CF Enforcement List
LAN Subnets - Default Gateway -
Firewalled Subnets Default VPN Gateway

LAN Interface IP
WAN Subnets
WAN Interface IP

DMZ Subnets

DMZ Interface IP
WLAN Subnets

WLAN Interface IP
all WaN IP v b

3 For the Client CF Enforcement List and Excluded from Client CF Enforcement List. If you have made any
entries in these lists, you can click the arrow next to the list title to display the entries. To add entries to
either list, click the Configure icon in that row.

4  For the field labeled For computers whose addresses do not fall in any of the above lists, the default
enforcement is, select Client CF Enforcement from the drop-down list. This is located below the Client CF
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Enforcement Lists section. Selecting this prompts all other computers connecting to the Internet through
the appliance to install the Enforced Client. You can select None from the drop-down list if you only want
to enforce the service on computers that you have configured.

5 Click ACCEPT.

Enabling Client CFS in Network Zones

Client Content Filtering is enforced on a per-zone basis.

To enforce CFS on a per-zone basis:

1 At the top of the Security Services > Client CF Enforcement page, click the Network > Zones link in the

Note.
(:D Enforce the Client CF Enforcement Service per zone from the Metwork = Zones page.
Create client policies and generate reports using the Policy & Reporting Service by dicking here
The Network > Zones page displays.
@ add (O oelete » | Search... view Al Typess « (5
(] Manwe Security Type Member Tnleraces Tnterface Trust Client AV Chient OF Gateway AV Anti-Spryware wms App Cantral &L Comtrod SSILVPN Access Conligure.
1 LAN Trusted X0, 62, X3, 45, %6,7 @ (-] [] L] -] [ e
2 wen Urenusted % L] L] L] L] &
3 oMz Pubbe (-] &
4w Encrypeed &
5 SELVPN SELVPN (-] i
6 MULTICAST Urerusted i
7 WLAN Wireless ¥
8 Tex2 Puble -] ] Ain
9 Testd Public (-] 2
10 5MA Test Fublc -] -] L] k)
Tatak: 10 item(s)
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2 Click Configure for the zone on which you want to enforce the Client Content Filtering Service. The Add
Zone dialog appears.

General Settings

Name: LAN

Security Type: Trusted v

m

¥/ Allow Interface Trust

¥ Auto-generate Access Rules to allow traffic between zones of the same trust level

1#| Auto-generate Access Rules to allow traffic to zones with lower trust level

1# Auto-generate Access Rules to allow traffic from zones with higher trust level

v Auto-generate Access Rules to deny traffic from zones with lower trust level
| Enable Client AV Enforcement Service
I Enable Client CF Service

¥/ Enable SSLVPN Access

| Create Group VPN [ Enable SSL Control
¥ Enable Gateway Anti-Virus Service ¥ Enable IPS
I# Enable Anti-Spyware Service 1# Enable App Control Service

3 Select Enable Client CF Service.
4 Click OK.
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Managing SonicWall Gateway
Anti-Virus Service

e About SonicWall Gateway Anti-Virus Service on page 117
e Setting Up SonicWall Gateway Anti-Virus Protection on page 122
e Viewing SonicWall GAV Signatures on page 132

About SonicWall Gateway Anti-Virus
Service

SonicWall Gateway Anti-Virus (GAV) service delivers real-time virus protection directly on the SonicWall security
appliance by using SonicWall’s IPS-Deep Packet Inspection v2.0 engine to inspect all traffic that traverses the
SonicWall gateway. Building on SonicWall’s reassembly-free architecture, SonicWall GAV inspects multiple
application protocols, as well as generic TCP streams, and compressed traffic. Because SonicWall GAV does not
have to perform reassembly, there are no file-size limitations imposed by the scanning engine. Base64 decoding,
ZIP, LHZ, and GZIP (LZ77) decompression are also performed on a single-pass, per-packet basis.

SonicWall GAV delivers threat protection by matching downloaded or emailed files against an extensive and
dynamically updated database of threat virus signatures. Virus attacks are caught and suppressed before they
travel to desktops. New signatures are created and added to the database by a combination of SonicWall’s
SonicAlert Team, third-party virus analysts, open source developers, and other sources.

SonicWall GAV can be configured to protect against internal threats as well as those originating outside the
network. It operates over a multitude of protocols including SMTP, POP3, IMAP, HTTP, FTP, NetBIOS, instant
messaging and peer-to-peer applications, and dozens of other stream-based protocols, to provide you with
comprehensive network threat prevention and control. Because files containing malicious code and viruses can
also be compressed and therefore inaccessible to conventional anti-virus solutions, SonicWall GAV integrates
advanced decompression technology that automatically decompresses and scans files on a per-packet basis.

SonicWall GAV parses supported email protocols for the header fields to, cc, and bcc. The information in these
fields are displayed and logged in Capture ATP for both sender and receiver.

Topics:
e SonicWall GAV Multi-Layered Approach
e SonicWall GAV Architecture
e Activating the Gateway Anti-Virus, Anti-Spyware, and IPS License
e Setting Up SonicWall Gateway Anti-Virus Protection

e Viewing SonicWall GAV Signatures
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SonicWall GAV Multi-Layered Approach

SonicWall GAV delivers comprehensive, multi-layered anti-virus protection for networks at the desktop, the
network, and at remote sites; see SonicWall GAV Multi-layer Approach. SonicWall GAV enforces anti-virus
policies at the gateway to ensure all users have the latest updates and monitors files as they come into the

network.

SonicWall GAV Multi-layer Approach

Remote Site Gateway
Enforced Protection

File Download Protection

Topics:

Remote Site Protection
Internal Network Protection
HTTP File Downloads
Server Protection

Cloud Anti-Virus Database

SonicWall SonicOS NSv 6.5 Administration
Managing SonicWall Gateway Anti-Virus Service

118



Remote Site Protection

Remove Site Protection

Central Site
Sunnyvale, CA

el Smessm fmwst  mmessy o

1 Users send typical e-mail and files between remote sites and the corporate office.

2 SonicWall GAV scans and analyses files and e-mail messages on the SonicWall security appliance.
3 Viruses are found and blocked before infecting remote desktop.

4 The virus is logged, and an alert is sent to the administrator.

Internal Network Protection

Internal Network Protection

Ej Virus Discarded
&) Alert Logged

—

/eE . waal
_-___._n-""

a —

o of | dof 0| b=fo9 Aot | HET

Marketing Zone Engineering Zone Visitor Zone Sales Zone Server Zone

1 Internal user contracts a virus and releases it internally.

2 Allfiles are scanned at the gateway before being received by other network users.
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3 If avirusis found, the file is discarded.

4 The virus is logged, and an alert is sent to the administrator.

HTTP File Downloads

HTTP File Downloads

Infected Flle

HTTP Request
Web Server Eﬁ Virus Discarded
Alert L d
e o o & Alert Loge
T
LAN

Client makes a request to download a file from the Web.

The file is downloaded through the Internet.
The file is analyzed the SonicWall GAV engine for malicious code and viruses.

If a virus is found, the file 8 is discarded.

u A W N

The virus is logged, and an alert is sent to the administrator.

Server Protection

Server protection

Infected Email

Infected Client w Virus Discarded
m Alert Logged

1 Outside user sends an incoming email.

2 The email is analyzed by the SonicWall GAV engine for malicious code and viruses before being received
by the email server.

3 If avirusis found, the threat is prevented.

4 The email is returned to the sender, the virus is logged, and an alert sent to the administrator.
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Cloud Anti-Virus Database

The Cloud Gateway Anti-Virus feature introduces an advanced malware scanning solution that compliments and
extends the existing Gateway Anti-Virus scanning mechanisms present on SonicWall firewalls to counter the
continued growth in the number of malware samples in the wild.

Cloud Gateway Anti-Virus expands the Reassembly Free Deep Packet Inspection engine capabilities by
consulting with the data center-based malware analysis servers. This approach keeps the foundation of
RFDPI-based malware detection by providing a low-latency, real-time solution that is capable of scanning
unlimited numbers of files of unlimited size on all protocols that are presently supported without adding any
significant incremental processing overhead to the appliances themselves. With this additional layer of security,
SonicWall’s Next Generation Firewalls are able to extend their current protection to cover multiple millions of
pieces of malware.

SonicWall GAV Architecture

SonicWall GAV is based on SonicWall's high performance DPIv2.0 engine (Deep Packet Inspection version 2.0)
engine, which performs all scanning directly on the SonicWall security appliance. SonicWall GAV includes
advanced decompression technology that can automatically decompress and scan files on a per-packet basis to
search for viruses and malware; see SonicWall GAV Architecture. The SonicWall GAV engine can perform base64
decoding without ever reassembling the entire base64 encoded mail stream. Because SonicWall's GAV does not
have to perform reassembly, there are no file-size limitations imposed by the scanning engine. Base64 decoding
and ZIP, LHZ, and GZIP (LZ77) decompression are also performed on a single-pass, per-packet basis. Reassembly
free virus scanning functionality of the SonicWall GAV engine is inherited from the Deep Packet Inspection
engine, which is capable of scanning streams without ever buffering any of the bytes within the stream.

SonicWall GAV Architecture

Packet Path
Start Stage . Protocol State Email Format | \h.omnressio Scannin brevention
¥ machine T} Decoding = 9 .y Preventio
Actions I I I I I I
F“!:-Et Web Traffic Reassemble - Gan?wa? Prevent
Emat Free Basefid Anti - ‘_-"IFUS )
e Deceding Scanning with
o Deep Packet Al
-P2p SMTP - Email Inspection ow
- etc
E—
Free ZIP
IMAP / POP3 Decompression
Reassembly -
FTP -Files Free GZIP
Decompression
TCP Stream

Building on SonicWall's reassembly-free architecture, GAV has the ability to inspect multiple application
protocols, as well as generic TCP streams, and compressed traffic. SonicWall GAV protocol inspection is based on
high performance state machines which are specific to each supported protocol. SonicWall GAV delivers
protection by inspecting over the most common protocols used in today's networked environments, including
SMTP, POP3, IMAP, HTTP, FTP, NetBIOS, instant messaging and peer-to-peer applications and dozens of other
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stream-based protocols. This closes potential backdoors that can be used to compromise the network while also
improving employee productivity and conserving Internet bandwidth.

@ TIP: If your SonicWall security appliance is connected to the Internet and registered at mySonicWall.com,
you can activate a 30-day FREE TRIAL of SonicWall Gateway Anti-Virus, SonicWall Anti-Virus, and
SonicWall Intrusion Prevention Service separately from the Security Services > Gateway Anti-Virus,
Security Services > Anti-Spyware, and Security Services > Intrusion Prevention pages in the management
interface.

Activating the Gateway Anti-Virus,
Anti-Spyware, and IPS License

Your appliance must be registered on MySonicWall to use these security services. See your Getting Started
Guide for information on creating a MySonicWall account and registering your appliance. For information about
upgrading the services in a closed environment, see SonicOS 6.5 NSv Updates administration
documentation.

Because SonicWall Anti-Spyware is part of SonicWall Gateway Anti-Virus, Anti-Spyware, and Intrusion
Prevention Service, the Activation Key you receive is for all three services on your SonicWall security appliance.

If you do not have a SonicWall Gateway Anti-Virus, Anti-Spyware, and Intrusion Prevention Service. license
activated on your SonicWall security appliance, you must purchase it from a SonicWall reseller or through your
mySonicWall.com account (limited to customers in the USA and Canada).

Activating FREE TRIAL Versions

You can try FREE TRIAL versions of SonicWall Gateway Anti-Virus, SonicWall Anti-Spyware, and SonicWall
Intrusion Prevention Service. For information about activating a free trial of any or all of the Security Services,
go to MySonicWall or see the Getting Started Guide for your appliance.

Setting Up SonicWall Gateway Anti-Virus
Protection

Activating the SonicWall Gateway Anti-Virus license on your SonicWall security appliance does not
automatically enable the protection.
To configure SonicWall Gateway Anti-Virus:

1 Enable SonicWall Gateway Anti-Virus.

2 Apply SonicWall Gateway Anti-Virus Protection to zones.

Topics:
e Security Services > Gateway Anti-Virus Page
e Enabling SonicWall GAV
e Applying SonicWall GAV Protection on Zones
e Viewing SonicWall GAV Status Information

e Specifying Protocol Filtering
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e Configuring Gateway AV Settings

e Configuring Cloud Gateway AV

Security Services > Gateway Anti-Virus Page

The Security Services > Gateway Anti-Virus page provides the settings for configuring SonicWall GAV on your
SonicWall security appliance as well as displays both the anti-virus status and the anti-virus signatures.

@ MNote: Enable the Gateway Anti-Virus per zone from the Network = Zones page.

Gateway Anti-Virus Status

Signature Dakzbase:

Downloaded
Signature Database Timestamp: UTC 08/14/2017 16:55:17.000 = UPDATE
Last Checked: 08/15/2017 12:17:58.080
‘Gateway Anti-Wirus Expiration Date: 05/24/2017

Gateway Anti-Virus Global Settings

I Enable Gateway Anti-Virus

Protocols HTTP FTR TMAP SMTP POP3 CIFS/Nethios TCP Stream
Enable Inbound Inspection 5] [ I [#1 5] (] (]
Enablz Outbound Inspection (] (] (] (]
Protocol Settings | SETTINGS | | SETTINGS | | SETTINGS | | SETTINGS | | SETTINGS | | SETTINGS |
CONFIGURE GATEWAY AV SETTINGS ‘ ‘ RESET GATEWAY AV SETTINGS ‘
Cloud Anti-Virus Global Settings
#  Enable Cloud Anti-Virus Database *
(0 signatures available on the doud AV Datzbase.)
CLOUD AV DB EXCLUSION SETTINGS ‘
Gateway Anti-Virus Signatures Fems[i  |t050(0f22993) [« [n]n
View Styls:  Filter/By First letter: | All Signatures ¥ | 22993 malware family signatures Lookup Signatures Containing String: I:I P
# Name . Enable
1 007SpySoftG (Trojan) 7l
2 4Shared (Adware) I+
3 45hared.A_41 {Adware) IEd
4 45hared.AJPO (Trojan) ¥
% 4Shared . AKPO (Trojan)

=]

ACCEPT CANCEL

Enabling SonicWall GAV

You must select Enable Gateway Anti-Virus in the Gateway Anti-Virus Global Settings section to enable
SonicWall GAV on your SonicWall security appliance.

Gateway Anti-Virus Global Settings

[ Enable Gateway Anti-\irus
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You must specify the zones you want SonicWall GAV protection on the System Setup | Network > Zones page.

Applying SonicWall GAV Protection on Zones

You apply SonicWall GAV to zones when you add or edit a zone on the Network > Zones page. From the Security
Services > Gateway Anti-Virus page, you can quickly display the Network > Zones page by clicking the link in the
Note: Enable the Gateway Anti-Virus per zone from the Network > Zones page.
in the Gateway Anti-Virus Status section.

NOTE: For instructions on applying SonicWall GAV protection to zones, refer to Applying SonicWall GAV
Protection on Zones.

Viewing SonicWall GAV Status Information

The Gateway Anti-Virus Status section shows the state of the anti-virus signature database, including the
database's timestamp, and the time the SonicWall signature servers were last checked for the most current
database version. The SonicWall security appliance automatically attempts to synchronize the database on
startup, and once every hour.

Gateway Anti-Virus Status
Signature Database: Downloaded
Signature Database Timestamp: UTC 08/14/2017 16:56:17.000 = UPDATE
Last Checked: 08/15/2017 12:17:55.080
Gateway Anti-Virus Expiration Date: 09/24/2017
Topics:

e Checking the SonicWall GAV Signature Database Status

e Updating SonicWall GAV Signatures

Checking the SonicWall GAV Signature Database Status

The Gateway Anti-Virus Status section displays the following information:

e Signature Database indicates whether the signature database needs to be downloaded or has been
downloaded.

e Signature Database Timestamp displays the last update to the SonicWall GAV signature database, not
the last update to your SonicWall security appliance.

e Last Checked indicates the last time the SonicWall security appliance checked the signature database for
updates. The SonicWall security appliance automatically attempts to synchronize the database on
startup, and once every hour.

e Gateway Anti-Virus Expiration Date indicates the date when the SonicWall GAV service expires. If your
SonicWall GAV subscription expires, the SonicWall IPS inspection is stopped and the SonicWall GAV
configuration settings are removed from the SonicWall security appliance. These settings are
automatically restored after renewing your SonicWall GAV license to the previously configured state.

The Gateway Anti-Virus Status section displays Note: Enable the Gateway Anti-Virus per
zone from the Network > Zones page. Clicking on the Network > Zones link displays the
Network > Zones page for applying SonicWall GAV on zones.

@ NOTE: For instructions on applying SonicWall GAV protection to zones, refer to Applying SonicWall GAV
Protection on Zones.
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Updating SonicWall GAV Signatures

By default, the SonicWall security appliance running SonicWall GAV automatically checks the SonicWall
signature servers once an hour. There is no need for an administrator to constantly check for new signature
updates. You can also manually update your SonicWall GAV database at any time by clicking Update located in
the Gateway Anti-Virus Status section.

SonicWall GAV signature updates are secured. The SonicWall security appliance must first authenticate itself
with a pre-shared secret, created during the SonicWall Distributed Enforcement Architecture licensing
registration. The signature request is transported through HTTPS, along with full server certificate verification.

Specifying Protocol Filtering

Protocols HTTP FTP IMAP SMTP poP2 CIFS/Nethios TCP Stream
Enable Inbound Inspection < # i I < (] (]
Enable Outbound Inspection (] (] =] (]
Protocol Settings | SETTINGS | SETTINGS | | SETTINGS | SETTINGS | | SETTINGS | | SETTINGS |
CONFIGURE GATEWAY AV SETTINGS ‘ ‘ RESET GATEWAY AV SETTINGS ‘

Application-level awareness of the type of protocol that is transporting the violation allows SonicWall GAV to
perform specific actions within the context of the application to gracefully handle the rejection of the payload.

Topics:
e Enabling Inbound Inspection
e Enabling Outbound Inspection
® Restricting File Transfers

e Resetting Gateway AV Settings

Enabling Inbound Inspection

By default, SonicWall GAV inspects all inbound HTTP, FTP, IMAP, SMTP and POP3 traffic. Generic TCP Stream can
optionally be enabled to inspect all other TCP based traffic, such as non-standard ports of operation for SMTP
and POP3, and IM and P2P protocols.

Within the context of SonicWall GAV, the Enable Inbound Inspection protocol traffic handling refers to the
following; see Inspection of Inbound Traffic: SMTP vs. All Other Traffic:

e Non-SMTP traffic initiating from a Trusted or Encrypted zone destined to any zone.
e Non-SMTP traffic from a Public zone destined to an Untrusted zone.
e SMTP traffic initiating from a non-Trusted zone destined to a Trusted, Encrypted, or Public zone.

e SMTP traffic initiating from a Trusted, or Encrypted zone destined to a Trusted or Encrypted zone.
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Inspection of Inbound Traffic: SMTP vs. All Other Traffic

SMTP Traffic
To Trusted Encrypted Public Untrusted
From
Trusted Y v
Encrypted Vv v
Public v v
Untrusted v v
All Other Traffic
To Trusted Encrypted Public Untrusted
From
Trusted v
Encrypted V
Public
Untrusted

Enabling Outbound Inspection

The Enable Outbound Inspection feature is available for HTTP, FTP, SMTP, and TCP traffic.

Restricting File Transfers

For each protocol, except TCP Stream, you can restrict the transfer of files with specific attributes by clicking on
Settings under the protocol in the Gateway Anti-Virus Global Settings section.

FTP Settings

[} Restrict Transfer of password-protected ZIP files

[] Restrict Transfer of MS-Office type files containing macros (VBA 5 and above)

O

Restrict Transfer of packed executable files (UPX, FSG, etc.)

Exclusion Settings

| --Select an address object -- r

Topics:
e FTP Settings

e Exclusion Settings

FTP Settings

These restrict-transfer FTP Settings include:

e Restrict Transfer of password-protected Zip files - Disables the transfer of password protected ZIP files
over any enabled protocol. This option only functions on protocols (for example, HTTP, FTP, SMTP) that
are enabled for inspection.
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e Restrict Transfer of MS-Office type files containing macros (VBA 5 and above) - Disables the transfers of
any MS Office 97 and above files that contain VBA macros.

e Restrict Transfer of packed executable files (UPX, FSG, etc.) - Disables the transfer of packed executable
files.

Packers are utilities that compress and sometimes encrypt executables. Although there are legitimate
applications for these, they are also sometimes used with the intent of obfuscation, so as to make the
executables less detectable by anti-virus applications. The packer adds a header that expands the file in
memory, and then executes that file.

SonicWall Gateway Anti-Virus currently recognizes the most common packed formats: UPX, FSG,
PKLite32, Petite, and ASPack. Additional formats are dynamically added along with SonicWall GAV
signature updates.

Exclusion Settings

e Drop-down menu — Excludes the selected address object from the restrict-transfer FTP settings.

Resetting Gateway AV Settings

1 Toreset all Gateway Anti-Virus (AV) settings to factory default values, click Reset Gateway AV Settings. A
confirmation message displays.

Warning! All GAV Settings will be reset to factory default values.

Please Click '"OK’ to confirm.

OK | Cancel |

2 Click OK.
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Configuring Gateway AV Settings
Clicking Configure Gateway AV Settings at the bottom of the Gateway Anti-Virus Global Settings section

displays the Gateway AV Configuration View dialog, which allows you to configure clientless notification alerts
and create a SonicWall GAV exclusion list.

Gateway AV Settings

| Disable SMTP Responses

¢ Disable detection of EICAR test virus

¥/ Enable HTTP Byte-Range requests with Gateway AV
[ Enable FTP 'REST' requests with Gateway AV

¥ Do not scan parts of files with high compression ratios
) Block files with multiple levels of zip/gzip compression

[Tl Enable detection-only mode

HTTP Clientless Notification

#| Enable HTTP Clientless Notification Alerts

Message to Display when Blocking
This request is blocked by the Firewall Gateway Anti-Virus Service.

Gateway AV Exclusion List

| Enable Gateway AV Exclusion List

“ Use Address Range

From Address To Address Configure
Mo Entries
ADD DELETE ALL
Topics:

e Configuring Gateway AV Settings
e Configuring HTTP Clientless Notification

e Configuring a Gateway AV Exclusion List
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Configuring Gateway AV Settings

X N K & [

0O

(]

Gateway AV Settings

Disable SMTP Responses

Disable detection of EICAR test virus

Enzable HTTP Byte-Range requests with Gateway AV
Enable FTP 'REST' requests with Gataway AV

Do not scan parts of files with high compression ratios
Black files with multiple levels of zip/gzip compression

Enable detection-only mode

To configure Gateway AV options:

1

To suppress the sending of e-mail messages (SMTP) to clients from SonicWall GAV when a virus is
detected in an e-mail or attachment, select Disable SMTP Responses. This option is not selected by
default.

The EICAR Standard Anti-Virus Test file is a special virus simulator file that checks and confirms the
correct operation of the SonicWall Gateway AV service. To suppresses the detection of the EICAR, select
Disable detection of EICAR test virus. This option is selected by default.

To allow the sending of byte serving, the process of sending only a portion of an HTTP message or file,
select Enable HTTP Byte-Range requests with Gateway AV. This option is selected by default.

The SonicWall Gateway Anti-Virus (GAV) security service, by default, suppresses the use of HTTP
Byte-Range requests to prevent the sectional retrieval and reassembly of potentially malicious content.
This is done by terminating the connection and thus preventing the user from receiving the malicious
payload. By enabling this setting you override this default behavior.

To allow the use of the FTP REST request to retrieve and reassemble sectional messages and files, select
Enable FTP ‘REST’ requests with Gateway AV. This option is selected by default.

The SonicWall GAV, by default, suppresses the use of the FTP 'REST' (restart) request to prevent the
sectional retrieval and reassembly of potentially malicious content. This is done by terminating the
connection and thus preventing the user from receiving the malicious payload. By enabling this setting
you override this default behavior.

To suppresses the scanning of files, or parts of files, that have high compression rates, select Do not scan
parts of files with high compression rates. This option is selected by default.

To block files containing multiple levels of zip and/or gzip compression, select Block files with multiple
levels of zip/gzip compression. This option is selected by default.

To have the Gateway AV service in detection-only mode, which only detects and logs virus traffic without
stopping such traffic, select Enable detection-only mode. This option is not selected by default.
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Configuring HTTP Clientless Notification

The HTTP Clientless Notification feature notifies users when GAV detects an incoming threat from an HTTP
server.

If this feature is disabled, when GAV detects an incoming threat from an HTTP server, GAV blocks the threat and
the user receives a blank HTTP page. Typically, users attempt to reload the page because they are not aware of
the threat. The HTTP Clientless Notification feature informs the user that GAV detected a threat from the HTTP
server.

@ | TIP: The HTTP Clientless Notification feature is also available for SonicWall Anti-Spyware.

To configure this feature.

1 Select Enable HTTP Clientless Notification Alerts. This option is selected by default.

HTTP Clientless Notification

¥ Enable HTTP Clientless Notification Alerts

Message to Display when Blocking
This request is blocked by the Firewall Gateway Anti-Virus Service.

e

2 Optionally, enter a message in the Message to Display when Blocking field. The default messageis This
request is blocked by the Firewall Gateway Anti-Virus Service.

@ TIP: You can configure a timeout for the HTTP Clientless Notification on the Security Services > Base Setup
page under the Security Services Settings heading.

Configuring a Gateway AV Exclusion List

Any IP addresses listed in the exclusion list bypass virus scanning on their traffic. The Gateway AV Exclusion List
section provides the ability to either select an Address Object or define a range of IP addresses whose traffic is
excluded from SonicWall GAV scanning.

Use caution when specifying exclusions to SonicWall GAV protection.

To add an IP address range for exclusion:

Gateway AV Exclusion List

[l Enable Gateway AV Exclusion List

Use Address Object

--Select an address object -- ¥

“ Use Address Range

From Address To Address Configure
Mo Entries
ADD DELETE ALL

1 Navigate to MANAGE | Security Configuration > Security Services > Gateway Anti-Virus.
2 Scroll to the Gateway Anti-Virus Global Settings section.
3 Click CONFIGURE GATEWAY AV SETTINGS.
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4 Select Enable Gateway AV Exclusion List in the Gateway AV Exclusion List section to enable the

exclusion list.
5 Select one of these:

e Use Address Object

a) Select an address object from the drop-down menu.

b) Go to Step 6.

e Use Address Range

a) Click Add. The Add GAV Range Entry dialog displays.

|IP Address From:

IF Address To:

b) Enter the IP address range in the IP Address From and IP Address To fields.

c) Click OK. Your IP address range appears in the Gateway AV Exclusion List table.

NOTE: To change an entry, click the Edit icon in the Configure column or to delete an entry,
click Delete. To delete all entries in the exclusion list, click Delete All.

6 Click OK.

Configuring Cloud Gateway AV

To enable the Cloud Gateway Anti-Virus feature:

1 Navigate to the Security Services > Gateway Anti-Virus > Cloud Anti-Virus Global Settings section.

Cloud Anti-Virus Global Settings

¥ Enable Cloud Anti-Virus Database *

CLOUD AV DB EXCLUSION SETTINGS

(0 signatures available on the cloud AV Database.)

2 Select Enable Cloud Anti-Virus Database. (This option is selected by default.)

Optionally, certain cloud-signatures can be excluded from being enforced to alleviate false positive problems or
to enable downloading specific virus files as necessary.
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To configure the exclusion list:

1

v b~ W N

Click CLOUD AV DB EXCLUSION SETTINGS. The Add Cloud AV Exclusion dialog displays.

Cloud AV Exclusions List

Cloud AV Signature 10 |54 531528 | ADD
List: 123975 -
54531529 UPDATE

REMOVE

REMOVE ALL

SIG INFO

{1

Enter the signature ID in the Cloud AV Signature ID field. The ID must be a numeric value.
Click ADD.
Repeat Step 2 and Step 3 for each signature ID to be added.
Optionally, to update a signature ID:
a Select the signature ID in the List field.
b Enter the updated signature in the Cloud AV Signature ID field.
¢ Click UPDATE.
Optionally, to delete:
e Asignature ID, select the ID in the List field, and then click REMOVE.
e All signatures, click REMOVE ALL.

Optionally, to view the latest information on a signature, select the signature ID in the list and click Sig
Info. The information for the signature is displayed on the SonicALERT website.

Click OK when you have finished configuring the Cloud AV exclusion list.

Viewing SonicWall GAV Signatures

The Gateway Anti-Virus Signatures section allows you to view the contents of the SonicWall GAV signature
database. All the entries displayed in the Gateway Anti-Virus Signatures table are from the SonicWall GAV
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signature database downloaded to your SonicWall security appliance. The number of malware family signatures
is displayed above the table.

Gateway Anti-Virus Signatures Items to 50 (of 22993) (i [+ [+ |[u
View Style:  Filter/By First letter: | All Signatures ¥ | 22993 malware family signatures Lookup Signatures Containing String: l:l P

# Name .

1 007SpySoét.G (Trojan)
4Shared (Adwars)
4Shared.A_41 (Adware)
4Shared. AJPO (Trojan)
4Shared. AKPD (Trajan)
4Shared_2 (Trojan)
Abaddon.POS (Trajan)
Abaddon,POS_2 (Trajan)
Abpodul. K (Trojan)

10 AckCmd.Server (Trajan)
11 ActMon.A (Trojan)

12 ActuzalSpy.Q (Adware)
13 Acute.A (Adware)

14 AdaEbock (Trojan)

AC  AMLDE A 3 (Teminal

VAR RRRRRRR AR R R E

@ | NOTE: Signature entries in the database change over time in response to new threats.

Topics:
e Displaying Signatures
e Navigating the Gateway Anti-Virus Signatures Table

e Searching the Gateway Anti-Virus Signature Database

Displaying Signatures

Gateway Anti-Virus Signatures Mems[t  |to50{of22093) u[a][s]n
View Style:  Filter/By First letter: | All Signatures ¥ | 22993 malware family signatures Lookup Signaturas Containing String: |:| »
# Name . Enable
1 0075SpySoft.G (Trojan) ]

You can display the signatures in a variety of views:

@ TIP: When you filter the signature, the number of signatures found is displayed along with the total
number of signatures in the database.

e View Style — Select one of these from the First Letter drop-down menu:
e All Signatures - Displays all the signatures in the table, 50 to a page.
e 0-9- Displays signature names beginning with the number you select from the menu.
e A-Z- Displays signature names beginning with the letter you select from menu.
e Search String - Displays signatures containing a specific string:
a Enter the string in the Lookup Signatures Containing String field.

b Click the Magnifying Glass icon.
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Navigating the Gateway Anti-Virus Signatures Table

The SonicWall GAV signatures are displayed fifty to a page in the Gateway Anti-Virus Signatures table. The
Items field displays the table number of the first signature. For information about navigating through the table,
see SonicOS 6.5 NSv About SonicOS.

Searching the Gateway Anti-Virus Signature Database

You can search the signature database by entering a search string in the Lookup Signatures Containing String
field, then clicking the Search icon.

Lookup Signatures Containing String: I:I ~ ‘

Only the signatures that match the specified string are displayed in the Gateway Anti-Virus Signatures table.
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Activating Intrusion Prevention
Service

Topics:
e About Intrusion Prevention Service on page 135

e Configuring Intrusion Prevention Service on page 137

About Intrusion Prevention Service

Intrusion Prevention Service (IPS) delivers a configurable, high performance Deep Packet Inspection engine for
extended protection of key network services such as Web, Email, file transfer, Windows services and DNS.
SonicWall IPS is designed to protect against application vulnerabilities as well as worms, Trojans, and
peer-to-peer, spyware and back-door exploits. The extensible signature language used in SonicWall’s Deep
Packet Inspection engine also provides proactive defense against newly discovered application and protocol
vulnerabilities. SonicWall IPS off loads the costly and time-consuming burden of maintaining and updating
signatures for new hacker attacks through SonicWall’s industry-leading Distributed Enforcement Architecture
(DEA). Signature granularity allows SonicWall IPS to detect and prevent attacks based on a global, attack group,
or per-signature basis to provide maximum flexibility and control false positives.

Topics:
e SonicWall Deep Packet Inspection on page 135
e How SonicWall’s Deep Packet Inspection Works on page 136
e Glossary on page 136
e |PS Status on page 138
e |PS Global Settings on page 138

SonicWall Deep Packet Inspection

Deep Packet Inspection looks at the data portion of the packet. The Deep Packet Inspection technology includes
intrusion detection and intrusion prevention. Intrusion detection finds anomalies in the traffic and alerts the
administrator. Intrusion prevention finds the anomalies in the traffic and reacts to it, preventing the traffic from
passing through.

Deep Packet Inspection is a technology that allows a firewall to classify passing traffic based on rules. These
rules include information about layer 3 and layer 4 content of the packet as well as the information that
describes the contents of the packet’s payload, including the application data (for example, an FTP session, an
HTTP Web browser session, or even a middleware database connection). This technology allows the
administrator to detect and log intrusions that pass through the firewall, as well as prevent them (such as
dropping the packet or resetting the TCP connection). SonicWall’s Deep Packet Inspection technology also
correctly handles TCP fragmented byte stream inspection as if no TCP fragmentation has occurred.
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How SonicWall’'s Deep Packet Inspection Works

Deep Packet Inspection technology enables the firewall to investigate farther into the protocol to examine
information at the application layer and defend against attacks targeting application vulnerabilities. This is the
technology behind SonicWall Intrusion Prevention Service. SonicWall’s Deep Packet Inspection technology
enables dynamic signature updates pushed from the SonicWall Distributed Enforcement Architecture.

The following steps describe how the SonicWall Deep Packet Inspection Architecture works; see SonicWall Deep
Packet Inspection Architecture:

1 Pattern Definition Language Interpreter uses signatures that can be written to detect and prevent against
known and unknown protocols, applications and exploits.

2 TCP packets arriving out-of-order are reassembled by the Deep Packet Inspection framework.

3 Deep Packet Inspection engine preprocessing involves normalization of the packet’s payload. For
example, a HTTP request might be URL encoded and thus the request is URL decoded in order to perform
correct pattern matching on the payload.

4 Deep Packet Inspection engine postprocessors perform actions which might either simply pass the
packet without modification, or could drop a packet or could even reset a TCP connection.

5 SonicWall’s Deep Packet Inspection framework supports complete signature matching across the TCP
fragments without performing any reassembly (unless the packets are out of order). This results in more
efficient use of processor and memory for greater performance.

SonicWall Deep Packet Inspection Architecture

SonicWall Deep Packet Inspection Architecture

o ISigncﬂure |Signature ISignature

Output
Pattern Definition Language Interpreter Packet

Postprocessors

Policy
Decision

Deep Packet Inspection Engine
API

Glossary

e Stateful Packet Inspection - looking at the header of the packet to control access based on port,
protocol, and IP address.

SonicWall SonicOS NSv 6.5 Administration
Activating Intrusion Prevention Service

136



e Deep Packet Inspection - looking at the data portion of the packet. Enables the firewall to investigate
farther into the protocol to examine information at the application layer and defend against attacks
targeting application vulnerabilities.

e Intrusion Detection - a process of identifying and flagging malicious activity aimed at information
technology.

e False Positive - a falsely identified attack traffic pattern.
e Intrusion Prevention - finding anomalies and malicious activity in traffic and reacting to it.

e Signature - code written to detect and prevent intrusions, worms, application exploits, and Peer-to-Peer
and Instant Messaging traffic.

Configuring Intrusion Prevention Service

Intrusion Prevention Service (IPS) is configured on the MANAGE | Security Configuration > Security Services >
Intrusion Prevention page, which is divided into panels:

e |PS Status
e |PS Global Settings

e |PS Policies

G) Enable the Intrusion Prevention Service per zone from the Network = Zones page.

IPS Status
Signature Database: Downloaded
Signature Databass Timestamp: UTC 08/14/2017 15:56:28.000 | UPDATE
Last Checkad: D8/15/2017 13:17:58.240
IPS Service Expiration Date: 09/24{2017

1P5 Global Settings

) Enable IPS

Signature Groups Prevent All Detect All Log Redundancy Filter (seconds)

High Priority Attacks |8} 9] EI
Medium Pricrity Attacks (W} ] EI

Low Priarity Attacks o u
CONFIGURE IPS SETTINGS | ‘ RESET IPS SETTINGS & POLICIES ‘
IPS Policies Iemsi  [t030(of30) il |n
View Style:  Category: Priority: Lookup Signature ID: | | (2
# Category - Prevent Detect Comments Configure
ACTIVEX Global Global ¥4
BACKDOOR Global Global (¥-4]
ACCEPT CANCEL
Topics:

e |PS Status on page 138
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IPS Global Settings on page 138
Configuring IPS Protection on Zones on page 141

IPS Policies on page 142

IPS Status

The IPS Status panel displays status information for the signature database and your SonicWall IPS license.

IPS Status
Signature Datzbase: Downloaded
Signature Datzbase Timestamp: UTC 08/14/2017 15:56:28.000 = UPDATE
Last Checkad: 08/15/2017 13:17:58.240
IPS Service Expiration Date: 09/24/2017

The IPS Status panel displays the following information:

Signature Database indicates whether the signature database is being downloaded, has been
downloaded, or needs to be downloaded. The signature database is updated automatically about once

an hour. You can also manually update your IPS database at any time by clicking Update located in the IPS
Status section.

Signature Database Timestamp displays the last update to the IPS signature database, not the last
update to your SonicWall security appliance.

Last Checked indicates the last time the SonicWall security appliance checked the signature database for

updates. The SonicWall security appliance automatically attempts to synchronize the database on
startup, and once every hour.

IPS Service Expiration Date indicates the date when the IPS service expires. If your IPS subscription
expires, the SonicWall IPS inspection is stopped and the IPS configuration settings are removed from the

SonicWall security appliance. After renewing your IPS license, these settings are automatically restored
to the previously configured state.

Note: Enable the Intrusion Prevention Service per zone from the Network > Zones page.

If you click Network > Zones in this note, it displays the MANAGE | System Setup > Network > Zones
page where you can configure IPS on zones. See Configuring IPS Protection on Zones.

IPS Global Settings

The IPS Global Settings panel provides the key settings for enabling SonicWall IPS on your firewall.

IPS Global Settings

[l Enable IPS
Signature Groups Prevent All Detect All Log Redundancy Filter (seconds)
High Priority Attacks (] (] EI
Medium Priarity Attacks ] o EI
Low Priority Attacks [} =]
CONFIGURE IPS SETTINGS | | RESET IPS SETTINGS & POLICIES |

SonicWall IPS is activated by globally enabling IPS on your firewall and selecting the class of attacks. Optionally,
you can configure an IPS Exclusion List as well.
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Topics:
e Enabling IPS on page 139
e Configuring an IPS Exclusion List on page 140
e Resetting the IPS Settings and Policies on page 141

e Configuring IPS Protection on Zones on page 141

Enabling IPS

To enable IPS on your firewall:

1 Navigate to the Security Configuration | Security Services > Intrusion Prevention page.

2 Scroll down to the IPS Global Settings section.

IPS Global Settings

[l Enable IPS
Signature Groups Prevent All Detect All Log Redundancy Filter (seconds)
High Priority Attacks (] (] EI
Medium Priarity Attacks ] o EI
Low Priority Attacks [} =]
CONFIGURE IPS SETTINGS | | RESET IPS SETTINGS & POLICIES |

3 Select Enable IPS.

4 Select the action that you want (Prevent All, Detect All, or both) for each of the Signature Groups:
e High Priority Attacks
e Medium Priority Attack
e Low Priority Attacks

@ NOTE: To activate intrusion prevention on the firewall, you must specify a Prevent All action for at least

one of the Signature Groups. If no Prevent All actions are checked, no intrusion prevention occurs on the
firewall.

@ | NOTE: Selecting both Prevent All and Detect All for all of the Signature Groups protects your network
against the most dangerous and disruptive attacks.

Various attacks are often rapidly repeated, which can quickly fill up a log if each attack is logged. To
reduce the duplicate number of logged attacks, enter the time, in seconds, in the Log Redundancy Filter
(seconds) field, that the same attack is logged on the INVESTIGATE | Logs > Event Logs page as a single

entry. The range for these intervals is 0 to 86400 seconds. The defaults for the various priorities of attacks
are:

e High Priority Attacks: 0 seconds
e Medium Priority Attacks: 0 seconds
e Low Priority Attacks: 60 seconds

5 Click ACCEPT.
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Configuring an IPS Exclusion List

(Optional) To configure an IPS Exclusion List:

1 Navigate to the MANAGE | Security Configuration > Security Services > Intrusion Prevention page.
2 Scroll down to the IPS Global Settings section.

IPS Global Settings

[l Enable IPS

Signature Groups

High Priarity Attacks

]

Medium Priarity Attacks

i

Low Priority Attacks

[ 1)

o8 @ i
E
5
|
i
|

CONFIGURE IPS SETTINGS | | RESET IPS SETTINGS & POLICIES |

3 Select Enable IPS.
4 Click Configure IPS Settings.

The IPS Exclusion List dialog appears.

IPS Exclusion List

¥ Enable IPS Exclusion List

® Use address Object
|——Se|ect an address object - v

) Use Address Range
From Address To Address Configure
Mo Entries

ADD DELETE ALL

5 Select Enable IPS Exclusion List.

6 Select either the Use Address Object option or the Use Address Range option.

If you selected the Use Address Object option, select the address object you want to exclude from the
menu.

8 If you selected the Use Address Range option, click Add.
The Add IPS Range Entry dialog appears.

IF Address From: | |

IF Address To: | |

9 Enter the IP address range to exclude in the IP Address From and the IP Address To boxes.

10 Click OK.
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Resetting the IPS Settings and Policies

To reset the IPS Settings and Policies:

1 Navigate to the MANAGE | Security Configuration > Security Services > Intrusion Prevention page.

2 Scroll down to the IPS Global Settings section.

IPS Global Settings
[l Enable IPS
Signature Groups Prevent All Detect All Log Redundancy Filter (seconds)
High Priarity Attacks o o EI
Medium Priority Attacks o o EI
Low Priority Attacks o o
CONFIGURE IPS SETTINGS | | RESET IPS SETTINGS & POLICIES |

3 Click RESET IPS SETTINGS & POLICIES. The following message is displayed.

x

Warning! All IPS Settings and IPS Policy Configuration will be reset to
factory default values.

Please Click 'OK’ to confirm.

0K ‘ Cancel |

4 Click OK.

The following message appears at the bottom of the screen: Status: The configuration has
been updated.

Configuring IPS Protection on Zones

You apply SonicWall IPS to zones on the MANAGE | System Setup > Network > Zones page to enforce SonicWall
IPS not only between each network zone and the WAN, but also between internal zones. For example, enabling
SonicWall IPS on the LAN zone enforces SonicWall IPS on all incoming and outgoing LAN traffic.

In the IPS Status section of the Security Services > Intrusion Prevention page, click the Network > Zones link to

access the MANAGE | System Setup > Network > Zones page. You apply SonicWall IPS to a zone listed on the
Network > Zones page.

To enable SonicWall on a zone:

1 Navigate to the MANAGE | System Setup > Network > Zones page or from the IPS Status section on the

MANAGE | Security Configuration > Security Services > Intrusion Prevention page, click the Network >
Zones link. The Network > Zones page is displayed.

2 In the Configure column in the Zone Settings table, click the Edit icon for the zone you want to apply
SonicWall IPS. The Edit Zone dialog is displayed.

3 Click Enable IPS. A checkmark appears. To disable SonicWall IPS, clear the option.
4 Click OK.
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You also enable SonicWall IPS protection for new zones you create on the Network > Zones page. Clicking
the Add icon displays the Add Zone dialog, which includes the same settings as the Edit Zone dialog.

IPS Policies

The IPS Policies panel allows you to view SonicWall IPS signatures and configure the handling of signatures by
category groups or on a signature by signature basis. Categories are signatures grouped together based on the
type of attack.
IPS Policies Items to 30 (of 30) ([« |x]im)
View Style:  Category: | All categories v Priority: Lookup Signature ID: I:I P
# Category - Prevent Detect Comments Configure
ACTIVEX Global Global 7]
BACKDOOR Global Global @
BAD-FILES Global Global 4
COMPROMISED-CERTS Global Global
NR_-ATTACKS lnhal (L1

You can view the signatures in these ways:

Viewing and Configuring Category Settings on page 142

Viewing and Configuring Signature Settings on page 143

Viewing and Configuring Signatures for Specific Categories on page 144
Priority Menu on page 144

Lookup Signature ID on page 144

Viewing and Configuring Category Settings

In th

e View Style row, the Category menu lets you choose the categories or signatures you want to display in

the Category column. You can choose All categories, All signatures, or an individual category, such as ACTIVEX
or DNS. If you choose an individual category, the signatures for that category are displayed.

The Category column allows you to sort categories and signatures in ascending or descending order by clicking
the up or down arrow next to the column heading.

IPS Policies Items to 30 (of 30) ([« |x]im)
View Style:  Category: | All categories v Priority: Lookup Signature ID: I:I P
# Category Prevent Detect Comments

ACTIVEX Global Global

BACKDOOR Global Global

BAD-FILES Global Global

COMPROMISED-CERTS Global Global

NRBR-ATTACKS Johal lohal

To view or change the IPS category settings for a particular category:

1 Select All categories from the Category menu.
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2 Click the Edit icon in the Configure column for that category. The Edit IPS Category dialog appears.

IPS Category Settings

Category Name: |ACT TVEX

Prevention: | Use Global Setting v |
Deatection: | Use Global Setting v |
Included Users/Groups: | All v |
Excluded Users/Groups: | Nane N |
Included IP Address Range: [all v
Excluded IP Address Range: | Mone b |
Schedule: |Always on v |
Log Redundancy Filter (seconds): ¥ Use Global Settings I—

3 From the Prevention and Detection menus, select Use Global Setting, Enable, or Disable. If you select
Use Global Setting, the values configured in the IPS Global Settings section are used, but you can
override the IPS Global Settings by selecting Enable or Disable from these menus.

4 From the remaining menus, select the values that you want.

5 For the Log Redundancy Filter (seconds) option, if you want to use the values that you configured in
the IPS Global Settings section, select Use Global Settings.

6 Click OK.

Viewing and Configuring Signature Settings

To view or change the IPS signature settings for a particular signature:
1 Select All signatures from the Category menu.

2 Click the Edit icon in the Configure column for that signature. The Edit IPS Signature dialog appears.

IPS Signature Settings

Signature Categaory: jaCTIVEX

Signature Name: |ActivePDF WebGrabber ActiveX Instantiatic
Signature 1D: |4568

Priority: [Madium

Direction: {Incoming, to Client

Frevention: | Use Category Setting (Disabled) v |
Dietection: | Use Category Setting (Disabled) v |
Included UsersiGroups: | Use Category Settings (All}) N |
Excluded Users/Groups: | Use Category Settings (Mone) v |
Included |F Address Range: | Use Category Settings (All) v |
Excluded IP Address Range: | Use Category Settings (None) v |
Schedule: | Use Category Settings (Always On) v |
Log Redundancy Filter (seconds): ¥ Use Category Settings ID—

The first five boxes are grayed and contain non-configurable data for that signature.
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3 From the Prevention and Detection menus, select Enable or Disable. The Use Category Setting
option is disabled.

4 From the remaining menus, select the values that you want.

5 For the Log Redundancy Filter (seconds) option, if you want to use the values that you configured in
the IPS Global Settings section, select Use Category Settings.

6 Click OK.

Viewing and Configuring Signatures for Specific
Categories

To view and configure signatures for specific categories:

1 Select one of the individual categories from the Category menu. The signatures for that category are
displayed.

2 Click the Edit icon in the Configure column for that signature. The Edit IPS Signature dialog appears.
The first five boxes are grayed and contain non-configurable data for that signature.

3 From the Prevention and Detection menus, select Enable or Disable. The Use Category Setting
option is disabled.

4 From the remaining menus, select the values that you want.

5 For the Log Redundancy Filter (seconds) option, if you want to use the values that you configured in
the IPS Global Settings section, select Use Category Settings.

6 Click OK.

Priority Menu

The Priority menu lets you specify the priority of the signatures you want to display.
To specify the priority of the signatures you want to display:

e Select one of the following priorities from the Priority menu:

e Al

e High

e Medium
e Low

Lookup Signature ID

You can use the Lookup Signature ID box to view or change the IPS signature settings for a particular signature.
To view or change the IPS signature settings for a particular signature:

1 Enter the signature ID in the Lookup Signature ID box.

Lookup Signature I0: |:| ~ ‘

2 Click the Lookup icon next to the field. The Edit IPS Signature dialog appears.

The first five fields are grayed and contain non-configurable data for that signature.
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From the Prevention and Detection menus, select Enable or Disable. The Use Category Setting
option is disabled.

From the remaining menus, select the values that you want.

For the Log Redundancy Filter (seconds) option, if you want to use the values that you configured in
the IPS Global Settings section, select Use Category Settings.

Click OK.
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14

Configuring Capture ATP

Topics:

Security Services > Capture ATP

About Capture ATP

Enabling Capture ATP

About the Security Services > Capture ATP Page
Configuring Capture ATP

Disabling GAV or Cloud Anti-Virus
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Security Services > Capture ATP

@ IMPORTANT: Capture Advanced Threat Protection (ATP) is an add-on security service to the firewall,
similar to Gateway Anti-Virus (GAV), that helps a firewall identify whether a file is malicious.

Before you can enable Capture ATP you must first get a license, and you must enable the Gateway
Anti-Virus (GAV) and Cloud Anti-Virus Database services. After Capture ATP is licensed, you can view
Capture ATP status in your MySonicWall account as well as configure and receive alerts and notifications.

Basic Setup Checklist

() Capture ATP is Enabled until 08/16/2019. Current version is 2.0.5. (disable it)
() Gateway Anti-Virus is Enabled. (manage settings)
() Cloud Anti-Virus Database is enabled. (manage settings)

() Inspected Protocols (manage settings)

Direction HTTP FTP IMAP SMTP POP CIFs TCP Stream
Inbound @ ) 2 @ ) Q 5]
OQutbound ] ] n'a ] n'a n'a 5]

Bandwidth Management

Specify the file types that may be transferred to Capture ATP for analysis.
¥ Executables (PE, Mach-0, and DMG)
[ PDF
I Office 97-2003(.doc , xls ,...)
) Officel.docx , xlsx ,...)

I archives (.jar, .apk, .rar, .gz, and .zip)

Specify the maximum file size that may be transferred to Capture ATP for analysis.

'® Use the default file size spedified by the Capture Service (10240 KB)

CRestrictto|  [k8

Exclusions

Choose an Address Object to exclude from Capture ATP.

| --Momne-- v

MD5 checksum of files to exclude from Capture ATP.

ACCEPT CANCEL

About Capture ATP

Capture Advanced Threat Protection (ATP) helps a firewall identify whether a file is malicious by transmitting the
file to the cloud where the SonicWall Capture ATP service analyzes the file to determine if it contains a virus or
other malicious elements. Capture ATP then sends the results to the firewall. The analysis and reporting are
done in real time while the file is being processed by the firewall.
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All files are sent to the Capture ATP cloud over an encrypted connection. Files are analyzed and deleted within
minutes of a verdict being determined, unless a file is found to be malicious. Malicious files are submitted
through an encrypted HTTPS connection to the SonicWall threat research team for additonal analysis and to
harvest threat information. Files are not transferred to any other location for analysis. Malicious files are deleted
after harvesting threat information within 30 days of receipt.

Capture ATP provides a file analysis report (threat report) with detailed threat behavior information.

The firewall is located on your premises, while the Capture ATP server and database are located at a SonicWall
facility. The firewall creates a secure connection with the Capture ATP cloud service before transmitting data.

Capture ATP works in conjunction with the Gateway Anti-Virus (GAV) and Cloud Anti-Virus services. Capture ATP
also logs/displays email header information (to, cc, bce) parsed by GAV.
Topics:

e Files are Preprocessed on page 148

e Files Blocked Until Completely Analyzed on page 148

e Files are Sent over an Encrypted Connection

e Capture ATP Friendly Filename Display on page 148

e Activating the Capture ATP License

Files are Preprocessed

All files submitted to Capture ATP for analysis are first preprocessed by the GAV service to determine if a file is
malicious or benign. You can also use GAV settings to select or define address objects to exclude from GAV and
Capture ATP scanning.

Preprocessed files determined to be malicious or benign are not analyzed by Capture ATP. If a file is not
determined to be malicious or benign during preprocessing, the file is submitted to Capture ATP for analysis.

Files Blocked Until Completely Analyzed

For HTTP/HTTPS downloads, Capture ATP has an option, Block file download until a verdict is returned, that

ensures no packets get through until the file is completely analyzed and determined to be either malicious or
benign. The file is held until the last packet is analyzed. If the file has malware, the last packet is dropped, and
the file is blocked. The threat report provides information necessary to respond to a threat or infection.

Files are Sent over an Encrypted Connection

All files are sent to the Capture ATP cloud over an encrypted connection. SonicWall does not keep the files. All
file types, whether they are malicious or benign are removed from the Capture ATP server after a certain time
period.

The SonicWall privacy policy can be accessed at https://www.MySonicWall.com/privacypolicy.aspx.

Capture ATP Friendly Filename Display

SonicWall Capture Advanced Threat Protection logs the friendly filename of scanned files for the following
non-HTTP protocols:
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o SMTP e POP3 o FTP
o IMAP * NetBIOS

With this feature, you can easily identify the files being scanned by Capture ATP and their status displayed for
filenames of these protocol types in the MONITOR | Event Summaries > Capture ATP |Status table and in log
messages. Friendly filenames can be up to a maximum of 256 characters.

This feature cannot parse:
e Filename information for TCP protocol streams.
e Afilename if it is not part of a single network packet.

No SonicOS NSv configuration is required.

Activating the Capture ATP License

@ | IMPORTANT: Capture ATP requires the Gateway Anti-Virus service, which must also be licensed.

After the Capture ATP service license is activated, Capture ATP appears in the SonicOS NSy left-hand
navigation (left nav) panel below DPI-SSL. If Capture ATP is not licensed, it does not appear in the left navigation
window at all.

NOTE: Click Synchronize on the MANAGE | Updates > Licenses page when Capture ATP does not appear
shortly after the Capture ATP service license has been activated.

To activate the license, go to the Updates > Licenses page where you can view all service licenses and initiate
licensing for Capture ATP. For more information about licensing, see SonicOS 6.5 NSv Update.

Enabling Capture ATP

®| IMPORTANT: You must enable Gateway Anti-Virus and Cloud Anti-Virus before you can enable Capture
ATP.

When Capture ATP is licensed but not enabled, the banner displays this message:

Capture ATP is not currently running. Please see the Basic Setup
Checklist below for troubleshooting.

In disabled mode, the Basic Setup Checklist section is visible, but the other sections are dimmed.

To enable Capture ATP:
1 Navigate to MANAGE | Security Configuration > Security Services > Gateway Anti-Virus.

2 Enable both Gateway Anti-Virus (GAV) and Cloud Anti-Virus as described in Managing SonicWall Gateway
Anti-Virus Service on page 117.

3 Optionally, you can configure GAV and Cloud Anti-Virus settings, which also apply to Capture ATP.
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4 Navigate to MANAGE | Security Configuration > Security Services > Capture ATP. When Capture ATP is
not enabled, a warning message displays:

Capture ATP is not currently running. Please see the Basic Setup Checklist below for troubleshooting.

Basic Setup Checklist

Capture ATP is Enabled until 08/16/2019. Current version is 2.0.5. (disable it)
&) You must enable Gateway Anti-Virus Database for Capture ATP to function. (manage settings)

Cloud Anti-Virus Database is enabled. (manage settings)

) Inspected Protocols (manage settings)

5 In the Basic Setup Checklist section, click enable it in Capture ATP subscription is valid until date but

the service is not currently enabled. (enable it). The warning message disappears, and the status
indicator becomes a green checkmark.

About the Security Services > Capture
ATP Page

Topics:
e Basic Setup Checklist
e Bandwidth Management
e Exclusions

e Custom Blocking Behavior

Basic Setup Checklist
Basic Setup Checklist

&) Capture ATP subscription is valid until 08/16/2019 but the service is not currently enabled. {enable it)

Gateway Anti-Virus is Enabled. (manage settings)
Cloud Anti-Virus Database is enabled. (manage seftings)

) Inspected Protocols (manage settings)

Direction HTTP FTP IMAP SMTP POP CIF5 TCP Stream
Inbound ] %]
Outbound Q %] /e [%] n'a n/a %]

The Basic Setup Checklist:

Displays the status of Capture ATP and its components, GAV and Cloud Anti-Virus.
e Displays any error states that might be present.

e Allows enabling or disabling of the Capture ATP service.
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e Provides links to the MANAGE | Security Configuration > Security Services > Gateway Anti-Virus page

for the GAV, Cloud Anti-Virus, and protocol inspection settings.

e Displays a matrix of the protocol inspection settings and whether the inbound and outbound directions

have been enabled.

NOTE: For messages that display in this section, see Capture ATP Status through Protocols Inspection
Settings. Enabled corresponds to a green checkmark, and Disabled corresponds to a red X.

Capture ATP Status

Icon Message Link Action

Enabled Capture ATP service is enabled until disable it Click the link to turn off Capture ATP and
renewal_date. put the service in disabled mode. You do

not need to click ACCEPT to apply this
change.

Disabled Capture ATP subscription is valid enable it Clickthe link to turn on Capture ATP and
until renewal_date but the service put the service in enabled mode. You do
is not currently enabled. not need to click ACCEPT to apply this

change.

Disabled Capture ATP subscription expired renew it Click the link to go to MySonicWall to
on renewal_date. renew the service.

Gateway Anti-Virus Status

Icon Message Link Action

Enabled Gateway Anti-Virus is Enabled. manage Click the link to display the Security

settings Services > Gateway Anti-Virus page.

Disabled You must enable Gateway manage Click the link to display the Security
Anti-Virus for Capture ATP to settings Services > Gateway Anti-Virus page.
function.

Cloud Anti-Virus Database Status

Icon Message Link Action

Enabled Cloud Anti-Virus Database is manage Click the link to display the Security
enabled. settings Services > Gateway Anti-Virus page.

Disabled You must enable the Cloud manage Click the link to display the Security
Anti-Virus Database for Capture settings Services > Gateway Anti-Virus page.

ATP to function.

The Inspected Protocols table also provides a manage settings link that takes you to the Security Services
> Gateway Anti-Virus page. There, you can enable or disable inspection of specific network traffic protocols,
including HTTP, FTP, IMAP, SMTP, POP, CIFS, and TCP Stream. Each protocol can be managed separately for

inbound and outbound traffic.

The table that follows Inspected Protocols displays the current inspection settings for each protocol, in each

direction; see Protocols Inspection Settings.
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Protocols Inspection Settings

lcon Message

Enabled Protocol is inspected.

Disabled Protocol is not inspected.

n/a Inspection is not applicable to this protocol in this direction.

Bandwidth Management

Bandwidth Management

Specify the file types that may be transferred to Capture ATP for analysis.

¥ Executables {PE, Mach-0, and DMG)
O porF
[ office 97-2003(.doc , .xis,...)

(]

Office(.docx , .xlsx ,...)

C

Archives (.jar, .apk, .rar, .gz, and .zip)

Specify the maximum file size that may be transferred to Capture ATP for analysis.

®  Use the default file size specified by the Capture Service (10240 kB)

O Restrictto| kB

The Bandwidth Management section enables you to select the types of files to be submitted to Capture ATP
and to specify the maximum size of submitted files. You can also specify an address object to be excluded from
inspection.

By default, only the Executables (PE, Mach-O, and DMG) file type is enabled.

The default option for the maximum file size is Use the default file size specified by the Capture Service (10240
KB). This specifies a file size limit of 10 megabytes (10 MB).

If you select Restrict to KB, you can enter your own custom value. This value must be a non-zero value and must
not be greater than the default limit.

For Choose an Address Object to exclude from Capture ATP, optionally select an address object from the
drop-down list, or select the option to create a new address object. Members of the selected address object is
excluded from inspection by the Capture ATP service.

Exclusions

Exclusions

Choose an Address Object to exclude from Capture ATP.

| --Nong-- A |

MD5 checksum of files to exclude from Capture ATP.

| MD5 EXCLUSION LIST SETTINGS ‘

The Exclusion section allows you to exclude an Address Object or MD5 hash function from Capture ATP.
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To exclude an Address Object:

1 Select the Address Object from the drop-down menu or create a new one.

2 Click ACCEPT.

To exclude an MDS5 file:

1 Click MD5 Exclusion List Settings. The Add MD5 Exclusions dialog displays.

MD5 Exclusions List

MDE: ADD

List:

Add the 32-hexadecimal-digit hash function to be excluded.
Click ADD.

To add more than one file, repeat Step 2 and Step 3 for each hash function.

Click OK.

o U A W N

Click ACCEPT.

Custom Blocking Behavior

Custom Blocking Behavior

Files that are not identified as malicious by other security services on the firewall will be sent to Capture ATP cloud service for
analysis.

@ Allow file download while awaiting a verdict

will allow file download without delay and the Capture service will analyze the file in parallel for malicious behavior.
You will be alerted via email and in firewall logs if the Capture service analysis determines that the file is malicious.

) Block file download until a verdict is returned

Will delay file download until a verdict is reached by the Capture service. This affects legitimate files as well as
potentially malicious files and may require users to retry the download.
Note: Only applies to HTTP/S file downloads
Choose an Address Object to exclude from blocking the file download until verdict is reached by the Capture Service.
-—-MNone--
Specify the file types to exclude from blocking the file download until verdict is reached by the Capture Service.
Executables (PE, Mach-0, and DMG)
PDF
Office 97-2003(.doc , s ,...)

Office(.doox , xsx ,...)

Archives (.jar, .apk, .rar, .gz, and .zip)
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The Custom Blocking Behavior section allows you to select the Block file download until a verdict is returned
feature.

The default option is Allow file download while awaiting a verdict. This setting allows a file to be downloaded
without delay while the Capture service analyzes the file for malicious elements. You can set email alerts or
check the firewall logs to find out if the Capture service analysis determines that the file is malicious.

The Block file download until a verdict is returned feature should only be enabled if the strictest controls are
desired. If you select this feature, a warning dialog appears.

Are you sure you want to change this setting?

I understand that this may cause delays in download times for my
users and may require users to retry the download.

IETICERET R Gl Never mind, do not apply

When the Block file download until a verdict is returned feature is enabled, the other options become
available. You can:

e Select an address object from Choose an Address Object to exclude from blocking the file download
until verdict is reached by the Capture Service. The default is None.

e Select one or more file types to block from Specify the file types to exclude from blocking the file
download until verdict is reached by the Capture Service:

e Executables (PE, Mach-O, and DMG)
e PDF

e Office 97-2003(.doc, .xIs ,...)

e Office(.docx , .xlsx,...)

e Archives (.jar, .apk, .rar, .gz, and .zip)

Configuring Capture ATP

To configure Capture ATP:
1 Navigate to Capture ATP > Settings.

Basic Setup Checklist

() Capture ATP is Enabled until 08/16/2019. Current version is 2.0.5. (disable it)
) Gateway Anti-Virus is Enabled. (manage settings)
() Cloud Anti-Virus Database is enabled. (manage settings)

() Inspected Protocols (manage settings)

Direction HTTP FTP IMAP SMTP POP CIFS TCP Stream
Inbound @ @ @ @ @ (%] (%]
Outbound [x] [x] na [x] na na [x]

ACCEPT CANCEL

2 Ensure Capture ATP, GAV, Cloud Anti-Virus database, and relevant protocols are enabled.
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3 In the Bandwidth Management section, select the file types to be analyzed by Capture ATP. By default,
only Executables (PE, Mach-O, and DMG) is selected.

Bandwidth Management

Specify the file types that may be transferred to Capture ATP for analysis.

¥ Executables {PE, Mach-0, and DMG)
[ PoF
[ office 97-2003(.doc , xS ,...)

(]

Office(.docx , .xlsx ,...)

(]

Archives (.jar, .apk, .rar, .gz, and .zip)

Specify the maximum file size that may be transferred to Capture ATP for analysis.

® Use the default file size specified by the Capture Service (10240 KB)
© Restrictto| k8

4 By default Use the default file size specified by the Capture Service (10240 KB) is selected. To specify a
custom size, enter a value between 1 and 10240 in the Restrict to KB field.

5 Optionally, to exclude an Address Object from Capture ATP, select an Address Object from the Choose an
Address Object to Exclude from Capture ATP drop-down menu.

6 Optionally, to exclude a file based on its MD5 checksum, click MD5 Exclusion List Settings to display the
Add MD5 Exclusions dialog.

a Add the 32-digit hexadecimal hash to the MD5 field.
b Click Add.
c Repeat Step a and Step b for each file to exclude.

d Click OK.
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7 If you are analyzing HTTP/HTTPS files, in the Custom Blocking Behavior section, you can specify whether
all files are to be blocked until analysis is completed.

Custom Blocking Behavior

Files that are not identified as malicious by other security services on the firewall will be sent to Capture ATP cloud service for
analysis.

@ Allow file download while awaiting a verdict

Will allow file download without delay and the Capture service will analyze the file in parallel for malicious behavior.
You will be alerted via email and in firewall logs if the Capture service analysis determines that the file is malicious.

Block file download until a verdict is returned

will delay file download until a verdict is reached by the Capture service. This affects legitimate files as well as
potentially malicious files and may require users to retry the download.
HNote: Only applies to HTTP/S file downloads

Choose an Address Object to exclude from blocking the file download until verdict is reached by the Capture Service.
--Mone--
Specify the file types to exclude from blocking the file download until verdict is reached by the Capture Service.
Executables (PE, Mach-0, and DMG)
PDF
Office 97-2003(.doc , X5 ,...)
Office(.doox , xs¢ ,...)

Archives (.jar, .apk, .rar, .gz, and .zip)

By default Allow file download while awaiting a verdict is selected.

@ IMPORTANT: The Block file download until a verdict is returned feature should only be enabled if
the strictest controls are desired.

If you select this feature, a warning dialog appears.

Are you sure you want to change this setting?

I understand that this may cause delays in download times for my
users and may require users to retry the download.

IETCEREN R Sl Never mind, do not apply

Clicking the:

e | agree, apply the setting selects the Block file download until a verdict is returned option. You
also must click Accept for the change to take effect.

e Never mind, do not apply link closes the dialog and leaves Allow file download while awaiting a
verdict selected.

8 Click ACCEPT.

SonicWall SonicOS NSv 6.5 Administration

1
Configuring Capture ATP 36



Disabling GAV or Cloud Anti-Virus

You can disable the Gateway Anti-Virus or Cloud Anti-Virus services by clearing the checkboxes for them on the
Security Configuration | Security Services > Gateway Anti-Virus page. If you disable either service while
Capture ATP is enabled, a pop-up message is displayed warning you that Capture ATP is also disabled.

X

MNOTE: Disabling Gateway Anti-Virus will also disable Capture ATP.

Capture ATP stops working if either Gateway Anti-Virus or Cloud Anti-Virus is disabled. For example, if Gateway
Anti-Virus is not enabled, the Capture ATP > Settings page shows You must enable Gateway Anti-Virus for
Capture ATP to function, along with a manage settings link that takes you to the Security Services >

Gateway Anti-Virus page where you can enable it.

Capture ATP is not currently running. Please see the Basic Setup Checklist below for troubleshooting.

Basic Setup Checklist

Capture ATP is Enabled until 08/15/2019. Current version is 2.0.5. (disable it)
&) You must enable Gateway Anti-Virus Database for Capture ATP to function. (manage settings)
Cloud Anti-Virus Database is enabled. (mzanage settings)

() Inspected Protocols (manage settings)
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Activating Anti-Spyware Service

Topics:
e About Anti-Spyware on page 158
e Security Services > Anti-Spyware on page 159

e Configuring Anti-Spyware Policies on page 163

About Anti-Spyware

SonicWall Anti-Spyware is part of the SonicWall Gateway Anti-Virus, Anti-Virus and Intrusion Prevention Service
solution that provides comprehensive, real-time protection against viruses, worms, Trojans, spyware, and
software vulnerabilities.

The SonicWall Anti-Spyware Service protects networks from intrusive spyware by cutting off spyware
installations and delivery at the gateway and denying previously installed spyware from communicating
collected information outbound. SonicWall Anti-Spyware works with other anti-spyware programs, such as
programs that remove existing spyware applications from hosts. You are encouraged to use or install host-based
anti-spyware software as an added measure of defense against spyware.

SonicWall Anti-Spyware analyzes inbound connections for the most common method of spyware delivery,
ActiveX-based component installations. It also examines inbound setup executables and cabinet files crossing
the gateway, and resets the connections that are streaming spyware setup files to the LAN. These file packages
might be freeware bundled with adware, keyloggers, or other spyware.

If spyware has been installed on a LAN workstation prior to installing the Anti-Spyware service, the service
examines outbound traffic for streams originating at spyware infected clients and reset those connections. For
example, when spyware has been profiling a user's browsing habits and attempts to send the profile
information home, the firewall identifies that traffic and resets the connection.

The SonicWall Anti-Spyware Service provides the following protection:

e Blocks spyware delivered through auto-installed ActiveX components, the most common vehicle for
distributing malicious spyware programs.

e Scans and logs spyware threats that are transmitted through the network and alerts administrators when
new spyware is detected and/or blocked.

e Stops existing spyware programs from communicating in the background with hackers and servers on the
Internet, preventing the transfer of confidential information.

e Provides granular control over networked applications by enabling administrators to selectively permit or
deny the installation of spyware programs.

e Prevents emailed spyware threats by scanning and then blocking infected emails transmitted either
through SMTP, IMAP or Web-based email.
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Security Services > Anti-Spyware

The MANAGE | Security Configuration > Security Services > Anti-Spyware page displays the configuration
settings for managing the service on your SonicWall security appliance.

@ Enable the Anti-Spyware per zone from the Network > Zones page.

Anti-Spyware Status

Signature Database: Downloaded

Signature Databass Timestamp: UTC 08f15/2017 16:40:40.000 | UPDATE
Last Checked: 08/16/2017 07:18:00.656

Anti-Spyware Expiration Date: 05/24/2017

Anti-Spyware Global Settings

) Enable Anti-Spyware
Signature Groups Prevent All Detect All Log Redundancy Filter (seconds)

High Danger Level Spyware

O
(]

Medium Danger Lavel Spyware

Low Danger Level Spyware

O
(]

0L

CONFIGURE ANTI-SPYWARE SETTINGS ‘ ‘ RESET ANTI-SPYWARE SETTINGS & POLICIES

The Security Services > Anti-Spyware page is divided into three sections:

e Anti-Spyware Status — displays status information on the state of the signature database, your
SonicWall Anti-Spyware license, and other information.

e Anti-Spyware Global Settings — provides the key settings for enabling SonicWall Anti-Spyware on your

SonicWall security appliance, specifying global SonicWall Anti-Spyware protection based on three classes
of spyware, and other configuration options.

e Anti-Spyware Policies — allows you to view SonicWall Anti-Spyware signatures and configure the

handling of signatures by category groups or on a signature by signature basis. Categories are signatures
grouped together based on the product or manufacturer.

NOTE: After activating your SonicWall Anti-Spyware license, you must enable and configure Anti-Spyware
on the SonicWall management interface before anti-spyware policies are applied to your network traffic.

Topics:
e Anti-Spyware Status on page 160
e Anti-Spyware Global Settings on page 160
e Applying Anti-Spyware Protection on Zones on page 161
e Anti-Spyware Policies on page 162
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Anti-Spyware Status

The Anti-Spyware Status section shows the state of the signature database, including the database's
timestamp, and the time the SonicWall signature servers were last checked for the most current signatures. The
SonicWall security appliance automatically attempts to synchronize the database on startup, and once every
hour.

e Signature Database — indicates the signature database has been downloaded to the SonicWall security
appliance.

e Signature Database Timestamp — displays the date and time the signature database was last updated.
The Signature Database Timestamp is a timestamp for updates to the SonicWall Anti- Spyware
signature database, not the last update to the SonicWall security appliance.

e Last Checked — displays the last time the SonicWall security appliance checked for signature updates.

e Anti-Spyware Expiration Date — displays your SonicWall Anti-Spyware license expiration date. If your
SonicWall Anti-Spyware subscription expires, the SonicWall Anti-Spyware inspection is stopped and the
SonicWall Anti-Spyware configuration settings are removed from the SonicWall security appliance. These
settings are automatically restored after renewing your SonicWall Anti- Spyware license to the previously
configured state.

The following note contains a link to the MANAGE | Security Configuration > Network > Zones page where
you can configure Anti-Spyware on individual zones:

G) Enable the Anti-Spyware per zone from the MNetwork = Zones page.

Anti-Spyware Global Settings

The Anti-Spyware Global Settings panel enables you to globally prevent and/or detect attacks based on the
following attack levels:

e High Danger Level Spyware — These spyware applications are the most dangerous to your network,
such as keyloggers or porn dialers, or might contain security vulnerabilities. Removal could be extremely
difficult or impossible.

e Medium Danger Level Spyware — These spyware applications can cause disruption to your network,
such as increased network traffic that slows down performance. Removal could be extremely difficult.

e Low Danger Level Spyware — These spyware applications are characterized by less intrusive activity and
are not an immediate threat. They might profile users and usually are simple to remove.

TIP: SonicWall recommends enabling Prevent All for High Danger Level Spyware and Medium Danger
Level Spyware to provide network protection against the most damaging spyware.

Anti-Spyware protection provides two methods for managing global spyware threats: detection (Detect All) and
prevention (Prevent All). You must specify a Prevent All action in the Signature Groups panel for anti-spyware
to occur on a global level on the SonicWall security appliance.

When Prevent All is enabled for a signature group in the Signature Groups panel, the SonicWall security
appliance automatically drops and resets the connection to prevent the traffic from reaching its destination.

When Detect All is enabled for a signature group in the Signature Groups panel, the SonicWall security
appliance logs and alerts any traffic that matches any signature in the group, but does not take any action
against the traffic. The connection proceeds to its intended destination. You view the SonicWall log on the Log >
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View page as well as configure how alerts are handled by the SonicWall security appliance in the Log >
Automation page.

Be careful when selecting only Detect All. Selecting only Detect All logs and sends alerts on
traffic that matches any signature in the group, but it does not take any action against the traffic. The
traffic proceeds to its intended destination.

When Detect All and Prevent All are both enabled for a signature group in the Signature Groups panel, the
SonicOS NSv logs and sends alerts on traffic that matches any signature in the group, and automatically drops
and resets the connection to prevent the traffic from reaching its destination.

Enabling Inspection of Outbound Spyware
Communication

The Enable Inspection of Outbound Spyware Communication option is available for scanning outbound
traffic for spyware communication.

Applying Anti-Spyware Protection on Zones

If your firewall is running SonicOS NSv, you can apply SonicWall Anti-Spyware to zones on the Network >
Zones page to enforce Anti-Spyware not only between each network zone and the WAN, but also between
internal zones. For example, enabling Anti-Spyware on the LAN zone enforces Anti-Spyware on all incoming and
outgoing LAN traffic.

At the top of the Security Services > Anti-Spyware page, click the Network > Zones link to access the MANAGE
| System Setup > Network > Zones page. You apply Anti-Spyware to one of the zones listed on the Network >
Zones page.

To enable Anti-Spyware on a zone:

1 Inthe firewall management interface, navigate to the MANAGE | System Setup > Network > Zones page.
(Or from the MANAGE | Security Configuration > Security Services > Anti-Spyware page, click the
Network > Zones link.) The MANAGE | System Setup > Network > Zones page displays.

2 Inthe Configure column in the Zone Settings panel, click the Edit icon for the zone you want to apply
SonicWall Anti-Spyware. The Edit Zone dialog displays.

3 Click the Enable Anti-Spyware option. A check mark appears. To disable SonicWall Anti-Spyware, clear
the option.

4  Click OK.

You can also enable SonicWall Anti-Spyware protection for new zones you create on the MANAGE |
Security Configuration > Security Services > Anti-Spyware page. Clicking the Add icon displays the Add
Zone dialog, which includes the same settings as the Edit Zone dialog.
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Anti-Spyware Policies

The Anti-Spyware Policies section allows you to view and manage how SonicWall Anti-Spyware handles
signatures by category groups or on a signature by signature basis. Categories are signatures grouped together
by product or manufacturer, and they are listed in the View Style menu.

Anti-Spyware Policies Ttems to 50 (of 2891) ([« [ [w)
View Style:  First letter: 2891 signatures total Lookup Signatures Containing String: l:l P
# Product Name i Prevent Detect  Danger Level Comments Configure
7Fasst
1 7Fasst ActiveX component download (Adware) 2520 Medium
2 JFasst ActiveX component download (Adware) 2518 Medium
3 JFasst ActiveX component download (Adware) 2515 Medium
About_Blank
4 About_Blank ActiveX component download (Adware) 2403 High
5 About_Blank ActiveX component download (Adware) 2175 High
&  About_Blank ActiveX component download (Adware) 2507 High
7 About_Blank ActiveX component download (Adware) o83 High
8  About_Blank ActiveX component download (Adware) 2457 High
@ Aot Alank Arti mnonent dosmlnzd (dumesl 2146 Hinh )

Entries listed in the Anti-Spyware Policies panel are from the SonicWall Anti-Spyware signature database
downloaded to your firewall. Categories and signatures are dynamically updated by the Anti-Spyware Service.
Categories and signatures dynamically change over time in response to new threats.

You can display the signatures in a variety of views using the View Style menu. This menu allows you to specify
the categories or signatures to display in the Anti-Spyware Policies panel. You can select All Signatures, or you
can select the first letter or number in the spyware name.

Anti-Spyware Policies

View Style:  First letter: | All Signatures ¥ | 2891 signatures total

Selecting All Signatures from the menu displays all of the signatures by category. The Anti-Spyware Policies
panel displays all the categories and their signatures. The category headers divide the signature entries. These
headers display Global in the Prevent and Detect columns, indicating the global settings that you defined in the
Anti-Spyware Global Settings section.

Topics:
e Anti-Spyware Policies Panel on page 162
e Displaying Spyware Information on page 163
e Searching the Signature Database on page 163

e Sorting Category or Signature Entries on page 163

Anti-Spyware Policies Panel

The Anti-Spyware Policies panel displays the following information about each signature entry:

e Product - Displays the spyware name or manufacturer.
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e Name - Displays the name of the spyware as a link. Clicking the name link displays the SonicAlert
information about the spyware.

e ID - The SonicWall database ID number of signature.

e Prevent - A check mark in this column indicates prevention is enabled. A green check mark appears in
the Detect column any time you make a change from the global or category prevention settings.

e Detect - A check mark in this column indicates detection is enabled. A green check mark appears in the
Detect column any time you make a change from the global or category detection settings.

e Danger Level - Defines the attack signature as Low, Medium, or High as defined for the Signature
Groups panel.

e Comments - Displays a brief description of the policy.

e Configure - Clicking the edit icon in the Configure column of the category header displays the Edit
Anti-Spyware Category window. Clicking the edit icon in the Configure column for an individual
signature displays the Edit Anti-Spyware Signature window. These windows allow you to define a
different action from the global settings for the specific category or signature.

Displaying Spyware Information

In the Anti-Spyware Policies panel, clicking on the spyware name link in Name column, displays a SonicALERT
page that provides detailed information about the spyware.

Searching the Signature Database

You can search the signature database by entering a search string in the Lookup Signatures Containing String
field, then clicking icon.

Sorting Category or Signature Entries

Clicking on the Anti-Spyware Policies panel headings (Name, ID, Prevent, Detect, or Danger Level) sorts the
panel entries according to the heading. An up arrow by the column header name indicates the entries are sorted
in descending order. A down arrow by the column header name indicates the entries are sorted in ascending
order.

Configuring Anti-Spyware Policies

Topics:
e Configuring Category Policies on page 163

e Configuring Signature Policies on page 165

Configuring Category Policies

You can choose to override the global prevention and detection settings on a category-by-category basis. The
global Prevent All and Detect All settings, which include High Danger Level Spyware, Medium Danger Level
Spyware, and Low Danger Level Spyware are configured in the Anti-Spyware Global Settings section.
Categories can include any combination of Danger Levels as defined in the Signature Groups panel.
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The available signature categories are listed in the View Style menu in the Anti-Spyware Policies section.
Configuring the prevent and detect behaviors on a category basis affects all the signatures in the category,
regardless of the global attack priority settings (Low, Medium, or High).

Topics:

Overriding Global Prevent and Detect Settings by Category on page 164

Resetting SonicWall Anti-Spyware Configuration to Default on page 165

Overriding Global Prevent and Detect Settings by
Category

1
2

8

Select All categories or an individual category from the Category menu.

If you select All Categories, click the Edit icon in the Configure column for the category you want to
change. The Edit Anti-Spyware Category dialog is displayed.

If you select an individual category, click the Edit icon to the right of the Category menu. The Edit
Anti-Spyware Category dialog displays.

If you want to change the Global Setting for Prevention, select Enable or Disable from the Prevention

menu.

If you want to change the Global Setting for Detection, select Enable or Disable from the Detection

menu.

If you want to change the Global Settings for both detection and prevention, select Enable or Disable
from the Detection and Prevention menu.

The following settings allow you to select specific users/groups, IP address ranges, and schedule objects
to be included or excluded from this SonicWall Anti-Spyware category:

Included Users/Groups - select the Users/Groups you want included in this SonicWall
Anti-Spyware category. The default is All.

Excluded Users/Groups - select the Users/Groups you want excluded from this SonicWall
Anti-Spyware category. The default None.

Included IP Address Range - select the IP address range you want included in this SonicWall
Anti-Spyware category. The default All.

Excluded IP Address Range - select the IP address range you want excluded from this SonicWall
Anti-Spyware category. The default None.

Schedule - select the scheduled time you want for the activation of this SonicWall Anti-Spyware
category. The default Always on.

If you want to change the Log Redundancy Filter setting from the default global setting, uncheck the Use
Category Settings box for Log Redundancy Filter (seconds) and enter a time value in seconds.

9 Click OK to save your changes.

TIP: If you select All signatures from the Category menu, all the categories and their signatures are
displayed in the Anti-Spyware Policies panel, allowing you to configure both the category and signatures
within the category.
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Resetting SonicWall Anti-Spyware Configuration to
Default

You can remove all custom category and signature settings you created as well as reset global Prevent All and
Detect All settings and Log Redundancy Filter (seconds) settings by clicking Reset Anti-Spyware Settings &
Policies in the Anti-Spyware Global Settings section.

Configuring Signature Policies

Selecting All signatures from the Category menu displays all of the signatures organized within categories. The
All signatures option displays every signature in the Anti-Spyware database.

If global Prevent All and Detect All settings are in effect for the category, Global is displayed in the Prevent and
Detect columns for the category and all of its signatures.

Selecting a specific signature category, displays the signatures in that category.

@ NOTE: You cannot import your own customized signatures into SonicWall Anti-Spyware or delete a
signature entry.

Use caution when overriding global High Danger Level Spyware and Medium Danger Level
Spyware signature behaviors because you can create vulnerabilities. If you make changes and want to
restore the default global signature settings, click Reset Anti-Spyware Settings & Policies to restore the
default settings.

Topics:
e Overriding Global Prevent and Detect Settings by Category on page 164

e Resetting SonicWall Anti-Spyware Settings to Default on page 166

Overriding Category Detect and Prevent Settings for a
Signature

To override category detect and prevent attributes for signatures:

1 Inthe Anti-Spyware Policies panel, display the signature you want to change. Click the Edit icon in the
Configure column for the entry to display the Edit Anti-Spyware dialog.

2 If you want to change the Category Setting for Prevention, select Enable or Disable from the Prevention
menu.

3 If you want to change the Category Setting for Detection, select Enable or Disable from the Detection
menu.

4 If you want to change the Category Setting for both detection and prevention, select Enable or Disable
from the Detection and Prevention menu.

5 The following settings allow you to select specific users/groups, IP address ranges, and schedule objects
to be included or excluded from this SonicWall Anti-Spyware signature:

¢ Included Users/Groups - select the Users/Groups you want included in this SonicWall
Anti-Spyware signature. The default is All.

e Excluded Users/Groups - select the Users/Groups you want excluded from this SonicWall
Anti-Spyware signature. The default None.
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e Included IP Address Range - select the IP address range you want included in this SonicWall
Anti-Spyware signature. The default All.

e Excluded IP Address Range - select the IP address range you want excluded from this SonicWall
Anti-Spyware signature. The default None.

e Schedule - select the scheduled time you want for the activation of this SonicWall Anti-Spyware
signature. The default Always on.

6 If you want to change the Log Redundancy Filter setting from the Category setting, uncheck the Use
Category Settings box for Log Redundancy Filter (seconds) and enter a time value in seconds.

7 Click OK to save your changes.

Resetting SonicWall Anti-Spyware Settings to Default

You can remove all custom category and signature settings you created as well as reset global Prevent All and
Detect All settings and Log Redundancy Filter (seconds) settings by clicking Reset Anti-Spyware Settings &
Policies in the Anti-Spyware Global Settings section.

SonicWall SonicOS NSv 6.5 Administration
L ) ) 166
Activating Anti-Spyware Service



Configuring SonicWall Real-Time
Black List

Topics:

e Security Services > RBL Filter on page 167

e About Real-Time Black List Filtering on page 168

e Configuring the RBL Filter on page 168

Security Services > RBL Filter

Real-time Black List Settings

[Z) Enable Real-time Black List Blocking

RBL DMNS Servers: | Inherit Settings from WAN Zone ¥

DNS Server 1: |10.200.0.52

DNS Server 2: |10.200.0.53

DNS Server 3:  |0.0.0.0

Real-time Black List Services

| RBL Service Response Codes
|| shi-xbl.spamhaus.org Q
|| dnshl.sorbs.net =]

DELETE CLEAR STATISTICS

User-Defined SMTP Server Lists

Add Servers: ADD

o # Name Address Detail
L] RBL User White List
k2 REL User Black List

ACCEPT CANCEL

Enable

[«

[+
Type Zone Configure
Group @@
Group (}} @
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About Real-Time Black List Filtering

SMTP Real-Time Black List (RBL) is a mechanism for publishing the IP addresses of SMTP spammers use. There
are a number of organizations that compile this information both for free: http://www.spamhaus.org, and for
profit: https://ers.trendmicro.com/.

NOTE: SMTP RBL is an aggressive spam filtering technique that can be prone to false-positives because it is
based on lists compiled from reported spam activity. The SonicOS NSv implementation of SMTP RBL
filtering provides a number of fine-tuning mechanisms to help ensure filtering accuracy.

RBL list providers publish their lists using DNS. black listed IP addresses appear in the database of the list
provider's DNS domain using inverted IP notation of the SMTP server in question as a prefix to the domain
name. A response code from 127.0.0.2 to 127.0.0.9 indicates some type of undesirability:

Blocked Response Codes

127.0.0.2 - Opan Relay
127.0.0.3 - Dialup Spam Source
127.0.0.4 - Spam Source
127.0.0.5 - Smart Host
127.0.0.8 - Spamware Site
127.0.0.7 - Bad List Server
127.0.0.8 - Insecura Saript
127.0.0.9 - Open Proxy Server

For example, if an SMTP server with IP address 1.2.3.4 has been black listed by RBL list provider
sbl-xbl.spamhaus.org, then a DNS query to 4.3.2.1.sbl-xbl.spamhaus.org provides a 127.0.0.4 response,
indicating that the server is a known source of spam, and the connection is dropped.

@ NOTE: Most spam today is known to be sent from hijacked or zombie machines running a thin SMTP
server implementation. Unlike legitimate SMTP servers, these zombie machines rarely attempt to retry
failed delivery attempts. After the delivery attempt is blocked by RBL filter, no subsequent delivery
attempts for that same piece of spam is made.

Configuring the RBL Filter

Topics:
e Enabling RBL Blocking on page 168
e Adding RBL Services on page 169
e Configuring User-Defined SMTP Server Lists on page 170
e Testing SMTP IP Addresses on page 172

Enabling RBL Blocking

When Enable Real-time Black List Blocking is enabled in the Real-time Black List Settings section on the RBL
Filter page, inbound connections from hosts on the WAN or outbound connections to hosts on the WAN are
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checked against each enabled RBL service with a DNS request to the DNS servers configured under RBL DNS
Servers.

Real-time Black List Settings

! Enable Real-time Black List Blocking

RBL DNS Servers: | Inherit Settings from WAN Zone ¥

DNS Server 1: |10.200.0.52

DNS Server 2: |10.200.0.53

DNS Server 3:  (0.0.0.0

The RBL DNS Servers menu allows you to specify the DNS servers. You can choose Inherit Settings from WAN
Zone or Specify DNS Servers Manually. If you select Specify DNS Servers Manually, enter the DNS server
addresses in the DNS Server fields.

When you have finished, click ACCEPT.

The DNS responses are collected and cached. If any of the queries result in a black listed response, the server is
filtered. Responses are cached using TTL values, and non-black listed responses are assigned a cache TTL of 2
hours. If the cache fills up, then cache entries are discarded in a FIFO (first-in-first-out) fashion.

The IP address check uses the cache to determine if a connection should be dropped. Initially, IP addresses are
not in the cache and a DNS request must be made. In this case the IP address is assumed innocent until proven
guilty, and the check results in the allowing of the connection. A DNS request is made and results are cached in a
separate task. When subsequent packets from this IP address are checked, if the IP address is black listed, the
connection is dropped.

Adding RBL Services

You can add additional RBL services in the Real-time Black List Services section.

Real-time Black List Services
| | RBL Service Response Codes Enable
[ sbl-sbl.spamhaus.org =] v
[_] dnsbl.sorbs.net =) 7
ADD DELETE CLEAR STATISTICS
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To add an RBL service, click ADD. In the Add RBL Domain dialog, you specify the RBL domain to be queried,
enable it for use, and specify its expected response codes. Most RBL services list the responses they provide on
their Web site, although selecting Block All Responses is generally acceptable.

RBL Domain Settings

[} Enable RBL Domain

RBL Domain: |

RBL Blocked Responses

O

127.0.0.2 - Open Relay

O

127.0.0.3 - Dialup Spam Source

O

127.0.0.4 - Spam Source

O

127.0.0.5 - Smart Host

O

127.0.0.6 - Spamware Site

O

127.0.0.7 - Bad List Server

O

127.0.0.8 - Insecure 5cript

O

127.0.0.9 - Open Proxy Server

O

127.0.0.10 - Policy Block List ISP

O

127.0.0.11 - Policy Block List Domain Owner

Block All Responses

Statistics are maintained for each RBL Service in the RBL Service table, and can be viewed with a mouseover of
the (statistics) icon to the right on the service entry.

Configuring User-Defined SMTP Server Lists

The User Defined SMTP Server Lists section allows for Address Objects to be used to construct a white-list
(explicit allow) or black-list (explicit deny) of SMTP servers. Entries in this list bypass the RBL querying
procedure.

User-Defined SMTP Server Lists

> o# Name Address Detail Type Zone Configure
1 RBL User Whits List Group 2
2 REL User Black List Group 7]

NOTE: To see entries in the RBL User White List and RBL User Black List, click the arrow to the right of the
checkbox for that list.
Topics:
e Configuring a White List on page 171
e Configuring a Black List on page 171
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Configuring a White List

For example, to ensure that you always receive SMTP connections from a partner site's SMTP server:

1 Create an Address Object for the server using Add Servers: ADD. The Add Address Object dialog

appears.
Name: | |
Zone Assignment: | LAN v |
Type: | Host v
IF Address: | |

2 Configure the Address Object.

3 Click OK. The Address Object is added to the RBL User White List in the User-Defined SMTP Server Lists
table.

4  Click the edit icon in the Configure column of the RBL User White List row. The Edit Address Object
window displays.

Name: [RBL User White List
X0 IP - -
X1IP
Default Gateway

Default Active WAN IP
X1 Default Gateway

uo 1P

Dial-Up Default Gateway

Testl
Nx Address Pool - -

5 Add the Address Object by selecting it and clicking the right arrow.
6 Click OK.

The table is updated, and that server is always allowed to make SMTP exchanges.

Configuring a Black List

1 Click the Editicon in the Configure column of the RBL User Black List row. The Edit Address Object dialog

displays.
Name: [RBL User White List
X0 IP - -
X1IP
Default Gateway

Default Active WAN IP
X1 Default Gateway

uo 1P

Dial-Up Default Gateway

Testl
Nx Address Pool - -

2 Add the Address Object by selecting it and clicking the right arrow.
3 Click OK.
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Testing SMTP IP Addresses

The INVESTIGATE | Tools > System Diagnostics page also provides a Real-time Black List Lookup feature that
allows for SMITP IP addresses (or RBL services, or DNS servers) to be specifically tested. For more information
about this page, see SonicOS 6.5 NSv Investigate.

For a list of known spam sources to use in testing, refer to: http://www.spamhaus.org/sbl/latest/.
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Configuring Geo-IP Filters

@ | NOTE: The Geo-IP Filtering feature is available on TZ300 series and above appliances.

Topics:
e Security Services > Geo-IP Filter
e Configuring Geo-IP Filtering
e (Creating a Custom Country List
e Customizing Web Block Page Settings

e Using Geo-IP Filter Diagnostics

Security Services > Geo-IP Filter

@ Note: If you believe that a certain address is marked as part of a country incorrectly, you can go to Geo-IP Status Lookup to report
this issue.

Countries Custom List Web Block Page Diagnostics m

| Block connections to/from countries selected in the Countries tab ™
«  All Connections Firewall Rule-based Connections”
Block all connections to public IPs if GeolP DB is not downloaded ™
[ Enable Custom List ™
Override Firewall Countries By Custom List”

) Enable Logging ™

ACCEPT CANCEL (]

The Geo-IP Filter feature allows you to block connections to or from a geographic location. The SonicWall
firewall uses the IP address to determine to the location of the connection. The GEO-IP Filter feature also allows
you to create custom country lists that affect the identification of an IP address.

The Geo-IP Filter feature also allows you to create a custom message when you block a web site.

You can also use the Geo-IP Filter Diagnostics tool to show resolved locations, monitor Geo-IP cache statistics,
custom countries statistics, and look up GEO-IP servers.
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Configuring Geo-IP Filtering

To configure Geo-IP Filtering:

1 Navigate to MANAGE | Security Configuration > Security Services > GEO-IP Filter page.

@ Note: If you believe that a certain address is marked as part of a country incorrectly, you can go to Geo-IP Status Lookup to report
this issue.

Countries Custom List Web Block Page Diagnostics m

["| Block connections to/from countries selected in the Countries tab
+ all Connections Firewall Rule-based Connections”
Block all connections to public IPs if GeoIP DB is not downloaded ™
[l Enable Custom List *
Override Firewall Countries By Custom List”

[l Enable Logging *

ACCEPT CANCEL (]

To block all connections to and from specific countries, select Block connections to/from countries listed
in the table below. This option is selected by default.

If this option is enabled, all connections to/from the selected list of countries are blocked. You can
specify an exclusion list to exclude this behavior for selected IPs, as described below in Step 10.

When this option is selected, the next two options become available.
Select one of the following two modes for Geo-IP Filtering:

e All Connections: All connections to and from the firewall are filtered. This option is selected by
default.

e Firewall Rule-Based Connections: Only connections that match an access rule configured on the
firewall are filtered for blocking.

To block all connections to public IPs when the Geo-IP database is not downloaded, select Block all
connections to public IPs if GeolP DB is not downloaded. This option is not selected by default.

To enable your custom list, select Enable Custom List. This option is not selected by default.
If Enable Custom List is:

e Not selected, then only the firewall’s country database is searched. Go to Step 6.

e Selected, Override Firewall Countries By Custom List becomes available.

Enabling a custom list by selecting \ Enable Custom List \ can affect country identification for an IP
address. If the Override Firewall Countries By Custom List is:

® Not selected also, then country identification is done in this order:
1) The firewall country database is searched. If the identification is not resolved, then:
2) The custom country list is searched.

e Also selected, then country identification is done in this order:
1) The custom country database is searched. If the identification is not resolved, then:

2) The firewall country list is searched.
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In either case, action is taken according to the resolution.
6 To log Geo-IP Filter-related events, select Enable logging. This option is not selected by default.

7 Under Countries, in the Selected Countries table, select the countries to be blocked. By default, no
countries are blocked.

8 Drag the selected countries in the Available Countries table to the Selected Countries table.

@ | NOTE: Blocked countries are highlighted when selected in the Available Countries table.

G) Note: If you believe that a certain address is marked as part of a country incorrectly, you can go to Geo-IP Status Lookup to report
this issue.
Countries Custom List Web Block Page Diagnostics Settings
Countries
Available Countries: Selected Countries:
E= Aland Islands - - Afghanistan
El Algeria - Albznia
American Samoa
Andorra
n Angola
E Anguilla
[ 1= Drmacse im0

9 If you want to block any countries that are not listed, select the Block All UNKNOWN countries option.
All connections to unknown public IPs are blocked. This option is not selected by default.

10 Optionally, you can configure an exclusion list of all connections to approved IP addresses by doing one of
these:

e Select an address object or address group from the Geo-IP Exclusion Object drop-down menu.
The default is Default Geo-IP and Botnet Exclusion Group.

e (Create a new address object or address group by selecting Create new address object... or Create
new address group... from the Geo-IP Exclusion Object drop-down menu.

The Geo-IP Exclusion Object is a network address object group that specifies a group or a range of
IP addresses to be excluded from the Geo-IP filter blocking. All IP addresses in the address object
or group are allowed, even if they are from a blocked country.

For example, if all IP addresses coming from Country A are set to be blocked and an IP address
from Country A is detected, but it is in the Geo-IP Exclusion Object list, then traffic to and from
this IP address is allowed to pass.

For this feature to work correctly, the country database must be downloaded to the firewall. The
Status icon at the top right of the Custom List page turns yellow if this download fails. Green
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status indicates that the database has been successfully downloaded. Click the Status icon to
display more information.

@

Country Database: Downloadad

_._:'.' Geo Enforcement Available

Country Database: Mot Downloaded

A\ Geo Enforcement or GeolP for Visualization is not enabled

For the country database to be downloaded, the firewall must be able to resolve the address,
utmgbdata.global.SonicWall.com.

When a user attempts to access a web page that is from a blocked country, a block page message
is displayed on the user’s web browser.

® NOTE: If a connection to a blocked country is short-lived and the firewall does not have a
cache for the IP address, then the connection might not be blocked immediately. As a result,
connections to blocked countries could occasionally appear in the App Flow Monitor.
However, additional connections to the same IP address are blocked immediately.

11 Click ACCEPT to enable your changes.

Creating a Custom Country List

CD Note: If you believe that a certain address is marked as part of a country incorrectly, you can go to Geo-IF Status Loockup to report this issue.

Countries Custom List Web Block Page Diagnostics Settings

® add O Delete * |Sea|'ch...

| | # Address Object Country Comments Configure
] 1 Unknown country Unknown .%u):(.
Total: 1 found

Address Object Name given to the address object.

Country Flag icon (if known) and name of country.
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Comments Comment made when address object was created.
Configure Contains an Edit icon and a Delete icon.

Total Displays the number of entries in the Custom List.

An IP address can be associated with a wrong country. This kind of misclassification can cause
incorrect/unwanted filtering of an IP address. Having a custom country list can solve this problem by overriding
the firewall country associated with a particular IP address.
Topics:

e (Creating a Custom List on page 177

e Editing a Custom List Entry on page 179

e Deleting Custom List Entries on page 179

Creating a Custom List
®

IMPORTANT: For the firewall to use the custom country list, you must enable it as described in Configuring
Geo-IP Filtering on page 174.

To create a custom country list:
1 Navigate to MANAGE | Security Configuration > Security Services > GEO-IP Filter.
2 Click Settings.

G) Note: If you believe that a certain address is marked as part of a country incorrectly, you can go to Geo-IP Status Lookup to report
this issue.

Countries Custom List Web Block Page Diagnostics %

|1 Block connections to/from countries selected in the Countries tab *
* All Connections Firewall Rule-based Connections”
Block all connections to public IPs if GeoIP DB is not downloaded ™
["J Enable Custom List
Override Firewall Countries By Custom List™

["J Enable Logging ™

ACCEPT CANCEL (]

3 Select Enable Custom List.
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4 Clic

k Custom List.

®

LJ
O

Note: If you believe that a certain address is marked as part of a country incorrectly, you can go to Geo-IP Status Lookup to report this issue,

Countries Custom List ‘Web Block Page Diagnostics Settings

® add O Delete v ‘Search...

# Address Object Country Comments Configure

1 Unknown country Unknown Ié} IZ:E(:ZI

Total: 1 found

5 Click the Add icon. The Add Custom List dialog displays.

IP Address: | --Select IP Address— b
Country: | --Select Country— v |
Comment | |

6 Select an IP address object or create a new address object from the IP Address drop-down menu:

IMPORTANT: An address object cannot overlap any other address objects in the custom country
list. Different address objects, however, can have the same country ID.

e Create new address object... — the Add Address Object dialog displays.

Name: | |
Zone Assignment: | LAN v |
Type: | Host v
IP Address: | |

You create a new address object as described in SonicOS 6.5 NSv Policies, with these
restrictions:

e Allowed types are

e Host
e Range
e Network

e A group of any combination of these types

All other types are disallowed types and cannot be added to the custom country list.
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e Create new address group... — the Add Address Object Group dialog displays.

Mame: |

All Authorized Access Points  » -
All Interface IP

All Interface IPv6 Addresses
All MGMT Management IP
All Rogue Access Points =
All Rogue Devices <-
All SonicPoints

All UD Management IP
All U1 Management IP
All WAN TP hd -

You create a new address object as described in SonicOS 6.5 NSv Policies.

e Already defined address object or address group.

7 Select a country from the Country drop-down menu.

8
9

Optionally, add a comment in the Comment field.

Click OK.

Editing a Custom List Entry

To edit a custom list entry:

1
2
3

Navigate to MANAGE | Security Configuration > Security Services > GEO-IP Filter.
Click Custom List.

Click the Edit icon in the Configure column for the entry to be edited. The Add Custom List dialog
displays with the IP address and any comment about the entry.

IP Address: | Verified T
Country: |——Se|ect Country-- v |
Comment: |IP address verified |

Select the country from the Country drop-down menu and make any other changes.

Click OK. The Custom List table is updated.

Deleting Custom List Entries

To delete a custom list entry:

1

Do one of these:
e (Click the Delete icon in the Configure column for the entry.

e Select the checkbox for the entry and then click Delete.
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A confirmation message displays.

Please confirm you wish to delete the entry for Nigeria.

0K ‘ Cancel |

2 Click OK.

To delete multiple entries:

1 Select the checkboxes of the entries to be deleted. Delete becomes available.

2 Click Delete. A confirmation message displays.

X
Are you sure you wish to delete the selected entries?
0K ‘ Cancel |

3 Click OK.
To delete all entries:

1 Click the checkbox in the table header.

2 Click Delete. A confirmation message displays.

X

Are you sure you wish to delete ALL custom entries?

0K ‘ Cancel |

3 Click OK.

Customizing Web Block Page Settings

The Geo-IP Filter has a default message that is displayed when a user attempts to access a blocked page. You can
have the message display detailed information, such as the reason why this IP address is blocked as well as the

IP address and the country from which it was detected. You also can create a custom message and include a
custom logo.

To create a custom web-block message:

1 Navigate to MANAGE | Security Configuration > Security Services > GEO-IP Filter.
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2 Click Settings.

@ Note: If you believe that a certain address is marked as part of a country incorrectly, you can go to Geo-IP Status Lookup to report
this issue.

Countries Custom List Web Block Page Diagnostics m

|1 Block connections to/from countries selected in the Countries tab *
+ all Connections Firewall Rule-based Connections”
Block all connections to public IPs if GeoIP DB is not downloaded ™
["J Enable Custom List *
Override Firewall Countries By Custom List”

[} Enable Logging ™

ACCEPT CANCEL

3 Click Web Block Page.
@ Note: If you believe that a certain address is marked as part of a country incorrectly, you
can go to Geo-IP Status Lockup to report this issue.

Countries Custom List Web Blodk Page Diagnostics Settings

¥ Include Geo-IP Filter Block Details ™

Alert text: This site has been blocked by the network administrator.

data:image/qgif;base64, ROIGODIhIQFDAPC =
AAAAAAAAAMWAAZGAAMOQAAZANA wArd
AATMWArZgArMQArzALr WBVAABVMWBY
Base64-encoded Logo leon: ZgBVmQBVzABY/WCAAACAMWCAZgCAM

: QUAZACA/WCQAACGMWCqZgCqmQTazaAC
q/WDVAADVMWIDVZgDVmQDVZADV/ WD/
AAD/MwD/ZgD/mQD/zAD//zMAADMAMZ ™
MAZIMAMTMAZDMA/zMrADMrMzMrZiMrm i

‘ PREVIEW ‘ ‘ DEFAULT BLOCKED PAGE

4 Ensure the Include Geo-IP Filter Block Details option is selected. When enabled, this option shows block
details such as reason for the block, IP address, and country. When disabled, no information is displayed.
By default, this option is selected. This option is selected by default.

5 Do one of the following:

e Touse the default message displayed in the Alert text field, This site has been blocked by
the network administrator., click Default Blocked Page and then go to Step 7.

e Specify a custom message to be displayed in the Geo-IP Filter Block page in the Alert text field.
Your message can be up to 100 characters long.

6 Optionally, in the Base64-encoded Logo Icon field, you can specify a Base 64-encoded GIF icon to be
displayed instead of the default SonicWall logo.

NOTE: Ensure the icon is valid and make the size as small as possible. The recommended size is 400
X 65.
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7 To see a preview of your customized message and logo (or the default message and logo), click Preview.
A warning message displays.

Due to potential vulnerability issues, scripting code (Javascript)
and HTML inline event attributes that invoke scripting code are not
evaluated and/or might be disabled.

Some of your preview pages may not render properly because of this

limitation.

8 Click OK. The Web Site Blocked message displays.
This site has been blocked by the
network administrator.

Block reason: -
IP address: 0.0.0.0

9 Close the Web Site Blocked message.
10 Click ACCEPT.

Using Geo-IP Filter Diagnostics

@ Note: If you believe that a certain address is marked as part of a2 country incorrectly, you can go to Geo-IF Status Lookup to report this issue.

Countries Custom List Web Block Page Diagnostics Settings

Diagnostics

SHOW RESOLVED LOCATIONS

Geo-IP Cache Statistics Custom Countries Statistics
Location Server IP: 204.212.170.37 Mo of Entries: 5
Resolved Entries: 1] No of Times Called: [
Unresclved Entries: o Mo of Times Not Looked-up: a
Current Entry Count: o Mo of Times Resclved: a
Max. Entry Count: 15000
Location Map Count: 253

Check GEO Location Server Lookup

Lookup IP: ‘ ‘

The Security Services > GEO-IP Filter page has a Diagnostics view with several tools:
e Show Resolved Locations on page 183
e Geo-IP Cache Statistics on page 183

e Custom Countries Statistics on page 184
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e Check GEO Location Server Lookup on page 184
e Incorrectly Marked Address on page 185

Show Resolved Locations

Resolved Locations

Index IP Address Country

Mo Entries

When you click SHOW RESOLVED LOCATIONS, a pop-up table of resolved IP addresses displays this

information:
e Index
e [P Address
e Country

Geo-IP Cache Statistics

Geo-IP Cache Statistics

Location Server IP: 204.212.170.37
Resolved Entries: 0

Unresclved Entries: 0

Current Entry Count: 1]

Mz, Entry Count: 15000

Location Map Count: 253

The Geo-IP Cache Statistics table contains this information:

e location Server IP

e Resolved Entries

e Unresolved Entries
e Current Entry Count
e Max. Entry Count

e Location Map Count
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Custom Countries Statistics

Custom Countries Statistics

Mo of Entries:

No of Times Called:

Mo of Times Mot Lookad-up:
No of Times Resolved:

=T = T |

The Custom Countries Statistics table contains this information about the number of entries in the list and the
number of times lookups have occurred for the entries:

No of Entries
No of Times Called
No of Times Not Looked-up

No of Times Resolved

Check GEO Location Server Lookup

The Geo-IP Filter also provides the ability to look up IP addresses to determine:

Domain name or IP address

The country of origin and whether it is classified as a Botnet server

@ | NOTE: The similar Botnet Location Server Lookup tool can also be accessed from the MANAGE | Security

Configuration > System Services > Botnet Filter page.

The Geo Location and Botnet Server Lookup tool can also be accessed from the INVESTIGATE | Tools >

System Diagnostics page.

To look up a GEO server:

1
2
3

Navigate to MANAGE | Security Configuration > Security Services > GEO-IP Filter.
Click Diagnostics.

Scroll to the Check GEO Location Server Lookup section.

Check GEO Location Server Lookup

Lookup IP: | |

Enter the IP address in the Lookup IP field.

Click Go. Details on the IP address display below the Result heading.

Result
Lockup IP: 52.62.147.139
Result: Located in Australia{17)
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Incorrectly Marked Address

If you think an address is marked as part of a country incorrectly, you can report the issue by clicking on the
Geo-IP Status Lookup link in the Note on the MANAGE | Security Configuration > Security Services > GEO-IP

Filter page.

‘ @ Note: If you believe that a certain address is marked as part of a country incorrectly, you can go to Geo-IP Status Lookup to report this issue.

The link displays the Submit IP for Geolocation Review page.
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Configuring Botnet Filters

e Security Services > Botnet Filter on page 186

e Configuring Botnet Filtering on page 187

e (Creating a Custom Botnet List on page 188

e Configuring Dynamic HTTP Authentication on page 192
e Customizing Web Block Page Settings on page 193

e Using Botnet Filter Diagnostics on page 195

e Displaying the Status of the Botnet Feature and Database on page 198

Security Services > Botnet Filter

@ Note: If you believe that a certain address is marked as a botnet incorrectly, you can go to Botnet IP Status Lookup to report
this issue.

Custom Botnet List Dynamic Botnet List Dynamic Botnet List Server Web Block Page Diagnostics m

O

Block connections to/from Botnat Command and Control Servers ™

« all Connections Firewall Rule-based Connections™

Black all connections to public IPs if BOTNET DB is not downloaded ™

O

Enable Custom Botnet List ™

()

Enable Dynamic Botnet List *

O

Enable Logging "

Botnet Exclusion Object

| Default Geo-IP and Botnet Exclusion Group ¥ | h

The Botnet Filtering feature allows you to block connections to or from Botnet command and control servers
and to make custom Botnet lists.

The Botnet Filtering feature also allows you to create a custom message when you block a web site or to allow
dynamic Botnet HTTP authentication.

You can also use the Botnet Filtering Diagnostics tool to show Botnets, monitor Botnet cache statistics, custom
Botnet statistics, and look up Botnet servers.
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Configuring Botnet Filtering

To configure Botnet filtering:

1 Navigate to the MANAGE | Security Configuration > Security Services > Botnet Filter.

2 Click Settings.

@ Note: If you believe that a certain address is marked as a botnet incorrectly, you can go to Botnet IP Status Lookup to report

this issue.
Custom Botnet List Dynamic Botnet List Dynamic Botnet List Server Web Block Page Diagnostics m
) Block connections to/from Betnet Command and Control Servers ©

« All Connections Firewall Rule-based Connections”

Block all connections to public IPs if BOTNET DB is not downloaded ™

O

Enable Custom Botnet List

]

Enable Dynamic Botnet List ™

O

Enable Logging ~

Botnet Exclusion Object

| Default Geo-IP and Botnet Exclusion Group ¥ | h

3 To block all servers that are designated as Botnet command and control servers, select the Block
connections to/from Botnet Command and Control Servers option. All connection attempts to/from
Botnet command and control servers are blocked. This option is not selected by default.

If this option is selected, the radio buttons and the Block all connections to public IPs if BOTNET DB is
not downloaded option become available.

To exclude selected IPs from this blocking behavior, use exclusion lists as described in the following steps
and/or create a custom Botnet list as described in Creating a Custom Botnet List on page 188.

4 If Block connections to/from Botnet Command and Control Servers is selected, these options become
available:

a Select one of the following two modes for Botnet Filtering:

e All Connections: All connections to and from the firewall are filtered. This is the default
Botnet block mode.

e Firewall Rule-Based Connections: Only connections that match an access rule configured
on the firewall are filtered.

b If you want to block all connections to public IPs when the Botnet database is not downloaded,
select the Block all connections to public IPs if BOTNET DB is not downloaded. This option is not
selected by default.

5 To enable the Custom Botnet List, select Enable Custom Botnet List. This option is not selected by
default.

If Enable Custom Botnet List is not selected, then only the firewall’s Botnet database is searched. Go to
Step 6.

Enabling a custom list by selecting Enable Custom Botnet List can affect country identification for an IP
address:

a During Botnet identification, the custom Botnet list is searched first.
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b If the IP address is not resolved, the firewall’s Botnet database is searched.

If an IP address is resolved from the custom Botnet list, it can be identified as either a Botnet IP address
or a non-Botnet IP address, and action taken accordingly.

6 Select Enable logging to log Botnet Filter-related events.

7 Optionally, you can configure an exclusion list of all IPs belonging to the configured address
object/address group. All IPs belonging to the list are excluded from being blocked. To enable an
exclusion list, select an address object or address group from the Botnet Exclusion Object drop-down
menu.

Botnet Exclusion Object

L]

| Default Geo-IP and Botnet Exclusion Group ¥ |

The default exclusion object is Default Geo-IP and Botnet Exclusion Group. You can create your own
address object or address group object. as described in SonicOS 6.5 NSv Policies.

8 Click ACCEPT.

Creating a Custom Botnet List

@ Note: If you believe that a certain address is marked as a botnet incorrectly, you can go to Botnet IF Status Lookup to report this issue.

Custom Botnet List Dynamic Botnet List Dynamic Botnet List Server Web Block Page Diagnostics Settings
@ Add O Delete v ‘Search... ©

| | #  Address Object Botnet Comments

[ 1 Guestservers . authorized users

2 Autharized access points [ ] addrass group

O3 Securad access points sacured wirsless connections

Address Object Name of the address object or address group object.

Botnet Icon indicating whether the entry was defined as a Botnet when created. A black circle
indicates a Botnet, a white circle a non-Botnet.

Comments Any comments you added about the entry.

Configure Contains Edit and Delete icons for the entry.

Total Displays the number of entries in the Custom Botnet List.

An IP address can be wrongly marked as Botnet. This kind of misclassification can cause incorrect/unwanted
filtering of an IP address. Having a custom Botnet list can solve this problem by overriding the Botnet tag for a
particular IP address.

Topics:
e (Creating a Custom Botnet List on page 189
e Editing a Custom Botnet List Entry on page 190

e Deleting Custom Botnet List Entries on page 191
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Creating a Custom Botnet List

IMPORTANT: For the firewall to use the custom Botnet list, you must enable it as described in Configuring
Botnet Filtering on page 187.

To create a custom Botnet list:
1 Navigate to the MANAGE | Security Configuration > Security Services > Botnet Filter.
2 Click Settings.

G) Note: If you believe that a certain address is marked as a botnet incorrectly, you can go to Botnet IP Status Lookup to report
this issue.

Custom Botnet List Dynamic Botnet List Dynamic Botnet List Server Web Block Page Diagnostics m

[l Block connections to/from Botnet Command and Centrol Servers ™

+ All Connections Firewall Rule-based Connections™
Block all connections to public IPs if BOTNET DB is not downloaded ™
[} Enable Custom Botnet List ™
) Enable Dynamic Botnet List *

) Enable Logging *

Botnet Exclusion Object

| Default Geo-IP and Botnet Exclusion Group ¥ | h

3 Click Custom Botnet List.

(D Note: If you believe that a certain address is marked as a botnet incorrectly, you can go to Botnet IP Status Lookup to report this issue.

Custom Botnet List Dynamic Botnet List Dynamic Botnet List Server ‘Web Block Page Diagnostics Settings

® add O Dpelete v ‘Search...

|| #  Address Object Botnet Comments Configure
1 Guest servers L ] authorized users l._é?_.n ):(l
2 Authorized access points L ] address group lé’lli:( |
Ll 3 Secured access points secured wireless connections l._%_.n ):(l

4  Click the Add icon. The Add Custom Botnet List dialog displays.

A Botnet IP Address: [ —-Select IP Address-—- |

Botnet: (]

Comment: | |

5 Select an IP address object or create a new address object from the A Botnet IP Address drop-down
menu:

IMPORTANT: An address object cannot overlap any other address objects in the custom country
list. Different address objects, however, can have the same country ID.
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e Create new address object... — the Add Address Object dialog displays.

Name: | |
Zone Assignment: | LAN M |
Type: | Host T |
IP Adaress: | |

You create a new address object as described in SonicOS 6.5 NSv Policies, with these
restrictions:

e Allowed types are:

e Host
e Range
e Network

e A group of any combination of the first three types
All other types are disallowed types and cannot be added to the custom Botnet list.

e Create new address group... — the Add Address Object Group dialog displays.

Mame: |

All Authorized Access Points  # ‘
All Interface IP

All Interface IPv6 Addresses
All MGMT Management IP
All Rogue Access Points =
All Rogue Devices <
All SonicPoints

All U0 Management IP
All U1 Management IP
All WAN TP hd -

You create a new address object as described in SonicOS 6.5 NSv Policies.
e Already defined address object or address group.
6 If this address object is a known Botnet, select a Botnet.
7 Optionally, add a comment in the Comment field.

8 Click OK.

Editing a Custom Botnet List Entry

To edit a custom Botnet list entry:

1 Inthe Custom Botnet List table, click the Edit icon in the Configure column for the entry to be edited.
The Add Custom Botnet List dialog displays the entry.

A Botnet IP Address: |Au‘thorized access points v
Botnet: o]
Comment: |add ress group |

2 Make your changes.
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3 Click OK. The Custom Botnet List table is updated.

Deleting Custom Botnet List Entries

To delete a custom Botnet list entry:
1 Do one of these:
e Click the Delete icon in the Configure column for the entry.
e Select the checkbox for the entry and then click Delete.

A confirmation message displays.

Please confirm you wish to delete the entry for Authorized access points.

0K | Cancel ‘

2 Click OK.

To delete multiple entries:
1 Select the checkboxes of the entries to be deleted. Delete becomes available.

2 Click DELETE. A confirmation message displays.

x
Are you sure you wish to delete the selected entries?
0K ‘ Cancel |

3 Click OK.
To delete all entries:

1 Click the checkbox in the table header.

2 Click Delete. A confirmation message displays.

x

Are you sure you wish to delete the selected entries?

0K ‘ Cancel |

3 Click OK.
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Configuring Dynamic HTTP
Authentication

@ Note: If you believe that a certain address is marked as a botnet incorrectly, you can go to Botnet [P Status Lookup to report this issue.

Custom Botnet List Dynamic Botnet List Dynamic Botnet List Server Web Block Page Diagnostics Settings

Enable botnet list download periodically: -
Download Interval: ?
Protocol: FTF |’

Server IP Address: I:I N
Login ID: I:I ”
Password: l:| N
Directory Path: I:I ”
File Name: l:| N

Usernames and passwords for HTP URLs in the dynamic Botnet configuration are accepted, and the information
is transmitted in the HTTP header so the firewall has the required information.

To configure dynamic HTTP authentication:
1 Navigate to MANAGE | Security Configuration >Security Services > Botnet Filter.

2 Click Dynamic Botnet List Server.

@ Note: If you believe that a certain address is marked as a botnet incorrectly, you can go to Botnet IP Status Lookup to report this issue.

Custom Botnet List Dynamic Botnet List Dynamic Botnet List Server ‘Web Block Page Diagnostics Settings

Enable botnet list download periodically: Oa-
Download Interval: A
Pratocol: FTP v!|®

Server IP Address: I:I N
Login ID: l:l ?
Password: I:I N
Directory Path: I:I b
File Name: I:I N

3 Select Enable botnet list download periodically. This option is not selected by default.
4 Select the frequency of downloads from Download Interval:
e 5 minutes (default)
e 15 minutes
e 1hour
e 24 hours
The firewall downloads the Botnet file from the server at the specified interval.

5 Select the protocol in which the firewall has to communicate with the backend server to retrieve the file
from Protocol:
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e FTP (default)
e HTTPS

6 Enter the IP address of the server to which the Botnet list file is downloaded in the Server IP Address
field.

7 Enter the login ID the firewall is to use to connect to the server in the Login ID field.
8 Enter the password the firewall is to use to connect to the server in the Password field.

9 Enter the directory path the firewall from which the firewall retrieves the Botnet file in the Directory
Path field. This server directory path is relative to the default root directory.

10 Enter the name of the file on the server to be downloaded in the File Name field.

11 Click ACCEPT.

Customizing Web Block Page Settings

G) Note: If you believe that a certain address is marked as a botnet incorrectly, you can go to Botnet IP Status Lookup to report this issue.

Custom Botnet List Dynamic Botnet List Dynamic Botnet List Server ‘Web Block Page Diagnostics Settings

¥ Include Bomet Filter Block Details ™

This site has been blocked by the network administrator.

b

Alert text

data:image/qgif;base64,ROIGODIhIQFDAPCAAAAAAAAAMWAAZGAAM ~
QAAZAAAWAFAAATMWArZgArmQArzZAAr WBVAABVMWEBVZgBVMQB
VZABV/WCAAACAMWCAZgCAMQCAZACA /WCgAACgMwCgZgCagmQC
qzACq/wDVAADVMwWDVZgDVmQDWVzADV/wD/AAD/MwD/ZgD/mQD
BaseB4-encoded Logo lcon: [ZAD{[zMAADMAMZMAZIMAMTMAZDMA/zMrADMrMzMrZiMrmTMrz
DMr/zNVADNVMzZNVZINVMTHNYZDNY/208ADOAMZOAZ]OAMTOAZD
0A/200ADOqMz0qZj0qmTOqz000/zPVADPYMZPVZIPYMTPVZDPY  ~
[zP[ADP/MzP{ZJP/mTR/zDP//2Y AAGYAM2YAZMY AMWYAZGYA/2Yr y

a1

‘ PREVIEW | ‘ DEFAULT BLOCKED PAGE

ACCEPT CAMCEL

The Botnet Filter has a default message that is displayed when a page is blocked. You can customize this
message and include your own logo.
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To create a custom message and include a custom logo:

1 Navigate to MANAGE | Security Configuration > Security Services > Botnet Filter.

G) Note: If you believe that a certain address is marked as a botnet incorrectly, you can go to Botnet IP Status Lookup to report

this issue.
Custom Botnet List Dynamic Botnet List Dynamic Botnet List Server Web Block Page Diagnostics m
"] Block connections to/from Botnet Command and Control Servers ©

© All Connections Firewall Rule-based Connections™

Block all connections to public IPs if BOTNET DB is not downloaded *

O

Enable Custom Botnet List ™

C

Enable Dynamic Botnet List

O

Enable Logging ™

Botnet Exclusion Object

| Default Geo-IP and Botnet Exclusion Group ¥ | N

2 Ensure the Include Botnet Filter Block Details option is selected. This option is selected by default.

When enabled, this option shows block details such as reason for the block, IP address, and country.
When disabled, this option hides all information.

3 Do one of the following:

e To use the default message displayed in the Alert text field, This site has been blocked by
the network administrator ., click Default Blocked Page and then go to Step 4.

e Specify a custom message to be displayed in the Geo-IP Filter Block page in the Alert text field.
Your message can be up to 100 characters long.

4 Optionally, in the Base64-encoded Logo Icon field, you can specify a Base 64-encoded GIF icon to be
displayed as well.

@ NOTE: Ensure the icon is valid and make the size as small as possible. The recommended size is 400
X 65.

5 To see a preview of your customized message and logo (or the default message and logo), click Preview.
A warning message displays.

Due to potential vulnerability issues, scripting code (Javascript)
and HTML inline event attributes that invoke scripting code are not
evaluated and/or might be disabled.

Some of your preview pages may not render properly because of this

limitation,
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6 Click OK. The Web Site Blocked message displays.

This site has been blocked by the

network administrator.

Block reason: -
IP address: 0.0.0.0

7 Close the Web Site Blocked message.

8 Click ACCEPT.

Using Botnet Filter Diagnostics

‘Custom Botnet List

Diagnostics

SHOW BOTNETS

Botnet Cache Statistics

Check BOTNET Server Lookup

Lookup IP:

Dynamic Botnet List Dynamic Botnet List Server

Location Server IP: 0.0.0.0
Resolved Entries: o
Unresolved Entries: 0
Current Entry Count: 0

Max, Entry Count: 50000
Botnets Detected: 0

Custom Botnets Statistics

No of Entries:
No of Times Called:
No of Times Mot Looked-up:

ele|ala

No of Times Resolved:

@ Note: If you believe that a certain address is marked as a botnet incorrectly, you can go to Botnet IP Status Lookup to report this issue.

Web Block Page Settings

Dynamic Botnets Statistics

No of Entries:
Mo of Times Called:
Mo of Times Not Looked-up:

e |le|a|la

Mo of Times Resolved:

V]

The MANAGE | Security Configuration > Security Services > Botnet Filter page has a Diagnostics view with

several tools:

e Show Resolved Botnet Locations on page 196

e Botnet Cache Statistics on page 196

e Botnets Statistics on page 197

e Check Botnet Server Lookup on page 197

e Incorrectly Marked Address on page 198
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Show Resolved Botnet Locations

Resolved Locations

Index IP Address

Mo Entries

When you click SHOW BOTNETS in the Diagnostics section, a table of resolved IP addresses displays with this

information:
e Index

e |IP Address — IP address of the Botnet

Botnet Cache Statistics

Botnet Cache Statistics

Location Server [P: 0.0.0.0
Resolved Entries: o
Unresolved Entries: ]
‘Current Entry Count: o
Ma. Entry Count: 50000
Botnets Detected: ]

The Botnet Cache Statistics table contains this information:

e Location Server IP

e Resolved Entries

e Unresolved Entries
e Current Entry Count
e Max. Entry Count

e Botnets Detected
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Botnets Statistics

Custom Botnets Statistics Dynamic Botnets Statistics
Mo of Entries: 0 Mo of Entries: 0
No of Times Called: 0 Mo of Times Called: 0
Mo of Times Not Looked-up: 0 Mo of Times Mot Looked-up: 0
Mo of Times Resolved: 0 Mo of Times Resolved: ]

The Diagnostics view displays statistics for both custom and dynamic Botnets. Both the Custom Botnets
Statistics and Dynamic Botnet Statistics tables display the same information about the number of entries in the
list and the number of times lookups have occurred for the entries:

e No of Entries
e No of Times Called
e No of Times Not Looked-up

e No of Times Resolved

Check Botnet Server Lookup

The Botnet Filter also provides the ability to look up IP addresses to determine:
e Domain name or IP address

e Country of origin and whether the server is classified as a Botnet server

@ | NOTE: The Botnet Server Lookup tool can also be accessed from the System > Diagnostics page.

To look up a Botnet server:
1 Navigate to MANAGE | Security Configuration > Security Services > Botnet Filter.
2 Click Diagnostics.
3 Scroll to the Check BOTNET Server Lookup section.

Check BOTNET Server Lookup

Lookup IP: | |

4  Enter the IP address in the Lookup IP field.
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5 Click Go. Details on the IP address are displayed below the Result heading.

Check BOTNET Server Lookup

Lookup IP: 211.234.117.132 | =
Result

Lookup IP: 211.234.117.132

Result: Itis a BOTNET Server

Incorrectly Marked Address

@ Note: If you believe that a certain address is marked as a botnet incorrectly, you can go to Botnet IP Status Lookup to report this issue.
If you believe that a certain address is marked as a Botnet incorrectly, or if you believe an address should be
marked as a Botnet, report this issue at SonicWall Botnet IP Status Lookup by either clicking on the link in the

Note in the MANAGE | Security Configuration > Security Services > Botnet Filter page or going to: SonicWall
Botnet IP Status Lookup.

Displaying the Status of the Botnet
Feature and Database

To display the status of the Botnet feature and database, click the Status icon. A pop-up with the status displays.

Botnet Database: Mot Downloaded
£ Botnet Filter is not enabled

Dynamic Botnet Feature is disabled

To close the pop-up, click the X.
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SECURITY CONFIGURATION |
Decryption Services

About DPI-SSL

Configuring the DPI-SSL/TLS Client

Configuring DPI-SSL/TLS Server Settings

Configuring DPI-SSH
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About DPI-SSL

NOTE: DPI-SSL is a separate, licensed feature that provides inspection of encrypted HTTPS traffic and
other SSL-based IPv4 and IPv6 traffic.

Topics:
e About DPI-SSL on page 200
e Deployment Scenarios on page 203

e (Customizing DPI-SSL on page 203

About DPI-SSL

Topics:
e Supported Features on page 200

e Security Services on page 202

Supported Features

Deep Packet Inspection of Secure Socket Layer (DPI-SSL) extends SonicWall’s Deep Packet Inspection technology
to the inspection of encrypted HTTPS traffic and other SSL-based traffic. The SSL traffic is decrypted
(intercepted) transparently, scanned for threats, and then re-encrypted and, if no threats or vulnerabilities are
found, sent along to its destination.

DPI-SSL provides additional security, application control, and data-leakage prevention for analyzing encrypted
HTTPS and other SSL-based traffic. DPI-SSL supports:

e Transport Layer Security (TLS) Handshake Protocol 1.2 and earlier versions — The TLS 1.2 communication
protocol is supported during SSL inspection/decryption between the firewall and the server in DPI-SSL
deployments (previously, TLS 1.2 was only supported between client and firewall). SonicOS NSv also
supports TLS 1.2 in other areas as well.

e SHA-256 — All re-signed server certificates are signed with the SHA-256 hash algorithm.

e Perfect Forward Secrecy (PFS) — Perfect Forward Secrecy-based ciphers and other stronger ciphers are
prioritized over weak ciphers in the advertised cipher suite. As a result, the client or server is not
expected to negotiate a weak cipher unless the client or server does not support a strong cipher.

DPI-SSL also supports application-level Bandwidth Management over SSL tunnels. App Rules HTTP bandwidth
management policies also applies to content that is accessed over HTTPS when DPI-SSL is enabled for App Rules.

DPI-SSL for both client and server can be controlled by Access Rules.
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Topics:
e Support for Local CRL on page 201
e TLS Certificate Status Request Extension on page 201
e Blocking of SSH X11 Forwarding on page 201
e Support for ECDSA-Related Ciphers on page 202
e DPI-SSL and CFS HTTPS Content Filtering Work Independently on page 202

e Original Port Numbers Retained in Decrypted Packets on page 202

Support for Local CRL

A Certificate Revocation List (CRL) is a list of digital certificates that have been revoked by the issuing Certificate
Authority (CA) before their scheduled expiration date and should no longer be trusted. A problem with
contacting the CA for this list is that the browser cannot confirm whether it has reached the CA’s servers or if an
attacker has intercepted the connection to bypass the revocation check.

Local CRL is relative to typical CRL (or online CRL). For typical CRL, the client needs to download the CLR from a
CRL distribution point. If the client is unable to download the CRL, then by default, the client trusts the
certificate. Contrary to typical CRL, Local CRL maintains a list of revoked certificates locally in import memory for
DPI-SSL to verify whether the certificate has been revoked.

For more information about this feature, contact Technical Support.

TLS Certificate Status Request Extension

DPI-SSL now supports the new TLS Certificate Status Request extension (formally known as OCSP stapling). By
supporting this extension, the certificate status information is delivered to the DPI-SSL client through an already
established channel, thereby reducing overhead and improving performance.

For more information about this feature, see SonicOS 6.5 NSv System Setup or contact Technical Support.

Blocking of SSH X11 Forwarding

@l NOTE: X11 Forwarding requires a valid SonicWall DPI-SSH license.

X is a popular window system for UNIX workstations. Using X, a user can run remote X applications that open
their windows on the user’s local display (and vice versa, running local applications on remote displays). If the
remote server is outside after a firewall and administrator have blocked remote connections, user can still use
SSH tunneling to get the X display on a local machine. A user can thus circumvent the application-based security
policies on the firewall, thereby creating security risks. As X protocol sessions between applications and X
servers are not encrypted while being transmitted over a network, an X11 protocol connection can be routed
through an SSH connection to provide security and stronger authentication. This feature is called X11
forwarding an SSH client requests X forwarding when it connects to an SSH server (assuming X forwarding is
enabled in the client). If the server allows X forwarding for this connection, login proceeds normally, but the
server takes some special steps behind the scenes. In addition to handling the terminal session, the server sets
itself up as a proxy X server running on the remote machine and sets the DISPLAY environment variable in the
remote shell to point to the proxy X display. If an X client program is run, it connects to the proxy. The proxy
behaves just like a real X server, and in turn instructs the SSH client to behave as a proxy X client, connecting to
the X server on the local machine. The SSH client and server then cooperate to pass X protocol information back
and forth over the SSH pipe between the two X sessions, and the X client program appears on your screen just as
if it had connected directly to your display. DPI-SSH X11 forwarding supports these clients:

e SSH client for Cygwin
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e Putty
e secureCRT
e SSHon Ubutu
e SSH on centos
DPI-SSH X11 Forwarding supports the SSH servers on:
e Fedora
e Ubuntu
SSH X11 Forwarding supports both route mode and wire mode. For:
e Wire mode, SSH X11 Forwarding is only supported in the secure (active DPI of inline traffic) mode.
e Route mode, here is no limitation.

The maximum number of connections supported for SSH X11 Forwarding is same as for DPI-SSH: 1000.DPI-SSH.

Support for ECDSA-Related Ciphers

DPI-SSL Client supports ECDSA (Elliptic Curve Digital Signature Algorithm) ciphers:
e TLS ECDHE_ECDSA_WIATH_AES_128_GCM_SHA256
e TLS ECDH_RSA_WITH_AES_128 GCM_SHA256

DPI-SSL and CFS HTTPS Content Filtering Work
Independently

DPI-SSL and CFS HTTPS content filtering can be enabled at the same time and function as follows:
e |f DPI-SSL Client Inspection is disabled, Content Filter Service filters HTTPS connections.

e |f DPI-SSL Client Inspection is enabled, but the Content Filter option is not selected, Content Filter Service
filters HTTPS connections.

e |f DPI-SSL Client Inspection is enabled and the Content Filter option is selected, CFS does not filter HTTPS
connections.

Original Port Numbers Retained in Decrypted Packets

For encrypted connections DPI-SSL/DPI-SSH connections, the decrypted packet shows the destination port as 80
(in the case of HTTPS). When the decrypted packets are observed in packet capture/Wireshark, they now retain
the original port numbers. The port number change applies only to the packet capture and not to the actual
packet or connection cache.

Security Services

The following security services and features can use DPI-SSL:

Gateway Anti-Virus Content Filtering
Gateway Anti-Spyware Application Firewall

Intrusion Prevention
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Deployment Scenarios

DPI-SSL has two main deployment scenarios:

e Client DPI-SSL: Used to inspect HTTPS traffic when clients on the appliance’s LAN access content located
on the WAN. Exclusions to DPI-SSL can be made on a common-name or category basis.

e Server DPI-SSL: Used to inspect HTTPS traffic when remote clients connect over the WAN to access
content located on the appliance’s LAN.

Proxy Deployment

DPI-SSL supports proxy deployment, where all client browsers are configured to redirect to a proxy server, but
an appliance sits between the client browsers and the proxy server. All DPI-SSL features are supported in this
scenario, including supporting domain exclusions when the domain is part of a virtual hosting server, or in some
cloud deployments, wherein the same server IP can be used by multiple domains.

Additionally, typical data center server farms are fronted with a load balancer and/or reverse SSL Proxy to
offload SSL processing on the servers. For a load balancer fronting the servers and doing decryption, the
appliance usually only sees the IP of the load balancer, and the load balancer decrypts the content and
determines the specific server to assign this connection to. DPI-SSL now has a global policy option to disable an
IP-based exclusion cache. The exclusions continues to work even if the IP-based exclusion cache is off.

Customizing DPI-SSL

@ IMPORTANT: Add the NetExtender SSL VPN gateway to the DPI SSL IP-address exclusion list. As
NetExtender traffic is PPP-encapsulated, having SSL VPN decrypt such traffic does not produce meaningful
results.

In general, the policy of DPI-SSL is to secure any and all traffic that flows through the appliance. This might or
might not meet your security needs, so DPI-SSL allows you to customize what is processed.

DPI-SSL comes with a list (database) of built-in (default) domains excluded from DPI processing. You can add to
this list at any time, remove any entries you’ve added, and/or toggle built-in entries between exclusion from and
inclusion in DPI processing. DPI-SSL also allows you to exclude or include domains by common name or category
(for example, banking or health care).

Excluded sites, whether by common name or category, however, can become a security risk that can be
exploited in the future by exploit kits that circumvent the appliance and are downloaded to client machines or
by a man-in-the-middle hijacker presenting a fake server site/certificate to an unsuspecting client. To prevent
such risks, DPI-SSL allows excluded sites to be authenticated before exclusion.

As the percentage of HTTPS connections increase in your network and new https sites appear, it is improbable
for even the latest SonicOS NSv version to contain a complete list of built-in/default exclusions. Some HTTPS
connections fail when DPI-SSL interception occurs because of the inherent implementation of a new client
application or the server implementation, and these sites might need to be excluded on the appliance to
provide a seamless user experience. SonicOS NSv keeps a log of these failed connections that you can
troubleshoot and use to add any trusted entries to the exclusion list.

In addition to excluding/including sites, DPI-SSL provides both global authentication policy and a granular
exception policy to the global one. For example, with a global policy to authenticate connection, some
connections might be blocked that are in essence safe, such as new trusted CA certificates or a a self-signed
server certificate of a private (or local-to-enterprise deployment) secure cloud solution. The granular option
allows you to exclude individual domains from the global authentication policy.
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You can configure exclusions for a domain that is part of a list of domains supported by the same server
(certificate). That is, some server certificates contain multiple domain names, but you want to exclude just one
of these domains without having to exclude all of the domains served by a single server certificate. For example,
you can exclude youtube . com without having to exclude any other domain, such as googlle.com, even
though *.google.comis the common name of the server certificate that has youtube . com listed as an
alternate domain under Subject Alternate-Name extension.
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Configuring the DPI-SSL/TLS Client

Topics:
e Decryption Services > DPI-SSL/TLS Client on page 205
e Viewing DPI-SSL Status on page 206
e Configuring the DPI-SSL/TLS Client on page 206

Decryption Services > DPI-SSL/TLS Client

DPI-SSL Status

Current DPI-S5L connections {cur/peakfmax): 0/0/1000

m Certificate Objects Common Name CFS Category-based Exclusion/Inclusion

General Settings

[ Enable S5L Client Inspection
[ ntrusion Prevention
[J Gateway Anti-Virus
(] Gateway Anti-Spyware
[ Application Firewall
[ content Filter

[ Always authenticate server for decrypted connections ™
[ Allow Expired CA ™
[ beployments wherein the Firewall sees a single server TP for different server domains, ex: Proxy setup ”
[ Allow SSL without decryption (bypass) when connection limit exceeded *
[ Audit new default exclusion domain names prior to being added for exclusion ™

[ Always authenticate server before applying exclusion policy *

@l TIP: For information about DPI-SSL, see About DPI-SSL on page 200.
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Viewing DPI-SSL Status

DPI-SSL Status

Current DPI-SSL connections (cur/peak) max): 0/0/500

The DPI-SSL Status section displays the current DPI-SSL connections, peak connections, and maximum
connections.

Configuring the DPI-SSL/TLS Client

The DPI-SSL/TLS Client deployment scenario typically is used to inspect HTTPS traffic when clients on the LAN
browse content located on the WAN. In this scenario, the firewall typically does not own the certificates and
private keys for the content it is inspecting. After performing DPI-SSL inspection, the appliance re-writes the
certificate sent by the remote server and signs this newly generated certificate with the certificate specified in
the Client DPI-SSL configuration. By default, this is the firewall certificate authority (CA) certificate, but a
different certificate can be specified. Users should be instructed to add the certificate to their browser’s trusted
list to avoid certificate trust errors.
Topics:

e Configuring General Settings on page 206

e Selecting the Re-Signing Certificate Authority on page 209

e Configuring Exclusions and Inclusions on page 210

e Excluding/Including by Common Name on page 212

e (Client DPI-SSL Examples on page 220

Configuring General Settings

Topics:
e Enabling SSL Client Inspection on page 206
e Enabling DPI-SSL Client on a Zone on page 209
e Enabling DPI-SSL Server on a Zone on page 209

Enabling SSL Client Inspection

To enable SSL Client inspection:

1 Navigate to MANAGE | Security Configuration > Decryption Services > DPI-SSL/TLS Client.
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2 Click General.

m Certificate Objects Common Name CFS Category-based Exclusion /Inclusion

General Settings

[J Enable S5L Client Inspection
[ Intrusion Prevention
O Gateway Anti-Virus
(] Gateway Anti-Spyware
[J Application Firewall
[J content Filter

[ Always authenticate server for decrypted connections ™

[ Allow Expired CA ™
[ Deployments wherein the Firewall sees a single server IP for different server domains, ex: Proxy setup ™
Allow SSL without decryption (bypass) when connection limit exceeded ™

[J Audit new default exclusion domain names prior to being added for exclusion ™

[] Always authenticate server before applying exclusion policy *

3 Select Enable SSL Client Inspection. This option is not selected by default.
4 Select one or more services with which to perform inspection; none are selected by default:
e Intrusion Prevention
e Gateway Anti-Virus
e Gateway Anti-Spyware
e Application Firewall
e Content Filter

5 To authenticate servers for decrypted/intercepted connections, select Always authenticate server for
decrypted connections. When enabled, DPI-SSL blocks connections:

e To sites with untrusted certificates.

e [f the domain name in the Client Hello cannot be validated against the Server Certificate for the
connection.

This option is not selected by default. When this option is selected, Allow Expired CA becomes available.

@ IMPORTANT: Only enable this option if you need a high level of security. Blocked connections show
up in the connection failures list, as described in Showing Connection Failures on page 216.

@ TIP: If you enable this option, use the Skip CFS Category-based Exclusion option (see
Excluding/Including Common Names on page 213) to exclude a particular domain or domains from
this global authenticate option. This is useful to override any server authentication-related failures
of trusted sites.

6 To allow expired or intermediate CAs, select Allow Expired CS. This option is not selected by default. If it
is not selected, connections are blocked if the domain name in the Client Hello cannot be validated
against the server certificate for the connections.

7 To disable use of the server IP address-based dynamic cache for exclusion, select Deployments wherein
the Firewall sees a single server IP for different server domains, ex: Proxy setup. This option is not
selected by default.
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This option is useful for proxy deployments, where all client browsers redirect to a proxy server, including
if appliance is between the client browsers and the proxy server. All DPI-SSL features are supported,
including domain exclusions when the domain is part of a virtual hosting server, as part of a server farm
fronted with a load balancer, or in some cloud deployments, wherein the same server IP can be used by
multiple domains.

In such deployments, all server IPs as seen by the appliance are the proxy server’s IP. It is, therefore,
imperative that in proxy deployments, IP-based exclusion cache is disabled. Enabling this option does not
affect SonicOS NSV’s capability to perform exclusions.

8 By default, new connections over the DPI-SSL connection limit are bypassed. To allow new connections
to bypass decryption instead of being dropped when the connection limit is exceeded, select Allow SSL
without decryption (bypass) when connection limit exceeded. This option is selected by default.

To ensure new connections over the DPI-SSL connection limit are dropped, deselect/disable this
checkbox.

9 To audit new, built-in exclusion domain names before they are added for exclusion, select Audit new
built-in exclusion domain names prior to being added for exclusion. By default, this checkbox is not
enabled.

When this option is enabled, whenever changes to the built-in exclusion list occur, for example, an
upgrade to a new firmware image or other system-related actions, a notification pop-up dialog displays
over the Decryption Services > DPI-SSL/TLS Client page with the changes. You can inspect/audit the new
changes and accept or reject any, some, or all of the new changes to the built-in exclusion list. At this
point, the run-time exclusion list is updated to reflect the new changes.

If this option is disabled, SonicOS NSv accepts all new changes to the built-in exclusion list and adds
them automatically.

10 To always authenticate a server before applying a common-name or category exclusion policy, select
Always authenticate server before applying exclusion policy. This option is not selected by default.
When enabled, DPI-SSL blocks excluded connections:

e To sites with untrusted certificates.

e [f the domain name in the Client Hello cannot be validated against the Server Certificate for the
connection.

This is a useful feature to authenticate the server connection before applying exclusion policies. Enabling
this option ensures that the appliance does not blindly apply exclusion on connections and thereby
create a security hole for exclusion sites or sites belonging to excluded categories. This is especially
relevant when banking sites, as a category, are excluded.

By validating both the server certificate and the domain name in the Client Hello before applying an
exclusion policy, SonicOS NSv can reject untrusted sites and potentially block a type of zero-day attack
from taking place. The SonicOS NSv implementation takes the “trust-but-verify” approach to ensure
that a domain name that matches the exclusion policy criteria is validated first, thus preventing an
unsuspecting client from phishing or URL-redirect-related attacks.

@ IMPORTANT: If you are excluding alternate domains in the Subject-Alternate-Name extension, it is
recommended that you enable this option.

@ TIP: If you enable this option, use the Skip CFS Category-based Exclusion option (see
Excluding/Including Common Names on page 213) to exclude a particular domain or domains from
this global authenticate option. This is useful to override any server authentication-related failures
of trusted sites.

11 Click ACCEPT.
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Enabling DPI-SSL Client on a Zone

To enable DPI-SSL Client on a zone:

12 Navigate to MANAGE | System Setup > Network > Zones.

® | TIP: For information about configuring zones, see SonicOS 6.5 NSv System Setup.

13 Click the Edit icon for the zone to be configured. The Edit Zone dialog displays.

14 Select Enable SSL Client Inspection. This option is not selected by default.

15 Finish configuring the zone.

16 Click OK.

17 Repeat Step 13 through Step 16 for each zone on which to enable DPI-SSL client inspection.

Enabling DPI-SSL Server on a Zone

To enable DPI-SSL Server on a zone:

1

v b~ W N

6
7
8
9

Navigate to MANAGE | Security Configuration > Decryption Services > DPI-SSL/TLS Client.

@ TIP: For information about configuring DPI-SSL servers, see Configuring DPI-SSL/TLS Server Settings
on page 223.

Select Enable SSL Server Inspection. This option is not selected by default.
Select one or more types of inspection.
Click ACCEPT.

Navigate to MANAGE | System Setup > Network > Zones.
@ | TIP: For information about configuring zones, see SonicOS 6.5 NSv System Setup.

Click the Edit icon for the zone to be configured. The Edit Zone dialog displays.
Select Enable SSL Server Inspection. This option is not selected by default.
Finish configuring the zone.

Click OK.

10 Repeat Step 6 through Step 8 for each zone on which to enable DPI-SSL server inspection.

Selecting the Re-Signing Certificate Authority

The re-signing certificate replaces the original certificate signing authority only if that authority certificate is
trusted by the firewall. If the authority is not trusted, then the certificate is self-signed. To avoid certificate
errors, choose a certificate that is trusted by devices protected by DPI-SSL.

NOTE: For information about requesting/creating a DPI SSL Certificate Authority (CA) certificate, see the
Knowledge Base article, How to request/create DPI-SSL Certificate Authority (CA) certificates for the
purpose of DPI-SSL certificate resigning (SW14090).

To select a re-signing certificate:

1

Navigate to the MANAGE | Security Configuration > Decryption Services > DPI-SSL/TLS Client page.
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2 Click Certificate.

General Objects Common Name CFS Category-based Exclusion/ Inclusion

Certificate re-signing Authority

@ This certificate will replace the original certificate signing authority enly if that authority certificate is trusted by the firewall.
If the autherity is not trusted, then the certificate will be made self-signed.
To avoid certificate errors, choose a certificate that is trusted by devices protected by DPI-S5L.

To manage certificates, go to Appliance = Certificates.

Certificate: | Default SonicWall DPI-SSL CA certificate v | (download)

3 Select the certificate to use from the Certificate drop-down menu. By default, DPI-SSL uses the Default
SonicWall DPI-SSL CA certificate to re-sign traffic that has been inspected.

NOTE: If the certificate you want is not listed, you can import it from the MANAGE | System Setup
> Appliance > Certificates page. See SonicOS 6.5 NSv System Setup.

For PKCS-12-formatted certificates, see SonicOS 6.5 NSv System Setup.

4 To download the selected certificate to the firewall, click the (download) link. The Opening filename
dialog appears.

TIP: To view available certificates, click the (Manage Certificates) link to display the MANAGE |
System Setup > Appliance > Certificates page.

You have chosen to open:
|5/ SonicWall DPI-SSL_CA.cer

which is: cer File
from: https://10.3.25

What should Firefox do with this file?

@ Save File

Do this autematically for files like this from now on.

a Ensure Save File is selected.
b Click OK.
The file is downloaded.

5 Click ACCEPT.

Adding Trust to the Browser

For a re-signing certificate authority to successfully re-sign certificates, browsers have to trust the certificate
authority. Such trust can be established by having the re-signing certificate imported into the browser's trusted
CA list. Follow your browser’s instructions for importing re-signing certificates.

Configuring Exclusions and Inclusions

By default, when DPI-SSL is enabled, it applies to all traffic on the appliance. You can customize to which traffic
DPI-SSL inspection applies:

e Exclusion/Inclusion lists exclude/include specified objects and groups
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e Common Name exclusions excludes specified host names

e CFS Category-based Exclusion/Inclusion excludes or includes specified categories based on CFS
categories

This customization allows individual exclusion/inclusion of alternate names for a domain that is part of a list of
domains supported by the same server (certificate). In deployments that process a large amount of traffic, to
reduce the CPU impact of DPI-SSL and to prevent the appliance from reaching the maximum number of
concurrent DPI-SSL inspected connections, it can be useful to exclude trusted sources.

@ NOTE: If DPI-SSL is enabled on the firewall when using Google Drive, Apple iTunes, or any other application
with pinned certificates, the application could fail to connect to the server. To allow the application to
connect, exclude the associated domains from DPI-SSL; for example, to allow Google Drive to work,
exclude:

e _google.com

e _googleapis.com

e _gstatic.com
As Google uses one certificate for all its applications, excluding these domains allows Google applications
to bypass DPI-SSL.

Alternatively, exclude the client machines from DPI-SSL.

Topics:
e Excluding/Including Objects/Groups on page 211
e Excluding/Including by Common Name on page 212
e Specifying CFS Category-based Exclusions/Inclusions on page 218
e Content Filtering on page 220

e App Rules on page 222

Excluding/Including Objects/Groups

To customize DPI-SSL client inspection:
1 Navigate to the MANAGE | Security Configuration > Decryption Services > DPI-SSL/TLS Client page.
2 Click Objects.

General Certificate m Common Mame CFS Category-based Exclusion/Inclusion

Exclusion/Inclusion

Exclude: Include:
Address Object/Group | None v||an v
Service Object/Group | None v ||AII M |
User Object/Group | None v || All M |

3 From the Address Object/Group Exclude and Include drop-down menus, select an address object or
group to exclude or include from DPI-SSL inspection. By default, Exclude is set to None and Include is set
to All.

TIP: The Include drop-down menu can be used to fine tune the specified exclusion list. For example,
by selecting the Remote-office-California address object in the Exclude drop-down menu and the
Remote-office-Oakland address object in the Include drop-down menu.
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4 From the Service Object/Group Exclude and Include drop-down menus, select an address object or
group to exclude or include from DPI-SSL inspection. By default, Exclude is set to None and Include is set
to All.

5 From the User Object/Group Exclude and Include drop-down menus, select an address object or group
to exclude or include from DPI-SSL inspection. By default, Exclude is set to None and Include is set to All.

6 Click ACCEPT.

Excluding/Including by Common Name

You can add trusted domain names to the exclusion list. Adding trusted domains to the Built-in exclusion
database reduces the CPU effect of DPI-SSL and prevents he appliance from reaching the maximum number of
concurrent DPI-SSL inspected connections.

General Certificate Objects Common Name CF5 Category-based Exclusion/Inclusion

DPI SSL Default Exclusions Status

Default Exdusions Timestamp: UTC 03/28/2018 17:59:40,000
Last Checked: 01/15/2019 12:52:52.896
Common Name Exclusions/Inclusions Fems[: |to 39 (of 39) (/<[> o)
View Style: @ all O pefault O Custom Action: @ Al O Exclude O Skip CFS Category-based Exclusion | SHOW CONNECTION FAILURES ‘
[ # commonname - Action Built-in Conf...
1 .agnilindenlab.com Exdude Approved @
2 .afl.ctrixonline.com Exclude Approved @
3 .dtrixonlinecdn.com Exclude Approved @
4 .gotomeeting.com Exclude Approved @
5 iad.dtrixonline.com Exclude Approved @
e a BROV B S P
3. s wsh. Excu . ADpio. o =
36 update.microsoft.com Exdude Approved @
37 updates.metaguotes.net Exdude Approved @
38 windowsupdate microsoft.com Exdude Approved @
39 yuuguu.com Exdude Approved @

DELETE FILTER | A DELETE ALL

Update Default Exclusions Manually

@ If you work in a closed environment or prefer to update default exclusions manually,
please download exclusions file from www.mysonicwall.com to your disk, then import the file.

‘ IMPORT EXCLUSIONS

Topics:
e Viewing Status of DPI SSL Default Exclusions on page 213
e Excluding/Including Common Names on page 213
e Deleting Custom Common Names on page 216
e Showing Connection Failures on page 216

e Updating Default Exclusions Manually on page 217
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Viewing Status of DPI SSL Default Exclusions

The firewall periodically checks for updates to the DPI SSL default exclusions database on MySonicWall and
displays the latest status of the database in the DPI SSL Default Exclusions Status section. You can update the
database on the firewall manually, as described in Updating Default Exclusions Manually on page 217.
To view the status of default exclusions:

1 Navigate to MANAGE | Security Configuration > Decryption Services > DPI-SSL/TLS Client.

2 Scroll to DPI SSL Default Exclusions Status.

DPI SSL Default Exclusions Status

Default Exclusions Timestamp: UTC 03282018 17:59:40.000
Last Checked: 01f15/2019 12:52:52,896

Default Exclusions Timestamp Date and time the default exclusions database was updated.

Last Checked Date and time the firewall checked the default exclusions database.

Excluding/Including Common Names

To exclude/include entities by common name:
1 Navigate to the MANAGE | Security Configuration > Decryption Services > DPI-SSL/TLS Client page.
2 Click Common Name.

3 Scroll to Common Name: Exclusions/Inclusions.

Common Name Exclusions/Inclusions ems[1  |to 39 (of 39) e[« v o)
View Style: ® Al O Default O Custom Action: ® all O BExclude O Skip CFS Category-based Exclusion | SHOW CONNECTION FAILURES |
[1# commonname - Action Built-in Conf...
1 .agnilindenlab.com Exclude Approved @

2 .at.ctrixonline.com Exclude Approved @

3 .dtrixonlinecdn.com Exclude Approved @

4 .gotomeeting.com Exdude Approved @

5 .iad.dtrixonline.com Exclude Approved @

T T P e PV w ——— gt r’ VO
3. s @sh. Excl. . AP wa )
36 update.microsoft.com Exdude Approved @
37 updates.metaguotes.net Exclude Approved @
35 windowsupdate.microsoft,com Exclude Approved @
39 yuuguu.com Exclude Approved @
ADD DELETE | |* DELETE ALL

4 You can control the display of the common names by selecting the following options:
e View Style options:
e All (default) — Displays all common names.
e Built-in — Displays only non-custom common names.

e Custom — Displays only common names you’ve added.
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e Action options:

e All (default) — Displays both excluded and CFS Category-exclusion overrides.

e Exclude — Displays only excluded common names.

e Skip CFS Category-based Exclusion — Displays only custom common names that have the

override CFS category-based exclusion option selected.

NOTE: Use the Skip CFS Category-based Exclusion option to exclude a particular domain

from the global inclusion options, Always authenticate server for decrypted connections
and Always authenticate server before applying exclusion policy.

5 By default, all Built-in common names are approved. You can reject the approval of a Built-in common
name by:

a Clicking on the Reject icon in the Configure column for the common name. A confirmation
message displays.

Do you want to reject atl.citrixonline.com?

0K ‘ Cancel ‘

b Click OK.

The Reject icon becomes an Accept icon, and Approved in the Built-in column become Rejected.

@ | TIP: Built-in common names cannot be modified or deleted, but you can reject or accept them.

| # Common Name - Action Built-in Conf...
1 .agnilindenlab.com Exclude Approved @
2 .atl.citrixonline.com Exclude Reject=d @
3 .citrixonlinecdn.com Exclude Approved @
PR——— - Ererhad 1 A =

To accept a rejected Built-in common name:

a Click its Accept icon. A confirmation message displays.

Do you want to accept .atl.citrixonline.com?

0K ‘ Cancel |

b Click OK.
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6 To add a custom common name, click ADD below the Common Name Exclusions/Inclusions table. The
Add Common Names dialog displays.

Add Common Names »

Please add new common name entries separated by comma or newline characters.

Action: ® Excluds
) skip CFS Category-based Exclusion

() skip authenticating the server”

Always authenticate server before applying exclusion policy: | Use Global Setting ¥ | ©

ACCEPT CLOSE

a Add one or more common names in the field. Separate multiple entries with commas or newline
characters.

b Specify the type of Action:
e Exclude (default)
e Override CFS Category-based Exclusion

e Skip authenticating the server to opt out of authenticating the server for this domain if
doing so results in the connection being blocked. Enable this option only if the server is a
trusted domain.

¢ DPI-SSL dynamically determines if a connection should be intercepted (included) or excluded,
based on policy or configuration. When DPI-SSL extracts the domain name for the connection,
exclusion information is readily available for subsequent connections to the same server/domain.

To disable use of dynamic exclusion cache (both server IP and common-name based), select
Always authenticate server before applying exclusion policy. This option is not selected by
default.

d Click ACCEPT.

The Common Name Exclusions/Inclusions table is updated, with Custom in the Built-in column.
If the Always authenticate server before applying exclusion policy option has been selected an
Information icon displays next to Custom in the Built-in column.

|| #  Common Name + Action Built-in Confi...
1 sonicwall.com Exclude Custom
2 support.sonicwall.com Exclude Custom
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Mouse over the Information icon to see which custom attributes were selected. If a common
name was added through the Connection Failure List, the Information icon indicates the type of
failure:

e Skip CFS category exclusion
e Skip Server authentication
¢ Failed to authenticate server
¢ Failed Client handshake
e Failed Server handshake
To delete the entry, click the Delete icon in the Configure column.
7 You can search for common names by specifying a filter.
a Inthe Filter field, enter a name by specifying the name in this syntax: name - mycommonname.
b Click FILTER.
8 Click ACCEPT.

Deleting Custom Common Names

To delete custom common names:
1 Do one of the following:
e Clicking a custom common name’s Delete icon in the Configure column.
e Selecting the name in the Exclusions, and then clicking DELETE.

e Clicking DELETE ALL to delete all custom common names. A confirmation message displays. Click
OK.

2 Click ACCEPT.

Showing Connection Failures

SonicOS NSv keeps a list of recent DPI-SSL client-related connection failures. This is a powerful feature that:
e Lists DPI-SSL failed connections.
e Allows you to audit the failed connections.
e Provide a mechanism to automatically exclude some failing domains.

The dialog displays the run-time connection failures. The connection failures could be any of the following
reasons:

e Failure to handshake with the Client

e Failure to handshake with the Server

e Failed to validate the domain name in the Client Hello

e Failure to authenticate the server (the server certificate issuer is not trusted)

The failure list is only available at run-time. The number logged for each failure is limited to ensure a single
failure type does not overrun the entire buffer.
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To use the connection failure list:

1 Click SHOW CONNECTION FAILURES. The Connection Failure List dialog displays.

Connection Failure List X
Browse through the list of connection failures. You can add an entry or entries as custom exclusion names, clear some or clear all entries.

Client Address Server Address Common Name Error Message

EXCLUDE CLEAR CLEAR ALL CLOSE

Each entry in this lists displays the:
e (Client Address
e Server Address

e Common Name — The common name of the failed connection’s domain. You can edit this entry
inline before adding it to the automatic exclusion list.

e Error Message — Provides contextual information associated with the connection that enables you
to make appropriate choices about excluding this connection.

2 To add an entry to the exclusion list:
a Select the entry.
b Make any edits to the entry.
c Click EXCLUDE.
3 To delete an entry:
a Selectit.
b Click CLEAR.
4 To delete all entries, click CLEAR ALL.
5 When you have finished, click CLOSE.

Updating Default Exclusions Manually

If your environment is closed or you prefer to update default exclusions manually, you can download the default
exclusions database from www.MySonicWall.com and then import them.
To update default exclusions manually:

1 Import the default exclusions database from www.MySonicWall.com.

2 Navigate to the MANAGE | Security Configuration > Decryption Services > DPI-SSL/TLS Client page.
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3 Scroll to the Update Default Exclusions Manually section.

Update Default Exclusions Manually

@ If you work in a closed environment or prefer to update default exclusions manually,
please download exclusions file from wwwi.mysonicwall.com to your disk, then import the file.

‘ IMPORT EXCLUSIONS

4 Click IMPORT EXCLUSIONS. The Import Default Exclusions dialog displays.

Exclusions File:

No file selected.

5 Click Browse. The File Upload dialog displays.
6 Open the downloaded default exclusions database file.

The Common Name Exclusions/Inclusions table and the status of the default database used by the
firewall in the DPI SSL Default Exclusions Status section are updated.

Specifying CFS Category-based
Exclusions/Inclusions

You can exclude/include entities by content filter categories.

To specify CFS category-based exclusions/inclusions:

1 Navigate to the MANAGE | Security Configuration > Decryption Services > DPI-SSL/TLS Client page.
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2 Click CFS Category-based Exclusions/Inclusions.

General Certificate Objects Common Name CFS Category-based Exclusion [ Indusion

Content Filter Category Inclusions/Exclusions: ¥

® Exclude ' Include
the following categories:

I Select all Categories

1 1. Violence/Hate/Racism I 23, Government Il 45, Travel -
I 2. Intimate Apparel/Swimsuit 24, Military 1 46, vehicles
1 3. Nudism ) 25, Political/Advocacy Groups ] 47, Humor/Jokes
I 4. Pornography 1 26. Health 1 48. Multimedia
) 5. Weapons 1 27, Information Technology/Computers | 49, Freeware/Software Do
1 6. Adult/Mature Content 1 28. Hacking/Proxy Avoidance Systems || 50. Pay to Surf Sites
7. Cult/Occult ) 29, Search Engines and Portals 51. N/&
1" 8. Drugs/Illegal Drugs 1 30. E-Mail 52. NfA
1 9. Tllegal Skills/Questionable Skills [ 31. Web Communications 1 53. Kid Friendly
) 10. Sex Education " 32. Job Search ) 54, Advertisement
1 11. Gambling 1 33, News and Media Il 55, web Hosting
) 12. Alcoholf/Tobacco )" 34, Personals and Dating 1 56. Other
[l 13. Chat/Instant Messaging (IM) [/ 35. Usenst News Groups [l 57. Internet Watch Foundz
114, Arts/Entertainment ) 36. Reference Il 58. Social Networking
1 15. Business and Economy 1 37. Religion 1 59, Malware
I 16. Abortion/Advocacy Groups 1" 38. Shopping I 80. Radicalization and Extr
1 17. Education 1 39, Internet Auctions 61. N/A
18. N/A ) 40. Real Estate 62. NfA
119 Cultural Institutions 1 41, Society and Lifestyle 63. NfA
1 20. Cnline Banking 42, N/A ] B4, Not Rated
1 21. Online Brokerage and Trading || 43. Restaurants and Dining -
4 3

Il Exclude connection if Content Filter Category is not available

The status of the list is shown by an icon at the top of the view. A green icon indicates Content Filtering is
licensed, a red icon that it is not. Mousing over the icon displays a pop-up with the status.

s Commeon Name

_\' Content Filtering license is activated.

clusions/Exclusions: ¥

3 Choose whether you want to include or exclude the selected categories by clicking either:
e Exclude (default)
¢ Include
By default, all categories are unselected.
4 Select the categories to be included/excluded. To select all categories, click Select all Categories.
5 Optionally, repeat Step 3 and Step 4 to create the opposite list.

6 Optionally, to exclude a connection if the content filter category information for a domain is not available
to DPI-SSL, select Exclude connection if Content Filter Category is not available. This option is not
selected by default.
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In most cases, category information for a HTTPS domain is available locally in the firewall cache. When
the category information is not locally available, DPI-SSL obtains the category information from the cloud

without blocking the client or server communication. In rare cases, the category information is not

available for DPI-SSL to make a decision. By default, such sites are inspected in DPI-SSL.

7 Click ACCEPT.

Client DPI-SSL Examples

Topics:
e Content Filtering on page 220

e App Rules on page 222

Content Filtering

To perform SonicWall Content Filtering on HTTPS and SSL-based traffic using DPI-SSL:

1 Navigate to MANAGE | Security Configuration > Security Services > Content Filter.

2 Ensure SonicWall CFS is selected for the Content Filter Type from the drop-down menu.

3 Scroll to the Global Settings section.

Global Settings

Max URL Caches (entries): 51200

Enable Content Filtering Service

Ul Block if CFS Server Is Unavailable

Server Timeout: |5

[l Enable Local CFS Server

second(s)

Primary Local CFS Server: |

Secondary Local CFS Server: I

4 Select Enable Content Filter Service.

5 Click ACCEPT.

6 Navigate to the MANAGE | Security Configuration > Decryption Services > DPI-SSL/TLS Client page.
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7 Click General.
m Certificate Objects Common Name CFS Category-based Exclusion /Inclusion

General Settings

[J Enable S5L Client Inspection
[ Intrusion Prevention
O Gateway Anti-Virus
(] Gateway Anti-Spyware
[J Application Firewall
[J content Filter

[ Always authenticate server for decrypted connections ™
[ Allow Expired CA ™
[ Deployments wherein the Firewall sees a single server IP for different server domains, ex: Proxy setup ™
Allow SSL without decryption (bypass) when connection limit exceeded ™
[J Audit new default exclusion domain names prior to being added for exclusion ™

[] Always authenticate server before applying exclusion policy *

8 Select Enable SSL Inspection.
9 Select Content Filter.
10 Click ACCEPT.

11 Navigate to a blocked site using the HTTPS protocol to verify that it is properly blocked.

NOTE: For content filtering over DPI-SSL, the first time HTTPS access is blocked results in a blank page
being displayed. If the page is refreshed, the user sees the firewall block page.
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App Rules

To filter by application firewall rules, you need to enable them on both the MANAGE | Security Configuration >
Decryption Services > DPI-SSL/TLS Client page and the MANAGE | Policies > Rules > App Control page.

1 Navigate to the MANAGE | Security Configuration > Decryption Services > DPI-SSL/TLS Client page.
2 Click General.

Certificate Objects Common Name CFS Category-based Exclusion /Inclusion

General Settings

[ Enable SSL Client Inspection
[ Intrusion Prevention
O Gateway Anti-Virus
O Gateway Anti-Spyware
[] Application Firewall
] cContent Filter

[J Always authenticate server for decrypted connections ™
(] Allow Expired CA ™
[J peployments wherein the Firewall sees a single server IP for different server domains, ex: Proxy setup *
Allow SSL without decryption (bypass) when connection limit exceeded ™
[J Audit new default exclusion domain names prior to being added for exclusion ™

[ Always authenticate server before applying exclusion policy ™

Select Enable SSL Client Inspection.
Select Application Firewall.
Click ACCEPT.

Navigate to MANAGE | Policies > Rules > App Control page.

N oo o bW

Scroll to the App Rules Global Settings section.

App Control Global Settings

¥ Enable App Control
| Enable Logging For All Apps

Global Log Redundancy Filter Interval
8 Select Enable App Control. This option is not selected by default.

9 Configure an HTTP Client policy to block Microsoft Internet Explorer browser with block page as an
action for the policy. For how to configure an App Rule, see SonicOS 6.5 NSv Policies.

10 Click ACCEPT.

11 Access any website using the HTTPS protocol with Internet Explorer to verify it is blocked.
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Configuring DPI-SSL/TLS Server
Settings

Topics:
e Decryption Services > DPI-SSL/TLS Server on page 223
e Configuring DPI-SSL/TLS Server Settings on page 224

Decryption Services > DPI-SSL/TLS Server

General Settings

Enable SSL Server Inspection: [

Intrusion Prevention: [ Gateway Anti-Virus: [ Gateway Anti-Spyware: [ Application Firewall: [
Inclusion/Exclusion
Exclude: Include:
Address Object/Group | None v ||l v
User Object/Group | None M || All M |
SSL Servers
] # Address Object Certificate Cleartext Configure

ACCEPT CANCEL

@l NOTE: For information about DPI SSL, see About DPI-SSL on page 200.

The Server DPI-SSL deployment scenario is typically used to inspect HTTPS traffic when remote clients connect

over the WAN to access content located on the firewall’s LAN. Server DPI-SSL allows you to configure pairings of
an address object and certificate. When the appliance detects SSL connections to the address object, it presents
the paired certificate and negotiates SSL with the connecting client.

Afterward, if the pairing defines the server to be cleartext, then a standard TCP connection is made to the server
on the original (post NAT remapping) port. If the pairing is not defined to be cleartext, then an SSL connection to
the server is negotiated. This allows for end-to-end encryption of the connection.

@ NOTE: In this deployment scenario, the owner of the firewall owns the certificates and private keys of the
origin content servers. You would have to import the server's original certificate onto the appliance and
create an appropriate server IP address to server certificate mappings in the Server DPI-SSL user interface.
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Configuring DPI-SSL/TLS Server Settings

Topics:
e Configuring General DPI-SSL/TLS Server Settings on page 224
e Configuring Exclusions and Inclusions on page 224

e Configuring Server-to-Certificate Pairings on page 225

Configuring General DPI-SSL/TLS Server Settings

To enable Server DPI-SSL inspection:

1 Navigate to the MANAGE | Security Configuration > Decryption Services > DPI-SSL/TLS Server page.

General Settings

Enable SSL Server Inspection: [
Intrusion Prevention: || Gateway Anti-Virus: [|  Gateway Anti-Spywars: | Application Firewall: [

2 Scroll to the General Settings section.
3 Select Enable SSL Server Inspection.
4 Select one or more of the services with which to perform inspection:
e Intrusion Prevent
e Gateway Anti-Virus
e Gateway Anti-Spyware
e Application Firewall
5 Click ACCEPT.

6 Scroll down to the SSL Servers section to configure the server or servers to which DPI-SSL inspection is
applied. See Configuring Server-to-Certificate Pairings on page 225.

Configuring Exclusions and Inclusions

By default, the DPI-SSL applies to all traffic on the appliance when it is enabled. You can configure
inclusion/exclusion lists to customize to which traffic DPI-SSL inspection applies. The Inclusion/Exclusion lists
provide the ability to specify certain objects or groups. In deployments that process a large amount of traffic, to
reduce the CPU impact of DPI-SSL and to prevent the appliance from reaching the maximum number of
concurrent DPI-SSL inspected connections, it can be useful to exclude trusted sources.

To customize DPI-SSL server inspection:
1 Navigate to the MANAGE | Security Configuration > Decryption Services > DPI-SSL/TLS Server page.

2 Scroll to the Inclusion/Exclusion section.

Inclusion/Exclusion

Exclude: Include:
Address Object/Group | Naone v ||hl| A |
User Object/Group | None M || All M |
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3 From Address Object/Group Exclude, select an address object or group to exclude from DPI-SSL
inspection. By default, Exclude is set to None.

4  From Address Object/Group Include, select an address object or group to include in DPI-SSL inspection.
By default, Include is set to All.

TIP: Include can be used to fine tune the specified exclusion list. For example, by selecting the
Remote-office-California address object from Exclude and the Remote-office-Oakland address
object from Include.

5 From User Object/Group Exclude, select an address object or group to exclude from DPI-SSL inspection.
By default, Exclude is set to None.

6 From User Object/Group Include, select an address object or group to include in DPI-SSL inspection. By
default, Include is set to All.

7 Click ACCEPT.

Configuring Server-to-Certificate Pairings

Server DPI-SSL inspection requires that you specify which certificate is used to sign traffic for each server that
has DPI-SSL inspection performed on its traffic.
To configure a server-to-certificate pairing:

1 Navigate to the MANAGE | Security Configuration > Decryption Services > DPI-SSL/TLS Server page.

2 Scroll to the SSL Servers section.

SSL Servers

[_| # Address Object Certificate Cleartext Configure

ADD DELETE

3 Click ADD. The Server DPI-SSL - SSL Server Setting dialog displays.

SSL Server Setting:®

Address Object/Group |——Se|ect an address object/grol -~ | N
SS5L Certificate - N
(Manage Certificates) | Select a certificate- hd
Cleartext 0a-

4  From Address Object/Group, select the address object or group for the server or servers to which you
want to apply DPI-SSL inspection.

5 From SSL Certificate, select the certificate to be used to sign the traffic for the server. For more
information on:

e Importing a new certificate to the appliance, see Selecting the Re-Signing Certificate Authority on
page 209.
e Creating a Linux certificate, see SonicOS 6.5 NSv System Setup.

@ TIP: Clicking the (Manage Certificates) link displays the MANAGE | System Setup >
Appliance > Certificates page.
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6 Select Cleartext to enable SSL offloading. When adding server-to-certificate pairs, the Cleartext option
provides a method of sending unencrypted data onto a server. This option is not selected by default.

@ IMPORTANT: For such a configuration to work properly, a NAT policy needs to be created for this
server on the MANAGE | Policies > Rules > NAT Policies page to map traffic destined for the offload
server from an SSL port to a non-SSL port. Traffic must be sent over a port other than 443. For
example, for HTTPS traffic used with SSL offloading, an inbound NAT policy remapping traffic from
port 443 to port 80 needs to be created for things to work properly.

7 Click ADD.
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Configuring DPI-SSH

Topics:
e About DPI-SSH
e Activating Your DPI-SSH License
e Configuring DPI-SSH

About DPI-SSH

IMPORTANT: Gateway Anti-Spyware service does not work for DPI-SSH because TCP streams for
Anti-Spyware are not supported. If the option is checked, the system takes no action.

Deep Packet Inspection (DPI) technology allows a packet filtering-firewall to classify passing traffic based on
signatures of the Layer 3 and Layer 4 contents of the packet. DPI also provides information that describes the
contents of the packet’s payload (the Layer 7 application data). DPI is an existing SonicOS NSv feature that
examines the data and the header of a packet as it passes through the SonicWall firewall, searching for protocol
non-compliance, viruses, spam, intrusions, or defined criteria to decide whether the packet might pass or if it
needs to be routed to a different destination for action or other tracking.

SSH (Secure Shell) is a cryptographic network protocol for secure data communication, remote command-line
login, remote command execution, and other secure network services between two networked computers. SSH
connects, through a secure channel over an insecure network—a server and a client running SSH server and SSH
client programs, respectively. The protocol distinguishes between two different versions, referred to as SSH-1
and SSH-2. SonicWall only supports SSH-2; SSH-1 sessions are not intercepted and inspected.

@ | IMPORTANT: SSH clients with different version numbers cannot be used at the same time.

To effectively inspect an encrypted message, such as SSH, the payload must be decrypted first. DPI-SSH works as
a man-in-the-middle (MITM) or a packet proxy. Any preset end-to-end communication is broken, and pre-shared
keys cannot be used.

DPI-SSH divides the one SSH tunnel into two tunnels as it decrypts the packets coming from both tunnels and
performs the inspection. If the packet passes the DPI check, DPI-SSH sends the re-encrypted packet to the
tunnels. If the packet fails the check, it is routed to another destination, based on the policies, or submitted for
collecting statistical information, and DPI-SSH resets the connection.

Topics:
e Supported Clients/Servers and Connections on page 228

e Supported Key Exchange Algorithms on page 228

e (aveats on page 228
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Supported Clients/Servers and Connections

SSH is not a shell, but a secure channel that provides different services over this channel (tunnel), including
shell, file transfer, or X11 forwarding.

DPI-SSH supports both route mode and Wire Mode. For Wire Mode, DPI-SSH is only supported in the secure
(active DPI of inline traffic) mode. For route mode, there is no limitation.

SSH supports different client and server implementations, as listed in Supported Clients/Servers.
Supported Clients/Servers
DPI-SSH Client Supported DPI-SSH Servers Supported

SSH client for Cygwin SSH server on Fedorz
Putty SSH server on Ubuntu
secureCRT

SSH on Ubuntu

SSH n centos

SFTP client on Cygwin
SCP on Cygwin
Winscp

DPI-SSH supports up to 250 connections.

Supported Key Exchange Algorithms

DPI-SSH supports these key exchange algorithms:
e Diffie-Hellman-group1-shal
e Diffie-Hellman-group14-shal
e ecdh-sha2-nistp256

DPI-SSH supports DSA keys on the client side and RSA keys on the server side.

Caveats

If there is already an SSH server key stored in the local machine, it must be deleted. For example, if you already
SSH to a server, and the server DSS key is saved, the SSH session fails if the DSS key is not deleted from the local
file.

The ssh-keygen utility cannot be used to bypass the password.

Putty uses GSSAPI. This option is for SSH2 only, which provides stronger encrypted authentication. It stores a
local token or secret in the local client and server for the first time communication. It exchanges messages and
operations before DPI-SSH starts, however, so DPI-SSH has no knowledge about what was exchanged before,
including he GSSAPI token. DPI-SSH fails with the GSSAPI option enabled.

On the client side, either the SSH 2.x or 1.x client can be used if DPI-SSH is enabled. Clients with different version
numbers, however, cannot be used at the same time.

Gateway Anti-Spyware and Application Firewall inspections are not supported even if these options are selected
in the MANAGE | Security Configuration > Decryption Services > DPI-SSH page.
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Activating Your DPI-SSH License

Upgrade Required

SonicWall DPI-SSH enables inspection and protection encrypted Secure-Shell (SSH)
connections, allowing these connections to be scanned by SonicWall Security Services
including: Intrusion Prevention, Gateway Anti-Virus, Gateway Anti-Spyware and
Application Firewall.

Please visit us at www.sonicwall.com for details on upgrading.

Activate your SonicWall DPI-SSH License.

Click here for a FREE TRIAL.

DPI-SSH is fully licensed by default, but you need to activate your license. When you first select MANAGE |

Security Configuration > Decryption Services > DPI-SSH, you receive the message: Upgrade Required.

Click the displayed link to activate the license.

If the upgrade is not required, skip to on page

Configuring DPI-SSH
®

IMPORTANT: Gateway Anti-Spyware service does not work for DPI-SSH because TCP streams for
Anti-Spyware are not supported. If the checkbox is checked, the system takes no action.

You configure DPI-SSH on the MANAGE | Security Configuration > Decryption Services > DPI-SSH page.

DPI-SSH Status

Current DPI-55H connections (cur fpeak/max): 0/0/1000

General Settings
Enable 55H Inspection:

Intrusion Prevention:
Gateway Anti-Virus:
Gateway Anti-Spyware:
Application Firewall:

Block Port Forwarding:

Local Port Forwarding: Remaote Port Forwarding: X11 Forwarding:
Inclusion/Exclusion
Exclude: Include:
Address Object/Group None hd All -
Service Object/Group None > Al
User Object/Group Hone v All N
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Topics:
e Viewing Connection Status on page 230
e Configuring Client DPI-SSH Inspection on page 230

e Customizing Client DPI-SSH Inspection on page 232

Viewing Connection Status

To view the status of DPI-SSH connections:
1 Navigate to MANAGE | Security Configuration > Decryption Services > DPI-SSH.
2 Scroll to DPI-SSH Status.

DPI-SSH Status

Current DPI-SSH connections (cur fpeak/mas): 0,0/2000

The status displays the number of:
e Current DPI-SSH connections
e Peak DPI-SSH connections

e Maximum number of DPI-SSH connections

Configuring Client DPI-SSH Inspection

You configure Client DPI-SSH inspection in the General Settings section of Decryption Services > DPI-SSH.

To enable Client DPI-SSH inspection:

1 Inthe General Settings section, select the Enable SSH Inspection option. This option is not selected by
default.

General Settings

Enable SSH Inspection:

Intrusion Prevention:
Gateway Anti-Virus:
Gateway Anti-Spyware:
Application Firewall:
Block Port Forwarding:
Local Port Forwarding: Remote Port Forwarding: ¥11 Forwarding:

2 Select one or more types of service inspections; none are selected by default:
e Intrusion Prevention

e Gateway Anti-Virus
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e Gateway Anti-Spyware
@ IMPORTANT: Gateway Anti-Spyware service does not work for DPI-SSH because TCP
streams for Anti-Spyware are not supported. If the option is checked, the system takes no
action.

e Application Firewall

e Block Port Forwarding: for more information about these options, see DPI-SSH Blocking of Port
Forwarding on page 231:

e Local Port Forwarding
e Remote Port Forwarding
e X11 Forwarding

3 Click ACCEPT.

DPI-SSH Blocking of Port Forwarding

SSH makes it possible to tunnel other applications through SSH by using port forwarding. Port forwarding allows
local or remote computers (for example, computers on the Internet) to connect to a specific computer or
service within a private LAN. Port forwarding translates the address and/or port number of a packet to a new
destination address and forwards it to that destination according the routing rules. Because these packets have
new destination and port numbers, they can bypass the firewall security policies.

To prevent circumvention of the application-based security policies on the SonicWall network security
appliance, SonicOS NSv supports blocking SSH port forwarding for both Local and Remote port forwarding.

e Local port forwarding allows a computer on the local network to connect to another server, which might
be an external server.

e Dynamic port forwarding allows you to configure one local port for tunneling data to all remote
destinations. This can be considered as a special case of Local port forwarding.

e Remote port forwarding allows a remote host to connect to an internal server.
SSH port forwarding supports the following servers:

e SSH server on Fedora

e SSH server on Ubuntu
SSH port forwarding supports both:

e Route mode

e Wire mode — only supported in Secure Mode

SSH port forwarding supports a maximum of 1000 connections, matching the maximum supported by DPI-SSH.
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DPI-SSH must be enabled for blocking of SSH port forwarding to work. If any local or remote port forwarding
requests are made when the blocking feature is enabled, SonicOS NSv blocks those requests and resets the
connection.

General Settings
Enable SSH Inspeaction: ¥

Intrusion Prevention:
Gateway Anti-Wirus:
Gateway Anti-Spyware:
Application Firewall:
Block Port Forwarding:

" OODOMN

Local Port Forwarding: (¢ Remote Port Forwarding: [«

To enable blocking of SSH port forwarding:
1 Navigate to the MANAGE | Security Configuration > Decryption Services > DPI-SSH page.
2 In the General Settings section, select Block Port Forwarding.

3 Select either or both Local Port Forwarding and Remote Port Forwarding to block that type of port
forwarding.

4  Click ACCEPT.
DPI-SSH port forwarding supports the following clients:
e SSH client for Cygwin
e Putty
e SecureCRT
e SSHon Ubuntu
e SSHon CentOS

Customizing Client DPI-SSH Inspection

Inclusion/Exclusion

Exclude: Include:
Address Object/Group | None v [0 v
Service Object/Group | None v ||AII v
User Object/Group | None M | | All M |

By default, when DPI-SSH is enabled, it applies to all traffic on the firewall. You can customize to which traffic
DPI-SSH inspection applies in the Inclusion/Exclusion section.
To customize DPI-SSH client inspection:

1 Go to the Inclusion/Exclusion section of the Decryption Services > DPI-SSH page.

2  From the Address Object/Group Exclude and Include drop-down menus, select an address object or
group to exclude or include from DPI-SSH inspection. By default, Exclude is set to None and Include is set
to All.
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From the Service Object/Group Exclude and Include drop-down menus, select an address object or
group to exclude or include from DPI-SSH inspection. By default, Exclude is set to None and Include is set
to All.

From the User Object/Group Exclude and Include drop-down menus, select an address object or group
to exclude or include from DPI-SSH inspection. By default, Exclude is set to None and Include is set to All.

Click ACCEPT.
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e SonicWall Support
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SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid maintenance
contract and to customers who have trial versions.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. To access the Support Portal, go to https://www.SonicWall.com/support.

The Support Portal enables you to:

View knowledge base articles and technical documentation
View video tutorials

Access MySonicWall

Learn about SonicWall professional services

Review SonicWall Support services and warranty information
Register for training and certification

Request technical support or customer service

To contact SonicWall Support, visit https://www.SonicWall.com/support/contact-support.
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