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About this Guide

This guide is intended to provide technical guidance to design, deploy and operate Cisco User Defined Network
(UDN). It focuses on the steps to enable device level segmentation for user devices such as smartphones,
tablets, and media streaming devices by first restricting mDNS discovery to a user’s personal network or “room”
and then optionally restricting unicast traffic between other UDNs.

This guide contains four major sections:

The Define section defines problem being solved with Cisco UDN and provides information about how to
plan for deployment, and other considerations.

The Design section discusses the interaction of the various solution components as well as providing the
versions of software used in the solution.

The Deploy section provides information about various procedures to deploy the solution along with
recommended practices.

The Operate section shows how to verify that the UDN components have been provisioned correctly.

STEP 1 STEP3

DEFINE DEPLOY

STEP2 STEP 4

DESIGN OPERATE
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Define

When on a home network, it’s easy enough to use a streaming technology, such as Google Chromecast or
Apple Airplay, to stream movies and TV shows. In a shared network environment, such as a school dormitory, it
can be much harder to find your TV among all the other student’s devices. This can also cause confusion and
annoyance as students can accidently stream to a device owned by a different student. This problem is not just
limited to streaming to a TV but for any device using Link Local Multicast protocols.

Cisco UDN (User Defined Network) solves this problem by segmenting the user’s devices while still being on the
same SSID. Users will be given their own private UDN where only devices they register will be allowed to
communicate with each other. This eliminates the problem above and creates a more secure network
environment.

Users will be given access to the Cisco UDN application, available on the Google Play store or Apple App store,
which will be used to register the devices MAC address before arriving at the shared network environment.

Tech tip

When deploying Cisco UDN, discovery and streaming is limited to registered devices within the UDN for
wireless devices such as MacBooks, iPhones, and iPads. For the Apple TV, if the AirPlay settings are left in
their default state, devices with Bluetooth enabled and within roughly 30 feet of the Apple TV, the signal
distance for Bluetooth Low Energy (BLE), will still be able to discover and stream to an Apple TV registered
within a UDN. Please refer to Appendix C for the procedure to disable AirPlay over Bluetooth if you would like
to change this behavior.

Components

Cisco UDN Mobile Application

The Cisco UDN mobile application is used for users to create and register devices to their own personal UDN.
By entering their devices’ MAC addresses in the application, they register their device for use in that UDN. They
can also register any streaming media players such as Apple TV or Amazon Fire TV as members of their UDN by
adding their MAC addresses as well. Users may also invite guests into their UDN by sending an invite to the
guest allowing them to register their device and allowing them to share devices.

The Cisco UDN Mobile Application is available for download on the Google Play Store and Apple App Store.

Cisco UDN Cloud

The Cisco UDN Cloud service serves as the communication broker between the Mobile App and the on-prem
equipment required for the UDN service. The Cisco UDN Mobile App communicates with the Cisco UDN Cloud
service and is used for UDN creation as well as registering mobile and other devices within the user’s UDN. The
Cloud then communicates this information back to the Cisco DNA Center on the customer’s premise.

Identity Provider

The identity provider (IdP) is your organization’s SSO service used for authentication. Presently Microsoft Azure
AD and SAML are supported. SAML is supported with Shibboleth or Microsoft Active Directory Federated
Services (ADFS). During the user authentication to the Cisco UDN Cloud using the UDN Mobile App, your SSO
service is queried and the results returned. Upon successful authentication, the user is now able to create their
UDN “Room” and register devices within.
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Tech tip

The IDP discussed here is required for authentication and access to the Cisco UDN Cloud services. It may optionally be
used but is not necessary for 802.1X network authentication to the wireless network if Active Directory or LDAP is
already used as an internal identity source.

Cisco DNA Center

At the heart of the UDN solution automation is the Cisco DNA Center. UDN is enabled with a workflow that is
launched from Cisco DNA Center for establishing trust between the on-premise Cisco DNA Center appliance
and the Cisco UDN Cloud services as well as provisioning, and applying UDN specific information to both the
Catalyst 9800 wireless controller and Cisco ISE, both required as part of the UDN solution.

In addition to its role in the UDN solution, Cisco DNA Center can optionally centrally manage major configuration
and operations workflow areas.

« Design-Configures device global settings, network site profiles for physical device inventory, DNS, DHCP,
IP addressing, software image repository and management, device templates, and user access.

« Policy-Defines business intent for provisioning into the network, including creation of virtual networks,
assignment of endpoints to virtual networks, policy contract definitions for groups, and configures
application policies.

« Provision-Provisions devices and adds them to inventory for management, supports Cisco Plug and Play,
creates fabric domains, control plane nodes, border nodes, edge nodes, fabric wireless, Cisco Unified
Wireless Network wireless, transit, and external connectivity.

« Assurance-Enables proactive monitoring and insights to confirm user experience meets configured
intent, using network, client, and application health dashboards, issue management, and sensor-driven
testing.

« Platform-Allows programmatic access to the network and system integration with third-party systems
using APIs, using feature set bundles, configurations, a runtime dashboard, and a developer toolkit.

Tech tip

The Cisco UDN solution does not support fabric enabled wireless if in use as part of a Cisco SD-Access fabric.

Cisco Identity Service Engine (ISE)

Cisco ISE allows you to provide highly secure network access to users and devices. It helps you gain visibility
into what is happening in your network, such as who is connected, which applications are installed and running,
and much more. It also shares vital contextual data, such as user and device identities, threats, and
vulnerabilities with integrated solutions from Cisco technology partners, so you can identify, contain, and
remediate threats faster.

In addition to serving as an organization’s RADIUS server for AAA, Cisco ISE inspects authentication attributes
from the wireless controller to determine if the authenticating device is attempting to join a UDN enabled SSID.
Once confirmed, it communicates the UDN-specific information required for UDN segmentation back to the
wireless controller.
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Catalyst 9800 Wireless LAN Controller

Built from the ground-up for intent-based networking and Cisco DNA, Cisco® Catalyst® 9800 Series Wireless
Controllers are Cisco I0S® XE based and integrate the RF excellence of Cisco Aironet® access points, creating
a best-in-class wireless experience for your evolving and growing organization. The 9800 Series is built on an
open and programmable architecture with built-in security, streaming telemetry, and rich analytics.

Tech tip

The Cisco UDN solution only supports the Catalyst 9800 when running in local mode, Cisco Software Defined
Access (SDA) is not supported if fabric enabled wireless has been deployed. Cisco UDN is supported if the
wireless in an SD-Access fabric has been deployed as over the top using local mode; both control and data
plane encapsulated in CAPWAP tunnel between the access point and Catalyst 9800 wireless controller.

Cisco Access Points
The Cisco UDN solution supports all Cisco Wave 2 access points, most notably the Cisco 1800, 2800. 3800,
and 4800, as well as Cisco 9100 family of Wi-Fi 6 access points.
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Design

This section discusses the solution architecture and how the various components interact with one another.
Sample flows discussing the user creation of the UDN and device registration within their room are provided.
Finally, the list of components and versions of software validated in this Prescriptive Deployment Guide (PDQG)
are provided.

Architecture

The following information provides an overview of the UDN solution including solution automation and
communication flows for user device registration and subsequent connection to the UDN enabled wireless
network. It is broken into two sections including the interaction and provisioning of the solution components and
the device UDN registration and subsequent attachment to the wireless network.

Solution overview

The Cisco UDN solution incorporates both Cisco Cloud and onsite components to provide segmented, personal
networks in which users mobile devices and streaming entertainment devices are isolated from one another by
limiting multicast advertisement of services and optionally providing unicast blocking of communications
between UDNs. Cisco UDN cloud is used for UDN tenant creation, device registration, device de-registration,
and UDN change/guest invite via the Cisco UDN Mobile App, The Cisco UDN on premise components include
Cisco wireless networking using the Catalyst 9800 controller along with Wave 2 Cisco and Catalyst 9100 access
points for network connectivity, Cisco ISE for network access control through RADIUS AAA and Cisco DNA
Center for provisioning of the Cisco onsite components as well as communications with Cisco UDN Cloud for
UDN specific information.

Cisco UDN Mobile App

In addition to cloud and on-premise infrastructure, the Cisco UDN Mobile App, available for both Android and
iOS-based devices and downloadable from both the Google Play Store and the Apple AppStore, is used for
UDN creation, device registration, and guest invitation. When first opening the application, the user will provide
their credentials to gain access to the Cisco UDN service where all UDN creation and maintenance activities are
performed. From the Cisco UDN Mobile App users can create their “Room” (UDN), register their mobile devices,
register their multimedia devices, and invite/remove other guest devices.

Using the Cisco UDN Mobile App, users can register their devices while offsite or once they arrive on site. If the
device is using MAC randomization, which is on by default on Android-based devices, off site registration will
not be possible unless it is manually disabled on the device. Should it be undesirable to have the user disable
MAC randomization, once on-site and attached to the UDN SSID, they will then be able to register their device.

Tech tip

MAC randomization, implemented on Android devices today, will also be implemented on Apple devices beginning with
iOS 14.

Cisco UDN Cloud Service

Cisco UDN Cloud provides the services for the creation and maintenance of UDNs, As just described, the Cisco
UDN mobile application is used by users to create and register devices to their own personal UDN. As users
using the Cisco UDN Mobile App transparently access the Cisco UDN Cloud, it redirects the authentication
requests to your single sign on (SSO service) such as Microsoft Azure AD or acts as a Security Assertion
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Markup Language (SAML) 2.0 Service Provider (SP) redirecting authentication requests to an Identity Provider
(IdP) such as Shibboleth or Microsoft Active Directory Federated Services (ADFS).

When using Microsoft Azure AD as your IdP, it is either necessary to duplicate the user information contained in
Azure AD by manual creation in Cisco UDN Cloud or you can use Group attributes in Azure AD, by enabling
Azure AD attribute mapping in Cisco UDN Cloud, eliminating the need to manually enter individual accounts.

Tech tip

Future testing will provide additional support for other SAML based identity access management (IAM) solutions such as
Shibboleth. As the Cisco UDN Cloud service has been tested against the SAML 2.0 open standard, other vendors’
products conforming to the standard should work fine with the cloud service.

When an end user registers his/her endpoint, the cloud service establishes a device-user mapping and
generates the UDN ID associated with the user. Thus, it helps create the right user to device mapping. When the
end user sends an invitation, the cloud service relays the invitation and keeps track of it to the guest end user. If
a guest end user accepts an invitation to another UDN, the cloud service handles the change of UDN for the end
user and retains the owner-device mapping as well as the necessary host UDN mapping. The cloud service also
allows the admin to customize the look of the mobile app so it can represent the colors and logo of the
organization.-The cloud service then establishes communications via a Publisher/Subscriber relationship with
your on-premise Cisco DNA Center appliance to communicate the UDN information to both Cisco ISE and the
Cisco WLC.

Tech tip

The communications between the UDN Cloud and the on-site Cisco DNA Center presently scales to 30
registration/change events per second per tenant. Your entire organization/company is a tenant in the UDN Cloud.

Cisco DNA Center (on-premise)

Central to the UDN solution is Cisco DNA Center. The on-premise Cisco DNA Center is used for three main
things:

e Automation of UDN on Catalyst 9800 and ISE
e Brokers communication between Cisco UDN Cloud UDN services and ISE

o Provides UDN assurance where endpoints can be viewed based on UDN values
For Automation, Cisco DNA Center provides a UDN Workflow for the administrator to configure the Catalyst
9800 wireless controller (WLC) and ISE quickly and easily. Additionally, the on-premise Cisco DNA Center
communicates with its cloud counterpart, obtaining UDN creation, registration and change information. For
assurance, Cisco DNA Center collects data from different products and provides a clear view of the dashboard
showing the user’s current device and its UDN association. It also provides information on other devices
associated with the current UDN.

The on-premise Cisco DNA Center is responsible for provisioning the wireless controller and ISE with UDN
specific information. Prior to running the Cisco UDN workflow at the on-premise Cisco DNA Center, it will be
necessary to perform a few tasks. These are:

1. Establish pxGrid integration between Cisco DNA Center and Cisco ISE for communication of UDN
specific information such as UDN-ID, device MAC addresses.

2. Configure Cisco ISE as the RADIUS AAA server in Cisco DNA Center and creates a UPN Specific
authorization profile the applying that to all existing Authentication policies in ISE.
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3. Define up to three SSIDs that will be used for the UDN.
4. Discover and provision the Catalyst 9800 wireless controller at Cisco DNA Center.

Tech tip

At the present time, Cisco DNA Center clustering is not supported. Support for Cisco DNA Center clustering will be
available in a future release of the solution.

Cisco Identity Services Engine

In addition to providing RADIUS AAA services for user/device authentication, Cisco ISE is responsible for three
other functions in the UDN solution:

1. Processes device registration and room assignment/change requests from Cisco UDN Cloud forwarded
by the on-premise Cisco DNA Center and replicates this information across all ISE Policy Service Nodes
in your deployment.

2. Interacts with the Catalyst 9800 controller in RADIUS authentication requests by retrieving UDN
assignment for on-boarding end devices from its local database.

3. Upon successful authentication, sends a RADIUS response to the wireless controller containing three
UDN-specific vendor specific attributes (VSA) used for UDN segmentation at the wireless controller and
access point.

e cisco-av-pair = UDN:Private-group-id - UDN ID used to separate multicast/broadcast domains
e cisco-av-pair = UDN:Private-group-name - The UDN “name” of the room created by a user

e cisco-av-pair = UDN:Private-group-owner - Identifies if the device is the owner of the UDN
There is no manual, UDN specific configuration required at ISE. All configuration is performed via the on-
premise Cisco DNA Center and the Cisco UDN Cloud service. Upon provisioning by the on-premise Cisco DNA
Center, a new UDN pxGrid service is added which allows both the on-premise Cisco DNA Center and the cloud
service to communicate with ISE via REST APIs. ISE makes use of a new pxGrid “status” topic whenever UDN
assignments are created, updated, or deleted.

Upon Cisco DNA Center provisioning of ISE two new database tables are created. The first is for Device-UDN
assignment records based on MAC addresses, this is used for device authentication. The second is for UDN
properties as to whether UDN is enabled and if so the wireless controller and SSIDs it is enabled on; this is used
to check whether the authentication request received has originated from a UDN enabled WLC or SSID requiring
the extra UDN device lookup. Both database tables are replicated across a distributed ISE deployment.

A new logging option, the UDN logging component, has also been established. In a distributed deployment, the
Policy Administration Node (PAN) records all activity originating from both the on-premise and cloud
instantiations of Cisco DNA Center as well as change of authorization (CoA) activity between ISE and the WLC
including CoA responses. The Policy Service Node (PSN) shows run-time activity during device onboarding
including UDN lookup results for device MAC address as well as any changes to the local Device-UDN cache
when information is replicated from the PAN.

During Cisco DNA Center provisioning of ISE, a new Authorization (AuthZ) Profile is also created and will be
automatically applied to all existing Authorization Policies as a condition in addition to any that may exist. This
AuthZ profile makes use of RADIUS attributes from the wireless controller as a network access device to
determine that both the originating wireless controller and the SSID that the onboarding device is joining are

© 2021 Cisco and/or its affiliates. All rights reserved. Page 9 of 109



UDN enabled before performing an actual UDN lookup. This minimizes the number of lookups required at ISE as
devices authenticate throughout your network.

Tech tip

The Cisco UDN solution requires an ISE Plus license for every user device. Note that if randomized MAC addresses are
enabled on a device, each MAC address will consume one license.

Catalyst 9800 wireless controller

The Cisco UDN solution only supports the I0S based Catalyst 9800 series physical and virtual wireless
controllers; AireOS-based controllers and Catalyst 9800 embedded (switch or AP) controllers are not
supported. With the introduction of UDN, SSIDs can be defined and dedicated to UDN in addition to those SSIDs
dedicated to normal enterprise and guest wireless access. The UDN SSIDs can be configured for either 802.1x,
MAC Auth Bypass (MAB), or pre-shared key (PSK). There are no restrictions associated with a mobile device
that has been registered with a UDN via the Cisco UDN Mobile App, from accessing any other Enterprise SSID
other than they will not have the same segmentation as when attached to the UDN. In the current
implementation of UDN, only a single Catalyst 9800 controller or HA pair is supported. As a result, all devices
and their UDNs are local to the WLC and the specific SSIDs associated with the UDN and roaming between
controllers is not supported.

Prior to discovery and subsequent provisioning of the Catalyst 9800 WLC, it will be necessary to first define
those SSIDs that will be used for UDN at the on-premise Cisco DNA Center. With the release of IOS-XE 17.3.1
for the WLC, additional UDN parameters have been added to the WLAN configuration, however, nothing needs
to be defined at the WLC prior to execution of the Cisco DNA Center UDN Workflow at the on-premise Cisco
DNA Center.

Once the configuration of the SSIDs has been completed at the on-premise Cisco DNA Center, a device
discovery is launched to include the Catalyst 9800 in its inventory. After successful discovery of the wireless
controller, provisioning of the controller is then launched from Cisco DNA Center. This will provision the WLC for
communications with Cisco DNA Center. Once completed, it is at this point that the Cisco UDN Workflow,
discussed previously, is launched at Cisco DNA Center for UDN specific configuration at the WLC and ISE. At
this point, the UDN is fully functional.

The mDNS Gateway functionality of the Catalyst 9800 WLC is completely interoperable with the UDN
functionality. The gateway functionality must be configured separately however, as automated provisioning of
this functionality is not yet supported with the current release (2.1.1.3) of Cisco DNA Center. The mDNS
Gateway functionality will be required for advertisement of Bonjour services across L3 networks. If your UDN
deployment is deployed across multiple VLANs, mDNS Gateway will be required if devices in a UDN will need to
discover devices in another VLAN.

Tech tip

For more information regarding mDNS, please refer to the mDNS Deployment Guide for Cisco Catalyst 9800 WLC and
the Cisco DNA Service for Bonjour Deployment Guide.

If a user’s mobile device has been pre-registered off-site the device is all set to access the UDN SSID. If,
however, due to MAC randomization they were unable to pre-register their device, they would join any SSID
providing Internet access and register their device once attached to the wireless network. The SSID joined for
registration while onsite, could be the UDN SSID or any other as long as the user has the credentials necessary
to access the wireless network based on the security implemented.
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Having registered to a UDN via the Cisco UDN Mobile App, as devices join the wireless UDN SSID, the wireless
controller sends a RADIUS authentication request to ISE. In addition to the authentication method (802.1X, MAB,
or PSK) based on wireless security configured for the UDN SSID, ISE performs a lookup for that device’s MAC
address and returns the authentication results as well as RADIUS UDN ID to the wireless controller, if the MAC
address is found in the ISE database. The MAC Addresses are populated in the ISE identity database by the
Cisco UDN Cloud service at the time of device registration using the Cisco UDN Mobile App. In the event there
is no UDN information associated with a device from the cloud service, ISE will not relay any specific UDN info
back to the WLC and the device will be granted access if the authentication was successful.

When joining the UDN SSID, if authentication is successful but the device is not registered to a UDN, the device
will still gain access to the network and will be assigned a UDN-ID of zero. With UDN-ID of zero, that device will
be able to communicate in North/South fashion to the Internet and wired enterprise resources. It will not be able
to communicate with any other wireless devices within that UDN SSID.

When endpoints associated with a specific UDN attach to the defined UDN SSID, the WLC will segment the
various discovery protocol traffic such as mDNS, to only that UDN. This will work across all Wave 2 APs and
Catalyst 9100 APs. As a result, only those devices within a specific UDN will see the services broadcasted by
any device within that UDN. Segmentation of multicast and broadcast advertisements is performed directly on
the Cisco access points. Unicast controls are implemented at the WLC.

Tech tip

When deploying Cisco UDN, discovery and streaming is limited to registered devices within the UDN for wireless
devices such as MacBooks, iPhones, and iPads. For the Apple TV, if the AirPlay settings are left in their default state,
devices with Bluetooth enabled and within roughly 30 feet of the Apple TV, the signal distance for Bluetooth Low Energy
(BLE), will still be able to discover and stream to an Apple TV registered within a UDN. Please refer to Appendix C for the
procedure to disable AirPlay over Bluetooth if you would like to change this behavior.

By default, unicast traffic is permitted between UDNs while multicast traffic such as mDNS is always contained
within the UDN. The default behavior of allowing unicast communications between UDNs can be changed
however, while running the UDN Workflow at Cisco DNA Center or in the wireless security policy associated
with the UDN WLAN. With unicast blocking enabled, mobile devices can only communicate with other devices in
that UDN or anything northbound, external to the wireless network.

Tech tip

Today the concept of a UDN shared device or services, such as a printer for example, accessible from all UDNs, is not
supported. In the future there are plans to support this functionality.

Device registration and onboarding

The following diagram provides an overview of the communications during device registration and subsequently
attaching to the wireless network.
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Catalyst
9800 . Room change

Cisco ISE

Device registration flow

1.
2.

Using the Cisco UDN mobile app, the device registers with Cisco UDN Cloud.

The user is prompted for authentication credentials. Cisco UDN Cloud authenticates the user either
against Azure AD or an Identity Provider (IDP) via SAML 2.0.

The UDN is created, and MAC address information for the devices that will be members of that UDN
collected. This can be performed offsite, before the device attaches to the UDN if MAC randomization is
disabled on the device, or onsite where MAC randomization can be enabled.

Upon device registration, Cisco DNA Center Cloud communicates with the on-premise Cisco DNA
Center which in turn relays registration information for the device including the UDN ID, UDN name and
MAC Addresses entered.

Registration information is then passed to Cisco ISE and stored in a database for later use when devices
join the SSID and gain access to the wireless network.

Device network access

1.

When the device is brought onsite, the UDN SSID will be selected at the device. The SSID can be
configured with either a pre-shared key (PSK), 802.1X, or MAB flow to authenticate the device.

A RADIUS authentication request is sent to ISE from the wireless controller.
ISE checks its database to perform a lookup of the MAC address in it UDN database.

Upon a successful lookup, ISE passes the RADIUS response back to the WLC along with vendor specific
attributes identifying the

e private-group-id - Used by the WLC to identify the UDN and isolating multicast and broadcast traffic
between UDNs

e private-group-name - Name of the room/UDN which the user defined
e private-group-owner - If the UDN is owned by that device

The wireless controller programs the access point with the appropriate UDN information to block
multicast and broadcast traffic between UDN. Optionally, if selected to do so during wireless controller
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provisioning from the Cisco DNA Center UD Workflow, unicast blocking between UDNs is enabled at the
wireless controller.

Room change
1. The device either removes itself or is removed by the owner of the UDN

2. The ISE database is updated with device removal and the MAC address-UDN mapping is removed from
the database.

3. ISE send a CoA to the wireless controller for device to re-authenticate.

Tech tip
Currently, it is not advised to have shared devices added as part of on-premises UDN enabled SSIDs as user can add

those devices if their MAC address is known, visible or discoverable to the end user. The option to block certain devices
from being discovered is coming as part of a future release.
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Product Requirements

The following table provides the software version validated within this deployment guide.

Cisco DNA Center

ISE

Catalyst 9800 Wireless Lan Controller
Cisco Wireless AP

Cisco UDN Mobile App

Cisco UDN Cloud

Identity Provider

Scale

2.1.2.4 or later

3.0 Patch 1 or later with Plus licenses

I0S-XE 17.3.3 or later with DNA Advantage licenses for APs
I0S-XE 17.3.3 or later

1.4.71

Not Applicable

Azure AD or SAML 2.0-enabled service

The Following table provides scale numbers for the solution.

Cisco Catalyst 9800-80
Cisco Catalyst 9800-40
Cisco Catalyst 9800-L

Cisco Catalyst 9800-CL

Cisco ISE

Cisco UDN Cloud

© 2021 Cisco and/or its affiliates. All rights reserved.

Up to 64,000 unique User Defined Networks per controller
Up to 32,000 unique User Defined Networks per controller
Up to 5,000 unique User Defined Networks per controller

10,000, 32,000 or 64,000 unique User Defined Networks per
controller

Up to 2 Million Endpoints

30 Registration/Invite/De-Register events per second per
Tenant (organization)
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Deploy

Process: Pre-requisites

This process will take you through the steps necessary to set up your devices to be UDN ready. These include
Integrating ISE and Cisco DNA Center, discovery of the Catalyst 9800 Wireless Lan Controller, and creating
Network Settings and a Site Hierarchy in Cisco DNA Center.

If you have already done these steps, you can skip ahead to Process: Configuring Wireless settings for WLAN
Deployment.

Procedure 1. ISE and Cisco DNA Center Integration

Step 1. Login to the Cisco ISE Primary Admin Node (PAN) and Navigate to Administration>Deployment

¢ Operations ¥ Policy = Administration ¢ Work Centers

Portal Management  pxGrid3  gystem

Upgrade  » Backup & Res Deployment

Licensing
Certificates
Logaging
Nodes Maintenance

Step 2. Select the hostname of the ISE node.

Deployment Nodes

j;f? Edit Register @ Syncup Deregister

[ ] Hostname -
[ [o21-18H

Step 3. Under General Setting, make sure the PxGrid checkbox is selected and hit Save.
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Deployment Nodes List = 021-ISE
Edit Node

General Settings Profiling Configuration

Hostname 021-15E

FQDN o021-15E.ciscodna.net

IP Address 10.4.168.50

Mode Type Identity Services Engine (ISE)

Role STANDALONE Make Primary

[+] Administration
[+ = Monitoring

Role PRIMARY g

Other Monitoring Node

Dedicated MnT §

—_

| W Policy Service

[/| = Enable Session Services i
Include Mode in Node Group | Mone > | (F
[+] Enable Profiling Service i

| Enable Threat Centric NAC Service i
[]  » Enable SXP Service i
Enable Device Admin Service (i

Enable Fassive |dentity Service i

pEGrid i

Save Reset

Step 4. Navigate to Administration>PxGrid Services>Settings.

Step 5. Check Automatically approve new certificate-based accounts and click Save.
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All Clients Web Clients Capabilities Live Log Setlings

PxGrid Settings

Automatically approve new certificate-based accounis
L] Allow password based account creation

Use Default @

Test

Lonnected via XMPP 02 1-1SE._ciscodna.net

Step 6. Navigate to Administration>System>Setting>ERS Settings.
Step 7. Select Enable ERS for Read/Write and click Save.

Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers
= System | » Identity Management  » Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Deployment  Licensing » Certificates  » Logging ¢ Maintenance  Upgrade  » Backup & Restore ¢ Admin Access = Seftings

I
(<]

Client Provisioning ERS Settings
FIFS Mode + General
Security Settings . _

External RESTiul Services (ERS) is @ REST APl based on HTTPS over port 9060,
Alarm Settings The ERS service is disabled by default.

An ISE Administrator with the "ERS-Admin” or "ERS-Operator” group assignment is reguired fo use the AFI.
» Posture For more information, please visit the ERS SDK page at:

hitps://10.4_168.50:9060/ers/sdk
Profiling
» Protocols + ERS Setting for Administration Node
i |® Enable ERS forReadniite
SMTP Server )

) Disable ERS
SMS Gateway
System Time v CSRF Check
ERS Settings
» Network Success Diagnostics (O USE CSRF Check for Enhanced Security (Mot compatible with pre ISE 2.3 Clients)
(®) Disable CSRF For ERS Request (compatible with ERS clients older than ISE 2.3)
DHCP & DNS Services
Max Sessions .—.|
Save Reset

Light Data Distribution !
Interactive Help

Tech tip

Ensure that CSRF Check is disabled otherwise you will not be able to establish a pxGrid connection between Cisco DNA
Center and ISE.
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Step 8. In Cisco DNA Center navigate to System>Settings.

Cisco DNA Center bystem . Settings

g Design System 360

Policy Servers

Policy Software Updates

authenticate Cisco DNA Center users

.. hn also supply policy and user informat
Provision bply policy

Data Platform
Assurance

System Health
Workflows
Users & Roles

Tools
Backup & Restore

Protocol
Platform
No data to display

Activity

Reports

Step 9. Scroll down on the left and select Authentication and Policy Servers.

Step 10. Enter the ISE PAN management IP address and enter a Shared Secret. The shared secret is just an
arbitrary secret you define to be used for pxGrid communication between ISE and Cisco DNA Center.

Step 11. Click on the slider next to Cisco ISE Server.
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Add AAA/ISE server X

Server IP Address*

10.4.168.50

Shared Secret”

"""" SHOW

.:I Cisco ISE Server @

Step 12. Enter the ISE admin credentials.
Step 13. Enter the FQDN for the Cisco ISE server.

Tech tip

The FQDN must be reachable through DNS.

.: Cisco ISE Server @

Username

admin

Password*

FQDN
021-ISE.ciscodna.net

Step 14. Click Save and wait for the Status to go from In Progress to Active.

IP Address Protocol Type Status

O 10.4.168.50 RADIUS ISE ACTIVE
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Step 15. Also ensure that ISE is listed as Available in Cisco DNA Center System 360 by navigating from the
Cisco DNA Center menu to System > System 360 and scroll down to Externally Connected Systems.

Externally Connected Systems

Identity Services Engine (ISE)
As of Jul 28, 2020 3:00 PM

PRIMARY 10.4.168.50

PXGRID 10.4.168.50

Available (0)
Available (0)

Step 16. In ISE navigate to Administration>pxGrid Services and under All Clients, see that your Cisco DNA

Center subscriber name shows up.

All Clients Web Clients Capabilities

m
2
o
=
w

Client Name
ise-bridge-021-ise
ise-admin-021-ise
ise-fanout-021-ise
ise-pubsub-021-ise
ise-mnt-021-ise
021-ise
| pxgrid_client_1591847592_dnac_ndp |
pxgnd_dient_1591847592

O00000000

Ve VY VIV VoV V

Live Log

Description

Certificates Permissions

@ Disable @Apprwe © Group ’ Decline eDelete - Q}Refresh

Capabilities

Capabilities(0 Pub, 4 Sub)
Capabilities(5 Pub, 2 Sub)
Capabilities{0 Pub, 0 Sub)
Capabilities{0 Pub, 0 Sub)
Capabilities(2 Pub, 1 Sub)
Capabilities(0 Pub, 0 Sub)
Capabilities(0 Pub, 0 Sub)
Capabilities(0 Pub, 0 Sub)

Total Pending Approval(0) «

Status

Online (XMPP)
Online (XMPP)
Online (XMPP)
Online (XMPP)
Online (XMPP)
Offline (XMPP)
Offline (XMPP)
Offline (XMPP)

Procedure 2. Catalyst 9800 Wireless Lan Controller Discovery

In this procedure we will go through the steps necessary to bring the Catalyst 9800 WLC into Cisco DNA

Center’s inventory.

Step 1. Login to Cisco DNA Center and select Discovery in the Tools section at the bottom of the homepage.

Tech tip

The Catalyst 9800 must only have the initial, Day 0O configuration for IP reachability, SNMP, and SSH/Telnet. Any
brownfield wireless configuration including SSID, network, or VLAN configuration will cause issues with Cisco DNA

Center provisioning.
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Step 2. Click Add Discovery.

e Add Discovery| View All Discoveries

Device Controllability is Enabled.

Step 3. Add a name for this discovery under Discovery Name.
Step 4. Under Discovery Type select IP Address/Range and in the From - To section enter the Management
IP for the Catalyst 9800 WLC.

Tech tip
Cisco Wireless Lan Controllers must be discovered using the Management IP. If not Wireless Controller 360 and AP 360
pages will not display data.
Step 5. Under Preferred Management, select one of the following options.
« None: Allows the device to use any of its IP addresses.

Use Loopback: Specify the device’s loopback interface as the management IP.
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New Discovery

Discovery Name*

WLC

~ |IP ADDRESS/RANGE*

Discovery Type 0

CDP IP Address/Range LLDP
O ® O

From* @ To* @
10.4.146.5 - 10.4.146.5 +

Preferred Management IP (i )

® None O UselLoopBack

Step 6. Expand the Credentials section and click Add Credentials.

Preferred Management IP o

® None O UselLoopBack

~ CREDENTIALS*

© At least one CLI credential and one SNMP credential are required.

© Netconf is mandatory for enabling Wireless Services on Wireless capable devices such as C9800-Switches/Controllers.

B GLOBAL ® Task-specific 9 Add Credentials

CLI SNMPv2c Read

No credentials to display No credentials to display

Step 7. Under the CLI section enter the credentials needed to access the CLI of the device and click Save.

© 2021 Cisco and/or its affiliates. All rights reserved. Page 22 of 109



Add Credentials X

SNMP

propERTIES  HTTP(S) NETCONF

CLI SNMPv2c SNMPv3

Name/Description*

DNA
Username*
dna
Password*
........ »
Enable Password
........ ()

[[] Save as global settings

Settings will be used for this specific Discovery only

Tech tip

Do not use "admin" as the username for your device CLI credentials. If you do, this can result in you not being able to

login to your devices.

Step 8. Next add the SNMP credentials that will be used to connect to the WLC.

Step 9. Click NETCONF, leave the default port of 830 and click Save.

Add Credentials X

SNMP
CLI SNMPv2c SNMPv3 PROPERTIES HTTP(S) NETCONF

Port o
830

[] Save as global settings

Settings will be used for this specific Discovery only
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Step 10. Exit out of the Add Credentials menu by clicking the X at the top right corner.
Step 11. Check to make sure all your credentials are set by checking the blue slider indicators and click

Discover.

New DiSCOVGry € Back to Dashboard

Discovery Name*

wWLC

(ol | (@D

SNMPv2c Write SNMPv3

‘ D RW ’ No credentials to display

HTTP(S) Read HTTP(S) Write

No credentials to display No credentials to display

NETCONF

(oL
ig changes will be made on network devices during

associated to a site. Learn More | Disable

Step 12. After a few moments you should see your device discovered, check the status indicators to make sure

everything was discovered correctly.
Y/ Filter History v
IP Address Device Name Status ICMP - SNMP CLI NETCONF :
10.4.146.5  021-wlc @ @ @) @ @

Step 13. Navigate to Provision>Inventory and you should now see your WLC as well as any APs connected to

the controller in your inventory.
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=q Find Hier DEVICES (3
Focus: Inventory ~

I - & Global -

Filter © Add Device Tag Device Actions v (D Take a Tour
O Unassigned Devices
s & RTP D Device Name = IP Address Device Family Reachability Health Score Site MAC Address

D APDOAB.CA36.0414 & 10.118.43.68 Unified AP 7) Reachable 10 -../RTP-1/RTP-1-1 00:d7:8f.c9:38:40
D AP7872.5DED.CD34 & 10.4.146.22 Unified AP 7) Reachable 10 -../RTP-1/RTP-1-1 78.72:5d.ee:65:60
D 021-wlc (= 10.4.146.5 Wireless Controller %) Reachable 10 /RTP/RTP-1 00:1e:f6:75:5e:00

Procedure 3. Creating a Site Hierarchy

Cisco DNA Center uses a Network Hierarchy of areas that contain sub-areas of buildings and floors. Devices
are assigned to these buildings or floors and will then be provisioned depending on the Network Settings
configured for that level.

Step 1. In Cisco DNA Center, navigate to Designs >Network Hierarchy.

Cisco DNA Center 1 - Network Hierarchy

' Template

Workflows
Tools

Platform

Activity

Step 2. Click the cog wheel next to Global and select Add Area.
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= Cisco DNA Center Design - Network Hierarchy

zQ Find Herarchy @ ~ddsie [l import [Ty Export
No sites found. Add Ares
Add Building
Import Sites
Import Prime Maps
Export Maps

Step 3. In the resulting pop-up enter your Area Name and click Add.

=Qq  Find Hierarchy e Add Site @ Import |'T_‘| Export

7 Lo (R Add Area X

No sites found.

Area contains other areas and/or buildings.
Buildings contain floors and floor plans.

Area Name*

eg : San Jose

Parent
Global

Import Sites

Step 4. Next to the newly created Area, click the cog wheel and select Add Building.
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=q_ Find Hierarchy
+ & Global
& RTP

o Add Site ] Import (T} Export

Lo
e

Add Area

Add Building

Edit Area
Delete Area
Import Ekahau Project
Sync with CMX
Export Maps
View Devices o

Step 5. In the resulting pop-up enter the building name and address of your building, this will fill in the Latitude

and Longitude automatically.

Add Building

X

contain floors and floor plans.

Building Name*
RTP-1

Area contains other areas and/or buildings.Buildings

Parent
RTP | Global/

Address @

Kit Creek Road, Morrisville, North Carolina 27

Latitude* Longitude*
35.855205 -78.875495

Step 6. Next to the newly added building, click the cog wheel and select Add Floor.
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= Find Hierarchy a Add Site (i Import ';“ Export
& Global o
& RTP
o% RTP-1
Edit Building
Delete Building ‘.f‘
Add Floor &
Import Ekahau Project f
Sync with CMX
Export Maps {Crag, Ry
View Devices
O

Step 7. Enter a Floor Name and click Add. Optionally, upload a floor plan.

Add Floor X

Floor Name *

RTP-1-1

Parent

RTP-1

Type (RF Model)
Cubes And Walled Offices N

Floor Image

Drag floor plan here
or

Upload file

(Supported formats DXF, DWG , JPG, GIF, PNG)

® width (ft) O Length (ft) Height (ft)
100 100 10

Step 8. Repeat these steps for any additional Sites, Buildings, or Floors in your environment.

Procedure 4. Creating Network Settings

Step 1. In Cisco DNA Center navigate to Design>Network Settings>Network.
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Cisco DNA Center in - Network Settings

reless Telemetry
Network Hierarchy

d NTP using the " Add Servers" link. Ol
Dﬁﬂ Policy by using these settings.

. Image Repository
% Provision

Network Profiles
& Assurance

Authentication Template

L9 Workflows

% Tools

Step 2. Click Add Servers and Select AAA and NTP and click OK.

Add Servers

[~] nan
D Netflow Collector

[ TP

Step 3. Under AAA server select the Client/Endpoint check box and in the drop down select the IP address
for your ISE server.

Setup network properties like AAA and NTP using the * Add Servers® link. Once devices are discovered, DNA Center will deploy using these settings

AAA Server

[ Network [] clientiEndpoint

CLIENT/ENDPOINT

Servers Protocol
53 O Asa RADIUS
Client/Endpoint 1P Address (Primary)
10.4.168.50 x 10.4.168.50

Step 4. Scroll down and enter the information for DNS and DHCP servers.
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DHCP Server

DHCP
10.4.49.10 +

Supports both IPv4 and IPv6

DNS Servere

Domain Name

ciscodna.net

Primary

10.4.49.10 +

Supports both IPv4 and IPv6

Step 5. Enter the information for the network NTP server and click Save.

NTP Server

O nrp
10.4.0.1 +
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Process: Configuring Wireless settings for WLAN Deployment.

Procedure 1. Configure Wireless Interfaces

Before we configure the SSID, we must first configure the interface the WLAN traffic will be dumped off from
the Catalyst 9800 WLC.

Step 1. In Cisco DNA Center, Navigate to Design>Network Settings>Wireless.

= Cisco DNA Center Design - Network Settings aQ @ @

Network Device Credentials IP Address Pools SP Profiles Wireless Telemetry

2Q Find Hierarchy

Enterprise Wireless
~ & Global e Add
> & RTP
W Filter # Edit [T Delete
D Network Name (SSID) = Security Wireless Profiles

No data to display

Step 2. At the Global level, click Add next to Wireless Interfaces.

Wireless Interfaces
e Add
Y Filter
I:I Interface Name =« VLANID
management N/A

Step 3. In the Create a Wireless Interface side panel enter the Interface Name and the VLAN ID for the
corresponding VLAN on the network and click Save.

Tech tip

This will be the VLAN the wireless traffic is dumped off from the Catalyst 9800 WLC.

Step 4. You should now see your newly created interface below the Wireless Interfaces section.
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Wireless Interfaces

Y Filter
|:| Interface Name « VLAN ID
management N/A
] Student 45

Procedure 2. Configuring the Wireless Networks

In this section we will be creating the Wireless SSID to be used for UDN. The WLAN in this example makes use
of a PSK.

Tech tip

Cisco DNA Center must be used to create the wireless SSIDs on the Catalyst 9800 wireless controller. Issues with both
UDN creation and telemetry will ensue if the SSID is created through the WLC user interface and not at Cisco DNA
Center. Editing the WLC SSID from the WLC Ul is fine after initial creation.

Step 1. In Cisco DNA Center, navigate to Design>Network Settings>Wireless and click Add next to
Enterprise Wireless.

Enterprise Wireless

QO ~a

Y Filter

I:‘ Network Name (SSID) « Security Wireless Profiles

Step 2. This will bring up the Create an Enterprise Wireless Network workflow.

Step 3. Name your Wireless Network and select your level of security. For this guide we will be using WPA2
Personal.

Step 4. Check the box next to Mac Filtering. When configuring WPA2 Enterprise with 802.1X MAC filtering
should not be enabled.
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Wireless Network Name(SSID)* Type Of Enterprise Network *
Student-dorm

ey Voice and Data
Py

() Data only
Wireless Option

(=) Dual band operation (2.4GHz and 5GHz) SSID STATE

O Dual band operation with band select .
Admin Status:

"y 5GHz only D
)

Broadcast SSID:
() 2.4GHz only

Level Of Security * ] Fast Lane

] Mac Filtering

() Enterprise (3, Personal () Open Secured
O Open

WPA2  [] WPA3

More secure

A password (Pre-Shared Key PSK with WPA2 encryption | is needed to access
the wireless network.
WPAZ feature is supported for Wireless Controller version 8.10 & above, For

Catalyst 9300 Controllers version 16.12 & above.

Pass Phrase*

srsssssmsans SHOW

Tech tip

Enabling MAC Filtering will not be needed for UDN in Cisco DNA Center 2.1.1.3 as it will automatically be configured
during the UDN Workflow.

Step 5. When finished click Next, this will bring up the Wireless Profile page.
Step 6. Name the wireless profile and under Fabric select No.

Step 7. Under Select Interface, choose the interface created in the previous steps.
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Create an Enterprise Wireless Network

@ Enterprise Wireless Network e Wireless Profiles

Wireless Profile Name *

dorm

Fabric

O Yes ® No

Select Interface

Student “ e

[] Flex Connect Local Switching

@ Sites 0 sites.

Step 8. Click Sites and in the resulting pop-up select the sites at which you want to deploy this SSID.

Sites

=} Choose a site

v &[] Global (1)
v & [/ RTP (1)
v RTP-1 (1)
&[] RTP-1-1

Step 9. When done click Finish. You should now see your new wireless network under Enterprise Wireless.

Enterprise Wireless

Y Filter
|:| Network Name (SSID) ~ Security Wireless Profiles
D Student-dorm wpa2_personal dorm

Procedure 3. Provision the WLC

In this section, we will now push the configuration down to the Catalyst 9800 WLC.
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Step 1. In Cisco DNA Center navigate to Provision>Inventory.

Step 2. Click the check box next to your WLC and under Actions select Provision>Provision Device.

peeEs Q Global > RTP =
Focus: Inventory ~ Take a Tour

DEVICE TYPE Al Routers Switches | APs | WLCs ] REACHABILITY Al Reachable | Unreachable ]
Y Filter @ Add Device Tag Device Actions v @) | 1 Selected Last updated: 10:19 AM £
Inventory >
) s )
Deviee 1P uPh Site Reachability MAC Address Device :
Name = Address Type Software Image > Role
- of S Provision > -1e:f6:75:5e: £ ACCESS
021-wlc 10.4.146.5 upk Assign Device to Site ! 00:1e:f6:75:5€:00 17

Device Replacement?
Provision Device

Others >
LAN Automation
LAN Automation Status

Learn Device Config

Configure WLC HA

Step 3. In the resulting pop-up click Choose a Site, then select where you would like to assign the WLC and
click Save and Next.

p

Choose a site A

—n Find Hierarch
:O\ ni ierarcny

v & Global (1)
v & RTP (1)
I ~ [ RTP-1 (1)

£ RTP-1-1

Step 4. In the Configuration screen double check to make sure everything looks correct and click Next.
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Serial Number Devices

9F55JESUJLN 021-wlc.ciscodna.net

Assign Interface

Interface Mame

Student

Show 10 entries Showing 1 - 1 of 1

Rolling AP Upgrade

AP Reboot Percentage

D Enable 25 w @

Mobility Group

Name default Configure

WLC Role

@ Active Main WLC ©

(") Guest Anchor

VLAN ID

45

iz Managing 1 Primary location(s)

iz Select Secondary Managed AP Locations

Step 5. Hit Next on both the Model Configuration and Advanced Configuration pages.

Step 6. On the summary page double check your configuration, when finished click Deploy.
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@ Assign Site @ Configuration @ Model Configuration @ Advanced Configuration e Summary

| = o021-

wic.ciscodna.net ~ Device Details
Device Name
Platform Id:
Device IP:
Device Location:

Device Role:

~ Network Setting
NTP Server:
AAA Network ISE Server
AAA Network Primary Server:
AAA Client ISE Server

AAA Client Primary Server:

DHCP Server.
DNS Domain Name:

DNS Primary Server:

~ SSID (dorm)
Name:
Type
Security:
Fast Transition:
Traffic Type:
Fabric Enabled
Fast Lane enabled
Mac Filtering Enabled:
Flex Connect enabled:
Broadcast Enabled
Admin Status

Wireless Option:

Session Timeout (in sec)

021-wlc ciscodna.net
C9800-CL-K9

10.4.146.5
Global/RTP/RTP-6/RTP-6-1

Active Main WLC

10.4.0.1

10.4.168.50

10.4.168.50

10.4.168.50

10.4.168.50

WARNING: Do not use " admin” as the usermname for |
10.4.49.10

ciscodna.net

10.4.49.10

Student-dorm
Enterprise
wpa2_personal
Adaptive

Voice + Data
No @

No

Enabled
Dual band operation (2.4GHz and 5GHz)

1800

Procedure 4. Provisioning of the A

Step 1. Navigate to Provision>Inventory in Cisco DNA Center.

Step 2. Any APs connected to the WLC will show up in inventory.

Step 3. Select the APs you would like to provision then under Actions select Provision>Provision Device.
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DEVICES (3)
Focus: Inventory «

W Filter | @ Add Device Tag Device Actions v () | Take a Tour 2 Selected

IE' Device Name = I Inventory >y Reachability

APOOAB.CA36.0414 @ 1 Software Image > () Reachable
Provision >

AP7872.5DED.CD34 @ | Assign Device to Site
Telemetry >

I:' 021-wilc.ciscodna.net &) 1 Provision Device

Device Replacement?
LAN Automation

Others 2

LAN Automation Status

Health Score

10

10

10

Step 4. Select the floor you would like to deploy for each AP and click Next.

Serial Number Devices
FCW2036P0Z3 APOOAB.CA36.0414

FCW2224NZM9 AP7872.5DED.CD34

% Global/RTP/RTP-6/RTP-6-1 x
[ Apply to Al

&1 Global/RTP/RTP-6/RTP-6-1 %

Step 5. Select the RF profile to be used by each AP and click Next.

@ Assign Site o Configuration @ Summary

Serial Number Device Mame RF Profile
TYPICAL

FCW2036P0Z3 APOOAG.CA36.0414 -
] Apply to All
TYPICAL

FCW2224NZM9 AP7872.5DED.CD34 o

Step 6. On the summary page, doublecheck the configuration and click Deploy.
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APOOAG.CA36.0414
~ Device Details
AP7872,5DED.CD34

Device Name: APO0A6.CA36.0414

Serial Number: FCW2036P0Z3

Mac Address: 00:d7:8f:c9:38:40

Device Location Global/RTP/RTP-6/RTP-6-1
RF Profile: TYPICAL

Default Profile No

Radio Type: 2.4GHz/5GHz

Channel Width: 20 MHz

2.4GH2/SGHz Data Rates(in Mbps) 9,12,18,24,36,48,54/6,9,12,18,24,36,48,54

Step 7. Click OK on the warning saying the APs will reboot.

/N

Ly
Warning

After provisioning AP(s) will reboot.
Do you want to continue?

Process: Configuring RLAN on WLC (Optional Step)
This section is optional and is required if user wants to enable and configure UDN on RLAN
Few things to note

e RLAN workflow is not supported in Cisco DNA Center 2.1.2.x it will be coming in Cisco DNA Center
2.2.3 release.

e UDN cannot be enabled on a RLAN from Cisco DNA Center 2.1.2.x it is coming Cisco DNA Center 2.2.X
release.

e ISE will not be configured with an RLAN Name

When can we configure RLAN on the WLC for UDN
e RLAN can be configured on the WLC after the AP is provisioned with SSID’s and UDN

How to do this?
Step 1: Configure the RLAN Profile and RLAN Policy

1. Log in to the Wireless LAN controller via GUI
2. Navigate to Configuration > Tags & Profiles > Remote LAN

3.  On the RLAN Profile tab click + ADD to create a new RLAN Profile .
Create the profiles based on the following configuration. Leave the defaults not mentioned as is
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General Tab

Profile Name

Same as any UDN enabled SSID
Name already configured on AP via
Cisco DNA Center

*This is important because ISE is
configured with this SSID name
and we will be re-using the same

Status

Enabled

Security Tab > Layer 2

802.1x (Optional)

Enable if you want to enable
802.1x on Wired client

Mac Filtering
(Mandatory if 802.1x is
not enabled)

Choose dnac-cts-list

Authentication List
(Required if 802.1x is
enabled)

Type dnac-cts-list

And click Apply to Device

Add RLAN Profile =

General Security

Profile Name™

@UDN-PSK

RLAN ID*
Status
Client Association Limit

mDNS Mode

D
R

‘. Bridging v ‘

Should be ame
name as one of your

UDN enabled
SSID's

E Apply to Device

General Security

Layer2 AAA

Layer3
802.1x

MAC Filtering

Authentication List

Add RLAN Profile x

dnac-cts-list

| dnac-cts-list v

Should be either
802.1x or MAC
filttering

One of these is
mandatory

= Apply to Device
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1. On the RLAN Policy tab click + ADD to create a new RLAN Policy .
Create the Policy based on the following configuration. Leave the defaults not mentioned as is

General Tab
Policy Name Same as the Profile name
configured
Status Enabled
Central Switching Enabled
Central DHCP Enabled
Access Policies
VLAN <VLAN ID> or Name
Host Mode Singlehost - One device per port
Multihost - Multiple deices per port
(Hub)
Advanced
User Defined (Private) | Enable -to enable UDN
Network
Status
Drop Unicast Enable to enable UDN unicast
(Optional)
AAA Override Enable
Accounting list dnac-cts-list

And click Apply to Device

Add RLAN Policy x

General Access Policies Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this policy.

Paolicy Name™ @UDN-PSK RLAN Switching Policy

Description ‘ Enter Description ‘ Central Switching [ENABLED .
Status Central DHCP
POE O

Power Level | 4 v |
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Add RLAN Policy x

General Access Policies

Pre-Authentication

VLAN

Remote LAN ACL

IPvd ACL

IPvé ACL

Advanced

]

VLANG100| v

Clear

Host Mode

[ singlehost

a

| Apply to Device

Add RLAN Policy x

General Access Policies
Wiolation Mode

Session Timeout (sec)

mDNS Service Policy

Status

Drop Unicast

AAA Policy Params

AAA Qverride

AAA Policy Name

Advanced

| replace v |

| 1800 ‘

User Defined (Private) Network

|. default-aaa-policy |

Split Tunnel Parameters

Status

ACL Name

Override Status

Gateway Address

Netmask Address

DHCP

IPv4 DHCP Required

DHCP Server IP

O

-

00K 008 OO XO0K

0030000300

IID

]

D008 0030000

Tlear Address
Accounting List [ default v
) Clear]
Exclusionlist Params
Exclusionlist
Exclusionlist Timeout 60
9 Corce
Step 2: Apply the RLAN to policy Profile
1. Navigate to Configuration > Wireless > Access Points
Note the policy profile assigned to the access point
AP v Admin v BaseRadio v AP ~  QOperation RF~ Tag v
Name APModel v Slots v Status IP Address v MAC Mode Status Policy Tag ~  Site Tag ~ Tag Source Location v Country ~
/C\:SEEOU' . 3‘7’:('9"\’)3802" 2 o 17220228176 bdde.’ ) Local Registered ST Sando SJ14 ad52 0 TYPICAL Static i‘f;:gj\,a:mum
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2. Navigate to Configuration > Tags & Profiles > Tags then click on the policy tag assigned to the AP
3. Under RLAN-POLICY Maps click on + Add to add a new policy map and it with the required port

Port ID Port number to enable
Rlan Profile Rlan Profile created in the previous step
Rlan Policy Profile Rlan Policy created in the previous step

Click on the add the port config

4. Repeat step 3 if you need to add multiple ports
5. Click on Update & Apply to Device to update the RLAN config

v RLAN-POLICY Maps: 0

-+ Add
Port ID ~  RLAN Profile ~  RLAN Policy Profile w
0 | 0 - | items per page No items to display

Map RLAN and Policy

Part ID* [ 1 v ]

1
RLAN Profile* @UDN-PSK v

RLAN Paolicy 1 @UDN-PSK v
Profile* \
¢

| =] update & Apply to Device

Process: Cisco UDN Cloud Authentication/SSO

Authentication for the Cisco Mobile App is performed via Single Sign On (SSO) using an external Identity
Provider. The IdP can either be Azure AD or a SAML 2.0 enabled service. At the present time only Shibboleth,
Microsoft Azure AD, or Microsoft ADFS have been validated using SAML 2.0. The following processes will be
provided showing you the use of Azure AD or the use of SAML 2.0 in conjunction with Microsoft ADFS; one of
these two authentication methods can be selected:

e Process 1 Microsoft Azure AD/OpenlID protocol

e Process 2 Microsoft ADFS/SAML 2.0 protocol
Shibboleth and Azure AD are two other options when using SAML, but they will not be covered here. Even
though not covered the Cisco UDN Cloud configuration will be the same with the exception that the Domain and
Metadata URL will obviously be unique.

Process 1: Azure AD and UDN Cloud

This process will take you through the steps for creating a tenant in the UDN cloud as well as the corresponding
Microsoft Azure AD configuration for use with the OpenlID protocol. UDN users must be defined in both Azure
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AD as well as in Cisco UDN Cloud. Within this process, we will show two procedures. The first procedure will
make use of Azure AD group attributes such that manual user creation is not required at Cisco UDN Cloud. As a
member of a specific group in Azure AD, the user will be authenticated, and by virtue of that group attribute
being matched, the user identity will be created in DNA Center Cloud automatically. The second is the manual
creation of users in both Azure AD as well as the required, duplicate user information being added to Cisco UDN
Cloud.

Procedure 1. Azure AD Configuration

Step 1. Navigate to Azure AD and under Manage select App Registrations.

o TME Solutions | Overview

O Search [Ctrl+ & & Switch directory E Delete directory =+ Create a directory Ci' What's new L7 Got feedback?
O oOverview =
P Gelting started ﬂ' Azure Active Dwrectory can help you enable remote work fior your employees and partners. Learn mare

# Diagnose and solve problems

Overview
Manage —
& Usens TME Solutions
& Groups brbrzesi.onmicrotoft.com Your role Global administrator Mare info
€ Onpanizational relationshigs Tenant ID 2a82daba-ecc2-4141-87d6-d035Ted396ef [iB) Azure AD Free
s Roles and administrators

'@ Azure AD Connect
& Administrative units [Preview)
i  Enterprise applications Status Mot enabled
CH Devices

Last sync Sync has never run

& App registrations

Step 2. Select + New registration.

EE=. TME Sqlutions | App registrations

+ New registration @ Endpoints f Troubleshooting Q? Got feedback?

l,i\' Search (Ctri+/) &

© Overview - 0 Welcome to the new and improved App registrations (now Generally Available). See what'y

# Getting started All applications | Owned applications  Applications from personal account

A Diagnose and solve problems
£ Start typing a name or Application 1D to filter these results

Manage

& Users

Step 3. In the Register an application screen, enter a name.

Step 4. Under Redirect URI, select Web and enter the following:
https://dnaservices.cisco.com/idm/api/v1/oid/acs

Step 5. When finished click Register.
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Register an application

* Name

The user-facing display name for this application (this can be changed later).

UDN-TME v

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (TME Solutions only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ~ | | https://dnaservices.cisco.com/idm/api/v1/oid/acs| v

Step 6. Once created click Authentication.

Home > TME Solutions | App registration

ﬁ UDN-TME

| £ search (Ctri+/) %

B overview

5?' Cuickstart

Manage

E Branding

S Authentication

. Certificates 8 secrets

H' Token configuration

Step 7. Select + Add a platform.
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Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

-+ Add a platform

Step 8. Select Mobile and desktop applications.

Configure platforms

Web applications

@w-h

Build, host, and deploy a web server
application. MNET, lava, Python

Mobile and desktop applications

. i05 / macOS * Android

Ollyjective-C, Swift, Xamarin Java, Kestlin, Xarmarin

EI Mobile and desktop
applications

Windows, WP, Console, loT & Limited-
enitry Devices, Classic 108 + Android

Step 9. Under Custom redirect URIs enter the following: com.sabretooth://sabretooth

Step 10. Click Configure when finished.
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Configure Desktop + devices X

C All platforms Quickstart  Docs

Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens)
after successfully authenticating users. Also referred as reply URLs. Learn more about redirect
URIs and the restrictions '

D https://login.microsoftonline.com/common/oauth2/nativeclient ID
D https://login.live.com/oauth20_desktop.srf (LiveSDK) IE
D msaled65f597-4622-4360-9cad-daff84822cfb://auth (MSAL only) |E

Custom redirect URIs

com.sabretooth://sabretooth v

In the next steps we will be collecting information to configure AAD as an SSO source for UDN cloud. Please
capture this information in a separate document or notepad.

Step 11. Click Overview and capture the Application (client) ID.

Home > TME Solutions | App registrations > UDN-TME
$5 UDN-TME
Dy
Search (Ctrie/ .o @] Delete @ Endpoints

B Ove o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer!

G Quickstart Display name : UDN-TME
Application (chent) ID | e4651597-4622-4360-9¢cad-daff84822¢fb

Manage
Directory (tenant) ID  : 2a82daba-ecc2-4141-87d6-d0357ed396e!

= 8randing Object ID : 0019faf0-3a05-4cfe-bebO-Seeb3391 165!

L3 Authentication A

Step 12. Click Endpoints.

Home > TME Solutions | App registrations > UDN-TME
ﬁ UDN-TME
[P Search (Ctrl+/) | « [i] Delete | & endpoints

Step 13. Collect the information for the following:
e OAuth 2.0 token endpoint (v1)
e OAuth 2.0 authorization endpoint (v1)
e OpenlD Connect metadata document
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Tech tip

In the OpenlID Connect metadata document you must remove the /v2.0 from the URL.

Endpoints X

OAuth 2.0 authorization endpoint (v2)
| https://login.microsoftonline.com/2a82daba-ecc2-4141-87d6-d0357ed396ef/oauth2/v2.0/authorize T |

OAuth 2.0 token endpoint (v2)
| https://login.microsoftonline.com/2a82daba-ecc2-4141-87d6-d0357ed396ef/oauth2/v2.0/token T |

OAuth 2.0 authorization endpoint (v1)
| https://login.microsoftonline.com/2a82daba-ecc2-4141-87d6-d0357ed396ef/oauth2/authorize 0y ‘

OAuth 2.0 token endpoint (v1)
| https://login.microsoftonline.com/2a82daba-ecc2-4141-87d6-d0357ed396ef/oauth2/token )| ‘

OpenlD Connect metadata document

| https://login.microsoftonline.com/2a82daba-ecc2-4141-87d6-d0357ed396ef/v2.0/.well-known/openid-configuration T ‘

Microsoft Graph APl endpoint

| https://graph.microsoft.com Tl ‘

Federation metadata document

| https://login.microsoftonline.com/2a82daba-ecc2-4141-87d6-d0357ed396ef/federationmetadata/2007-06/federationmetadata.xml T ‘

WS-Federation sign-on endpoint
| https://login.microsoftonline.com/2a82daba-ecc2-4141-87d6-d0357ed396ef/wsfed T ‘

SAML-P sign-on endpoint
| https://login.microsoftonline.com/2a82daba-ecc2-4141-87d6-d0357ed396ef/sam|2 I ‘

SAML-P sign-out endpoint
| https://login.microsoftonline.com/2a82daba-ecc2-4141-87d6-d0357ed396ef/sam|2 ) ‘

Step 14. Navigate to Certificates & secrets and select +New client secret.
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Home > TME Solutions | App regotrations  UDN-TME | Certficates & secrets

¢ UDN-TME | Certificates & secrets

Sosrch (Cole » Credentinls ecubie appications 10 identify thermiehns 10 the SUTHEATICATION JAANCE Whin eCenving 1okens a1 & wed addrrisbine OCAtON (Wing an HTTPS scherm) for s
Bgher level of sssurance. we recommend uting a certificate (instead of 4 Client secret] 25 a credential
B Overview
§ Quasn Centificates
Contiates Can Do Used 34 1aCTets 1O DEOve The ARORCATON'S Ientity when FeQuesting & 10ken. Ao Can De referrad 50 01 Dubi heys
¥ Upload certificate
= wandey
Thumbpeint Start date Lapires
D Autrentration
T Cortfcates & secrety NO CortiCates Nave Deen 203ed 10r Tha appication
Y Token configueation
AP perrrssony
Chent secrets

-
G Dpoe an AN
r A 36Cret S0 DAL the S0PECADON Lies 1O DIOVE 25 iSentity When FeGUEItIng & Joken. ASD Can De relermed 10 31 SPPICHZON Patswced

L Oanen

, [eam ]

s Roldes and adminanatony (Prew. - ’

- s Dexcription fxpires Vaboe
NO Chent secrets have Deen Created for this apphcation.

Support « Troubleshooting

& Troutleshooting

& New wppen reguest

Step 15. Provide a description and select an expiration for the client secret.

Add a client secret

Description
| UDN cloud

Expires

O In 1 year
(@) In2 years
O Never

Step 16. Click Add, then collect the value for your newly created client secret.

Client secrets
A secret string that the application utes 10 prowve its identity when requesting & token. Alto can be refermed 10 a5 application pastword.

|+ New client secrer |
Description Expires Value
VDN Cloud 57772022 | yoqx=t=g=karonCowssgmocsas-ocxte | DI

Step 17. Navigate back to your AAD overview and capture the domain.
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| «

Home > TME Solutions | Ohvenars
o TME Soclutions | Overview
[ & [earch (Ctrls

0 Overvew

& Getting started

A Diasgnose and solve problems
Manage

& Users

& Groups

15 OQrganizational relationzhips
& Roles and adrministrators

& Administrative units [Préveew)
B Enterprise applications

Ll Devices

B app registrations

& identity Governance

B Application proxy

& Swntch directory

=

) Azure Active Directery can help you enable remote work for your employess and partners. Leam mare

Oreerview
TME Solutions

| .unmucmm.‘!:.:mrl Your role Global adminittrator More info
Tenant IO 2ad2daba-ecc2-4141-87d6-d035 T ed 39641 m Azure AD Free

%5 Azure AD Connect

Status Mot enabled

Last syme  Sync has never run

[ Delete directory -+ Create a ditectory [ What's new 7 Got tesdback?

Make sure to save all captured information for the steps in Procedure 2.

Once the previous steps are completed, we will now optionally create and collect the Azure AD Group
information necessary for the Cisco UDN Mobile App SSO at DNA Center Cloud. Remember that the benefit of
using group attributes is that there will be no need to duplicate user creation in Cisco UDN Cloud; they only
need to be present in Azure AD and assigned to the appropriate group.

Step 18. Navigate to Groups to create a new group and click +Add Group.

Home > TME Solutions >

Groups | All groups

TME Solutions - Azure Active Directory

Lo

+ Mew group

£ Al groups

&2 Deleted groups

0 Try out the ne

Step 19. After creation of the group, make note of it’s Object ID as it will be required when configuring Cisco
UDN Cloud. Navigate to Groups select the desired group and click Members then Add Members to the
appropriate group.
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Microsoft Azure

(i ) Student
Group
O overview

# Diagnose and solve problems

Home > TME Solutions > Groups | All groups >

“ Iil Delete

o Try out the new Groups experience improvements (improved search and filtering). Click to enable the preview. =

7 Got feedback?

£ search resourcd

O overview

# Diagnose and solve problems

Manage

Y properties

&5 Members

& Owners

Administrative units (Preview)

# Group memberships

M
anage Student
HY properties ST
Students in dorms
£, Owners
o . . . Membership type | Assigned h |
Administrative units (Preview)
i Group memberships Source | Cloud U |
f# Applications Type | Security Ih|
. -
W Licenses Object Id | baoszres-vess-44d3-80i3-e1bdga3zeass D
Azure role assignments
Creation date [ 6/26/2020, 11:31:43 AM D
Home > TME Selutions > Groups | All groups >
2a Student | Members
Group
“ -+ Add members f Remaove O Refresh D Bulk activities == Columns 7 Got feedback?

0 Try out the new Groups experience improvements (improved search and filtering). Click to enable the preview, =

Direct members

Name

D . John Doe
D e Lisa Doe
D @ Marge

Type
User
User

User

Step 20. Navigate back to the Azure AD Tenant Overview page and select App registrations then select the
App previously configured.
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|

Home > %
sz TME Solutions | App registrations =
[

Azure Active Directory

“ -+ New registration © Endpoints 2 Troubleshooting 7 Got feedback?

. -~
© overview
. i o Welcome to the new and improved App registrations (now Generally Available). See what
# Getting started
# Diagnose and solve problems All applications Owned applications  Applications from personal account
Manage [ Start typing a name or Application 1D to fiter thase resufts

ﬁ Users

Display name

& Groups
n UDN-TME
L

External |dentities

. Roles and administrators

& Administrative units (Preview)
%8 Enterprise applications

8 Devices

App registrations

Step 21. Select Token Configuration and click +Add groups claim.

Microsoft Azure

Home > TME Solutions | App registrations >

1|t UDN-TME | Token configuration =

|,O Search (Ctrl+ | « & Got feedback?

B Overview Optional claims

&4 Quickstart Optional claims are used to configure additional information which is returned in one or more tokens. Learn more =
o« Integration assistant (preview) | —+ add optional claim | —+ add groups claim

Manage

£ Eranding Claim T Description

-3 Authentication

Certificates & secrets

‘I' Token canfiguration

Step 22. The Edit groups claim window opens. Select Security groups and then click the radio buttons for ID-
Group ID, Access-Group ID, and optionally SAML-Group ID.
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Edit groups claim X

@ 2dding the groups claim applies to Access, ID, and SAML token types. Learn more ) -

Select group types to include in Access, ID, and SAML tokens.

E Security groups
|:| Directory roles
|:| All groups (includes distribution lists but not groups assigned to the application)

D Groups assigned to the application

Customize token properties by type

-~ 1D

O sAMAccountMame

O NetBlIOSDomain\sAMAccountName
O DMSDomain\sAMAccountMame

O On Premises Group Security |dentifier

D Emit groups as role claims

# Access

O sAMAccountMame

O NetBIOSDomain\sAMAccountName
O DNSDomain\sAMAccountMName

O On Premises Group Security Identifier

D Emit groups as role claims

- SAML

.

Step 23. Click Add and the Optional claims for groups are created. The remaining configuration steps to use
group attributes will be completed in the next procedure to be completed at Cisco UDN Cloud.

Optional claims

Optional claims are used to configure additional information which is returned in one or more tokens. Learn more '

| +add optional claim H -+ Add groups claim
Claim Description Token type T. Optional settings
groups Optional formatting for group claims 1D, Access, SAML Default

Procedure 2. Cloud Tenant Creation and setup.

Step 1. Log in to https://UDN.cisco.com Using your CCO ID.
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Cisco DNA Center Cloud

Welcome back.

Log In With Cisco

Create a new account

[ Log In With SSO ]

Step 2. A pop up will appear confirming that this is the profile you would like to register with, click to agree to
the terms and select Create Account.

Cisco DNA Center Cloud

Confrm CCO Profte

Confirm that this is the Cisco profile you would

ke 10 regester with, or login 10 a different CCO
Your Name
Your Ema - Im mmw

Orgonization Name

(\ Smart Account selection not
1) (equiced (dov/qs mode)

1 1 agree that Cisco DNA Center Clowd is
governed by the Cisco Unhersal Cloud Agreement
and that | have read and acknowledge the Caco
Privacy Agreemant, Note: if you do not have the
uthority 10 bind your company and its affiates,
of if you do not agree with the terms of the
Universal Cloud Agreement. do not check this

box,
Create Account

Step 3. A tenant will then be created in the UDN cloud with the CCO used with administrator privileges.

Procedure 3. Configuring Single Sign-on with individual user information

Step 1. Once logged into the UDN cloud, Click the menu button at the top left of the screen and select User
and Accounts.
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Cisco DNA Center Cloud

Step 2. Select Single-Sign-0n. Then click the slider next to Enable SSO Access.

General Slngle Slgﬂ—on

User Management
You can use Security Assertion Markup Language (SAML) with

Authentication Token Cisco DNA Center Cloud to authenticate external users through
'Single Sign-0n'.
Cisco Support

Single Sign-On X Enable SSO Access

Step 3. Enter the information taken in the previous steps to the corresponding attribute. When finished click
Next and Enable SSO.

Set up your SSO gateway

To Authenticate end users from a selected directory, we need to configure your SSO gateway provider
using SAML. Once you connect your active directory, you will be able to se tyour user group attributes
and map them to their access roles.

idP ENDPOINTS ID CLIENT CREDENTIALS
https://login.microsoftonline.com/2a82¢ e465f597-4622-4360-9ca4-daff84822
brbrzezi.onmicrosoft.com https://login.microsoftonline.com/2a82« s
Scope
Open ID Email Profile https://login.microsoftonline.com/2a82¢

Step 4. You should now see the single sign-on confirmation screen.

© 2021 Cisco and/or its affiliates. All rights reserved. Page 55 of 109



Done!

Single Sign-0On is enabled for mapped users. You
can now invite them to log in DNA Center Cloud
via Single Sign-0On.

r  Single Sign-On is enabled Q

What's Next?

Manage SSO Configuration

<] Home

Step 5. To optionally continue to configure group attributes, select Manage SSO Configuration as seen in the
screenshot above and scrolling down on the page click on SSO User Setting then click on the slider.

~ 580 User Setting

Single Sign-0n is enabled for all invited users. Manage User

Map attributes from Active Directory | il O

Add Attributes Mapping

Attributes = Value

Step 6. Click Add Attributes Mapping and the configuration window opens. For Attribute enter “groups”;
note that this is case sensitive. For Value use the Group Object ID collected during group creation and select
the appropriate role. For normal users this will be the ACCOUNT-USER-ROLE. Click Add.
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Add Attributes Mapping

Attribute
groups

Value*

b8082fe5-0e65-44d3-80f3-e1bd9333:

Role*

ACCOUNT-USER-ROLE A

You will notice that two “groups” attributes are added, one for ACCOUNT-USER-ROLE and the other for
Observer role. This is normal.

~ S50 User Setting

Single Sign-0n is enabled for all invited users. Manage User

Map attributes from Active Directory (il O

Add Attributes Mapping

Attributes «

Value Role
groups bB082fe5-0e65-44d3-80f3-e1bd93332945 ACCOUNT-USER-ROLE
groups b8082fe5-0e65-44d3-80f3-e1bd9333e945 Observer

Procedure 4. Enroll Admin and Student Users

The following steps are only required if Azure AD group attributes aren’t being used. In the following we are only

showing the addition of users within Cisco UDN Cloud. It is assumed that a corresponding user exists in Azure
AD.

Step 1. In the UDN cloud, Click the menu button at the top left of the screen and select User and Accounts.
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Cisco DNA Center Cloud

Step 2. Select User Management.

= Cisco DNA Center Cloud System

EDICIE] User Management

I User Management
View team member account information and manage roles and sit

Authentication Token

Step 3. Click Add at the top right corner.

User Management

View team member account information and manage roles and site access. For details about user roles and their parmissions, Learn Maore
lﬂn Add l

Step 4. Enter the email and role of the new user with the role of ACCOUNT-USER-ROLE for students and
ADMIN for additional admin users.
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Add Team Member X

Enter your team member's email address. Please
notify them via your communication channel to
join this account.

Email*

jane@brbrzezi.onmicrosoft.com

Role

ACCOUNT-USER-ROLE v

Step 5. Repeat these steps for all wanted users.

Process 2: Cloud Authentication with SAML and Microsoft ADFS

In addition to support for OpenID and Microsoft Azure AD, Cisco UDN Cloud authentication using SAML 2.0 is
also supported. In this process, we will detail the steps required to configure Microsoft ADFS using SAML to
provide the cloud authentication for the Cisco UDN Mobile App.

Tech tip
This process assumes that you have Microsoft ADFS installed in your environment. It is beyond the scope of this

document to discuss design and deployment of ADFS in your environment. Also be aware that these steps were
documented using Microsoft Windows Server 2016 in conjunction with ADFS v4.0 (2016).

Procedure 1. Configure Microsoft ADFS

Step 1. Open the Microsoft ADFS Management Console.

%File Action  View Window Help

-8 |X
s 2@ B
Swn =
- [] Service - N N "
t- || Trust Relationships Trust Relationships Overview %
1+ [ Authentication Policies P Add Relying Party Trust...

AD FS uses trust relationships to manage how claims are accepted and issued from the Federation Service. Claims provider trusts

Add Men-Claims-Aware Relying Pa...
contain configuration data about claims providers and rules that govem how claims are accepted. Relying party trusts contain

configuration data about relying parties and rules that govem how claims are issued. Add Claims Provider Trust...
Leamn More — Add Attribute Store...
Configuring Trust Relationships View 3
AD FS Help New Window from Here
G Refresh
Help

Step 2. Navigate to Trust Relationships > Relying Party Trusts > Add Relying Party Trust...
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G File Action View Window Help

@« &

[] ADFS
b [ Service

B || Trust Relationships

b [ Authentication Policies

Trust Relationships Overview

that govem how claims are issued.
Leam More
Corfiguring Trust Relationships
AD FS Help

AD F5 uses trust relationships to manage how claims are accepted and issued from the Federation
Service. Claims provider trusts contain configuration data about claims providers and rules that govem
how claims are accepted. Relying party trusts contain configuration data about relying parties and rules

Trust Relationships | Actions

| Add Relying Party Trust... |

Add Non-Claims-Aware Relying Pa...
Add Claims Provider Trust...
Add Attribute Store...

Wiew »
MNew Window from Here

Refresh

Help

Step 3. The Add Relying Party Trust Wizard opens. Click Start.

@ Welcome
@ Select Data Source

@ Corfigure Multifactor
Authentication Now?

@ Choose |ssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Welcome to the Add Relying Party Trust Wizard

This wizard will help you add a new relying party trust to the AD FS corfiguration database. Relying parties
consume claims in security tokens that are issued by this Federation Service to make authentication and
authorization decisions.

The relying party trust that this wizard creates defines how this Federation Service recognizes the relying
party and issues claims to it. You can define issuance transform rules for issuing claims to the relying party
after you complete the wizard.

< Previous | | | | Cancel

Step 4. In the Select Data Source window choose the third option, Enter data about the relying party

manually.
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Select Data Source

eps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Configure Certificate
Corfigure URL
Corfigure Identifiers

Configure Muttifactor
Authentication Now?

Choose lssuance
Authorization Rules

Ready to Add Trust
Finish

Select an option that this wizard will use to obtain data about this relying party:

(O Import data about the relying party published online or on a local network.

Use this option to import the necessary data and cerificates from a relying party organization that publishes
its federation metadata online or on a local networl:.

Federation metadata address thost name or URL):

Example: fs contoso.com or https://www contoso_com/app

O Import data about the relying party from a file

Use this option to import the necessary data and cedificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:

| | Browse...

(®) Erter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization.

Step 5. For the Display Name add a name to identify the relying party. This can be any meaningful name you
want to use and then click Next.

Specify Display Name

St

eps

Welcome

Select Data Source
Specify Digplay Name:
Choose Profile
Configure Certificate
Corfigure URL
Corfigure |dentifiers

Configure Muttifactor
Authentication Mow?

Choose lssuance
By Hhmiestine O las

Enter the display name and any optional notes for this relying party.

Display name:

| https://dnaservices cisco.com

Notes:

UDN Cloud 1DM

Step 6. Select the first option, Add FS profile.
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Choose Profile

Steps This wizard uses configuration profiles to aid in creating the relying party trust. Choose the appropriate
@ Welcome corfiguration profile for this relying party trust.
@ Select Data Source ® ADFS profile

Specify Display Name This profile supports relying parties that are interoperable with new AD F5 features, such as
= o security token encryption and the SAML 2.0 protocol.
o0se e

Configure URL This profile supports relying parties that are interoperable with AD FS 1.0and 1.1.

Configure |dentifiers
Configure Multifactor

@
@
@ Configure Certificate ) ADFS10and 1.1 profile
@
@
®

Step 7. Optionally, choose a certificate to be used for token encryption of claims sent to this relying party then
click Next. Otherwise, just click Next.

Configure Certificate

Steps Specify an optional token encryption cerificate. The token encryption certificate is used to encrypt the

@ Welcome claims that are sent to this relying party. The relying party will use the private key of this cerfficate to
decrypt the claims that are sent to it. To specify the cerificate, click Browse..

@ Select Data Source

@ Specify Display Name ==t
Chi Prefil Sublect
@ Lhoose Frofie Effective date:
@ Corfigure Certificate Expiration date:
@ Configure URL
@ Cortfigure Identfiers | View... | | Browse._. | | Remove
@

Corfigure Muttifactor

[T S 1

| <Pevious | | Net> || Cancel |
|

Step 8. In the Configure URL window, check the Enable support for SAML 2.0 WebSSO protocol box and
then enter in the following URL https://dnaservices.cisco.com/idm/api/v1/saml/acs and click Next.
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Configure URL

Steps AD FS supports the WS-Trust, W5-Federation and SAML 2.0 Web550 protocols for relying parties.
® Welcome W5-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.
@ Select Data Source
[] Enable support for the W5-Federation Passive protocol
@ Specify Display Mame
The WS5-Federation Passive protocol URL supports Web-browser-based claims providers using the
@ Choose Profile WS-Federation Passive protocol.
@ Configure Cerificate Relying party W 5-Federation Passive protocal URL:
@ Configure URL |
@ Configure Idertifiers Example: https:/#s contoso .com/adfsAs/
@ Configure Muttifactor

Authentication Now?

Choose lssuance
Authorization Rules

@ Readyto Add Trust

[+] Enable support forthe SAML 2.0 WebSS50 protocal

The SAML 2.0 singlesign-on (S50) service URL supports Web-browser-based claims providers using the
SAML 2.0 Web550 protocal.

Relying party SAML 2.0 550 service URL:

® Finish |hﬁps:,-’fdnasenrices.dsco.comﬁdmﬁapif\r'lf"samlfacs
Example: https:/fwww contoso .com/adfs s/
| <Previous | | MNet> || Cancel |
Step 9. In the Configure identifiers window, enter

https://dnaservices.cisco.com.com/idm/api/v1/saml/metadata click Add and the Next.

Configure Identifiers

eps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Corfigure Certificate
Corfigure URL
Configure ldentfiers
Configure Muttifactor

8 therticatinn Mow?

Relying parties may be identfied by one or more unique identifier stings. Specify the identifiers for this relving
party trust.

Relying party trust identifier:

|hﬁps:Hdnaservices.c:isco.comfldmﬁapif’v'Ifsamlfmetadata

Example: hitps://fs contoso com/adfs/services/trust

||Md|

Relying party trust identifiers:

Remove

Step 10. Select | do not want to configure multi-factor authentication... if you do not want to make use of the
optional multi-factor authentication settings then click Next.
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Steps Corfigure muttifactor authentication settings for this relying party trust. Multifactor authentication is required if
@ Welcome there is a match for any of the specified requirements.
@ Select Data Source
@ Specify Display Name Muttifactor Authertication Global Settings
@ Choose Profils Requiremerts Users/Groups Nat corfigured
@ Corfigure Certificate Device Net corfigured
@ Corfigure URL Location Mot configured
@ Configure Identifiers
@ Configure Multifactor
Authentication Now?
@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

® | do not wart to corfigure muttifactor authentication settings for this relying party trust at this time.

) Corfigure muttifactor authentication settings for this refying party trust.

*You can also configure multi-factor authentication settings for this relying party trust by navigating to the
Authentication Policies node. For more information, see Configuring Authentication Policies.

[ <Previous || Ned> [[ cancel |

Step 11. Select Permit all users... such that authentication requests from the relying party trust for every user,
will be permitted. Our example depicts the default scenario. Click Next.

Choose Issuance Authorization Rules

Steps lssuance authorization rules determine whether a user is pemmitted to receive claims for the relying party.

@ Welcome Choose one of the following options for the initial behavior of this refying party’s issuance authorization rules.

@ Select Data Source (®) Pemit all users to access this relying party

@ Specify Display Name The issuance authorization rules will be corfigured to pemit all users to access this relying party. The relying

@ Choose Profile party service or application may stil deny the user access.

@ Corfigure Cerificate () Deny all users access to this relying party

@ Corfigure URL The issuance authorization rules will be corfigured to deny all users access to this refying party. You must
later add izsuance authorization rules to enable any users to access this relying party.

@ Conrfigure ldentifiers

@ Corfigure Muttifactor

Authentication Now? You can change the issuance authorization rules for this relying party trust by selecting the relying party trust

and clicking Edit Claim Rules in the Actions pane.
Choose lssuance

Authorization Rules
Ready to Add Trust

[ <Previous || Met> || cancel |

Step 12. Verify that the setting in the various tabs are correct and click Next.
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Ready to Add Trust

Steps The relying party trust has been configured. Review the following settings, and then click Mext to add the
@ Welcome relying party trust to the AD FS configuration database.
@ Select Data Source |” lor'ng||deﬂﬁﬁef5|E : |991 |,, ed[]a"nsl[)rga’i : |E 'SlNd‘I’
@ Specify Display Name Specify the display name and identifiers for this relying party trust.
@ Choose Profile T
@ Corfigure Cerficate |hﬂps:!fdnaser\dws.cism.cnm |
@ Configure URL
ing party identifiers:

@ Corfigure |dentifiers Relying paty

https://dnaservices cisco.com.idm/api/v1/saml/metadata
@ Corfigure Muttifactor

Authentication Now?

Choose |ssuance
Autharization Rules

@ Readyto Add Trust
@ Finish

<Previous | | MNet> || Cancsl

Step 13. Addition of the relying party trust is now completed. Check the box next to Open the edit... and click
Close.

Finish

Steps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Configure Certificate
Corfigure URL
Corfigure ldentifiers

Corfigure Muttifactor
Authentication Now?

The relying party trust was successfully added to the AD FS configuration database.
“You can modify this relying party trust by using the Properties dialog box inthe AD FS Management snap-n.

@
@
@
° [+ Openthe Edit Claim Rules dialog for this relying party trust when the wizard closes
@
@
@
@

@ Choose lssuance
Authorization Rules

Ready to Add Trust
@ Finish

Step 14. Once completed, from the ADFS Management Console, select the relying party trust you just created
and select Edit Claims Rules...
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G File Action View Window Help

o | X
@ #E
S Framm s
b 5 Service

Syt et Te  Kertr |Relying Party Trusts ~
4 [ Trust Relationships Device Registration Service Yes WS-T

[ Claims Provider Trusts um ms-drs:adfs-1 assurance sol local Add Relying Party Trust...

|| Relying Party Trusts Add Mon-Claims-Aware Relying Pa...
ying

| Attribute Stores

Vi 3
I 1 Authentication Policies e

aservices.cisco.com Yes WS-T...  hitp:

ervices.cisco.com/idm/a... X
Mew Window from Here

Refresh
Help

Update from Federation Metadata...

Edit Claim Rules...

Disable
Properties
x Delete
n Help

Step 15. Next select Add Rule.

lssuance Transform Rules | ssuance Authorization Rules | Delegation Authorization Rules |
The following transform rules specify the claims that will be sent to the relying party.
Order  Rule Nams lssued Claims
|
|| Add Rule... |I| Edit Rule... | | Remove Rule...
[ ok [ Cameet || ooy |

Step 16. In the drop-down select Send LDAP Attributes as Claims then click Next.

Select Rule Template

e Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Ruls Claim rule template:

Send LDAP Attributes as Claims v

(Claim rule template description:

Using the Send LDAP Attibute as Claims rule template you can select attibutes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this nule template to create
a rule that will extract attibute values for authenticated users from the displayMame and telephoneMNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. i you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

:Previous|| MNead == || Cancel
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Step 17. In this step, we add each of the LDAP attributes that we want to match. Define an arbitrary Claim rule
name then select Active Directory for the Attribute store. It is then necessary to define User-Principal-Name,
Token-Groups, Given-Name and Surname using EmailAddress or UserlID (for User-Principal Name), groups,
FirstName and LastName respectively as seen below for the Outgoing Claim Type. With these attributes
configured, users will be automatically created in the UDN Cloud eliminating the need to do that manually. The
values used for the Outgoing Claim Type have been typed in as they are unavailable from the drop-down.
These values must match exactly as seen below; they are case sensitive. Once complete click OK.

Configure Rule

Steps You can configure this rule to send the values of LOAP attributes as claims. Select an attribute store from
@ Choose Rule Type which to extract LDAP attibutes. Specify how the attributes will map to the outgeing claim types that will be
issued from the rule.

@ Configure Claim Rule
Claim rule name:

JuDN Attributes |

Fule template: Send LDAP Attributes as Claims

Attribute store:
|Active Directory | v

Mapping of LDAP attributes to outgoing claim types:

ggiﬁﬁgbme {Select ortype to Outgoing Claim Type (Select or type to add more)
User-Principal-Mame v || Email Address W
Token-Groups - Ungualified Names v |[groups v
Given-Name w | FirstName v
Sumame ¥ || LastName v
b W W

Step 18. Next click Apply and then OK.

Issuance Transform Rules | lssuance Athorization Rules | Delegation Awthorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims
UDN Attributes Email Address groups, First...

Step 19. At the ADFS Management Console, right click on the relying party trust you created and in the drop-
down menu select Properties. Go to the Endpoints tab and select the URL then click Edit.
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W File Action View Window Help

[=T=1x]
&% #E HE

] ADFS Relying Party Trusts { Actions
b 7 Service ek e ——————wmmNm—————————————————————————————— :

ionshi ey e Endbled | Type | Wertfer |Relying Party Trusts ~ ~
4 [ Trust Relationships Device Registration Service Yes WS-T..

1 Cleims Provider Trusts um:ms-drs:adfs-1.assurance sol local Add Relying Party Trust...
[ Relying Party Trusts Add Non-Claims-Aware Relying Pa...
] Attribute Stores

b 7] Authentication Policies

ADFS =l]| &

- . View >
| https://dnaservices.cisco com Yes WS-T.

a .
hitps://dnaservices cisco comsidm/a... |

Mew Window from Here

@l Refresh
Help
Monitoring Identifiers. Encryption I Signature I Accepted Claims ‘ m
Organization | Endpoints I Proxy Endpoints | Notes | Advanced ‘

Update from Federation Metadata...
Specify the endpoints to use for SAML and WS-Federation Passive protocols.

Edit Claim Rules...

URL Index  Binding Defauk  Re Disable
SAML Assertien Consumer Endpeints p .
roperties
https://dnaservices cisco.co... 0 POST No
x Delete
ﬂ Help

< [ [ >
Add SAML
Add WS-Federation...

Step 20. Verify that the Binding is set to Post and that the Trusted URL is set to
https://dnaservices.cisco.com/idm/api/v1/saml/acs. Click OK.

Endpoint type:
| SAML Assertion Consumer

Binding:

[FosT

[] Setthe trusted URL as defautt

Index:

Trusted LIRL:

|hﬂps:f’f’dnaservices.cisco.com;"ldmfapif\r 1/saml/acs

Example: https://sts contoso.com/adfsAs
Response LIRL:

Example: hitps://sts contoso.comAogout

Step 21. Go to the Monitoring tab. Add https://dnaservices.cisco.com/idm/api/v1/saml/metadata then click
Apply and OK.
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| Organization I Endpoints I Prowxy Endpoints I Motes I Advanced

Monitoring | Idertifiers I Encryption I Signature I Accepted Claims
Specify the monitoring settings for this relying party trust.

Relying party’s federation metadata URL:
I|s:f’fdnasem'ces.cisco.com:‘idmﬁapif\r1fsamlfme°tadata|I| Test URL |

[ Moniter relying party
[ Automatically update relying party
This relying party’s federation metadata data was last checked on:
< NEVEer >
This relying party was last updated from federation metadata on:

<Never >

Step 22. Go to the Identifiers tab and enter https://dnaservices.cisco.com/idm/api/v1/saml/acs. Click Add,

then Apply, and finally OK.

Organization | Endpoints I Proxy Endpoints I Motes | Advanced

Manitoring | Identifiers | Encryption I Signature | Accepted Claims

Specify the display name and identifiers for this relying party trust.

Display name:
|hﬁps:ﬁdnaservices.cisco.com

Relying party identifier:
|h1'tps:Hdnaservices.cisco.comﬁdmr’apiﬁﬂfsamlfacﬂ | Add
BExample: https:/fs contoso.com/adfs/services Anst

Relying party identifiers:
https://dnaservices cisco.com/idm/api/v1/saml/metada Remave

Step 23. You should now see the following. This completes the configuration required at Microsoft ADFS.
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Organization | Endpoints I Proccy Endpoints I Motes I Advanced
Manitoring | Identifiers | Encryption | Signature | Accepted Claims
Specify the display name and identifiers for this refying party trust.

Display name:

|hﬁps -/ /dnaservices cisco .com

Relying party identifier:

| | [ add

Bxample: https://fs contoso com/adfs/services trust
Relying party identifiers:

https://dnaservices cisco.com/idm./api/v1/saml/metadal

Procedure 2. Cloud Tenant Creation and setup.

Step 1. Log in to https://UDN.cisco.com Using your CCO ID.

Cisco DNA Center Cloud

Welcome back.

Log In With Cisco

Create a new account

[ Log In With SSO ]

Step 2. A pop up will appear confirming that this is the profile you would like to register with, click to agree to
the terms and select Create Account.
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Cisco DNA Center Cloud

1 agree that Cisco DNA Center Cloud Is
Qoverned by the ’
and that | have read and acknowledge the

y L. Note: Iif you o not have the
authority to bind your company and its aflitiates,
or if you do not agree with the terms of the
Unvwwersal Cloud Agreemaent, do not check this
dox

Create Account

Step 3. A tenant will then be created in the UDN cloud with the CCO used with administrator privileges.

Procedure 3. Configuring Single Sign-on with individual user information

Step 1. Once logged into the UDN cloud, Click the menu button at the top left of the screen and select User
and Accounts.

Cisco DNA Center Cloud

s and Accounts

Step 2. Select Single-Sign-0On. Then click the slider next to Enable SSO Access.
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General Slngle S'gn_on

User Management
You can use Security Assertion Markup Language (SAML) with

Authentication Token Cisco DNA Center Cloud to authenticate external users through
'Single Sign-0On'.
Cisco Support

Single Sign-On X Enable SSO Access

Step 3. Prior to proceeding with the SSO configuration, you will need to have the SAML metadata URL to
complete the UDN Cloud configuration. At the Microsoft ADFS Management Console, navigate to Service >
Endpoints and in the Metadata section you will find the metadata XML file. Make note of the path to the file
which will be required in the next step.

W File Action View Window Help HEE
R s
Enabled Proy Enabled = URL Path i } Type Authenticatii ~ M
T enicates MNo No Jadfs/servicesAnust /2005 /issuedtokenmixedsymmetrictripl...  WS-Trust 2005 SAML Toke View »
[ Claim Descriptions Yes No iadfsiservicesdmstﬂ%erbemsmmed W5-Trust 1.3 @ms New Window from Here
4 [T Trust Relztionships Mo Nao fadfs/services/tnust/13/certificate W5-Trust 1.3 Certificate -
[ Claims Provider Trusts Yes Yes /adfs/services st/ 13/ cetficatemiced WS-Trust 1.3 Certficate 1G] Refresh
[ Relying Party Trusts Mo Mo Jadfs/servicesAnust/ 13/ certficatetransport WS-Trust 1.3 Cerdificate E Help
[ Attribute Stores Mo Nao Jadfs/services/tnust/13/usemame WE-Trust 1.3 Password =
p T Authentication Policies No No Jadfs/services/inust/13/usemamebasictransport W5-Trust 1.3 Password W
Yes Yes Jadfs/services/tnust/13/usemamemoed WE-Trust 1.3 Password Disable on Proxy
Mo No Jadfs/services/trust/13/issuedtokenasymmetrichasic 256 WS-Trust 1.3 SAML Toke .
No No /adfs/services/rust/13/issusctokenasymmetricbasic256sh... WS Trust 1.3 SAML Toke Disable
Yes Yes Jadfs/services/Anist/13/issuedtokenmivedasymmetricbasic...  WS-Trust 1.3 SAML Toke ﬂ Help
Mo Mo Jfadfs/servicesArust/13/issuedtokenmixedasymmetricbasic...  WS-Trust 1.3 SAML Toke
Yes Yes Jadfs/zervicesArust/13/issuedtoleenmivedsymmetricbasic2...  WS-Trust 1.3 SAML Toke
Mo Mo Jfadfs/servicesArust/13/issuedtokenmixedsymmetricbasic2...  WS-Trust 1.3 SAML Toke—
Mo Mo Jadfs/zervicesArust/13/issuedtokensymmetrichasic 256 WS-Trust 1.3 SAML Toke|
Mo No Jadfs/services/trust/13/issuedtokensymmetricbasic256sha.. WS-Trust 1.3 SAML Toke|
Mo Mo Jadfs/zervices Arust/13/issuedtokensymmetrictnpledes WS-Trust 1.3 SAML Toke|
Mo No Jadfs/services/trust/13/issuedtokensymmetrictripledessha WS-Trust 1.3 SAML Toke|
MNo No Jadfs/servicesAnust/13/issuedtokenmixedsymmetrictipledes  WS-Trust 1.3 SAML Toke|
Mo Mo Jadfs/zervicesArust/13/issuedtoleenmivedsymmetrictripled...  WS-Trust 1.3 SAML Toke|
No No /adfs/services/Anust/13/windows W5-Trust 1.3 Windows
Mo Nao Jadfs/servicesAnust/13/windowsmixed WS5-Trust 1.3 Windows
Mo Mo Jadfs/servicesArust/13/windowstransport WS-Trust 1.3 Windows
Yes Mo Jadfs/servicesArusttcpwindows WS-Trust 2005 Local Wind
No No Jadfs/services/trust/artifactresolution SAML-Artifact Resolution Anorymous | —
Yes Yes Jadfs/oauth2/ QAuth Anorymous -
Metadata
/FederationMetad: -06/FederationMetadata xml Anonymous
Yes Mo /adfsfs/federationserverservice asmx ADFS 1.0 Metadata Anorymous
Proxy
Yes Mo Jadfs/proxy/ Web Application Proxy Proogy Trust
Yes Mo Jadfs/proxy/Establish Trust/ Web Application Proxy Password
Other
Mo Mo Jadfs/portal /updatepassword/ HTTP Anonymous
v
<] n >

Step 4. Back at the Cisco UDN Cloud Ul, once SSO is enabled the configuration window opens. Select SAML
for the Protocol. For IdP, select Other from the drop-down. For Domain, enter your Active Directory domain
name. Under Metadata URL enter https://<ADFS server FQDN>/FederationMetadata/2007 -
06/FederationMetadata.xml. Click Next.
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= Cisco DNA Center Cloud Set Up Single Sign-On (SSO)

Set up your SSO gateway

To authenticate end users from a selected directory, you need to configure your SSO gateway identity
provider (IdP). Then, you can configure your user group attributes and map them to Cisco DNA Center
Cloud roles.

Pratocol

O OpenlD o SAML

CDNA Metadata URL for IdP (1) https://dnaservices.cisco.com/idm/api/v1/saml/metadata

idP*
Other A

Domain®

test.cisco.com

Metadata URL*

'fadfs.test.cisco.com/FederationMetada| &

You will now have a chance to map Active Directory Attributes used for SSO. The benefit of doing so is that
when a user authenticates for the first time with the Cisco UDN Mobile App, the user will be automatically
created in the UDN Cloud tenant, eliminating the requirement to create them manually. Should you choose not
to do so, the manual user creation is documented in the preceding process (Azure AD).

Step 5. Select Yes to Map attributes. For Attribute we use the Token-Groups attribute from ADFS. This is
taken from ADFS in Procedure1/Step16 earlier. Enter groups which is mapped to Token-Groups in ADFS and
for Value enter the name of an existing AD group; note that these are all case sensitive and must match exactly.
For Role, select ACCOUNT-USER-ROLE from the drop-down and click Next.

= Cisco DNA Center Cloud

Do you want to map attributes from Active Directory?

SSO will be enabled for all the invited users. You may also map attributes from Identity Provider so you
can assign roles to groups of S50 users.

Map attributes from Active Directory

©OYes (ONo
Attribute® Value* e
groups Students
Role*
ACCOUNT-USER-ROLE Av4

Step 6. In the summary screen that appears, select Enable SSO.
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Step 7. You have nearly completed the SSO Configuration for the Cisco UDN Cloud. If you select Manage SSO
Configuration from the completion window that appears, you will notice that a second attribute mapping is
automatically created with a Role of Observer. This is completely normal and in fact required. Do not delete that
mapping or SSO will break.

~ SS0 User Setting
Single Sign-0n is enabled for all invited users. Manage User

Map attributes from Active Directory (il O

Add Attributes Mapping

Attributes = Value Role Action
groups Students ACCOUNT-USER-ROLE
groups Students Observer

Process: Mobile App Customization

Procedure 1. Support Contacts

In this section, you can provide contact information for the helpdesk in case the student needs assistance with
UDN. You can provide all contact methods or a subset. The preview screen will reflect what the student will see
when they select Settings > Contact us within the UDN Mobile App

Step 1. Navigate to Manage>Mobile Customization>Support Contacts.

Step 2. Enter an Email, URL or Phone Number to be used for UDN support.
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Mobile Customization

Support Contacts Organization Logo SSID

What support contact information do you want to be displayed
in the mobile application? PREVIEW:

Review the below, this will be available for end users to see throughout the

mobile app in case they should need to contact support. kidlp Cariter

What methods of support do you want to provide to end users?

Contact us

Email Address

URL

https://sjsu.edu

Phone Number

123-456-7890

Reset to last saving

Procedure 2. Organization Logo

In this section a company or school logo can be uploaded which will be visible by users in the Cisco UDN
Application. The logo must be in PNG format, less than 1 MB, and equal to or larger than 512 x 512 pixels.
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Mobile Customization

Support Contacts Organization Logo SSID
Add a logo to quickly customize your app experience.
PREVIEW:

Upload the logo you would like to use:

Choose a file or drag and drop to upload.

Accepted files: .png

Accepted sizes: up to 1 MB

s
Reset to last saving You currently don't

have any guests

ur private network in orde

em to start sharing devices

Invite Guests

Procedure 3. Add SSID to UDN Cloud

In this section you can add up to three SSIDs used at the campus. This is needed for two reasons.

« Disable Mobile App Wi-Fi scanning - While this is a nice feature, you may not want the students to scan
while on the campus network. Wi-Fi scanning will be disabled when connected to the SSID specified
here.

« MAC Address Randomization - Certain wireless devices, for security, use a random MAC Address for
each SSID it connects to. While not a bad practice, this can cause issues with device registration. Adding
the SSID here makes it so users can only add random MAC addresses while connected to the SSID. More
information about Randomized MAC Addresses can be found in Appendix B.

Tech tip

At least one SSID is needed for the UDN Mobile App to work.
Step 1. In the UDN Cloud navigate to Manage>Mobile Customization>SSID.

Step 2. Enter the SSID to be used for UDN and click Save.
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Mobile Customization

Support Contacts Organization Logo SSID

Add User Defined Network SSID's

Configure up to 3 UDN enabled SSID's. These should be the same as the ones configured in your DNAC as part of the
UDN workflow.

SSID
Student-dorm| &

Reset to last saving “

Process: UDN Workflow
Procedure 1. Cisco DNA Center UDN Workflow

This section will go through the UDN Workflow on Cisco DNA Center to integrate with the UDN cloud as well as
enable UDN on the SSID.

Tech tip

At the present time, Cisco DNA Center clustering is not supported. Support for Cisco DNA Center clustering will be
available in a future release of the solution.

Step 1. In Cisco DNA Center Navigate to Workflows.

Cisco DNA Center

lﬁ Assurance

Step 2. Click Configure Cisco User Defined Network and then Let’s do it.
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Configure Cisco User
Defined Network

Choose the Sites and enable/disable UDN
service for each SSID/Site

Step 3. On the welcome page click Configure Cloud Service.

Welcome to Cisco User Defined Network

S

Let’s start with configuring the Service

Ve
A\

Our first few steps require the configuration to happen in the cloud portal for
this service. Once done with the service configuration, you will return to (

Cisco DNA Center to configure your network.

Connect your Active Directory and Select Attributes

Map Roles and Permissions for your users T

Customize the mobile application

© ©® @ ®

Open a secure connection with an Authentication Token between the cloud service
and on-prem.

First steps...

Configure Cloud Service

Step 4. This will take you back to the UDN cloud, login if you are not already.

Step 5. Navigate to System>Authentication Token.
Step 6. Enter the FQDN for your Cisco DNA Center and then click Generate New Token.
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Authentication Token

Connect cloud to DNA Center by following a few steps.
1. Ensure ISE is connected in DNAC.

2. Save the token into the DNAC Settings and make sure that UPN capabilities before provisioning.
3. In advanced settings, enable UPN in your network settings.

The token is only valid for 30 minutes, after which a new token must be generated.

Cisco DNA Center*
021-dnac.ciscodna.net

Token

e0055719050140ce85e000c 1ff42fbc51f
0756f758864ef090165e6e5a81e3f6

Copy Token

Generate New Token

Step 7. Once generated, click Copy Token.

4a9352dbb60247b5b4da3e62ac6301eed
882a8c73c3e4338947¢c67046ae06f81

Copy Token

Step 8. Navigate back to Cisco DNA Center and click Next.

Generate New Token

Step 9. Paste the Authentication Token copied from the previous step and click Connect.

OK, now lets complete the connection with
the cloud service

Paste your authentication token below to complete the secure connection
between Cisco DNA Center and Cisco User Defined Network cloud service portal.

Authentication Token

Paste Token Here

@ Connection validated, please click Next to proceed

Step 10. You should now see the Connection validated message, click Next to continue.

Step 11. In the next screen, select the site you would like to deploy UDN and hit Next.

Tech tip

This must correspond with the Sites at which you deployed the SSID.
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Which sites would you like the Cisco User
Defined Network service to be enabled for in
your network?

First select the campuses, buildings or floors that you would like to provide Cisco
User Defined Network. In the next step, you will select the specific SSIDs from the
sites you select here.

Why are some of my sites not visible in the selection dropdown?

Select Sites ~ |:| Disable User Defined Network Service

=Q |Search Dropdown

Global/RTP/RTP-1

Global/RTP/RTP-1/RTP-1-1

Step 12. In the next screen, select the SSID to be used for UDN and click Next.

Step 13. Optionally, click the slider next to Unicast Traffic Containment.
Tech tip

Unicast Traffic Containment enables segmentation of all traffic between different UDNs. Without this option only link-
local multicast traffic is filtered between UDNs.

Almost Done! Lastly, define the SSIDs that
will be used for Cisco User Defined Network.

For each site, select or confirm the SSIDs that you would like to include for the
Cisco User Defined Network Service.

v Global/RTP/RTP-6/RTP-6-1

SSID(s)*
Student-dorm N Controllers Included (1 Unicast Traffic Containment (.

021-wilc.ciscodna.net D

O Apply Individually @ Apply to all

Step 14. Select when you would like to provision and click Next.
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service.

network.

(® Now () Later

Schedule when you would like to provision
this in your network and when to activate the

Schedule your network provisioning below. Remember, end users will not be able
to connect registered devices until deployment is successfully completed to your

Step 15. Look over the summary and when ready click Configure.

Configuration Summary

Review your details before completing configuration and if needed, make any
changes.

~ Authentication Token
@Token Validated
~ Selected Sites & SSIDs  Edit

Sites « SSIDs (1) Unicast Filtering

Global/RTP/RTP-6/RTP-6-1 Student-dorm Enabled for all

1 Records

~ Scheduling  Edit

Fri Jun 12 2020 15:02:00 GMT-0400 (Eastern Daylight Time)

Controllers

021-wilc.ciscodna.net

Show Records: 25 ~ 1-1

Step 16. Your SSID will now be configured for UDN.

configured.

but feel free to take a look at the options below.

1 site(s) and 1 SSID(s) Validation completed. Provision started.

Done! Cisco User Defined Network has been

Nice job! Your end users will now be able to create their personal network and
connect registered devices, just like at home. What’s next? You’re done for now,

Tech tip

If the client VLAN spans multiple VLANs or the UDN SSIDs are on different VLANs mDNS gateway needs to be

configured on the Catalyst 9800 WLC. These steps can be found in Appendix A: Configuring .
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Operate

Process: Adding devices and Guests to UDN.

This section will go over the user experience in using the Cisco UDN application to add their devices as well as
guest users.

Please refer to a detailed comprehensive UDN mobile app guide for detailed working and mobile app
configurations. https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-
gquide/b wl udn mobile app user guide/b wl udn mobile app user guide chapter 01001.html

Procedure 1. Adding devices to UDN.

Step 1. Open the Cisco UDN mobile app and login using your email and password.

Step 2. Select Manual Entry.

Tech tip

Currently, it is not advised to have shared devices added as part of on-premises UDN enabled SSIDs as user can add
those devices if their MAC address is known, visible or discoverable to the end user. The option to block certain devices
from being discovered is coming as part of a future release.

The Scan the Network feature is currently only available on Android. This option will allow you to scan the network you
are currently connected to for endpoints.

1136 RS oM 38%a

Add Devices

Select One

Where is my MAC
Address?

=

Scan The Network

&

Manual Entry

1l @] <

Step 3. Enter the Device Type and give it a name.
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BT 39%8

108 R+ @

Manual Entry

Enter your device details

g information so that your

i. Where is my MAC

Computer

Bryén‘s Macbook Air

prt11m

Scan MAC Address

1 @] <
Step 4. Enter the MAC address manually or you can scan it in using your phones camera or a picture. Hit Next

when finished.

Tech tip

If you get a message saying the device can only be added when on-premise. It is This device can be added only

because it is using a randomized MAC address. You can either turn off this setting if when this device is connected to
the on-premise network

available or wait until you are on the SSID before registering. More information can

be found in Appendix B.

The MAC address entered is
d, due to the nature
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0T 39%8

1TMIORNE ¢

Manual Entry

Enter your device details

vice Tyf
Computer

Bryan's Macbook Air

b8:e8:56:1¢:49:17

Scan MAC Address

1 @] <
Step 5. On summary screen you can choose to go back and add more devices. If ready, click Submit to

register your devices.

1200 @ ¢ o T 39%8

X Add Devices

Summary

Bryan's Macbook Air
6:1c:49:1

Add More Devices

Submit

Ul @] <

Step 6. Click Proceed.
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1200 ¢ o T 397

Add Devices

N

Great! Your 1 device(s) are being
added.

1l O <

Step 7. Your device will now show up after a few seconds as registered.

1200RE ¢ T 39%a

= Devices -

Bryan's Macbook Air

1] @] <

Procedure 2. Inviting Guest Users
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Step 1. In the Cisco UDN application, navigate to My Guest.

1.7 ¢(

L My Guest
Devices
M\ Notifications

Settings

Welcome
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Step 3. In the search bar, start typing the name of the person you would like to invite. The person you are
searching for will show up in the space below, select that user and click Next.

Invite Guests

<

(@ 1Guest(s) selected

= John Doe

Welcome

John Doe
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Step 5. In the Devices section, you will now see the guest devices alongside the registered devices. These
devices can now communicate freely with each other.

Devices

h John's Macbaook Air

Mike's AppleTV

Mike's iPhone

Step 6. To remove a guest user from your UDN. Select the user in the My Guests page and click Remove.

JD

John Dee

John's Machook Air

Remove

Procedure 3. Joining another user’s UDN
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Step 1. When invited to join another user’s UDN, you will receive a notification. To view this notification, hit the

menu button then click Notifications.

AEEE: XL

Cisco User Defined
Network

ion: 1.1 (34)

S My Guest

[0 Devices
Ll Notifications

{8 Settings

John Doe

Step 2. Here you will see the invitation to join another room. Click the invitation and in the resulting pop up

click Accept.

BEEEY-T ] [

=" Notifications

. homer would like you to
join his/her room.

1 @] <

o 51%
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Step 3. On the next screen select the devices from your UDN you would like to bring over to the other user’s

room and click Join.

NS0 REO BTN %E
& Select Devices Select All

@ 1 Device(s) are selected

Which devices would
you like to bring?

The selected devices will be available

during your time in your friends nety

John's iPad
O

John's Samsung Galaxy

O

John's Macbook Air

1] @) <

Step 4. Navigate back to My Devices. Notice that the device selected in the previous step is now under In

Another Room. This device can now communicate freely with devices in the other user’s room.

NSORED o FCd51%E
= Devices +
IN MY ROOM
John's iPad
0 o >,
John's Samsung Galax
g oM g maay >

IN ANOTHER ROOM

=]

1] (@) <

John's Macbook Air 8
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Process: Assurance and Troubleshooting

Procedure 1. Assurance with UDN

Step 1. Login to Cisco DNA Center and navigate to Assurance>Health.

Cisco DNA Center

Design

Policy

Provision fi ss Sensors

Rogue and awWIPS

Dashboard Library

ssue Settings

Platform )
Health Score Settings

ctivity Sensors

R . Intelligent Capture Settings
eports

Step 2. Click Client.

= Cisco DNA Center

Overall MNetwork Client Application

Step 3. Scroll down until you see the Client Devices section.

Client Devices (3)

LATEST TREND

TYPE Wired HEALTH “ Inactive Paor Fair Good

DATA Onboarding Time >= 10 = Association >= 5 5 DHCP == 5s Authentication »>=5 5 RSSl <= -72 dBm SNR <= 9 dB
Filter
Identifier IPv4 Address Device Type
F2-DA-AA-AE-36-6A 10.4.145.11 Linux-Workstation
F C8-E0-EB-18-82-CC 10.4.145.15 Apple-Device
BB-E8-56-1C-49-18 10.4.145.14 0OS_X-Workstation
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Step 4. Click on the devices MAC address you would like to know more about. This will bring us to the Client
360 page.

Step 5. Scroll down until you find the Detail Information section.

Y Detail Information s 1o, 2020 1234 p1

Device Info Connectivity RF User Private Network
Information

Device Type Woaorkstation
Operating System AppleCoreMedia/1.0.0.15G1217 (Macintosh; U; Intel Mac OS X 10_11_6; en_us)
User Name mac_B&:E8:56:1C:49:18
t Name admins-Air
MAC Address B8:EB:56:1C:49:18
Pwv4 Address 10.4.145.14
PvE Addres: fe80:0:0:0:baeB:56ff:fe1c:4918

Status CONNECTED

Step 6. Click the User Private Network tab. This will show you useful information including the UDN Name,
Owner, UDN ID.

Step 7. Under Connected UDN we see all the other devices connected to this UDN.

v . .
Detail Information e 2020 1232 0w
Device Info Connectivity RF User Private Network
REGISTERED UPN
UPN Name John's room
UPNID 16544774
UPN Owner John Doe
CONNECTED UPN
UPN Name John's room
UPNID 16544774
UPN Owner John Doe
Current Status Active
MAC Address = Device Owner Device Name Device Type Current Status
BB:EB:56:1C:49:18 John Doe admins-Air Workstation connected
F2:DA:AAAE:36:6A John Doe Galaxy-Noted Linux-Workstation disconnected

Procedure 2. UDN Configuration Verification

UDN Cloud to Cisco DNA Center Trust Established
This process will verify the trust relationship between the UDN Cloud and Cisco DNA Center.
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Step 1. In Cisco DNA Center, navigate to System>Settings.
Cisco DNA Center

UH Design System 360

IIT[I Policy Software Updates
Provision
Data Platform
Assurance
System Health
Users & Roles

Tools
Backup & Restore

Platform

Activity

|z| Reports

Step 2. Navigate to External Services>Authentication Tokens

Step 3. Verify the connection is established.

Settings / External Services

Authentication Tokens

Authenticate and open a secure connection between Cisco DNAC and User
Private Networks Cloud portal through the use of token encryption keys.

Where do | get my token key?

Replace Token?

Connection Established

Your DNAC appliance is now connected to

your User Private Network Cloud Portal.

What are the next steps for setting up UPNs in DNAC?

T #

Step 4. Log in to the UDN Cloud and navigate to System>Authentication Token.
Step 5. Verify the connection is established to your Cisco DNA Center.
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General Authentication Token

User Management
@ Connection established to your DNA Center.

I Authentication Token

. Claimed to DMNAC Name o021-dnac.cisco.com
Cisco Support

Single Sign-On Disassociate

ISE and Cisco DNA Center PxGrid Connection

This process will verify the connection between ISE and Cisco DNA Center is up.

Step 1. Login to ISE and navigate to Administration>pxGrid Services.

System Network Resources pxGrid Services
D.eplny_ment Metwork Deu!ces Feed Service
Licensing Metwork Device Groups Profiler
Cerfificates Metwork Device Profiles
Logging External RADIUS Servers Threat Centric NAC
Maintenance RADIUS Server Sequences Third Party Vendors
Upgrade MAC Managers
Backup & Restore External MDM
Admin Access Location Services
Settings Device Portal Management

Identity Management Blacklist
|dentities BYOD
Groups Certificate Provisioning
External Identity Sources Client Provisioning
|dentity Source Sequences Mobile Device Management
Settings My Devices

Custom Portal Files
Settings

 Administration ¥ Work Centers

Step 2. Under All Clients, see that your Cisco DNA Center subscriber name shows up.

All Clients Web Clients Capabllities Live Log Settings Centificates Permissions

«/ Enable @) Disable @o‘«pprwe © Group WP Dedline QDelete v QRefresh Total Pending Approval(0) «

0 Client Name Description Capabilities

O » ise-bridge-021-ise Capabilities(0 Pub, 4 Sub)
O » ise-admin-021-ise Capabilities(5 Pub, 2 Sub)
O » ise-fanout-021-ise Capabilities{0 Pub, 0 Sub)
[ » ise-pubsub-021-ise Capabilities{0 Pub, 0 Sub)
[0 » ise-mnt-021-ise Capabilities(2 Pub, 1 Sub)
[J » o21-ise Capabilities(0 Pub, 0 Sub)
ao» Ipxgnd_chent_lsg1847592_dnac_ndp| Capabilities(0 Pub, 0 Sub)
[0 » pxgrid_dient_1591847592 Capabilities(0 Pub, 0 Sub)

Status

Online (XMPP)
Online (XMPP)
Online (XMPP)
Online (XMPP)
Online (XMPP)
Offline (XMPP)
Offline (XMPP)
Offline (XMPP)

© 2021 Cisco and/or its affiliates. All rights reserved.

Page 94 of 109



Tech tip

Note that this is showing up as Offline, this is expected as newer Cisco DNA Centers are using PxGrid v2.

Step 3. Click the Web Clients tab.

Step 4. See that your Cisco DNA Center subscriber name shows up and the status here is ON.

Chient Name Connect To Session 3 Cenificate Sudscriptions Pudications IP Adaress Status
v &
ne-mni-a21-ne o2143€ O214SE 2955 CN=0214SE s TCRCACOm (o e Se ACC/COM OBCO Be te 104143% ON
pagnd_chent_ 1501847992 o214SE 0214SE 2070 CN=20mn 1041831 OoN
5000 -0 1-¢4e oXt45¢ OJVASE 977 CN»02145E on¢ 104188 % oN
15013008 02 1 e o2 4SE O 14SE 2078 CNso 148K ose A 127001 oN
Ppna_chent_ 1551847552 _onad «cp] o2148€ 0214SE 26082 CN=aomn MO0 00 e CO 104188)
130-fanout-a21 4se a4sE C2T4SE 2984 CN=0QV4ISE Osc RopeC A In T OteC g S infed 1041585 ON
Ba-bndge-02 ! -ne o214SE 0214SE 2985 CN=0214SE O 127001 OFF @
Bo-bndje-021 ve o214SE e214SE 2906 CN=02 ISE ose 127001 OoN
ISE Policy for UDN
This process will verify the UDN Authorization Profile has been pushed.
Step 1. Login to ISE and navigate to Policy>Policy Sets.
Step 2. Click the > next to your Policy Sets and click to expand the Authorization Policy.
Step 3. Check to see that the UDN Authorization Profile has been pushed to every policy rule.
~ Authorization Policy (12)
Results
+
Status  Rule Name Conditions Profiles Security Groups Hits Actions
Search
E  wireless_Access ——————
@  Wireless Black List Default AND |%J + Select from list v o+ E o]
s |dentiyGroup-Name EQUALS Endgont | (S UpN) )
Identity Groups:Blacklist —
IdentityGroup-Name EQUALS Endpoint Identity Tl G + Select f Jist - o+
@  Profiled Cisco IP Phones - Groups: Prafiled: Cisco 1P Phone | * Cisco_IP_Phones | | = UPN | elect from lig E el
Non_Ci IP_Ph
@  Profiled Non Cisco IP Phones B  MNon_Cisco_Profiled_Phones :xon_lmmAl + Select from list M E 2
=UPN
g Metwork_Access_Authentication_Passed |m]
Unknown_Compliance_Redirect AND e — + Select from list v + ¢
E  Compliance_Unknown_Devices [ =uPN|
g Metwork_Access_Authentication_Passed |m]
NonCompliant_Devices_Redirect  AND - + Select from list v E o]
B Non_Compliant_Devices [=UPN|
B Network_Access_Authentication_Passed - -
Compliant_Devices_Access AND | * PermitAccess | [ *UPN | + Select from list >+ E e
E  compliant_Devices

UDN Enabled on Catalyst 9800
This process will verify the UDN configuration has been pushed to the Catalyst 9800.
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Tech tip

An AP must be attached to the Catalyst 9800 for this process to show up.
Step 1. Login to the Catalyst 9800 WLC.
Step 2. Navigate to Configuration>Tags & Profiles>Policy.

alll &

Step 3. Click the Policy Profile used for UDN.

Configuration™ » Tags & Profiles ™ > Palicy
+ Add

Status ~  Policy Profile Name

O (v default-policy-profile

O ® Student-do_Global_NF_bfdcccd?

1 10 -

Step 4. Under the Advanced tab check to make sure the UDN Status box is checked and optionally, Drop
Unicast if selected earlier during the Cisco DNA Center UDN workflow. Also, make sure that under AAA Policy
the Policy Name is set to default-aaa-policy and that Accounting List is set to default.

Tech tip

The Account List setting is necessary for both WPA2 Enterprise and PSK for CoA to function correctly at the WLC for
UDN enabled WLANs. Normally with PSK it is not necessary to make use of RADIUS accounting, however, for CoA to
function correctly during a room change for a registered UDN device, the default list must be specified.
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L _______________________________________________________________________________________
Edit Policy Profile x

General Access Policies QOS and AVC Mability Advanced

WLAN Timeout Fabric Profile (O 5
Session Timeout (sec) | 1800 ‘ mDNS Service | default-rmdns-servic| »
Policy | J
Clear
Idle Timeout (sec) | 300 ‘ \
Hotspot Server | v
Idle Threshold (bytes) | 0 ‘

User Defined (Private) Network

Client Exclusion Timeout (sec) | 180 ‘
Status
Guest LAN Session Timeout D
Drop Unicast
DHCP
Umbrella
IPv4 DHCP Required O P (ot Corfared .
Parameter Map . )
DHCP Server IP Address Clear

Flex DHCP Option

Show more === for DNS .

AAA Poii DINS Traff
Policy Redirect .

Allow AAA Override WLAN Flex Policy

NAC State O VLAN Central Switching O

Policy Name | default-aaa-policy x v Spiit MAC ACL | -
Accounting List | detalt N ‘ @ x Air Time Fairness Policies

2.4 GHz Policy | v

Procedure 3. Troubleshooting Commands

This section will go over useful commands when troubleshooting UDN.
Catalyst 9800 Wireless LAN Controller

These commands will be run on the Catalyst 9800.

show wireless client udn

This command will show all the clients currently connected and which UDN they are connected to.
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’ .5DED.C
> . 5DED.C

show wireless client mac-address <mac address> detail | section Private

This command can be used to see details on a certain MAC-Address.

show crypto pki trustpoints

This command can be used to verify the Certificates are present.
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show network-assurance summary

This command can be used to verify assurance connectivity.

network-assurance summary

Network-Assurance :
Server Url : https://10.4.168.4

ICap Server Port Number : 32626
Sensor Backhaul SSID :
Authentication : Unknown
AP client event frequency (seconds) : 30

show telemetry internal connection

ow telemetry i1nternal connection
Telemetry connections

Index Peer Address Port VRF Source Address Peer

1 10.4.168.4 25103 0 10.4.146.5 <unknown> Active

show wireless profile policy detailed <profile-name> | include User

This command can be used to verify the policy profile is pushed and UDN is enabled.

| include User

021-wlc#show wireless profile policy detailed Student-do Global NF bfdcccd7
User Defined (Private) Network : Enabled
User Defined (Private) Network Unicast Drop : Enabled

show tech-support wireless udn
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This command shows a ton of useful information when troubleshooting.

ISE

This section will provide troubleshooting information for Cisco ISE.

Turning on UDN logging on Cisco ISE.
Before we can view the UDN Logs, we must first turn logging on.

Step 1. On ISE, Navigate to Administration>System>Logging.

il Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy DRIl * Work Centers

~ System » ldentity Management  » Metwork Resources » Device Portal Management  pxGrid Services » Feed Service ¥ Threat Centric NAC

Deployment  Licensing » Certificates  + Logging » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Seftings

Step 2. Select Debug Log Configuration.

Log Setiings
Femote Logging Targeis
Logging Categories

Message Catalog

Debug Log Configuration

Collection Filters

Step 3. Select your Node from the list.
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Node List

J Edit ) Reset to Default

MNode Mame « | Replication Role
(O o21-ISE STAMDALOME

Step 4. Scroll down on the list until you see UPN under Component Name.
Step 5. Change the log level of UPN to DEBUG and click Save.

Edit | €] Reset to Default
Component Name a  Log Level Description

O prrt-INT INFO prrt policy decision request processing layer related messages
O pxgrid INFO pxGrid messages
O RBAC INFO Rbac related messages
() Replication-Deployment INFO Logger related to Deployment Registeration,Deregistration,Sync and In...
() Replication-JGroup WARN Logger related to JGroup Node State
(O ReplicationTracker INFOD PSC replication related debug messages
O report INFO Debug reports on M&T nodes
O RuleEngine-Attributes INFO Additional rule evaluation attributes in audit logging at DEBUG
O RuleEngine-Policy-IDGroups INFO Additional policy vs id group audit logging at DEBUG
O runtime-Asa WARN AAA runtime messages (prrt)
) runtime-config WARN AAA runtime configuration messages (prrt)
) runtime-logaging WARN customer logs center messages (prit)
O saml INFD SAML messages
O scep INFO SCEP log messages
(O session-trace INFO Session Trace messagqes
O sgtbinding INFO SGT binding
O spog DEBUG Spog-app exim messages
() sponsorportal INFO Sponsor portal debug messages
(O sse-connector INFO SSE Connector related log messages
O swiss INFO Swiss protocol internal messages
O sxp INFD S¥P Listener messages
O TC-HAC INFO TC-MAC log messages
O theshold-counter INFO Threshold Counters
() Trustsec INFO TrustSec related messages
O |UPN | DEBUG "“ |U5e’ Private Network messages
O va-runtime INFO Vulnerability Assessment Runtime messages
O va-service INFO Vulnerability Assessment Service messages
O ves INFO Context directory debug messages
O wves-db INFOD Indexing Engine debug messages
O wirelesssetuphelper INFO Wireless Setup Helper debug messages
Tech tip

The name UPN will be changed to UDN in future releases.

Step 6. Now that we have logging on, we can now view the logs by accessing the ISE console and entering
the command show logging application upn.log.
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ISE Live Logs
Operations>RADIUS>Live Logs

Successful authentication of a registered device:

Private-group-id Private-group-id=1
Private-group-name Private-group-name=homer's room
Private-group-owner Private-group-owner=

RADIUS Username B3:5D:0A-A04TEC
NAS-Identifier 021-wlc

Device IP Address 10.4.1465

CPMSessionlD

Called-Station-ID 00-d7-8f-c9-38-40:Student-dorm

CiscoAVPair client:

vla

ni-dorm,

dent-do_Global_NF_bfdcccd7

Group
rvice Selection Policy

Queried PIP - Mormalised Radius. RadiusFlowType

Evaluating Identity Policy

Found Endpoint in Internal Endp

Authentication Passed

ve Directory

Evaluating Authorization Policy

Queried PIP - Radi

5.N/

Queried PIP - End

Queried PIP - N

ork A

Selected Authorization Profile - PermitAccess UPN

Selected Authorization Profile - PermitAccess, UPN
Queried PIP - UPN.Private
L

nts ID:
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Successful authentication of an unregistered device:

Name

RADIUS Username

NAS-Identifier

Device IP Address

CPMSessionlD

Called-Station-1D

Endpoint Identity Groups:Unknown
B4:9C:DF:89:BB:AG

021-wic

10.4.146.5
0592040A0000001DEETEDA42
00-d7-8i-c8-38-40:Student-dorm

service-type=Call Check,
audit-session-id=0592040A0000001DEBT6DA42,
method=mab,

cisco-av-pair

LicenseTypes

CiscoAVPair client-iif-id=1811940745,
vian-id=45,
cisco-wlan-ssid=Student-dorm,
wilan-profile-name=Student-do_Global_NF_bfdcccd 7

Result

UserName E4:9C:DF:29:BB:AG

User-Name B4-9C-DF-89-BB-AG6

Service-Type Administrative

Class CACS:0592040A0000001DEB76DA42:021-1SE/380150263/1576

profile-name=Unknown

Base license consumed

Steps

11001
1017
11027
15049
15008
15048
15041
15013
24209
24211
22037

24715

15038
15048
15048
15048
15016
15016
15048
15048
15048

Received RADIUS Access-Request

RADIUS created a new session

Detected Host Lookup UseCase (Service-Type = Call Check (10))
Evaluating Policy Group

Evaluating Service Selection Policy

Queried PIP - Mormalised Radius RadiusFlowType

Evaluating Identity Policy

Selected Identity Source - Internal Endpoints

Looking up Endpoint in Internal Endpoints IDStore - B4:9C.DF-89:BB-AG
Found Endpeint in Internal Endpoints IDStore

Authentication Passed

ISE has not confirmed locally previous successful machine authentication for
user in Active Directory

Evaluating Authorization Policy

Queried PIP - Radius. NAS-Port-Type

Queried PIP - EndPoints.LogicalProfile

Queried PIP - Network Access AuthenticationStatus
Selected Authorization Profile - PermitAccess UPN
Selected Authorization Profile - PermitAccess UPN
Queried PIP - UPN Private-group-id

Queried PIP - UPN Private-group-name

CQueried PIP - UPN _Private-group-owner

15043

Dynamic attribute value is unavailable

24209
24211
11002

Looking up Endpoint in Internal Endpoints IDStore - B4:9C.DF-89:BB-AG
Found Endpeint in Internal Endpoints IDStore
Returmed RADIUS Access-Accept
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Device registration CoA:

Steps

11100 RADIUS-Client about to send request - ( port = 1700 , type = Cisco CoA )
11101 RADIUS-Client received response

Other Attributes

ConfigVersionld
Event-Timestamp
Device CoA type
Device CoA port

MNetworkDeviceProfileld

55

1593090736

Cieco CoA

1700

b0699505-3150-4215-a80e-6753d45bf56¢

Location
Device Type
IPSEC

Device IP Address

IsThirdParty Device Flow false

CoA SourceComponent UPN Cloud triggered
CoAReason UPN change
MNetwork Device Profile Cisco

LocatiorsAll Locations
Device Type#All Device Types
IPSEC#Is IPSEC Device#No

10.4.146.5

CPMSessionlD cBdi3313-c1c5-4b2 3-9cea-965ai7672 348
Private-group-id=16715577,
CiscoAVPair Private-group-name=Jana's room,

Private-group-owner=1
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Appendix A: Configuring mDNS Gateway

Cisco's Service Discovery Gateway, or mDNS Gateway, allows for controlled and secure access to services and
devices across subnets. It listens to service announcements on all configured network segments and builds a
cache of services and addresses. It proxies these requests to other segments and can also apply filters based
on various service attributes. These filters can limit what services will be requested or advertised.

Tech tip

The mDNS Gateway feature on the Catalyst 9800 controller is incompatible with other Cisco solutions such as DNA
Services for Bonjour or Wide Area Bonjour implemented at Cisco DNA Center. It should only be used in settings where
these other services haven’t been implemented.

Step 1. In the Catalyst 9800 WLC, navigate to Configuration>Services>mDNS.

CI5Co

ity Gisco Catalyst 9800-CL Wireless Controller

W

all® R

Step 2. Under Global, click next to mDNS Gateway to enable and click Apply. If running IPv6 change the
Transport setting to Both.
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Configuration~ > Services~ > mDNS

Global Service Policy mDNS Flex Profile

Transport [ ipv4 v

Active-Query Timer * 30

mDNS-AP Service Policy default-mdns-servict
Clear

Step 3. Navigate to Configuration>Tags & Profiles>WLANs.

Configuration~ > Tags & Profiles~ > WLANs

+ Add

Number of WLANSs selected : 0

O Staws Name v | ID ~ SSID

O © Student-do_Global_NF_bfdcccd7 % 17 Student-dorm

4 4 1 | 10 w |items per page

~  Security v
[WPAZ2][PSK][AES],MAC Filtering

1-10f 1items

Step 4. Select the WLAN profile on which to enable mDNS gateway functionality.

Step 5. Select the Advanced tab and change mDNS Mode dropdown to Gateway. Click Update & Apply

when finished.
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- ____________________________________________________________________________________________________|
Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags
Coverage Hole Detection Universal Admin ]
Aironet IE ad Load Balance ad
P2P Blocking Action ‘ Disabled v | Band Select ]
O

Multicast Buffer IP Source Guard
Media Stream Multicast- O WMM Policy Allowed v |

direct
mDNS Mode Gateway v
11ac MU-MIMO Brdaing
Off Channel Scannin
Max Client Connections .
Drop
Defer Priority o O Oz
Per WLAN { 0 ]
' Os Oa4 5
Per AP Per WLAN \ 0 ]
6 07
Per AP Radio Per WLAN ‘ 200 ‘ Sean Defer ‘ 100 ‘
Time
110 BEE Tranaitinn Ciimnn — h

i| Update & Apply to Device

Step 6. These steps enable the default-mdns-service-policy on the WLAN with following services:

airplay, airtunes, homesharing, printer-ipp, printer-lpd, printer-ipps, printer-socket, google-chromecast,
itune-wireless-devicesharing

Tech tip

The Cisco UDN solution does not solve the problem of Universal Plug and Play (UPnP) across VLANS.

Appendix B: Randomized MAC Address

MAC Addresses are being used to track and log users in public spaces, this data is then used for marketing
purposes or sold to third parties. To combat this, device manufacturers have implemented random MAC
addresses. This makes the user MAC address unique per network making companies unable to track the
device. The address is kept consistent per network, meaning once associated with an SSID it will not have to
authenticate again. This is why when using a device with random MAC address with UDN you must be on the
UDN SSID before registering the device.

Appendix C: Disabling Airplay Discovery/Streaming via Bluetooth®

By default, Apple TV has AirPlay enabled with discovery via mDNS and streaming over Ethernet or wireless
networks as well as Bluetooth. In a home, these setting are optimal for easy connectivity. However, in an
environment such as university dormitories, hospitals, and long term healthcare facilities as an example, these
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default settings will allow other people to not only discover but stream to your Apple TV as well if they are on
the same wired or wireless network or within 30 feet of the device in the case of Bluetooth.

When deploying Cisco UDN, discovery and streaming is limited to registered devices within the UDN for wired
and wireless devices such as MacBooks, iPhones, and iPads. For the Apple TV, if the AirPlay settings are left in
their default state however, devices with Bluetooth enabled and within roughly 30 feet of the Apple TV, the
signal distance for Bluetooth Low Energy (BLE), will still be able to discover and stream to an Apple TV
registered within a UDN. The outcome, if Bluetooth is left enabled, will be that devices in adjacent rooms both
horizontally and vertically would likely be able to communicate with the Apple TV.

As the concept of Cisco UDN is to optimize the user experience by displaying only those AirPlay devices within
the UDN, it might be optimal for the organization deploying the solution to recommend that Apple TVs have
Bluetooth disabled by their owners when installing them in their rooms. Unfortunately, there is no single
button/setting to disable Bluetooth on the Apple TV and so the following procedure details how this is
accomplished.

Step 1. From the Apple TV home screen select Settings.

Step 2. Select AirPlay and HomeKit.
Step 3. Select Allow Access (Default is Everyone).
Step 4. Change from Everyone to Anyone on the Same Network

Step 5. An Apple TV Options box appears in which you need to change Also Allow Nearby to AirPlay to Off.

Allow Access

ALLOW ACCESS

Everyone

Anyone on the Same Network

Only People Sharing This Home
Require Password

APPLE TV OPTIONS

Also Allow Nearby to AirPlay off |

Anyone on the same network can see and AirPlay to the TV and
speakers in this home

Feedback

For comments and suggestions about this guide and related guides, join the discussion on Cisco Community at

https://cs.co/en-cvds.
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