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Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to
familiarize themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws,
and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are
required to be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may
be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from
the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,
Inc., is prohibited

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous
environment, which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> D>

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
vole may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARCFLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

B> > >
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Preface

Who Should Use This
Manual

Purpose of This Manual

Additional Resources

This manual describes how to use the ArmorBlock® I/O 16-channel configurable

digital module.

Make sure that you are familiar with the following:

¢ Use of a controller in a Logix 5000™ control system

e Studio 5000 Logix Designer® environment

IMPORTANT  You must use the RSLogix 5000® and Studio 5000°, version 20.00.00 or later, to
configure the ArmorBlock I/0 module.

This manual is intended for trained and qualified personnel who are responsible
for mounting, installation, commissioning, operation, maintenance, and

disassembly of the ArmorBlock I/O 16-channel configurable digital module.

This manual provides information and describes the procedures that are used to
install, wire, troubleshoot, and operate the ArmorBlock I/O 16-channel

configurable digital module.

These resources contain information about related products from

Rockwell Automation.

Resource

Description

ArmorBlock 1/0 16-Channel Configurable Digital Module
Installation Instructions, publication 1732E-IN008

Describes how to install and wire the ArmorBlock I/0
module.

ArmorBlock 1/0 Selection Guide, publication 1732-5G001

Provides specifications, wiring diagrams, and module
block diagrams for ArmorBlock /0 modules.

Industrial Automation Wiring and Grounding Guidelines,
publication 1770-4.1

Provides general guidelines for installing a
Rockwell Automation industrial system

Product Certifications website,

https://www.rockwellautomation.com/
rockwellautomation/certification/overview.page

Provides declarations of conformity, certificates, and other
certification details.

You can view or download publications at
hteps://www.rockwellautomation.com/literature/. For publications specific to
your module, search the catalog number of the module. To order paper copies of
technical documentation, contact your local Allen-Bradley distributor or
Rockwell Automation sales representative.
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Notes:
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Chapter 1

About the Module

Module Features
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The ArmorBlock 16-channel configurable digital module offers easy handling of
I/0 data in a higher-level bus system. It is suitable for use in machines and
installations with moderate I/O concentration.

A compact, fully sealed housing made of die-cast zinc helps to protect electronic
components from environmental factors. This makes the module ideal for direct
field service in tough industrial environments.

For connecting the network and I/O, the module uses the widely adopted M12
connector system; A-coded connectors for I/O signals and D-coded connectors
for network communication. For connecting power, the
1732E-16CFGM12M12LDR uses M12, L-coded connectors, while the
1732E-16CFGM12P5DR uses 7/8-inch connectors.

The ArmorBlock 16-channel configurable digital module provides the following

features:

e Integrated switch
An integrated 2-port Ethernet switch enables the use of bus or star
network topologies. The implemented device level ring (DLR) protocol
enables the design of a highly accessible network infrastructure.

¢ Redundancy function
The module supports the device level ring (DLR) protocol for ring
topologies. If the connection is interrupted, the module immediately
switches to an alternative ring segment to ensure interruption-free
operation.

¢ Output Fault Values function
This function enables you to define the behavior of each output channel in
the event of interruption or loss of communication.



Chapter1  Module Information

Module Overview

M12styleA-coded |
1/0 connectors

M12 style D-coded

o QuickConnect
QuickConnect enables the module to start communicating quickly in an
EtherNet/IP network through an accelerated startup process.

The ArmorBlock I/O 16-channel configurable digital module has 16 universal

inputs/output. You can set individual channels as input only, output only, or
input and output through the data direction setting in the Add-on Profile

(AOP).

Figure 1 - ArmorBlock 1/0 16-channel Configurable Digital Module
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(1) Functional Earth grounds the 1/0 block EtherNet/IP communication circuitry, which is designed to mitigate the effect of noise on the network. The device requires a solid

earth ground connection, either through a metal screw to a grounded metal panel or through a wire.

Before You Begin

See the ArmorBlock I/0 16-channel Configurable Digital Module module

installation instructions, publication 1732E-IN008, for instructions on how to
install the modules.
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Configure and Startup
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Download and Register EDS An electronic data sheet (EDS) file is required to configure the module in the
File controller. You can download the EDS file for the module from the Product
Compatibility and Download Center (PCDC) website at

hteps://compatibility.rockwellautomation.com/Pages/home.aspx.

After you have downloaded the EDS file, you must register it using the EDS
hardware installation tool. To register the EDS file, do the following:

1. In Studio 5000 Logix Designer application, click Tools and select EDS
Hardware Installation Tool.
The Rockwell Automation’s EDS Wizard window appears.

Roclkwell Automation's EDS Wizard =]

- Welcome to Rockwell Automation's EDS
Wizard

~  The EDS Wizard allows you to:
-register EDS-based devices

- unregister a devics
-change the graphic images associated with a device.

-create an EDS file from an unknown device.

To cortinue click Next

Next > Cancel

Rockwell Automation Publication 1732E-UM00TA-EN-P - December 2019 9
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2. Click Next.
3. Select “Register an EDS file(s)” and click Next.

Rockwell Automation's EDS Wizard =)

Options ]
What task do you want to complete? ¥

& Register an EDS filefs),
This option will add 2 device(s)to our database

€ Unregister a device
@ This option will remove a devics that has been registered by an EDS file from
our daiabase

" Create an EDS file
This option creates a new EDS file that allows our software to recognize your
device

gy

Back | MNet> | Cancel |

4. Click Browse and select the EDS file that you have downloaded.

Rockwell Automation's EDS Wizard =)

Registration ]
Bectronic Data Sheet file(s) will be added to your system for use in Rockwell Automation applications ¥

@ Register a single file
" Register a directory of EDS files 5

Named.

C:\Users\Documents\EDS File".005A000C004D0300.EDS Browse:

* I there is an icon file (ico) with the same name as the file(s) you are registering
then this image will be associated with the device

To perform an installation test on the filels), click Next

<Back | Net> Cancel

5. Click Next to begin the EDS file registration.
6. Verify that the EDS Wizard successfully completed the registration.
7. Click Finish.

Read the MAC Address Each module has a unique media access control address (MAC address) that is
assigned and cannot be changed. The MAC address is located on the front of the
module.
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Set the Network
Parameters

Three rotary encoder switches on the front of the module enable you to set the
operating mode for using or maintaining network parameters such as IP address,
subnet mask, and gateway address. You can assign a static IP address to the
module by using the rotary switches to set the last octet.

The module ships with the rotary switches set to 999 and DHCP enabled. To

change the network address, you can do one of the following:
e adjust the rotary switches on the front of the module.

e use a Dynamic Host Configuration Protocol (DHCP) server, such as
Rockwell Automation BootP/DHCP.

e retrieve the IP address from nonvolatile memory.

The module reads the rotary switches first to determine if the switches are set to a
valid number. To set the network address:

1. Remove power.

2. Rotate the three switches on the front of the module using a small blade
screwdriver.

3. Line up the small notch on the switch with the number setting you wish to
use. Valid settings range from 001...254.

4. Reapply power.

Alternatively, you can reset the rotary switches and use BOOTP or DHCP to
obtain the network parameters for the module. If you change the operating mode
or network parameters during operation, you must cycle power to the module for
the changes to take effect.

IMPORTANT  Astatic IP address is required to use the QuickConnect feature.

The following table lists the possible rotary switch settings for the module:

Table 1 - Rotary Switch Settings

Value Function

001...254 This value is used as the last octet of the IP address. For example, if the switches are set to
010, the IP address of the module is 192.168.1.10.

The factory setting for the subnet mask is 255.255.255.000 and the gateway address is
192.168.1.1.

If you set the switches to 001, the gateway address is changed to 0.0.0.0.

000 (Default), If the switches are set to an invalid number (for example, 000 or a value greater than 254,

255...999 (Except 888) | excluding 888), the module checks if DHCP is enabled.

« IfDHCP is enabled, the module asks for an IP address from the DHCP server.

« IfDHCP is not enabled, the module uses the IP address (along with other TCP
configurable parameters) that is stored in nonvolatile memory.

888 The module performs a reset to factory settings. The network parameters are also reset to
default values. Communication with the module is disabled.

Rockwell Automation Publication 1732E-UM00TA-EN-P - December 2019 n
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Configure the Module

Configuration Parameters

12

The module supports Implicit Messaging and Explicit Messaging for
EtherNet/IP communication.

Use Implicit Messaging to transfer I/O process data cyclically through assembly
objects and an existing connection.

Use Explicit Messaging to transfer data with low priority, non time-critical, and
configuration and through acyclical messages.

Connections and Assembly Objects

The module uses the connection types Data and Listen Only for exchanging I/O
process data and communication through Implicit Messaging.

By selecting the corresponding instance ID of the assembly object, you can decide
how many items of I/O process data the module makes available to the user.

The ArmorBlock I/O 16-channel configurable digital module provides the

following connections and assembly IDs:

Table 2 - Profile for ArmorBlock 1/0 16-channel Configurable Digital Module

Connection Type Diagnostics Assembly ID Length

Data Yes Output: 100 2 bytes
Input: 101 7 bytes
Configuration: 110 130 bytes

Listen Only Yes Output: 192 0 bytes
Input: 101 7 bytes
Configuration: N/A N/A

To transfer the configuration parameters, the module uses different assembly
objects depending on the module type. See Connections and Assembly Objects
on page 12 for more information.

Each module has a fixed number of configuration parameters. This variable is
determined by the respective configuration assembly instance.

Length of the configuration parameters is 65 words (130 bytes).

Rockwell Automation Publication 1732E-UM00TA-EN-P - December 2019
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Output Fault Delay Configuration

These parameters are used when the module is configured with digital outputs.
The configuration can be used to set a delay time (Output Fault Delay) that
defines the monitoring procedure for the individual digital output for each
channel.

The delay time starts after a change to the output channel status. If an output is
activated (rising edge) or deactivated (falling edge) the output monitoring does
not start until the delay time expires. Any fault conditions that arise after this
delay are reported as diagnostics.

The adjustable value range for the delay time is 0...255 ms. The default value is
80 ms.

Table 3 - Output Fault Delay Values

Bit MsB LSB
15‘14‘13‘12‘11 ‘10‘9 |8 7 |6 |s ‘4 ‘3 ‘z ‘1 ‘o

Word 0 Output Fault Delay port PO, channel CO (pin 4), value range 0. . .255, default value 80

Word 1 Output Fault Delay port PO, channel C1 (pin 2), value range 0. . . 255, default value 80

Word 14 | Output Fault Delay port P7, channel C14 (pin 4), value range 0. .. 255, default value 80

Word 15 | Output Fault Delay port P7, channel C15 (pin 2), value range 0. . .255, default value 80

Configure QuickConnect

QuickConnect (QC) enables the module to perform the start-up process faster,
especially the EtherNet/IP communication.

If you enable QC, the module accepts a TCP connection and the control system
establishes a connection within 350 ms after being switched on. The module can
achieve a total start-up time of 400...500 ms.

To use QC, the network must be in a star or linear topology, and the module
must have a static IP address. Ring topologies and DHCP/BOOTP are not
supported. No automatic check is performed for IP addresses that are assigned
more than once in the same network.

If QC is enabled, the following parameters for the Ethernet interface of the
module are fixed:

e 100 Mbit/s transmission speed
e Full duplex connection

¢ Auto-negotiation and auto-MDIX disabled.

Rockwell Automation Publication 1732E-UM00TA-EN-P - December 2019 13
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before you switch the module ON (inhibit instruction) or OFF (uninhibit

c ATTENTION: When QuickConnect is enabled, you must notify the module

instruction). A hard disconnect during operation is not permitted. See the
EtherNet/IP QuickConnect Application Technique, publication ENET-AT001, for
more information.

Table 4 - QuickConnect Values

Bit MsB

LSB

15‘14‘13‘12‘11 ‘10‘9 |8 7 |6 |s ‘4 ‘3 ‘z ‘1 ‘o

Word32 | —

QuickConnect

Where 0 = Disabled (default); 1 = Enabled

Configure General Parameters

These are the general parameters available for the module.

Table 5 - General Parameters

Parameter

Description

WebServerDisable

Enables or disables the web server.
0 = Enable (default), 1 = Disable

OutputGroupPowerFaultEn

Enables or disables the output group power fault reporting.
0 = Disable (default), 1= Enable

OutputGroupFaultEn

Enables or disables the output group fault when actuator power supply is unavailable.
0 =Disable (default), 1 = Enable

DOAutoRestartEn

Enables or disables the digital out auto restart.
0 = Disable (default), 1= Enable

RES

Reserved. Default value is 0.

The following table shows the general parameters available for the module.

Table 6 - General Parameters

LSB

2[n i | 87|6|5|4|3|2|1|0

Bit MSB
15 (14 13
Word32 | RES | DOAut | RES
oResta
rtEn

RES | Output | Output | WebSe |RES | —
GroupF | GroupP | rverDis
aultEn | owerfa | able
ultEn
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Configure Process Data Direction

The data direction can be determined for each channel depending on the I/O
mapping. Each of the 16 configurable channels can be configured as an input and
output, as a pure input, or as a pure output.

The following table describes the different process data direction.

Table 7 - Process Data Direction

Bit

MsB LSB
15‘14‘13‘12‘11 ‘10‘9 |8 7 |6 |s ‘4 ‘3 ‘z ‘1 ‘o

Word 33

Process data direction port PO, channel CO (pin 4), value range 0. . .2, default value 0

Word 34 | Process data direction port PO, channel C1 (pin 2), value range 0. .2, default value 0

Word 47

Process data direction port P7, channel C14 (pin 4), value range 0. . .2, default value 0

Word 48

Process data direction port P7, channel C15 (pin 2), value range 0. . .2, default value 0

Where:

0=Input and Output channel
1=Input channel

2 =Output channel

cOnfigure in Logix Designer This section describes how to configure the module in Logix Designer software.

10.
11.

12.

Create a new project in Logix Designer.
Select the correct controller.

Under I/O Configuration, add the correct EtherNet/IP communication
interface to your backplane.

Click Select Recent Communications Path and select a communications
path with the controller.

Click Tools -> EDS Hardware Installation Tool to install the EDS files for
the module.

Right-click on the EtherNet/IP communication interface and select New
Module....
The Select Module Type dialog appears.

Select the EtherNet/IP module and click Create.
Enter a valid Name and IP address for the module.

Click Change....
The Module Definition dialog appears.

Confirm the entries for the module, then click OK.

Click the Connection tab and verify the entries for the Requested Packet
Interval (RPI) time, and the Input Type (Unicast or Multicast).

Click OK.

Rockwell Automation Publication 1732E-UM00TA-EN-P - December 2019 15
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Edit the Module
Configuration Common
Pages

16

13. Configure the module and download the parameters to the controller.

In the Controller Organizer, you can view the connection data (extension: C),
the input data (extension: I), and the output data (extension: O) of the
configuration for the module. See Configuration Parameters on page 24 for a

description of the configuration, and Configure Module Using Generic Profile

on page 29 for descriptions of the process data for input and output.

Initial Settings of the Connection Parameters

The following tables provide a list of useful parameters:

Table 8 - Connection Parameters

Parameter

Description

Transport type

Data

Requested packet interval (RPI), min

1 ms (Default is 20 ms)

Click a page name in the New Module dialog box to view and edit the parameters

available for that page.

IMPORTANT  This chapter shows how to edit configuration when you add the module to the
Logix Designer application project.

If you access the module configuration after it is added to the project, the
dialog box is named Module Properties. The same categories are displayed as
the categories displayed on the New Module dialog box.

o General Page

e Connection Page

e Quick Connect Page

e Module Info Page

o Fault/ Program Action Page

o Configuration Page

e Internet Protocol Page

e DPort Configuration Page

o Network Page

Rockwell Automation Publication 1732E-UM00TA-EN-P - December 2019
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General Page

The General page appears first when you create or add a new module to your
Logix Designer project.

Figure 2 - Example of General Page

General

Type: 1732E-16CFGM12M12L0R 16 Paint 24V DC Self-Configuring Quick Connect, ...
Wendor: Rockwell Automation/Allen-Bradley
Parent: Scanner Ethernet Address
Name: 192.188.1.| 9
Description:

Module Definition

Series: A RS

Revision: 1001 R

Electronic Keying: Compatible Module

Connection: Data

Table 9 - General Parameters
Parameter Definition
Type Type of module
Vendor Rockwell Automation/Allen-Bradley
Name Enter a name for the module
Description Enter an optional description for the module
Module Definition Displays the module definition. For more information on how to configure
the module definition, see Module Definition Dialog on page 18.
Ethernet Address Set the Ethernet address for the module
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Module Definition Dialog

To configure the Module Definition parameters, click Change on the General
page of the New Module/Module Properties window.

Figure 3 - Example of Module Definition Dialog

Module Definition

Series:
Revision:

Electronic Keying:

o -]
1 - 001 B

[compatible Modue -

[connection:

[Data =

ok | [ el | [ Heb

Table 10 - Module Definition Parameters

Parameter Definition
Series Module hardware series
Revision Module firmware revision, including major and minor revision levels

Electronic Keying

Software method by which you reduce the possibility of using the wrong
device in a control system.

For more information, see Electronic Keying in Logix5000 Control Systems
Application Technique, publication LOGIX-AT001.

Connection

Determines the following for the module type you configure:
« Available configuration parameters
- Data type transferred between the module and the controller
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Connection Page

Use the Connection page to configure the type of connection and behavior for

the module.

Figure 4 - Example of Connection Page

Connection

Name

Requested Packst Interval (RPI) | Connection over
(ms) Etherliet/P

Data

200 3]10-7500 Unicast x

[ inhibit Module

[ Major Fault On Controller If Connection Fails While in Run Mode

Module Fault

0K Cancel Appl Help
(o ] [ Caned ]

Table 11 - Connection Parameters

Parameter

Definition

Name

Displays the type of connection

Requested Packet Interval (RPI) (ms)

Set the RPI rate.

Connection over EtherNet/IP

Set the type of connection to use on the EtherNet/IP network

Inhibit Module

Select to inhibit the module.

When the module is inhibited, the outputs follow the settings that are
configured in the Fault/Program Action page. See Fault/Program Action
Page on page 23 for more information.

Major Fault On Controller If Connection
Fails While in Run Mode

Select to trigger a major fault on the controller if connection fails while the
controller is in Run mode. If the checkbox is not selected, only a minor fault
is triggered.

Module Fault

Displays details about a module fault to help in troubleshooting.

Requested Packet Interval

The Requested Packet Interval (RPI) is a configurable parameter that defines a
specific rate at which data is exchanged between the owner-controller and the

module.

Rockwell Automation Publication 1732E-UM00TA-EN-P - December 2019
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You set the RPI value during initial module configuration and can adjust it as
necessary after module operation has begun. Valid RPI values are 1...750 ms.

IMPORTANT  If you change the RPI while the project is online, the connection to the module
is closed and reopened in one of the following ways:

+ You inhibit the connection to the module, change the RPI value, and
uninhibit the connection.

« You change the RPI value. In this case, the connection is closed and
reopened immediately after you apply the change to the module
configuration.

For more information on guidelines for specifying RPI rates, see the
Logix5000 Controllers Design Considerations Reference Manual, publication

1756-RM094.
Inhibit Module

When you inhibit a module, you indefinitely suspend a connection between an
owner-controller and the module without removing the module from the
configuration. This process lets you temporarily disable a module, such as to
perform maintenance.

You can use module inhibiting in the following ways:

¢ You write a configuration for an I/O module but inhibit the module to
help prevent it from communicating with the owner-controller. The owner
does not establish a connection and the configuration is not sent to the
module until the connection is uninhibited.

e Inyour application, a controller already owns a module, has downloaded
the configuration to the module, and is exchanging data over the
connection between the devices.

In this case, you can inhibit the module and the connection to the module
does not exist.

You can use module inhibiting in these instances:

¢ You want to update a module, for example, update the module firmware
revision. Use the following procedure.

a. Inhibit the module.
b. Perform the update.
¢. Uninhibit the module.

¢ You use a program that includes a module that you do not physically
possess yet. You do not want the controller to look for a module that does
not yet exist. In this case, you can inhibit the module in your program until
it physically resides in the proper slot.
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Quick Connect Page

Quick Connect can help to reduce connection times if the module if used in a
system where it has to be connected and disconnected as part of normal
operation.

Figure 5 - Example of Quick Connect Page
Quick Connect

In & system in which a module is connected and disconnected as part of normal operation, Quick Connect can resultin significantly
reduced connection times. Module and network parameters must be set to spedific values to use Quick Connect. Read related
product documentation before using Quick Comnect.

() Quick Connect Power Up Delay time: This module can accept connections 350ms after power is applied.

~| Enable Quick Connect

0K | [ Cancel Help
Table 12 - Quick Connect Parameters
Parameter Definition
Enable Quick Connect Select to enable Quick Connect for the module.
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Module Info Page

This page displays information about the identity of your module and its fault

status.

Figure 6 - Example of Module Info Page

Module Info

Identification

Vendor:

Product Type:
Product Code:

Revision:

Serial Number:

Product Name:

Rockwell Automation/
Allen-Bradley

General Purpose Discre...
1732E-16CFGMI2MI2L...
1011

601DC14F

1732E-16CFGM12M 121 DR
16 DIO

Status
Major Fadlt: None
Minor Fault: None

Internal State: Run mode

Configured: No
Owned: No

Module Identity:  Match

Refresh | Reset Module | &

[ ok [ Cancel Aol Help

Table 13 - Module Info Parameters

Parameter

Definition

Identification

Vendor

Rockwell Automation/Allen-Bradley

Product Type

Module type

Product Code

(atalog number of the module

Revision

Firmware revision of module

Serial Number

CIP serial number

Product Name

Name of the module

Status

Major Fault

Displays the fault code if a major fault occurs

Minor Fault

Displays the fault code if a minor fault occurs

Internal State

Displays the current operational state of the module:

Configured

Owned

For1/0 modules only. Does not apply to adapters, scanners, bridges, or other
communication modules

Module Identity

Match
«Agrees with what is specified on the General page.
«For the Match condition to exist, the following must agree:
— Vendor
— Module Type (the combination of Product Type and Product Code fora
particular Vendor)
— Major Revision
Mismatch
+ Does not agree with what is specified on the General Tab.

The Module Identity field does not consider the Electronic Keying or Minor
Revision selections for the module that were specified on the General page.
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Table 13 - Module Info Parameters

Parameter Definition

Controls

Refresh Refresh the data on the page

Reset Module Reset the module to factory settings

Fault/Program Action Page

Configure the output state value for each individual channel of your module
when the controller’s mode changes to fault or program.

Figure 7 - Example of Fault/Program Action Page

Fault/Program Action

Output State During
Points

Fault/Program Mode
off
Off
Off
Off
Off
Off
6 _|Off
7_|off
g8 _|Off
g _|Off
10_|oOff
11 _|off
12_|off
13 _|off
14 _|Off
15 _|off

o [ [ o |= |

IR0 00 00O 0

j Do ot change the FaulProgram Mode vaues onlne from the Fauitfrogram Acton page, or o the Controller
Tags, or by MSG instruction, Changes will only take effect after @ power cyce.

oK | [ Cancdl . Hep |

Table 14 - Fault/Program Action Parameters

Parameter

Definition

Output State During Fault/Program
Mode

0ff, On, Hold

IMPORTANT Do not change the Output State During Fault/Program Mode values while the
module is online, regardless of whether it is through the Fault/Program Action
page, through controller tags, or with message instructions.

Changes take effect only after you cycle power to the module.
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Configuration Page

Configure the Fault Delay and Data Direction for each individual channel of

your module.

Figure 8 - Example of Configuration Page

Configuration

Points | Fautt Delay (ms) | Data Direction

0 80 =]/ Input/Output

80 = Input/Output

80 = Input/Output

80 = Input/Output

80 = Input/Output

80 = Input/Output

80 = Input/Output

1
2
3
4
5 80 = Input/Output
6
7
3

80 = Input/Output

aanaEananEaE e

g 80 = Input/Output
10 80 = Input/Output
1 80 = Input/Output
12 80 = Input/Output
13 80 = Input/Output
14 80 =] Input/Output
15 80 =] Input/Output

[ Disable Web server

|| Enable Output Group Power Fault Reporting
| Enable Output Group Favit

[ Enable Digital Out Auto Restart

Table 15 - Configuration Parameters

Parameter

Definition

Fault Delay

Set the fault delay from 0. . .255 ms. Default is 80 ms.

Data Direction

Set whether the direction of data is input only, output only, or both input
and output. You cannot change the data direction when the module is
online.

Disable Web Server

Select to disable the web server.

Enable Output Group Power Fault
Reporting

Select to enable reporting of power faults.

Enable Output Group Fault

Select to enable output group fault when actuator power supply is
unavailable.

Enable Digital Out Auto Restart

Select to enable the module to auto restart a digital output.
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Internet Protocol Page

Configure the IP settings for your module. IP settings can be set manually,
configured automatically by usinga DHCP server, or set using the rotary address
switches on the module. The following settings are used if you selected to
configure the IP settings manually.

Figure 9 - Example of Internet Protocol Page

Internet Protocol

O sing DHCP

@ |P settings set by switches on the module

Physical Module IP Address

Domain Name:

Subnet Mask: 255 . 255 . 255

Gateway Address: 192 . 168 . 1 1

Primary DNS Server
Address

Host Name Secondary DNS
Server Address:
Refresh communication Set «
| ok | Cancel App Help
Table 16 - Internet Protocol Parameters
Parameter Definition
Physical Module IP Address Assign the addresses for the module’s IP address, subnet mask and gateway
address.

Subnet Mask
Gateway Address
Domain Name Assign the module a domain name
Host Name Assign the module a host name

Primary DNS Server Address

Set the address of the server to use as the primary DNS server

Secondary DNS Server Address

Set the address of the server to use as the secondary DNS server
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Port Configuration Page

Configure settings for each individual port available on your module.

Figure 10 - Example of Port Configuration Page

Port Configuration

Port | Enabls | Link Status | | 4 Speed e i
Hegotiate [ Selected| Current | Selected] Current] Diagnostics
1 [ [Active E] /100 Wbps. || Half ]
2 | V| |mnactive ] ¥ L= =]
Refresh communication. «
ok | [ Canedl

Help

Table 17 - Port Configuration Parameters

Parameter Definition
Enable Select to enable the port.
Link Status Displays the connection status of the port.

Auto-Negotiate

Select to enable auto-negotiate for the port.

Speed Selected Select the transfer rate for the port.
Current Displays the transfer rate for the port.
Duplex Selected Select the data transmission type for the port.
Current Displays the transmission type for the port.
Port Diagnostics Displays diagnostic information for the port.
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Network Page

View status information about the network that the module is connected to.

Figure 11 - Example of Network Page

Network
MNetwork Mode: Device Level Ring (DLR)
Metwork Topology: Linear/Star
Network Status: Normal

| Refesh |
Table 18 - Network Parameters
Parameter Definition
Network Mode Displays the currently selected network redundancy protocol.
Network Topology Displays the currently selected network redundancy protocol.
Network Status Specifies whether the network is operating normally or otherwise.
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Notes:
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Configure Module Using Generic Profile

Topic Page
Configure the Module as a Generic Device 30
Process Data for the Module 31
Description of Process Data Terms 32
Tag Name Conventions 33

This chapter describes how to assign process data from the controller to the I/O
channels of your module. This also shows the process data length and the
structure of the data.

You do not need to configure the module as a generic device if you register the
EDS file for the module and use a specific device catalog number. To register the
EDS files, see Download and Register EDS File on page 9.

TIP  Youare not allowed to change the process data length.

For EtherNet/IP modules, the input data are given as actual values and the
output data as target values.

The amount of input data is variable and depends on whether the transfer of
diagnostic data is selected. The module provides one byte for the slot or channel
diagnostic, know as the module information byte. The diagnostic data is
appended to the standard process input data.
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COnfigure the Module as a To configure the module as a generic device, follow these steps.
Generic Device

1. Add the module as a generic Ethernet module.

New Module o — — - [
Type: ETHERMET-MODULE Generic Ethemet Module
Vendor: Allen-Bradley
Parent: Ethemet
Connection Parameters
Name: MODO2_16DIO
- Assembly :
Description: . Instance: Size:
Input: m 7 = | (Bbit)
T oupu: 100 2 e
Comm Format: | Data - SINT = [aoore o] =
mm Fem el Configuration: 110] 130 = (3bit)
Address / Host Name
@) IP Address: 192 168 . 1 . 2 Pt
7) Host Name: Status Output:
[¥] Open Module Propertties [ oK J [ Fo— ] [ Help ]

2. Setvalid configuration data for the I/O mapping in byte[98]...byte[129].

+-MOD02_16D10:C Data[38] 16400 Hex SINT
+-MOD02_16D10:C Data[33] 16400 Hex SINT
+-MOD02_16D10:C Data[100] 16401 Hex SINT
+-MOD02_16D10-C Data[101] 16400 Hex SINT
+-MOD02_16D10:C Data[102] 16402 Hex SINT
+-MOD02_16D10:C Data[103] 16400 Hex SINT
+-MOD02_16D10:C Data[104] 16403 Hex SINT
+-MOD02_16D10:C Data[105] 16400 Hex SINT
+-MOD02_16D10:C Data[106] 16404 Hex SINT
+-MOD02_16D10-C Data[107] 16400 Hex SINT
+-MOD02_16D10:C Data[108] 16405 Hex SINT
+-MOD02_16D10:C Data[105] 16400 Hex SINT
+-MOD02_16D10:C Data[110] 16408 Hex SINT
+-MOD02_16D10:C Data[111] 16400 Hex SINT
+-MOD02_16D10:C Data[112] 16407 Hex SINT
+-MOD02_16D10:C Data[113] 16400 Hex SINT
+-MOD02_16D10:C Data[114] 16408 Hex SINT
+-MOD02_16D10:C Data[115] 16400 Hex SINT
+-MOD02_16D10:C Data[116] 16409 Hex SINT
+-MOD02_16D10:C Data[117] 16400 Hex SINT
+-MOD02_16D10:C Data[118] 1640a Hex SINT
+-MOD02_16D10:C Data[115] 16400 Hex SINT
+-MOD02_16D10:C Data[120] 1640k Hex SINT
+-MOD02_16D10:C Data[121] 16400 Hex SINT
+-MOD02_16D10:C Data[122] 1640c Hex SINT
+-MOD02_16D10:C Data[123] 16400 Hex SINT
+-MOD02_16D10:C Data[124] 1640d Hex SINT
+-MOD02_16D10:C Data[125] 16400 Hex SINT
+-MOD02_16D10-C Data[126] 1&40e Hex SINT
+-MOD02_16D10:C Data[127] 16400 Hex SINT
+-MOD02_16D10-C Data[128] 16405 Hex SINT
+-MOD02_16D10:C Data[123] 16400 Hex SINT

E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
E
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3. Download the configuration to the controller and go online.

7| Module Properties Report: Ethernet (ETHERNET-MODULE 1.001) ==
[ General | Connecton [ Modue Info]
Requested Packet Interval (RPI): 0.0 ms  (1.0-3200.0ms)
|| Inhibit Module
| Major Fault On Controller f Connection Fails While in Fun Mode
V| Use Unicast Connection over EtherNet/IP
Module Fault
Status: Running 0K ] | Cancel Help
Process Data for the Output Data
Module
16-bit output data, default I/O mapping, assembly Instance 100.
Output Bit7 Bit 6 Bit5 Bit4 Bit3 Bit 2 Bit 1 Bit 0
Byte 0 (@) 6 (&) 4 a Q q ©
Byte 1 Q5 Q14 3 12 m Q10 © (€]
Input Data
16-bit input data with diagnostics, default I/O mapping, assembly Instance 101.
Input Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1 Bit0
Byte 0 a 6 (&) 4 a Q a ]
Byte 1 (15 (14 13 12 m 10 ¢ €]
Byte 2 InternalFault 0 0 0 OutputGroupFault | InputGroupFault | FieldPowerLow | PowerFault
Byte3 Pt14_15InputSho | Pt12_13InputSho | Pt10_11InputSho | Pt08_09InputSho | Pt06_07InputSho | Pt04_05InputSho | Pt02_03InputSho | Pt00_01InputSho
rtCirctui rtCircuit rtCircuit rtCircuit rtCircuit rtCircuit rtCircuit rtCircuit
Byte 4 0 0 0 0 0 0 0 0
Byte5 Pt070utputFault | Pt060utputFault | Pt05OutputFault | Pt04OutputFault | Pt03OutputFault | Pt020utputFault | Pt010utputFault | Pt00OutputFault
Byte 6 Pt150utputFault | Pt140utputFault | Pt13OutputFault | Pt120utputFault |Pt110utputFault | Pt100utputFault | Pt090utputFault | Pt080utputFault
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Configuration Data

16-bit configuration data with diagnostics and padding byte, default I/O
mapping, assembly Instance 110.

Parameter Datatype
(fgSize DINT
(fgIDNum DINT
PtOOFaultDelay. . . Pt15FaultDelay INT
Pt0OFault. . .Pt15Fault INT
Pt0OOFaultValue. ..Pt015FaultValue BIT
Pt0OFaultMode. . .Pt15FaultMode BIT
MiscSettings INT
QuickConnectEn BIT
WebServerDisable BIT
OutputGroupPowerFaultEn BIT
OutputGroupFaultEn BIT
DOAutoRestartEn Bit
Pt00ODataDirection. . . Pt15DataDirection INT
Pt00IOMapping. .. Pt15|0Mapping INT

Description of Process Data The following table lists the definition for terms that are used in the process data
tables for the ArmorBlock 16-channel configurable digital module.

Terms
Table 19 - Description of Terms in Process Data Tables

Parameter Description

...15 Refers to the status of the channel.
PowerFault Sensor power supply voltage is < 18V +1V.
FieldPowerLow Output power supply voltage is < 18V +1V.
InputGroupFault Sensor error

OutputGroupFault Output error

32

InternalFault

Module error

Ptxx_xxInputShortCircuit

Sensor short-circuit on ports PO. . .P7

PtxxOutputFault

Output fault on channels 0. ..C15

PtxxFaultDelay

Fault delay on channels C0...C15

PtxxFaultValue

Fault value for channels C0...C15

PtxxDataDirection

Direction of data for channels €0...C15

QuickConnectEn

Enables or disables QuickConnect.
0 = Disable (default), 1= Enable

WebServerDisable

Enables or disables the web server.
0 = Enable (default), 1 = Disable
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Table 19 - Description of Terms in Process Data Tables

Parameter Description

OutputGroupPowerFaultEn | Enables or disables the output group power fault reporting.
0= Disable (default), 1 = Enable

OutputGroupFaultEn Enables or disables the output group fault when actuator power supply is unavailable.
0= Disable (default), 1= Enable

DOAutoRestartEn Enables or disables the digital out auto restart.
0= Disable (default), 1= Enable

Tag Name Conventions The module tag names use defined naming conventions. The conventions are as

follows:

Tag name examples = Modulel:I.PowerFault
e Modulel = name of the module as assigned during module configuration
o I=rtagtype
The possible tag types are I (input) and O (output).

¢ PowerFault = tag function

In this case, PowerFault signifies that sensor power supply voltage is less
than 18V. For a list of tag functions available for the module, see
Description of Terms in Process Data Tables on page 32.
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Notes:
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Diagnostic Properties

Topic Page
Channel Error 35
Voltage Errors at M12 Slots (Sensor Short-circuit) 36
Overload of Output Drivers 36
Error in Actuator Power Supply 36
Error in System/Sensor Power Supply 36

The module provides advanced diagnostic messages to identify device errors

during communication. The firmware of the module distinguishes between five

different types of errors.

A channel error is determined by comparing the target value set by a controller
and the actual value of an output channel.

Table 20 - Description of Channel Errors

Target Value Actual Value Description
Active Active 0K, no diagnostic
off Off 0K, no diagnostic
Active off Short-circuit

«Channel indicator is red.
« (Channel error bit in the diagnostic is set.
« Channel is locked after error is removed.

off Active Voltage is fed back in

+ Red and yellow/white channel indicators are activated.
«Channel error bit in the diagnosticis set.

« Channel is not locked after error is removed.

channel error occurs, the controller locks both channels, even if only one
channel is affected by the error. If only one channel is activated, the controller
only locks this channel. Locked channels are deactivated and remain in the Off
state if you do not reset them using the controller.

c ATTENTION: If both output channels of an M12 slot are activated when a

When an output channel is activated (rising edge) or deactivated (falling edge),
the channel errors are filtered for the period of time set using the Fault Delay
parameter during the configuration of the module. The value of this parameter
ranges from 0...255 ms. The default value is 80 ms.
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Voltage Errors at M12 Slots
(Sensor Short-circuit)

Overload of Qutput Drivers

Error in Actuator Power
Supply

The filter is used to avoid premature error messages when a capacitive load is
activated or an inductive load is deactivated, and during other voltage peaks when
a status changes.

When a channel is in the static state (permanently activated or deactivated) the
controller uses a fixed specified duration of 100 ms for filtering the error message.

Pin 1 of every M12 input socket on the module supplies a monitored sensor
voltage V.

When a sensor short-circuit occurs, a voltage error is reported. Both channel
indicators of the M12 input socket light up red, and the relevant error bit for the
sensor short-circuit is set in the diagnostic bytes.

The error message is filtered by the Fault Delay parameter.

The output drivers of the module with output functions report an error when
they detect an overload. This error is reported by setting the relevant channel
error bits in the diagnostic bytes.

channel error occurs, the controller locks both channels, even if only one
channel is affected by the error. If only one channel is activated, the controller
only locks this channel. Locked channels are deactivated and remain in the Off
state if you do not reset them using the controller.

c ATTENTION: If both output channels of an M12 slot are activated when a

If there is an overload, the status indicator of the active output channel lights up
red. If both output channels of an M12 slot are active during an overload, both
status indicators light up red.

The error message is filtered by the Fault Delay parameter.

The voltage value at the connections for the power supply of the actuator is
monitored globally and at the module level.

If the actuator power supply Uy goes outside the voltage range of 18...30V, an
error is reported. The Uy indicator lights up red, and the actuator undervoltage

bit is set in the module information byte.

When output channels are activated, the voltage error is also displayed by setting
the relevant error bits of the M 12 slots.
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occurs in supply voltage U, is locked. This means that for correct operation, the

output channel must be reset by the controller when the status of the supply
voltage U has normalized again.

c ATTENTION: Every output channel that is active at the same time as the error

We recommend to deactivate all output channels with the controller as soon as the
undervoltage is detected. Otherwise, because the channels are locked, every active
output channel will report a diagnostic when the voltage value has normalized
again.

The error message is filtered by means of a fixed filter period of 300 ms.

Errorin System /Sensor The voltage value for the system/sensor power supply is also monitored globally.
If the value goes outside the voltage range of 18...30V, an error message is created.
PowerSupply f the value g de the voltag ge of g d

The Ug indicator lights up red and the sensor undervoltage bit is set in the

module information byte.

The error message has no effect on the outputs and is not filtered, but is reported
immediately.

WARNING: The supply voltage measured at the device furthest away from the
system/sensor power supply must not drop below 18V DC.
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Notes:
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Interpret Status Indicators

Topic Page
Status Indicator Overview 39
Status Indicator Descriptions 40

Status Indicator Overview See the following figure to identify the location of the status indicators.

Figure 12 - Status Indicators

1732E-16(FGM12M12LDR
6] D
O,

c0 8

= 1732E - 16CFGM12M12LDR R

C2 C10

C3 Ci1
MAC:  XXXXXXXXXXXX

; gi I Channel status indicators

C4 C12

LNK1/LNK2 = EtherNet/IP connection status indicator
MS = Module status indicator

NS = Network status indicator

U, = Actuator power supply status indicator

Ug = Sensor power supply status indicator

1732E-16CFGM12P5DR

LNK1LNK2 MS NS U Us

000000
OO O;
x100 x10 x1

)
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Status Indicator The following table describes the meaning of colors and flashes produced by the
Des Cripti ons status indicators.
Table 21 - Status Indicators and Descriptions
Status Indicator Color Description
...C15 off The channel is in the off state.
Yellow for even channels; The channel is in the on state.
White for odd channels
Red Senor or actuator fault (overload/short-circuit)
LNK1/LNK2 off No connection to the controller.
Green Communicating with the controller.
Module status off Module is switched off.
Flashing green Module ready but not configured.
Green Module ready for operation.
Flashing red Recoverable fault. An incorrect or contradictory
configuration is classified as a recoverable fault.
Red Non-recoverable fault.
Flashing red/green Module is performing a self-test.
Network status Off Module is switched off or does not have an IP address.
Flashing green No connection: module has no connections.
P address exists.
Green Connected: Module has at least one connection.
Flashing red Connection has exceeded limit or connection interrupted.
Red Duplicate IP address. Module has determined that the
assigned IP address already exists.
Flashing red/green Module is performing a self-test.
Actuator power supply | Off Power supply is off.
status Green Power supply is operating normally.
Red Power supply is < 18V £1V.
Sensor power supply off Power supply is off.
status Green Power supply is operating normally.
Red Power supply is < 18V £1V.
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Rockwell Automation Support

Use the following resources to access support information.

Technical Support Center

Knowledgebase Articles, How-to Videos, FAQs, Chat, User
Forums, and Product Notification Updates.

https://rockwellautomation.custhelp.com/

Local Technical Support Phone Numbers

Locate the phone number for your country.

https://www.rockwellautomation.com/global/support/get-support-now.page

Direct Dial Codes

Find the Direct Dial Code for your product. Use the code to
route your call directly to a technical support engineer.

https://www.rockwellautomation.com/global/support/direct-dial.page

Literature Library

Installation Instructions, Manuals, Brochures, and
Technical Data.

https://www.rockwellautomation.com/global/literature-library/overview.page

Product Compatibility and Download
Center (PCDC)

Get help determining how products interact, check
features and capabilities, and find associated firmware.

https://www.rockwellautomation.com/global/support/pcdc.page

Documentation Feedback

Your comments will help us serve your documentation needs better If you. have any suggestlons on how to improve this document, complete the

How Are We Doing? form at hetps:

Rockwell Automation maintains current product environmental information on its website at https://www.rockwellautomation.com/rockwellautomation/about-us/sustainability-ethics/product-environmental-compliance.page.

Allen-Bradley, ArmorBlock, Logix 5000, Rockwell Automation, Rockwell Software, RSLogix 5000, Studio 5000, Studio 5000 Logix Designer, and TechConnect are trademarks of Rockwell Automation, Inc.

CIP and EtherNet/IP are trademarks of ODVA, Inc.

Trademarks not belonging to Rockwell Automation are property of their respective companies.

Rockwell Otomasyon Ticaret A.S., Kar Plaza Is Merkezi E Blok Kat:6 34752 Igerenkdy, Istanbul, Tel: +90 (216) 5698400

www.rockwellautomation.com

Power, Control and Information Solutions Headquarters
Americas: Rockwell Automation, 1201 South Second Street, Milwaukee, W1 53204-2496 USA, Tel: (1) 414.382.2000, Fax: (1) 414.382.4444
Europe/Middle East/Africa: Rockwell Automation NV, Pegasus Park, De Kleetlaan 12a, 1831 Diegem, Belgium, Tel: (32) 2 663 0600, Fax: (32) 2 663 0640
Asia Pacific: Rockwell Automation, Level 14, Core F, Cyberport 3, 100 Cyberport Road, Hong Kong, Tel: (852) 2887 4788, Fax: (852) 2508 1846
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