
Data security and data loss prevention (DLP) are serious issues for companies, as the number 
of incidents – and the cost to those experiencing them – continues to increase. The RSA Email 
DLP feature for Cisco IronPort email security appliances provides accurate and easy-to-use 
content-level filtering to detect sensitive data before it leaves the organization. With more than 
100 predefined DLP policies, numerous methods to handle DLP violations, and reporting and 
auditing capabilities, RSA Email DLP is a complete data loss prevention solution for email.

Cisco IronPort Email Data Loss Prevention 

What is data loss prevention (DLP) for email? 

Data loss prevention for email is content-level scanning of email messages and attachments to detect inappropriate transport 
of sensitive information. Examples of sensitive content are personal identifiers (e.g., credit card or Social Security numbers) or 
corporate intellectual property (e.g., internal or confidential documents).

Why is DLP for email important now? 

With more and more sensitive information being transported electronically, there is greater potential for inadvertent (or 
malicious) disclosure of private information. Governments are seeking to contain this risk by imposing regulations on the 
handling of sensitive personal information. One of the methods of containment is proactive detection of sensitive content 
before it leaves an organization’s boundaries.

Is my company required to use DLP for email? 

The healthcare and financial services industries have the largest number of regulations around data loss. However, as a major-
ity of U.S. states have enacted personal identity breach laws (that require public notification if sensitive personal information is 
leaked), nearly all companies can reduce their risk by applying DLP best practices.

What is the RSA Email DLP?

Cisco has partnered with RSA, a leading DLP solution provider, to provide integrated DLP technology on Cisco IronPort email 
security appliances. The RSA Email DLP license is a software feature for these appliances.

What are the benefits of the RSA Email DLP license? 

Benefits of RSA Email DLP include:

• Accurate data loss detection with low false positives

• Robust DLP capability integrated directly into Cisco IronPort email security appliances

• Simple implementation with many predefined policies
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What elements of a DLP solution are provided by Cisco IronPort email security appliances with RSA Email DLP?

RSA Email DLP is a complete solution for email data loss prevention. All DLP solution elements, such as policy creation, inci-
dent handling, quarantine, encryption and other remediation actions are included.

Do I need to understand compliance laws to implement this solution?

The most widely used DLP policies (e.g., HIPAA, PCI, SOX, GLB) are predefined. They need little to no additional configuration 
and do not require in-depth regulatory knowledge.

Can I create my own DLP policies?

Yes. Customized DLP policies can be created if the existing predefined DLP policy templates are not sufficient.

What type of reporting and tracking features are available?

On the Cisco email security appliances, DLP reporting ranges from high-level incident trending over time to granular informa-
tion, including a per-message audit capability that details the matches found.

Does the RSA Email DLP feature support data loss prevention requirements for countries other than the united 
States?

Yes. In addition to U.S.-specific requirements, RSA Email DLP helps detect the following non-U.S. personal identification numbers:

• Australia (Bank, Business and Company, Medicare Card, and Tax File)

• Canada (Drivers License, Social Insurance)

• European Union (Debit Card)

• France (BIC, Drivers License, IBAN, National Identification, and VAT)

• Germany (BIC, Drivers License, IBAN, National Identification, and Passport)

• Italy (Drivers License, IBAN, and National Identification)

• Netherlands (Drivers License, IBAN, National Identification, and Passport)

• New Zealand (Ministry of Health)

• Spain (National Identification, Passport and Social Security)

• Sweden (IBAN, National Identification, and Passport)

• United Kingdom (BIC, Drivers License, IBAN, National Health Services, National Insurance, Passport, Tax, and VAT)

How are message encryption requirements addressed?

If a sensitive message requires encryption, the message can be automatically encrypted using the Cisco IronPort Email En-
cryption feature – an agentless encryption mechanism that does not require PKI certificates, key management, or any recipi-
ent training. Like the RSA Email DLP feature, this is a software license available on Cisco IronPort email security appliances.

How much does the RSA Email DLP license cost? 

RSA Email DLP is a per-user license.  The exact cost is dependent upon the deployment specifications selected by the cus-
tomer.

Can I evaluate RSA Email DLP before I purchase? 

Yes. Cisco offers a free evaluation program for Cisco IronPort email security appliances and associated features. 
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Cisco IronPort Email Data Loss Prevention delivers high-performance, comprehensive data loss prevention for data in motion – 
helping organizations both large and small prevent leaks, enforce compliance, and protect their brand and reputation.

Through a global salesforce and reseller network, Cisco offers a free “Try Before You Buy” program for Cisco IronPort email se-
curity appliances. For additional information, please contact your local Cisco sales representative or visit: www.ironport.com/try.

S u m m A R y

t R y  B E f o R E  y o u  B u y

P/N 435-0258-1  6/09

Americas Headquarters
Cisco Systems, Inc.
San Jose, CA 

Asia Pacific Headquarters
Cisco Systems (USA) Pte. Ltd.
Singapore

Europe Headquarters
Cisco Systems International BV
Amsterdam, The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco website at www.cisco.com/go/offices.

CCDE, CCENT, Cisco Eos, Cisco Lumin, Cisco Nexus, Cisco StadiumVision, Cisco TelePresence, Cisco WebEx, the Cisco logo, DCE, and Welcome to the Human Network are trademarks; Changing the Way We Work, 
Live, Play, and Learn and Cisco Store are service marks; and Access Registrar, Aironet, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the Cisco Certified 
Internetwork Expert logo, Cisco IOS, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Collaboration Without Limitation, EtherFast, EtherSwitch, Event Center, Fast Step, Follow 
Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, IOS, iPhone, iQuick Study, IronPort, the IronPort logo, LightStream, Linksys, MediaTone, MeetingPlace, MeetingPlace Chime Sound, MGX, Networkers, 
Networking Academy, Network Registrar, PCNow, PIX, PowerPanels, ProConnect, ScriptShare, SenderBase, SMARTnet, Spectrum Expert, StackWise, The Fastest Way to Increase Your Internet Quotient, TransPath, WebEx, 
and the WebEx logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. 

(0809R)


