Quick Note 16

Configuring HTTPS web server mode.
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2.0 INTRODUCTION

2.1 Outline

This application note is intended to explain how to secure the connection to a Sarian router's web
interface with HTTPS. You will create RSA key files, certificate requests, and use SCEP to retrieve
a signed certificate from a Microsoft® 2003 server for use with SSL.

2.2 Assumptions

The Sarian router’s configuration is set to factory defaults
The Sarian’s firmware version is 5.002 or later.
The user has prior knowledge of RSA Key files and certificates

The user has prior knowledge of SSL

2.3 Corrections

Requests for corrections or amendments to this application note are welcome and should be
addressed to: applicationnotes@sarian.co.uk



3.0 SETTING UP THE CERTIFICATE AUTHORITY

NB: The section covers setting up a Microsoft 2003 Server as a Certificate Authority. If you have
access to a Certificate Authority that is already set up then skip this section and go to section 4.0.

For a Microsoft® 2003 server to act as a Certificate Authority the following services must be
installed;

1. IS (Internet Information Services)

2. Certificate Services , including Certificate Services CA and Certificate Services Web
Enrolment Support .

The Simple Certificate Enrolment Protocol (SCEP) Add-on for Certificate Services will also require
downloading to the server for installation.

At the time of publication the SCEP add-on could be obtained from the following link.

http://www.microsoft.com/downloads/details.aspx?FamilylD=9f306763-d036-41d8-8860-
1636411b2d01&DisplayLang=en

3.1 Configure the Microsoft e 2003 Server as a Certificate Authority

Install SCEP Add-on for certificates
Login to the Microsoft® 2003 Server with an appropriate System Administrator account
With your mouse double-click the cepsetup.exe icon to begin installation.

The following dialogue box will appear. Click Yes to proceed.

SCEP Add-0On for Certificate Services |

‘?J’J Are wou sure you want ta install Simple Certificate Enrollment Protocal (SCERT Add-0n For Certificate Services?




Next the end user licence agreement will appear. If you agree, click YES.

SCEP Add-On for Certificate Services = =] i

Fleaze read the following licerze agreement. Fress the PAGE Bt key
hozee the rest of the agreement,

EMD-USER LICEMSE AGREEMENT FOR MICROSOFT i!
SOFTWARE CERSETUR.EXE

IMPORTAMT-READ CAREFUILLY: Thiz End-Llser Licenze
Agreement [[ELILA T iz 5 legal agresment betwieen pou [either an
ifdividual ar a single entity] and Microzoft Corporation for the kizrazoft
software that accompanies this ELILA; which includes computer
zoftware and may inchude azzociated media, printed matenals, “onling™
or electonic documentation; and Intermet-bazed zervices

[Softmare™]. An-amendment or addendurm to this ELES may
accompany the Sofbware. YO AGREE TO BE BOUMD BY THE
TERMS OF THIS EULA B INSTALLING, COFYIMNG, OR
OTHERWISE USIMG THE SOFTWARE . IF vOU DO MOT AGREE.,
DO MOT INSTALL, COFY, OF LUISE THE SOFTWARE .

=l
Doyl acicept all of the terms of the preceding Licenze &greement? 1f pou
chooze Mao; Install will choze: Taoinstall vou must accept this agreement,

ez ] Mo |

The SCEP Add-on for Certificate Services Setup Wizard will start. To proceed click Next.

SCEP Add-On for Certificate Services Setup Wizard

Welcome to the SCEP Add-On for
Certificate Services Setup Wizard

This setup program will install the Simple Certificate
Enrollment Protocol §SCER) Add-0n For Certificate
SEervices.

Hebwork routers use-SCEP to request certificates From a
Microsafk Miindows Server 2003 Family Certification
Authority (CA), The router can then use the certificate
when negotiating an IPSec session.

To Continue, Click Next,

Cancel




A dialogue box will appear asking for the identity that IIS (Internet Information Services) should use
for running the SCEP Add-on for Certificate Services.

Choose Use the local system account and click Next.

SCEP Add-0On for Certificate Services Setup Wizard

Application Identity Options

Zhonse the-application-identity that 115 should use For running Ehe SCEP &dd-on for
Certificate Services

v 1lse the local system account

i lse a service account

Faor rore information on canfiguring & service account, see the SCER fdd-Gn
Help File.

< Back l fexk = I Zancel

A dialogue box will appear asking if you wish to select the challenge phrase if you wish the CA to
automatically issue certificates to SCEP requests.

Select the Require SCEP Challenge Phrase to Enroll  tick box. Click Next.

SCEP Add-0On for Certificate Services Setup Wizard

Challenge Phrase Options

Select the challenge phrase if ywow wish Ehe 28 to automatically issue certificates ko
SIZEP requesks

¥ ‘Require SCEP Challenoe Phrase to Enroll

The SCEF protocol allows the router to provide: & challenge phrase to the CA. In Ehe Microsaft
SCEP implementation this phrase is Used as one time password that is used to authenticate
khe rouker making the request,

The administrator configuring the router asks the CA For a challenge phrase. The
administrator then provides this phrase during SCEP configuration.

Mote: This option is strongly recommended to increase the security of SCER certificate
requests,

< Back l fexk = I Zancel




A form will appear in which you are asked for information to enrol for the RA* (Registration
Authority) certificates. Enter appropriate details and click Next.

*RA. A computer that is configured for an administrator to request and retrieve issued certificates on behalf of other
users

SCEP Add-0On for Certificate Services Setup Wizard

SCEP RA Certificate Enrollment
Enter the below information to enroll for the R certificates

ame: l satianca_demo

Emiail: ! supporb@sarian. co.uk

iCompany: I Sarian Systems Lkd

Dieparkment: I Demo
ik l Ilkley
Skate: ! Yorkshire Counkry| Riegion; Lik|

I advanced Enrollment Options

The SCEF &dd-0n needs a special certificate (RA Certificate) that allaws it ta make request Fa
the 4 on behalf of the router,

< Back | fexk = I Zancel

A dialogue box will appear completing the SCEP Add-on for Certificate Services Setup Wizard.
Confirm the details shown are correct. If so click Finish .

SCEP Add-On for Certificate Services Setup Wizard

Completing the SCEP Add-On for

! Certificate Services Setup Wizard

‘ou have successfully completed the SCEP add-On Far
Certificabe Services Sebup Wizard,

‘tou have specified the Following settings;

Application Identity Local Syskem
Require Challenge Phrase  Yes
RA Credentials sarianca_dema

supporb@sarian. oo,k
Sarian Svstems Lkd
Derno

Tkl

Yorkshire

LK

Cancel I




Finally a dialogue box will appear containing a URL to use for SCEP enrolment.

IMPORTANT: Make a permanent note of this URL. You will need it every time you create
certificates with this CA.

SCEP Add-On for Certificate Services Setup Wizard

Setup Successful. URL o use For SCEP enrliment is http://SERVER fcertsry mscepmscep. dil.

3.2 Check the CA Certificate service is running

To check the CA Certificate service is running, click Start > All Programs -> Administrative
Tools - Certificate Authority

9!.".‘“ Compu
> &5 component services
g Pl . - [@) computer Managsment
RS Command Pro 5 - "
et i SR 9§ Corfigure Your Server Wizard

W Vindows Update T3 Dats Sources (ODBC)
) A b uf Distributed File System
A a [ 15| Event Viewer
) Java Weh Star + ¥4 meermet Information Services (115} Manager
) WVIDIA Corporation » By Licensing

’J\," Windows Expl

% Backup ) Resbek Sound Manager ¥ ) Local Securicy Folicy

i) silicon Image y 8 Manage Yaur Server
!‘E Paink ) SiSoftware Lities ) 4 Microsoft JMET Framework 1.1 Configuration’
ant 7 startup » §n Wicrosoft MET Framework 1,1 Wizards
(] certestion A g totsima Explorst @ Hetwork Load Balanding Manager

2 outlookExpress B Performance
Internet Inform ™ / &

i Services (IS} ¥ § . Remobs Assistance b emote Deskiops

[ Printie Internet Printing » 21 Roting and Remots Access
Computer Mane §14| Adshe Reader 5.0 iy services

] ACT Frofessional v &) Terming! Server Licensing

AllBrograms - Wi RN v &1 Terminial Services Corfiguration’
T e %7 Terminal Services Manager

Log OfF G wWins

[#rstan | [ & @ | 5 untited - oter [ oHee ! i B MR i50s

The Certificate Authority console window will open. If the service is running there will be a green
tick on your Certificate Authority. If not the service will need to be started by right clicking on the
Certificate Authority, select All Tasks - Start Service .



i Certification Authority

File  petion Wiew  Help

o |E B2 ) -
() o Authority (Locs [ Hame [ Description |
] sarianca ([ Asarianca Certification Authority

{23 Revoked Certificates
{7 Tssued Certificates
D Pending Requests

------ {2 Failed Requests

3.3 Configure IS

When 1IS is installed, the service is installed in a highly secure and locked mode. Therefore you
may have to configure IIS to allow the SCEP Add-on service to run in lIS.

Open the Computer Management console.

The Server Adminisirator

J Manage Your Server
ﬁ Command Prompt

I '/ windows Explorer

g] My Computer

E’ Controf Panel 4

i adinistrative Tooks »

,g:-é Printers and Faxes

@ Hotepad g_))ﬂglp and Support
w paint ,.) Search

5 7 Bun.
@ Backup :

Internet Information
- Services (115) Manager

) Windows securly

FE] certin] Manages disks and provides access to other taoks to manage lacal and remote
S 9 computers.

All programs >

Log OFf @ Shut Down
Fistar | (3 & @ | [ Uniitied - Hotepad [ 5 unttled - istepad

| [ command Prompt BB 502

Expand the Services and Applications icon and Internet Information Services and Web
Service Extensions

In the Web Service Extensions window, highlight Simple Certificate Enrolment Protocol
(SCEP) Add-on . Click the Allow button. A green tick should appear on that item.



H Eomputer Management

‘g Computer Management (Local)
=B m System Tonls
] @ Event Viewer

\ [#-§] Shared Folders

E Local Users and Groups
. @ Performance Logs and Alert:
g Device Manager

& Storage

Remavable Storage
- Disk, Defragmenter
i Disk Management
Services and Applications
- a Telephony
; % Services

WM Control

Indexing Service
B wmns
:) Routing and Remote Access
j Internet Information Service

-

L!]-

. Web Service Extensions

Allaiy
Prahibit

Properties

Tasks

£ | Weh Service Extension | Skakus I
“F Al Unknown CGI Extensions Prohibited
S Al Unknawn ISAPI Extensions Prohibited
j Active Server Pages Prohibited
“!? Internet Data Connector Prohibited

Prohibited
Alloiwed
Prohibited

Server Side Includes
nple Certificate Enrollment Protoco
[»] webpay

P Add-On

I Add 5 new Web service extension. .,

L pllow all web service extensions For s

specific application. ..

L prohibit all Weh service extensions

|- ) Application Pools @ Open Help
B _J Wb Sites
o] Mieb Service Extensions
S 1™ Extended 4 Skandard 7

3.4 Automatic Enrolment

As with this application note, the default action for the Microsoft 2003 Certificate Authority is for all

certificate requests to be issued manually by the CA administrator.

administrator is responsible for verifying the identity of the certificate requestor.

This ensures that the

However, Microsoft have included a facility for automatic enrolment where certificates are signed
and issued by the CA server automatically on receipt of the certificate request.

To enable this feature open the Certificate Authority console as previous.
Programs -> Administrative Tools

-> Certificate Authority

Right click on your certificate authority and select Properties .

click Start - All

['fét Certification Authority

File Action Yiew Help
==
¢+ | OH DB @
? Certlﬁcatmn Authority (Local) Request ID | Requester Mame | Binary Certificate | Cerbificate Template: | Serial Mumber | Certificate Effective Date
d 2 SERVER\Adminis... === BEGIM CERTL... EnrollmentAgentoffl... 1b823Z1F000... 227112005 11:08
AllTasks ¥ Ela SERVER|Adminis, . - BEGIN CERTL.. CEPEncrypion 1b52329¢000.,.  22{11/2005 11:08
Refresh 4 SARIAM\SERVERSG - BEGIM CERTL... IPSECIntermediate... tba0zdbeoon,..  22f11f2005 11123
5 SARIAM\SERYERE - BEGIM CERTL... IPSECIntermediate... 1ba3fe3d0on.,. 22f11f2005 11:44
Properties Ee SARLAMISERMERS - BEGIN CERTL.. IPSECIntermediate...  2b2faaed0n0... 25/11/2005 12:12
4l | i

!Opens property sheet For the corrent selection:

In the Properties window select the Policy Module tab.



sarianca Properties

Storage i Auditing i Security I
General Palicy Madule i E it Module i Extensions
~ Descrption of active policy module
M ame: “Windows default
[escription: Specifies how to handle certificate requests for
Enterprize and Stand-alone Chs
Wersion: R 2 37301830
Copyright: 2 Microgoft Corporabion: All nghts reserved.

Select... I

0k | Cancel Spply

Whilst in the Policy Module tab click the Properties button.

Select Follow the settings in the certificate template, if applicable. Otherwise, automatically
issue the certificate

Properties ﬂ
Fequest Handling l e

The Yindows default policy module contralz how this Ca should handle
certificate requests by default,

Do thee ollowing when & certificate request iz received:

i Eet the certificate request statuz to pending, The administrator mst
explicithy izsue the certificate,

£o" Fallaw the settings in the: certificats template. it applicable
[themvize, automatically izzue the certificate.

0K, I Cancel Zpply

Click OK and again OK on the Policy Module tab.

Note: For the change to take effect, certificate services must be stopped and started again.
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4.0 SARIAN SSL CERTIFICATES

4.1 Ethernet 0 LAN Configuration
The following configures the Ethernet port of the router.

Browse to CONFIGURE - ETHERNET = ETH O

@ Sarian Device ID: ss%s>= Serial #: 56432 - Mozilla Firefox
File Edit Wew History Bookmarks Tools Help

€ > ¢

_[ ['| sarian Device ID: ss%s> Serial #... .J l

O

ﬁ | [ http://10.1.19. 1/default.asp

[+ [ Certificates
8] Calling Numbers
-[8] Command Filters

SARIAN
SYSTEMS
5 Operations Configure: Ethernet 0
=143 Configure
g ADA;T Description:
Analyser
1P lysis: Off
4] ASY Ports snalvsiss ]
8] TRANSIP ASY Ports Ethernet analysis: Off [w]
[a] Backup IP Addresses DHCP dlient: Disabled [v]
-[8] BGP IP address:

Multihome additional consecutive addresses:; |0

Mask:

) Max Rx rate (kbps): 0
~[8] Command Mappings
A} (] DHCP Servers Max Tx rate (kbps): 0
- [8] DNS Server Update L SEET
(3 DSL Gateway:
- [8] Dynamic DNS Metric: 1
Ea Ethernet NAT mode: off  [w]
Ea sl Speed (currently 100Base-T): Auto [»]
@ QO3 _ Full Duplex: Off [w]
. | i.]e] VRRP Probing .
OO EMH1 Firewall: Off [
e~ T v/ 16Mp: Off [w]
< I | [l] - :
Daone
Parameter Setting Description
IP Address: 10.1.19.1 Configures the IP address for the LAN
Mask: 255.255.0.0 Configures the subnet mask for the LAN

11



4.2 Time and Date

Any certificates stored on the Sarian’s flash will have a validity period. Therefore it is important
that the date and time are correct.

Browse to CONFIGURE - TIME

Amend the time and date as appropriate and click Set Time button.

|

i E]m
File Edit View History Bookmarks Tools  Help i3
@& - - @ - /LI} [ httpsff10.1.19.1jdefautta | v | B | [[Clr|cooae |Ea |
_I | | sarian Device ID: ss%s> Serial #... ] | || VC5100 Overview & =

inced 1P rRouters for

SARIAN critical ppplications

SYSTEMS
L[] e e

ILE{ Simﬁ:m B | Configure Time:

6 May 2008 16:23:21

(1 Syslog Clients -
E‘] System Messages Day: 6 |
L@ Time PR
@[j'l’ﬂnﬁ Bands Month: | May [
B TPAD - Year: 2008 |
HGIT . U ) _ Hour: |i_§_|
4l (] UDP Echo Client/Server _ :
] (1 Users Minute: 2% |
F 1 X25 Second: |I:I—i
: tatus
EI@E ﬂt:;i_ . [ SetTime | [ Cancel |

8] Analyser Trace
¥ ) PCAP traces
.|@] DHCP Server

@] DNS Cache
il (] Ethernet
9] Event Log

{-l il

L PRy e P e T E

Done
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4.3 Creating the Private Key and Certificate Reques t

Obtain a Challenge Password for the Certificate Req  uest.

Before you can create a certificate request you must first obtain a challenge password from the
Certificate Authority Server. This password is generally obtained from the SCEP CA server by way
of WEB server, or a phone call to the CA Server Administrator. For the Microsofte SCEP server,
you browse to a web interface. If the server requires a challenges password, it will be displayed on
the page along with the CA certificate fingerprint.

This challenge password is usually only valid once and for a short period of time, in this case 60
minutes, meaning that a certificate request must be created after retrieving the challenge
password.

From a PC browse to the following Microsofte CA server web page using URL
http://<server _hostname>/certsrv/mscep/mscep.dll (as detailed in “Microsofte 2003 server
Configuration) and make a note of the challenge password.

@& simple Certificate Enrollment Protocol (SCEP) Add-On for Certificate Services - Mozilla Firefox | - |0/
File Edit Wew History Bookmarks Tools Help

- - @ ﬁ | L1 http:fftestserver 1/certsrv fmscep/mscep.dll | - | [& ] "| | 4 ]
L] Sarian Device ID: s5%s > Serial ... [} VC5100 Overview [ | simple Certificate Enrollme... L3 | -

Simple Certificate Enrollment Protocol (SCEP) Add-On for Centificate Semvices

Welcome

The CA certificate’s thumbprint is G000B49A 00FB83C9 FF1124F0 CO39DAG9.

Your enrolliment challenge password # 068ACE3B28B97E9F ahd will expire within 60 minutes.
This password can only be used once.

Each enrollment requires a new challenge password. You can refresh this web page to obtain a
new challenge password.

For more information please see the online documentation mscephlp.htm.

Dane ﬁ

Configure the Certificate Request page

Browse to CONFIGURE > CERTIFICATES - CERTIFICATE REQUEST

Enter the above challenge password and configure all other fields as appropriate. These details
will form part of the certificate request and thus form part of the signed public key certificate

NOTE: The Common Name (case sensitive) field is important as this will be used as the ID for
the device for the IKE negotiations.

13



'@ Sarian Device ID: ss%s> Serial #: 56432 - Mozilla Firefox =Joled

File Edit ‘jew History Bookmarks Tools Help
A R = . =1l -
& - ' @ ﬁ:‘ |u http:ff10.1. 19. 1/default.asp |v| f;p| :_TI Soodle
' | | sarian Device ID: ss%s... (] | || ¥C5100 Overview |} Smple Certificate Enralime... =
ﬂ) Advanced 1P routers for
SARIAN nission critical Applications
SYSTEMS Ay
-[a] BGP |_-‘_"*_| Configure: Certificate request fields
. =14 Certificates
|@ Cotilicate Keipicat Challenge password: |068AC83828B97ESF |
: |-@ S‘EE’ g :.. i e L Ll =
! ! [ Utilities = | Country: |LHK
[g] calling Numbers ~ Common name: |sn56432 ]
El Command Filters Locality: ;.LEEdS "'
- |@] Command Mappings Organisation: |Sarian Systems
-G BHCP Servers Organisational unit: f_TE':h_SUFrr:rDrt
| |-l9] DNS Server Update State: orkshire
. F [ ]DSL _ : .
; + U : Email address: |support@zarian.co.uk
4] [ Ethemet Unstructured name: | ,
: @] Event Handler Digest Algorithm: ;..!T“?.S |“J
/@] Event Logcodes
@] Firewall T [ cancel |
-.|@] FireWall Options :
. lm ETB client o 2
< I il [ [
Done E

Example Settings

Parameter Setting Description
Challenge Password: | 068AC83B28B97EQF | Enter the Challenge Pisesryeorrd issued by the SCEP
Country: UK Enter a two character representation of the country
Common Name: Sn56432 Enter a Common Name for the router's ID
Locality: likley The Location of the unit
Organisation: Sarian Systems An appropriate Company name
Organisational Unit: Demo Department An appropriate organisational unit
State: Yorkshire State or County or Province
Email Address: support@sarian.co.uk An appropriate email Address
Unstructured Name: Optional descriptive text
Digest Algorithm: MD5 Choose elt_her_ MDS5 or SI—_IAl. This is used when
signing the certificate request

14



Create the Private Key and Certificate Request File s

Now the details for the certificate request have been entered, the Sarian must create a Private Key
and from this the certificate request will be created.

NOTE: This method assumes that a private key does NOT already exist. Both the private key and certificate request

will be crested simultaneously. If the New key size: parameter is set to OFF then a private key will not be generated.

Browse to CONFIGURE - CERTIFICATES - UTILITIES.

& Sarian Device ID: ss¥%s> Serial #: 56432 - Mozilla Firefox

File Edit Aew History Bookmarks Tools Help

$ ||_| http: (f10.1. 18, 1/default.asp

=[] [Glr]coco

SARIAN

SYSTEMS

=y Operations

E{'j Configure
wCiaomT

P |#] Analyser
_1 ASY Ports
[3] TRANSIP ASY Ports
|9] Backup IP Addresses
[3] BGP
= Certificates
E] Certificate request
-[o] scep
25 Utilities
{#] Calling Numbers
.-|#] Command Filters

il I&1 Cammand Manninneg

< | it

' [} Sarian Device ID: ss%s> Serial #.. [0 | || VC5100 Overview

| | simple Certificate Enrallment Protocal ...

|#| certificate utilities

Advanced 1p routers for,

mission critical Appl

‘--—- New Key Size:
Private key filename:
Save in SSHv1 format:

Certificate request filename:

| 1024 ]

fpri\.fdern‘l..pem

(]

= i)

| Generate Private Key |

[ Generate Certificate Request ]

[se]

(]

Done

Parameter

New Key Size:

Setting
1024

Description
Size of the private key in bits

Private Key filename:

privdeml.pem

Enter a name for the private key (must be prefixed
with “priv” and have a .pem extension).

Certificate request
filename:

creg.pem

Enter a name for the certificate request (must have

a .pem extension)

Click the Generate Certificate Request

button. This will generate both the private key and the

certificate request files. You will see some indication of the progress as the Sarian generates the
Private Key file and certificate request as follows;

15



'@ sarian Device ID: ss¥%s> Serial #: 56432 - Mozilla Firefox E]@
File Edit View History Bookmarks Tools Help %

4:73 . . @ -‘lj_l‘ | http://10.1.19. 1/default.asp |»| B '|

' [} Sarian Device ID: ss%s> Serial #.. [0 | || VC5100 Overview | | Simple Certificate Enroliment Protocol ... | =

Advanced 1P routers. for

mission critical Applications

SARIAN
SYSTEMS

=3 Operations il Idle i

£1/24 Configure [

=i =| BResults:

i [F] ADARPT

D[_:I — Starting 1024 bit key generation. Please wait. Thi= may take =ome

! {2] Analyser Key generated, saving to FLASH file privdeml.pem

i [ ASY Ports Closing file

i E] TRANSII-;‘ ASY Ports Private key file created

.. Signing certificate request. Please wait. This may take some time
|#] Backup IP Addresses e = 3 i >

e Certificate request =igned, =aving to FLASH file creg.pem

|9] BGP Closing file

E.ﬁ'{:ertiﬁcatm Certificate request file created
i @ Certificate request A1l tasks completed

.[#] ScEP

42y Utilities

@ Calling Numbers
-|8] Command Filters B | =

I | Jm1 rammand Manninae ) |i| )
% I | (2] [ae

Done g

4.4 Using SCEP to retrieve the CA certificates

Before delivering the request to the server, the unit must first have access to the server CA
certificate(s). Some servers require the use of more than one CA certificate. In this case the
Microsoft® 2003 server requires 3 CA certificates before SCEP can work. For other servers, just
one certificate may be used for all three tasks. Check your server vendor for detalils.

The tasks these certificates are used for are:

» CA certificate . This is the certificate that will contain the public key portion of the key used
to sign the certificate request.

» CA encryption certificate . This certificate is used to encrypt the data the client will send to
the server.

» CA signature certificate . This is attached to the reply from the CA which is validated by
the client. The public key from this certificate is used to verify the signature.

16



Browse to CONFIGURE - CERTIFICATES - SCEP.

& sarian Device ID: ss%s> Serial #: 56432 - Mozilla Firefox
File Edit Miew History Bookmarks Tools Help

<-‘€‘__I b - &:‘J Q |IJ http:ff10.1.19.1/default.asp |'| B?| |@'I'-.-:_: =

| [| sarian Device ID: ss%s> Serial #...[3 | [ | VC5100 Overview

(1) 4

SARIAN

SYSTEMS

| | Simple Certificate Envollment Protocal ... |

. Advanced 1F Routerd
mission critical Rpplicat

£ Operations |~ configure: SCEP

=14 Configure ]
= g‘ i Host: lca_server_ip address.
e e
71 ] ASY Ports i 8 .
[a] TRANSIP ASY Ports Path: carfsrv#msce,_p.r’msc?p.d\l || Please enter  [w
[8] Backup IP Addresses Application: .?Lfi.ci\.ient.exe |
--{9] BGP CA identifier: ACP
[l Certificates ' Private key filename: privdem1.pem
' [9] Certificate request Certificate request filename: creq.pem
g LS;S:E: Certificate filename: | Please Enter [w]
L litics _
(8] Calling Numbers CA cert|ﬂca.te ﬁlenéme.
E] ChEmrand Citers CA encryption certificate filename:
-[8] Command Mappings CA signature certificate filename:
B ] DHCP Servers CA certificate filename prefix: _fcélm
[@] DNS Server Update
Fl (DSt [ ok | [ cancel |
~[@] Dynamic DNS
Il Efbamet SCEP commands
~{@] Event Handler
Ignore
% ?e;t i‘:gcmies NONCEin [
revva L response:
- --|@1 Firewall Options ] F_)_‘i"ﬂ [__Enroll Certificate Request |
I 1
Done
Parameter Setting Description
Host: Ca server ip address Ca server ip address
MS SCEP uses HTTP to carry the requests, If this
Remote port: 0 parameter is non-zero, the unit will use this value as
the destination port rather than the default of 80
Select Microsoft SCEP from drop down list and the
Path: certsrv/mscep/mscep.dll . p dow
path will be entered automatically
Application: pkiclient.exe This represents the SCEP application on the server
CA Identifier: ACP CA identifier
Private Key filename : privdeml1.pem The name of the private key created earlier
Certificate request . .
. q creg.pem The name of the certificate request created earlier
filename:
CA certificate filename ' -
prefix: tca Prefix used for all CA certificates

Click the Get Ca certificate/s button to retrieve the CA certificates from the Microsoft® 2003
Server. An indication of progress will be shown as follows;
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'3 sarian Device ID: ss%s> Serial #: 56432 - Mozilla Firefox L__-] =%}
Fle Edit Wew History Bookmarks Tools Help

@ = = @ L ﬂ'_'l- |U http: /f10.1. 19. 1/default.asp [x] B] [[Clx]sooce |“\]
_' || sarian Device ID: ss%s> Serial #... [ ' | | ¥C5100 Overview || simple Certificate Enrollment Protocol ... | -

ARIAN
SYSTEMS
ians [
&) Operations 1dle .1
E143 Configure
APT Results:
E]“DA{'} HTTP response code 200
@ Ana!yse:- tcal.pem: MDS fingerprint: BS:AF:E6:D5:09:31:A0:B7:5A:B4:A1:67:88:5F:0A:¢
-] ASY Ports =zaving certificate to FLASH file tcal.pem
E] TRANSIP ASY Ports Clos=ing file
: : o CA file created
-|@] Backup IP Addresses
E.] o : o g tcal.pem: MDS fingerprint: 13:42:C0:E4:1%:7E:A9:75:62:B0:BC:D§:E2:9F:44:!
E] BGP saving certificate to FLASH file tcal.pem £
[=]4=y Certificates Clos=ing file
| | [9] Certificate request CA file created
) @ SCEP tcaZ.pem: MDS fingerprint: 60:00:B4:8A:00:FB:83:C9:FF:11:24:F0:C0:39:DA:|
._ P =zaving certificate to FLASH file tcaZ.pem
(1 Utilities Closing file
-|#] Calling Numbers CA file created
E] Command Eilters all CA certificates saved
o 211 tasks completed L]
~-|#] Command Mappings ™ T

< J - il | [5] i'v

Z

The fingerprint of each certificate is displayed. This fingerprint of the CA certificate should be
checked (using some out of band mechanism) against the fingerprint of the CA certificates as
advertised by the server. For the Microsoft® server the CA certificate fingerprint is displayed when
the page http://<host>/certsrv/mscep/mscep.dll’ is accessed.

If the fingerprints do not match, it probably means that you have some attacker sitting between the
unit and the server.
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Rename the CA certificates

The name of each CA certificate needs to be prefixed with ‘ca’ and not ‘tca’ as configured earlier.
The reason that the prefix ‘ca’ was not specified when retrieving the CA certificates from the server
is because this prefix has special meaning to Sarian routers and should not be use out of context.
For example one of your CA certificates will be named tca0.pem this will be renamed to ca0.pem.
On your PC, open a telnet session to the Sarian router.

START->RUN (Windows XP)

In the command window type cmd then click OK.

e

Run

__bzl

Type the name of a program, folder, document; or
Internet resource, and Windows will open it for you,

Open: | cmd 5"v |

[ Ok H Cancel H Browse...

A windows Command prompt will open. Type telnet <sarian ip_address>.
E.g. telnet 172.16.0.254 <enter>

A login prompt will appear in the Command prompt window.
username and password.

Login with your usual Sarian

Enter dir<enter> to view the Sarian’s file directory. You should see the CA certificates prefixed
with ‘tca’

B Command Prompt

llsername : username
o MR

P ord:
SM:27272

lelcome .

¥Your access level is

SUPER

direct

shios

mirror
privdemi . pem
image

sregs .dat
¥Iprof
h48A4™5E .ueb
adsl.hin
image4.ch

LOGCODES .

conf ig.
L% orT g
tcal.
tcal
tca2
confin.

fustat
fustat

fulog.
eustat

THT
fac
pem
pem

-pem
-pem

daid

~Ext
-htm

txt

-txt

-htm
-txt
-txt
Flazh Used: 3821788 Bytes.

27648
196688
27648
092
1368778
1744

1744 p

6081783

488380 »
291517 »

13319
1589
282
1562
1616
1258

o
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To rename the CA certificates type the following commands and press the enter key after each
line.

ren tca0.pem ca0.pem <enter>
ren tcal.pem cal.pem <enter>
ren tca2.pem ca2.pem <enter>
For the changes to apply you must reboot the unit.

reboot <enter>

B8 Command Prompt = Igﬂ

Remote Connection.

lzername: uzepname
Panounid o SEeEeEeeaEbe 36

level iz SUPER

cal.pem

cal.pem
527272 ren tcaZ.pem caZ.pem
K

527272 reboot

Connection to host lost.

Ell 3

Once the Sarian has rebooted you can open another telnet session and issue the dir command to
see the CA certificates with the new file names.

B Command Prompt ;!E;

lzername: useprname

Passwopd: e

BM:27272

e lcome. Your access level iz SUPER

direct 27648 14:17: Sep 28085

shios 176668 1o 14:17: Sep 28085

mirror 27648 ro 14:17: Sep 2885

privdeml .pem U 17:3%7: Sep 2805

image U 14:20: Sep 2805

sregs ..dat 1744 pu 14:28: Sep 2805

U 14:20: Sep 2805

U 14:22: Sep 2805

U 14:23: Sep 2805

U 14:23: Sep 2805

U 14:23: Sep 2805

config.fac ro 14:25: Sep 2805

Creq.pem ! 17:37: Sep 2805

caldopem U 17:38: Sep 2805

cal.pem U 17:38: Sep 2805

ca2_pem U 17:38: Sep 2805

conf ig_.daB U 16:59: Sep 2805

fustat.txt b ] 12:53: Sep 2005

fustat . htm »o 12:53: Sep 2885

fulog.txt ro 12:53: Sep 28085

eustat.txt »o 12:53: Sep 2885

evstat.htm ro 12:53: Sep 28085

eventlog.txt »o 12:53: Sep 2885

ana.txt ro 12:53:25,. 28 Sep 2885
Flash Used: 3821700 Bytes. Flash Free: 1897728 Bytes
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4.5 Using SCEP to Enrol the Certificate Request

The next process is to send the certificate request to the CA server for signing. This will be the
router’s ‘public key'.

Now the router is in possession of all the required certificates, the SCEP configuration page can be
completed in order to enrol the certificate request.

Browse to CONFIGURE - CERTIFICATES - SCEP.

(& Sarian Device ID: ss%s> Serial #: 56432 - Mozilla Firefox
Ele Edit WVew History Bookmarks Tools Help
@ - Eh{} - QQJ g | [ http://10.1. 19. 1fdefault.asp [=| B [[Gl=]5c0sk

[| Sarian Device ID: ss%s> Serial #... 3

| | VC5100 Overview |_j Simple Certificate Enroliment Protacol ... |

SARIAN mission critical Applicy

SYSTEMS

T e I : <
| 151 Anatjear |~| Configure: SCEP
& (] ASY Ports —
' @ TRANSIP ASY Ports Host: :c:a__server__i_p adl:lressl__
|#] Backup IP Addresses Remaote part: o
.@ BGP _| Path: certsrv/mscep/mscep.dil || Please enter |V__=
E{_j Certificates i A . 2 :
e ) pplication: |pkiclient.exe
I % :g;ﬁcate I=guest CA identifier: ACP
e B —r)
| |5y usiies Private key filename: privdem1.pem [w
4] Calling Numbers " Certificate request filaname: | creg.pem ] o )
. [a] Command Filters Certificate filename: SERACTLRoH] || Please Enter (v [view ]
- [¢] Command Mappings CA certificate filename: | caz.pem _!:v_lE
&) DHCP Servers CA encryption certificate filename: | cat.pem 1
. @ g:ﬁ Server Update CA signature certificate filename: ca'U_._pem IVI
-@I_I Dynamic DNS CA certificate filename prefix: [ [
(] Ethernet
[#] Event Handler ok | [ cancel ]
|9] Event Logcodes
@ Firewall SCEP commands
|@] FireWall Options Ignore -
i @ FTP Client NONCE in
. 11 FTP Relay Agents ™ L L s
('I . | : )]‘- [__Enrall Certificate Request |
|
Done
Parameter Setting Description
Host: Ca server ip address Ca server ip address
MS SCEP uses HTTP to carry the requests, If this
Remote port: 0 parameter is non-zero, the unit will use this value as
the destination port rather than the default of 80
Path: certsrv/imscen/mscen.dil Select Microsoft SCEP from drop down list and the
) P P path will be entered automatically
Application: pkiclient.exe This represents the SCEP application on the server
CA Identifier: ACP CA identifier
Private Key filename : privdeml1.pem The name of the private key created earlier
Certificate request . .
. q creg.pem The name of the certificate request created earlier
filename:
o ) Enter a name for the public key certificate (must be
Certificate filename: certdeml.pem > public ‘y f (
prefixed with ‘cert’)
CA certificate .
X ca2.pem Enter the name of the CA certificate.
filename: P
CA encryption . e
certificate fﬁgname' cal.pem Enter the name of the CA encryption certificate.
CA signature . .
certificatg filename: cal.pem Enter The name of the CA signature certificate
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Identifying the CA certificates

To complete the previous task you would normally need to determine which certificate is used for
what task. For the purpose of this application note these have already been determined but for
future reference the following information will be useful

If only one CA certificate is returned, it is a trivial task. When three are returned, you need to
display the certificates using the ‘view’ button having selected a CA certificate from the drop down
list and investigate the attributes of the certificate.

Identifying the CA certificate:

This certificate will have matching Issuer and Subject fields. It may have a V3 extension which
shows something like...

X509v3 Basic Constraints: critical
CA: TRUE

Identifying the encryption certificate:

This certificate will have an Issuer which matches the CA certificate. It will probably have a V3
extension something like...

X509v3 Key Usage: critical
Key Enci pherment, Data Enci pher nent

Identifying the signature certificate:

This certificate will have an Issuer which matches the CA certificate. It will probably have a V3
extension something like...

X509v3 Key Usage: critical
Digital Signature, Non Repudi ation

Here is an example screen shot of the same page after clicking a ‘view’ button to determine which
of the CA certificates is the encryption certificate.
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& Sarian Device ID: ss%s> Serial #: 56432 - Mozilla Firefox =JoEd
File Edit View History Bookmarks Tools Help
<E| . - @ ﬁ ||_| http://10. 1. 19. 1foverview.asp?pop =0 |'| [}] "| H\]
| [| sarian Device ID: ss%s> Serial #... [ | [ | VC5100 Overview . -
LA
Advanced 1P routers forn »
. - - -
SARE] mission critical Applications
SYSTEMS
— ' LI:i23IULioniUYiy:l0ia0iaC:oYi0LI00I00I4I: /2iaU: [A
-[9] Backup IP Addresses 2f:3e:e9:23:42:6d:00:42:96:ba:31:d4:2b:8d: 21 T
@ BGP 1b:2a:3d:49a:4b:%e:9e:83:6d:87:e9:74:c9:£0:db:81:
=14y Certificates = 14:3d:37:f6:8c:ae:17:48:2a:4e:b5:d3:£5:30:39:fd:
@ Fe st o en: 09:ce:bf:6f:51:33:eb:0d:56:c7:4b:d3:db:07:dd:18:
a 49:aa:5£:d7:2c:67:£5:3c:5e:fb:0d:70:e7:£9:7e:5c:
,@ SCEP 4c:al:be:d3:4a:63:32:71:21:8d:4a:51:e4:37:8f:c8:
L9 Utilities c5
@ Carﬁng Numbers Exponent: 65537 (0x10001) 4
@ Command Filters X509v3 extensions: 1
) ¥509v3 EKew 1 g
|8 Command Mappings
[+]-_] DHCP Servers S/MI
@ DNS ServerUpdate 0'0...*.:‘1..._....-30...”‘.:‘1 ....... 80...+....
E]"[:I DSL X509v3 Extended Key Usage:
X 1.3.6.1.4.1.311.20.2.1
-[@] Dynamic DNS 1.3.6.1.4.1.311.20.2:
[+1-_] Ethernet [v] ...C.E.P.E.n.c.r.¥v.p.-t.i.0.n [v
(I] = Im | (] [ S R '|— >
Done

Signing the certificate request

Once the SCEP configuration page has been completed click the Enroll Certificate Request
button.

You should receive one of three responses.

Failure - The request failed. Check that the correct CA certificates have been used. Check that the
challenge password is correct. Check that the correct certificate request has been specified, and
that the correct private key has been used. Check the server logs to see what the problem is.

Pending - The server has our request, but hasn’t signed it yet. It may require some input by the
System Administrator. The unit should poll the server occasionally until the certificate is returned.
However, if you know that the certificate request has been allowed having contacted the System
Administrator you can simply the Enroll Certificate Request button again rather than wait for the
Sarian to re-poll.

Success - The response should contain the signed certificate.

In this example the CA Server has returned a Success message because automatic enrolment
has been enabled on the CA server
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ran ce 1LY §55705= >erial #.

<§]

SYSTEMS

[+ Certificates

[@] Certificate request
@ SCEP
| =4 Utilities

@ Command Filters

-] DHCP Servers

-|8] DNS Server Update

B DSL

§ TR Fa e mmim PRI

1] ]

File Edit View History Bookmarks Tools Help {:}
@ T - @ ml‘ |E| http:/f10.1.19. 1foverview.asp?pop=0 |"| P'l |' Gooale |'-+\l
J DS&ﬁmDEﬂineﬂ]:ss%sbSerial#_ﬁl [} C5100 Overview (e B

Idle

Results:

B
k|

end request colncidezs with SCEP client
Scep started

Processzing host response

response signature verified

o=l nessage o
S5CEP response: Success
s5avinyg oo =3 vy —anl T
Clo=zing file

Ch file created
Cerctificate =saved

All tasks conmpleted

FLASH file certdeml

Advanced 1P routers for
mission critical Applications

.pem

Done

P |
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5.0 ENABLING HTTPS WEB MODE

5.1 Configure the router’'s SSL server.

CONFIGURE - SSL SERVER

& Sarian Dovice ID: ss%s> Serial # 56437 - Mazilla Firefox Q@W
File Edit AView History Bookmarks Tools Help
q};ﬁ - . @ ﬁ]‘ |u http://10. 1,19, 1/default. asp =] b | i;! L4,

' || Sarian Device ID: ss%s> Serial #... [ | -

(I) Aadvanced 1p routers for
sanant mission critical applications
,

SYSTEMS

'E ;p;;'p |~ Configure: SSL server

I@ SSH server - —
mDSSLthmts Server certificate filename: l_:?l'_'_t_'i{ﬂl‘!‘_l_l_:?_ﬂf]_‘l_ﬂ'L\_’__]:
@ SSL server Server private key filename: ;_P_r_i_\frlzjg_gj_1._r;r_gnj-__l'_*«{__'l:
EI Static Multicast Routes SSL version: SSLv3 DI'.I|\I’.I| v;_!i

I@ Static NAT Mappings .

. &[] SYNC Ports |
EI||"_‘| Syslog Clients
E] System Messages

| Cipher list:

[ oK ] [ Cancel ]

P i i S
< | I | [3]
Done =

Parameter Setting Description

Server certificate certdem1.pem Choose your signed certificate from the drop-down

filename: P list.

Sewﬁlgﬁg\ﬁég key privdeml.pem Choose your private key file from the drop-down list.

SSL version SSLV3 only Select the version of _SSL you want to use. Some
browsers support different versions to others.
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5.2 Enabling HTTPS web server mode

To force the Sarian’s web browser to use HTTPS browse to CONFIGURE = GP TCP SOCKETS

rian ce ID: ss%s> Serial #: - irefox X
& Sarian Device ID: ss%s> Serial #: 56432 - Mozilla Firef X
File Edit View History Bookmarks Tools Help
@ - - @ ﬁ [ httpi/f10.1.19. /default.asp =l & [C-] =y
[ || sarian Device ID: ss%s> Serial #... . | [} vc5100 Overview 1 -
3 |
- Advanced 1P Routers for
' mission critical ppplications
SARUAN d
--|@] Event Logcodes
E Firewall g Configure: General Purpose TCP Sockets )
~-|®) Firewall Options
@ FTP Client ASY port sockets MSS to advertise: 0
[+ FTP Relay Agents ASY port sockets R¥ window to advertise: 0
-[9] General NB XOT listening sockets: 0
@ f;;ocz Sockets XOT socket maximum ACK time for TX data (s): 0
S g . Do not deactivate outgoing XOT sockets when interface disconnects: | No [+] i
)] ISDN LAPB Default XOT source IP address interface: Auto [»] N
-] ISDN LAPD Default XOT source IP address interface #: 0
B3 L2TP Default SSL version for outgoing connections: Auto [»]
--[[] OSPF Incoming TELNET connections: Clear (port 23) [+]
E-{1 PPP WEB server mode:
Ej’g EP—T | Bindi Incoming ASY port connections: Clear (port 4000+ASY Nb) [+]
rotocol Bindings B
[ [ Protocol Switch
[l] [ oK ] [_cancel |
< 1l | [l] v
Done
Parameter Setting Description
WEB server mode: HTTPS Select HTTPS for the web server mode.

5.3 Connecting to the router with HTTPS

Once you have selected HTTPS web server mode you will be disconnected from the router.
Replace the http://<IP_address> with https://<IP_address> and reconnect. Your browser may
present a warning that the website you are connecting has an unknown certificate and ask you if
you wish to carry on. Accept the certificate and carry on.

Once connected to the Sarian’'s web page with HTTPS you will most likely see some sort of

indication (usually a padlock icon) that you are connected to a secure site. Some browsers may
differ.

@ Sarian Device ID: ss%s> Serial #: 56432 - Mozilla Firefox
File Edit View History Bookmarks Tools Help

<EI T 7 @ ﬁ | /] https:/p. 1.19. 1jdefauit.asp ("1_':)
_[ | | sarian Device ID: ss%s> Serial #... . ] | | VC5100 Overview &
SARIAN

SYSTEMS
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5.4 Sarian Configuration File Used For This Technic  al Note.

Please use the following style for any command line configuration examples and event logs or
anything else that needs fixed width font:

eth O | Paddr "10.1.19.1"
eth 0 mask "255. 255. 0. 0"
| apb 0 ans OFF

| apb O tinact 120

lapb 1 tinact 120

| apb 2 dt enpde 2
x25sw 0 swfrxot 1
x25sw 0 swfrlapd 2
x25sw 0 swfrl apb0 1
x25sw 0 swfrl apbl 1

tpad 0 tl 2deact 1

tpad 0 | 2iface "LAPB"
tpad 0 bakl 2i face "None"
tpad 1 tl 2deact 1

tpad 1 |2iface "LAPB"
tpad 1 bakl 2i face "None"
tpad 2 tl 2deact 1

tpad 2 |2iface "LAPB"
tpad 2 bakl 2i face "None"
tpad 3 tl 2deact 1

tpad 3 |2iface "LAPB"

t pad 3 bakl 2i face "None"
def route O || _ent "PPP"
def route O Il _add 1

def route 1 ||l _ent "PPP"
def route 1 ||l _add 2

def route 2 ||l _ent "PPP"
def route 2 Il _add 3

sockopt O https ON

ppp 0 ti meout 300

ppp 1 | Paddr "0.0.0.0"
ppp 1 tinmeout 0O

ppp 1 aodion 1

ppp 1 autoassert 1
ppp 1 do_nat 2

ppp 1 echo 10

ppp 1 echodropcnt 5
ppp 1 | 1liface "AAL"
ppp 2 | _pap OFF

ppp 2 | _chap OFF

ppp 2 | _addr ON

ppp 2 r_chap ON

ppp 2 r_addr OFF

ppp 2 | liface "Defaul t"
ana 0 anon ON

ana 0 | 1lon ON

ana 0 asyon 15

ana 0 | ogsi ze 45

cmd O unitid "ss%>"
cmd O cndnua " 99"

cmd O hostnane "ss.2000r"
cmd O trento 120

user 0 nane "Sari an"

user 0 epassword "Dhwj CxUc"
user 0 access 0

user 1 nanme "usernane"
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user
user
user
user
user
user
user
user
user
user
user
user
user
user
user
user
user
user

| ocal

QOO NNOOODUITORARPRWWNNE PP

ssl svr
ssl svr
ssl svr

creq
creq
creq
creq
creq
creq
creq
creq
creq
scep
scep
scep
scep
scep
scep
scep
scep
scep

0

[cNeoleololoNolololoolololololoNo N}

epassword " KD5l SVJDvvVg="
access 0
epassword " A===
access 0
epassword " A===
access 0
epassword " A===
access 0
epassword " A===
access 0
epassword " A===
access 0
epassword " A==="
access 0
epassword " A===
access 0
epassword " A==="
access 0

O transaccess 2

0 certfile "certdeml. pent

0 keyfile "privdentl. pent

0 ver "SSL3"

chal | enge_pwd "068AC83B28B97E9F"
country " UK"

commonnanme "sn56432"
locality "Leeds"

orgname "Sarian Systens"

org unit "Tech_support"
state "Yorkshire"

emai | "support @ari an. co. uk"
di gest " MD5"

host "10. 1. 253. 251"

path "certsrv/ mscep/ mscep.dl|"
cai dent "ACP"

keyfile "privdentl. pent
reqfile "creq. pent

certfile "certdeml. pent
cafile "ca2. pent

caencfile "cal. pent
casigfile "ca0. pent
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