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Important User Information

Solid-state equipment has operational characteristics differing from those of electromechanical equipment. Safety
Guidelines for the Application, Installation and Maintenance of Solid State Controls (publication SGI-1.1 available from
your local Rockwell Automation” sales office or online at http://www.rockwellautomation.com/literature/) describes some
important differences between solid-state equipment and hard-wired electromechanical devices. Because of this difference,
and also because of the wide variety of uses for solid-state equipment, all persons responsible for applying this equipment
must satisfy themselves that each intended application of this equipment is acceptable.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the
use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,
Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: WARNING: 2222222722ARNING: 7?2?7?Identifies information about practices or circumstances that can
cause an explosion in a hazardous environment, which may lead to personal injury or death, property damage, or economic
loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

> D> BB

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

Allen-Bradley, Rockwell Software, Rockwell Automation, and TechConnect are trademarks of Rockwell Automation, Inc.

Trademarks not belonging to Rockwell Automation are property of their respective companies.
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Preface

Who Should Use this Manual

Purpose of this Manual

Abbreviations

Read this preface to familiarize yourself with the rest of the manual. It provides
information concerning:

¢ who should use this manual
o the purpose of this manual
o related documentation

¢ conventions used in this manual

Use this manual if you are responsible for designing, installing, programming, or
troubleshooting control systems that use the S6RF RFID products.

You should have a basic understanding of electrical circuitry and familiarity with
relay logic. If you do not, obtain the proper training before using this product.

This quick start guide assumes you have some familiarity with RSLogix software.
It provides an example of the steps needed to get a S6RF RFID system set up and
functioning. The reader should refer to appropriate user manuals for other
details. This manual:

o cxplains how to install and wire an example RFID system
o install and setup the module in an RSLogix 5000 program

e setup asimple program to receive and transmit data to an RFID tag

AFI — Application Family Identifier

AOP - Add On Profile

DFSID - Data Storage Format Identifier

DHCP - Dynamic Host Configuration Protocol
DNS - Domain Name Server

DOS - Disk Operating System

EAS - Electronic Article Surveillance

FE - Functional Earth

IEC - International Electrotechnical Commission
INT - signed, two byte integer

ISO - International Organization for Standardization

JTC - Joint Technical Committee

Rockwell Automation Publication 56RF-UMO001TA-EN-P - October 2011 7



Preface

Additional Resources

MACID - Media Access Control Identification

QD - Quick Disconnect

RFID - Radio Frequency Identification

SB - Sub-committee
SINT - signed, single byte integer

UID - Unique Identifier

UUID - Universally Unique Identifier

These documents contain additional information concerning related products

from Rockwell Automation.

Resource

Description

EtherNet/IP Modules in Logix5000 Control Systems User
Manual, publication ENET-UM001

A manual on how to use EtherNet/IP modules with
Logix5000 controllers and communicate with various
devices on the EtherNet network.

Getting Results with RSLogix 5000, publication
9399-RLD300GR

Information on how to install and navigate RSLogix
5000. The guide includes troubleshooting information
and tips on how to use RSLogix 5000 effectively.

Allen-Bradley Industrial Automation Glossary, AG-7.1

A glossary of industrial automation terms and
abbreviations.

EtherNet/IP Embedded Switch Technology Application
Guide, publication ENET-AP005

A manual on how to install, configure, and maintain
linear and Device-level Ring (DLR) networks using
Rockwell Automation EtherNet/IP devices with
embedded switch technology.

Industrial Automation Wiring and Grounding Guidelines,
publication 1770-4.1

Provides general guidelines for installing a Rockwell
Automation industrial system.

Product Certifications website, http://www.ab.com

Provides declarations of conformity, certificates, and
other certification details.

You can view or download publications at

hetp:/www.rockwellautomation.com/literature/. To order paper copies of

technical documentation, contact your local Allen-Bradley distributor or

Rockwell Automation sales office.

Rockwell Automation Publication 56RF-UMO01TA-EN-P - October 2011



Chapter 1

What is RFID?

International Standard
Compliance

Rockwell Automation Publication 56RF-UMO001TA-EN-P - October 2011

Introduction

RFID stands for Radio Frequency Identification. It is a method for
communicating information from one point to another point by the use of
clectromagnetic waves (i.c., radio waves). It has unique characteristics that make it
attractive for use in industrial systems.

For example, you have a shipping carton that must be loaded with various goods
to meet a customer’s specific purchase order. You can attach a tag to the carton.
Prior to attaching the tag, you fill the tag with the specific items that the customer
wants. Then, as the carton moves to the filling stations, each station places the
required objects, only if needed, into the carton. If the tag does not require
something, the station is skipped.

Each filling station has an RFID transceiver. The transceiver reads and writes to
the tag. When the tag approaches the RFID transceiver, the transceiver reads the
contents of the tag. Based on the information received, the packaging process
adds items (or skips this step) and then writes to the tag that the item(s) was
added. The carton moves to the next filling station.

This is a common use of RFID technology. What makes the Bulletin S6RF
product line unique is its conformance to the open international standards:

ISO15693 and ISO18000-3 M1.

ISO/IEC 15693 is an ISO standard for what are called vicinity tags. The tags,
commonly referred to as ICODE tags, can be read from a greater distance than
proximity tags and closed couple tags. ISO/IEC 15693 systems operate at the
13.56 MHz frequency, and offer maximum read distance of 3.3...4.9 ft

(1...1.5 m), depending on the transceiver. Library applications with very large
antennas are capable of these distances. Most industrial applications are less than
8 in. (20.3 cm) for a read/write range.

The ICODE compatible tags permit users to use lower cost tags than proprietary
systems currently provide. Users have the ability to use tag configuration options
from multiple vendors.

ISO/IEC 15693 forms part of a series of International Standards that specify
non-contact tags. The tags can be attached to objects, like cartons, bags, and
valuable items, which can then be tracked while in the vicinity of a reading device.
ISO/IEC 15693-2:2006 defines the power and communications interface
between the vicinity card and the reading device. Other parts of ISO/IEC 15693
define the physical dimensions of the card and the commands interpreted by the
card and reader.
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Backward Compatibility
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Power is coupled to the tag by an AC field produced in the transceiver. The
powering field has a frequency of 13.56 MHz and is one of the industrial,
scientific and medical (ISM) frequencies available for worldwide use. When
sufficient power is received by the tag, it is able to respond to commands sent
from the coupler. The coupler sends commands to the card by modulating the
powering field and by using a modulation system known as pulse position
modulation, whereby the position of a single pulse relative to a known reference
point codes the value of a nibble or byte of data. This allows the card to draw the
maximum energy from the field almost continuously. Tags, which have no power
source, can be energized at ranges of up to 3.3 ft (1 m) from a coupler that can
only transmit power within the limits permitted by international radio frequency
(RF) regulations.

A tag only responds when it receives a valid command that selects a single tag
from a possible collection of cards within range of the coupler. This process of
collision detection and selection, also known as anti-collision, is made possible by
detecting the unique identification number encoded into every tag.
Anti-collision, and the commands used, are defined in ISO/IEC 15693-3. The
tag responds to the transceiver by drawing more or less power from the field and
generates one or two sub-carriers of around 450 kHz. These are switched on and
off to provide special-encoded data that are then detected by the transceiver.

The Bulletin S6RF RFID system will be offered initially on EtherNet/IP and is
backward compatible with the previous offering of Bul. S6RF ICODE products.
The transceivers and interface blocks are a matched pair so they cannot be
interchanged. However, the tags can be interchanged with either system if they
are ICODE tags. Both systems can read and write these tags scamlessly.

Rockwell Automation Publication 56RF-UMO01TA-EN-P - October 2011
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System Setup The figure below shows a simple RFID system. This user manual describes the

setup, installation, and programming required to get this system running.

Figure 1 - RFID System

1783-US05T
= Ethernet/IP '?'GRF _
= Switch ransceiver

L35E o=
CompactLogix

[ T T ¥ T 1
® ®
0 o

Tracked
Object

56RF

:z:;:f(:r 1 = Transceiver __
®g g o
- qg _m@gj g
=] ‘
56RF
56RF Tag

Interface Block

Tags are attached to objects that need to be tracked. The tags hold important
information about the object. An RF transceiver reads and/or writes information
to the tags when the tag moves within the transmission envelope of the
transceiver (dotted ellipse). The physical size of the transceiver is directly related
to the size of the transmission field. The larger the transceiver, the longer and
wider the antenna field is. Please see transceiver instruction sheets for antenna
field sizes.

The transceivers are connected to a special RFID EIP interface block. The
distribution block has an EtherNet connection to an EtherNet switch. An L35E
CompactLogix controller and a personal computer also have EtherNet
connections to the EtherNet switch.

Rockwell Automation Publication 56RF-UMO001TA-EN-P - October 2011 1n
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Notes:
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Chapter 2

Interface Block

RFID Components

This chapter covers the three key components that make up the RFID system:

o the interface block
o the transceiver

o the tags

Three different interface blocks are available from which to choose. The table
below shows the type of ports for each catalog number.

Table 1- Type of Ports

Transceiver Ports Input Ports Output Ports Cat. No.
1 1 1 56RF-IN-1PS12
2 1 1 56RF-IN-IPD22
2 2 0 56RF-IN-IPD22A

The tigure below identifies the connections for the EtherNet/IP, RF transceivers,
input devices, output devices, and power.

Figure 2 - Connections

Ethernet/IP D-Code
M12 Connector

Functional Earth (1)

5-Pin Male

M12 Connector

xt0

Status LEDs

NN

5-Pin Female

S
@

=Q

M12 RFID
Transceiver Interface
5-Pin Female

-Q

M12 RFID
Transceiver Interface
(IPD22, IPD22A)
5-Pin Female

~Q

B\

5-Pin Female

®
®
®
®

Doopoo oo

Auxiliary Power
M12 4-Pin
Male

Female

Auxiliary Power
M12 4-Pin
Female
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Ethernet/IP D-Code

Node Address Switches

M12 Input Connector

M12 Output Connector (IPS12, IPD22)
M12 Input Connector (IPD22A)
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LED Indicators

When the indicator is flashing, all flashes are 0.25 s ON and 0.25 s OFF.

This block has the seven different indicators.

Figure 3 - LED Indicators

Link 1 Link 2
MOD — |
NET
Transceiver Ports — |
Standard Input/Output —_ ||
Auxiliary Power /
Table 2 - LED Indicators
LED Name LED State Indicates
0ff No link
Green 100 Mbps
LinkT and Flashing green 100 Mbps/active
Link2

Yellow 10 Mbps

Flashing yellow | 10 Mbps/active

off There is no power applied to the block.

Flashing red/ Device in self-test

green

Green The block is operating in a normal condition.

MOD (Modul Flashing green Standby. The device is not communicating with the interface block. Normal state
(Module) when only power has been applied to the transceiver.

Flashing red Recoverable fault. Most often occurs when data is corrupted between interface
block and transceiver. CRC failures etc. Recommended solution is to remove
electrical noise near cabling or reduce baud rate between transceiver and
interface block.

Red The transceiver has an unrecoverable fault; may need replacing.

14 Rockwell Automation Publication 56RF-UMO01TA-EN-P - October 2011
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LED Name LED State Indicates

off There is no power or no IP address.

Flashing red/ Device in self-test

green

Green The block is operating in a normal condition.

Flashing green Standby. The device is not communicating with the interface block. Normal state

NET (Network) when only power has been applied to the transceiver.

Flashing red Connection timeout. Most often occurs when data is corrupted between
interface block and transceiver. CRC failures etc. Recommended solution is to
remove electrical noise near cabling or reduce baud rate between transceiver and
interface block.

Red Duplicate IP address. The transceiver has an unrecoverable fault; may need
replacing.

off Outputs inactive
Inputs inactive

Yellow Outputs active
Inputs active

Standard I/0

Flashing green

Outputs are idled and not faulted.

Flashing red Output faulted

Inputs faulted
Red Outputs forced off

Inputs unrecoverable fault
0ff No power is applied.

Aux Power Solid green The applied voltage is within specifications.
Solid yellow The input power is out of specification.
0ff No power
Flashing green No tag present, but communicating

RFID Port Green Communicating
Flashing red No transceiver connected
Amber Tag present

Transceivers LED Indicators

Figure 4 - Indicators

Power
Module

Status T

Operation
Read/Write
Status
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Table 3 - LEDs

LED Name LED State Indicates

0ff There is no power applied to the block.

Module Status | Green The block is operating in a normal condition.
Red The transceiver has an unrecoverable fault; may need replacing.
0ff There is no power applied to the device.
Green The EIP interface block is communicating with the transceiver, but no tag is

present. No errors received.

Read/Write - —

Status Amber Atag s present within the antenna field.
Red A communication error has occurred. Examples are: bad read/write, corrupt CRC

Note: If a read/write command is not completed while the tag is within the
field, an error will occur.

Transceiver Power Up Sequence

N N =

RFID Tags

Both LEDs OFE

Power status turns green. R/W status turns green for 0.25 seconds.
R/W status turns red for 0.25 seconds.

R/W status turns off for 3...5 seconds.

R/W status turns amber for 0.5 seconds.

R/W status turns green.

RF tags come in many shapes and sizes. In general, the bigger the tag, the longer

the sensing distance from the transceiver. Table 4 summarizes the size of the
memory for each type of tag.

Table 4 - Memory

Tag Type Total Tag User Memory
Memory
No. of Bytes No. of Blocks Bytes per Block
S 1288 1128 28 4
SLI-S 256B 1608 40 4
SLI-L 64B 328 8 4
FRAM 2048 B 2kB 250 8

16 Rockwell Automation Publication 56RF-UMO01TA-EN-P - October 2011
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Tag Memory Structure

Universally Unique Identifier (UUID)

Each tag has a different 64-bit hexadecimal UUID that is programmed during
the production process according to ISO/IEC 15693-3 and cannot be changed

afterwards.

The numbering of the 64 bits is done according to ISO/IEC 15693-3 starting
with the least significant bit (LSB) 1 and ending with the most significant bit
(MSB) 64. This is in contrast to the general used bit numbering within a byte
(starting with LSB 0).

Byte 5 (bit 41...48) is the tag type. Byte 6 (bit 49...56) is the manufacturer code,
which coincides with the number of bytes/block.

The table below shows the RFID tags offered by Rockwell Automation and their
structure.

Table 5 - Tag Structure

Byte 7 6 5 4 3 2 1 0
Name uiD7 uiD6 uiD5 uiD4 uiD3 uiD2 uiD1 uiDo
Bit 64...57 |56...49 |48...41 |40...1
SLI E0 04 01 Unique Serial Number
SLI-S | EO 04 02 Unique Serial Number
Value
SLI-L | EO 04 03 Unique Serial Number
FRAM | EO 08 01 Unique Serial Number

Rockwell Automation Publication 56RF-UMO001TA-EN-P - October 2011 17
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Application Family Identifier (AFI)

The AFI represents the type of application targeted. AFI is coded on one byte,
which constitutes two nibbles of 4 bits each. The most significant nibble of AFI
is used to code one specific or all application families, as defined in the table
below. The least significant nibble of AFI is used to code one specific or all
application sub-families. Sub-family codes different from 0 are proprietary.

Table 6 - AFl Examples

AFI Most AFl Least Meaning Examples/Notes

Significant Nibble | Significant Nibble

0 0 All families and subfamilies No applicative preselection

X 0 All sub-families of family X Wide applicative preselection

X Y Only the Yth sub-family of family X | —

0 Y Proprietary sub-family Y only —

1 0,Y Transport Mass transit, bus, airline

2 0,Y Financial IEP, banking, retail

3 0Y Indentification Access control

4 0,Y Telecommunication Public telephony, GSM

5 0Y Medical —

6 0Y Multimedia Internet service

7 0,Y Gaming —

8 0,Y Data storage Portable files

9 0,Y EAN-UCC (European Article Managed by ISO/IECJTC 1/5C31
Numbering-Uniform Code Council)
system for application indentifiers

A 0,Y Data Identifiers as defined in IS0/ | Managed by ISO/IECJTC 1/5C31
[EC 15418

B 0Y UPU Managed by ISO/IECJTC1/5C31

C 0,Y IATA (International Air Transport | Managed by ISO/IECJTC1
Association)

D 0,Y Reserved for Future Use Managed by ISO/IECJTC1/5C17

E 0,Y Reserved for Future Use Managed by ISO/IECJTC1/5C17

F 0,Y Reserved for Future Use Managed by ISO/IECJTC1/5C17

X=TtwF,Y=TtF
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Data Storage Format Identifier (DSFID)

The DSFID indicates how data is structured in the tag memory. It may be
programmed and locked by the respective commands. It is coded on one byte. It
allows for instant knowledge on the logical organization of the data.

Electronic Article Surveillance (EAS)

EAS is a technology typically used to prevent shoplifting in retail establishments.
An EAS detection system will detect active tags and set off an alarm.

EAS status is 1 bit data (LSB side), which is stored in the system area of a tag. The
initial value is “1”. EAS bit “1” means goods-monitoring status, and EAS bit “0”
means that goods-monitoring status is cleared.

Smart Label Integrated Circuit (SLI)

SLI tags use an EEPROM (electrically erasable programmable read only
memory) to store data. The 1024 bit EEPROM memory is divided into

32 blocks. Each block consists of 4 bytes (1 block = 32 bits). Bit 0 in each byte
represents the least significant bit (LSB) and bit 7 the most significant bit (MSB),
respectively.

Table 7 - SLI Tags

Block | Byte0 Byte 1 Byte2 Byte3 Description
-4 uibo uiD1 uip2 uiD3 Unique identifier (lower bytes)
-3 UiD4 uID5 uID6 uin7 Unique identifier (higher bytes)
-2 Internally | EAS AFI DSFID EAS, AFI, DSFID
used
-1 00 00 00 00 Write access conditions
0 User Data
1
2
22
23
27

Rockwell Automation Publication 56RF-UMO001TA-EN-P - October 2011 19



Chapter 2

RFID Components

20

SLI

EAS Function

The LSB of Byte 1 in Block -2 holds the EAS bit (Electronic Article Surveillance

mode active — the label responds to an EAS command)

Table 8 - EAS

Block -2, Byte 1

MSB LSB

X X ‘x ‘x ‘x |x ‘x e

EAS: e =1 (EAS enabled) e = 0 (EAS disabled)

IMPORTANT  Changing of the EAS Configuration must be done in secure environment. The
label must not be moved out of the communication field of the antenna during
writing. We recommend to put the label close to the antenna and not to
remove it during the operation.

Application Family Identifier

The ICODE system offers the feature to use an Application Family Identifier
(AFI) at the inventory command and the two custom commands inventory read
and fast inventory read (this allows for example the creation of label families).

This 8-bit value is located at Byte 2 in Block -2 as shown in the following figure
and is only evaluated if the AFI flag is set in the reader command.

Table 9 - AFI

Block -2, Byte 2

MSB LSB

X X ‘x ‘x ‘x |x ‘x X

Data Storage Format Identifier

The Data Storage Format Identifier (DSFID) is located at Byte 3 in Block -2.

Table 10 - DSFID

Block -2, Byte 3

MsB LSB

X X ‘x ‘x ‘x |x ‘x X

Rockwell Automation Publication 56RF-UMO01TA-EN-P - October 2011
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Write Access Conditions

The Write Access Condition bits in block -1 determine the write access
conditions for each of the 28 user blocks and the special data block. These bits
can be set only to 1 with a lock command (and never be changed back to 0), i.c.
already write protected blocks can never be written to from this moment on.

In block -2 each byte can be individually locked.

Table 11 - Write Access

Block -1

Byte 0 Byte1

MsB LSB | MSB LSB

Conditon | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Write 3 2 1 0 -2 -2 -2 -2 n 0 (9 8 7 6 5 4

Access for B @ [ |0
Block
Number
Block -1
Byte 2 Byte 3
MSB LSB | MSB LSB

Conditon | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Write 19 |18 [17 |16 |15 14 |13 12 |27 (26 |25 |24 |23 |22 |2 20
Access for
Block
Number

IMPORTANT  Changing of the Write Access conditions must be done in secure environment.
The label must not be moved out of the communication field of the antenna
during writing. We recommend to put the label close to the antenna and not to
remove it during operation.
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Smart Label IC - Secure (SLI-S)

The 2048 bit EEPROM memory is divided into 64 blocks. A block is the
smallest access unit. Each block consists of 4 bytes (1 block = 32 bits). Four
blocks are summed up to one page for password protection. Bit 0 in each byte
represents the least significant bit (LSB) and bit 7 the most significant bit (MSB),
respectively.

The memory is divided into two parts:

o Configuration Area: This memory area stores all required information,
such as UID, EPC data, write protection, access control information,
passwords, etc. Direct access to this memory area is not possible.

o User Memory: This memory area stores user data. Direct read/write
access to this part of the memory is possible depending on the related
security and write protection conditions.

The table below shows the memory organization of an SLI-S tag.

Table 12 - SLI-S Memory Organization

Page Block | Byte0 | Byte1 | Byte2 | Byte3 | Description
-6 -24 Configuration area for internal use
-3
-22
-21
-1 -4
-3
-2
-1
0 0 User Memory
1 10 pages
4 blocks per page
2 4 bytes per block
3 Total: 160 bytes
9 36
37
38
39
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Smart Label IC - Lean (SLI-L)

The SLI-L is used in applications that require smaller memory size. The 512 bit
EEPROM memory is divided into 16 blocks. A block is the smallest access unit.
Each block consists of 4 bytes (1 block = 32 bits). Four blocks are summed up to
one page. Bit 0 in each byte represents the least significant bit (LSB) and bit 7 the
most significant bit (MSB), respectively.

The memory is divided into two parts:

o Configuration Area: This memory area stores all required information,
such as UID, write protection, passwords, etc. Direct access to this

memory area is not possible.

User Memory: This memory area stores user data. Direct read/write
access to this part of the memory is possible depending on the related write

protection conditions.

The table below shows the memory organization of an SLI-L tag.

Table 13 - SLI-L Memory Organization

Page Block | Byte0 | Byte1 | Byte2 | Byte3 | Description
-2 -8 Configuration area for internal use
-7
6
-5
-1 -4
-3
-2
-1
0 0 User Memory
1 2 pages
4 blocks per page
2 4 bytes per block
3 Total: 32 bytes
4
5
6
7
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Ferroelectric Random Access Memory (FRAM)

FRAM is a non-volatile memory that uses ferroelectric film as a capacitor for
storing data. FRAM offers high speed access, high endurance in write mode, low
power consumption, non-volatility, and excellent tamper resistance. The FRAM
tags have 2000 bytes for use as user area and 48 bytes for use as system area.

The FRAM tag memory areas consist of a total of 256 blocks (250 blocks of user
area and 6 blocks of system area). Each block can store 64 bits (8 bytes) of data.

The block is the unit used for the writing and reading of FRAM data. The
memory configuration of FRAM is shown below.

Table 14 - FRAM Memory Configuration

Area Block No. Details Data Read Data Write
User area 00y to F9y User area Yes Yes
(2000 bytes)
System area FAy UUID (64 bits) Yes No
(48 bytes)
FBy AFI, DSFID, EAS, Yes Limited
security status
FCy to FFy Block security status | Yes No

Blocks 00y;...F9y are user area. The user area is defined as an area that can be

accessed when the corresponding block address is specified. On the other hand,
Blocks FA[y...FF are system area. The system area is defined as an area that can

be accessed only with a specific command.

The system area consists of six blocks and contains UUID, AFI, DSFID, EAS
bits, and security status (can write or cannot write) data for individual block.
UID is fixed and cannot be updated. AFI, DSFID, and EAS bits are written at
the factory, and can be updated and locked (disable to write) with commands
(only EAS bit cannot be locked) .

As shown in above, FAg holds the UUID, and FCyy...FF hold the security
status information on individual user areas. The configuration of FByy ...FFy
blocks is shown below. FBy; block is used for EAS status, AFI and DSFID data,
the security status data of AFI and DSFID. Blocks FCyy...FFp; contain security

status data.

Table 15 - Structure of FBy,

MSB LSB
64 57 56 33 32 25 24 17 16 9 8 1
EAS Status Reserved for DSFID Lock AFI Lock Status | DSFID AFI

future use Status
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Handheld Reader/Writer

Table 16 - Structure of FC to FFy

MSB LSB
FCy 3F 3E 3D 3C 3B 3A 39 03 02 01 00
FDy 7F 7E 7D 7C 7B 7A 79 43 4 4 40

FEy BF BE BD BC BB BA B9 83 82 81 80

FFy Reserved for future use (6 bits) F9 a Q a Q]

The security status of the user area is stored in the block security status bit in
system area blocks of FCyy...FF per bit in each block. A user area is unlocked

when the corresponding block security status bit is 0; it is locked (disable to write
state) when the corresponding block security status bit is 1.

EAS bit is a single bit, and it is used for setting EAS status. It is possible to read/
write data of two blocks at one time in the user area (if Read Multiple Blocks
Unlimited command is used, up to 256 blocks can be accessed at one time) .

The RFID ICODE handheld interface provides a portable solution for reading/
writing values to the tag data area. The handheld interface is a touch-screen
operated computer with an attached RFID antenna and software that allows
reading, writing, and saving tag RFID tag data. Each handheld interface comes
with multiple connectivity methods, such as wireless, Bluetooth, and USB, which
allow tag data to be transferred to/from a computer. The RFID ICODE
handheld interface is IP65 rated for harsh industrial and outdoor environments.
It is the ideal accessory for system setup, field service, fleet management, time and
attendance, and any other application where transceiver mobility is required.

For more information on the RFID ICODE handheld interface, refer to
Publication 57RF-UMO001.

Figure 5 - Handheld Interface
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The following tables show the catalog numbers for the components in the

Bul. 56RF product family.

EtherNet/IP Interface Blocks

Transceiver Ports Input Ports Output Ports Cat. No.
1 1 1 56RF-IN-IPS12
2 1 1 56RF-IN-1PD22
2 2 0 56RF-IN-IPD22A
Transceivers
Dimensions [mm] Recommended Sensing | Max. Sensing Distance Cat. No.
Distance [mm] @ [mm] ©
Rectangular (80x90) 100 168 56RF-TR-8090
Square (40x40) 50 85 56RF-TR-4040
(ylindrical M30 35 60 56RF-TR-M30
(ylindrical M18 18 30 56RF-TR-M18
© Range reference for a 50 mm diameter tag.
Tags
Outline Type Total Memory | User Memory | Dimensions Cat. No.
Size [B] Size [B] [mm]
16 56RF-TG-16
20 56RF-TG-20
st 128 12
30 56RF-TG-30
Disc
50 56RF-TG-50
SLI-S 64 32 16 56RF-TG-16-64B
SLI-L 256 160 10 56RF-TG-10-256B
Disc — High Impact
Resistant St 128 12 35 56RF-TG-35HIR
Disc — Mount on ‘ol 8 o 20 56RF-TG-20MOM
Metal
50 56RF-TG-50MOM
20 56RF-TG-20-2KB
Disc — FRAM FRAM 2048 2kB 30 56RF-TG-30-2KB
50 56RF-TG-50-2KB
54x86 56RF-TG-5486
Label st 128
50x50 56RF-TG-5050
Smart Cards s 128 n 5486 S6RF-TG-54865C
Square — High e
Temperature SLI 128 50x50 56RF-TG-50HT
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Accessories
Transceiver
Style Connector Type | No. of Pins Shield Wire Size (at. No.
[AWG]
Female straight to
male straight 889D-F5FCDM-) ©@
Female straight to
: male right angle 839D-F5FCDE @
DCMicro (M12) il 4 Shielded 2
Patchcords Female right angle 889D-RSFCDM-) ©
to male straight
Female right angle N L
to male right angle Rl
Female straight 889D-F5FC-) @
; Female right angle 889D-R5FC-) @
PChico (M12) 4 Shielded 2
Male straight 889D-M5FC-) @
Male right angle 889D-E5FC-) @
Female straight 871A-TS5-D1
M12Terminal | Femalerightangle . B S 871A-TR5-D1
Chambers Male straight 871A-TS5-DM1
Male right angle 871A-TR5-DM1
@ Availablein0.3,1,2,5, or 10 m lengths.
@ Availablein 2, 5, or 10 m lengths.
Auxiliary Power
Style Connector Type | No. of Pins Shield Wire Size (at. No.
[AWG]
Female straight to
male straight SRR
Female straight to
. 889D-F4ACDE-©
DC Micro (M12) male right angle )
4 Unshielded 22
Patcheords | remale right angle 889D-RAACDN-©
to male straight
Female right angle
to male right angle RS
Female straight 889D-F4AC-O
: Female right angle 889D-R4AC-O
PChiao (12 4| Unshielded | 22
Male straight 889D-M4AC-©
Male right angle 889D-E4AC-O
Female straight 871A-154-D
M12Terminal | Femalerightangle . B 2 871A-TR4-D
Chambers Male straight 871A-TS4-DM
Male right angle 871A-TR4-DM

© Availablein 0.3, 1,2, 5, or 10 m lengths.

O Availablein2, 5, or

10 m lengths.
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EtherNet/IP
Style Connector Type | No. of Pins Shield Wire Size
[AWG]
Male straight to
male straight 1585D-M4TBDM-©@
M12D Code Male straight to .
Patchcords male right angle 4 Unshielded 24 1585D-M4TBDE-©@
Male right angle to
male right angle 1585D-E4TBDE-©@
Male straight to
male straight 1585D-M4UBDM-@
M12D Code Male straight to
Patchcords male right angle 4 Shielded 26 1585D-M4UBDE-@
Male right angle to N ’
male right angle 1585D-E4UBDE-@
@ Availablein lengths 0f 0.3, 1,2, 5, 10, 15 m in increments of 5 m up to 75 m.
Handheld Interface
Description (at. No.
RFID Handheld Interface, 52-Key Directional Pad 57RF-HH-56A
RFID Handheld Interface, 45-Key Pad 57RF-HH-56B
Handheld Accessories
Description Cat. No.

Domestic single position charging cradle with cable,
USB cable, stylus

57RF-HH-56US1

Domestic wall mount power supply, serial cable,
USB cable, stylus

57RF-HH-56US2

International power supply kit, serial cable,
USB cable, stylus

57RF-HH-56IN

Battery pack, rechargeable

57RF-HH-56BAT

Serial cable, 15 ft, RS-232

57RF-HH-56CA

64 MB CompactFlash card

1784-CF64

128 MB CompactFlash card

1784-CF128
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Electrical Installation

The EtherNet/IP switch must be mounted inside a control panel. The Bul. 56RF
EIP interface block and Bul. S6RF transceivers can be mounted on the machine.
Figure 6 - Transceiver Mounting

Mounted
in a Cabinet

9

e aE o

Mounted
on the Machine

opedQ

1
0
2
E H
§
3
4
E
]

Hol

1

!

1

1

!

1
[ K
. m@
=
!

1

1

!

®

1783-US05T 56RF 56RF
Ethernet/IP Switch Interface Block Transceivers

Three types of cables are needed.

1. This is an EtherNet cable, RJ45 to M12-QD patchcord.

2. Thisisa 5-pin M12 to 5-pin M12 patchcord. The cable includes a shield
that connects to the functional earth point on the interface block.

3. This is a 4-pin female micro QD cordset that connects power to the
interface block.
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Auxiliary Power Connection

30

Attach a micro-style 4-pin female to the micro-style 4-pin male receptacle as
shown below. The female side is used to daisy chain the power to another device.
The power connection is limited to 4 A. When the daisy chain approach is used,
the maximum number of interface blocks that can be connected is determined by
the total power consumed by each block.

IMPORTANT  Power must be connected to the male connector first. Do not connect power to
the female connector and leave the male connector exposed. The pins in the
male connector will have 24V DC potential for short circuit.

The pin connections for the aux power connectors are shown below:

/2 Module Power +
ﬁ;\:\—l Output Power +
Module Power - 3 /§’%

4 Output Power -

Male

Module Power + 2\
Output Power + 1 —@’
/:\—./\3 Module Power -

Female

Output Power - 4

The power for the output port is separate from the power to the remaining
portions of the interface block. This allows the output device to be turned off,
while maintaining power to the transceivers, the input port, and the EtherNet/IP
connection. When the output is connected to the safety related portion of the
machine control system, an actuator can be turned off, while diagnostic
information is still available to the machine control system.
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Power Connection Options

Each interface block is limited to 4 A total consumption.

Example 1: Daisy Chain the Power Connections

This example allows for a simple and easy way to distribute power to the RFID
system. This approach is preferred when the total current of the RFID system is
less than 4 A.

Figure 7 - Power Option 1
56RF Interface Blocks

++-- ra
DC24Vi5A
| —
1
] K I
NL¢ ol —_ - M E—E |
889D-R4AC-5 [} — "
1606-XL120D | 889D-F4ACDM-5 b
.
889D-F4AC-5 ;—:37:-_

889D-R4ACDE-5

Example 2: System Needs More Than 4 A

If multiple blocks are required on a machine and the current consumption
exceeds 4 A, then a combination of mini-style and micro-style connections can
be used to distribute the power. In the example below, mini-style cordsets,
patchcords and tees are used to set up the power. A mini-to-micro style patchcord
connects each Bul. S6RF interface block with the tee. In this example, the power
supply is a Cat. No. 1606-XLDNETS, which can supply up to 8 A to the RFID

system.

Figure 8 - Power Option 2

56RF Interface Blocks

) @

Ee

=]
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==iiE |BN el i N

898N-43PB-N4KF 898N-43PB-N4KF
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Transceiver Connection

The M12 QD female connector for the transceivers is shown below. Pin 5 is the
cable shield connection and is connected only at the block to functional earth

(FE).
/— Pin Function
ﬁ \ 1 zzval)i power
\/# [2)4\t/ common

N

w

~

Data -
5 Shield/FE

Digital Input Connection

The female M12 QD input connector is shown below.
Pin Function

(/-/\ 24V DC power
@ 2 Not used

K 24V common

/ 4 Digital input

5 Shield/FE

_

w

Digital Output Connection

The female M12 QD output connector is shown below.

Pin Function

/-\//\ 1 Not used
#\ Not used
K/ 24V common

N

w

~

Digital output
5 Shield/FE
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EtherNet I/P Connection

The D-Code M12 connector on the interface block is shown in the figure below.

Pin Function

1 Tx+

2 Rx+

3 Tx-

4 Rx-

5 Connector shell connected to FE

Use the Cat. No. 1585D-M4DC-H (polyamide small body unshielded) or the
Cat. No. 1585D-M4DC-SH (zinc die-cast large body shielded) mating

connectors for the D-Code M12 female network connector.

Use two twisted pair Cat SE UTP or STP cables.

D-Code M12 Pin Wire Color Signal 8-Way Modular
RJ45 Pin

1 White-Orange Tx+ 1

2 White-Green Rx+ 3

3 Orange Tx- 2

4 Green Rx- 6

The S6REF interface block encoders can be connected in either of three network
topologies: star, linear or Device Level Ring (DLR).
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Notes:
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EtherNet/IP Addressing

Star Topology The star structure consists of a number of devices connected to central switch.
When this topology is used, only one EtherNet connection can be made to the
Bul. 5S6RF interface block — this connection is made to the Link 1 connector. The
Link 2 connection must remain unused.

Figure 9 - Star Topology
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Linear Topo'ogy The linear topology uses the embedded switching capability to form a
daisy-chain style network that has a beginning and an end. Linear topology
simplifies installation and reduces wiring and installation costs, but a break in the
network disconnects all devices downstream from the break. When this topology
is used, both EtherNet connections are used. The network connection to Link 1
or Link 2 does not matter.

Figure 10 - Linear Topology
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Device Level Ring (DLR)
Topology

A DLR network is a single-fault tolerant ring network intended for the
interconnection of automation devices. DLR topology is advantageous as it can
tolerate a break in the network. If a break is detected, the signals are sent out in
both directions. When this topology is used, both EtherNet connections are
used. The network connection to Link 1 or Link 2 does not matter.

Rockwell Automation recommends that you use no more than 50 nodes on a
single DLR, or linear, network. If your application requires more than 50 nodes,
we recommend that you segment the nodes into separate, but linked, DLR
networks.

With smaller networks:
o there is better management of traffic on the network.
o the networks are easier to maintain.

o there is a lower likelihood of multiple faults.

Additionally, on a DLR network with more than 50 nodes, network recovery
times from faults are higher. The maximum cable length between devices cannot
exceed 100 m (328 ft).

For more information on setting up and configuringa DLR network, please refer
to ENET-APO0O05.

Figure 11 - DLR Topology
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Setting the Network Address

Fundamental IP Addresses:
192.168.1.xxx

Before using the Bul. S6RF interface block in an EtherNet/IP network, configure
it with an IP address, subnet mask, and optional Gateway address. This chapter
describes these configuration requirements and the procedures for providing
them. The address can be set in one of three ways:

o Use the Network Address switches.

o Use the Rockwell BootP/DHCP utility (version 2.3 or greater), which
ships with RSLogix™ 5000.

e Use RSLinx® software.

IP network addresses have a format of xxx.xxx.xxx.xxx. The user must know what
values are being used for the network. If your network has the fundamental
192.168.1.xxx scheme, then you can simply use the three network address
switches. If your network is something other than 192.168.1.xxx, you must use
advanced tools, such as the BootP/DHCPserver, to assign an IP address. After
the address is set, you can use RSLinx to change the address.

If your network scheme is 192.168.1.xxx, then you can adjust the network
address switches to set the IP address. Remove the covers of the three network
address screws. Use a small blade screwdriver to rotate the switches. Line up the
small notch on the switch with the number setting you wish to use. Valid settings
range from 001...254

When the switches are set to a valid number, the IP address of the interface block
is 192.168.1.xxx (where xxx represents the number set on the switches). Cycle the
power and the valid setting becomes effective immediately.

The example below shows an address setting of 192.168.1.123.

x10

x100 X1

The subnet mask of the interface block is automatically set t0 255.255.255.0 and
the gateway address is set to 0.0.0.0. When the interface block uses the network
address set on the switches, the interface block does not have a host name
assigned to it or use a Domain Name Server (DNS).
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Advanced IP Addresses

The following steps show how to change the IP address from the fundamental
192.168.1.xxx to an advanced address. This assumes the Bul. S6RF interface
block was already set up with an IP address using the network address switches.
The examples below show the change process using specific addresses. The user is
not limited to these addresses; the user can select any address that meets their
needs. In the example below, we change from 192.168.1.115 to 192.168.2.115.

1. Setaddress switches to 888 and cycle the power.

On the Bul. 56RF interface block, the address switches had previously
been to 115. Set the address switch settings to 888. Cycle the power and
wait until the MOD indicator is blinking red. The MOD indicator blinks
red once, green once, then solid red for a short while, then blinks green
once, and finally blinks red continuously (about once each second). This
takes about 10 seconds after power is restored. The interface block is reset
to its factory setting.

2. Set the address switches to 999 and cycle the power.

On the Bul. 56RF interface block, set the address switch settings to 999.
Cycle the power and wait until the MOD indicator is solid green. The
MOD indicator blinks red once, green once, solid red for a short while and
finally turns solid green. This takes about 10 seconds after power is
restored. The interface block IP address is reset.

3. Use BootP/DHCP Server to set new address

Use the Rockwell BootP/DHCP Server utility to assign a valid address to
the interface block. From the Start button, select Programs >
Rockwell Software > BOOTP-DHCP Server > BOOTP-DHCP Server.

[Eisan [ TYVL0 Fo JOMEE W | (4] pouments - e | (1] 10 Systems... | 66 Moma -

When power is restored, the interface block repeatedly broadcasts its
MACID and requests an IP address. The BOOTP-DHCP server displays
the MACID in the Request History panel.

55 BOOTP/DHCP Server 2.3 = =10] x|

[heminceec] | Typs | Ethemt Adchess [MAC) IP Address. Hostriame

5602 DHOP  OO:0CBCESDRID The Interf; lock repeatedk:
A P CHOSCETOMD e Thit Ik face Block repeatedly

215454 DHCP  000QBCESDOID broadcasts its MACID,

as54e22 DHCP  O000BCESDQID i

25606  DHCP  ODOOBCESDOID requesting an IP address.

215358 DHOF  OO00BCESDOID
Rielation List

Haw | otc | e 00T | | ice

Ethemnet Addess MAT] | Type | I Addens [ Hostname | Descrhon |
Stahm Entries
Unabile 1o service DHCP request hom 0G02BCESDRID. 0ok 256
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Double-click on one of the EtherNet Address (MAC) of the device. The New
Entry dialog appears showing the EtherNet Address (MAC) of the device.

x

Ethemet Address (MAC}:  [00:00:BC:E5:D0:1D
IPAddiess: | 192 . 168 . 2 . 115
Hostname: [RFID_1
Description: [S6RFID Interface Block

.

Type in the IP Address, Hostname and Description and click OK. The
Hostname and Description are optional fields; they can be left blank.

The device is added to the Relation List, displaying the EtherNet Address
(MAC) and corresponding IP Address, Hostname, and Description.

When the address is assigned to the Bul. S6RF interface block, 1) the Status
message is updated, and 2) the IP address appears in the Request History

window.
135 BODTP/DHCP Server 2.3 5 I Il A}
Fie Tools Help
|~ Request History |
Clea History | Add lo Redation List |
[heminczec) | Type | Ethemat Addeess [MAC) | IF Address Hostnama | -
215302 DHCP  D0OBBCESDRID 132168.2115 _FFID_1 . 9
215302 DHCP  OO.OBBCESDOAD
2158 D010
-~ Rielation List——— — — -
Nm[ Delete I Enat \.' I Enable HCE | Disable BOOTF I
Ethernet Addvess (MAC] | Type | IP Addess [ Hostname | Descripti
00:00BCESDRD DHCP 1921682115 _RFID_1  SGAF Inetface Block
-~ Statur- 1 . Enlries
Senl 132168.2.115 0 Etheme! address 00,008CE5001D =" 10 256

IMPORTANT  Wait for the Status message to show “Sent 192.168.2.115 to EtherNet
address 00:00:BC:E5:D0:1D." This may take a few seconds to 30
seconds.

4. At this point, the IP addresses of other devices should be changed.
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5. Change the Network Adaptor to 192.168.2.1.

Open the network connections of the host computer. Highlight the Internet
Protocol (TCP/IP) connection. Click Properties. In the IP Address field, set the
IP Address to 192.168.2.1. Click OK. Click Close to close the Local Area

Connection window (this window must be closed to apply the new address).

Lo e cometmi 21| T 10
General | Advanced | Gormeal |
Cormoctng. y I i sl N o
e Dihewere, need
Iu BELKN USB ToFas ElemetAdist Contipan.. | nmlpm
{ihie pomsien e the Tolaing e Ut an 1P address autenabizaly Change1to2
a0 Fie sl Pinies Shang for Microsall Netrks =] 17 Lise the ollowirg [P acdhese:
V! ¥ Pass Fodocel JEEE B0Z14] vE4.50 1P addes: [
| = lemet Frolocal (TCPAF) =
= Subnet mask: '2!)5 26.206. 0
| | »
Delmit | ———
| u |
e T Dl DI serves s darmalicnly
Wcmmmmmn The dedant 1 Use the tollowir DNS server addesies:
2105z diversa reiconnectnd netwerks. Phefencd DHE server: - -
I e s DNS yorvee = -
15 oty e whem L
[
ol | =
6. Disable DHCP.
3 BOOTP/DHCP Server 2.3 : =101
Fle Took Help
Rsquest History
Clear Histcy whmmml
. | Twpe | L) | P Addess T Hostname. &
215802 DHCP  DOOBBCESDRID 1921682115 _RFD_1
530 DHCP  OOOGBCESDOID
21:58:30 DHCP  DOO00BCESDRID

215814 DHCP  OOOGBCESDOID
215806 DHCP  OROGECESDOID
215802 DHCP  DOOOBCESDOID

 Relation Lit-
Hew | Deiete | Ensbie BOOTP | Ensble DHCP | Divable BODTP/DHCP |
f

Sent 192168.21

i ESDOID | 1olZ5E

Click on (only once) the interface block in the Relation List to highlight it. Then
click Disable BOOTP/DHCP. This instructs the Bul. S6RF interface block to
retain the IP Address at the next power cycle.

Wait for the Status message to show that the command was successfully sent. If
not, repeat this step.

3 BOOTP/DHCP Server 2.3 3 =101
Fle Took Heb

~ Flequest History
Clear History | Add to Relsion List |

' Type | C] | P Addess | Hostname j

i) DHCP  OOOCBCESDOID
50 DHCP  DOORBCESDOND 1921682115 _RFD_1
215802 DHCP  OOHOOECESDOID
215830 DHCP  OOOGECESDOID
215814 DHCP  OOOOBCESDOID
21:58:06 DHCP  DOOOEBCESDOID

~ Relation List

Hew | Deiete | Ensbie BOOTP | Ensbie DHCP |[ Divable BODTP/ORCP |

Ethenet Addiess T 1P Adcress Hostname | Descript
O000:BCESDRID DHCP 1321682115 _RAD_1 SERF Interface Block.
Status Eniries
CP] C: < | 1olZ5E
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Chapter4  EtherNet/IP Addressing

Click File > Save As to save the relationship, if desired.

Cycle the power to the Bul. 56RF interface block. You should no longer see the
Bul. 56RF interface block appear in the Request History panel.

From a DOS prompt, you can ping the new address. The response should be 4
packets sent, 4 packets received and 0 lost.

nt
ate round teip tine
1 !

shsdukich?.

(hange IP Address from One The easicslt wzﬁ to change the ISP Address }flrom one }Illon};simple addlr(ess to anothcr
non-simple address is to use RSLinx. In this case, the three network switches on

Advanced Address to another the Bul. S6RF interface block are set to 999, and the address has been previously

Advanced Address set using the BootP/DHCP server. The example below shows how to change the
IP address from 192.168.2.115 to 192.168.3.115.

Q3 RSLinx Classic Gateway - RSWho - 1 =101 x|
File Edit Wiew Communications Station DDEfOPC Security Window Help

B &5 Linx Gateways, Ethernet

g ABE hernet 192.168.2.... 192.168.2....
115, RFID Adapter 2 Port + 1 Inf1 Out, RFID Adapter Z,aa W | o 2ea s

-1 192.168.2.214, 1769-L35E Ethernet Port, 1769-L35E Ethernet Port Remove
&+ ) Backplane, CompactLogix System Driver Diagnostics
Configure Driver
Upload EDS File from device

Security...
Device Properties
Module Statistics

o teR el Module Configuration bojo4/1l [11:064M

Open RSLinx.

1. Click on the RS-Who icon.

2. Expand the EtherNet connection.
3. Right click on the RFID Adaptor.
4. Click Module Configuration.
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EtherNet/IP Addressing  Chapter 4

The Configuration window appears.

1. Click on the Port Configuration tab.
2. Set the Network Configuration Type to Static (if not already done).

3. Change the IP Address to the new address. In this example, the address will
be changed form 192.168.2.115 to 192.168.3.115.

Help

Click Yes to confirm the change.

ControlLogix Gateway Tool 1 x|

Changing the IP Address of this modules will cause al
1\ connections routed through this module to become broken.

Do you wish to continue?

| Yes I No I

Click OK to close the configuration window.

RSLinx places an X over the RFID adaptor because it can no longer
communicate with it.

«* RSLiny Classic Gateway - RSWho - 1 =101 x|
Fle Edt View Communications Station DOE[OPC Securty Window Help

=] | £18) slie] ¥

=10l x|

XX »

192.168.2.,.. 192.168.2....
3 |RFID Adap... 1769-L35E...

For Halp, prass F1

[ [osjovin [10:3zem

Use the same steps to change the IP address of the other devices on the network.

Change the Network adaptor address to 192.168.3.1.
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Chapter4  EtherNet/IP Addressing
Close and re-open the RSWho window. The older addresses are not available and
the new addresses (192.168.3.115 and 192.168.3.214) appear.
<+ RSLink Classic Gateway - RSWho - 1 =10 x|
Fle EQk View Communications Station DOEJOPC Securty Window Halp
2| & £18) |l ¥
192.168,2.115, RFID Adapter 2 Port + 1 InfIl Cut, RFID Adapher 2 Port + 1 Infl Out 4
® 192.168.2.214, 1763-L35E Etharnat Port, 1769-L35E Ethernat Port:
J 192.166.3.115, RFID Adapter 2 Port + 1 Inf1 Dut, RFID Adapter 2 Port + 1 Infl Out
W 192.168,3.214, 1763-LISE Etharnat Port, 1769-LISE Etharmnat Port
For Help, press F1 [ [worm [1oaeem o
Note: If DHCP is not disabled, the Bul. S6RF interface block will show two
requests in the DHCP Server at each power up.
In the picture below, power was cycled to the Bul. S6RF interface block at
7:45:16,7:47:47, 7:49:06 and again at 10:56:00. Each time power was applied,
the Bul. S6RF interface block notified the BootP/DHCP server of its IP
Addpress. This indicates that DHCP has not been disabled. If DHCP is disabled,
the Bul. 56RF interface block would show nothing.
5 BOOTP/DHCP Server 2.3 I =10l x|
Fie Took Help
 Roenieet Hiskon
Clea Histary | Add 1o Retaion List |
[hemircsec] | Type | Ethemet Address [MAC) 1P Addiess | Hostame | -
10:56:00 DHCP  DO:00:BC:ESDO:1D 192.168.2115 _RFID_1 ‘—
2ot bHCP  0000BGESDOTD 1921802115 _AFD_1 €— —
[HEBE BMEEE e v 4—beendasie
74747 DHCP  0OOBBCESDOID ; 0.1 4—been disabled
TSIE DM MODSCESDID iwiEeans WD 4— =
 Relabion List
MNew | Delete | Enable BOOTE | Enabie [=|-|=_5'| Disable Eﬁ-’JIIiIl".'L-'HLr-‘I
Ethemet Address T P Address Hodlname D
00:00-BC:ESDOID DHCP 1921682115 _RFAD_1 SERF Irtertace Block
[ Stalug “Enties
| Received etor message iom 00:00BCESDOD, [Set Alibule. Single] (16] 1oz |
IP Address 888 Address 888 is used to reset the interface block to the factory defaults. Rotate the

address switches to 888 and cycle the power. The interface block clears out the
current assigned IP Address.

The MOD indicator blinks the following pattern: blinks red once, green once,

then solid red, then blinks green once, and final blinks continuous red about once
each second. The reset process takes about 10 seconds.
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Mechanical Installation

Each of the transceivers has a similar but unique RF field that it generates.

Fastening Attach the transceiver to the flat plate with M5 screws. The tightening torque
must be 1.5 Nem for the M5 screw.

Spacing Between Installing more than one transceiver causes radio frequency interference and may
Transceivers result in the difficulty of the tag communication. Keep a sufficient distance
between the transceivers as shown in Figure 12.

Figure 12 - Spacing Between Transceivers
Square Transceiver

(300 mm) or more
>

(300 mm) or more

Rectangular Transceiver

(600 mm) or more

(600 mm) or more
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Chapter5  Mechanical Installation

Spacing Next to Metal
Surfaces

Transceiver Field Maps

46

H <>
!

For the square transceiver, the communication distance will drop significantly
when the distance between the transceiver and any surrounding metal is 30 mm
(1.2 in.) or less. For the rectangular transceiver, the communication distance will
drop significantly when the distance between the transceiver and any
surrounding metal is 50 mm (2 in.) or less.

Figure 13 - Tranceiver Spacing with Metal Surfaces

Square Transceiver Rectangular Transceiver
Metal Metal

(30 mm)
or more

The transceiver has a three-dimensional RF field emanating from its sensing
surface. The field consists of 2 main center lobe and a secondary side lobe.

The RF tags must enter the RF field once, stay long enough to complete the read
and write cycles, and then to leave the field smoothly and efficiently.

Ideally, the RFID tag should pass through the widest section of the main lobe.
This maximizes the time the transceiver has for reading and writing. Avoid the

top of the field, and avoid the side lobes.
The preferred direction of travel is for the tag to pass across the RFID sensor
surface. The tag can also approach the sensor surface directly and then move away

directly backwards or to the side.

Figure 14 shows the field map of the 65mm x 65mm transceiver.
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Figure 14 - 65 x 65 mm Transceiver
RFID Tag
G
Alternate
Direction of Travel
100
OFF OFF
I Preferred
FFD T2g Direction of Travel / \ Ideal Acceptable
-— W0 ON Sensing | oning
{ \ Range Range
E
£ \ /
]
2
2 Side Lobe Side Lobe
b
g | N\ N
2
& 0 / \\ OFF / \
80 40 ) 0

Misalignment (mm)

Referenced for a 50 mm disc tag

The field map for the 80 mm x 90 mm transceiver, shown in Figure 15, is very

similar.

Figure 15 - 80 x 90 mm Transceiver

RFID Tag

RFID Tag
D
Alternate
Direction of Travel
150 / N
OFF / N\ OFF
// \\
Preferred \
Direction of Travel \deal Acceptable
i | S
=3 ON
= |
: \ /
Il
é’ 0 Side Lobe \ / Side Lobe
g \ /
s / A) I/ \
@ / A\\ /4 \
oLl \ ore [ \
-150 -100 -50 0 50 100 150

Misalignment (mm)

Referenced for a 50 mm disc tag

Rockwell Automation Publication 56RF-UMO001TA-EN-P - October 2011

47



Chapter5  Mechanical Installation

Notes:
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Chapter 6

Add Your RFID Interface Block to an
RSLogix 5000 Program

1. Open RSLogix 5000.
2. Click File>New.

& RSLogix 5000

File Edit View Search Logic Communications Tools Window F

(B tew.. |
&= open.. % oI S—
Close Pa
re Ctrl+S J ]
ve As,., [ ; I\_
New Component »
Import Component »
::.3[.3;..-:.1
Page Setup...
enarabte Rencrk
3. Enter the new controller information.
X
Vendor: AlleryBradley
Type: I‘I?BS-LH CompaciLogi5335E Contraller _-J ] oK |
Revision: 19 = Cancel |
I~ Redundancy Enzbled LI
Marne: [RFID_Test_Project
Descriglion: This test project shows how to quickly get stated witha =]
SERF RFID system in ASLogs: 5000
2|
free =
Create Ir: |E\P|wam Fles\Rockwell Software\RSLogx Programs Browse... |

4. Right click on the EtherNet port of the controller.
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Chapter6  Add Your RFID Interface Block to an RSLogix 5000 Program

5. Click New Module.

5] Controller RFID_Test_Program
[ Controller Tags
[ Controller Fault Handler
[ Power-Up Handler
= Tasks
= £& MainTask
# % MainProgram
[ Unscheduled Programs | Phases
5] Motion Groups
[ Ungrouped Axes
(2] Add-On Instructions
= -5 Data Types
(@ User-Defined
[ Ly Strings
(it Add-On-Defined
(s Predefined
(3 Module-Defined
1 Trends
£5 1/0 Configuration
=1 £ Backplane, CompactLogix System
%9 1769-L35E RFID_Test_Program
rt a3l -

m

m

= R

SYRF_IN_IP RFID Interface Module
48MS-SNIPF1-M2  MutiSight Vision Sensor, Grmen lens
4BMS-SNIPF2-M2  MutiSight Vision Sensor, 12me lens

5F Dusal Channe|

SERF-IN-IPS12Z  RFID [Code Interface Module (Single Channed 1 Digtal

Find... | Add Favorte |

By By Vendot Favorites |

ok | cacel | Hep

4l
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Add Your RFID Interface Block to an RSLogix 5000 Program  Chapter 6
General Tab The general panel describes the device, its definition and its IP address.
1. Make the four changes shown below and click Apply.
T
General ICmcIiunI Module Inloi Intemnet Plulu:uli Port Eorﬂwatiunl
(] Motion Groups
B3 Add-On Instructions Type: SERFN-IPD22 RFID ICode Interface Module [Dual Channel 1 Digital In /1 Digital ...
-] Data Types Vendor: AlenBradey
-] Trends Parert: LocalENB Ethemet Address -
-3 1/0 Configuration : : -
£l Bociedans; Comgsdingic Sintiin Name: _RFID_1 | @ Pivale Network: 1921681, [ 115=] 4
2 1769-L3SE RFID_Sample_Cads_V1 Desciiption:  [2Transcavers = ColpAddess [
=4 1769-L35E Ethernet Port LocslENB | 1 Digital Input 5
= g5 Ethernet 1 Digital Out v - : I—
8 seRF-mn-IPD22(A[ RFID_I | - N
4 1769-L35E Ethernet Port LocalENB r gf‘d“e Definitien 2
£l CompactBus Local e Changs ...
Revision: 1.1
Electronic Keying: Compatible Module
Connection: Data
DetaFormet: SNT — 3
Status: Offfe 0K | Coancel | v | hen |

Enter a name for the module. In this example, the name is RFID_1. You

may have multiple modules, so be sure to give it a brief but descriptive
name. The name that you assign to the module appears in the
Controller Organizer navigation pane. The name will also appear in the
description of the tags, which are described below.

Enter a description of the module or its function.

Set the EtherNet Address for the module. In this example, the address is

192.168.1.115. The 115 reflects the address of the three rotary switches

on the

(for co

TIP

Bul. 56RF interface block.

mpatibility with non-Rockwell RFID tags).

. The Data Format can be left as SINT (preferred) or changed to INT

A SINT is a signed single byte integer, which can represent numbers from -

255...255 in decimal format (-F. . . FF in hexadecimal format). An INT
signed two byte integer, which can represent numbers from -65535. .
in decimal format (-FFFF. . .FFFF in hexadecimal format).
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Chapter 6

Add Your RFID Interface Block to an RSLogix 5000 Program

EtherNet Address

When the controller is offline, the EtherNet address can be set. The user has three

options.

1. When a Private Network is used, click on the Private Network radio
button. Enter a value for the last octet between 1...254. Be sure not to
duplicate the address of an existing device. In preceding example, the

address of the RFID block is 192.

— Ethernet Address

168.1.115.

& Private Network:

192.168.1. 1‘|5-;I

" |P Address: |

" Host Name: I

2. When multiple networks exist, the user may elect to set the address to
some other value. When offline, simply click the IP Address radio button

and enter the desired address.

- Ethemet Address

" Private Network:

192.168.1. I _I:l

1 .33 .105

" Host Name: I

3. Click the Host Name radio button and type in the name of the host. In the
example below, the Host name is QPACK4.

r Ethernet Address
" Private Network:

192.168.1. I _I:

" IP Address: ]

&+ Host Name: IQPMKd
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Add Your RFID Interface Block to an RSLogix 5000 Program  Chapter 6

Module Definition The user should not have to make changes to the default values. If necessary,
changes can be made by clicking the Change button.

The user can change the Series, Revision, Electronic Keying, Connection and
Data Format. Click the down arrow on the Data Format field and select SIN'T.

zn

Series: "=

Revision: [ = 4

Electionic Keying: [Compatible Modle |
s osta M|
DataFormt: [swr =

0K I Cancel Help

Click OK to accept the changes (or Cancel to retain the original settings). Click
Help for more info.

Connection Tab You should not have to change any settings here.

General® Conrection | Modue Infos | Inkemet Preocel | Port Configuration |
Requested Packet Interval [RFT} ma e (207500

I Ieksba blode

™ Miajor Fasat O Corinoller If Conresction Falk Whis in Fun Moda

¥ Use Unicast Connection ove: EtheNet AP

Moduls Faul

Requested Packet Interval — Specify the number of milliseconds between
requests for information from the controller to the RFID block. The block
may provide data on a shorter interval, but if no data is received, the
controller asks the RFID block for a status update. Minimum setting is 2.
Maximum setting is 750.

Inhibit Module - When checked, the RFID block is not polled for
information, and any information provided will be ignored by the
controller.

Major Fault on Controller If Connection Fails While In Run Mode -
Check this box if a connection failure should be considered a major fault.

Use Unicast Connection over EtherNet/IP —Unicast connections are
point-to-point connections. Multicast connections are considered one-to-
many. Unicast reduces the amount of network bandwidth used.

Module Fault — Fault messages will appear in this box.
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Module Info The Module Info tab contains read only data that is populated when the

controller goes on-line (a program is downloaded to or uploaded from the
controller).

In the left panel, the AOP shows the vendor, product type, product code.
Revision level, serial number, and product name.

General | Connection Modude Info | intemet Protocol | Port Configuration |

[~ Identification 1 [ Status
Vendor: Allen-Bradley Major Fault: None
Product Type: Minor Fault: MNone
Product Code:  SERF-INPD22 Intbemal State: Run mode
Revision: 1.1
Serial Number: 00020004 Configured: Configured -
Product Mame:  RFID Adapter 2 Port + 1 Owned: No
In/1 Out

Module Identity:  Match

Refesh Reset Module | *

Status: Running ok | cemeel | oob | Hep |

In the right panel, the AOP shows the fault status, internal state (i.c., Run mode),
and whether the file is owned and Module Identity.

The Refresh and Reset Module button are active when the controller is online.
o Refresh — Click this button to refresh the data in the window.

¢ Reset Module — Click this button with care as it disconnects the module
momentarily and control will be interrupted. The following warning
window appears.

RSLogix 5000 x|
() DANGER. Connection Interruption.
e

Reset should nat be performed on a module currently being used For control,
The connection to the module will be broken, and control may be interrupted.

Continue with Reset?

Yes No | Help I

Click Yes or No as needed. Click Help for further information.
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Internet Protocol Tab

Port Configuration Tab

For the purposes of this user manual, the user is expected to use a Private Address,
that is, and address of 192.168.1.xxx. This window is automatically populated
with the data.

Module Properties: LocalENB (S6RF-IN-IPD22 1.1) =[Ol x|

General | Connection | Module Info Intemet Protocal | Post Conliguration |

Internet Protocol [IP) Settings
IP settings can be manually configured of can be el corih
if the network supports this capabiity.

& Manually configure IP setlings

 Obtain IP setfings automatically using BOOTP.
" Obtain IP selfings automatically using DHCP
P settinge set by swiches on the module

IP Settings Config
Physical Module IP Address: | 152 . 1688 . 1 . 115 Subnet Mask: I255255255 i}

Domain Name: I PimayDNSServer "9 g _ 0 . 0
Address:
Secondary DNS

HeatNans I— s 3. 0 0 1

Relresh communication. 4'1—
Status: Running ok | Cancel | oo | Hep

The Port Configuration fields should not need to be changed for the Quick Start

process. These fields only become active when the controller is on line.

The number of ports showing in this window will vary depending on the block
used. There should be either one or two ports.

The following window shows two ports. Port 1 is active, while Port 2 is inactive.

General | Connection | Module Info | Intenet Protocol - Port Configusalion |

2 — e —— g e
Port J’*mlmmausm&w Currert Dmomel
1|V Adve | M | Z]100Mxs o i 2
2 | ¥ |inaclive F =100 mops = JFui =

Status: Running 0K | Concel Hep |
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Click on the ellipsis (...) under the Port Diagnostics. A window pops up showing
the communications taking place between the controller and the transceiver
connected to the port.

|
~ Intesface Counters r~ Media Counters

Octets Inbound: 35877556 Alignanent Ermors: 0
Octets Outbound: 34767083 FCS Emors: 0
Unicast Packets Inbound: 106456 Single Colkvions: 0
Unicast Packets Outbound: 85172 Multiple Collisions: 0
Morrunicast Packets Inbound: i} SOE Test Erors: 1]
Morn-unicast Packets Dutbound: 3 Defened Transmissions: 1]
Packets Discarded Inbound: 1] Late Collizions: o
Packets Discarded Outhound: 0 Excessiva Collisions: 1]
Packets With Errors Inbound: 0 MAL Transmit Errors. o
Packets With Errors Qutbound: 0 MAC Recsive Enors: 0
Unkniown Protocol Canier Sense: 0
Packats Inbound: 1] Frama Too Long: o

Reset Counters | +

| Clasa I Healp
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Chapter 7

Configuration Image Table

and Tags

RSLogix 5000 Controller Tags

During the module installation, the RFID_1 tags are automatically loaded as
controller tags. This makes the tags available to all programs.

In the Controller Organizer, click on the Controller Tags.

Controler Orgarizer
E RFID_Sample_C | Show: [All Tags “|[v
= - Controller RFID_Sample_Code_V1 e [ &l f =l
B Contriler Tags ———— Mame [== ¢ [Value ¢ |FoceMask +[Syie  [DataTupe
53 Controller Faul Hander Diszblel o Decimal _ BOOL
be ";:’““"“"m’ : Sk biah {AB:SERF AL
Be {ooe} e} AB:SERF_IN_|
#)-C1 Metion Groups ¥ I
iplorgiinian ot Gnnh AB:SERF_IN_IPDZ2_SIN
® (7 Data Types o} g8 Decinal BAI -
® [ Trands a Decimal | INT
= £ /o Configuration [ Decimal INT
= (] Batkplane, Compactiogs Syctsm al Decimal |INT
9 1769-135E RFID_Sample_Cads_i 5 Decinal | INT.
= ¥ 1763-135E Ethernet Port LocalENS 8
£ Ethernet a Decimal | INT
f SeRF-IN-IPDZ2JA _RFID_1 al Decimal _ BOOL
P 1763-L35E Ethemek Port LocaENB o Decimal _ BOOL
£l Commpact@us Local E Decinal | BOOL

Three categories of tags appear. The tag name is comprised of the module name

followed by a:
o “:C” for Configuration
o “I” for Input
o “:O” for Output.

Expand the RFID_1:C by clicking the “+” box. This shows the configuration
image table, which has the following tags:

Scope: | B AFID_Sample_P =] Showe [Al Tegs

|| Name = & [ vaue «| iyt | Data Type
B K eyl |AB;

115200
115200
[

o

L I.
1000
2000 T

I-RAD_I-C POProgTcF
|- RFID_1:C PI00PiogVahie
" RFID_1C PO0S hortCirculEry

oo~ oo -~

DEEICOE0EEa0al

ChOBaudRate — The baud rate for communication for Channel 0 from
the RFID block to the RFID transceiver is stored in this tag. Allowable
baud rates are 9600, 19200, 38400, and 115200. The default value is
115200.

¢ Chi1BaudRate — The baud rate for communication for Channel 1 from
the RFID block to the RFID transceiver is stored in this tag. Allowable
baud rates are 9600, 19200, 38400, and 115200. The default value is
115200.
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RSLogix 5000 Controller Tags

58

CRN - The Configuration Revision Number is used internally with
RSLogix for configuration information. The user does not need to use this
tag.

PtOOFaultMode — The PtOOFaultMode is used in conjunction with
FaultValue to configure the state of output 0 when a communications fault
occurs. A value of 0 means that, in the case of a communications fault, the
value in FaultValue will be used (Off or On). A value of 1 means that the
last state will be held. By default this value is 0.

PtO0FaultValue — The PtOOFaultValue is used in conjunction with
FaultMode to configure the state of output 0 when a communications fault
occurs. A value of 0 is Off, and a value of 1 is On. By default the value is 0.

Pt00FilterOffOn — The Pt00FilterOffOn is used to determine the Off to
On delay time for input point 0 before the interface considers the input
point on or True. A value of 0 indicates there is no delay from an off
condition to an on condition; the only delay would be a hardware delay. A
value >0 would delay the input turning on by the configured value in
milliseconds. By default this value is 0.

Pt00FileerOnOff — The PtOOFilterOnOff is used to determine the On to
Off delay time for input point 0 before the interface considers the input
point off or False. A value of 0 indicates there is no delay from an on to off
condition; the only delay would be a hardware delay. A value >0 would
delay the input turning off by the configured value in milliseconds. By
default this value is 0.

Pt00NoLoadEn — The PtO0ONoLoadEn is used to enable or disable No
Load diagnostic detection for output 0. A value of 1 means that No Load
diagnostic detection is enabled. A value of 0 means that No Load
diagnostic detection is disabled. By default this value is 0.

Pt000penWireEn — The PtO0OpenWireEn is used to enable or disable
the open wire detection for input point 0. A value of 1 means that open

wire detection is enabled. A value of 0 means that open wire detection is
disabled. By default this value is 1.

Pt00OutputShortCircuitEn — The Pt00OutputShortCircuitEn is used
to enable or disable the short circuit detection for output point 0. A value
of 1 means that short circuit detection is enabled. A value of 0 means that
short circuit detection is disabled. By default this value is 0.

Pt00ProgMode — The PtOOProgMode is used in conjunction with
ProgValue to configure the state of output 0 when the controller is in
Program mode. A value of 0 means that the ProgValue (Off or On) will be
used when the controller is in Program mode. A value of 1 means that the
last state will be held. By default this value is 0.

Pt00ProgValue — The PtO0OProgValue is used in conjunction with
ProgMode to configure the state of output 0 when the controller is in
Program mode. A value of 0 is Off, and a value of 1 is On. By default this
value is 0.

Pt00ShortCircuitEn — The Pt00ShortCircuitEn is used to enable or
disable the short circuit detection for input point 0. A value of 1 means
that short circuit detection is enabled. A value of 0 means that short circuit
detection is disabled. By default this value is 0.
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|nput |mage Table and Tags Expand the RFID_1:I by clicking the “+” box. This shows the input image table,
which has the following tags:

# Controller Tags - RFID_Sample_Program_¥1(controller)

DO0ODDOO00NO0 0

Seops: Ij]RFID_SMqu_P-I sm_[ETw ..”_.—

=% o | Value | Force Mazk +[Stde | Data Type

= RAD,_ 11 | Looad| deeed] |AB-SERF_IN_IPD221.0

0 Decimd _|BOOL
of [Decimal|BOOL
| faeal] {oa}] |AB-SGAF_IN_IP_Stucl_Incl-0(2]
| 240000_0000_0000_090. .. | |Binay _|DINT
240000_0000_0000_000. ., Binay __DINT
| [ [Decimal|BOOL
Decimal_|BOOL
Decind _|BOOL
[Decimal_|BOOL
[Decimal | BOOL
Decind _[BO0L
{Decinal _|BO0L
Decinal _B0DL
[Decimal|BOOL

olojlelelolele|ale

AuxPwrFault — The AuxPwrFault bit will indicate if there is no auxiliary
power detected. A value of 0 indicates no fault, a value of 1 indicates a fault
condition.

BlockFault — The Block Fault bit will indicate if any of the RFID channels
or input/output points is in a fault condition. A value of 0 indicates the
RFID channels and input/output points are functioning correctly, a value
of 1 indicates one or more of the RFID channels and/or input/output
points are in a fault condition. Individual RFID channel fault bits are
contained within each associated Channel[x] input word.

Channel - See Input Channel Tags.

Fault — The Fault word is a 4-byte value that will store the connection
status between the interface and the controller. A value of 0 indicates a
connection has been established, and value of -1 indicates no connections.

ModuleStatus — The Module status is a 4-byte value that will contain the
overall status of the module. A value of 0 or 1 will indicate the module is
functioning with no faults, a value greater than 1 indicates a fault
condition exists. The ModuleStatus word will vary slightly based on the
configured unit.

Pt00Data — The PtO0Data bit will indicate if the status of input point 0. A
value of 0 indicates open, a value of 1 indicates closed.

Pt00InputFault — The PtOOInputFault bit will indicate if the input point
0 has a fault condition. Input faults would be Open Wire and/or Short
Circuit. A value of 0 indicates no fault condition, whereas a value of 1
indicates a fault condition.

Pt00InputShortCircuit — The PtO0InputShortCircuit bit will indicate if
the input point 0 has an short condition. A value of 0 indicates no fault; a
value of 1 indicates a fault condition. Short circuit detection can be
enabled or disabled during configuration.

Pt00NoLoad — The PtOONoLoad bit will indicate if the output point 0
has a no load condition; No load detectioin only occurs when the output
point is OFF. A value of 0 indicates no fault; a value of 1 indicates a fault
condition. No load detection can be enabled or disabled during
configuration.
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Pt000penWire — The Pt00OpenWire bit will indicate if the input point
1 has an open wire condition. A value of 0 indicates no fault, a value of 1
indicates a fault condition. Open wire detection can be enabled or disabled
during configuration.

Pt00OutputFault — The PtO0OutputFault bit will indicate if the output
point 0 has a fault condition. Output faults would be No Load and/or
Short Circuit. A value of 0 indicates no fault; a value of 1 indicates a fault
condition.

Pt00OutputShortCircuit — The PtO0OutputShortCircuit bit will
indicate if the output point 0 has a short condition. A value of 0 indicates
no fault; a value of 1 indicates a fault condition; output short-circuit
detection only occurs when the output is ON. Short circuit detection can
be enabled or disabled during configuration.

PtOOReadback — The PtOOReadback bit will indicate the status of the
output point PtO0Data. If the output bit Pt00Data is 1, indicating that the
output has been commanded to turn ON, then when the output point
turns ON PtOOReadback will contain the value of 1.

Run — The Run bit will indicate if the block is in run or program mode. A
value of 1 indicates the block is in run mode, a value of 0 indicates the
block is in program mode.

Expand the RFID_1:Channel by clicking the “+” box. This shows that two
channels exist: Channel[0] and Channel[1]. Expand the RFID_1:Channel[0] by
clicking the “+” box. Each channel has the following tags:

# Controller Tags - RFID_Sample_Program_¥1({controller)

Scope: | RFID_Sample P v | Show: lAnTugs x|

| [Name [F2 & | value |FoiceMask «[Syle  [Data Type
[=-RFID_1:\.Channel (| Jiziemil AB:SERF_IN_IP_Struct_Ircl:0[2]
| =-RFID_1:1.Channell0] faco }l {3 _ |AB:SERF_IN_IP_Struct_Incl:0
(- RFID_1:.Channel[0].Busy of Decimal  |BOOL
FH-RFID_1:.Channel[0] ChEror [} Decimal | SINT
[+-RFID_1:1.Channel[0]. Command 0| Decimal  |INT
—RFID_1:1.Channel[0] ContReadM... 0 Decimal  |BOOL
[+H-RFID_1:1.Channel[0]. Counter 0 Decimal  |INT
[+-RFID_1:1.Channel[0] Data (... {...} |Decimal |INT[30]
—RFID_1:1.Channel[0].F ault 0 Decimal |BOOL
[+-RFID_1:1.Channel[0] Length 0 Decimal  |INT
—RFID_1:I.Channel[0] Reset of |Decimal |BOOL
—RFID_1:1.Channel[0] ResetinPro... 0| | VDecirnarl BOOL
| “RAFID_1:1.Channel[0]. T agPresent 0 Decimal |BOOL
| FE-RFID_1:1.Channel[1] ot (.0} AB:SERF_IN_IP_Struct_Ircl:0

Busy — The channel Busy bit will indicate the status of an RFID channel.
A value of 0 indicates that the RFID channel is not executing a command,
avalue of 1 indicates a command is in the process of executing on that
channel.

ChError — The channel ChError is a 1-byte word that will contain the last
error code for that channel. A value of 0 indicates no error, a value >0
indicates some error. Refer to Error Codes for RFID Interface Block on

page 129 for a list of the error codes.

Command - The channel command word is a 2-byte value that will store
the last command that the channel received; at power up this value must be

0. The allowable commands are listed in Table 17:
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Table 17 - Allowable Commands

Value Command Description

1 Read Single Block Reads a single block of user data.

2 Read Multiple Blocks Reads multiple blocks of user data from a tag.

3 Multi-tag Block Read Reads information from up to four tags.

4 Read Byte Reads bytes of user data from a tag.

5 Start Continuous Read Initiates continuous read mode.

6 Stop Continuous Read Stops continuous read mode.

8 Teach Continuous Read Provides the ability to automatically set the best time to start
reading in continuous read mode.

10 Write SingleBlock Writes a single block of user data.

N Write Multiple Blocks Writes multiple blocks of user data to a FRAM tag.

12 Multi-tag Block Write Writes multiple blocks of user data to up to four tags.

13 Clear Multiple Bytes Clears multiple bytes of user data in a tag.

14 Write Byte Writes bytes of data to a tag.

20 Inventory Counts the number of blocks in the field (up to four) and returns
the UUID of the first tag in the field.

31 Read Transceiver Settings Read Baud Rate, Device ID,Retry Time, and Gain.

33 Get Version Information Retrieves the firmware version from the transceiver.

34 Get System Information Gets Info Flags,UUID, DSFID, AFI,Memory Size, and IC Reference
from Tag.

40 Lock Block Locks blocks of memory.

41 Write AFI Write the AFI byte to the tag.

Y] Lock AFI Locks the AFI byte from future changes.

43 Write DSFID Writes the DSFID byte to the tag.

44 Lock DSFID Locks the DSFID byte from future changes.

45 Get Multiple Block Security Status Retrieves that security status of multiple blocks within a tag.

ContReadMode — The channel ContReadMode bit will indicate the
status of Continuous Read Mode for an RFID channel. A value of 0
indicates that the RFID channel is not in continuous read mode; a value of
1 indicates that the RFID channel is in continuous read mode. While in
Continuous Read Mode, the interface will ignore all other commands
except a Stop Continuous Read.

Counter — The channel counter word is a 2-byte value that will increment
its value by 1 after the interface has completed execution of a command.
This value will roll over to 0 after it counts to 65535 and start again; at
power up this value must be 0.

Data — Depending on the Data Format, the channel Data word is an array
of either 2-byte values or an array of 1-byte values that total 160 bytes in
length. This array is used to store information returned from the RFID
interface. Upon completion a command, reply data will be deposited in
this array and the length of the reply (in 16-bit word increments) will be
placed within the associated length field; at power up this value must be 0.

Fault — The channel fault bit will indicate the fault status of the RFID
channel. A value of 0 indicates the channel is operating normally, a value of
1 indicates the channel has faulted.

Length — The channel length word is a 2-byte value that will indicate the
data length for specific commands. Upon completion of a command, this
word will be populated with the number of 16-bit words returned to the
data field; at power up this value must be 0.

Rockwell Automation Publication 56RF-UMO001TA-EN-P - October 2011 61



Chapter7  RSLogix 5000 Controller Tags

o Reset — The channel reset bit will indicate the reset status of the RFID
channel. A value of 0 indicates the channel is not in reset, a value of 1
indicates the channel has completed a reset.

o ResetInProgress — The channel ResetInProg bit will indicate the status of
an RFID channel reset. A value of 0 indicates that the RFID channel is not
currently undergoing a reset; a value of 1 indicates a reset in progress on
that channel.

o TagPresent — The channel TagPresent bit will indicate the status of a tag
at the RFID channel. A value of 0 indicates there is not tag present at the
transceiver; a value of 1 indicates one or more tags have been detected at
the transceiver.

0utput |mage Table and Tags Expand the RFID_1:O by clicking the “+” box. The shows the output image
table, which has the following tags:

# Controller Tags - RFID_Sample_Program_¥1{controller) ¥

Scope: | 1 RFID_Sample_P v| Show: [All Tags ||
Name F2a IVdue €| Force Mask €| Style Data Type
=-RFID_1:0 | Hoond fEonat] AB:5ERF_IN_IPD22:0:0
[#-RFID_1:0.Channel foeal) {...} AB:56RF_IN_IP_Struct_Out:0:0[2]
—RFID_1:0.Ptl0D ata 0 Decimal |BOOL
—RFID_1:0.Run 0 |Decimal  |BODL

e Channel - See Output Channel Tags.

o PtO0Data — The PtO0Data bit is used to turn output point 0 either on or
off. A value of 0 will be used to turn the output point off, a value of 1 will
be used to turn the output point on.

e Run - The Run bit is used to place the RFID block into run or program
mode. A value of 0 will be used for program mode, a value of 1 will be used
for run mode. When in program mode, the interface will maintain the
connection to the processor but will not execute commands. The discrete
output point will follow the mode of the processor as well as the Run bit,
with the Run bit overriding.

0utput Channel Tags Expand the RFID_1:Channel by clicking the “+” box. This shows that two
channels exist: Channel[0] and Channel[1]. Expand the RFID_1:Channel[0] by
clicking the “+” box. Each channel has the following tags:

# Controller Tags - RFID_Sample_Program_¥1{controller)

Scope: Ejg RFID_Sample P »| Show: IAI\ Tags :] I V-
| [Name _ FEe|vaue ~ ¢|FoceMask <[Sle  |DataType
[=-RFID_1:0.Channel (o fapsih AB:SERF_IN_IP_Struct_Out:0:0(2]
(= RFID_1:0.Channel[0] [ . AB:SERF_IN_IP_Struct_Dut0:0
[#-RFID_1:0.Channel[0].Address 0| |Decimal _|INT
FF-RFID_1:0.Chanrel[0] BlockSize 0 Decimal |INT
[+-RFID_1:0.Channel[0] Command 0 | Decimal  |INT
[ RFID_1:0.Channel[0] Data o] {-..}|Decimal |INT[56]
FH-RFID_1:0.Channel[0] Length o Decimal |INT
RFID_1:0.Channel[0] Reset o Decimal |BOOL
[+-RFID_1:0.Channel[0] Timeout o Decimal |INT
FH-RFID_1:0.Channel0LUIDHi 16£0000_0000 | |Hex DINT
[H-RFID_1:0.Channel(0LUIDLow 16£0000_0000 | |Hex DINT
+-RFID_1:0.Channell1] (oo} (oo} AB:SERF_IN_IP_Struct_Out0:0
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Address — The channel Address word is a 2-byte value that will contain
the address or block value within the RFID tag that the command will
execute on.

BlockSize — The channel BlockSize word is a 2-byte value that will store
the expected Block Size for the tag. Valid values are 0, 4, or 8 bytes per
block. A value of 0 will default to a Block Size of 4 bytes per block.

Command - The channel Command word is a 2-byte value that will store
the next command for the interface to process. The RFID interface will
execute the command once when this value changes. If a command must be
repeated then set the value to zero first and then change it again to the
desired command. Use a MOV or COP instruction to store the command
value in this tag.

Value Command Description

1 Read Single Block Reads a single block of user data.

2 Read Multiple Blocks Reads multiple blocks of user data from a tag.

3 Multi-tag Block Read Reads information from up to four tags.

4 Read Byte Reads bytes of user data from a tag.

5 Start Continuous Read Initiates continuous read mode

6 Stop Continuous Read Stops continuous read mode

8 Teach Continuous Read Provides the ability to automatically set the best time to start
reading in continuous read mode.

10 Write SingleBlock Writes a single block of user data.

N Write Multiple Blocks Writes multiple blocks of user data to a FRAM tag

12 Multi-tag Block Write Writes multiple blocks of user data to up to four tags.

13 Clear Multiple Bytes Clears multiple bytes of user data in a tag.

14 Write Byte Writes bytes of data to a tag.

20 Inventory Counts the number of blocks in the field (up to four) and
returns the UUID of the first tag in the field.

31 Read Transceiver Settings Read Baud Rate, Device ID and Retry Time.

33 Get Version Information Retrieves the firmware version from the transceiver.

34 Get System Information Gets Info Flags,UUID, DSFID, AFI,Memory Size and IC Reference
from Tag

41 Write AFI Write the AFI byte to the tag

Y] Lock AFI Locks the AFI byte from future changes.

43 Write DSFID Writes the DSFID byte to the tag.

44 Lock DSFID Locks the DSFID byte from future changes.

45 Get Multiple Block Security Status Retrieves that security status of multiple blocks within a tag.

o Data — Depending on the Data Format, the channel Data word is either an

array of 2-byte values or an array of 1-byte values that total 112 bytes in
length per channel. This array is used to store information that will be
directed to the RFID interface. Some commands, such as reading, do not
require the use of this data field. Writing to tags will utilize this
information in conjunction with the length field to inform the RFID
interface what values it needs to write. The size of this word allows the
writing of up to 28 blocks of data to a tag at a time, with each block being
4-bytes in length.

Length — The channel length word is a 2-byte value that will indicate the
data length for specific commands. Upon completion of a command, this
word will be populated with the number of 16-bit words returned to the
data field; at power up this value must be 0.
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Reset — The channel reset bit is used to command an RFID channel reset.
A value of 0 indicates the channel is not being commanded to reset, a value
of I indicates a request to reset the channel.

Timeout — This value determines how long the interface will wait for a
command response from the transceiver before indicating a message time
out. The default value is 0, which sets the timeout at 750 ms. The user can
enter a timeout value in milliseconds, keeping in mind that a low timeout
value can cause command failures by timing out before the command
would otherwise have successfully completed.

UIDHi — The channel UID word is an 8-byte value that will contain the
UUID information for specific commands that will allow the command to
be targeted to a specific tag in the field. Under normal circumstances this
value will be 0, which tells the RFID interface to perform an action
regardless of what tag it is. Any value other than 0 will attempt to direct the

command to that specific tag. The UIDHi value contains bytes 0...1 and
6...7 of the UID.

UIDLow — The UIDLow value contains bytes 2-5 of the UID.
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Commands Summary

This section provide a summary of the commands supported by the RFID

transceiver. Detail of the commands can be found in Chapter 9. This guide
assumes familiarity with RSLogix 5000. The *. ACD file should already be

downloaded into the PLC and working properly.

The table below assumes the following:

o The user has set up the RSLogix5000 AOP with Data Format set to
SINT.

o The RFID tag has blocks that are only 4 bytes each.
o The UUID is set to zero (unless specified).

TIP

A Universally Unique Identifier (UUID) can be specified in
xx.0.Channel[0].UIDLow and xx.0.Channel[0].UIDHi for most commands to
operate on a specific tag. If xx.0.Channel[0].UIDLow and
xx.0.Channel[0].UIDHi are set to 0, the command will operate on the first tag
in the transceiver field. All other Output values should be set to 0 where not

specified.
Command Description Output Input
xx.0.Channel[0] xx.1.Channel[0]
Inventory Option Flag 0 Command =20 Data[0] = # of tags
Returns number of tags in field Length=0 Data[2...9,10...17,18...25, 26...33] = UUID of
Returns Universally Unique Identifier (UUID) of first tag in field | Data[0] =0 up to 4tags
OptionFlag T Command =20 Data[0] = # of tags
Returns number of tags in field Length=1 Data[2, 12, 22, 32] = AFl of up to 4 tags
Returns Application Family Identifier (AFI) of first tag in field Data[0] =1 Data[4...11,13...21,24...31,34...41] = UUID of
Returns Universally Unique Identifier (UUID) of first tag in field up to 4 tags
Read Single Option Flag 0 Command =T Data[0...3]= User data (4 bytes)
Block Reads a single block of user data from a tag Data[0] =0
Option Flag T Command=1 Data[0. ..3] =User data (4 bytes)
Reads a single block of user data from a tag Data[0] =1 Data[4] = Security status
Returns security status of the block
" Write Single Writes a single block of user data to a tag Command =10 All data bytes are zero
Block Length =Block size
BlockSize = Block size
Data[0-1] = User data (4 bytes)
Lock Block Locks a single block of user data, preventing writing Command =40 All data bytes are zero
UIDLow = UIDLow
UIDHi = UIDHi
ReadMultiple | OptionFlag0 Command =2 Data[0...3]=Block x
Blocks Reads multiple blocks of user data from a tag Length = Number of blocks Data[4...7] =Block x+1
Data[0] =0
Option Flag T Command =2 Data[0...3]=Blockx
Reads multiple blocks of user data from a tag Length = Number of blocks Data[4] = Security status of block x
Returns security status of the blocks Data[0] =1 Data[6. ..9] = Block x+1

Data[10] = Security status of block x+1
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~Write Writes multiple blocks of user data to an FRAM tag Command =TT All data bytes are zero
Multiple Length = Number of bytes (multiple of 8)
Blocks BlockSize = Block size
Data[0-3] = User data (8 bytes)
" Write AFI Writes T byte of information into the Application Family Command = 4T All data bytes are zero
Identifier (AFI) area contained within block -2 Length=1
Data[0] = 00xx
Lock AFI Locks the Thyte of information for the AFT area, preventingit | Command =42 All data bytes are zero
from being modified UIDLow = UIDLow
UIDHi = UIDHi
" Write DSFID Writes T byte of information in the DSFID area Command =43 All data bytes are zero
Length=1
Data[0] = 00xx
Lock DSFID Locks the Thyte of information for the DSFID area, preventing | Command = 44 All data bytes are zero
it from being modified UIDLow = UIDLow
UIDHi = UIDHi
Data[0] = 00xx
Get System Returns the following system information of the tag: Command =34 Data[0] = Info_Flag
Information Info_Flags Data[2] = DSFID
uuID Data[4] = AFI
DSFID Data[6-13] = UUID
AFI Data[14] = Max Block Number Data[15] = Max Byte
Memory Size (Max Block Number +1* Max Byte per Block Number in Block
+1) Data[16] = IC Ref
IC Reference
Get Multiple Retrieves the security status of multiple blocks within a tag Command =45 Data[0...7]=TUUID
Block Security Length = Number of blocks Data[8] = Security status of block x
Status Data[10] = Security status of block x+1
Read Byte Option Flag 0 Command =14 Data[0...J=TUser data
Reads bytes of user data from a tag Address = Starting byte
Length = Number of bytes to read
Data[0] =0
OptionFlag T Command =4 Data[0...7]=UUID
Reads the UUID from a tag Address = Starting byte Data[8...] = User data
Reads bytes of user data from a tag Length = Number of bytes to read
Data[0] =1
~Write Byte Writes bytes of user data to a tag Command=T4 Data[0...7T=UUID
Address = Starting byte
Length = Number of bytes to write
Data[0] = Start of User data
Clear Multiple | Clears mulfiple bytes of user data in a tag Command =13 All data bytes are the dleared byte value
Bytes Address = Starting byte
Length = Number of bytes to clear
Data[0] = Cleared byte value
Multi-Tag Reads the following information from up to 4tagsin the field: | Command =3 Data[0] = Number of tags
Block Read Number of tags Address = First block to read Data[2...9] = UUID of 1st tag
uuD Length = Number of blocks to read for each Data[10...*] = User data of 1st tag
Multiple blocks of user data tag Data[*...*] = UUID of 2nd tag
Data[*...*] = User data of 2nd tag
Multi-Tag Writes multiple blocks of user data to up to 4 tags in the field Command =12 Data[0] = Number of tags
Block Write Returns number of tags in the field Length = Number of bytes to write to each tag | Data[2...9] = UUID of 1st tag
Retrieves UUID of tags BlockSize = Block size Data[10...17] = UUID of 2nd tag
Data[0] = Block x Data[18...25] = UUID of 3rd tag
Data[4...7] = Block x+1 Data[26. ..33] = UUID of 4th tag
Read Retrieves the following information from the transceiver: Command =3T Data[0...T]=Device 1D
Transceiver Baud rate Data[2...5] = Baud rate
Settings Device ID Data[6...7] = Retry setting
Retry time Data[8...9] = Gain
Get Version Retrieves the firmware version from the transceiver Command =33 Data = Firmware version
Information
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Main Routine

RSLogix 5000 Code Examples

This chapter contains examples of routines that will run in RSLogix 5000.

The examples are written for an RF transceiver connected to the “0” connector
on the RF interface block. A momentary switch is connected to the Digital Input
connector. The switch is used to enable the routine to allow the user to repeat the
routine easily.

In the examples, the RFID block is identified as “_RFID1”

_RFID_1.PD0Csls
I E

A partial listing of the Main Routine is shown below. The Main Routine sets the
run bit. In program mode, the run bit is 0; and 1 for run mode. The remaining
blocks jump to the various subroutines to execute the commands. In Rung 1, the
momentary switch turns on Digital Output 0, which turns on an LED to confirm
that the user has pressed the momentary switch.
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Example Command Routines Many of the example routines (not the Main Routine) use the same ladder logic.

- Overview

68

The ladder logic is explained below.

Rung 0

Rung 0 initiates the routine. A sensor or momentary switch, connected to the
input connection of the RFID interface block, senses that an object (with an

RFID tag attached) is approaching and enables the execution of the read routine.
The sensor is the XIC bit labeled RFID_1:1:PtO0Data. When the sensor
detects the object, the instruction latches ON.

Rung 1

Rung 1 initializes the output image table in preparation for command. Execution
begins when the transceiver is not already busy reading a tagand a tagis present in

the RF field.

This Examine If Closed (XIC) instruction is latched ON by the sensor in
Rung 0.

RFID_1:1:Channel[0]Busy — This Examine If Open (XIO) instruction prevents

the rung from executing when the transceiver is busy executing a command.

RFID_1:1:Channel[0]. TagPresent — This XIC instruction closes when a tag is
present in the RF field of the transceiver connected to Channel[0].

MOV variable to RFID_1:0:Channel[0]:variable — Moves data from a
Controller tag to the output image table variable.

MOV 0 to RFID_1:0:Channel[0].Command - This initializes the output
command to 0.

IMPORTANT  The transceiver executes a command when the command value changes.
When repeating a command, set the command value to 0 first and then re-set
it to the same desired value.

Start — Latches a tag that indicates the function has started.

Unlatch - This unlatches (turns OFF) the instruction from Rung 0 and readies
the routine for the next RFID tag.
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Rung 2

Start — With the output channel properly initialized, the Start bit enables the
rung to begin execution.

EQU RFID_1:I:Command[0].Command =0 - When an output command is
updated, the interface block returns that command back to the input command.
If the input command is zero (it was set in Rung 1), then the EQU output goes

HI and enables the subsequent MOV command.

MOV x to RFID_1:0:Command[0].Command — Moving a non-zero value into
the output command byte instructs the RFID block to execute the command.

Rung 3
Rung 3 ensures that another command is not initiated while a command is busy.

Start — The Start bit enables the rung to begin execution.

RFID_1:I:Channel[0].Busy — When the command begins execution, the Busy
bit goes HI. This contact closes and the rung is executed.

InProgress — When command begins execution, an In-Progress bit is latched ON.

Start — This contact is opened, as the command has transitioned from start to
busy.

Rung 4

Rung 4 confirms the completion of the command, as the interface block moves a
value into the input channel command location.

InProgress — This contact closes when the read command begins execution.

RFID_1:1:Channel[0].Busy — This contact will be open while the command is in
process.

EQU RFID_1:I:Channel[0].Command = Upon completion of the command
the interface block copies the value from output command to the input
command. If the input command value equals the value of the command, the

EQU output goes HI.

InProgress — This bit is unlatched when the command is successfully completed.
The routine is now ready for the next RFID tag or other routine.
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Clear Multiple Bytes

70

The Clear Multiple Bytes command clears multiple bytes of user data in a RFID
tag. The user can specify the number of bytes to clear and the address from which
to begin. This is very similar to a “copy” command. It copies the value you specify
in the output data image Data[0] location to the addresses you specify.

Set the following values in the output image table:

a. xx:0.Channel[0].Command = 13

b. xx:0.Channel[0].Address = startmg address

c. xx:0.Channel[0].BlockSize =

d. xx:0.Channel[0].Data[0] =0 (or value used to clear the byte)
e. xx:0.Channel[0]. Length = the number of bytes to clear

f. xx:0.Channel[0].Reset =

g xx:0.Channel[0]. Timeout = 0

h. xx:0.Channel[0].UIDLow = 0 (or UIDLow)

i. xx:0.Channel[0].UIDHi = 0 (or UIDHi)

Unless a UUID is specified, this command will operate on the first tag in the
field. Specify a UUID in xx:O.Channel[0].UIDLow and
xx:0.Channel[0].UIDHi to perform the command on a specific tag.

Example Routine

In the example routine below, the initialization in Rung 1 sets the address, length
data, the value used to clear the fields and sets the command value to 0. The
BlockSize, Reset, Timeout, UIDLow and UIDHi are set to 0 in the output image
table. The value to be copied is initially stored in the controller tag CMB_Data.
In the example below, CMB_Data is set to 0, but the user can set this to be any
valid SINT value.

_RFD_11P000s  Enatie, Clewr Muli Bries Cioar_past Btes

Clow_ sl Bytws _RTD_1ACharrelD] Dy _RTD_1 1 ChanrelD] TagPresert . Cloar Mt Dytas St

. o Pats
[T

wst _RFD_1 O Channeffl] Dulal
as

[}

Dest _RPD_1:0.Channef0] Command
an

e st Bies_Shet
| i [ R e— 3
I
] = _RFD_1:0.Chamefd Comand
oe
Ciw_lAat_Dyen SRt _RFD_1| Crarred Busy Cinar A fyies_rorogress
Cloar st Pyaes._Stort

Clowr Ml Ptes rbrogress _RFD_1iCharrelOiBusy - £ Clate Wi Pytes_Iivogress

FD_1 1 Charref) Commmand
13
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Example Results

To demonstrate the results, the Read Byte command was executed on an RFID
tag. The data in this tag was a simple list of numbers starting from 1. Note the
counter is 31.

[=_RFID_1:1.Channel £} (===} AB:56RF_It
E‘_ RFID_1:1.Channel[0] et {=e) AB:5ERF_IP
—_RFID_1:1.Channel[0] Busy 1] Decimal |BOOL
[+-_RFID_1:1.Channel[0]. ChE ror 0 Decimal | SINT
[+-_RFID_1:1.Channel[0]. Command 4 Decimal |INT
-—_RFID_1:1.Channel[0]. ContReadMade 1] Decimal |BOOL
[4-_RFID_1:1.Channe![0]. Counter 7 Decimal  |INT
[=-_RFID_1:I.Channel[0] Data farne) {...}|Decimal |SINT[160]
[#-_RFID_1:1.Channel[0].D ata[0] @l Decimal |SINT
[#-_RFID_1:|.Channel[0] Data[1] 2 Decimal | SINT
[+-_RFID_1:I.Channel[0).Data[2] Before clearing‘ the dataisa fl 3 Decimal [SINT
[¥_RFID_1:|.Channell0]) Datal3]  sequential list of numbers 4 Decimal |SINT
[#-_RFID_1:1.Channel[0].D ata[4] 5 Decimal |SINT
[#-_RFID_1:|.Channel[0] Data[5] 6 Decimal |SINT
[#-_RFID_1:1.Channel[0].D ata[6] 7 Decimal |SINT
[#_RFID_1:|.Channel[0]) Data[?] 8 Decimal |SINT

The Clear Multiple Byte command is executed successfully as the ChError = 0
and all the data bytes are zero. The counter increments to 32.

| =_RFID_1:1.Channell0] o o [aB:56RF_1
—_RFID_1:.Channel0] Busy 0 Decinsl | BODL
F#-_RFID_1:1.Channel{0}.ChEror NO Errors e 0 Decimal |SINT
F+-_RFID_1:|.Channel[0] Command 13 Decimal | INT
|—_RFID_1:1.Chanrell0].ContReadModk 0 Decimal |BODL
f+-_RFID_1:1,Channell0}.Counter 32 Decimal | INT
=1_RFID_1:|.Charnel[0} Data Tebiy {+..) Decimal |SINT[150)
[+_RFID_1:\.Channe{0]Date[0] 0 Decimal |SINT
F+_RFID_1:|.Channel0] Datal1] 0 Decinal |SINT
EE'_RFID_1:\.Channel0] Data(2] 0 Decimal |SINT
i F+_RFID_1:\.Channel0]Dataf3] All data o Decimal [SINT
[ _RFID_1:I.Channei0) Datal4] addresses show 0 o Decimal  |SINT
[+'_AFID_1:\.Channef0] Date(5] 0 Decimal |SINT
E£_RFID_1:|.Channel0] Datal6] o Decinal |SINT
FH_RFID_1:\.Channel0] Dataf7] 0 Decimal |SINT
F£_RFID_1:\.Channel0] Datele] [ Decimal  |SINT

The tag is read again (command = 4) to confirm the clearing. Data bytes 2
through 4 are successfully set to 0.

=I_AFID_11.Channell0] _ I = e, |AB:56RF_I
—_AFID_1:1.Channe{0}Busy | 0 Decimal | BOOL
F+-_RFID_1:|,Channe{0} ChError 0 Decimal |SINT
S 4 Decimal _[INT
—_RFID_1:1.Channe0] ContReadMode o Decimal  |BOOL

[+_RFID_1:1.Channef0} Counter | 33 Decimal |INT

[=_RFID_1:|.Channe{0) Data [ e {++:)|Decimal |SINT[160)
[+-_RFID_1:1.Charne{0) D ata[0] 1 Decimal  |SINT
F_RFID_1:1.Channel(0}Datal1] z Decimal | SINT
F#_RFID_1:1.Channel0) Data2] 0 Decimal | SINT
" Channell0] Dataf3] 0 Decimal | SINT

B Charnef0]Dateld] | Data Cleared § o Decimal [SINT
_AFID_1:1.ChannellD}Datal5] | 0 Decimal | SINT
t_RFID_1:1.Channel{0] Dats6] 7 Decimal |SINT

£ _RFID_1:\.Channel0} Datal7] 8 Decimal |SINT
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Get Multiple Block Security
Status

72

The Get Multiple Block Security Status command retrieves the security status of
multiple blocks within a tag. It will also display the Universally Unique Identifier
(UUID) of the RFID tag.

Set the following values in the output image table:

a. xx:0.Channel[0].Command = 45

b. xx:0.Channel[0].Address = the first block to read

c. xx:0.Channel[0].Block = 0

d. xx:0.Channel[0].Data[0] =0

e. xx:0.Channel[0]. Lcngth = the number of blocks to read.
f. xx:0.Channel[0].Reset =

g. xx:0.Channel[0].Timeout = 0

h. xx:0.Channel[0].UIDLow = 0 (or UIDLow)

i. xx:0.Channel[0].UIDHi = 0 (or UIDHi)

Unless a UUID is specified, this command will operate on the first tag in the
field. Specify a UUID in xx:O.Channel[0].UIDLow and
xx:0.Channel[0].UIDHi to perform the command on a specific tag.

Example Routine

In the example routine below, the initialization in Rung 1 sets the address, length
data, the Data[0] value used to clear the fields and sets the command value to 0.
The BlockSize, Reset, Timeout, UIDLow and UIDHi are set to 0 in the output
image table. The starting address is block 0. The command reads 28 blocks (all
the blocks of this RFID tag).

FFO_tiA00ste  Ersbie_Get_Ssouty
T -+
Out_Securty_Stabus  _RFO_11 Crarra{0 Bty _RFD_11 Charre{ 0] TagPresert Gint_Securty_Sishas_Sert
Y. — fnsa— 3 = E L > =

ot |
n-l | Gel_Security_Ststus

Gel_Securky Sielus St
Snrie A RFO_1Gracreqd] Gommand | Sace “ |
aw
o Dest _AFD_170.Channel] Commend
L)

Gel_Securty_Stelus_Stat _RFD_J:1 ChanneD) Busy Gt _Securty_Status_nProgress
T 1E ) o,

Get_Securty Siatus_Srt
S

Got_Security_Stabus brogress  _RFD_11 Chare(0) Busy Gat_Securty_Stabis_irProgress
T " ;

pxca A _RFD_11Cranne(iConnang |
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Example Results

The figure below shows the security status for the first three blocks. Blocks 0 and
2 are locked. Block 1 is not locked.

_RFD_11PI000sts  Enable_Gel_Securty Gel_Securty_Stahus
1: — fr— 4 4

Get_Securty_Stebus _RFID_1 FFD_1 TagPresent r L - et _Securty_Stetus_Stert
I E i 1E | Mave

LL Get_Securty_Status

B
Dest _RAD_1:0 ChannefD] Length
0

Sourc o
R L]
p

o
Dest RFID_1:0.Charred0i] Command
0%

Get_Securty_Sius_Stet E
Equst

s

Dest _RFID_1:0.Channell] Commend
ae

4

Get_Securty_Sistus_Start _RFID_1:1 Channe0] Busy Get_Security_Stshas_rProgress
IE 1E 0

(Gee_Sacurky_Status_Start

Oel_Securty_Status_irfrogress  _RFID_1:1.Channed 0] Busy r Oet_Securty_Stebus_nProgreds
: T { Equal e — | o —

Sowce & _RAD_14Channe0 Command
0+

%

The following information will be displayed:
e xx:1.Channel[0].Data[0-7] = UUID
o xx:1.Channel[0].Data[8-9] = Security status of block x
o xx:L.Channel[0].Data[10-11] = Security status of block x+1

Get System Information The Get System Information command will return the following RFID tag

information:
o Info_Flag
o Data Storage Format Identifier (DSFID)
o Application Family Identifier (AFI)
o Universally Unique Identifier (UUID)
e Memory Size
o IC Reference

Set the following values in the output image table:
a. xx:0.Channel[0].Command = 34
b. xx:0.Channel[0].Address = 0
c. xx:0.Channel[0].BlockSize = 0
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(o

. xx:0.Channel[0].Data[0] =0
xx:0.Channel[0]. Lcngth 0
xx:0.Channel[0].Reset =
xx:0.Channel[0].Timeout = 0
(0]
(0]

5~ ga Mmoo

. xx:0.Channel[0].UIDLow = 0 (or UIDLow)
xx:0.Channel[0].UIDHi = 0 (or UIDHi)

-

Unless a UUID is specified, this command will operate on the first tag in the
field. Specify a UUID in xx:O.Channel[0].UIDLow and
xx:0.Channel[0].UIDHIi to perform the command on a specific tag.

Example Routine

In the example routine below, the initialization in Rung 1 sets the address, length
data, the Data[0] value used to clear the fields and sets the command value to 0.
Because the address, length and data[0] can only be 0, the source in the MOV
instruction can be set to 0. The BlockSize, Reset, Timeout, UIDLow and UIDHi
are set to 0 in the output image table.

_FFD_T:P00Data  Enabis_Get_Sys_info Get_System_nformation
E I E a

Get_System nformaion _RFID_1:1Channel[0) Busy _RFID_f:| Charne{d] TagPrasant MOV— Get_System_Information_Start
T Ik £ Mo >
JE JE JE

e 4
Sowce 0
Get_System Information
Dest _RFID_1:0 Channei[0) Acdress. A
0«

HOV

Mowve
s [

Dest _RFID_1:0 Chennelio] Length
0«

——— Move ]
s 0

Dest _RFID_1:0 Channe{0] Data(0]
04

MOV

Dest _RFID_1:0 Channal]0] Command
e

Get_System Information_Stel  ———£au
————— Equa
i A _RFD_1:1.Channef0]. Command
Mo
ource B 0

Dest _RFID_1:0.Channei[0] Command
L

Get_System_information St _RFID_V:l Chennei(0] Busy Get_System_nformation_inProgress:

Gel_System_information_Start
>

Get_System_information_inProgress _RFD_1:| Chaoneq0]Busy €0l

4 Ik I E Eausl
o T Source & _RFD_1:|.Channef0] Command
34w

Get_System_information_InProgress

Source B 3

Example Results

The Info Flag contains data used to determine what parameters are passed back.

The DSFID, AFI and UUID follow.
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Get Version Information

The tag being read was Cat. No. S6RRF-TG-30. This tag has 28 blocks. The
maximum block number is 27, as the first block is 0. Each block has 4 bytes. The

maximum byte number is 3, as the first byte is 0.

The IC Refis the last byte reported.

The Get Version Information command will retrieve the firmware version

information from the transceiver.

Set the following values in the output image table:

a. xx:0.Channel[0].Command = 33

I~

oo

xx:0.Channel[0

g Mmoo

-

.
.
.
.
.
.
]
]
]

(
[
(
(
xx:0.Channel[0].Reset =
(
(
|

xx:0.Channel[0].Address =
xx:0.Channel[0].BlockSize =
. xx:0.Channel[0].Data[0] = 0

Lcngth 0

xx:0.Channel[0]. Timeout = 0
. xx:0.Channel[0].UIDLow =0
xx:0.Channel[0].UIDHi =
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[=_RFID_1:I.Channe(0) (e (=0 |AB:S6RF_
|_RFID_1:1.Channell0] Busy - 0 Decimal |BOOL
[+-_RFID_1:1.Channel(0] ChEror 0 Decimal  SINT
B_AFID_1:1.Channel[0} Command 34| |Decimal |INT
—_RFID_1:1.Channel0] ConiReadMode o Decimal |BOOL
B-_RFID_1:1.Channel[0) Counter 1z | Decimal |INT

[=-_AFID_1:1.Channel[0}Data o (...} |Decimal |SINT[1ED]
| #-_RFID_11.Channel[0]Datal0] Info Flag 15 Derimal  |SINT
Hi-_RFID_1:1.Channel0].Data{1] ] 0 |Decimal |SINT
| | | #_RFID_1iChannel0lDatalz] DSFID 68| \Decimal |SINT
#-_RFID_1:1.Channel[0] Data{3] 0 Decimal |SINT
H-_RFID_1:1.Channel[0] Data{d) AFI 58 |Decimal |SINT
[+-_RFID_1:1.Channel0).Data{5] 0 Decimal  |SINT
[+ _RFID_1:1.Channe([0] Dataf6] 164es Hex SINT
F._RFID_1:1.Channel0)Data(7) UID Low | 16404 Hex SINT
[+-_RFID_1.1.Channel[0].Datalg] 16#e6 | Hex  |SINT
EH_AFID_1:1.Channe{(0] DatafS] ) 16850 {He«  ISINT
H-_RFID_1:1.Channel0].Datal10] ] 16400 Hex SINT
t+_RFID_1:|.Channel[0] Dataf11) UIDHI § 16001 Hex ST

| | | #_RFD_11.cChennei0}Datef12) | 16404 Hew  |SINT
H_AFID_1:\.Channel0LDataf13] 1640 Hex SINT

_RFID_1:.Channel0)Dataf14] | Max Block Number 27 |Decimal |SINT

H_AFID_1:\.Channel01Datai15]  Max Byte Number in Block 3| \Decimal |SINT
[4-_RFID_1:1.Channel[0] Datal16] IC Ref 1 Decimal  SINT
H_AFID_1:1.Channel0].Data{17] o |Decimal |SINT
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Example Routine

In the example routine below, the initialization in Rung 1 sets the address, length
data, the Data[0] value used to clear the fields and sets the command value to 0.
Because the address, length and data[0] can only be 0, the source in the MOV
instruction can be set to 0. The BlockSize, Reset, Timeout, UIDLow and UIDHi

are set to 0 in the output image table.

D LA Ermie_Oel Versan il
12 [——

OtV KDL By
] —nl f——

A R

et Versan:
O Versn_Sim

Oet_version |

ae

el D1 G Chanref0 Lesglh
s

| Dest _RFD_1:0 Cranredo) Duinfll]
as

| ot 0 300 el Cormrmard
N

Dl Vartion St _RFD_YACharelD] Bury

el Vergion ¥Progress _FFD_1.1Creori) Busy £
1E n— fo—| U0

fast D 10 Channeq0] Cammans
v

Oet_Wision_Ifrogress

Do s St

Ol Nersin FProgees

Example Results

The results are stored in Data [0...3]. In this example, the version is “de20007”.

(version 2.07).
=-_RFID_1:I ooy e AB:5ERF_IN_|
—_RFID_1:.AuxPwiF ault 0 Decimal  |BOOL
—_RFID_1:1.BlockF ault 0 Decimal [BOOL
(=l-_RFID_1:1.Channel {...} o] AB:5ERF_IN_|
=1_RFID_1:1.Charnell0] {owe} g AB:5ERF_IN_|
—_RFID_1:I.Channel[0] Busy 0 Decimal |BOOL
[#)-_RFID_1:I.Channel[0].ChEmor 0 Decimal | SINT
[+-_RFID_1:1.Channel[0]. Command 33 Decimal |INT
—_RFID_1:I.Channel[0] ContReadMode 0 Decimal |BOOL
[+-_RFID_1:l.Channel[0]. Counter 81 Decimal  |INT
[=I-_RFID_1:l.Channel[0] Data fona) {...} Decimal |SINT[160]
[+]-_RFID_1:1.Channel[0].Data[0] 16407 Hex SINT
[+-_RFID_1:1.Channel0] Data[1] 16400 Hex SINT
[+-_RFID_1:1.Channel[0]. Dataf2] 164e2 Hex SINT
[H-_RFID_1:1.Channel0]. Data[3] 1640d Hex SINT
[+l-_RFID_1:.Channel0].Dataf4] 0 Decimal |SINT
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Inventory

The inventory command returns the UUID and DSFID information from the
RFID tags in the field. This command can read up to a maximum of four tags.
The more tags in the field, the more time the tags need to be in the field to
complete the inventory command. By setting the output image fields to specific
values, the Inventory command returns the following information:

1. Returns the number of tags in the field and the UUID of each tag. Set
Address =0, Length = 0 and Data[0] = 0

2. Returns the number of tags in the field, the UUID and the DSFID of each
tag. Set Address =0, Length = 1 and Data[0] = 0

3. Returns the number of tags in the field, the UUID and the DSFID of each
tag that meets the specified AFL. Set Address =1, Length = 1 and Data[0]
= AFI value. If the AFI value is 0, then all the tags are reported.

Set the following values in the output image table:
xx:0.Channel[0].Command = 20
xx:0.Channel[0].Address = 0 (or 1, see below)
xx:0.Channel[0].Block = 0
. xx:0.Channel[0].Data[0] = 0 (or 1, see below)
xx:0.Channel[0]. Lcngth 0 (or 1, see below)
xx:0.Channel[0].Reset =

(0]

(0]

(0]

ISR

a0

xx:0.Channel[0]. Timeout = 0
. xx:0.Channel[0].UIDLow =0
xx:0.Channel[0].UIDHi =

5= g ™ o

-

Notes:

1. Set Address = 0 to get all tags in the RF field.

2. Set Address = 1 to get all tags that have the AFI value specified in the
Data[0] location.

3. Set Length = 0 to get only the UUID for each tag.

4. Set Length = 1 to get both the UUID and the DSFID for each tag.

5. Set Data[0] = 0 to return all tags in the RF field.

6. Set Data[0] = AFI value (but not zero) to return only those tags that have

that AFI value
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Example Routine

In the example routine below, the initialization in Rung 1 sets the address, length
data, the Data[0] value used to clear the fields and sets the command value to 0.
The BlockSize, Reset, Timeout, UIDLow and UIDHi are set to 0 in the output

image table.

The example ladder diagram is initially set for Address =0, Length = 0 and
Data[0] = 0. These values are then changed to get obtain example results for the

three versions of the Inventory command.

FFD_11P000sts  Erabie bwertsry
| T U —

Fvertory _RFD_1iChareelDBusy P51 Crannel) Tagfresent

Anwess
0%

Dest _RFID_1:0 Chaneef)] Address
os

Ivanicry_Shwt

e AP0t Channe) Command
Fverlory St _RFID_1:| Crarred ] Busy

Fvertory rvogress _RFD 1A CrannedD] Bury
_RFD_1: Chanvedl] Command
o

Example Results

In example 1, the Address = 0, Length = 0 and Data[0] = 0. Four RFID tags were
in the RF field at the time the read command was executed. The controller tag
values are shown below. The data shows the number of tags in the RF field and

the UUID for each tag.
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|| =_RAD_11.Channetl) Gk | lapse
~_RFID__TA Charrell} Busy o [Deck
| | | B_RFID_1:1.Channel0} ChE ot [
||| B _RFID_11 Channell] Command 20
_-AFD_1 Channel0|Contfioadbods o oednd
|| | B_RAD_11 Channell] Countes 45
| | 55_RAD_14.CharceA0}Dals LT 1
4 _RFID_1:I.Charnel0] Datal0] mber of Tags =——pp 4
5 _RFID_1.I.Charnef0) Data1] ]
& _RRD_1iChavel0iDaa?) 1e8cs
' _RFID_1:1.Charnel0] D atal3] 1625
i _RFID_1:I.Charmel0} Datald] 164e6
1 L16#5b
1 ki T
RFID_1:|.Charnef0] D atal7] 16801
1 D. 16904
£_RFAD_:| Charnol0] DatalS] 16de0
[ _RFID_1:/.Charnel0] Data{10] 16429
_RFID_T:|.Channef0) Datal11] 16804
F _RFID_1:1.Charnef0} Datal12]
,Ma_ﬁ-" T
% _RFID_1:1.Charnel0] Data14] b il
1 D,

X UUID.of Tag 3
9

- ULID of Tag 4

In example 2, the length was changed to 1. the Address = 0, Length = 1 and
Data[0] = 0. Four RFID tags were in the RF field at the time the read command
was executed. The controller tag values are shown below. The data shows the

number of tags in the RF field, the DSFID and the UUID for each tag.

1§ [RAD HiChermeWBusy | L [Decimd_[800L
| | B AFID_T, ] Decindl | SINT
|| | #_RAD_1.Channeld) Command 20 Decimal |INT
|| _RFID_1.Channetd) ContfleadMode ] Decimal | BOOL
|| | B RAD_1:.Channel0} Counter 53
[t E D 14 Charralf Cate God| s
B _RFID_1. mber of Tags = 4
¥ _RFID_11 Channe(0} Dt} R R o |
e T —
F#_RFID_1:\.Channell0} Dataf 3
£_RAD_1:1.Channel L0 atald] 16fc8
F+_RFID_1:|.Channel0| DatalS] 16925
#_RFD_11, 169e6
EHF, RAD._14 Dharry j 1685
#_RFD_11. ki by 16800
B_RFID_1:1 Charmel 0] Datal3) 16401
£_RAD_1:1.Chunna(0 Dataf10] 16404
H_RAID_1:1.Channa{0) Dataf11] 1680
Hi_RAD_1.Channel0lD2tal12] DSFID of Tag 2 ——» 66
E5_RAD A CumdiDatal1y |
%&%‘Mﬂ_ ]
BH_ARD. 1 ChamallDatal1 16453
i_RFID_1:| Channe0].0.2ta{16] L6des
+_RFID_1 1 Tagz | 61
-_RFID_T:\.Channel0) D ataf18] 16400
[-_RFID_1:1.Channef0) D atal15] 16601
_RFID_1:1.Charnel0) D ataf20] 16804
H_RAD_1:1.Channe{0] Dtaf21] 16620 |
#_RFD_1iChmel0D822) DSFIDofTagd ——> 67 [Decind |
. RAD T4 Cunafi0a?y | Ll ! L
. RAD_1AChmalDatRY | 15#04 [Hee  JSHT
EE_ARID. 1 Chamal(Datef25) 16fee Mex  SINT
_RFID_1.Channel0) D stof 5] 16#e5 Hex SINT
-_RFID_1:\.Channel 0} D ata{27] LE#SH Hex (SINT
% FFID_1:1.Channa{] D st 28] et 16400 Hex (SINT
LAAD A OumdDuszy | | lesol Hex ST
FH_RAD A Chal)0a | A&p0a [Hex __|SINT
i_RFID_1) Charmel0)Datef3l] | 16620 |Hex  |SINT
&_RFID_1 Chomel0l08832]  DSFID of Tag 4 —— O \Decimal |SINT
& _RFD_1:|.Channel0] D staf33] 0 Decimal | SINT
£H_RFID_1:1 Channel0|Ciataf 4] 1602 | Hex  ISINT
i R 16954 | Hew SINT
5, RAD A Oumdape] | 168e8 LS.
5 RAD MChral0iDalafY] o Fag4—f— L5001 LS
[T (T bt U o
[ _RFID_1|.Channel0}0 staf35] 16401 Hex  SINT
+_RFID_1:1.Channe{0} Datafd0] 16404 Hes  SINT
'_RFID_1: Channe{0].Dstafd1] L6620 Hex  [SINT
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In example 3, we get the tag information for only those tags the have a specific
AFL In this example the AFI is 57. Address = 1, Length = 1 and Data[0] = 57.
Two of the four RFID tags that were present in the RF field at the time the read
command was executed had AFI set to 57. The controller tag values are shown
below. The data shows the number of tags in the RF field, the DSFID and the
UUID for each of these tags.

Name [EZ o [ Vakue | Ferce Mask + DataT.
| 1.Channed 0] | ened] ) |AB:5EAF_IN_IP_Stuct_in_ SINT::0

|8ooL
ST

III
WD‘I.
|INT
|SHTTIEN
ST
|SINT
ST
SINT

D.
U.
ZDI
n.
lBI

)1 sa)| laea)
] MD’MwougswnhAFl 5?—?2,
Channef0}Datal1] |
Charnoll0} Dataf2] DSFIDoHsttag—psa;
) Dataf3] | o

168c8|
16425
L6#e6|
16#5h|
16400}
16401
L6404,
16860/

1sinaE
t6see |
L] 16des
| UlIDofTag 2 1685

16400,

I 16401 |
16404
16den|
1600,

E
fffE?ffffiiifffffifgiiiigggii

Lock AFI The Lock AFI command will lock the one byte of information for the
Application Family Identifier (AFI), preventing it from being modified in the
future. Once the AFI byte is locked, it cannot be unlocked.

The AFIis used to group RFID tags by application. This allows the transceiver to
send out an AFI and target only the tags that meet the application criteria.

Set the following values in the output image table:
xx:0.Channel[0].Command = 42
xx:0.Channel[0].Address =
xx:0.Channel[0].BlockSize =
xx:0.Channel[0].Data[0] = 0
xx:0.Channel[0]. Length 0
xx:0.Channel[0].Reset =
(0]
(0]
(0]

ISR

a0

xx:0.Channel[0]. Timeout = 0
. xx:0.Channel[0].UIDLow = UIDLow
xx:0.Channel[0].UIDHi = UIDHi

g ™o

-

The UIDLow and UIDHi bytes must be specified to lock the AFI value. The
UUID can be found by performing the Inventory command.
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Example Routine

In the example routine below, the initialization in Rung 1 sets the address, length,
the Data[0, UIDLow and UIDHi values used to lock the AFI and sets the
command value to 0. The BlockSize, Reset, and Timeout are set to 0 in the
output image table.

1P B Aok e
T ] o gk
Lo A IS ety BT 1 Chanra Facratent - Lo o
o
woxk
et TR et A 0>
o
= o
et 1 et
o
8 Creeee Livgm
o
ame o
1w 10+
et D chredf LA
YemaR0_5aK)
Lo
1840108 B4e +
Dst I Crard T
1840000 5000+
; o
wt A1 0 Craseel Commana
=
Lok Ar aet
3 o
s P01 et Camend .
iz
e Teel TR ol Comeand
i@y
Lo AN St 01T e —
L ot
Lok A by £ Lack AR révegpnn
e s POV Commara
an
@

The following figure shows an example of results on the input image table. The
Command is showing 42 and the ChError is showing 0. The input data bytes are
all zero.

[ =3 |AB5ERF_IN_IP_
t---1] teuad] |AB:SERF_IN_IP_
| |Decinal |BOOL
No emor  —f 0] |Decimal | SINT
Command = 42 ==j» 42| \Decimal | INT
0| |Decimal | BOOL
L - 58] _{Decindl AT
| (| {..-}|Decimal |SINT[150]
b RHD_T:1Channe{UL0 2ta(l] o) |Decimel |SINT
| | | BI_RFID_1:.Channel0L Datel1] 0| |Decimal  [SINT
Al |:_?f:- _RFID_1:1.Channeq0] Data[2] o |Decimal | SINT
|| Hi_RFID_:1.Channe{0] Dalof3) 0 [Decinal_|SINT

Errors

The following ChErrors will be generated:
o 0 - AFI was successfully locked.
o 4 — A tag with the wrong UUID entered the RF field.
o 8- A tag that has already been locked entered the RF field.
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Lock Block

82

The Lock Block command locks one block of user data, preventing future
writing. Once the block is locked, the block cannot be unlocked. The

transceiver automatically determines the block size of the RFID tag.

Set the following values in the output image table:

ISR

a0

g ™o

-

xx:0.Channel[0].Command = 40

xx:0.Channel[0].Address = the number of the block to lock

xx:0.Channel[0].BlockSize =

xx:0.Channel[0].Data[0] = 0

xx:0.Channel[0]. Lcngth 0

xx:0.Channel[0].Reset =
(0]
(0]
(0]

xx:0.Channel[0]. Timeout = 0

. xx:0.Channel[0].UIDLow = UIDLow

xx:0.Channel[0].UIDHi = UIDHi

The UIDLow and UIDHi bytes must be specified to lock the block values. The
UUID can be found by performing the Inventory command.

Example Routine

In the example routine below, the initialization in Rung 1 sets the address, length,
the Data[0], UIDLow and UIDHi values used to lock the block and sets the
command value to 0. The BlockSize, Reset, and Timeout are set to 0 in the
output image table.

In the example routine, rung 1 initializes the output image table. The UUID is
stored in a controllers tags UIDLow and UIDHi. The block that is being locked
is block 26. This tag has a total of 27 blocks.
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_FO_11M000s  Eratie_Lock Mock Lock_Bock
I I i a—|
Lock_Biock PO 1 FFo r ) 1 Lock_flock St
1 U E e rr—
ik 2 Lock_Bleck
Dest _RFD, Address |
L
S o |
Dest _FFD)_1:0 Craneel0] Command |
s
J
Lock_BRock_Stant o0~ 1 - S

——uu

Sosced

=k

Scsce A RPD_Y| Charnelo):

T

Lot Plock St _JSFI0_11.Charnst sy

Move
Sosce «

Dest _RFID_1:0 Charne0] Command
L]

Lock_Pock_inProgress

Losk ock_bfrogress APt Cran

Equsl

| Lock_Pleck_Sid |

Lock_Pock_kProgress

Source A _RFD_1| Chanrell] Command
s
Sosced 0

Example Results

The output image table shows address 26. This is the second to last block of the
Cat. No. S6RF-TG-30 tag. The command is 40. The UUID must be specified to

lock any blocks.
| | =/_AAD_1:0.Channelt] () (B [AB'SERF_I
| | 5 RFID_1:0.Channet0)Addess  Block to be locked —P» 26 |Decimal 'L|_m
| | #_AAD_1:0 Charnel0Blocksize | [ |Decimal |INT
B _RFID_1:0.Channel0] Command nd=40 —p 40 pw ﬁm'
|| | B RAD_1.0.Chanmoli Dala Coasd {222) | Decimal smrnm
(- 1:0. i Langth - o o) - _pg:_q_q_ INT
Wmnw 0 Decinsl |BODL
F, -0, L] Decimal | INT
ID _ 1642004 0100 Hex  DINT
41" 16#5bes_D4e9 |Hex DINT

After completion of the lock block command, the input image table should show
the command is 40 and the ChError is 0.

|| = RFID_1:1.Channel0) Leee} {ana]
|_RFID_11.Charmell) Busy ]
| | |E QE_HHD 14, Charmnelf0] ChE ot _No grr_,r = 0
F_AFID_11ChannefD] Command “Command = 40 +m
l—.ﬁHD umm:e- L]
Ll 12
1] a5} [
0
) 0
0
L 0
[

Errors

The ChErrorfield will show will be 8 if you try to lock a block that is already

locked.
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Lock DSFID

84

The Lock DSFID command will lock the 1 byte of information for the Data
Storage Format Identifier (DSFID) area of the tag, preventing it from being
modified.Once the DSFID byte is locked, it cannot be unlocked.

Set the following values in the output image table:
xx:0.Channel[0].Command = 44
xx:0.Channel[0].Address =
xx:0.Channel[0].Data[0] = 0
xx:0.Channel[0]. Length 0
xx:0.Channel[0].Reset =
(0]
(0]
(0]

ISR

a0

xx:0.Channel[0]. Timeout = 0
xx:0.Channel[0].UIDLow = UIDLow
. xx:0.Channel[0].UIDHi = UIDHi

g ™o

The UIDLow and UIDHi bytes must be specified to lock the DSFID value. The
UUID can be found by performing the Inventory command.

Example Routine

In the example routine below, the initialization in Rung 1 sets the address, length,
the Data[0], UIDLow and UIDHi values used to lock the DSFID and sets the
command value to 0. The BlockSize, Reset, and Timeout are set to 0 in the
output image table.

FFOQ_ ARG Enatle_Lock DSF0 Lo LD
Lotk DUFD _AFO_1ICheena(0] sy RFID_10Crannedl) TagPresent CH ek _DSFD_Shent
R | —— Ik | e — L .
Lock_DEFD)
Desl _RFID_:0 Channalll Adrsss
e
o
st R0 CrarredD] Lingh
as
o
ot _KID_1.0 Charemg] Datag
100
ULow
1#5bet_Thcth o
Dot R 0.CharrelD| UL ow
1 E0000_C000)
Lo
1ERO04_C100 &
1 _FFD_1:0 Crannef0] LDH
+ ER0000_2000
Sour 0
Dest _AAO_1:0 Crarnef] Command
e
Lock DGFD Tt |
i Sorce 4 D) 1Cmere(D) Commang | Smrme .
10 |
[ Dot _RFID 110 Channefl] Cormesersd
we
Lock_DSFID_Stet _RFID_1-lCrmmedD] Sy Logk_DSFD_nérogress
Lock_DSFD,_Start

Lotk DD _réregress . Lok DEFD_rbregrass

oA _RFID_1 | Charnelll] Commard
0
w
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Read Byte Command

Example Results

When successful, the results shown in the input image table show ChError = 0
and the Command number =44.

If you try to lock the DSFID on an RFID tag already locked, the ChError will be
equal to 8.

[=-_RFID_1:1.Channel {on} {aenl AB:56RF_It
E]-__HFIDJ :|.Channel[0] faiak -} AB:56RF_It

—_RFID_1:.Channel[0].Busy 0 Decimal |BOOL
[+-_RFID_1:1.Channel{0].ChE ror No emor == 0| Decimal | SINT
[+-_RFID_1:1.Channel0].Command Command = 44 =P 24 Decimal |INT
—_RFID_1:1.Channel[0].ContReadMode 0| Decimal |BOOL
[+]-_RFID_1:1.Channel[0].Counter 9 Decimal |INT
[#-_RFID_1:l.Channel[0].Data | {...}|Decimal |SINT[160]
—_RFID_1:I.Channel[0].F ault 0 Decimal |BOOL
[#]-_RFID_1:I.Channel[0] Length 0 Decimal  |INT
—_RFID_1:I.Channel[0]. Reset 0 Decimal |BOOL
{—_RFID_1:I.Channel[0]. ResetinProgress 0 Decimal |BOOL
‘— RFID_1:I.Channel[0].T agPresent 1] Decimal |BOOL

The Read Byte command reads a user-specified number of bytes from a tag,
starting at a user-specified address. An Option Flag can be set to return the
UUID of the tag. The maximum number of bytes that can be read at a time is
160 bytes using option flag 0, and 152 bytes using option flag 1.

e Option Flag 0 — Returns the specified user data. Set
xx:0.Channel[0].Data[0] = 0.

o Option Flag 1 — Returns the UUID of the RFID tag and the specified
user data. Set xx:O.Channel[0].Data[0] = 1.

Set the following values in the output image table:

xx:0.Channel[0].Command = 4

ISHEN

Il
xx:0.Channel[0].Address = startmg address to read
xx:0.Channel[0].BlockSize =
. xx:0.Channel[0].Data[0] = Optlon Flag
xx:0.Channel[0]. Length = the number of bytes to read

[0].

(0]

(0]

(0]

oo

xx:0.Channel[0].Reset =
xx:0.Channel[0].Timeout = 0
. xx:0.Channel[0].UIDLow =0
xx:0.Channel[0].UIDHi =

g oo

-

This command operates only on the first tag in the field.

Note that Data[1] must also be set to 0.
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Example Routine

Below is example routine to read all the data and the UUID in a Cat. No.
S6RF-TG-30 ICODE tag. This tag holds a maximum of 112 bytes of data.

In the example routine below, the initialization in Rung 1 sets the address, length,
the Data[0]to the Option Flag, and sets the command value to 0. The BlockSize,
Reset, Timeout, UIDLow, and UIDHi are set to 0 in the output image table.

_RFD_11A00aa  Enstlo_Roed_Byie Fiead_Byte
3 3 .
| _RFD_§:0 P0COsts |
Read Byle _RFD_11Cherre(0]Busy _RFD_1:1.Channef0] TagPresent MY 1 [Read_Byte_Sterl
M 5 I F IE Move — 1 —
Source Address |
e Read_Brte
Dest RO, Address | fo—
ae
M- .
x —
Lengh

s 24
Dest _RD_1:0. CrereffLengh |
Lo |

Ecanl
Source A _RFD_14.Channelfl] Command
0%

i

ource B Il
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Example Results

The following figure shows an example of results where the Option Flag was set
to 1, which reads the UUID.

The UUID is loaded into Data[0] through Data[7]. The user data (1,2, 3,4, 5,
6...) begins in Data[8]. The figure below only shows a partial listing of the user
data. The command read in 112 bytes of data.

=/ RFID_1:1.Channed0] | el | AB:SERFN
|_AFID_1:1 Channel(0) Busy | 0 \Decimal | BOOL
_RFID_1:|.Channel0] ChEnor | 0 \Decimal | SINT
H-_AFID_1:1 Channel0] Command | 4 \Decinal  |INT
—_RFID_1:1.Channel0] ContR | 0 \Decimal | BOOL
FH_RFID_1:1.Channel(0) Counter | 160 \Decimal | INT
=|_AFID_1:|.Channall0} Data | (e {...} Decinal | SINT(180]
-_RFID_1:1.Channel0}L Datal0] | 16499 'Hex SINT
] _RFID_1:| Channel[0] Data[1] | UID Low | 16846 He«  [SINT
F#-_RFID_1:1.Channel0}.Datal2) | 16#5a Hex SINT
F_RFID_1:1.Channel0} Dataf3) | b 16417 Hex SINT
F-_RFID_T:I.Channel0] Datal4) | 16400 Hex  [SINT
F-_AFID_1:\.Channell0}.Data(5] | UIDHi | 16901 Hex  |SINT
F_RFID_1:1.Channel[0} Datas] | 16404 Hex SINT
F#-_RFID_1:1.Channell0} Datal7] | 16420 |Hex SINT
[ _RFID_1:1.Channel(] Datal8] | ) 1 Decimal | SINT
F-_RFID_1:1.Channell0} Datalg] | 2 \Decimal | SINT
FF_RFID_1:1.Channell0} Datal10] | 3 \Decimal | SINT
F_RFID_1:1. Channai0] Data{11] | Partial Viewof | a Decimal | SINT
BE_RFID_T.ChannellOlDatal12] | User Data 5 Decimal _|SINT
[ _RFID_1:. Channell0} Datal13] | 5 Decimal | SINT
¥ _RFID_1:1.Channel[0) Datal14] | 7 \Decimal | SINT
-_RFID_1:1.Channei0] Data[15] | ] Decimal | SINT
[-_RFID_1:1.Channe0} Data[16] | ] \Decimal | SINT

In the figure below, the command was repeated with the Starting Address set to 2
and the number of bytes set to 3.

_RFID_1:1.Channel0] ) o |B:56RF_
|_RFID_1:1.Channe{0} Busy 0 |Decimal |BOOL
| Hi_RFID_1:1.Channe0].ChError 0 |Decimal [SINT

| 4 Decimal |INT
o Decimal  |BODL

161 Decimal | INT

ey {22+ Decimal |SINTI160)
E ) 16899 Hex SINT
[+_RFID_1:|.Channe0LDatal1] 16846 Hex  |SINT
[#_RFID_1:. Channel0] Data[2) 16858 Hex  |SINT
[+_RFID_1:\.Channel0}.Datal3] uuip | 1em7 Hex  |SINT
[#_RFID_1:1.Channel0] Datafé4] 16400 Hex  |SINT
[+-_RFID_1:1.Channel 0] Data(5] 16§01 Hex  |SINT
FH_RFID_1:1.Channel0] Datal5] 16404 |Hex SINT
F-_RFID_1:I.Channel0) Datal7) b 164e0 |Hex SINT
F#-_RFID_1:\.Channel0] Dataf8] 3 |Decimal [SINT
F+_RFID_1:1.Channe{D].Data(3) UserDatain |4 _|!:Iim_\§_ SINT
[+ _RFID_1:|.Channel0] Data{10] Bytes2-4 @5 Decimal  [SINT
F#-_RFID_1:|.Channell0] Data[11] 0 Decimal |SINT
{41_RFID_\.Chernet0}Datal12] 0 ‘Dm SINT
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Mu'ti-Tag Block Read The Multi-Tag Block Read command reads multiple blocks of user data from
multiple tags in the RF field. The transceiver automatically determines the block
size. All RFID tags in the field should have the same block size.

This command can read up to four tags. Adequate time must be allowed to read

all the tags in the RF field.

Set the following values in the output image table:
xx:0.Channel[0].Command = 3
xx:0.Channel[0].Address = the first block to read
xx:0.Channel[0].BlockSize =
. xx:0.Channel[0].Data[0] =0
xx:0.Channel[0]. Length = the number of blocks to read
[0].
(0]
(0]
(0]

ISR

a0

xx:0.Channel[0].Reset =
xx:0.Channel[0].Timeout = 0

. xx:0.Channel[0].UIDLow = 0 (or UIDLow)
xx:0.Channel[0].UIDHi = 0 (or UIDHi)

g oo

-

Unless a UUID is specified, this command will operate on the first four tags in
the field. Specify a UUID in xx:0.Channel[0].UIDLow and
xx:0.Channel[0].UIDHIi to perform the command on a specific tag.
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Example Routine

In the example routine below, the initialization in Rung 1 sets the address, length,
the Data[0] value used to read multiple tags and sets the command value to 0.
The BlockSize, Reset, Timeout, UIDLow, and UIDHi are set to 0 in the output

image table.

The example ladder diagram is initially set for Address =25 and the Length = 2.
The command will read blocks 25 and 26.

RFO_11P1000uts  Enablo_Mua|_Block,Tag_Reed Muti_Tag_Block Fiesd
1 B

Muti_Tag Block Read _RFIO_1).Channef0]Busy  _RFID_1-1.Channef0) TagPresent Muti_Tagy_Biock_Fesd_Stert
¢ 3 F e i . iy

Mt Tog_Brock Roed |

i Dest _RFD_1:0 Channelf0] Dutsd]
0+

Moy
L1 e

Source o

Mt Tog_Block_Resd_Stat - £oL
e | ————L t
Source & _RFID_1:| Channel0] Command
0%
%] o
Ml Teg Block Fead Stat _RFID_1:| Channeld] Busy Muli_Tag_Block_Reed_inProgress
1E IE — L —
Muti_Tag_Bicck_Resd_Stert
Musi_Tag_Block_Read_inProgress Jim_nau‘lmelnlam r £01 5 Musi_Tag_Rioct_Read_inProgress
JE - | Equal
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Example Results

The input image data fields are populated with the number of tags, followed by
the UUID and block data of each tag.

In the example below, four Cat. No. S6RF-TG-30 RFID tags were read. These
tags hold 4 bytes per block. Since two blocks (25 and 26) were read, a total of
eight data fields are used to store the user data. The figure only shows the
information from two of the four RFID tags.

[ =1_AAD_:1CharreR0] I [ | ABSF
| _RAD_11. Channed) Busy ] |Decinal(BOOL
WES ' RAID_11Channefl] O e a |Decimal |SINT

3 |Docimal |iNT

o Decinsl |BOOL

I w3 |Decmsl INT
[ (-2} Decal SINTIY

||| % _AAD_11.Channe(o Dm0} N“;::;::l;q. — | |Decenal | SINT

| || B _RAD_11 CrannetD] Datal1) | o |Decimal|SINT
|| B _RFID_1: Channel] Diatal2] | 16#e3 |Hex SINT

| | | B _AFD_11 Chamnet] Datal3) | 16404 |Hex —[SINT

| | B _RFID_11 Channeli] Datald] | 160e6 |Hex |SINT

||| % _ARID_1 Channet0] Doal5) |ULID of Tag 1 16050 |Hew __|SINT

= _RAD_1l Channel ) Datal6) 16400 Hex SINT

| | B _RFID_11 ChannefD]Datal7) | 16901 [Hex |sINT

| || B _AFID_11 ChamnetD] Dataffl | 16804 [Hew  [SINT

| || B _AFID_11 Channeti] Datals) 16820 |Hex |SINT
||| % _RAD_11.Channe{0] Datal 10 | 100 |Decimal | SINT

| | B_RFID_1AChamel0)Datal1)]  Data From Block 25 § uoa| |Decimal SINT

| | B _AFD_11 Channel0] Datal12] | of Tag 1 1oz | |Decimal _|SINT
||| L ARD_1iChemelnData1l] | 109 |Decimal [SINT
| || & _ARD_1iChmelDDatal1e] | 104] |Decimal {SINT

| | B _RAD_14.Channel} Data15) |Data From Biock 26 J 105 |Decmal |SINT

| | | % _ARD_1Chemel0)Daallel | of Tag i luu [Decinal |SINT
] + _RFAID_11. Channefl] Datal17] | 107, |Decimal |SINT

| | & _AFD_11Chamel0]Dotal1B] | 160ca] |Hex |SINT

| | % _AAD_1 ChamelD] Datal1®) | 16053 |Hex —[sINT

| + RAD_1:1. Channel 0] Data20] | 1é#es | |Hex (SINT
+_RFID_11Chomel@08a21] | ip of Tan 2 16#5h |Hex [SINT

| | B _RFID_14.Channel] Datal22] | = 16400 Hew  SINT

+ HFID 11.Channel ] Datal23] ! 16401 Hes  (SINT

| | _AFD_11 ChamelD] Datal2) | 16008 |Hex —[sINT

I + nnunuunqmnuda I 1600 [Hex [SINT

| || % _AAD_11ChemelnlDoaE) | 51 [Decinal [SINT
+ _RAID_1 Channel] Datal27] Data From Block 25 Decmal |SINT

| || #_AAD_11ChamellDutaize) | of Tag2 I 53 |DecmalSINT

| | % pAD_1i Chaelt}Datal29) | 54 |Decimal [SINT
1] + AFID_1:1.Channel 0] D'ataf 30} | 61 |Decmal |SINT
+ _RFID_14 Channel 0] Datal31] Data From Block 26 Decmal  SINT

| | | % _AFD_tiChamelllDaa3) | of Tag2 I 83 [Decmal SINT
_ | | | B RAD_1AChame(O)Daotal3 | 64] _[Decimal [SINT_

o . .
Read Mu|t|p|e Blocks The Read Multiple Blocks command reads multiple blocks of user data from an

RFID tag. Option Flags can be set to return just the data in the blocks or return
the data and the security status for each block of data. The maximum number of
blocks that can be read at one time is 10.

o Option Flag 0 — Returns multiple blocks of user data. Set
xx:0.Channel[0].Data[0] = 0.

o Option Flag 1 — Returns multiple blocks of user data and the security
status of each block. Set xx:O.Channel[0].Data[0] = 1.

Set the following values in the output image table:
xx:0.Channel[0].Command = 2
xx:0.Channel[0].Address = the first block to read
xx:0.Channel[0].BlockSize =
. xx:0.Channel[0].Data[0] = thc Option Flag
xx:0.Channel[0]. Length = the number of blocks to read
xx:0.Channel[0].Reset =

(0]

(0]

(0]

ISR

a0

xx:0.Channel[0].Timeout = 0
. xx:0.Channel[0].UIDLow = 0 (or UIDLow)
xx:0.Channel[0].UIDHi = 0 (or UIDHi)

S ga oo

-
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Unless a UUID is specified, this command will operate on the first tag in the
field. Specify a UUID in xx:O.Channel[0].UIDLow and
xx:0.Channel[0].UIDHIi to perform the command on a specific tag.

Example Routine

In the example routine below, the initialization in Rung 1 sets the address, length,
and Data[0] values used to read multiple blocks and sets the command value to 0.
The BlockSize, Reset, Timeout, UIDLow and UIDHi are set to 0 in the output
image table.

The example ladder diagram is initially set for Address =25, the Length = 2.
Data[0] is set to Option Flag 0 (return just the data) The command will read
blocks 25 and 26. The example is repeated with Option Flag set to 1.

FFO_11M000sts  Ensbie_Resd_Muiple_Blocks Fead g Bock
1= — f— 0>
Fead_Mutiple Block _FFID_11.Channe{0] Busy _RFID_11.Channell0] TagPresert r MO . Fiend_Mutiple_Block_Start
z AE — f— ] [ ! waove — gy |
| Source Address
b1} Pt Metipi_Biocs
Dest_AFD_10 ChannelD] Adsress: A
[T
- )
2+
| Dest _AFID_1:0 ChannefD] Length
| ki
S r— ' ]
Source Cption_flag
o+
Dest _RFID_1.0 Charrsl0] Deta(0)
[T
M0
Move

Feend_Muticle_Block_Stert | £l 3 2 Ay
1F Ecun . { Move
) Source A _RFID_1 Channel] Command Senrce 2
o+
o Dest_RFID_1:0 Channefl] Command
na
Mﬁn?,hn,s:m _ﬂn_uq-—,umm Read_Mutiple_Bock_infrogress
Rend_Mtiple_Block_Start
Forsd_Muiple_Block InProgress  _RFD_1iChaeref0lBusy | 0L Foead_Muitiple_Block_InProgress
JE e ——— i En !
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Example Results

This first example uses Option Flag = 0; return only the data in the blocks. With
astarting block number of 25 and two blocks to read, data from Blocks 25 and 26
are returned. The tag was a Cat. No. S6RF-TG-30 which has only 4 bytes per
block. The data appears in the input channel Datal0...7].

I=I"_RFID_1:1.Channe{0] | fi | AB:SERF_IM
| |-_RFID_1:1.Channel(0] Busy 0| |Dacimal | BOOL
FH _AFID_1:1.Channel(0] ChEmor oi Decimal | SINT

| F¥'_RFID_1:.Channel0) Command ) 2| Decimal |INT
~_RFID_1:1.Channel[0] ContReadMod: ol Decimal | BOOL

| ﬂ;lJ:lF]D 1:1 Channel 0] Counter 34 Decimal  |INT

| = _RFID_T:.Channel0}Data ) {+.2) Decimal |SINT[160]
[#-_RFID_1:1.Channel0] Datal0] 100 Decimal | SINT
[+-_RFID_1:1. Channel0] Data[1] Data From Block 256 J 101 Decimal | SINT
{+_RFID_1:.Channe{0} Datal2] i 102| Decimal | SINT
[#-_RFID_1:1.Channel{0] Data[3] 103 Decimal  [SINT
% _AFID_1:.Channel0) Datald] S ) 104 Decimal_|SINT
FF-_RFID_1:L.Channeli0}Datals] ~ Data From Block 26 § 105 Decimal | SINT
[+-_RFID_1:l.Channel0} D ata(g] 106 Decimal  |SINT
5+-_RFID_1:.Channe{0} Datal7] _ %507 [Decma [sT

This second example shows the results for Option Flag = 1; return the data and
the security status. With a starting block number of 25 and two blocks to read,
data from Blocks 25 and 26 are returned. The tag was a Cat. No. S6RF-TG-30
which has only 4 bytes per block.

The data for the first block appears in the input channel Data[0...3]. The security
status appears in Data[4]. The value of 0 indicates that the block is not locked.

=I_RFID_1:1.Channell0] I ey Ty ~ |aB:SeRF
\_RFID_1:1.Channe{0LBusy i 0 Decimal [BOOL
[+-_RFID_1:1,Channe0] ChE ot 0 Decimal  |SINT
[#_AFID_1:1.Channe{0}.Command 2 Decimal lmr
—_RFID_7:1.Channef(] ContR eadMode E!_ Dm {BUI]L
1+_RFID_1:1.Channef0] Counter 38 Decimal |INT
| | E_RFID_T)Channet0]Data [ (-a) {++) |Decimal |SINT[160]
[-_RFID_1:1.Channef0} Datal0] @ 100| Decimal | SINT
[#1-_RFID_1:1.Channel{0} Data[1] Data From Block 25 J 101| Decimal  |SINT
F¥_RFID_1:1.Channel{0}.Data]2] 102 Decimal | SINT
F+_RFID_1:1.Charne0].Datal3] 103 Decimal |SINT
¥ _RFID_1:1.Channe{0] i m—— Decimal | SINT
H1_RFID_1:1.Channell0} Datatt] DI10cK |8 not Locked 0 Decinal |SINT
[#_RFID_1:1.Channell0] Datal6] ) 104 Decimal |SINT
H_RFID_1:1.Channe{0] Dataf7] |Data From Block 26 | 105 Decimal | SINT
[+_RFID_1:1.CharnelD] Datal8] 108 Decimal |SINT
4/_RFID_T CharmelO}DRIaIS] .. Status of Block 26 b 107 Decimal |SINT
| | A Mﬂle?laml:Lukw : —> 1 Decimal [SINT
[+-_RFID_1:1.ChannefDL Data11] o| Decimal | SINT

The data for the second block appears in the input channel Data[6...9]. The

security status appears in Data[10]. The value of 1 indicates that the block is
locked.

The Read Single Block command reads a single block of user data from a tag.
Option Flags can be set to return information the UUID and security status of
the block.

e Option Flag 0 — Returns a single block of user data.
Set xx:O.Channel[0].Data[0] = 0.

o Option Flag 1 — Returns a single block of user data and the security status
of that block. Set xx:0.Channel[0].Data[0] = 1.
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Set the following values in the output image table:

a. xx:0.Channel[0].Command = 1

b. xx:0.Channel[0].Address = the block number to read.
c. xx.0.Channel[0].BlockSize =

d. xx:0.Channel[0].Data[0] = the Optlon Flag value

e. xx:0.Channel[0]. Lcngth 0

f. xx:0.Channel[0].Reset =

g. xx:0.Channel[0].Timeout = 0

h. xx:0.Channel[0].UIDLow = 0 (or UIDLow)

i. xx:0.Channel[0].UIDHi = 0 (or UIDHi)

Unless a UUID is specified, this command will operate on the first tag in the
field. Specify a UUID in xx:O.Channel[0].UIDLow and
xx:0.Channel[0].UIDHi to perform the command on a specific tag.

Example Routine

In the example routine below, the initialization in Rung 1 sets the address, length,
and Data[0] values used to read multiple blocks and sets the command value to 0.
The BlockSize, Reset, Timeout, UIDLow, and UIDHi are set to 0 in the output
image table.

The example ladder diagram is initially set for Address =26. Data[0] is set to
Option Flag 0 (return just the data) The command will read blocks 25 and 26.
The example is repeated with Option Flagset to 1.

mum Erbln_Resd_Srgle_Block FRend_Singls_Flock
Resa_Single Bleck _AFD_1I Channel0] Busy _RFID_11 Channed0 TagPresset r LC 1 Resd_Singe_Blocs_Stert
EY: U] - 1E Mo | — .
Addrass
Be Resd_Singls_Block

| Dest _RFD_1:0 Channef0] Length
0%

o Option_flag
o+

est _RFD_1.0 Chanre{0] Deta(0]
1%

Reod_Snge_Bock_Stet -E0L
T: | el 1 3 Move
# 4 _RFD_1:| Channe{D] Comemand Sowce 1
1e
Dest an_l.o.cru-rq\jlmnmu"l |
o
I

Resd_Segle Block St _RFID_I | Charre(0] Busy Fisad_Single_Block_irrogress
Resd_Singe_Block_Stert

FRead_Srgle_Block Infrogress  _RFID_11.Charned0) Busy — Bl = Figad_Sigle_Biock_inProgress
3§ ] e —{ Ecpusi t
Source & _RFID_V ChannelD] Command
+
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Example Results

o Option Flag 0 —This first example uses Option Flag = 0; return only the
data in the block. The block number is 26. The tag was a Cat. No.
S6RF-TG-30 which has only 4 bytes per block. The data appears in the
input channel Data[0...3].

i=I_RFID_1:|.Channe{0] | | (et AB:S6RF_
| _RFID_1:\.Channel0} Busy 0 |Decimal |BOOL
I+-_RFID_1:1.Channell0]. ChE mor 0 |Decimal _|SINT
£ _RFID_1 Channel0) CommanBead Sirigle Block C d=1 1 Decinal |INT
Chanmel0] ContRlesdMods | ol [Decinal [800L
L Channel | 22| |Decimal [INT
_RFID_1:1.Channel0} Data | 5] {...} Decimal |SINT[160]
F-_AFID_1:1.Channel0].Data{0] | 104 |Decimal |SINT
| | | - RFID_1.Channel0]Dalai1] Data From Block 26 | 105 [Decinsl |SINT
[+ _AFID_1:1.Channel(0]. Dataf2] | 106 Decimal  |SINT
- _RFID_1:1.Channel0] Datal3] | 8107 Decimal|SINT

o Option Flag 1—The second example demonstrates the results when
Option Flag = 1. Data[0] shows the security status of the block. The 1
indicates the block has been locked. A zero indicates the block is unlocked.
The data appears in Data[1...4].

| Name & & |Value | Foce Mask +| 5 Data T
[=_RFID_1:.Channel e | el AB;SERF_IN_IP_Struct In_SINT-102]
| =-_RFID_1:.Channef0] it i AB:5ERF_IN_IP_Strucl_In_SINT:1:0
|| [--RFID_1:\.Channe0] Busy o |Decimal | BOOL
[H-_RFID_1:1.Channef 0] ChE ot o} _Decimal _|SINT
|| EH_RFID_T:|.Channe{0) Command 1 |Decimal |INT
_RFID_1:1.Channel0] ContFleadMadh o |Decimal | BOOL
F_AFID_1:1.Channef0) Counter 21 Decimal | INT
=_RFID_1:\.Channef0} Dats e (...} Decimal |SINT[160]
|| | BI_RFD_1:AChannsl0)DaRl0] 104 |Decimal _|SINT
_RFID_1.Channeit}Datalt] Data From Block 26 105 Decimal | SINT
|| | #I_RFID_1:\.Channel0}Dalal2] 106 |Decimal | SINT
-h _1:1.Channell0] Data(3] 107 Decimal |SINT
| 5_AAD_11Chamel0)Dateig)  LOCK Status — 1] |Decimal |SINT
i _RFID_1:1.Channel0)DatalS] 1 = Block is locked o |Decimal | SINT
F+-_RFID_T:1.Channel[0} DalafS] 0 |Decimal [SINT
&1 _RFID_1:1.Channel(0) Data(7] 0| |Decimal | SINT

Read Transceiver Settings The Read Transceiver Settings command will retrieve the following information

from the transceiver:
e Device ID
e Baud rate
o Retry time

¢ (ain

Set the following values in the output image table:
xx:0.Channel[0].Command = 31
xx:0.Channel[0].Address =
xx:0.Channel[0].BlockSize =
xx:0.Channel[0].Data[0] = 0
xx:0.Channel[0]. Lcngth 0
xx:0.Channel[0].Reset =
(0]
(0]
(0]

IS

a oo

xx:0.Channel[0].Timeout = 0
. xx:0.Channel[0].UIDLow =0
xx:0.Channel[0].UIDHi =

g ™ o

-
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Example Routine

In the example routine below, the initialization in Rung 1 sets the address, length,
data, and command. Because the address, length and Data[0] can only be 0, the
source in the MOV instruction can be set to 0. The UIDLow, UIDHi, BlockSize,
Reset and Timeout are set to 0 in the output image table.

RFD_11F000sts  Enable_Resd_Trardceiver_Setfings Reed_Trarucaiver_Sefings
0 —3¢ i b *
Read_Tranacsiver_Sefings _RFID_11.Charrsi0] Busy MY 1 Read_Transceiver_Sefings_Start
1 IE e [ b
; Source o |
Resd_Tranaceiver_Sefings
-

Reod_Segle_Bock Star £t —

————JF———( Eaml 1 Move

Sowece & _RFD_1A.Charneq0] Command Saurce 1
14

Dest _RFID_1:0 Channel0] Command
1

Rivnd_Single_Biock _Sta _RFID_1.1 ChanneD) Busy Fised_Sngle_Biock_inProgress
1 E 1= — -1}

I Rood_Siglo_Block_Stert |
4>

M.Siw);nrc!.rﬁWl .\"f’ H £0 Aiead_Single_Block_infrogress

- !

Example Results

The following information will be displayed:
o xx:I.Channel[0].Data[0...1] = Device ID
o xx:L.Channel[0].Data[2...5] = Baud rate
o xx:I.Channel[0].Data[6...7] = Retry setting
e xx:1.Channel[0].Data[8...9] = Gain

Gain is 0...3, with 0 bcmg the highest gain.

=/ _RFID_T:\Channel (.20} AB:SERF_|
=/_RFID_1.Charmelld] | e AB.SERF_|
| | [ -AFD_1:\Channef0] Busy | Ll Dociusl [EERISS
H-_AFID_1:.Channef0).ChEmar o Decimal [SINT
£ a1 Decimal INIERSS
= BtEE UL EhareaNL ot o {Decind |ECHESS
H_AFID_1:1.Channel0). Countes 189 Decimal _[INT
—-_AFID, nuunqnlwa | Lass}] {+..} |Decimal |SINT[160]
| ip—§ L0l Hesx SINT
3 T 16500 Hex  [SINT
16900 Hex  |SINT
F+-_RFID_1:.Channeli0} Datal3] 16996 Hex  |SINT
| EH_RFID_11.Channel0lDalal4] BaudRate | 16400 Hex  [SINT
| B _RFID_11.Channel(0] D.ata(S] | 16400 Hest SINT
| +/_RFID_1:.Charnel0} Data(5] et T @ 16403 Hex SINT
| _RFID_1: Channel0] Dataf7] s, Rbliendll VT Hex  |SINT
| FH_RFID_T:.Channell0] D atal8] Gain @ 16§01 Hex SINT
| F_RFID_1:1.Channel0] Data(3] | T @ 1ego0] Hex SINT
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Write AFI
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The Write AFT command writes one byte of information into the Application
Family Identifier (AFI).The AFI is used to group RFID tags by application. This
allows the transceiver to read and write only to those tags with the specified AFI
value.

Set the following values in the output image table:

xx:0.Channel[0].Command = 41
xx:0.Channel[0].Address =
xx:0.Channel[0].BlockSize =
xx:0.Channel[0].Data[0] = AFI value
xx:0.Channel[0] Length =1
xx:0.Channel[0].Reset =
xx:0.Channel[0].Timeout = 0
xx:0.Channel[0].UIDLow = 0 (or UIDLow)
xx:0.Channel[0].UIDHi = 0 (or UIDHi)

¥ ® N AW R WD =

Unless a UUID is specified, this command will operate on the first tag in the
field. Specify a UUID in xx:O.Channel[0].UIDLow and
xx:0.Channel[0].UIDHIi to perform the command on a specific tag.

Example Routine

In the following example routine, the initialization sets the address, length data
and command. The BlockSize, Reset, Timeout, UIDLow, and UIDHi are set to
0 in the output image table.

FFD_1 IM000sn  ErbleeAR) \ibe_ARI
- } ————e— — — ikl

e AR D1 Gl By RV, | Charend) et - Wkt AP 2l
I— ) Tk [ro= . v

sl _RFD,_1.0 Chrnedll Address
o+

Dedt _RAD_1:0 Channeql] Lana
o

AP Valse

e e |
Dem _PFID_1:0. Chanvetl) o-q? |

=5t D15 Crannel ] Commsnd
e

A [ NI p— | Source o |
M
o Dost _AMD_1:0 Channefdj Conmand
M
Vrta AT S _FRD_{1CrannatD) Busy e AP rsgrass
ke AP Stat
Vet AP pivagrass Dt Crancaqo{Busy . Wikt AT rPregpass
1: ) | P 3

R T T wp—
M
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Example Results

The following figure shows an example of results on the input image table. The
Command is showing 41 and theChError is showing 0. The data bytes are all
zero. Confirmation that the AFI was written can be observed in the
Get_System_Information_Routine.

['—]-__RFID_i:I.ChanneI[B] {o:a} {ias} AB:SERF_IN_
{—_RFID_1:I.Channel[0]. Busy 0 Decimal |BOOL
[#-_RFID_1:|.Channel[0).ChE rror 0 Decimal  |SINT
[+-_RFID_1:1.Channel[0].Command 41 Decimal  |INT
' RFID_1:\.Channel[0]. ContReadMode 0 Decimal |BOOL
[+]-_RFID_1:1.Channel[0]. Counter 30 Decimal  |INT
[=l-_AFID_1:l.Channel[0}.Data feaal} {...}|Decimal |SINT[160]
[#-_RFID_1:1.Channel[0].Data[0] 0 Decimal |SINT
[F-_RFID_1:I.Channel[0].Data[1] 0 Decimal |SINT
[+-_RFID_1:1.Channel[0].Data[2] 0 Decimal |SINT
[#-_RFID_1:1.Channel[0].Data[3] 0 Decimal |SINT
[#-_RFID_1:1.Channel[0].Data[4] 0 |Decimal _|SINT
Write Byte Command The Write Byte command writes bytes of user data to a tag. The user must specify

the data, the start byte, and the number of bytes to write.
xx:0.Channel[0].Command = 14

IS

xx:0.Channel[0].Address = startmg addressto write
xx:0.Channel[0].BlockSize =
xx:0.Channel[0].Data[0.. 111] = the data to write
xx:0.Channel[0].
xx:0.Channel[0].
(0]
(0]
(0]

a0

Lcngth = the number of bytes to write

Reset =

xx:0.Channel[0].Timeout = 0

. xx:0.Channel[0].UIDLow = 0 (or UIDLow)
xx:0.Channel[0].UIDHi = 0 (or UIDHi)

=g oo

-

Unless a UUID is specified, this command will operate on the first tag in the
field. Specify a UUID in xx:O.Channel[0].UIDLow and
xx:0.Channel[0].UIDHi to perform the command on a specific tag.
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Example Routine

In the example routine below, the initialization in Rung 1 sets the address, length,
and Data[0] values used to read multiple blocks and sets the command value to 0.
The BlockSize, Reset, Timeout, UIDLow and UIDHi are set to 0 in the output
image table.

The example ladder diagram is initially set for Address =0, the Length = 10.

Data[0...9] are set to a sequential list of numbers starting with 11.

RFD_1:1P000sts  Ensble Wribe_Byte Wirte_Byte
=3 T =
Wrte B _mrn_ncr;n_mmn.ur RFD_t Channef0| TagPresert Pr— wu_s:u_sm
Sowrce Address
[ Ve _Byte
Dest _RFD_) Address —
[

Move —
Source Length.
10+
Dest _AFID_1:0 Channel] Lergth
o+

L move =

Scurce L]

Dest _AFD_1:0.Channef0) Command
e

Roed_Sigle Bock KProgress P11 Crare o
X { Equsl
Source A _RFD_1-1Channe0j Command
18
Source B 1

Example Results

The figure below shows the output image table with the 10 bytes of data that will
be written to the RFID tag. The sequenceis 11,12, 13, 14, 15, 16,17, 18, 19, and

20.
=I_RFID_1:0.Channel[0] oo fock AB:56RF_IN

[#-_RFID_1:0.Channel[0] Address 0 Decimal  |INT

[#-_RFID_1:0.Channel[0] BlockSize 0 Decimal  |INT

[#-_RFID_1:0.Channel[0].Command 14 Decimal  |INT

[=-_RFID_1:0.Channel[0] Data (ool {...} Decimal |SINT[112]
[#1-_RFID_1:0.Channel[0]. D ata[0] @ 1l Decimal  |SINT
[+-_RFID_1:0.Channel[0) Data[1] 12 Decimal |SINT
[#-_RFID_1:0.Channel[0) Data[2] 13 Decimal  |SINT
[+-_RFID_1:0.Channel[0) Data[3] 10 Bytes of 14 Decimal |SINT
[+-_RFID_1:0.Channel[0].D ata[4] Data to Write 15 Decimal |SINT
[£_RFID_1:0.Channel[0}.Data[5] 16 Decimal |SINT
[£_RFID_1:0.Channel[0}Datals] 17 Decimal |SINT
[+/-_RFID_1:0.Channel[0] Data[7] 18 Decimal |SINT
[+-_RFID_1:0.Channel[0). D ata[8] 19 Decimal |SINT
[+-_RFID_1:0.Channel[0) Data[9] ® 2 Decimal |SINT
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After successful completion of the Write Byte command, the input image table

shows the UUID of the tag.
[=_RFID_1:1.Channel[0] ...} {o..} AB:SBRF_II
—_RFID_1:1.Channel[0]. Busy 1] Decimal |BOOL
[#]-_RFID_1:1.Channel[0}.ChE rror ChError=10 0 Decimal  |SINT
[+-_RFID_1:1.Channel[0] Command Command = 14 14 Decimal |INT
—_RFID_1:1.Channel[0] ContReadMode 0 Decimal |BOOL
[#-_RFID_1:I.Channel[0] Counter 99 Decimal  |INT
[=]-_RFID_1:1.Channel[0].Data oo {...} Decimal |SINT[160]
[#-_RFID_1:1.Channel[0]. D ata[0] 16%0d Hex SINT
[+/-_RFID_1:I.Channel[0] Data[1) l6gee Hex SINT
[#-_RFID_1:1.Channel[0] Data[2] 16§e5 Hex SINT
[#-_RFID_1:1.Channel[0].Data[3] UUID of RFID Tag | 1s#5b Hex SINT
[+-_RFID_1:I.Channel[0].Data[4] 16400 Hex SINT
[#-_RFID_1:1.Channel[0]. Data[5] 16401 Hex SINT
[#-_RFID_1:1.Channel[0] Data[6) 16404 Hex SINT
[#-_RFID_1:1.Channel[0] Data[7) l6ge0 Hex SINT

The Read_Byte_Routine can be used to read the data. The data is stored in the
input channel data, starting at location 0.

[=]-_RFID_1:1.Channel[0] =) ool AB:56RF_IM
—_RFID_1:1.Channel[0] Busy 0 Decimal |BOOL
[+-_RFID_1:1.Channel[0].ChError 0 Decimal |SINT
[+]-_RFID_1:1.Channel[0].Command Read Command = 4 4 Decimal |INT
—_RFID_1:l.Channel[0].ContReadMode 1] Decimal |BOOL
[+-_RFID_1:1.Channel[0]. Counter 100 Decimal |INT
[=J-_RFID_1:I.Channel[0]. Data {f...} {...} Decimal |SINT[160]
+-_RFID_1:|.Channel[0].Data[0] p 11 Decimal |SINT
[#-_RFID_1:1.Channel[0].Data[1] 12 Decimal |SINT
[#-_RFID_1:.Channel[0].Data[2] 13 Decimal |SINT
FE-_RFID_1:|.Channel0] Data[3] 10Bytesof | 14 Decimal _|SINT
[#-_RFID_1:|.Channel[0]. Data[4] Data 15 Decimal |SINT
[+-_RFID_1:1.Channel[0].Data[5] 16 Decimal |SINT
[#-_RFID_1:].Channel[0].Data[B] 17 Decimal |SINT
[+-_RFID_1:1.Channel[0].Data[7] 18 Decimal |SINT
[#-_RFID_1:1.Channel[0].Data[8] 19 Decimal |SINT
[#-_RFID_1:1.Channel[0].Data[9] b 20 Decimal |SINT
Write DSFID The Write DSFID (Data Storage Format Identifier)command will write one byte

of information in the Data Storage Format Identifier (DSFID) of the RFID tag.

Set the following values in the output image table:

a. xx:0.Channel[0].Command = 43

b. xx:0.Channel[0].Address =

c. xx:0.Channel[0].Data[0] = DSFID value

d. xx:0.Channel[0]. Lcngth =1

e. xx:0.Channel[0].Reset =

f. xx:0.Channel[0].Timeout = 0

g. xx:0.Channel[0].UIDLow = 0 (or UIDLow)
h. xx:0.Channel[0].UIDHi = 0 (or UIDHi)

If UIDLow and UIDHT are set to 0, this command will operate on the first tagin
the field. Specify a UUID in xx:0.Channel[0].UIDLow and
xx:0.Channel[0].UIDHi to perform the command on a specific tag.
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Example Routine

In the example routine below, the initialization in Rung 1 sets the address, length,
and Data[0] values used to read multiple blocks and sets the command value to 0.
The BlockSize, Reset, Timeout, UIDLow, and UIDHi are set to 0 in the output
image table.

The example ladder diagram is initially set for Address =0, the Length = 0.
Data[0] is set to the DSFID value.

D11 PiOCCst B—m_\r:gum Wite D50
1

WEDSTD 0 1iCharnefU] Dusy _FOID YL Charnado) g resent
— T- =

Dest_RFID_Y:0.Channe{T) Cormmand
ne

Example Results

The command is executed successfully if the ChError =0, the Command value =
43 and all the Data bytes are 0.

Use the Get System Information command or the Inventory command to read
the DSFID.

El_RFID_1:\.Channel fone} [ AB:SERF_IN
B-_HFID_‘I:I.EhanneI{O] fesn) {ase} AB:56RF_IM
" RFID_1:|.Channel[0} Busy 0 Decimal |BOOL
F¥-_RFID_1:1.Channel[0].ChError ChErrer= 0 0 Decimal | SINT
[+-_RFID_1:1.Channel[0).Command Command = 43 43 Decimal |INT
—_RFID_1:1.Channel[0]. ContReadMode 0 Decimal |BOOL
[+]-_RFID_1:1.Channel[0]. Counter 199 Decimal |INT
[=_RFID_1:|.Channel[0}Data fond {...}|Decimal |SINT[160]
[+-_RFID_1:I.Channel[0].D ata[0] 0 Decimal |SINT
F-_RFID_1:\.Channel[0}Datal1] All Data Bytes are 0O Decimal | SINT
[#-_RFID_1:I.Channel[0].D ata[2] 0 Decimal |SINT
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Write Mu|t|p|e Blocks The Write Multiple Blocks command writes to either one or two blocks of user
data to a FRAM tag. This command will only work on FRAM tags.
Cat. No. 56RF-TG-2KB is a FRAM tag.

a. xx:0.Channel[0].Command = 11

b. xx:0.Channel[0].Address = starting block to write

c. xx:0.Channel[0].BlockSize = number of bytes per block
d. xx:0.Channel[0].Data[0...xxx] = data to write

e. xx:0.Channel[0]. Lcngth =the number of blocks to write
f. xx:0.Channel[0].Reset =

g. xx:0.Channel[0].Timeout = 0

h. xx:0.Channel[0].UIDLow = 0 (or UIDLow)

i. xx:0.Channel[0].UIDHi = 0 (or UIDHi)

If UIDLow and UIDHi are set to 0, this command will operate on the first tag in
the field. Specify a UUID in xx:0.Channel[0].UIDLow and
xx:0.Channel[0].UIDHi to perform the command on a specific tag.

The table below shows the valid values for length, block size and the number of
bytes written or each combination.

Length 1 1 1 2 2 2
Block Size 0 4 8 0 4 8
Bytes Written 4 4 8 8 8 16
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Example Routine

In the example routine below, the initialization in Rung 1 sets the address, length,
and block size values used to write multiple blocks and sets the command value to
0. The BlockSize, Reset, Timeout, UIDLow, and UIDHi are set to 0 in the
output image table.

_FFD_11M000sts  Enatie YWte_Muliple_Block Witn_Mutigle_Block
° —JE 1. Ly—
We Mificle Bock _RFD_11Channef0] Busy _RFD_11 Channel O} TagPresart MOV - Vikte_Miipin_Plock_Start
i | Marvn - 0.
I E - I E sow T
is Wrte_Mutiple_Block
Dest _RFO_1O Channell] Address L <
0%

oy

Move
Saurce

2
Dest _RFD_1:0 Channef0] Length 1
os

Feod_Secle_Block_Stwt — [ oM g
2 - JE { Equu : — Maree [
Seurce A _RFID_1:| Channef) Commanrd Source 1
1
Source B o Dest _RFID_1:0/Channef0] Command

Fead_Srghe_Bleck nProgress _RFD_1 ) | Fiead_Srgle_Block InProgress
4 i -/ s Sl >
e e Source A _RFD_1:ChannetD] Command
1
Source B 1

(En)

Example Results

The figure below shows the output image table with the data that will be written
(a simple numeric sequence starting at 2). Two blocks of 8 bytes each will be
written to the tag. The data will be written to address locations 3 and 4.

| E=J_RFID_1:0 Channel0) o tooad] |AB:SERF_|
__:H:__"'JFIDJ:U.UIIMWW Place Data in Address 3 3| \Decimal |INT
F_AFID_1:0.Channell0] BlockSize Bytes per Block=8 8| |Decimal |INT
H£-_RFID_1:0.Channel[0] Command 1 |Decimal |INT

=_AFID_1:0.Charnel0}Date aed) {20.) |Decinal |SINTIIZ]
F_RFID_1:0.Ck 0] 2 |Decimal | SINT

4/ RFID_1:0.Channel0Daaf1]
F_RFID_1:0.Channef0) Datel2]
H-_RFID_1:0.Channef0] Dataf3] Data for Block 1
FH-_RFID_1:0.Channel0]. D atald]

5+]_RFID_1:0.Channel0) Datalt]
F-_RFID_1.0.Channel0LDate(3]

B AF D_l:u.wn;;ni ‘Data for Block 2
F_RFID_1:0.Channel0) Data{12]
t+_RFID_1:0.Channel0] Datal13)
FH-_RFID_1:0.Channel0].Data14]
E_RFID_1:0.Channef 0} Dat15].
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If the write multiple blocks command is executed properly, the input table image
results shows ChError = 0, Command = 11 and Data[0-xxx] =0.

—_RFID_1:| AuxPwiF auk [ 0 [Decimal [BOOL
~_RFID_T:! BlockFauk 0 Decimal | BOOL
[=-_RFID_1:L.Channel B ey et i AB:BERF_|M
[=_RFID_1:|.Channel[0] (ol (o) AB:SERF_IF
|~_RFID_1:1.Channe{0] Busy 0 Decimal |BODL
+_RFID_1:1.Channef 0] ChEnor ChError=0 0 |Decimal | SINT
H+_AFID_1:1.Channel0]. Command il d=11 11 |Decimal |INT
| ~_RFID_1:\.Channe{0] ContfieadMode | 9 |Decimal  [BOOL
| | H_AFID_1:].Channe | 521 Decimal |INT
(=-_RFID_1:|.Channe{0] Data [ fan) {...} Decimal |SINT[1ED]
+_RFID_1:1.ChannelD] Data(0] [ 0 |Decimal |SINT
_RFID_1:|.Channel{D] Datal1] | Data Bytes are 0 ] |Decimal |SINT
H-_RFID_1:.Channel0} Data(2] [ 0 |Decimal |SINT
+-_RFID_1:1.Channel[0] Datal3] [ 0 |Decimal |SINT
F_RFID_1:.Channe(0} Datald] | 0 [Decimal_|SINT

Use the Read Multiple Block command (=2) to read the data.

___E_RHD!IM (o00) T AB:S6RF_II
~_RFID_T:\.Channell0] Busy | 0 Decimal |BOOL
F]_RFID_1:.Channel0} ChEnmor No errors 0 Decimal |SINT
£H_RFID_1:|.Channel0} Command 2 = Read Multiple Blocks 2| Decimal |INT
~_RFID_1:{.Channell0] ContAeadMode 0 Decimal |BOOL
F_RFID_1:|. Channel[0] Counter 18 Decimal  |INT
[=-_RFID_1:|.Channel[0} Data (ool {...} Decimal |SINT[180]
| &_RFID_1:|,Channe{0} Data[0] 2 Decimal |SINT
| F_RFID_1: Channel0] Dataf1) 3| Decimal |SINT
+-_RFID_1:|.Channel 0} Data[2] 4 Decimal |SINT
&+-_RFID_1:|.Channel0] Data(3] Data in s Decimal |SINT
| FF_RFID_1:|.Channel{0} Data(4) Block 3 [ Decimal  |SINT
| _RFID_1:.Channel0}D ata(5) 7 Decimal |SINT
| tF_RFID_1.Channel0}Datal6] 8 Decinal |SINT
| FH_RFID_1:1.Channel0] Data(7) 9 Decimal |SINT
| _RFID_1:\.Channe(0}.0ata(8) 10| Decimal [SINT
| HH_RFID_1:|.Chanrel{0} Datal3) 11 Decimal |SINT
| %_RFID_1:|,Channe0}D atal10] . 12| Decimal |SINT
||| & RAD_1A.Channel0]Daiali1]) | Block4 | 2! Decial _|SINT
H_RFID_1,Channel0LData(12] 14| Decinal |SINT
H-_RFID_1:1.Charnel0] Data(13] 15| Decimal |SINT
| &_RFID_1:|,Channel0]Data14] 16 Decimal |SINT
| E#_RFID_1:\.Channel0} Datal15] 17| Decimal |SINT
Multi-Tag Block Write The Write Multi-Tag Block command writes one or more blocks of user data to

multiple tags in the transceiver field. The maximum number tags in the RF field
is limited to four and all tags must have the same block size.

Set the following values in the output image table:

a. xx:0.Channel[0].Command = 12

b. xx:0.Channel[0].Address = starting address to write
c. xx:0.Channel[0].BlockSize = number of bytes/block
d. xx:0.Channel[0].Data[0...xxx] = data to write

e. xx:0.Channel[0]. Lcngth number of blocks to write
f. xx:0.Channel[0].Reset =

g xx:0.Channel[0]. Timeout = 0

h. xx:0.Channel[0].UIDLow = 0 (or UIDLow)

i. xx:0.Channel[0].UIDHi = 0 (or UIDHi)

Rockwell Automation Publication 56RF-UMO001TA-EN-P - October 2011 103



Chapter9  RSLogix 5000 Code Examples

If UIDLow and UIDHi are set to 0, this command will operate on the first tag in
the field. Specify a UUID in xx:0.Channel[0].UIDLow and
xx:0.Channel[0].UIDHIi to perform the command on a specific tag.

Note: Length must be in 4-byte increments (e.g., 4, 8, 12...) for ISO15693 tags or
8-byte increments (e.g., 8, 16, 24...) for FRAM tags.

Note: The BlockSize field is used to specify the number of bytes/block of the tag.
Valid values are:

o 0 =4 Dbytes/block

e 4 =4Dbytes/block

o 8 =8bytes/block

Typically, ISO15693 tags have a block size of 4 bytes/block, and FRAM tags have
ablock size of 8 bytes/block.

Example Routine

In the example below, data will be written to two blocks, starting with Block 3.
The data is loaded into the output channel image table. Block three will be
populated with Data[0...3] = 11, 13, 15 and 17. Block 4 will be populated with
Data[4...7] = 19, 21, 23, 25.

FFD_11/M000sts  Enatie Wi Teg Block ¥iie i _Tag_Block VWrte
1 — — a4

Ml Teg Block WWrie _RFD_11Chennef0)Busy  _RFD_1:1 Charreill] TagPresent
I — 1E .

Egasl 3 Mo
Source A _RAD_1.Cranns{0] Command Source 12
Dest _RFD_1:0.Channe{0] Command
12

Mull_Tag_Block_Wate_Start _RFD_1:1.Channed0) Busy ti_Tog_Biock Weile_infrogress
1F IE . o ;

Muti_Tag_Plock_Wite_Stert
1

Once execubion i complete
Mt Tag Block Wie_brogress _FFD_ViChamnefDlBusy £0U- ! Muli_Tag_Block Ve InProgress

‘ Source A _RFD_11Charrel0) Command |
12

12
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Example Results

The input channel image table will show the number of RFID tags that were
written and the UUID of each RFID tag.

— RFID_1:1.Channe0} Busy 0 Decimal |BOOL
[#-_RFID_1:1.Channe{0]. ChE ror 0 Decimal |SIN‘I
EF_RFID_1:I.Channel0] Command 12 Decimal [INT
—_RFID_1:l.Channel]0]. ContReadMods 1] Decimal  |BOOL
FH-_RFID_1:|.Channel{0] Counter 286 Decimal |INT
=/_RFID_1:/.Channel0] Data {andt {...} |Dacimal |SINT[160]
(+!-_RFID_1:1.Channel[0] Data{0] Number of Tags ez Decimal |SINT
[#-_RFID_1:I.Channel[0] Data{1) in RF Field 0 Decimal  |SINT
F_RAFID_1:\.Channsl[0}Data(2) 16#c Hex SINT
[+!-_RFID_1:1.Channel[0] Data{3] 16825 Hex SINT
[#-_RFID_1:1.Channel[0] D ata{4) 16§e6 Hex SINT
[+-_RFID_1:1.Channel[0] D atal5] 16#5b Hex SINT
[+-_RFID_1:1.Channel[0}.Data{5] UUID for Tag 1 || 16#00 Hex SINT
[ _AFID_1:1.Channal[0] Data7] 16401 Hex SINT
{+_RFID_1:1.Channel[0] Data{8] 16§04 Hex SINT
+-_RFID_1:1.Channel[0] Data{3] 16§20 Hex SINT
[+ _AFID_1:1.Channel[} D ata{10] 16f#ca Hex SINT
I+-_RFID_1:1.Channel[D] Data{11] 16453 Hex |SINT
[#-_RFID_1:1.Channel[0] Data{12] 16fet Hex SINT
[ _AFID_1:1.Channall0}.Data[13] UUID for Tag 2 || 16450 Hex SINT
F#-_RFID_1:1.Channel[0] Data{14] 16#00| Hex SINT
[#-_RFID_1:I.Channel[0] Data{15] 16§01 Hex SINT
B _AFID_1:1.Channal[0}.Data{16] 16#04 Hex SINT
[+!-_RFID_1:1.Channel[0} Data{17] ® 164e0 Hex  |SINT

Use the Read Multi Tag Block command (=3) to read the blocks and confirm the

data was written.

= _RFID_11.Channel0] ) 25y |ag:seRF_In
—_RFID_T:\.Channel0} Busy 0 Decinal |BOOL
[ _RFID_1:1.Channel{0) ChE ot 0 Decimal |SINT
F#-_RFID_1:1.Channe{0].Command 3 Decimal |INT
—_RFID_1:1.Channef0) ContHeadM 0 Decinal |BOOL
[ _RFID_1:1.Channe{0] Counter 300 Decimal |INT
= _RFID_1:|.Channel0] Data M {...) Decimal |SINT[160]
£_RFID_1.Channell0] Datai0] 2 Decimal_|SINT
F_RFID_1:|.Channel[0] Data[1] 0 Decinal |SINT
9§ 160ce Hee ST
16825 Hex  |SINT
| 16§26 Hex  |SINT
- Tag 1UUID || 16ssb Hex SINT
- 16§00 Hex SINT
& 16401 |Hex |SINT
e 16§04 Hex SINT
#_RFID_’ 16420 | Hex SINT
£_RFID_1:.Channel[0} Data{10] 11 |Decimal_|SINT
F#-_RFID_1:.Channel[0} Data{11] Taq 1 Block 3 Data 13 |Decimal | SINT
_RFID_1. Channel[0] Data{12] 15 |Decimal | SINT
B_RFID_1:.Channell0} Datal13] 17 Decinal |SINT
_RFID_1:1.Channsl[0) Datal14] 13 Decimal |SINT
F#-_RFID_1:1.Channel[0} Datal15] Tag 1 Block 4 Data 21 Decimal | SINT
¥ _RFID_1:..Channall0) Datal16] 23 Decinal |SINT
[#_RFID_1:l.Channell0}Datal17] 25 Decimal | SINT
B _RFID_1:|.Channell0) Datal 18] 166ca Hex  |SINT
H_RFID_1.Channel[0] Data[19] 16453 Hex SINT
F_RFID_1:|.Channel[0] Data|20] 16826 Hex  |SINT
i _RFID_1 16#5b Hee  SINT
H_RFID_1:|.Channel[0].Data[22] Tag2UUID | 16s00| Hex  |SINT
[+ _RFID. 16401 Hex |SINT
A 16404 Hex  |SINT
G 164e0 Hex  [SINT
H_RFID_11 Channell0)Dataf26) | u _|Decimal  |SINTERSS
F_RFID_1:1.Channel[0} Data[27) Tag 1 Block 3 Data 13 Decimal |SINT
H-_RFID_1:1.Channel[0} Data{28] 15 |Decimal  [SINT
&_RFID_1:|Channell0} Datal2] 17 |Decimal|SINT
F#-_RFID_1:1.Channel0} Data{20] 18 |Decimal | SINT
[_RFID_1. Channel[0] Data{31] Tag 1 Block 4 Data 21 |Decimat [SINT
B+/-_AFID_1:\.Channel[0} Datel32) 23 |Decimal [SINT
| _RFID_1:/.Channsl[0) Datal33) 25 |Decimal |SINT
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Write S|ng|e Block The Write Single Block command writes a single block of user data to an
RFID tag.

Set the following values in the output image table:
xx:0.Channel[0].Command = 10

ISH

I.
xx:0.Channel[0].Address = starting address to write
xx:0.Channel[0].BlockSize = 0, 4, or 8
xx:0.Channel[0].Data[0...112] = data to write
xx:0.Channel[0].Length = 0, 4, or 8
xx:0.Channel[0].BlockSize = 0, 4, or 8

[0].

(0]

(0]

(0]

a0

xx:0.Channel[0].Reset =

. xx:0.Channel[0].Timeout = 0
xx:0.Channel[0].UIDLow = 0 (or UIDLow)

j. xx:0.Channel[0].UIDHi = 0 (or UIDHi)

o gq o0

-

If UIDLow and UIDHi are set to 0, this command will operate on the first tag in
the field. Specify a UUID in xx:0.Channel[0].UIDLow and
xx:0.Channel[0].UIDHIi to perform the command on a specific tag.

The Length and Block Size fields are used to specify the number of bytes/block
of the tag. Valid values are:

o 0 =4 bytes/block
e 4 =4Dbytes/block
o 8 =8bytes/block

Typically, ISO15693 tags have a block size of 4 bytes/block, and FRAM tags have
a block size of 8 bytes/block.
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Example Routine

In the example below, 4 bytes of data will be written to Block 3. The data is
loaded into the output channel image table. Block three will be populated with

Data[0...3] = 41, 42, 43, and 44.

_FFD_11P000sts  Enatia Wie_Srgle_Block \hite_Single_Block
3~ c— [— =
Wrie_Srgle Bock _RFD_1Chamef0l sy _RFD_1A Chamne] TagPresert MOV : Vrtn_Single_Block_Start
I E 1z ) ! v . | ———— TR ——
: i Seurce Addresa
3s Wrte_Single _Block
st _RFD_1:0.Channe(0] Address @
38

W _Tog_Block_Vte_Start
el -

‘.
Dest _RFD_1:0 Channef0) Length
24

MO
——{ meve —

Source Bock_Stze
aw

Desl _RFD_1:0.Channed0] BlockSizs
as

——oy—————
] o —

Gost _RFD_1:0.ChanmeD) Command
12%

L F

Dest _RFID_1:0 Channe{0] Command
124

Wli_Tag_Block Ve _rfrogress

Muli_Tag_Block_Writs_Start
(>

Once execution is complele

= Muli_Tog_Bloct_Waite_inProgress.
sl Ty
SoahA _RFD_11 Charnef0] Command |

124

Example Results

The output image table shows that the address is set to Block 3; the block size is 4
and the command is 10. The data to be written to block 3 is 41, 42, 43, and 44.

T

=_RFID_1:0.Channe(0] {oon} foer} AB:SERF_IN
[+-_RFID_1:0.Channel[0] Address Write to Block 3 3 Decimal |INT
[+_RFID_1:0.Channell0] BlockSize Block Size is 4 4 Decimal |INT
[#-_RFID_1:0.Channel[0] Command 10 Decimal  |INT
[=_RFID_1:0.Channel0lData e {...}|Decimal |SINT[112]
[+]-_RFID_1:0.Channel[0].D ata[0] ® 4l Decimal |SINT
H_RFID_1:0.Channel[0].Data[1] 4 Bytes of Data | 42 Decimal |SINT
&-_RFID_1:0.Channel[0] Data[2] to Write to Block | 43 Decimal |SINT
H+-_RFID_1:0.Channel[0].Datal3] ® 4 Decimal |SINT
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Upon successful completion of the write block command, the Input Image table
shows that Command = 10 and ChError = 0. The input channel data fields are

all zero.
(=-_RFID_1:I.Channel[0] [} Ters) AB:56RF_II
—_RFID_1:1.Channel[0] Busy 0 Decimal | BOOL
[#-_RFID_1:1.Channel[0].ChError No errors 0 Decimal _|SINT
[#]-_RFID_1:1.Channel[0]. Command 10 Decimal |INT
—_RFID_1:1.Channel[0].ContReadMode 0 Decimal |BODL
[+-_RFID_1:1.Channel[0] Counter s Decimal | INT
[=l-_RFID_1:I.Channel0].Data Hanoh {...} Decimal |SINT[160]
[#]-_RFID_1:1.Channel[0] Data[0] 0 Decimal  [SINT
[-_RFID_1:I.Channel[0].Data[1] DataBytesare0 o Decimal |SINT
[#/_RFID_1:1.Channel[0] Datal2] 0 Decimal |SINT

Use the Read Single Block command (=1) , with option flag set to zero, to read
the contents of the tag in block 3.

[=_RFID_1:1.Channel[0] Lo} £} AB:SGRF_II
+—_RFID_1:1.Channel[0].Busy 0 Decimal |BOOL
[+-_RFID_1:l.Channel[0].ChError No Errors 0 Decimal _|SINT
[+}-_RFID_1:1.Channel[0]. Command 1=Read BlockCmd 1 Decimal |INT
—_RFID_1:l.Channel[0).ContReadMade 0 Decimal |BOOL
[#-_RFID_1:1.Channel[0].Counter [ Decimal  |INT
[=_RFID_1:\.Channel[0] Data o £...} Decimal |SINT[160]
[+-_RFID_1:1.Channel[0].Data[0] ® 4l Decimal |SINT
[+-_RFID_1:I.Channel[0].Data[1] Data From 42 Decimal |SINT
[+-_RFID_1:1.Channel[0}.D ata[2] Block 3 43 Decimal |SINT
[+-_RFID_1:I.Channel[0].Data[3] ® 44 Decimal |SINT
Continuous Read Mode The Continuous Read command is used for specialty applications requiring high

line speeds (up to 3 m/s). Refer to Continuous Read Mode on page 120 for

details on this command.

Stop Continuous Read The Stop Continuous Read command is used in conjunction with the
Continuous Read command for specialty applications requiring high line speeds
(up to 3 m/s). Refer to Continuous Read Mode on page 120 for details on this
command.

Teach Continuous Read The Teach Continuous Read command is used to train the interface for
Continuous Read operations. Refer to Teach Continuous Read on page 123 for
details on this command.
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This sample code is an example using a SLC-5/05 with a Cat. No.
S6RE-IN-IPD22 interface block.

Read Byte Routine The Read Byte command (value =4) reads a user-specified number of bytes from
a tag, starting at a user-specified address. Additionally, an Option Flag can be set
to return the UUID of the tag.

o Option Flag 0 — Returns the specified user data
o Option Flag 1 — Returns the UUID of the tag and the specified user data

Note: This command operates only on the first tagin the field.
Example Routine

The example code below is for an SLC-5/05.

Placs R imeac o s W Sl

e R O e

i

Rl Is Progres
xt0
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Example Routine

Rung 0000: Place RFID interface into the Run mode. The bit should be
highlighted in green. If the bit is not green, right-click it and click "Toggle Bit".

Rung 0001: Read Input Image. Double-click the EEM box to enter the setup
screen. Input Size is 116 bytes (58 words). Click on the MultiHop tab to set up an
EtherNet/IP Device.

575 EEM - N30:0 : (58 Elements) =10] x|

{General!| MuliHop | Send Data | Receive Data|

~ This Controller—— — — — ———— ~Message Control Bits—————————
Chanrel: | Ignore if timed out (TO): [0 ]
Size in Words (Receive Data) (SendData} [0__] Awaiting Execution [EwW): [0]
Diata Table Address (Receive Datal [Send Data): Continuous Run (CO): [0 ]
Enor €A [0]
- Target Device Done (ON}[0]
Message Timeout [x1 seck 23| Transmitting (STE [1]
MuliHop: Enabled (EN): [1]
Service: [Read Assembly ] Service Code (hext [E_] Waiting for Queus Space :[0]
Class(hes) [4 | (deck [4 ] s
Instance {hex) (dec):
Attribute (hex) D (dec): D Errar Code (hex)n
Emor D -,':
No emois

Rung 0002: Write Output Image. Double-click the MSG box to enter the setup
screen. Output size is 124 bytes (62 words). Click on the MultiHop tab to set up
an EtherNet/IP Device.

FAEEM - N3|:n:t58_Eler£nts] AI—I.-E.I.....&
[General]| MuliHop | Send Data | Receive Data |
~ This Controlles ~ Message Control Bits
Channel: [T_] Ignore if timed out (T0} [0 ]
SizeinWords [ReceiveDatal [[__|  (Send Data) Awaiting Execution [Ew). [0
Data Table Address [Receive Datal {Send Data} Continuous Run [CO} 3]
Enor (R} 0]
Taiget Device Done DN} 0]
Message Timeout [«1 seck 23| Transmiting (ST):[1]
MuliHop: Enabled (ENJ:[T]
Service:[wite Assembly | Senvice Code (hex) Wailing for Queue Space :[0]
s henp (1] (o) (i =
Instance (hex) (dec)
Attibute (hexk 3| (deck 3] Error Code [hex}o

- Emor Description

No emnors

Rung 0003: The Tag Present bit will be highlighted in green when a tagis

present. When a tag is present, clear the command value.
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Rung 0004: When the command value has been cleared, load in the instruction
parameters contained in N104 (Read Byte). N101 (Read Single Block) could be
used in place of N104.

74 Data File N101 (dec) -- READ BLOCK

[ - — (PT—
[ legek " Command Iﬁddress E/(;Lengh
o ' Js

adi: | Decimal v I

Columns: (10 +

Symbok | |
—
Desc: [Block Size

fzuall : s
o = [ Tmeont f— It_ Ur["}towflﬁii!_j—ll

Rung 0005: Wait for the read command to run. The Read in Progress bit will be
highlighted in green when the command is running. When the command has
completed, the Read in Progress bit will return to its original state. When the
command has been executed and completed, copy the data read into N100.

Rung 0006: If there was an error with the operation, then N100:0 will contain
the error code.
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Read Byte

MicroLogix 1400 Code Examples

The Read Byte command (value =4) reads a user-specified number of bytes from
a tag, starting at a user-specified address. Additionally, an Option Flag can be set

to return the UUID of the tag.

o Option Flag 0 — Returns the specified user data

o Option Flag 1 — Returns the UUID of the tag and the specified user data

Note: This command operates only on the first tagin the field.

Example Routine

o Rung 0000: Place RFID interface into the Run Mode. The bit should be

highlighted in green. If the bit is not green, right-click it and click

Toggle Bit.

e Rung 0001: Read Input Image. Double-click the MSG box to enter the
setup screen. Input size is 116 bytes (58 words). Click on the MultiHop

tab to set up an EtherNet/IP Device.

=101%|

E3MSG - MG300: (LN
[Geneeal | Muklop | Send Data | Receive Data |
This Canlroler
Channet

Data Table Address [Fieceive} [N100 |
Size in Bytes [Receivel [Send}

Taiget Device

Messags Tineout: (]

m;h«m:-ﬂ- MultiHop: -iﬂ-
Extended Rouing o el [B0110

ldu:i
Mlua[heut ldeck 3 |

1 1~ Control Bits

Igrioee if timed out (TO}: [0 ]
Bieak Connection (BKE[0 ]
Awwsiting Execution [EW [1]

Enar [ER} @]
Message done (DN}

Message Transmiting (ST} [0]

Emor

Message Enabled (N} [0 ]

Enor Code{Hea} 0
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¢ Rung 0002: Write Output Image. Double-click the MSG box to enter the
setup screen. Qutput size is 124 bytes (62 words). Click on the MultiHop
tab to set up an EtherNet/IP Device.

5 MSG - MG31:0 : (1 Elements) =10l %|
[Genesal | Mukop | Send Data | Receive Data |
This Controble - Conisol Bits
T —) e ned o 101 ]
= RS B torec Bueak Connection B} [0 ]
Bord o] Awaling Execution EWE (0]
Size in Bytes [Receive] [Send}
24 | | Enor [ERE 0]
~ Taigat Device —| Message done (DN [1]
Message Tmeot: 3] Message Tranamiting (T} [0]
Message Enabled [ENE[0]

Local /Remole : [Local | MuliHop  [res |

ing nfo FiklAbG: 120 ] Enor
Seavice: vy Service Coda fhext [i0__] Ence C o
Cles o} L] (dect ] aCoahiat
Instance (hexk [deck
Amibtshed [ ] fdeck ]
Error Descripion

e Rung 0003: The Tag Present bit will be highlighted in green when a tag is
present. When a tag is present, clear the command value.

o Rung 0004: When the command value has been cleared, load in the
instruction parameters contained in N104 (Read Byte). N101 (Read
Single Block) could be used in place of N104.

o Rung 0005: Wait for the read command to run. The Read in Progress bit
will be highlighted in green when the command is running. When the
command has completed, the Read in Progress bit will return to its
original state. When the command has been executed and completed, copy
the data read into N'100.

o Rung 0006: If there was an error with the operation, then N100:0 will
contain the error code.

R - — Dok stre

ResdlnProgres Dy Commnt st Hoter

[ Do ey

Lover Comster
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Write Byte

Read Multiple Blocks

The Write Byte command (value = 14) writes bytes of user data to a tag. The user
can specify the data, the start byte, and the number of bytes to write.

Note: This command operates only on the first tagin the field.

Example Routine

e Rung 0000: Place RFID interface into the Run Mode. The bit should be
highlighted in green. If the bit is not green, right-click it and click Toggle
Bit.

e Rung 0001: Read Input Image. Double-click the MSG box to enter the
Setup Screen. Input Size is 116 bytes (58 words). Click on the MultiHop
tab to set up an EtherNet/IP Device.

e Rung 0002: Write Output Image. Double-click the MSG box to enter the
Setup Screen. Output Size is 124 bytes (62 words). Click on the MultiHop
tab to set up an EtherNet/IP Device.

e Rung 0003: The Tag Present bit will be highlighted in green when a tag is

present. When a tag is present, clear the command value.

o Rung 0004: When the command value has been cleared, load in the
instruction parameters contained in N114 (Write Byte). N110 (Write
Single Block) could be used in place of N114.

e Rung 0005: Wait for the write command to run. The Write in Progress bit
will be highlighted in green when the command is running. When the
command has completed, the Write in Progress bit will return to its
original state. When the command has been executed and completed, copy
the data read into N'100.

o Rung 0006: If there was an error with the operation, then N100:0 will
contain the error code.

The Read Multiple Blocks command (value = 2) reads multiple blocks of user
data from a tag. Additionally, Option Flags can be set to return information such
as the Universally Unique Identifier (UUID) or the Data Storage Format
Identifier (DSFID) of the tag.

o Option Flag 0 — Returns multiple blocks of user data

e Option Flag 1 — Returns multiple blocks of user data and the security
status of each block

Note: Unless a UUID is specified, this command will operate on the first tag in
the field.

Example Routine

o Rung 0000: Place RFID interface into the Run Mode. The bit should be
highlighted in green. If the bit is not green, right-click it and click “Toggle
Bit”.
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Write Multiple Blocks
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Rung 0001: Read Input Image. Double-click the MSG box to enter the
Setup Screen. Input Size is 116 bytes (58 Words.) Click on the MultiHop
tab to set up an EtherNet/IP Device.

Rung 0002: Write Output Image. Double-click the MSG box to enter the
Setup Screen. Output Size is 124 bytes (62 Words). Click on the
MultiHop tab to set up an EtherNet/IP Device.

Rung 0003: The Tag Present bit will be highlighted in green when a tag is

present. When a tag is present, clear the command value.

Rung 0004: When the command value has been cleared, load in the
instruction parameters contained in N102 (Read Multiple Blocks).

Rung 0005: Wait for the read command to run. The Read in Progress bit
will be highlighted in green when the command is running. When the
command has completed, the Read in Progress bit will return to its original
state. When the command has been executed and completed, copy the data
read into N'100.

Rung 0006: If there was an error with the operation, then N100:0 will
contain the error code.

The Write Multiple Blocks command (value = 11) writes multiple blocks of user
data to an FRAM tag.

Note:This command will only work on FRAM tags. Unless a UUID is specified,

this command will operate on the first tag in the field.

Example Routine

Rung 0000: Place RFID interface into the Run Mode. The bit should be
highlighted in green. If the bit is not green, right-click it and click “Toggle
Bit”.

Rung 0001: Read Input Image. Double-click the MSG box to enter the
Setup Screen. Input Size is 116 bytes (58 Words.) Click on the MultiHop
tab to set up an EtherNet/IP Device.

Rung 0002: Write Output Image. Double-click the MSG box to enter the
Setup Screen. Output Size is 124 bytes (62 Words). Click on the
MultiHop tab to set up an EtherNet/IP Device.

Rung 0003: The Tag Present bit will be highlighted in green when a tag is

present. When a tag is present, clear the command value.

Rung 0004: When the command value has been cleared, load in the
instruction parameters contained in N111 (Write Multiple Blocks).

Rung 0005: Wait for the write command to run. The Write in Progress bit
will be highlighted in green when the command is running. When the
command has completed, the Write in Progress bit will return to its
original state. When the command has been executed and completed, copy
the data read into N'100.

Rung 0006: If there was an error with the operation, then N100:0 will
contain the error code.
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Input Image Layout

Output Image Layout

Refer to Appendix B (Class 4 Assembly Object) for details on the Input Image
Layout.

Refer to Appendix B (Class 4 Assembly Object) for details on the Output Image
Layout.
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Notes:
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The tables below are to be used as a guide to help determine the amount of
information that can be written to/read from an RFID tag based on the speed of
your application. For example, in order to consistently read 8 bytes from a tag

using the square transceiver, your line speed should be 0.827 m/s or slower.

If you have a high speed application, it is best to choose the largest transceiver,
larger tag, which will provide the largest antenna range. This will provide the

longest time the tag is in the field for read/write functions. This will also help
with tag misalignment issues.

If your tag will be stopped when all read/write functions occur, and tag
misalignment is not an issue, smaller transceivers can be used. It is recommended
that the tag be stopped if large amounts of data will be written to/read from the

tag.

Table 18 - Rectangular (80x90) Transceiver

Max Tag Speed (m/s)
Bytes | Read Write
4 1.488095 1.328609
8 1.378676 1.121915
16 1.202887 0.8566533
32 0.9578544 0.5811701
64 0.6802721 0.3535235
112 0.4743833 0.2227833
160 0.3641661 0.1626369
2000 0.03674939 0.01432665

Table 19 - Square (40x40) Transceiver

Max Tag Speed (m/s)
Bytes Read Write
4 0.8928571 0.7971656
8 0.8272058 0.6731489
16 0.7217322 0.513992
32 0.5747126 0.348702
64 0.4081633 0.2121141
112 0.28463 0.13367
160 0.2184996 0.09758213
2000 0.02204964 0.008595988
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Table 20 - M18 Transceiver

Max Tag Speed (m/s)

Bytes Read Write

4 0.1984127 0.1771479
8 0.1838235 0.1495886
16 0.1603849 0.1142204
32 0.1277139 0.07748935
64 0.09070295 0.04713646
12 0.06325111 0.02970444
160 0.04855547 0.02168492
2000 0.004899919 0.00191022

Table 21 - M30 Transceiver

Max Tag Speed (m/s)

Bytes Read Write

4 0.3373016 0.3011515

8 0.3125 0.2543007

16 0.2726544 0.1941748

32 0.2171137 0.1317319

64 0.154195 0.08013199

112 0.1075269 0.05049755

160 0.0825443 0.03686436

2000 0.008329863 0.003247374
Continuous Read Mode Command Objective

120

Perform tag read operations as fast as possible.

Operation

Command 5 will be issued from the controller to place an interface RFID
channel into continuous read mode; no additional commands will be required
from the controller in order to retrieve information from a tag. The read type
issued would be a Read Multiple Block or a Read Single Block depending on the
number of blocks requested. The maximum number of blocks that can be read at
one time is 10. Each time the interface reads a tag successfully, the counter value
will increment by 1. If there was an issue reading the tag the counter value will not
increment and the ChError will indicate the error code value.

While the interface is in this mode, it will reject all other commands sent to it for
that channel except a Stop Continuous Read. The interface will not perform its
normal poll cycle on that channel while it is in this mode of operation. During
Continuous Read Mode, the ContReadMode and Busy bit will be set to true.
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When the interface receives a stop command, Command 6, it will revert back to
the normal mode of operation and resume the polling cycle. Continuous Read
mode can also be canceled by issuing a channel reset (reset bit in the output image
word set to 1).

When using a 50 mm disc tag, Cat. No. S6RF-TR-8090 transceiver, and reading
4 bytes of data it may be possible to achieve a line speed of up to 3 m/s.

Modes of Operation

Only one type of mode of operation can be used on each channel. To change
modes you will need to issue a Stop Continuous Read, and then reissue a Start
Continuous Read with the new mode. Both channels can be setup for the same
mode or different modes simultaneously. Modes of operation are limited based
on the model number of the interface.

56RF-IN-IPS12
e 1 RFID Channel (Channel 0)
o 1 discrete input and 1 discrete output

o Support modes 0 and 1 only

56RF-IN-IPD22
o 2 RFID Channels (Channel 0, Channel 1)
o 1discrete input and 1 discrete output

e Support modes 0, and 1 only.

The single input can be used for either channel.

56RF-IN-1PD22A
o 2 RFID Channels (Channel 0, Channel 1)
o 2discrete inputs

o Support modes 0, 1,2, and 3

The same input can be used for either channel.
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Mode Overview

1. Mode 0

The interface waits for the delay time, sends out a read, obtains data, and returns
that data back to the PLC. This cycle repeats until a Stop Continuous Read
command is issued.

2. Mode 1

The interface waits for input point 0 to turn ON, waits for the delay timer to
expire then sends out a read, obtains data, and returns that data back to the PLC.
This cycle repeats until a Stop Continuous Read command is issued.

3. Mode 2

The interface waits for input point 1 to turn ON, waits for the delay timer to
expire then sends out a read, obtains data, and returns that data back to the PLC.
This cycle repeats until a Stop Continuous Read command is issued.

4. Mode 3

The interface waits for both input point 0 and 1 to turn ON, waits for the delay
timer to expire then sends out a read, obtains data, and returns that data back to
the PLC. This cycle repeats until a Stop Continuous Read command is issued.

Command Structure
a. xx:0.Channel[0].Reset =
b. xx:0.Channel[0].Command =5
c. xx:0.Channel[0].BlockSize = Bytes per Block in the tag
d. xx:0.Channel[0].Address = Starting Block
e. xx:0.Channel[0].Length = Number of blocks to read
f. xx:0.Channel[0]. Timeout = Delay time between sending commands
g. xx:0.Channel[0].UIDLow = 0
h. xx:0.Channel[0].UIDHi =
i. xx:0.Channel[0].Data[0] = Mode x
j- xx:0.Channel[0].Data[1] = Option Flag

Address — Block within the tag to start read operations from.
BlockSize — Size in bytes per block of the tag.
Length — Number of blocks to read

Timeout — Delay time between sending command attempts in Mode 0.
Delay time after input condition is true before sending commands in Mode 1-3.
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Teach Continuous Read

UIDLow/UIDHigh — Can be used to target only a specific tag for read
operations, otherwise this value would be 0 to read any tag.

Mode x — Specifies the mode of operation for the Continuous Read.

Option Flag — Used to specify the mode of the Read Multiple/ Read Single
Block(s) command.

A 0 value would only read the data requested starting at the address specified, for
the number of blocks specified in the Length field. A value of 1 would read and
return both the security block status and the tag data.

For modes 1...3, users can either set the delay time on their own or they can train
the interface and the transceiver so that the value is determine automatically
based on their system setup and line speed. A delay time of 0 will cause the
interface to send out the command as soon as it sees the input condition go true.
For mode 0, there is no ability to train the system.

Command Objective

This operation is valid only for modes 1...3 and is used to train the interface to
the approximate delay time that should be used before it sends out the read
command based on input conditions and tag speeds.

Operation

Command 8 will be issued from the Controller to place an RFID interface
channel into teach mode.

When first entering Teach Mode (Phase 1), the interface will wait for the input
condition(s) to go true, and then poll for tag detection. Once 10 good detections
have occurred the unit will enter phase 2.

During Phase 2, the unit will wait for the input condition(s) to go true, then issue
the Read Multiple/Read Single Block command after the predetermined time
delay and adjust the delay time as necessary. Once 10 good reads in a row have
occurred, the unit will exit teach mode and report back the average and
recommended delay time in milliseconds.

If the interface is unable to obtain 10 good reads in a row, it will decrement the
delay time by Ims and start again in phase 2. If the delay time has been
decremented more than 30 ms from the average the interface will exit teach mode
and report back the recommended delay time of -1. A -1 value indicates that the
interface cannot determine what the best delay time would be due to variations in

tag speed.

Phase progression in teach mode can be monitored by viewing the counter value
in the input image table. Phase 1 will always be a value <10, Phase 2 will always be
avalue >10. Once the counter hits 20 the interface will exit teach mode and

report the average and recommended delay times. The user will need to load the
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recommended delay time value into the Timeout field prior to initiating a
continuous read.

During Teach Mode, the ContReadMode and Busy bit will be set to true.

Teach mode can canceled by issuing a channel reset (reset bit in the output image
word set to 1).

Command Structure
a. xx:0.Channel[0].Reset =
b. xx:0.Channel[0].BlockSize =Bytes per Block in the tag
c. xx:0.Channel[0].Command = 8
d. xx:0.Channel[0].Address = Starting Block
e. xx:0.Channel[0].Length = Number of Blocks
f. xx:0.Channel[0].Timeout = 0
g. xx:0.Channel[0].UIDLow = 0
h. xx:0.Channel[0].UIDHi =
i. xx:0.Channel[0].Data[0] = Mode x
j- xx:0.Channel[0].Data[1] = Option Flag
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RFID Interface Block Web Page

The RFID interface block web page is accessible by entering the IP address of the
interface block into a web browser. The interface block must have EtherNet
connectivity and power to be viewable on the web page. The web page provides
diagnostic and configuration for the RFID interface block.

Home The Home page allows the user to view basic information about the interface
block. Data cannot be changed on the home page. The Device Description and
Device Location is specified and can be changed on the Device Identity tab in the
Configuration section.

[T 56RF-IN-IPD22 Automation

B Home
aﬁlngnosklcs Device Name SGRF-IN-1PD22
Configuration Daevice Description

Device Location

Ethernet Address (MAC) 00:00:bcie5:d0: 16

1P Address 192,168.1.195

Product Revislon 1,001 Biiild 8 Contacts
Firmware Version Date Aug 3 2011, 14:35:32

Sarial Numbar ADODBTTT

Status Awalting Connection

Uptime 00h:35m:158

Copyright & 2011 Rockwell Automation, Inc. All Rights Reserved.
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The Diagnostic section has three tabs of “view only” detailed information on the
status of the interface block. The tabs show Diagnostic Overview, Network
Settings, and EtherNet Statistics. The I/O Connections tab contains a field that
allows the user to change the web page refresh rate.

[ WEET] S6RF-IN-IPD22 Aufomanio

Diagnostics

BT [ oo ovven ™ etk Seitings S Ethormet “i/oc ~
m Home
Diagnostics. Ring Status Module Setings
Diagnostic Overview MNetwork Topology Linear Switches 195

Network Settings

Ethernat Statistics

1/0 Connections
m Configuration

Network Settings

Metwork Status

Ring Supervisor

System Resource Utilization
CPU Utilization

Module Uptime

CIP Connection Statics
Current CIP Msg Connections

CIP Msg Connection Limit

Max Msg Connections Obsarve
Cufrent CIP 1/0 Connaections
CIP 1O Connection Limit

Max 1/0 Connectlons Observed
Conn Opens

Open Errors

Conn Closes

Conn Timeouts

Normal

0.0,0.0 00:00:00:00:00:00

10%

00h:35m:268

Seconds Between Refresh: |15 Disable Refresh with 0

[ PTEFE] 56RF-IN-IPD22 Automation

[ bpand bsaimia’ | Tetwrk Settings “_Ethafmet N0 comectons ™,

Disgnastic Overview

m Home

Diagnostics Network Interface Ethernet Port 1
Disgnostic Ovarvinw Ethemnet Address (MAC) 00:00:bcreS:do:1b Interface State Enabled
Network Sattings 1P Address 192,.168.1,195 Link Status Active
Etharnat Statistics Subnet Mask 255,255.255.0 Media Speed 100 Mbps
1/0 Connections Default Gataway Duplix Full Duplax
l'.'.: Configuration

126

Primary Name Server
Sacondary Name Server

Default Domain Name

Autonegotiate Status

Ethernet Port 2

Autonegotiate Speed and Duplex

Host Nama
N Interface State Enabled
MName Resolution DNS Enabled
Link Status Inactive
Media Speed 100 Mbps
Ttertace O
Duples Full Duplax

Obtain Netwerk Configuration

Switches.

Autonegotiate Status

Autonegotiate Speed and Duplex

Copyright @ 2011 Reckwall Automation, Inc. All Rights Resarved.
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EtherNet Statistics

[ WTEET] S6RF-IN-IPD22 Automanio

| Expand  Minimize | Diagnostic Overview N, Notwork Settings Y Ethernet Statistics “,_1/O ~N
m Home

ﬁ Diagnestics. Ethernet Port 1 Ethernet Port 2
Diagnostic Ovarview Interface State Enabled Interface State Enabled
Network Settings Link Status Active Link Status. Inactive
Ethernet Statistics Media Speed 100 Mbps Mediz Speed 100 Mbps
1/0 Connections Duplax Full Duplex Duplix Full Duplex
& contiguration Autonegotiate Status Autonegotiate Speed and Duplex Autonegotiate Status Autonegotiate Speed and Duplex
Media Counters Port 1 Media Counters Port 2
Alignment Errors o Alignmeant Errors
FCS Errors o FCS Errors
Single Callisions 0 Single Collisions

o
o
]
Multiple Collisions (1] Multiple Collisions 0
SQE Test Errors 1] SQE Test Errors o
Deferred Transmissions L] Deferred Transmissions o
Late Collisions o Late Collisions o
Excessive Collisions (1] Exc e Collisions 0
MAC Transmit Errors o MAC Transmit Errors o
Carrier Sanse Errors (1] Carriar S Errors ]
Frame Too Long o Frame Too Long o
MAC Recelve Errors L] MAC Receive Ermors o
Interface Counters
In Octets 1241835
In Ucast Packets 8574
In NUcast Packets 12
In Discards (1]
In Errors o
In Unknown Protos o
Out Octats 2332830
Out Ucast Packets 7333
Out Nucast Packets 29
Out Discards (1]
Out Errors 1]

Digable Refr

1/0 Connections

[ PTREE] 56RF-IN-IPD22 Automation

[ Bqend  wiimize | Disgnostic Overview S Notwork Settings S, Ethernet N 1/0 Connections

m Home
Dlagnostics Conn # Uptime ;i':::ad Rx :’-T‘.‘m'm ;n Conn oy cize T-0 Size D-T Type T-0Type ::IAT APJI }'-n M;I :'I“n:::;n

Dilagnostic Overview

Network Settings Seconds Between Refresh: 15 Disable Refresh with 0.
Ethernet Statistics

1/0 Connections

Configuration Copyright © 2011 Rockwall Automation, Inc. All Rights Resarved.

COnfiguration To access the configuration section of the RFID interface block web page, a
username and password are required. The default username is “Admin”, and there
is no password by default. The username and password can be changed on the
Device Services tab.

Note: If the username and password are lost, the interface block must be reset to

default before it can be accessed again. This will reset the username and password
to the default values above.
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Device Identity

| Expend______ Minimize |
m Home

Diagnestics
Disgnostic Ovarviaw
Network Settings
Etharnat Statistics
1/0 Connectlons
Conflguration
Device 1dentity
Network Configuration
Device Services

Network Configuration

Device Services

Change the device name, description, or location. Changes will take place after
the interface block has been power cycled.

TEET] S6RF-IN-IPD22 Aufomation

Davice Tdentity ,_Network €

N Device Services

Device Information

Device Name
Device Description

Device Location

! Apply Changes |

S6RF-IN-IPD22

Hote: Values on this page are in non-volatile memaory.
Changes to these parameters do not take affect untll the ArmorBlock has been reset or power cycled.

Copyright © 2011 Rockwell Automation, Inc. All Rights Resarved.

L WTREY SERF-IN-IPD22 RitamaTeos

rHome

5

- Disgnostic Overview

Ethernet Statistics.
10 connections

Sl contiguration

Device Identity
Network Configuration
Davice Sarvices

Device Identity Y Netvork Confl

Initial Netwark Configuration
Ethernat Intarfaca Configuration
Network Interface

1P Address

Subnst Mask

Gataway Address

Brimary Name Servar

Secondary Name Server

Domain Name

Ethernet Link Pert 1

Port 1 Enable
Autanegotiate Status
Selact Port Speed
Select Duplex Mode
Ethernet Link Port 2
Port 2 Enable
Autanagotiate Status
Select Port Speed

Salect Duplex Mode

Apply Changes

iguration _Device Services

Dynamic (DHCP) ~

Enabled v

Autonagetiate Spead and Duplex +

Enabled v

Autonegotiate Speed and Duplex v

Nota: Values on this page are in non-volatile

e

emory.
Changes to these parameters do not take effect until the ArmarBlock has been reset or power cycled.

TEETR] S6RF-IN-IPD22 Aufomation

| Epend______ Minimize |
[3 Home

Diagnostics
Disgnostic Ovarviaw
Network Settings
Etharnat Statistics
1/0 Connectlons
Configuration
Device Identity
Network Configuration

Device Services

128

New Password

Confirm Password

[ Apply Changes |

Davice Identity N Network C N Davice Services N,
Service Description
HTTP Web Server
Set Password

Status Enable

running

Note: Values on this page are in non-volatile memaory.
Changes to these parametars do not take effect until the ArmorBlock has been reset or power cycled.

Copyright © 2011 Rockwall Automation, Inc. All Rights Resarved.
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Error Codes for RFID Interface Block

The error codes for the RFID interface block are stored in the input for each
channel. In the examples in the manual, the error codes are stored in the image

table RFID_1:I:Channel[0].ChError and RFID_1:I:Channel[1].ChError.

Error Codes Status Word Binary
0 0K 0000
1 Transceiver not found 0001
2 Invalid Response 0010
3 Invalid Parameter 0011
4 No Tag Detected 0100
5 Instruction Timed Out 0101
6 Block Access Error 0110
7 Format Error 01
8 Tag Communications Error 1000
9 Address Error 1001
10 Mismatch Error 1010
11 Internal Channel Error 1011
12 Malformed Packet 1100
13 Unit in Program Mode 1101
14 Reserved 1110
15 Module Error 111

OK (Decimal 0) — Indicates there are no issues with the channel in
question when the decimal value of these bits is equal to zero.

Transceiver not found (Decimal 1) — Indicates that communications
with the transceiver for the specified channel has been lost.

Invalid Response (Decimal 2)- Indicates that the response to a command
is not what was expected.

Invalid Parameter (Decimal 3) — Indicates that either a parameter passed
or received was out of bounds.

No Tag Detected (Decimal 4)- Indicates that a command was attempted
on a channel but there was no tag detected in the field.

Instruction Timed Out (Decimal 5)- Indicates that the timeout value
associated with a command was exceeded before a response could be
obtained.

Block Access Error (Decimal 6) — Indicates that either:
— A read command attempted to read a block but was denied access.
— A write command attempted to write to a block but was denied access.

Format Error (Decimal 7)- Indicates that the format of the command or
response was invalid.
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Tag Communications Error (Decimal 8)- Indicates that the interface
block was not able to complete execution of a command with a tag before
the tag left the field or the Output Channel Timeout is set too short. For
example, set the Output Channel Timeout to 100 ms and then try to read
112 byte of data from a Cat. No. S6RF-TG-30 tag.

Address Error (Decimal 9)— Indicates that the block address value was
out of bounds for the tag.

Mismatch Error (Decimal 10) — Indicates that there are more tags
detected in the field than the unit can process.

Internal Channel Error (Decimal 11) — Indicates that there is some
internal issue with channel (hardware fault).

Malformed Packet (Decimal 12) —Indicates an issue with the command
packet received by the transceiver.

Unit in Program Mode (Decimal 13) —Indicates that a command was
issued but the module is in program mode.

Module Error (Decimal 15) — Indicates that there is some internal issue
interface block (hardware fault).
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Product Codes and Name
Strings

CIP Explicit Connection
Behavior

CIP Objects

CIP Information

The following table lists the product codes and name strings for the EtherNet/IP

interface block.

Product Type Product Code Cat. No. Identity Object Name String
139 4 56RF-IN-IPS12 RFID Adapter 1 Port + 1In/1 Out
139 5 56RF-IN-IPD22 RFID Adapter 2 Port + 1In/1 Qut
139 6 56RF-IN-IPD22A RFID Adapter 2 Port + 2In/0 Qut

The RFID interface block allows user outputs to be driven by connected explicit
messages when no I/O connection exists, or when an I/O connection exists in the
idle state. A single EtherNet/IP Class 3 explicit connection will be allowed to
send “explicit control” messages via an “Active Explicit” connection. An
EtherNet/IP Class 3 explicit connection becomes the “explicit control”
connection when it becomes the first EtherNet/IP Class 3 explicit connection to
send a “set” service to one of the following:

* The “value” attribute of any DOP instance (class code 0x09).

* The “data” attribute of any output (consumed) Assembly instance (class
code 0x04).

* Attribute 3 or 4 of the Control Supervisor Object (class code 0x29).

The following CIP objects will be covered in the following subsections. CIP
objects provide a window into the devices properties that can be read/written to.
Each CIP Class contains instances (copies of a class structure), and attributes for
cach instance. Most devices will have only one instance of a class.

Class Object

0x0001 Identity Object

0x0004 Assembly Object

0x0008 Discrete Input Point Object
0x0009 Discrete Output Point Object
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Identity Object Class Code

0x0001

This Identity Object provides identification of and general information about the

device.

Instance 1 of the Identity Object will contain the following attributes:

Attribute ID | Access Name Data Type | Value
Rule
1 Get Vendor UINT 1
2 Get Device Type UINT 139
3 Get Product Code UINT 45, 0r6
4 Get Revision Structure of: | The initial release is Major Rev. 1,
Major Revision USINT Minor Rev. 1.
Minor Revision USINT
5 Get Status WORD Refer to Device Status
(CIP_Data[8]-[9]) table below.
Get Serial Number UDINT Unique number for each device
Get Product Name Structure of: | Product Code specific
String Length USINT
ASCII String STRING

The following common services will be implemented for Instance 1.

Service Code Implemented for: Service Name
Class Instance

0x01 Yes Yes Get_Attributes_All

0x05 No Yes Reset

0x0E Yes Yes Get_Attributes_Single

Accessing the Identity Object will require the creation of a Message Instruction
(MSG) to be configured as a CIP Generic type.

Message Configuration - CIP LI

Configuration | Communication | Tag |

Message Type: CIP Genenc

Service -
Tine | Custom =l

Source Element: ] |
i Source Length |U 3 (Bytes)
e [ teq Cass i Hed b egination CIP_Data =

Instance: 1 Atbuefl [Hex) NewTag I

®Ensble U EnableWating L Stat ® Done Done Length: 47
) Ennos Code: Extended Enmor Code: ™ Timed Out &
Erot Path
Error Text:
Ok | Cancel | Hep

Service Code: 1- Get Attribute All

Class: 1 - Identity Object

Instance: 1 - First instance

Attribute: 1 - First attribute

Destination: CIP_Data - a SINT[100] array to hold the data
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[ [Home szl [vae  +[s [Data Type
|__|=CP_Data (...} Decmal SINT[100]
||+ CP_Datal0) 1 Decenal SINT
|| +CP_Data1] 0 Decenal SINT
| | = CIP_Datal2] =117 Decrnal SINT
|| *oPoaa3 0 Decenal SINT
|| *CPDaal4) 5 Decenal 'SINT
|| *coPoaa) 0 Decmal SINT
|| *cP_paals) 1 Decenal SINT
|| #cPoaan 1 Decenal SINT
||+ OP_Daag] 100 Decensl SINT
|| *cPoDaas 0 Decmal SINT
|| +cPooaso 85 Decmal SINT
|| #oPopsan) -71 Decesl SINT
|| #oPosaz 0 Decmal SINT
|| #orosay -96 Decmal SINT
|| #oropsay 32| Decmal SINT
|| * CP_Daa15] 'R ASCH SINT
|| ® OP_Daa18] 'FASCH SINT
|| *OP_Daa17] It ASCH SINT
CIP_Data[0]...[1]= Vendor (1=Allen-Bradley)

CIP_Data[2

...[3]= Device Type (139=RFID)
CIP_Data[4]...[5]=

[0]
(2]
[4]...[S]=Device Code (5=56RF-IN-IPS12)
CIP_Data[6]= Major Revision (1)

CIP_Data[7]= Minor Revision (1)
CIP_Data[8]...[9]= Status (100 decimal, 000000001100100 binary)
CIP_Data[10]...[13]= Serial Number (AO00B955)

CIP_Data[14]= Product Name Length (32 bytes)
CIP_Data[15]-[n]= Product Name

Table 22 - Device Status (CIP_Data[8]...[9])

Bits Name Description

0 Owned 0=Not Owned, 1=0wned by a Master

1 Reserved Reserved

2 Configured 0=Not configured, 1=Configured

3 Reserved Reserved

4...7 | Extended Device Status See table below

8 Minor Recoverable Fault 1=Detected a recoverable minor fault

9 Minor Unrecoverable Fault 1=Detected a non-recoverable minor fault
10 Major Recoverable Fault 1=Detected a recoverable major fault

1 Major Unrecoverable Fault 1=Detected a non-recoverable major fault
12...15 | Reserved Reserved

Table 23 - Values for the Extended Device Status (bits 4...7)

Value

Description

Self-Testing or Unknown

Firmware Update in Progress

At least one faulted I/0 connection

No I/0 connections established

Non-Volatile Configuration Bad

Major Fault

At least one I/0 connection in run mode

At least one I/0 connection established, all in idle mode

Reserved

—| O | O O &~ W N —| O

Vendor specific
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The Assembly Object binds attributes of multiple objects, which allows data to or
from eachobject to be sent or received over a single connection. Controllers that
do not have the ability to create and establish a class 1 (scheduled) connection
can utilize the Assembly Object in a Message Instruction to obtain both the input
and output assemblies of the RFID interface.

Assembly Object Class
Code 0x0004

The following services will be implemented for the Assembly Object:

Sevice Code Implemented for: Service Name
Class Instance

0x0E Yes Yes Get_Attribute_Single

0x10 No Yes Set_Attribute_Single

0x18 No Yes Get_Member

Different connection instances are needed for each RFID interface based on the

model. These class 3 connection instances are different than the class 1 instances

used by a ControlLogix or CompactLogix processor due to the limitations within
the SLC and Micrologix for handling Send and Receive data.

Use the table below to determine the class 3 connection instance and Send /
Receive size for your unit:

Table 24 - Class 3 Connection Instances with size (in bytes)

134

Cat. No. Input Size Output Size Config Size
56RF-IN-IPS12 120 64 130 64 103 16
56RF-IN-1PD22 121 116 131 124 109 20
56RF-IN-IPD22A 122 116 132 124 12 24
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Table of a 56RF-IN-IPD22 (Geneidl| wuaiop | Send Dats | Receive Dot

with a MicroLogix 1400

Readlng the Input Image 7#~1MSG - MG30:0 : (1 Elements) ||:||1|
- Thiz Controller - 1 1 Control Bits -
Channet: [1 {integral ] lwsawf’“nokl‘i
Commurication Command: [P Generic Break Conneciion (BK} [0
Data Table Address (Receivel: [N10.0 Awaiting Execution (Ew} [0 ]
Size in Bytes (Receive): [116_| (Send]: [N/& |
Eror (ER} [0]
- Target Device Message done (DN} [1 ]
Message Timeout : Message Transmitting (ST} [0]
Message Enabled [EN} [U:
Local / Remote : MubiHop:
Extended Routing Info File(RIX}: e
Service: [Read Assembly | Service Code (hex): [ | Enr 0
Class (hev) EI (dect nor Code{Hex]}:
Instance (he}: (deck
Attibute (hex} 3] (deck 3]
Enor Description
Mo emors

* N10:0 is the data table address where the input image will be stored and
will span N10:0 thru N10:57.

* The number of bytes to receive is 116 (58 words).

* The extended routing file (RIX11:0) is used to store the Multi-Hop
routing information.

* Service is type Read Assembly
* Class 4 is the Assembly Instance Class
* Instance 7%h is the input image connection instance.

* Attribute 3 is the assembly attribute for the input image table

2 MSG - MG30:0 : (1 Elements) =] 3]
General [MullHop | Send Data | Receive Dats |
Ins = Add Hop Del = Remave Hop
Fiom Device | FromPort__| ToAddress Type | ToAddess
This MicroLogic Channel 1 EtherMet/IP Device [sir] 192168.1.212
4 | 2]

The Multi-Hop information is used to configure the communications path from
the MicroLogix to the RFID interface.
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Input Image (56RF-IN-1PD22)

Word Description Word Description
N10:0 - N10:1 Module Connection Status N10:9 Length
N10:2 Module Status N10:10 —N10:31 | Data

N10:3 Reserved N10:32 Channel[1] Diagnostics
N10:4 Block Status N10:33 Command Value
N10:5 I/0 Data N10:34 Counter Value
N10:6 Channel[0] Diagnostics N10:35 Length
N10:7 Command Value N10:36 — N10:57 | Data

N10:8 Counter Value
Module Status

Bit Definition Bit Definition

0 Run Status 8 Reserved

1 Block Fault 9 Reserved

2 Aux Power Fault 10 Reserved

3 Reserved 1 Reserved

4 Pt00 Input Fault 12 Pt00 Output Fault

5 Pt00 Open Wire 13 Pt0ONo Load

6 Pt00 Input Short Circuit 14 Pt00 Output Short Circuit

7 Reserved 15 Reserved

1/0 Data

Bit Definition Bit Definition

0 Pt00 Data 8 Pt00 Readback

1 Reserved 9 Reserved

2 Reserved 10 Reserved

3 Reserved 1 Reserved

4 Reserved 12 Reserved

5 Reserved 13 Reserved

6 Reserved 14 Reserved

7 Reserved 15 Reserved

Channel[n] Diagnostics

Bit Definition Bit Definition

0 Reset 8 Error Code

1 Fault 9 Error Code

2 Tag Present 10 Error Code

3 Busy 11 Error Code

4 Reset in Progress 12 Reserved

5 Continuous Read Mode 13 Reserved

6 Reserved 14 Reserved

7 Reserved 15 Reserved
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Input Image (56RF-IN-IPD22A)

Word Description Word Description
N10:0 - N10:1 Module Connection Status N10:9 Length
N10:2 Module Status N10:10 —N10:31 | Data

N10:3 Reserved N10:32 Channel[1] Diagnostics
N10:4 Block Status N10:33 Command Value
N10:5 I/0 Data N10:34 Counter Value
N10:6 Channel[0] Diagnostics N10:35 Length
N10:7 Command Value N10:36 — N10:57 | Data

N10:8 Counter Value
Module Status

Bit Definition Bit Definition

0 Run Status 8 Pt01 Input Fault

1 Block Fault 9 Pt01 Open Wire

2 Aux Power Fault 10 Pt01 Input Short Circuit

3 Reserved " Reserved

4 Pt00 Input Fault 12 Reserved

5 Pt00 Open Wire 13 Reserved

6 Pt00 Input Short Circuit 14 Reserved

7 Reserved 15 Reserved

1/0 Data

Bit Definition Bit Definition

0 Pt00 Data 8 Reserved

1 Pt01 Data 9 Reserved

2 Reserved 10 Reserved

3 Reserved " Reserved

4 Reserved 12 Reserved

5 Reserved 13 Reserved

6 Reserved 14 Reserved

7 Reserved 15 Reserved

Channel[n] Diagnostics

Bit Definition Bit Definition

0 Reset 8 Error Code

1 Fault 9 Error Code

2 Tag Present 10 Error Code

3 Busy " Error Code

4 Reset in Progress 12 Reserved

5 Continuous Read Mode 13 Reserved

6 Reserved 14 Reserved

7 Reserved 15 Reserved
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Input Image (56RF-IN-IPS12)

Word Description Word Description
N10:0—N10:1 Module Connection Status N10:6 Channel[0] Diagnostics
N10:2 Module Status N10:7 Command Value
N10:3 Reserved N10:8 Counter Value
N10:4 Block Status N10:9 Length
N10:5 I/0 Data N10:10 —N10:31 | Data
Module Status

Bit Definition Bit Definition

0 Run Status 8 Reserved

1 Block Fault 9 Reserved

2 Aux Power Fault 10 Reserved

3 Reserved i Reserved

4 Pt00 Input Fault 12 Pt00 Qutput Fault

5 Pt00 Open Wire 13 Pt00 No Load

6 Pt00 Input Short Circuit 14 Pt00 Qutput Short Circuit

7 Reserved 15 Reserved

1/0 Data

Bit Definition Bit Definition

0 Pt00 Data 8 Pt00 Readback

1 Reserved 9 Reserved

2 Reserved 10 Reserved

3 Reserved 11 Reserved

4 Reserved 12 Reserved

5 Reserved 13 Reserved

6 Reserved 14 Reserved

7 Reserved 15 Reserved

Channel[n] Diagnostics

Bit Definition Bit Definition

0 Reset 8 Error Code

1 Fault 9 Error Code

2 Tag Present 10 Error Code

3 Busy 11 Error Code

4 Reset in Progress 12 Reserved

5 Continuous Read Mode 13 Reserved

6 Reserved 14 Reserved

7 Reserved 15 Reserved
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Writing to the Output Image 556 -MG210: (1 Hements) u -l0ix
Table of a 56RF-IN-1PD22 A o —
with a MicroLogix 1400 e — noe imed cu 10} ]

Communication Command: |CIP Generic . Br?:sk Cclmedm EK[0]
(Send). Awaiting Execution [EW] E

Size in Bytes [Receive): [Send]):

_ Eror (ER} [0]
- Target Device Message done (DN} [1 ]
MessageTimeout: 33 ] Message Transmitting (ST} [0]
Message Enabled (EN} [0 ]
Local / Remote : MultiHop: |
Estended Routing Info File(FIX): [EE120 ] ~Enmor
Service: [Wiite Assembly | Service Code (hex): Ermor C -0
Class [hex): : ] (deck |[ rrEopet
Instance (hes): (dec)
Attibute (hexk 3| (deck |

1~ Emor Descrplion -
Mo errors

* N20:0 is the data table address to store the output image and will span
N20:0...N20:61.

* The number of bytes to send is 124 (62 words).

* The extended routing file (RIX12:0) is used to store the Multi-Hop
routing information.

* Service is type Write Assembly
* Class 4 is the Assembly Instance Class
* Instance 83h is the output image connection instance.

* Attribute 3 is the assembly attribute for the output image table

S MSG - MG31:0 : (1 Hements) =10l x|
Inz = &dd Hop Del = Remove Hop
From Device | From Port [ToAdﬂmTE I To Address
This MicroLogie Channed 1 EtherNet/IP Device [str] 192168.1.212
4 [l |

The Multi-Hop information is used to configure the communications path from
the MicroLogix to the RFID interface.
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Input Image (56RF-IN-1PD22)

Word Description Word Description
N20:0 Module Data N20:12...N10:31 | Data
N20:1 Reserved N20:32 Channel[1] Reset
N20:2 Channel[0] Reset N20:33 Block Size
N20:3 Block Size N20:34 Command
N20:4 Command N20:35 Address
N20:5 Address N20:36 Length
N20:6 Length N20:37 Timeout
N20:7 Timeout N20:38...N20:39 | UIDLow
N20:8...N20:9 | UIDLow N20:40...N20:41 | UIDHi
N20:10...N20:11 | UIDHi N20:42...N20:61 | Data
Module Data

Bit Definition Bit Definition

0 Run Mode 8 Pt00 Data

1 Reserved 9 Reserved

2 Reserved 10 Reserved

3 Reserved i Reserved

4 Reserved 12 Reserved

5 Reserved 13 Reserved

6 Reserved 14 Reserved

7 Reserved 15 Reserved

Input Image (56RF-IN-IPD22A)

Word Description Word Description
N20:0 Module Data N20:12...N10:31 | Data
N20:1 Reserved N20:32 Channel[1] Reset
N20:2 Channel[0] Reset N20:33 Block Size
N20:3 Block Size N20:34 Command
N20:4 Command N20:35 Address
N20:5 Address N20:36 Length
N20:6 Length N20:37 Timeout
N20:7 Timeout N20:38...N20:39 | UIDLow
N20:8...N20:9 UIDLow N20:40...N20:41 | UIDHi
N20:10...N20:11 | UIDHi N20:42...N20:61 | Data
Module Data

Bit Definition Bit Definition

0 Run Mode 8 Reserved

1 Reserved 9 Reserved

2 Reserved 10 Reserved

3 Reserved 11 Reserved

4 Reserved 12 Reserved

5 Reserved 13 Reserved

6 Reserved 14 Reserved

7 Reserved 15 Reserved
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Input Image (56RF-IN-1PS12)
Word Description Word Description
N20:0 Module Data N20:6 Length
N20:1 Reserved N20:7 Timeout
N20:2 Channel[0] Reset N20:8...N20:9 UIDLow
N20:3 Block Size N20:10...N20:11 | UIDHi
N20:4 Command N20:12...N10:31 | Data
N20:5 Address
Module Data
Bit Definition Bit Definition
0 Run Mode 8 Pt00 Data
1 Reserved 9 Reserved
2 Reserved 10 Reserved
3 Reserved 1 Reserved
4 Reserved 12 Reserved
5 Reserved 13 Reserved
6 Reserved 14 Reserved
7 Reserved 15 Reserved
Reading the Input Image e ~loix
fenetal || MuliHop | SendData | Receive Data
Table of a 56RF-IN-IPD22 e N
Wlth a SLC'5/05 smnwmsnmmmk (SendData} [0_| Am:x;\i%
Data Table Address [Receive Datal [NiD0 | (SendData} [N/A ] Continuous Aun (CO} [0 ]
Enor (EA}[0]
Target Device Done (DN [3]
Message Timeout [x1 sech Transmitting (5T} [1]
MutHop: Enabled (EN}[T]
Sevce [ReadAssemtly | Sevice Codefhest [E_] Waitng fot Queus Space :[0]
Class (hent [1__| (dect [1_] = 3
pertied e S

1~ Enor Description

No eerors

The biggest difference between the MicroLogix1400 and the SLC-5/05 is that
the SLC uses an EEM instruction instead of a MSG instruction, but the setup is
basically the same. The routing information for the EEM is stored within the
Control Block address (N30:0)

N10:0 is the data table address where the input image will be stored and

will span N10:0 thru N10:57.

The size in words is 58 (116 bytes).
Service is type Read Assembly

Class 4 is the Assembly Instance Class

Instance 7%h is the input image connection instance.

Attribute 3 is the assembly attribute for the input image table
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5 EEM - N30:0 : (58 Elements)

General [MUlHop | Send Data | Receive Data|

Ins = Add Hop Del = Remove Hop

From Device From Port ToAddress T To Addiess

This SLCS00 1 Ethertet/IP Devica [str] 192168.1.212
4| |

=101x|
{Genetal | MuliHop | Send Data | Receive Data|
~ This Controller - Message Conirol B
Channel: [T Igrore i timed cut (TO [0]
Size in Words (Receive Data) SendData} [2_| Awaiting Execution [EW [0]
Dota Table Addess (Receive Datal [izA__ | (Send Datal Cantiruous Run [COF 3]
Ence [ERE [0]
~ Taigst Devica . Dene (DN [3]
Message Timeout [ seck 23 | Tl.miﬁng[s'l'l.m
MudtiHap: Enabled [ENE[1]
O e — Watng o Quse Space 0]
Classthest [ (deck [I_] S —
Inttance (hext (dec}
Atbute thext 3| (deck [3_| Enox Cods (hext0
1~ Eimoe Descrption -
HNo enars

¢ N20:0 is the data table address to store the output image and will span
N20:0...N20:61.

* The Send Data size is 62 (124 bytes).

* Service is type Write Assembly

* Class 4 is the Assembly Instance Class

* Instance 83h is the output image connection instance.

* Attribute 3 is the assembly attribute for the output image table

7% EEM - N31:0 : (58 Elements) ...lﬂ]zl
General [Mullop | Send Data | Receive Data |
Ins = Add Hop Del = Remove Hop
From Device | Fiom Port_ | To Addiess T; | ToAddess
[ This SLCS00 ] ‘mﬁbnmm; 192168.1.212
4| 1]
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Class 1 Connections Class 1 connections are used to transfer I/O data, and can be established to the
assembly object instances. Each Class 1 connection establishes two data
transports, one consuming and one producing. The heartbeat instances are used
for connections that shall access only inputs. Class 1 uses UDP transport.

* Total numbers of supported Class 1 connections equals 2 (total for:
exclusive owner + input only + listen only)

* Supported API: 2...3200 ms (Note that the minimum API can be higher if
processor resources become a problem)

* T->O Connection type: point-to-point, multicast

* O->T Connection type: point-to-point

* Supported trigger type: cyclic, change-of-state

The producing instance can be assigned to multiple transports, using any
combination of multicast and point-to-point connection types.

Only one Exclusive-owner connection will be supported at each time. If an
Exclusive-owner connection is already established and an originator tries to
establish a new Exclusive-owner connection an “Ownership conflict” (general
status = 0x01, extended status = 0x0106) error code will be returned.

For a connection to be established the requested data sizes must be an exact
match of the connections points that the connection tries to connect to. If the
requested and actual sizes don’t match, an “Invalid connection size” (general
status = 0x01, extended status = 0x0109) error code will be returned.

Exclusive Owner This connection type is used for controlling the outputs of the module and shall
. not be dependent on any other condition. Only one exclusive owner connection
Connection can be opened against the module.

If an exclusive owner connection is already opened “Connection in use” (general
status = 0x01, extend status = 0x0100) shall be returned an error code.

* Connection point O -> T shall be Assembly object, Instance 3, 162 or 166
(162 for product codes <= 0x100 only, 166 for product codes > 0x100
only).

* Connection point T -> O shall be Assembly object, Instance 52, 150 or
151 (150 for product codes <= 0x100 only, 151 for product codes > 0x100
only).
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|nput 0n|y Connection This connection is used to read data from the module without controlling the

outputs. This connection is not dependent on any other connection.

It is reccommended that the originator sets the data size in the O->T direction of
the Forward_Open be zero.

IMPORTANT If an exclusive owner connection has been opened against the module

and times out, the input only connection shall time-out as well. If the
exclusive owner connection is properly closed, the input only connection
shall not be affected.

Number of supported input only connections equals two (shared with
exclusive owner and listen only connection).

Connection point O -> T shall be Assembly object, Instance 191 (Input
only heartbeat).

Connection point T -> O shall be Assembly object, Instance 52, 150, or
151 (150 for product codes <= 0x100 only, 151 for product codes > 0x100
only).

Listen Only Connection This connection is dependent on another connection to exist. If that
connection(exclusive owner or input only) is closed, the listen only connection

shall be closed as well.

It is reccommended that the originator sets the data size in the Forward_Open be

ZC€ro.

Number of supported listen only connections equals two (shared with
exclusive owner and listen only connection).

Connection point O -> T shall be Assembly object, Instance 192 (Listen
only heartbeat)

Connection point T -> O shall be Assembly object, Instance 52, 150 or
151 (150 for product codes <= 0x100 only, 151 for product codes > 0x100
only)

C| ass 3 cOnnections Class 3 connections are used to establish connections to the message router. The
connection is used for explicit messaging. Class 3 connections use TCP
connections.

Three concurrent encapsulation sessions will be supported
Six concurrent Class 3 connections will be supported

More than one Class 3 connection per encapsulation session will be

supported

Supported API: 100...10000 ms

T->O Connection type: point-to-point
O->T Connection type: point-to-point

Supported trigger type: application
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Discrete |nput Point Oblect The following class attributes are currently supported for the Discrete Input

Class Code 0x0008 Point Object:
Attribute ID Access Rule Name Data Type Value
1 Get Revision 0xC7 2
2 Get Max Instance UINT 4

Two instances of the Discrete Input Point Object are supported. All instances
contain the following attributes.

Attribute ID

Access Rule

Data Type Value

3

Get

Value

BOOL 0=0FF, 1=0N

5

FilterOffOn

0xC7 0=No Delay
1000=1ms
2000=2ms
4000=4ms
8000=8ms

16000 = 16 ms

FilterOnOff

0xC7 0=No Delay
1000 =1 ms
2000=2ms
4000=4 ms
8000=8ms

16000 =16 ms

The following common services will be implemented for the Discrete Input Point

Object.

Service Code | Implemented for: | Service Name
Class |Instance

0x0E Yes Yes Get_Attribute_Single

0x10 No Yes Set_Attribute_Single

To obrtain the status of an input point (ON or OFF), configure a CIP message as

shown below:

Message Configuration - CIP

x|

Configuration” | Communication | Tag |

Message Type:

CIF Generic

senvice | Get Atiibute Single
Type:

- . oufce Lerid
Code’ |e [Hex] Class: IS [Hex) Destination

Instance: (1 Artribute:|3 [Hex)

2

CIP_Data

New Tag... |

=

® Enable O Enable Wailing J Stait ® Done Done Length: 1
J Enor Code: Extended Eror Code: ™ Timed Out +
Error Pathc
Emor Text:
oK I Cancel Apply Help
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Instance 1 is the first input (Pt00), if the RFID interface supports two inputs,
then Pt01 would be instance 2.

The return value in CIP_Data[0] will be either 0 (Input OFF) or 1 (Input ON).

To obtain the Input Filter OffOn value of an input point, configure a CIP
message as shown below:

Message Configuration - CIP x|

Confi M"‘ll: — ITW]

Message Type:
?;‘:* [Get Attibute Single ] SouceEkment [ 5]
= Leng } 3
e s M) Class: [3 MHex)  pestination CFF Dala ~]
Instance: Il Nuhle:ls [Hex)
Mew Tag.. |
® Enable 0 Enable Waiting J Start ® Done Done Length: 2
O Enot Code: Extended Enor Code: ™ Timed Out «
Enor Path:
Enor Text:

0k | Cencel | appy | Hep |

Instance 1 is the first input (Pt00), if the RFID interface supports two inputs,
then Pt01 would be instance 2.

The return value will contain the filter time in milliseconds.

Discrete Output Point The following class attributes are supported:

ObiECt CIass COde oxooog Attribute ID Access Rule Name Data Type Value
1 Get Revision 0xC1 1
2 Get Max Instance UINT 40r10

Two instances of the Discrete Output Point Object are supported. All instances
contain the following attributes.

Attribute | Access Rule | Name Data Type Value
3 Get Value BOOL 0=0FF, 1=0N
5 Get/Set FaultMode BOOL 0 = Use Fault Value
1 =Hold Last State
6 Get/Set FaultValue BOOL 0=0FF
0=0N
7 Get/Set ProgMode BOOL 0 = Use Program Value
1 =Hold Last State
8 Get/Set ProgValue BOOL 0=0FF
17=0N
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The following common services are implemented for the Discrete Output Point

Object.

Service Code | Implemented for: | Service Name
Class |Instance
0x0E Yes Yes Get_Attribute_Single
0x10 No Yes Set_Attribute_Single

To obtain the state of an output point, configure a CIP message as shown below:

Message Configuration - CIP x|

Configuation” | Commurication | Tag |

Message Type:
?;m [Get Atributs Single =] [ =l
Soucelengte [0 = (Byies)

B
Cogn” [o Men Clss [ Hed peginion CIF_Daa =
Instance: [1 Atrbute{3~ (Hex) NowTaa. |

® Enable (O Enable Wailing 2 Start ® Done Done Length: 1

2 Enor Code: Extended Emor Code: [~ Timed Out «

Emor Pathc

Emor Text:

] oo | tow ||

The return value will contain the state of the output (0=Off, 1=On)

To set the state of an output point, configure a CIP message as shown below:

Message Configuration - CIP il

Configuation | Commurication | Tag |

MessageType: [T ~ |
Service i " »| Source Element: !l:IP_Daa_Suurcae -
ol ISalmmMeSmgle J . _|
. Source Length |1 3: [Bytes)

gcda: I'lﬂ (Hen) Cless IS Hedl  pestinatior -
Instance: I‘I At!lh,te;iii [Hes) NewTag.. [

O Enzble () Enable Wailing 2 Start ® Done Done Length: 0

O Emor Code: Extended Error Code: ™ Timed Out +

Error Pathe

Ermor Text:

o] oo | | b |

CIP_Data_Source is a SINT that will contain the value to set the output too
(0=0ft, 1=0n).
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Notes:
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Appendix C

Introduction

Install the AOP (Add-On Profile)

This chapter goes through the add-on profile (AOP) of the RFID transceivers
with the RSLogix 5000 program. Add-On Profiles are files that users add to their
Rockwell Automation library. These files contain the pertinent information for
configuring a device that will be added to the Rockwell Automation network.

The Add-On Profile simplifies the setup of devices because it presents the
necessary fields in an organized fashion, which allows users to set up and
configure their system in a quick and efficient manner.

The AOP is a folder containing numerous files for the device. It will come as an
installation package. Install the AOP following the on-screen instructions.

In the File Explorer, locate the directory where the installation files were
extracted.

Click MPSetup.exe
Name ~ | size | Type | Date Modified |
) InstaliNotes File Folder 7126§2011 11:36 AM
Clicense File Folder 7126/2011 11:36 AM
IMP File Folder 7126f2011 11:36 AM
“dautorun.inf 1KB SetuplInformation  6/9/20108:11 AM

3 4t 1,003K8 Application 9/9/2010 4:32 PM
5] MPSetupCHS.di 141KB Application Extension  9/9/2010 4:32 PM
%] MPSetupDEL.dl 141KB Application Extension  9/9/2010 4:32 PM
] MPSetupENU.di 141KB Application Extension  9/9/2010 4:32 PM
&) MPSetupESP.dil 141KB Application Extension  9/9/2010 4:32 PM
5] MPSetupFRA.di 141K8 Application Extension  9/9/2010 4:32 PM
%] MPSetupI TA.di 141KB Application Extension  9/9/2010 4:32 PM
] MPSetup)PN.di 141K8 Application Extension  9/9/2010 4:32 PM
%] MPSetupkOR.dll 141KB Application Extension  9/9/2010 4:32 PM
3] MPSetupPTB.dll 141KB Application Extension  9/9/2010 4:32 PM
] shfolder.dil 22KB Application Extension  8/9/2010 8:09 AM
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The window identifies the module profiles and the firmware version.

18 RSLogix 5000 Module Profiles Setup =101

Welcome to the RSLogix 5000 Module Profiles Setup
Wizard.

The RSLoga: 5000 Module Profiles Setup Wizard provides for the
installation of these groups of RSLogix 5000 Module Profiles.

Rockwell Automation S6RF-INAPD22 Module Profiles

1.00.4
E Next> Cancel |
Click Next
[ %5100 5000 Hoduie roflessetup —oix
License Agreement

Flease ead the following icense agreement carefully.

END-USER LICENSE AGREEMENT (Rev 11/2009) =|

IMPORTANT—READ THIS AGREEMENT CAREFULLY: This End-User
License Agreement (EULA" is a legal contract baiwean you (either an

individual or a smg[a entity) ("You or Li ") and Rock A Inc.
("Rockwell tion") for the sofh product or products that Rockwell
Auturnaimn licenses to You, which includes computer software and may
i d media ("Soft ). Rockwell Automation may also
Ilcense to \'ou pnntsd matenals and onllne or electronic dncumentatlon

"M nr il tn thia FIll A maw

& | accept the temms in the licenss agresment
| do not accept the terms in the license agreement

<Back [ New> Cancel |

Accept the terms of the license agreement and click Next.

& RSLogis 5000 Module Profiles Setup =101 x|

Program Maintenance
Install of remave RSLoga 5000 Module Profies.

& Install
Dl Install RSLogt: 5000 Module Proflies from media

€ Uninstall
(’3] Urinstal ASLogix 5000 Module Profiles.

< Back Next > Cancel

With Install selected, click Next.
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The profile name appears in the left-hand box and its details appear in the
right-hand box. Verify that the module name is correct.

i'é.'! RSLogix 5000 Module Profiles Setup i = | E|5[

Ready to Configure RSLogix 5000 Module Profiles
The wizard iz ready to configure RSLogix S000 Module Profiles.

Click Install to begin the installation.

If you want to review or change any of your settings, chick Back. Click Cancel to exit the wizard.

Install these RSLogix 5000 Module Profiles...

B3R F ockwell Automation SERFAN-PD22 ModulliRl=ETE
Gmup -
Rockwell Automation SERF-IN-IFD22 |
Available Software Version:
1.00.4 =

Installation Status:

Software Version 1.00.0 Installed ¥
4| | I Kl | »

< Back I Install I Cancel

Click Install.
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Notes:
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Appendix D

Troubleshooting

The following lists common problems and solutions for the RFID system.

Problem

I just hooked this unit up out of the box and cannot see the RFID interface in
RSLinx.

Solution

The RFID interface is shipped with DHCP/BootP enabled and will not have an
EtherNet IP address assigned unless the MAC address of the RFID is in the
relationship list. There are three rotary switches on the RFID interface (all set to
0 by default), adjust the switches to a valid IP address in the range of
192.168.1.xxx where xxx is the position of the three rotary switches. Once the
switches are in place, cycle power to the RFID interface.

Problem

I am getting a yellow triangle in RSLogix5000 for my RFID interface.

Solution

Open the properties of the RFID interface in RSLogix5000 and verify:
¢ The Inhibit Module box in the connection tab is not checked.

* TheIP Address in the General Tab is the same as the IP address configured
in the RFID interface.

¢ The IP Address of the RFID interface is on the same subnet as the
EtherNet module in the Logix rack.

Also, verify the RFID interface has power by checking that the Aux Power LED is

on solid green and the MOD LED is solid green, the Link 1 LED is flashing
green, the NET LED is solid green.
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Troubleshooting

154

Problem

My RFID channel[x] LED is flashing red on the interface.

Answer

Flashing red indicates no communications between the interface and the
transceiver. Check cables between the RFID interface and transceiver. Ensure the
power LED on the transceiver is green.

Problem

When I put a tagin the RFID field the LED on my transceiver and interface turns
amber.

Answer

When one or more RFID tags are detected in the field, the LEDs on the interface
and transceiver will turn amber indicating tag presence. When no tags are
detected the LEDs will turn green indicating no tags detected but
communications are healthy.

Problem

When I put a tag in the RFID field the power LED on the transceiver is solid
green, the R/W Status LED is solid green, and the LED indicator for that
channel is solid green.

Answer

Verify that the RFID tagis an ICODE compatible or SL2 style tag. The RFID
interface may not be able to detect proprietary tag types.
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Rockwell Automation Support

Rockwell Automation provides technical information on the Web to assist you in using its products.

At heep://www.rockwellautomation.com/support/, you can find technical manuals, a knowledge base of FAQs, technical and
application notes, sample code and links to software service packs, and a MySupport feature that you can customize to
make the best use of these tools.

For an additional level of technical phone support for installation, configuration, and troubleshooting, we offer
TechConnect™ support programs. For more information, contact your local distributor or Rockwell Automation

representative, or visit http://www.rockwellautomation.com/support/.

Installation Assistance

If you experience a problem within the first 24 hours of installation, review the information that is contained in this
manual. You can contact Customer Support for initial help in getting your product up and running.
United States or Canada 1.440.646.3434

Outside United States or Canada | Use the Worldwide Locator at http://www.rockwellautomation.com/support/americas/phone_en.html, or contact your local Rockwell
Automation representative.

New Product Satisfaction Return

Rockwell Automation tests all of its products to ensure that they are fully operational when shipped from the
manufacturing facility. However, if your product is not functioning and needs to be returned, follow these procedures.

United States Contact your distributor. You must provide a Customer Support case number (call the phone number above to obtain one) to your
distributor to complete the return process.

Outside United States Please contact your local Rockwell Automation representative for the return procedure.

Documentation Feedback

Your comments will help us serve your documentation needs better. If you have any suggestions on how to improve this

document, complete this form, publication RA-DU002, available at heep://www.rockwellautomation.com/literature/.

Rockwell Otomasyon Ticaret A.S., Kar Plaza 1§ Merkezi E Blok Kat:6 34752 1gerenk6y, {stanbul, Tel: +90 (216) 5698400

www.rockwellautomation.com

Power, Control and Information Solutions Headquarters

Americas: Rockwell Automation, 1201 South Second Street, Milwaukee, W1 53204-2496 USA, Tel: (1) 414.382.2000, Fax: (1) 414.382.4444
Europe/Middle East/Africa: Rockwell Automation NV, Pegasus Park, De Kleetlaan 12a, 1831 Diegem, Belgium, Tel: (32) 2 663 0600, Fax: (32) 2 663 0640
Asia Pacific: Rockwell Automation, Level 14, Core F, Cyberport 3, 100 Cyberport Road, Hong Kong, Tel: (852) 2887 4788, Fax: (852) 2508 1846
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