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PRIVACY DATA SHEET

SUPPLEMENTS THE HPE DATA PRIVACY AND
SECURITY AGREEMENT SCHEDULE

Aruba Meridian

Aruba* performs
the following
services:

Aruba’s Meridian service provides the following capabilities which utilize Bluetooth Low Energy
(BLE) products from Aruba:

e Indoor location and wayfinding
e  Tracking of assets indoors

The end customer utilizes these Meridian capabilities through mobile applications. The solution
provides the tools to create these mobile applications through the following:

e Meridian SDK, which packages the Meridian capabilities in a way that allows the customer
to develop their own mobile application on top of these Meridian capabilities.
e  AppMaker, a customizabile white-label mobile application that provides these Meridian
capabilities in a fixed configuration.
The customer specific content that is used within these applications can be managed in the web-
based Meridian Editor.

Additionally, the Meridian service provides reporting capabilities to the customer through the use
of Keen Analytics. The data is captured and stored in Meridian.

The Meridian service is delivered as a Software-as-a-Service (SaaS) offering. All of the Meridian
services are cloud native and hosted through Google’s Cloud Platform (GCP).

Customer Personal
Data:

Data collected by the Meridian service is reported by the infrastructure hardware, the end user’s
mobile device, and/or other BLE-enabled devices through Meridian-enabled mobile applications.
This data includes:

e The iOS or Android Device ID

e The asset tag Device ID (If connected to an individual, see Aruba Meridian Contact
Tracing Schedule)

e Data related to the location sharing configuration of the individual device

e  BLE related location data

Data subjects to
whom Customer
Personal Data
pertains are:

Customer’s client / end-user / employee / contractor and temporary worker / visitor

With respect to
Customer Personal
Data, Customer is
acting as:

Controller

Aruba shall
process Customer
Personal Data only
as follows:

Aruba will have access to Customer Personal Data in Meridian services only as part of support and
maintenance services.

*Aruba, a Hewlett Packard Enterprise company, is referred throughout this document as Aruba


https://www.arubanetworks.com/dataprivacy/
https://www.arubanetworks.com/dataprivacy/
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Aruba Meridian
Security and Access security features:
Encryption:
The Meridian service supports the use of SSO and OAuth2 as access mechanisms allowing a customer to
manage all access to the Meridian service from a central authentication service provider.
Technical Security features:
e Uses the HTTPS protocol along with Authentication Tokens to manage APl access from a mobile
application
e  Stores access credentials for customer applications in encrypted format
e  Minimizes programs and processes running as root
Aruba Security features:
Aruba implements and maintains technical and organizational security measures to protect Customer
Personal Data against accidental or unlawful destruction or loss, alteration, and unauthorized disclosure
or access.
Hosting Security:
Google Cloud Platform
The Google Cloud Platform implements and maintains the following physical and technical security
measures: https://cloud.google.com/terms/data-processing-terms
Third Party None
Security
Certifications:
Privacy- None
Specific
Certifications:
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