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Secure Email Gateway & Phishing Defense Integration
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Cisco Email Security 2021

Email Security
•Email Security Appliance (ESA)
•Cloud Email Security (CES)
•Security Management Appliance (SMA)

Cisco Registered Envelope 
Service (CRES)
•Email Security Plug-in & Add-in

Advanced Phishing Protection 
(APP) Domain Protection (DMP)

Cisco Security Awareness (CSA) Cisco Mailbox Defense (CMD)
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Advanced Phishing Attacks use identity impersonation

Content deception Identity impersonation
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Road to Cisco Phishing 
Defense



7© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential   

Block fraudulent senders

Block fraudulent senders

DMARC, DKIM and SPF

• Determine whether a 
sender is reputable

• Inspect sender details on 
inbound messages

• Block invalid senders and 
identify next steps

Cisco Email 
Security

DNS

SPF
Checks if mail from a 
domain is being sent 
from an authorized 

host 

DMARC
Ties SPF and 

DKIM results to 
'From' header

DKIM
Matches public key to 

sender domain’s private 
key records Quarantine

Delete

Send

verified

TrustedPartner.com

Signed

Fraudulent
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Forged email detection

Forged Email Detection

FBI defines it as Business Email Compromise (BEC)

• Inspect SMTP envelope for 
True sender address

• Match sender address against 
company directory

• Send appended mail to 
warn users of potential 
forgery

• Record a log of attempts and 
actions taken

Inspects the SMTP envelope address

$ telnet mail-smtp-in.l.mail.com 25 
Trying 74.125.206.26... 
Connected to mail-smtp-in.l.mail.com. 
Escape character is '^]’. 
220 mx.mail.com ESMTP i11si22058766wmh.67 – gsmtp
HELO mail.outside.com
250 mx.mail.com at your service 
MAIL FROM:adam@outside.com
250 2.1.0 OK i11si22058766wmh.67 - gsmtp

Actual Sender

Sending Domain

Recipient Domain

From: adam@outside.com

Subject: {Possibly Forged} [URGENT]

Need help transferring funds

Post-processing

From: Chuck chuck.robbins@mail.com

Subject: [URGENT] 

Need help transferring funds

Pre-processing

Compare against Company directory

• Allison Johnson

• Barry Smith

•Chuck Robbins

• Dave Tucker

mailto:adam@outside.com
mailto:adam@outside.com
mailto:chuck.robbins@mail.com
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Cloud URL Analysis

Cloud URL Analysis (CUA)

www.<xyz>.com

Cisco Secure 
Email

Service logs

Microservices

www

Mail Policy 
scanning

Outbreak Filters 
(Delay Quarantine)

Quarantine 
exit scan

Delivered

Dropped

Other

1

2

3

URL Reputation Service

(20+) Talos-
powered 

Global 
Streamline 

Edge 
Datacenters
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Cloud URL Analysis (CUA)

How Does it Work

• Handles Credential phishing, Malware, 
Hailstorm and high-volume offer spam

• Performs out-of-band cloud URL analysis 
• Triggered and uses context from new Service 

Logs, with Per-message context around 
analyzed URLs

• Leverages URL reputation services to deliver 
verdicts

• Transparent updates/upgrades - no updates 
or upgrades on Secure Email Gateway 
required!

Benefits
• Reduced latency of URL and IP reputation 

delivery 
• Increasing efficacy against threats

• Reduced platform dependencies 
• Expanding threat protection efficacy 

and coverage 
• Tackle evolving threat landscape 

nimbly and transparently (w/o Secure 
Email Gateway release)

• Service Logs (New in 13.5) replaces Sender 
Base Network Participation (SBNP)
• Reducing overhead
• Increasing context and visibility for 

threat defense



Cisco Phishing Defense
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Secure Email
Gateway(s)

Mail Store

Cisco Phishing Defense  - Deployment 
Architecture

Copy of messages 
delivered to Cisco Phishing 
Defense Sensor(s)*

1

Cisco Trust 
Analytics

Meta-data uploaded to 
Cisco Secure Email Cloud 
Portal

2

Attack alerts sent to 
Security Operations Center

3

Sensor quarantines 
message
Using Cloud API

4

Cisco Phishing Defense Portal

Portal provides analytics 
dashboards and forensic details

5

Phishing 
Defense

* AsyncOS 13.5 introduced the sensor within the ESA
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Spoofs
From: help@expensify.com
Sent: 10-Dec-2019 2:25:44 UTC

To: gerri@cisco.com

Subject: [Expensify] Please approve and forward 
expense report "September Expenses”

Trusted?
From: crobbins@cisco.com
Sent: 11-Dec-2019 20:13:44 UTC

To: gerri@cisco.com

Subject: urgent

Impostor and
Attacker-owned

From: crobbins@c1sco.com
Sent: 10-Dec-2019 21:29:13 UTC

To: gerri@cisco.com

Subject: Fwd: EMEA Event Sponsorship

From: service@adlerglobal.com 
Sent: Thursday, December 19 , 2019 12:42 PM

To: gerri@cisco.com

Subject: Your Adler Invoice No. UK 314433178 IN

Hi
gh
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en
tic

ity

Low HighIdentity trust

Cisco Trust Analytics



Cisco Phishing Defense

DEMO



Phishing Defense:
Real World Examples
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Domain Spoof - Paypal
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Real-World Look-Alike Impersonation Example
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Real-World Display-Name Imposter Example
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Real-World Compromised Account Example
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Free Up Resources With Policy Automation
Out-of-Box 
Protection 

Policies

Automate manual & 
error prone tasks 

inherent in building 
policies

Maintains 
identity details 
via real-time 
modeling or 
Azure Active 
Directory

Azure AD
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Post-Delivery Protection Against Zero-Day Attacks

Search & Remediate

Quickly identify 
who is at risk

Enforce 
protection to 
contain the 
attack

Confirm that the threat 
has been contained

“Cisco-Quarantine”
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1 DAY

1 DAY

17 DAYS

1 DAY

1 DAY

Proving Cisco Phishing Defense - 5 Steps and 4 Weeks
Pre-deployment checklist and agree to success criteria  (Week 1) 

Executive Results 
Presentation and 
Package (Week 4)

Set up Email Ingest- Dual Delivery (Week 1)

Deploy Sensor a) Within ESA* or b) Cloud-hosted or c) Local VM (Week 1)

Proof of Value (Weeks 2-3)

1

3

2

4
5

Domain Protection/Phishing Defense PoV Guide

https://salesconnect.cisco.com/open.html?c=e56034ba-255d-45ec-9c06-3d691a2c8d32
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Cloud Mailbox Defense Secure Email Gateway/Cloud 
Gateway

Phishing Defense + Domain Protection

O365

On Premises / Hybrid

MX Record Change

Context / Behavioral Analysis

Spam Protection

File Reputation

File Analysis

Cloud URL Analysis

Data Loss Prevention

Email Encryption

DMARC  Automation

Post-Delivery Remediation

Talos Threat Intelligence

Trajectory and Conversation View

Brand Protection

Automatic and On-Demand Remediation

Internal Mail Scanning

Po
sit
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ng
 G

ui
de
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Secure Email Decision Tree

Mailboxes in the 
Cloud?

Secure Email 
Appliance

Deployed in 
O365?

Cloud Secure 
Email

Need granular 
control of mail 

policies or 
gateway in front 

required?

Cloud Mailbox 
Defense

Cloud Secure 
Email

Concerned about 
BCE attacks?

Domain 
Protection

Worried about 
Brand 

Protection?

Phishing Defense

Upsell Cisco Secure 
Awareness Training!

http://cs.co/secat-trial

http://cs.co/secat-trial



