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Introducing NS, Series

This SonicWall® NSv Series on Azure Getting Started Guide describes how to install SonicWall NSv on Microsoft
Azure and provides basic configuration information.

To jump directly to the installation instructions, go to Installing NSv Series on Azure on page 10.

SonicWall NSv on Azure Marketplace

s Microsoft | Azure Marketplace Apps Search Marketplace

Products » SonicWall NSy (Firewall/Security/VPN/Router)-BYOL

SonicWall NSv (Firewall/Security/VPN/Router)-BYOL © sweforwer

SonicWall Inc

SONICWALL ek kRSO

Overview Plans Reviews

Mext-generation Virtual Firewall Series for Public Cloud
Environments

Categrries. Full Description

Campute

Networking

Security SonicWall NSv series brings industry leading NGFW capabilities such as ®
Web application intelligence and control, real-timi itoring, [P, TLS/SSL

Support decryption and inspection, advanced threat protection, VPN and network

Support segmentation capabilities to protect your Azure envirenment. NSy supports all

Help security and networking features similar to SonicWall Next generation Physical
Legal Firewall appliances including gur patented Reassembly Free Deep Packet
License Agreement Inspection (RFDPI) technology and award-winning Capture ATP sandbox with
Privacy Palicy Rezl-Time Deep Memary Ingpection (RTDMI) for advanced threat protection.

The SonicWall® Network Security Virtual Series (SonicWall® NSv Series) is SonicWall’s virtualized
next-generation firewall appliance that provides Deep Packet Inspection (DPI) security and segmentation in
virtual environments. SonicOS running on the NSv Series offers the feature functionality and security features
of a physical appliance, with comparable performance. SonicOS Virtual is a fully featured 64-bit SonicOS
powered by SonicCore.

Topics:
e Feature Support Information on page 5
e Node Counts per NSv Platform on page 6
e Product Matrix and Requirements on page 7
e Github Repository on page 7
e Backup and Recovery Information on page 7
e Exporting and Importing NSv Configurations on page 8
e Upgrading to a Higher Capacity NSv Model on page 8

e Creating a MySonicWall Account on page 8
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Feature Support Information

The SonicWall NSv Series on Azure has nearly all the features and functionality of a SonicWall NSa hardware

appliance running SonicOS 6.5.4 firmware.

SonicWall GMS 8.4 and higher versions are supported for management of SonicWall NSv Series virtual

appliances. The SonicOS 6.5 NSv Series About SonicOS book contains the list of features not supported on NSv.

The Feature Support List table lists key SonicOS features and whether or not they are supported in deployments

of the NSv Series
Feature Support List

Component Feature Status
Network Interfaces Override MAC Address Not supported
Network Interfaces DHCPv6 Prefix Delegation (PD)  Not supported
Network Interfaces IPv6 Management Supported
Network Interfaces 6rd Not supported
Network Interfaces Portshield Groups Not supported
Network Interfaces L2 Bridge Mode Not supported
Network Interfaces Native Bridge Not supported
Network Interfaces Wire Mode v4 Not supported
Network Interfaces Wire Mode v6 Not supported
Network Interfaces PPPoE Not supported
Network Interfaces PPTP Not supported
Network Interfaces L2TP Not supported
Network Interfaces Tap Mode Not supported
Network Interfaces Link Aggregation Not supported
Network Interfaces Port Redundancy Not supported
Network Interfaces IP Unnumbered Not supported
Network Interfaces VLAN Translation Not supported
Network Interfaces Users IPv6 Supported
Network Interfaces DHCP Server Not supported
Network Interfaces VLAN Interfaces Not supported
Network Interfaces Jumbo Frames Not supported
Firewall Settings Global BWM Not supported
Firewall Settings QoS Mapping Not supported
Firewall Settings Multicast Not supported
Switching Not supported
Anti spam Not supported
3G/4G Modem Not supported
Wireless Not supported
SonicPoints Not supported
VirtualAssist Not supported
High Availability Active/Passive Supported
High Availability Stateful Sync Not supported
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Feature Support List

Component Feature Status

High Availability Firmware Sync Not supported
High Availability Active-Active DPI Not supported
WAN Acceleration Not supported

SSL VPN SSL VPN for IPv6 Supported

VolP H.323 Supported

VolP SIP Supported

Diag Page Unsupported Options Partially supported
External Storage Sup- Not supported
port

@ NOTE: Per Microsoft, “Azure does not support any Layer-2 semantics.” Therefore, SonicOS Layer 2
functionality is disabled in NSv deployments in Azure. Consequently, NSv appliances operating in Azure do
not support VLAN interfaces and DHCP Server functionality.

See https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-faq and
https://support.microsoft.com/en-us/help/2721672/microsoft-server-software-support-for-microsoft-azu
re-virtual-machines for more information.

For information about supported features, refer to the SonicOS 6.5.4 NSv Series administration documentation.
This and other documents for the SonicWall NSv Series are available by selecting NSv Series as the Product at:
https://www.sonicwall.com/support/technical-documentation.

Node Counts per NS, Platform

The node count is the maximum number of nodes/users that can connect to the NSv at any one time, and is
displayed on the System Status page in the MONITOR view.

Maximum Node Counts Per Platform

Platform Maximum Node Count
NSv 10 10

NSv 25 25

NSv 50 50

NSv 100 100

NSv 200 and higher Unlimited

For reference, node counts are calculated by SonicOS as follows:
e Each unique IP address is counted.
e Only flow to the WAN side is counted.
e GVCand SSL VPN connections terminated to the WAN side are counted.
e Internal zone to zone is not counted.
e Guest users are not counted.

A log event is generated when the node count exceeds the limit.
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Product Matrix and Requirements

The following table shows the hardware resource requirements for the SonicWall NSv Series virtual appliances.

Product Models NSv NSv NSv NSv NSv NSv NSv NSv

10 25 50 100 200 400 800 1600
Maximum Cores® 2 2 2 2 2 4 8 16
Minimum Total Cores 2 2 2 2 2 2 2 2
Management Cores 1 1 1 1 1 1 1 1
Maximum Data Plane Cores 1 1 1 1 1 3 7 15
Minimum Data Plane Cores 1 1 1 1 1 1 1 1
Network Interfaces 2 2 2 2 2 4 8 8
Supported IP/Nodes 10 25 50 100 No limit No limit No limit No limit
Minimum Memory Required 4G 4G 4G 4G 6G 8G 10G 12G

Minimum Hard Disk/Storage  35G 35G 35G 35G 35G 35G 35G 35G

1. Ifthe actual number of cores allocated exceeds he number of cores defined in the above table, extra cores will
be used as CPs. Multiple CP support is introduced in 6.5.4.v.

Github Repository

SonicWall NSv Azure templates are available in the github repository:
e https://github.com/sonicwall

e https://github.com/sonicwall/sonicwall-nsv-azure-templates

Backup and Recovery Information

In certain situations, it might be necessary to contact SonicWall Technical Support, use SafeMode, or deregister
the NSv appliance:

e |f the splash screen remains displayed, this can indicate that the disk is corrupted. Please contact
SonicWall Technical Support for assistance.

e |fthe disk is not recoverable, then the NSv appliance needs to be deregistered with MySonicWall. See
Deregistering Your NSv on page 46 for information.

e |fSonicOS does not boot up, you can go into SafeMode and download the log files, upload a new SonicOS
image, or take other actions. For information about SafeMode, see Using SafeMode on the NSv on page
65.

e |f SonicOS fails three times during the boot process, it will boot into SafeMode. Verify that the minimum
required memory is available and allocated based on the NSv model. If it still cannot boot up, download
the logs while in SafeMode and contact SonicWall Technical Support for assistance.
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Exporting and Importing NS,
Configurations

Moving configuration settings from SonicWall physical appliances to the NSv Series is not supported. However,
configuration settings may be moved from one NSv to another. See the SonicOS 6.5 NSv Series Updates
administration book and the SonicOS 6.5.4 NSv Series Upgrade Guide on the Technical Publications portal for
more information about exporting and importing configuration settings. Go to
https://www.sonicwall.com/support/technical-documentation/ and select “NSv Series” as the product.

Upgrading to a Higher Capacity NS, Model

It is possible to move up to a higher capacity NSv model, but not down to a lower capacity model. For
instructions refer to the SonicOS 6.5.4 NSv Series Upgrade Guide on the Technical Publications portal. Go to
https://www.sonicwall.com/support/technical-documentation/ and select “NSv Series” as the product.

For details on the number of processors and memory to allocate to the VM to upgrade, refer to Product Matrix
and Requirements on page 7.

Creating a MySonicWall Account

A MySonicWall account is required to obtain the image file for initial installation of the NSv Series virtual
firewall, for product registration to enable full functionality of SonicOS features, and for access to licensed
security services. For a High Availability configuration, MySonicWall provides a way to associate a secondary NSv
that can share security service licenses with your primary appliance.

@l NOTE: MySonicWall registration information is not sold or shared with any other company.

To create a MySonicWall account:
1 Inyour web browser, navigate to https://www.mysonicwall.com.

2 Inthe login screen, click the SIGN UP link.

Username or Email address
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3 Complete the account information, including email and password.

@l NOTE: Your password must be at least 8 characters, but no more than 30 characters.

4 Enable two-factor authentication if desired.
5 If you enabled two-factor authentication, select one of the following authentication methods:

e Email (one-time passcode) where an email with a one-time passcode is sent each time you log
into your MySonicWall account.

e Microsoft/Google Authentication App where you use a Microsoft or Google authenticator
application to scan the code provided. If you are unable to scan the code, you can click on a link
for a secret code. Once the code is scanned, you need only click on a button.

Click on CONTINUE to go to the Company page.
Complete the company information and click CONTINUE.

On the Your Info page, select whether you want to receive security renewal emails.

O 00 N O

Identify whether you are interested in beta testing new products.

10 Click CONTINUE to go to the Extras page.

11 Select whether you want to add additional contacts to be notified for contract renewals.
12 If you opted for additional contacts, input the information and click ADD CONTACT.

13 Click DONE.

14 Check your email for a verification code and enter it in the Verification Code* field. If you did not receive
a code, contact Customer Support by clicking on the link.

Click DONE. You are returned to the login window so you can login into MySonicWall with your new account.

Next Steps
e Installing NSv Series on Azure on page 10

e Licensing and Registering Your NSv on page 41
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Installing NS,, Series on Azure

Topics:

Supported NSv Series Models on Azure on page 10
Task List for NSv Azure VM Setup on page 11
Installing NSv on Azure on page 11

To install from Azure Marketplace: on page 11
Configuring HA in Azure on page 16

Accessing Your NSv in the Azure Portal on page 27
Forwarding Traffic to Your NSv in Azure on page 32
Testing Traffic Through Your NSv in Azure on page 36

Troubleshooting Installation Configuration on page 38

Supported NS, Series Models on Azure

NSv Models (VM Sizes) on Azure

SonicWall NSv Model Azure Interface Count! Core Count
NSv 10 Standard D2 v2 2 2
NSv 25 Standard D2 v2 2 2
NSv 50 Standard D2 v2 2 2
NSv 100 Standard D2 v2 2 2
NSv 200 Standard D2 v2 2 2
NSv 400 Standard D3 v2 4 4
NSv 800 Standard D4 v2 8 8
NSv 1600 Standard D5 v2 8 16
1. The maximum number of interfaces supported on an NSv instance is defined by the

type of Azure VM. For example, if more than 2 interfaces are required for an NSv
200, use the NSv200 with an Azure VM supporting a higher number of interfaces.

NOTE: The maximum number of NICs supported by SonicWall NSv is always eight for all models. But the
total number of interfaces in an NSv instance maybe constrained by the Azure VM.

For Azure sizing and pricing information, see:

https://azure.microsoft.com/en-us/pricing/details/virtual-machines/linux/

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sizes-general
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Task List for NS,, Azure VM Setup

The process for setting up an NSv Azure virtual firewall is summarized in three main tasks:
1 Install the NSv Azure virtual firewall
e |nstalling NSv on Azure on page 11
2 Register the NSv on MySonicWall
e Registering the NSv Appliance from SonicOS on page 41
3 Configure traffic forwarding to the NSv
e Forwarding Traffic to Your NSv in Azure on page 32

e Testing Traffic Through Your NSv in Azure on page 36

Installing NS, on Azure

SonicWall NSv is deployed on Azure by using a solution template. The template is a JSON file which is loaded
into Azure via a web page. Templates are a means to deploy VMs in Azure while also creating/modifying
existing resources. Templates use the Azure Resource managers to support not just the deployment of the NSv

but also of other virtualized network functions.

To install from Azure Marketplace:

1 Invyour browser, navigate to https://portal.azure.com/ and log into your Microsoft Azure account.

2 Navigate to SonicWall NSv on Azure Marketplace at

https://azuremarketplace.microsoft.com/en-us/marketplace/apps/sonicwall-inc.sonicwall-nsv-firewall-s
ecurity-vpn-router, click GET IT NOW, and then click Continue to display the SonicWall NSv

(Firewall/Security/VPN/Router)-BYOL page.
3 On the SonicWall NSv (Firewall/Security/VPN/Router)-BYOL page, click Create.

SonicWall NSv Series Azure Getting Started Guide
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The Basics screen of the NSv configuration window is displayed.

Create SonicWall NSv (Firewall/Security/VPN/Router)-BYOL

Basles  Instance Details  Revi

Bw * create

Project det

fegion *

Authenticat

Instance detalls

M Name * ()

e

ails.

it deployed resources and costs. Use resource groups like folders to organize and

[ eeh pubs

East U5

(®) Password

() 55+ public key

on type * (@

Meut : Instance Details ~

4 Onthe

Basics screen, configure the following options:

Subscription — Select the Azure subscription on which to deploy the resources for this NSv
instance.

Resource group — Create new or select an existing resource group from the list.

A resource group is a user defined friendly name for a collection of resources. If you are
deploying on Azure for the first time, click Create new. If you already have a network configured
and some virtual machines, then you might wish to use an existing resource group. If you are
deploying for test purposes, consider creating a new resource group so you can easily delete the
resources, if needed.

e |f you select Create new, type a name for this resource group.

e |f you select Use existing, select the resource group to use from the associated drop-down

list.
Region — Select the Azure location where the resources will be deployed.

VM Name — Type in a descriptive name for this NSv instance. Consider using lowercase letters,
numbers and hyphens, as this name is used to create the default DNS Prefix which has some
restrictions. You can, however, adjust the DNS Prefix as needed.

The value for 'DMS Prefix for the public IP Address' must match the regular expression '"§|*[a-

2][a-20-9-1{1,61}a-20-9]$'

@ NOTE: The SSH username is set to management by default. This is the user name for
accessing the NSv console using SSH. This is not the NSv administrator user name, but is a
user name created as part of an NSv Azure deployment.

Authentication type — Select either SSH public key or Password as the authentication method for
the above management SSH username. The default for the template is Password.

SonicWall NSv Series Azure Getting Started Guide
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e |f you selected Password for Authentication Type, type the desired password into the
Password and Confirm password fields. The password must be between 12 and 72
characters in length and contain at least three of the following character types:

e Uppercase character

e Lowercase character

e  Number

e Special character (non-alpha-numeric, e.g. |@#S%A&*()_+}{"|:>?<)

e |f you selected SSH public key for Authentication Type, type the SSH RSA public key file
name as a string into the SSH Public Key field.

5 Click Next to continue.

The Instance Details screen is displayed.

Create SonicWall NSv (Firewall/Security/VPN/Router)-BYOL

Baskes  Instance Dotails  Review + create

Virtual machine size ® 1 Standard D2 v2
2 vepus, 7 GB memary
Change size
Canfigure virtual networks
Virtual Network * | (rew) tVirtuaiiet |
Create new
VAN X1 subnet * @ [ tmewh Wik-%1 1000024 v
LAN XD subnet = O |_imew) LAN-XD [10.0.1.024) v
Public iP Address (& | (new) fohn-ip -
Crsate new
NS Prefix for the putiic 1P Address ® (@ | john-11960820e

marius cloudapp.anue.com

Management source IP + () [

Sworage Account * (D [configure required seTtngil ~
Create New

[ view + create [ERTENE Next : Review » create »

6 Select Virtual machine size, then select the row with the Azure equivalent for the NSv model you want to
deploy in the Choose a size screen. Click Select.

VM Size in Azure NSv Model
Standard_D2_v2 NSv 10
Standard_D2_v2 NSv 25
Standard_D2_v2 NSv 50
Standard_D2_v2 NSv 100
Standard_D2_v2 NSv 200
Standard_D3_v2 NSv 400
Standard_D4_v2 NSv 800
Standard_D5_v2 NSv 1600
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7 Select Virtual Network to configure the virtual network. Create new under Choose virtual network is
selected by default and the Create virtual network settings as displayed.

Scricl W Pl athy VPN s Create virtual network X
= Create SonicWall NSv (Firewall/Security,/VPN/Router)-BYOL

B nutasce Dty Brvien + creste

Configpan eitial netmsihs e e

Wt ok e -

Under Create virtual network:

e Name — This is the name of virtual network the NSv will be deployed on. Leave the default, VNET.

e Address Space — The template default is 10.1.0.0/16. This is a network address in CIDR format
representing the virtual network address space. Accept the default or optionally configure a
different address space, using the same format.

Create virtual network

The Microseft Azure Virual Network service enables Azure resources to securely communicate with each other in a virtual netwerk which is a
logical isolation of the Azure doud dedicated to your subscnption. You can connect virtual networks 1o other virtual networks, or your on
premises network. Learn mone

Mame * | fwVirualNet

ADDRESS SPACE

The virtual network’s address space, specified as one or more address prefixes in CIDR notation (e.g. 192.160.1.0/24),

Address range Addresses
[1000019 | 10,000 - 10.0255.255 (65536 addresses)
8 Click OK.

9 Select Subnets to configure the subnets for the WAN and LAN zones.

e WAN subnet name — The name of the WAN subnet. The default is WAN-X1. If you have an
existing network on Azure you may wish to change the value.

e WAN-X1 Address range— A sub-network of the Address space configured in Step 7, defined for
WAN traffic. e.g. 10.1.0.0/24.

e LAN subnet name — The name of the LAN subnet. The default is LAN-XO0. If you have an existing
network on Azure you may wish to change the value.

e LAN- X0 Address range — A sub-network of the Address space configured in Step 7, defined for
LAN traffic. e.g. 10.1.1.0/24.
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Create virtual network X

The Microsoft Azure Virtual Network service enables Azure resources to sequrely communicate with each other in a virtual network which is a
Iegcal isolaton of the Azure doud dedwated to your subsanption. You can connect virtual networks 1o other virtual networks, o your on-
prémiges network. Learn mare

Name * | PwiirtualMNet

ADDRESS SPACE

The virtual netwerk's address space, specified a5 one or more address prefioes in CIOR notation (e.g. 192.168.1.0/24).

Adgiress range Addresses

10.0.0.0/16 10.0.0.0 - 10.0.255.255 (65536 addresses)

SUBNETS

The subnet's address range in CIDR notation. It must be contained by the address space of the virtual netwark.

Subnet name Address range Addresses
[wan-x1 ][ 10000024 10000 - 10.0.0.255 (256 addresses)
LAM-X0 10.0.1.0/24 10.0.1.0 - 10.0.1.255 (255 addresses)
10 Click OK.

11 Select Public IP Address. Create new is selected by default and the Create public IP address settings are
displayed. You also have the option to select an existing public IP address to reassign it for use with your
NSv.

e » Sorsciiall b (FirewaliSecurity/V

PN Aouter} YO Create public IP address =
Create SonicWall NSv (Firewall/Security/VPN/Router)-BYOL

Baics  Instance Detals  Rrvlew + croate

Wirtusl maching e = W Standard 02 w2 &) hasic () Srandeed

Canfigure virtial netwarks
Vishual Mtmark * v
VAN X1 subnet ¢ inew] Wkh- X1 [10.0.0.0024) bl
LAN A putret ¢ ot LAN-XD (01 (574 w
P 1P Ak oy v
DN Prefin o the poblic 1P Addieis * (D | jobe- HHIGIE00e

e Under Create public IP address, accept the pre-populated name or type a different name into the
Name field.

e For SKU, select Basic or Standard. The default is Basic.
e For Assignment (if displayed), select Dynamic or Static. The default is Dynamic.
12 Click OK.

13 In the DNS Prefix for the public IP Address field, configure the DNS name for the NSv. This must be a
unique DNS name for accessing the management interface of the NSv virtual firewall. When the NSv VM
is created, the WAN will have a public IP and will be assigned the DNS name defined here.

14 In the Management source IP field, type in the public IP address that is allowed to access this NSv virtual
firewall for HTTPS and SSH management.

You can find out your public IP address by typing what is my IP into Google or another search engine in a
different browser window/tab. Additional addresses can be added later in Azure.
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15 Select Storage Account. Create new is selected by default, displaying the Create storage account
settings. You also have the option to select an existing storage account.

o+ SonicWall WSw (Finewal Secus ity VP Router-BYOL Create storage account
Create SonicWall NSv (Firewall/Security/VPN/Router)-BYOL
Vel maching sice * T Standard 02 v2 d—
2 vepun, 7 OB memory
c o core mingovet rt
Account g [
Configare virtusl netwurks B ~
Witk Nptwork * o] dwiitabiey ~ Perkirmance G
i
R e— new] Wik (1BERE v
Replaation
LAN XD mbwet ¢ (0 (] LAN-XO (10.0.1.0/249 ~ Locely-redundant sonsge (LES) e
Putic P Addeens (2 new) Jobe-ip s
DS Prodin for the puiic 1P Addewss * ot HREMI Dede
AT CoudaDp Anse COm
et e
Saneage Aooount * Iconigue requined settings) v
Erman New

e For a new storage account, type in a unique Name for the storage account using only lowercase
letters and numbers.

e Select the desired options for Account kind, Performance, and Replication.
e Click OK.
16 Click Review + create at the bottom of the Instance Details screen.
The Summary is displayed.
17 Confirm the settings and then click Create.
Azure begins the deployment process and displays the Azure Dashboard page.

You can click the Notifications icon at the top to display the Deployment in progress notification
window, then click Deployment in progress to view the progress.

When finished, the notification window displays Deployment succeeded message.

Notifications

Dismiss: Informational Completed All

O Deployment succeeded 1:40 PM

Deployment 'Microsoft. Template' to resource group
‘nsvazurepubs’ was successful.

Go to resource group # Pin to dashboard

See Accessing Your NSv in the Azure Portal on page 27 for information about accessing the pages and settings
for your NSv virtual machine available in the Azure portal.

The next step is to register your NSv virtual firewall on MySonicWall. See Registering the NSv Appliance from
SonicOS on page 41 for information about registering your NSv.

Once you have registered the NSy, see Forwarding Traffic to Your NSv in Azure on page 32 and Testing Traffic
Through Your NSv in Azure on page 36 for information about forwarding traffic to it.

Configuring HA in Azure

This section provides a step-by-step introduction on deploying NSv with High Availability (HA) on Azure.
Currently NSv is only available as BYOL (Bring your own License) version. This means you must already have a
license available where an user purchases a license outside of Azure, as is done with hardware appliances.
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There are two different ways to implement HA on Azure, either Active/Passive, or Active/Active. Active/Passive
closely resembles Active/Passive of a SonicWall appliance with the exception that the new primary has to signal
to Azure that it is the primary to move the VIP (Virtual IP Addresses) — there are no MAC addresses in Azure.

Likewise, the HA link needs to be terminated on L3 interfaces because of the lack of multicast support in Azure.
Active/Passive HA supports both SPI state synchronization and config sync. As with other virtual firewall
implementations of stateful high availability, failover may take several minutes.

The solution to slow failover is to deploy the NSv instance in Active/Active. Likewise in the non-virtual world,
Active/Active does not support Stateful Packet Inspection (SPI) state sync, although this may not be as
important anymore in a world of Deep Packet Inspection (DPI). But unlike Active/Active on a SonicWall
hardware appliance, config sync is also not supported. HA Active/Active is more an architecture than a feature,
and has some similarities to the Firewall Sandwich (FSW). An outside load balancer, preferably the Microsoft
Azure Load Balancer, is used to direct traffic on the WAN side to one or multiple Active/Active high availability
pairs. On egress, the NSv marks flows by swapping the src-ip with dynamic NAT. Config sync can be achieved via
inheritance on Global Management Server (GMS) or Capture Security Center (CSC).

To Deploy an Active/Passive HA Pair:

1 Ensure you have successfully deployed NSv on Azure. For information on how to deploy NSv on Azure,
refer above section.

2 Enable Identity of Primary Virtual Machine. To enable, navigate to Home > Virtual Machines page,
search for the primary virtual machine that you have created during deployment and on the left panel,
select Identity and change the status to On.

e
Home >

% | - | Identity

Virtusl machine
O Search (Ctrl+ «
I i A ‘ System assigned  User assigned
(@] Extensions = .
A system assigned managed identity enables Azure resources to
@ Continuous delivery Azure role-based-access-control, The lifecycle of this type of ma

identity. Learn more about Managed identities.
B/ Availability + scaling

E Save X Discard O Refresh & Got feedback?

B Configuration
5 Identity
& Export template

Properties

3 Enable Identity of Secondary Virtual Machine. To enable, navigate to Home > Virtual Machines page,
search for the secondary virtual machine that you have created during deployment and on the left
panel, select Identity and change the status to On.

o | Identity
@ Virtual machine
S h (Ctrl «
‘P zarch {Cut:/ | System assigned  User assigned
Availability + scaling A system assigned managed identity enables Azure resources to authent]
& Configuration purg role-based-access-control. The leecy;cle of this type of managed idf
identity. Learn more about Managed identities.
‘s Identity
B save X Dpiscard O Refresh 7 Got feedback?
& Export template
i Properties
Status (D
B Locks
Operations Object 1D O
¥ Bastion [ a7fobef-fiss-ades-909c-adaezsefacha B
O Auto-shutdown Permissions ()
& Backup | Azure role assignments
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4 Add permissions to the Resource Group. To add contributor roles and permissions, navigate to Home
page and search for the resource group that you have created during deployment and on the left panel,
select Access Control (IAM) and click Add to provide permissions of virtual machines.

Add role assignment B
| Access control (JAM)
g oo

Cemmicad rele asssgnments X T ot feedback? i
4 Dvarew
Check access  Role assignments  Roles  Deny sssignments  Classic sdministrators -
B actiity log —
Substripbon *
|&: Access control RAM) I u
My secess EA_share_with_athers e
o T View my el ot acoess o this 1w Add a role assignment
Select
£ feenty
Check sccets
Sattings Rurviaw The level of acoes
managed idertity has to
& Quickstart
Find
T Depleymints
= Deployfrani Agure AD user. group. or senvice principal w

0 polices

View role assignments

3 Expon template

fide the uiers grovos servece prncicaly ged manaced

5 Add secondary IP address for the primary virtual machine. Navigate to Home > Virtual Machines page
and select the primary virtual machine that you have created during deployment. On the left panel,
select Settings > IP Configurations > Add to configure the IP address. By default, this address is set as
172.16.2.250 and allocated as Static.

Home

| IP confi ) ‘Add IP configuration
configurations

| I Bl sive X Oisard (D Refresh

IP forwarding settings

1P forwarding oescien (RN =

WVirtual network

@ Frimary @ corfiguestion apesdy vt
1P configurations

Private IF address settings
Aiocation

@ The succiated vitusl mas rry-RCSET-A must be eithar stopped or deaBocated in crder £ be able 80 edt the §

k securnty group

t template

Il Properties Public 1P address
Name IP Version Type Private IP address Public 1P address

B tods =D oo

ipcenfigl Py Praman, fimamic)

6 Loginto NSv firewall. On the Manage > Interface Settings page, change X0 first, and then X1 as shown
below. You will lose access after you change X1.

SONICWALL'  Network security virtual MONITOR ~ INVESTIGATE [EEIUTYed QUICK CONFIGURATION
Firewall Name: 004010353451
Updates Interface Settings
Licenses
Firmware & Backups JE— Zone Group 1P Address Subnet Mask  IP Assignment Status Enabld
Restart
S E—
X0 LAN 172.16.2.250 55.255.255.0  Static 0 Shps il v
uplex
Connectivity
x1 Wan Default LB Group 172.16.1.250 255.255.255.0  Static 10 Glps Full
» VPN uplex
> ssLven x2 Unassigned 0.0.0.0 0.0.0.0 N/A 10 Gbps Full
Duplex
Policies X3 Unassigned 0.0.0.0 0.0.0.0 N/A Unplugged

7 Add secondary firewall HA interface. Navigate to Home > Virtual Machines page and select the

secondary virtual machine that you have created during deployment. On the left panel, select Settings >
Networking, configure NIC Private IP of X2 as shown below.
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& | Networking

Croerview

fie Q

L=}
-]
Ro Accass control (1AM
L4
rd

| ipeenfig (Primar
Tags peonfigl (Frmany)

Disgnase and sohve problems B Network Interface: F - = =
Settings
& Networking Inbound port rules  Outbound port rules Apglication secutity grougs Load balancing
& connect

This network mterface does not contain network secunty groups

® Diks

8 Login to NSv firewall. Navigate to Manage > Interface Settings page, configure secondary firewall (X2)
as shown below.

SOMNICWALL™ teetwork Security Virtuat MONITOR  INVESTIGATE CANCK CONFIGLRATION
anewall Masne: 000010000
Interface Settings

Lirnses
Firmware & Backups o Zona Group 1P address Subnet Mask 1P Assigament
Restant

w Lan msle 255.295.255.0 CHOP | RELEASE

n wan Clafackt LB Graup t RTRRE 2952852950 CHOP | BELEALE
VPN
uven [ 2 LaN 17838 IS5I5255.0 I Static

g Urassgned La.0a w040 LS
Rubes - Unssssgned (YY1 a080 L

kL] Unassigned Laee S0a0 LS

L Unsasgred oz0o 8030 WA
Apphiance Unassigned [EXT EREN] WA

! facs: I s T A

. Ad Intwrface: | ~Select Intwrface Typa—-

9 Navigate to Manage > HA Interfaces page, select Enable L3 Mode option on secondary firewall.

10 On the primary, configure HA to Active/Passive with L3 HA link. To configure, browse to Manage > High
Availability, select Enable Stateful Synchronization option.

I

Mode: | Active / Standby v

Enable Stateful Synchronization
Enable Preempt Mode

(] Enable Encryption for Control Communication

11 Click HA Devices tab and enter the serial number from the secondary. You can find the serial number in
the Monitor > System Status page.

General HA Interfaces

Primary Device Secondary Device

Serial Number:  |004010353451 Serizl Number: | 004010353452 |

12 Click HA interfaces tab and switch the HA Control link to L3 mode. There is no need for gateway address,
if two HA Interfaces are in the same subnet. If two HA interfaces are in different subnet, there is a need
for proper gateway address and default is X.X.X.1 on Azure.
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General HA Devices HA Interfaces

Enable L3 Mode *

L3-HA ControlDate Interface: [ X2 v|
Primary Unit IP: 172.16.3.8 | Primary Unit Gateway(Optional): ©  |0.0.0.0
Secondary Unit IP: 172.16.3.9 Secondary Unit Gateway{Optional): ~|0.0.0.0

13 Navigate to Monitor > High Availability Status page to check whether the cluster is coming together.

The secondary will reboot, and it may take a while to see the cluster up.

SONICWALL'  tetwrork Secusity virtusl m INVESTIGATE  MANAGE QUICK CONFIGURATION
(Firewall Hame: 004210050451 Logged Into: Primary Soncivell  Status: @ Ao

Dashboard .

Event Summaries High Availability Status

Threat Protection Sty Primary Acirve

Caplture ATP Primary State ACTIVE

Secondiry State STANDEY

Applance Health Active Up Time 0 Dy OI2:26

Orvrrviee Fousd Peer Yes

AN iy Settings Synchronized Yes

Moy Cone Vonle Stateful WA Spmchronized ves

Dandwidth Honitor

Protocsl Momiter

SO0-WAN Honster

current Status High Availability Config High Avallability Licen

System Status A Mode m Primary Stateful HA Licensed es
b User Sessions. Secondary Stateful HA Licensed Yes
R ik

Deploying an Active/Active HA Pair

Templates are a means to deploy VMs in Azure while also creating/modifying existing resources. There are a
few different types of templates: Quick, Solution and Simple.

The below is an example of a Simple template which creates the following resources and defines their
interconnections.

Virtual Machine
Storage Group

Public IP

2 x Network Interfaces
Virtual Network

Network Security Policy

To deploy an Active/Active HA Pair:

1

Log into Azure.

2 Click to load the web page: https://github.com/sonicwall-nsv/azure-template/tree/feature/HA

3 Click the Deploy to Azure Button: (e SRR

4 The Custom Deployment page should come up:
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https://github.com/sonicwall/sonicwall-nsv-azure-templates

Home >

Template

Custom deployment

Deploy from a custom template

Basics  Review + create

Customized template &
17 resouress

Deployment scope

Edit template Edit parameters

loyed d costs. Us lie foldlers £ organize and

Parameters

Region® ()

Logstion (3

Sshiey @

Vim Size

mansge 3l yeur resources
Subscription * (0 [tech puss ~]

P—— [ <]

Storage Account * (0 [ ]
Storage Account Type () [ seandare 5s |
Storage Account New Or Existing (0 | nw V]
Vim Mame Prefix * (3 [ ]
S5 User Nizme () [ ]
Authentication Type [(passwora V]

S5 Pazmven O [ ]

Image S ()

J
J
Image Version O [atest ]
Management Access 7 Saurce () [ozoon ]

J

Create new

|z ~]

[ smwit-nsv-yel

e v

Enter information to define the custom deployment:

Subscription: Select the Azure subscription on which to deploy the resources for this NSv
instance.

Resource group: Create new or select an existing resource group from the list.

A resource group is a user defined friendly name for a collection of resources. If you are
deploying on Azure for the first time, click Create new. If you already have a network configured
and some virtual machines, then you might wish to use an existing resource group. If you are
deploying for test purposes, consider creating a new resource group so you can easily delete the
resources, if needed.

e |f you select Create new, type a name for this resource group.

e |f you select Use existing, select the resource group to use from the associated drop-down
list.

Region: Select the Azure location where the resources will be deployed.
Location: The geo location where you wish to deploy.

Storage Account: A new or existing storage account (we recommend you create a new storage
account). Type a name for the storage account.

Storage Account Type: The type of storage account you wish to use or create.

Currently only “Standard_LRS” is recommended.
Storage Account New or Existing: Whether you wish to create or use an existing storage account.
Vm Name Prefix: Type in a descriptive name for this NSv instance.

SSH User Name: The SSH username is set to management by default. This is the user name for
accessing the NSv console using SSH. This is not the NSv administrator user name, but is a user
name created as part of an NSv Azure deployment.

Authentication Type: Select either SSH public key or Password as the authentication method for
the above management SSH username. The default for the template is Password.
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e |f you selected Password for Authentication Type, type the desired password into the SSH
Password field. The password must be between 12 and 72 characters in length and
contain at least three of the following character types:

e Uppercase character

e Lowercase character

e  Number

e Special character (non-alpha-numeric, e.g. |@#S%"&*()_+}{"|:>?<)

e |f you selected SSH public key for Authentication Type, type the SSH RSA public key file
name as a string into the Ssh Key field.

Image Sku: The name of the Azure product SKU to load. It is not recommended to modify the
default image Sku.

Image Version: The version of the loaded NSv image. The default is set as latest. Replace latest
with 987.

Management Access IP Source: Public IP address to allowed access to SonicWall NSv HTTPS &
SSH management.

VM Size: Select the VM you wish to deploy:

SonicWall NSv Model Azure

NSv 10 Standard D2 v2
NSv 25 Standard D2 v2
NSv 50 Standard D2 v2
NSv 100 Standard D2 v2
NSv 200 Standard D2 v2
NSv 400 Standard D3 v2
NSv 800 Standard D4 v2
NSv 1600 Standard D5 v2?
1. Supported only in the “U.S. East
Location.”

Virtual Network New Or Existing: A new or existing virtual network account (we recommend you
create a new virtual network account). Select new.

Virtual Network Name: The name of the virtual network the NSv will be deployed on. It is not
recommended to modify the default name. Template creates a new VNet whenever it is run.

Virtual Network Address Prefix: The virtual network “Address space”. If you have an existing
network on Azure, and wish to install the NSv on this network then this field should be populated
with the network name. e.g. 192.168.0.0/16

Virtual Network Resource Group Name: Name of the resource group for the existing virtual
network.

Subnet WAN name: Unique Name for Subnet.

Subnet LAN name: Unique Name for Subnet.

Subnet HA name: Unique Name for HA link network.

Subnet WAN prefix: Must fit into Virtual Network Address Prefix defined in the above step.
Subnet LAN prefix: Must fit into Virtual Network Address Prefix defined in the above step.

Subnet HA prefix: Must fit into Virtual Network Address Prefix defined in the above step.
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e HA1Public Ip New or Existing: A new or existing public IP. The default is set as new.

e HA1Public Ip name: Name of public WAN IP of primary.

e HA1Public Ip Dns: Host name that is entered into Azure DNS for public WAN IP of primary.
e HA1Public Ip Resource Group Name: Name of the resource group for the public IP address.

e HA1Public IP Allocation Method: Allocation method for the public IP address. The default is
Dynamic. Choose static in production, and dynamic for lab.

e HA1Public Ip Sku: Name of the resource group for the public ip address. The default is Basic.

e HA2Public Ip New or Existing: A new or existing public IP of secondary. The default is set as new.
e HA2Public Ip name: Name of public WAN IP of secondary.

e HA2Public Ip Dns: Host name that is entered into Azure DNS for public WAN IP of secondary.

e HA2Public Ip Resource Group Name: Name of the resource group for the public IP address.

e HA2Public IP Allocation Method: Choose static in production, and dynamic for lab.

e HA2Public Ip Sku: Name of the resource group for the public ip address.

e HA Float Public Ip New or Existing: Public WAN IP of VIP. The default is set as new.

e HA Float Public Ip name: Name of public WAN IP of VIP.

e HA Float Public Ip Dns: Host name that is entered into Azure DNS for public WAN IP of VIP.

e HA Float Public Ip Resource group name: Name of the resource group for public WAN IP of VIP.
e HA Float Public Ip Allocation Method: Choose static in production, and dynamic for lab.

e HA Float Public Ip Sku: Name of the resource group for public WAN IP of VIP.

5 After filling in all the values you will need to click "l agree to the terms and conditions stated above” then
click the “Purchase” button in order to deploy the template and create the SonicWall NSv instance.

It will take approximately 10 minutes to deploy NSv respective resources. You can view the progress by
clicking the icons indicated below:

MNatifications

« -] Dol (1 wen Deployment

i pragres

i) Daployrssnt

o Overview Deployrmant name
MWicicaoft Template

Cutpaats

Trgnats. Comelation I
¥ ssicraliComverted to 0] AhclSat-05aa-4b27- Scel-eB1904

Template

ResouRct ™ sTaTus TRAESTAL

B SonkWal- NGV Micmach Rescurces, deployments Created 82018
] Micinach Metwork/rotworiinteriaces  Croated 752018
‘:> L] Microasht Metwork/notworkinteriaces  Crmated 232008
] Micrncht Mebwork vctuaBistwarks o 70
[-] Micsoioh Resouroey/deployments -3 10IA
] Micrmsoft Metwork/networkSecurityGro._ O Tsa0na
o Micmeoft Metwork/publiclPAddrenses  OF 1201
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6 To connect to the SonicWall NSv management GUI click “Virtual Machines” from the left hand menu.
Then select the NSv VM name, in the overview section a public IP address is displayed, In the example
below, that is http://40.76.216.87/

7 Login with the default SonicWall credentials "admin/sonicwall".

SonicWall - Authentication X

&« C @ @ £ https://40.76.216.87 ¥ | Q Search

SONICWALL

Network Security Virtual

Username

Password

= e ]

Yy N @ =

8 Now continue with the following section, Accessing Your NSv in the Azure Portal, or go on to Installing

NSv Series on Azure on page 10.
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Deploying a Load Balancer

We are using the default Microsoft Load Balancer — this is an optional step as you can chose at the bottom of
the template to have two load-balancers automatically deployed.

Microsaft Azure B Search resources. sarvices, and docs (G+/)

Azure services

+ ¢ B @ @ = @ 0 ®= -

Create a Load balancers Virtual Rescurce ApD Servicet Storage SOL databases  Azure Database  Azure Cofmas  More sénvices
resource machings groups accounts for Posgresa. o8

To deploy load balancers, configure the following:
1 Inthe Azure Services Home page, select Load Balancers option.

2 Click Add or Create Load Balancer button.

Home > Load balancers

Create load balancer

Azure load balancer is & layer 4 load balancer that distributes incoming traffic smeng healthy virtual maching instances. Losd
balancers uses a hash-based distribution algarithm. Gy default, it uses 3 S-tuple (source IF, source port, destination 1B,
destmation port, pretoced type) hash to map trafhc b avalable senars. Load balarees her be Aycang vebere it is
accessible via public | addresses, or internal where it is only accessible from a viriual ork. Agure boad balancers alse
suppon Network Addness Tramslation (NAT) 1o reute traffic between public and privt e Leamn mare,

Project detalls
Subseripton * Tech Pubs |
Ritsource group * [ v |

Create e

Instance details

Ragicn ® | sy eastus |
Tpe* @ () internal (@) Public

U @ (®) easic () standard

Public IP address

Public IP address * (0 (®) createnew () Use emstng

Public 1P address name =

Bublic 1P address SKU Basic

—
1P address assignment * (®) oynamic () Static

add a public 1Pv6 address © -« - )

3 Configure the following options:

e Subscription — This value is pre-populated unless you have more than one subscription like, one
via MSDN and an Enterprise Account.

e Resource group — Chose the resource group that you create when installing the template.
e Name — The name of the load balancer.

e Region — Chose the same location that you chose for the template.

e Type — The default type is set as Public.

e SKU — The default SKU is set as Basic.

e Public IP address — Select Use Existing option.

e Choose public IP address — Chose the one that was created by the template.

e Add a public IPv6 address — Select No.

4  Click Review + create. The deployment process will begin. Once deployment is complete, configure the
load balancer properties.
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Configuring the Load Balancer

The load balancer is already pre-configured in the template. There is an external and an internal deployed. The
default Azure load balancers cannot sync connections among each other, meaning the when traffic comes in
from the outside, its hits the external LB, is then forwarded to one of the firewalls. The internal firewall cannot
see this traffic and direct it back to the same firewall where it came from. In order to make this work, the
processing firewall needs to tag the traffic on egress. The way we do this is by doing src-nat translation so that
each firewall puts itself into the source address of the IP packet. Load balancers have a frontend and backend
configuration. On the frontend is the Virtual IP (VIP) and on the backend are the collection of firewalls across we
load share. The frontend IP must be a public IP.

To configure the Load Balancer:

1 Onthe Azure Home page, select Load Balancers and select the Load Balancer that you have created.

2 Onthe Settings > Frontend IP configuration page, configure the front end IP. The frontend IP must be a
public IP.

E NSv400-AA-ELB - Frontend IP configuration

Load balancer

[ o Search (Ctri+/) | € A

& Overview | L2 Search frontend IP configurations

B Activity log NaME IP ADDRESS

w4 Access control (IAM) LoadBalancerFrontEnd 13.89.136.27 (Publiclp)
& Tags

X Diagnose and solve problems
Settings

{8 Frontend IP configuration

3 On the Settings > Backend pools page, configure the backend IPs. For the Backend pools, add two or
more firewalls.

‘i NSv400-AA-ELB - Backend pools

.... Load bakancer

D Search fCuto 1% deadd D refresh
& Overview Search backend addvess pools
ﬂ Activity log VIRTUAL MACHING VIRTUAL MACHING STATUS NITWORK INTIRFACE PRIVATE IP ADORESS
s Access control (LAM) * BackendPooll (2 virtual machines)
€ Tags NSV400-AA-HAT Running NSW400-AA-HAT-interface-X1 19216815
X Diagnose and solve problems NSV400-AA-HA2 Running NSv400-AA-HAZ-interface-X1 19216814
Settings Test

B8 Frontend IP configuration

9 Backend pools

4 |If the internal load-balancer is configured, a UDR needs to be configured to point to the LB instead of the
FW.
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<o firewallVnet-LAN-X0-RT

FAoute table

[ 0 [bearch (Cmd+n | w = Move [ Delete ) Refresh
s © o Resource group (change) : N5v_HA-AA_Lab Associations 1 subnet associations
Location : Central US
Subscription (change) : Visual Studio Professional
N
au  Access control (IAM) Subseription ID : 5fbi3a5-06b7-4834-a3be-698248¢2714b
L 4 Tags Tags (change) : Click here to add tags
X Diagnose and solve problems S
Settings Houos
2 Search routes
& Configuration
NAME ADDRESS PREFIX NEXT HOP
"% Routes
¢ Subnets LAN-X0-Default-Route 0.0.0.0/0 192.168.2.6

Accessing Your NS, in the Azure Portal

There are a number of pages and settings for your NSv virtual machine available in the Azure portal.

Topics:
e Updating Your Dashboard and Accessing the NSv Resource Group on page 27
e Finding the Public IP Address of Your NSv on page 29
e Logging into Your NSv for SonicOS Management on page 29

e Viewing and Configuring Security Rules on page 30

Updating Your Dashboard and Accessing the NS,,
Resource Group

The notification window for Deployment succeeded provides two buttons for your immediate use.

Notifications

Dismiss: Informational Completed All

0 Deployment succeeded 1:40 PM

Deployment 'Microsoft. Template' to resource group
‘nsvazurepubs’ was successful.

Go to resource group # Pin to dashboard

SonicWall NSv Series Azure Getting Started Guide
Installing NSv Series on Azure



Click the Pin to dashboard button to add links to your new NSv and its Azure configuration pages to your
Azure Dashboard page. Click Refresh on the Dashboard page to view your new virtual machine, storage
account, and network interface on the Dashboard.

Dashboard ~

All resources Resources
ALL SUBSCRIPTIONS NSVAZUREPUSS
& Refresh T Refresh
[ 5 p—" virtual maching B3 nsvazurepubs Virtual machine West US
U reacurepubs-PrimaryWaNIP  Public IP address B nsvazurepubs-PrimaryWANIP Public IP addeess West US
! myvazurepaibs-interface-X1 Network interface l navarurepistn-mterface- N1 Network iterface West US
@ rovarurepubs-NSG Network security @ rsvazurepubs-nsc Network security group West US
— Quickstarts + tutorials
— R Storage account €2 firewallVoet Virtual network Wiest US
P m Network security gioup) B nsvazurepubs Storage sceount West US
Windows Virtual Machines 4
y 1 Virtual network il s nsvazurepubs-interface- X0 Metviork intmrface West US
Prondaion Windaws Server, SO Server, ShasePoien Vi
1 Public IP address
twork inteda "
. Netorkivutice g Linux Virtual Machines (2

i Network imerdace Provision Ubuntu, Red Mat, Cent5, SUSE, Core0S YMs

AvailabilitySet Availability set
e pp Service (£
¢ Storage account (e Ape Service i
B Create Web Apps ting NET, Java, Nodejs, Pythan, PHP

» firewallvnet Virtual network

I Functions &2
. Process events with 3 servariess code architaciure

0 ] - 0L Database [
U Service Health - )
Maraged relational S0 Database as a Service

IS «| mAdd EZEditcolumns [ Deleteresource group () Refresh =% Move L
Subscription (zhangs) Subscription ID Deployments
@ " Visual Studio Professional (Convert... 5ad9385-2d3f-4123-BaSa-439c0e... 3 Succeeded
® Overview
Tags {change)
B Activity log Click here to add tags
i Access control (IAM)
Alltypes + | | Alllocations + | | Mo groupings
& Tags
Erent 7items Show hidden types @
vents
NAME TYPE LOCATION
SETTINGS
&> firewallVnet Virtual network West US
@4 Quickstart K3 nsvazurepubs Virtual machine West US .-
& Resource costs =5 nsvazurepubs Storage account West US
s Deployments B nsvazurepubs-interface-X0 Network interface West US -
nsvazurepubs-interface-X1 Network interface West US
Policies
@ nsvazurepubs-NSG Netwaork security group West US -
Properties .
B nsvazurepubs-PrimaryWANIP Public IP address West US
& Locks
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Finding the Public IP Address of Your NS,

On the Dashboard page or the Resource group page, click the VM name link to display the Public IP address of
your NSv virtual firewall. The VM name link has a description or type of Virtual machine.

0 @ w* Connect P stant e Restart M stop =P Move m Delete O Refresh
= o ‘nevazurepubs’ is not using Managed Disks. Migrate to Managed Disks to get more benefits. =
B Overview I
Resource group (change) Computer name
nsvazurepubs nsvazurepubs
=] Activity log I v
| Status Operating system
. | Running Linux
s Access control (IAM) i X
Location Size
‘ 3 West US Standard D3 v2 (4 vepus, 14 GB memory)
ags
g Subscription (change) Public IP address
Visual Studio Professional(Converted 1o EA) 40,
K Diagnose and solve problems J: £
Subscription ID Virtual network/subnet
firewallVnet/WAN-X1
SETTINGS DNS name

nsvazurepubs.westus.cloudapp.azure.com

TIP: Log into the NSv at the displayed public IP address for SonicOS management and to register the NSv
on MySonicWall.

0)

Logging into Your NS,, for SonicOS Management

To log into your NSv for SonicOS management:
1 In the left navigation pane of Azure, click Virtual Machines.
2 Click the name of your NSv.

3 Inthe Overview screen, the IP address of the NSv is displayed under Public IP address.

Create a resource

All services ol «| #mConnect P Start Q' Restart M Stop  => Move [ Delete ) Refresh

@ rsvszurepubs' is not using Managed Disks. Migrate to Managed Disks to get more benefits.

L BT E Ovenview =
Resource group {change) Computer name
App Services nsvazurepubs nsvazurepubs
& spp B Activity log ? ’
Status Operating system
: - Running Linx
# Function Apps 2% Access control (1AM)
Location Size
SLd £ West US Standard D3v2 (4 vepus, 14 GB memery)
)L databases oot
< # Tas Subscription (herge) Public IP address
X - Visual Studio Professional(Converted to EA) 0.]
Azure Cosmos DB K Diagnose and solve problems Subscription 1D Virtual metwerkieabnet
5 at firewallVnet/WAN-X1
Virtual machines L4 DMS name

SETTINGS
nsvazurepubs.westus.cloudapp.azure.com

4 Point your browser to https://<Public IP address>, using the public IP address of your NSv.

5 Log into SonicOS (default credentials: admin/password).
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Viewing and Configuring Security Rules

On the Dashboard page or the Resource group page, click the NSG link to view the inbound and outbound

security rules. The NSG link has a description or type of Network security group.

® [«

) Overview

B Activity log

b4 Access control (IAM)
& Tags

# Diagnose and solve problems

SETTINGS

¥ Inbound security rules
™. Qutbound security rules
B Network interfaces
<> Subnets

1! Properties

& Locks

B3 Automation script

MONITORING

Diagnostics logs

SUPPORT + TROUBLESHOOTING
¥ Effective security rules

& New support request

= Move

@ Delete ) Refresh

Resource group (chznge)
nsvazurepubs

Locatien
West US

Subscription {change)
Visual Studio Professional(Converted to EA)

Subscription ID
5

=)
Tags {change)
Click here to add tags
Inbound security rules
PRIORITY NAME
100 Allow-HTTPS-management-from-IP
101 Allow-SSH-management-from-1P
102 Allow-HTTP-management-from-IP
103 Allow-Azurel oadBalancer
200 A\ Deny-HTTPS-management
20 Deny-S5H-management
202 Deny-HTTP-management
300 A Default-Allow
65000 AllowVnetinBound
65001 AllowAzureLoadBalancerinBound
65500 DenyAllinBound
Outbound security rules
PRIORITY NAME
65000 AllowVnetOutBound

Any

Security rules

inbound, 0 outbound

Associated with

1 subnets, 0 network interfaces

PROTOCOL

TCP

TCP

TCP

TCP

TCP

TCP

TCP

PROTOCOL

Any

SOURCE DESTINATION ACTION
' Any @ Allow
Any @ Allow
Any @ Allow
168.63.129.16 Any @ Allow
Any Any D Deny
Any Any O Deny
Any Any O Deny
Any Any @ Allow
k Vil k @ Allow
AzureloadBalancer  Any @ Allow
Any Any D Deny
SOURCE DESTINATION ACTION
k i k @ Allow

The inbound rules control management access to the NSv. The Source for these rules is initially set to your
public IP address, that you entered during the installation process for Management Access IP Source. To
manage the NSv from another location, you need to add an inbound rule.
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To add a new inbound rule for NSv HTTPS management access from another public IP address:

1 Click Inbound security rules in the left navigation pane of the Azure NSG page. The Inbound security
rules page displays.

jo) «| rAdd 2 Default rules
Cj Overview A PRIORITY NAME PORT PROTOCOL
B Activity log 100 Allow-HTTPS gement-from-IP 443 TP
ss Access control (IAM) m Allow-55H-management-from- P 22 Tcp
& Tags 102 Allow-HTTP-management-from-1P 80 TCcp
¥ Diagnose and solve problems 103 Allow-AzureLoadBalancer Any TCP

104 Allow-HTTPS-management-from-1P-2 443 TCP
SETTINGS

200 A Deny-HTTPS-management 443 TCP

Inbound security rules
20 Deny-55H-management 22 TP

Outbound security rules

2 Click the Add button. The Add inbound security rule dialog appears.

Add inbound security rule
ravazurepubs NSG

o Basie

* Source @ A

[P Addresses ~

* Source IP addresses/CIDR ranges @

* Source port ranges @

* Destination @

Any w
* Destination port ranges @
| 442 -
* Protoco

Ay upP
* Action
Deny

* Priity @
[0s v

* Name

Description v

3  For Source, select IP Addresses.

4 For Source IP addresses/CIDR ranges, type in your new public IP address or an address range in CIDR
format.

Optionally fill in Source port ranges if you want to specify the port(s).
For Destination, select Any.
For Destination port ranges, type in 443 for HTTPS access.

For Protocol, select TCP.

O 00 N o U

For Action, select Allow.

10 For Priority, type in an available number that is less than (higher priority than) the number for the first
Deny rule.
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11 For Name, type in a descriptive name for this rule.

12 Optionally fill in the Description field.
13 Click Add.

Forwarding Traffic to Your NS, in Azure

This section describes how to configure a route on your SonicWall NSv Series virtual firewall so that you can pass
traffic though the NSv.

If you have not yet registered your NSv on MySonicWall, do that now. See Registering the NSv Appliance from
SonicOS on page 41 for information. Your NSv must be registered to enable full functionality.

To configure a route on your NSv Azure firewall:

1

2

If not already logged into the Azure portal, navigate to https://portal.azure.com/ and log into your Azure
account.

In the Azure left navigation pane, click All services.

All services | Filter | 8ycategory ~

Create a resource

All ser

GENERAL (14)

In the All services Filter field, type Route. The display changes to show only services with “Route” in their
names.

All services | Rotte |

A Azure Maps Accounts * 24 Route filters *
Keywords: Route
‘i Route tables *

Click Route tables.

On the Route tables page, click Add to create a new route table.

SonicWall NSv Series Azure Getting Started Guide

32
Installing NSv Series on Azure


https://portal.azure.com/

The Create route table dialog is displayed.

=
)
"

Add  EE Edit celumns e
g | | \

* Subscription

NAME | Visual Studio Professional(Converted to EA)

* Resource group

(®) Create new () Use existing

* Location

[ Westus ~

BGP route propagation

Disabled [SELIEL]

No route tables to display

Create a route table when you need to override

Create route table

auomtion stons

6 Inthe Name field, type in a name for this route table.

7 For Subscription, select the subscription you are using in Azure.

8 For Resource group, select Create new if you will use the route table for other networks, or select Use
existing if you will use the route table for this network only. If you select Use existing, you can use the
drop-down list to select the same resource group you are using for your NSv.

9 The Location field should already display the same location you selected for your NSv.

10 For BGP route propagation, accept the default of Enabled.

* Name

nsvazurepubs-rt v I

* Subscnption

Visual Studio Professional{Converted to EA) v |

* Resource group
(_) Createnew (@) Use existing

nsvazurepubs ~
* Location
West US v

BGP route propagation
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11 Click Create to create the route table. After a brief wait, Notifications displays Deployment succeeded
and the new route table appears in the Route tables screen.

o Add  EZ Editcolumns () Refresh

Subscriptions: Visual Studic Professional(Converted to EA)

P 2 gn tags

| All resource groups

1items

NAME

o ; nsvazurepubs-rt

12 Click on the route table name.

13 In the route table screen, under SETTINGS, click Routes.

[2 «

e
% Overview

B Activity log
i Access control (IAM)
& Tags

# Diagnose and solve problems

SETTINGS

& Configuration

“% Routes
<> Suhng@

14 On the Routes screen, click Add to add a route to the route table.

15 In the Add route screen, for Route name, type in a descriptive name such as default_route.

16 For Address prefix, type in 0.0.0.0/0 to elect all traffic to be forwarded to the NSv.

17 For Next hop type, select Virtual appliance from the drop-down list.
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18 For Next hop address, type in the IP address of the NSv X0 interface.

* Route name

I default_route v

* Address prefix @
0.0.0.0/0

Next hop type @

Virtual appliance w

* Next hop address @
192.168.2.4

o Ensure you have IP forwarding enabled on your virtual apphance. You can enable this by
navigating to the respective network interface’s IP address settings.

19 Click OK. This creates the route.

20 Next, you need to associate the route table. In the Route table options, click Subnets.

u Overdew

st ADORESS PRI BT b
@ Activitylog

default route 0.0.0.0/0 192.168.24
s Access control AM)

F T
K Diagnese and sebve prablems
ETTINGS
B Cerfiguiatan
a Routes
Subnets

|
il

21 In the Subnets screen, click Associate.

« + Aszocia

HAME

i Overview

B Actiitylog
No results,
s Access control (IAM)
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22 In the Associate subnet screen, click Virtual network. The resources with possible virtual networks are
displayed to the right under Resource.

ceedy firewallVinet
] vestnewon 5 €7 et
Choose a virtual network

23 Click on the desired resource. The display on the right changes to the Choose subnet screen and shows
the possible subnets available for that resource.

L) LAN-X0

1 Virtual netwark vl nvazurepubs
firewallinet
<. b WAN-X1
novazurepuBs
2 Subnet b3
Choose & subret

24 Under Choose subnet, click LAN-XO0. Since we entered the X0 IP address above for Next hop address, the
X0 subnet must be selected here.

25 Click OK at the bottom of the screen. Azure performs the association and the LAN-X0 subnet appears on
the screen.

0 ‘ «| = Associste
. [£
‘% Overview
NAME ADDRESS RANGE VIRTUAL NETWORK
H Activity log
LAN-X0 192.168.2.0/24 firewallVnet

i Access control (JAM)
& Tags

¥ Diagnose and solve problems

SETTINGS
& Configuration
"

% Routes

<> Subnets

This completes the configuration required for forwarding traffic through the NSv. Continue to Testing
Traffic Through Your NSv in Azure on page 36.

Testing Traffic Through Your NS, in Azure

After configuring a route for forwarding traffic on your NSv, you can verify it with some test traffic. You can send
traffic from any client machine or virtual machine on the same subnet as the route you configured. In our
configuration, this is the LAN-XO subnet, or 192.168.2.0/24.

For example, you could create an Ubuntu virtual machine in Azure, using the same options as your NSv for the
following settings:

e Subscription

e Resource group

SonicWall NSv Series Azure Getting Started Guide

36
Installing NSv Series on Azure



e Location
e Virtual network

e Subnet (such as LAN-X0 or 192.168.2.0/24)

To send traffic through your NSv:

1 Onyour client machine or VM (Ubuntu, for example), open a console window. For an Ubuntu VM on
Azure, click Serial Console in the Virtual machine options.

2 Type ping 192.168.2.4 on the command line.

«| 7 Feedbackls @&

The pings should succeed.
3 Loginto your NSv and navigate to the MONITOR | Appliance Health | Live Monitor page.

4  Scroll down to view the Connection Count chart. It should show a positive count, caused by the pings.

Connection Count=

Current: Peak: M4 Mase: 1250000 w [

Aute Y-Scaling

Other charts on the page will also show activity. This verifies that traffic can be forwarded to the NSv.
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Troubleshooting Installation Configuration

If the NSv fails to come up, follow the instruction in Using the Virtual Console on page 54 to go to the NSv
Management Console window or the SonicOS CLI window. Check the boot messages:

@ | NOTE: The error messages shown below indicate that the virtual firewall cannot boot.

Insufficient Memory Assignment

The following messages will appear if the virtual machine has insufficient memory. This may occur when doing
an NSv installation or a NSv product upgrade.

SonicOS boot message:

Insufficient memory 4 GB, minimum memory required 10 GB for NSv model: “NSv 800 Beta”
Power off the Network Security virtual appliance and assign 10 GB to this virtual appliance.

This message can also appear in the Management Console logs as shown in the two following screen shots.

localhost Initializing SonicWall support services
System Info :10: localhost Completed configuring the operating environment for SonicD3
Management Network :10: localhost
Test Management Network :10: localhost
Diagnostics :10: localhost Total memory installed 4160884 Kb
NTP Server :10: localhost CPU flags: fpu ume de pse tsc msr pae mce cx8 apic sep mtrr pge
Lockdoun Mode :10: localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
System Update 3 localhost Configuring the operating environment for Sonic0S

About 3 localhost Initializing SonicWall support services
localhost Completed configuring the operating environment for SonicD3
localhost
localhost Total memory installed 4160884 Kb
localhost CPU flags: fpu ume de pse tsc msr pae mce cx8 apic sep mtrr pge
localhost 3 HModel “Intel (R) Xeon(R) CPU F5-2470 0 @ 1.90GHz"
B oca Lhos
—— Reboot
Mar 30 15:05: localhost Unconfigure the operating environment for Sonic0S
Mar 30 15:02: localhost Initializing SonicWall support services
Mar 30 15:02: localhost Completed configuring the operating environment for SonicD3
Mar 30 15:02: localhost
Mar 30 15:02: localhost Total memory installed 4160884 Kb
Mar 30 15:02: localhost CPU flags: fpu ume de pse tsc msr pae mce cx8 apic sep mtrr pge
Mar 30 15:02: localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
Mar 30 15:02: localhost Configuring the operating emvironment for Sonic0S
—— Reboot
Mar 30 15:01: localhost Unconfigure the operating environment for Sonic0S
Mar 30 14:59: localhost Initializing SonicWall support services
Mar 30 14:59: localhost Completed configuring the operating environment for SonicD3
Mar 30 :59: localhost
Mar 30 :59: localhost Total memory installed 4160884 Kb
30 :59: localhost CPU flags: fpu ume de pse tsc msr pae mce cx8 apic sep mtrr pge
localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
localhost Configuring the operating emvironment for Sonic0S

localhost Unconfigure the operating environment for Sonic0S
localhost Initializing SonicWall support services
localhost Completed configuring the operating environment for SonicD3
localhost
localhost Total memory installed 4160884 Kb
localhost CPU flags: fpu ume de pse tsc msr pae mce cx8 apic sep mtrr pge
localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
localhost Configuring the operating emvironment for Sonic0S

—— Reboot

Mar 30 14 3 localhost Unconfigure the operating environment for Sonic0S

Mar 30 14 3 localhost Initializing SonicWall support services

NOTE: For details on navigating the NSv Management Console to troubleshoot the installation, see Using
the Virtual Console on page 54.
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Memory may be insufficient without an insufficient memory log entry:

Mar 30 14:44:14 localhost Initializing SonicWall support seruvices

System Info localhost Completed configuring the operating environmment for Sonic0S
Management Network =
Test Management Network localhost
Diagnostics gealbo g a
NIP Server localhost CPU flags: fpu ume de pse tsc msr pae mce cx8 apic sep mirr pge mca
Lockdowun Mode t44: localhost CPU count: 2, Model "Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
System Update t44: localhost Configuring the operating environment for Sonic0S
Reboot | Shutdoun
fAbout :43: localhost Unconfigure the operating environment for Sonic0S

localhost

localhost Initializing SonicWall support seruvices

localhost Completed configuring the operating environment for Sonic0S

localhost No system information file available

localhost Total memory installed 8172916 Kb

localhost CPU flags: fpu ume de pse tsc msr pae mce cx8 apic sep mirr pge mca

localhost CPU count: 2, Model "Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"

localhost Configuring the operating environment for Sonic0S

Incompatible CPU

If the CPU does not support AES instructions the following message will appear:

CPU Model Intel(R) Xeon(R) CPU E5-2420 O @ 1.90GHz is not supported by SonicWall Network
Security Virtual

CPU Model Intel(R) Xeon(R) CPU E5-2420 O @ 1.90GHz does not support the Advanced Encryption
Standard(AES) instructions

Refer to Getting Started Guide and install the SonicWall Network Virtual on a supported
platform

The message can also be seen in the logs provided by the management console:

enuw localhost Initializing SonicWall support seruices
stem Info localhost Completed configuring the operating enviromment for SonicOS
Hanagement Network 2 acalbo i padc 3 SaCh b a i

Test Management Network H localhost Total memory installed 8099184 Kb

Diagnostics localhost

NTP Seruver localhost

Lockdown Mode g [ ags: e de = = x = =
Systen Update localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz
Reboot | Shutdoun localhost Configuring the operating environment for Sonic0S

About —— Reboot

Mar 30 H localhost Unconfigure the operating environnent for Sonic0S
Har gg localhost Initializing Soniclall SllDBDl"t service:

Mar localhost This NSv model supports 8 CPU, cur-rentSCPLI count is only Z, for impr
Mar 30 localhost Total memory installed 8099184 Kb

Mar 30 localhost CPU flags: fpu ume de pse tsc msr pae mce cxB apic sep mtrr pge mca
Mar 30 localhost CPU count: Z, Model "Intel(R) Xeon(R) CPU E5-24Z0 0 @ 1.90GHz"

Mar 30 localhost Configuring the operating enviromment for SonicOS

—— Reboot ——

Mar 30 15:10: localhost Initializing SonicWall support services

If the CPU does not support SSE 4.1 or 4.2 instructions the following message will appear:

CPU Model Intel(R) Xeon(R) CPU E5-2420 O @ 1.90GHz is not supported by SonicWall Network
Security Virtual
CPU Model Intel(R) Xeon(R) CPU E5-2420 O @ 1.90GHz does support SSE 4.1 or 4.2 instructions

Refer to Getting Started Guide and install the SonicWall Network Virtual on a supported
platform
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Incorrect CPU Configuration

All cores must be on the same socket. Customer needs to change the CPU configuration in settings.

The SonicWall Network Security requires all virtual CPU to reside on a single socket.
Power down the virtual machine and adjust the CPU configuration such that all CPU reside on the
same socket

NOTE: The above error may occur when EVC masks the CPU capability.
https://communities.vmware.com/thread/536227 resolution is to disabled EVC.

Insufficient Resources at Time of Configuration

If the ESXi infrastructure where the NSv is being installed has poor performance the following message may
appear at time of installation:

Initializing services: IMPORTANT, DO NOT POWEROFF OR REBOOT
-- Warning --
This initialization is taking longer than expected.
Please ensure sufficient compute resources are available to the SonicWall Network Security
Virtual.

If the above message occurs during initialization, more information is available in the logs:

Infu I : is i ation proc

T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
About i ation proc T
Logs i ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc aking | r
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc T
ation proc aking longer the
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Licensing and Registering Your NS,

Topics:
e Registering the NSv Appliance from SonicOS on page 41
e Registering with Zero Touch Deployment on page 43
e Registering an NSv Manually in a Closed Network on page 45
e Deregistering Your NSv on page 46

e Converting a Free Trial License to Full License on page 47

Registering the NS, Appliance from
SonicOS

Once you have installed and configured network settings for your NSv Series appliance, you can log into SonicOS
management and register it in your MySonicWall account. Registration of your SonicWall NSv Series follows the
same process as for SonicWall hardware-based appliances.

®

NOTE: System functionality is extremely limited if registration is not completed. See Using SonicOS on an
Unregistered NSv on page 49 for more information.

To register your NSv appliance:

1 Point your browser to your NSv WAN or LAN IP address and log in as the administrator (default admin /
password).

2 Click the Register link in the top banner or on the MONITOR | System > Status page.

SO[\”CWALL" Network Security Virtual MONITOR INVESTIGATE MANAGE ﬁeg\ster | Help | Logout

N_/  Mode: Configuration

n The password hasn't been changed.

Current Status
Log messages cannot be sent because you have not specified an outbound SMTP server address.

} User Sessions @ Cloud backup not enabled - Click here to enable.
System Information Show Multi-Core Monitor Security Services Show All License Information

Model: NSv Unlicensed Nodes/Users: 10 Nodes (0 in use)
Product Code: 70000 SSL VPH Hodes/Users: 2 Nodes (0 in use)
GUD: - & & L Your SonicWall is not registered.

Firmware Version: SonicOS Enhanced 6.5.0. 2-8v-sonicosv-37-19 1647118 Chdchereliolieottenyougonilall

Safemode Version: SafeMode 6.5.0.0

ROM Version: SonicROM 5.0.0.0

3.55% - 4.73 GHz (2 x 2394 MHz Intel(R) Xeon(R) CPU

&Rl E5-2673 v3 @ 2.40GHzZ)

Total Memory: 14GBRAM
System Time: 10/11/2018 14:26:31
Up Time: 0 Days 00:23:32
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3

4

10

Enter your MySonicWall credentials and click LOGIN to log into MySonicWall.

SON|CWALL" Network Security Virtual (lo]NigEel:@ INVESTIGATE  MANAGE

Current Status

System Status

} User Sessions

MySonicwall username/email

Password

LOGIN

Forgot your Username or Password?

Create MySonicwall account @

In the Serial Number and Authentication Code fields, enter the corresponding values you received after
purchasing your NSv Series virtual firewall from SonicWall.

Serial Number

Authentication Code

I What is this?

Friendly Name

SUBMIT

Type a descriptive name for the NSv into the Friendly Name field.

Click SUBMIT.

The licensing server acquires the necessary information from the NSv Series appliance and your
MySonicWall account.

Acknowledge the registration completion notification by clicking CONTINUE.

SonicOS automatically restarts and then displays the login page.

Log into SonicOS.

On the MANAGE view under Updates, the Licenses page now shows your NSv appliance as Licensed.

In the Licenses page, you can activate security service free trials, enable available services, and click to
purchase other services you want.

SonicWall NSv Series Azure Getting Started Guide

42
Licensing and Registering Your NSv



Registering with Zero Touch Deployment

The SonicWall NSv Series for ESXi is Zero-touch enabled. Zero-Touch makes it easy to register your unit and add
it to SonicWall Capture Security Center or SonicWall GMS On-Premises for management and reporting.
Topics:

e Deploying from CSC Management on page 43

e Deploying from GMS On-Premises on page 44

Deploying from CSC Management
1) Register:

e Point your browser to https://cloud.sonicwall.com and log into your MySonicWall account or create an
account.

e |n Capture Security Center, click the mySonicWall tile to launch the MySonicWall Dashboard.

e (Click the Add Product button % to launch the QUICK REGISTER dialog and then type in the serial
number of your SonicWall NSv. Click Confirm.

You should receive the NSv serial number and authentication code with your purchase confirmation
email.

e Inthe REGISTER A PRODUCT dialog, fill in the Friendly name and Authentication code, and select the
Tenant Name. By default, all products are placed under SonicWall Products Tenant.

e Click Register.

2) Enable Zero Touch and CSC Management and Reporting:

e MySonicWall recognizes your appliance model and displays the Zero Touch option. Enable Zero Touch
and then click Register again. A success message is displayed to indicate Zero Touch readiness.

e In MySonicWall, navigate to Product Management > My Products, select the appliance, and click the Try
button to enable the license for CSC Management and Reporting (if not enabled already). A success
message displays.

3) Connect and Power On the VM:

NOTE: The NSv must be able to obtain an IP address via DHCP from the WAN connection. You may use as
static IP address. For details on using the NSv Management Console to setup a static IP address, see Using
the Virtual Console on page 54.

CSC Management automatically acquires the unit (it can take up to 30 minutes for initial acquisition). Once the
unit is acquired, you can begin management.

To view the status of your NSv instance:
e In MySonicWall, pull down the curtain for Capture Security Center.
e Using the same Tenant as you selected during registration, click the Management tile.

e Click the appliance serial number or friendly name under DEVICE MANAGER to display its status.

SonicWall NSv Series Azure Getting Started Guide

4
Licensing and Registering Your NSv 3


https://cloud.sonicwall.com

Getting the Latest Firmware for the NSv

1 In Capture Security Center, click the mySonicWall tile.

N

Navigate to Resources & Support > My Downloads and select your product firmware from the Product
Type drop-down menu.

Click the link for the firmware you want and save the file to a location on your computer.
Pull down the curtain for Capture Security Center.

Using the same Tenant as you selected during registration, click the Management tile.

In DEVICE MANAGER, click on the NSv instance in the left pane.

In the center pane, go to the Register/Upgrades > Firmware Upgrade page.

0 N oo v b~ W

Click the Choose File button to select the firmware you just downloaded, then click Upgrade from Local
File.

Deploying from GMS On-Premises

PREREQUISITE: GMS 8.7 or higher is required. Be sure that your GMS system is <Short Product Name>
enabled. Refer to the knowledge base article at:
https://www.sonicwall.com/support/knowledge-base/?sol_id=190205183052590

1) Register:
e Log into your MySonicWall account or create an account at www.mysonicwall.com.

e (Click the Add Product button % to launch the QUICK REGISTER dialog and then type in the serial
number of your SonicWall appliance. Click Confirm.

You can find the serial number and authentication code on the shipping box or appliance label.

e Inthe REGISTER A PRODUCT dialog, fill in the Friendly name and Authentication code, and select the
Tenant Name. By default, all products are placed under SonicWall Products Tenant.

e (Click Register.

2) Enable Zero Touch:

e MySonicWall recognizes your NSv model and displays the Zero Touch option. Enable Zero Touch.

e Select the desired GMS Public IP from the GMS Server Public IP/FQDN drop-down list. The ZeroTouch
Agent Public IP/FQDN field is populated with the associated IP address.

@ | IMPORTANT: Verify that both of these IP addresses are the same as those you configured during
the prerequisite process.

e (Click Register.
3) Connect and Power On VM:

@ NOTE: The NSv must be able to obtain an IP address via DHCP from the WAN connection. If you need to
use a static IP address, refer to the details on using the NSv Management Console, see Using the Virtual
Console on page 54.

GMS automatically acquires the unit (it can take up to 30 minutes for initial acquisition). Once the unit is
acquired, you can begin management.
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To view the status of your NSv instance:
e Loginto GMS and navigate to the FIREWALL view.

e Click on the appliance in the left pane to display the status.

Getting the Latest Firmware for the NS,

1 Inaweb browser, navigate to www.mysonicwall.com.

N

Navigate to Resources & Support > My Downloads and select your product firmware from the Product
Type drop-down menu.

Click the link for the firmware you want and save the file to a location on your computer.
In GMS, navigate to the FIREWALL view and click on the NSv instance in the left pane.

In the center pane, go to the Manage > Register/Upgrades > Firmware Upgrade page.

o v b~ W

Click the Choose File button to select the firmware you just downloaded, then click Upgrade from Local
File.

Registering an NS,, Manually in a Closed
Network

@ NOTE: This registration method uses Manual Upgrade and is not recommended for normal product
registration on products that have internet access. See Registering the NSv Appliance from SonicOS on
page 41 for the recommended registration method on products with internet access.

In a closed network, your NSv does not have internet access and cannot communicate directly with the
SonicWall licensing server. To complete the registration process, you need to obtain information from
MySonicWall and then log into SonicOS on your NSv and enter that information.

@ NOTE: System functionality is extremely limited if registration is not completed. See Using SonicOS on an
Unregistered NSv on page 49 for more information.
To register an NSv virtual firewall in a closed network environment:
1 Loginto your NSv appliance and navigate to the MONITOR | System Status page.

2 Make a note of the GUID, or leave the page open in your browser. The GUID is displayed in the System
Information section.

NOTE: If the GUID is already updated on MySonicWall, it is necessary to de-register and restart the
NSv. See Deregistering Your NSv on page 46. If your NSv cannot connect with MySonicWall, contact
Technical Support to de-register the GUID from MySonicWall.

In another browser tab or window, log into your MySonicWall account.

Navigate to My Products and click on the entry for your NSv appliance.

Click on the + next to GUID.Enter the GUID into the dialog box and click Update.

a b~ W

To get the License Keyset, first click the key icon. The License Keyset is displayed. This is a binary
representation of all the service licenses activated on your NSv.

~N

Select the License Keyset and copy it to your clipboard.

8 Log into your NSv appliance or return to that browser window if still logged in.
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9 Navigate to the MANAGE | Licenses page in SonicOS.

10 Under Manual Upgrade, paste the License Keyset into the Enter keyset field.

Manual Upgrade

Enter keyset

Please also specify following info:

Serial Number:

Authentication Code: =

Registration Code:

APPLY

11 In the Serial Number and Authentication Code fields, enter the corresponding values you received after
purchasing your NSv Series virtual firewall.

12 In the Registration Code field, enter the registration code you received when you did the initial
registration in MySonicWall to obtain the OVA file.

13 Click APPLY to register the NSv and activate the licensed services.
14 Click ACCEPT.

Your NSv virtual firewall is now registered.

Deregistering Your NS,

You can deregister your NSv directly from the SonicOS management interface. Deregistration puts the virtual
appliance into the unregistered state and deletes the binding between it and its serial number in MySonicWall.
Then you can use the serial number to register the same or another NSv instance. Only one NSv instance is
allowed per serial number.

NOTE: Only an NSv which was registered online can be deregistered. If the NSv was registered using the
offline method, deregistration is not supported. For assistance, contact technical support.

To deregister an NSv:
1 Loginto the SonicOS management interface on your NSv virtual appliance.

2 Navigate to the Updates | Setting page in the MANAGE view.

3 Select Export Configuration from the Import/Export Configuration drop-down list to export your current
configuration settings before deregistering your NSv.

Import Configuration

Export Configuration ‘{b id Date

SonicWall NSv Series Azure Getting Started Guide

4
Licensing and Registering Your NSv 6



This makes it possible to import the settings to another NSv instance.

CAUTION: Be sure to export your configuration settings before deregistering your NSv. You cannot
recover them after deregistration.

4 Navigate to the Updates | Licenses page in the MANAGE view.
5 Under Manage Security Services Online, click the DEREGISTER button.

Manage Security Services Online

There are two methods to activate, upgrade or renew services.
1. Go to MySonicWall.com, then come back and synchronize your changes.

2. Provide your MySonicWall login and make all changes from here.

SYNCHRONMIZE DEREGISTER

6 Click OK in the confirmation dialog.

This will deregister the unit and put it back to unregistered state.
Click "OK" to proceed?

[ok ] [ cancel ]

If deregistration is successful, the virtual appliance will return to the unregistered state. You can see the
Register link in the top banner of SonicOS and the message “Your SonicWall is not registered” on the
MONITOR | System > Status page.

If deregistration fails, an error message is displayed in the status bar at the bottom of the SonicOS
management interface.

Converting a Free Trial License to Full
License

A SonicWall NSv instance installed as a 30-day free trial can easily be converted to a full production licensed NSv
instance.

To convert your free trial to a production version:

1 Purchase a SonicWall NSv license from a distributor. You will receive a fulfillment email with the new
serial number and authentication code.

Log into SonicOS on your free trial instance.
Navigate to the Updates | Licenses page in the MANAGE view.
Under Manage Security Services Online, click the DEREGISTER button.

v A W N

Click OK in the confirmation dialog. The virtual firewall returns to the unregistered state.
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6 Click the Register link in the top banner or on the MONITOR | System > Status page.

SONlCWALL" Network Security Virtual [eINafe: @l INVESTIGATE — MANAGE R%mr | Help | Logout

Mode: Configuration b

The password hasn't been changed.
Current Status

Log messages cannot be sent because you have not specified an outbound SMTP server address.
} User Sessions (D Cloud backup not enabled - Click here to enable.
System Information Show Multi-Core Monitor Secunty Services Show All License Information
Model: NSv Unlicensed Nodes/Users: 10 Nodes (0 in use)
Product Code: 70000 SSL VPN Nodes/Users: 2 Nodes (0 in use)
GUID: b — —————
Firmware Version: SonicOS Enhanced 6.5.0. 2-8v-sonicosy-37--4cf82cf8 Click here to Register your Sonicwall.

7 Enter your MySonicWall credentials and then click LOGIN.

MySonicWall username/email

Password

LOGIN

8 Enter the Serial Number and Authentication Code you received after purchasing your NSv Series
instance.

9 Click SUBMIT.

10 The licensing server acquires the necessary information from the NSv Series appliance and your
MySonicWall account. If asked, you can specify a Friendly Name or Product Group for the NSv Series
appliance.

11 Acknowledge the registration completion notification by clicking CONTINUE.
SonicOS automatically restarts and then displays the login page.
12 Log into SonicOS.

In the MONITOR view, the System > Status page now shows your licensed security services, and the
Register link is no longer displayed.

13 In the MANAGE view on the Updates | Licenses page, you can activate security service free trials, enable
available services, and click to purchase other services you want.
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SonicOS Management

Topics:
e Managing SonicOS on the NSv Series on page 49
e Using SonicOS on an Unregistered NSv on page 49

e Using System Diagnostics in SonicOS on page 52

Managing SonicOS on the NS, Series

The X1 interface is the default WAN Interface and is set to use DHCP addressing by default, with HTTPS
management enabled. You can utilize a DHCP server on the X1 connected network. If DHCP is not available, use
the console to access the CLI and configure a static IP address.

The X0 interface is the default LAN interface, and by default has HTTPS management enabled. Its IP address is
set to 192.168.168.168 by default. You can map this interface to your own network during initial deployment.
After deployment, you can reconfigure the IP address to an address in your network.

To log into SonicOS for management of the NSv:
1 Point your browser to either the LAN or WAN IP address. The login screen is displayed.
When the X1 WAN interface is using DHCP addressing, DNS is also enabled. You can generally access the
WAN address from any machine in your network.

If you have an existing network on 192.168.168.0/24 in your environment, you can access the default IP
address of the X0 LAN interface of your NSv from a computer on that network for SonicOS management.
The NSv X0 IP address is 192.168.168.168 by default.

2 Enter the administrator credentials (default admin / password) and press Enter.
The SonicOS management interface is displayed. You can navigate and update the configuration just as
you would with any SonicWall network security appliance.

NOTE: To upgrade your release of NSy, either use the management interface as described in Soni-
c0S 6.5 for NSv Series Updates documentation available on the SonicWall portal, or use the SafeM-
ode web interface as described in Installing a New SonicOS Version in SafeMode on page 71.

Using SonicOS on an Unregistered NS,

The SonicOS management interface provides fewer features on an unregistered NSv Series appliance than on a
registered NSv. The Available SonicOS Pages on Unregistered NSv table provides a summary of the available

features on an unregistered NSv.
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Available SonicOS Pages on Unregistered NSv

Top Level View

Page Group

Page Within Group

Description

MONITOR

System Status

n/a

System information, Node license,
Alerts, Network interface settings

User Sessions

SSL-VPN Sessions

User sessions connected via SSL VPN

Active Users

Active user session information;
Logout button for users

Active Guest Users

Active guest user session information;
Logout button for guest users

User Monitor

Graph of logged in users over time for
client logins and web based logins

INVESTIGATE

Event Logs

n/a

Log event table, dynamically updated,
filterable, searchable, one-click details

Connection Logs

n/a

Connection log, source/destinations,
protocols, bytes transferred, filterable,
searchable, flush option

Appflow Logs

n/a

Requires App Visualization license,
which requires registration

System Diagnostics

n/a

TSR access and Diagnostic tools:

Check Network Settings

Ipv6 Check Network Settings
Connections Monitor
Multi-Core Monitor

Core Monitor

Link Monitor

Packet Size Monitor

DNS Name Lookup

Find Network Path

Ping

Core 0 Process Monitor
Real-time Black List Loockup
Reverse Name Resolution
Connection Limit TopX
TraceRoute

PMTU Discovery

Web Server Monitor

User Monitor

See Using System Diagnostics in
SonicOS on page 52 for information.

MANAGE

Licenses

n/a

Node license information,
MySonicWall access, Manual Upgrade

Settings

n/a

Firmware versions, Local Backup,
Settings import/export, Settings
options to send to SonicWall Support

Restart

n/a

Restarts the virtual firewall after
confirmation

SonicWall NSv Series Azure Getting Started Guide

SonicOS Management



Available SonicOS Pages on Unregistered NSv

Top Level View  Page Group Page Within Group Description
Appliance Base Settings Firewall name, Admin username and
password, Login security, Multiple
administrator, Web/SSH/GMS
management, Client certificate
checks, and Language settings
SNMP Enable SNMP
Certificates View and Import certificates,
Generate certificate signing requests,
SCEP for issuing certificates to
endpoint devices
System Time Time and time zone, NTP server
settings
System Schedules Schedule settings
Network Interfaces Interface settings, Traffic statistics

Failover & Load Balancing

Enable load balancing, LB Group
configuration, Statistics

Zones Zone settings

VLAN Translation VLAN Translation configuration

DNS IPv4 DNS settings

DNS Proxy Enable DNS Proxy, DNS proxy and
cache settings

Routing Route policies, OSPF, RIP

ARP Static ARP entries, ARP settings and

cache

Neighbor Discovery

Static NDP entries, NDP settings and
cache

MAC-IP Anti-spoof

Interface anti-spoof settings, cache,
detected list

Web Proxy Proxy forwarding, User proxy servers
Dynamic DNS DDNS Profile settings
Log Settings Base Setup Logging and alert levels, per-category
settings
SYSLOG Syslog settings, servers
Automation Email settings for sending logs and

alerts, Solera Capture Stack

Name Resolution

DNS and NetBios methods

Analyzer Requires Analyzer license, which
requires registration
Legal n/a End User Product Agreement
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Using System Diagnostics in SonicOS

The Tools | System Diagnostics page on the INVESTIGATE view provides several diagnostic tools that help
troubleshoot various kinds of network problems and process monitors, to help you resolve many of the
common issues you might face. Each tool is different from the others so the display changes with the tool.
However, some of the data management functions are common among the tools.

Nearly all the tools have these buttons at the bottom of the window:

ACCEPT CANCEL REFRESH
Button Function
ACCEPT Saves any changes you made to the diagnostic support report or diagnostic tool.
CANCEL Cancels any changes you initially made to the diagnostic support report or

diagnostic tool.

REFRESH Refreshes the data being displayed in the Diagnostic Tools section.

Some tools have management functions to help you manage lists of data. These operate much like the options
on the other logs and reports.

Search

Filter

Toggling between views (IPv4 vs. IPv6, for example)
Refresh

Export

Clear

Select the tool you want from the Diagnostic Tool drop-down menu in the Tools | System Diagnostics page.
The Check Network Settings tool is described below. See the SonicOS 6.5 NSv Series Investigate administration
documentation for complete information about the available diagnostic tools.
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Check Network Settings

Diagnostic Tools

Diagnostic Tool: Check Metwork Settings -

Check Network Settings

General Network Connection

Server 1P Address  Test Results Notes Timestamp  Progress Test

Default Gateway (X1) 10.203.28.1
DNS Server 1 10.200.0.52
DNS Server 2 10.200.0.53

Security Management

Server IP Address  Test Results Notes Timestamp  Progress Test
My Sonicwall N/A
License Manager N/A

TEST ALL SELECTED

Check Network Settings is a diagnostic tool that automatically checks the network connectivity and service
availability of several pre-defined functional areas of the NSv Series, returns the results, and attempts to
describe the causes if any exceptions are detected. This tool helps you locate the problem area when users
encounter a network problem.

Specifically, Check Network Settings automatically tests the following functions:
e Default Gateway settings
e DNS settings
e MySonicWall server connectivity
e License Manager server connectivity
e Content Filter server connectivity
The return data consists of two parts:
e Test Results — Provides a summary of the test outcome
e Notes — Provides details to help determine the cause if any problems exist

The Check Network Settings tool is dependent on the Network Monitor feature available on the Tools |
Network Probes on the INVESTIGATE view. Whenever the Check Network Settings tool is being executed
(except during the Content Filter test), a corresponding Network Monitor Policy appears on the Tools | Network
Probes page, with a special diagnostic tool policy name in the form:

diagTestPolicyAuto <IP_address/Domain_name> 0

@ NOTE: Log messages show the up/down status of some of these special network objects. These objects,
however, live for only three seconds and then are deleted automatically.

To use the Check Network Settings tool, first select it in the Diagnostic Tools drop-down list and then click the
Test button in the row for the item that you want to test. The results are displayed in the same row. A green
check mark signifies a successful test, and a red X indicates that there is a problem.

To test multiple items at the same time, select the Server checkbox at the top of the table to select all items or
select the checkbox for each desired item and then click TEST ALL SELECTED.

If probes fail, you can click the blue arrow to the left of the IP Address field of the failed item to jump to the
configuration page to investigate the root cause.
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Topics:

Using the Virtual Console

e Connecting to the Console with SSH on page 54

e Navigating the NSv Management Console on page 56

e Using SafeMode on the NSv on page 65

Connecting to the Console with SSH

SSH is used to connect to the virtual console of an NSv deployed on Azure.

To connect to the management console using SSH:

1 Launch PuTTY and type in the public IP address of the NSv on Azure.

You can find the public IP by clicking Virtual Machines in the Azure portal, then clicking the name of your
NSv and locating the public IP on the Overview screen.

S PUTTY Configuration ?
Category:
[~'Session Basic options for your PuTTY session
Loggin
;f.Ter?g%alg Specify the destination you want to connect to
Keyboard Host Name (or IP address) Port
Bell ||40. - - | |22
Features
= Window Connection type:
| | Appearance ORaw (OTelnet ORIlogin @ssH O Serial
Behaviour
Translation Load, save or delete a stored session
Selection Saved Sessions
Colours | |
[~/ Connection
Data Default Settings Load
Proxy :
Telnet Save
Rlogin
SSH Delete
Serial
Close window on exit:
Oaways (O Never (@ Only on clean exit
About Help Open Cancel

2 For Port, type in 22 if it is not already set.

@ NOTE: Changing the SSH port to anything other than 22 can prevent access to the SonicCore

mangement console and the SonicOS CLI console.

3 For Connection type, SSH should already be selected by specifying port 22.
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240, PuTTY - o X

a »
—System Inf | ~
Model : SonicWall Network Security = Virtual Series
Product Code : 72004
Serial Number : 0N To
Model Name : NSw 400 (Azure)
Sonic0S Version : 6.5.0.2
GOID : B - e e i -

System Time
Up Time
Load Average

Tue 2018=07=31 17:26:57 UTC
20 hours 2 minutes 50 seconds
0.3 0.4 0.5

Sonic0S Operational

Up  Down
AR

Enter

https://192.168.1.4/

(c) [Ctrl-s

cebar] to switch con




See Navigating the NSv Management Console on page 56 for information about the options in the NSv
management console.

Navigating the NS, Management Console

The NSv management console provides options for viewing and changing system and network settings, running
diagnostics, rebooting SonicOS, and other functions. You can connect to the NSv management console by using
PuUTTY or a similar application to SSH to the public IP address of an NSv on Azure. See Connecting to the Console
with SSH on page 54.

To navigate and use the management console:

1 Press Ctrl+s and then press the spacebar to toggle between the SSH virtual console or VMware remote
console and the NSv management console. That is, press the Ctrl key and ‘s’ key together, then release
and press the spacebar. The NSv management console has an orange background.

Management Network

Test Management Network
Diagnostics

NTP Seruver

Lockdown Mode

System Update

Reboot | Shutdown

About

Logs

2 The main menu is displayed in the side menu (left pane). Use the up/down arrow keys to move the focus
between menu items. As the focus shifts, the right pane displays the options and information for that
menu item. The currently selected item is highlighted in black.

3 Press the Tab key to move the focus from side menu to the main view (right pane), or vice versa.

4 In the main view, use the up/down arrow keys to move the focus between options. Items shown inside
square brackets denote actionable items.

5 To select an option for editing or to choose the associated action, use the up/down arrow keys to move
the focus to the editable/actionable items and press the Enter key.
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An edit/selection dialog is displayed in the middle of the main view below the option list. Some dialogs
have selectable actions and some are only for information:

Some dialogs are for input:

6 Use the arrow keys as needed to move between selections in the dialog. To change a value, press
Backspace to erase each character, then type in the new value. When ready, press Enter to commit the
change or perform the selected action. You can dismiss the dialog by pressing Esc.

The NSv management menu choices are described in the following sections:
e System Info on page 58
e Management Network or Network Interfaces on page 59
e Test Management Network on page 60
e Diagnostics on page 61
e NTP Server on page 62
e Lockdown Mode on page 63
e System Update on page 64
e Reboot | Shutdown on page 64
e About on page 65
e logs on page 65

SonicWall NSv Series Azure Getting Started Guide

7
Using the Virtual Console s



System Info

Management Network

Test Management Network
Diagnostics

NTP Server

Lockdoun Mode

System Update

Reboot | Shutdown
Aibout

Logs

Some of the information in the System Info screen is dynamic. The following information is displayed:
e Model —This is the model of the NSv appliance.
e Product code — This is the product code of the NSv appliance.

e Serial Number — The serial number for the appliance; this is a number unique to every NSv instance
deployed. This number can be used to identify the NSv appliance on MySonicWall.

e Model Name — This is the model name of the NSv appliance.

e SonicOS Version — This is the currently running SonicOS version of the NSv appliance.
e GUID - Every NSv instance has a GUID which is displayed here.

e System Time — This is the current system time on the NSv appliance.

e Up Time —This is the total time that the NSv appliance has been running.

e Average Load — This shows the average CPU load for the last 1 minute, 5 minutes and 10 minutes. You
can change the Average load time durations to view the CPU load over longer or shorter time periods.

e SonicOS — This presents the current state of the SonicOS service on the NSv. Operational is displayed
here when the SonicOS service is running normally, Not Operational when there is a problem with the
service and Operational (debug) if the service is currently running in debug mode.
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Management Network or Network Interfaces

Network Interfaces screen (Azure)

S2407% &0 W - PuTTY - a X

In this screen, the network settings are read-only except when the management console is in SafeMode. In
SafeMode, you can configure these settings.

e Management Interface — This is the current interface serving as the management interface. This defaults
to X1.

e |Pv4 Address — This is the IPv4 address currently assigned to the management interface.
e Netmask — This is the netmask currently assigned to the management interface.

e Mac Address — This is the MAC address of the management interface.

e |Pv6 address — This is the IPv6 address currently assigned to the management interface.
e Gateway — This is the default gateway currently in use by the NSv appliance.

e DNS - This is a list of the DNS servers currently being used by the NSv appliance.
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Test Management Network

The Test Management Network screen is displayed for an NSv on VMware ESXi, but not for an NSv on Azure. In
an Azure NSy, the Ping and Nslookup commands are available on the Diagnostics screen.

System Info

Management Network

Test Management Network
Diagnostics

NTP Seruver

Lockdoun Mode

System Update

Reboot | Shutdoun

About

Logs

The Test Management Network screen provides the Ping and Nslookup tools to test connectivity between the
management interface and the local network. Ping is used to test whether hosts in the network are reachable.
Nslookup is available for sending DNS queries from the NSv appliance.

To use Ping:

1 Select Test Management Network in the Menu and press Tab to move the focus into the Test
Management Network screen.

2 Select Ping to highlight it and then press Enter to display the Enter IP address dialog.

3 Navigate into the dialog, press Backspace to clear the current value, and then type in the IP address that
you want to ping.

4 Press Enter.

The ping output is displayed in the Ping host dialog.

5 Press the Esc key to close the dialog.

To use Nslookup:

1 Select Test Management Network in the Menu and press Tab to move the focus into the Test
Management Network screen.
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2 Select Nslookup to highlight it and press Enter to display the Enter hosthame dialog.

System Info

Management Network

Test Management Network
Diagnostics

NTP Server

Lockdoun Mode

System Update

Reboot | Shutdown
Aibout

Logs

3 Navigate into the dialog, press Backspace to clear the current value, and then type in the hostname that
you want to look up with a DNS query.

4 Press Enter.

The Nslookup query results are displayed in an information dialog. You can scroll up and down within the
dialog by using the up/down arrow keys.

5 Press the Esc key to close the dialog.

Diagnostics

Systém Info
Management Network
Test Management Network

NTP Seruver
Lockdowun Mode
Reboot | Shutdown
About

Logs

In the Diagnostics screen, you can send diagnostics to SonicWall Technical Support. This has the same
functionality as clicking SEND DIAGNOSTIC REPORTS TO SUPPORT in the INVESTIGATE | Tools | System
Diagnostics page of the SonicOS web management interface.

@l NOTE: Your NSv appliance must have internet access to send the diagnostics report to SonicWall Support.
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To send the diagnostics report, select Send in the main view to highlight it, then press Enter. A dialog box
showing the diagnostics send output is displayed. The last message indicates success or failure.

System Info

Management Network

Test Management Network
Diagnostics

NTP Server

Lockdoun Mode

System Update

Reboot | Shutdown
Aibout

Logs

Press the Esc key to close the dialog.
Any errors during the Send process are displayed in the Send diagnostics dialog box.
Common reasons for the report failing to send include:

e Misconfigured/missing default gateway

e Misconfigured/missing DNS servers

e Inline proxy

@ | NOTE: The Send Diagnostics tool does not currently work through HTTP proxies.

NTP Server

System Info

Hanagement Metwork

Test Management Metwork
Di tics

Lockdoun Mode
Reboot | Shutdoun
About

Logs

In the NTP Server screen, you can synchronize with an NTP server. For complete NTP Server configuration
options, log into the SonicOS management interface and navigate to the MANAGE | Appliance > System Time

page.
The NTP Server screen displays the following information:

e Sync with NTP server — This button forces the NSv appliance’s NTP client to perform a sync with the
configured NTP server(s).

e Current time — The current time on the NSv appliance.
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e Network time enabled — A Yes/No value determining whether the NTP client is currently configured to
keep in sync with an NTP server.

e NTP synchronized — A Yes/No value determining if the NSv appliance is currently synchronized with the
configured NTP server(s).

Lockdown Mode

System Info

Management Network

Test Management Network
Diagnostics

NTP Seruver

5 | Sht-;tdnun

In the Lockdown Mode screen, you can enable Strict Lockdown mode. When enabled, the management console
is effectively disabled. A dialog box that cannot be closed is permanently displayed on the management console.
This prevents any person from accessing the management console.

To enable Strict Lockdown mode, select Enable and then press Enter.

Be careful about enabling Strict Lockdown mode. Strict Lockdown mode cannot be disabled.

Temporary Lockdown Mode

A temporary lockdown mode can be enabled and disabled in SonicOS on the MANAGE | Appliance > Base
Settings page. You can enable lockdown mode by clearing the Enable management console checkbox under the
Advanced Management section, and can disable lockdown mode by selecting the checkbox. Click ACCEPT after
each change.

The management console will automatically be enabled/disabled a few seconds after it has been
enabled/disabled in the SonicOS web interface page.
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System Update

The System Update screen is available on NSv in Azure.

4000 W - pUTTY - o x

Reboot | Shutdown

System Info

Management Network

Test Management Network
Diagnostics

NTP Server

Lockdown Mode

Hhﬁut
Logs

The Reboot | Shutdown screen provides functions for rebooting the NSv appliance, enabling debug mode, and
enabling SafeMode. To perform an action, position the focus and then press Enter to select the desired action.
Select Yes in the confirmation dialog, then press Enter again.

The actions available on the Reboot | Shutdown screen are:
e Reboot SonicWall — Restarts the NSv Series virtual appliance with current configuration settings.
e Shutdown SonicWall — Powers off the NSv Series virtual appliance.

e Boot with factory default settings — Restarts the NSv Series virtual appliance using factory default
settings. All configuration settings will be erased.

e Boot SonicWall into debug — Restarts the NSv Series virtual appliance into debug mode. Normally this
operation is performed under the guidance of SonicWall Technical Support.

e Boot SonicWall into safemode — Puts the NSv Series virtual appliance into SafeMode. For more
information, see Using SafeMode on the NSv on page 65.
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About

Systém Info
Management Metwork
Test Management Metwork

Diagnostics

NTP Server
Lockdown Mode
Reboot | Shutdown

The About screen provides information about the software version and build.

Logs

The Logs screen displays log events for the NSv appliance.

localhost Automatic secure crash analysis reporting is enabled
System Info c :54 localhost P : diagnostic reporting for support purposes is enabled
Management Netuork 25 loca lhost 2 icWall support services
Test Hanagement Network 3 localhost g ted confi i operating environment for SonicOS
Diagnostics pr 25 31: localhost Co A fi g Soni
NTP Server 5 2 localhost Hodel Su 3 - - - s only £, for in
Lockdoun Hode 5 ¢ localhost Total memory insts -
Systen Update Apr 2 231 localhost CPU [lags: fpu ume de pse pic sep ntrr pge nca
Reboot | Shutdown Apr 2 - localhost CPU count: 2, Model "Intel(R) Xeon(R) CPU ES 0 vl @ 2.60GHz"
About pr 2 : localhost

localhost

locall £

localhost 3 i ic reporti
localhost pport =

localhost Completed cénfiguring the operating en

localhost Mo system information file available

localhost Total memory installed 10&: Kh

localhost CPU flags: fpu ume de pse tsc msr pae mce cxB apic sep mtrr pge mca
localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2690 v3 @ 2.60GHz"
localhost Configuring the operating ewirooment for SonicOS

Using SafeMode on the NS,

The NSv appliance will enter SafeMode if SonicOS restarts three times unexpectedly within 200 seconds. When
the NSv appliance is in SafeMode, the appliance starts with a very limited set of services and features enabled.
This is useful when trying to troubleshoot issues. The NSv appliance can also be configured to boot into
SafeMode by using the Reboot | Shutdown screen in the NSv management console.

In SafeMode, some of the features the management console provides are different in the following ways:
e Configurable interfaces
e Configurable default gateway

e Configurable DNS servers

@l NOTE: Changes made to interfaces in SafeMode are not persistent between reboots.

When the NSv is in SafeMode, the SonicOS service is one of the services that is not enabled and is shown as Not
operational on the SafeMode System Info screen.
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The SafeMode Management Console always starts with the System Info screen.

Management Network

Test Management Network
Diagnostics

NTP Server

System Update

Reboot | Shutdown

Aibout

Logs

NOTE: To exit SafeMode, disable it on the Reboot | Shutdown screen or deploy a new firmware image.
See Disabling SafeMode on page 67 and Installing a New SonicOS Version in SafeMode on page 71 for
more information.
Topics:

e Enabling SafeMode on page 66

e Disabling SafeMode on page 67

e Configuring the Management Network in SafeMode on page 68

e |nstalling a New SonicOS Version in SafeMode on page 71

e Downloading Logs in SafeMode on page 72

Enabling SafeMode

SafeMode can be enabled from the management console.

To enable SafeMode:
1 Access the NSv management console as described in one of:
e For NSv on Azure, see: Connecting to the Console with SSH on page 54

2 Inthe console, select the Reboot | Shutdown option and then press Enter.
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3 Navigate down to the Boot SonicWall into safemode option to highlight Enable, and then press Enter.

Test Management Metwork
Diagmostics

HTF Server

Lockdown Mode

Systen Update

Reboot | Shutdoun
About

Logs

4 Select Yes in the confirmation dialog.
5 Press Enter.

The NSvimmediately reboots and comes back up in SafeMode.

NOTE: In SafeMode, the web interface is served from an HTTP server. The HTTPS server is not
started in SafeMode.

Disabling SafeMode

To disable SafeMode:
1 Inthe SafeMode menu in the NSv management console, select the Reboot | Shutdown option and press
Enter.

2 Inthe Reboot | Shutdown screen, navigate down to the Boot SonicWall into safemode option to
highlight Disable, and then press Enter.

System Info

Management Network

Test Management Network
Diagnostics

NTP Server

System Update

Reboot | Shutdoun
About

Logs

3 Select Yes in the confirmation dialog.
4  Press Enter.

The NSvimmediately reboots and boots up in normal mode.
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Configuring the Management Network in
SafeMode

When the Management Console is in SafeMode, the Management Network screen in the NSv management
console provides features to configure the NSv appliance interfaces:

e Management Interface — This is the currently selected interface. This defaults to X1. Use this to select
any of the NSv appliance interfaces.

e |Pv4 Address — The current IPv4 address currently assigned to the Management Interface.
e Netmask — The current Netmask assigned to the Management Interface.

e Mac Address — The MAC address of the Management Interface.

e |Pv6 Address — The currently assigned IPv6 address of the Management Interface.

e Gateway — The current Default Gateway currently in use by the NSv appliance.

e DNS - A list of the current DNS servers currently being used by the NSv appliance.

@l NOTE: Changes made to interfaces in SafeMode are not persistent between reboots.

Topics:
e Configuring Interface Settings on page 68

e Disabling an Interface on page 70

Configuring Interface Settings

In SafeMode, the Management Network screen includes editable and actionable items which are read-only
when the management console is in normal mode.

Management Network
Trmd Maviamrmmnand WAt Pk

Diagnostics

NTP Server

System Update
Reboot | Shutdown
About

Logs
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To edit an interface:

1 Inthe SafeMode Management Network screen, select the Management interface option and then press
Enter.

The Select Interface list appears, displaying all of the interfaces available on the NSv.

Diagnostics

NTFP Server

System Update
Reboot | Shutdown
fAibout

Logs

2 Select the interface you wish to edit and press Enter.

The IPv4 and IPv6 addresses, Netmask, MAC address, Gateway, and DNS settings are displayed on the
screen above the interface selection dialog.

3 To edit the IPv4 address, select IPv4 Address on the screen and press Enter.
The on-screen dialog displays the current IP address.

4 Navigate into the dialog and make the desired changes, then press Enter to close the dialog or press Esc
to cancel and close the dialog.

5 Two new buttons appear on the screen after you make changes to an interface setting: Save changes and
Cancel. You can use the Tab key to navigate to these buttons.

System Info

Hanagement Network

Test Management Network
Diagnostics

NTF Server

Systen Update

Reboot | Shutdoun

About

Logs
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NOTE: You cannot navigate to the left navigation pane until you either save changes or cancel using
these buttons.

Do one of the following:

e To make changes to other settings for this interface, navigate to the desired setting, press Enter,
make the changes in the dialog, then press Enter to close the dialog for that setting. Repeat for
other settings, as needed.

e |[f finished making changes to the settings for this interface, press Tab to navigate to the Save
changes button and then press Enter to save your changes.

e Press Tab to navigate to the Cancel button and then press Enter to cancel all changes to the
settings for this interface.

Disabling an Interface

You can disable an interface while in SafeMode.

To disable an interface:

1
2

6

In the SafeMode Management Network screen, select the Management interface option.
Press Enter.

The Select Interface list appears, displaying all of the interfaces available on the NSv.
Select the interface you wish to edit and press Enter.

The IPv4 and IPv6 addresses, Netmask, MAC address, Gateway, and DNS settings are displayed on the
screen above the interface selection dialog.

Select IPv4 Address and press Enter.
The on-screen dialog displays the current IP address.

Navigate into the dialog and change the IP address to 0.0.0.0, then press Enter.

|System Info

|Management Hetwork

Test Management Network
|Diagnostics

|NTP Server

|System Update

|Reboot | Shutdoun

About

|Logs

The Save changes button is displayed.

Press Tab to navigate to the Save changes button and then press Enter.
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The interface is disabled.

Installing a New SonicOS Version in SafeMode

SWI files are used to upgrade SonicOS. You can download the latest SWI image file from MySonicWall.

In SafeMode, you can upload a new SonicOS SWI image and apply it to the NSv appliance. The SafeMode web
management interface is used to perform an upgrade, rather than SafeMode in the NSv management console.
When viewing the NSv management console in SafeMode, the URL for the SafeMode web interface is displayed
at the bottom of the screen.

For additional instructions on the following procedure, see:
For additional information on uploading a new image, refer to:
https://www.sonicwall.com/support/knowledge-base/?sol_id=180404172741874

@l NOTE: In SafeMode, the web management interface is only available via http (not https).

To install a new SonicOS from SafeMode:

1 Depending on the type of NSv deployment, determine the IP address to use to access the SafeMode web
management interface:

e Onan NSvdeployed in Azure, you can access the Safemode web interface at the public IP address
assigned to the NSv.
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2 In a browser, navigate to http://<IP address>, using the applicable IP address. The SafeMode web
management interface displays.

SONICWALL"  network Security Virtual

SonicOS is running in Safe Mode

Safe Mode will allow you ta do any of the following: SonicOS Product Info
> Download the Safe Mode Lags for troubleshaoting by the SonicWall Suppart Team Model: NSv Unlicensad
2 Upload new SenicOS application images Product Code: 70000
> Boot your choice of application image GUID: - - . - -
> Restore the setings to their factory default values Serial Number:
Download Safe Mode Logs

Image Management

Restat & gefresh 1 Upload Image

Current Image Version %  Import Date Last Used Date Status Boot Image Actions
6.5.0.2-Bv-sonicosv- 4/25/2018, 6:14:00 PM 4/25/2018, 6:14:03 PM Mot Running: Safe Mode @, MIA

37--25793204

3 Click the Upload Image button to select an SWI file and then click Upload to upload the image to the
appliance. A progress bar provides feedback on the file upload progress. Once the upload completes, the
image is available in the Image Management list in the SafeMode web interface.

4 Inthe row with the uploaded image file, click the Boot button and select one of the following:
e Boot Uploaded Image with Current Configuration

e Boot Uploaded Image with Factory Default Configuration

Image Management

Restart i netrash B Upload Image

Current Tmage Version w Import Date Last Used Date Status Boot Image Actions

£ 5.0.2-By-sonicosy-3T-20Tr4d AN, 4:20:26 FM 411212018, 426:45FM  Not Running: Safe Mode @, )
Uploaded Image Version Load Date Build Date Boot Image Actions
6.5.0.2-0v-sonicosy-37~20TEMd A8, 4.43.31 PM 411212018, 3.38.33 AM ., ® ®

EBoal Uploaded Imagee (5 5.0 2-Bv-sonicosy-37--R207T80)
wih Current Cenfiguration

Boat Uploaded Image (6.5.0.2-0v-sonicosy-37-120734d)
witn Factory Detault Configuration

The NSv appliance reboots with the new image.

Downloading Logs in SafeMode

When the NSv appliance is in SafeMode, extra logging information is kept that can be downloaded. The logs are
available from the SafeMode web management interface, which can be accessed via the URL provided at the
public IP address of an NSv on Azure.

@l NOTE: In SafeMode, the web management interface is only available via http (not https).
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To download logs from SafeMode:

1 Ina browser, navigate to http://<IP address>, using the applicable IP address. The SafeMode web
management interface displays.

SONICWALL"  network Security Virtual

SonicOS is running in Safe Mode

Safe Mode will allow you ta do any of the following: SonicOS Product Info
> Download the Safe Mode Lags for troubleshaoting by the SonicWall Suppart Team Model: NSv Unlicensad
2 Upload new SenicOS application images Product Code: 70000
> Boot your choice of application image GUID: - - . - -
> Restore the setings to their factory default values Serial Number:
Download Safe Mode Logs

Image Management

Restat & gefresh 1 Upload Image

Current Image Version %  Import Date Last Used Date Status Boot Image Actions
6.5.0.2-Bv-sonicosv- 4/25/2018, 6:14:00 PM 4/25/2018, 6:14:03 PM Mot Running: Safe Mode @, MIA

37--25793204

2 Click the Download Safe Mode Logs button. A compressed file is downloaded which contains a number
of files, including a console_logs file that contains detailed logging information.
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Glossary: Azure Networking

Azure takes a different approach to networking when compared to classic networking infrastructure.
VNet

A virtual network in Azure is more comparable to a VRF (virtual route-forwarding instance) then to a Vlan. A
Vnet is defined over an Address Space. All networks within a VNet need to be sub-networks of this Address
Space. VNets within same location or different location must not have overlapping Address Spaces. The Address
Space has to be defined within RFC1918 space. A VNet contains one or multiple Subnets that are more alike to
Vlans on a switch. The VNet routes between all Subnets within the same VNet by default. All Subnets have
NATed outbound access to the Internet. If a Public IP has been defined for an interface, all attached hosts have
automatic inbound access from the Internet, regardless in which Subnet they are. VNets among each other are
connected via VNet-to-VNet VPN, Site-to-Site IPsec VPN, or VNet peering, all of which is being charged and
metered.

UDR

A User-Defined Route (UDR) is a routing table that can be attached to a Subnet. Its purpose is to overwrite the
default behavior of the VNet. One of the most common uses is to overwrite the default route out to a virtual
public network, instead, to a gateway like a router or firewall (virtual) appliance.

NSG

A Network Security Group is a collection of simple stateful access-control socket rules. UDRs can be applied to a
Subnet or an Interface. Their main purpose is to secure access to Resources from the Internet and to each
other.

NVA

A Network Virtual Appliance in Azure has the function of a router, VPN gateway, or a firewall. Unlike their
nonvirtual cousins, NVAs typically only have two interfaces. Azure encourages the deployment of multiple NVAs
in spot solutions, rather than of a large collapsed solution we see in brick-and-mortar datacenters. NVA
redundancy is provided by Azure’s built-in load-balancing function.

Express Routes

Express Routes are not routes, but are VPN circuits between datacenters and via partners to on-premises
running of private infrastructure, instead of the public Internet. Express Routes are very expensive. Instead an
NVA like the Sonicwall NSv is able to pride this service much more cost effectively.

Network Interfaces

Network Interfaces are virtual NIC (Network Interface Card). Unlike with VMware where virtual NICs appear like
real NICs within the guest, and are configured there like real interfaces, in Azure, all addressing happens on the
Network Interface, and is learned via DHCP by the guest. Unlike VMware, machine sizes typically support a low
number of Network Interfaces, one or two, sometimes four.

Addressing of Network Interfaces is typically dynamic, but can be done static. If left to dynamic, the next
available IP address is being allocated. Within each /24 Subnet, the first available address is .4 in the last octet.
The first three addresses in each Subnet are reserved by Azure.

Network Interfaces may or may not have public IP addresses attached. Network Interfaces can have secondary
IPs configured, which do not have be configured within the guest since Azure attaches the same MAC from the
primary to its secondaries.
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Public IP

A Public IP is typically a routable but randomly assigned public IP address that is attached to a Network Interface
or a Load-balancer resource. Public IP re-address each time when a virtual machine is allocated, unless set to
static. When a virtual machine is stopped, from within Azure in order to stop machine billing, the Public IP is
being lost. Public IPs can enter DNS hostnames so that references stay the same after restart of the machine.
Both primary and secondary IPs within a Network Interface can have Public IPs attached.

We are going to discuss two design choices for implementing a NVA in the next chapter. From a general design
perspective, special about Azure is:

e A NVA (firewall) is placed within a VNet, not in-between VNets

e All Subnets within a VNet have access to each other. All hosts have automatic access to the Internet. In
order to force traffic through the firewall, a UDR has to be configured and attached to the LAN side
Subnet.

e A NVA has typically only two interfaces
e Public IPs from Network Interfaces of machines on the LAN side have to be moved.

e NSGs are configured by default and would need to be loosened, or removed, when access should be
controlled by the firewall. NSGs are important to limit public access to the firewall’s management
interface.
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7

SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid maintenance
contract.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. To access the Support Portal, go to https://www.sonicwall.com/support.

The Support Portal enables you to:

View knowledge base articles and technical documentation

View and participate in the Community forum discussions at
https://community.sonicwall.com/technology-and-support.

View video tutorials

Access MySonicWall

Learn about SonicWall professional services

Review SonicWall Support services and warranty information
Register for training and certification

Request technical support or customer service

To contact SonicWall Support, visit https://www.sonicwall.com/support/contact-support.
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