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Zero-trust network access

Endpoint: Fabric Agent

Improved TCP forwarding performance -7.0.1

See ZTNA TCP forwarding access proxy without encryption example.

Endpoint: Remote Access
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Dual stack IPv4 and IPv6 for SSL VPN -7.0.1

FortiClient (Windows) has added SSL VPN dual stack support, where it can send IPv4 and IPv6 traffic over the same
tunnel. By default, this feature is disabled. Only FortiOS 7.0 and later versions support this feature.

To enable dual stack for an SSL VPN tunnel in the GUI:

1. In FortiClient, on the Remote Access tab, select an existing VPN tunnel or create a new one.
2. Selectthe Enable Dual-stack IPv4/IPv6 address checkbox.

To enable dual stack for an SSL VPN tunnel in the XML:

<forticlient configuration>
<vpn>
<sslvpn>
<connections>
<connection>
<dual stack>1</dual stack>
</connection>
</connections>
</sslvpn>
</vpn>
</forticlient configuration>

This is a balanced but incomplete XML configuration fragment. It includes all closing tags, but omits some important
elements to complete the SSL VPN configuration.

To configure dual stack in FortiOS:

config vpn ssl settings
set dual-stack-mode enable
end
config firewall policy
edit 14
set name "ssl-wanl"
set uuid 26f24a0a-09c4-51leb-daf7-cfb43ceal57f
set srcintf "ssl.root"
set dstintf "wanl"
set srcaddr "all"
set dstaddr "all"
set srcaddr6 "all"
set dstaddr6 "myinternalVe"
set action accept
set schedule "always"
set service "ALL"
set logtraffic all
set nat enable
set groups "sslvpn-group" "pki"
set users "test" "xyan" "dns-split"
next
end
config firewall policy
edit 21
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uuid 94e3489%9a-b764-5leb-efad-b7b3762070dd

set

set srcintf "ssl.root"

set dstintf "lan"

set srcaddr "all"

set dstaddr "all"

set srcaddr6 "all"

set dstaddr6 "myinternalVée"

set action accept

set schedule "always"

set service "ALL"

set nat enable

set groups "sslvpn-group"
next

end

The following table summarizes the results:

FortiOS enabled dual stack FortiOS disabled dual stack

FortiClient enabled dual stack

FortiClient disabled dual stack

See the FortiOS Administration Guide.

FortiClient sends IPv4 and IPv6 traffic
over the same tunnel.

FortiClient sends IPv4 traffic over an
IPv4 tunnel.
FortiClient sends IPv6 traffic over an
IPv6 tunnel.

SSL VPN security improvements

The connection fails.

FortiClient sends IPv4 traffic over an
IPv4 tunnel.
FortiClient sends IPv6 traffic over an
IPv6 tunnel.

Default SSL VPN security settings have been improved to help decrease the risk of network attacks. The Do Not Warn

Invalid Server Certificate option has been removed and is not enabled by default.

After installing FortiClient 7.0 and connecting to EMS, go to Settings. You can see that by default, Do Not Warn Invalid

Server Certificate is disabled.

When configuring a new SSL VPN tunnel or editing an existing one, the Do Not Warn Invalid Server Cetrtificate is not

available.
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New VPN Connection
VPN [ SSLVPN | |
Connection Name |

[
chandler Description | |

Remote Gateway |
+Add Remote Gateway

D Customize port

D Enable Single Sign On (SSO) for VPN Tunnel

L4 REMOTE ACCESS

Client Certificate [None
Authentication o Prompt on login (7; Save login
D Enable Dual-stack IPv4/IPvé address

Cancel Save

Using a browser as an external user-agent for SAML authentication in an SSL VPN
connection -7.0.1

When establishing an SSL VPN tunnel connection, FortiClient can present a SAML authentication request to the end
user in a web browser.

FortiClient (Windows) and (macOS) 7.0.1 and EMS 7.0.1 support this feature. FortiClient (Linux) 7.0.1 does not support
this feature.

This feature is not supported when SSL VPN realms are configured. When SSL VPN realms are configured and the user
provides their SAML authentication credentials in an external browser, FortiClient fails to establish the SSL VPN

connection.
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To configure FortiAuthenticator as the identity provider (IdP):

1. In FortiAuthenticator, go to Authentication > SAML IdP > Service Providers.
2. Configure a new service provider (SP) for SAML.

Edit SAML Service Provider
SP name: saml_ss!
1dP prefix sérlolpxemulz8dk Generate prefix
Server certificate: fac118_samitest | CN=facl18@samitestloc hd
1dP address: 172.17.61.118:443
IdP entity id: http://172.17.61.118:443/saml-idp/s6rlo1 pxemulz84k/metadata/ 2]
1dP single sign-on URL: https://172.17.61.118:443/saml-idp/sérlo1pxemulz84k/login/ [}
1dP single logout URL: Enps //172.17.61.118:443/saml-idp/s6rlo1pxemulz84k/logout/ (2]
Download IdP metadata mport SP metadata
SP entity ID: http:#/192.168.230.56:4433/remote/saml/metadata/
SPACS (login) URL: https:/192.168 230.56:4433/remote/saml/login/ Alternative ACS URLs
SP SLS (logout) URL: https:/192.168.230.56:4433/remote/saml /logout/
Support IdP-initiated assertion response
Participate in single logout
SAML request must be signed by SP
Authentication
Authentication methad: O Mandatory two-factor authentication
ferify all configured authentication factors
O Password-only authentication
© Token-only authentication
Bypass FortiToken authentication when user is from a trusted subnet |  configure subnets
Assertion Attributes
Subject NamelD: Username ~
Format Unspecified ~
Include realm name in subject NamelD
Debugging Options
SAML Attribute User Attribute Actions
username Username x
group FAC local group *®
Creste New

3. Goto Authentication > User Management > Local Users.
4. Create a new user.

To configure FortiGate as a SAML SP:

1. Inthe FortiOS CLI, create a SAML user. Ensure that the SP and IdP details match the details provided by
FortiAuthenticator:

config user saml
edit "sulO"
set cert "Fortinet Factory"
set entity-id "http://192.168.230.56:4433/remote/saml/metadata/"
set single-sign-on-url "https://192.168.230.56:4433/remote/saml/login/"
set single-logout-url "https://192.168.230.56:4433/remote/saml/logout/"
set idp-entity-id "http://172.17.61.118:443/saml-idp/s6rlolpxemulz84k/metadata/"
set idp-single-sign-on-url "https://172.17.61.118:443/saml-
idp/s6rlolpxemulz84k/login/"
set idp-single-logout-url "https://172.17.61.118:443/saml-
idp/s6rlolpxemulz84k/logout/"
set idp-cert "REMOTE Cert 1"
set user-name "username"
set group-name "group"
set digest-method shal
next
end

2. Ensure that the SAML redirect port is set to 8020. SAML external browser authentication uses port 8020 by default.
If another service or application is occupying this port, FortiClient displays a message showing that the SAML
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redirect port is unavailable.:
config vpn ssl setting

show full-configuration |

grep 8020

set saml-redirect-port 8020

next

end

and add the user that you created in step 1 to this group.
Go to VPN > SSL-VPN Settings. Under Authentication/Portal Mapping, create a mapping with the user group that
you created in step 3. From the Portal dropdown list, select full-access. Click OK.

Go to Policy & Objects > Firewall Policy. Select the SSL VPN firewall policy. Ensure that the Source field includes

the SAML user group.

Create a user group by going to User & Authentication > User Groups > Create New. Provide the required details

Edit Palicy
Select Entries x
1o} 1 -
Address Internet Service
Mame @ 33l 4 Crest
reate
ZTNA @
i - - S USER (4
Incoming Interface (@ S5LVPHN tunnel interface (sslroo % o
. LDAP (1]
_— & mgeller
Outgoing Interface #| port1 x p B samlgroup [
+ & zuest
Source Ball x wall & test
B saml-group x & vmtest
B ol x
B sslvon & USERGROUP (4
+ # Edit
Negate Source » &
Destination 2 vpn_access x
+

Megate Destination (¢

To configure external browser for authentication in EMS:

In EMS, go to Endpoint Profiles > Manage Profiles, and edit the desired profile.
On the VPN tab, click Add Tunnel. Provide the correct gateway information. In Advanced Settings, enable Enable

SAML Login. Configure other fields as desired. Save the tunnel.
3. Onthe XML Configuration tab, under the <sso_enabled> element for the tunnel, add <use external

browser>l</use_external_browser>

Profile Name | fest

Ak Maware © | @€ sanavox « | Ty web Fiter « | &g Firewal « | € VPN o | @ vunerabiity Scan o | £} System Settings

<connections>

<connections>
<connection>

<name>SANL_with_browserc/name>
<uid>EAFBA401-1E89 -4438-BFAG-DEDS28F20F2D</Uid>
<server>192.168.230.56:443</server>
<username></usernane>
<passuord></password>
<certificate>c/certificates
<prompt_certificate>ac/prompt_certificate>
<prompt_username>1</prompt_username>
<fgtr1c/fge>
<ss0_enabled>1¢/ss0_enabled>

<connection>
<name>SAML_with_brouser</name>
<uid>EAFBA4401-1E80-4438-BF46-DODS28F20F2D</ uid>
<server>192,168.230.56:443</server>

<username ></username>

<passuord></passuord>
<ccertificate></certificate>
<prompt_certificate>ec/prompt_certificate
<prompt_username>1</pronpt_usernane>
<fgtrl</fge>

<sso_enabled>1¢</sso_enabled>

Quse external browser>1</use external browsers

<single_user_mode>0</single_user_mode>
<wi>
<shou_remenber_password>8</show_renember_passuord>
<shou_aluaysup>8</shou_aluaysup>
<show_autoconnect>@</show_autoconnect>
<save_username>0</save_username>
</uis
<uarn_invalid_server_certificate>1¢/warn_invalid_server_certificate>
<allow_standard_user_use_systen_cert>8</allow_standard_user_use_systen_cert>
<redundant_sort_method>8</redundant_sort_nethod>
<RedundantSortMethod>@</RedundantSortMethod>
<traffic_control>
<enabled>8¢/enabled>

<single_user_mode>8</single_user_mode>
wi>

<shou_renember_password>6</show_renember_password>

<show_aluaysup>0</shou_aluaysup>

<shou_autoconnect>e</shou_autoconnect>

<save_username></save_username>
</ui>
<warn_invalid_server_certificate>1c/warn_invalid_server_certificate>
<allow_standard_user_use_system_cert>@</allon_standard_user_use_systen_cert>
<redundant_sort_nethod>8</redundant_sort_method>
<RedundantSortiethod>@</Redundantsorthethod>
<traffic_control>

<enabled>@¢/enabled>

<mode>1</mode>
</traffic_control> <mode>1¢</mode>
</connection> </traffic_control>
</connections> </connection>
</sslvpn> </connections>
<dpsecvpn> </sslupn>
<options> <ipsecvpn>
<enabled>1¢/enabled> <options>
cuse_win_current_user_cert>1¢/use_win_current_user_cert> <enabled>1</enabled>
<use_win_local_computer_cert>1</use_win_local_computer_cert> <use_win_current_user_cert>1</use_win_current_user_cert>
<beep_if_error>@</beep_if error> <us local_computer_cert>1</use_win_local computer_cert>
<be error>a</beep_if_error>

<usewincert>1</usewincert>

4. Click Test XML, then save the configuration.
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To test the connection in FortiClient:

After FortiClient receives the latest configuration update from EMS, go to the Remote Access tab.
View the tunnel to verify that the Use external browser as user-agent for saml user authentication field is enabled.

Connect to the tunnel by clicking SAML Login. Verify that FortiClient opens your default browser to prompt for
authentication. Provide your credentials and click Login to establish the connection.

FortiClient & FortiClient EMS 7.0 New Features Guide
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FortiClient EMS

o FortiClient Cloud Chromebook support 7.0.1 on page 21

Zero-trust network access
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EMS distributes SSL deep inspection CA certificates -7.0.1

FortiGate can push certificate authority (CA) certificates directly to EMS once it establishes communication with EMS.
You no longer have to manually import CA certificates from FortiGate to EMS.

The following instructions assume that FortiGate, EMS, and a FortiClient (Windows) endpoint are already operating as
components of a Fortinet Security Fabric. FortiClient is connected to EMS.

To configure EMS to distribute FortiGate CA certificates to FortiClient endpoints:

1. Create an EMS Fabric connector in FortiOS:

a. InFortiOS, go to Security Fabric > Fabric Connectors.
b. Click Create New.

c. Create a new Fabric connector for EMS.

Core Network Security

FortiClient
EMS

FortiClient EMS Settings

Type FortiClient EMS Clou
Name EMS

IP/Domain name 192.168.0.2

HTTPS port 443

EMS Threat Feed €@ ©

Synchronize firewall addresses @ @©

2. Configure EMS to import the certificates:
a. InEMS, go to Administration > Fabric Devices.
b. Authorize the connection request from the FortiGate.

c. Once the connection succeeds, EMS automatically imports FortiGate CA certificates. To verify this, go to
Endpoint Policy & Components > CA Cetrtificates. This pane lists certificates under the FortiGate serial number.

Name T Subject T Expiry A ¢
Fortinet_CA_SSL IC=US8/ST=California/L=Sunnyvale/O=FortinelOU=Certificate Authority/CN=FGVMO02TM21008213/emailAddress=support@fortinet.com 2031-08-12 15:22:05
Fortinet_CA_Untrusted /C=US/ST=California/L=Sunnyvale/O=FortinetOU=Certificate Authority/CN=Fortinet Untrusted CA/emailAddress=support@fortinet.com 2031-08-12 15:22:05

3. Goto Endpoint Profiles > Manage Profiles.
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4. Select the profile that is applied to the endpoint.

5. Onthe System Settings tab, enable Install CA Certificate on Client. Once enabled, the field displays the imported
FortiGate certificates. Select the desired certificates to distribute to the endpoints.

6. Click Save.

7. After the endpoint receives the profile updates from EMS, open the Manage Computer certificates/Manage User
certificates console on the endpoint.

8. Goto Trusted Root Certification Authorities > Certificates.

9. Confirm that the selected certificates are installed.

File Action View Help
e nE B XE H@

(5l Certificates - Current User
7| Personal
7| Trusted Root Certification Authorities

7| Certificates
Enterprise Trust

Intermediate Certification Authorities

Active Directory User Object
Trusted Publishers
Untrusted Certificates

Third-Party Root Certification Authorities

Trusted People
Client Authentication Issuers
Local NonRemovable Certificates
Smart Card Trusted Roots

Issued To
EZ]AAA Certificate Services
51 Baltimore CyberTrust Root

5 Class 3 Public Primary Certificat...
[5]COMODO RSA Certification Au..

5] Copyright (<) 1997 Microsoft
5] DigiCert Assured ID Root CA
5] DigiCert Global Root CA

(5] DigiCert Global Root G2

3l DigiCert High Assurance EV Ro
;] DigiCert Trusted Root G4
[51DST Root CA X3
EIFGYMO2TM21008213

5l GlobalSign

5] GlobalSign Root CA

5] Go Daddy Class 2 Certification ...

5] Hotspot 2.0 Trust Root CA - 03
L] lab-ARAGORN-CA

5l Microsoft Authenticode(tm) Ro...

EalMicrosoft ECC Product Reot Ce.
sl Microsoft ECC TS Root Certifica
Lzl Microsoft Root Authority

Ex]Microsoft Root Certificate Auth...

5] Microsoft Root Certificate Auth,

Lzl Microsoft Root Certificate Auth...
[ Microsoft Time Stamp Root Cer...

E5INO LIABILITY ACCEPTED, (¢)97

Issued By
ARA Certificate Services

Baltimore CyberTrust Root

Class 3 Public Primary Certificatio...
COMODO RSA Certification Auth...
Copyright (c) 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert Global Root CA

DigiCert Global Root G2

DigiCert High Assurance EV Root
DigiCert Trusted Root G4

DST Root CA X3
FGVMO2TM21008213

GlobalSign

GlobalSign Root CA

Go Daddy Class 2 Certification Au...
Hotspot 2.0 Trust Root CA - 03
lab-ARAGORN-CA

Microsoft Authenticode(tm] Root...
Microsoft ECC Product Root Certi
Microsoft ECC TS Root Certificate
Microsoft Root Authority

Microsoft Root Certificate Authori...

Microsoft Root Certificate Authori.

Microsoft Root Certificate Authori...

Microsoft Time Stamp Root Certif...
NO LIABILITY ACCEPTED, ()97 Ve.

Expiration Date
12/31/2028
5/12/2025
8/1/2028
1/18/2038
12/30/195%
11/8/2031
11/8/2031
1/15/2038
11/9/2031
1/15/2038
9/30/2021
8/12/2031
12/15/2021
1/28/2028
6/29/2034
12/8/2043
8/5/2041
12/31/1999
2/27/2043
2/27/2043

1/7/2004

Zero Trust tagging rules enhancement -7.0.1

Intended Purposes

Client Authenticati...
Client Authenticati...
Client Authenticati...
Client Authenticati...

Time Stamping

Client Authenticati...
Client Authenticati...
Client Authenticati...
Client Authenticati...
Client Authenticati...
Client Authenticati...

<All>

Client Authenticati...
Client Authenticati...
Client Authenticati...
Client Authenticati...

<All>

Secure Email, Code ..

<All>
<All>
<All>
<All>
<All>
<All>
<All>
Time Stamping

Friendly Name
Sectigo (AAA)

DigiCert Battimore ...
VeriSign Class 3 Pu...

Sectigo (formerly C...

Microsoft Timesta
DigiCert
DigiCert

DigiCert Global Roo...

DigiCert
DigiCert Trusted Ro...
DST Root CA X3
<None>

Google Trust Servic...

GlobalSign Root CA...

Go Daddy Class 2 C..
Hotspot 2.0 Trust R,

<None>

Microsoft Authenti..
Microsoft ECC Prod,

Microsoft ECC TS R.

Microsoft Root Aut...

Microsoft Root Cert...

Microsoft Root Cert.

Microsoft Root Cert...

Microsoft Time Sta...
VeriSign Time Stam

FortiClient EMS adds the following enhancements to Zero Trust tagging rules:

s Certificate

General | Detals Certification Path

§} Certificate Information

« All issuance policies
« Al appiication policies

This certificate is intended for the following purpose(s):

Tssued to: FGYMOZIM21008213

Tssued by: FGVMOZIM21008213

valid from 8/11/2021 to 8/12/2031

Issuer Statement

» Logical OR operation support on page 13
» Importing and exporting Zero Trust tagging rules on page 15
e On-Fabric rules on page 16

Logical OR operation support

To configure a rule using OR:

Go to Zero Trust Tags > Zero Trust Tagging Rules.
Click Add.
Click Add Rule.

Configure a rule as desired. This example configures a Windows running process rule that checks that Notepad and
riskyprocess.exe are running on the endpoint.

Ao b=
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Add New Rule
0s m Mac Linux i0S Android

Rule Type Running Process

Running Process NOT ‘ r\skyprocess.exs{ ]

NOT notepad.exe n
e

5. Click Save. By default, the rule is configured with the logical AND operation. Therefore, in this example, the rule
checks that both Notepad and riskyprocess.exe are running on the endpoint.

Zero Trust Tagging Rule Set

Name vulnerable_PC

Tag Endpoint As @

vulnerable_PC v
Enabled ©
Comments Optional

A

Rules @ EditLogic + Add Rule

Type Value
B8 Windows (1)

Running Pracess notepad.exe
and riskyprocess.exe

Save Cancel

FortiClient & FortiClient EMS 7.0 New Features Guide
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6. Click Edit Logic. Change the logic to OR, then click Save.

Zero Trust Tagging Rule Set

Name vulnerable_PC

Tag Endpoint As @

vulnerable_PC v
Enabled ©
Comments Optional
4
Rules 'O Default Logic 4 Add Rule

Type Value
8 Windows (1)

Running Pracess 1| notepad.exe

2 | riskyprocess.exe

Rule Logic @

[ 1012 ] D Reset

Save Cancel

7. To verify the rule, run Notepad on an endpoint that is connected to EMS. Verify that no process named

riskyprocess.exe is running on the endpoint.

In EMS, go to Zero Trust Tags > Zero Trust Tag Monitor. Confirm that the endpoint appears under the vulnerable_
PC rule.

Endpoint with Tag Z Refresh

& vulnerable_PC (1)
Endpoint User 0s IP Tagged on

DESKTOP-89BEMVF win10user Microsoft Windows 10 , 64-bit (build 18... 192.166.2.20 2021-08-12 16:06:14

| ) | Tota 1 Load next 50

Importing and exporting Zero Trust tagging rules

To import and export Zero Trust tagging rules:

1.

Go to Zero Trust Tags > Zero Trust Tagging Rules.

2. Click Export to export the currently defined rules.
3. Ensure that a JSON file of the rules is downloaded.

4,

| zero_trust_rules - Notepad — O x
File Edit Format View Help
H"rule_sets": [{"id": 1, "name": "vulnerable_PC", "tag": "vulnerable_PC",
"comments”: "", "use_custom_logic": true, "rules": [{"id": 1, "os": "windows",
"negative": false, "content": "notepad.exe", "type": "process"}, {"id": 2, "os":
"windows", "negative": false, "content": "riskyprocess.exe", "type": "process"}],

"logic": {"windows": {"op": "or", "rules": [{"id": 1}, {"id": 2}1}}}1}
Windows (CRLF) Ln 1, Col 1 100%

You can use import the same rules to another EMS using the JSON files. On another EMS, go to Zero Trust Tags >
Zero Trust Tagging Rules and click Import. Browse to and select the desired JSON file. Click Import.

FortiClient & FortiClient EMS 7.0 New Features Guide
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On-Fabric rules

EMS supports on-Fabric Zero Trust tagging rules. EMS currently does not support the NOT option for this rule type.

To create an on-Fabric/off-Fabric rule:

o ODd-=

Go to Zero Trust Tags > Zero Trust Tagging Rules.

Click Add.

Click Add Rule.

From the Rule Type dropdown list, select On-Fabric Status.
Click Save.

Add New Rule
0s m Mac Linux i0S Android

Rule Type

[ On-Fabric Status v ]

On-Fabric Status NOT | On-Fabric v

Provisioning ZTNA TCP forwarding rules via EMS -7.0.1

You can configure ZTNA TCP forwarding rules on the XML Configuration tab in an endpoint profile in EMS to push the
same rules to multiple endpoints, instead of manually configuring the rules on each endpoint.

To configure ZTNA TCP forwarding rules via EMS:

1.
2,
3.

In EMS, go to Endpoint Profiles > Manage Profiles.
Select the desired profile.

On the XML Configuration tab, edit the existing configuration to include the ZTNA rules elements. The following
provides an example with two rules:
<ztna>
<enabled>1</enabled>
<enable chrome>0</enable chrome>
<rules>
<rule>
<name>Salesforce</name>
<destination>salesforce.fortinet.com</destination>
<gateway>204.74.24.19</gateway>
<mode>transparent</mode>
<encryption>0</encryption>
</rule>
<rule>
<name>Finance</name>
<destination>finance.fortinet.com</destination>
<gateway>204.54.24.19</gateway>
<mode>transparent</mode>
<encryption>0</encryption>
</rule>

FortiClient & FortiClient EMS 7.0 New Features Guide
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4,

</rules>
</ztna>

Save the profile. After the endpoint receives the profile updates from EMS, you can find the TCP forwarding rules on
the FortiClient ZTNA Connection Rules tab.

@ FortiZTNA Connectio
o :

Add Rule

Finance [Transparent]
t

ey G )
@ ZTNACONNECTION RULES Salesforce [Transparent]
ooy oty (E5)
o
) ! /, FortiClient does not currently support enabling encryption for a ZTNA rule using
9 XML configuration. If you configure <encryption> as 1, encryption remains disabled for the
- rule in FortiClient.

FortiGuard Outbreak Alerts service -7.0.1

When a new outbreak is discovered in the field, Fortinet releases a new FortiGuard package. This process is as follows:

Nooahksowbdb-=

Fortinet creates and tests a new FortiGuard outbreak alert rule.

Fortinet packages the rule into a FortiGuard object.

Fortinet uploads the object to the FortiGuard server.

EMS downloads the object from FortiGuard.

EMS processes the rule and installs it.

If FortiClient detects the outbreak in an endpoint as per the new rule, it tags it accordingly.

The EMS administrator can use the outbreak alert tag to quarantine endpoints where FortiClient has detected the
outbreak.

A maximum of ten FortiGuard outbreak alert rules can be enabled at the same time.

You can enable the FortiGuard Outbreak Alerts Service widget on the dashboard to see outbreak alert details.
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@ Manage Widgets &  Refresh every min(s)

~

System Information x License Information x
Hostname WIN-2019-2 [l Serial Number FCTEMS4086893656
Version 7.01 FortiCloud Account Add
Database Backup Restore % Zero Trust Security &= Included Config License
System Time 2021-08-17 12:17:18 AM
i # Next-Generation & Expiring
Uptime 0:07:33:57 Endpoint Security
| 14 used of 10000
# Chromebook & Unlicensed
FortiGuard Outbreak Alerts Service x Endpeint Connection x
Suspicious Endpoints [ll Compromised Endpoints
WindOS_Alert_1
WindOS_Alert 3 3 |
WindOS_Alert_4 3 |
Windows 7 Alert L3 | 1 4
TeamGity registration key ¢
yres v Total

Windows2019 OS Alert NI
Windows10 OS Alert
Thirdparty App Running Al
L—14

Online

You can drill down from this widget to see the list of affected endpoints. You can quarantine endpoints from this pane.

£  TeamCity registration key detected alert - Suspicious Endpoints (3) A2 Quarantine Endpoint & Refresh
Endpoint T+ User Y+ Tag Comment
2% MKP-ECoble ¥ Elva Coble TeamGity registration key detected alert
B8 MKP-GFrakes Grant Frakes TeamCity registration key detected alert
2% MKP-JMarcum X Joni Marcum TeamCity registration key detected alert

The endpoint summary page also shows any FortiGuard outbreak alert tags applied to the endpoint.

Sending invitation emails

In FortiClient Cloud, administrators can send endpoint users invitation emails to help them connect their FortiClient to
FortiClient Cloud. You can now also send invitation emails as an on-premise EMS administrator. This helps non-expert
end users to easily connect EMS by copying and pasting their invitation code, scanning a QR code, or clicking the
Register to EMS link in the invitation email. End users do not need to know the EMS IP address, port number, or site
information to connect their endpoint to EMS.

You can enforce that only endpoints that were invited using an invitation email can connect to and be managed by EMS
using the Enforce invitation-only registration for option in System Settings > EMS Settings.

To configure an invitation email:

1. Go to Endpoints > Invitations.
2. Click Add.
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3. Configure the following fields:

Option Description

EMS Listen Address From the dropdown list, select the desired IP address/FQDN to include in the
invitation code. FortiClient connects to EMS using this IP address/FQDN.

Type Select Individual to support registering a single endpoint or Bulk to support
registering multiple endpoints using the same invitation code.

Send email notifications Enable this option to send the invitation email to an end user. You can only
enable this option if you have configured an SMTP serverin EMS. See
Configuring SMTP Server settings.

Email recipients Enter one or multiple email addresses to send the invitation code to.

Include FortiClient Installer Enable this option to include a FortiClient installer in the invitation code.
Invitation codes for which this option is enabled must be bulk invitation codes.

Expiring Enable this option to configure an expiry date for this invitation code.

Expiry date Configure the desired expiry date for this invitation code. After the invitation
code expires, FortiClient cannot register to EMS using this code. By default,
the expiry date is five days from the current date.

Add a New Invitation

EMS Listen Address 192.168.1.6:8013 h

Send email notifications
Email recipients - i = @omail.com ﬂn
= I Ja @fortinet.com ﬂn
== i ol @gmail.com ﬂn
=i= ri-Jla @fortinet. com ﬂn
Include FortiClient Installer 7.01 i}
Expiring
Expiry date 2021-08-18

4. Click Save.The endpoint user receives an email that includes an explanation of how to connect to EMS and can use
the instructions in the email to connect to EMS.
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https://docs.fortinet.com/document/forticlient/7.0.9/ems-administration-guide/385506/

Hi FortiClient User,

You have been invited by your administrator to download and activate FortiClient software:

If you have FortiClient installed on your device and are connected to your organization's
network, simply click on the button below to register:

Register to EMS

For mobile devices, please click on the button below to register:

Don't have FortiClient?

Download and install using this link: Download FortiClient »

Diagnostic tool -7.0.1

EMS offers the administrator a convenient means of collecting debug logs available from various backend services into
one archive file.

To generate EMS diagnostic logs:

Go to Administration > Generate Diagnostic Logs.
If desired, enable Include Database Backup.
Enter a password to protect the database backup.
After entering the password, click Create.

Wait for a few minutes while EMS records the diagnostic logs. Once EMS creates the log, click Download to
download it. The diagnostic logs contain diagnostic files that can assist support and development teams to
investigate on any issues that pertain to EMS. This mainly comprises of a lightweight database backup, snapshot of
CPU and memory usage, EMS logs, and SQL Server files. The following screenshot shows the recording of CPU

o wDb =
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and memory usage during EMS diagnosis.

u ‘S_' Performance Monitor — O X
File Commands Tools | File Help
;‘25 = i SR AR N
[S—
Add Extract To Te| 100
T n EMS_diagnosti
Name - 80
B cpu.blg
B disk.blg 60
B& memory.blg
B network.blg
. 40+
| tasklist.csv
i /\
i AN\ | .
4:32:41 PM 4:32:55 PM 4:33:05 PM 4:33:15 PM 4:33:25 PM 4:33:35 PM4:33:41 PM
41 1]
Last|  eeeeeee- Average | = --------- Minimum | seeeeeeee Maximum | eeemeeeee
Duration 0:59
Show Color Scale Counter Instance Parent Object Computer .
[v 0.000000.. Working Set _Total Process \\WIN-HHFBN2F42|
[+ 0.001 Handle Count _Total Process \\WIN-HHFBN2F42I
v 10 Pages/sec - Memory \\WIN-HHFBN2F42| v
= O Selected 1file, 1,048,| L€ 2

FortiClient Cloud Chromebook support -7.0.1

FortiClient Chromebook endpoints can connect to FortiClient Cloud. When using FortiClient Cloud, FortiClient
Chromebook endpoints communicate with the FortiClient Cloud proxy and FortiClient Cloud redirects traffic to the

correct FortiClient Cloud host.

This change does not affect the end user. The FortiClient Cloud-side configuration is the same as when configuring on-
premise EMS for Chromebook management, except the extension policy that you must push out via the Google Admin

console to the Chromebooks.

To configure the extension policy for FortiClient Cloud:

1. Inthe Google Admin console, go to Devices > Chrome > Apps & extensions > Users & browsers.
2. Select the extension that you want to push to the Chromebooks.

3. Configure the policy using the invitation code and serial number from your FortiClient Cloud environment. You can
find the invitation code by going to Invitations in the upper right corner of the FortiClient Cloud GUI. You can find the

serial number in the License Information widget on the Dashboard:

{
"InvitationCode":
"SerialNumber":

}

{ "Value":
{ "Value":

"FCTEMS8820002744"}
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&« 1 setting changed REVERT SAVE

Apps & extensions | ~

( Home
schoolzones.ca > Young Stars School
98 Dashboard
[ Include all organizational units Users & browsers Kiosks Managed guest sessions Requests
& Directory < - .
earch for nizational unit l.’l‘a;f s1olre i ('3‘hro-ms"W?b Sture‘ o ADDITIONAL cfrélsllltem\;l:r:og\ebhook m X
+ [0 Devices Allow all apps, admin Allow all apps, admin SETTINGS ‘ebFilter(WIN_Debug)
+  schoolzones.ca manages blocklist manages blocklist
Overview
admin <+ Search or add afilter Inherited from Google defautt
~ Chrome
»  Demo Schoo
Overview . s stallation policy Policy for extensions
Devices { +
e e e FortiClient Chromebook WebFilter(WIN_Release)  Allow install “InvitationCode" { "Value" =
Managed browsers @ bmglcelagoifmkdibbighpofohjafblf nherited from schoolzones.c:  "6LY209RIPENE6J1JROFIFO7LEVJVBKT2'},
" " "SerialNumber™: { "Value"
b Settings e FortiClient L.?.‘n)metl)oV WebFilter Extension Allow insta *FCTEMS8820002744°)
@ pbmeaniegffombekhgndejabjdomkalk nherited from schoolzones.c: }
~ Apps & extensions
e FortiClient Chromebook WebFilter Extension Allow install
Users & browsers @ igbgpehnbmhgdgjbhkkpedommgmfbea: nherited from schoolzones.cl
Kiosks - FortiClient Chromebook WebFilter(WIN_Debug) Force install
s @ hhenglhiidnhhnnokfledhjkaphijjca nherited from schoolzones.c;  L0cally applied
Managed guest +
sessions s FortiClient Chromebo Allow install
» Printers @ gogkie, pherited from schoolzones.c

MANAGE ORGANIZATIONAL UNITS

FortiClient license and EMS communication enhancements

The following enhancements have been made to FortiClient license and EMS communication:

o The EMS administrator can prohibit or allow end users to shut down FortiClient.

« FortiClient locally stores its applied license expiry date. Even if FortiClient cannot reach EMS, the features that it is
licensed for are still available to the endpoint until the stored license expiry date.

To prohibit end users from shutting down FortiClient:

In EMS, go to Endpoint Profiles > Manage Profiles.

Select the desired profile.

On the System Settings tab, ensure that Allow User to Shutdown When Registered to EMS is disabled.

On the XML Configuration tab, ensure that the <system><ui><allow shutdown when registered>
element is configured as 0.

Click Save.

6. After an endpoint with the selected profile applied receives the updates from EMS, on the endpoint machine, right-
click the FortiTray icon and verify that Shutdown FortiClient is grayed out.

P obh-=

To allow end users to shut down FortiClient:

In EMS, go to Endpoint Profiles > Manage Profiles.

Select the desired profile.

On the System Settings tab, enable Allow User to Shutdown When Registered to EMS.

On the XML Configuration tab, ensure that the <system><ui><allow_ shutdown when registered>
element is configured as 1.

Click Save.

6. After an endpoint with the selected profile applied receives the updates from EMS, on the endpoint machine, right-
click the FortiTray icon and verify that Shutdown FortiClient is not grayed out.

o bN-=
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7. Select Shutdown FortiClient.

Open FortiClient Console
About FortiClient

# Shutdown FortiClient

8. Inthe resulting dialog, click Yes to successfully shut down FortiClient. You can restart FortiClient by double-clicking
its icon.

To verify that FortiClient stores its license expiry date:

1. Go to the EMS Dashboard. Verify the license expiry date. In this example, the license expires on September 20,

2021.
System Information x License Information x
Hostname WIN-LMJ26EJNSPR |1l serial Number FCTEMS4246852003
Version 7.0.1 build 0103 B FortiCloud Account Add
Database Backup Restore Fabric Agent Expiring Config License
System Time 2021-08-16 12:20:04 PM | 5 used of 500
Uptime 5:21:29:55
Sandbox Cloud Expiring
| 5 used of 500

2. Open FortiClient on an endpoint that is connected to EMS. Verify that all licensed features display on the
FortiClient GUI.

@ FortiClient - Connected

Zero Trust Fabric Agent

vmtest

=1 Centrally Managed by EMS
“§ Status: @ Connected =

¥ ZERO TRUST TELEMETRY

OTE ACCES

3. Make the endpoint unreachable to EMS by disabling the network on the endpoint or EMS. Verify that all licensed
features still display on the FortiClient GUI.
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@ FortiClient - Connected

Zero Trust Fabric Agent

vmtest

z==1 Centrally Managed by EMS
5 Status: @ Not reachable =

\,/\ ZERO TRUST TELEMETRY

4. Change the date on the endpoint device to one day before the license expiry (September 19, 2021 in this example).
Verify that the FortiClient GUI displays a license expiry warning and that the licensed features still display, since the
license has not expired yet.

o Your Endpoint Management Server (EMS) license is available until Sep 20, 2021 12:00:00 AM
Please contact your administrator or connect to EMS for license activation.

FortiClient - Connected

Zero Trust Fabric Agent

NA ZERO TRUST TELEMETRY
Centrally Managed by EMS

“§ Status: €@  Not reachable =
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Change log

Date Change Description

2021-04-27 Initial release.

2021-08-10 Added for release of 7.0.1:
¢ Improved TCP forwarding performance 7.0.1 on page 4
e EMS distributes SSL deep inspection CA certificates 7.0.1 on page 12

2021-08-11 Added Dual stack IPv4 and IPv6 for SSL VPN 7.0.1 on page 5.

2021-08-16 Added:
e SSL VPN security improvements on page 6
e Zero Trust tagging rules enhancement 7.0.1 on page 13
¢ Sending invitation emails on page 18
¢ Diagnostic tool 7.0.1 on page 20
Updated EMS distributes SSL deep inspection CA certificates 7.0.1 on page 12.

2021-08-17 Added Provisioning ZTNA TCP forwarding rules via EMS 7.0.1 on page 16, FortiClient license
and EMS communication enhancements on page 22, and FortiGuard Outbreak Alerts service
7.0.1 on page 17.

2021-08-26 Added FortiClient Cloud Chromebook support 7.0.1 on page 21.
2021-09-22 Updated Dual stack IPv4 and IPv6 for SSL VPN 7.0.1 on page 5.
2021-09-24 Added Using a browser as an external user-agent for SAML authentication in an SSL VPN

connection 7.0.1 on page 7.
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