Installation Guide

AudioCodes One Voice™ for Microsoft® Skype for Business

SmartTAP

Call Recording Solution

Version 4.2

QX audiocodes







Installation Guide Contents

Table of Contents

1 Hardware and Software Requirements..........cccccoiimieeciiiiieeccs e 13
1.1 Minimum System RequiremMents .............uuuiiiiiiiiii e 13
1.1.1 Server ConfigUrationsS ..........oooiiiiiiiii s 13

1.2 Network Adapter Configuration..............coooeiiiiiiiii e 15
1.2.1  General Configuration.............eeeiiiiii e e e 15

1.2.2 VIMWAre SPECITIC ...ttt e et e e e e e e e e e e e e e e e ennes 16

1.3 Telephony Integration Hardware.............c.ooouviiiiiiiiiiiiieee e 16
1.3.1  Add-ON BIAAES ...eoiiiiiiiieeie ettt s 16

1.3.2  PoWer REQUIMEMENTS ....ooiiiiiiiiiiiii et e e e e e e e e eeaeeaeennns 16

1.4 ANLIVIIUS SOFIWEAIE ... 16

1.5 WiINAOWS DEFENAET ... 17

1.6  Supported Operating SYStEMS........uuiiiiiiiee e 17

1.7 WINAOWS UPAAtES ....cooviiiiiiiiiccee e 17
1.7.1  Installing Windows Updates ..............uuuuuummmiiimiiiiiiiiiiiiiiiiieieieieieesieieieieenrerereenennnnnenne 17

1.8 Supported Virtual Machine (VM) Environments ............cccccoiiiiiiiiiiiine e, 17
1.8 VIMWAIrE ESXi. oottt e et e e e e e e e e e e e e e e e ennes 17

1.8.2  MICrOSOft HYPEI-V ...t 17

1.9 Active / Standby Resiliency Configuration (Optional)..............ccoovviiiiiiiiiiiiiiiiiinn, 18
1.10 HTML5 Media Player Browser SUPPOI...... ... 18

2 SmartTAP License Management............cccooiiiiimimmeesnisiinsssssssssssssssssssssssssssnsssnes 19
2.1 License File Creation and Installation ..............cccoooiiiiiiiiiii e 19
211 License File Creation .........oooiiiii et 19

2.1.2 License File Installation and Verification .............cccco oo 19

2.1.3  SMArtTAP UPQGrades. ...cocuuiiiiiiiiiieiiie ettt e s e e 20

3 Before Installing SMartTAP ... sansnnnnnnns 23
3.1 SmartTAP Software Package Contents............couuviiiiiiiiiiiiiie e 23

3.2 Installation PrereqUISIES .......ccooceiiiiiiiiicec e 23
3.2.1  Configure Microsoft SNIMP SEIVICE ..........ccoiiuiiiiiiie i 24

3.2.1.1  Automatic SNMP SEtUP......c.eviiiiieeieeceeee e 25

3.2.1.2 Manual SNMP SeUP.......ccocuiiiiiii e 25

3.3 Installation Wizard Methods. ... 29

K G TRy B L | [ ) o PRSP 29

3.3.2  DISHDULEA ... 29

3.4 Post Installation ACHONS ........ooii i 30

4 Installation Wizard - All-In-One Method..........cccooiiiii, 31
4.1 Database SEIVICE ........uuuuiieeee e 33

4.2 Installing the AppliCation SEIVICE ..........uuuuuiiiiiie e 35

4.3 Installing the Communication ServiCe ............cccoiiiiiiiiiiiiii e 38

4.4 Installing the Call Delivery ServiCe. ... 40

4.5 Installing the Media SErver ..o e 42

4.6 Completing Wizard Installation ...............cooooiiiiiiiiiiii e 44

4.7 Post-Installation Integration ..o 44

5 Installation Wizard - Distributed Method.............coommeiiiiee 45
5.1 Installing SmartTAP Database SErver ............ooouviiiiiiiiiiiicce e 47
5.1.1 Database Service Configuration..........ccccccooiiiiiiiiii e 47

Version 4.2 3 SmartTAP



. .
QoOUd IOCOdeS Call Recording Solution

5.2 Installing SmartTAP Application SErver............uuiiiiiiiiiiiee e, 48
5.3 Installing SmartTAP Communication SEerver..........ccoooeeiviiiiiiiiiie e 49
5.3.1  Configure Windows SNIMP SEIViICE .........cccoiiuiiiiiiie it 49

5.4 Installing SmartTAP Media SErVer...........oooiiiiiiiiiiiieeeeeeee e 49
5.4.1 Media Server Configuration ...........ccuueiiiiiiiiiiiiiicce e 50
5411 NetWork File SEIrVEr.....cc.uoiiiiiiiiiiie e 50

5.4.1.2  MEAIA SEIVET ....ooiiiiiie ettt 54

5.4.2 Configure Windows SNIMP SEIViCe .........ccooiiuiiiiiiie et 55

5.5 Installing SmartTAP Call Delivery Server.........cccuueiiiiiiiiiiiiiiiieeeee e 56
5.5.1  Configure Windows SNIMP SEIViCe ..........ccoiiuiiiiiiieiiiiiieieee e 56

5.5.2 SmartTAP File Server Installation ...........ccoooiiiiiiiiiii e 57
5.5.2.1  Firewall Configuration..............ooiiiiiiiiiiiieee e 57

5.5.2.2 Domain Controller Configuration .............cccoiiiiiiiiiii i 57
Uninstalling SMartTAP ... 61
Firewall Configuration ... 63
7.1 Skype for Business Recording Firewall..................oooiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiniinens 63
711 Front ENA SEIVEI(S) ..ottt e e e a e e e 64

7.1.2 Edge, Mediation or Conference SErver(s).......ccccoeeeiiiiiiieiieee e eeciiieee e e eereaeeeee s 64

713 SMAMTAP SEIVET ...ttt e e e e e e e e e e eeeeee s 65

7.1.4  SmartTAP Media ProXy SEIrVEN .......ccoiiiiiiiiiiie it 65

7.1.5  SmartTAP ANNOUNCEMENT SEIVET ......iiiiiiiiiiieee e e e e 66

7.1.6 Automated Firewall Exception Scripts for Windows Firewall................ccccooiiiiiiee. 66

7.2 Distributed SmartTAP FireWall............oooiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeees 67
7.2.1  APPlIcation SErVEr (AS) ...ccoiiiii e 69

7.2.2  Communications SErver (CS) ...t 69

7.2.3 Database Server (DB) ..o 69

T.24  File Server (FS) e 69

7.2.5  Media SErver (IMS)......oiiii e 70
7.2.5.1 Remote Transfer Service (RTS)......ccooiiiiiiiiiiiii e 70

7.2.6  Call DEIVEIY(CD) ...viiiiiiiiiee ettt e et e e e nnee e e e 70

7.2.7  Media DeliVEry (MD) .......ooiiiiiiii ettt 71

7.2.8  Media ProXy (MP) ...coo oottt ettt 71

7.2.9  Announcement SErVET (AN) ....cooo e a e 71
e T T b e o 1 o[ TSRS SPORPRRRN 71

8 Integration Configuration ... ——— 73
8.1 Microsoft SKype fOr BUSINESS .........oeviiiiiiiiiiiiiiiiiiieiiiiiiiiiiiieiieeeeeeeeeeneeaeenesnnnnnnnes 73
8.1.1 Installing Skype for Business PIUGIN............ccciiiiiiiiiiii e 74
8.1.1.1  Pre-install Preparation.................uuuuiuieiiimiiiiiiiiiiiiieiiieieieieieieieieenaeeeeeeeeeanens 75

8.1.1.2  INStall ProCeAUIE .......coiiiiiiiiiiiii e 85

8.1.1.3  Plugin Configuration ..........ccuuuiiiiieiiiiieeee e 90

8.1.2 Installing Call Delivery for Skype for Business (IP-based Recording)..................... 94

T 2 B |V (o 1 o] o T PSSP 96

8.1.2.2 B oot e eeen 100

8.1.2.3 Configuring Media Proxy for Call Delivery-IP............cccooieiiiiiiiniiienns 101

8.1.2.4 Configuring Call Delivery for Skype for Business ............cccoocuevviiiineenns 104

8.1.3 Installing Media Proxy Server for Skype for Business.........cccccooviiiiiiiiieeniiienee. 105
8.1.3.1  Editing Media Proxy Server Parameters..........cccooceveiiiiiiiiiiiicciieeees 109

8.1.4 Installing Media Delivery Server for Skype for BuSiNesS..........ccoccuveeviiiiieiiiineenne 109

8.1.5 Installing ANNOUNCEMENT SEIVET.......coiiiiiiiiiiiii e 110
8.1.5.1 Call Recording Notifications ............ccccviiiiiieiiiiiee e 110

8.1.5.2 Announcement Server Software Installation ..............ccccceeviiiiiiiiinnns 117

8.1.5.3 Consentto Record CallS ..........cooiiiiiiiiiiiiie e 120

8.1.6  Skype for Business Remote Branch Site............cccceeeeiiiiiiiiiiec e, 127

8.2  SIP Recording (SIPREC) ......uuiiiiiiiiiiiiieiee e 128

Installation Guide 4 Document #: LTRT-27188



Installation Guide Contents

8.2.1  WhAtiS SIPREC?.....coi ittt et e e e anneee e e 128

8.2.2 Session Recording Server (SRS) ......coiuiiiiiiiiiiiiiiie e 128

8.2.3 Session Recording Clent (SRC) ......ccoiuiiiiiiiiiieiiie e 128

8.2.4 Configuring Gateway & SBC for SIP Recording...........cccceeiiiiiiiiiiieii e 129

8.2.5 Configuring Call Delivery for SIP Recording............ccouruieiiiiiiiiiiiiiec e 130

8.3 VOIP POrt MIrTOING ....ccieeeiiieie et e e e et e e e e e e eeeanes 131

8.3.1  INbouNd / OUDOUNG .......eiiiiiiiie e 131

8.3.2  Station to STatioN ......oooii e 132

8.3.3  Call Delivery Install for VOIP (POrt MirrOr)........ccooiiiiiiiiiieeeiieee e 133

8.3.4  Additional ConfigUIratioN...........ccoiiiiiiiiiiiii e 135

8.3.5  Setting Up Monitoring INterfaces ..........c.oooiiiiiiiiiiiiii e 136

8.4 Avaya AES INtegration ........ccooiiiiiiiiiiie e 137

8.5 Analog Trunk / RAIO.......cuiiiiiiiiiiiiiiiiiiieiie e 137

8.5.1  Call Delivery Install for Analog Recording (Passive Tap)......cccccouvvviiiiieiiiiineenne 138

8.5.2  Additional ConfigUIratioN...........ccoiiiiiiiiiiiii e 140

8.5.2.1  Activity DeteCtion ........cocuiiiiiiiiii e 142

8.5.2.2 SMartCONTROL ......oiiiiiii et 143

9 Additional Configuration Options............cccimmmcrriii s 145

9.1 Configuring Digital SIgnatures .............ccoiiiiiiiiiii e 145

9.1.1  Configuring the SmartTAP Web interface ..........ccccceeeiveiiiiieeii e 145

9.1.1.1 Steps to Configure the PC Client ...........cccooeeviiiiiiiiieececcieeee e 145

9.2 Configuring LDAP ... 146

9.21  Pre-ReqUISITES ..ccveeeieeeeeeeeeeeeeeee e 146

9.3 Configuring SSO ... 146

9.4 Configuring HTTP/S ... 146

9.4.1 Disabling HTTP Communications on Application Server (Optional) ..................... 146

9411 AUIOMALIC «oeeeeeeeeee e 147

9.4.2 Configuring SmartTAP Components for HTTPS ..., 148

9.4.2.1  ComMmMUNICAtION SEIVET ......cciiiiiieiiiiie ettt sreee e 148

9.4.2.2  Call DEIIVEIY ...eeeieieeie ettt e e e 148

9.4.2.3  MeEAI@-PrOXY ...eeiiiiiiiiiieiiiiie ettt e e e e 149

9.4.2.4  ANNOUNCEMENT SEIVET......oiiiiiiiiie it eiieee ettt et e st e e saeeee e 149

9.4.25 Media Server and Remote Transfer Service.........ccccevivevieiiiiieiiiieeens 149

9.4.2.6 Health MONItOr .........ooiiii e 150

9.5 Configuring Syslog Server ConNection ...............ueiiiiiiiiiiiiiicce e, 150

9.6 Skype for BUSINESS PlUG-iN........ccooiiiiiiiiii i 150

9.7 Location-Based Targeting in SmartTAP...........oiiiiiiiiiee e, 151

9.7.1 Assign a Location Attribute to each Call Delivery Component.............ccccccceunneee. 151

9.7.2 Create a Location Attribute in the SmartTAP GUI........ccccoooiiiiiiiiiiiiieee e, 154

9.7.3 Assign a Location to Each User/Device in the SmartTAP GUI ...........cccc.ccoennnne 155

9.7.4  Verify the Target List in Each Call Delivery .........cccceeiviiiiiiieeee e 156

10 Backup and ReStOre.........cooiieeeiiiiieeciiirrese s rres s s s s s s s s s s e enna s s e s e mnnn e eees 159

L TR B o 1= =0 [ 1 T 159

L T2 = = Lo B | o R 160

10.2.1 Call DElIVEIY SEIVICE.....cciiiiiiiiiiiee ettt 160

10.2.2 MEAIA SEIVICE .....eeiiiiiiiie ettt ettt e e e e e e e e e ennees 160
10.2.3 Media Delivery Service: Installed on Skype for Business Edge, Mediation or

CONFEIENCE SEIVET ... .ottt e e ettt e e e et e e e anbe e e e e anbeeeean 161

10.2.4 ComMUNICAtION SEIVICE ... ...eiiiiiiiie et 161

10.2.5 APPIICAION SEIVICE ...uveiiiiiiiiceeee e e e e e e e e 161

T0.2.6 DAtAD@SE .....eoeiiiiiiiiiie e 161

10.2.7 SmartTAP Skype for Business Plug-in (FE, SBS, SBA) ......ccccccooiiiiieiiiiiieeee 162

10.2.8 SmartTAP AnNNOUNCEMENT SEIVET ... e 162

Version 4.2 5 SmartTAP



. .
QoOUd IOCOdeS Call Recording Solution

10.2.9 SMartTAP Media PrOXY .....ccoiiiiiiiiie ettt e e e e e e e e aee e e e e e e e ennns 162
10.2.9.1 MEIA.....ooieiieciie et 162

10.2.9.2 System Profile TOOI ........cooouiiiiiii e 163

10.3 RESIOIE. .. 163
10.3.1 Call DEIIVEIY SEIVICE....cciii i i ittt e e e e et e e e e e e e e aaaes 164
10.3.2 MEAIA SEIVICE .....eeiiiiiei ettt ettt e e e e e e e e nees 164
10.3.3 Media DElIVEIY SEIVICE ......coceeiieiie ettt e e a e e e e 164
T10.3.4 DaAtAGbaSE ....eeiiiieeiiiiiiii ettt e e e e e e e e e e naeaeaeeeaaannas 165
10.3.5 SmartTAP Skype for Business Plug-in (FE, SBS, SBA) ......ccccccooiiiiieiiiiiieeee 165
10.3.6  ANNOUNCEMENT SEIVET ..ot e e e e e e e e e e e annes 165
T0.3.7  MEAIA PrOXY ..ottt 166
10.3.8 MBI ...ttt aaeas 166

11 Troubleshooting ... 167
11.1 How To Validate Port Mirror for Recording Skype for Business Calls ................. 167
11101 Prer@QUISITES .....uueiiieiiiiiiiiiiiitetee et st ts s ts st stssnbsssensnsnsnsnsnnnne 167
11.1.1.1 Introduction: SmartTAP Recording Concepts .........cccueveriiieieiniiieeennn 167

11.1.1.2 SmartTAP Processing of Skype for Business Signaling................c........ 167

11.1.1.3 SmartTAP Media ProCesSiNg ..........cocouuiiiiiiiiiiiiiiieeiiiee e 168

R O oY= U = O REER 169
11.1.2.1 Setup Skype for Business LOgging .......ccoorueiiiiiiiiiiiiiieeeriee e 169

11.1.2.2 SetUP SNIffEr...ueeiiieeceeee e 169

11.1.2.3 Capture @ TeSt Call .......uvvviiiieiiiieee e 170

T T g = 1 PSPPSRt 170
11.1.3.1 Locate Test Call in Skype for Business Log...........cccccvvreeeeeeeiiicinieennn.n. 170

11.1.3.2 Compare Call Information with Sniffer Trace ............ccccceeveeeiiiiciinennnn. 172

11.1.3.3 Determine Whether SmartTAP will Record this Call.............cc.ccceennee 172

11.2 Troubleshooting Skype for Business Plugin Installation...............ccccccoviiiiiiinnnnnns 173
11.2.1 Enable the BroOWSEr SEIVICE ........oeiiiiiiiiiiiiiie et 173
11.2.2 USE “NEt VIEW” 10 VEIITY ..ooiiiiiiiiiee ettt e e e 173

11.3 Troubleshoot Skype for Business Recording ..........cccccoeeiiiiiiiiiieiiiiiiiiceeeeeeeeeeeennn 174
11.3.1 No Records for the Calls...........eeiiiiiii e 174
11.3.2 Calls With NO AUIO.......oiiiieiiii e 174
11.3.3 Enabling Promiscuous Mode on VMWare ESXi........cccccecviiiiiiiiiiieececciieeeee e 174

12 KNOWN ISSUES ..o e e n e e e e 175
12.1 Internet Explorer Security Messages and SmartTAP not Running on Server...... 175

Installation Guide 6 Document #: LTRT-27188



Installation Guide Contents

List of Figures

Figure 2-1:
Figure 2-2:

(o1 E TR C1=T g 1T =1 (o) TR 19
SMAMTAP UDPGIrates ... ..ottt ettt e e e e s 21

Table 3-1: Package Contents (ROOt FOIAET).........uuiiiiiiiii e 23

Figure 3-2:
Figure 3-3:
Figure 3-4:
Figure 3-5:
Figure 3-6:

PowerShell Script EXeCUtion POIICY ........oouuiiiiiiiii e 24
Add Features WIzZard ... ..ot a e e e e 25
SNIMP SEIVICE ...ttt e e e e e ettt et e e e e e et e e e e e e e e e annenneeeaeeeaaannes 26
SNMP SErviCe PrOPEILIES ......uvviiiiieiiiciieieie et e et e e e e e e e e e e e e e eaanes 26
SNMP Service Properties - SECUNLY ........uiiiiiiiiiiiiiiiiee et e e 27

Figure 3-7: SNMP Service Properti€Ss - TrapS.......uueeieeeiiiiiiiiiieeeeeeeeiiiee et e e e e e st e e e e e e s e eeea e e e snnsnrees 28
Figure 3-8: SNMP Service Properties — Traps — Add Trap Destinations ............ccccceeeeiiiiiiieee e, 28
Figure 4-1: Installation WIZAId.............uuueiiiiiiiiie ettt e et s s tessssssss s ssssensnsssnsnsnsnsnsnnes 31
Lo [ oI S T (U T Y/ o 1= YO PRR SRR 32
Figure 4-3: CUSTIOM SEEUD ...ueiiiii ettt e bt e et e e st e e s e e e 33
Figure 4-4: Database Server Installation Wizard...............coooiiiiiiiiiii e 34
Figure 4-5: Application Server Installation Wizard ...............oooiiiioiii e 35
Figure 4-6: LiCeNnSe AGrEEMENT ... ..ot e bt e et e e st e e e e e aaaeeeeaans 36
Figure 4-7: Application INfOrmation ......... ..o e 36
o U= TS T (1] oI 1Y/ o 1= OO PRPPPPRRN 37
Figure 4-9: Ready 10 INSTAIl ..........ueiiiiiiiiii ettt st e s tetssssstssstsesessntssnsnsnsnsnsnnes 37
Figure 4-10: Complete INStallation ..............cooiiiiiiiiiie e e a e e 38
Figure 4-11: COMMUNICALION SEIVET .......ooiiiiiiiiiiieiee et e e e e e e e e e e e e e e e e nanrees 39
Figure 4-12: Call DEIVEIY SEIVICE .......uuuiiiiiieieieieeee et e e e e e e e e e e e e e e e s et reeaeeesnnsnrees 40
Figure 4-13: SeleCt NEIWOIK TYPE ... ..ueiiiiiiie ittt e ettt e e e e e e e e e e e s et e e e e e e e sensenees 41
FIGUIE 4-14: IMEAIA SEIVET ... .ottt ettt e e e st e e e aa et e e s aabe e e e e anbeeeeaans 43
Figure 4-15: Media Server Configuration ... 43
Figure 4-16: InstallShield Wizard Completed ... 44

Figure 5-1:
Figure 5-2:
Figure 5-3:
Figure 5-4:
Figure 5-5:
Figure 5-6:
Figure 5-7:
Figure 5-8:

InstallShield Wizard SmartTAP ..., 45
7= LU o N 1Y/ oSSR 46
(@015 o] 0 TS T=1 (1 o RSSO 46
Active Directory Users and COMPULETS.........oeiiiiiiiiiiiiiiieee e e et e e e e e snrreeeeae s 50
NEW SMAMTTAP USEI ...ttt e e st e e e et e e e et e e e e anteeeeeans 51
Password NeVer EXPIFES......ccooo oo 51
User Add ConfirmMation...........ooo ittt e e e e et e e e e aneeeee e 52
Assign Read and Write PermiSSIONS .....cccooeeiiii i 53

Figure 5-9: Add SmartTAP user to AdmINiStrators GroUP ..........ccoiicciiiiiieeeei e 54
Figure 5-10: Add Smart TAP User to AdminiStrator ...........ooiiiiiiiiiii e 55
Figure 5-11: Assign User to SmartTAP MS-TR Service ACCOUNT ........cceeeiiiiiiiiiiiiiieiieee e 55
Figure 5-12: Active Directory Users and COMPULETS.........cciiiiiiiiiiiiiiiiiee it 57
Figure 5-13: NeW SMartTAP USEr ...ttt e st e e e s ee e e 58
FIGUIE 5-14: USEr SEttNGS. ... .eeiiiiiiiie ittt e et e et e e et e e e nabeeeeaans 58
Figure 5-15: User Add Confirmation.............ooiiiiiiiiiie ettt e e e e e e e e e e e ennnnnees 59
Figure 5-16: SyStemM Properties........cccuuviiiiiiiiiiieiee et e e e e e e e e e e e e e e e senannees 59
Figure 5-17: SyStem Properties........cccuuuiiiiiiiiiicieie ettt e e e e e e s e e e e e e e snnanaees 60

Figure 6-1:
Figure 6-2:
Figure 7-1:
Figure 7-2:
Figure 8-1:
Figure 8-2:
Figure 8-3:

Program Maintenance - REMOVE ..o 61
InstallShield Wizard Completed - Uninstall.............cccoviiiiiiiiiiiiieeee e 62
Skype for Business Recording FireWall ............cccuviiiiiiiiiiiiiiie e 63
Distributed SmartTAP Firewall........ ..o 68
Capture Call SigNaling = 1 ... 73
Capture Call SigNaling = 2 .......eeiiiiie e 73
Active Directory Users and COMPULETS.......ccoiuiiiiiiiiiiieiiiiee et 75

Figure 8-4: NeW SmartTAP USEI......oo ottt e st e e ee e 76
Figure 8-5: Password NEVEr EXDIMES........oii ittt e e e ee e 76
Figure 8-6: User Add Confirmation..............coiiiiiiiiiiie ettt e e e e e e e s 77
Figure 8-7: Add SmartTAP user to CSAdMINISrators group........cooccvviiiieeeei i 77
Figure 8-8: Add Smart TAP User to CSAAMINISIrator.............cooieiiiiiiiiiiiee e 78
Figure 8-9: Add Smart TAP User to RTCUniversalReadOnlyAdminS............ccccvviiieeeiiiiiiiiiieeee e 78
Figure 8-10: Add SmartTAP user to the AdmINIistrators group........cccuveeieeeeeicciiiiieee e 79

Version 4.2

7 SmartTAP



QC audiocodes

Call Recording Solution

Figure 8-11:
Figure 8-12:
Figure 8-13:
Figure 8-14:
Figure 8-15:
Figure 8-16:
Figure 8-17:
Figure 8-18:
Figure 8-19:
Figure 8-20:
Figure 8-21:
Figure 8-22:
Figure 8-23:
Figure 8-24:
Figure 8-25:
Figure 8-26:
Figure 8-27:
Figure 8-28:
Figure 8-29:
Figure 8-30:
Figure 8-31:
Figure 8-32:
Figure 8-33:
Figure 8-34:
Figure 8-35:
Figure 8-36:
Figure 8-37:
Figure 8-38:
Figure 8-39:
Figure 8-40:
Figure 8-41:
Figure 8-42:
Figure 8-43:
Figure 8-44:
Figure 8-45:
Figure 8-46:
Figure 8-47:
Figure 8-48:
Figure 8-49:
Figure 8-50:
Figure 8-51:
Figure 8-52:
Figure 8-53:
Figure 8-54:
Figure 8-55:
Figure 8-56:
Figure 8-57:
Figure 8-58:
Figure 8-59:
Figure 8-60:
Figure 8-61:
Figure 8-62:
Figure 8-63:
Figure 8-64:
Figure 8-65:
Figure 8-66:
Figure 8-67:
Figure 8-68:
Figure 8-69:
Figure 8-70:

AdMINISTrators Properties........oooo oo 79
SmartTAP User Added to AdmiINIStrators .........c.ueiiiiii oo 80
R I ORSTY oY =T N o] o] [Tez=1 o] o < 7SR 80
RTC Server Applications Properties ..........c.ueeeieiie oo 81
Add RTC Server AppliCations USEI ...t e e e 81
LOCal SECUIILY POICY .....cciiiiiiiieii et 82
LOg 0N @s @ SErViCe ProPerties ........coiuiiiiiiiiiii it 82
SMAMTAP USET ... ittt ettt e et e e et e e e ettt e e e e s e e e e ennaeeeeennees 83
=T 1YY o 1 SRR 84
WiINAOWS SECUTILY....cciiitiiiiiie ettt e e e e e e e e e e e et e e e e e e e s nbareeeeaeeessnnnsneeees 84
WiINAOWS POWEISNEII ...ttt et e s enaeeeeens 85
DOCUMENES Library . ... 86
LYNC PIUGiN SEIVET ...ttt e e e e e e e e e e e e e et e e e e e e e e nsnnees 86
Software LICENSE AGrEEMENT.........uiiiiiiiii e 87
Browse for @ USEr ACCOUNT ...t e e e e e e e e e e e 87
LOGOoN INFOMMEALION ...t 88
Lync Plug-in Registrar SEIECE. ..o 88
Media Proxy Server Configuration ... 89
Announcement Server Configuration ... 89
1= (U] T 1Y/ o1 PO P PPPRTR 90
Call DEIVETY-IP ...ttt e e e e e e st e e e e e e s e st eseeaaeeeaananes 94
NEIWOITK Ty P . 95
(Y (o O7e a1 ile [V =1 1To] o SO PRRORR 95
Choose ReCOrdiNg MOGE ........ooiiiiiiiiiieeee et e e e e e e e e e e e e e e e eaaes 96
Choose Media Tap LOCAtION .....oooiiiieiie et e e e e 97
L1 (=T = Tot IR 1= (U] o S 97
Y= Y=Y |~ (1] o S URE 98
Choose Media Tap LOCAtION .....oooiiiiiee et e e e e e 98
Media Delivery Configuration...............eeeo i 99
Y= =T = (1] o RS UEER 99
Choose ReCOrding MOE .........oeiiiiiiieiiieeiee e e e aea e 100
Lync Edge Servers Configuration .............cooiiiiiiiiiiic et 100
SEIVET [P SBIUD ..ttt a e e e e e e e e e e raaaaa s 101
Choose Recording Mode — Media ProXy .........coccuuiiiiiie i 102
Media Proxy Configuration..............eeiiiiiiiicieee et a e 102
Lync Edge Servers Configuration ............cooioiiiiiiiiiee it a e 103
SEIVET [P SO U ettt nea e e 103
Media ProxXy WEICOME ...ttt 105
LIiCENSE AGIrEEMENT ... ...ttt 106
Choose Media Proxy [P AdAreSs ..ottt 106
Choose Application Server IP AdAreSsS.......ooo oot 107
Choose Application Server IP AdAreSS.......occoiiiiiiiiiiiee et 107
Media ProXy SEIUD TYPE...uuiiiiii ittt e e e e e e e e e e e s s abarereaaeeeeaanes 108
Media ProxXy INSTall..........oooiiiiiiieieeeeeeeeeeee e 108
Announcement Server Installation Wizard.............ccccooiiiiiiiiiiii e 111
[ To7=Y g ET N o | == o 41T o | OSSP 111
ANNOUNCEMENT SEIVET .....eiiiiiiiiii ettt ettt et e e e st e e e snbe e e e e snbeeeeeanteeaean 112
Choose Application Server IP AdAreSS. ... ..ooo o 112
Application Server IP AdAress .......oooo e 113
S T= ) (U o N 1Y/ o1 SO 113
TS = | S 114
Skype for Business Server 2015 — Deploy ......ccooiieiiiiiiiiiiiiie e 114
Install AdmiInistrative TOOIS ... 115
INSTAIL STATUS ...t e e 115
Skype for Business Server — Deployment Wizard............ccccovieiieeiiiiiiiiiiecce e 116
Install Local Configuration StOre ...........cooiiiiiiiiiie et 116
EXECUtING COMMEANAS .....eeiiiiiiiiiiiie et e e e e e e e e e e e e e et e e e e e e e enrsrees 117
S ToT0 g To [ =T oTo] {o [ SRR RR 118
AN SEIVET ...ttt ettt e e et e e e ettt e e e et et e e e ante e e e e anbe e e e e anteeeeeanteeeeann 119
Skype for Business Remote Branch Site...........oooiiiiii e 127

Installation Guide

8 Document #: LTRT-27188



Installation Guide Contents
Figure 8-71: Session ReCOrding CHENt..........ooiiiiiiiiiiie e e e e e e e e 128
Figure 8-72: Configure Gateway & SBC for SIP ReCOrding.........cccuvviiiiiiiiiiiiiiiieee e 129
FIGUre 8-73: SErVEr [P SEIUPD ....ceiiiiiiiiiie ettt e e 130
Figure 8-74: INbouNd/OULDOUNG .......cooiiiiiiiiiii e 131
Figure 8-75: Station t0 STatioN..........oii i 132
Figure 8-76: Call DEIVEIY IP ..ottt e e 133
Figure 8-77: SeleCt NEIWOIK TYPE ....cooiiiiiiiiiii et 133
FIQUIE 8-78: SEIVEI IP SEIUP ....eiiiieei ittt e e e e e et e e e e e e e s et be e e e e e e e e snsbnaeeeaeeeaananes 134
Figure 8-79: INTEITACE SEIUP .....uiiii ettt e et e e e e e st e e e e e e e ssnbaaeeeaeeeaaannes 134
Figure 8-80: Passive Tap Implementation............. ... eiiiiiiiiiiiiiiiieieieieieieeeeeeeeeeeeeeeeeneeeneseeenennnees 137
Figure 8-81: Figure 1 @and FIQUIE 2..........uuuuieiiiiieiiiiiiiiieieieeeteisieteeeietetete e tststetetstsssesssssessssssnsssnsssnsnsnsnnes 138
Figure 8-82: Call DEIVEIY LD ....ccoieiiiiiiieeee ettt ettt e e e e e et e e e e e e e snnbnaneeaeeeaennnns 138
FIQUIE 8-83: SEIVEI IP SEIUP ....eiiiie i ittt e e e e ettt e e e e e st e e e e e e e e sssbaaeeeeeeeaaannes 139
Figure 8-84: LD.xml Basic Structure DIiagram...........cooiiiiiiiiiiiieiieee e 140
Figure 8-85: ACHIVIty DEIECHION ....o..viiiiiiiiie ettt 142
Figure 8-86: BOArd Tab ......coiuiiiiiiiiiieii et 143
Figure 9-1: Digital SIGNatures ... ....ueiiiiiiiiiie ettt e e 145
Figure 9-2: Location Attribute for each Call Delivery Component.............oooiiiiiiiiiiiiiiieeciee e 151
Figure 9-3: Skype and SIPREC Targets .......c..oiiiiiiiiiiiiiee ettt 152
Figure 9-4: Add User AHIIDULE...........ui et ee s esssssensssnsnsnsnsnnnnes 154
FIQUIE O-5: AT USET ...ttt ts st s st sttt st s s ss s s sssssnsssnsnsnsnsnnnnns 155
Figure 9-6: SmartTAP LDAP Configuration PAge ..........coooiuiiiiieiee ettt e e 156
Figure 10-1: Board Tab Configuration .............ccocuuiiiiiie e e e e e e e 159
Figure 10-2: Add ReCOrding LOCAION........uuuuuiiiiiiiiiiiiiieiiieiitiiit ettt eesnestsbsenenensnsnsnsnnnnes 163
Figure 10-3: Add Recording LOCAtION. .......cciiiiiiiiiiiiie ittt 166
Figure 11-1: AudioCodes SOftware PIUGIN ........ccoiuiiiiiiii e 168
Figure 11-2: SmartTAP Media PrOoCESSING ... ...cuiiiiiiiiiiiiiie ittt 168
Figure 11-3: Skype for BUuSINESS LOGGING ....uviiiiiiiiiieiiiiie ettt 169
FIGUrE 11-4: SNIffEr TraCE. ... ..ttt e e e s 172
Figure 12-1: Enhanced Security Configuration ..o 175
Version 4.2 9 SmartTAP



QCoau

diocodes Call Recording Solution

List of Tables
JLIE= L o] L= o BT o' F= U 7 S 1= =T 13
Table 1-2: LICENSE FACOIS ...t e e et e e e e e e e e e e e e e e e e nnnnneeas 14
LIz o] L= e SV (o B @ g T = F= o =SS 16
Table 1-4: POWEr REQUIMEMENTS ... ... ettt e e e e e e e et e e e e e e e e e nenaeeeeaea e e e nnenneeas 16
Table 1-5: HTML5 Media Player BrowSer SUPPOIT .......o.eeiiiiiiee e e e e 18
Table 7-1: Front End Server(s) - Inbound Firewall..............cccoooiiiiiiiiiii e 64
Table 7-2: Front End Server(s) - Outbound Firewall .................cooiiiiiiiiiie e 64
Table 7-3: Edge, Mediation or Conference Server(s) - Inbound Firewall.............cccccooviiiiiieeeee v, 64
Table 7-4: Edge, Mediation or Conference Server(s) - Outbound Firewall................ccoooiiiiieeeeiiicnnnee, 64
Table 7-5: SmartTAP Server - INBOUND FireWall..........cooiiiiiiiiiieiiiee e 65
Table 7-6: SmartTAP Server - Outbound Firewall.............ocooiiiiiiiiiii e 65
Table 7-7: SmartTAP Media Proxy Server - Inbound Firewall .............cccooooiiiiiiiiiei e 65
Table 7-8: SmartTAP Media Proxy Server - Outbound Firewall .............cccoooiiiiiiiiie e 65
Table 7-9: SmartTAP Announcement Server- Inbound Firewall ...........c.ccooiiiiiii e 66
Table 7-10: SmartTAP Announcement Server - Outbound Firewall ..o 66
Table 7-11: Firewall - Application SErver (AS) .......ooo i 69
Table 7-12: Firewall - Communications Server (CS).......cooiiii i 69
Table 7-13: Firewall - Database Server (DB) ........oooo i 69
Table 7-14: Firewall - File SEIVEI (FS) ..oooiiiiiiiiiiiiie et e e e e e e e e e naees 69
Table 7-15: Firewall - Media Server (MS) ...t a e e 70
Table 7-16: Remote Transfer SErvice (RTS)......uuuiiiii i a e e 70
Table 7-17: Firewall - Call DEliVEIrY(CD).....ccoiiiiiiieie ettt e e e e e e e e e e e enenaeees 70
Table 7-18: Firewall - Media Delivery (MD)..........ueiiiiiiiiiiieiee et a e 71
Table 7-19: Firewall - Media ProxXy (IMP) .......ooo e 71
Table 7-20: Firewall - Announcement Server (AN) ... o 71
Table 8-1: Plugin Configuration OPtioNS ... e e 90
Table 8-2: Description of the Skype for Business Specific Changes ............cccocoiiiiiiiiiiieee 104
Table 8-3: System.CONfIG FIle ........eiiiiiei e 121
Table 8-4: SIP Recording — Additional Configuration Files ............ccooiiiiiiiiiii e 131
Table 8-5: Description of the Avaya H.323 Specific Changes ...........cccceeveiiiiiiiiiie e 135
Table 8-6: Description of the SIP Recording Specific Changes..........cccccoevviiiiiiiie e 135
Table 8-7: Most Common Values to be Adjusted per Board or Channel............cccccooviiiiieiiee e, 141
Table 10-1: Backup - Call DEIIVEIY SEIVICE .........ooiiiiiiiiiiieiee et a e 160
Table 10-2: BaCKup - MEI@ SEIVICE .....ccccciiiiiiiiiiee ettt e e e e e e e e e e e e nnaeree s 160
Table 10-3: Backup - Media DElIVErY SEIVICE .......ccciiiiiiiiiiiiiee et 161
Table 10-4: Backup - CommuUuNICation SEIVICE .........covvviiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeeeeeee e 161
Table 10-5: Backup - APpliCation SEIVICE ........coeiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeee e 161
Table 10-6: BacKup - Database.........ccoviiiiiiiiiiiiiieieeeeeeeeeeeee e 161
Table 10-7: SmartTAP Skype for Business Plug-in (FE, SBS, SBA).......ccccociiiiiiiiiiiec e 162
Table 10-8: Backup - SmartTAP ANNOUNCEMENT SEIVET ........oovviiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeee e 162
Table 10-9: Backup - SMartTAP Media PrOXY ......ccciiiiiiiiiiiiiee et a e 162
Table 10-10: System Profile TOOI .........coiii it e e e 163
Table 10-11: Restore — Call DEIIVEIY SEIVICE .......ccceiiiiiiiiieieee ettt 164
Table 10-12: ReStore — Media SEIVICE ........uiiiiiiiiii ettt e et e e e e e 164
Table 10-13: Restore — Media DElIVErY SEIVICE.........coiicuuiiiiiii e 164
Table 10-14: ReStore — Database .........coouiiiiiiiiiiiiiee e 165
Table 10-15: Restore — SmartTAP Skype for Business Plug-in (FE, SBS, SBA) ........cccccoviiiiiiiineene 165
Table 10-16: Restore — ANNOUNCEMENT SEIVET ... ...ooiiiiiiiiiei et 165
Table 10-17: ReStOre — Medi@ PrOXY .......coiiuiiiiiiiiie ettt ettt e e e e 166
Installation Guide 10 Document #: LTRT-27188



Installation Guide Notices

Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept responsibility
for errors or omissions. Updates to this document can be downloaded from
https://www.audiocodes.com/library/technical-documents.

This document is subject to change without notice.
Date Published: August-26-2018

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed of
with unsorted waste. Please contact your local recycling authority for disposal of this product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our Web site at
https://www.audiocodes.com/services-support/maintenance-and-support.

Email: support@audiocodes.com

North America: +1-732.652-1085, +1-800-735-4588
Israel: 1-800-30-50-70, +972-3-9764343
International Number: +800 444 22 444

APAC: +65-6493-6690

Note: Technical Support does not monitor Web or e-mail requests 24 hours a day. After
normal business hours (as specified above), any communication through our support Web
site or support e-mail are addressed the following business day.

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.

Version 4.2 1 SmartTAP


https://www.audiocodes.com/library/technical-documents
https://www.audiocodes.com/services-support/maintenance-and-support
mailto:support@audiocodes.com

QC audiocodes

Call Recording Solution

Related Documentation

Document Name

SmartTAP Release Notes
SmartTAP Administrator Guide

Document Revision Record

LTRT

27180
27181
27182

27183

27185

27187

27188

Description

Initial document release for Version 3.2.0.
Note update in Call Delivery Service section.

Sections Updated: Disabling HTTP Communication, Call Recording Notifications (Pre-
requisites), Activating Announcement Services (Note).

Sections Updated: Minimum System Requirements; Installation Wizard procedures
and general enhancements to related chapters; Call Recording Notifications (Pre-
requisites), Activating Announcement Services (Note), Call Recording Notifications,
Skype for Business Recording; Firewall Configuration; Microsoft Skype for Business
integration; Configuring SSO, Disabling HTTP Communication.

Removal of support for Avaya AES Integration and Digital Station Side.

Sections updated: HTML5 Media Player support table; Minimum Server
Requirements. Several screens updated with new AudioCodes logo.

Sections added: Network Adapter Configuration

Sections removed: Configuring SSO (except for Introduction: this subject is
documented in the Administrators Guide).

Sections updated: Supported Operating Systems; Microsoft Hyper-V; Installation
Prerequisites for PowerShell permissions; Plugin configuration for Microsoft Skype for
Business; Editing Media Proxy Server Parameters; Enabling Consent to Record Calls
Demo.

Updates to hardware and software requirements; SmartTAP License Management;
Configure Microsoft SNMP Service; Firewall configuration; Configuring HTTP/S;
Location-based targeting.

Documentation Feedback

AudioCodes continually strives to produce high quality documentation. If you have any
comments (suggestions or errors) regarding this document, please fill out the Documentation
Feedback form on our Web site https://online.audiocodes.com/documentation-feedback.

Installation Guide 12 Document #: LTRT-27188


https://online.audiocodes.com/documentation-feedback

Installation Guide 1. Hardware and Software Requirements

1 Hardware and Software Requirements

This chapter describes the hardware and software requirements for installing SmartTAP.

Note: Microsoft rebranded Lync as Skype for Business so when the term Skype for
Business appears in this document, it also applies to Microsoft Lync.

1.1 Minimum System Requirements

1.1.1  Server Configurations

The following table lists the maximum available resources for three different SmartTAP
server profiles and for the Media Proxy and Announcement servers.

Table 1-1: SmartTAP Server

Server Specification Available Resources
SmartTAP server (Low  Win 2012 R2 64bit 50 resources (audio only)
Profile) 2 Core 2.5 GHz

6 GB Memory

2 SATA 7200 RPM HDD*

Dual Gb NIC 25 resources when Media Proxy
PCle slots FL / FH2** Service is installed on the same

server (audio only)

Win 2012 R2 64bit 150 resources
6 Cores 2 GHz****
8 GB Memory
2 SATA 7200 RPM HDD*
Dual Gb NIC 50 resources when Media Proxy
PCle slots FL / FH2** Service is installed on the same
server (audio only)
SmartTAP server™** Win 2012 R2 64bit 300 resources
(High Profile) 12 Core 2 GHz****

14 GB Memory

2 SATA 7200 RPM HDD*
Dual Gb NIC

PCle slots FL / FH2**

For network adapter
configuration, see Section 1.2

Win 2012 R2 64bit
Quad Core 2 GHz
8 GB Memory
Media Proxy server*** SATA 7200 RPM HDD 300 resources
Dual Gb NIC
For network adapter
configuration, see Section 1.2
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Server Specification Available Resources

Win 2012 R2 64bit

Quad Core 2 GHz 300 resources (assuming the
Announcement 8 GB Memory announcement length does not
server<* SATA 7200 RPM HDD exceed 20% of an average call
Dual Gb NIC Iength)

A\

* SmartTAP server requires two dedicated HDDs - one for the Windows OS, SmartTAP
software and DB and another for the recorded media. The media HDD is required for both
local or remote media storage (in the case of remote storage it is used for intermediate
storage of the media).When running the SmartTAP Server in a virtual environment, the HDDs
has to be dedicated and mapped to SmartTAP server VM.

** PCle Full Length / Full Height slots. The number of slots required is determined by the
number of Analog Stations required to record. Each card can record 24 channels (i.e., 56
Phones will require 3 PCle card slots).

*** A group of these servers can be deployed when more than the supported recording
capacity in one server is required. An additional high-end server is required to be deployed
for the Application Server and Database.

**** Higher CPU speed (higher than 2.0 GHz) is recommended to accelerate download and
playback for Video and Desktop sharing recorded calls.

Note: When running in a virtual environment, all specification resources in Table 1-1 must
be reserved for all servers of SmartTAP.

To determine the server specification, calculate the required available resources. The
calculation of the required resources is based on the number of licenses multiplied by one of
the factors specified in the table below.

Table 1-2: License Factors

License Type Factor
Audio Recorder License 1
Video Recorder License 10
Announcement License 1
Desktop Sharing 5

B Calculate the required number of resources on the SmartTAP server and the Media
Proxy server according to the following formula:

Required Number of Resources = (Number of Audio Recorder Licenses)*(Audio
Recorder License Factor) + (Number of Video Recorder Licenses)*(Video Recorder
License Factor) + (Number of Desktop Sharing Recorder Licenses)*(Desktop Sharing
Factor)

Choose the SmartTAP server and Media Proxy server with the number of available
resources equal or higher than the required recording resources.

B Calculate the required number of resources on the Announcement server according to
the following formula:

Required Number of Resources = (Number of Announcement
Licenses)*(Announcement License Factor)
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1.2

1.21

Example 1: 100 Audio Recorder Licenses

B Required Number of Resources = (100 Audio Recorder Licenses)*(1 Audio Recorder
License Factor) = 100

B Choose Medium Profile SmartTAP server and one Media Proxy server
Example 2: 30 Video Recorder Licenses

B Required Number of Resources = (30 Video Recorder Licenses)*(10 Video Recorder
License Factor) = 300

B Choose High Profile SmartTAP server and one Media Proxy server
Example 3: 50 Audio Recorder Licenses and 20 Video Recorder Licenses

B Required Number of Resources = (50 Audio Recorder Licenses)*(1 Audio Recorder
License Factor) + (20 Video Recorder Licenses)*(10 Video Recorder License Factor)=
50 + 200 = 250

B Choose High Profile SmartTAP server and one Media Proxy server
Example 4: 40 Audio Recorder Licenses

B Required Number of Resources = (40 Audio Recorder Licenses)*(1 Audio Recorder
License Factor) = 40

B Choose either of the following:

e  Medium Profile SmartTAP server with Media Proxy service installed on the
SmartTAP server

e Low Profile SmartTAP server and separate Media Proxy server
Example 5: 200 Audio Recorder Licenses with Announcement
B For SmartTAP server and Media Proxy servers:

e  Required Number of Resources = (200 Audio Recorder Licenses)*(1 Audio
Recorder License Factor) = 200

e  Choose High Profile SmartTAP server and one Media Proxy server
B For Announcement server:

e  Required Number of Resources = (200 Announcement Licenses)*(1
Announcement License Factor) = 200

e  Choose one Announcement server
Example 6: 50 Audio Recorder Licenses and 50 Desktop Sharing Recorder Licenses
B For SmartTAP server and Media Proxy servers:

e Required Number of Resources = (50 Audio Recorder Licenses)*(1 Audio
Recorder License Factor) + (50 Desktop Sharing Recorder Licenses)*(5 Desktop
Sharing Recorder License Factor) = 300

e  Choose High Profile SmartTAP server and one Media Proxy server

Network Adapter Configuration

To provide optimal media quality for audio/video (A/V) calls and to cope with unexpected
spikes in traffic and increased usage over time, additional network requirements for
SmartTAP and MediaProxy servers must be implemented.

General Configuration

B Increase Network Adapter Resources:

° Receive and Send buffers - increase the allocated resources. For
receive-intensive scenarios, it is recommended to increase the receive buffer
value to at least 8 MB.

B Enable Receive Side Scaling (RSS)
B Offload Features - disable Offload operations to ease the load on network adapter
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B Suggested Reference:
° https://technet.microsoft.com/en-us/library/jj574151

1.2.2 VMWare Specific

B [nstall VMWare tools
B Set network interface adapter type to vmxnet3
B Edit network adapter advanced options:
e Enable "Receive Side Scaling"
e  Set "Large Rx Buffer" to at least 8 MB
e  Set “Small Rx Buffers” to at least 8MB
o Set “Rx Ring #1/#2 Size” to at least 4MB
e Disable all Offload settings
B Suggested References:
e  https://kb.vmware.com/s/article/2008925
e  https://kb.vmware.com/s/article/2039495

1.3  Telephony Integration Hardware

1.3.1 Add-On Blades
Table 1-3: Add-On Blades

Interface Description Connector Gender

Analog 24 channel PCle Full Length Full Height Card RJ21x Female

= 6’ 180 degree Male to 90 degree female
cable included

B Connect male end of 6’ cable to card and female end to in-house wiring.
B All cards are x1 PCI 3.0 compliant. The cards will also function in x4, x8, x16 and Gen

2.0 PCI Express slots.
1.3.2 Power Requirements

Table 1-4: Power Requirements

Interface +3.3Vdc +5Vdc -12Vdc +12Vdc Watts
Analog 2.3A n/a n/a n/a 7.6W

B Ensure the Power Supply is adequate to support ALL the devices installed in the
server not just the Add-On Blades.

1.4 Antivirus Software

B No virus software is included with SmartTAP
B No specific virus software is tested or certified
B [f installed, do not scan the following folders and contents to prevent performance

impact.
B Media path: (i.e., Local D:\Media, SAN or NAS)
m . \Ai-Logix\
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B ..\AudioCodes\
B .\MySQL\

1.5 Windows Defender

It is similar to Virus software. Please disable scanning same file types and folders.

1.6  Supported Operating Systems

B Windows Server 2016
B Windows 2012 Server 64bit
B Windows 2008 Server 64bit SP2

1.7  Windows Updates

B Recommend to disable to prevent unknown side effects.
B AudioCodes only certifies major Service Pack updates

1.71 Installing Windows Updates

B Schedule a maintenance window. ST will not be recording during this timeframe.
B Download and install windows updates.

B Reboot the server, even if Windows does not ask you to reboot to finish installing
updates.

B Windows may continue installing updates after the system restart which may cause
instability within SmartTAP.

B Once the Windows updates are complete, reboot the server again.
1.8  Supported Virtual Machine (VM) Environments

1.8.1  VMware ESXi

B Version 4.1 and higher (IP based integrations only)

B See the Troubleshooting section for instructions on how to enable promiscuous mode
required for a SmartTAP system that is monitoring (tapping) the network.

1.8.2 Microsoft Hyper-V

Windows Server 2016

Windows Server 2012 R2

Windows Server 2012 64bit

Windows Server 2008 R2 SP1 or latest service pack
Windows Server 2008 R2

Windows Server 2008 64bit SP2

Note: Hyper-V does not support promiscuous mode. Do not use in Passive integration
environments.
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1.9 Active / Standby Resiliency Configuration (Optional)

AudioCodes supports Microsoft Windows Clustering in the failover configuration, which
provides high available service to the SmartTAP application. To support this type of install,
the following is required:

B Two identical Windows 2008 R2 or 2012 servers, which meet the minimum
specifications mentioned above

B A SAN (Storage Area Network) with iSCSI support. The SmartTAP cluster requires at
least 2 Internet Small Computer System Interface (iSCSI) targets - one for the disk
witness/quorum, and another for the DB and shared application data. A 3 iSCSI
target “Optional” is required for the media storage. SmartTAP should not be
configured to write the media directly to the 3 media target; instead, it should be set
as Media Transfer Service destination.

110 HTML5 Media Player Browser Support

The following table describes the SmartTAP HTML5 player functionality support for web
browsers.

The following table describes the supported browser features for each Player function.
Table 1-5: HTML5 Media Player Browser Support

SmartTAP HTMLS5 Player function Browser Features

Playback Canvas 2D graphics, AudioElement with MP3 or
WebM/Opus support

Wave form rendering Canvas 2D graphics, AudioElement/ Media Source
Extensions with MP3 or WebM/Opus support, Web
Audio API

Stereo wave form rendering Canvas 2D graphics, AudioElement/Media Source

Extensions with MP3 support, Web Audio API

Streaming Canvas 2D graphics, AudioElement/Media Source
Extensions with MP3 or WebM with VP8 and Opus
support, Web Audio API, Readable streams

SmartTAP utilizes for streaming media as well as for rendering the audio wave forms

/_\ Note: The web browser has to support the media framework (browser feature) that
as described in the table above.
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2

SmartTAP License Management

This chapter describes how to calculate the required SmartTAP licenses according to system
specifications.

2.1 License File Creation and Installation
This section describes how to collect the files that are required for SmartTAP license creation
and how to install the license files on the target system. This process applies to SmartTAP
4.0.0 and above.
Figure 2-1: License Generator
Call Delivery automatically
Install creates
System.dat Fil i .
Program Fy:r:gus?omleer upload GLeI::::‘ast?)r creates | License File | copy to | Call Delivery
Site (authorization (license.lic) |ns_ta||at|on
ired) directory
GetSystem require -~
Identifer.exe manually
creates

211

21.2

Purchase Order
containing

license quantities

License File Creation

Two SmartTAP components require licensing: Call Delivery-IP and Call Delivery-SIPREC.
Call Delivery-AES, which is no longer supported, also requires licensing. When Call Delivery
is installed, it installs a program “GetSystemldentifier.exe” in the installation directory. This
program is automatically run and generates a file called “System-[MachineName].dat”, which
can be found in the installation directory. This file must be retrieved and sent to AudioCodes
to create a license file that is keyed to the customer’s hardware.

The default installation directory is found here:
C:\Program Files (x86)\AudioCodes\SmartTAP\CD-xx

where xx represents which type of Call Delivery is installed.

Note: If the customer’s installation environment changes significantly, it may affect the
validation of the license file. If it becomes necessary to generate a new license file, the
“GetSystemldentifer.exe” program can generate a new “System.dat” file simply by
double-clicking on the program. No other action is required.

Once the “System.dat” file is delivered to AudioCodes, an authorized employee will create a
license file using the purchased license counts from the Purchase Order.

A license file must be generated for each copy of each type of Call Delivery that supports
licensing. For example, if the customer requires both CD-IP and CD-SIPREC for their
SmartTAP recorder, two license files must be generated. If the customer has 3 sites, each
with a copy of Call Delivery-IP installed, then each of the three will require a separate license
file.

License File Installation and Verification

Once a license file is generated, it is installed in the Call Delivery installation directory . This
is the same location as the “System.dat” file. The default installation directory is found here:
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C:\Program Files (x86)\AudioCodes\SmartTAP\CD-xx
where xx represents which type of Call Delivery is installed.

If there are multiple license files, it is important that each one is installed in the location where
its corresponding “System.dat” file is found.

Note: Do not mix up the licenses. There is a one-to-one relationship between
“System.dat” and “license.lic”.

The license file must be named “license.lic”. If it has been renamed to help clarify which
system it belongs to, the name must be changed back to “license.lic’ before Call Delivery
can load it.

Call Delivery must be restarted after the license file has been copied into the installation
directory. From this moment, the license will take effect (if it has been generated correctly).

To verify the contents of the license file, refer to section “Managing Licenses” in the
SmartTAP Administrator Guide. The “Licenses” page under the “System” tab in the
SmartTAP User Interface will display the license quantities and meta-data for each license
file that is active in the system. If the Customer Name is reported as “Demo”, then this
indicates that the license has not taken effect.

SmartTAP Upgrades

In general, SmartTAP components are designed to be backward compatible regarding
license files. Therefore, when performing an upgrade from one SmartTAP version to another,
it is generally not necessary to make any licensing changes with the following exceptions:

B [If you are moving any licensed component (like Call Delivery) to another server or
virtual machine, you will need to collect a new system.dat file and regenerate the
license file. This might occur if you are changing the type of recording solution or the
type of PBX being recorded.

B When adding one or more additional RDDs (Remote Data Delivery) as part of the
upgrade, treat the additional RDD(s) as new installations and generate license files as
described for new installations.

Prior to SmartTAP 4.0, Call Delivery was licensed through SmartWWORKS Service. For such
systems, the license file was stored in the SmartWORKS installation directory. During the
upgrade, the license file is automatically copied into the Call Delivery installation directory
with no changes, and Call Delivery will function as it did prior to the upgrade. There is no
intervention required in this case. License files located in the SmartWORKS installation
directory for SmartTAP 4.0 and higher are ignored.

A special case occurs if the upgrade involves a SmartTAP solution that includes Media
Delivery from a version prior to version 4.0. Before SmartTAP 4.0, Media Delivery relied on
SmartWORKS Service, which required a license file. Beginning with SmartTAP 4.0, Media
Delivery no longer uses Smart?WORKS Service and does not require a license file. Media
Delivery will ignore a license file if one is present. Its behavior is controlled by the licenses
residing with Call Delivery-IP. A new license file must be generated for CD-IP with sufficient
licenses for all of the Media Delivery components to which it communicates. The exact
license counts will depend on the customer’s existing solution.
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Figure 2-2: SmartTAP Upgrades

Host 1

Call Delivery- SmartWORKS L|_cense F.”e
P Service (license.lic)
|
Control c?mmands Host 2
V
Media SmartWORKS Lioense flle
Delivery Service (license.lic)

‘1 SmartTAP 4.0

*upgrade

Host 1

Call Delivery-

P
\

copied
License File | automatically

License File

(license.lic)

(license.lic)

\
Control commands
|

V

Media
Delivery

regener\éte manually with Host 2

combined license counts

License File

(license.lic)

For upgrades of CD-SIPREC prior to SmartTAP 4.0, a new license file must be generated
according to the license quantities originally purchased by the customer. This is done in the
same manner as for the CD-IP, which is described above.
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3 Before Installing SmartTAP

This chapter describes important information that you should note prior to installing
SmartTAP.

3.1 SmartTAP Software Package Contents

The installation package must be copied to a directory on the server where the SmartTAP
software is to be installed.

Table 3-1: Package Contents (Root Folder)

Contents Description

Microsoft Lync and Skype Includes Microsoft Lync 2010, 2013, and Skype-for-Business
for Business plugin installers for Front End Server or SBA

REST API Documentation Contains web based reference material for REST API

RESTApiWrapperLibrary Contains C# library and web based reference. Use instead of

native REST
Suite Describes the main SmartTAP installation package folder
Tools Contains various utilities for installing and troubleshooting
SmartTAP
SmartTAP Developer’s Describes the REST API development interface for SmartTAP.
Guide.pdf
SmartTAP Release Describes the new features, issues resolved and any known
Notes.pdf issues for the SmartTAP software release.
SmartTAP Defines the Installation setup for the SmartTAP software.

InstallationGuide.pdf

3.2 Installation Prerequisites

Before running the installation wizard, the following prerequisites must be met:

Base Windows 64 bit operating system installation complete without any additional
software or features enabled

Specific SmartTAP hardware must be plugged into the server
“Optional” PCI cards for Analog Station recording
Specific SmartTAP network tapping hardware/software must be setup:

e  Depending upon the integration method, Port SPAN/Port Mirror configured and
cable with spanned/mirrored traffic connected to the NIC(s) ports that will be
recording

e  “Optional” PCI card with cabling connected to the tapping hardware on the
customer premises

Host Server Microsoft SNMP Agent must be installed (for more information, see
Section 3.2.1 below).

Ensure that the Windows PowerShell script execution policy is set as follows on all of
the servers where SmartTAP components are installed:

e  Group Policy “Unrestricted”

o If Group Policy is not defined, the execution policy of the logged CurrentUser or
LocalMachine should be either Unrestricted or RemoteSigned .

Version 4.2
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To check the execution policy, run the following command:
PS> Get-ExecutionPolicy -list

To change the execution policy, you can run the following commands:
PS> Set-ExecutionPolicy -scope CurrentUser Unrestricted

PS> Set-ExecutionPolicy Unrestricted

PS> Set-ExecutionPolicy -scope LocalMachine Unrestricted

If the permissions are insufficient, the following message is displayed during the
installation:

Figure 3-2: PowerShell Script Execution Policy

Question X

PowerShell seript execution pelicy (permissions) is insufficient. If you
proceed, the installation process is likely to fail.
Do you want to continue?

Mote: It is recommended to set the execution policy of the user running
the installation to RemoteSignediUnrestricted or to change Group
policy to Unrestricted,

Yes | | Mo

B Do one of the following:

a. If you are sure that you have set the correct execution policy, click Yes to
continue.

b. If you would like to test your policy settings, click No and restart the installation.

3.21 Configure Microsoft SNMP Service

The SmartTAP system requires the installation of the Microsoft SNMP agent for configuration
and alarms. All Windows servers that are part of a SmartTAP installation must have the
SNMP feature enabled and configured. This service must be configured on the following
servers:

B SmartTAP Communication Server Installation
B SmartTAP Media Server Installation
B SmartTAP Call Delivery Server Installation

Note:
e SNMP Trap Service must be disabled on SmartTAP servers running the
Application Server component.
e For each SmartTAP software component, it is only necessary to setup the SNMP
service once per server.

e For Call Delivery Server Installation, additional manual configuration is required
(see Section 4.4).
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You can install Microsoft SNMP Agent using one of the following methods:
B Automatic

H  Manual
3.21.1 Automatic SNMP Setup
Starting from SmartTAP Version 2.2, there is an automated installer for setting up SNMP on
a system. If a system does not have SNMP services installed , this is a simple and easy way
to setup SNMP without performing the manual procedure described in Section 3.2.1.
By default, the installer is located within the install package as is not installed to the local
drive with the SmartTAP installer.
» Do the following:
1. In your SmartTAP distribution directory, locate the following file in either of the following
locations:
e .\Program Files\AUDIOCODES\SmartTap\Instal\EnableSNMPOnServer.bat
o _l\installation suite\tools\EnableSNMPOnServer.bat
2. Right-click and choose "Run as administrator".
3.2.1.2 Manual SNMP Setup
The procedure below describes how to install the SNMP Server feature.
» Do the following:
1.  Open Turn on Windows features on or off (Control Panel > Programs and Features
> Turn on Windows features on or off).
2. Click Features, and click Add Features.
3. Select SNMP Services.
Figure 3-3: Add Features Wizard
by Select Feat
ey elect Features
Clar
Features Select one or more Features to install on this server,
Confirmation Features: Description:
5 essage Quaing (it | e e
Results [ multipath 1 Service and SNMP WHI Provider.
] Metwork Load Balancing
[ Peer Mame Resclution Protocal
[ Quality Windows sudio Video Experience
’: Remote Assistance
[ Remote Differential Compression
[E remote Server Administration Tools (Installed)
|: RPC aver HTTP Proxy
[ simple TCRJIP Services
[+ SN Sice
[¥] SMMP wMI Provider
|: Storage Manager For SAMs
[] subsystem For UMIx-based Applications
[ Telnet Client
] Telmet Server
] TFTR Client
i [ windows Biometric Framewark | _'ILI
Mare about features
= Brevious I Mext = I Install Cancel
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4. Open Services (Start > Run... > services.msc).
5. Right click over the SNMP Service listing.
Figure 3-4: SNMP Service
O =]

File  Action Miew Help

e |[EEao=z HE »munwp
54, Services (Local) E\J, Services (Local)
SNMP Service Name Description Status Startup Type LogOnAs +
-\,‘,‘;:)_; Secure Socket Tun... Provides su... Manual Local Service
%:s%atr: :hs:rs‘::\:ce -,S;? Security Accounts... Thestartup ... Started Automatic Local Syste...
£} Security Center The WSCSV...  Started Automatic (D... Local Service
-,S;? Server Supports fil..  Started Automatic Local Syste...
Description: €, Shell Hardware De... Provides no... Started  Automatic Local Syste...

Enables Simple Metwork
Management Protocol (SNMP)
requests to be processed by this

-S;}-. Smart Card Manages ac... Started Automatic Local Service

. Allows thes.. Manual Local Syste..,

computer. If this service is stopped, = Started Automatic Local Syste...

the comspﬁiirpwm bestunaI?T\::_to _ ELSNM S Manual Local Service

process requests, If this service . st .

is disabled, any services that explicitly "S‘) Softy = Automatic (D... - Network S...

depend on it will fail to start. ELSPP Pause Manual Local Service
-\,‘,‘;:)_; SSDR Resume .. Started Manual Local Service
-\S-Y?;Stor Restart Manual Local Syste... |
&k Supeg . Started Automatic Local Syste...
-\S;} Systs All Tasks b y.. Started Automatic Local Syste... I
&
-\_.“J_,.Tabl — Do Manual Local Syste...
Lk Task 5. Started Automatic Local Syste...
-\E':;?;TCP Properties o Started Automatic Local Service
L Telg l... Manual MNetwork S...
-\S‘;;?;Thar #ED . Started Automatic Local Syste.. _

;.l_. . - . - - |'r

Extended /(Standard/

6. Select Properties > Security; the following screen appears:

Figure 3-5: SNMP Service Properties

[ g

SNMP Service Properties (Local Computer) @

| General | Log On | Recovery | Agert | Traps | Security | Dependenciesl

Send authentication trap

Accepted community names
Community Rights

Edit... Remowve

() Accept SNMP packets from any host
@ Accept SNMP packets from these hosts

localhost

| Add. | | Edt. | [ Remove |

Leam more about SMNMP

[ ok || cancel Apply
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7. Inthe Accepted community names window, add the following;
e  public Community with READ ONLY rights
e  private Community with READ WRITE rights

A Note: The community names must be in lower case.

Figure 3-6: SNMP Service Properties - Security

SNMP Service Properties (Local Computer) @

|Gener:|| I Log On I Recoveny I Agent I Traps | Security |Dependencies|

Send authentication trap
Accepted community names
Community Rights
public READ ONLY
private READ WRITE
Add.. | | Edt. | | Remove

() Accept SNMP packets from arry host
@ Accept SNMP packets from these hosts

localhost

Add.. | | Edi.. | | Remove

Leam mare about SNMP

ok ) (oo ) (o]

8. In the Accept SNMP packets from these hosts window, click Add... to add the
following:

o Ifthis is a standalone SmartTAP server, leave localhost as the only entry

. If this is for a SmartTAP installation that involves more than one server, add the
IP address of the Application Server (AS) instead

9. Click Apply.
10. Select the Traps tab.
11. From the 'Community name' drop-down list, select public.
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12. Click Add to list.

Figure 3-7: SNMP Service Properties - Traps

| General | Log On | Recovery I Agent | Traps |Securi’ry | Dependencies|

SMMP Service Properties (Local Computer) @

The SNMP Service provides network management over TCF/IP
and IPX/SPX protocols. i traps are required, one or more
community names must be specified. Trap destinations may be
host names, IP addresses or IPX addresses.

Community name
public| - Add to list
Remove from list
Trap destinations:
Add... Edit... Remove

Leam more about SHMP

[ OK J[ Cancsl ] Aoply

13. Click Add... to add Trap destinations as follows:
° If this is a standalone server enter localhost

° If this is for a SmartTAP installation that involves more than one server add the IP
address of the Application Server (AS) instead

Figure 3-8: SNMP Service Properties — Traps — Add Trap Destinations

14. Click OK.

SNMP Service Properties (Local Computer) @

| General | Log On | Recoveny I Agert | Traps |Sec1.||'i'r).r I Dependencies|

The SMMP Service provides network management over TCP/IP
and |IPX/SPX protocols. F traps are required, one or more
community names must be specified. Trap destinations may be
host names, |P addresses or IPX addresses.

Community name

- Add to list

localhost

Trap destinations:

Leam more about SNMP
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3.3 Installation Wizard Methods

The installation package is divided into multiple elements and typically installed on one
server; however, can be installed on multiple servers depending upon customer
requirements. An Installation Wizard is provided to install SmartTAP with one of these
configuration as follows:

B All-In-One installation for a Single server installation platform
B Distributed installation for a Multi-server installation platform

3.31 All-In-One

This method installs the following default SmartTAP components in a single Wizard process,
including recording and integration components. For more information, proceed to Chapter
4 (recording components and Chapter 8 (integration components).

3.3.2 Distributed

The Distributed method allows you to perform Stand-alone installations of the separate
installation components. You may wish to use a Distributed installation for any of the
following reasons:

B If you need to add/remove a specific component
B If you need to setup survivable recording at SBA location (SmartTAP RDD)

B If you need to install SmartTAP Media Proxy or Announcement Server for Skype for
Business.

B If some SmartTAP elements will reside on different servers.
If you are installing Analog Station Integration.
B If you are installing SIPRec.

Note: This installation method assumes that each SmartTAP component will be
installed on a separate physical or virtual server.

Proceed to Chapter 5.
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3.4 Post Installation Actions

After you have successfully installed SmartTAP using one of the methods described above,
there are additional actions required to fully setup the SmartTAP network.

B Configure Firewall rules: The deployment of the SmartTAP servers may have to
comply with customer security policies, which require the implementation of firewall
rules. You need to configure these rules in the Enterprise. See Chapter 7.

B Integrate SmartTAP with other network components:
e  Skype for Business (see Section 8.1)
e  SIPRec (see Section 8.2)
e  Analog trunk/radio (see Section 8.5)

B VolP Port Mirroring to receive the unencrypted Signaling and RTP from different IP
PBX station side-tapping configurations using a mirror port or network tap appliance
(see Section 8.3)

B Additional Configuration options:

Configuration Digital Signatures (see Section 9.1)
e  Configuring LDAP (see Section 9.2)

e  Configuring SSO (see Section 9.3)

e  Configuring HTTP/S (see Section 9.4)

B At the end of a clean installation, upgrade or maintenance update, the installer
process goes to the "Postinstallation” folder, scans the files with the extensions
exe,bat and ps1and runs each one of them in alphabetical order.
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4

OC AudioCodes SmartTAP bt

Installation Wizard - All-In-One Method

The installation package is divided into multiple elements and typically installed on one
server; however, can be installed on multiple servers depending upon customer
requirements. This chapter describes the most common SmartTAP installation on a single
server.

Note: Refer to the Chapter 5 for installations that involve more than one SmartTAP
server.

> Toinstall SmartTAP:

1. Verify all prerequisites for the installation are met before moving forward with the
installation.

2. Launch install.bat from the “Suite” folder.
3. Click Next to continue.

Figure 4-1: Installation Wizard

Welcome to the InstallShield Wizard for
AudioCodes SmartTAP

The Installshield(R) Wizard will install AudioCodes SmartTAP on your
computer. To continue, click Mext.

WARNING: This program is protected by copyright law and infermational treaties.

vd.10
4. Click Next after accepting SmartWWORKS license.
5. Click Next after accepting SmartTAP license.
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Figure 4-2: Setup Type

OC AudicCodes SmartTAP >
Setup Type leQ I
Hﬂﬂﬂ'ﬂﬂ
&
¢ All-In-One
. E AudioCodes Database Server, Application Server, Communication Server, Media Server and

Call Delivery iP will be installed.

Distributed

Choose which components you want installed and where they will be installed.

00T

< Back Cancel

6. Select All-In-One:
Refer to the following sections:
e Installing Database Service (see Section 4.1)
o Installing Application Server (AS) (see Section 4.2)
e Installing Communication Server (CS) (see Section 4.3)
e Installing Media Server (MS) (see Section 4.3)
e Installing Call Delivery-IP (CD-IP) (see Section 4.4)

Note: For the installation of these components, unless otherwise specified, accept
defaults shown.
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Figure 4-3: Custom Setup
OC AudioCodes SmartTAP

Custom Setup

Select the program features you want to be installed or upgraded. Unselect the program features
you want to be uninstalled.

=Il“]Recording Components
AudioCodes Application Server
MAudioCodes Communication Server
MAudioCodes Database Server
MAudioCodes Media Server

=l Integration Components
MAudioCodes Announcement Server
FAudioCodes Call Delivery AL
FAudioCodes Call Delivery IP
FAudioCodes Call Delivery SIPREC
FAudioCodes Media Delivery
FAudioCodes Media Proxy

< Back Install

4.1 Database Service

*

Lo

SMARTTAR
————

Cancel

The Database installation starts in the proper sequence when all or multiple services are

selected on the installer menu.

> To install the database service:

1.  When the Database Server Installation wizard starts, click Next to install.
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Figure 4-4: Database Server Installation Wizard

i AudioCodes Inc. Database Server - InstallShield Wizard -

Welcome to the InstallShield Wizard for
AudioCodes Inc. Database Server

The InstallShield(R) Wizard will install AudioCodes Inc.
Database Server on your computer, To continue, dick Mext,

WARMIMG: This program is protected by copyright law and
international treaties.

< Back Mext = | | Cancel

2. Accept ALL defaults.
3. Click Install.
4. Click Finish.

Notes:

e For setting up clustered configurations of the database, please contact AudioCodes
Technical Support for further information.
e When upgrading from SmartTAP 1.8.x through SmartTAP 2.2.x, you need to

& manually check for the following registry key and add it if it is not present:

HKLM\SOFTWARE\Wow6432Node\Audiocodes\SmartTAP\DB\InstallDirectory=
...\MySql\MySq|l Server 5.0\
This is a value of type “String”. You must replace the path to MySql with the real
path on the existing system. It is important to leave the trailing backslash in place.
Once this is done, the upgrade of the database can proceed successfully.
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4.2 Installing the Application Service

The Application Service is essentially a Web server responsible for user access,
management and database control.

Note:

A e The database must be installed first before continuing.

e This procedure also runs a silent installation of the Health Monitor utility. For more
information, refer to the Administrator Guide.

» To install the Application service:

1. The Application Service installation starts in the proper sequence when all or multiple
services are selected on the installer menu.

2. When the Application Server installation wizard starts, click Next to install.

Figure 4-5: Application Server Installation Wizard

'l ™
4 AudioCodes Inc. Application Server - InstallShield W’lzardl eS|

Welcome to the Installshield Wizard for
AudioCodes Inc. Application Server

The Installshield(R) wWizard will install AudioCodes Inc,
Application Server on your computer, To continue, dick Mext.

WARMNIMG: This program is protected by copyright law and
international treaties.

Mext =
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If you are installing from a Suite, then the following screen may not be displayed.

Figure 4-6: License Agreement

i ™
i) AudioCodes Inc. Application Server - InstallShield ‘d'ﬁzardl =5

License Agreement

Flease read the following license agreement carefully.

SO0FTWARE LICENSE AGREEMENT

-~
L4
LICEHSE AGREEMENT

LUODICCCDES US4, INC. (AudicCodes) provides the following
License Agreement (the Agreement) to the original
purchaser only:

1. PLEASE READ THIS LICENSE AGREEMENT. The enclosed
LudioCodes software/firmware program (collectiwvely,
"SOFTWARE™) is licensed by AudiocCodes for use only on

the terms and conditions set forth herein. By opening

i el armen AT TATRMOTETY mmemmem e meme] e e

(@ I accept the terms in the license agreement

(711 do not accept the terms in the license agreement

-

InstallShield

[ < Back " Mext = I [ Cancel ]

3. Select the “I accept the terms in the license agreement” check box and click Next.
If you are performing an upgrade, the screen below is not displayed.

Figure 4-7: Application Information

il ™
%) AudioCodes Inc. Application Server - InstallShield ‘i‘.'izardL |

Application Information

Please enter your information,

Local IP address: 172.17.127.30

Database IP address: 172.17.127.30 -

InstallShield

4. Enter the IP address of the Application Server location and the IP address of the
Database location. The IP addresses should be external i.e. not the IP address of the
local host. Click Next to proceed.
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Figure 4-8: Setup Type
[ #1 AudioCodes Inc. Application Server - InstallShisld ‘Mzarl =)

Setup Type

Choose the setup type that best suits your needs.

Please select a setup type.

@ Complete
All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstallShield

5. Select one of the following setup types and click Next:

e  Complete: Install to the default location: C:\Program
Files\AudioCodes\SmartTAP\AS

e  Custom: Change the destination location

Figure 4-9: Ready to Install

'l ™
%) AudioCodes Inc. Application Server - InstallShield Wizard e S|

Ready to Install the Program
The wizard is ready to beqin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Badk. Click Cancel to
exit the wizard.

InstallShield

6. Click Install.
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Figure 4-10: Complete Installation

ol N
%) AudioCodes Inc. Application Server - InstaliShield ‘.'ﬁzam [

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed AudioCodes
Inc. Application Server. Click Finish to exit the wizard.

< Back Cancel

7. Click Finish.

4.3 Installing the Communication Service

The Communication Service acts like a SIP proxy and registrar to control connectivity and
load balancing between the Call Delivery devices and the Media Servers.

> To install the Communication Service:

—

The database must be installed first before continuing.

2. The Communication Service installation starts in the proper sequence when all or
multiple services are selected on the installer menu.

3.  When the Communication Server installation wizard starts click Next to install.
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Figure 4-11: Communication Server

Welcome to the InstallShield Wizard for
AudioCodes Inc. Communication Server

The InstallShield(R) Wizard will install AudioCodes Inc.
Communication Server on your computer, To continue, dick
Mext.

WARMIMG: This program is protected by copyright law and
international treaties.

Accept ALL defaults.

If you are upgrading, you are prompted to enter the IP address of the Application server.
Click Install.

Click Finish.

No o~
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4.4 Installing the Call Delivery Service

The Call Delivery is responsible for passively tapping or actively connecting to the telephony
environment and then determining which calls to record using the dynamic state machine
and target list. A separate Call Delivery Service will be installed for each telephony
environment.

The All-In-One SmartTAP install will automatically install the CD-IP Call Delivery for IP PBX
recording environments like Skype for Business, Cisco, SIP, NEC, Siemens, etc.

» To install the Call Delivery Service:

1. When the Call Delivery Service installation wizard starts click Next to install.

Figure 4-12: Call Delivery Service
5 AudioCodes Inc. Call Delivery-IP -

Welcome to the InstallShield Wizard for
AudioCodes Inc. Call Delivery-IP

The Installshield(R) Wizard will install AudioCodes Inc, Call
Delivery-IP on your computer. To continue, dick Mext.

WARMIMG: This program is protected by copyright law and
international treaties,

< Back Mext = | | Cancel
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2. Select Network Integration Type - (Skype for Business or Other).
Figure 4-13: Select Network Type

Select Network Type

Chooze the tppe of phaone netwaork, to be recorded

Metwork Type:

| Microsoft Lync W
Microsoft Lync

Other

InstallShield

3. Click Next
4. To finish the CD-IP installation, choose one of the following:
e Skype for Business— See Section 8.1.2 on page 90
e  Other (VoIP Port Mirror) — See Section 8.3.3 on page 133
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4.5

Note: After upgrading SmartTAP, make sure that the Call Delivery configuration is set
to the actual IP address of the servers. Using local host, or 127.0.0.1, will no longer
work correctly, although it was valid in previous versions of SmartTAP.

The “locallp” parameter should be set to the IP address of the Call Delivery server where
this software is installed.

The “trapDestIP” and “recorder ip” parameters should be set to the IP address where
the Application Server is installed, which may or may not be the same server.

Manually edit this section of the calldeliveryconfig.xml file:

<snmp>
<network localIp=“CDRealIP" port="11161"
name="SWCallDelivery"
0id="1.3.6.1.4.1.5003.9.40.1.1.2"
trapDestIp=“ASRealIP" />
</snmp>

<applicationServer>
<recorder ip="ASRealIP" port="80">
<protocols>
<protocol>http</protocol>
</protocols>
</recorder>
</applicationServer>

This note applies to CD-IP only.

Installing the Media Server

The Media Server is responsible for writing to file storage the incoming RTP stream from the
Call Delivery, encrypting and compressing the data.

>
1.

To install the Media Server:

The Media Server installation starts in the proper sequence when all or multiple services
are selected on the installer menu.

When the Media Server installation wizard starts, click Next to install.
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Figure 4-14: Media Server
i AudioCodes Inc. Media Server - InstallShield Wizard -

Welcome to the InstallShield Wizard for
AudioCodes Inc. Media Server

The InstallShield(R) Wizard will install AudioCodes Inc. Media
Server on your computer. To continue, dick Next.

WARMIMG: This program is protected by copyright law and
international treaties.

< Badk | Mext = | | Cancel |

3. Select the IP Address of the SmartTAP Server from the "Monitoring IP Address"
drop-down box.

4. In the Distributed or Remote Branch deployment, enter the real IP address for the
Communication and Application Servers.

5. Inthe all-in-one deployment you can leave the default 127.0.0.1 address or type in the
server IP address.

Figure 4-15: Media Server Configuration

i AudioCodes Inc. Media Server - InstallShield Wizard -

Media Server Configuration

Specify the netwark information in the given fields.

Monitoring IP Address | 172.76.145. 14 v

This is the IP address that listens for RTP traffic

Communication Server [127.0.0.1
IP Address
This iz the IP address for the Communication Server
Application Server IP [127.0.0.1
Address

This is the IP address for the SNMP trap destination

REMIMDER: Host and edge firewall rules may require updating to pass RTP traffic. Also, make
sure to re-cheds your Windows firewall settings after installing Windows Updates.

InstallShield

< Back Mext = | | Cancel

6. Click Next.
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7. Click Install.
8. Click Finish.

4.6 Completing Wizard Installation

When the installer completes the installation of all the software components, a dialog window
appears indicating that the installation has completed.

1.  When the installer completes the following screen appears:
Figure 4-16: InstallShield Wizard Completed

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed AudicCodes SmartTAP. Click
Finish to exit the wizard.

2. Click Finish to exit the installer.

3. Go to the configuration information on Chapter 5 — Integration Configuration to complete
the integration configuration steps required before the server is ready to record calls.

4.7 Post-Installation Integration

At this point in the installation, the software is running on the server. However, the SmartTAP
recorder needs additional integration specific configuration before it is capable of recording
calls. This integration is described in Chapter 8.
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5 Installation Wizard - Distributed Method

This Chapter describes the Distributed method for installing SmartTAP.

Note: This installation method assumes that each SmartTAP component will be
installed on a separate physical or virtual server.

> To install the distributed method:

1. Launch install.bat from the “Suite” folder.
2. Click Next to continue.

Figure 5-1: InstallShield Wizard SmartTAP
OC AudioCodes SmartTAP x

Welcome to the InstallShield Wizard for
AudioCodes SmartTAP

The Installshield(R) Wizard will install AudioCodes SmartTAP on your
computer. To continue, click Next.

WARNING: This program is protected by copyright law and intemational treaties.

v4.1.0

3. Click Next after accepting SmartWORKS license.
4. Click Next after accepting SmartTAP license.
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Figure 5-2: Setup Type

OC AudicCodes SmartTAP

Setup Type

o
2  All-In-One
. § AvdioCodes Database Server, Application Server, Communication Server, Media Server and
Call Delivery IP will be installed.

¢ Distributed
. (w Choose which components you want installed and where they will be installed.

< Back Cancel

5. Select the Distributed installation option.

Figure 5-3: Custom Setup
OC AudioCodes SmartTAP

Custom Setup

Select the program features you want to be installed or upgraded. Unselect the program features
you want to be uninstalled.

=I“|Recording Components
MAudioCodes Application Server
MAudioCodes Communication Server
MAudioCodes Database Server
MAudioCodes Media Server

=l Integration Components
MAudioCodes Announcement Server
MAudioCodes Call Delivery AL
MAudioCodes Call Delivery IP
MAudioCodes Call Delivery SIPREC
MAudioCodes Media Delivery
MAudioCodes Media Proxy

< Back Install Cancel
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6. Select the software elements that you wish to install.
Refer to the following sections:
e Installing SmartTAP Database Server (see Section 5.1)
e Installing SmartTAP Application Server Installation (see Section 5.2)
e Installing SmartTAP Communication Server (see Section 5.3)
e Installing SmartTAP Media Server (see Section 5.4)
e Installing SmartTAP Call Delivery Server (see Section 5.5)

5.1 Installing SmartTAP Database Server

This section describes the database service software installation.

ensure proper communication prior to the software installation. Refer to Chapter 7 on

/_\ Note: It is highly recommended to configure the Firewall with the required ports to
page 63.

> To install the database service software:

Run the Install.bat from the SmartTAP “Suite\” folder.
Select the Distributed software Custom Setup type.
Select the AudioCodes Inc. Database Server option.
Click Install.

Click Next to continue.

Select Complete, and then click Next to continue.
Click Install.

Click Finish to complete the installation.

O No g kr~od-=

5.1.1 Database Service Configuration

The database is configured automatically during the installation of the AS.
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5.2 Installing SmartTAP Application Server

Note:

e During an upgrade of the Application Server, the installers may mistakenly stop
and ask the user to choose between a “Complete” and “Custom” installation. If the
component was installed to a custom location, make sure the correct location is still

A set in the “Custom” dialog box.”

e Itis highly recommended to configure the Firewall with the required ports to ensure
proper communication prior to the software installation. Refer to Chapter 7 on page
63.

e This procedure also runs a silent installation of the Health Monitor utility. For more
information, refer to the Administrator Guide.

» To install the Application Service

1. Verify that the (DB) Database Server is installed and the MySQL service is running.
2. Run the Install.bat from the SmartTAP “.\Suite\” folder.

3. Select the Distributed software Custom Setup type.

4. Select the AudioCodes Inc. Application Server option.

5. Click Next.

6. Change the Database Server IP from "127.0.0.1" to the IP of the Database Server.
7. Click Next.

8. Select Complete, and then click Next to continue.

9. Click Install.

10. Click Finish to complete the installation.
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5.3 Installing SmartTAP Communication Server

A

Note:

During an upgrade of the Communication Server, the installers may mistakenly
stop and ask the user to choose between a “Complete” and “Custom” installation.
If the component was installed to a custom location, make sure the correct location
is still set in the “Custom” dialog box.”

It is highly recommended to configure the Firewall with the required ports to ensure
proper communication prior to the software installation. Refer to Chapter 7 on page
63.

© @ N R ODN= Y

10.
1.
12.
13.

To install the Communication Server:

Run the Install.bat from the SmartTAP “Suite\” folder.

Select the Distributed software Custom Setup type.

Select the AudioCodes Inc. Communication Server option.
Click Install button to continue.

Click Next to continue.

Enter the "Application Server Name or IP” when prompted.
Enter the “Media Server Name or IP” when prompted.

Enter the “Database Server Name or IP” when prompted.

Since the Master DB is remote, the CS installation will install a local Slave DB with the
CSs.

The Slave DB will automatically connect to the Master DB.
Select Complete, and then click Next to continue.

Click Install.

Click Finish to complete the installation.

5.31 Configure Windows SNMP Service
See Section 3.2.1.

5.4 Installing SmartTAP Media Server

A

Note:

The transfer of the media files between the Media Server, Application Server, and
File Server (SAN/NAS) is accomplished by using the windows SHARE (SMB)
facilities. Therefore, all servers must be part of the same windows domain.

It is highly recommended to configure the Firewall with the required ports to ensure
proper communication prior to the software installation. Refer to Chapter 7 on page
63.

> To install the Media Server:

1.
2,

Run the Install.bat from the SmartTAP “Suite\” folder.
Select the Distributed software Custom Setup type.
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o o ko

7.
8.
9.

Check on AudioCodes Inc. Media Server option.

Click Install to continue.

Click Next to continue.

Select the Monitoring IP Address from the drop-down list.
e  Typically the IP of the physical or virtual server.

e  The Monitoring IP Address is the IP address of the interface that listens for the
RTP media to be recorded. This RTP media is sent from the Call Delivery
Server, Media Delivery or Media Proxy depending upon deployment solution.

Enter the Communication Server I[P Address when prompted.
Enter the Application Server IP Address when prompted.
Select Complete, and then click Next to continue.

10. Click Install to continue.
11. Click Finish to complete the installation.

5.41 Media Server Configuration

Note: This procedure is not relevant if the media files are stored on the same server
as the Media Server.

5.41.1 Network File Server

This section describes how to create a user account for SmartTAP on the domain. For
example “SmartTAPUser” for the Network File server.

> To setup the network file server accounts:

1.

In the Active Directory Users and Computers folder, select the Users folder and then
right-click New > User.

Figure 5-4: Active Directory Users and Computers

= Active Directory Users and Computers =|[E -
File Action View Help
e aE sa|XBoz HE/taETER
] Active Directary Users anc|| Name Type Description ~
b [ Saved Queries 2 sbraham User
4 35 HBinterop 2 administrator User Built-in account for ag
b E s 2, Allowed RODC Password Replicati... Security Group... Members in this grou| =
b (& Builin 2, Anatoly1 User
| Computers 2, anatoly? User
b 51 Dormsin Controller| 34 oys ser
b ] ForsignSecurityPr | 9y Lser
b [ LostandFound 4
2, Burolo User User
b ] Managed Service £|
b 5] Microsofs Bxchang | b Cert Publishers Security Group... Members of this grou
b 3 OfirTest 2, Cloneable Domain Contrallers Security Group... Members of this grou
b = OperstionsManag: 2, Csadministratar Security Group...  Mermbers of this grov
b ] Opshigrlatencyb| & C3Archivingddministrator Security Group... Members of this grou
b ] Program Data 8, CSHelpDesk Security Group..,  Mermbers of this grou
b Systern 2, CSLacationAdministrator Secutity Group..  Members of this grou
e . CSPersistertChatadministrator Security Group..  Mermbers of this grou
b 4 Delegate Control. GroupAdrministrator  Security Group..,  Mernbers of this grou
p T Find.. BroupManager Security Group..  Mermbers of this grou
3 New N — pribers of this grou
pribers of this grou
Al Tasks v Contact e
L Views » Group _
Crete 2 new E— InetOrgPerson
Export List msDS-ResourceProperylist
msExchDynamicDistributionList
Properties

mslmaging-PSPs
Help MSMQ Queue Alias

Printer

User

Shared Folder
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Figure 5-5: New SmartTAP User

Mew Object - Lser -

; Create in. S4B interop/Jsers

U ]
First name: |SmaltT.t’-‘-.F'User | Initials: I:l
Laszt name: | |
Full narme: |SmaltT.t’-‘-.F'User |

Uzer logon name;
|SmartT.-’-\F'User| | |@S4B.internp Vl

|Jzer logon name [pre-wWindowes 2000]:
|S4B\ | |SmaltT.~’-‘n.F'User

< Back | Ment » || Cancel |

2. Enter the name of the SmartTAP user in the First Name and User logon name fields
and click Next.

Figure 5-6: Password Never Expires

New Object - User -

1 Create in. S4B.interop/Users
did F

Pazzwaord: | |

LConfirm passward: | |

[] User must change passwaord at next logon
[]Uzer cannot change passward

[] Aecount is disabled

| < Back || Mest = || Cancel |

3. Enter a password, select the “Password never expires” check box and click Next.
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The following confirmation dialog is displayed:

Figure 5-7: User Add Confirmation

Mew Object - User -

J Create in. ~ 54B.interop/Users
did

when you click Finish, the following object will be created:

Full name; SmartTAPU zer ~
Usger logon name: SmartTAPUser@S5 4B interop

The pazsword never expires.

< Back ” Firish || Cancel

4. Click Finish.
5. Right-click the newly created user, choose Properties and click the Security tab.
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Figure 5-8: Assign Read and Write Permissions

smartTAPUser Properties _

Publizhed Certificates | bember OFf | Pazsword Replication I Dial-in | Dbject

Remote Dezkiop Services Profile | CO+ I Attribute E ditor

eneral I Addresz | Account I Prafile | Telephones | Organization

Security | E mvironment Seszionz | Remate cantral

Group or user names:

5":!, Evernone ~
53 SELF

2 Authenticated Users

52 5vSTEM

EE, METwWOREK SERVICE

3‘_3_', RTCUniverzall serRead0nlGroup [S4B45RT CUniversallserFead. ..
3_!, RTCUniversalldzerddmins [54B%F TCUniversalll serddming) w

| Add... || Bemowve |

Permizzions for Everyone Dery

Full zontrol

Read

Write

Create all child objectsz

RIC|E
=

Delete all child objects

Allowed to authenticate
| |

For special permizzions or advanced settings, chck
Advanced. =

e

ooodo

|:|
0
L

] 4 || Cancel || Apply | Help

o PN

Assign “Read” and “Write” permissions and click OK.

Log in to the Media server as user “SmartTAP”.

Access the SmartTAP shared media storage in the File server.
Create, edit, and delete a test file in the storage directory.

Log off.
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5.41.2 Media Server

This section describes how to add the SmartTAP domain user to the local Administrators
Group and to assign it to the SmartTAP MS-TR service.

» Do the following:

1. Add SmartTAP user to local Administrators Group:

a. Inthe Active Directory Users and Computers, right-click the newly created
SmartTAP user and choose Add to a group.

Figure 5-9: Add SmartTAP user to Administrators Group

[ Active Directory Users and Computers \;‘i-

File Action ‘iew Help

e nm 8| XA B/ 2 RETES

: Active Directory Users and| Marne Type Description A
I [ Saved Queries B RAS and 143 Servers Security Group..  Servers in this group ¢
4 4 WB.interop !;?,Read-only Domain Controllers Security Group..,  kMembers of this grou

b 3] acs 82 RTCComponentUniversalServices  Security Group... Members can be used
b [ Builtin 82, RTCHSUniversalServices Security Group.. Members can be used
1 Computers 82 RTCPromylniversalServices Security Group..,  Members can be used

= Dom.ain Cont.rolle.r 82, RTCSBAUniversalServices Security Group..,  Members have read a)

| ForeignSecurityPri 82, RTCUniversalCanfigReplicatar Security Group.. Mernbers can particip

LostandFound y
| estnaraun 52, RTCUniversalGlabalReadOnlyGroup  Security Group.. Members have read &

Managed Senvice /| o) ot CUniversalBlobalrite Security 6 Members have wri
=1 Microsoft xchang | & niversalGlobalW/iteGroup ecurity Group... Members have write a

e
L

= OfirTest 82 RTCUniversalReadOnlysdmins Security Group..,  Members can only rez
- Operationstanags !;3:,RTCUniversaISBATechnicians Security Group..,  Members have read a)
= Opstgrlatencytd, 82 RTCUniversalServerddmins Security Group..  Mernbers can rmanage
> Program Data 3;3:,RTCUniuersaISeNerReadOnIyGroup Security Group...  Members have read ay
1 Systern 82 RTCUniversallserfdmins Security Group.,  Members can manage
Users : niversallserRea n rou ECuri roup... EMDErs nawve réad ar
: 8 RTCU IUserReadOnlyGroup  Security Group.., Mernbers h d
Microsoft Exchang | 82, Schema Admins ecurity Group...  Designated adrministrs
(| g | 8 5ch Ad 5 Group.. Designated ad
| MTDS Quotas 2 =
b [ TPM Devices 2, Systernbai Copy..
2, Systernhai | Add to a group... |
!. Systernhdai Marne Mappings...
3, SystemMai Disable Account
2 Tl Sllider e
< m > < Reset Passward.. s

Allows you to add the selected objects to a gro Mave..,

Open Horne Page
Send Mail

All Tasks r
Cut

Delete

Rename

Properties

Help
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Figure 5-10: Add Smart TAP User to Administrator

Select thiz object type:

select Groups -

|I3r|:|ups of Built-in gecurity principals | | Object Types. .. |

Erarn thiz lacation:

|S4B.inten:up || Locations... |

Enter the abject names to select [examples]:

Adrniniztrators LCheck Mamesz

0K || Cancel |

a.

b.

Enter Administrator and then click Check Names. The successfully recognized
entry is underlined.

Click OK. A confirmation screen is displayed.

2. Assign the SmartTAP user to the SmartTAP MS-TR service:

a.
b.

Open the Services (Local) application (services.msc).

Select the service “SmartTAP MS-TR?”, right-click Properties and click the Logon
tab.

Select the ‘This account’ check box.

Click Browse to search for the domain user who has permissions for the shared
media directory in the file server.

This user may be the SmartTAP user or any other user defined for this purpose.

Figure 5-11: Assign User to SmartTAP MS-TR Service Account

Select Users, Computers, Service Accounts, or Groups -

Select this object type:

|Usels, Service Accounts, or Groups | | Ohject Types. . |

From this location:

|SdB.intemp || Locations... |

Enter the abject names to select [examples):

Smart TAPUser [Smart TAPUser@5 4B interop|] Check Mames

ok ] oo |

Click Check Names. The successfully recognized entry is underlined.
Restart the service.

5.4.2 Configure Windows SNMP Service
See Section 3.2.1
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5.5 Installing SmartTAP Call Delivery Server

ensure proper communication prior to the software installation. Refer to Chapter 7 on

/_\ Note: It is highly recommended to configure the Firewall with the required ports to
page 63.

To Install the Call Delivery server:

Run the “Install.bat” from the SmartTAP “Suite\” folder.
Select the Distributed Software Custom Setup type.
Click AudioCodes Inc. Call Delivery Server.

Click Install to continue.

ok wDd=YVy

Select “Microsoft Lync” or “Other” when prompted.
e  Other: (NON Microsoft LYNC)
6. Server IP Setup Screen:
e  Specify the IP of the Communication & Application Servers.
o  Specify the IP of the Local Machine.
7. Click link to install Skype for Business. See Section 8.1.1.3 on page 90.
e Return here once the configuration has completed.
e No additional CD-IP configuration should be necessary.
8. Click link to install the Other (IP). Refer to VolP Port Mirroring.
e Return here once the configuration has completed.

e  Once the installation of the CD-IP has completed, an additional configuration is
required. See Section 8.3.4 on page 135.

9. Click link to install Analog Trunk/Radio. See Section 8.5 on page 137:
e Return here once the configuration has completed.

e  Once the installation of the CD-AL has completed, an additional configuration is
required. See Section 8.5.2 on page 140.

10. Click Next to continue.
11. Click Install to complete the installation.

5.5.1 Configure Windows SNMP Service
See Section 3.2.1
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5.5.2 SmartTAP File Server Installation

Note: Itis preferable, that the File Server is installed and configured before installation
of the (MS) Media Server and the (AS) Application Server.

5.5.2.1 Firewall Configuration

It is highly recommended to configure the Firewall with the required ports to ensure proper
communication prior to the software installation. Refer to Chapter 7 on page 63.

5.5.2.2 Domain Controller Configuration

This configuration is an example of what must be performed in a windows environment to
allow the SmartTAP software running on a different server to read and write to the file server
directory where the recordings are stored. Alternatively, in the absence of a domain
controller, the same can be achieved by the configuration of windows file sharing feature.

» To configure the SmartTAP user on the Windows server Domain Controller:

1. Create a user account for SmartTAP on the Domain Controller. For example “SmartTAP
User”:

a. Inthe Active Directory Users and Computers folder, select the Users folder
and then right-click New > User.

Figure 5-12: Active Directory Users and Computers

E Active Directory Users and Computers == -
File  Action Wiew Help
e nE 8| XEBoz HE 2 TER
] Active Directary Users anc|| Mame Type Description ~
b [T Saved Queries ?J Abraharn User
4 FH S4B.interop R, Administrator User Built-in account for ac
b 3] acs 52, Allowved RODC Password Replicati.. Security Group...  Mernbers in this grou =
I [ Builtin JJ Anataky User
| Carmputers ?J Anatoky? User
[ (2] Damain Contraller|| g Bnatoly User
b [ ForeignSecurityPri|| 5
[ LnstAgnanun;y JJ Anatolyd User
b . Managed Service ¢ ?J Buraolo User User
b n Microsaft Exchang B2, Cert Publishers Security Group...  Mermbers of this grou
b — OfirTest 52, Cloneable Domain Controllers Security Group...  Members of this grou
b OperationsManag) ‘.\?{CSAdministrator Security Group..,  Members of this grow
b [ Opstgrlatencyh ‘_\:{CSArchiuingAdministrator Security Group...  Mermbers of this grou
b [] Program Data ‘_\:"-f,CSHeIpDesk Security Group...  Mernbers of this grou
b System 53, CSlocationfdministrator Security Group...  Members of this grou
e B CSPersistentChatbdrninistrator Security Group...  Mermbers of this grou
B Delegate Control... GroupAdministrator Security Group...  Mernbers of this grou
[l Find... Grouphdanager Security Group...  Members of this grou
3 Meww N Computer mbers of this grou
rnbers of this grou
All Tasks v Contact . - hd
< m >
Wiew ’ Graup
Create a ne Refresh InetOrgPerson
Bparlis msD5-ResourcePropertylist
rnsExchDynarmicDistributionlist
Properties

mslmaging-PSPs
Help

MEMO Quene Alias

Printer

User
Shared Folder
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Figure 5-13: New SmartTAP User

Mew Object - Lser

; Create in. S4B interop/Jsers

Ui
Eirst name: |SmaltT.~’-‘n.F' Used | Iitials; I:l
Laszt name: | |
Full narme: |SmaltT.~’-‘n.F' Uger |

Uzer logon name;

|SmartT.-’-‘«F' [RE | | (@5 4B interop w |
|Jzer logon name [pre-wWindowes 2000]:
|S4B\ | |SmartTAP User |
< Back | Ment » Cancel |

2. Click Next, enter a password and then configure the following settings:
o  Clear the User must change password at next logon check box.
e  Select the User cannot change password check box.

e  Select the Password never expires check box.

Figure 5-14: User Settings

Mew Object - Lser

; Create in. S4B interop/Jsers

Ui
Password: ssssens |
LCanfirm pazzword: |uuuo |

[JUszer must change passward at next logon

|Jzer cannot change pazsword

[ ] Aceount is disabled

< Back ” Ment »

Cancel
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The following confirmation dialog is displayed:

Figure 5-15: User Add Confirmation

Mew Object - User

Createing S4B interop/Jzers
2

b/

when you click Finish, the following object will be created:

Full name: SmartTAP User
Usger logon name: SmartTAP User@S 4B interop

The uszer cannot change the pazzword,
The password never expires.

<Back || Fiish | |

Cancel

3. Click Finish.
4. Add the File Server to the Domain:
a. Right-click Start > System.

Figure 5-16: System Properties

i System

1T |/% » Control Panel » Systern and Security » System

Contrel Panel Home . s .
View basic information about your computer

% Device Manager Windows edition
W Remote settings Windows Server 2012 R2 Standard
¥ Advanced system settings © 2013 Microsoft Corporation. All rights reserved.
System
Processor: Intel(R) Xeon(R) CPU X5650 @ 2.67GHz 2.67 GHz
Installed memcry (RAM):  4.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Teuch: Ne Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: Dc
Full computer name: DC.54B.interop
Computer description:

Domain: S4B.interop

Windows activation

Windows is not activated. Read the Micresoft Software License Terms

Product ID: 00252-40260-33000- AA0EM

Action Center
Windows Update

&&. Windows Server2012R2

¥ Change settings

Activate Windows

b. Select Change settings in the Computer name, domain, and workgroup

settings.
c. Click Change.. in the Computer Name tab.

o

Select the Domain radio button and enter the name of the domain.

e. When prompted, enter the domain administrator user and password.
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The Welcome to the <domain name> domain dialog confirms that the server is
now joined to the domain.

f. Restart the File Server.

Figure 5-17: System Properties

system Froperties -

Computer M ame | Hardware | Advanced | Femate |

f L Windows uges the following information to identify pour computer
e — on the network.

Computer description; ||

For example: "IIS Production Server' or
“Aocounting Server.

Full computer name: DC.54B interop

Drarmnair: S4B interop

LChange...

Mote: The identification of the computer cannot be changed because:
- The Certification Authority Service iz installed on thiz computer.

| k. || Cancel | Apply

5. Logininto the file server as user “SmartTAP” in the domain.
6. Create the media storage directory (...\media) on the file server.
7. Share the media storage:

a. Right-click the storage directory and select Properties.

¢ Select the Sharing tab and click share... in the Network File and Folder
Sharing section.

¢ Click the Share button and enter the domain administrator user and
password when prompted.
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6 Uninstalling SmartTAP

The following describes how to uninstall SmartTAP.

> To uninstall SmartTAP:

1. Launch install.bat from the “Suite” folder.

2. From the Program Maintenance screen, click Remove to remove the SmartTAP
component from the PC.

Figure 6-1: Program Maintenance - Remove

OC AudioCodes SmartTAP ot
Program Maintenance ﬂ
SMaRTTAF

VR

2 Modify
. :j'f: Change which program features are installed or removed. This option displays the Custom
Selection dialog in which you can change the way features are installed or emoved.

Remove

Remove AudioCodes SmartTAP from your computer

e 3
_ ]
o

Cancel

3.  When the InstallShield Wizard Completed screen appears, click Finish.
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Figure 6-2: InstallShield Wizard Completed - Uninstall
OC AudioCodes SmartTAP b d

InstallShield Wizard Completed

The Installshield Wizard has successfully uninstalled AudicCodes SmartTAP.
Click Finish to exit the wizard.
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7 Firewall Configuration

The deployment of the SmartTAP servers may have to comply with customer security
policies, which require the implementation of firewall rules. This section provides the basic
information required by the Windows administrator to configure the Windows firewall, to
ensure the required connectivity between the SmartTAP applications and services.

A Note: All Firewall Ports listed are default.

71 Skype for Business Recording Firewall

Figure 7-1: Skype for Business Recording Firewall

TCP 80 or 443

SmartTAP
I
Server

TCP 80 or 443

TCP 80 or 443
TCP 80 or443

TCP 12171

TCP 9901
P

TCP 9090

TCP 10123

o TR
| |

UDP 40000 - 45000

Ms
AV/Conf
.|V| D Edge

EEEE  ypP37000-39999  MIEEEE ...

MP | . --vu;
[ ]
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711  Front End Server(s)

The following Inbound firewall exceptions are required.

Table 7-1: Front End Server(s) - Inbound Firewall

Protocol Allow Port Allowed Network
TCP 9901 DOMAIN/INTERNAL (from SmartTAP to FE)
TCP 12171 DOMAIN/INTERNAL (from SmartTAP

Announcement Server to FE)

The following Outbound firewall rule may be required if the FE has a particularly restrictive
firewall configuration (non-Default).

Table 7-2: Front End Server(s) - Outbound Firewall

Protocol Allow Port Allowed Network

TCP 9090 DOMAIN/INTERNAL (from FE to SmartTAP CD)

TCP 80 DOMAIN/INTERNAL (from FE to SmartTAP AS)

TCP 443 DOMAIN/INTERNAL (from FE to SmartTAP AS
when AS is configured with HTTPS)

TCP 10123 DOMAIN/INTERNAL (from FE to SmartTAP MP)

TCP 10124 DOMAIN/INTERNAL (from FE to Announcement
server)

71.2 Edge, Mediation or Conference Server(s)

The following Inbound firewall exceptions are required.

Table 7-3: Edge, Mediation or Conference Server(s) - Inbound Firewall

Protocol Allow Port Allowed Network

TCP 9080 DOMAIN/INTERNAL (from SmartTAP CD)

The following Outbound firewall rules are required if the Edge Server has a particularly
restrictive firewall configuration:

Table 7-4: Edge, Mediation or Conference Server(s) - Outbound Firewall

Protocol Allow Port Allowed Network

ubP 40000-45000 DOMAIN/INTERNAL (towards SmartTAP)

enable A/V/STUN.MSTURN communication with Edge Server Pool on the UDP port

/_\ Note: To record calls traversing Edge Server (with remote users, federated users)
3478 for compliance with MSFT port and planning requirements.
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7.1.3 SmartTAP Server

The following Inbound firewall exceptions are required.

Table 7-5: SmartTAP Server - INBOUND Firewall

Protocol Allow Port Allowed Network

TCP 80 DOMAIN/INTERNAL (from FE servers)
EXTERNAL (Web Browser Access for end-users)

TCP 443 DOMAIN/INTERNAL (from FE to AS when AS is configured
with HTTPS)

TCP 9090 DOMAIN/INTERNAL (from FE servers)

UDP 40000-45000" DOMAIN/INTERNAL (from MD)
DOMAIN/INTERNAL (from MP servers)

TCP 10125 DOMAIN/INTERNAL (from AS)

Note: The port is only required for CD when AS is installed on
another server.

The following Outbound firewall exceptions are required.
Table 7-6: SmartTAP Server - Outbound Firewall

Protocol Allow Port(s) Allowed Network
TCP 9080° DOMAIN/INTERNAL (to MD)

TCP 9901 DOMAIN/INTERNAL (to FE servers)
TCP 10123 DOMAIN/INTERNAL (to MP servers)

!Required when Media Delivery resides on Edge, Mediation or Conference server.

714 SmartTAP Media Proxy Server

The following Inbound firewall exceptions are required.
Table 7-7: SmartTAP Media Proxy Server - Inbound Firewall

Protocol Allow Port Allowed Network
TCP 10123 DOMAIN/INTERNAL (from FE and SmartTAP
servers)
UDP 37000-39999 DOMAIN/INTERNAL (from Skype for Business clients
to MP)

The following Outbound firewall exceptions are required.
Table 7-8: SmartTAP Media Proxy Server - Outbound Firewall

Protocol Allow Port Allowed Network
UDP 37000-39999 DOMAIN/INTERNAL (from MP to Skype for Business
or Lync clients)
TCP 80 DOMAIN/INTERNAL (from MP to AS)
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Protocol Allow Port Allowed Network

TCP

71.5

Protocol

TCP
TCP

Protocol

TCP
TCP

7.1.6

443 DOMAIN/INTERNAL (from MP to AS when AS is
configured with HTTPS)

SmartTAP Announcement Server

The following Inbound firewall exceptions are required.

Table 7-9: SmartTAP Announcement Server- Inbound Firewall

Allow Port Allowed Network
12171 DOMAIN/INTERNAL (from FE servers)
10124 DOMAIN/INTERNAL (from FE servers)

The following Outbound firewall exceptions are required.

Table 7-10: SmartTAP Announcement Server - Outbound Firewall

Allow Port Allowed Network
80 DOMAIN/INTERNAL (from ANN to SmartTAP AS)
443 DOMAIN/INTERNAL (from ANN to SmartTAP AS

when AS is configured with HTTPS)

For further information regarding Skype for Business port requirements, refer to the following.
http://technet.microsoft.com/en-us/library/gg398798.aspx

Automated Firewall Exception Scripts for Windows Firewall

PowerShell scripts are installed to facilitate in adding firewall exceptions to all of the
SmartTAP and Lync components. They are installed by default in the following location:

...\AUDIOCODES\SmartTap\Install\EnableFWRules

The following file needs to be modified before it can be used: EnableSmartTAPFWRules.ps1.
The configuration section is at the beginning of the Powershell script.

» To use the script, do the following:

1. Populate all of the fields for your installation. Save the file.

2. Copy the entire directory to each component that needs to have firewall exceptions
added (SmartTAP, Skype for Business Edge, Mediation or Conference Server and the
Skype for Business Front Ends).

3. On each server, modify the $machine_type line to match the machines functionality
(smarttap, edge or fe)

4. Run the EnableSmartTAPFWRules.bat to run the script, either by double clicking on it,
or running it from a command prompt.

5. You can now confirm that the firewall exceptions have been added. If there was an
error that you need to correct, just remove the exceptions that the script added, and
rerun the script. All SmartTAP firewall exceptions start with the word "SmartTAP".
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7.2 Distributed SmartTAP Firewall

The following firewall rules are required in the event that you install each component of the
SmartTAP installation on a physically separate machine (as described in Chapter 5). Under
normal circumstances, when all of the components are on the same machine you would only
need to add an exception for port 80 or 443(see Section 7.2.1).

Note: The Windows firewall must be setup to allow INBOUND connections on the
specified ports.
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Figure 7-2: Distributed SmartTAP Firewall
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7.21  Application Server (AS)
Table 7-11: Firewall - Application Server (AS)

Protocol Allow Port Allowed Network
TCP 80 EXTERNAL (Web Browser Access for end-users)
DOMAIN/INTERNAL (from other SmartTAP servers)
TCP 9001 DOMAIN/INTERNAL (from other SmartTAP servers)
UDP 162 DOMAIN/INTERNAL (from other SmartTAP servers)

7.2.2 Communications Server (CS)

Table 7-12: Firewall - Communications Server (CS)

Protocol Allow Port Allowed Network
UDP 161, 1161, 5060 DOMAIN/INTERNAL (from other SmartTAP servers)
TCP 554 DOMAIN/INTERNAL (from other SmartTAP servers)
TCP 9000 DOMAIN/INTERNAL (from other SmartTAP servers)

7.2.3 Database Server (DB)
Table 7-13: Firewall - Database Server (DB)

Protocol Allow Port Allowed Network
TCP 3306 DOMAIN/INTERNAL (from other SmartTAP servers)
UDP 161 DOMAIN/INTERNAL (from other SmartTAP servers)

7.24 File Server (FS)
Table 7-14: Firewall - File Server (FS)

Protocol Allow Port Allowed Network
SMB Windows Network File DOMAIN/INTERNAL (from Application and Media
Sharing (see File Server servers)
installation)
UDP 161 DOMAIN/INTERNAL (from other SmartTAP servers)
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7.2.5 Media Server (MS)
Table 7-15: Firewall - Media Server (MS)

Protocol Allow Port Allowed Network
UDP 161, 5064, 10161, 40000- | DOMAIN/INTERNAL (from other SmartTAP servers)
45000
TCP 6023 DOMAIN/INTERNAL (from other SmartTAP servers)
TCP REST 10131 DOMAIN/INTERNAL (from other SmartTAP servers)

7.2.5.1 Remote Transfer Service (RTS)
Table 7-16: Remote Transfer Service (RTS)

Protocol Allow Port Allowed Network

TCP REST 10132 Remote Transfer Service (RTS)

7.2.6 Call Delivery(CD)
Table 7-17: Firewall - Call Delivery(CD)

Protocol Allow Port Allowed Network

UDP 161, 40000-45000 DOMAIN/INTERNAL (from other SmartTAP servers)
12161 — All VoIP DOMAIN/INTERNAL (from other SmartTAP servers)
14161 — Analog DOMAIN/INTERNAL (from other SmartTAP servers)

UbP 15161 — SIPRec DOMAIN/INTERNAL (from other SmartTAP servers)

(Add any

required) 5066 — All VolP DOMAIN/INTERNAL (from other SmartTAP servers)
5067 — Analog DOMAIN/INTERNAL (from other SmartTAP servers)
5068 — SIPRec DOMAIN/INTERNAL (from other SmartTAP servers)

TCP 9090 DOMAIN/INTERNAL (from other SmartTAP servers)
10125 — All VoIP DOMAIN/INTERNAL (from other SmartTAP servers)

TCP (REST) 10125 DOMAIN/INTERNAL (from other SmartTAP servers)

TCP (REST) 10126 DOMAIN/INTERNAL (from SIP Recording server)
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TCP (REST) 10127 DOMAIN/INTERNAL (from Analog Trunk / Radio)

7.2.7 Media Delivery (MD)

This applies to Skype for Business Edge, Mediation or Conference servers.
Table 7-18: Firewall - Media Delivery (MD)

Protocol Allow Port Allowed Network
TCP 9080 DOMAIN/INTERNAL (from other SmartTAP servers)
TCP REST 10133 DOMAIN/INTERNAL (from other SmartTAP servers)

7.2.8 Media Proxy (MP)

This applies to SmartTAP Proxy servers exclusively in a Microsoft Skype for Business or
Skype for Business environment.

Table 7-19: Firewall - Media Proxy (MP)

Protocol Allow Port Allowed Network
TCP 10123 DOMAIN/INTERNAL (from FE servers)
UDP 37000 - 39999 DOMAIN/INTERNAL (from MP to Skype for Business
Skype for Business clients)
UDP 37000 - 39999 DOMAIN/INTERNAL (from Skype for Business clients
to MP)
UDP 40000 - 45000 DOMAIN/INTERNAL (from MP to MS servers)

7.2.9 Announcement Server (AN)

This applies to SmartTAP Announcement servers exclusively in a Microsoft Skype for
Business environment.

Table 7-20: Firewall - Announcement Server (AN)

Protocol Allow Port Allowed Network
TCP 12171 DOMAIN/INTERNAL (from FE servers to SmartTAP
Announcement servers).
TCP 10124 DOMAIN/INTERNAL (from FE servers to SmartTAP

Announcement servers).

7.2.9.1 Example

In this example, we are setting up the Windows server firewall for the Media Server UDP
connections. The Media Server firewall must allow inbound connections from the Domain
and Internal servers on UDP ports 161, 5064, 10161, and in the range 40000-45000.

> To setup the firewall for the MS:

1. Start > Administrative Tools > Windows Firewall with Advanced Security.
2. Select Inbound Rules > New Rule.

3. Select the Port radio button and click Next.
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4. Select UDP Specific local ports and type in the UDP ports separated by commas and
a dash separating the range (161, 5064, 10161, 40000-45000).

5. Select the Allow the connection and click Next.
6. Check “Domain” and “Private” and click Next.
7. Name the rule and click Finish (the rule will be active immediately).
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8 Integration Configuration

SmartTAP supports several telephony integration options. Go to the appropriate integration
to configure Call Delivery for your environment:

B Microsoft Skype for Business - See Section 8.1 on page 73

B SIPRec — See Section 8.2 on page 128

B Voip Mirror Port (SIP, H.323, Avaya, Cisco, etc.) — See Section 8.3 on page 131
B Analog Trunk, Station & Radio — See Section 8.5 on page 137

8.1 Microsoft Skype for Business

In a Skype for Business environment, SmartTAP will deploy a trusted plugin application on
the standard or enterprise Front End Server (Pool). The configured plugin sends the
necessary signaling from the FE, SBS or SBA to the SmartTAP server(s) so that SmartTAP
is aware of call states only for recorded calls. Using the call signaling, SmartTAP can then
correlate the SRTP data to record the complete call. The SRTP data is captured in various
ways depending upon what call types need to be recorded. See table below for details.

Figure 8-1: Capture Call Signaling - 1

Capture Call Signaling Capture Call Audio
(S)
Criteria ﬁ
Front End Mediation | Conference
Server Server Server Mirror Port
Requires SmartTAP software YES YES YES YES YES YES n/a
Data Captured SIP SIP SRTP SRTP SRTP SRTP SRTP
Mirror Port Required n/a n/a n/a n/a n/a n/a YES
Media Path Routing n/a n/a YES YES n/a n/a n/a
:@ Client to Client v v v v n/a n/a v
’E? PSTN - Media Bypass Disabled v v v v v n/a v
"E? PSTN - Media Bypass Enabled v v v v n/a n/a v
2%5  Conferencing v n/a v v n/a v v
[E; Remote / Federated v n/a n/a v n/a n/a e
Efs\ Mobile 4 n/a n/a v n/a n/a n/a
% Home User v n/a n/a v n/a n/a n/a

¥ = Call Type Supported | n/a = Not Applicable

The following table lists the SmartTAP software components and the appropriate deployment
server.

Figure 8-2: Capture Call Signaling - 2

Capture Call Signaling Capture Call Audio
I 11 1
¥E VELE
Software i:" . ﬁ e — -m . L'E
SmartTAP Front End SBA Proxy Mediation | Conference | Mirror
Server Server | Appliance  Server Server Server Port
S4B / Lync plug-in n/a v v n/a n/a n/a n/a n/a n/a
Application Server v n/a n/a n/a n/a n/a n/a n/a n/a
Communication Server v n/a n/a n/a n/a n/a n/a n/a n/a
Database v n/a n/a n/a n/a n/a n/a n/a n/a
Media Server v n/a n/a n/a n/a n/a n/a n/a n/a
Call Delivery v n/a n/a n/a n/a n/a n/a n/a n/a
Media Delivery n/a v Vi n/a v v v n/a n/a
Media Proxy n/a n/a n/a v n/a n/a n/a n/a n/a
SmartTAP CWE Toolbar n/a n/a n/a n/a n/a n/a n/a n/a Vs

B ' Assumes Mediation or Conference server are co-located.
B 2Proxy Server must be installed on dedicated physical or virtual server.
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8.1.1

A

B 3Requires configuration of Microsoft Skype for Business client. No software is
installed.

Unlike other IP Station side IP PBX, Skype for Business recording requires the installation
of the AudioCodes Microsoft trusted plugin on the Front End (FE) servers, and the Skype for
Business specific configuration on the Call Delivery.

This chapter describes the following procedures for installing and configuring SmartTAP to
Record Skype for Business:

B Installing SmartTAP Skype for Business plugin (see Section 8.1.1)

B Installing SmartTAP Call Delivery, choose Microsoft Lync as network type (see
Section 8.1.2)

B Installing Media Proxy in case of utilizing the Media Proxy solution (see Section 8.1.3)
B Installing SmartTAP Media Delivery (see Section 8.1.4)

Installing Skype for Business Plugin

The Skype for Business plugin is a Microsoft trusted application that communicates with the
Front End Software and provides the SmartTAP server with the signaling and metadata of
calls to record.

The Skype for Business plugin must be installed on every Front End Server, SBA or SBS
that may process calls to record.

Pre-Requisites:
m _NET Framework 4.5

Note:

e |tis highly recommended to configure the Firewall with the required ports to ensure
proper communication prior to the software installation. Refer to Chapter 7 on page
63.

o |Install the Skype for Business plugin described in this section on every Front End
Server processing calls to record.
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8.1.1.1 Pre-install Preparation

This section describes the pre-install preparation for the Skype for Business Plugin.

8.1.1.1.1 On the Active Directory Domain Controller
This section describes the setup on the Active Directory Domain Controller.

» Do the following:

1. Create a user account for SmartTAP on the domain. For example “SmartTAPUser”:

a. Inthe Active Directory Users and Computers folder, select the Users folder and
then right-click New > User.

Figure 8-3: Active Directory Users and Computers

E Active Directony Users and Computers - |B -
File Action View Help
o= nE 8 XBeE Bm 2 eaTEh%
| Active Directory Users anc|| Marne Type Description -~
b0 Saved Queries 2 fbraham User
4 G SAB.interop 2, Bdministratar User Built-in account for ac
5] acs 52 Allowved RODC Password Replicati..  Security Group...  Mernbers in this grou| =
b [ Builtin ;'_..ﬂ.natolw User
. Cnmp_uters ;'_,.JlnatolyE User
B ad Enr‘r?amSCDnt.ro::lle.t ;'_..ﬂ.natol},ﬂ User
I+ || ForeignSecurityPri ?,ﬁlnatoly\d User
I+ || LostAndFound '
2, Burala User User
B | Managed Service &[] ) ) .
b Microsoft Exchang 52, Cert Publishers Security Group..,  Members of this grou
b . OfirTest 82, Cloneable Dorain Controllers Security Group...  Members of this grou
b . OperationshManag: 82, Csadministratar Security Group...  Members of this groy
b . OpshgrLatencyhd, 82, CSArchivingAdministrator Security Group...  Members of this grou
b [ Program Data 52, CSHelpDesk Security Group..,  Members of this grou
b ] System 82, CSlocationAdministrator Security Group...  Members of this grou
| lleass B CSPersisterdChatAdministratar Security Group..,  Members of this grou
[ Delegate Contral.. Groupfdministrator Security Group...  Members of this grou
[ Find... Grouphanager Security Group..,  Members of this grou
2 e N Cormputer rrbers of this grou
rrbers of this grou
&)l Tasks 3 Contact . . v
£ L] >
Wieww 4 Group
Create @ nev Refresh InetOrgPerson
gt L rmsDS-ResourcePropertyList
rsExchDynarmicDistributionList
Properties

mslmaging-P5Ps

Help MSMO Queue Alias

Printer

Lser

Shared Folder
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Figure 8-4: New SmartTAP User

Mew Object - Lser -

; Create in. S4B interop/Jsers

U ]
First name: |SmaltT.t’-‘-.F'User | Initials: I:l
Laszt name: | |
Full narme: |SmaltT.t’-‘-.F'User |

Uzer logon name;
|SmartT.-’-\F'User| | |@S4B.internp Vl

|Jzer logon name [pre-wWindowes 2000]:
|S4B\ | |SmaltT.~’-‘n.F'User

< Back | Ment » || Cancel |

b. Enter the name of the SmartTAP user in the First Name and User logon name
fields and click Next.

Figure 8-5: Password Never Expires

Mew Object - User -

J Create in. ~ 54B.interop/Users
did

Pazsword: | |

LConfirm pazsword: | |

[ ] User must change password at next lagan
[JUszer cannot change password

[] Account is disabled

| < Back ” Mewut » || Cancel |

c. Enter a password, confirm the new password, select the “Password never
expires” check box and click Next.
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The following confirmation dialog is displayed:

Figure 8-6: User Add Confirmation

2

Create in;

Mew Object - User

S4B interop/Jzers

when you click Finish, the following object will be created:

Full name; SmartTAPU zer
Usger logon name: SmartTAPUser@S5 4B interop

The pazsword never expires.

< Back

[ Finish

| | Cancel

d. Click Finish.

2. (Optional) Add the account to the "CSAdministrator" group. This membership is not
mandatory; however, may be required for running the Plugin installation. The account
can be removed from the group after the installation:

a. Right-click the newly created SmartTAP user and choose Add to a group.

Figure 8-7: Add SmartTAP user to CSAdministrators group

File Action  View Help

Active Directory Users and Computers

_I:I-

e 2E o XBGEBMAeETaR
[ Active Directary Users anc|| Marne Type
b [ Saved Queries B2 RAS and 145 Servers Security Group...
4 4 S4B.interop 82, Read-only Domain Controllers Security Group..,
b 2] acs 8, RTCComponentUniversalServices  Security Group..,
b [ Builtin H2, RTCHSUniversalServices Security Group..
- Computers 52, RTCProsyUniversalServices Security Group...
b [2 Domain Controller g3 precpalniversalservices Security Graup..
t - [::fﬂ"j:ﬂ“::;yp” #2 RTCUniversalCanfigReplicator Security Group..
b [ Managed Service B RTCUniversallobalReadOnlyGrau  Security Group...
b & Microsoft Bxthang S RTCUniversalGlobalWriteGroup Security Group...
b 5 OfiTest B RTCUniversalReadOnbydmins Security Group...
b [ OperationsManag ;!,RTCleversa\SBATechmclans Security Graup..,
b ) OpsMarLatencyhd | S RTCURRversalServertdmins Security Group...
b ] Program Data B RTCUniversalServerReadOnlyGroup - Security Group..
b [ System 52, RTCUniversalUserAdrins Security Group...
7 Users 82, RTCUniversalUserReadOnlyGroup  Security Group...
b 7] Micrasoft Exchang|| #, Schema Admins Security Group...
7| NTDS Quotas 2
b [ TPM Devices 2, SystemMai Copy..
Lt Addtosgoup |
2, systerahiai Harne Mappings..
2, SystemMai Disable Account
2 T cuiidn
< [ > Reset Passward..,

Allows you to add the selected objects to 3 gra

Mowve...

Open Home Page
Send Mail

Al Tasks
Cut

Delete
Rename
Properties

Help

Description
Servers in this group ¢
Mermbers of this grou
Members can be used
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Merrnbers have utite 3
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Mernbers have read a
Members can managd
Members have read ay
Members can managt
Members have read ay

Designated administr;

~

b. Enter CSAdministrator and then click Check Names. The successfully
recognized entry is underlined.
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Figure 8-8: Add Smart TAP User to CSAdministrator

Select Groups -

Select this object type:

|Grnups or Built-in security principals | | DOhject Types. .. |

From this location:

|S4B.internp || Locations. .. |

Enter the object names to select (exanmples):

CSadrministraton Check Mames

] (ot ]

c. Click OK. A confirmation screen is displayed.

3. Add the SmartTAP account to the RTCUniversalReadOnlyAdmins group. This account
must be part of "RTCUniversalReadOnlyAdmins" group. This group membership
enables the Plug-in to retrieve the Skype For Business topology:

a. Right-click the newly created SmartTAP user and choose Add to a group.

b. Enter RTCUniversalReadOnlyAdmins and then click Check Names. The
successfully recognized entry is underlined.

Figure 8-9: Add Smart TAP User to RTCUniversalReadOnlyAdmins

Select Groups -

Select this object type:

|Grnups or Built-in security principals | | DOhject Types. .. |

From this location:

|S4B.internp || Locations. .. |

Enter the object names to select (exanmples):

BT CUniversalR ead0 iy drins] Check Mames

] (ot ]

c. Click OK. A confirmation screen is displayed.

8.1.1.1.2 On each Front End, SBS or SBA
This section describes the setup on the Front End, SBS or SBA.

» Do the following:

1. Add new “SmartTAP User” to the local “Administrators” group:

a. Log in to the machine using a local administrator or a domain administrator
account.
Open the Computer Management window.
Open the Local Users and Groups folder.
Select the Groups folder and then select the Administrators entity.
Right-click and choose Add to Group.

20T
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Figure 8-10: Add SmartTAP user to the Administrators group
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f.  In the Administrator Properties window, click Add.

dg. Enter the name of the SmartTAP user (that you created on the Domain

Figure 8-11: Administrators Properties
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Members:

% Administratars
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2, 54B\Domain Adming
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| Ok | | Cancel | Apply

Controller) and then click Check Names. The successfully added entry is
highlighted.
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Figure 8-12: SmartTAP User Added to Administrators
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Enter the object names to select (exanmples):

SmartT AP ser [SmarTAPUser@5 4B interap]|

Check Mames

oK

|| Cahicel |

h. Click OK. A confirmation screen is displayed.

2. Add the SmartTAP user to the RTCServerApplications group. The group membership
enables the Plug-in to register and operate as a Skype For Business Trusted

application:

a. Select the RTCServerApplications entity, right-click and choose Add to Group.

File Action ‘View Help

da =

XEE= B

Figure 8-13: RTCServerApplications

Computer Management

& Computer Managemnent (Local
a [} System Tools
b (5 Task Scheduler
b 2] Event Viewer
b G Shared Folders
4 @ Local Users and Groups
7 Users
| Groups
3 w.azu Performance
) Device Manager
4 2 Storage
b i Windows Server Backug
(29 Disk Management
4 Py Services and Applications
i W)l Intemet Information Sei
b [@ Routing and Remots Ac
o5 Senvices
&5 WMI Control
b k4 SOL Server Configuratic
I & Message Queuing

< m >

Name

¥ Access Control Assist...
& Adrninistrators
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B Certificate Service DC...
& Cryptographic Operat...
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B Event Log Readers

& Guests
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&S USRS

P Network Configuratio...
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2 Performance Monitor ..
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BIRDS Endpoint Servers
BRDS Management Ser..
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2 Remote Desktop Users
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B Users
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BIRTC Local Administra..
BIRTC Local Config Rep...
BIRTC Local Read-anly ..
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28/ S0LServer200550LBry
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Description
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Backup Operators can override se..
Members of this group are allowe...
Mernbers are authorized ta perfor...
Members are allowed te launch, a..
Mernbers of this group can read e..
Guests have the same access as m...
Members of this graup have com..
Built-in group used by Internet Inf...
Mernbers in this group can have s..
Members of this graup may sche...
Mernbers of this group can acces...
Power Users are included for back...
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Servers in this graup run virtual m...
Servers in this group can perfarm ..
Servers in this group enable users ..
Mernbers in this group sre grante...
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Skyype for Business Server Web Co...
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Figure 8-14: RTC Server Applications Properties

RTC Server Applications Properties _

General
% RTC Server Applications

D ezcription: Skppe for Business Server Server applications are
granted appropriate local permiszions through this group

Members:

Changes to a uzer's group memberzhip
Bemove are not effective until the next time the
uzer logs on.

Coc ] Coa 1 [_om

b. Inthe RTC Server Applications Properties screen, click Add.

c. Enter the name of the SmartTAP user (that you created above on the Domain
Controller) and then click Check Names. The successfully added entry is
highlighted.

Figure 8-15: Add RTC Server Applications User

Select Users, Computers, Service Accounts, or Groups -

Select this object type:

|Users,ServiceAccnunts, or Groups | | DOhject Types. .. |

From this location:

|S4B.internp || Locations. .. |

Enter the object names to select (exanmples):

SmartT AP ser [SmarTAPUser@5 4B interap]| Check Mames

] (ot ]

d. Click OK. A confirmation screen is displayed.
3. Assign “logon as service” privileges to the “SmartTAPUser” account:

a. Open Administrative Tools > Local Policies > User Rights Assignment.
b. Selectthe Log on as a service entity.
c. Enable the Computer Browser service.
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Figure 8-16: Local Security Policy

File  Action  Wiew Help

e nE XE = H=

i Security Settings Palicy - Security Setting ~
b (& Account Palicies '] Create permanent shared objects
4 [ Local Palicies 5] Create syrnbalic links Administrators

b (& Audit Palicy 5 Debug programs Administratars

b 4 UserRights Assignment 5 Dery access to this cormputer from the network

b [A Security Options [ Deny log on as a batch job
B ] Windows Firewsall with fdvanced Secr

] Metwark List Manager Palicies
b [7] Public Key Policies
b || Software Restriction Policies
| Application Caontrol Palicies

1) Deny log on as a service

[ Deny log on localky
[ Deny log on through Rernote Desktop Services
1] Enable computer and user accounts to be trusted for delega...

b 8, IP Security Policies on Lacal Compute |.'€|,£| Force shutdown from a remote system Adrninistratars
b [ Advanced Audit Policy Configuration |.'£L€] Generate security audits LOCAL SERWICE, METWO...
o] Impersonate a client after authentication LOCAL SERWICE,METW ...
[ Increase a process warking set Users, Mindou Manager.., =
[ Increase scheduling priotity Administrators
1% Load and unload dewvice drivers Administrators

1| Lock pages in rmermory

[ Log an as a batch job Administrators,Backup ..,

Log on a ice ME
1] Manage auditing and security log Adrministrators
5] Madify an object label
5] Madify firrmirare ervironment values Administrators
[ Perform wolurme maintenance tasks Administrators
< m > ||| ke Profile single process B dministrators o

Figure 8-17: Log on as a service Properties

Local Security Setting | Explain

Log on az a zervice

%

115 APPPOOLYMET w4.5 ~
115 APPPOOLY MET w4.5 Clazsic

115 APPPOOLAClagzic WET AppPool
MNETwORE SERVICE

MNT SERWYICE“ALL SERWICES

MNT SERVICEMMSSOLSLYNCLOCAL
MNT SERYICEAMSSOLERTC

MNT SERYICEMMSSOLERTCLOCAL
NT SERVICEANSOLAgent$LYMCLOCAL
MNT SERVICEASOLAgent3RTC

MNT SERVICE\SOLAgent$RTCLOCAL
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4. Assign the SmartTAP user account with at least RemoteSigned execution policy.

RemoteSigned execution policy is required for executing PowerShell scripts during the
Plugin’s installation and run time.

a. Run PowerShell as the "SmartTapUser" that you defined on the Domain
Controller using one of the following methods:
¢ Command line:

1. Enter the following command and press enter:

Runas /user: [domain]\SmartTapUser powershell.exe

Figure 8-18: SmartTAP User

Administrator Command Prompt

icrosoft Windows [Uersion 6.3.76081
c» 2013 Microsoft Corporation. All rights reserved.

wUzerssAdminisztrator.S84B>Runas ~user:54B“EmartTAPUszer powershell.exe_

2. Enter the SmartTAP User password that you defined for the user defined
on the Domain Controller and press enter.

f Note: If the SmartTAP username contains spaces, ensure that you insert quotation

marks at the beginning and end of the user name string in the command line e.g.
“SmartTAP User”.
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¢+ Using PowerShell:

1. On the Domain Controller in the Start menu, right-click the Windows
PowerShell icon and choose Run as different user:

Figure 8-19: Start Menu

Server Manager

Control Panel

Desktop.

&

Administrative
oals

Ungin from Start
Unpin from taskbar
Uninstall

Open new window

| ) Run as administrator

Run as gifferent user
Openfile lacation

Resize

Internet Explorer Windows Update

B

Active Directory
Domains and...

Event Viewer

2. Enter the credentials for the "SmartTapUser" that you defined on the
Domain Controller:

Figure 8-20: Windows Security

Windows Security

Run as different user

Please enter credentials to use for
ChAWindowsSystem32\WindowsPowerShell'w1.0\powershell.exe.

| LlSEI' narme |

I I | Passward |

Domain: S4B

Connect a smart card

oK

| | Cancel
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a. Open the Windows PowerShell and set the following Execution Policy for this
user:

Set-ExecutionPolicy —-Scope CurrentUser RemoteSigned

Figure 8-21: Windows PowerShell

== |

) Windows PowerShell

cecutionPolicy -Scope CurrentUser EemoteSigned

however, the created “SmartTAPUSer” account is recommended to be used to run the

/_\ Note: A Domain Admin account may be required to perform Plug-in installation;
Plug-in service.

8.1.1.2 Install Procedure

This section describes the procedure for installing the plugin.

» Toinstall the plugin:

1. Copy the Skype for Business installation application SmartTAP <Plugin_type> Plugin
Setup to the FE, SBS or SBA desktop.

Where <Plugin_type> is one of the following:
e Lync2010

e Lync2013

e  Skype for Business
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running the installer. Once the installation is complete, the “Computer Browser” service

/_\ Note: AudioCodes recommends enabling the “Computer Browser” service prior to
can be disabled.

2. Right-click on the file and select Run as Administrator.
Figure 8-22: Documents Library

Documents library

Arrange by: Folder
Lync

Mame | Date modified | Type

| readme 3/22/2012 2:59 PM TXT File

|§| SmartTap Lync Plug-in Setup Open Application
'&' Run as administrator
Troubleshoot compatibility

Share with 3
Restore previous versions

Send to 3

Cut
Copy

Create shortcut
Delete
Rename

Open file location

Properties

3. If you see the warning, “Computer Browser” service is not running as shown below it
is highly recommended to cancel the install. Enable the Computer Browser Service then
restart the install. You can disable the “Computer Browser” service once install is
complete.

Figure 8-23: Lync Plug-in Server
#3 AudioCodes Inc. Lync Plug-in Server - InstallShield Wiza... = | 2| X

Welcome to the InstallShield Wizard for
ﬂ AudioCodes Inc. Lync Plug-in Server

| =

AudioCodes Inc, Lync Plug-in Server Setup is preparing the
InstallShield Wizard which will guide you through the program
ni 1=t

e e o

AudioCodes Inc. Lync Plug-in Server - InstallShield Wizard

The "Cormputer Browser" service is not running, You may not be able
& I % to complete the install successfully,

4. Click Next to continue.
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5. Click the I accept the terms in the license agreement radio button, and then click
Next.

Figure 8-24: Software License Agreement

License Agreement

Please read the following license agreement carefully.

SCFTWARE LICENSE AGREEMENT ~

o

LICENSE AGREEMENT

AUDICQCODES USA, INC. (AudioCodes) provides the following
License Agreement (the Agreement) to the original
purchaser only:

1. PLEASE READ THIS LICENSE AGREEEMENTI. The enclosed
BudioCodes software/firmware program (collectively,
"SOFTWARE™) i=s licensed by AudioCodes for use only on
the terms and conditions set forth herein. By opening

i e mlrm s rrmen AT TOTRIETTY mmvseme e =l Ae Tmesesdeer

(®) I accept the terms in the license agreement
() I do not accept the terms in the license agreement

Installshield

6. Enter the user account that the service will use to log:

e  This user must be the “SmartTAPUser” account created previously on the
domain.

e  The user account must be in the form DOMAIN\Username.
e  Optionally click the Browse... button to locate the user in the Active Directory.

Figure 8-25: Browse for a User Account

Use the browse buttons to select a domain'server and a user name.,

Domain or server:

I

Lizer name:

7. Click Next to continue.
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Figure 8-26: Logon Information

Logon Information

Specify a user name and password

Spedfy the user name and password of the user account that the service will logon as. The user
account must be in the form DOMAINYUsername,

User name:

[LCENT4\Administrator Browse. ..

Password:

Installshield

8. Select the host or pool that the Plug-in will use to register, and then click Next.

Figure 8-27: Lync Plug-in Registrar Select

Lync Plug-in Registrar Select

Your account information has been validated, please select the host or poal that
the service will register with.,

Registrar:pool 1.lcent4. local

Installshield

9. Click Next.

10. Enter IP addresses of Media Proxy servers in case the Media Proxy recording method
is utilized for the SmartTAP installation, otherwise leave the fields empty.
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Figure 8-28: Media Proxy Server Configuration

Media Proxy Server Configuration

If you plan or have Media Proxy servers, enter their details here,
Dtherwise dick Mext.

Add all Media Proxy Server IF addresses to list

IP Addresses:

Media Proxy Server IP address

InstallShield

11. Click Next.

12. Enter IP addresses of Announcement servers in case SmartTAP Announcement
servers are installed, otherwise leave the fields empty.

Figure 8-29: Announcement Server Configuration

Announcement Server Configuration

If you plan or have Announcement servers, enter their details here.
Otherwise dick Next,

Add all Announcement Server IP addresses to list

IF Addresses:

Announcement Server IP address

InstallShield
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13. Click Next. Click the Complete installation to install the plugin in the default path on C:
drive, otherwise click Custom to change the install path.

Call Recording Solution

Figure 8-30: Setup Type
3! AudioCodes Inc. Lync Plug-in Server - InstallShield Wizard -

Setup Type ﬂ
Choose the setup type that best suits your needs, g

Please select a setup type.

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users,

InstallShield

14. Click Next.
15. Click Install to install the plugin.
16. Click Finish to complete installation.

Note: If the plugin installation fails, refer to the Skype for Business plugin section in
the Troubleshooting chapter.

8.1.1.3 Plugin Configuration

In some cases, it may be necessary to modify the “LyncPlugin.exe.config” file after the install
is complete. Restart the plugin after any changes are made to the configuration file.

The following table outlines the configuration options:
Table 8-1: Plugin Configuration Options

Variable Value Description

CONFIG_PORT Default = “9901” Default TCP listening port on the
Skype for Business plugin for
configuration from CD

BLACKLIST_CODECS Default = “117,116” Used for removing unsupported
codecs from the list of codecs for

Skype for Business clients
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Variable Value
MASTER_DOMAIN Default =’
NON _LYNC IP Default =’

AnnouncementApplicationEndpoi  Default = “
ntUri

ReferredByAddedParamByAnnou  Default = “X-

ncementApp Announcements=Announce
mentsApp”
EnableAnnouncements Default = “False”
RecordAnnouncements Default = “False”
RecordAnnouncementOutCall Default = “False”
RecordPstnCallsOnly Default = “False”
RecordExternalCallsOnly Default = “False”
AnnouncementCallType Default = “InboundExternal”

CdLbCheckConnectivityMilisec Default = “5000”

MpLbCheckConnectivityMilisec | Default = “5000”

AnnLbCheckConnectivityMilisec | Default = “5000”

Description

A comma separated list of domains
that if present WILL be used for
matching targets.

This should be a non-routable IP
address in the customer’s
environment. By default, if no value
is specified 192.0.2.0 will be used.

Deprecated from version 3.1.
Application Service GRUU value. In
Power shell type Get-
CsTrustedApplication to get the
value

Param name and value added to
referred-by header value when
EnableAnnouncements is True.

True/False to enable Announcement
Server for Skype for Business

Set true to record incoming call to
announcement server

Set true to record the call that AN
server initiates to target user

Set true to record meta-data of
targeted users’ calls with PSTN
participants only. Note that a
conference conversation for a PSTN
call elevated to the conference will
not be recorded in this configuration.

Set true to record calls of targeted
users with external parties (PSTN,
federation)

Set the call type to play
announcement to
InboundExternal/OutboundExternal/
AllExternal

Plug-in checks connectivity to Call
Delivery components registered to
receive copy of signaling.

Plugin checks connectivity to Media
Proxy servers in the set time
intervals (milliseconds). The
parameter is applicable when
“MediaProxyServersList” value set
with one or more IP addresses.

Plugin checks connectivity to
Announcement servers in the set
time intervals (milliseconds). The
parameter is applicable when
“AnnouncementServersList”’ value
set with one or more |IP addresses.
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Variable Value
MediaProxyServersList Default =
AnnouncementServersList Default =
RecordIM Default = "True”
UserAgentBlackList Default =
AnnouncementBlackList Default = "911"
BlockCallAnnNotAvail Default = "False”
normalizeNumbers Default = "False”

asList

Description

Comma separated list of Media
Proxy server |IP addresses. When
more than one IP address is set,
Plugin applies round robin algorithm
to distribute the targeted to be
recorded calls’ media between the
servers. Plugin’s installer populates
the parameter’s value when entered
during its installation. Example:
“10.21.80.121:10123,10.21.80.123:1
0123”

Comma separated list of
Announcement server IP addresses.
When more than one IP address is
set, Plugin applies round robin
algorithm to distribute the targeted to
be recorded calls’ between the
Announcement servers. Plugin’s
installer populates the parameter
value when entered during its
installation. Example:
“10.21.80.121:10124,10.21.80.124:1
0124”

Set to false to disable instant
messaging recording

Comma separated list of the user
agents which should not be
recorded

Comma separated list of destination
numbers or user names which
should not be routed to ANN server.

Set true to disconnect calls when
there is no announcement server
available to play an announcement
to the call parties

The parameter should be set to true
when normalization of called
numbers in the Announcement
server is required.

Contains comma separated
Application Server list. The list
should contain one Application
Server (AS) address with exception
to deployment of the Media Proxy in
SmartTAP Active/Active
Configuration. This deployment
should include addresses of both AS
servers.
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Variable

StripAppSharingRdp

Value

default ="DontRemove”

Description

During desktop application sharing
session, determines whether to
remove the RDP part from the SDP.
Possible values:

Don’t Remove: don’t remove the
RDP part from the SDP
message. All messages contain
RDP and for Skype for Business
2016 clients and later, VBSS as
well.

When recording a desktop
application and this value is
configured, for specific scenarios
such as when the recorded user
has given control to another
party, the Desktop Sharing
recording will stop and the
following alarm is triggered
“Failed to allocate system
resource Desktop Sharing call
won'’t be recorded”

Remove Video Exist:

For Skype for Business 2016
clients and later, removes the
RDP part (leaving only the VBSS
part in the SDP message). When
recording a desktop application
and this value is configured,
some features like giving control
won’t be available, Desktop
Sharing will not be recorded in
cases the call uses RDP (clients
older than 2016) and the
following alarm is triggered
“Failed to allocate system
resource Desktop Sharing call
won’t be recorded

AlwaysRemove: always remove
the RDP part from the SDP
message.

When this value is configured,
you will not be able to grant
control to someone else during a
Desktop application recording
session.
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8.1.2 Installing Call Delivery for Skype for Business (IP-based
Recording)

A

Note: It is highly recommended to configure the Firewall with the required ports to
ensure proper communication prior to the software installation. Refer to Chapter 7 on
page 63.

» To install IP-based recording (Skype for Business):

1.

Click Next to continue.

Figure 8-31: Call Delivery-IP

i)

AudioCodes Inc. Call Delivery-IP -

Welcome to the InstallShield Wizard for
AudioCodes Inc. Call Delivery-IP

The InstallShigld(R) Wizard will install AudioCodes Inc, Call
Delivery-IF an your computer. To continue, dick Mext.

WARMIMG: This program is protected by copyright law and
international treaties.

< Back Mext = | | Cancel

Assuming you are setting up for a Skype for Business installation, select “Microsoft
Lync” when prompted for the network type.
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2. Click Next on the Server IP Setup.
Figure 8-32: Network Type

Select Network Type

Chooze the twpe of phone network to be recorded

Metwork Type:
Microsaft Lync

InstallShield

3. Add each of your Skype for Business Front End IP addresses to the “Lync Front End IP
Address” field, and click on the right arrow, to add it to the Front Ends list on the right.

4. Under “SmartTAP Call Delivery IP Address”, type in the IP address of the computer you
are currently installing the Call Delivery component on.

5. Click Next on the Server IP Setup.
Figure 8-33: Lync Configuration

Lync Configuration

Microsoft Lync-spedific configuration parameters

Create a list of all the Lync Front End IP Addresses.

Lync Front End IP Address

Public Call Delivery IP Address

Inztallshield
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6. To capture the audio:

e  Monitoring (Capture SRTP from Mediation, Conference servers or Port Mirroring)
- See Section 8.1.2.1 on page 96:

¢ Local — Port Mirroring
¢+ Remote — Conference or Mediation Server
e  Edge (Capture SRTP from Edge server) See Section 8.1.2.2 on page 100

e  Media Proxy (Capture SRTP from the SmartTAP Media Proxy server) See
Section 8.1.2.3 on page 101.

7. Click Next to select the Recording Type.

8.1.2.1 Monitoring

This section describes how to configure the location for capturing monitored recording:
B Localis typically used with Port Mirroring in a Skype for Business environment.

B Remote is typically used when Media Delivery is installed on Mediation or AV
Conferencing server to capture SRTP.

» To capture monitored recordings locally:
1. From the Recording Type drop-down list, select Monitoring.
Figure 8-34: Choose Recording Mode
i) AudioCodes Inc. Call Delivery-IP -

Choose Recording Mode ﬂ

g

Recording Type

Monitoring W

Motes on Monitoring Mode:

The manitoring methed is used to record in any one of the following environments:
(Mecessary software will be installed on Lync Server for methods 1 & 2)

1. Mediation Server (To record PSTM calls)

2. AV Conferencing Server (To record Conference calls)

3. Part Mirroring

InstallShield

| < Back || MNext = | | Cancel

2. From the Media Tap Location drop-down list, select Local.
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Figure 8-35: Choose Media Tap Location

Choose Media Tap Location

Media Tap Location

Local

InstallShield

3. Select the appropriate interfaces from the dropdown menu in the Interface Setup
screen.

Figure 8-36: Interface Setup

Interface Setup

Canfigure Manitaring Portz and RTP Timeout

M anitaring Port O
| Disabled

b onitoring Paort 1
| Disabled

[#] Enable BTP Timeaout

RTP Timeout Walue

AL

Inztallshield

In case of distributed or remote branch deployment, enter the IP address of the Application
Server (AS), Communication Server (CS), and IP address of the Host Machine. In case of
all-in-one deployment, use the drop down list and choose the SmartTAP IP address.
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Figure 8-37: Server IP Setup

Server IP Setup

Configure the names or IP addrezses of the servers

Communcation Server IP Address:

| 172.26.144.23)

Application Server IP Address:
| 172.26.144.23

IP Address of Host Machine:

| 172.26.144.23

Installshield

Click Next on the Server IP Setup.
Click Next on the Setup Type screen.
Click Install on the install screen.
Click Finish to finish.

No o s

To capture monitored recordings remotely:

bl 74

From the Media Tap Location drop-down list, select Remote.

Figure 8-38: Choose Media Tap Location

Choose Media Tap Location

Media Tap Location
Remaote

InstallShield

2. Specify the IP Address of the Media Delivery Host machine and click >> to add it to the
IP Address list.
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3. Repeat for each Host machine where Media Delivery is installed.

Figure 8-39: Media Delivery Configuration

Media Delivery Configuration

Create a list of Media Delivery IP addresses

Media Delivery IP Address

InstallShield

In case of distributed or remote branch deployment, type in the real IP address of the
Application Server (AS), Communication Server (CS), and IP address of the Host Machine
(don’t type in 127.0.0.1). In case of all-in-one deployment use the AS, CS, and the Host
machine parameters drop down list and choose the SmartTAP IP address.

Figure 8-40: Server IP Setup

Server IP Setup

Configure the names or [P addreszes of the servers

Communcation Server IP Address:

| 172.26.144.23)

Application Server IP Address:
| 172.26.144.23

IP Address of Host Machine:

| 172.26.144.23

InstallShield

4. Click Next on the Server IP Setup.

Version 4.2 99 SmartTAP



QC audiocodes

Call Recording Solution

5. Click Next on the Setup Type screen.
6. Click Install on the install screen.
7. Click Finish.

8.1.2.2 Edge

The Media Delivery component is installed on each Edge server in the Pool. Use the Edge
solution to record any call scenario in a Microsoft LYNC environment.

» Toinstall the Edge server:

1.

Figure 8-41: Choose Recording Mode

Choose Recording Mode

Recording Type
|Edge

MNotes on Monitoring Mode:

The monitoring method is used to record in any one of the following environments:
(MNecessary software will be installed on Lync Server for methods 1 & 2)

1. Mediation Server {To record PSTM calls)

2. AV Conferendng Server (To record Conference calls)

3. Port Mirraring

Installshield

Click Next to select Record Type “Edge”.
Figure 8-42: Lync Edge Servers Configuration

Lync Edge Servers Configuration
Microsoft Lync-spedific configuration parameters

Create a list of the Edge internal and external IP addresses

Internal IPv4 IP address Internal, External, NAT-enabled:
f

AV Edge service External
IPv4 IP address

| =

AV Edge service NAT - enabled
public IPv4 IP address

InstallShield
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2. Specify the Internal, External & NAT IP then click the >> to add to list.
3. Repeat for each Edge server in the pool.

In case of distributed or remote branch deployment, type in the real IP address of the
Application Server (AS), Communication Server (CS), and IP address of the Host Machine
(don’t type in 127.0.0.1). In case of all-in-one deployment use the AS, CS, and the Host
machine parameters drop down list to choose the SmartTAP IP address.

Figure 8-43: Server IP Setup
15 AudioCodes Inc. Call Delivery-IP

Server IP Setup

Configure the names or IP addresses of the servers

Communcation Server IP Address:

| 172.26.144.23] v

Application Server IP Address:
| 172.26.144.23 v

IP Address of Host Machine:

| 172.26.144.23 v]

InstallShield

| < Back " Mext = || Cancel

Click Next on the Server IP Setup
Click Next on the Setup Type screen
Click Install on the install screen
Click Finish.

No ok

8.1.2.2.1 Firewall Exceptions

Firewall exceptions are REQUIRED for this solution to work. Please refer to Chapter 7 on
page 63 for the required exceptions.

8.1.2.3 Configuring Media Proxy for Call Delivery-IP

The SmartTAP Media Proxy is a stand-alone server designed to relay the SRTP “Voice” to
the final destination providing SmartTAP with a centralized point to capture the audio. The
SmartTAP Skype for Business plugin on the FE / SBA will pin the media through the proxy
so SmartTAP has a central point to capture the SRTP for Internal, PSTN, and Conference
calls.

» To configure Media Proxy for Call Delivery-IP:
1. Select the Media Proxy recording type.
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Figure 8-44: Choose Recording Mode — Media Proxy

i AudioCades Inc. Call Delivery-IP -
Choose Recording Mode 44
Recording Type
Media Prosxy W
Motes on Monitoring Mode;

The monitoring method is used to record in any one of the following envirenments:
(Mecessary software will be installed on Lync Server for methods 1 & 2)

1. Mediation Server (To record PSTN calls)

2. AV Conferending Server (To record Conference calls)

3. Port Mirroring

InstallShield

| < Back || Next = | | Cancel

2. Specify the IP Address of the Media Proxy server.
3. Specify the Media proxy port to use (default 10123).
Figure 8-45: Media Proxy Configuration
il AudioCodes Inc. Call Delivery-IP .

Media Proxy Configuration 4

<

Add all Media Proxy IP addresses to list
IP Addresses:

Media Proxy IP address

InstallShield

| < Back || Mext = | | Cancel |

You can combine the Media proxy model that records Internal, PSTN and Conference calls
with the Edge recording model, which will record (Remote, Federated and Mobile calls). If
you intend to use the Edge model in conjunction with the Media proxy, provide the Edge
details in the following screen and install the Media Delivery software on the Edge server.
4. Provide the Internal & External Edge IP.

5. Add the NAT IP if configured.
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Figure 8-46: Lync Edge Servers Configuration

Lync Edge Servers Configuration
Microsoft Lync-specific configuration parameters

Create a list of the Edge internal and external IP addresses

Internal IPv4 IP address

Internal, External, NAT-enabled:

AV Edge service External
IPv4 IP address
|

AV Edge service NAT - enabled
public IPv4 IF address

InstaliShield

Mext =

| <gak |

| [ concel |

6. Specify the real IP addresses of the SmartTAP Communication Server and Application
Server.
7. Select the NIC interface of the local server.
Figure 8-47: Server IP Setup
Server IP Setup
Configure the names or [P addresses of the servers
Communcation Server IP Address:
| 172.26.144.23
Application Server IP Address:
| 172.26.144.23
IP Address of Host Machine:
[172.26.144.23
Installshield
8. Select Complete setup type, and then click Next to continue.
9. Click Install to complete installation.
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8.1.2.4 Configuring Call Delivery for Skype for Business

The Voip.cfg file located in the target path of the Call Delivery, will automatically be
configured during the SmartTAP software installation. Remember to restart the service if any
changes are made manually to the voip.cfg file.

Default Path: ...... \AUDIOCODES\SmartTAP\CD-IP\Config\Voip.cfg

Note: Do not make changes to the Voip.cfg unless the IP address assigned to the
FE/SBA or the SmartTAP server has changed.

Table 8-2: Description of the Skype for Business Specific Changes
Field Default Description

MICROSOFT=]...] N/A The MICROSOFT field defines the
CD configuration specific to Skype
for Business recording. The # must
be removed from every line starting
with MICROSOFT line and the
matching ] at the end of the
definition

SWSERVERPORT TCP, 9090
CcC ON

PLUGINLIST blank Add list of Front End Server IP
Addresses in the pool separated by

“ 9y

,”’ connecting to this Call Delivery
service. Each server in pool should
be listed.

SWSERVER blank Set to SmartTAP server |IP where
Call Delivery resides

RECORDINGTYPE 0 0 = Mediation, Conference server or
Port Monitoring
3 = Use with Edge
4 = Use the Media Proxy and Edge
(Optional)

MEDIAPROXYURL blank IP Address:Port of Media Proxy
server (Port default 10123)

Voip.cfg changes in bold below:
MICROSOFT =
[
SWSERVERPORT=TCP, 9090
CC=0N
PLUGINLIST=Front End / SBA IP:9901
SWSERVER=SmartTAP Server IP

RECORDINGTYPE=+# # 0 - monitoring(default), 3 - EdgeProxy
(used on the Edge server), 4 - MediaProxy

MEDIAPROXYURL=http://IP:10123 # required if RECORDINGTYPE=4
(MediaProxy)
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8.1.3 Installing Media Proxy Server for Skype for Business

The Media Proxy (MP) is used specifically in Microsoft Skype for Business environment as
a voice media proxy. The SmartTAP Skype for Business plugin on the FE will redirect the
targeted SRTP “voice” only to the MP and the MP will send the voice on to the original
destination. A copy of the SRTP “voice” call that is traversing the MP is sent to the SmartTAP
server for long-term storage.

ensure proper communication prior to the software installation. Refer to Chapter 7 on

f Note: It is highly recommended to configure the Firewall with the required ports to
page 63.

» To install the Media Proxy:
1. When the Media Proxy installation wizard starts, click Next to install.

Figure 8-48: Media Proxy Welcome

Welcome to the AudioCodes Inc. Media Proxy
installation wizard

This installation wizard will install AudioCodes Inc, Media Proxy
an your computer. To continue, dick Mext,

WARMNIMG: This program is protected by copyright law and
international treaties.
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If you are installing from a Suite, the following screen may not be displayed.

Figure 8-49: License Agreement

License Agreement

Please read the following license agreement carefully.

SOFTWARE LICENSE AGREEMENT

LICENSE AGREEMENT

AODICCODES UOShA, INC. (fundioCodes) provides the following
License Agreement (the Agreement) to the original
purchaser only:

1. PLEASE READ THIS LICENSE AGREEMENT. The enclosed
budioCodes software/firmware program (collectively,
TSOFITWARE™) i= licensed by AudioCodes for use only on
the terms and conditions set forth herein. By opening

+=lmdm wmmalra s rrees T TATRTOT T e e mwmel Ao sl

()1 accept the terms in the license agreement Print

(®)1 do not accept the terme in the license agreement

Installshield

2. Select the “l accept the terms in the license agreement” radio button and click Next.

Figure 8-50: Choose Media Proxy IP Address

Choose Media-Proxy IP Address

Please Choose the IP address associated with the netwaork interface used for
Media-Proxy communications.,

Media-Proxy local IP address: 192.158.1.5

InstallShield

Installation Guide 106 Document #: LTRT-27188



Installation Guide 8. Integration Configuration

3. Enter the external Media-Proxy local IP address i.e. do not enter the IP address of the
local host, and click Next.

Figure 8-51: Choose Application Server IP Address

Choose Application Server IP Address

Please Choose the IP address assodated with the network interface used
Application Server communications,

Add all Application Server IP addresses to list

Application Server IP address:

|192.168.1.5 v|

(@ HTTP

(IHTTPS

InstallShield

4. Configure the external Application Server IP address and select either the HTTP or
HTTPS protocol. Click >> to add the IP address to the list of Application Servers. Use
the << button to remove an entry from the list. Click the entry that you wish to remove.
At least one entry should be configured. Click Next to proceed.

An example configuration is shown in the figure below:

Figure 8-52: Choose Application Server IP Address

Choose Application Server IP Address

Please Choose the IP address assodated with the network interface used
Application Server communications.

Add all Application Server IP addresses to list

Application Server IP address: http:/f
https:

| 10.0.0.8 v|

(@) HTTP

(JHTTPS

InstallShield
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5. When you have completed the configuration, click Next to proceed.
If you are performing an upgrade, the following screen may not be displayed.

Figure 8-53: Media Proxy Setup Type

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

(®) Complete

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshield

6. Choose one of the following setup types and click Next:

e  Complete: Install to the default location: C:\Program
Files\AudioCodes\SmartTAP\MP

e  Custom: Change the destination location.
Figure 8-54: Media Proxy Install

Ready to Install the Program
The wizard is ready to beqin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

7. Click Install.
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8.1.3.1 Editing Media Proxy Server Parameters

This section describes how to edit MP parameters after installation has been performed.

>

1.
2,

4,

To edit MP parameters:

Edit the System.config file at Program Files\AudioCodes\SmartTAP\MP\Config\.

If there is more than one interface in this machine, the Media Proxy server will use this
interface.

<System
key: localIpInterfaceAddress ="<local IP address>"

/>

Where ="<local IP address> refers to the IP address of the IP interface when the
installed machine has multiple IP interfaces.

Add option asList ="< Application Server Web Address>" to specify the list of Application
servers for the Media Server.

<System

key: asList =" "http://172.26.144.23:80,
"http://172.26.144.24:80"/>

<System

key: asList =" "https://172.26.144.23:443,
"https://172.26.144.24:443" />

Where < list of Application Server IP Web addresses>contains a comma separated list
of the Application servers for the Media Proxy server in the SmartTAP Active/Active
Configuration.

Restart Media Proxy Service.

8.1.4 Installing Media Delivery Server for Skype for Business

The Media Delivery is used specifically in Microsoft Skype for Business environment. The
SmartTAP CD-IP will instruct the MD running on the Skype for Business Mediation,
Conference or Edge server to capture a copy of the SRTP “voice” call that is traversing the
Skype for Business server and send the copied SRTP “voice” to the SmartTAP server for
long-term storage.

Note:

The Media Delivery is only required for deployments that involve Microsoft Skype
for Business when utilizing the Edge, Mediation or Conference server to capture
the SRTP.

It is highly recommended to configure the Firewall with the required ports to ensure
proper communication prior to the software installation. Refer to Chapter 7 on page
63.

o wbd=YVy

To Install Media Delivery (Skype for Business only):

Run the Install.bat from the SmartTAP “Suite\” folder.
Select the Distributed software Custom Setup type.
Click AudioCodes Inc. Media Delivery Server.

Click Install to continue.

Select Recording Type Monitoring or Edge.
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6. Select Monitoring when utilizing the Mediation or Conference server.

o  Specify the physical NIC interfaces to monitor. In a NIC teaming environment do
not select the virtual NIC.

7. Select Edge when utilizing the Edge server.

e  Specify the Edge Internal & External NIC interface to monitor. Select the physical
NIC interfaces.

8. Select Complete, click Next to continue.

9. Click Install to continue.

10. Click Finish to continue.

11. Installer will automatically install AcProcDump.
12. Click Finish to complete installation.

8.1.5 Installing Announcement Server

The Announcement Server (AN) is used specifically in the Microsoft Skype for Business
environment as a call recording announcement service to let PSTN callers know their call
will be recorded.

The SmartTAP Skype for Business plugin on the FE will redirect the inbound PSTN calls to
the targeted to be recorded users to the AN to play the announcement. Once the
announcement is played, the call will be redirected to the original destination.

If you need to setup a group of Announcement Servers for redundancy or scalability, make
sure to execute the following steps on each Announcement Server.

8.1.5.1 Call Recording Notifications

8.1.5.1.1 Pre-requisites

B Stand-alone Physical or Virtual server.
B From the Skype for Business Installation Media:

e  Skype for Business Local Config Store - (Skype for Business Install CD) - Core
components

e  Skype for Business Administration Tools (Skype for Business Install CD)
e  Make sure UCMA 5.0 is installed.

B From the Lync 2013 Installation Media:
e Lync 2013 Local Config Store - (Lync 2013 Install CD) - Core components
e  Skype for Business Administration Tools (Lync 2013 Install CD)
e  Make sure UCMA 4.0 is installed.
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8.1.5.1.2 Installing Skype for Business Software Required for Announcement Server

Note: Ensure that the server is joined to the domain before proceeding.

» To install the Announcement server:
1. Launch the Installation wizard.
Figure 8-55: Announcement Server Installation Wizard
13 AudioCodes Inc. SmartTAP Announcement Server - Installation Wi..m

Welcome to the AudioCodes Installation
Wizard for AudioCodes Inc. SmartTAP
Announcement Server

The AudioCodes Installation Wizard will install AudicCodes Inc.
SmartTAP Announcement Server on your computer. To
continue, dlick Mext.

WARNING: This program is protected by copyright law and
international treaties.

< Back Next > | | Cancel

2. Click Next.
If you are installing from a Suite, then the following screen may not be displayed.

Figure 8-56: License Agreement
14 AudioCodes Inc. SmartTAP Announcement Server - Installation Wi.

License Agreement

Please read the following license agreement carefully.

SOFIWARE LICENSE AGREEMENT A~
LICENSE AGREEMENT D
ATDICCCDES USA, INC. (AudioCodes) provides the following
License Agreement (the Agreement) to the original
purchaser only:

1. PLEASE READ THIS LICENSE AGREEMENT. The enclosed
AudioCodes software/firmware program (collectively,
"SOFIWARE"™) is licensed by AudioCodes for use only on

the terms and condition= set forth herein. By opening

i mmmlensees srmen AT TOTARETTE a2 memdd A bmenbeas

(®) [ accept the terms in the license agreement

() I do not accept the terms in the license agreement

W

Installshield

| < Back || Mext = | | Cancel |

3. Click Next to agree to the license.
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Figure 8-57: Announcement Server

Please choose Annoucement Server version to install

Choose the Annoucement Server version appropriate to your environment

) Announcement Server for Lync 2013
) Announcement Server for Skype for Business

Installshield

4. Select the type of Announcement server and click Next:
e Lync 2013
e  Skype for Business

Figure 8-58: Choose Application Server IP Address

Choose Application Server IP Address

Please Choose the IP address assocated with the network interface us
Application Server communications.

Add all Application Server IP addresses to list

Application Server IP address:

|

(®) HTTP

InstallShield
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5. Configure external Application Server IP address and select either the HTTP or HTTPS
protocol. Click >> to add the IP address to the list of Application Servers. Use the <<
button to remove an entry from the list. Click on the entry that you wish to move. At least
one entry should be configured.

An example configuration is shown in the figure below.

Figure 8-59: Application Server IP Address
i AudioCodes Inc. SmartTAP Announcement Server -

Choose Application Server IP Address

Please Choose the IP address assodated with the network interface used
Application Server communications,

Add all Application Server IP addresses to list

Application Server IP address: http: /{172, 17,127, 1:80
http: /{172, 17,127, 2:80
172.17.127.4
() HTTP
(®) HTTPS
InstallShield

| < Back ” Mext = | | Cancel

Figure 8-60: Setup Type
% AudioCodes Inc. SmartTAP Announcement Server - Installation Wi..| *

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

@ Complete
F

all program features will be installed. (Reguires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstallShield

< Back ” Mext = | | Cancel
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6. Choose the Setup Type and click Next:

e  Complete: Install to the default location:
Files\AudioCodes\SmartTAP\ANN

C:\Program

e  Custom: Change the destination location.
Note that if you are performing an upgrade, this screen may not be displayed.

Figure 8-61: Install

Ready to Install the Program

The wizard is ready to begin installation,

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Badk. Click Cancel to

exit the wizard.

InstallShield

7. Click Install to commence the installation process.

Figure 8-62: Skype for Business Server 2015 — Deploy

)

Welcome to Skype for Business Server 2015 deployment

Prepare Active Directory
Prepares the Active Directory schema, forest, and domain for Skype for
Business Server.

Help » « Complete

Install or Update Skype for Business Server System

Install or update a Skype for Business Server Server deployment member
system,

This option installs Skype for Business Server core components, and a
local replica configuration store,

MNote: Before installing a server, you need to have a valid topology created
and published.

Help »

Prepare first Standard Edition server
Prepares a single Standard Edition server to
host Central Management Service,

Mote: This task requires local administrator
rights, This task does not apply to Standard
Editicn Servers that are not planned to host
the Central Management Service, or for
deployments that include Enterprise Edition,

Install Administrative Tools

Installs the Administrative Tools to the
current system.

Your deployment requires at least one
installation of the Topology Builder,

Deploy Monitoring Reports
Deploy Monitoring Reports to selected SQL
Server Reporting Services (S5RS) instances.

Call Quality Dashboard

Skype for Business Server 2015, Call Quality
Dashboard is a portal that provides OLAP
reports to Skype for Business Server
admini: ors to help troubleshoot Call
Quality issues,

First Run Videos
Click to view getting started videos,

Back | [t
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8. Select Install Administrative Tools.
Figure 8-63: Install Administrative Tools
G Install Administrative Tools -

@ Install Administrative Tools

Installs the Administrative Toaols to the current system. Your deployment requires at least one installation

of the Topology Builder.

Back Mext | | Cancel

9. When done, you will see this.
Figure 8-64: Install Status

Install Administrative Tools «
Installs the Administrative Toals to the

current system.
Your deployment reguires at least one

installation of the Topaology Builder.
10. Install or Update Skype for Business Server System.
11. Installs core components & local replica configuration store.
12. Install only Step 1, then click Run.
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Figure 8-65: Skype for Business Server — Deployment Wizard

) be
Deploy > Install or update z
A
Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.
Prerequisites »
e »
Step 2: Setup or Remove Skype for Busil Server Comp t:
Install and activate, or deactivate and uninstall Skype for Business Server Compaonents based on the topology =
definition.

Not Available: Local configuration store not available.
Prerequisites »
Help »

Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates for
this system based on the topology definition.

Not Available: Local configuration store not available.

Prerequisites »

Help »

Step 4: Start Services

Manual After you've installed Skype for Business Server on all of the servers in the poal, you'll need to start the services.
‘You can start the services in a pool with the Skype for Business Server cmdlets,
To start the services in a user pool, connect to one of the servers in the pool and run the Start-CsPool emdlet. All

PR SRR: SFY TPURURUY N PR I I B SR o FRPVIPURS S S GUULUR ~JUPPVRPR SN VPRI T N o SO » VRS R | Y

Back | [ Ea

Figure 8-66: Install Local Configuration Store

Configure Local Replica of Central Management Store

Data can be retrieved directly from the Central Management store or imported from a file.

(®); Retrieve directly from the Central Management store (requires read access to the Central
Management store)

) Import from a file (recommended for Edge Servers)

To generate a configuration file, run the Export-CsConfiguration cmdlet on a computer that has
access to the Central Management store.

Brows:
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13. Once complete, you should see the following:

Figure 8-67: Executing Commands

G} Install Local Configuration Store -
@ Executing Commands
Enable replica service for the Skype for Business Server computer. '~
Creating new log file "C\Users\admin.SPAIN\AppData\Local\Temp'\Enable-C5Replica-[2016_09_03]
[16_46_33]html".

"Enable-CSReplica® processing has completed successfully.

Detailed results can be found at "C\Users\admin.SPAINYAppData\Local\Temp\Enable-CSReplica-
[2016_09_05][16_46_33].htm/".

» Replicate-CsCmsCertificates

Logging status to: ChUsers\admin.SPAINVAppData\Local\TemphReplicate CMSCertificates-
[2016_09_05][16_46_33].htmI

Task status: Completed.

bootstrap lacal machine |'| | View Leg

14. Click Finish.

8.1.5.1.3 Firewall Configuration
It is highly recommended to configure the Firewall with the required ports to ensure proper
communication prior to the software installation. See Chapter 7 on page 63.
8.1.5.2 Announcement Server Software Installation
This section describes how to install the Announcement server.
8.1.5.2.1 Step 1: Installing Announcement Server (Skype for Business) from Batch
File
This section describes how to install the Announcement Server from the Install.bat file.

To install the Announcement server:

Run the Install.bat from the SmartTAP “Suite\” folder.

Select the Distributed software Custom Setup type.

Click AudioCodes Inc. Announcement Server for Skype for Business.
Click Install to continue.

a e bd-=YVy

Click Next to continue. Note that this process may take time while the PowerShell script
runs.

6. When prompted, select Skype for Business according to the deployed Unified
Communication platform.

7. Click Finish to complete the installation.
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Note:

A e Do not install on the SmartTAP server.
e The Announcement Service will not start automatically. It needs to be started

manually after configuring the Announcement Services (see Section 8.1.5.2.2) .

8.1.5.2.2 Step 2: Configure Announcement Services

This section describes how to configure Announcement Services.

> To activate announcement services:

1. Start the PowerShell console as an Administrator user with the following permissions:

e  The user must be a member of RTCUniversalServerAdmins for creating the
trusted-application.

e In addition, for creating a certificate to use by AN service, the account must be a
local administrator and have rights to the specified certification authority.

Note: The CA is sometimes configured to not allow creating certificates online, and in
that case, the activation will always fail regardless of the account. In this case it is
A required to create and assign a certificate using the Skype for Business deployment
wizard and re-run the activation script. The activation script will detect an installed
certificate and continue execution.

2. Change the working folder to the PowerShell folder in the Announcement Server
installation folder: SmartTAP\AN\PowerShell\.

3.  Runthe \Activate.ps1 command.
4. Enter port 12171 when prompted.

5. Save the AnnouncementsApp application endpoint name. It should be logged in the
PowerShell command line window as shown in red color below:

“...AnnoucementsApp application endpoint name sip:NAME@domain.com...”

6. Save the NAME string and use it in the “Steps to add Announcement Servers to DNS”
section.

7. Start AudioCodes Announcement Service.

8.1.5.2.3 Step 3: Adding Announcement Servers to DNS

> To Add Announcement Servers to DNS

B Add DNS ‘A’ record to the appropriate zone on the configured DNS server per
Announcement server against the AnnouncementApp name that was saved in “Steps
to activate Announcement Services” section (NAME, example: AnnouncementsApp-
pool-2013-1, AnnouncementsApp-pool-2015-1).

8.1.5.2.4 Step 4: Configuring Announcement Server (Skype for Business)

» To configure the Announcement Server:

1. Configure a simple announcement.
2. Create a WMA audio file. You can use the Windows Sound Recorder.

Figure 8-68: Sound Recorder

. Sound Recorder x|
@ Stark Recording | 0:00:00 I@I -
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Example: “Thank you for calling Company A, your call may be recorded for quality

assurance”.
3.  When done, click Stop Recording and it will prompt for the new file destination.
4. Save it and copy this file to the AN server. Location: Program
Files\AudioCodes\SmartTAP\AN\.
Figure 8-69: AN Server
2N B AN -[ox]

Share e 0
:(—:I * 1 | .« Prograrn Files » AudioCodes » SmartTAP » AN v & | | Search AR 0 |
‘v Favorites Marme - Date rmodified Type Size
B Desktop . Config 973/2015 316 Ph File folder
4 Dowenloads . Install_Logs 97372015 216 PM File folder
‘r'_a Recent places . License 9/3/2M5 376 P File folder
&N . log 97872015 £:49 P File folder
. PowerShell 97/3/2015 316 P File folder
18 This PC %] Announcerments.Cormmon.dll 9/3/2015 224 Ak Application extens.., 17 KB
[ Announcementsipp Q73525 824 Ak Application 19kB
€l Metwork MJ Announcementsfpp.exe 97372015 712 AM COMFIG File TKBE
%) AnnouncementsCore,dll 93205 Bi2d Ak Application extens.., 54 KB
%] MLog.dll 97372015 713 Ak Application extens,., 406 KB
|| test123wrma 9/8/2075 318 P WA File 2O KE
5. Edit the System.config file at Program Files\AudioCodes\SmartT AP\AN\Config\.
6. Add option inCallPlayPrompt="true” and inCallPlayPromptFilePath="filename.wma”.
<System
InCallPlayPrompt="true”
inCallPlayPromptFilePath="filename.wma”
/>
7. Add option ‘normalizeNumbers="true” when normalization of called numbers for the
Announcement Server is required.
<System
normalizeNumbers ="true”
/>
8. Add option asList =< Application Server Web address>" to specify the Web address of
the Application server (AS) for the Announcement server.
<System
key: aslList ="<Application Server IP address>"
/>
9. Restart AN Service.
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8.1.5.2.5 Adding Support for Skype for Business Plugin Components for SmartTAP
Announcement Server

This procedure describes how to add support for Skype for Business Plugin Components for
SmartTAP Announcement server. This procedure should be applied for each each Skype for
Business plugin component.

» To add support for plugins:

1. Edit the file “LyncPlugln.exe.config”.

2. Change <add key="EnableAnnouncements" value="false"></add> to “true”.

3. If you want to record the Announcement leg of the call, enable the following:
e <add key="RecordAnnouncements" value="false"></add> change to “true”
Save and close the configuration file.

5. Restart the plugin service.

8.1.5.3 Consent to Record Calls

SmartTAP supports interactive voice response (IVR) announcements requesting consent
from the call party to record the conversation of the call. If the call party does not consent,
the conversation is not recorded. Below is an example of a call consent prompt:

“This call may be recorded for quality assurance purposes. Press one to accept or press
zero to continue without recording.”

By default, call consent is disabled. You can enable call consent by following the procedure
below:

> To enable Call Consent:

1. Open the System.config file located under Program
Files\AudioCodes\SmartTAP\AN\Config\.
2. Add option enablelvr ="true” and playlVRToExternalCallingParty ="true”

<System enableIvr="true"
playIVRToExternalCallingParty="true"

/>
3. Restart the AN Service.

8.1.5.3.1 Enabling Consent to Record Calls Demo

» To enable playing the demo IVR to External Calling Party:

1.  To enable playing the demo IVR to External Calling Party, add the following:
On each Announcement Server, uncomment and edit the System.config file at Program
Files\AudioCodes\SmartTAP\AN\Config\ to have:

<System

enableIvr="true"
playIVRToExternalCallingParty="true"
/>

2. Restart AN Service.

» To enable playing the demo IVR to External Answering Party:

1. To enable playing the demo IVR to External Answering Party, add the following:
On each Announcement Server, uncomment and edit the System.config file at Program
Files\AudioCodes\SmartTAP\AN\Config\ to have:
<System
enableIvr="true"
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playIVRToExternalAnsweringParty="true"
AnnouncementRecipients="BothParties"

/>

2. Restart AN Service.
3. Oneach FE running SmartTAP Plug-in, open the LyncPlugln.exe.config and modify the
AnnouncementCallType parameter to OutboundExternal as shown below:
<add key="AnnouncementCallType"
value="OutboundExternal"></add>
Restart Plug-in Service
» To enable playing the demo IVR to External Calling and Answering Parties:
1. To enable playing the demo IVR to External Calling and Answering Parties add the
following:
On each Announcement Server uncomment and edit the System.config file at Program
Files\AudioCodes\SmartTAP\AN\Config\ with the following:
<System
enablelIvr="true"
playIVRToExternalCallingParty="true"
playIVRToExternalAnsweringParty="true"
AnnouncementRecipients="BothParties"
/>
2. Restart AN Service.
3. Oneach FE running SmartTAP Plug-in, open the LyncPluglin.exe.config and modify the
AnnouncementCallType parameter to AllExternal as shown below:
<add key="AnnouncementCallType" value="AllExternal"></add>
4. Restart Plug-in Service
The table below describes all the parameters that can be configured in the System.config
file.
Table 8-3: System.config File
Parameter Description
appEndpointDiscoveryName Defines the value of Skype for Business trusted
application endpoint that will be used by this application.
The default value is "AnnouncementsApp".
userAgent Defines the Application User agent.
The default value is " AnnouncementsApp".
inviteDest If the value is not empty the application will call to this
destination and will ignore from the destination the is in
To header of incoming invite.
The default value is "".
bufferSize Defines buffer size of transferring data between calls.
The default value is "60".
supervisedTransferHeaderName Defines the header name of supervised transfer invite
that should be returned by FE to the App.
The default value is "X-Announcements-Supervised-
Transfer".
supervisedTransferHeaderValue Defines the header value of supervised transfer invite

that should be returned by FE to the App.
The default value is "$1MsplApp".
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Parameter

outCallPassThroughHeaderNames

inCallPlayPrompt

inCallPlayPromptFilePath

outCallPlayPrompt

outCallPlayPromptFilePath

diagnosticsHeaderName

maxEndpointDiscoveryMiliSeconds

maxPlayPromptsMiliSeconds

nlogNetworkLayout

referredByAddedParamName

referredByAddedParamValue

transferType

AnnouncementRecipients

webServiceBaseUrl

Description

Defines the headers to pass from in call to out call. The
default value is "Ms-Exchange-Command;HISTORY-
INFO"
e.g.,"headerNameA;headerNameB;headerNameC".

Defines playing announcements to in call before call is
accepted.

Possible values:

= True

= False (default)

Defines the file path of in call announcements.

The default value is "".

Defines playing announcements to out call after call
accepted.

Possible values:

e True

« False (default)

Defines the file path of out call announcements. The

default value is "".

Defines the diagnostics header name.
The default value is X-Announcements-DIAGNOSTICS.

Defines the maximum time in milliseconds to wait for
first application endpoint discovery. The application exits
if no endpoints are discovered by this time.

The default value is 30000.

Defines the maximum time in milliseconds to play
prompts.

The default value is 1800000.

Defines the Nlog network layout. The default value is:
${longdate} ${level} ${message}
${exception:format=Message}${newline}

This parameter name is added to the SIP 'Referred-By'
header. The default value is " X-Announcements".

This parameter value is added to the SIP 'Referred-By'
header. The default value is " AnnouncementsApp".

Defines the Transfer Type.

Valid Values:

= Attended - Perform attended transfers.

= Unattended - Performs unattended transfers.

This parameter determines how the Announcement

server plays the prompt.

Valid Values:

o CallingParty - announcement played only to calling
party.

o BothParties - announcement played to calling party
and called party as well.

Describes the listening URL of the Announcement
server's Web service Rest API.
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Parameter

enableMoh

mohFileName

enablelvr

playlVRToExternalCallingParty

playlVRToExternalAnsweringParty

ivrResultParamName

ivrCleanerSec

impersonatelnCall

uaReceiveReferRegex

Description

Sets true to enable Music on Hold.

Possible values:

e True (default)

o False

Defines the Music on Hold file name. The file must be
located at the project directory tree inside the

MusicOnHold directory. The default value is " music-
default.wma".

If this parameter is set to "true”, the IVR will be played
instead of an Announcement for an incoming call.
Possible values:

o True

o False (default)

If this parameter is set to "true", the IVR will be played to
a calling external user.

Possible values:

e True (default)

o False

If this parameter is set to "true", the IVR will be played to
an answering external user.

Possible values:

= True

= False (default)

Note: In order to play the announcement to an
answering party, the AnnouncementRecipients
parameter has to be set to"BothParties".

Defines the parameter name that will be added in the
referred-By header. The default value is "X-
AnnlvrResult".

Clean stale calls IVR container every period of time in
seconds. The default value is 1800.

If true, in call will be impersonated, the meaning is that
the P-Asserted header of 2000K the value will be not of
Announcement but of original destination user.

Possible values:

o True
o False (default)

A regular expression (case insensitive). If UserAgent
matches then REFER is sent to this device. This
parameter provides a solution for an issue with Polycom
VVX500 phone where ANN should send the SIP
REFER to the phone when rerouting the call to the
original destination.

Default Value: "PolycomVVX-VVX_ 500"
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Parameter

asList

restClientTimeoutMiliseconds

normalizeNumbers

managedDeviceHeartbeatIntervalMs

disableAlarms

uaDontReceiveReferRegex

noAttentedTransferSupportRegex

redirectlfReferNotSupported

Description

Application Server comma-separated list. ANN sends
alarms to the AS in the list.

For example
http://10.21.8.120:80,https://10.21.80.170:443

Default Value: "

Alarms timeout in milliseconds.
Default Value: 5000

This parameter should be set to true when normalization
of called numbers in the Announcement server is
required. ANN will normalize the called number before
rerouting the call to the original destination.

Possible values:

e True
o False (default)

Interval in ms between each heartbeat request to AS.
valid range [1000 minimum value ]

Default Value: 30000

Determines whether to enable the alarms mechanism.
Default Value: false

A regular expression (case insensitive). If the value of
the UserAgent header matches the expression, then the
SIP REFER is not sent to this device when rerouting the
call to the original destination. This solves the problem
for Skype for Business clients answering with “488 Not
Acceptable Here” on reception of SIP INVITE with
replaces from the mobile clients.

Default Value: "ucwa

A regular expression (case insensitive). When one of
the devices in the call to ANN doesn't support the
Attended transfer, ANN will execute the UnAttended
transfer. Mobile clients (Skype for Business) and
voicemail don’t support Attended transfers.

Default Value: "ucwa"

When the caller doesn't support REFER, ANN may
redirect the caller without playing ANN (true) or
disconnect the call (false),
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Parameter

voicemailRegex

dontPlayAnnRegex

isPlayAnnlfAnsweredByVoicemail

Description

When in “BothParties” mode, redirect the caller if both
sides don't support the REFER (true), or disconnect the
calls (false).

Possible values:
e True (default) — AN redirects the caller
« False — ANN disconnects the call

A regular expression (case insensitive). This parameter
is used to identify voicemail as a participant of the call
routed through the ANN according to 'user-agent' and
'server' headers.

Default Value: "Exchange"

A regular expression (case insensitive). This parameter
is used to identify conference as a participant of the call
routed through the ANN according to 'user-agent' and
'server' headers.

Default Value: "AV-MCU"

The announcement is not played to the caller when the
call is routed through ANN and answered by the
voicemail.

Possible values:
e True
o False (default)
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Example:

<System

inCallPlayPrompt="true"
inCallPlayPromptFilePath="rec headphone.wma"

outCallPlayPrompt="true"
outCallPlayPromptFilePath="ron rec.wma"

AnnouncementRecipients="CallingParty"

/>
<System

enablelIvr="true" enableMoh="true" mohFileName="music-
default.wma" playIVRToExternalCallingParty="true"
playIVRToExternalAnsweringParty="true"
AnnouncementRecipients="BothParties"

/>

The actual consent to record announcements can be played from a text-to-speech (TTS) file
or from a recorded audio file. If you want to use the TTS method, follow the procedure below
for preparing the TTS platform.

> To prepare the TTS platform:

1. Download and install Microsoft Speech Platform - Runtime (Version 11) from here:
https://www.microsoft.com/en-us/download/details.aspx?id=27225

2. After you have the platform installed, now you need to download and install TTS
languages which you want to support in yours ANN application.
Microsoft Speech Platform - Runtime Languages (Version 11)

https://www.microsoft.com/en-us/download/details.aspx?id=27224
The link above is for download the whole TTS (text to speech) and SR (speech
recognition) files.

3. After you download it, you need to install each relevant file you want according to
language. For example if you want support text to speech for Russian then install the
file MSSpeech_TTS_ru-RU_Elena.msi.

For English, install MSSpeech_TTS_en-US_Helen.msi or MSSpeech_TTS_en-
US_ZiraPro.msi.

Don'’t install SR files because currently ANN doesn’t support speech recognition. It
may support it in the future. If you install SR, it won’t damage ANN behavior. It just
won’t be used.

It is important to install platform and language from same Version 11. A combination of
Versions 10 and 11 won’t work.
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8.1.6

Skype for Business Remote Branch Site

The Remote site is typically a branch location that connects back to the main data center.
The branch site may or may not have survivable telephony services if the WAN goes down.
SmartTAP deployed in the branch location can record user/device calls regardless of WAN
up/down.

Figure 8-70: Skype for Business Remote Branch Site
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In the main datacenter, you may deploy an All-In-One solution or distributed. In the branch,
you will typically use the Distributed configuration setup because not all components are
required in the branch site.

In the branch, the following components are required:
Microsoft SBA:

B Install Skype for Business plugin on SBA (Separate installer not part of the distributed
setup package). See Section 8.1.

B (Optional) Install Media Delivery to record PSTN calls. See Section 8.1.3 on page 105.
SmartTAP Server:

B Install Communication Server. See Section 5.3 on page 49.

B Install Media Server. See Section 5.4 on page 49.

B Install Call Delivery Server. See Section 5.5 on page 56.

Media Proxy: (Optional)

B Install Media Proxy (Optional method to record Internal IP-to-IP and PSTN calls).
See Section 8.1.3 on page 105.
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8.2

8.2.1

8.2.2

8.2.3

SIP Recording (SIPRec)

IETF Charter

The Session Recording Protocol (SIPREC) working group is chartered to define a SIP-based
protocol for controlling a session (media) recorder.

https://datatracker.ietf.org/doc/draft-ietf-siprec-protocol/
The scope of the activity includes:
B Recorder Control

B Session metadata content and format

B Security mechanisms, including transport and media encryption
B Privacy concerns, including end-user notification

B Negotiation of recording media streams

What is SIPRec?

The Session Recording Protocol is used for establishing an active recording session and
reporting of the metadata of the communication session.

Session Recording Server (SRS)

A Session Recording Server (SRS) is a SIP User Agent (UA) that acts as the sink of the
recorded media. An SRS is a logical function that typically archives media for extended
durations of time and provides interfaces for search and retrieval of the archived media.

Session Recording Client (SRC)

A Session Recording Client (SRC) is a SIP User Agent (UA) that acts as the source of the
recorded media, sending it to the Session Recording Server. In practice, a Session
Recording Client could be a personal device (such as a SIP phone), a SIP Media Gateway
(MG), a Session Border Controller (SBC), Media Server, or an Application Server. The
Session Recording Client is also the source of the recorded session metadata.

Figure 8-71: Session Recording Client
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» To configure SIPRec:

1. Ensure the Gateway / SBC (SRC) is properly configured to send call data to SmartTAP
(SRS).

2. Configure Call Delivery to receive from SRC.
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8.24 Configuring Gateway & SBC for SIP Recording

Refer to the appropriate Gateway & SBCs User’s Manual for configuration instructions.
Figure 8-72: Configure Gateway & SBC for SIP Recording
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8.2.5

Configuring Call Delivery for SIP Recording

During the software installation, configure the CD with the necessary information to connect
to the SRC. Configure the Local SIPRec listener IP Address and Port on the SmartTAP
server that will be used to receive from the SRC as in the following image. In case of
distributed or remote branch deployment, type in the real IP address of the Application Server
(AS), Communication Server (CS), and the local IP (don’t type in 127.0.0.1). The Local IP
and The SIPREC listener IP should be of the server the

CD-SIPREC component is running on. In case of all-in-one deployment use the drop down
list and choose the SmartTAP IP address.

Figure 8-73: Server IP Setup

i)

AudioCodes Inc. Call Delivery-SIPREC

Server IP Setup

Configure the namesz or IP addreszes of the servers

Communcation Server Mame or IP Address:

| 172.26.144.23 vl
Application Server Mame or IP Address:
| 172.26.144.23 vl

Local IP Address:

Local UDP Part:

| 172.26.144.23 .
Local SIPREC listener IP Address: Local SIPREC listener UDP Port:
172.26.144.23] |5068
Installshield
< Back || Mext = | | Cancel
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Assuming the default parameters are insufficient, additional configuration options are
available in the following configuration files.

Table 8-4: SIP Recording — Additional Configuration Files

Configuration File Purpose
CdSipRecConfig.xml Set the IP & Port to receive the SIPRec data. Typically the
SmartTAP server
Calldeliveryconfig.xml = Set the IP of the SmartTAP Application server. The default
value is 127.0.0.1 assuming the AS and CD are on the same
server.

= Configure the Regular Expressions to match the specific
needs of each customer network. Refer to Target Attributes for
more information.

8.3  VolP Port Mirroring

The SmartTAP software supports many different IP PBX station side-tapping configurations
using a mirror port or network tap appliance to receive the unencrypted Signaling and RTP.

8.3.1 Inbound / Outbound

This is the easiest configuration as seen in the following image because you can mirror the
traffic at the highest-level switch before the PBX. Tapping between the PBX and the phone
is crucial to determining the call Initiator and Recipient.

Figure 8-74: Inbound/Outbound
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8.3.2 Station to Station

To record station-to-station calls, it is important to understand that once the call is established
between two endpoints that reside on the same switch, the RTP “Voice” will travel directly
between them. The recorder will miss the RTP, if you tap at the highest-level switch as in the
diagram above. To avoid missing the RTP, mirror the traffic from the lower level switch with
endpoints connected that need to be recorded.

Figure 8-75: Station to Station
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8.3.3  Call Delivery Install for VolP (Port Mirror)

This section describes how to install Call Delivery Install for VolP (Port Mirror).

» To install Call Delivery Install for VolP (Port Mirror)
1. Click Next to continue.
Figure 8-76: Call Delivery IP

Welcome to the Installshield Wizard for
AudioCodes Inc. Call Delivery-1IP

The Installshield(R) Wizard will install AudioCodes Inc. Call
Delivery-IP on your computer. To continue, didk Mext.

WARMING: This program is protected by copyright law and
international treaties.

Assuming you are NOT setting up for a Skype for Business installation, select “Other”
when prompted for the network type.

2. Click Next on the Server IP Setup.
Figure 8-77: Select Network Type
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Installshield
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3.

5.

Assuming the Call Delivery Service is on the same machine as the Application and

Communication service leave the default below settings.

Click Next on the Server IP Setup.
Figure 8-78: Server IP Setup

5]

AudioCodes Inc. Call Delivery-IP

Server IP Setup

Configure the names or IP addrezses of the servers
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InstallShield
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SmartTAP passive IP integration supports monitoring up to 8 NIC interfaces. In a
typical server, there are a minimum of two NIC interfaces. NIC 1 is used to connect
the SmartTAP server to the LAN for user access. The 2" NIC is connected to the
mirror port on the switch to receive the signaling and RTP.

From the Monitoring Port 0 drop down list, select the appropriate NIC interface that is
connected to the mirror port on the switch. Monitoring Port 1 is used in the event a 3
NIC is required to connect to a different mirror port on a 2" switch.

Select the appropriate Monitoring Port 0/1 interfaces from the dropdown menu in the

Interface Setup screen

Figure 8-79: Interface Setup
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Click Next on the Setup Type screen.
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6. Click Install on the install screen.
7. Click Finish to finish.
8.3.4 Additional Configuration
This section describes addition configuration for VolP Port mirroring.
» To perform additional configuration:
1. Configure VolP.cfg file to match IP PBX.
2. Configure mirror port on switch to mirror traffic to SmartTAP server.
3. Configure SmartWORKS Control Panel.
The following files located in the target path of the Call Delivery are the most common files
that are required for the IP environment.
Default Path: ...... \AudioCodes\SmartTAP\CD-IP\Config\Voip.cfg
Table 8-5: Description of the Avaya H.323 Specific Changes
Field Default Description
Avaya H323=[...] N/A Changes specific to Avaya H.323 recording.
Uncomment section by removing hashes (#) at the
beginning of each line
H225CS 1720,TCP H.323 Call Control port
H225RAS 1719,UDP H.323 RAS port
SERVERIPS N/A IP address of Avaya PBX
VolP.cfg changes for recording Avaya H.323 (unencrypted) are shown below:
#Avaya H323 =
#[ H225CS=1720,TCP
# H225RAS=1719,UDP
# SERVERIPS=
# DCH=ON
# DCHFILTER=OFF
# CC=ON
# SUBTYPE=CM]
Table 8-6: Description of the SIP Recording Specific Changes
Field Default Description
SIP=[...] N/A Changes specific to SIP recording. Uncomment
section by removing hashes (#) at the beginning of
each line.
SERVERIPS N/A IP address of PBX, or list of IP addresses of PBXs
(separated by comma).
TRANSPORT UDP,5060 SIP signaling.
ADD_TRANSPOR | (optional field) Additional transports such as (TCP,5060) when SIP
TS uses TCP for signaling in addition to UDP.
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8.3.5

Voip.cfg changes for recording SIP (unencrypted) are shown below:

SIP

[

SERVERIPS=192.168.70.6,10.250.0.5,192.168.70.5
TRANSPORT=UDP, 5060

ADD TRANSPORTS=TCP, 5060

CC=0ON ]

Setting Up Monitoring Interfaces

This section describes how to manually setup the monitoring interfaces.

Note: SmartControl is no longer available for CD-IP.

To setup the monitoring interfaces:

Run the System Profile Tool, C:\Program
Files\AudioCodes\SmartTAP\tools\system_ profile.exe.
This tool generates a report file called report.txt. This file contains a list of network

interfaces. Choose the interfaces you wish to monitor and then extract the respective
GUIDs and interface names from the data provided in the report.

Open the C:\Program Files\AudioCodes\SmartTAP\tools\report.txt file and extract the
GUIDs and interface names for those interfaces that you wish to monitor (example
values are indicated in red in the extract below):

Fri Mar 31 13:19:31 2017: Details of network interfaces.

Fri Mar 31 13:19:31 2017: 0x0000000e:

Fri Mar 31 13:19:31 2017: Link encap:Ethernet

Fri Mar 31 13:19:31 2017: HWaddr 02:00:4c:4f:4f:50

Fri Mar 31 13:19:31 2017: name : \DEVICE\TCPIP {65E31628-075A-
4DEB-AO9E-C4041EC5F750}

Fri Mar 31 13:19:31 2017: MTU:1500 Speed:1215.75 Mbps

Fri Mar 31 13:19:31 2017: Admin status:UP Oper
status:0OPERATIONAL

Fri Mar 31 13:19:31 2017: RX packets:0 dropped:0 errors:0
unknown:0

Fri Mar 31 13:19:31 2017: TX packets:0 dropped:0 errors:0
txqueuelen:0

Fri Mar 31 13:19:31 2017: Descr: "Microsoft KM-TEST Loopback
Adapter"

Edit the C:\Program Files

(x86)\AudioCodes\SmartTAP\CD-IP\config\calldeliveryconfig.xml file:

a. Add the extracted GUID and interface name:
<monitoringInterfaces>

<interface enabled="1" guid="{65E31628-075A-4DEB-AQ9E-
C4041ECS5F750}" adapterName="Microsoft KM-TEST Loopback
Adapter" />

</monitoringInterfaces>
b. Set “enabled” to 1 for all those interfaces that you wish to monitor.
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8.4  Avaya AES Integration

SmartTAP records standard non-encrypted Avaya IP calls with the standard VolP
configuration.

A Note: Support is no longer provided for Avaya AES Integration.

8.5 Analog Trunk / Radio

The SmartTAP software supports analog loop start phone line trunk or station side and VOX
activity based recording. The SmartWORKS LD card is designed for high impedance

tapping.

Loop Start Trunk / Station

The battery voltage of the analog line may be different between Trunk and Station side.
Adjusting SmartTAP to match the environment is easily achieved and discussed in the next
chapter.

The 24-channel card is a Hi-Impedance tap card designed to passively tap the phone line.
In the event of a card or server hardware failure, there will be no impact to normal operation
of the phone or analog line.

The figure below represents a typical passive tap implementation using a 66 block. The
maximum distance tested from PBX to Analog phone while tapping is 2200’.

Figure 8-80: Passive Tap Implementation
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The image in Figure 1 represents the female connector on the Analog board. The pin-out
follows industry standard wiring. The image in Figure 2 is typical color coded wiring used in
25 pair telco grade CAT 3 or higher cables.
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Figure 8-81: Figure 1 and Figure 2
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Pin 12 -Ri -Tip12 OrangeBlack |12 R T 37| BlackiOrangs
Pin13- -Tip12 GreenBlack 13R T 38| Black'Green
Pin 14 - Ri -Tip 14 Brown/Black 1R 4 T3
Pin 15 - Ri “Tip15 Slate/Black 15R T 40
Pin 16-Ring 16 Tip16 Bluedellow 16R T4
Pin 17 - Ril Pin 42 -Tip17 Crangeffelow | 17 R T 42| el : range
Pin 18- Ring 18 Pin 42 -Tip 18 Greenfellove | 18R 5 T 43| VellowiGreen
& L n Brownfellow |19 R Tad| CellowiBrown
finty ] Pin44-Tip 19 Slatetvelow |20 R Tas| ellowsSlate
Pin 20- Ri Pin 45-Tip 20 Blusiviclet MR T 46| VioletBlue
Pin 21 - Ril in 46 - Tip 21 Orangefviolet |22 R 6 T 47| VioletOrange
Pin 22 - Ril ke in 47 - Tip 22 Greeniolet | 28R T 48| VioleUGreen
Pin 23 - Ril ] in 48 - Tip 22 Browndiolet | 24 R T 48| VioletBrown
Pin 24- Pin 49 -Tip 24 SlateAiolet :‘_E,v T50| VioletSlate
Not Used ]

Figure 1 Figure 2

8.5.1  Call Delivery Install for Analog Recording (Passive Tap)

The Call Delivery Install for Analog Recording is executed when an LD card is detected on
the server. The LD card records Analog phones.

Note: The screens shown in the procedure below are specific to the installation when a
LD card is detected on the server

» To install Call Delivery for Analog Recording (Passive Tap):
1. Click Next to continue on the Wizard for Call Delivery LD screen.
Figure 8-82: Call Delivery LD
) AudioCodes Inc. Call Delivery-AL - InstallShield Wizard x|

Welcome to the InstallShield Wizard for
ﬂ AudioCodes Inc. Call Delivery-AL

L =

The Installshield(R) Wizard wil install AudioCodes Inc. Call
Delivery-AL on your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

< Back [ Mext= | Cancel
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In case of distributed or remote branch deployment, type in the real IP address of the
Application Server (AS), Communication Server (CS), and the Local IP address
machine (don’t type in 127.0.0.1). In case of all-in-one deployment use the AS, CS,
and the Local IP address parameters drop down list to choose the SmartTAP IP

address.
2. Click Next on the Server IP Setup.

Figure 8-83: Server IP Setup
i AudioCodes Inc. Call Delivery-AL

Server IP Setup

Configure the names or IP addreszes of the servers

Communcation Server Name or IP Address:

| 172.26.144.23 v ‘

Application Server Mame or IP Address:
| 172.26.144.23 v

Local {non-monitoring) IP Address:

| 172.26.144.23 vl
Installshield
| < Back || Mext = || Cancel
3. Click Next on the Setup Type screen.
4. Click Install on the install screen.
5. Click Finish to finish.
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8.5.2 Additional Configuration

The LD.xml file located in the target path of the Call Delivery is the most common file that
needs to be configured for the analog environment. There is only one LD.xml file for all
Analog cards. Using XML, you can specify in the LD.xml specific board and channel
configurations. For example, board 0, channels 0-7 are voltage trigger based recording and

8-16 are VOX based recording.
Default Path: ...... \AUDIOCODES\SmartTAP\CD-AL\Config\

B LD.xml - Configuration file
B | D.xsd — Contains parameter definition and valid values.

Figure 8-84: LD.xml Basic Structure Diagram

<ldConfig>
<boardsConfig>
<board id="All">
_—
<line id="All"> _—
<deglitch loopDeglitchTime="250" ringDeglitchTime=" jo”f>/
<voltage thresholdHigh="16" thresholdLow:“4/"j)z//

<polarity type="Normal"/> _—
<alertTone enable="false"/> _— —

<stateMachine fiIe="|dgeneric.sc/xml"/> i
<callerld sensitivity="2"/>
<activityDetection enable="false" thresholdHigh="-48"
thresholdLow="-51" minSilence="5000" maxSilence ="5000"
minActivity="40" maxActivity ="10000"/>
</line> _—
<line id="1"> -
<alertTone enable="false"/> “«
<voltage thresholdHigh="20" thresholdLow="3"/>
</line>
</linesConfig>
</board>
<board id="0">
<linesConfig>
<line id="23">
<polarity type="Normal"/>
</line>
</linesConfig>
</board>
</boardsConfig>
</ldConfig>

All Channels on all
boards

Settings applied to all boards

Chan1
Only

Board 0 Settings

<linesConfig> _—

Board or Channel State Machine

~ Idgeneric.scxml = Voltage “Loop Start”

Activitydetection.scxml = Vox “Radio”

Global channel setting
_vs Channel specific.
-
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Most Common Values that may need to be adjusted per board or channel.

Table 8-7: Most Common Values to be Adjusted per Board or Channel

Element Name

deglitch

voltage

Polarity

alertTone

stateMachine

CallerID

activityDetection

Attribute Name

loopDeglitchTime

ringDeglitchTime

thresholdHigh

thresholdLow

type

enable

file

sensitivity
enable

thresholdLow

thresholdHigh

minActivity

maxActivity

Description

Min = 10ms, Max =
2550ms. Ignore Voltage
signal bounce on line
during hang-up to avoid
false call records.
Recommend 500ms
minimum.

Min = 10ms, Max =
2550ms. Ignore ringing
signal bounce on line on
incoming call. Avoid false
start of recording.

Min = -60vdc, Max =
60vdc. On Hook voltage
must be greater than
thresholdHigh.

Min = -60vdc, Max =
60vdc. Off Hook voltage
must be greater than
thresdholdLow and below
thresholdHigh.

Normal, will cosmetically
change line polarity to
positive.

Reversed, will
cosmetically change line
polarity to negative.

True = Audible tone will
be played on line for both
callers to hear to indicate
call is being recorded.

Default
250ms

250ms

16vdc

4vdc

normal

false

Idgeneric.scxml = User for Idgeneric.scxml

analog loop start lines

activitydetection.scxml =
Used for Vox or radio
lines

Min = 2, Max = 128

Min = -60, Max = 0dBm,
Must be less than
thresholdHigh by 3dBm.

Min = -60, Max = 0dBm,
Must be greater than
thresholdHigh by 3dBm.

Min = 40ms, Max = 2000,
Used to trigger recording.

2

-51dBm

-48dBm

40ms

Min = 40ms, Max = 20000 10000ms

Version 4.2

141

SmartTAP



QC audiocodes

Call Recording Solution

Element Name Attribute Name Description Default
minSilence Min = 500, Max = 20000 | 5000ms
maxSilenece Min = 500, Max = 20000 | 5000ms

boardID 0-31 All
linelD 0 — 23, 24 channels per | All
board
8.5.2.1 Activity Detection

The Activity detector measures input signal energy in 20 ms samples. The energy
measurement is then converted to average power and the result is compared against two
programmable thresholds:

B The silence threshold thresholdLlow
B The activity threshold thresholdHigh

Whenever the detector is in the silence state and the measured input signal energy remains
above thresholdHigh for the minActivity duration, the detector changes to the activity state.
Whenever the detector is in the activity state and the measured input signal energy remains
below thresholdLow for the minSilence duration, the detector changes to the silence state.

Figure 8-85: Activity Detection

Activity Detection

Legend:

AT - Activity Threshold (dEm)

5T - Silence Thrashold (dBm)

Hystarisis - Differance botween AT and 5T (dB)

Powver (dBm) &
T | 3
NEEN | ﬁﬁ*“
AT PG
________ '|
ST &4 \ o/

Time
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8.5.2.2 SmartCONTROL

Use the applet in the Windows control panel to configure the Analog card using the Board
tab. The only setting that requires configuration is TDM Encoding:
m  U-LAW = North America
B A-LAW = Europe, APAC, etc...
Figure 8-86: Board Tab

EN AudioCodes USA Inc SmartWORKS EHE

System | Board ICPM |Parameters |Dig'rtaINe‘twork |

Select Board
’VEloard Tumber D| ~| PClBus Mo 2 PCl Slot Mo: 0

Information For Board O
Board Type SmarTAP LD2409 PCle

Total Channels 24
Serial Mumber 219

DateCocle 1024

Firmaare YWersion 05.05.00 Builcl 1034

QEM Info AudioCodes US4, Inc.

Copyright Copyright & 2007 AudioCodes USA Inc. All Rights Reserved.

—CT Bus Type

& HA00 MR

FCTMode ———————————
Defaults |
© Master  { Slave

% Master & ( MastetB

Apply | Ok Cancel
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9 Additional Configuration Options

This chapter describes the following additional configuration options:
B Configuring Digital Signature

B Configuring LDAP

B Configuring SSO

B Configuring HTTP/S

9.1 Configuring Digital Signatures

Configuring Digital Signature is a two-stage process:
B Setup in the SmartTAP Web interface — Refer to SmartTAP User’'s Guide
B Setup at the Client PC (each client PC)

9.1.1 Configuring the SmartTAP Web interface

Please refer to the Certificate and Digital Signature sections within Chapter 3 in the
SmartTAP User Guide.

9.1.1.1 Steps to Configure the PC Client

» To configure the PC client:

1. Open SmartTAP installer root folder and navigate to
Tools\DigitalSignaturesPropertySheet\

2. Right-click the install.bat file and select Run as administrator.

3. Once installed, the Digital Signatures tab is displayed in the file properties of the
downloaded audio recording.

4. Click the Digital Signatures tab to view the certificate and verify it is from a trusted
source.

Figure 9-1: Digital Signatures

;
| Johnston_Chard_2014_07_15_16.35.51.wav Properties [

General | Digital Signatures | Security I Details | Previous Versions|

P Johnston_Chard_2014_07_15_16.35.51wav

WAV

Typeoffile:  Wave Sound {wav)
Opens with: Windows Media Player

Location: C:hUsershcjohnston' Desktop

Size: 933 KB (956,083 bytes)
Size ondisk: 936 KB {558,464 bytes)

Created: Today, July 17, 2014, 4 minutes ago
Modified: Today, July 17, 2014, 4 minutes ago

Accessed: Today. July 17, 2014, 4 minutes ago

Atibutes:  [(1fzadonly [ Hidden

ok ][ Ccancel
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9.2

9.2.1

9.3

9.4

9.4.1

Note: You may need to reboot the PC to complete the installation.

Configuring LDAP

The SmartTAP LDAP feature allows you to use your Windows Active Directory users and
groups in SmartTAP, and map them into users, groups and security groups in SmartTAP.
The users and groups are not imported. SmartTAP represents is the real time view of what
is in Active Directory. For example, if something changes on the AD, such as the user name,
that change is reflected almost instantly in SmartTAP.

Please refer to the SmartTAP User’s Guide for LDAP configuration details.

Pre-Requisites

B Create or provide a user account with read-only access to Active Directory. Should be
part of read-only domain controller group]

B The password for this service account should be set to “never expire”

Configuring SSO

Single Sign-on (SSO) simplifies the login process for domain administrators. The
administrator logs into their machine using domain credentials. The user then attempts to
access the Application Server's web service via a web browser such as IE, Chrome or
Firefox. Without SSO, the administrator is directed to a login form where Username and
Password are entered and sent to SmartTAP to authenticate. With SSO enabled, the
administrator is authenticated in the background through Active Directory using the same
domain credentials that were used to log into the machine. This bypasses the login page and
immediately opens the Welcome page.

Note: The SmartTAP server must be added to the Domain. For information on
configuring SSO, refer to the SmartTAP Administrators Manual.

Configuring HTTP/S

This section describes how to configure HTTP/S.

Disabling HTTP Communications on Application Server
(Optional)

This section describes how to disable non-encrypted HTTP communication on SmartTAP
Application Server. This ensures that all communications with the Application Server are
encrypted. This can be done automatically or manually. If you are implementing SSL
(HTTPS), then this action ensures that all incoming traffic to the Application Server is over
HTTPS.
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Note: Configuring SmartTAP Application Server for HTTPS does not automatically
disable the HTTP (non-encrypted) interface. While the SmartTAP management Web
page would be available over HTTPS, SmartTAP components would continue to
A communicate with SmartTAP Application Server over HTTP. To convert the entire
application to encrypted communications (over SSL), after disabling HTTP in
Application Server as described below, SmartTAP components must be configured as
described in Section 9.4.2 (Configuring SmartTAP Components for HTTPS).

9.4.1.1 Automatic

This section describes the automatic procedure. This method requires a mandatory
username and password to access Wildfly management console.

» Do the following:

1. Go to the Application Server Install directory.

2. Locate the PowerShell directory. For example C:\Program
Files\AUDIOCODES\SmartTap\AS\PowerShell.

3. Run the DisableHttp.ps1 script (located in the “Tools” folder of SmartTAP installation)
with the following parameters:

° [Mandatory] managementIP — IP address of HTTP Management interface
(Application Server IP)

e Management user credentials:
+ [Mandatory] username
¢ [Mandatory] password

° [Optional] jbossCliPath — Full path to jboss-cli.bat (Command Line Interface)
For example:

DisableHttp.psl -managementIP 192.168.1.100 -username
username -password pass -JjbossCliPath C:\Program
Files\AUDIOCODES\SmartTap\AS\Bin\jboss-cli.bat

4. Restart the requested service.

9.4.1.1.1 Manual

You can perform the manual procedure using one of the following interfaces:
B Edit domain.xml (restart the server after editing and saving file).

m  Wildfly Web console.

B jboss-cli.bat

Do the following:

i %4

In urn:jboss:domain:undertow:1.2, comment out the listener element:
Remove http-listener
2. Under urn:jboss:domain:messaging:2.0 subsystem:

e Change element http-connector attribute Value socket-binding from “http” to
Hhttpsﬂ

e  Change http-connector-throughput socket-binding from “http” to “https”
e  Change http-acceptor http-listener from “default” to “default-ssl”
e  Change http-acceptor-throughput http-listener from “default” to “default-ssl”

3. Under subsystem urn:jboss:domain:remoting:2.0 change http-remoting-connector
connector-ref from “default” to “default-ssl”.

4. Restart the requested service.

Version 4.2 147 SmartTAP



QC audiocodes

Call Recording Solution

9.4.2

A

9421

9.4.2.2

Configuring SmartTAP Components for HTTPS

This section describes how to configure SmartTAP components for HTTPS. CA Root
Certificate/s used to sign the Application Server certificate must be installed on each machine
where SmartTAP components are installed.

Note: For generating and loading certificates, refer to Section ‘Generating and Loading
Certificates ’ in the SmartTAP Administrators Guide.

Communication Server

This section describes how to configure the Communication server

» Do the following:

1.  On every host where CS is installed, check file
“<CS_installation_Dir>\server\ngp\data\mbeans\managedDeviceProperties.properties"
and note that the entry “HOST=...” contains a value which is present in the SAN part of
the AS certificate. If it is not, change it accordingly.

2. Find the entry “port=-1”" and change it to “port=443”.

3. Change the entry “scheme=http” to “scheme=https”.

4. Restart the CS service for the changes to take effect.

Call Delivery

This section describes how to configure the Call Delivery server.

» Do the following:

1.  Edit the following file: “.. \AudioCodes\SmartTAP\CD-IP\Config\calldeliveryconfig.xml”

2. Use a FQDN present in the certificate SAN field in Call Delivery configuration file
calldeliveryconfig.xml  (and make sure DNS resolution is working correctly for that
FQDN).

An example of calldeliveryconfig.xml HTTPS settings is shown below:
<applicationServer>
<recorder ip="smarttap.company.com" port="443">
<protocols>
<protocol>https</protocol>
</protocols>
</recorder>
</applicationServer>
3. Restart the service to apply changes.

Using an entry not present in the SAN section of the certificate will lead to a
communications failure between the Plugin and Application Server (AS):

An error occurred while sending the request.

---> System.Net.WebException: The underlying connection was
closed: Could not establish trust relationship for the SSL/TLS
secure channel.

-—--> System.Security.Authentication.AuthenticationkException:
The remote certificate is invalid according to the validation
procedure.
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9.4.2.3 Media-Proxy

This section describes how to configure the Media Proxy server.

>
1.

3.
4,

Do the following:

Edit file System.config in “.\MP\Config” and change asList attribute’s value in the
following section of the Media Proxy Service file:

<System asList="http://AS_FQDN:80"/>

Modify to the following

<System asList="https://AS FQDN:443"/>

Make sure AS_FQDN is present in the certificate SAN field and is resolvable by DNS.
Restart the service to apply changes.

9.4.2.4 Announcement Server

This section describes how to configure the Announcement server.

>
1.

3.
4,

Do the following:

Manually edit asList attribute’s value in “..\AS\Config” and change the following section
of the Announcement Service System.config file:

<System asList="http://ASIP:80"/>

Change to the following:

<System asList="https://AS FQDN:443"/>

Make sure AS_FQDN is present in the certificate SAN field and is resolvable by DNS.
Restart the service to apply changes.

9.4.2.5 Media Server and Remote Transfer Service

This section describes how to configure the Media Server and Remote Transfer Service

» Do the following:
A single configuration file applies to both the Media Server Service and the Remote Transfer
Service.
1. Edit the config file: MS\server\bin\mediaserverconfig.xml
2. Find the following section in the configuration file:
<applicationServer>
<recorder ip="127.0.0.1" port="80">
<protocols>
<protocol>http</protocol>
</protocols>
</recorder>
</applicationServer>
3. Make the highlighted changes:

<applicationServer>
<recorder ip="AS FQDN" port="443">
<protocols>
<protocol>https</protocol>
</protocols>
</recorder>
</applicationServer>
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4,
5.

Make sure AS_FQDN is present in the certificate SAN field and is resolvable by DNS.

Save the configuration file and restart the Media Server Service and the Remote
Transfer Service.

9.4.2.6 Health Monitor

This section describes how to configure the Health Monitor.

9.5

9.6

>

1.
2,

Do the following:

Edit the file Tools\HealthMonitor\Config\RecordingHealthMonitor.config
Find this section in the configuration file:
<RestApi>

<Address>http://[ address which is present in the SAN
</Address>

<Username></Username>
<SecurityToken></SecurityToken>
</RestApi>
Make the highlighted changes:

<RestApi>

<Address>https://[address which is present in the
SAN] </Address>

<Username></Username>
<SecurityToken></SecurityToken>
</RestApi>

Configuring Syslog Server Connection

This section describes how to setup the connection with a syslog server.

Skype for Business Plug-in

This section describes how to setup the syslog server connection between the Skype for
Business Front End and a syslog server. This procedure must be setup on every Front End
machine in the managed pool.

>

1.
2,

To setup connection:

Obtain the machine ip that runs the system viewer , EX: 172.17.127.XXX.

In the front-end machine, edit the C:\Program
Files\AudioCodes\SmartTAP\Lync Plug-in\LyncPluglin.exe.config

Add / Edit required syslog appender. Example : Log and Error logs are defined in the
<log4net debug="true"> section (this section does not include a MAC address)

<appender name="RemoteSyslogAppender"
type="1log4dnet.Appender.RemoteSyslogAppender">

<facility value="Local7" />
<layout type="logdnet.Layout.PatternLayout" wvalue="LPI:
%d{dd MMM yyyy HH:mm:ss,fff } %-5p %m\r\n" />
<remoteAddress value="172.17.127.XXX " />
<RemotePort value="514" />
</appender>

<appender name="RemoteSyslogAppenderError"
type="1logédnet.Appender.RemoteSyslogAppender">
<facility value="user" />
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9.7

9.71

<layout type="logdnet.Layout.PatternLayout" wvalue="LPI:
$d{dd MMM yyyy HH:mm:ss,fff } %-5p Sm\r\n" />
<param name="Threshold" value="ERROR" />
<remoteAddress value="172.17.127.XXX " />
</appender>
3. On the front-end machine, edit the C:\Program
Files\AudioCodes\SmartTAP\Lync Plug-in\LyncPlugln.exe.config
Edit the <root> section

Add

<appender-ref ref="RemoteSyslogAppender"></appender-ref>
<appender-ref ref="RemoteSyslogAppenderError"></appender-ref>

4, Save the file and restart the Plug-in.

Location-Based Targeting in SmartTAP

This section describes how to assign targets to specific Call Delivery components by
assigning a location attribute to each instance of the Call Delivery server and then mapping
targets to those locations.

By assigning targets to specific Call Delivery components, the physical location of the
recording can be controlled. In addition, the loads on each Call Delivery can be minimized.
By default, when no location attributes are set, Call Delivery tracks all targets. In systems
with large numbers of targets, this can affect the performance of SmartTAP.

Assign a Location Attribute to each Call Delivery Component

Each Call Delivery instance must be manually assigned a value, which is generally referred
to as a location attribute, although it does not technically have to refer to a location. The
location attribute should be something meaningful within the system topology, which is often
a location.

In the first example below, there are three Remote Data Delivery (RDD) installations, all
managed by a central Application server. Each Call Delivery in the RDD is assigned a
location attribute: “Tasmania”, “London”, and “New York”.

Figure 9-2: Location Attribute for each Call Delivery Component

Call Dedivery-IP Communication
{Hew Y ork) Server
Application
Server
Media Server
[ RDO &S |
Call Delivery-P Communication Call Dedivery-IP Communication
({Ta=mania) Server {London} Server
Media Server Media Server
] L OE

In the second example below, there are two different Call Delivery components installed on
the same server. Their “location attribute” references the intended functionality rather than
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a physical location. In this case, One Call Delivery handles “Skype” targets and the other
handles “SIPREC” targets.

Figure 9-3: Skype and SIPREC Targets

Application
Server
Call D elivery-IP Communication
(Skype) Server

Call Dediveny-SIPREC

(SIPREC) Media Server

In the case of SmartTAP systems configured in the active/active mode, where Call Delivery
components are organized into pairs for redundancy, both components in the pair must share
the same location attribute value.

The location attribute must be set manually for each Call Delivery instance. This value is not
displayed in the SmartTAP GUI.

>

1.
2,

Do the following:

Stop the Call Delivery service(s) in the service manager.

Open the calldeliveryconfig.xml file for editing. By default, the configuration file is
located in “C:\Program Files (x86)\AudioCodes\SmartTAP\CD-
xx\config\calldeliveryconfig.xml”, where xx represents which type of Call Delivery was
installed.
Within this file is an XML element called <targeting>:
<targeting>

<attributes>

</attributes>

<targetConversions>

<converter format="\2"

regex=" (sips?:) 2 (["Q@]*) (@.*) 2"
type="SIP URI"></converter>
<converter format="\1" regex=" (\d+)"

type="TRUNK ID"></converter>
<converter format="\5"
regex="(tel:)? (\+?) (\d+) (;ext=) (\d+)"
type="EXTENSION"></converter>
<converter format="\2" regex="" (\+?2) (\d+)"
type="EXTENSION"></converter>
<converter regex="(tel:)? (\+?) (\d+) (;ext=) (\d+)"
type="TEL URI">
<target format="\3" />
<target format="\5" />
<target format="\3\4\5" />
</converter>
<converter format="\3" regex=""(tel:)? (\+?) (\d+)s$"
type="TEL URI"></converter>
</targetConversions>

</targeting>

Installation Guide 152 Document #: LTRT-27188


tel:)?(%5C+?)(%5Cd+)(;ext=)(%5Cd
tel:)?(%5C+?)(%5Cd+)$

Installation Guide 9. Additional Configuration Options

If no location attribute has been set, then you will see that the <attributes> element is
empty, as shown above. The <targetConversions> element is not relevant for the
purposes of setting a location attribute.
Add a new entry in the <attributes> element as shown. From the first example, the
first RDD has a location attribute with the value of “Tasmania”, so that is what is
shown in the example.
<targeting>
<attributes>
<attribute name="Location">
<value>Tasmania</value>
</attribute>
</attributes>

The attribute name should be set as “Location”. This is a convention that makes it
easier to understand what is being configured and how to troubleshoot it. The
attribute name can have any value, though it must be at least one character long.

Call Delivery can support multiple <attribute> elements under the <attributes> element
and multiple <value> elements under each <attribute>. However, the use cases for
doing so are extremely rare.

The entries for the attribute name and <value> are case-sensitive, so it is important to
make a note of exactly how they were entered into the configuration file. These
values will be needed again in a later step.

Once the location attribute is set up, save the configuration file and use the Service Manager

to start up the Call Delivery component. Remember to do this for each Call Delivery within
the SmartTAP system.

A

Note: Multiple Call Delivery components can use the same location attribute value. This
means that targets that match this value will be tracked by multiple Call Delivery
components. This is another example of a rare use case.
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9.7.2

Create a Location Attribute in the SmartTAP GUI

To assign a location to each target, a new attribute must be created. Attributes are a way to
assign meta-data to each targeted user or device. In this case, we are creating an attribute
that Call Delivery will specifically look at in order to match its location attribute with the
targets’.

» To create a Location Attribute for a user:

1. Click Users > User Management > Add User Attribute

Figure 9-4: Add User Attribute

(Add User Attribute W

Attribute Name |L|:n::ati|:|r'|

Attribute Description |L|:u::ati|:|n Attribute

Network Mapping [T

v @

Submit - Cancel

2. For the “Attribute Name” enter “Location”. If you decided to use a different attribute
name in the Call Delivery configuration file, then enter that name here instead. You must
enter the value exactly as it appears in the Call Delivery configuration file.

3. Enter a useful description under “Attribute Description”. This field does not need to
match any specific value.

4. Leave the “Network Mapping” checkbox unchecked.
5. Click Submit to add the new user attribute.

Note: If there are devices targeted in addition to (or instead of) users, then create the
same attribute under Users > Device Management > Add Device Attribute. User
attributes and Device attributes do not conflict with each other, therefore they can use
the same “Attribute Name”.
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9.7.3 Assign a Location to Each User/Device in the SmartTAP GUI

The last step is to assign a location to each user and/or device that is targeted for recording.
The idea is to associate each target with a specific Call Delivery.

Below is an example of adding a new user and setting its location attribute at the same time.
To add a user, click on “User” -> “User Management” -> “Add User”. Following the first
example, by setting the “location” field to “Tasmania” as shown below, this new user will only
be tracked by RDD #1. RDD #2 and RDD #3 will disregard this user because its location
attribute doesn’t match what was configured in the Call Delivery configuration file.

Figure 9-5: Add User

f— )

First Mame IJDhn Last MName ISmith
Email IJDhn.Smith@acme.cum Login Id |j5mith
1d / Alias [jsmith Extension 5555
Location ITasmania | TelNo |1BEI[IEEE1234
Retention -
UserMame |J|:|hn5 Policy |Default J
Recording - -
Profile |Fu||'|'|me J Legal Hold oFF
Security Profiles Groups
| adrministrator ;l Default
SUpErisor

¥ @

Subimit Cancel

» To update the location attribute for existing users:

—

Click Users > User Management > View/Modify Users.

2. Click the “pencil” icon in the “Modify” column for the user you wish to edit. Enter the
location attribute value in the “Location” field similar to the screen above.
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A

Note: The procedures for setting up Devices and for setting up Users are identical.

When SmartTAP is configured to map its users and their attributes from the Active Directory,
the SmartTAP location attribute can be mapped to the LDAP attribute that holds the
appropriate location information through the SmartTAP LDAP Configuration page.

Figure 9-6: SmartTAP LDAP Configuration page

User Mappings

Base Context  oUs=LyncUsers DC=lcentd DC=local Browse

Mapping Filter [a(objectClass=user ) Create Fiter

First Name  [givenblame

Last Name [sn

Login | samaccourtName

Email | mail

Alias  [choose One

Location [lncation

IastContentindexed -

SIP_URL iattnounParert

TEL_URL

Base DN

IasiLogoff

lastLogon

stLogonTimestamp

lastSetTime @ &
IastUpdateSeduence Cancel  Submi
IDAPAGIRLimits

IDAPDisplayHame Filter Modify Delete
IDAFPDenyList

©  OUsLyneUsers,DC=I jsgacyExchangeDN (a{objectClassmuser)) Vd

9.74

linkD
linkTrackSecret
ImPvdHistory
localD Security Group Mappings
lacalzaiionisplayid

laeslizedDescription

localPoloyFlags

localPolicyReference.

Group Mappings

Once the location attribute has been set/changed and submitted, each Call Delivery
component is updated with the new targeting information. For those Call Delivery
components that have a location attribute set, they will ignore any target that does not
precisely match their location attribute.

Verify the Target List in Each Call Delivery

Optionally, it is possible to check to make sure that each Call Delivery component has been
updated with the intended target list.

Open the file call TargetList.xml. By default, the file is located in “C:\Program Files
(x86)\AudioCodes\SmartTAP\CD-xx\TargetList.xml”, where xx represents which type of
installed Call Delivery instance. Be sure not to edit or save this file.
The following is an example of the contents of the file:
<?xml version="1.0" encoding="UTF-8" standalone="no" ?>
<targeting>

<version>2</version>

<targets>

<target caseId="105" mediaType="15" targetIndex="531"
type="CALLSTRING"

value="johns"></target>
</targeting>

In this example, John Smith is targeted by his user name, which was configured to be
“JohnS”. This value is found in the TargetList.xml file, as shown in red, if the user’s location
attribute matches the equivalent entry in the Call Delivery configuration file. Target attributes
are not case-sensitive so the value appears as lowercase “johns” in the TargetList.xml file.
You may need to wait up to one minute for the file to be updated after setting the location
attribute in the SmartTAP GUI.
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If the expected target is not present in this file, double-check the location attribute value in
the Call Delivery configuration file and in the SmartTAP GUI. Both the attribute name and
its value are case-sensitive. The user or device may also fail to appear in the list if it is not
targeted for other reasons, such as a lack of licenses or missing targeting attributes.
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10 Backup and Restore

This chapter describes the backup and restore procedures

10.1 Prerequisites

This section describes actions that you need to perform before running backup and restore
procedures.

» Do the following:

=
|

1. Go to the control panel and run SmartCONTROL. M
2. Make note of the configuration of the Board tab, take screen shots if necessary.

Figure 10-1: Board Tab Configuration

[N AudioCodes USA Inc SmartWORKS HE
System | Bord | cPif | Parameters | DigtalNetwork |
Select Board
Board Number  [2 2] virtual Board in [ SmrtWiksSrve | Servics
Board Type X Server Name  SmWrksSrve
Boord Version (050500 Server Version  05.05.00
Board Build 0023, Server Buid 0023,

Copyright (c) 2008-2009 AudicCodes, Inc. All rights
reserved.

Monkoring Port 0

" Disable (% Enable Adspter: | Inti(R) 32574L Gigabit Network Connection §2 =l
Monioring Port 1

{ Disable ( Enoble Adsgter: [intei(R) B2574L Gigabd Network Connection £2 =l
Passive Network Setlings

Passive VLAN (% Dizable (" Enable I [0

RTP Timeout (" Dissble % Enable Time: |50
RICPGQoS (% Dissble (~ Enabie
NAT Topology % Disable ( Enable

License Information I

| oK ] Cancel ]

3.  Run services.msc (Start->Run->type “services.msc” enter), and stop all SmartTAP
services.

e AudioCodes AS (SmartTAP Server)

e AudioCodes CS (SmartTAP Server)

e AudioCodes MS (SmartTAP Server)

e AudioCodes MS-TR (SmartTAP Server)

e  AudioCodes CD-XX (SmartTAP Server)

e  AudioCodes MD (Skype for Business Edge, Mediation or Conference Server)
e AudioCodes AN (SmartTAP AN Server)

e AudioCodes MP (SmartTAP MP Server)

e AudioCodes Skype for Business plug-In (Skype for Business FE or SBA

e  MySQL (SmartTAP Server)

o  SmartWORKS Service (SmartTAP, Edge, Mediation or Conference Server)
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10.2 Backup
This section describes how backup the following components from the command prompt:
B Call Delivery Service (see Section 10.2.1)
B Media Service (see Section 10.2.2)
B Media Delivery Service: Installed on Skype for Business Edge, Mediation or
Conference Server (see Section 10.2.3)
B Communication Service (see Section 10.2.4)
B Application Service (see Section 10.2.5)
B Database (see Section 10.2.6)
B SmartTAP Skype for Business Plug-in (FE, SBS, SBA) (see Section 10.2.7)
B SmartTAP Announcement Server (see Section 10.2.8)
B SmartTAP Media Proxy (see Section 10.2.9)
10.2.1 Call Delivery Service
Table 10-1: Backup - Call Delivery Service
Path ...\AudioCodes\SmartTAP\CD-XX\
Configuration Copy ...\AudioCodes\SmartTAP\CD-XX\Config to
Instructions $backup_dinCD-XX\
Path ..\AudioCodes\SmartTAP\CD-XX\
Logs Copy ...\AudioCodes\SmartTAP\CD-XX\Logs to $backup_dir\CD-

A

Instructions XX\

Note: Replace XX with IP, DS or AL depending upon the type of CallDelivery service
installed. The SmartTAP server must be added to the Domain.

10.2.2 Maedia Service

Table 10-2: Backup - Media Service

Path ..JAudioCodes\SmartTAP\MS\Server\

Configuration Copy ...\AudioCodes\SmartTAP\MS\Server\bin\ac-hmp20.ini to

Logs

Instructions $backup_dir\MS\Server\bin\
Path ...\AudioCodes\SmartTAP\MS \
Instructions Copy ...\AudioCodes\SmartTAP\MS\Log to $backup_dir\MS\
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10.2.3 Media Delivery Service: Installed on Skype for Business Edge,
Mediation or Conference Server

Table 10-3: Backup - Media Delivery Service

Path
Configuration
Instructions

Path
Logs
Instructions

..JAudioCodes\SmartTAP\MD\Config\

Copy ...\AudioCodes\SmartTAP\MD\Config\ to $backup_dir\MD\
...\AudioCodes\SmartTAP\MD \

Copy ...\AudioCodes\SmartTAP\MD\Logs to $backup_dir\MD\

10.2.4 Communication Service

Table 10-4: Backup - Communication Service

Path
Configuration
Instructions
Path
Logs
Instructions

...JAudioCodes\SmartTAP\CS\bin\

Copy ...\AudioCodes\SmartTAP\CS\bin\service.bat to
$backup_dinCS\bin\

...\AudioCodes\SmartTAP\CS \Server\NGP\

Copy ...\AudioCodes\SmartTAP\CS\Server\NGP\Log to
$backup_dinCS\Server\NGP\

10.2.5 Application Service

Table 10-5: Backup - Application Service

Path
Configuration
Instructions

Path
Logs
Instructions

10.2.6 Database

Path

Instructions

Configuration
Path

Instructions

...\AudioCodes\SmartTAP\AS\bin\

Copy ...\AudioCodes\SmartTAP\AS\bin\service.bat to
$backup_dinAS\bin\

...\AudioCodes\SmartTAP\AS\standalone\

Copy ...\AudioCodes\SmartTAP\AS\standalone\log to
$backup_dir\AS\standalone\

Table 10-6: Backup - Database

..A\MySqgl\MySql Server 5.6\

Stop SmartTAP AS & MySQL service

Copy ...\MySql\MySql Server 5.6\data directory to $backup_dir\
MySql_PF\MySql Server 5.6\

C:\ProgramData\MySQL\

Copy C:\ProgramData\MySQL\MySq| Server 5.6 directory to
$backup\MySQL_PD\

Start MySQL & SmartTAP AS service
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10.2.7 SmartTAP Skype for Business Plug-in (FE, SBS, SBA)
Table 10-7: SmartTAP Skype for Business Plug-in (FE, SBS, SBA)

Path ...\AudioCodes\SmartTAP\SmartTAP Lync Client\

Configuration Copy ..\AudioCodes\SmartTAP\SmartTAP Lync Client\
SmartTapLyncSvc.exe.config to $backup_dir\SmartTap Lync
Instructions Client\FE#\

Path ...\AudioCodes\SmartTAP\SmartTAP Lync Client\

Logs Copy ...\AudioCodes\SmartTAP\SmartTAP Lync Client\Logs to
Instructions $backup_di\SmartTap Lync Client\

Note:. Replace # in instructions above to the actual ID # of the FE server. Repeat above
instructions for each FE in Pool.

10.2.8 SmartTAP Announcement Server
Table 10-8: Backup - SmartTAP Announcement Server

Path ..JAudioCodes\SmartTAP\AN\Config
Configuration
Instructions Copy Config folder to $backup_dir\AN\
1 Path ..\AudioCodes\SmartTAP\AN\Logs
ogs
Instructions Copy Log folder to $backup_dir\AN\

10.2.9 SmartTAP Media Proxy
Table 10-9: Backup - SmartTAP Media Proxy

..\AudioCodes\SmartTAP\MP\Config

. . Path
Configuration
Instructions Copy Config folder to $backup_dir\AN\
L Path ..JAudioCodes\SmartTAP\MP\Logs
ogs
Instructions Copy Log folder to $backup_dir\AN\
10.2.9.1 Media

Copy the directory structure and media files from the path defined in the SmartTAP Web
interface (See example screen below). Make sure you retain the same directory structure
when backing up media to the backup location. We recommend that you save the screen
capture of the recording location to retain your Media file settings.
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Figure 10-2: Add Recording Location

rﬁdd Recording Location

Location Name |Prime Media Storage
Description |Storage location for media recordings
Scheme file v
Host

Path [/C:/medialyyyy "MMMMMdd "HHmmss

) @

Submit  Cancel

10.2.9.2 System Profile Tool

The System Profile Tool provides a convenient method to capture all the log files for the
SmartTAP services on a specific server.

Table 10-10: System Profile Tool

Path ...\AUDIOCODES\Tools\

« Go to the command prompt
« Run SystemProfile.exe

Configu « The system_profile.exe tool will automatically run and capture the results

ration lpstruc to the SystemProfile.zip file in the same folder
ions

Note: Before you run a test, you must go to the folder of the SmartTAP
service and set the appropriate log level

10.3 Restore

This section describes how to restore the SmartTAP components.

» To restore the SmartTAP components:

1. Install SmartTAP on the new server.

2. Run services.msc (Start > Run > type “services.msc” enter), and stop all SmartTAP
services.

Note:. You MUST restore to the same version of SmartTAP that was backed up (with
the same major and minor versions).

This section describes how to restore the following components:
B Call Delivery Service (see Section 10.3.1)

B Media Service (see Section 10.3.2)

B Media Delivery Service (see Section 10.3.3)
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Database (see Section 10.3.4)

SmartTAP Skype for Business Plug-in (FE, SBS, SBA) (see Section 10.3.5)
Announcement Server (see Section 10.3.6)

Media Proxy (see Section 10.3.7)

Media (see Section 10.3.8)

10.3.1 Call Delivery Service
Table 10-11: Restore — Call Delivery Service

Path ...JAudioCodes\SmartTAP\CD-XX\

Rename ..\AUDIOCODES\SmartTAP\CD-XX\Config to
Configuration Config.orig

Copy $backup_dir\CD_XX\Config to
Instructions ..JAUDIOCODES\SmartTAP\CD-XX\

f’i Note: Replace XX with IP, DS or AL depending upon the type of CallDelivery service
installed.

10.3.2 Maedia Service
Table 10-12: Restore — Media Service

Path ..\AudioCodes\SmartTAP\MS\Server\bin\

i ) Rename ...\AUDIOCODES\SmartTAP\MS\Server\bin\ac-
Configuration hmp20.ini to ac-hmp20_orig.ini

Copy $backup_dinMS\Server\bin\ac-hmp20.ini to
Instructions ..JAUDIOCODES\SmartTAP\MS\Server\bin\

10.3.3 Media Delivery Service
Table 10-13: Restore — Media Delivery Service

Path ..\AudioCodes\SmartTAP\MD\
Configuratio Rename ...\AudioCodes\SmartTAP\MD\Config\ folder to
n Instruction ~ \Config.orig
s Copy $backup_dir\MD\Config to ...\AudioCodes\SmartTAP\MD\
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10.3.4 Database
Table 10-14: Restore — Database

Path ...\MySql\MySql Server 5.6\

Stop SmartTAP AS service
Stop MySQL service
Rename ...\MySql\MySql Server 5.6\data directory to data.orig
Copy $backup_dir\ MySql\MySq| Server 5.6\data directory to
...\MySqg\MySql Server 5.6\
Configuration pg¢p C:\ProgramData\MySQL\
Rename C:\ProgramData\MySQL\MySql Server 5.6 directory to
MySql Server 5.6.orig

Instruction Copy $backup_dir\MySqgl_PD\MySql Server 5.6 directory to
s C:\ProgramData\MySQL\

Start MySQL service
Start SmartTAP AS service

Instruction
s

10.3.5 SmartTAP Skype for Business Plug-in (FE, SBS, SBA)

This step is only required if the FE, SBS or SBA was rebuilt
Table 10-15: Restore — SmartTAP Skype for Business Plug-in (FE, SBS, SBA)

Path ...\AudioCodes\SmartTAP\Lync Plug-in\
Configuration |hstryction  Copy $backup_dir\ Lync Plug-in\FE#\LyncPlugln.exe.config to
s ...\AudioCodes\SmartTAP\Lync Plug-in\

Note: Replace # in instructions above to the actual ID # of the FE server. Repeat above
instructions for each FE in Pool.

10.3.6 Announcement Server

Table 10-16: Restore — Announcement Server

Path ..\AudioCodes\SmartTAP\AN\
Configuratio Rename ...\AudioCodes\SmartTAP\AN\Config\ folder to
n Instruction ~ \Config.orig
s Copy $backup_di\AN\Config to ...\AudioCodes\SmartTAP\AN\
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10.3.7 Media Proxy
Table 10-17: Restore — Media Proxy

Path ...\AudioCodes\SmartTAP\MP\
Configuratio Rename ...\AudioCodes\SmartTAP\MP\Config\ folder to
n Instruction ~ \Config.orig
s Copy $backup_dir\MP\Config to ...\AudioCodes\SmartTAP\MP\

10.3.8 Media

This section describes how to restore media.

> To restore media:

1. Copy the directory structure and media files from the path defined in the SmartTAP Web
interface (See example screen below).

Make sure you retain the same directory structure when backing up media to the
backup location. We recommend that you save the screen capture of the recording
location to retain your Media file settings.

Figure 10-3: Add Recording Location

rhdd Recording Location

Location Name |Prme Media Storage
Description  |Storage location for media recordings
Scheme file =
Host

path  '/C:imedialyyyyMMMMM/dd "HHmmss

) @

Submit  Cancel

2. Reboot the SmartTAP machine

3. Check SmartTAP board info using SmartCONTROL, compared with saved board info
screen shots if necessary

4, System should be restored and functioning. Verify you can play old calls and that the
system can record new calls.
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11 Troubleshooting

This chapter is for technical personnel who are responsible for the installation and
maintenance of the SmartTAP product.

The AudioCodes support team may refer to the sections in the troubleshooting chapter of
this document when assisting customers to resolve technical issues pertaining to the
SmartTAP product.

This chapter provides the most common troubleshooting information and procedures;
however, does not preclude the need for the customer to contact the AudioCodes support
group for further assistance.

11.1 How To Validate Port Mirror for Recording Skype for
Business Calls

B This section provides a procedure to verify that a proposed or existing
SPAN/RSPAN/Mirrored port location (also referred to as the tapping location) meets
the SmartTAP recording requirements for Skype for Business.

B The document is not intended as a tutorial. It is assumed that the personnel involved
in this activity will be able to examine a basic SIP call flow, to configure SPAN/RSPAN
Mirroring on the switches/routers, and to administer the Skype for Business servers.

11.1.1 Prerequisites

The following tools and Administrative privileges are required to perform the procedure in
this document:

B Wireshark or IP sniffer tool on SmartTAP server or Testing PC
B Access to Skype for Business server to enable and collect logs
B Access to IP Switch/Router to configure port SPAN/MIRROR
B Ability to place test calls

11.1.1.1 Introduction: SmartTAP Recording Concepts

The SmartTAP recorder relies on a Microsoft Certified Skype for Business plugin to process
the call signaling and on the availability of the MEDIA for the call at the recording NIC
interface(s).

The Skype for Business plugin resides on the Front End Server(s) and provides the call
details to the SmartTAP recorder which records the MEDIA for the call through the recording
NIC interface.

11.1.1.2 SmartTAP Processing of Skype for Business Signaling

The SmartTAP Skype for Business recorder requires the installation of a plugin for every
Skype for Business server that is involved in call forwarding/routing decisions. Typically,
these are the (FES) Front End Servers; however, could also be a (SBS) Small Business
Server, or a (SBA) Survivable Branch Appliance. The SmartTAP plugin is responsible for
collecting the call information (signaling) and sending it to the SmartTAP recorder as shown
below in Figure 11-1.

Version 4.2 167 SmartTAP



QC audiocodes

Call Recording Solution

Figure 11-1: AudioCodes Software Plugin

AudioCodes
Software plug-in

E SmartTAP

@ Plug-in Monitors calls and sends call
- information to SmartTAP

Whether the SmartTAP Skype for Business plugin is installed, the Skype for Business
Administrator has access to logging facilities that enables the logging of SIP signaling and
saving these logs to a text file. This log file contains the Skype for Business call information
and the MEDIA information that correlates with the call information that the plugin sends to
the SmartTAP recorder.

FE Servers

11.1.1.3 SmartTAP Media Processing

The SmartTAP recorder uses the call information received through the plugin to locate the
MEDIA associated with the call to record. The MEDIA to record MUST appear at the
recording NIC interface (or interfaces if 2 recording NICs). The recording NIC interface is
connected to the switch/router interface that forwards the mirrored data.

Figure 11-2: SmartTAP Media Processing

SmartTAP

Incoming call to
Agent

AudioCodes t
Media GW :

== Call VOICE Path

s SMartTAP records VOICE from port Called Agent
SPAN/Mirror

Mirror Port “Preferable” Location: -
A  —Port SPAN/Mirror on port with VOICE for the call
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11.1.2 Procedure

This procedure includes a step-by-step sequence to guide the user from the setup of Skype
for Business and network environment, gathering of data, and finally to the analysis of the

data collected.

11.1.2.1 Setup Skype for Business Logging

This section describes how to setup Skype for Business Logging.

» To setup Skype for Business Logging:

1. Log in to the server (FES, SBS, or SBA) as user with Administrative privileges.

2. Open the Lync Server Logging Tool:

e  Start > All Programs > Microsoft Lync Server 2010 > Lync Server Logging

Tool
3. Inthe Components list, select SIPStack only.
4. Inthe Flags list, select TF_PROTOCOL only.
5. Inthe Level, select All.

Figure 11-3: Skype for Business Logging
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11.1.2.2 Setup Sniffer

This section describes how to setup the sniffer.

» To setup the sniffer:

1. Log into the test PC (or SmartTAP Server).
2. Start the sniffer software (Wireshark).

3. Select the recording NIC interface to monitor.
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11.1.2.3 Capture a Test Call

This section describes how to capture a test call.

To capture a test call:

On the Skype for Business server click “Start Logging” button.
On the test PC click “Start” to start capturing traffic.

Place a Skype for Business test call.

On the Skype for Business server click “Stop Logging” button.
Click “Analyze” and “Browse” to save the log file.

On the test PC click “Stop” to stop capturing traffic.

No gk~ Dd-=2YVy

Save the capture (File -> Save As...).

11.1.3 Analysis

To verify that the MEDIA for the test call is present on the sniffer log, you must first find the
signaling for the test call in the Skype for Business log. Once you have found the test call
signaling, you must extract the MEDIA information for the call and then examine the sniffer
log and see if in fact there was traffic present on the recorded IP and PORT.

11.1.3.1 Locate Test Call in Skype for Business Log

A strategy to find the test call quickly is to search the log backwards for the string “INVITE
sip” which corresponds to the initial SIP message associated with the call as shown in the
extract below.

TL_INFO(TF_PROTOCOL) [0]08B8.11C4::12/13/2011-
22:14:16.164.0000bab2

(SIPStack, SIPAdminLog: :TraceProtocolRecord: SIPAdminLog. cpp
(125) ) $Sbegin record

Trace-Correlation-Id: 1066643171

Instance-Id: 000010F8

Direction: outgoing

Peer: 10.133.11.71:1081

Message-Type: request

Start-Line: INVITEsip:10.133.11.71:1081;transport=tls;ms-
opaque=f265f30ed4;ms-received-cid=FB00;grid SIP/2.0

From:

<sip:ocs_client3@planolab.audiocodes.com>;tag=79882da%cf;e
pid=518feldeld
To:

<sip:ocs_client2@planolab.audiocodes.com>;epid=ad43a533af;
tag=e63e42b63f

CSeqg: 3 INVITE

Call-ID: 3c5eed8dfdc748729%bd72ad2c64bf510
(removed text here)

o=—- 0 0 IN IP4 10.133.11.73

s=session

c=IN IP4 10.133.11.73

b=CT:99980

t=0 0
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m=audio 1462 RTP/SAVP 114 9 112 111 0 8 116 115 4 97 13
118 101

a=ice-ufrag:E385
a=ice-pwd:x7t5IzxDgQExybbhBARG1HOF
a=candidate:1 1 UDP 2130706431 10 73 1462 typ host
a=candidate:1 2 UDP 213070591463 typ host
a=crypto:2AES CM 128 HMAC SHAl 80
inline:94jUIdYJL2x94mTvmABNbDlcjkxywrN77mP4JQ1 i 1:1
a=remote-candidates:1 10.133.11.71 26064
26065

(removed text here)

Note: It is possible that the media information shown in the INVITE message (above) is
modified in a later message exchange. If this is the case, further analysis is required.
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11.1.3.2 Compare Call Information with Sniffer Trace

Open the captured sniffer file and search for data to/from the media ports identified in the
Skype for Business log.

Figure 11-4: Sniffer Trace

l tync call for paul.pcap [Wireshark16.2 (SVN Rev 38931 from /trunk-1.6)] =
File Edit View Go Capture Analyze Statistics Telaphonx Tools Internals Help
BEYMM EEXRETE L9 TL Qaan #¥m% 8
Filter: ip.addr == 10.13311.71 and ip.addr == 10133.11.73 E|Expras;mn... Clear Apply
No. Time Source Destination Protocol Length Info
485 9.200563 10.133.11.71 10.133.11.73 STUN 146 Binding Request user: E385:I//2
537 9.229705 10.133.11.71 10.133.11.73 CLASSIC-S 86 Message: Binding Request
540 9.280358 10.133.11.71 10.133.11.73 STUN 146 Binding Request user: E385:I//2
541 9.280429 10.133.11.71 10.133.11.73 STUN 146 Binding Request user: E385:I//2
542 9.306160 10.133.11.73 10.133.11.71 STUN 130 Binding Success Response XOR-MAPPED-ADDRESS: 10.133.11.71:26064 user:
554 9.331301 10.133.11.71 10.133.11.73 STUN 146 Binding Request user: E385:I//2
558 9.355431 10.133.11.73 10.133.11.71 STUN 130 Binding Success Response XOR-MAPPED-ADDRESS: 10.133.11.71:26065 user:
559 9.355528 10.133.11.73 10.133.11.71 STUN 146 Binding Request user: I//2:E385
560 9.355572 10.133.11.73 10.133.11.71 STUN 146 Binding Request user: I//2:E385
561 9.381954 10.133.11.71 10.133.11.73 STUN 130 Binding Success Response XOR-MAPPED-ADDRESS: 10.133.11.73:1462 user: I
562 9.382162 10.133.11.71 10.133.11.73 STUN 130 einding Success Response XOR-MAPPED-ADDRESS: 10.133.11.73:1463 user: I
859 13.852980 10.133.11.73 10.133.11.71 CLASSIC-S 86 Message: Binding Request
861 13.911661 10.133.11.73 10.133.11.71 STUN 150 einding Request user: I//2:E385
862 13.911751 10.133.11.73 10.133.11.71 STUN 150 einding Request user: I//2:E385
863 13.932921 10.133.11.71 10.133.11.73 STUN 130 Binding Success Response XOR-MAPPED-ADDRESS: 10.133.11.73:1462 user: I
864 13.933108 10.133.11.71 10.133.11.73 STUN 130 Binding Success Response XOR-MAPPED-ADDRESS: 10.133.11.73:1463 user: I
870 14.093031 10.133.11.71 10.133.11.73 upP 85 Source port: 26065 Destination port: nucleus
871 14.093103 10.133.11.71 10.133.11.73 upP 197 source port: 26065 Destination port: nucleus
902 15.522599 10.133.11.71 10.133.11.73 upP 85 Source port: 26065 Destination port: nucleus
903 15.522701 10.133.11.71 10.133.11.73 upP 217 Source port: 26065 Destination port: nucleus
925 17.521083 10.133.11.73 10.133.11.71 upP 85 source port: nucleus Destination port: 26065
926 17.521114 10.133.11.73 10.133.11.71 upP 233 source port: nucleus Destination port: 26065
928 17.878241 10.133.11.71 10.133.11.73 upP 85 source port: 26065 Destination port: nucleus
929 17.878440 10.133.11.71 10.133.11.73 upP 217 source port: 26065 Destination nucleus
932 18.081266 10.133.11.71 10.133.11.73 upP 85 source port: 26065 Destination : nucleus
933 18.081358 10.133.11.71 10.133.11.73 uDP 217 source port: 26065 Destination : nucleus
936 18.284338 10.133.11.71 10.133.11.73 uDP 85 source port: pestination 1 nucleus
937 18.284442 10.133.11.71 10.133.11.73 uoP SUETTT § -
939 18.593043 10.133.11.71 10.133.11.73 <ource : nuclane
940 18.593148 10.133.11.71 10.133.11.73 uoP 217 source port: nucleus
1
Frame 939: 85 bytes on wire (680 bits), 85 bytes captured (680 bits)
Ethernet II, Src: Dell_da;R8 Zled T bl d oot (00:14:22:4b:4F:ef)
Internet Proto[o'l@nl,srt: 10.133.11.71 (10.133.11.71), Dst: 10.133% (10.133.11.73)
User Datagram Prot Port: 26065 (26065), Dst Port: nucleus
Data (43 bytes)

2 €|la0]o]e | @w]m]

11.1.3.3 Determine Whether SmartTAP will Record this Call

If there is a correlation between the call information gathered from the Skype for Business
protocol log and the sniffer data collected for the recording NIC interface (or switch port
forwarding the mirrored traffic), the call meets the SmartTAP recording requirements for
Skype for Business.
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11.2 Troubleshooting Skype for Business Plugin
Installation

This section describes the troubleshooting options when the Skype for Business installation
plugin fails.

11.2.1 Enable the Browser Service

The Enable the Browser Service service automatically stops if your registry settings are not
configured to maintain the browse list.

» To verify your settings:

1. Navigate to Start > Run
2. Type regedit and click Enter
3

Navigate to
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Browser\Parameters

The MaintainServerList value should be set to Yes or Auto
° If this Value is set to No the computer browser service will not start.

11.2.2 Use “net view” to verify

Normally you do NOT have to enable “net view” service to run the install; however,
sometimes it makes a difference. The reason why entering user credentials sometimes does
not work is that the Front End can’t see the domain in order to authenticate the user.

A simple test is to run “net view” from the command line. If the command returns a list of
servers like is shown in the example below, the install should work. If not, then this indicates
that there is a problem with the machine (because it can’t currently see the domain).

C:\Users\Administrator.QALABEE>net view
Server Name Remark

\\FE1

\\OCS-CLIENT3

\\OCSCLIENT1

\\QA-USER2

\\SMARTTAP

The command completed successfully.
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11.3 Troubleshoot Skype for Business Recording

This section describes troubleshooting for Skype for Business Recording.

11.3.1 No Records for the Calls

When there are no records for calls, verify the following:

Make sure the firewall is open for in traffic on port 9901, for out traffic to 9090 on the
plugin machine. Also, open for in traffic on port 9090 and out traffic to port 9901 on
SmartTAP machine.

If there are messages in the Skype for Business plugin logs stating “no SIP messages
are seen”, check for errors and exception in the log files.

If the Skype for Business plugin failed to register to the Front End, recheck with the
customer if the pool name that was provided during Skype for Business plugin
installation is correct.

When the Skype for Business plugin is installed on SBA machine, plugin fails to
register to FE until the SBA synchronizes with the main FE. It may take 30 minutes or
more. It might need to restart the Skype for Business plugin to trigger registration
again.

11.3.2 Calls with No Audio

Run Wireshark to capture the tapping interface and make a call. Make sure there are UDP
packets in Wireshark and if decoded as RTP they appear as RTP instead of RTP unknown
version.

11.3.3 Enabling Promiscuous Mode on VMWare ESXi

Using the vSphere client, promiscuous mode needs to be enabled in the following
locations:

Configuration -> Networking->Properties (on the applicable vSwitch) ->

e Inthe Ports tab, vSwitch Configuration, click edit > Policy Exceptions ->
Promiscuous Mode > Change to Accept

e Inthe Ports tab, VM Network (applicable network name), click edit > Security >
Promiscuous Mode > Change to Accept
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12 Known Issues

This chapter describes known issues.

12.1 Internet Explorer Security Messages and SmartTAP
not Running on Server
Sometimes when configuring SmartTAP on its machine, IE pops-up security messages

and/or avoids SmartTAP running in the browser. It might help to go to Server Manager, click
Configure IE ECS and turn off enhanced security at least for administrators.

Disable IE ESC by selecting Off or On as shown in the figure below:

Figure 12-1: Enhanced Security Configuration

E_ server Manager O] x|
File Action “iew Help

&= =)

_E(._La Server Manager (OCS) Server Manager {0CS)

5 Roles -/ ——
| Features

:'! Diagnastics ~ Get an overview of the status of this server, perform top management tasks, and add or remaove server roles and features,

jﬁ Configuration : :ﬁ,__;‘-.lnternet Explorer Enhanced Security Configuration

=3 Storage

|»

-/ Seryer Sun Internet Explorer Enhanced Security Configuration (IE ESC) reduces the E Server Summary Help
exposure of your server ta patential attacks Fram Web-based content,
~! Compute| Internet Explorer Enhanced Security Configuration is enabled by 1M Change System Properties
defaulk for Administrators and Users groups. . .
Full Compu (l:, Wiew Mebwork Connections
) A s & Configure Remote Deskiop
Dornain: _3.:3 Corfigure Server Manager Remate
% IManagement
A Networ & & on(Recommended) g
Remote De rgiu 1 off
Server Mar |
Manageme
Users
Product 1D .
% & on(Recommended)
™ Donet
B off
~) Security 1 @ G0 o Windows Firewal
. 2 Corfigure Updates
dce:ly More abouk Internet Explorer Enhanced Security Configuration 44 Check For New Rales
Lindoast ’—I i:_l, Run Security Configuration Wizard
oK C. | i
Last checks anee | *[rb Corfiqure IE ESC
Last installed updates: 2/17J2012 5:24 FM
IE Enhanced Security Configuration On for Administrators
(ESC): On for Users

%:‘( Last Refresh: Today at 9:44 &AM Configure refresh
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