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Who is Acme
Packet?

Customer
Questions,
Comments, or
Suggestions

Contact Us

About this Guide

The Net-Net EMS Quick Start Guide provides the information you need to discover
and configure a Net-Net Session Border Controller SBC using the Net-Net Element
Management System (EMS). The Net-Net EMS is a network element (NE)
management application for Acme Packet’s Net-Net family of session border
controllers.

Acme Packet enables service providers to deliver trusted, first class interactive
communications—voice, video and multimedia sessions—across IP network
borders. Our Net-Net family of session border controllers satisfy critical security,
service assurance and regulatory requirements in wireline, cable and wireless
networks. Our deployments support multiple applications—from VolP trunking to
hosted enterprise and residential services; multiple protocols—SIP, H.323,
MGCP/NCS and H.248; and multiple border points—interconnect, access network
and data center.

Established in August 2000 by networking industry veterans, Acme Packet is a public
company trading on the NASDAQ and headquartered in Burlington, Massachusetts.

Acme Packet is committed to providing our customers with reliable documentation.
If you have any questions, comments, or suggestions regarding our documentation,
please contact your Acme Packet customer support representative directly or email
support@acmepacket.com.

Acme Packet
71 Third Avenue
Burlington, MA 01803 USA
781 328 4400
781 425 5077
www.acmepacket.com
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1 Getting Started with Net-Net EMS

Overview

This document describes the basic steps you take to perform the following tasks:
*  Access the Net-Net EMS graphical user interface (GUI)
»  Discover a Net-Net Session Border Controller (SBC)

»  Configure the discovered Net-Net SBC (from configuring the physical interface
to choosing a signaling service)

* Save and activate the configuration to the Net-Net SBC

The Net-Net EMS Quick Start Guide does not go into details about each configuration
step or each configuration parameter. Also, it does not include detailed information
about configuring the different signaling services. It is intended to provide you with
the basics of configuring a Net-Net SBC.

Using the Net-Net EMS GUI

Accessing the Net-
Net EMS GUI

HTTP Login

This section describes the Net-Net EMS GUL. It explains how to access the logon
screen, provides an overview of the Net-Net EMS GU]I, and includes examples of the
logon and top-level GUI screens.

You can access the Net-Net EMS GUI by HTTP or HTTPS login, using the following
address formats:

http.//<EMS server IP address>:9090
https://<EMS server IP address>:8443

Note: If you want to connect to EMS servers overs a SSL connection,
you must have administrator privileges on the client system.

To access the Net-Net EMS GUI:

1. Open a Web browser.
2. Connect to the Net-Net EMS server using one of the following address formats:

http://<EMS server IP address>:9090

Version 6.0
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GETTING STARTED WITH NET-NET EMS

The Login screen appears.

o Acme Packet Net-Net EMS : 172.30.80.3

Net-Net EMS

Adrmirg LCE0M

Mk | | |

Password: | |

iﬁead&.-'.

3. Enter your user name and password and click LOGON. (The default username
is admin, with a default password of admin.)

HTTPS Login Using The process for a secure login using Microsoft Internet Explorer 6.0 includes first
Microsoft Internet accepting or rejecting the security certificate.
Explorer 6.0

To login using Microsoft Internet Explorer 6.0:

1. Open Microsoft Internet Explorer 6.0.
2. Connect to the Net-Net EMS server using the following address format:
https://<EMS server IP address>:8443

A Security Alert screen appears:

Security Alert EJ

ﬁ Infcarmation you elechange wath thiz 2ie cannol be wewed o
f changed by olhess. Howenesr, thens & 2 problem vtk the site's
securily cedificate.

/Py The securily cedificals was issued by 2 company you have
ot chosen to bush View the cetificate bo determme whethes
you want to st the cetfiang authooty.

N The secunty cedificate has expasd of i not get vakd

@ The securiy cerificate has a valid name matching the name
of the page pau ane liang 1o wiew.

Do you weant bo rocesd?

e ([ emoutions |
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GETTING STARTED WITH NET-NET EMS

3. Click Yes to continue. The Warning - Security screen appears:

Warning - Security __)g

Do wou wank to accept the cerfificate from web site 100001150 for the
purpose of exchanging encrpled information

Publisher autheniicity verifizd by: My Company Ltd
/1, The security certificate was issued by a company that is not trusted.
1}, The security cerlificate has expired or is not yet valid

Caution: 10.0,11.50 assens hat this content iz safe. Yol shotld only
accept this confent ifyou trust 10,0.11.50 to make that assertion,

Yes || Mo || aways | MoreDetals |

4. Click one of the following:

* Yes to accept the security certificate for this session only and to access the
Login screen.

* No if you want to reject the security certificate and discontinue the login
process.

* Always to permanently accept the security certificate, prevent this screen
from appearing, and access the Login screen.

* More Details for more information.

If you choose Yes or Always, the Login screen appears.

o' Acme Packet Net-Net EMS : 172.30.80.3

o e
acmeﬁ packet Net-Net EMS

Addmin: LOGON

Matne: | | |

Passvwar: | |

Ready.

5. Enter your user name and password and click LOGON. (The default username
is admin, with a default password of admin.)

Go to the After You Login section to continue.

Version 6.0
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GETTING STARTED WITH NET-NET EMS

HTTPS Login Using The process for a secure login using Mozilla Firefox 1.0 includes first accepting or
Mozilla Firefox 1.0 rejecting the security certificate.

To login using Mozilla Firefox 1.0:

1. Open Mozilla Firefox 1.0.

2. Connect to the Net-Net EMS server using the following address format:
https://<EMS server IP address>:8443
A Website Certified by an Unknown Authority screen appears:

Website Certified by an Unknown Authority. x|

7 Uniabds to werify the identioy of 1000, 11.50 a5 a trusted ste,
L ! Possible raasons fior this emoe; _
- Yol browsed does mok recognes Hhe Certificste suthorty that Bsued the ste's certificate.
- The ske's certificate i incomplete dus 1o & server mizconfiguration.

= You are connected bo & ste prebendng o be 10.0.11.50; possibhy bo obtain your
confidential informeation,

Before accepting this cestificate, you should examine this site’s certificabe carefully, Are you
velling £o to scoept this certificate for the purpose of identifying the Web ste 10.0,11.507

| Examine Certificate. . |

i Accept this certificate parmanenthy
1= Bocept this certificate bemporarity fior this cession
I Do not accept this certificate and do not connect to this Web site

Mlc,u'u:d Hekp

3. Click one of the following options and click OK:
¢ Accept the certificate permanently

* Accept the certificate temporarily for the session (this window will
appear each time you

* Do not accept the certificate and do not connect to the Web site

If you choose to accept the certificate permanently or temporarily, the Security
Warning appears:

Security Warning _J{i_{

rl,-‘ Yiou have reguested an encrypted page. The web site has idsntfiad feelf corractly, and
{ ! Infiormation you see or enter on this page cant easly be read by & third party.

B Adart me wheneyer T am about to views an enorypbed page.

4. Ensure the checkbox is marked if you want this warning to appear each time you
view an encrypted page. If you deselect the checkbox, this warning will not
appear again.
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GETTING STARTED WITH NET-NET EMS

5. Click OK to clear the Security Warning. The Opening WebNMS .jnlp window
appears:

Opening WebNMS.jnip

x|
The File: “WiebMNME. jip” is of type applicationf-java-inip-fle (INLP File), and E
Mazils does not kreosw how bo handle this fils bype. This file s located at: A
hips:/{10.0,11. 50,8443 conf/

What should Mocila do with this Fils?

+ [Open & with the defauk apphcation (IPFie) |

" openkwith | Choose,,
" Sava it bo disk

[ bsays perform this action when handing files of this bype

o | camel |

6. Click open it with the default application (INLPFile) and Always perform
this action when handling files of this type. This popup will not appear
next time you connect.

7. Click OK. The Warning - Security screen appears:

Do you want 1o accept the cerificate from web site 10.0.11.50 for the
purpose of exchanging encrypled information

Publisher authenticity verified by My Compary Lid
/1, The security certificate was issued by a company (hat is not trusted.
/. The security certificate has expired or is not yet valid.

Cautlon: 10.0.11.50 asserts thal this conlent is safe. You should onky
accept this content ifyow trust 10,0.11.50 to make that assertion.

| Yes || Mo || Aways | moreDetais |

8. Click one of the following:

Yes to accept the security certificate for this session only and to access the
Login screen.

No if you want to reject the security certificate and discontinue the login
process.

Always to permanently accept the security certificate, prevent this screen
from appearing, and access the Login screen.

More Details for more information.

Version 6.0
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GETTING STARTED WITH NET-NET EMS

If you choose Yes or Always, the Login screen appears.

o Acme Packet Net-Net EMS : 172.30.80.3

acmrelﬁ packet Net-Net EMS

Addmir: LOCE0MN

Marne: | | |

Pazsword: | |

Eﬁeady.

9. Enter your user name and password and click LOGON. (The default username
is admin, with a default password of admin.)

Go to the After You Login section to continue.

12 Net-Net EMS Quick Start Guide Version 6.0



After You Login

Navigation tree  Toolbar

' Acme Packet EMS Ap plication

File Display filter Inventory Tools

:v-' Acmne Packet Met-Mek EMS
2] Configuration managerment
E7] lﬁ Fault management

® IE Performance management

GETTING STARTED WITH NET-NET EMS

The Acme Packet splash screen appears displaying a progress bar while
contacting Net-Net EMS. Next, the top-level Net-Net EMS screen appears

Menu bar

(172.30.80.10 )
Look And Feel Window  Help

EEX

L
a-:‘meﬁ( packet

LEEX

- Acme Packet Net-Net EMS

B ow 0

Alarm o

aunt by severit

o

Alarm Summary Yiew

suRTasii
Category
Coldstart

ra

Link.

Session ag...

CPU

Palling.

Health

Gateway

Login

[0 P ) SRR P g Y

apSyslog

olojololololo|ola

Cpu Load

o
El

®®® |Done.

Status bar

Overview of Net-
Net EMS GUI

ThEal

Alarm by severity table Display pane

The top-level screen is divided into two panes, with a toolbar across the top of the
screen. The left pane is divided into the following three areas:

Configuration management: discovering and configuring a Net-Net SBC

The Active configurations area reflects the current configuration for a Net-Net

SBC. You cannot modify these configuration values. You need to make a copy of
the active configuration, which is placed in the Inactive configurations area, in

order to make changes.

Fault management: monitoring alarms, events, and syslog.

Performance management: displays real-time on-demand performance
statistics for monitoring performance and utilization. For example, system,
session agent- and realm-based session information. You can export this
information to .CSV format.

In addition, the toolbar across the top of the screen lets you select some of the same
options accessible through right-clicking items in the left pane and select additional
tools, such as Security Administration.

Version 6.0
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GETTING STARTED WITH NET-NET EMS

You set security for individual user and groups of users by selecting Security
Administration from the Tools option located on the toolbar across the top of the
screen. The following example shows the groups and users that have been created.

EBEX

Security
Administration

o Security Administration

File Edit Data
£ curiky i
e | Groups
F[_ ] Users
‘,u.l'
<
Fsmis
?
o
E @30 =
=
=)

Version 6.0
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GETTING STARTED WITH NET-NET EMS

Viewing Net-Net EMS License Information

This section explains how to view the Net-Net EMS license information.

To view license information:

1. From the Tools menu, choose View license. The Net-Net EMS License
Details window appears:

£ Net-Net EMS License Details

About the License

Custamer natme ;
Caontact name
Description
License type
lzzued date
Moclified date

Expiration date :

~Aupported Features

EME Dy

Jirn Scali

Martini licensze

Camtrercial

2005-07-28 11:59:537

Unlimited

: Feature Walue

[Maximurm # S0 systems uls}

[Maximum # sessions 200000
| [EMS Ha Ensbled

Cloze

The following table defines the data displayed by Net-Net EMS for a standalone

Data Net-Net SBC or for the Net-Net SBCs that belong to an HA pair:
Data Description
Customer name Name of customer licensed to use Net-Net EMS.
Contact name Name of the contact person.
Description Descriptive text that describes the license.
License type Type of license issued:
= Commercial: indicates Net-Net EMS is licensed for
commercial use.
=  Evaluation: indicates Net-Net EMS is licensed for
evaluation purposes and beta deployments
Issued date Date the Net-Net EMS license was issued in the format:
yyyy-mm-dd hh:mm:ss
Modified date Date modifications were made to the license in the format:
yyyy-mm-dd hh:mm:ss
Version 6.0 Acme Packet, Inc. Technical Publications 15



GETTING STARTED WITH NET-NET EMS

Data

Expiration date

Description

Date the Net-Net EMS license expires. Values are:
«  Unlimited for a Commercial license only
=  Specific date in the format:

yyyy-mm-dd hh:mm:ss

Supported features

Maximum # SD systems

Maximum number of Net-Net SBCs allowed in the Active
configurations area. (The number in the Inactive configurations
area does not count.)

When the maximum number is exceeded, you cannot discover
additional systems, apply offline configuration, or save to an
offline Net-Net SBC. You must delete the excess number of Net-
Net SBCs to proceed.

Note: Net-Net SBC HA pair is considered a single system.

Maximum # sessions

Informational only.

EMS HA Whether EMS HA functionality is enabled.
Viewing Net-Net You can monitor the number of Net-Net SBCs and the total number of concurrent
SBC License sessions under management by the Net-Net EMS server.

Information

To view license information:

1. From the Net-Net EMS toolbar, choose Inventory.

2. Choose Inventory details from the drop-down list.

The Inventory window appears.

Click the License tab.

4. Click the down arrow next to Type and choose the type of configuration of the
Net-Net SBC node for which you want to view license information. (If there are
multiple systems that belong to that type, their names and/or IP addresses
appear in the Name and SD systenm lists.)

16 Net-Net EMS Quick Start Guide
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GETTING STARTED WITH NET-NET EMS

The license information appears in the lower table. For example:

Type [T v | Mame | | SDsystem 1723010114 v|
| Hardware | Software | License
Total capacity | 32000 |
License # I Capacity I In=tall Date l EBegin Date l Expire Date J Protocol Mames i Feature Mames
erfvBsaTme... (32000 22.53.05 MAR 04 .. i, o SPMGCPHIZ3  |MF GOS,ACP LP SAG ACC HA PAC
< - |3
Save ] [ Ok J

5. Click OK to exit the window.

Note: You can also right-click a Net-Net SBC in the Active
configuration area and choose Inventory details from the pop-up
menu.

Version 6.0

Acme Packet, Inc. Technical Publications 17



GETTING STARTED WITH NET-NET EMS

About the Configuration Process

Overview of Net-
Net EMS Process

Using the Net-Net
EMS/ACLI Tool Tips

Right-click Mouse
Functions

Accessing the ACLI

This section provides an overview of the Net-Net SBC configuration process. The
recommended configuration order consists of the following:

*  physical layer

* network interface

* realm and steering pool/media manager
» signaling services (SIP, H.323, MGCP)

The following steps represent an overview of the configuration tasks:

Add a domain.

Discover the Net-Net SBC on that domain.

Copy the Net-Net SBC discovered to the Inactive configuration area.
Edit parameters to configure the Net-Net SBC.

M e

Save the configuration to the Net-Net SBC to activate it.

If you are familiar with using the ACLI to configure Net-Net SBCs, you will notice
that the Net-Net EMS organizes the configuration information differently from the
ACLI organization, although for the most part the content is identical.

While configuring a Net-Net SBC, you can position your cursor over a parameter
field or checkbox to view a tool tip. A tool tip displays the complete path to the
corresponding ACLI parameter:

H& node support

| Wirtual MAC address

Health score decrement For
management interface Failure (%) - %

| syskem- =phy-interface- »wancomhealthscore |

You can right-click on Net-Net SBC configurations in both the Active and Inactive
areas to access drop-down lists of maintenance and administrative functions. To
choose a function, click the function name.

If you want to switch from configuring Net-Net SBCs in the Net-Net EMS to using
the ACLIL you can connect through Telnet to the Net-Net SBC. You can then login
in to continue working using the ACLL

To connect using Telnet:

18 Net-Net EMS Quick Start Guide
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Reboot Notices

GETTING STARTED WITH NET-NET EMS
1. Inthe Active configurations area, right click the name of the Net-Net SBC. A
list of options appears:

& Acme Packet Met-Nek EMS

=] IEI Canfiguration management

= (] Active configur Rediscovery Ctrl+shift+R

= :ﬂ techpubs Rebook Ctrl4+5hift+E

=l ACME Set offline Ctrl-+5hift+E

5 ) Inactive corfig  Mave Ctrl+Shift+4

0 |j Fault management Copy For edit Chrl+5Shift+y
P @ [ — Create offline configuration  Cerl+Shift+0
Delete Ctrl+5hift+D

Inwventory details Chrl+5hift+I

Telnek ko ke CErl+5hift+T

55H to device Ctrl+5hift+3

Lock, Ctrl+Shift+L

nlack: Ctrl+5hift+0U

2. Click Telnet to SD system. The Telnet window appears:

o Telnet :172.30.10.113
File Settings

Verification

3. Login to the Net-Net SBC. See the Net-Net 5.1 ACLI Reference Guide for details
about logging in and using the ACLI. See the Net-Net EMS 5.1 Configuration
Guide for details about configuring a Net-Net SBC using the ACLI.

4. Save the configuration to the Net-Net SBC to activate it.

Some Net-Net SBC configuration parameters require a reboot of the system if the
values are changed. On-screen notifications about the need to reboot the Net-Net
SBC are included where required. For example:

Version 6.0
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GETTING STARTED WITH NET-NET EMS

ANet-Nek 5D system

Mokz: The Following pavameters requive & raboot bo bake sFfect

Notice indicates that you
after editing these values.

~Slok 0

Device

Host name

Target name

Gatevvay [P address

Ethernet address

IP host

Software image file name

Uszername

Pazzward

Flags

t
=il

| tapeun

| manhattan

[ 172 . a0

[ 172 . a0

[ 172 . a0

| heo tar

|vxﬂp

|vxﬁp

[o

need to reboot

Delete

)

I

Zancel
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GETTING STARTED WITH NET-NET EMS

Discovering Net-Net SBCs

This section explains how to create a domain and discover a Net-Net SBC.

Creating a Domain You must place the Net-Net SBCs you discover in a domain defined in the Active
configurations area.

To create a domain:
1. Click Active configuration to highlight it and right-click. The Create domain

option appears. (You can also choose Create domain from the toolbar at the top
of the window.)

2. Click the Create domain option to select it. The Create new domain dialog box
appears. For example:

Create new domain

Dornain narme iems-deﬂ Enter a name for the domain.

Apply l ’ Zancel ]

3. Enter the name for the domain you want to add and click Apply.

The domain name appears under the Active configuration heading. In the
following example the domain named ems-dev has been added:

& Acme Packet Met-Net EMS

:—5--- Configuration management

[—_' ® Active configurations

._nﬁ-' ems-dey ——— Domain added.

E—'ll_] Inactive configurations

-Fi@ Faulk ranagement

?E,I---@ Performance management

The domain is also automatically added to the Inactive configurations area.
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GETTING STARTED WITH NET-NET EMS

Discovering the You need to discover the Net-Net SBC before you can configure it. The discovery
Net-Net SBC process identifies the Net-Net SBC in the network and collects configuration data
that it stores in the Net-Net EMS database.

Note: The following instructions focus on discovering a single Net-Net
SBC. However, you can discover a Net-Net SBC high availability (HA)
pair or enter a list of IP addresses to discover multiple systems.

To discover the Net-Net SBC:
1. Click Active configurations in the Net-Net EMS navigation pane to display the
Discovery window in the right pane.

For example:

Configure Discovery in upper half of the window.

it Ao ket Bet-het EMS Ll @l Active conliguration
[Z] Configueation management

o 1P ks
tachpuks [ S A i Commrdty nare pikbd
= Bl martstran e [ P acidress 1 Bk et 161

B Ierfaces Haos | [P ke 2 i

1B erofies

I resims 1P List e doemalion

H aonres P st - Liper riama aedemin

B session sgent oroins

Pasvard

[ session agnns

A =raitic Fows

]3 Trardedng

1) mnactive configurakions 3
o tachenks
o st [Hp— o

[ — M

£ L Hiost rime | Mae Mest Usar Shart End Cenfigrati...| Deseovery
T —— T I addenss SRS recent Shahus T Feve e woldy g
AR |
m w @ iremmas | Redscovery FAILD Syetam  OFISONDI0T . DTN .. WALID g |
Al St by Séwaity Cabagony
ENEN o o NN ! Polieg
ENEN o o BN Tos
W
£ >

View Discovery status, the Discovery log, and the
Save log in lower half of the Discovery window.

2. Enter the IP address of the Net-Net SBC you want to discover in the Name/ 1P
address 1 textbox. The IP addresses appear in the IP list box.

If you need to discover an HA pair, click the SD HA pair checkbox to select it and
activate the text box for Name / 1P address 2. The IP addresses appear in the
IP list box.

If you need to discover multiple systems, enter each IP address, one at a time, in
the Name/1P address 1 textbox. Click Add after each entry. The IP addresses
appear in the IP list box.
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GETTING STARTED WITH NET-NET EMS

Enter the password associated with the user name. All other areas are filled in
for you. Valid user names and passwords include:

* user and <login password> (for example: user and acme)
* admin and <enable password> (for example: admin and packet)
Click OK.

The Discover SD system dialog box closes and the discovery process starts. The
icon in the left pane changes. You can monitor the progress of a Discovery by
checking the information displayed in the table. For example.

Host name | Mazx Most User Skart End Discovery Save
IP address sessions recent Status name Lime: time: log log
operakion
32000 Rediscovery  (SUCCESS admin 06/30/2005 12:34:07  [06/30/2005, ., Logs [ Logs
Rediscovery  [FAILED System 06/30/2005 14:00:06  |06/30/2005, ., Logs Logs
Rediscovery [FAILED admin 06/30/2005 12:38:05  [06/30/2005... Logs Logs
Rediscovery  |In-progress System 06/22/2005 13:40:04 |- Logs Logs
Discovery In-pr?gress admin 06/30/2005 14:09:11 |- Logs Logs
Color indicates Status indicates Discovery
status of IP host. is in progress.

The color of the cells in the first column indicate the status of the IP host:

» green: host is reachable

* turquoise: host is not managed

» red: host is unreachable (standalone or both Net-Net SBCs in an HA pair)
* yellow: one of the Net-Net SBCs in an HA pair is unreachable
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5.

6.
7.

In the Discovery log column, click Logs to access the Discovery log for the host
you are discovering. The Discovery log for that host appears. For example:

Discovery logs for 172.30.10.113

FEAUWNASHCYUONCTY
EedundancyConficg
bhylnterfaceConfig
hetworklnterface
trapReceiver
isnmpConmuni ty
ntpConfig
ntpConfig
iootParams
H3z23Config
H323Confiy
@etworkParameters
hetworkParameters
ipRoute
IwfStackConfig
IwtitackConfig
\@ipConfig
?ipConfig
}ipFeature
iacctConfig
lacctConfig
realmConfig
jaccessControl
dnzConfig
hgcpConfig
|sipNatConfig
:sipInterface
H3z35tacklonfig
\zteeringPool
\sessionbdgentiroup
\zessiondgent
mediaRouter
mediaRouter

%

TOT avallanle

true

not available
not availahle
not available
not available
not availahle
true

true

not available
true

not availahle
true

not available
not available
true

not available
true

not available
not available
true

not availahle
not available
not. availahle
not available
not available
not available
not availahle
not available
not available
not available
not available

TILIEY node added
SDHANodeRedundancyConfig
no node added

no node added

no node added

no node added
filler node added
NTPServer
FTP3erver

filler node added
H3Z3Config

filler node added
NetworkParameters
no node added
filler node added
INFConfig

filler node added
SIPConfigquration
no node added
filler node added
AccountingConficquration
no node added

no node added

no node added

no node added

no node added

no node added

no node added

no node added

no node added

no node added
filler node added
MediaManager

=7 |

Refresh

l’ Save ]’ Close

Click to refresh the data displayed in the log.

Click Refresh to update the information.

Click Close to exit the Discovery log.

Upon completion of Discovery, the Net-Net SBC appears under the domain
name. The name of the Net-Net SBC is the same as that of the target name set
in the boot parameters. For example::

% Acme Packet Met-Mek EMS
= Configuration management

&2 n ems-sal70
= 5B sd113

Net-Net SBC discovered.

From here, you make a copy of the Net-Net SBC that goes under the Inactive
configurations heading. You can then modify the configuration before saving it
back down to the Net-Net SBC.
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You can move the discovered Net-Net SBC to a different domain by right-clicking
the configuration to access the Move option. Select the target domain’s name from
the list that appears and click OK.

To copy the Net-Net SBC configuration to edit:

1.

Click the newly discovered Net-Net SBC to select it.

2. Right-click to access the popup menu of options. (You can access the same list

from the SD system option on the toolbar across the top of the screen.)

Click Copy for editto selectit. The Copy for edit screen appears. For example:

Copy for edit

Enter a name for this
copy you will configure.

Configurstion namme || H

o [ coee |

Enter a name for this Net-Net SBC copy which you will configure and click OK.
You can use a descriptive name to indicate this is a copy. For example, ems-
s070_Updated. (You cannot use spaces when naming the copy.)

A progress message appears, followed by a status message:
Copy for edit status §|

-
@ Copy For edit successful for ems-sol70.

Click OK to clear the message. A copy of the Net-Net SBC was placed under the
Inactive configurations area:

= LLJ Inactive configurations
i asd
= (] dfg
= ) ems-sol70

# G ems-soizo—— Copy of ems-s070 you use for configuration.
ﬁ_;. emsdey
[# i pac

F ﬁ_;. techpubs

You can now edit the copy of the Net-Net SBC and save the changed
configuration to the Net-Net SBC. Refer to the Net-Net EMS 5.1 Configuration
Guides for details about configuring, saving, and activating a Net-Net SBC.

After the configuration is saved and activated, the Net-Net SBC notifies Net-
Net EMS that its configuration has changed. Net-Net EMS automatically
initiates a rediscovery process for the Net-Net SBC in the background. The
progress bar at the bottom of the screen turns blue as the rediscovery begins.
The icon in the left pane changes.
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When the rediscovery is complete, the Net-Net SBC in the Active configurations
list reflects the newly activated configuration and the icon returns to its original
form. The Most recent operation column in the Discovery window lists
Rediscovery for that Net-Net SBC.

Renaming the Net-Net You can rename the copy of the Net-Net configuration located in the Inactive
SBC Configuration configuration area.

To rename the Net-Net SBC configuration:

1. Right-click the Net-Net-SBC.

2. Choose Rename. The Rename node window appears. For example:

Rename node

Mewr node name || | Enter the new name.

o« [ cwen |

3. Click OK.

Configuring the Net-Net SBC

This section explains how to configure the copy of the Net-Net SBC you have just
made. After configuration you save the copy and activate it.

To configure the Net-Net SBC:

1. Click the + sign next to the copy name to expand it. The name of the Net-Net
SBC appears. For example:

= lLJ Inactive configurations

= i ¥
[E7] lLJ copy_ha
B (J dsa

Name of Net-Net SBC appears
[E3]

after you expand the copy.

ems-z0l70

2. From here, you enter configuration information such as a new physical interface
card and its associated network interface(s).
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This section describes how to create physical interfaces on your Net-Net SBC .

To create and configure a physical interface:

Click Interfaces in the Net-Net EMS navigation pane.

B Interfaces

8 Profiles

Realms

Routes

Session agent groups
Session agents
Skatic Flowes
Transcoding

The Physical interface table appears in the right pane.
Click Add. The Create physical interface window appears.

Select the type of physical interface in the Operation type drop-down list.For a
front media and signaling interface, set this parameter to media. For a rear
management interface, set this parameter to maintenance or control.

Enter the slot of this physical interface: 0 or 1.

» Front interfaces—O0 is the left and 1 is the right

* Rear interfaces—0 is the only valid value

Enter the port of this physical interface. From left to right as you face the chassis,
the possible values are:

» Front interfaces—o0 - 3

¢ Rear interfaces—o0 - 2
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Configuring the
Physical Interface

6. Enter a name for the interface using any combination of characters entered

without spaces. For example: Internet (for a Fast Ethernet media and signaling
interface) or maint0 (for a maintenance interface).

Create physical interface rg|
Ciperation type | media & signaling w |
Liocation
Slat 0 |
Part 1 |
Physical interface name |phyTEST-RIGHT |
I apply l ’ Cancel ]
Java Application "Window

Click Apply to continue. A confirmation window indicating the successful
addition of the physical interface appears.

Click OK to dismiss the message and continue. The newly-added physical
interface appears in the Physical interface table.

Click the new physical interface’s row in the Physical interface table and click
Edit. The Edit Physical Interface dialog box appears.

Retain the default Auto-negotiation - 10/100Mbps value enabled so that the
Net-Net SBC and the device to which it is linked can automatically negotiate the
duplex mode and speed for the link.

If auto-negotiation is enabled, the Net-Net SBC begins to negotiate the link to
the connected device at the duplex mode you configure. If auto-negotiation is
disabled, then the Net-Net SBC will not engage in a negotiation of the link and
will operate only at the duplex mode and speed you set.

Choose the duplex mode from the drop-down list.

Given an operating speed of 100 Mbps, full duplex mode lets both devices on a
link send and receive packets simultaneously using a total bandwidth of 200
Mbps. Given the same operating speed, half duplex mode limits the devices to
one channel with a total bandwidth of 100 Mbps.
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4. Set the bandwidth for this physical interface.

Auto-negotiation - 10/ 100Mbps

Ato-negotistion - 104 00Mbps | enabled w |

Duplex mode | |

Bandwvidth (Mbps) | |

You can also configure network interfaces in the Edit Physical interface dialog
box.

5. Click Apply.

Configuring You need to configure the network interface(s) associated with your physical
Network Interfaces  interface. You must have one default network interface for your physical interface.

To configure network interfaces:

1. Click Interfaces in the Net-Net EMS navigation pane.

" Inkerfaces
(8 Profiles
@ Realms
@ Routes

@ Session agent groups

@ Session agents
@ Skatic Flows
@ Transcoding

The Physical interface table appears in the right pane.

2. Click the row of the physical interface to which the network interface will
correspond and click Edit. The Edit Physical interface dialog box appears.

3. Click Add in the Network Interface section. The Add Network interface dialog
box appears.

4. Enter the subport ID as the VLAN number. If this network interface is not

channelized, leave this set to 0. If this network interface is channelized, enter the
appropriate VLAN tag.

Add Network interface f'5_<|

WLAM number | |

Physical interface | |

[ o [ cod |

5. Click OK to continue.
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Configuring the 1. Click the row of the network interface you want to configure and click Edit.
Network Interface

2. Enter the IP Address of this network interface.

3. Enter the subnet mask of this network interface.

Hiosk

Host name phvTEST

IF address 10,0 .45 . 4
Subnet mask | 255 . 255 . 285 . O

4. Enter the primary gateway that this network interface uses to communicate with
the next hop.

Gateways

Primary IP address | o . 0,4 1

5. Enter the DNS server of this network interface.
6. If needed, enter the secondary DNS server of this network interface.
7. If needed, enter the third DNS server of this network interface.

8. Enter the default domain for use with DNS queries.

9. Enter the DNS timeout value.

DMS
Primary | 192 . 168 . 44 . 55
First backup 0.0 .0 .0
Second backup | o . o . o ., 0
Default dotain narme acmepacket.com
DS timeout 11

10. Scroll to the bottom of the window.
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To configure administrative service functionality on a front interface, you must

define the IP addresses on the front physical interfaces of your Net-Net SBC where
you will receive administrative traffic. Adding HIP entries automatically opens the
well-known port associated with a service.

1. Click Add in the Host-In-Path Interfaces section of the Network interface
window to create a new HIP interface.

HIF IP addresses

(1]

The HIP interface window appears.

2. Enter the IP address on this network interface that is allowed to pass traffic to
the host. Entries are IP addresses of front panel network interfaces. Enter the
appropriate IP address that corresponds to the type of traffic.

SNMP: Set the IP address where port 161 is opened. This lets SNMP traffic
enter the Net-Net SBC and reach the host.

Telnet: Set the IP address where port 23 is opened for Telnet access.

FTP: Set the IP address where ports 20 and 21 are opened. This lets standard
FTP packets enter the Net-Net SBC and reach the host.

ICMP: Set the IP address to pass standard ping packets to the host.

3. Click OK.

Add Host-In-Path interface

HEE [P | 192 . 1es . 100 . ([

4. Click Apply
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Configuring You can assign multiple realms to a network interface.

Realms and
Steering Pools

Creating the Realm To create a realm:

1.

Add Realm

Matre

Java Application "Window

Click Realms in the Net-Net EMS navigation tree.

@ Intetfaces

B Profiles

B Realms
@ Routes

@ Session agent groups

@ Session agents
@ Skatic Floves
@ Transcoding

The Realm window appears.
Click Add. The Add Realm window appears.
Enter the name of the new realm you creating and click OK to continue.

This parameter uniquely identifies the realm. You will use this parameter in
other configurations when asked for a realm identifier value.

| Hu:ume_ReaIm|

]
|
l

o [ o

Matne

The newly created realm appears in the Realm window.
Select the newly created realm and click Edit.
The Edit Realm window appears in the Net-Net EMS display pane.

Enter the IP address prefix and subnet mask combination to set the criteria the
Net-Net SBC uses to match packets sent or received on the network interface
associated with this realm. This matching determines the realm, and
subsequently what resources are used for that traffic.

This parameter must entered in the correct format where the IP address comes
first and is separated by a slash (/) from the subnet mask value. For example,
172.16.0.0/24.

If you leave this parameter set to its default, 0.0.0.0/0, then all addresses will
match.

IP address prefix | n . a ., o ., 0 ||:|
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~

Java Application "Window
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Click Add in the Network interfaces section of the Realm window.

The Add Realm interfaces window appears.

Select a physical interface from the drop-down list.

This is the interface and subport through which this realm can be reached by

ingress traffic, and through which this traffic exits the system as egress traffic.
Add Realm interfaces ['5_(|

Phyzical interface Foo W
Sub port o1
La0

Ik l ’ Cancel

8.

Select the VLAN identifier for the network interface to which you are assigning
this realm
Add Realm interfaces [5__(|
Phwyzical interface |f':":' b |
Sub port 0 i
0
0
Java Application Window

9.

Click OK to continue.

To configure the realm:

1.

In the Realm tab of the Edit realm window, enable Session Admission Control
by clicking the checkbox.

Set the maximum bandwidth resources available for this realm; the default is 0.

Session admissian control

Bandwidth limit (kilobits per second) 123

Click the Within this realm serviced by this Net-Net system only
checkbox to set the behavior of media steering when endpoints within the same
realm are communicating.

Click the Within different realms in the same subnet serviced by
this Net-Net system only checkbox to set the behavior of media steering
when endpoints located in different realms, but that are connected to the same
network interface, are communicating.
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5. (lick thewWithin this realm serviced by different Net-Net systems
(S1P only) checkbox to include multi-system release information in SIP
requests sent to this realm.

Release media peer-peer bebween endpoints

Wyithin this realm serviced by Ehis Nek-Met system only

YWithin different realms in same subnet serviced by this Met-Met syskem only

[] Within this realm serviced by different Met-Met systems {SIP only)

6. Set the number translations that you want to apply to this realm. Refer to this
guide’s Number Translations section for realm-specific information about using
address translations on your Net-Net SBC. If you are not using this feature, you
can leave these features blank.

7. Set an inbound number translation profile from the drop-down list.
8. Set an outbound number translation profile from the drop-down list.

Address translation profiles

Inbound W

Cutbound W

9. Select the realm whose network interface’s DNS server should be used to
resolve this realm’s FQDN lookup.

If you do not configure this parameter, then the realm will use the DNS
information configured in its associated network interface.

=e DMS Server in this reslm testrealm w
mgcprealm
h3z23realm
Home_Realm
10. Click Apply.
Configuring the 1. Click Realms in the Net-Net EMS navigation tree.

Steering Pool

Interfaces

{a Profiles

® Realms

Foutes

Session agent groups
Session agents
Skatic Floves
Tranzcoding

The Realm window appears.

2. Select the realm you want to apply a steering pool and click Edit.
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The Edit Realm window appears.

3. Click Add in the Realm media addresses section.

Realm media address

| IF address |( Start Pork || End Port |

(1]

add || Eie || Delete

The Add Realm media address window appears.
4. Enter the target IP address of the steering pool.

5. Enter the start port of the steering pool; this is the value that begins the range of
ports available to this steering pool. The minimum value for this parameter is 0
(default), and the maximum is 65535.

You must enter a valid port number or the steering pool will not function
propetly.
6. Enter the end port of the steering pool; this is the value that ends the range of

ports available to this steering pool.The minimum value for this parameter is 0
(default), and the maximum is 65535.

You must enter a valid port number or the steering pool will not function
properly.

Add Realm media address [Z|

P Address | 10 . 30 . 20 . 100

Start port | 10000 |

End part | 11000 |

Feealm Idl | |

o [ coed |

Java Application Window

7. Click OK to continue.
Your entry will appear in the Realm media address section.

8. Click Apply at the bottom of the Realm window to complete the configuration.
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Configuring the
Signaling Services

Configure the signaling service you chose. See the Net-Net 5.1 Configuration Guides
for details.

Saving the Net-Net SBC Configuration

Reboot Message

Saving the
Configuration

This section explains how to save the configuration changes down to the Net-Net
SBC and automatically activate it. During the save process, ACLI users are locked out
of making changes to the Net-Net SBC.

If you have edited parameters that require a reboot of the Net-Net SBC, a message
about rebooting appears when you save your configuration. You can choose from
the following options:

Save-Reboot: to save the configuration, perform a reboot of the Net-Net SBC,
and to activate the configuration.

Save-Activate: to save and activate the configuration without rebooting the
Net-Net SBC.

Cancel: to cancel the save operation.

To save the Net-Net SBC configuration:

1.

Click the name of the Net-Net SBC copy you have configured in the Inactive
configuration area to select it.

Right-click to access the popup menu of options.

Click save and activate config to select it. The Confirmation message
appears.

Click Yes to continue. The save process starts and a message appears indicating
the save is in progress.

A second message appears confirming the Save config has been scheduled. For
example:

Save to 5D system status

i Save operation is scheduled For ems-sol70.
\:) Please refer "Active configuration” screen for Further details,

Click OK to clear the message.

Access the Discovery window (click Active configurations in the left pane) to
view the results of the Save operation. You can view the Save logs for this Net-
Net SBC.

36 Net-Net EMS Quick Start Guide

Version 6.0



Viewing the Audit
Log

Audit log
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You can view the details of configuration changes by accessing the Audit log.

To access the audit log:

From the Net-Net EMS GUI toolbar, choose Tools.
From the Tools drop-down menu, choose Audit logs.
Indicate how you want the information displayed.

You can display the information by user name, by the date/time range, or by
using both as the criteria.

Click View. The log information appears.

User name

Start date-time

End date-time

r [] Date-time Rangs

|2007-01-24 13:50:53 |

2007-01-25 13:50:53 i<
1

Ll=er name Q-b_ér_a_ti_{:n_rrnama Timeliiia_te) Sta_ti__l_s

adrmin Authentication @ 10.0,20,.. [2007-01-24 19:03:537.922 [SUCCESS o]

adrmin Discovery 2007-01-24 19:03:42,594 |SUCCESS =

admin 10,0,200,63:A00 _DoOM, ., |(2007-01-24 19:04:01,066 [SIDCCESS

admin Authenticakion : 10,020, ,, [2007-01-24 19:04;56.875 [SUCCESS

adrmin Discovery 2007-01-24 19:05:00,914  [SUCCESS

admin 10,0,200,630C0PY iS50, |2007-01-24 19:05:04,132 |SIICCESS

admin Client logged out ¢ 10.0,... [2007-01-24 19:05:51.291 |SUCCESS

admin Delete SO active configu,.. [2007-01-24 19:07:46,981 [SUCCESS

‘.: : . O e P A P 5
Save ] [ Close

5.

Click Close to exit the Audit log display.
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