Embedded System-on-Module eSOM/9263 — microHOWTO

How to debuga HTTP POST request

In some applications the System-on-Module eSOM/9268 as a HTTP-based data source. In this
case the eSOM/9263 captures data from externateewaver a UART, CAN, SPI, or I12C interface
and transfers these data with a HTTP POST reqoest external web server or a cloud-based web
service.

Under some debugging circumstances it can be ragessvisualize the data fields of the HTTP
POST request which goes from the eSOM/9263 EtherAbt interface to the external web server

or the cloud-based web service.

1. Step: Make sure that your PC runs a HTTP server (&pgche form the Apache Software
Foundation, please séép://www.apache.oryy/ Then change the IP address of the eSOM/9263
HTTP POST requester software to the IP addresswuf§C.

2. Step: Run theWireshark network protocol analyzer on your PC system. Thater the
following filter rule

i p. addr == 192. 168. 0. 240 && http

to theWireshark filter bar (192.168.0.240 is in this sample thealiRiress of the PC — replace
this address with the IP address of your PC). Titex bar allows you to enter a filter string that
restricts which packets are displayed in\tYieeshark summary window.

T4l The Wireshark Network Analyzer Elﬁl@l

dr == 132.168.0.240 & hitp|

A
i .. Clear
i The World's Most Popular Network Protocol Analyzer

Interface List = Open TS Website

Live list of the capture interfaces (counts incoming packets) ©Open 2 previously captured file isit the project's website

Start capture o

] Broadeor

m Capture Options
St

art & caprure with datailed sptions

Open Recent: @ User's Guide
& Gigahit Ethernst Driver (M ... The User's Guide (local version, I installed)
@ Sample Captures
A rich assortment of erample capture files on the wiki @ Security
Wark with Wireshark a5 sscurely as possible

@ How to Capture

Step by step to & successhul capture setup

@ Network Media

Spedific information For capturing on: Ethemet, WLAN, ...

() Ready to load or capture Nao Packets Profile: Default

3. Step: Activate theWireshark capture mode and capture some eSOM/9263 HTTP POST
request packets. Then stop the capture mode.
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& Broadcom NetXtreme Gigahit Ethernet Driver [Microsoft’s Packet Scheduler) : Capturing - Wireshark

File Edt View Go Capture Analyze Statistics Telephony Tools Help

Bl & B eal BERFTE Qe T L | BElaQQAB @EMi B
Fiter: |ip.addr == 192,168,0.240 && hittp |~ Expresson.. Clear Apply
Time Source Destinatian Pratocsl  Infa
21:54.404427 192.168.0.24 192.188.0.125 HTTE HTTP/1.1 200 O E)(t/htﬂ'ﬂ) |

Frame 370 (1471 bytes on wire, 1471 bytes captured)

Ethernet II, Src: Cadmusco_72:65:9a (08:00:27:72:65:9a), Dst: Samsunge_02:dc:Se (00:13:77:02:dc:bel
Internet Protocol, sSrc: 192.168.0.125 (1%:2.168.0.125), Dst: 192.168.0.240 (192.168.0.240)
Transmission Control Protocol, Src Port: 36177 (36177), Dst Port: http (80), seqg: 190, ack: 1, Len: 1405
[Reassembled TCP Segments (1594 bytes): #368(189), #370¢(1405)]
Hypertext Transfer Protocol
| Line-h i text data: plicat |
T\ 1
"data":{\n
"device":{ \n
"ot {Nn
"type":"INVERTER", n

"sma solar Technology”,™n
WR700-07",\n
“sn"ITe380933",\n

“channel":{ “n
0" {"name" :"E-Total", "value":"52584.500251", "unit" :"kwh"},\n

"1":{"nama":"Ipv", "walue" :"43646. 000000", "unit" : "ma" },\n
“2" i "nama" :"upv", "walue" 1 "106. 000000", "unit" "V Nn

"N

echselrichtar”,\n

“wendor " "sMa solar Technology',\n

"model" 1 "WR700-07",\n v

LI T e ey S LR —
00hQ 67 74 68 3a 20 31 34 30 35 Od Oa Od Qa ~
00ch [ L =
oodo g
| Frame (1471 bytes)| Reassembled TCP {1594 bytes)

Profile: Default

(D) Lins-based text data (data-text-inss), 1405 bytes Packets; 555 Displayed: 2 Marked: 0

» 4. Step: Select in the summary window one packet with a f263 HTTP POST request.
Then use th&\ireshark menu itemile => Export => Selected Packet Bytes.

@ Broadcom NetXtreme Gigabit Ethernet Driver (Microsoft’s Packet Scheduler) : Capturing - Wireshark

Edit Miew Go Capture finalyzs  Statistics Telephony Tools Help

2elaeswT2|EE QD FEBR B
| v Expression... Clear Apply
* Pratocal Info
B8 1 25 Q POST / HTTR/ Capplicationy gy
192.168.0.240 192.168.0.125 HTTP HTTR/1.1 200 Ok (textshtml)
i 192.168.0.125 192.168.0.240 HTTP POST / HTTR/L.1 (application/json)
File 5et R 192.168.0.240 192.168.0.125 HTTP HTTP/1.1 200 Ok (text/html)
s os! 192.168.0.125 192.168.0.240 HTTR FOST / HTTP/L.1 (application/json)
t » 192.168.0.125 HTTP HTTP/1.1 200 ok (text/html) =
& print... Chrl+p
7Qb]e:ts . ' :9a), Dst: SamsungE_02:dc:5e (00:13:77:02:dc:5e)
dl qQuit Ch+Q 182,168, 0.125 (192.168.0.125), Dst: 192.168.0.240 (192.168.0.240]

Transmission control Protocol, src Port: 36177 (361770, Dst Port: http (803, seq: 190, ack: 1, Len: 1405
[Reassembled TCP segments (1594 bytes): #368(183), #370(1405)]
Hypertext Transfer protocol

» 5 Step: Save the HTTP request data to an external\fiedshark Export Raw Data).

Wireshark: Export Raw Data @@
Speichem in | ) temp - eBmckE-

! |C3IDRIVER
() google-appengine-docs-20090508

Zuletzt =mst
werwendets D [Etest

@

Deskiop

~

2>

Eigene Datsien

@

Srbeitsplatz
.3 Dateiname: [ =~ Speichen
Metzwerkumgeb  Dateityp: |Riaw data (*bin, % dat, ".raw) =] Abbrechen
9

Hife.

1405 hytes of raw hinary data wil be witten
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* 6. Step: View the new data file. If the file contains pldaxt theWireshark export data file can
be viewed with any text editor. Otherwise use atoedvith hex output (e. PSPad Hex).

3/ pSpad - [C:\_FTPMemphtest.raw] =3
[Lf Datei Projekt EBearbeiten Suchen Ansicht Format terkzsuge Skrpts HTML Einstelungsn  Fenster Hife
1., test.raw

. D @ v ? . lID . ZID 3P 4P . ] &0 70 20 an 100 110 1lzo
g oe 5 L =

rdata:{
@ Meues Projekt rdevice™: |
() Ordner

LLEN
"type": "INVERTER",
Tname”: "WRL",
"info":"Pechselrichter”,
mvendor™: "SNi Solar Technology",
"model”: "WR7?00-07",
"ot TI3B0933N,
"channel":{
"0":{ "nawe": "E-Total”, "value": "5047,200240", "unit": "KWL"} ,
"1M:{"nawe”: "Ipy", "value": "39484.000000", "unic”: "mA"3,
nEr{ Pname " MIpyn, Mralue s 1107, 000000, funit ity
¥
b
LEELIRG L]
"Lype”: "INVERTER",
"name”: "WRI ",
"info™:"Wechselrichter™,
Myendor™: "ML Solar Technology™,
"mode 1" : "WRTO0-07*",
Tan':"Y360935",
"ehannel:{

"type": "INVERTER",
pamer s TURAT,
echoelrichter®,

"SNi Solar Technology"™,
"mode 1" "WRTO0-06",

"INt Ta3E093 6",

"channel®: {

"ro047,200240", Muni
43865.000000%", "unit™:

a2t name " "UpvT, "value:"111.000000", Tunitt VT
b

|~

I
1:1 (61) [1465]

v

{ 123 476 Text UMIX | Kodierung: ANSI {indows)

Please note: In this sample the eSOM/9263 HTTP POST requestacm JSON-based data of a
photovoltaic system.

That's all.
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