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FactoryTalk Alarms and Events System Configuration Guide

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to familiarize
themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to
be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be
impaired.
In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use

or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for
actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software
described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is
prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

c WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment, which may lead to personal
injury or death, property damage, or economic loss.

Q ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property damage, or economic loss.
Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

IMPORTANT  |dentifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

Q SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous voltage may be present.

ﬁ BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may reach dangerous temperatures.

Q ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to patential Arc Flash. Arc Flash will
cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL Regulatory requirements for safe work practices and for
Personal Protective Equipment (PPE).
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Chapter 1

What you need to get started

The FactoryTalk® System Configuration Guide describes the tasks that are
required to install, configure, and use FactoryTalk Alarms and Events services
as part of a FactoryTalk-enabled automation system. This guide also includes
references to additional documentation that provides more detail.

IMPORTANT  This guide describes how to set up a local station application. However, the procedure for
setting up a network station application or netwark distributed application is similar. This
guide provides information about the latter two applications where it is necessary. See
the Help included with the individual software products used to configure and use Alarms
and Events services.

Required software The following software is required to configure and operate FactoryTalk

Alarms and Events services:

Software Version

FactoryTalk Services Platform 2.10 or later

FactoryTalk Alarms and Events 2.10 or later (included with FactoryTalk View Site Edition and FactoryTalk® Linx™)

FactoryTalk Linx 5.00 or later

RSLogix 5000 16.03 or later (or the Logix Designer application version 21.00 or later)

Logix Designer 21.00 or later (or RSLogix 5000 software version 16.03 or later)

RSLogix 500 Version that supports FactoryTalk Services Platform 2.10 or later

RSLogix 5 Version that supports FactoryTalk Services Platform 2.10 or later

FactoryTalk View SE 5.00 or later

FactoryTalk View Studio 5.00 or later

RSLinx Classic (used for Logix programming) 2.50.20 or later

ControlFLASH™ 4.00.09 (used to download firmware)

SoftLogix™ 16.03 or later

Microsoft® SQL Server® Version that supports FactoryTalk Alarms and Events historical logging. For more information, see Supported SQL

Server databases on page 169.

Recommended hardware
and supported operating
systems

Logix 5000 controllers

The hardware and supported operating systems that are recommended to run
FactoryTalk Alarms and Events are the same as those recommended to run
FactoryTalk View Site Edition. For details, see the FactoryTalk View Site Edition
Installation Guide. To access the guide, in the FactoryTalk View Studio toolbar
click Help, point to Online Books, and then click Installation Guide.

The Logix 5000 controllers listed in the following table support FactoryTalk
Alarms and Events services. When you use built-in alarm instructions in
Logix 5000 controllers, these controllers require a firmware update to revision
16.20 or later (excluding 21 to 23). If you do not want to update the firmware in
your controllers, use a Tag Alarm and Event Server for software-based alarms
and events. See Decide what type of alarm monitoring you need on page 26.
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Catalog number Name

1756-L61 ControlLogix Processor
1756-L62 ControlLogix Processor
1756-L63 ControlLogix Processor
1756-L64 ControlLogix Processor
1756-5555 5555 ControlLogix Processor
1768-L43 CompactLogix L43 Controller
1769-L31 CompactLogix L31 Controller
1769-1.32C CompactLogix L32C Controller
1769-L32E CompactLogix L32E Controller
1769-L35CR CompactLogix L35CR Controller
1769-L35E CompactLogix L35E Controller
17%-1.34 FlexLogix L34 Controller
1756-L613 ControlLogix Safety Processor
1756-L623 ControlLogix Safety Processor
PowerFlex 700S 2 DriveLogix5370

1789-L60 SoftLogixb800

EMULATE RSLogix Emulate 5000

The following controllers with firmware revision 24 and later support
FactoryTalk Alarms and Events services:

Catalog number

ControlLogix 1756-L71 Series B

ControlLogix Processor

ControlLogix 1756-L71S Series B

ControlLogix Safety Processor

ControlLogix 1756-L72 Series A

ControlLogix Processor

ControlLogix 1756-L72 Series B

ControlLogix Processor

GuardLogix 1756-L72S Series B

ControlLogix Safety Processor

ControlLogix 1756-L73 Series A

ControlLogix Processor

ControlLogix 1756-L73 Series B

ControlLogix Processor

ControlLogix 1756-L73XT Series B

ControlLogix Processor

GuardLogix 1756-L73S Series B

ControlLogix Safety Processor

GuardLogix 1756-L73SXT Series B

ControlLogix Safety Processor

ControlLogix 1756-L74 Series A

ControlLogix Processor

ControlLogix 1756-L74 Series B

ControlLogix Processor

ControlLogix 1756-L75 Series A

ControlLogix Processor

ControlLogix 1756-L75 Series B

ControlLogix Processor

CompactLogix 1763-L16ER-BBIB

CompactLogix L16ER-BB1B Controller

CompactLogix 1769-L18ER-BB1B

CompactLogix L18ER-BB1B Controller

CompactLogix 1769-L18ERM-BBIB

CompactLogix L1BERM-BBIB Controller

CompactLogix 1763-L24ER-0BIB

CompactLogix L24ER-0BIB Controller

CompactLogix 1769-L24ER-0BFC1B

CompactLogix L24ER-0BFC1B Controller

CompactLogix 1763-L27ERM-0BFC1B

CompactLogix L27ERM-QBFCIB Controller

CompactLogix 1763-L30ER

CompactLogix L30ER Controller

CompactLogix 1763-L30ER-NSE

CompactlLogix L30ER-NSE Controller

CompactLogix 1763-L30ERM

CompactLogix LSOERM Controller

CompactLogix 1763-L33ER

CompactLogix L33ER Controller

CompactLogix 1763-L33ERM

CompactLogix L33ERM Controller

CompactLogix 1769-L36ERM

CompactLogix L36ERM Controller

SoftLogix 1783-L60

SoftLogix5800

e Tip: Firmware revisions 21 to 23 do not support the new alarms functionality.

A ° 4
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Compatible firmware

Older controllers

The following controllers with firmware revision 29 introduce support for
FactoryTalk Alarms and Events services:

Catalog number

ControlLogix 1756-L81E

ControlLogix Processor

ControlLogix 1756-L82E

ControlLogix Processor

ControlLogix 1756-L83E

ControlLogix Processor

ControlLogix 1756-L84E

ControlLogix Processor

ControlLogix 1756-L85E

ControlLogix Processor

CompactLogix 5069-L306ER

CompactLogix L306ER Controller

CompactLogix 5069-L306ERM

CompactLogix L306ERM Controller

CompactLogix 5069-L310ER

CompactLogix L310ER Controller

CompactLogix 5063-L310ERM

CompactLogix L310ERM Controller

CompactLogix 5069-L310ER-NSE

CompactLogix L306ER-NSE Controller

CompactLogix 5069-L320ER

CompactLogix L320ER Controller

CompactLogix 5069-L320ERM

CompactLogix L320ERM Controller

CompactLogix 5069-L330ER

CompactLogix L330ER Controller

CompactLogix 5069-L330ERM

CompactLogix L330ERM Controller

CompactLogix 5063-L340ER

CompactLogix L340ER Controller

CompactLogix 5069-L340ERM

CompactLogix L340ERM Controller

The following controllers with firmware revision 30 introduce support for

FactoryTalk Alarms and Events services:

Catalog number

CompactLogix 5069-L380ERM

CompactLogix L380ERM Controller

CompactLogix 5069-L3100ERM

CompactLogix L3100ERM Controller

CompactLogix 1763-L37ERMO

CompactLogix L37ERMO Controller

GuardLogix 1769-L37ERMOS

CompactLogix Safety Processor

The following controllers with firmware revision 32 introduce support for

FactoryTalk Alarms and Events services:

Catalog number

CompactLogix 5069-L46ERMW

CompactLogix 5480 Controller

Automatic Diagnostics is supported only on Compact GuardLogix 5380, CompactLogix 5380, CompactLogix 5480,
ControlLogix 5580, and GuardLogix 5580 controllers, and the firmware revision must be 33 or later.

The controller firmware revisions listed in the following table are compatible
with FactoryTalk Alarms and Events services:

Controller Firmware revision

ControlLogix

CompactLogix L3x and L4x 16.20 or higher (excluding 21 to 23)
DriveLogix

ControlLogix Redundant Systems

16.60 or higher (excluding 21 to 23)

SoftLogix

16.03 or higher (excluding 21 to 23)

These controllers also support FactoryTalk Alarms and Events services:

e Logix 5000 controllers that communicate with FactoryTalk Linx, using

Tag Alarm and Event Servers.
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e PLC-5® and SLC™ 500 controllers that communicate with FactoryTalk
Linx (or RSLinx Classic to bridge from Ethernet to DH+™ or DH-485
networks), using Tag Alarm and Event Servers.

o Third-party PLCs that communicate with OPC® Data Servers such as
KEPWare, using Tag Alarm and Event Servers.

How to get the information  ror more information about the products and components discussed in this
you need guide, the following manuals and Help files are available:

e FactoryTalk Help

¢ Studio 5000 Logix Designer Help (for help with developing a controller
project)

e Studio 5000 Logix Designer Online Books

e FactoryTalk View Site Edition Installation Guide

e FactoryTalk View Site Edition User Guide

e RSLinx Classic Help (for help with configuring drivers and creating
topics)

e RSLinx Classic Quick Start Guide

e FactoryTalk Linx Getting Results Guide

e TFactoryTalk Linx Help
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Chapter 2

Overview of FactoryTalk Alarms and Events
services

FactoryTalk Alarms and Events was introduced with FactoryTalk Services
Platform 2.0 (CPR 9) and FactoryTalk View Site Edition 5.0 (CPR 9) to provide
a common, consistent view of alarms and events throughout a FactoryTalk
system.

Beginning with FactoryTalk Alarms and Events 2.30 (CPR 9 SR 3), device-
based and tag-based servers support redundant server configuration.

IMPORTANT  FactoryTalk View version 10.00 is the last release to support the legacy HMI tag alarms.
We highly recommend that you update your alarming strategy to use FactoryTalk Alarms
and Events.

FactoryTalk Alarms and Events supports two types of alarm monitoring:

e Device-based alarms, including:
e Logix instruction-based alarms

Alarm instructions are programmed and then downloaded into
Logix 5000 controllers. The controller detects alarm conditions and
publishes the alarm information, which is routed to FactoryTalk
Alarms and Events.

e Logix tag-based alarms

Logix tag-based alarms associate alarm conditions with tags for
Logix 5000 controllers. Logix tag-based alarms monitor tag values
to determine the alarm condition, but they are not part of the logic
program and do not increase the scan time for a project. Logix tag-
based alarms are supported only on Compact GuardLogix 5380,
CompactLogix 5380, CompactLogix 5480, ControlLogix 5580, and
GuardLogix 5580 controllers.

e Server tag-based alarms

If you are not using Logix 5000 controllers, or if you do not want to use
the built-in alarms or alarm instructions that are available with the
Logix Designer application, server tag-based alarm monitoring offers
the equivalent of HMI tag alarm monitoring, but with an expanded
feature set. Tag Alarm and Event servers monitor controllers for alarm
conditions through data servers and publish event information that
can be displayed and logged. Server tag-based alarm monitoring is
supported for Logix 5000 controllers, PLC-5, and SLC 500 devices
communicating through Rockwell Automation device servers
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(FactoryTalk Linx), or for third-party controllers communicating
through OPC Data Servers.

FactoryTalk Alarms and Events:

Provides a single, integrated set of alarm information.

All participating FactoryTalk products work together to provide a
consistent way to define, manage, log, and view alarm and event
information across a FactoryTalk application.

Streamlines alarm programming and eliminates polling with device-
based alarm monitoring.

If your automation system includes Logix 5000 controllers, you can use
pre-built alarms or alarm instructions, available in the Logix Designer
application (RSLogix 5000 software version 16 or later), to simplify
coding, and then download them to the controller. Device-based alarm
monitoring eliminates the need for duplicating alarm tags in an HMI
server and requires fewer controller communication resources by
eliminating polling.

Supports other controllers in the integrated system with server tag-
based alarm monitoring.

If your automation system includes other Rockwell Automation
controllers, such as PLC-5s or SLC 500s, or if you prefer not to use the
alarms or alarm instructions with Logix 5000 controllers, software-
based tag servers monitor controllers for alarm conditions and publish
event information.

Monitors alarms and events from third-party controllers.

Server tag-based alarm monitoring also makes it possible to monitor
alarm conditions from third-party controllers, which communicate
through OPC Data Servers.

Provides accurate time stamps on alarm conditions that are generated
from Logix 5000 controllers using device-based alarm monitoring.

When you use device-based alarm monitoring, timestamps are applied
immediately in the controller and are not delayed until alarms reach an
HMI server. To make sure that the timestamps on device-based alarms
are accurate, synchronize the clocks of all controllers that produce
alarms. The event time is propagated throughout the FactoryTalk
Alarms and Events system, so inaccurate timestamps can affect where
alarms are displayed in the Alarm and Event Summary or the Alarm
and Event Banner as well as reports about the alarm and event history.
For more information about synchronizing controller clocks, see Time
synchronization on page 179.)

Subscribes to and displays diagnostic events enabled by the Automatic
Diagnostics feature of Studio 5000 Logix Designer. Automatic
Diagnostics is supported only on Compact GuardLogix 5380,
CompactLogix 5380, CompactLogix 5480, ControlLogix 5580, and
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Choose between HMI Tag
Alarm Monitoring and
FactoryTalk Alarms and
Events

GuardLogix 5580 controllers, and the firmware revision must be 33 or
later.
e Sends process data with events and messages.

You can associate up to four tags with each alarm to include process
data with event information and alarm messages.

e Secures access to alarm and event operations through integration with
FactoryTalk Security.
e Generates messages for logging.

Log messages include audit messages that track operator actions,
system-related diagnostic messages, and historical alarm and event
messages.

o Shows alarm messages and status information at runtime, in
FactoryTalk View graphic displays.

HMI tag alarm monitoring and FactoryTalk Alarms and Events are two
separate alarm monitoring systems that do not share alarm information with
each other. FactoryTalk tag-based and device-based alarm information can
only be displayed in the FactoryTalk alarm and event objects. FactoryTalk
View HMI tag alarm information cannot be displayed in FactoryTalk alarm
and event objects.

If you are already using HMI tag alarm monitoring in existing applications
you can continue using it. However, to take advantage of the new features of
FactoryTalk Alarms and Events you will need to migrate your existing alarm
monitoring system to FactoryTalk Alarms and Events.

Migrate to FactoryTalk Alarms and Events if you want to:

e Use device-based alarm monitoring. You can use a Logix 5000
controller not only to detect alarms, but also to monitor alarms. This
keeps all alarm and event processing in the controller. To use device-
based alarm monitoring, add the built-in alarm instructions, available
in the Logix Designer application (or RSLogix 5000 software version 16
or later), to a logic project and then download the project to a Logix
5000 controller. The controller detects alarm conditions and publishes
event information, which can be displayed and logged.

e Use language-switching with alarm messages. Language switching is
not supported for alarm messages when you use HMI tag alarm
monitoring in FactoryTalk View Site Edition. FactoryTalk View
Machine Edition supports language-switching with alarm messages in
version 5.0 or later.

e Take advantage of the richer feature set offered by FactoryTalk Alarms
and Events, including:

e Redundant software-based Tag Alarm and Event servers that
monitor controllers for alarm conditions through data servers and
publish event information that can be displayed and logged.
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Where to start

FactoryTalk Alarms and
Events components

16

e Configurable Alarm and Event Summary that includes the ability to
suppress alarms directly from the summary, without the use of
separate commands.

e Alarm and Event Banner, Alarm and Event Log Viewer, and Alarm
Status Explorer objects that are hosted in graphic displays. You can
use the Alarm Status Explorer to enable or disable alarms, suppress
or unsuppress alarms, shelve or unshelve alarms, and view operator
comments.

e System-wide views in the Alarm and Event Banner, rather than just
the alarms in a single HMI server exposed by the
system\AlarmBanner system tag.

Here is an overview of the sections covered in this guide:

1. Overview of FactoryTalk Alarms and Events services on page 13

Plan your system on page 25

e Set up device-based alarm monitoring

a. Define device-based alarms in Logix 5000 controllers on page 29
b. Add a device server for Logix 5000, PLC-5, or SLC 500 controllers
on page 39

e Set up tag-based alarm monitoring

a. Add an OPC data server for third-party controllers on page 47
b. Add a tag-based alarm server for Logix 5000, PLC-5, SLC 500, or
third-party controllers on page 51

Set up graphic displays on page 59
Monitor and interact with alarms at runtime on page 83

Set up historical alarm and event logging on page 101

Configure redundancy for alarms and events on page 119
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The following diagram shows a high-level view of the components of the
FactoryTalk Alarms and Events system. For more detailed information, see
FactoryTalk Alarms and Events Help.

FactoryTalk Services Platform
Alarm and Event Alarm and Event Alarm and Event FactoryTalk Security
Setup Summary Banner
Automatic Diagnostic
Database definitions Alarm Status Explorer P Sy
al
Sl
Alarm and Event Log ot
Diagnostics Viewer Viewer —
FactoryTalk View Studio Alarm history log
or FactoryTalk M5 5QL Server
Administration Console FactoryTalk View SE Client dotobose

Diagnostics and

Audit Logs
Device Server | U
alk Live
L
OPC-DA Servers
r
Device-based Server-based
alarm monitoring alarm monitoring

Logix 5000 3™.porty controllers
Alarm configuration controllers
PLC-5s, SLC 5005, Logix
5000 contrallers
Studio 5000 Logix
Designer

© Device-based alarm monitoring

With device-based alarm monitoring that are available with the Studio 5000
Logix Designer application, pre-built alarms or alarm instructions are
configured and then downloaded into a Logix 5000 controller. The controller
detects alarm conditions and notifies alarms and events services of alarm
states. Software components publish this information to a device server. From
the device server, the information can be logged to a database and monitored
from FactoryTalk View graphic displays.

Use device-based alarm monitoring with Logix 5000 controllers, programmed
with the Logix Designer application, communicating through Rockwell
Automation Device Servers (FactoryTalk Linx).
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© server tag-based alarm monitoring

If you are not using Logix 5000 controllers, or if you do not want to use the
pre-built alarming available with the Logix Designer application, server tag-
based alarm monitoring offers the equivalent of HMI tag alarm monitoring,
but with an expanded feature set. The server tag-based Alarm and Event
servers monitor controllers for alarm conditions through data servers and
publish event information for display and logging. These data servers serve
tags, or data items, contained in OPC-DA (Data Access) servers. Clients that
need access to data items, such as FactoryTalk View Studio and FactoryTalk
Transaction Manager, use data server application elements referenced from
the FactoryTalk Directory to locate the computers that are hosting OPC-DA
2.0 compliant data servers.

Use the server tag-based alarm monitoring for Logix 5000 controllers, PLC-5
devices, and SLC 500 devices communicating through Rockwell Automation
Device Servers (FactoryTalk Linx), or for third-party controllers
communicating through OPC data servers.

© FactoryTalk Alarms and Events services

Both device-based and tag-based alarms and events are published to
FactoryTalk Alarms and Events services, which then routes the information to
FactoryTalk Alarms and Events objects hosted in FactoryTalk View, the alarm
and event history log, and to diagnostic logs and audit logs.

& Alarm and Event Historian

The Alarm and Event Historian is a logging component that installs silently as
part of the FactoryTalk Alarms and Events software. It manages connections
between alarm servers and databases and logs data from each alarm server to
an alarm history database. An Alarm and Event Log Viewer allows viewing and
printing data from alarm history databases. Third-party database tools can
also retrieve, view, analyze, and print alarm history information.

To use alarm and event logging, install SQL Server separately, or use an
existing SQL Server database. See the release notes for FactoryTalk Alarms
and Events for the latest qualified versions of SQL Server.

G Diagnostic and audit logs

FactoryTalk Diagnostics routes messages generated by FactoryTalk Alarms
and Events to Local logs on the computers hosting FactoryTalk components,
and optionally to a centralized database log. Audit messages are routed to the
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Local log as well and to the FactoryTalk Audit Log if FactoryTalk AssetCentre is
installed.

© Alarm and event setup and monitoring

These components define alarm conditions, set up alarm servers, view and
interact with alarm conditions, and view and run reports on historical alarm
information:

e Alarm and Event Banner

Use the Alarm and Event Banner object, embedded in a FactoryTalk
View graphic display, to monitor and respond to the most serious
alarms requiring immediate attention.

e Alarm and Event Log Viewer

Use the Alarm and Event Log Viewer object, embedded in a
FactoryTalk View graphic display, to view, filter, and print historical
alarm information stored in SQL Server databases.

e Alarm and Event Summary

Use the Alarm and Event Summary object, embedded in a FactoryTalk
View graphic display, to acknowledge, disable, suppress, filter, and sort
alarms during runtime.

e Alarm Status Explorer

Use the Alarm Status Explorer object, embedded in a FactoryTalk View
graphic display, to enable or disable alarms, suppress or unsuppress
alarms, shelve or unshelve alarms, and view operator comments.

e Automatic Diagnostic Event Summary

Use the Automatic Diagnostic Event Summary object, embedded in a
FactoryTalk View graphic display, to suppress, unsuppress, filter, and
sort diagnostic events during runtime.

e Alarm Server Setup

Use either FactoryTalk View Studio or FactoryTalk Administration
Console to add Rockwell Automation Device Servers (as part of
configuring FactoryTalk Linx data servers) and Tag Alarm and Event
Servers to a FactoryTalk application.

e Database definitions

Use database definitions to define logging options from an alarm
server to a SQL Server database.

e Diagnostics Viewer

Use the Diagnostics Viewer to view, filter, and export system-
generated diagnostic messages. Run the Diagnostics Viewer from
either FactoryTalk View Studio or FactoryTalk Administration Console.

e FactoryTalk Audit Log
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Use the FactoryTalk Audit Log to view and manage audit messages
routed by FactoryTalk Diagnostics. To access the Audit Log, use
FactoryTalk AssetCentre software.

About monitoring for alarm  vou can monitor for alarm conditions in either of two ways--using device-

conditions based alarm monitoring, or server tag-based alarm monitoring.

About device-based alarm  With device-based alarm monitoring, detection and monitoring for alarm

conditions are both done in the controller. This is in contrast to server tag-

o e
mOI'IItOI'II'Ig based alarm monitoring, where alarm detection occurs in the controller, but
alarm monitoring is performed by software-based servers.
.
Device-based alarm I PO
monitoring workflow e or ¥ b et B  crerstors interact

Alarm and Event objects

¢ ¥ 1" with alarms (for
embedded in graphic [ example,
displays in FacboryTalk View acknowledge,
suppress) from
I graphic displays
Device server notifies e
FactoryTalk Alarms and .
Events services of alarm V

state changes
Alarmm and Event

History Ing

e
I 0 Controller detects alarm

conditions and notifies device
. server of changes in alarm
states

ASLogix 5000 alarm -

instructions are programimid i
and then downloaded into
the controller

o Alarm instructions or alarms are programmed and then downloaded
into a Logix 5000 controller.

e The controller detects alarm conditions and notifies its device server,
FactoryTalk Linx, of alarm states.

e The device server extracts alarms and publishes the information to
FactoryTalk Alarms and Events services.

e FactoryTalk Alarms and Events services routes the alarm information to
logs and to Alarm and Event objects embedded in graphic displays in
FactoryTalk View.

= Operators interact with alarms through objects embedded in graphic
displays, such as Alarm and Event Summary, Alarm and Event Banner, and
Alarm Status Explorer.

This approach offers a number of benefits over generic methods of alarm
detection:
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About server tag-based

alarm monitoring

Server tag-based alarm
monitoring workflow

e Alarm instructions are programmed only once, and then downloaded
to the controller, reducing programming effort and errors.

e Alarm conditions are detected more quickly.

e Real-time alarming is performed in the controller.

e HMI tags or alarms in a Tag Alarm and Event Server are not required,
reducing overhead and potential tag-mapping errors.

e Alarm states are managed, processed, and preserved by controllers,
even if a server goes down.

e Data polling is eliminated; alarm status is communicated only when
state changes, reducing network overhead and controller processing,
and improving overall system performance.

e Time stamps on alarm conditions are more accurate, because they are
applied in the controller, and not delayed until they reach the HMI
software or Tag Alarm and Event Server. Because device-based alarms
are stamped with the controller’s time, all controllers producing
alarms must have their clocks synchronized. The event time is
propagated throughout the FactoryTalk Alarms and Events system, so
inaccurate time stamps can affect where alarms are displayed in the
Alarm and Event Summary or the Alarm and Event Banner as well as
reports based on the alarm and event history. For more information
about synchronizing controller clocks, see Time synchronization on

page 179.
HMI tag alarm monitoring, offered by FactoryTalk View Site Edition (SE),

and tag-based alarm monitoring, offered by FactoryTalk Alarms and Events,
are both examples of software-based alarm monitoring.

Software-based alarm monitoring is a generic way of monitoring alarms from
legacy or third-party controllers.

With software-based alarm monitoring, alarm detection occurs in the
controller, but alarm monitoring is performed by software-based servers.

Using FactoryTalk
. View SE Chents,
| operators interact

e
with alarms (for
F example,
acknowledge,

suppress) from

-
graphic displays
e

Alarm and Event
History log

FactoryTalk Alarms and
Events services routes alarm
information to logs and bo
Alarm and Event objects
aembedded in graphic
displays in FactoryTalk View

Tag alarm and Event Server
polls controller to monitor
alarms and thon notifies
users of alarm conditions

* N

Lagle in & controller is
programmed bo detect
problems and latch fault
conditions in controllar tags
or addresses

Rockwell Automation Publication FTAE-RMOOTM-EN-E - March 2021 2



Chapter 2 Overview of FactoryTalk Alarms and Events services

o Logic in a controller is programmed to detect problems and latch alarm
conditions in tags.

e Alarm conditions are defined through software hosted by FactoryTalk
View Studio or FactoryTalk Administration Console.

e A Tag Alarm and Event Server polls controller tags and notifies clients,
including FactoryTalk Alarms and Events, of alarm conditions.

e FactoryTalk Alarms and Events services routes the alarm information to
logs and to Alarm and Event objects embedded in graphic displays in
FactoryTalk View.

8 Using FactoryTalk View SE Clients, operators interact with alarms
(acknowledge, disable, suppress, and other commands) from graphic displays,
such as the Alarm and Event Summary, the Alarm and Event Banner, and the
Alarm Status Explorer.

This approach has several disadvantages:

e Programming is required in both the controller, and the HMI software
or Tag Alarm and Event Server.

e Tags must be duplicated in the HMI server and mapped to the
controller. For Tag Alarm and Event Servers, controller tags must be
mapped to alarms--which can be a tedious, error-prone process.

e Alarms are detected and processed twice, first in the controller logic
and then again in the HMI software or Tag Alarm and Event Server.

e Polling between the HMI server or Tag Alarm and Event Server and
controller tags increases network overhead.

e Alarm time stamps are delayed because they are applied by the HMI
server or Tag Alarm and Event Server after polling and processing,
rather than immediately when they occur. Time stamps are not
synchronized among multiple alarm servers.

e Alarm acknowledge and enable states are held in the computer, and
not in the controller. If the computer fails, alarm state information is
lost.

Choose between device- Use device-based alarm monitoring with:

based and server tag-based e Logix 5000 controllers, using downloaded alarms or alarm instructions
alarm monitoring programmed with the Logix Designer application (or RSLogix 5000
software version 16 or later)

Use server tag-based alarm monitoring with:

e Logix 5000 controllers
e PLC-5, SLC 500 devices
e Third-party controllers that communicate through OPC Data Servers
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Graphic objects in

FactoryTalk Alarms and

Events

FactoryTalk Alarms and Events graphic objects are on the Objects menu in the

graphics editor in FactoryTalk View Site Edition. The HMI tag alarm
monitoring objects remain available for compatibility with existing
applications.

To do this

In HMI tag alarm monitoring, you do it this
way

With FactoryTalk Alarms and Events, you
do it this way

Acknowledge, disable, suppress,
filter, and sort alarms at runtime

HMI Tag Alarm Summary

Alarm and Event Summary

Enable or disable alarms,
suppress or unsuppress alarms,
and view operator comments

HMI Tag Alarm Summary (suppress only, using
the Execute feature)

SuppressOn and SuppressOff commands
Suppressed list

Alarm and Event Summary (suppress only; to
unsuppress alarms, use the Alarm Status
Explorer)

Alarm Status Explorer

Monitor and respond to the most
serious alarms that require
immediate attention

Alarm system tags

Alarm and Event Banner

View, filter, and print historical
alarm information

HMI Tag Alarm Log Viewer

AMlarms are logged to a proprietary format, and
can be exported to an 0DBC-compliant
database.

Alarm and Event Log Viewer
Historical alarm information is stored in
Microsoft SQL Server databases.
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Decide what type of
application you are building

Plan your system

Before you build and deploy FactoryTalk Alarms and Events as part of a local
or network application, consider which computer hardware and operating
systems you plan to use, and where to install the various hardware and
software components. The information in this chapter offers some guidelines
as you begin planning. See also Required software on page 9 and
Recommended hardware and supported operating systems on page 9.

You must decide whether you are building a local station application or
network station application on a stand-alone computer, or a network
distributed application distributed across multiple computers. This system
configuration guide primarily discusses how to install, configure, and use
software on a stand-alone system.

IMPORTANT  FactoryTalk Alarms and Events is not supported for use with FactoryTalk View Machine
Edition.

o Network distributed applications are held in a FactoryTalk Network
Directory. Participating software products can be located on multiple
computers, distributed across a network. All of the computers
participating in a particular network distributed application share a
common Network Directory Server located on a network computer.
See Typical distributed system on a network on page 189 fora
graphical overview.

The application you create in the Network Directory can be divided
into any number of areas. Each area can contain one or more sub-areas
and one or more data servers. Each area or sub-area can contain only
one HMI server. A network distributed application supports
FactoryTalk Alarms and Events redundancy.

o Network station applications are held in a FactoryTalk Network
Directory. All participating software products (except for data servers)
must be installed on the same computer. Network station applications
can connect to data servers that are located on different machines. All
of the computers participating in a particular network station
application share a common Network Directory Server located on a
network computer. See Typical stand-alone system on page 27 for a
graphical overview.

The application you create in the Network Directory can be divided
into any number of areas. Each area can contain one or more sub-areas
and one or more data servers. A network station application consists of
only one HMI server. You can add the HMI server in the root area or
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Decide what type of alarm

monitoring you need

Follow these steps
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within the areas you have created. A network station application
supports FactoryTalk Alarms and Events redundancy.

Local station applications are suitable for self-contained, stand-alone
processes that do not interact with other processes or systems. Local
station applications are held in a FactoryTalk Local Directory and are
accessible only from the local computer where they reside. Even if the
computer is connected to a network and even if a network application
resides on the same computer, the applications you create in the
FactoryTalk Local Directory remain self-contained and do not share
data or project elements.

Local station applications do not support areas, and all application
components and participating software products are located on a

single computer. See Typical stand-alone system on page 27 for a
graphical overview.

IMPORTANT  To use FactoryTalk Alarms and Events with a local station application, install all
software on the same computer.
FactoryTalk Alarms and Events redundancy is only supported in network station
applications and network distributed applications.

FactoryTalk Alarms and Events supports two types of alarm monitoring:

¢ Device-based alarm monitoring

Built-in alarms or alarm instructions, that are available in the Logix
Designer application (RSLogix 5000 software version 16 or later), are
programmed in a logic project and then downloaded to a Logix 5000
controller. The controller detects alarm conditions and publishes event
information, which can be displayed and logged.

Server tag-based alarm monitoring

Software-based tag alarm and event servers monitor controllers for
alarm conditions through data servers and publish event information,
which can be displayed and logged. Tag-based alarm monitoring is
supported for Logix 5000, PLC-5, and SLC 500 devices communicating
through Rockwell Automation device servers (FactoryTalk Linx), or for
third-party controllers that communicate through OPC Data Servers.

You can use a mix of both types of alarm monitoring. Choose server tag-based
alarm monitoring if you do not want to change the logic in your
programmable controllers, or if you do not want to update the firmware in
Logix 5000 controllers.

Follow these steps to plan your system:

e Determine network configuration
e Install and activate FactoryTalk View software

@ '"x": Tip: FactoryTalk Services Platform and FactoryTalk Alarms and Events software is installed
& along with FactoryTalk View and FactoryTalk Linx software.

e Install FactoryTalk Linx software
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What you need

Install and activate
FactoryTalk software

Typical stand-alone system

e Install RSLinx Classic software

e Install and activate RSLogix software

e Update Logix 5000 firmware to V16 or later (optional if using Tag
Alarm and Event Servers)

¢ (optional) Install Microsoft SQL Server 2014 SP3 Express

o Decide what type of application you are building.

o Decide what type of alarm monitoring you need.

e Install and activate FactoryTalk software.

e Update Logix 5000 firmware to revision 16.20 or later (excluding 21 to
23), if you plan to use device-based alarm monitoring and alarm
instructions that are built into Logix 5000 controllers. If you do not
plan to use device-based alarm instructions, you can skip this step and
use tag-based alarm monitoring with a Tag Alarm and Event Server
instead.

Follow these procedures to install and activate the software products required
for FactoryTalk Alarms and Events.

IMPORTANT ' This quide describes how to set up a local station application. The procedure to set up a
network station application or network distributed application is similar. This guide
provides additional information about the two applications where it is necessary. See also
Reference for building a distributed system on page 189.

For more information about each software product, see its respective product
Help.

To use FactoryTalk Alarms and Events with a local station application or a
network station application as part of a stand-alone FactoryTalk system,
install all software on the same computer. Use this diagram only as a starting
point--your own system will vary.

FactoryTalk Services Platform
FactoryTalk Administration Console

FactoryTalk Activation Manager
FactoryTalk Alarms and Events

FactoryTalk View Site Edition
FactoryTalk View Studio

RSLinx Classic
FactoryTalk Linx

Studio 5000 Logix Designer

Microsoft SQL Server

Logix 5000 controllers
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Install FactoryTaIk software For specific installation instructions, refer to the installation guide for each
product.

e To develop or run local station applications, install all the necessary
software components on one computer.

e To develop or run network station applications, install all the necessary
software components (except for data servers) on one computer.
Network station applications can connect to data servers that are
located on different machines.

e To develop or run network distributed applications, install different
combinations of software on each computer, depending on your
needs. For more information, see FactoryTalk Help. Click Start > All
Programs > Rockwell Software > FactoryTalk Tools > FactoryTalk
Help.

IMPORTANT ' This quide provides additional information about network distributed applications
or network station applications where it is necessary.

To set up a FactoryTalk system, install the following software:

e TFactoryTalk Services Platform

e TFactoryTalk Activation

e TFactoryTalk View Site Edition

e FactoryTalk Linx

e RSLinx Classic

e The Studio 5000 Logix Designer application (known previously as
RSLogix 5000 software)

e Update Logix 5000 firmware to revision 16.20 or later (excluding 21 to
23). If you plan to use device-based alarm monitoring see Decide what
type of alarm monitoring you need on page 26.

@ '"‘“‘: Tip: To take advantage of the new alarms functionality in the v24 firmware, we recommend you
N nstall FactoryTalk Services Platform v2.71 or later and update your contraller firmware to
revision 24 or later.

Install Microsoft SQL Server If you plan to log historical alarm and event messages to a database, you must
install Microsoft SQL Server software on the computer you want to use for
logging. If you do not have Microsoft SQL Server software installed, see Install
Microsoft SQL Server 2014 SP2 Express on page 165.

I '"ﬁ\. Tip: If you already have Microsoft SQL Server installed, you may need to change the configuration
27 options to log alarm and event messages. For configuration instructions, see Use an existing Microsoft
SOL Server database on page 169.
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Alarm buffering during loss
of connection to the
controller

Define device-based alarms in Logix 5000
controllers

To set up device-based alarm monitoring, you program alarms or alarm
instructions that are available with the Logix Designer application (RSLogix
5000 software version 16 or later), and download them to a Logix 5000
controller. The controller detects alarm conditions and notifies alarms and
events services of alarm states. Software components publish this information
to a device server, where it can be logged to a database, and interacted from
FactoryTalk View graphic displays.

FactoryTalk Alarms and Events can handle many different types of alarms.
The controller limits the alarms to Logix tag-based alarms and instruction-
based alarms. The instruction-based alarms include digital and analog alarms.
An analog alarm instruction monitors two types of alarm conditions: Level
and Rate of Change. A server tag-based alarm supports three alarm types:
Digital, Level, and Deviation.

Logix tag-based alarms associate alarm conditions with tags for Logix 5000
controllers. Logix tag-based alarms monitor tag values to determine the alarm
condition, but they are not part of the logic program and do not increase the
scan time for a project.

@ '"x": Tip: Logix tag-based alarms are supported only on Compact GuardLogix 5380, CompactLogix 5380,

& CompactLogix 5480, ControlLogix 5580, and GuardLogix 5580 controllers.
A digital alarm instruction is based on the input rung state (in ladder logic) or
on the alarm input (for function block). The trigger condition compares the
value of the tag to either zero or one.

An analog alarm defines a condition that evaluates a single analog tag against
up to four limit values (high-high to low-low) and up to two rate of change
limits (positive and negative).

@ ) Tip: If your FactoryTalk application does not include Logix 5000 controllers, or if your controllers are not

& programmed with the alarm instructions included in the Logix Designer application (RSLogix 5000
software version 16 or later), see Add an OPC Data Server for third-party controllers on page 47 and Add
a tag-based alarm server for Logix 5000, PLC-5, SLC 500, or third-party controllers on page 51.

To receive device-based alarms, the alarm server (FactoryTalk Linx)
establishes a subscription to the alarms in the Logix controller. The controller
maintains a connection to each subscriber and monitors the status of that
connection.
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As alarm state changes occur, the controller caches information such as
timestamps, alarm state and associated tag values, and transmits the
information to all of the subscribers.

If any subscriber fails to confirm the receipt of the alarm information, or if the
connection to a subscriber is not good, the controller stores the undelivered
alarm information in a 100 KB buffer. Each subscriber has its own buffer and
communication problems with one subscriber do not interfere with alarm
delivery to other subscribers. When the buffer is full, newer alarm
information is discarded and a FactoryTalk Diagnostics message is logged.
The buffer is created when the subscriber establishes its initial connection,
and is maintained for a length of time after a subscriber loses its connection.
The length of time is specified in the Buffer Timeout setting on each
FactoryTalk Linx device shortcut. See step 3, "Create a new shortcut to the
controller,” in Add a device server on page 39.

IMPORTANT  Firmware revision 21 to revision 23 do not support the new alarms functionality. The
buffer timeout setting is not available to controllers with firmware revision 24 or later. For
controllers with version 20 or earlier, we recommend that you do not change the default
buffering time unless instructed by Technical Support.

Before you begin e Review Plan your system on page 25.
e Verify that you have installed and activated the software listed in the
next section under What you need on page 30.
e Verify that the Logix 5000 firmware has been updated to revision 16 or
later (excluding revisions 21 to 23).

@ '"‘“‘: Tip: To take advantage of the new alarms functionality in the revision 24 firmware, we
2 recommend you install FactoryTalk Services Platform software version 2.71 or later, and update
your controller firmware to revision 24 or later.

What you need e Logix Designer application (RSLogix 5000 software)
e ControlFLASH
e RSLinx Classic

Follow these steps Follow these steps to define a digital or analog alarm:

e Plan your system

e Run Studio 5000 Logix Designer software

e Create a project

e Foradigital alarm, define a boolean tag or a rung state on which to
alarm

For an analog alarm, define a analog tag on which to alarm

e Add adigital or analog alarm instruction

e Configure the digital or analog alarm properties
e Downland the project to the controller

e Test the alarm instruction

e Add adevice server

e Add adataserver
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Define a Logix tag-based
alarm

Create an alarm definition

Use Logix tag-based alarms to send alerts about specific events or conditions.
Logix tag-based alarms are similar to instruction-based alarms that are
created using alarm instructions (ALMA and ALMD), but Logix tag-based
alarms do not affect the scan time of the project.

@ '"x“-: Tip: Logix tag-based alarms are supported only on Compact GuardLogix 5380, CompactLogix 5380,
& CompactLogix 5480, ControlLogix 5580, and GuardLogix 5580 controllers.

To define a Logix tag-based alarm:

1. On the Controller Organizer, expand the Alarm Manager folder, right-
click Alarms, and select New Alarm.

To create an alarm in Tag Editor or in the Ladder, Sequential Function
Chart, Function Block, or Structured Text editors, right-click a tag and
select Add Alarm for [tag].

2. In the Name box, enter a name for the alarm.

3. In the Input box, add the input tag for the alarm. If you launch the
New Alarm dialog box from a logic editor, the Input box is populated
with the tag that you right-clicked.

4. To enable the alarm, select the Required to be used and evaluated
check box. All new alarms are disabled by default.

5. Adjust other alarm settings as necessary.

An alarm definition is associated with an Add-On Instruction (AOI) or a
defined data type. When a tag is created using a data type or an AOI that has
alarm definitions, alarms are created automatically based on the alarm
definitions.

You can create an alarm definition for the following components:

e Any scalar tag or parameter of an AOL.

e Any scalar member of a user-defined data type (UDT).

e Any scalar member of a system-defined data type (SDT).
e Any scalar member of a module-defined data type (MOT).

When a tag uses a data type that has alarm definitions associated with it,
alarm conditions are automatically added for the tag based on its alarm
definitions.

When an AOI is based on an AOI definition, alarm conditions are
automatically added for the AOI instance based on the alarm definitions
associated with the AOI definition.

To create an alarm definition:

1. On the Controller Organizer, expand the Alarm Manager folder, right-
click Alarm Definitions, and select New Alarm Definition.
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You can also right-click a scalar tag or parameter of an AOI or a scalar
member of a data type and select Add Alarm Definition.

2. In the Name box, enter a name for the alarm definition.

3. When creating an alarm definition for a UDT or AO], in the Input box,
add an input tag. When creating an alarm definition for a data type,
add a data type member in the Input box.

4. To enable all instances of the alarm, select the Required to be used and
evaluated check box. All new alarms definitions are disabled by
default.

5. Adjust other settings as necessary.

Download the program to You can download the program containing the Logix tag-based alarm to the
controller and test the alarm controller and then use FactoryTalk View to test the alarm.

1. Ifitis notalready running, start RSLinx Classic to establish
communications between the controller and the Logix Designer
application (RSLogix 5000 software version 16 or later).

2. On the Logix Designer application menu, click Communications >

Who Active.

3. Select the controller to which you want to download the project.

4. Click Download. At the prompt, click Download again. The controller

is placed in Program mode.
5. To switch the controller to run mode, click Communications > Run
Mode.

6. To test the alarm, in FactoryTalk View Studio, create a FactoryTalk
Alarms and Events graphic object (for example, Alarm and Event
Summary) to read Logix tag-based alarms with the fully qualified

name.
Define an instruction-based Digital tags are either on or off. They have states instead of limits. The alarm
alarm: d|g|ta| trigger condition compares the value of the tag to the configured alarm state.

An alarm can be triggered if the digital alarm is in one of these two states:

e The rung evaluation or input tag is equal to zero

e The rung evaluation or input tag is not equal to zero

@ ““-: Tip: If your FactoryTalk application does nat include Logix 5000 contrallers, or if your controllers

N arenot programmed with the alarm instructions included in the Logix Designer application
(RSLogix 5000 software version 16 or later), see Add an OPC Data Server for third-party
controllers on page 47 and Add a tag-based alarm server for Logix 5000, PLC-5, SLC 500, or
third-party controllers on page 51.

Configure the digital alarm  Tu;s example uses the ladder logic editor that comes with the Logix Designer
and download to the application (RSLogix 5000 software) to define a digital alarm. You can also
controller configure digital alarms in function blocks or structured text.

Step 1. Create a rung of logic that will trigger the alarm

1. Create a new project with default settings. In this example, we use
West_Plant_Controller.
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2. In the left pane, expand the folders Tasks > MainTask > MainProgram,
and then double-click MainRoutine.
3. On the Language Element toolbar, click the Examine-on instruction

button il to add it to a rung on the ladder project.
4. At the top of the Examine-on instruction, click the question mark to
select it. On the File menu, click New Component, and then click Tag.
5. In the New Tag dialog box, type a name for the tag, choose BOOL as
the data type, and then click Create.

In our example, we name the tag alarm_active.

Step 2. Add a digital alarm instruction to the rung
1. Onthe Language Element toolbar, click the Alarms tab, and then click
the ALMD button ﬂl. The instruction block is placed in the ladder
logic.
2. Inside the alarm instruction, beside ALMD, select the question mark.
3. On the File menu, click New Component, and then click Tag.

4. In the dialog box that opens, type a name for the digital alarm tag, and
then click Create.

In our example, we named the tag DigitalAlarma.

Step 3. Specify a tag for each of the digital alarm’s operands,
or just enter 0

1. Inside the alarm instruction, select the ProgAck operand.

2. On the File menu, click New Component, and then click Tag.

3. In the New Tag dialog box, type a name for the tag, select BOOL as the
data type, and then click Create.

In our example, we named the tag DigitalAlarmi_Ack. For details
about using the New Tag dialog box, click Help.
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4. Create tags for the ProgReset, ProgDisable, and ProgEnable operands.
When you are finished, the alarm instruction should resemble the one
shown here:

[E] MainProgram - MainRoutine*

t] 5558 5[] [ 8 [s | o

alarm_active AL AT

F Driggital &larmm

ALMD DigitalAlarml |:| HCInAlarm —

Proghck Digital&larm1 _Ack
& {Shelved—

ProgReset Digitalslarm! _Reset
& HSuppressed i —

ProgDisable Digital&larm1 _Disable
0& {Dizabled —

[aigale| TSI DigitalAlarm _Enable

|»

=)
Ly

HCInztructF aut —
hinCurationPRE 0+
hinCuration&oC 0+

(End)

MainRoutine* [
Al KN ol

Step 4. Configure the properties of the new digital alarm tag

1. Inside the alarm instruction, click the Browse button (...).

2. In the ALMD Properties dialog box, specify configuration settings, and
then click OK. For help with specifying configuration settings, click
Help.

/\ Tip: To create a text message with embedded variables for each alarm, click the Message box

27 Browse button(...). At runtime, these messages appear in Alarm and Event graphic objects,
such as the Alarm and Event Summary. The maximum length of an alarm message is 255
characters. When importing alarm messages, the Logix Designer application (or RSLogix 5000
software) will verify the message length and display a warning if the alarm message exceeds
the character limit.

Step 5. Download the program containing the ladder logic to the
controller

1. Ifitis notalready running, start RSLinx Classic to establish
communications between the controller and the Logix Designer
application (RSLogix 5000 software version 16 or later).

2. On the Logix Designer application menu, click Communications >

Who Active.

3. Select the controller to which you want to download the project.

4. Click Download. At the prompt, click Download again. The controller

is placed in Program mode.
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Step 6. Test the alarm instruction by switching to run mode and

triggering the alarm

1. On the Logix Designer application menu, click Communications > Run
Mode. Click Yes to switch the controller to run mode.

File Edit Wiew Search Logic Communications Tools

@ Logix Designer - West_Plant_Controller [1756-L75 28.11]*
Window  Help

SEEIETREEEE

BN

Path: | AB_ETH-1410.224.111.2074B ackplane\1

Hem Run m ¥ Run Mode
Mo Forces = Controller O, ?
orage OF,

Mo Edits I 140 Mat Present
Fedundarcy ) :

A rilil] sl ool
4| » [ Favorites

Controller Tags

[27 Controller Fault Handler
[ Powser-Up Handler
=5 Tasks

E‘% MainTask

S
Parameters and Local Tags

Diigital Alarm
ALMD
Progack

Dricyit =

ProgReset Digyit =l &

oDz glae 4 Din

2. To trigger the alarm, right-click the contact on the rung (the one
named alarm_active), and then click Toggle Bit. The contact should
change from a blue highlight to a green highlight.

[El MainProgram - MainRoutine

El %lﬁéll—g—;l@l IE ab |ub... vl ﬂl Lle.:.zle.zil It'—l"lzl wlﬁl

{End)

Ak

MainRoutine
ainProgram

-

Edit "alarm_active" Properties
Find &l "alarm_active"
Go To Cross Reference For “alarm_ackive"

Manitor "alarm_active"

Trend "alarm_active"
S Cut Instruction Chrl+3
Copy Instruction ChrlHC
B Paste Chrl+
Delete Instruckion Dl
Add Ladder Element. .. Alk+Ins
& Edit Main Operand Description Chrl+D
Save Instruction Defaulks
Clear Instruction Defaults
Toggle Bit Chrl+T
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Step 7. Finish creating alarms, and next steps

e Define additional digital alarms or analog alarms, using either ladder
logic, function blocks, or structured text, and download the logic to the
controller.

e When you finish defining alarms, create a device-based alarm server,
and then configure it to subscribe to events detected by the Logix 5000
controller. See Add a device server for Logix 5000, PLC-5, or SLC 500
controllers on page 39 for instructions.

Define an instruction-based A, analog alarm defines a condition that evaluates a single analog tag against

alarm: analog

up to four limit values (high-high, hi, low, and low-low) and up to two rate of
change limits (positive and negative).

I '"“"xl Tip: If your FactoryTalk application does not include Logix 5000 controllers, or if your controllers are not

2 programmed with the alarm instructions included in the Logix Designer application (RSLogix 5000
software version 16 or later), see Add an OPC Data Server for third-party controllers on page 47 and Add
a tag-based alarm server for Logix 5000, PLC-5, SLC 500, or third-party controllers on page 51.

Configure the analog alarm  Ty;s example uses the Function Block editor that comes with the Logix

and download it to the
controller

36

Designer application (RSLogix 5000 software). You can also configure analog
alarms in ladder logic or structured text.

Step 1. Define a new routine

1. Create a new project with default settings. In this example, we use
East_Plant_Controller.

2. Expand the Tasks folder in the left pane, right-click MainProgram,
click Add, and then click New Routine.

3. In the New Routine dialog box, type a name for the routine. We use
alarm_active.

4. Inthe Type list, click Function Block Diagram.

5. Select the Open Routine check box, and then click OK. The new routine
appears in the Tasks folder under MainRoutine and the routine opens
on the right side of the Logix Designer window.

Step 2. Build the function block logic

1. Toadd an alarm block, go to the tabs in the center right area (Favorites,
Add-On, and so on) as shown in the following illustration. Scroll to the
right, and then click the Alarms tab.

2. On the toolbar, click the ALMA button M to add an Analog Alarm
block.

3. Using the same Alarm objects on the Language Element toolbar, click

the Input Reference icon RI
4. Right-click the single question mark inside the symbol and then click
New Tag.
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5. In the New Tag dialog box, type a name for the tag and then click
Create.

In this example, we use AnalogAlarmi. The screen should resemble the
one shown in the following illustration:

E MainProgram - alarm_active®
| Blzl#| D] 2] & *| »|E
J Sheet |1 j of 1 I ‘
A | BV
ALMA_D1 <
ALME I
1 Analog Alarm &
a 1
dn HHinalarm [ ,’
Hin&larm EIIII
LinA&larm IID ;
LLInAlzrm EIIII
- ROCPosinalarm [ b
ROCNeginAlarm 1 (
Suppressed III:I
HH=helved EIIII
HZhelved IID
2 LShelved [0
1] ’
LLShelved IID
ROCPozEhelved EIIII ,1‘
ROCHegShelved [0
o
Dizabled @ !
alarm_active* [ J

6. Connect the input reference block to the Input of the ALMA block, as
shown in the following illustration, by dragging the block's contact
point to the contact point on the ALMA block.

Step 3. Configure the properties of the alarm block

1. Click the Browse button (...) on the alarm block.

2. In the ALMA Properties dialog box, set the Input Levels as shown in
the following illustration and then click OK. To require that an
operator acknowledge the alarm at runtime, make sure the
Acknowledgement Required check box is selected.

ﬁ Tip: To enter alarm messages and add variables for analog alarms, select the Messages tab. To

Y createatext message with embedded variables, click the Browse button (...) beside the Level
field, or beside the Rate of Change field. At runtime, alarm messages are displayed in Alarm
and Event graphic objects such as the Alarm and Event Summary.
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Step 4. Add a JSR instruction to the MainRoutine to run the function

block

1.
2.

Double-click MainRoutine to open it.
Right-click the first rung and then click Add Ladder Element.

3. Inthe Add Ladder Element dialog box, scroll down to the Program

Control folder and then double-click the folder to expand the list of
controls.

Select JSR and then click OK.

In the JSR instruction, double-click Routine Name and then click
alarm_active.

On the toolbar, click the Save button =] to save the configuration.

Step 5. Download the program to the controller

1.

If it is not already running, start RSLinx Classic to establish
communications between the controller and the Logix Designer
application (RSLogix 5000 software version 16 or later).

On the Logix Designer application menu, click Communications >

Who Active.

Select the controller to which you want to download the project.

Click Download. At the prompt, click Download again. The controller

is placed in Program mode.

To switch the controller to run mode, click Communications > Run

Mode.

Step 6. Finish creating alarms, and next steps

Define additional digital alarms or analog alarms using either ladder
logic, function block, or structured text, and download the logic to the
controller.

When you finish defining alarms, create a device-based alarm server,
and then configure it to subscribe to events detected by the Logix 5000
controller. See Add a device server for Logix 5000, PLC-5, or SLC 500
controllers on page 39.
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Add a device server to your application to use:
e Device-based alarms in Logix 5000 controllers.
e Tag-based alarms in PLC-5, SLC 500, or Logix 5000 controllers.

Before you begin e Ifyouare using device-based alarms, define your alarms, as described
in Define device-based alarms in Logix 5000 controllers on page 29.

e Ifyou are using tag-based alarms, you create a controller program to
detect alarm conditions, and then associate those conditions with tags
that are monitored by the FactoryTalk Tag Alarm and Event Server.

What you need e FactoryTalk Linx
e TFactoryTalk View Studio or FactoryTalk Administration Console

I '"“"': Tip: This guide uses FactoryTalk View Studio to define a device server. You can also use
& FactoryTalk Administration Console. For more information, in the FactoryTalk Administration
Console menu bar, select Help > Contents.

Follow these steps Follow these steps to add a device server:

e Define alarms
e Start FactoryTalk View Studio and open a Site Edition local application
e Add a new device server
e Configure the device server properties
e Open the Communication Setup editor
e Create a new shortcut to the Logix 5000 controller and configure
settings
e Setup graphic displays
e Setup historical alarm and event logging
Add a device server In this section, you will create a Rockwell Automation device server

(FactoryTalk Linx) and then configure it to subscribe to alarms that will be
detected by a Logix 5000 controller.

IMPORTANT  If you are using third-party controllers, you do not need a device-based alarm server.
Instead, go to Add an OPC Data Server for third-party controllers on page 47.

Step 1. Create an application in FactoryTalk View Studio

This example shows how to create a local station application.
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1. To start FactoryTalk View Studio, click Start > All Programs > Rockwell
Software > FactoryTalk View > FactoryTalk View Studio.
2. In the Application Type Selection window, select View Site Edition
(Local Station) and then click Continue.

IMPORTANT  FactoryTalk Alarms and Events is not supported for use with FactoryTalk View
Machine Edition.

3. In the New/Open Site Edition (Local Station) Application dialog box,
click the New tab.

5 x
§_‘1 Mew/Cpen Site Edition (Local Station) Application
Mew Existing
Application name: My Local Site
Description:
Language: English (United States), en-LIS

Import..

4. In the Application name field, type a name for the new local station
application. In this example, we name the application My Local Site.

5. Leave the Description field blank, or type a description for the
application. For example, you can use this field to record revisions to
the application, or contact information for technical support.

6. Ifitis notalready selected, select the default language for the
application. This is the language in which you are creating the

application.
Click Create.
8. In the Add Controller Instruction Faceplates dialog box, click Clear All
and then click OK.
Add Controller Instruction Faceplates S
Select the dizplay types to add to the project:
Alarm - ALM [3 dizplays) Totalizer - TOT [3 dizplays)
Alarm Analog - ALMA [3 displays) Intermal bodel Control - IMC
Alarmn Digital - ALMD [3 dizplays) Coordinated Contral - CC (7

Dizcrete 2-5tate Device - D250 [2 displays) Modular Multivariable Cantre
Dizcrete 3-5tate Device - D350 (2 displays)

Enhanced PID - PIDE (B displays]

Enhanced Select - ESEL [2 displays]

Help - Help Browser [1 display]

FPhase Manager - Phasetanager (1 display)

Famp Soak - RMPS [3 displayz]

Select Al Clear &l

| Dizplay this dialog when creating a new application.

ok Cancel Help
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(@) Tip: If you have cleared the Display this dialog when creating a new application check box,

27" the Add Controller Instruction Faceplates dialog box does not open automatically. To open it
manually, in the Explorer window right-click the HMI server, and then select Add Controller
Instruction Faceplates.

Step 2. Configure the device server

1. In the Explorer window, right-click the new application My Local Site,
point to Add New Server, and then click Rockwell Automation Device
Server (FactoryTalk Linx).

2. In the FactoryTalk Linx Server Properties dialog box, click the General
tab, type a name for the new server, and then click Apply. In this
example, we name the server FTAE Server. Leave this dialog box open
for the moment.

FactoryTalk Linx Server Properties X

General  plams and Events

MName
| FTAE Server

Description

Computer hosting the FactoryTalk Linx server:

localhost

3. Do one of the following:

e Ifyou plan to use tag-based alarms, you can skip the rest of the steps
in this section, and go on to the next major step: "Step 3. Create a
new shortcut to the controller.” Click OK to close the FactoryTalk
Linx Server Properties dialog box.

e Ifyou are using built-in alarm instructions in Logix 5000
controllers, continue with the steps in this section.
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4. On the Alarms and Events tab, select the Enable alarm and event
support check box.

FactoryTalk Linx Server Properties d

General Redundancy Alams and Events

& Enable alarm and event support
Priorities
[] Enable server-assigned priorties

Severty Range
Pricrity Low High

Urgent 751

1000
High 501 750
Medium 251
Low @

Alam and Event History
] Enable histary
Databasze definttion:

Computer name:

Database name:

Cache file path:
C:\ProgramData"Rockwel\Alarms

Log languages:
English (United States...

Cancel Aoply Help

5. Clear the Enable history check box and then click OK. For information
about historical logging, see Set up historical alarm and event logging
on page 101.

The new server is added to the My Local Site application:

.121 FactoryTalk View Studio - View Site Edition (Lo cal Station) &
File VWiew Settings Tools Window Help

EHe be 'm0 L AnE
Explorer - My Local Site

= [E Local (HUNTERWINT0PROX)
'iﬁ-ia My Local Site
me Runtime Security
o Scripts
m FTAE Server
=@ My Local Site
E| System
G55 HMI Tags

E.thiil_.,_ .
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Step 3. Create a new shortcut to the controller

1.

In the Explorer window, double-click the new FactoryTalk Linx server
and then double-click Communication Setup.

] FaTony i Vv Wb -t S0 6 ERR LB IR F

Mt Wew Mg ol Window  Hap

FHE v 0P HEE s s X E AT EHFAEGER AL L2 8R
1 Cormemaminbon g - BRAGI cralfy Lomal S4e 188 Serper 3

B W Lo (HUNE B RR0E]

S M Lo Me | ) cemmreinnes fona ORI LB SEAF L Tene
=k fpnbme leosty Desicr Shoricaa o |

- IE: :';Em. E  — B B v T o - Doy, HLRCRC N8

G T T 8 1 TH-AT, Baciplea
[ Sep
' i:lul.lu;a.-ns-.- T ofy Etbetic, B8 ETH-1
§ Sy 7y Ethedict 8B ETHIP
et GiAcaap 7 ofy Ethesie bherret

oo Foliie;

e Henmwhs 4wl [ivit ity
Lkeirs vl Geirugts
Comaelioni 1= L4

|madx Daline Tiak Bewing

TP N

; Hﬁﬂ_&ﬂ:ﬂﬂﬁm ]

oot & i ol i « HUMTERAGH L DPROH Carvcd bt wtedd

| Ay D | Ceecud | e | Hew |

l:l'brm i’ Rl ol Wy Loc ol St FRAE Sorvee on compubar HUHTERNINIBRLGE i nesdy 12 prowack v
L ko Rl o il | o Sl FRAE St i vttt RRMTT E ROV ER BTN by iy

In the Communication Setup dialog box, click the Add button, and
then type a name for the new shortcut. We use FTAE_Controller.

L—,_‘ﬂ Communication Setup - RNA://SLocal/My Local Site/FTAE Server - = 2
—Device Shortouts Frimary |
Remove | poly | "™ Factory Talk Linx - Desktop, HUNTERWINTOPRC

IR/ Coniroler] - 1789-A17, Backplane

@ EtherNet, AB_ETH-1
E@s EtherMet, AB_ETHIP-1
-5 EtherMet, Ethernet

< >
Mode: Online Mot Browsing
——
Offline Tag File Browse...
Shortcut Type Processor -
Logix Extended Tag Properties
. Display pass-through values for tag
[ Upload all extended tag properties = extended properties
Alarms & Events
Subscribe To

|only Alarms Notification Messages |
BuFFEr Timeout {min.) | 20

Select a different path - HUNTERWIN10PROX cannot be used.

/g\l ok | Eancell Verifyl Helpl

Some options in this dialog box might be different if you are using
PLC-5 or SLC 500 controllers.

The warning icon beside the OK button indicates that changing values
in this dialog box at runtime can cause unexpected results. For details,
click Help.
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hb

3. Skip this step if you do not plan to use Logix 5000 controllers with
built-in alarm instructions. In the Subscribe to list, click All Alarms &
Events Notification Messages or Only Alarms Notification Messages

to enable Alarms and Events.

If you do not see the Subscribe to list, then Enable alarm and event

support was not selected in the previous step 4.

m Tip: Set Buffer Timeout (min.) for the length of time (zero to 120) you want to cache alarm
7 information if the connection to the controller is lost. To disable alarm buffering, set the value to
zero. See Alarm Buffering during loss of connection on page 29.

On the Primary tab, expand the list of networks and devices until the
controller you plan to use is visible, and then click the controller.

- m} x

Eﬂ Communication Setup - RNA://SLocal/My Local Site/FTAE Server

Device Shortcuts

Remove Apply

Frirnary l

= FactoryTalk Linx - Desktop, HUNTERWIM10PR A

------ A FTAE_Controller

[ 1789-A17, Backplane

-2 EtherMet, AB_ETH-1

&2 EtherMet, AB ETHIP-1

Y
£ EtherMet, Ethernet

o-f] 10.224.110.26, 1756-EN3TR, 1756-EN3T
0-f] 10.224.110.33, 1756-EN3TR, 1756-EN3T ,
< - >
Mode: Online

Mot Browsing

Offiine Tag File |

Browse... |

Shortcut Type |Processor

Logix Extended Tag Properties

Alarms & Events

™ Upload all extended tag propertes [

-

Subscribe To
Buffer Timeout {min.) 20

Click Apply button to assign selected path to this shortcut,

| Al Alarms & Events Notification Messages hd

/i\l [u] 4 | Cancel | Werify | Help|

5. To set the path to the primary controller, click the Apply button.
6. To save the shortcut configuration and close the Communication

Setup dialog box, click OK.

IMPORTANT  FactoryTalk Alarms and Events server redundancy is only supported in network
station applications and network distributed applications.

Step 4. Finish creating data servers, and next steps

If your FactoryTalk application includes third-party OPC-DA
controllers, add an OPC Data Server, create a tag-based alarm server,
and then define alarms. See Add an OPC Data Server for third-party
controllers on page 47 and Add a tag-based alarm server for Logix
5000, PLC-5, SLC 500, or third-party controllers on page 51.

2. Ifyour FactoryTalk application is communicating with PLC-5 or SLC

500 controllers, or Logix 5000 controllers that are not using built-in

alarm instructions, you must add a device server (FactoryTalk Linx) to

your application and then create a tag-based alarm server and define

1.
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alarms. See Add a tag-based alarm server for Logix 5000, PLC-5, SLC
500, or third-party controllers on page 51.

3. After you create data servers and alarms, add FactoryTalk Alarms and
Events objects to graphic displays. See Set up graphic displays on page
59.

4. Ifyour FactoryTalk network distributed application or network station
application plan calls for data redundancy, you will want to configure
your device-based alarm server for redundancy. We recommend
leaving this step until after the FactoryTalk application is fully
configured and all HMI features have been tested using non-
redundant servers. Adding data server redundancy does not affect the
configuration of the graphic displays in the HMI application. See
Configure redundancy for alarms and events for more information. on

page 119

IMPORTANT  FactoryTalk data server redundancy is only supported in network station
applications and network distributed applications.
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Add an OPC data server for third-party
controllers

To monitor alarms in a third-party controller, create a controller program to
detect alarm conditions and communicate them through tags. Use an OPC
Data Server (for example, KEPWare server) to obtain tag values from the
controller, and use a Tag Alarm and Event Server to monitor those tags for
alarm conditions.

This chapter shows an example using RSLinx Classic as an OPC Data Server.
In most situations FactoryTalk Linx is used to communicate with a PLC-5 or
SLC 500 controller. However, at times RSLinx Classic is used to communicate
with a controller that is bridged over Ethernet to a DH+ or DH-485 network.

Before you begin e Review Plan your system on page 25.
e Verify that you have installed and activated the software listed under
What you need on page 47.

What you need e PLC-5, SLC 500 or third-party OPC-DA programmable controller
e RSLogix 5 or RSLogix 500 software
e RSLinx Classic software
e TFactoryTalk Linx software
e FactoryTalk View Studio or FactoryTalk Administration Console

Follow these steps Follow these steps to add a data server:

e Plan your system
e Run RSLinx Classic and configure a device driver

e Run RSLogix software and configure system

e Develop a ladder file and assign symbols to tags

e Create OPC topics

e Run FactoryTalk View Studio

e Add alink between controller tags and FactoryTalk Directory

e Add atag-based alarm server for PLC, SLC, or third-party OPC-DA
controllers and Logix 5000* controllers

* Logix 5000 controllers that have not been programmed with alarm
instructions in RSlogix 5000 V16 or later

Add an OPC data serverto  when you add a data server to an application or area, tags published by the
an appﬁcation data server can be accessed by any client--in this case, the Tag Alarm and
Event Server.

IMPORTANT  This quide uses FactoryTalk View Studio to add a data server. You can also use
FactoryTalk Administration Console. For more information, select Help > Contents from
the FactoryTalk Administration Console window.
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Step 1. Open an existing application in FactoryTalk View Studio

1. To run FactoryTalk View Studio, click Start > All Programs > Rockwell

Software > FactoryTalk View > FactoryTalk View Studio.

2. In the Application Type Selection window, select View Site Edition

(Local Station) and then click Continue.

. In the New/Open Site Edition (Local Station) Application dialog box,

click the Existing tab and select the application you created in Add a
device server for Logix 5000, PLC-5, or SLC 500 controllers on page 39

(we use My Local Site).

§_‘1 Mew/Cpen Site Edition (Local Station) Application

Mew Existing

Application Name

InstantFizz_SE
iMy Local Site

Language: English (United States), en-US

Step 2. Add a data server

. In the Explorer window, right-click the application, point to Add New

Server, and then click OPC DA Server.

. In the OPC Data Server Properties dialog box, type a name for the

server. We use My OPC Server.

. Beside the OPC Server name (ProgID) field, click the Browse button.
. In the Available OPC Data Servers dialog box, select RSLinx OPC

Server, and then click OK.

I’ '"“'\l Tip: When creating a network station application or network distributed application, select
7 RsLinx Remote OPC Server.

. Click OK to close the OPC Data Server Properties dialog box.
6. Next, add a Tag Alarm and Event Server and define alarm conditions.

See Add a tag-based alarm server for Logix 5000, PLC-5, SLC 500, or
third-party controllers on page 51.

. If your FactoryTalk network station application or network distributed

application plan calls for data redundancy, you will want to configure
your tag-based alarm server for redundancy. We recommend
completing this step after the FactoryTalk application is fully
configured and all HMI features have been tested using non-
redundant servers. Adding data server redundancy does not affect the
configuration of the graphic displays in the HMI application.
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IMPORTANT  FactoryTalk Alarms and Events server redundancy and data server redundancy
are only supported in network station applications and network distributed
applications.
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Before you begin

What you need

Follow these steps

Create an application

Add a tag-based alarm server for Logix 5000,
PLC-5, SLC 500, or third-party controllers

FactoryTalk Tag Alarm and Event Servers provide software-based alarms and
events. Use tag alarm and event servers to monitor alarm conditions in Logix
5000 controllers, PLC-5, SLC 500, or third-party OPC-DA programmable
controllers.

e Tip: If your FactoryTalk system does not include PLC, SLC, or third-party controllers, you can skip this

N chapter.
A FactoryTalk Tag Alarm and Event Server provides a link between a hardware
device that contains data and the FactoryTalk Directory. This includes third-
party controllers. All that is required is a data server (such as KEPWare) to
communicate with the controller.

FactoryTalk Tag Alarm and Event Servers can be used to provide an
alternative to device-based alarms--alarms provided by devices such as Logix
5000 controllers or sensors using built-in alarm instructions.

e Ifyou are using third-party controllers, you do not need a device-based
alarm server. Instead, go to Add an OPC Data Server for third-party
controllers on page 47.

e Logix 5000 controllers, PLC-5, or SLC 500 devices communicating
through Rockwell Automation device servers (FactoryTalk Linx)

e RSLogix 5 or RSLogix 500 software

e TFactoryTalk Linx, RSLinx Classic (or RSLinx Classic for bridging from
Ethernet to DH+ or DH-485 networks)

e TFactoryTalk View Studio or FactoryTalk Administration Console

Follow these steps to add a tag-based alarm server:

e Add adata server for PLC, SLC, third-party, or Logix 5000 controllers

@ '"‘“"-: Tip: To user tag-based alarms in PLC-5, SLC 500, or Logix 5000 controllers, you must add a
Y device server (FactoryTalk Linx) to your application.

e Run FactoryTalk View Studio

e Add a new device server (FactoryTalk Linx)

e Add anew tag alarm and event server

e Configure the server properties

e Setup conditions for triggering alarms in your FactoryTalk system
e Add Alarm and Event objects to graphic displays

e Set up graphic displays

In this section, you will create a Rockwell Automation device server
(FactoryTalk Linx) and then configure it to subscribe to alarms that will be
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detected by a Logix 5000 controller. In this example, the Rockwell Automation
device server (FactoryTalk Linx) is used as a data server for tag values, not as
an alarm server.

Create an application in FactoryTalk View Studio

@ '"‘“‘: Tip: If you created a local station application previously, you can skip the steps in this section. Open the

& application you created and go on to the next section Add a data server.

This example shows how to create a local station application.

1. To start FactoryTalk View Studio, in Windows, click Start > All
Programs > Rockwell Software > FactoryTalk View > FactoryTalk
View Studio.

2. In the Application Type Selection window, select View Site Edition

(Local Station) and then click Continue.

IMPORTANT  FactoryTalk Alarms and Events is not supported for use with FactoryTalk View
Machine Edition.

3. In the New/Open Site Edition (Local Station) Application dialog box
click the New tab.

3_‘1 Mew/Cpen Site Edition (Local Station) Application

Mew Existing
Application name: My Local Site|
Description:
Language: English (United States), en-LS

| Create | | Cancel |

4. Inthe Application name field, type a name for the new application. In
this example, we name the application My Local Site.

5. Leave the Description field blank, or type a description for the
application. For example, you can use this field to record revisions to
the application, or contact information for technical support.

6. Ifitis not already selected, select the default language for the
application. This is the language in which you are creating the
application.

7. Click Create.
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Add a data server

8. In the Add Controller Instruction Faceplates dialog box, click Clear All

and then click OK.
. *
Add Controller Instruction Faceplates
Select the display types to add to the project:
Alarmn - ALM [3 dizplays) Tatalizer - TOT [3 dizplays)
Alarm Analog - ALMA [3 displays) Intermnal Model Control - [MMC
Alarm Digital - ALMD [3 displays) Coordinated Contral - CC (7

Dizcrete 2-State Device - D250 (2 displays] bodular Multivariable Contre
Dizcrete 3-5tate Device - D35S0 [2 displays)

Enhanced FID - FIDE (B displays]

Enhanced Select - ESEL [2 dizplays]

Help - Help Browszer [1 dizplay]

Phasze Manager - Phazetanager (1 dizplay)

Ramp Soak - RMPS [3 displays]

a4 [
Select Al Clear All

| Digplay this dialog when creating a new application.

] Cancel Help

@3 Tip: If you have cleared the Display this dialog when creating a new application check box,

2 the Add Controller Instruction Faceplates dialog box does not open automatically. To open it
manually, in the Explorer window right-click the HMI server and then select Add Controller
Instruction Faceplates.

Step 1. Configure the device server (FactoryTalk Linx)

When you add a data server to an application or area, tags published by
the data server can be accessed by any client--in this case, the Tag
Alarm and Event Server.

IMPORTANT  This guide uses FactoryTalk View Studio to add a data server. You can also use
FactoryTalk Administration Console. For more information, select Help > Contents
from the FactoryTalk Administration Console window.

In this example a device server (FactoryTalk Linx) is added to the
application to act as a data server.

1. In the Explorer window, right-click the application (My Local Site),
point to Add New Server, and then click Rockwell Automation Device
Server (FactoryTalk Linx).

2. In the FactoryTalk Linx Server Properties dialog box, click the General

tab, type a name for the server, and then click Apply. In this example,
we name the server FTAE Server.
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The new server is added to the My Local Site application:

Ei FactoryTalk View Studio - View Site Edition (Local Station) ;
File VWiew Settings Tools Window Help

WHE b O 2 RCE: s = YL
Explorer - My Local Site
= [E Local (HUNTERWIN10PROX)
- fs My Local Site

-.m Runtime Security

LT Scripts

&p FTAE Server

- 2P My Local Site

System

HMI Tags

Step 2. Create a new shortcut to the controller

@ Tip: If you already created a shortcut to the controller in a previous chapter, you can skip this step.

1. In the Explorer window, double-click the new FactoryTalk Linx server

and then double-click Communication Setup.

S Faemorytm Vo el ke S8 FBO A0 10ERN

Pl Wew  Sibnm kesln Window  Helg

FEE s D@ AGE s s X E ST EHIAEE R AL AR
5l Comemamation Sohop - BRAC L coaly Locsl S P10 Sorvey #

AN Leal (HUNTER il i8R0
Gl My lece e I g R s Ll

= fynbme leoasty Dewice Shoricrs

L gz 2k
Be rrarsene fdd] s | iuti | P} e
Cernirmank Setup 10 Bipipee
i 5:-“;’1 -g-";-..wm T ofy Elbetiel, 68 ETH:1
s,:.:\.-: S 7 oy Etbedtic 28 ETHIP|
i G 2 iy Etbasit iherent

Fekiies

Be Hetwihs dovi it it
LS vl Gorags
Comaedlion 1=

|mace onina Piak Bazwiing

= Doy, LT R R

H_Mt vy 5 e e R

[Eartedt 3t vl i + HUMTERTVGH | PRON Carvdll bt sned

| A ] Coend | ety | o |

il e Pt o Ty Lol R FRAE Sivuwt o vttt FLBTEESIRI DORDY . ooty
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2. In the Communication Setup dialog box, click the Add button and
then type a name for the new shortcut. We use FTAE_Controller.

L—,_‘ﬂ Communication Setup - RNA://SLocal/My Local Site/FTAE Server - = 2
Device Shortcuts Firnary l
Remove =N ™ FactoryTalk Lin - Desktop, HUNTERWIN10PR
£ 1789-A17, Backplane
E?,g EtherMet, AB_ETH-1
3‘25 EtherMet, AB_ETHIP-1
-5 EtherMet, Ethernet
< >
Mode: Online Mot Browsing
Offiine Tag File | Browse... |
Shortcut Type |Processor ~|
Logix Extended Tag Properties
I™ Upload all extended tag propertes [
Alarms & Events
Subscribe To |only Alarms Notification Messages -
Buffer Timeout (min.) | 20
Select a different path - HUNTERWIN10PROX cannot be used.
/g\l [l 4 I Cancel | erify | Help |

Some options in this dialog box might be different if you are using
PLC-5 or SLC 500 controllers.

The warning icon beside the OK button indicates that changing values
in this dialog box at runtime can cause unexpected results. For details,
click Help.

3. On the Primary tab, expand the list of networks and devices until the
controller is visible, and then click the controller. To set the path to the
primary controller, click the Apply button.

4. To save the shortcut configuration and close the Communication
Setup dialog box, click OK.

Add a Tag Alarm and Event 1o create a server and define alarm conditions that monitor tags for PLC-5,
Server SLC 500 controllers, or Logix 5000 controllers, complete the following steps.

These instructions apply to FactoryTalk View Studio. For help with
FactoryTalk Administration Console, click Start > All Programs > Rockwell
Software > FactoryTalk Tools > FactoryTalk Help.

Add a Tag Alarm and Event Server

1. In the Explorer window, right-click the application. Point to Add New
Server, and then click Tag Alarm and Event Server.
2. In the Tag Alarm and Event Server Properties dialog box, click the
General tab.
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Define alarm conditions

3. Type a name for the server, and then click OK. In this example, we use
TagAE.

Tag Alarm and Event Server Properties X

General Priorities and History

Name:

|TagAE]

Description:

Computer hosting the alam server:
localhost
Startup type
(O Load when operating system inttializes
(®) When first client connects (Redundancy will be disabled)

S N Y P

4. On the Priorities and History tab, clear the Enable history check box.

The Priorities and History tab is used to configure alarm and event
logging. Set up historical alarm and event logging on page 101
describes how to set up alarm logging for a Tag Alarm and Event
Server.

5. To create the Tag Alarm and Event Server and close the dialog box,
click OK.

After creating a Tag Alarm and Event Server, define the conditions that will
trigger alarms at runtime.

This example shows how to create a digital alarm in a Tag Alarm and Event
Server.

1. In the Explorer window, expand the TagAE server, and then double-
click Alarm and Event Setup.

. . #
2. In the Alarm and Event Setup dialog box, click the New button ' ®* on
the toolbar, and then click Digital.
" = (m] »
££] Alarm and Event Setup - RNA:/SLocal/My Local Site/TagAE -
Yl A (X " ULIe
Al Alarms | Messages Tag Update Rates
Type Al
ALL Alarms | Name a  Lise Type Input Tag
Ungrouped Alarms
TagAE

3. In the Digital Alarm Properties dialog box, type a name for the alarm.
In this example we use Valve1FTO.
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Next steps

4. To select an Input Tag for the alarm, click the Browse button (...), and
then expand the folder tree until you can select the online tag you plan

to monitor.
el A 3 =
Digital Alarm Properties
Status Tags  Control Tags
Name Visbee 1 FTO
Input Tag
Caondibicn Faput <> 0 ® « Uz and evaluabe alanm
Lalched

Saverty:

. Acknowledge reguined
Minimum duration 0 . Seconds Show Mam as a Tag
Message

mSS - A s o m Bl =

5. Select the tag you plan to monitor and then click OK. In this example
we used Valve1lFTO_alm.

6. In the Digital Alarm Properties dialog box, type a message. In this
example, in the Message field we type The valve failed to open.

You can also embed variables within the message. For details, click
Help on any tab in the Alarm Setup dialog box.

a 2 o
Digital Alarm Properties
Status Tags  Control Tags
Nama Vaka1FTO
Input Tag [FTAE _Cortraller]Pragram basiFrogram Vahel FTO_alm
Conditicn Input <> 10 o + Use and evaluate alam
Latched
Saverity
| Acknowledge requingd
Minimum destion 0 . Seconds Show Alam as a Tag
Message Thia wabes failad to opan
e AT e masinnad) » » PR 1 e Bt o Binggee

7. To close the Digital Alarm Properties dialog box, click OK.
8. To save the alarm and start monitoring for the alarm condition, click
Save.

Do the following:

1. Define additional alarms and (optionally) define alarm groups.

2. After you define alarms and groups, you can add FactoryTalk Alarms
and Events objects to graphic displays. See Set up graphic displays on
page 59.

3. Ifyour FactoryTalk network station application or network distributed
application plan calls for data redundancy, you will want to configure
your tag-based alarm server and tag data servers for redundancy. We
recommend completing this step after the FactoryTalk application is
fully configured and all HMI features have been tested using non-
redundant servers. Adding data and alarm server redundancy does not
affect the configuration of the graphic displays in the HMI application.

Rockwell Automation Publication FTAE-RMOOTM-EN-E - March 2021 57



Chapter 7 Add a tag-based alarm server for Logix 5000, PLC-5, SLC 500, or third-party controllers

See Configure redundancy for alarms and events on page 119 for more
information.

IMPORTANT  FactoryTalk Alarms and Events redundancy and data server redundancy are only
supported in network station applications and network distributed applications.
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Before you begin

What you need

Follow these steps

Set up graphic displays

Create graphic displays in FactoryTalk View Studio. These are containers for
objects, such as the FactoryTalk Alarm and Event Summary object. Add
FactoryTalk Alarms and Events objects to graphic displays so that an operator
can monitor and interact with device-based, tag-based alarms, and diagnostic
events at runtime.

Other graphic objects (for example, objects representing equipment) can be
animated (for example, to change color) using FactoryTalk View Site Edition
expression functions that monitor the state of alarms. See Use color
animation to indicate alarm state changes on page 74. Also see FactoryTalk
View Site Edition Help.

This section describes how to create graphic displays, and then create and
configure the FactoryTalk Alarms and Events graphic objects and macros that
determine how the graphic displays open in the FactoryTalk View Site Edition
Client. This section is one example of how you might create your graphic
displays.

e Define the alarms you plan to use, as described in Define device-based

alarms in Logix 5000 controllers on page 29.

e Add the required device server, as described in Add a device server for
Logix 5000, PLC-5, or SLC 500 controllers on page 39 or Add a tag-
based alarm server for Logix 5000, PLC-5, SLC 500, or third-party
controllers on page 51.

e FactoryTalk Linx software
e FactoryTalk View Studio software

Follow these steps to set up graphic displays:

e Add adevice server or add a tag-based alarm server

e Run FactoryTalk View Studio and open an application
e Create a graphic display

e Add an Alarm and Event Summary object

e Configure the object's properties

e Create a graphic display

e Add an Alarm and Event Banner object

e Configure the object's properties

e Create a startup macro

e Create a graphic display

e Add an Automatic Diagnostic Event Summary object
e Configure the object's properties
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e Animate a display with expressions
e Monitor and interact with alarms during runtime
e Setup historical alarm and event logging

Create a graphic display Create a graphic display to host FactoryTalk Alarms and Events objects, such

as the Alarm and Event Summary.

Step 1. Open an existing application in FactoryTalk View Studio

1. To run FactoryTalk View Studio, click Start > All Programs > Rockwell
Software > FactoryTalk View > FactoryTalk View Studio.

2. In the Application Type Selection window, select View Site Edition
(Local Station) and then click Continue.

3. In the New/Open Site Edition (Local Station) Application dialog box,
click the Existing tab, and select the application you created in Add a.
device server for Logix 5000, PLC-5, or SLC 500 controllers on page 39
(we used My Local Site).

3_‘] Mew/Open Site Edition [Local Station) Application

Mew Existing

Application Name

InstantFizz_SE
iMy Local Ste

Language: English {United States), en-US

CQpen | | Cancel
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Create an Alarm and Event
Summary

Step 2. Create a graphic display to host FactoryTalk Alarms and
Events objects

1. In the Explorer window, expand the Graphics folder, right-click
Displays, and then click New.

Explorer - My Local Site *+ 0 X
2-f2 My Local Site 'y
=] System
] Command Line
HMI Tags
& Tags
Graphics
[ Global C New
% Symbol Add Component Into Application...
[ Libraries Mew Folder
@& Images Delete
- [# Paramet
B Legacy| Remove
4= Local M Import and Export...
B4 Trend Templates
- Trend Snapshots
v o R

A blank display appears in the workspace. Next, add Factory Talk
Alarm and Event objects to the graphic display.

.’21 FactoryTalk View Studio - View Site Edition [Local Station) ,

File Edit Wiew Objects Arrange  Animation Tools Window Help

4
S HE s O R BCIEGr e YOO E B A

* X Untitled - /My Local Site// (Display) x _

=8 Local (HUNTERWINT0PROX) A 4

EIE'@ My Local Site Untitled - /My Local Site// (Display) )
- m@ Runtime Security
o) Scripts ,
=P My Local Site P
[ 4| System
. .B Command Line p

Settings

Explorer - My Local Site

HMI Tags
- & Tags
Graphics
Displays ¥
& Global Objects
- Symbol Factory 1
Libraries 4

‘B Images
[# Parameters

Use the Alarm and Event Summary object to view and interact with a
summary of all the current alarms and events in an application. You can
acknowledge, suppress, disable, shelve, or unshelve alarms.

(_\. Tip: You cannot use the Alarm and Event Summary to enable or turn alarm suppression off. To enable or
N wmalarm suppression off, use the Alarm Status Explorer. See Monitor alarms and events on page 87.
To silence an alarm, use the Alarm and Event Banner.

You can use FactoryTalk Security to control which users can acknowledge,
enable, disable, reset, suppress, shelve, or unshelve alarms at runtime in an
application (or in an area). To do this, right-click the application (or area) and
then click Security. For details, see the FactoryTalk Security System Configuration
Guide.
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Step 1. Add an Alarm Summary to a graphic display
1. On the Objects menu, point to Alarm and Event, click Summary (or in
the toolbox, select Alarm and Event Summary), and then place the
cursor approximately where the object is to be on the display.
2. Hold the left mouse button down and drag it to create a rectangle the
size that the Alarm and Event Summary object should be.
3. When the object is the desired size, release the left mouse button. The
Alarm and Event Summary object is drawn on the display.
YVIVO==MTHQG i) [-[ZQE®
t | o | Event Time Alam Name | Condition N... | Message
Alam and Evert Summary Design View
Mo message selected.
C- 1) Ao &0 2 0 @0 Filter- Sorted
Step 2. Change the settings of the Alarm and Event Summary display
1. Onthe menu bar, click Edit > Display Settings.
Display Settings s
Properties Behavior
Digplay Type Size
() Replace (# Use Cument Size
() Overay () Specify Size in Pixels
Keep at Back
ot Widh: Heigh
Cannot Be Replaced T
[ 1 AMlow Muttiple Running Copies Allow Digplay to be Resized
Ca‘_c\h:l iz sy ‘When Resized
5 Yo () Pan ® Scale
[+] Always Updating Position
T ] Ttle Bar () Use Cument Position
| "1 Specify Position in Pixels
System Menu Securty Code: .
Minimize Button
Maximize Button Background Color: |:| [[] Use Gradient Style
Ein Button
I Size to Main Window at Runtime I
Show Last Acquired Value Track Screen for Navigation
) Mavigation History Screen Name:
Maximum Tag Update Rate:
1 - | seconds
0K || Cancel || SetasDefaut || Hep
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@ m“‘: Tip: In any application, do not include more than two graphic displays that have Cache After
27 Displaying and Always Updating set because these options can consume large numbers of
processor cycles.

2. In the Display Settings dialog box, on the Properties tab, make the
following changes and then click OK.

e Under Cache After Displaying, click Yes and then select the Always
Updating check box.

When you set Cache After Displaying to Yes, the display stays in
memory cache when you close it. This shortens the time required to
open the graphic display the next time.

When you select the Always Updating check box, the display
continues to be updated with changes in alarm states when it is
cached. This shortens the time necessary to update the Alarm and
Event Summary with current alarms when you open it again.

If Cache After Displaying is set to No, and the Always Updating
check box is cleared, every time you close the graphic display, all
alarms are removed from the Alarm and Event Summary. When you
re-open the graphic display, the Alarm and Event Summary is blank,
and then begins to receive the most recent alarms when they occur.

o Clear the Title Bar check box.

o Select the Size to Main Window at Runtime check box.

o Select the Allow Display to be Resized check box.

e Under When Resized, select the Scale check box is if it is not already
selected.

Step 3. Save the display

1. On the File menu, click Save.

2 FactoryTalk View Studio - View Site Edition [Loc#

File | Edit View Settings Objects Arrange
New Yo R,

|H Save % Ctrl=5

Save As...

Close

Select Application Type...
0 Mew Application...

£ Open Applicatior,..

F

2. In the Save dialog box, type a name for the new display and then click
OK.

We use Alarm and Event Summary in this example.

x
Save

Cormpanent harie:

|Alarm and E vent Summary |

| oK | | Cancel |

3. Close the graphic object.
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Create an Alarm and Event
Banner display

This section describes how to add an Alarm and Event Banner object to a
graphic display, and then create a startup macro that docks the Banner to the
bottom of the FactoryTalk View Site Edition Client window.

Step 1. Create a new graphic display

1. In the Explorer window, expand the Graphics folder.
2. Right-click Displays, and then click New.

Explorer - My Local Site + 0 x

E|EE| My Local Site ~
E| System

L. Command Line

= HMI Tags

C LD Tags

= Graphics

[ Global € W

% Symbol Add Component Inte Application...
[ Libraries Mew Folder

@ E Images
- [# Paramel
- Legacyl
42 Local M Import and Export...
B4 Trend Templates
B3 Trend Snapshots

Tl

Delete

Remove

Step 2. Add an Alarm and Event Banner object to the display

1. On the Objects menu, point to Alarm and Event, click Banner (or, in
the toolbox, select Alarm and Event Banner), and then place the
cursor approximately where the object is to be on the display.

2. Hold the left mouse button down and drag it to create a rectangle the

size that the Alarm and Event Banner should be.

3. When the object the desired size, release the left mouse button. The

Alarm and Event Banner object is drawn on the display.

'_-.’ FaclonTalt Wiew Budo - View Sl [dfon Lol Slabon)

..
Fiie Edit View Seitings Obidi  Amesge  Animation Tooks  Wingaw  Help =
AR DAE O @ ANE I s a0 HBANERARARCam il
(oo 1o iste <3 % T ————
= Local {(HUNTERWINGOPRONG ~
o My Local Site Alarm aee Event Sumasasy - My Local Sed {Displar
=i Rustimes Securtty ! u u 1
LT Seripts Alaren and Event Banner Design View !
= My Local Site «
Syt i -,
[EJ Commend Line 1%
HWI Tags | Ao Ao a0 .0 LI,
& Tags e — e
Graphdcs /
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4. Resize the graphic display so that the Banner fills the graphic display
(do not leave white space). Do so because the Banner displays no more
than five alarms at a time.

Alarm and Event Summary - /My Local Site// (Display)

Alarm and Event Banner Design View

Step 3. Configure the properties of the Alarm and Event Banner

1. To open the Alarm and Event Banner Properties dialog box, double-
click the Alarm and Event Banner object. For details about all of the
properties in the dialog box, click Help.

2. On the General tab, click the Browse button (...) under Alarm and

Event Summary command.

Alarm and Event Banner Properties

General Columns Status Bar  Event Subscriptions States  Sort Common

Alarmn List Status Bar
Back, & eelEE To zet the height of the status bar, change the Button size.
ackgreUng eer E:} Font size is based on font and button size selections.
Selected item text color O
Font: Arial Unicode b5 | 375t
Selected item background color: B
Font: Arial Unicode MS, 9.75 pt. Button size: | Small 16416 w
Mumber of rows: 3 v
Sample: A 200
lzon style: ke -
Row double-click action: Show tooltips
Mo Action v [JHide Bar

Alarm and E vent Summary command

Enter the FactoryT alk. Yiew command to run when the &larm and Event Summary button on the Status bar is clicked, or
when an alarm iz double-clicked while the "Fun Alam and Event Summany Command" iz selected.

Drigplay errars from operator action in a dialog

[ Maintain selection when focus is lost

Cancel Apply Help

This opens the Command Wizard where you will create a command to
start the Alarm and Event Summary graphic display from the Alarm
and Event Banner.
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3. Scroll down the list of commands on the right side of the wizard, select
Display, and then click Next.

Command Wizard Step 1 of 2

Choose a command and click Mext to fill in its parameters.

Command Categories: Commands:
----- {7 Most Recently Used Name | Description | Syrtax ~

=1 All Commands and Macros | Define Creates a symbol. Define <symbal...

DerivedCff Stops running the specified derivedta...  DervedOff il

DerivedOn Starts running the specified derivedta...  DerivedOn <ile>
isplay Opens and runs the specified graphic ...

DisplayClientClose  Close the specified Active Display Clie... Displa','CIientCIo...
_ DisplayClientOpen  Open the specified Active Display Clie... DisplayClientOp...
{1 RecipePro+ DisplayNavigatio... Displays a list of previously opened sc...  DisplayNavigati...

] Logic and Control

{1 Alam and Event DisplayMextScreen Opens the next graphic display in navi...  DisplayNextScr... v
Display <display> [/B] [/E] [/U] [#O] [/Z] [/ZA] [/Pfile] [/ T<tag>.<tag>....] [/Hnnn] [/Wnnn] [/Min] [/Max]
[/M] [position]

Opens and runs the specified graphic display file.

Help Cancel MNext = Finish

4. In the File list, click Alarm and Event Summary.

Command Wizard Step 2 of 2

Syntax: Display <display> [/B] [/E] [/U] [/O] [/Z] [/ZA] [/Pfile] [/T<ag>.dag>...]
[#Hnnn] [/ Wnnn] [/Min] [/Max] [/M] [position]

File: |Alan'n and Event Summary |
[1/B - Display In Background Window Position Centered of the screen ~
[C1/E - Disable Enter Key [ /M - Manitor Index

[1/U - Upload Data Entry Fields [ /H - Height

[]/0 - Disable Key List [ A - Width

[1/Min - Display Minimized [ 7% - Left

[1/Max - Display Maximized 7Y - Top

[1/ZA - Cache Display Always Updating
[1/T - Parameter tags
[1/Z - Cache Display [1/P - Parameter File

Command String:  Display "Alam and Event Summary” /CC

Help Cancel < Back

5. Select the Window Position check box. Scroll down the list on the right
and then click Centered of the screen.
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6. Click Finish to save the Display command and add it to the Alarm and
Event Banner Properties dialog box.

Alarm and Event Banner Properties

General Columns Status Bar  Event Subscriptions States  Sort Common

Alarm List Status Bar

B ack d calar To zet the height of the status bar, change the Button size.
I e E:} Font size is based on font and button size selections.
Selected item text color: O
Fant: Anal Unicode M5 | 975 pt
Selected item background color: B
Font: &rial Unicode M5, 9.75 pt. Button size: | Small 16x16 ~
Mumber of rows: 3 v
Sample: ’m
lzon style: ket -
Fiow double-click action: Show tooltips
Mo Action v [ Hide Bar

Alarm and Event Summary command

Enter the FactomT alk. View command to run when the Alam and Event Summary button on the Status bar is clicked, or
when an alarm iz double-clicked while the "Run Alam and Event Summany Command' iz selected.

|Disp|a_l,l "“Alarm and Event Surmmany'' /CC

Display emors from operator action in a dialog

[ Maintain selection when focus is lost

Cancsl Apply Help

7. Click OK to close the dialog box.

Step 4. Change the display settings for the Alarm and Event Banner
display

1. On the Edit menu, click Display Settings.
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2. In the Display Settings dialog box, on the Properties tab, make the
following changes, and then click OK:

Display Settings

Properties Behavior

Display Type Size
(#) Replace (# Uze Cument Size
() Overay () Specify Size in Pixels
Keep at Back
Width: |46 ight: |35
Cannot Be Replaced Resize
[ Mlow Multiple Running Copies AMlow Diisplay to be Resized
Ca:_c\he M YRR When Resized
i No . a5
O Yes () Pan (# Scale
Aways Updating
Iways Updating —
[] Title Bar i®) Use Cument Posttion
| (") Specify Position in Pixels
Insert Variable...

System Menu Security Code: - -

Minimize Button

Maximize Button Background Color: |:| [[] Use Gradient Style

Pip Buttan
Size to Main Window at Runtime

o e Valie Track Screen for Navigation

Mavigation History Screen Name:
Maximum Tag Update Rate:

1 - | seconds

| ok || cancel || SetasDefaut || Hep

Clear the Title Bar check box.

Select Size to Main Window at Runtime.

Select Allow Display to be Resized.

e Under When Resized, select Scale if it is not already selected.

3. The Alarm and Event Banner graphic display is always visible because
it is docked. You do not need to turn on Cache After Displaying, as you
did for the Alarm and Event Summary object. See step 2: "Change the
settings of the Alarm and Event Summary display” in Create an Alarm
and Event Summary on page 61.

Step 5. Save the graphic display

1. On the File menu, click Save.
2. In the Save dialog box, type a name for the graphic display and then
click OK.

In this example, we use Alarm and Event Banner.

x

Save

Component narme:

|Alarm and E vent Bariner |

| ok | | Cancel |

3. Close the graphic display.
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Create a startup macro for  Thissection describes how to create a startup macro. You will use the macro

the Banner disola when you configure the FactoryTalk View Site Edition Client. See Monitor
play and interact with alarms at runtime on page 83.

Step 1. Configure a startup macro

This startup macro docks the Banner display to the bottom of the FactoryTalk
View SE Client window.

1. In FactoryTalk View Studio, in the Explorer window, right-click
Macros and then click New to open the editor.

Explorer - My Local Site + 0 x

Eli@ My Local Site =
w8 Runtime Security
- LT Scripts
== My Local Sit%
[=)- 4 System
LB Command Line
S HMI Tags

- L Tags
- Graphics

: Logic and Control
&%, Derived Tags
(® Events

] Vioco

Client Keys

=]

Data Log

Eg Data Log Models
o,

. Calbia

s

- x
Untitled - /My Local Site/ (Macros) o

g O o | 2

Macro File created 04/13/2020 ===================:

I Macros are lists of commands, with one command per line
I See Help or the manual for a list of commands and their parameters

<

>

2. To open the Command Wizard, double-click anywhere in the body of
the macro editor.
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3. In the Command Wizard, scroll down the list of commands on the
right side of the wizard, click Display, and then click Next.

Command Wizard Step 1 of 2

Choose a command and click Mext to fill in its parameters.

Command Categories: Commands:
D Most Recently Used Name | Description | Syrtax ~
i3 Al Commands and Macros || Define Creates a symbol. Define <symboal...
-1 System DerivedOff Stops running the specified derivedta...  DervedOff <ilex

-] Graphics DerivedOn Starts running the specified derived ta...  DerivedOn ile>
(] Data Log Display Opens and runs the specified graphic .. Display <display. .
DisplayClientClose  Close the specified Active Display Clie...  DisplayClientClo. ..

S L‘jgi_c and Control DisplayClientOpen  Open the specified Active Display Clie...  DisplayClientOp. ..
_ -1 RecipePro+ DisplayNavigatio... Displays a list of previously opaned sc...  DisplayNavigati...
(] Alarm and Evert DisplayMextScreen Opens the next graphic display in navi...  DisplayNextScr... v
Display <display> [/B] [/E] [/U] [#O] [/Z] [/ZA] [/Pfile] [/ T<tag>.<tag>....] [/Hnnn] [/Wnnn] [/Min] [/Max]
[/M] [position]

Opens and runs the specified graphic display file.

Help Cancel MNext = Finish

4. In the File list, click Alarm and Event Banner.

Command Wizard Step 2 of 2

Syntax: Display <display> [/B] [/E] [/U] [/O] [/Z] [/ZA] [/Plile] [/T<dag>.<tag>... ]
[#Hnnn] [“Wnnn] [/Min] [/Max] [/M] [position]

File: IlAIarrn and Event Banner| I
[~ /B - Display In Background | [V Window Postion Docked to the bottom ||
|~ /E - Disable Enter Key [~ /M - Monitor Index

[~ /U - Upload Data Entry Fields [~ /H - Height

[~ /0 - Disable Key List [ /AW - Width

[~ #Min - Display Minimized [~ /K- Left

[ #Max - Display Maximized [~ /Y -Top

I ,{E - Cache Display Always Updating
[~ /T - Parameter tags
[~ /Z -Cache Display [~ /P - Parameter File

Command String:  Display "Alam and Event Banner" /DB

Help | Cancel | < Back |

5. Select the Window Position check box. Scroll down the list on the right
and then select Docked to the bottom.
6. To save the Display command and add it to the macro, click OK.

Step 2. Save the macro

1. On the File menu, click Save.
2. In the Save dialog box, type a name for the new macro and then click
OK. In this example, we use Start Alarm and Event Banner.

Save i
Component narme:
Start Alarm and Event Banne] |
| Ok | | Cancel |
Create an Automatic Use the Automatic Diagnostic Event Summary object to subscribe to and

Diagnostic Event 8ummary show diagnostic events collected by Rockwell Automation controllers via
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Ethernet. It is enabled by the Automatic Diagnostics feature. Automatic
Diagnostics is supported only on Compact GuardLogix 5380, CompactLogix
5380, CompactLogix 5480, ControlLogix 5580, and GuardLogix 5580
controllers, and the firmware revision must be 33 or later. With the Automatic
Diagnostic Event Summary, you can suppress, unsuppress, filter, and sort
diagnostic events at runtime.

You can use FactoryTalk Security to control which users can suppress or
unsuppress events at runtime in an application (or in an area). To do this,
right-click the application (or area) and then click Security. For details, see the
FactoryTalk Security System Configuration Guide.

Step 1. Create a new graphic display

1. In the Explorer window, expand the Graphics folder.
2. Right-click Displays, and then click New.

Explorer - My Local Site « 0 X

2-f2 My Local Site 'y
E| System

. LB Command Line

= HMI Tags

L L0 Tags

E| Graphics

[ Global C New

% Symbol

Add Component Into Application...

[ Libraries New Folder
@& Images Delete
- [# Paramet
o Legacyl ESoe
-4 Local M Import and Export...

B4 Trend Templates
B Trend Snapshots

D IR

Step 2. Add an Automatic Diagnostic Event Summary object to the
display

1. On the Objects menu, point to Alarm and Event, click Automatic
Diagnostic Event Summary (or, in the toolbox, select Automatic
Diagnostic Event Summary), and then place the cursor approximately
where the object is to be on the display.

2. Hold the left mouse button down and drag it to create a rectangle the

size that the Automatic Diagnostic Event Summary should be.
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When the object the desired size, release the left mouse button. The
Automatic Diagnostic Event Summary object is drawn on the display.

£ FactonyTalk View Studic - View Ste Eddion {Local Station)
File Edit View Seftings Objects Amange Animation Tools Window Help
‘FEH® e e 0 @ ADE:  r s XPa@E AR89 CdRiEd=T L o
oty consie o [T RTEET—
[ Local (HUNTERWINTOPROD
B Bs My Locsl Site B Untitled - My Local Site/y Display) y
=& Runtime Security 8 & U & [Nofiter - iy 2o d
AT Scripts = = . =
State | Assessn EventTime = Area Device Name Catal Mesrage”
2 My Local Site ] ] ] . | g | g ] i s
Systern J/
[ Command Line Automatic Disgnestic Event Summary Design View
HMIE Tags r
& Tags f
Graphics 3
[ Drsplays 4
& Global Objects Mo message selected i
2 Symbal Factory .
=l Libraes
=3 Images
[@) Parsmeters - R +
& Legacy Recipes £0 0 A3 0 L Filten: Mo filter Sorted by: Event Time{Ascendirl
.
ogal Messages 1

Step 3. Configure the properties of the Automatic Diagnostic Event

Summary
¢ To open the Automatic Diagnostic Event Summary Properties dialog
box, right-click the Automatic Diagnostic Event Summary object. For
details about all of the properties in the dialog box, click Help.

Step 4. Change the display settings for the Automatic Diagnostic Event

Summary display
1. Onthe Edit menu, click Display Settings.
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2. In the Display Settings dialog box, on the Properties tab, make the
following changes, and then click OK:

Display Settings

Properties Behavior

Display Type Size
(#) Replace (# Uze Cument Size
(Z) Overay () Specify Size in Pixels
Keep at Back
Width- | 469 ight: |95
10n Top St Height: (35 |
Cannot Be Replaced Resize
[ Mlow Multiple Running Copies AMlow Diisplay to be Resized
Ce:_c\he M YRR When Resized
i No . a5
) Yes () Pan (# Scale
Always Updati
Always Updating —
[] Title Bar i®) Use Cument Posttion

| ) Specify Position in Pixels

System Menu Security Code: - -
Minimize Button
Maximize Button Background Color: |:| [[] Use Gradient Style
Pip Buttan
[] Size to Main Window at Runtime
o e Valie Track Screen for Navigation

Mavigation History Screen Name:
Maximum Tag Update Rate:

1 - | seconds

| ok || cancel || SetasDefaut || Hep

o Clear the Title Bar check box.

o Select Size to Main Window at Runtime.

o Select Allow Display to be Resized.

e Under When Resized, select Scale if it is not already selected.

Step 5. Save the graphic display

1. On the File menu, click Save.

21 FactoryTalk View Studio - View Site Edition [Loc*

[File | Edit View Settings Objects Arrange
Hew YER | ) e

IH Save [4\, Ctrl=5

Save As...

Close

Select Application Type...
1 Mew Application...

g Ope_nmu.catit?.. {a

2. In the Save dialog box, type a name for the graphic display and then
click OK.
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Use color animation to
indicate alarm state
changes

T4

In this example, we use Automatic Diagnostic Event Summary.

*
Save

Component name:

|Aut0matic: Diagnostic Event Surmary |

| Ok || Cancel |

3. Close the graphic display.

In this section, you use alarm expressions in FactoryTalk View to animate a
rectangle on a graphic display so that it changes color when the alarm state
changes at runtime:

o Ifthere are active unacknowledged alarms, the rectangle flashes red.

o Ifallactive alarms have been acknowledged, the rectangle is a steady
red.

o Ifthere are no active alarms but there are normal unacknowledged
alarms, the rectangle is yellow.

o Ifthere are no active or unacknowledged alarms, the rectangle is
green.

Step 1. Create a new graphic display

1. In the Explorer window, expand the Graphics folder.
2. Right-click Displays, and then click New.

Step 2. Add an Alarm and Event Summary to the graphic display

1. On the Objects menu, point to Alarm and Event, and then click
Summary (or in the toolbox, click Alarm and Event Summary).
2. Hold the left mouse button down and drag it to create a rectangle the
size that the Alarm and Event Summary object should be.
3. When the object is the desired size, release the left mouse button. The
Alarm and Event Summary object is drawn on the display.
YAV O=28TF2 & [mm  |\ROEO ¥

Y | | Event Time

Alarm Name | Condition ... | Message

Alarm and Event Summary Design View

Mo message selected.

@0 Ao 40 s 0 0 @

Filter:

4. If necessary, resize either the Alarm and Event Summary object or the
graphic display to expose enough white space at the top, bottom, or on
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one side to add a rectangle object that will be the alarm status
indicator.

Untitled - /My Local Site// (Display) - o 2

Y VR O=28TF @ L e v EQOBE® ¥

Y | A | Event Time Alarm Mame | Condition ... | Message
Alarm and Event Summary Design View

Mo message selected.

@0 Ao Yo s 0 0 @0 Filter:

5. On the Objects menu, point to Drawing and then click Rectangle.
6. In the graphic display, hold down the left mouse button and then drag
the mouse to draw a box for the alarm status indicator.

o X
Untitled - /My Local Site// (Display) o

YV O == T & @ & Mot “EQBO® ¥

Y | A | Event Time Alarm Mame | Condition ... | Message
Alarm and Event Summary Design View

Mo message selected.

&0 Ao Yo s 0 0 @0 Filter:

Step 3. Add an expression to animate the rectangle

1. Right-click the rectangle, point to Animation and then click Color.

To create an expression for the color animation, you can compose the
expression step by step, as explained in the following steps, or you can
type the following expression in the Expression box:

If AE_InAlmUnackedCount("*") >0 Then o Else
If AE_InAlmAckedCount("*") >0 Then 1 Else
If AE_NormalUnackedCount("*") > o0 Then 2 Else 3

(@ %y Tip: In the preceding expression, ™" means include all alarms that are in the same location
& (area) as the HMI server. If the preceding expression is used in a network station application
or network distributed application with areas, the expression would include all alarms from
the alarm servers that are located in the same area as the HMI server.
If you want to include alarms from other areas, use the absolute path syntax. For example,
("/AreaName::*").
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If you type the expression instead of composing it, skip to the next
major step "Step 4. Set up colors for the alarm states" to apply colors to
each state.

Animation X
[ Visbilty i Rotation 1 Width 1 Height
|/ Horizontal Pogition T Wertical Position T Horizontal Slider T Wertical Slider
Fil 1 Touch I 1 oeven | Hyperink
Expression
I AE_IndlmUnackedCount] """ ] » 0 Then D Else Tag...
IFAE_IndlmackedCount "' ] > 0 Then 1 Elze
If AE_MormallnackedCount] """ ] > 0 Then 2 Else 3 Expression...
210 [~ ) Elink.
Yalue: ;
B 1 e Q= Lire: . O J
£z | I (CI " [ | B
Fill Style: Solid ~
Drefault Colars Blink rate [Seconds):
Apply Delete Cloze Help L

2. In the Animation dialog box, click Expression.
3. In the Expression Editor, click the If button and then click If to add
the IF condition.

Expression Editor X
Expression
| f... || Logical... " Relational.... " Arithmetic... " Bitwise... " Functions... || Tags... |
'
Then
Else
Lines olumn: 1
Cancel Help

4. In the Expression Editor, click Functions.
5. In the Functions dialog box, in the list of Function Categories, click
Alarm and Event.

The HMI Tag Alarming category contains functions that apply only to
HMI tags located in an HMI server. Because our alarm data is coming
from a controller or a FactoryTalk Tag Alarm and Event Server, we use
the Alarm and Event expressions.

Functions

Function Categaries Choices within Categarny

Al AE_aActiveEvents[ EventMame | - number of active Event

hd ath AE_DizabledCount] AlarmMame | - number of disabled alams

File AE_FauleddlarmsE sist] AlarmM arme | - return whether alarms exist in Faulted gtate
Time AE_HighPrioritwéctivel AlamiM ame | - highest priarity of 16 Alarm alarms

Tag AE_HighSeveritpbicked] AlarmMame | - highest sevenity of Acknowledged alarms
Security AE_HighSeverityUnacked| AlamMame | - highest severity of Unacknowledged alams
Language AE_IndmAckedCount] AlarmM ame | - number of In Alarm and Acknowledged alarms

AE_IndlmShelvedCount( AlarmM ame | - number of In Alam and Shelved alarms

Thinkd anager AE_InaimSuppressedCount] &larmM ame | - number of In Alarm and Suppressed alams
AE_InaimUnackedCount] AlarmMarne | - number of In &lam and Unacknowledged alarms
AE_MomalShelvedCount] Alarmt ame | - number of not [n Alam and Shelved alarms

Cancel Help
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6. In the list of functions on the right, click
AE_InAlmUnackedCount(AlarmName), and then click OK.

7. In the Expression Editor, the AE_InAlmUnackedCount() function
appears in the Expression box, with the cursor between the
parentheses. Next, type "*" to return a count of all alarms that are in
the same location (area) as the HMI server and are in the In Alarm and
Unacknowledged state. Next, move the cursor to the right of the
closing parenthesis.

To count the number of instances of a specific alarm, you can type a
tag name instead of the asterisk.

To include alarms from other areas, use the absolute path syntax. For
example,

("/AreaName::*").

8. Click Relational and then click > GT for greater than.

Expression Editor s

Expression
IF AE_IndlmldnackedCount] " ]

| I... || Logical ... " Relational... " Arthmetic. .. " Bitwise... " Functions... || Tags... |

< LT
Syrta GT

Line: 1 Caolumr & GE

£n ME

== EQ Cancel Help

9. In the Expression box, type o, click If and then click Then to add a
THEN condition.

This completes the IF condition: "If the number of In Alarm,
Unacknowledged alarms is greater thano..."

Expression Editor X

Expression
IFAE_IndlmUnackedCount] ™" ] = 0

| IF... || Logical ... " Relational... " Arthmetic. .. " Bitwise... " Functions... || Tags... |

;

Then

Else
Lines olumn: 36

Cancel Help

10. In the Expression box, type o, click If and then click Else to add an
ELSE condition.

Rockwell Automation Publication FTAE-RMOOTM-EN-E - March 2021 n



Chapter 8 Set up graphic displays

78

This completes the THEN condition: "If the number of In Alarm,
Unacknowledged alarms is greater than o, then animate the rectangle

to show the colors for state 0."

Expression Editor

Expression
I AE_IndlmUnackedCount] ™" > 0 Then 0

[ r.

|| Logical ... " Relational... " Arthmetic. .. " Bitwise... " Functions... || Tags... |
'f
Then
Else
Lines olumn: 43
Cancel Help

11. Follow the same process, substituting the necessary selections to add

the remaining two expressions, and then click OK.

If AE_InAlmAckedCount("*") >0 Then 1 Else (animates the

rectangle to show the colors for state 1)

If AE_NormalUnackedCount("*") > 0 Then 2 Else 3 (animates the
rectangle to show the colors for state 2. If none of the conditions are
true, the expression animates the rectangle to show the colors for

state 3.)

Step 4. Set up colors for the alarm states

This step describes how to set up colors for the rectangle for each solution to

the expression.

1. In the Animation dialog box, under Expression, click state A.

Animation X
[ Visibiliy 1 Fiatation 1 Width 1 Height
|/ Horizontal Pozition T ‘Wertical Pozition T Horizontal Slider T ‘ertical Slider
Fil 1 Touch | 1 oeven | Hypeiink
Expression
If &E_IndlmUnackedCount] ™' ] » 0 Then 0 Else Tag..
If 2E_IndimackedCount( "' ] > 0 Then 1 Elze
I AE_MomallnackedCount] ™" ] > 0 Then 2 Elze 3 Expression...
10 [ ~ ) Elirk.
Walue: .
B 1 ] aue Line: . O J
g2 H - b ] Fill [ | B
Fill Style; Solid ~
D efault Colars Blink rate [Seconds):
Apply Delete Cloze Help Al

2. In the Value box, type o.

3. Beside Fill, select the Blink check box. A colored box is displayed so

that you can specify an alternative color.
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4. Beside Fill, make sure the colored boxes are set to red (for the fill color)
and black (for the blinkalternative color).
5. Set up the colors for the remaining states:

e State B: Value =1, Line = Black, Fill = Red
e State C: Value = 2, Line = Black, Fill = Yellow
e State D: Value =3, Line = Black, Fill = Green

6. When you are finished setting up the colors, click Apply and then click
Close.

Step 5. Save the graphic display

1. On the File menu, click Save.
2. In the Save dialog box, type a name for the graphic display and then
click OK.

In this example, we use Alarm Status Indicator.
*

Save

Component name:

Alarm Status Indicatod |

| Ok || Cancel |

Step 6: Test run the display

1. On the View menu, click Test Display, or click the Test Display button
(shown at left) on the toolbar.

If there are unacknowledged alarms whose alarm condition is In

Alarm, the rectangle flashes red.
F= Alarm Status Indicator - /My Local Site/ [ (Display) i & |EI|£|

YV ==RG50G5 k) | RQE®D
t | 2L | Event Time | Alarm Name | Condtion ... | M -
I :
& & 992012 51501 FM TankTemp HIHI Tank is ov
Ay g 8/9/2012 51501 FPM TankTemp HI Tank is full.
,{i‘_\ & 99201251503 FM TankTempThreshold TRIF Tank Temp
Ay & 89201251507 FM TankTemp LOLO Tank is emp o
4| | _’l._l
Mo message selected.
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2. Right-click one of the alarms, and then click Ack All. Because all active
alarms have been acknowledged, the rectangle changes to a steady red.

r= Alarm and Event Summary - /My Local Site/ [ (Display)

(WB@:E%E@@@i{MnHm} 3

| Alp

& TankTemp
& Ack Comment Tar
& Ack Page &
2 T -
Suppress.

Shelve
Unshelve All

LI_ Alarm Status

Priofity- Fuun Command -
am Stal  View Alarm Details Cument Value:

3. Continue experimenting to observe the effects of acknowledging
alarms:

o Ifthere are no active alarms, but there are normal unacknowledged
alarms, the rectangle is yellow.

P Alarm Status Indicator - [My Local Site/ [ (Display) i =1olx|

YV ==8a50 G | IXQE®
! | LA | Evert Time | Alam Name | Condition N... | Message
ﬁ\, & 99201251501 FM TarkTemp HIHI Tark iz overdlo
g 89201251501 FM TankTemp HI Tank is full.
& & S/9/20125:15:03 FM TankTempThreshold TRIP Tank Tempersl
& & 8/9/20125:15:07 PM TankTemp LOLO Tank is empty.
Fy & 89201251521 FM TankTemp LO Tank is low,
1] | i
Mo message selected.

o Ifthere are no active or unacknowledged alarms, the rectangle is

green.

r% Alarm Status Indicator - /My Local Sitef[ (Display) . i =] 3

YVIVIS==8aE@G i) ~[XQEG

Y | £ | Evert Time | Alarm MName | Condition N... | Message
Waiting for Alamm Events. ..

4 | i3

Mo message selected.

4. When you are finished, on the View menu, click Edit Display, or click

the Edit Display button ﬂ on the toolbar.
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Next steps Do one of the following:

e Use the graphic displays you just created to monitor and interact with
alarms and events. See Monitor and interact with alarms at runtime on
page 83.

e Setup historical alarm and event logging. See Set up historical alarm
and event logging on page 101.
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Chapter 9

Before you begin

What you need

Follow these steps

Create and thenrun a
FactoryTalk View Client
configuration

Monitor and interact with alarms at runtime

To interact with alarms and events at runtime, set up a FactoryTalk View Site

Edition Client and configure one or more graphic displays that host Alarm

and Event objects. Next, run the client and then monitor the alarms and

events that are shown.

Be sure you have defined alarms as described in Define device-based

alarms in Logix 5000 controllers on page 29.

Add the appropriate device server as described in Add a device server
for Logix 5000, PLC-5, or SLC 500 controllers on page 39 or Add a tag-
based alarm server for Logix 5000, PLC-5, SLC 500, or third-party
controllers on page 51.

Set up and configure any graphic display objects as described in Set up
graphic displays on page 59.

FactoryTalk Linx software
FactoryTalk View SE software
FactoryTalk View SE Client software

Follow these steps to monitor and interact with alarms during runtime:

Set up graphic displays

Run FactoryTalk View SE Client wizard and create a configuration file
Run the FactoryTalk View SE Client

Monitor graphic displays with Alarm and Event objects

Acknowledge an alarm

Disable and enable an alarm

Suppress and unsuppress an alarm

Set up historical alarm and event logging

To run an application and monitor graphic displays for alarm messages, start
the FactoryTalk View Site Edition Client.

IMPORTANT  For this example, be sure that the contraller is running the West_Plant_Controller program
that we created in Chapter 3, and that you have tripped the alarm (right-click the rung
contact and then click Toggle Bit).
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84

Step 1. Create a FactoryTalk View Site Edition Client configuration file

1. To open the FactoryTalk View SE Client Wizard, in Windows, click
Start > All Programs > Rockwell Software > FactoryTalk View >
FactoryTalk View Site Edition Client.

+ Create a FactoryTalk View SE Client

configuration file

\d Edit an existing FactoryTalk View SE
, Client configuration file

D Run an existing FactoryTalk View SE

Client configuration file

L |
2. In the FactoryTalk View SE Client Wizard, click Create a FactoryTalk
View SE Client configuration file.
3. On the File name and location page, in Client file name, type a name
for the configuration file. In this example, we used Alarms and Events
Demo. Select a path for the configuration file and click Continue.

| Q) FactonyTalk Views SE Clherst Weard

1. File name and location File namie and kocat 00

2 Startup components

| ¢ Bk 1o home
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4. On the Startup components page, select Local Station.

| 1D FinctoryTalk Views SE €lerst Wizardd o ®

1. File name and location Alarms and Everts Dem L

Mo Dttt ity SN #{ Loce Stman

2. SIrtup components

ey Lacil Ste

Eraglth (Lvntesd Samerd en-Ur%

1y Lol Sty

Sat dlprm pnd fveret Barnar

3. Advanced settings

ik Saw o
| o Busek 1o home oz o] ani

In the Connect to the application list, select the name of the
application you plan to connect to. In this example, use the My Local
Site application created in Set up graphic displays on page 59.

In the Startup macro list, select Start Alarm and Event Banner, and
then click Advanced.

5. On the Client window properties page, configure how the FactoryTalk
View SE Client window will look at runtime. In this example, we
entered Show Me Alarms in the Title bar text box. At runtime, this text
is displayed at the top of the Client window. Click Security and
debugging.

| 1D FinctoryTalk Views SE €lerst Wizardd o ®

1. File name and location ent window properties o0

2, Saartup components [Ty e

3. Advanced settings M s
Ay Ve
- mm—m | 1260
curry andl cetuggrng ] diiges clant 0 e rERTed Bt Pt
e pptoen ] B tisie b

© Batk 1o home
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6. On Security and debugging page, you can configure the Client to log
out automatically after a period of inactivity.

| 1 FactonyTalk Views SE Clherst Wcard - E

1. File name and location Secunty 00
Eruioie pute ogant

2. Sarup components actastty perice
Cipan Facioey Tk Vi S0 Clnt a3 vebw-only

3. Advanced settings bt bt 10 rthetdt IpACRESIRE

ST e e buggeng

i diapiay code etuggng

Saw o
| o Busek 1o home ] ani |

7. Click Save, and then Run.

The Client window opens with the Alarm and Event Banner docked at
the bottom.

Step 2. Open the Alarm and Event Summary from the Alarm and Event
Banner
In the Alarm and Event Banner, click the Alarm and Event Summary

button (shown at left). The Alarm and Event Summary opens, and is
similar to the following graphic display.

Il
YV PIO==BGE@ 4wl -|XQED
t | 2| Event Time | Alzrm Name | Condition N... |
8/10/2012 2:41:00 PM TankTemp HIHI Tank is overflowing.
8/10/2012 2:41:02 PM TankTemp Threshold TRIP Tank Temperature is High
8/10/2012 241:06 PM TankTemp LOLO Tank is empty.

2/10/2012 2:41:22 PM TankTemp LO Tank is low.

TankTemp HI Tank is full.

| 0
iority: Medium Severity: 500 ﬂ
arm State: In Alam, Unacked Current Value: 40
Event Time: 8/10/2012 2:41:40 PM Limit Value Exceeded: 40
in Alarm Time: 8/10/2012 2:41:40 PM Tag 1 Value:
edoe Time: Taa 2 Value: El
B @5 (A1 [0 14 @0 Filter- Not f|Sorted by: Even
L A
a1 %o bt (@0 ][]
"@Display Alarm and Event Summary j Clear | Clear &1 || ‘
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Monitor alarms and events

Step 3. Next steps
Do either of the following:

e Monitor and interact with alarms and events as shown in the next
section.

e Setup historical logging for alarms and events using the graphic
displays and startup macros created in this chapter and in Set up
graphic displays on page 59. See Set up historical alarm and event

logging on page 101.

The data fields in the Alarm and Event Banner window are organized in

columns, and represent various alarm and event data. At runtime, only the
columns that were configured at design time to be visible are displayed in the
Alarm and Event Banner.

A A

[&1 [%0 [a 4 @0

In this example, the alarm list shows these columns:

e AL Priority - Medium

o A Alarm State - In Alarm and Unacknowledged
Event time and date stamp

e Message

The status bar shows (from left to right):

IEThe connection status of the Tag Alarm and Event Server --
whether connected or disconnected from the Alarm and Event Banner.
The green icon shows that the Tag Alarm and Event Server is
connected. When disconnected, the icon flashes red.

41 The number of alarms that are In Alarm and
Unacknowledged

v The number of alarms that are In Alarm and Acknowledged

s U The number of alarms that are Normal and
Unacknowledged

@0 The number of alarm faults

For all of the possible priorities and alarms states that can be shown in the
Alarm and Event objects, see FactoryTalk Alarms and Events Help:

1. In Windows, click Start > All Programs > Rockwell Software >
FactoryTalk Alarms and Events > User Documentation > FactoryTalk
Alarms and Events Help.
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Security for alarms and
events

Acknowledge an alarm

Acknowledge the selected
alarm

2. In the section "Monitor alarms during runtime," see these topics:

a. Alarm and Event Summary > About the columns in the Alarm and
Event Summary

b. Alarm Status Explorer > About the columns in the Alarm Status
Explorer

c. Alarm and Event Log Viewer > About the columns in the Alarm and
Event Log Viewer

You can use FactoryTalk Security to control which users can acknowledge,
enable, disable, reset, suppress, or shelve alarms at runtime in an application
(orin an area).

To do this, in FactoryTalk View Studio or FactoryTalk Administration Console,
right-click the application (or area) where the alarms are located and then
click Security. For details, see the FactoryTalk Security System Configuration
Guide. In Windows, click Start > Rockwell Software > FactoryTalk Tools >
FactoryTalk Security System Configuration Guide.

When you acknowledge an alarm it does not correct the condition causing the
alarm, but it indicates that an operator is aware of the alarm.

@0y Tip: The Digital Alarm Properties, Level Alarm Properties, and Deviation Alarm Properties dialog

2 boxes each contain a Control Tags tab that allows you to acknowledge alarms by using tags in the
controller (remote acknowledgment).

o At runtime, the alarm state in graphic objects changes to Acknowledged when the remate
acknowledge tag value is changed to positive.

o The alarm import and export functions support remote acknowledgment.

See FactoryTalk Alarms and Events Help for more information on using the Control Tags tab.
A single tag might have several alarm conditions In Alarm. Each alarm
condition must be acknowledged separately. For example, a tag that monitors
a temperature might trigger HI and HIHI alarm conditions by the time it is
acknowledged. The alarm could also go In Alarm and Out of Alarm several
times before it is acknowledged.

Previous occurrences of an alarm that have gone Out of Alarm and then back
In Alarm cannot be acknowledged. These older occurrences are referred to as
out of scope and are displayed in the alarm list with a different icon. When the
most recent occurrence of an alarm is acknowledged, previous occurrences
are removed from the alarm list.

In the Alarm and Event Summary event list, do one of the following:

o Select the alarms you want to acknowledge, and then click the

Acknowledge selected alarm button ﬂ
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o Select the alarms you want to acknowledge, right-click the selected
alarms, and then click Ack.

Fiy 2 1PN

i 2

Ay 2 Ack Comment

A, ‘ Ack Page )

Ay M Akal _

iy & Suppress

A & Shelve

Unshelve Al
LI_ Alarm Status :

F—— Fuum Command T
Acknowledge the selected 1. In the Alarm and Event Summary event list, do one of the following:
alarm and enter a comment o Select the alarms you want to acknowledge, and then click

Acknowledge selected alarm with comment @
o Select the alarms you want to acknowledge, right-click the selected
alarms, and then click Ack Comment.

r= Alarm and Event Summary - My Local Sitef { (D"

Ack Comment
Ack Page
Ack All
Suppress
Shelve
Unshetve All
Alarm Status

Riun Command
View Alarm Details

| wwim Faults
R T

2. In the Acknowledge Alarm with Comment dialog box, type a
comment, and then click Acknowledge. If historical logging is set up,
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the comment is displayed in the Alarm and Event Log as part of the
Tracking event that is generated from the Acknowledge command.

Acknowledge Alarm with Comment Ed |

&larm name;

Camment

[~

Acknowledoe I Cancel |

V'e Tip: You can view the last comment that was entered for an operation (for example, ack,

& disable, suppress) in the Alarm Details dialog box. To view a comment associated with an
alarm state, select an alarm and then click the Show details for the selected alarm button on
the toolbar. In the Alarm Details dialog box, expand an alarm state (Disabled, Suppressed,
Acknowledged, and so on) to view the comment associated with that state.

Acknowledge all of the In the Alarm and Event Summary toolbar, do one of the following:
alarms dlsplayed on the o Click Ack page of alarms g All alarms currently visible in the event
page list are acknowledged.

e Right-click one of the alarms and then click Ack Page.

F= Alarm and Event Summary - /My Local Sitef [ (Disp

«mzezzﬂm@'@%_lwﬂ—ﬁy

! | L | Bvent Time |

Ack

Ack Comment
Adk Page

Ack Al
Suppress
Shelve

<
Unshelve Al )
” 4

Alarm Status
R Carmand Severity-

View Alarm Details Cument Valuws
Terisriy o

Al i
Acknowledge all of the In the Alarm and Event Summary toolbar, do one of the following:
alarms in the event list

e Click Acknowledge all alarms contained in list ﬁ All alarms in the
event list are acknowledged, even if they are not all visible. However, if
the list is filtered, alarms that are filtered out are not acknowledged.
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e Right-click one of the alarms, and then click Ack All.

r= Alarm and Event Summary - [My Local Sitef [ (Display)

(WB@:E%E@@@LNDHW} 3

| 2| Event Time | Al

Tank Temp z
Ack Comment 3

Tar
Ack Page )

ik
ik
&
A T

Suppress
Shelve
Unshelve All
LI_ Alarm Status
Priority- Fium Command Severity-
am Stal  View Alarm Details Current Value:

Disable or enable an alarm  when an alarm is disabled the operator is not notified when the alarm

condition occurs and the alarm is removed from the Alarm and Event Banner.

e An alarm thatis disabled is effectively turned off in the controller.

e The alarm condition is no longer monitored and notifications are not
generated by the controller.

e Disabled alarms do not sound the alarm bell in the Alarm and Event
Banner.

e Unacknowledged disabled alarms are displayed in the Alarm and Event
Summary.

Unlike a silenced alarm, a disabled alarm does not trigger the alarm bell in the
Alarm and Event Banner if the alarm condition occurs again after the alarm
was disabled.

@ Tip: Disable alarms that are related to equipment that is being shut down or serviced.

To enable alarms, use the Alarm Status Explorer. See Enable selected alarms

on page 92.

When an alarm is enabled, the operator is notified when the alarm condition

occurs. Enabled alarms sound the alarm bell, and continue appearing as new
events in the Alarm and Event Summary, unless they are suppressed.

IMPORTANT  You can use FactoryTalk Security to control who can disable or suppress alarms. If a user
attempts to perform an operation for which they do not have the required security rights,
the operation will fail and a message will be displayed stating that the user has
insufficient rights to perform the operation. To add anather level of security, the Alarm
and Event Summary can be configured not to show the toolbar buttons, which also hides
those operations on the context (shortcut) menu.

Disable selected alarms 1. Inthe Alarm and Event Summary event list, do one of the following:
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Enable selected alarms

92

o Select the alarms you want to disable, and then on the toolbar, click

the Disable selected alarm button.
o Select the alarms you want to disable, right-click the selected
alarms, and then click Disable.

r= Alarm and Event Summary - /My Local Sitef f (Display)

Ack Comment
Ack Page
Suppress Tank Temp Threz8
Coe | :
Shelve 1
Unshelve All ’
Alarm Status (
Rium Command

Severity:
View Alarm Details ed Current Value:-
View Alarm Faults 542 FM Limit Value Exceeded:

Ly et L s

2. In the Disable Alarm dialog box, type a comment (for example, to
explain why the alarm is disabled) and then click Disable.

x

Alarm name: :Ae:TankTemp

Comment

=)

[~

| Dizable I Cancel |

This comment is stored with the alarm and is logged to the Comment
field in the Alarm and Event Log, which you can view using the Alarm

and Event Log Viewer.

(" *y  Tip: Any alarms you disable stay in that state until you enable them again. You must use the
& Alarm Status Explorer to enable alarms.

1. Inthe Alarm and Event Summary window, do one of the following:

e Ifitisvisible on the toolbar, click the Display the Alarm Status

Explorer button ﬂ
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Suppress or unsuppress an
alarm

o If'the toolbar button is not visible, right-click an alarm in the Alarm
and Event Summary event list, and then click Alarm Status.

r= Alarm and Event Summary - My Local Site/ [ (Display)
Yo ==28a8@08]  ZI%X0QB
* | Q| Event Time | Aam Mame | Condh,
ey
Ack
A, g AckComment TarkTemp LO
Fi & Ack Page TankTemp L
A g Suppress Tark Temp Threshald  TRIF;
Disable l
Shelve (
Unshelve Al .
. e i
== R Cormrmand Severity: 500
View Alarm Details led Curmrent Value: 4
;vert Tim \ﬂ?w Alarm FEL_J,IL g:]l M |JI'I“|: Value EHETZ 40

2. In the Alarm Status Explorer window, select the alarms you want to

enable and then click the Enable selected alarm button ﬂl

x
_I_I_I_I_I_I_I_IJ
4 My Local Ste

,-"I'vh' Local Srte,-" Ae

Tank Temp Threshold

12 items

r~ Alam source fiter

Name: I

Status: IA”)’ j

Cloze

Any alarms you enable stay in that state until you disable them again.
For details about the other features of the Alarm Status Explorer, click

Help ﬂ in the dialog box.

You can suppress an alarm that is not needed temporarily, for example,
suppress an alarm that is caused by another alarm that you are already
addressing. You can suppress or unsuppress up to 2000 alarms at one time.

e Asuppressed alarm is not displayed in the Alarm and Event Banner.

If an alarm is displayed in the Alarm and Event Banner and then
suppressed, it is removed from the alarm list.

e An unacknowledged suppressed alarm is displayed in the Alarm and
Event Summary.

If an alarm is displayed in the Alarm and Event Summary and then
suppressed, it is only removed from the alarm list when it is
acknowledged.
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e Asuppressed alarm continues to be logged in the alarm history log,
which you can view using the Alarm and Event Log Viewer. See Set up
historical alarm and event logging on page 101 for more information.

e Asuppressed alarm also continues to set the appropriate InAlarm
parameters of an alarm instruction in the controller.

Disable an alarm instead of suppressing it if you want to completely turn off
the alarm detection logic for the alarm source and prevent the alarm from
being detected. See Disable selected alarms on page 91.

suppress an alarm 1. In the Alarm and Event Summary event list, do one of the following:
o Select the alarms you want to suppress and then click the Suppress

selected alarm button @
o Select the alarms you want to suppress, right-click the selected
alarms, and then click Suppress.

r= Alarm and Event Summary - {My Local Site/ [ (Display)

YHIS —=EFi o] ;
: 210/201 s

Ack Comment
Ack Page

CSipress | TarkToms

Disable
Shelve

Unshelve All .
LI_ Alarm Status
Priofity- Rum Command Severity-

am Stal  View Alarm Details ad Cument Value:
00 PM Limit Value

Evi‘rt-nl'l View Alarm Faults O0EM Taa 1 E

2. In the Suppress Alarm window, optionally type a comment, and then
click Suppress.

Suppress Alarm x|

Alarm name: vAeTankTemp

Comment

=

[~

| Suppress I Cancel |

A comment is stored with the alarm and is logged to the Comment
field in the Alarm and Event Log, which you can view using the Alarm
and Event Log Viewer.

Unsuppress an alarm
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Unsuppress an alarm that was previously suppressed if it now needs to be
monitored again. For example, an operator might have suppressed an alarm
because the alarm was caused by another alarm that an operator was already

attending to.

An unacknowledged suppressed alar
Summary.

m is displayed in the Alarm and Event

To unsuppress an alarm, follow these steps:

1.
Alarm Status.

In the Alarm and Event Summary, right-click an alarm and then click

F= Alarm and Event Summary - /My Local Site /[ (Display)

YviIvie

==8TE@g]| 2 QB

! | | Event Time

Mam Name | Cond.,

Ak

Ack Comment
Ack Page
Suppress

Dizable

Shelve

Unshelve all
r__
Fum Cammand
View Alarm Details
View Alarm Faults

2. In the Alarm Status Explorer

w

TankTemp LO k
TankTemp L
Tank Temp Threshold THIF“

¢
:

Severity: hDD
foed Curmrent Value: 41
5:41 PM Limit Value Exceeded: 40

window, select the alarm or alarms you

want to unsuppress, and then on the toolbar click the Unsuppress

selected alarm gl button.

|
» |28l = == o2
----- & My Local Ste . |5h... + |Path

/My Local Site/:Ae

Tank Temp Threshold /My Local Site/-Ae

12 items

r~ Alam source

fitter

Name:

2D

Status:

=

=

type all or part of an alarm name,
? wildcard characters in the filter

Cloze

Tip: You can filter alarm sources to make it easier to find the alarm you want. In the Name box,

or select an alarm status from the list. You can use the * and
. For details about filtering alarm sources, see FactoryTalk

Help. In Windows, click Start > All Programs > Rockwell Software > FactoryTalk Tools >

FactoryTalk Help.
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3. In the Unsuppress Alarm dialog box, optionally type a comment on
why the alarm is unsuppressed, and then click Unsuppress.

Unsuppress Alarm x|

Alarm name: vAe:TankTemp

Comment:

[—

|-

| Unsuppress I Cancel |

This comment is stored with the alarm and is logged to the Comment
field in the Alarm and Event Log, which you can view using the Alarm
and Event Log Viewer if historical logging has been configured.

For details about the other features of the Alarm Status Explorer, click

the Help button ll

Shelve or unshelve an alarm Shelving an alarm temporarily suppresses it. When shelving, the operator

Shelve an alarm

specifies a duration for the alarm to remain shelved. The alarm is
automatically unshelved when the duration runs out.

O Tip: Shelving is supported in the Logix Designer application version 21 or later.

A shelved alarm is displayed in the Alarm and Event Summary or Alarm
Status Explorer. However, a shelved alarm is not displayed in the Alarm and
Event Banner.

Disable an alarm, instead of shelving it, if you want to completely turn off the
alarm detection logic for the alarm source, and prevent the alarm from being
detected. See Disable selected alarms on page 91 for more information.

1. In the Alarm and Event Summary event list, do one of the following:

o Select the alarm you want to shelve and click the Shelve selected

alarm button :l on the toolbar.
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e Right-click the alarm you want to shelve and select Shelve.

F= Alarm and Event Summary - My Local Sitef [ (Display)

Fiy

A Tank Temp The
/b Adk Comment Al T
Ay AdkPage il T:
i

Suppress all Tan:
Disable ;
Unshelve All ’
LI_ Alarm Status E ;
Rur Command Severity-
am  View Alarm Details Unacked Current Value:

JIEren o s 7B 21 g
2. The Shelve Alarm dialog box appears.

x

Alarm name; vaeTankTemp
Duration: I 1 Minutes
Comment

B
[

| Shelve I Cancel |

In the dialog box, enter the following information if desired:

Field Description

Alarm name Shows the name of the selected alarm.
If multiple alarms are selected, this shows as Multiple (x alarms selected)
where xis the total count of selected alarms.

Shelve duration Specifies the period of time the alarm should be shelved. Once the shelve
duration expires, the alarm is unshelved. The value must be a whole number.
o Default: 1

o Minimum: 1

o Maximum: 2147483647

Comment (gptional) Specifies the reason for shelving the alarm.

The default value is empty. The maximum length is 512 characters.

This comment is stored with the alarm and is logged to the UserComment
field in the alarm database, which you can view using the Alarm and Event
Log Viewer.

3. When complete, click Shelve.

When you reshelve alarms, the conditions vary depending on the type of

alarms:
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Alarm type Alarm condition

A digital alarm
updated accordingly.

The alarm is shelved with the new specified duration. The alarm unshelve time is also

If one or more of the alarm
condition is shelved with th
updated accordingly.

An analog alarm

conditions you reshelve were previously shelved, the alarm
e new specified duration and the alarm unshelve time is also

If none of the alarm conditions you reshelve were previously shelved, the alarm condition
is shelved targeting to the old unshelve time.

Unshelve an alarm

If alarms that were previously shelved need to be monitored again, you can

unshelve the specified alarms in the

1.
then click Alarm Status.

Alarm Status Explorer.

In the Alarm and Event Summary window, right-click an alarm and

F=- Alarm and Event Summary - /My Local Site/ [ (Display)

YviIvie

==8TE@g]| 2 QB

! | Q| Event Time

Mam Name | Con

Adk

Ack Comment
Ack Page
Suppress

Dizable

Shelve

Unshelve Al
r__
Fum Cammand
View Alarm Details
View Alarm Faults

2. In the Alarm Status Explorer,

TankTemp LO k

TankTemp L
Tank Temp Threshold THIF‘-;

¢
:

Severity: hDD
foed Curmrent Value: 41
5:41 PM Limit Value Exceeded: 40

select the alarm or alarms you want to

-
unshelve, and then click the Unshelve selected alarm button ——1 on
the toolbar.
|

»| | 28| = =l = » 2]
4 My Local Ste _[5h

= IEdEY:

/My Local Site/-Ae

Tank Temp Threshold /My Local Site/-Ae

12 items

r~ Alam source fiter
Name: il EI
Status: IA”)’ j
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3. In the Unshelve Alarm dialog box, optionally enter a comment about
why the alarm is unshelved, and then click Unshelve.

x

Alarm name: vAe:TankTemp

Comment:

[=

[~

| Unshelve I Cancel |

The comment is stored with the alarm and is logged to the Comment
field in the Alarm and Event Log, which you can view using the Alarm
and Event Log Viewer if historical logging has been configured.

You can also unshelve all shelved alarms in the Alarm and Event Summary:
1. Inthe Alarm and Event Summary event list, do one of the following:
2. On the toolbar, click the Unshelve all alarms button EI

e Right-click an alarm in the list, and then click Unshelve All.

F= Alarm and Event Summary - fMy Local Site/ [ (Display)

A Ack Comment FM

b, AdkPage FM ’
Jb,  Suppress FIM
Disable
Shelve
4

Unshelve All I
E
Severity:
|Unacked Curment Value:
250505 FM Limit Value
P

. Alarm Status
Prion  Fum Commarnd
am  View Alarm Details

R Ve dgmtage.
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3. The Unshelve All Alarms dialog box appears. Optionally enter a

comment on why the alarms are unshelved and then click Unshelve
AlL

Unshehve All Alarms x|

Cornment

=4

[

Unshelve A | Cancel |
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Chapter 10

Before you begin

What you need

Set up historical alarm and event logging

Use the FactoryTalk Alarm and Event Log Viewer to view alarms and events
that have been logged to a Microsoft SQL Server database that is configured to
store historical alarm and event data.

I '"‘“‘: Tip: If you do not have a Microsoft SQL Server database installed, we recommend that you install it using
2 the batch file available in the FactoryTalk View installation package in the FTView\Redist folder. For
installation instructions, see Install Microsoft SQL Server 2014 SP3 Express on page 165.
If you already have Microsoft SQL Server installed, you may need to change the configuration options to
log alarm and event messages. For configuration instructions, see Use an existing Microsoft SOL Server
database on page 169.

Use the Alarm and Event Log Viewer to display entries corresponding to all
event types or to filter the events you want to view. Alarms and events
generated during runtime can be logged to a Microsoft SQL Server database.

IMPORTANT  Simple Events are not currently supported. A simple event describes a simple occurrence
in the system, such as failure to access a computer or device. Condition-related events--
those that relate to changes in alarm state, and tracking-related events--those that
monitor audited changes to the system, are supported.

To set up historical alarm and event logging, here is an overview of the steps
to follow. Each step is explained in detail in this chapter.

e Confirm that the Microsoft SQL Server software is installed.

e Add a database definition to your FactoryTalk system.

e Associate a database definition with an alarm and event server.

e Add an Alarm and Event Log Viewer object to a graphic display.

e Run the FactoryTalk View Site Edition Client software and then
monitor the graphic display.

e Ifyou do not already have Microsoft SQL Server software installed, you
can install it from the FTView\Redist folder in the FactoryTalk View
installation package. For installation instructions, see Install SOL
Server 2014 SP3 Express on page 165.

e Define alarms as described in Define device-based alarms in Logix
5000 controllers on page 29 and Add a tag-based alarm server for Logix
5000, PLC-5, SLC 500, or third-party controllers on page 51.

e Add the appropriate device server as described in Add a device server
for Logix 5000, PLC-5, or SLC 500 controllers on page 39.

e Setup graphic display objects as described in Set up graphic displays

on page 59.

e FactoryTalk Linx software

e FactoryTalk View Studio software
e TFactoryTalk View SE Client software
e Microsoft SQL Server software
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Follow these steps Follow these steps to set up historical logging:

e Plan your system
e Confirm that the Microsoft SQL Server software is installed
@ %) Tip: Microsoft SOL Server 2014 SP3 Express is available from the FactoryTalk View installation
N package.
e Run FactoryTalk View Studio
o Add a database definition to your FactoryTalk system
e Associate the database definition with an alarm server
e Add an Alarm and Event Log Viewer object to a graphic display
e Run FactoryTalk View SE Client software and then monitor the
graphic display
e Monitor and interact with alarms during runtime
Confirm that the SQL Server 1, log historical alarms and events, you can either install Microsoft SQL
software is installed Server or you can use an existing SQL Server database already installed on

your network. If you are using an existing SQL Server database you need to
set up your database for alarm and event logging. See Summary of steps on

page 169.

FactoryTalk Alarms and Events can log historical data to any of the supported
SQL Server databases. For more information, see Supported SQL Server
databases on page 169.

@ '"‘“"-: Tip: SOL Server 2014 SP3 Express software is available in the the FactoryTalk View installation package
7 in the FTView\Redist folder.

To install SQL Server 2014 SP3 Express, see Install SQL Server 2014 SP3 Express on page 165.
If you are using an existing SOL Server database, see Use an existing SOL Server database on page 169.

Add a database definition to Create 2 database definition that specifies the connection information for the

database and creates the required database objects.

your FactoryTalk system

Step 1. Open an existing application in FactoryTalk View Studio

1. Open FactoryTalk View Studio.

2. In the Application Type Selection window, select View Site Edition
(Local Station) and then click Continue.

3. In the New/Open Site Edition (Local Station) Application dialog box,
click the Existing tab, and then select the My Local Site application
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that you created in Add a device server for Logix 5000, PLC-5, or SLC
500 controllers on page 39.

33 Mew/Cpen Site Edition (Local Station) Application

MNew Existing

Application Mame

InstantFizz_SE
My Local Site
Language: English (United States), en-US

Open | | Cancel

Step 2. Create a new database connection

1. In the Explorer window, expand the folders System > Connections
and then right-click the Databases folder. Click Add Database

Connection.

21 FactoryTalk View Studio - View Site Edition [Local Station) r,:
File View Settings Tools Window Help d
‘EAe = 0L AOE >y a,

Explorer - My Local Site * I X

=-[E Local (HUNTERWINT0PROX)
BE@ My Local Site

. l.we Runtime Security

. 2 IT Seripts

- @ My Local Site

- @ TagAE

[]-E = FTAE Server

= System

Action Groups

[ Policies

25 MNetworks and Devices
- Users and Groups

= Connections

W Add Database Connection...

Security...

2. In the Database Connection Properties dialog box, configure
properties for the new database definition. Select FactoryTalk Alarms
& Events History Database in the Database type list.

In this example, we used FTAE_History for the definition name and
database name. The authentication includes Windows authentication
and SQL Server authentication. We used SQL Server authentication
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with FTAE_Historian as the database user name, and password as the

password.

Database Connecticn Properties

Database Connection  Alanms Size Management  Alarms Advanced settings

Database bype:
FactoryTalk Alarm & Events History Database ~
Definition name:

FTAE Hstory
Server name§nstance: ﬂ
HUNTERWIN 10PROX

Log in to database

Authentcabion: SQL Authenbeation

Liser name: FTAE_Hestorian

Pasgword: |

Database name:

FTAE_Hstory

Test Connection

o ][ oo

Help

ﬁ Tip: To improve efficiency when writing to the database, information is sent to a cache file
located on the computer hosting the alarm server before writing to the database.

3. Click the Alarms Advanced settings tab. The system will attempt to
create the database, the user account, and the tables that are necessary
to store the alarm and event information. If the database or user does
not already exist in SQL Server, you are prompted to create them. Click

Yes.

Database Connection Properties

Database Connection  Alarms Size Management Alarms Advanced settings

Log events to database every:

LI R

Limit database buffering to:

days or
N

Maintain inactive connection:

cvens

(@) indefinitely

O for o minutes

e T B,

EEAR A s A e o aSehtamies

% of available disk space

o~

4. Configure the settings for the Alarm and Event History Database.
5. Ifthe connection to the database is lost, alarm and event information
will continue to be cached to files. After the connection is restored, the

cached information will be sent to the database.

To limit how much information is cached, reduce the amount of days
or % of available disk space for database buffering. When the limit is

reached, the oldest information is overwritten.
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Associate a database
definition with an alarm
server

6. When you finish, click OK. If you are prompted to create the database,
click Yes. The database definition is added to the Databases folder and
is ready for use.

To set up a FactoryTalk Linx device server (device-based server) or a
FactoryTalk Tag Alarm and Event Server (tag-based server) to log historical
alarm and event data to a database, you must associate a database definition
with the alarm server.

If no alarm history database is associated with an alarm server, the alarm
server does not log any historical data. You can associate different alarm
servers with different alarm history databases, or you can have all alarm
servers log their data to the same database.

For details about setting up alarm servers, see Add a device server for Logix
5000, PLC-5, or SLC 500 controllers on page 39 or Add a tag-based alarm
server for Logix 5000, PLC-5, SLC 500, or third-party controllers on page 51.

Step 1. Open an existing application in FactoryTalk View Studio

1. Open FactoryTalk View Studio.

2. In the Application Type Selection window, select View Site Edition
(Local Station) and then click Continue.

3. In the New/Open Site Edition (Local Station) Application dialog box,
click the Existing tab, and then select the My Local Site application
that you created in Add a device server for Logix 5000, PLC-5, or SLC
500 controllers on page 39.

Step 2. Configure the alarm server

1. In the Explorer window, expand the application tree until each alarm
server is visible.

.’21 FactoryTalk View Studio - View Site Edition [Local Station) i
File View Settings Tools Window Help

EHe b O L HOE
Explorer + I x
=-[E Jocal (APCNSDADC36052)
E| My Local Site
e Runtime Security
L IT Seripts
- @-f3 My Local Site
E| System
Action Groups
[+ Paolicies
=5 Metworks and Devices
[ Users and Groups
= Connections

E Databases

L85 FTAE_Historyy
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2. Right-click the alarm server named FTAE Server that you created in
Add a device server for Logix 5000, PLC-5, or SLC 500 controllers on
page 39. Click Properties.

_21 FactoryTalk View Studio - View Site Edition (Local Station]
File View Settings Tools Window Help F
A8 et O P Aa0E
Explorer * 0 x

=+ Local (APCNSDADC36052)
E| E= My Local Site
. me Runtime Security

o AT Scripts
- il (AT
@i My Loca Delete
£ 1 System
Action G Server Status...

=8 Policies
W &5 Networks
el Users and Groups
=8 Connections
E| Databases

L. ®g FTAE_Historyy

W A B

3. For a FactoryTalk Linx Device Server, do the following and then click
OK:

Properties...

FactoryTalk Linx Server Properties X

General Redundancy Aams and Events

& Enable alam and event support
Priorties
Enable server-assigned priorities
Severty Range

Priority Low High
Urgent 751 1000
High 501 750
Medium 251 500
Low 1 250

Alam and Event History

Enable history

Database definition:

FTAE_History ~

Computer name:  HUNTERWIN10PROX

Database name:  FTAE_History

Cache file path:

|C:'-.Pr0gram Data"Rockwel\Alams |

Log languages:
| Engish (United States), enIS v]

Concel || foy || Heb

o In the FactoryTalk Linx Server Properties dialog box, click the
Alarms and Events tab.

e Under Alarm and Event History, select the Enable history check
box.

¢ In the Database definition list, select a definition (for this example,
we use FTAE_History).
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Create an Alarm and Event
Log Viewer display

4. For aTag Alarm and Event Server, do the following and then click OK:

Tag Alarm and Event Server Properties

General Redundancy Priorties and History

Priorities
Enable server-assigned priorties
Severty Range

Pricrity Low High
Urgent
High 750
Medium 251 500

Low 250

Alarm and Event History
Enable history
Database definition:
FTAE_Histany
HUNTERWIN1DPROX
FTAE_History

Computer name:
Database name:
Cache file path:

*

|C:'-.Pn:ugramData “Rockwel'Alarms

Log languages:

| English (United States), en-US

> |

o

Cancel Help

¢ In the FTAE Server Properties dialog box, click the Priorities and

History tab.

e Under Alarm and Event History, select the Enable history check

box.

¢ In the Database Definition list, select a definition. In this example,

we use FTAE_History.

Use the Alarm and Event Log Viewer to view alarm and event information
previously logged in a Microsoft SQL database configured to store historical

data.

Step 1. Open an existing application in FactoryTalk View Studio

1. Open FactoryTalk View Studio.

2. In the Application Type Selection window, select View Site Edition
(Local Station) and then click Continue.

3. In the New/Open Site Edition (Local Station) Application dialog box,
click the Existing tab, and select the My Local Site application that you
created in Add a device server for Logix 5000, PLC-5, or SLC 500

controllers on page 39.
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Step 2. Create a new graphic display

1. In the Explorer window, expand the Graphics folder, right-click
Displays, and then click New.

Explorer - My Local Site * o x
E|EE| My Local Site ~
£t System
. B Command Line
= HMI Tags
oL Tags
14 Graphics
[ Global C New
- Symbol Add Component Inte Application...
[ Libraries New Folder
@ & Images Delete
- [# Paramel
| Remaove
- Legacy |
48 Local M Import and Export...
-FA Trend Templates
B4 Trend Snapshots
A S Tl

A blank display appears in the workspace.

Bl Factontalk virm Sodia - View S8 ESfien [Local Slasan J

Fils EdE Wiew Sefiingr Objeclt Armange Anivabon  Taoh  Wisdow  baelp
RS a0 2 HOE e idaafwradaadna?eagnlE-
i intitted « /My Lecal Siedf (Dhalryl

[ Lecal (HUNTERRWE | DFRO A
s My Local Site
=& Aurhime Secusy
1T zodpis
= pdy Locai Sine
Sy
[l Comeucd Ling
HM Tags
& Tagi
o | CGeaphics
=[5 Cinglaps
&R Global Qbpects
L Symbel Faclony
v Liteanes
= s
&) Panmeters
L' Legacy Reciges
¥ Local Mimage
meand®™" B Tiend Jampitie b

Kintitied - My Loral Bhe [Diplay

2. If necessary, resize the graphic display to about the same size as the
one you created for the Alarm and Event Summary.

Step 3. Add an Alarm and Event Log Viewer object to the display

1. On the Objects menu, point to Alarm and Event and then click Log
Viewer (or select Alarm and Event Log Viewer in toolbox).
2. Hold the left mouse button down and drag the mouse to create a
rectangle that is the size required for the Alarm and Event Log Viewer
object.
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3. When the object is the correct size, release the left mouse button. The
Alarm and Event Log Viewer object is drawn on the graphic display.

[Ch) | T ® QOB

Y | Severity | JL | Event Time Alarm Mame | Condition Mame | Message
Alarm and Event Log Viewer Design View

Mo message selected.

Events: 0 Mot Filtered

Step 4. Configure the properties of the Alarm and Event Log Viewer

1. To open the Alarm and Event Log Viewer Properties dialog box,
double-click the Alarm and Event Log Viewer object.

Alarm and Event Log Viewer Properties
General Columns Toolbar Display Fiters States Common
Alarm and event log Toolbar
Select log: Teut color .
FTAE Histary Background color O
Colurnn headings
Text color .
Background calar |:|
Riow tet
Selection foreground colar O
Selection background color .
Behavior Grid
Dizplay repart an start up Line color .
. ) Backaground color O
Allov detail: pane to be adjusted
A N Detail pans R

2. On the General tab, select the alarm log whose entries you want to
view. In the previous example, we selected FTAE_History. This is the
SQL database we created in Associate a database definition with an
alarm server on page 105.

3. Click the Columns tab, and then clear the Area check box.

4. On the other tabs, set properties to customize the Log Viewer display,
as desired. For details, click Help.

5. When you are finished, click OK to close the dialog box.

Step 5. Save the graphic display

1. On the File menu, click Save.
2. In the Save dialog box, type a name for the new display and then click
OK.
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Create a button to open the
Alarm and Event Log Viewer
display

1o

In this example, we use Alarm and Event Log Viewer for the name of
the graphic display.

Save

Component name:

|Alarm and Event Log Viewel |

| oK || Cancel |

3. Close the graphic display.

In this section, we add a button to open the Alarm and Event Log Viewer

display in the same FactoryTalk View Client window as the Alarm and Event
Banner display.

Step 1. Create a new graphic display

1. In the Explorer window, expand the Graphics folder, right-click
Displays, and then click New.

Explorer - My Local Site * I X
BED My Local Site ~
i) System
. B Command Line
el HMI Tags
L@ Tags
£l Graphics
23] Displays
[ Global C New
- Symbol Add Component Into Application...
[ Libraries MNew Folder
# B Images Delete
- [# Paramel
| Remove
o Legacyl
42 Local M Import and Export...
B4 Trend Templates
B3 Trend Snapshots
s AR

2. If necessary, resize the graphic display to about the same size as the
one you created for the Alarm and Event Summary.

Step 2. Add a button to the graphic display

1. On the Objects menu, point to Push Button, and then click Button (or
select Button in the toolbox).
2. Hold the left mouse button down and drag the mouse to create a

rectangle the correct size for the button and then release the mouse
button.
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3. In the Button Properties dialog box, click the Action tab.

x
Button Properties

General  Action  Up Appearance  Down Appearance  Digabled Appearance  Common

Action: | Run command -

Press action:

Repeat action:

Repeat rate (secs). |0.2%

Release action:

Confirmation and E-Signature settings
Mo Confirmation
Require Confirmation
Require E-Signature

Use Variable

ok || Cawd || Hep

Step 3. Configure the button commands

1. Click the Browse button (...) to the right of the Press action field to
open the Command Wizard.

Command Wizard Step 1 of 2

Choose a command and click Next to fill in its parameters.

Command Categories: Commands:
D Most Recently Used & " Name | Description | Syntax | 2
i All Commands and Maci Abort (Closes the specified item.
[ System i Opens and runs the specified graphic .
ED Graphics DisplayMavigatio... Displays a list of previously opened sc...  DisplayMNavigati...
E‘D Graphic Displays DisplayMextScreen Opens the next graphic display in navi...  DisplayNextScr...
DisplayPrevious... Opens the previous graphic display in ...  DisplayPrevious. ..
MextWindow Moves focus to another open graphic...  NextWindow
Lo Pin Ping the active window on top. Fin
' > PrevWindow Moves focus to another open graphic...  PrevWindow v
Display <display> [/B] [/E] [/U] [/O] [/Z] [/ZA] [/Pfile] [/ Tgag>.<tag>....] [/Hnnn] [/Wnnn] [/Min] [/Max]

[/M] [position]
Opens and runs the specified graphic display file.

Help Cancel Meat > Finish

2. In the Command Categories pane on the left, expand Graphics >
Graphic Displays > Navigation.

3. Inthelist of commands on the right, click Display, and then click Next.

4. In the File box, click the browse button to select the name of the
graphic display that is to open when the button is clicked.
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In this example, we want the button to start the Alarm and Event Log
Viewer, so we select Alarm and Event Log Viewer.

Command Wizard Step 2 of 2

Syntax: Display <display> [/B] [/E] [/U] [/O] [/Z] [/ZA] [/Pfile] [/T<tag>.<tag>...]
[#Hnnn] [/Wnnn] [/Min] [/Max] [/M] [position]

File: |Alarrn and Eventt Log Viewer] |
[1/B - Display In Background [] Window Position

[C1/E - Disable Erter Key [ /M - Monitor Index

[1/U - Upload Data Entry Fields [ /H - Height

[[]/0 - Disable Key List 1AW - Width

[1/Min - Display Minimized [ 7% - Left

[]/Max - Display Maximized 177 -Top

[1/ZA - Cache Display Aways Updating
[T - Parameter tags
[1/Z - Cache Display [ /P - Parameter Fil=

Command String:  Display "Alarm and Event Log Viewer"

Help Cancel < Back

5. To close the Command Wizard, click Finish. In the Button Properties
dialog box, the command Display "Alarm and Event Viewer" appears
in the Press action box.

Button Properties

General  Action  Up Appearance  Down Appearance  Digabled Appearance  Common

Action: | Run command v

Press action:

Display "Alam and Event Log Viewer"|

Repeat action:

- rr'—’_ L o U ikt __‘__f-vf

6. Click the Up Appearance tab.

Button Properties

General  Action  Up Appearance  Down Appearance  Disabled Appearance  Common

General
Fare color
Back style: Solid - .
[] Back colar
Pattem style: MNone &
Il Pattem color
Caption
Run the Alarm and Event Log Viem{
Insert Varable...
Font: | Arial Unicods M5 + Sze: [10 = B| [7] [v] [=]

L T e SO
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7. In the Caption box, type Run the Alarm and Event Log Viewer. Press

line. This is the text that will appear on the button.
8. Click OK to save the button configuration. The button is drawn on the

graphic display.

Buttons - /My Local Site// (Display)

Run the Alarm and Event Log View

Step 4. Configure the properties of the graphic display

1.

On the main menu bar Edit menu, click Display Settings.

the Enter key after the word Alarm so that the text wraps to the next

Display Settings
Properties Behavior

Display Type
(#) Replace
(_) Overlay
Keep at Back
(~10n Top
Cannot Be Replaced

[ Mlow Multiple Running Copies
Cache After Displaying

Size
(@) Use Cument Size

() Specify Size in Pixels

Resize

Allow Display to be Resized
When Resized

Insert Variable...

System Menu
Minimize Button
Maximize: Button
Pip Buttan
Size to Main Window at Runtime
oW quired vale

Maximum Tag Update Rate:

1 - | seconds

® No ]
) Yes () Pan (®) Scale
Always Updating
Iways Updating E—
[] Title Bar (@) Use Cument Posttion

") Specify Position in Pixels
Security Code:

Background Color: |:| [[] Use Gradient Style

Track Screen for Navigation

Mavigation History Screen Name:

0K

| | Cancel | | Set as Default | | Help

In the Display Settings dialog box, make the following changes on the

Properties tab:

o Clear the Title Bar check box.

e Select the Size to Main Window at Runtime check box.
o Select the Allow Display to be Resized check box.

e Under When Resized, select Scale option if it is not already

selected.

Click OK when finished.
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Step 5. Save the graphic display

1. On the File menu, click Save.
2. In the Save dialog box, type a name for the new graphic display, and
then click OK.

In this example, we use Menu Bar for the name of the graphic display.
Create a startup macro for  This section shows you how to modify the startup macro you created in Set up
the Menu Bar disp|ay graphic displays on page 59. This example also shows you how to add

commands to the startup macro that will open the button display you just
created and dock it to the top of the client window.

Step 1. Edit the startup macro

1. In FactoryTalk View Studio, in the Explorer window, double-click the
Start Alarm and Event Banner macro.

The macro editor opens, showing the Banner display command
Display "Alarm and Event Banner" /DB.

2. To open the Command Wizard, double-click anywhere in the body of
the macro editor.

3. In the list of commands on the right, select Display and then click
Next.

Command Wizard Step 1 of 2

Choose a command and click Next to fill in its parameters.

Command Categories: Commands:
++{_] Most Recently Used Name | Description | Syntax [~
43 All Commands and Macros | Define Creates a symbol. Define <symboal...
-] System DerivedOff Stops running the specified derivedta...  DerivedOff <ile

[-{_]) Graphics
-{_7] Data Log
Logic and Control

DerivedOn

Starts running the specified derived ta... DerivedOn ile:
Displa i <di

Opens and runs the specified graphic ..

<display. .
DisplayClientClose  Close the specified Active Display Clie...  DisplayClientClo. ..
DisplayCliertOpen  Open the specified Active Display Clie...  DisplayClientOp...

{1 RecipePro+ DisplayMavigatio... Displays a list of previously opened sc...  DisplayMNavigati...

""" {20 Mlam and Event E?sp!ayﬁe:ct_Screen 9pensﬂ1e ne:t:t_graphic clligpl‘?_y i||1 ne_wi... E?sp!ayﬁen_Scr... v
Display <display> [/B] [/E] [/U] [/O] [/Z] [/ZA] [/Pfile] [/ Tdag>,<dag>,...] [/Hnnn] [/Wnnn] [/Min] [/Max]
[/M] [position]

Opens and runs the specified graphic display file.

Help Cancel MNext = Finish
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4. In the File list, click Menu Bar.

Command Wizard Step 2 of 2

Syntax: Display <display> [/B] [/E] [/U] [/O] [/Z] [/ZA] [/Ffile] [/T<tag>.<tag>....]
[/Hnnn] [/Wnnn] [/Min] [/Max] [/M] [position]

File: [Menu Barf J
[~ /B - Display In Background v Window Pogtion Docked to the top j
[~ /E - Disable Enter Key [~ /M - Monitor Index

[~ /U - Upload Data Entry Fields [~ /H- Height

[~ /O - Disable Key List ™ /W - Width

[~ /Min - Display Minimized [~ /K- Left

[~ /Max - Display Maximized [~ /Y-Top

[~ /ZA -Cache Display Always Updating
[~ /T - Parametertags
[~ /Z-Cache Display [~ /P - Parameter File

Command String:  Display "Menu Bar" /DT

Help | Cancel | < Back |
5. Select the Window Position check box. In the list of window positions,
click Docked to the Top.
6. To save the configuration and display it in the macro editor, click
Finish.

Untitled - /My Local Site/ (Macros)

¢ Ol a1 9
l===== Macro File created 04/14/2020 ==================
1 Macros are lists of commands, with one command per line
1 5ee Help or the manual for a list of commands and their parameters

Display "Alarm and Event Banner®™ {DB
Display "Menu Bar®™ /DT

Step2. Save the startup macro in the application

1. On the File menu, click Save.
2. Close the macro editor.

View historical alarm data in use the Alarm and Event Log Viewer--embedded in a FactoryTalk View
a Factory'l'a“( View SE Client graphic display--to view, sort, filter, and export historical alarm information
stored in Alarm and Event Logs.

With the Alarm and Event Log Viewer, you can:

e Display alarm and event information that has been logged by the
FactoryTalk Alarm and Event Historian.

o Define filters to determine which logged alarms and events will be
displayed.

e Sort the alarms and events that will be displayed.
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Run the application

Start the FactoryTalk View 1.

SE Client from within
FactoryTalk View Studio

16

You can open the FactoryTalk View Site Edition Client in these ways:

From the Windows Start menu. See Monitor and interact with alarms
at runtime on page 83.

From within FactoryTalk View Studio, which is covered in this section.
By double-clicking a FactoryTalk View SE Client configuration file
(*.cli).

If FactoryTalk View Studio is not still open, click Start > All Programs >
Rockwell Software > FactoryTalk View Enterprise> FactoryTalk View
Studio.

In the Application Type Selection window, select View Site Edition

(Local Station) and then click Continue.

In the New/Open Site Edition (Local Station) Application dialog box,

click Cancel.

In FactoryTalk View Studio, on the toolbar, click the Launch SE Client

button.

L'Zi FactoryTalk View Studio - View Site Edition [Local Station)

File Wiew Tools Window Help
<8 = e R

R 0
[.] Launch SE Client

|—I:EI Local (HUNTERWIN10PR Launch SE Client

(- EF System

Groyps

In the FactoryTalk View SE Client Wizard, select Run an existing
FactoryTalk View SE Client configuration file, and then select Alarms
and Events Demo.cli. Click OK.
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The FactoryTalk View SE Client opens after a few moments. The
button appears at the top of the window and the Alarm and Event
Banner appears at the bottom.

-l
Run the Alarm
and Event Log Viewer
Alarm and Event Summary - [My Local Site/ [ 2
YIRS == Q G wm IXRQE®
t | LU | Event Time | Alam Name | Condition N... | Messag
m & 814/201210:45:02 AM TankTempThreshold TRIP Tank Temperature is High
& & 814/201210:46:01 AM TankTemp HIHI Tank is overflowing.
& & 814/201210:46:07 AM TarkTemp LOLO Tank is empty.
A 8/14/2012 10:46:21 AM TankTemp LO Tank is low.
I 'y TarkTemp HI Tank is full.

Medium Severity: 500
In Alam, Unacked Curmrent Value: 41
8/14/2012 10:46:41 AM Limit Value Exceeded: 40
8/14/2012 10:46:41 AM Tag 1 Value:
Tag 2 Value:
Tag 3 Value:
HI Taa 4 Value: —
&1 %o L4 @0 Filter: Mot Filtered | ¢ I

| |

A1 [¥0 (|14 @0 @]
"@Display Alarm and Event Summary ::l Clear I Clear Al |

6. Click the Run Alarm and Event Log Viewer button to make the Log
Viewer appear in the middle of the client window:
O i

Run the Alarm
and Event Log Viewer

| NoFite) | RO DB S
& 814201210:38:22 AM TankTemp LO Tank is low
& 8/14/201210:38:06 AM TankTemp LOLO Tank is empty.
4 5/14/201210:38:02 AM TankTempThresh... TRIF Tank Temperature is High
‘ 8/14/2012 10:38:00 AM TankTempThresh... TRIP Tank Temperature is High
‘ 8/14/2012 10:38:00 AM TankTemp LOLO Tank is empty.
‘ 8/14/2012 10:38:00 AM TankTemp LO Tank is low
Medium Severity: 500
In Alamm, UnAcked Current Value: 400
8/14/2012 10:38:40 AM Limit Value Exceeded: 40.0
ion Name: H| Tag 1 Value:

Tag 2 Value: hd
| »

a1 [¥0 b4 @0
"@D\splay "Alarm and Event Log Viewer” jCC :jl Elearl ElEalA”|
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7. Click the Run Alarm and Event Summary button on the Banner
display at the bottom of the window. The Summary display replaces
the Log Viewer.

=10

Run the Alarm
and Event Log Viewer

YV ==& & nr) ~ZQEG

t | LU | Evert Time | Alam Name | Condition N... | Messag
Ay & 814/201210:45:02 AM TankTempThreshold TRIP Tank Temperature is High
& & 8142012 10:46:01 AM TankTemp HIHI Tank is overflowing.
& & 814/201210:46:07 AM TankTemp LOLO Tank is empty.
[L 8/14/2012 10:46:21 AM TarkTemp LO Tank is low.
I A\ 0.46: Tank Temp Tank is full.
Medium Severity: 500
In Alam, Unacked Curmrent Value: 41
8/14/2012 10:46:41 AM Limit Value Exceeded: 40
8/14/2012 10:46:41 AM Tag 1 Value:
Tag 2 Value:
Tag 3 Value:
HI Taa 4 Value: —
A1 o L4 [@0 Filter: Not Filtered | ¢ I
| r |
a1 [¥o a4 [@0 ©l
"@)Displa\-I Alarm and Event Summary ﬂ Elearl Clear Al |

For details about enabling, disabling, suppressing, unsuppressing, shelving,
unshelving, and acknowledging alarms, see Monitor and interact with alarms

at runtime on page 83.
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FactoryTalk server
redundancy

Develop and test your
application without
redundancy

Before you begin

Configure redundancy for alarms and events

This chapter describes how to configure FactoryTalk Alarms and Events
device-based and tag-based alarm server redundancy.

Server redundancy is typically used to maximize system availability in case of:

e Computer hardware failure.
e Software failure on one server computer.
e Power failure on one server computer.

Redundancy requirements are unique to each application. The ideal
redundant solution involves having at least two instances of everything--
hardware, software, and networks. In practice, this is seldom necessary.
Redundant FactoryTalk server components duplicate server information on a
secondary computer that is used if a primary server computer fails.

FactoryTalk server redundancy can be configured for:

e TFactoryTalk Alarms and Events servers
e Data servers (FactoryTalk Linx or OPC data server)
e TFactoryTalk Site Edition HMI servers

IMPORTANT  FactoryTalk Alarms and Events server redundancy and data server redundancy
are only supported in network station applications and network distributed
applications.

FactoryTalk HMI server redundancy is only supported in network distributed
applications.

For more information on planning and implementing a FactoryTalk
distributed network application, see Reference for building a distributed

system on page 189.

It is good practice when developing a FactoryTalk Alarms and Events
application to develop and test with all alarm servers configured without
redundancy. This approach effectively reduces the size and complexity of the
application during the development and test phases.

Adding alarm server redundancy at the end of development to a properly
planned network station application or network distributed application will
not require any changes in graphic displays that are already developed and
working properly.

Existing alarm servers and tag data servers can be configured to support
redundancy if the distributed system supporting your FactoryTalk application
has been adequately planned and prepared beforehand.

To implement redundant servers, the procedure depends on whether you are
using a device-based alarm server or a tag-based alarm server.
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What you need

120

Plan and implement your FactoryTalk distributed system, taking into
consideration which components require redundancy, the network
layout of the components in the system, the CPU processing load that
is expected for each component, and the software required to be
installed on each component.

Configure alarm servers and tag data servers as required. Initially,
configure these servers without redundancy. Verify that all of the
configured tags and alarms are working properly.

Be sure all graphic displays are working properly on the FactoryTalk
application with alarm servers configured without redundancy.

For each redundant alarm server, determine if it will use favor primary
or favor current switchover behavior.

Favor current. When a redundant switchover occurs, the secondary
server remains active in the application even after the primary server is
recovered and available once again. This is the default behavior, set in
the Server Properties dialog box Redundancy tab under Switchover
options by selecting Continue using the secondary server even when
the primary server becomes available again. When it is selected you
can perform manual switchovers from primary to secondary and back
again. This can be useful for testing redundant applications. You can
change this selection at any time.

Favor primary. After a redundant switchover has occurred, and the
primary server is recovered and available again, control passes back to
the primary server. This is set in the Server Properties dialog box
Redundancy tab under Switchover options by selecting Switch over to
primary server when it becomes available again.

You can change the redundant server configuration from favor current
to favor primary any time that both servers are running and connected
to the network station application or network distributed application.

If you are using device-based alarm servers:

FactoryTalk Linx and FactoryTalk Alarms and Events installed and
running on the primary server computer, configured and working as a
non-redundant component.

FactoryTalk Linx and FactoryTalk Alarms and Events installed and
running on the secondary server computer.

FactoryTalk View Studio or FactoryTalk Administration Console
running on a development station or other component connected in
the FactoryTalk application.

If you are using server tag-based alarm servers:

FactoryTalk Linx or OPC Data Server installed, configured, and
running on a separate component configured in the FactoryTalk
application, or configured for redundancy and running on the primary
and secondary server computers as a redundant pair.
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e FactoryTalk Alarms and Events installed and running on the primary
server computer, configured and working as a non-redundant
component.

e FactoryTalk Alarms and Events installed and running on the secondary
server computer.

e TFactoryTalk View Studio or FactoryTalk Administration Console
running on a development station or other component configured in
the FactoryTalk application.

Follow these steps Follow these steps for device-based alarm servers:

e Add adevice-based alarm server

e Start FactoryTalk View Studio and open the Site Edition network
application

e Select the device alarm server

e Configure the server properties

e Open the Communication Setup editor

e Configure the secondary path to the Logix 5000 controller

e Check the server status

Follow these steps for tag-based alarm servers:

e Add atag-based alarm server

e Start FactoryTalk View Studio and open the Site Edition network
application

e Select the tag alarm server

e Configure the tag alarm server properties

e Check the server status

Upgrade an GXiSting device- 1n this section, you will upgrade a configured Rockwell Automation device-

based alarm server based alarm server (FactoryTalk Linx) to support redundancy using a
secondary computer already configured in the FactoryTalk network
distributed application.

Step 1. Open the application in FactoryTalk View Studio

This example shows how to open an existing network distributed application
in FactoryTalk View Studio.

1. To run FactoryTalk View Studio, in Windows, click Start > All
Programs > Rockwell Software > FactoryTalk View > FactoryTalk
View Studio.

2. In the Application Type Selection window, select View Site Edition

(Network Distributed) and then click Continue.

3. In the New/Open Site Edition (Network Distributed) Application

dialog box with the Existing tab selected, under the heading
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Application Name, select the name of the existing application. In this
example, we name the application My Network App.
3_‘] Mew/Open Site Edition (Network Distributed) Application s
Mew Existing
Application Name
FTViewDemo
InstantFizz
iMy Network App
Language: English (United States), en-US
Cancel
4. Click Open.
Step 2. Select the device alarm server
In the Explorer window, open the application My Network App and
find the device alarm server FTAE Server.
Step 3. Configure the alarm server properties
In the Explorer window, right-click the alarm server FTAE Server and
then select Properties.

. In the FactoryTalk Linx Server Properties dialog box, click the
Redundancy tab. Select the Provide redundancy using a secondary
server check box.

In the Redundancy tab, click Browse.
@ '"x‘: Tip: If your distributed network application has been planned and implemented beforehand as
Y recommended, then the secondary server computer name will be listed in the Select Computer
dialog box.

. Select the name of the secondary server computer in the Select
Computer dialog box and then click OK.

In the Redundancy tab, the switchover option Continue using the
secondary server even when the primary server becomes available
again is selected by default. This allows you to use manual switchover
to test the redundant pair. You can change the selection when testing
is complete. If you select Switch over to primary server when it
becomes available again manual switchover is not available.
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Step 4. Open the Communication Setup editor

1. In the Explorer window, click the FactoryTalk Linx server FTAE
Server, and then double-click Communication Setup.
2. Before the Communication Setup dialog box appears, a FactoryTalk
Linx information dialog box appears. To save the changes, click OK.

@ '"‘“"-: Tip: The secondary controller is normally the same device as the primary controller but a
N different path may be used on the Primary tab. For instance, the secondary path may pass
through an alternate bridge device in order to provide redundancy at the communications level.

3. To set the path to the secondary controller, click the Apply button.
4. To save the shortcut configuration and close the Communication
Setup dialog box, click OK.

Upgrade an GXiSting tag' In this section, you will upgrade a configured Rockwell Automation tag-based
based alarm server alarm server to support redundancy using a secondary computer configured
in the FactoryTalk network distributed application.

Step 1. Open the application in FactoryTalk View Studio

This example shows how to open an existing network distributed
application in FactoryTalk View Studio.

1. To start FactoryTalk View Studio, in Windows, click Start > All
Programs > Rockwell Software > FactoryTalk View > FactoryTalk
View Studio.

2. In the Application Type Selection window, select View Site Edition

(Network Distributed) and then click Continue.

3. In the New/Open Site Edition (Network Distributed) Application
dialog box with the Existing tab selected, under the heading
Application Name, select the name of the existing application. In this
example, we name the application My Network App.

4. Click Open.

Step 2. Select the tag alarm server

In the Explorer window, open the application My Network App and
find the tag-based alarm server, for example, TagAE.

Step 3. Configure the alarm server properties

1. In the Explorer window, right-click the alarm server TagAE and then
select Properties.
2. In the Tag Alarm and Event Server Properties dialog box, click the
General tab. Select the Load when operating system initializes startup

type option.
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IMPORTANT  The configuration options on the Redundancy tab will be disabled if the Load
when operation system initialized option is not selected on the General tab.
This is because redundant servers need to be running and available in order to
exchange redundant information in preparation for an unexpected switchover,
even when the HMI application is not actually running.

In the Tag Alarm and Event Server Properties dialog box, click the
Redundancy tab.

Select the Provide redundancy using a secondary server check box.
Select the secondary server computer from the computer list and then
click OK.

@ '"x"': Tip: If your distributed network application has been planned and implemented beforehand as
7 recommended, then the secondary server computer name will be listed in the Select Computer
dialog box.

In the Tag Alarm and Event Server Properties dialog box, the
switchover option Continue using the secondary server even when the
primary server becomes available again is selected by default. This
allows you to use manual switchover to test the redundant pair. You
can change the selection when testing is complete. If you select Switch
over to primary server when it becomes available again manual
switchover is not available.

Check the status of an alarm roiow this example anytime you change the configuration properties and
settings of an alarm server.

server

124

After changing the alarm server configuration you need to reboot the server
computer. For a network distributed application or network station

application, the recommended start up sequence is:

FactoryTalk Directory server

1
2. Primary server computers
3.

4. Operator workstations

Secondary server computers

This example demonstrates how to check the status of a redundant alarm
server in FactoryTalk View Studio using the device alarm server FTAE Server
created in Add a device server for Logix 5000, PLC-5, or SLC 500 controllers on

page 39.

Step 1. Open the application in FactoryTalk View Studio

1.

To start FactoryTalk View Studio, in Windows, click Start > All
Programs > Rockwell Software > FactoryTalk View > FactoryTalk
View Studio.

2. In the Application Type Selection window, select View Site Edition

(Network Distributed), and then click Continue.

In the New/Open Site Edition (Network Distributed) Application
dialog box, on the Existing tab, select the name of the existing
application. In this example, we named the application My Network

App.

4. Click Open.
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Step 2. Select the device alarm server

In the Explorer window, open the application My Network App and
find the device alarm server, for example, FTAE Server.

Step 3. Check server status

1. In the Explorer window, right-click the alarm server FTAE Server, and
then click Server Status.

V| ‘“‘: Tip: To test your redundant server configuration, trigger a manual switchover by clicking the

.27 switchover button. The Switchover button is enabled if the server is configured for
redundancy, the Switchover options selection is Continue using the secondary server,
even when the primary becomes available again (default), and both the primary and
secondary servers are currently available.

2. To close the Server Status dialog box without making any changes,
click Cancel.
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Before you begin

Get started with language switching

You can use language switching to display text strings that you define when
you create an application, in up to 40 different languages. At runtime, a
FactoryTalk View SE Client can switch between any of the languages the
application supports. In a network distributed application or network station
application, multiple clients can run in different languages at the same time.

For more information on supported languages, see Language identifiers for
language switching on page 191. For additional information about configuring
language switching configuration in FactoryTalk View Studio, see "Setting up
Language Switching" in the FactoryTalk View Studio Site Edition Help.

IMPORTANT Time and date formats do not switch. Alarm and Event objects in FactoryTalk View always
display the date and time format of the operating system. The rest of a FactoryTalk View
application shows the format for the language FactoryTalk View is displaying.

Dialog boxes that are part of the graphical user interface of FactoryTalk Alarms and
Events but not user configurable—for example, the Acknowledge with Comment dialog
box—do not switch languages. They are displayed in the language of the operating
system.

Historical alarm and event messages do nat switch languages. They are displayed in the
language in which they were logged.

To implement language switching, the procedure depends on whether you are
using device-based alarm monitoring or tag-based alarm monitoring. If you

are not sure what type of alarm monitoring to use, see Plan your system on

page 25.

If you are using device-based alarm monitoring

e Review Define device-based alarms in Logix 5000 controllers on page

29.
e Verify that you have installed and activated the software listed in What

you need on page 30.
o Verify that the Logix 5000 firmware has been updated to revision 16 or
later (excluding 21 to 23).

If you are using tag-based alarm monitoring

e Review Add a tag-based alarm server for Logix 5000, PLC-5, SLC 500,
or third-party controllers on page 51.
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Get started with language switching

What you need

Follow these steps

Create device-based alarm

messages

128

If your alarms and events system uses a data server, review Add an
OPC Data Server for third-party controllers on page 47.

If you are using device-based alarms

The Logix Designer application (or RSLogix 5000 software version 16
or later)

ControlFLASH

RSLinx Classic

FactoryTalk Linx

FactoryTalk View Studio

FactoryTalk View SE Client

If you are using tag-based alarms

PLC-5, SLC 500, third-party, or Logix 5000 controllers that have not
been programmed with alarm instructions included in the Logix
Designer application (or RSLogix 5000 software version 16 or later)
RSLogix 5 or RSLogix 500 software

FactoryTalk Linx, RSLinx Classic (for bridging from Ethernet to DH+
or DH-485 networks), or a third-party OPC Data Server (for example,
KEPWare server) for communicating with third-party controllers
FactoryTalk View Studio or FactoryTalk Administration Console
Microsoft Excel® (for editing exported alarm messages in multiple
languages)

Follow these steps to get started with language switching:

Add a device server or add a tag-based alarm server
Create device-based or tag-based alarm messages
Add buttons to a graphic display to switch languages
Add languages to the application

Edit alarm messages in alternate languages

Create a display client configuration file

Test alarm messages at runtime

To create device-based alarm messages in multiple languages you can use the

import and export features in the Logix Designer application (or RSLogix
5000 software). At runtime, alarm messages located in Logix 5000 controllers
can be displayed in the language of the FactoryTalk View application in which
they are displayed.

When FactoryTalk Linx connects to the controller, all alarm messages and

their languages are uploaded from the controller. When a FactoryTalk View
SE Client runs, the FactoryTalk Alarms and Events objects (Alarm and Event
Summary, for example) connect to the FactoryTalk Alarms and Events system
and request alarm messages in the current language. When you switch
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Translate alarm messages
using import and export

Translate alarm messages
in RSLogix 5000 version 16
or earlier

languages on the client computer, the alarm monitoring system and all of the
client screens switch to the appropriate language on that specific client.

IMPORTANT Historical alarm messages are logged in the language currently associated with the Alarm
and Event Log. The Alarm and Event Log displays messages in the language in which they
were logged. For example, a message logged in English will be displayed in English, even
if the language is switched to Italian.

A system may have thousands of alarm messages that need to be translated.
To simplify this process, you can export alarm messages to a file, add
translated messages in multiple languages to the file, and then import the file
back into your project. Any of the languages you translate the strings into
must be supported by FactoryTalk View.

You can enter text strings in multiple languages in two ways.

1. In RSLogix 5000 software version 16 or earlier, create alarm messages
in one language, and use the RSLogix 5000 Export tool to export the
project's tags, logic comments, descriptions and alarm messages from
RSLogix 5000 to a comma-separated value (*.csv) file or a text (*.txt)
file. The text strings can be translated into other languages and added
to the file. Then use the RSLogix 5000 Import tool to import the
strings back into the project.

2. In RSLogix 5000 software version 17 or later, you select a language for
the project, and then in the Project Documentation Language
Configuration dialog box you export a localization file that contains
documentation from the project. The documentation included in the
text (*.txt) file includes user-defined logic comments, component
names, and alarm messages. The text strings can be translated into
other languages and added to the file. Use the Project Documentation
Language Configuration dialog box to import strings back into the
project. See Translating alarm messages using RSLogix 5000 version 17
or later on page 132.

To translate alarm messages using RSLogix 5000 software version 16 or
earlier, complete the following steps. To translate alarm messages in RSLogix
5000 software version 17 or later, using the project documentation language
feature, see Translating alarm messages using RSLogix 5000 version 17 or

later on page 132.

Step 1. Export alarm messages from RSLogix 5000

1. Start RSLogix 5000 (version 16 or earlier) and open the
West_Plant_Controller project you created in Define device-based
alarms in Logix 5000 controllers on page 29. If you have not yet
created the project, do so before continuing.
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2. In the RSLogix 5000 window, on the Tools menu, click Export.

fz RSLogix 5000 - West_Plant_Controller [1756-L55]
Ellz Edit Wew 3Zearch Logic Communications | Tools ‘Wwindow  Help

AR

Securiby »
Offfine 1. © RUN |
Mo Forces » I~ ok Translate PLCSSLC
- = [@ pAT
Mo Editz g;_ =0 Import...
Fedundancy L5 Expart. .. |

Mation Direct Commands. ..

4 Controler Tags
[T Contraller Faulk Handler
¢ L[73 Power-Up Handlsr
-5 Tasks
. inT a5

Maonitor Equipment Phases

ControlFLASH

3. In the Export dialog box, click Export.

If your RSLogix 5000 project includes a large number of programs, and
you want to translate alarm messages from only one of them, you can
make selections in the Export dialog box to limit the data that is

exported. For details, click Help.

m Tip: When translating to or from Unicode character sets (for example, Asian languages), you

A= must export and then import the RSLogix 5000 tag database as a .txt file. The .csv format does
not support Unicode character sets. This limitation does not apply to Tag Alarm and Event
Servers.

Step 2. Translate the exported alarm messages

1. In Windows Explorer, locate the file you exported and then double-
click it to open it in Notepad. You can also edit the file using Microsoft

Excel.

B west_Plant_Controller-MainProgram-Tags.CS¥ - Notepad H=] 3
File Edt Format Miew Help

remark, "Csv-Import-Export” =]

remark, "'Date = Tue Mar 13 14:36:38 2007"
remark, "version = rRSLogix 5000 wlé&.00"
remark, "Owner = RSI"

remark, "Comparmy = RSI"

0.3
TrFPE, SCOFE, NAME, DESCRIFTION, DATATYPE, SPECIFIER, ATTRIBUTES

TAG,MainProgram,alarm_active, ", "BOOL", "", "(RADIX := Decimall"
TAz,MainProgram, pigitalalarml_ack, ", "BooL", """, "(RADIX := Decimal)"
.

,
TAG,MainProgram, bigitalalarml_Disable, 1= Decimall)”
TAz,MainProgram,bigitalalarml_gnable, ", "’ " = Decimall™

TAG,MainProgram, bigitalalarml_Rreset, ™", "BOoOL", """, "(RADIX 1= Decimall”
Tas,MainProgram,pigitalalarml, "', "ALARM_DIGITAL","", "(Severity := 500, MinDurationPRE
ALMMSG: en-us, "MainProgram”, "Digitalalarml”, "Tank Temperature s High",,"aMm"

‘ -
K1 — oz

The last line of text in the file is the alarm definition. The first element
from the left is the instruction type (ALMMSG:) and the language
string for the alarm message (en-us for English in the United States).
The alarm message text appears as the fourth element from the left
(Tank Temperature is High).

2. Copy the ALMMSG line and paste it at the end of the file.
Change en-us to it-it (for Italian in Italy), and then change the alarm
message text to read La temperatura del serbatoio e alta.

4. Paste another copy of the ALMMSG line at the end of the file.
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5. Change en-us to de-de (for German in Germany), and change the
alarm message text to read Hohe Tanktemperatur!.

B west_Plant_Controller-MainProgram-Tags.CSY - Notepad
File Edt Format Wiew Help

remark, 'Date = Tue Mar 13 14:36:38 2007" :l
remark, "version = RSLogix 5000 wlg, 00"

remark, "Owner = R3I"

remark, "Company = RSI"

0.3

TY¥PE, SCOPE, MAME, DESCRIPTICON, DATATYF‘E SF‘ECIFIER ATTRIBUTES

TAG,MainProgram, alarm_active, L " (RADIX = Decimall”

TAG,MajnProgram, D1g1ta'\A'\arml_Ack " ADI¥ = Decimal)”

TAG,MainProgram, bigitalalarml_ D1sah'le , "CRADT® := Decimall"
TAG,Ma'lnProgram,D1g1ta'\A'\arml_Emab'Ie, "(RADIX = Dec’lma'lj“
TAG,Ma"lnPngram,D"lg"lta'\A'\arml_Reset ey (RADIX := Decimall)"

TAG,Ma"lnProgram,Dig"lta'\ATarml "ALARM_DIGITAL", " ", "(Severity = 500 M'lnDurat'lonPRE
ALMMSG :en-us, "MainProgram”, D1g'|1:a'IA'Iarm1‘ "Tank Temperature is H'IE tam
ALMMSG: i t-9t, "MainProgram’, D'|g'|ta'IA'Iarml "La temperatura del ser atoio & alta” yy AR
ALMMSG :de-de, "MainProgram”, "Digitalalarml”, "Hohe Tanktemperatur!",, "am"

K v 4

6. On the File menu, click Save.

m Tip: When you import alarm messages, the system verifies the message length and displays a
&/ warning if the alarm message exceeds the character limit.

-

Step 3. Import the translated alarm messages

1. In the RSLogix 5000 software, on the Tools menu, click Import.
2. In the Import window, select the file you modified and then click

Import.
T
Loalk jn: IJ Bin j = g '

e

File hame: I\p\u"est_F'Ianl_Contlo\Ier-MainF‘rogram-Tags.CSVj |mpart I
Files of bupe: |RSLogis 5000 Import/Export Files (CSY] | Cancel |

Help |

Callizion Handling:

Tags: ICreale Mew Tags & Owvenarite Existing Tags j
Logic " —
Eo?nmenls: I\mpolt Mew Comments & Overwiite Existing Comments j

[~ Match all ladder diagram rung comments by rung number only

A

The import process produces warnings because it overwrites existing

tags.

& RSLogix 5000 - West_Plant_Controller [1756-L55]* - [MainProgram - MainRoutine]

B Flle Edit Wiew Search Logic Communications Tools Window Help ;lilﬂ
INEEIE R _ o] slnlel [ V@l @a)

Dffline A, I RUN E| Path: [<none> =] =

Ma Forces b II:DK i

Mo Edits ,gu,l_lﬁ;éf KIS = = I e e R e ]

Redundancy. L5 il 4 DI\FauurilesA Add-On A Alarms A Bt &_Timericoorter g Tt

-5 Controller West_Plant_Cont
Controller Tags

EEEER]

[ Controller Fault Handler alarm_active LhiD>- -
[ power-Up dler L Digfital &larm
RSN e B
MainRoutine [
1R hinerogran J ! 4
6 descriptions imported Py LS}
0 descriptions deleted
0 nev comments imported
0 comments overwritten on collision
0 comments deleted on collision
Complete — 0 errors, 6 warnings =
K — I =
—— 4 Ll\ Errars §_Search Resdiz £ Vvalch 7 |<| | 3
Saving project ko Recavery file, ., Rung?? of 77 jAPP [VER | 7
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Step 4. Download the project to the controller

To update the controller with additional alarm messages in the new
languages, download the project to the controller.

Next, either continue setting up tag-based alarm messages, or set up a graphic
display for language switching. See Add buttons to a graphic display to switch
languages at runtime on page 139.

Translate alarm messages The steps in this procedure apply to RSLogix 5000 software version 17 and
. . . later, and the Studio 5000 Logix Designer application version 21 and later,
using RSLogix 5000 version 105000 LogIx Tesigher 2PpTe
both referred to in this procedure as the application.
17 or later

To translate alarm strings use the project documentation import and export
feature. Only the information that is necessary for localization is included in
the exported file.

Step 1. Export alarm messages

1. Run the application and open the West_Plant_Controller project you
created in Define device-based alarms in Logix 5000 controllers on
page 29. If you have not created the project, do so before continuing.

2. To open the Project Documentation Language dialog box, click the

Documentation Language Configuration icon B or click
Documentation Languages on the Tools menu.

F ASLogix 5000 - Indirect_Addressing [17956-LE64]

File Edit “iew Seach Logic Communications Tools ‘Window Help
al=|l sl Fl=s] o] R N Y | =
Offfine 1. T RUN I_q}ﬂ Path [A8 POCTRackolanetd

Mo Forces b, ™ oK _—
NoEdts @& :: E:;T ( sesect 5 1 anguage... ~| gl

Fedindersy B9 LAy e e o 7 e

q | bl\Favorites foAdd-On A Safety £ Alarms

| 258 MainTask
: CE-, tainProgram

i [E Unscheduled Programs / Phas
ES Mation Groups

: ER i I 1 PR A Ao =4
« | _>l_I

Create Output Ernergize instruction 7

3. To associate the existing product documentation with a language,
select a language from the Select a language list or click Custom and
then add a custom language. For example, select English (United
States) from the list and then click OK.

4. After you select a language for the project, the Project Documentation
Language Configuration dialog box opens. If the dialog box does not
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open after a short time, click Documentation Languages on the Tools
menu. To export a localization file, click Export.

Project Documentation Language Configuration [ x|
Current: ILE'Eninsh (lUnited States) j Custom. .. |

Defaulk:

Generate a localization file containing documentation Fram
Export... | this project.
Import | Add project documentation translations to this project
- fFrom a localization File.

Remove all project documentation associated with a
Remave. . | specified language from the project.

Advanced. ., | [o]'4 I Cancel | Help |

In the Export Project Documentation dialog box, select the languages
to include in the localization file and then click Next. For example,
select German (Germany) and Italian (Italy) if the project
documentation will be translated into German and Italian.

To add the configuration information to the localization file, click
Next.

Specify the name and location of the exported localization file and
then click Export.

Click OK.

Step 2. Translate the exported alarm messages

1.

In Windows Explorer, locate the file you exported. Right-click the file,
point to Open With and then click Microsoft Excel.

@ File  Edit View Inset Fomat Toolz Data  Window Help Type a question for help [Slfo @ X

O | v~ 2 7 A -8 - B JUESE=E=EEH %% E DAL
515 - A

A \ B \ ° \ D | E Iy

-

#RSLogix 5000 Project Documentation Localizstion File
#Source: West_Plart_Cortroller

#Date: 2008-04-18 20:52:37Z

#version: 1.00

#Optionz: IncludeProjectContext

#+ Do not modify the TYPE COMNTEXT of KEY columns **

==

TYPE COMTEXT KEY:en-US [English (United States)] de-DE [Deutsch (Deutschiand)] #-IT [talizno (kalis)]
ALMMEG_PRG MainProgram. DigtalAlarmi Ak Tank Temperature iz High
11
12 p
13
114
15|
10 =
4 4 » vl West_Plant_Controller_en-Us |« | |
Ready LI 4

The first column contains the instruction type ALMMSG. Column C is
labeled KEY:en-US [English (United States)] and the alarm message is
displayed in English.
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Create tag-based alarm
messages

134

4.

Column D is labeled de-DE [Deutsch (Deutschland)], and Column E is
labeled it-IT [italiano (Italia)]. These are the languages you selected for
the export.

Type Hohe Tanktemperatur! in column D in the same row that shows
Tank Temperature is High.

Type La temperatura del serbatoio e alta in column E in the same row
that shows Tank Temperature is High.

On the File menu, click Save.

Step 3. Import the translated alarm messages

l

In the application, on the Tools menu, click Documentation
Languages.

. In the Project Documentation Language Configuration dialog box,

click Import.

In the Select File dialog box, select the file you modified and then click
Import.

Verify the languages you want to import in the Import Project
Documentation dialog box, and then click Import.

Click OK.

@ '"x"': Tip: When you import alarm messages, the application verifies the message length and displays

¥, warning if the alarm message exceeds the 255 character limit.

Step4.  Download the project to the controller

To update the controller with additional alarm messages in the new
languages, download the project to the controller.

Next, either continue with setting up tag-based alarm messages, or set up a
graphic display for language switching. See Add buttons to a graphic display

to switch languages at runtime on page 139.

The alarm messages in a tag-based alarm server also support language
switching. As with device-based alarms, in FactoryTalk View you can also
enter text strings in multiple languages in two ways:

1.

2.

The messages in the Alarm and Event Setup editor are saved in the

language you select when opening an application in FactoryTalk View.
After creating alarm messages in one language, you can export them
from FactoryTalk View to a Microsoft Excel (*.xls ) or XML file (*.xml),
add translated versions of the strings to the exported file, and then
import them into FactoryTalk View again.

The maximum length for alarm messages is 255 characters. When you
import alarm messages, anything over 255 characters is truncated.
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Enter text strings in
FactoryTalk View Studio

Step 1. In FactoryTalk View Studio, choose a language in which to open
an application

1. To start FactoryTalk View Studio, in Windows click Start > All
Programs > Rockwell Software > FactoryTalk View > FactoryTalk
View Studio.

2. In the Application Type Selection window, select View Site Edition

(Local Station) and then click Continue.

3. In the New/Open Site Edition (Local Station) Application dialog box,
click the Existing tab, select the application you created in Add a device
server for Logix 5000, PLC-5, or SLC 500 controllers on page 39 (we
used My Local Site).

g_‘l New,/Open Site Edition [Local Station) Application

Mew Existing

Application Name

InstantFizz_SE
iMy Local Site

Language: English (United States), en-LIS

4. Inthe Language list, select the language in which you are creating your
application (in this example, English (United States), en-US), and then
click Open.

Step 2. Create a digital alarm

This section uses the FactoryTalk Tag Alarm and Event Server you created in
Add a tag-based alarm server for Logix 5000, PLC-5, SLC 500, or third-party
controllers on page 51. If you have not yet created the server, do so before
continuing.
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1. In the Explorer window, expand the new Tag Server, and then double-
click Alarm and Event Setup.

.'21 FactoryTalk View Studio - View Site Edition (Local Station)
File Edit WView Settings Objects Arrange Animation
‘ERe ues 0L AOE s =
Explorer - My Local Site + 0 X
=-[E Local (HUNTERWINTOPROX)

ai@ My Local Site
i .we Runtime Security

Alarm at,

. AT Seripts

=+ Tag Server
fE My Local Site
. @l FTAE Server
El System

Action Groups

[ Policies
&5 Metworks and Devices
[ Users and Groups
| -

=8 Connections

e st f“"‘_‘

In the Alarm Setup dialog box, click the Digital tab.

££] Alarm and Event Setup - RNA:/SLocal/My Local Site/TagAE - o =
. d B X A D e
All Alarms = Messages Tag Update Rates
Type &l L
| ALL Alarms Name ~ Use Type Input Tag
Ungrouped Alarms
TagAE
At D b P P I

2. On the toolbar, click the New button = .
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3. In the Digital Alarm Properties dialog box, in the Name box, type
TankTempThreshold.
Digital Alarm Properties o
Digital | Status Tags  Control Tags
Namae _:‘-".~1lc1'9|cm'|'lues|-:'.1
Input Tag: systemiSecond
Condtion Input <> 0 ] Use and evaluate alarm
Latched
Savaenty.
+| Acknowledge required
Minimum diration o *  Saconds Show Alam as a Tag
Message Tank Temparatare iz High
10k (not mssagnad) Mew Edit Birowsa
Associated tags Tag Name A
Tagl
Tag?
Tagd
Taod G
Abarm Class .
FactoryTalk View
Command
Abarm Growup
Select
0 T 4 ] > » Cancel Help
4. In the Input Tag field, type system\Second. This tag uses the second
count from the computer's internal clock to trigger the alarm. You can
also click the Browse button (...) beside the Input Tag field to select the
system\Second tag and then click OK.
B Select Tag X
Select Tag
Falders Contents of /:apster’
E‘“ My Local Site || Name Data Type Access Rights  Description
0 FTAE Cont)| & o, DINT ReadOnly
g N”AE-S?’: & Minute DINT ReadOnly
SO B Month DINT ReadOnly
127 MNew_Short )
-5 system @ MonthString  STRING Read Only
F ds=cond DINT ReadOnly
& Time STRING ReadOnly
& User STRING ReadOnly
& Year DINT ReadOnly
£ > W
Fiefresh All Folders Tag filter: ~ |
Selected Tag
spstermiSecand |
Horme area: £
Cancel Help
5. In the Digital Alarm Properties dialog box, in the Condition list, select

Input = 0. This triggers the alarm every time the value of the
system\Second tag is o, which happens every minute.
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Add languages to the
application

138

6. In the Message field, type Tank Temperature is High, and then click

OK.
7. Close the Alarm and Event Setup editor and save your changes.
£ Alarm and Event Setup - RMNA/SLocal/My Local Site/TagAE . = i
D- A X H LD @
All Alarms = Messages  Tag Update Rates
Type Al

lfl\lame - -Use l Type Input Tag I Ack Req'
ungrouped Alarms TankTempThrashold Yes  Digitsl  system\Second true
TaghE

i b __ /‘ F o o | e  _ I = ol N N f'

1. In FactoryTalk View Studio, on the Tools menu, click Languages.
2. In the Language Configuration dialog box, select the Display

undefined strings using the default language check box, and then click

Add.

Language Configuration

General

Language [}
W English [United States] en-US

Current language: English [United States), en-US

Add... Remove E=port...

Set Az Default Dizplay undefined strings using the default lanquage

Impoit....

| OK || Cancel ||

Aoply ||

Help

When the Display undefined strings using the default language check
box is selected, any strings that are not defined in the current language

are displayed in the default language at runtime.

When this check box is not selected, any strings that are not defined in

the current language are displayed as question marks (???) at runtime.
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3. In the Add Language dialog box, click German (Germany) and then

click OK.
Add Language 2

Select a language:
Language [} -~
Galician [Galician] gl-ES
Georgian [Georgia) kaGE
German [&ustia) de-aT
{Geman [Germany) de-DE
German [Liechtenstein) de-L|
German [Lusembourg) de-LU
German [Switzerland) de-CH
Greek [Greece] -

elGR

| u] | | Cancel | | Help |

4. In the Language Configuration dialog box, click Add to add the next

language.

5. Inthe Add Language dialog box, click Italian (Italy) and then click OK.

Language Configuration

General

*

Language

D

W English [United States] en-US

German [Germany]

de-DE

Italian [[taly)

itT

Add...

Set &g Default

Current language: English [United States), en-US

Femove E=part... Impoit....

Dizplay undefined strings using the default language

| oK Hep |

(R

6. In the Language Configuration dialog box, click OK.

Add buttons to a graphic

In this section, we add a button to a graphic display which can be used to

d|sp|ay to switch |anguages switch among available languages at runtime.

at runtime

Step 1. Create a new graphic display

1. In FactoryTalk View Studio, in the Explorer window, expand the
Graphics folder.
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2. Right-click Displays, and then click New.

Explorer - My Local Site *+ 0 X
2-f2 My Local Site 'y
E| System
{.BJ Command Line
5o HMI Tags
oL Tags
= Graphics
[ Global C New
% Symbol Add Component Into Application...
[ Libraries Mew Felder
& Images Delete
- [# Paramet
L Legagy | Remove
4= Local M Import and Export...
B4 Trend Templates
- Trend Snapshots
P Tl

Step 2. Add buttons to the graphic display

1. On the Objects menu, select Push Button > Button.
2. In the graphic display, hold down the left mouse button and then drag
the mouse to draw a box for the button.

Untitled - /My Local Site// (Display) - g

3. On the Edit menu, click Copy.

4. On the keyboard, press Ctrl-V twice, to paste two more copies of the
button in the graphic display.

5. Drag the copies of the button apart on the display.

6. On the keyboard, press Ctrl-A to select all of the buttons.

7. On the Arrange menu, click Align Top to align the tops of the buttons.
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8. On the Arrange menu, click Space Horizontal to space the buttons
equally apart.

Untitled - /My Local Site/s (Display)

Step 3. Add captions to the buttons

1. Double-click the first button to edit it.
2. In the Button Properties dialog box, click the Action tab.

3. Click the Browse button _I to the right of the Release action field.
The Command Wizard opens.

4. In the Command Categories pane on the left, expand All Commands
and Macros.

5. In the list of commands on the right, click Language, and then click
Next.

6. Inthe Language ID list, select the name of the language and then click
Finish.
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In this example, we are using English (United States), en-US.

x
Button Properties

General  Action  Up Appearance  Down Appearance  Disabled Appearance  Common

Action: Run command

Press action:

Repeat action:

Repeat rate (secs): |0.25

Release action:

Language en-US|

Confirmation and E-Signature settings
(® Mo Confirmation
() Require Confirmation
) Require E-Signature

() Use Variable

Configure

[ ok || camesl || Hep |

7. In the Button Properties dialog box, click the Up Appearance tab.
8. In the Caption field, type English and then click OK.

Button Properties 2
General  Action  Up Appearance  Down Appearance  Disabled Appearance  Common
General
H Fore color
Back style: Solid
[[] Back color
Pattem style: None
Il Pattem color
Caption
English
Insert Variable...
PR e~ ¥ 4 PP et e e

9. Repeat the steps above to add captions to the other two buttons:

e For the second button, the press action is Language it-IT (Italian for
Italy).

e For the second button, the caption is Italiano.

e For the third button, the press action is Language de-DE (German
for Germany).
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e Tor the third button, the caption is Deutsch.

Untitled - /My Local Site// [Display) - o S

English Italiano Deutsch

Step 4. Add an Alarm and Event Summary to the graphic display

1. On the Objects menu, point to Alarm and Event, and then click
Summary (or in the toolbox, click Alarm and Event Summary).
2. In the graphic display, hold the left mouse button down and drag the
mouse to create a box for the Alarm and Event Summary object.
3. When you have the object the required size, release the left mouse
button. The Alarm and Event Summary object is drawn on the display.

Untitled - /My Local Site// [Display) - o &

English Italiano Deutsch

u
YAV O=28TF@ G |V XOEO ¥

Y | A4 | Event Time Alarm Mame | Condition ... | Message
Alarm and Event Summary Design View

Mo message selected.

@0 Ao 40 s 0 0 @0

Step 5. Save and then close the graphic display

1. On the File menu, click Save.
2. In the Save dialog box, type a name for the graphic display and then
click OK.

In this example, we used Alarm Summary Multilingual.
X

Save

Component narme:

|Alarm Surmmary Multiingual |

| Ok | | Cancel |

3. On the File menu, click Close to close the graphic display.
Enter alarm messages in
other languages
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In this section, we edit our application twice. The first time, we open the
application in Italian, and enter the Italian alarm message in the Alarm
Properties dialog box.

Next, we export the alarms and events to an Excel spreadsheet, enter the
German alarm message in Excel, and then import the alarm messages again
into our application.

When you enter alarm messages in multiple languages in Excel, you can add
the text strings for all languages to one Excel file, and then import the
translated text for all languages into the application in one operation.

When you import alarm messages, the maximum length that is allowed is 255
characters. Alarm messages longer than 255 characters are truncated.

Step 1. Open the application in a new language

1. On the File menu, click Close Application.

2. In the New/Open Site Edition (Local Station) Application dialog box,
click the Existing tab.

3. Inthelist of applications, click the name of your application (in this
example, My Local Site).

4. Inthe Language list, select Italian (Italy), it-IT and then click Open.

3 x
5_‘] Mew/Open Site Edition [Local Station) Application

Mew Existing

Application Name

InstantFizz_SE
iMy Local Ste

Language: ltalian {taly), t-IT

CQpen | | Cancel
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Step 2. Enter the alarm message for the digital alarm

1. In the Explorer window, expand the Tag Server, and then double-click

Alarm and Event Setup.

.‘21 FactoryTalk View Studio - View Site Edition (Local Station)
File Edit Wiew Settings Objects Arrange Animation
EAHe s 0L A0DE > =),
Explorer - My Local Site + 0 x
=-[E Local (HUNTERWINTOPROX)
E-g# My Local Site

. ..o Runtime Security
LT Scripts

=+ Tag Server

@@ My Local Site
. [ FTAE Server
a System

Alarm al

Action Groups

- Policies
25 Networks and Devices
[ Users and Groups
P

=0 Connections

-
NS -

2. In the Alarm and Event Setup editor, click the Digital tab and then

double-click the TankTempThreshold alarm to edit it.

&1 Alarm and Event Setup - RNA://$Local/My Local Site/TagAE . = i
.l A X H UL O
All Alarms = Messages Tag Update Rates
Type Al -

| Name & LUse Type Input Tag Ack Req'
ungrouped Alarms TankTempThrashold Yes  Digitsl  system\Second true
TagAE

mbets, e o , ,—”' ale | e s Y P Y il il o e i
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3. In the Digital Alarm Properties dialog box, in the Message field, type
La temperatura del serbatoio e alta and then click OK.

i > s
Digital Alarm Properties
Digital | Status Tags  Control Tags
Mam TankTemp Threshod
Input Tag: systemiSecond
Condiben nput <+ 0 - + Usa and avaluate alam
Lalched
Savaenty. 500
+| Acknowledge required
Minimum diration 0 *  Saconds Show Alam as a Tag
Message La temparatura del sechataio & ala
10k 1 Mew Edit Birovwsa

Associated tags Tag Hame A

Tagl

Tag?

Tagd

Tacd e
Akarm Class: ¥
FactoryTalk View
Command
Abarm Group

Select
™
N 0 O S = ™

Step 3. Export alarm messages to an Excel spreadsheet

1. Right-click the Tag Alarm and Event Server where the alarms are
defined, and then click Import and Export.

In this example, right-click the Tag Alarm and Event Server called Tag
Server.

21 FactoryTalk View Studio - View Site Edition (Local Statiors
File Edit View Settings Tools Window Help f
EHaS D E0 2 R0E: o
Explorer - My Local Site « O3 3

= [E Local (HUNTERWINTOPROX) X
=1 My Local Site i
. .we Runtime Security

. LT Scripts
| @ P My Local Site
=i R

- mhe FTAESe Delete

B System e ey
Action €
[ Policies Server Status...
&5 Networl Properties...

[ Users and aroups

@1 Connections
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2. In the Alarm Import Export Wizard - Operation Type window, leave
Export alarm configuration to Excel file selected and then click Next.

Alarm Import Export Wizard - Operation Type

Select the operation to perform:
() Export alam configuration to Excel file
(1 Export alam configuration to XML file
(1 Import alamm configuration from Excel file

(_ Import alamm configuration from XML file

B s pmistn P B e s _piiimnt N i ol

| < Back | Mext = || Cancel | | Help |

3. In the Alarms to Export window, leave the TankTempThreshold alarm
in the list of alarms to export and then click Next.

Alarm Import Export Wizard - Alarms to Export

Select alams to export. To export only messages. remove all alams from the export list.
Alarm list: Alams to export:
Tank Temp Thresheld

5>

<<

4 » 4 L3
0 tems |1 ftems

Alarm Fitter
Mame:

Type: All alarm types

Apply Fiter || Clear Fiter |

| <Back | MNet> || Cancel || Hep |

If you have many alarms and you want to export only some of them,
you can filter the list of alarms to find the ones you want, and then you
can include only those alarms you need in the exported file. For details,
click Help.
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4. In the Messages to Export window, leave Export messages for all
alarms selected, leave all of the languages selected, and then click
Next.

Alarm Import Export Wizard - Messages to Export
Select the messages to export:
(#) Export messages for all alarms
() Export messages for selected alams
(1 Do not export messages
Select the languages to export:
Language ]
I¥ English {United States) en-US
¥ Geman (Gemany) de-DE
¥ halian (taly) itIT
r s r ) ~ . JEg— ™ i
- o - y r a2 /f . e .
| SelectAl | | Clearm |
| < Back | Mext = | | Cancel | | Help |
In this window you can choose whether to export all alarm messages,
the messages for only the alarms you selected in the previous step, or
no alarm messages, which then exports only the alarm data. If you are
exporting alarm messages, you can also select which languages you
want to export.

5. In the Specify Output File window, leave the file name as it is. You can
specify a location where you want the file to be save or use the default
location that is displayed, and then click Finish.

To browse for a location, click the Browse button _I
Alarm Import Export Wizard - Specify Output File i
Specify export file name:
My Local Site_Tag Server_AlamExport xs| |
Specify export file location:
C:\Users\Admin*\Documents [_|
g B S SO oy S S TR
| <Back | Fnsh || Cacel || Heb
6. After the export is complete, click OK.
Step 4. Enter alarm messages in Excel
1. Locate the exported alarm file and then double-click it to open it in
Microsoft Excel. The default location is in your My Documents folder.
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In this example, the file is called My Local Site_Tag
Server_AlarmExport.xls.

3 Microsoft Excel - My Local Site_Tag Server_alarmExport.xls | _ O] <]
@_] File Edt Yew Insert Format Tools Data  RoboPDF Window Help  Adobe FOF -8 X
NEHROIGRITRISRB-F9-C- B -4 Es v -aff
aria -0 -[Blru E=S=EHs % 0 BB EE|-0-AB
Al - e Mame
Al B | ¢ [ D | E | F | 6 | H [ T | J |5
1 |Name !InputTagAckRequ Latched Condition Min Durat Severity Message |Alarm as User Data
| 2 [TankTemp systerniSe  TRUE | FALSE DiscreteTnD 500 il FALSE J
3
ES
|5 |
| B |
7|
8 |
9 -
W 4 » wsDigital { Level £ Deviation £ Messages £ Tag Update Rates Jll LI
Ready UM v

Each alarm is located in a new row in the spreadsheet. The column
names correspond to the settings for each alarm. At the bottom of the
Excel window there are tabs that organize the alarms by type (Digital,
Level, Deviation).

Two additional tabs contain the alarm messages and the tag update
rates. These items are located on their own tabs because they can apply
to multiple alarms.

For example, if you had 50 alarms, you could use the same alarm
message for 10 of them, but have different messages for the rest.
Instead of editing the same alarm message 10 times, you only need to
edit it once. Each alarm message has its own numeric identifier (in the
Message column located in column H in our example), which links a
message to each alarm (level alarms can have a different message for
each level).

The maximum length for an alarm message is 255 characters.
Messages that are longer than 255 characters are truncated when they
are imported.

2. At the bottom of the Excel window, click the Messages tab.

B Microsoft Excel - My Local Site_Tag Server_alarmExport.xls |_ (O] x|
@_] File Edt ‘iew Insert Format  Tools Data  MWindow Help  Adobe PDF Type aquestionforhelp » - & X
NEER ERIVE $RB-F/9-0-18s-25@a -
aria -0 -[Blru =E==5Hs % 0 W -S-A-B

D1 - 3
A g | ¢ N =S N N R~
1 'ID enlls T . L 1
2N Tank Temperature is High La temperatura del serbatoio & alta

3

ES

| 5 |

| 6|

7|

| 8

9 | hd

4 4 » M|\ Digital £ Level £ Deviation yMessages / Tag Update Rates |1| | LI

Ready UM v

3. Toadd a new language for messages, add a new column and then type
the associated language identifier as the column heading. For example,
click cell D1 and then type de-DE. This is the language identifier for
German.
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For example, the column heading, en-US is the language identifier for
English (United States). For more information, see Language
identifiers for language switching on page 191.

To add messages, type the new message in a row under the column
specified for that language. For example, click cell D2 and then type
Hohe Tanktemperatur!

E Microsoft Excel - My Local Site_Tag Server_AlarmExport.xls M=l B3
Ei] File Edt Yiew Insert Format Tools Data  Window Help  Adobe PDF Type aquestionforhelp - o 8 X
NEHR SRAITE SRR S 9 -0-(8 =258 -af)
aial ~0-|B U SE=ES % WRY|EE|-0-A0

02 - # Huohe Tanktemperatur!
AT g | ¢ | b E T o
1|ID en-lS it-IT de-DE

2 N Tank Temperature is High La temperatura del serbatoio & aItaIHohe Tankleméeratur!! J
3

ES

| 5

B |

7|

8 |

| 9 | hd

4 4 » |4 Digital £ Level £ Deviation }Messages { Tag Update Rates 4] | Ll

Feady MM A

At the bottom of the Excel window, click the Tag Update Rates tab. The
columns are labeled with the update rates. For example cell A-1, is
labeled 0.10 Seconds and cell E-1 is labeled 2 Seconds.

To update an input tag every 2 seconds, enter the name of the input tag
in the column labeled 2 Seconds.

To save your changes, on the File menu, click Save.

Close Microsoft Excel.

Step 5. Import the alarm messages

1.

150

In FactoryTalk View Studio, right-click the Tag Alarm and Event Server
where the alarms are defined, and then click Import and Export.

In this example, right-click the Tag Alarm and Event Server called Tag
Server.

21 FactoryTalk View Studio - View Site Edition [Local Statior
File Edit View Settings Tools Window Help J
‘EMHe he = 0L A0E
Explorer - My Local Site v

=8 Local (HUNTERWINTOPROX) ?
- My Local Site 3

- w8 Runtime Security 4
i 4
. LT Scripts o
B2 My Local Site
g Tag Senel ¢
B FTAE Se Delete F’
System Import and Export ... ‘L
Action ( 4
w07 Policies Server Status...
=5 Networl Properties... ¢
[ £ Users and Groups &
=8 Connections

"M e
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2. In the Alarm Import Export Wizard, in the Operation Type window,
select Import alarm configuration from Excel file and then click Next.

Alarm Import Export Wizard - Operation Type

Select the operation to perform:
(1 Export alamn configuration to Excel file
() Export alam configuration to XML file
(#) Import alam configuration from Excel file

() Impart alarm configuration from XML file

——— __.__f I — . ——— e __,,.—"H F -

| <Back [ Mea> || Cancel || Hep

3. In the File to Import window, select the Excel spreadsheet to which
you added the German alarm message and then click Next.

To browse for the file, click the Browse button _I

Alarm Import Export Wizard - File to Import

Specify import file location:

My Local Site_Tag Server_AlarmExport xls D
P Y DG - VR f,,/‘ rmcomn ™ sir. g
| <Back | MNet> || Cancel || Hep |
4. In the Alarms to Import window, select Import only alarm messages,
and then click Next.
L

Alarm Import Export Wizard - Alarms (o Import

Selectthe mpont method
Updaie existng alam definiions and create new slam definitions kom the impod file
Impan only new alarm defirdons from the impaort Sle and skip axisbng alarm defnibons
Dratate all masting alarm definiSons and then creabe new alam defindions from the mpor file
* Impon oaly alam messages
Update the Lise propery of eostng alams and skip exising alarm definitions

g e e L L g

<Back Mt » —| Cancel Hedp

In this window you can choose to overwrite any existing alarms, add
only the new alarms--leaving all existing alarms unchanged, or delete

all existing alarms and then import only those that are in the import
file.
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5. In the Messages to Import window, select Update existing messages
and create new messages from the import file, and then click Finish.

Alarm Import Export Wizard - Messages to Import
Select the messages to import:
() Update existing messages and create new messages from the import file
() Import only new messages from the import file and skip existing messages

() Delete all existing messages and then create new messages from the import file

| < Back | Finish || Cancel || Help |

Do not select either of the other two options in this window. In our
Excel spreadsheet, we added a language to an existing alarm message;
we did not create a new alarm message. If you do not choose to update
existing messages, the translated text will not appear in your alarm
messages.

6. After the import is complete, click OK.

Create a Display Client Because the Language command is ignored when you test run an application,
conﬁguration file to test you need to run the application from the FactoryTalk View Site Edition Client.
alarm messages

Step 1. Run FactoryTalk View Site Edition Client

1. In Windows, click Start > All Programs > Rockwell Software >
FactoryTalk View > FactoryTalk View Site Edition Client. The
FactoryTalk View SE Client Wizard opens.

D Machionry Tk Viarw 3 Clhard Wizaed

+ Create a FactoryTalk View SE Client

configuration file

\d Edit an existing FactoryTalk View SE
, Client configuration file

D Run an existing FactoryTalk View SE
Client configuration file

Step 2. Create a FactoryTalk View Site Edition Client configuration file

1. In the FactoryTalk View Client Wizard, click Create a FactoryTalk
View SE Client configuration file.
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2. On the File name and location page, in Client file name, type a name
for the configuration file. In this example, we used Multilingual
Alarms. Select a path for the configuration file and click Continue.

D Fnctiory Talk View SE Elharst Wizard

1. File name and location File namie and location LT

Continie

2. Sartup compenents

© Batk 1o home

3. On the Startup components page, click Local Station.

T
O FactonyTalk View SE Clorst Woizard

1. File name and location 00

M Dottt Hetwvie Saton

2 Strtup companents

ey Lacil Ste

Eraghthy (vt Saerd. an-U%

3. Advanced semings

wateanzes Save

Q Busek 1o home

In the Connect to the application list, select the name of the
application you want to connect to. In this example, we used the My
Local Site application that we created in Set up graphic displays on

page 59.
In the Initial display list, click Alarm Summary Multilingual, and then

click Advanced.

4. On the Client window properties page, configure how the FactoryTalk
View SE Client window will look at runtime. In this example, we
entered Show Me Alarms in the Title bar text box. At runtime, this text
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Test alarm messages at
runtime

154

is displayed at the top of the Client window. Click Security and
debugging.

| 10 FastoryTalk Views SE Cllorst Woizard

1. File name and location pf 00
2. Sarup components Np——— -
3. Advanced settings Hasmion oo
o fpacidy cuant weagiom B8 in el
i 160
Secunity sad debuggng o] s g i) b soed Bt menrme
e pteen ] B tie bae |
et Smcew Mg darma
A Sriow pysteen man nd closs Buman
5 ‘Show W ham bgtons
B Snow diagnoatcs it
I o umdiociong of Sagnastics let
|
Save Eun |

| o Busek 1o home |

5. On Security and debugging page, you can configure the Client to log
out automatically after a period of inactivity.

| 10 FastoryTalk Views SE Cllorst Woizard
1. File name and location 00

Eruodt et igeant

2. SRartup Components

Cipen Factosy Talk: Vs S Dhent us vebn-only

Deaabie pwitch 1o Dt IpRAcHtang

3. Advanced settings

= Sy ed oty b i i o

| o Busek 1o home

6. Click Save, and then Run.

For details about triggering an alarm in the Logix Designer application (or
RSLogix 5000 software), see step 6: "Test the alarm instruction by switching
to run mode and triggering the alarm" in Configure the alarm and download

to the controller on page 32.

In a Tag Alarm and Event Server, the TankTempThreshold alarm we created

triggers automatically once every minute.
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Get started with language switching

When an alarm conditions occurs, the alarm appears in the Alarm and Event
Summary in the default runtime language (in this case, English for the United

States).

F= Alarm Summary Multilingual - /My Local Site//

English

[taliano

Deutsch

P& S

YIRS ==2280F04] X QB®

! | L | Event Time

| Meszage

Priority: kd ediuim Severity: 200 il
larm State I Alarm, Unacked Current ¥alue: 1

Event Time 1940342007 134504 Limit ¥alue Exceeded:

In Alarm Time: ) 1940342007 134504 Tag 1 Yalue: ;l

B &1 A1 [0 [s0 [@c

When you click the Italiano button, the alarm message appears in Italian.
Notice that the other parts of the Alarm and Event Summary (for example, the
Details pane) currently appear in the language version of the FactoryTalk

View software you have installed on your computer. However, you can make

these items switch languages by editing the properties of the Alarm and Event
Summary to modify the column heading text. You can also export the graphic
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display's language strings in FactoryTalk View, and then translate them before
importing them again.

F= Alarm Summary Multilingual - /My Local Site/ M= E3 |
English [taliano Deutsch
YV Q==80QG] QB

! | IL | Event Time | Meszage

Prionty: b edium Severty: a00 ﬂ
larm State: I &larm, Unacked Current ¥alue: 1

Event Time: 19/0342007 1.3:48:07 Limit ¥alue Exceeded:

In Alarm Time: ) 19/03/2007 13:42:07 Tag 1 Yalue: j

Bo | #1 A1 [¥0 [, 0 |@C

The behavior of the display is the same when you click the Deutsch button to
display the alarm message in German.

F=- alarm Summary Multilingual - /My Local Site// M=l |

English [taliana Deutsch

YOI =288 IxQBE®

4| | i

Prionty: b edium Severty: a00 ﬂ
larm State: I &larm, Unacked Current ¥ alue: 1

Event Time: 19/03/2007 13:48:07 Limit Yalue Exceeded:

In Alarm Time: ) 1940342007 13:48:07 Tag 1 Yalue: j

B |®1 A1 ¥0 [, 0 |@C

The labels on the buttons do not change when switching languages. This is the
expected behavior because there are no translated strings for the buttons, and
the Display undefined strings using the default language check box is
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selected. If you do not select this check box, undefined strings are displayed as
question marks (?) at runtime.

Language Configuration

General

Language [}

W English [United States] en-US
German [Germany] de-DE
Italian [[taly) itIT

Current language: English [United States), en-US
Add... Femove E=part... Impoit....

Set Az Default Dizplay undefined stiings using the default language

Cancel Apply Help

summary and tips for To set up language switching for an application:

setting up |anguage 1. Develop the application in a base language.
switching 2. Export the application's user-defined text strings.

When translating to or from Unicode character sets (for example,
Asian languages), you must export and then import the RSLogix 5000
tag database as a .txt file. The .csv format does not support Unicode
character sets. This limitation does not apply to FactoryTalk Tag Alarm
and Event Servers.

3. Translate the strings. You can use Notepad or Microsoft Excel. Excel is
useful for large numbers of strings.

4. Import the translated strings back into the application.

@ '"x": Tip: For more detailed information about setting up language switching, see the FactaryTalk
2 View Site Edition Help in FactoryTalk View Studio. Also see the factoryTalk View User's Guidein
FactoryTalk View--click Help > Online Books.

Text that supports Ianguage In general, the user-defined strings that support language switching are
os ns those that an operator sees in an application at runtime. Specifically, these
switching

are:

e Text you specify for graphic objects and global objects including
captions, tool tip text, time and date embedded variables, and numeric
embedded variables.

e Graphic and global object display titles specified in the Display
Settings dialog box.

e Text objects created in graphic displays and global object displays.

Text that does not support  Tex: that does not support language switching:

Ianguage SWItChmg e Text that is part of the language version of the FactoryTalk View Studio
Site Edition or Client software, such as information from system tags,
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Alarm and Event Summary
and Alarm and Event Banner

Alarm and Event Log Viewer

which is displayed in the same language as the operating system.
These are translated when FactoryTalk View is localized.

e Text that can be displayed at runtime but is used to operate the
application, such as the names of graphic displays, and command
strings.

e Tag descriptions and string constants in expressions.

o Text in the title bar of a FactoryTalk View Site Edition Client window,
which is part of the setup of the client, not part of the application.

If the Alarm and Event Summary or the Alarm and Event Banner is notified of
a language switch, the contents are reloaded in the new language.

Any Alarm Fault List messages that you created in RSLogix 5000 (in the
Alarm Properties dialog box) do not currently switch languages.

You can use the Alarm and Event Banner Properties dialog box to configure
tooltips and panel captions in multiple languages. Define strings in one
language at a time. FactoryTalk View controls which language is displayed.
You cannot switch the text labels for the alarm states and priorities.

@ '"x": Tip: When configuring language switching for the Alarm and Event Banner, see the FactoryTalk View Site
S Edition Help in FactoryTalk View Studio.

You can use the Alarm and Event Log Viewer to configure column headings,
button captions, and button tooltips in multiple languages. Define strings in
one language at a time. FactoryTalk View controls which language is
displayed.

When the Alarm and Event Log Viewer is notified of a language switch, the
contents of the viewer, which consists of report data, are not translated. This
data continues to be displayed in the language that was used when the alarm
or event was logged.

If text for a language is not available, the text for the default language is used.

@ '"x": Tip: When configuring language switching for the Alarm and Event Log Viewer, see the FactoryTalk View
2 site Edition Help in FactoryTalk View Studio.
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Controller specifications

System performance and limits

FactoryTalk Alarms and Events has been tested to conform to the following

performance limits.

@3 Tip:Al testing was performed with the recommended hardware. For details, see the FactaryTalk View

N Site Fdition Installation Guide.

Controllers with revision 24

and later

The specifications vary depending on the controller firmware revisions.

Specification Value

Number of subscribers (FactoryTalk Linx servers) per 3

controller

Typical number of alarm state transitions per subscriber 1000

Recommended maximum number of alarms per controller 3000
Digital 1 KB

. Analog 2.5 KB

Approximate controller memory used for each alarm Using assaciated tags, string tags consume 750-1600 bytes per
string tag depending on the alarm type.

Supported languages for alarm messages All languages supported by FactoryTalk View.

Execution times for alarms

Controllers with revision 20

or earlier

Rung State Execu‘tion tim?s : :
ALMD instruction ALMA instruction
False with no alarm state change Tys 5us
False with alarm state change 16 us 5us
True with no alarm state change 7us 15 s
True with alarm state change 16 ps 25 ps
Specification Value
Number of subscribers (FactoryTalk Linx servers) per 3
controller
Controller memory used for buffering by each subscriber
(FactoryTalk Linx) 100KB
Typical number of alarm state transitions per subscriber 1000
Recommended maximum number of alarms per controller 2000
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Approximate controller memory used for each alarm

Digital 1 KB

Analog 2.2 KB

Using assaciated tags, string tags consume 750-1600 bytes per
string tag depending on the alarm type.

Supported languages for alarm messages

All languages supported by FactoryTalk View.

Execution times for alarms

Rung State Execu‘tinn tim?s : :
ALMD instruction ALMA instruction

False with no alarm state change 8 s 17 ys

False with alarm state change 35 s 17 us

True with no alarm state change 8us 65 ps

True with alarm state change 35 us 126 ps

Scan times increase during a scan when many alarms change state at the

same time. An alarm state change is any event that changes the condition of
the alarm. Minimize the potential for large alarm bursts by creating
dependencies on related alarms. Large alarm bursts can have a significant
impact on application code scan time.

(@ '"“\. Tip: Firmware revisions 21 to 23 do not support the new alarms functionality.

b4
SyStem SiZing When you design and set up a FactoryTalk system, we recommend using the
recommendations following guidelines. If you find that your system needs to expand beyond
these guidelines, contact your Rockwell Automation sales or distributor
representative to discuss your application design.
Component Recommended guidelines

FactoryTalk Alarms and Events

FactoryTalk Alarms and Events servers per application

10 non-redundant servers or 10 redundant server pairs

FactoryTalk tag-based alarms per server 20,000'
Logix device-based alarms per server 10,0002
Total alarms per application 100,000°

FactoryTalk Linx

FactoryTalk Linx data servers per application

10 non-redundant servers or 10 redundant server pairs

Total device tags per application 1,000,000¢
Tags per FactoryTalk Linx data server 100,000
FactoryTalk View SE
HMI servers 10 non-redundant servers or 10 redundant server pairs
HMI tags per HMI Server 40,000°
Total data logged tags per HMI server (1 second scan rate) 5,000
FactoryTalk View SE client sessions simultaneously connected to the application 120
FactoryTalk ViewPaint SE servers per application 4
FactoryTalk ViewPoint SE concurrent clients per ViewPoint server 50

160
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Component Recommended guidelines

1. The number of alarm backing tags influences the maximum number of available alarms because they increase the resource requirements of the alarm server. When using backing tags for
status and contral, a good rule of thumb is to multiply the total number of backing tags by the total number of alarms, and ensure the result is less than 20,000. PlantPAx® users should refer
to the PlantPAx Reference Manual PROCES-RMOQ1 for alarm server sizing guidance for a PlantPAx application.

2. This number is the sum of bath instruction alarms and Logix tag-based alarms across all the controller shortcuts in each FactoryTalk Linx server.

3. The tatal number of alarms per application includes all FactoryTalk Alarms and Events tag-based and device-based alarms in the application.

4. Refer to Knowledgebase Document ID: IN7377 - Amounts of device tags that may have in FactoryTalk View SE application for detailed information to determine system scalability for the total
device tags per application.

5. The maximum number of HMI tags that can be created on a single HMI server is 175,000. Extensive use of HMI tags has a significant performance impact on an HMI server, so Rockwell
Automation recommends minimizing their use, and instead using direct-reference tags as much as possible.
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Appendix C

Summary of steps

Confirm that FactoryTalk
Services Platform is
installed

Install FactoryTalk Alarms and Events manually

FactoryTalk Alarms and Events software is installed when you install
FactoryTalk View Site Edition and FactoryTalk Linx software. It is not
installed as part of the FactoryTalk Services Platform. If you installed the
platform on a computer where FactoryTalk View Site Edition and FactoryTalk
Linx are not installed, you will not have the FactoryTalk Alarms and Events
software and must install it manually.

The following illustration shows a sample FactoryTalk system with Alarms and
Events installed on various computers.

FactoryTalk Services Platform FactoryTalk Services Platform
FactoryTalk Administration Consale

FactoryTalk Activation Manager
FactoryTalk Activation Manager
FactoryTalk Alarms and Events
g i FactoryTalk Alarms and Events

FactoryTalk View SE Client

FactoryTalk View Studio
FactoryTalk View SE Client
RSLinx Classic
FactoryTalk Linx
RSLogix 5
Studio 5000 Logix Designer
Network Directory Server Data, alarm and event, and HMI servers
FactoryTalk Services Platform FactoryTalk Services Platform
= FactoryTalk Activation Manager XN ractonyTalk Activation Manager
Ll L P0tabases and histarical logs _I = FactoryTalk Alarms and Events
Microsoft SQL Server ) FactoryTalk View SE Server
FactoryTalk Linx
i Ifh]] T ST oo
PLCs, SLCs, third-party controllers Logix 5000 controllers

Step 1. Confirm that FactoryTalk Services Platform is installed on the
computer where you are going to install FactoryTalk Alarms and Events.

Step 2. Install FactoryTalk Alarms and Events.

FactoryTalk Services Platform must be installed before installing FactoryTalk
Alarms and Events.

To check if you have FactoryTalk Services Platform:
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Install FactoryTalk Alarms
and Events

164

1. On the Start menu, click Control Panel and then click Programs and
Features.

2. In the list, look for FactoryTalk Services Platform 2.10 (CPR 9) or later.
If it is not in the list, install it. For instructions, see either the
FactoryTalk View Site Edition Installation Guide or the FactoryTalk Linx
installation instructions.

Log in as a user with administrative rights before you begin the installation.
As part of the installation process, FactoryTalk Alarms and Events creates
program folders and modifies registry entries. To make these modifications,
the user that is currently logged in must have administrative rights on the
computer on which FactoryTalk Alarms and Events is installed.

1. Close any open programs.

2. At the root of the FactoryTalk View SE or FactoryTalk Linx installation
package, open the FTAE folder and then double-click FTAE.msi.

3. In the Welcome dialog box, click Next.

4. Click the option to accept the End User License Agreement and then
click Next.

5. Select the Complete Installation option and then click Next.

6. Click Install to begin the installation.

7. When the installation is finished, click Finish to close the window.
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Summary of steps

Step 1. Open the FTView
folder

Install SQL Server 2014 SP3 Express

FactoryTalk Alarms and Events uses Microsoft SQL Server as the database
engine for logging alarm and event information. You can connect to an
existing SQL Server database. You can also install SQL Server 2014 SP3
Express, which is included in the FTView\Redist folder in the FactoryTalk
View installation package.

If you do not have an existing SQL Server database, or do not plan to use it,
follow the instructions outlined in this chapter to make sure that SQL Server
2014 SP3 Express is installed with the correct features enabled. See Summary
of Steps on page 165 for details.

You can install the database on the same computer used to host other
FactoryTalk servers, or on a separate computer. Depending on the size of your
system, you might choose to use a separate computer as a dedicated logging
computer to balance processing power.

For more information on using an existing SQL Server database, see Use an
existing SQL Server database on page 169.

The following is a summary of the steps required to install SQL Server 2014
SP3 Express. Each step is described in more detail on the following pages.

Step 1. Open the FTView folder, which is at the root of the FactoryTalk View
installation package. The subfolders Redist contains the software for SQL
Server 2014 SP3 Express.

Step 2. Install the .NET Framework. The SQL Server 2014 SP3 Express
installation fails without this component.

Step 3. Run the SQL Server Install batch file to install and configure SQL
Server 2014 SP3 Express.

Step 4. Configure the Windows firewall if you want to allow for remote
connections.

The FTView folder is located at the root of the FactoryTalk View installation
DVD and contains the following folders:

Folder Description

Redist\DotNETFX_4.8* Installation for Microsoft .NET Framewark version 4.8. You might already have the
NET Framework software on your computer, but verify the correct version is
installed or the SQL Server install fails.

Redist\SQLServerEXPR_2014SP3 Installation for SQL Server 2014 SP3 Express.
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Step 2. Install the .NET
Framework

Step 3. Run the SQL Server
Install batch file (not the
.exe)

(*) This software component is a prerequisite that must be installed before
you install SQL Server 2014 SP3 Express. If the installation program identifies
other missing components, download them from the Microsoft website.

The Microsoft .NET Framework version 4.8 is a prerequisite for SQL Server
2014 SP3 Express. You need to manually install it if it is not installed.
I '"“"': Tip: If you have .NET Framework 1.2 or any version before 2.0.50727, you must uninstall it (versions 1.0
7 and 11 do not have to be uninstalled) before installing the correct version.

To determine which .NET Framework versions are on your computer, see
Microsoft Knowledge Base article 318785.

To manually install the .NET Framework version 4.8

1. At the root of the FactoryTalk View installation DVD, open the
FTView\Redist\DotNETFX_4.8 folder, and then double-click ndp48-
x86-x64-allos-enu.exe.

2. Follow the on-screen instructions.

The batch file installs SQL Server 2014 SP3 Express on your computer with the
correct settings for logging alarms and events. The batch file configures the
following settings for SQL Server:

o Allow remote connections to the database using the TCP/IP protocol.
e Enable SQL Server Browser.

To install SQL Server 2014 SP3 Express

1. Close any open programs.

2. At the root of the FactoryTalk View installation DVD, open the
FTView\Redist\SQLServerEXPR_2014SP3 folder, and then double-
click SQL Server Install.bat.

3. In the Setup Support Rules window, click OK.

4. In the Product Key window, click Next (SQL Server 2014 SP3 Express
does not need a product key).

5. Review the End User License Agreement, select the check box to accept
it, and then click Next.

6. In the Setup Support Files window, click Install.

If the system configuration check identifies any missing software
components, installation fails, and the missing components show in
the System Configuration window. Download the missing
components listed from the Microsoft web site.

7. In the Setup Support Rules window, click Next.

8. In the Feature Selection window, click Next.

9. In the Instance Configuration window, click Next.
10. In the Disk Space Requirements window, click Next.
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Step 4. Configure the
Windows firewall

11.

12.

13.

14.
15.
16.
17.

In the Server Configuration window, specify a service account for the
SQL Server Database Engine. Click Next.

In the Database Engine Configuration window, select Mixed mode
and then enter a password for the built-in SQL Server system
administrator account. If there is no user listed in the Specify SQL
Server administrators edit box, you must add a user. Click Next.

In the Error and Usage Report window, leave the check boxes
unselected, and then click Next.

In the Installation Rules window, click Next.

In the Ready to Install window, click Install.

When the components finish installing, click Next.

In the Complete window, click Close.

If you want to allow remote connections to the SQL Server database, the
database engine service and the SQL Server Browser service must be added to
the Windows Firewall Exception List. Perform these steps if you:

Have remote clients (for example, a log viewer) that needs access to the
database.
Want to configure the database remotely.

To configure the Windows firewall

1.
2.

In Windows, click Start > Control Panel > Windows Firewall.

On the Exceptions tab, SQL Server (sqlservr.exe) might be listed in the
Programs and Services box, but not selected as an exception. If you
select the check box, Windows will open port 1433 to allow TCP
requests. Alternatively, if you do not see SQL Server listed:

e Click the Add Program button.

e Click the Browse button.

e Open the folder at <drive letter>:\Program Files\Microsoft SQL
Server\MSSQL12.SQLEXPRESS\MSSQL\Binn.

e Select sqlservr.exe and then click Open.

¢ In the Add Program dialog box, click OK.
Sqlservr.exe is displayed in the list with a check mark beside it.

To add the SQL Server Browser service to the exception list:

e Click the Add Program button.

e C(Click the Browse button.

e Open the folder at <drive letter>:\Program Files\Microsoft SQL
Server\9o\Shared.

o Select sqlbrowser.exe, and then click Open.

¢ In the Add Program dialog box, click OK.
Sqlbrowser.exe is displayed in the list with a check mark beside it.

Click OK to accept the changes and close the Windows Firewall dialog
box.
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Supported SQL Server
databases

Remote connections to the
SOL Server database

Summary of steps

Step 1. Install SQL Server
Management Tools

Use an existing SQL Server database

FactoryTalk Alarms and Events can use an existing Microsoft SQL Server as
the database engine for logging alarm and event information.

You must set up the correct settings for logging alarm and event data if you
are using an existing SQL Server database. For more information on the
settings, see Summary of steps on page 169.

FactoryTalk Alarms and Events can use any of the following Microsoft SQL
Server databases:

e SQL Server 2019 Standard (64-bit)
e SQL Server 2017 Standard (64-bit)
e SQL Server 2016 Standard SP2 (64-bit)
e SQL Server 2014 Standard SP3 (64-bit)
e SQL Server 2012 Standard SP4 (64-bit)

To allow remote connections to the database you must configure the TCP/IP
protocol, the SQL Server Browser, and the Windows Firewall. Perform these
steps if you:

e Have remote clients (for example, a log viewer) that needs access to the
database.
e Want to configure the database remotely.

Step 1. Install SQL Server Management Tools on page 169

Step 2. Specify Mixed Mode authentication for the SQL Server database on
page 170

Step 3. Configure TCP/IP protocol for the database on page 170

Step 4. Enable the SQL Server Browser service on page 170

Step 5. Configure the Windows Firewall on page 171

Prior to SQL Server 2016, management tools are included in a SQL Server
installation. Starting from SQL Server 2016, you need to download and install
management tools, such as SQL Server Management Studio separately.

To add the SQL Server Management Tools to an existing instance of SQL
Server prior to SQL Server 2016, complete these steps:

1. Close any open programs.

2. In Windows, open Control Panel, and then open Programs and
Features.

3. In the list that appears, double-click your SQL Server version.
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4. The following steps use SQL Server 2012 Standard as an example.
a. In the SQL Server 2012 dialog box, click Add.

b. Enter the location of the Setup.exe file on the SQL Server
installation media to open the Microsoft SQL Server Setup wizard.

c. Follow the instructions in the wizard until you get to the Feature
Selection page.

d. On the Feature Selection page, select the Management Tools - Basic
check box. If you do not want to install the complete management
tools, clear the Management Tools - Complete check box.

e. Click Next.

5. Follow the remaining instructions in the wizard to complete the
installation. If you are prompted to restart, click Yes.

Step 2. Specify Mixed Mode T change the authentication mode and configure the sa login, complete
authentication for the SQL  these steps:

Server database 1. Open SQL Server Management Studio.
2. In Object Explorer, right-click the server node, and then click
Properties.

3. On the Security page, under Server authentication, select SQL Server
and Windows Authentication mode, and then click OK.

4. In Object Explorer, expand Security, expand Logins, right-click sa, and
then click Properties.

5. On the General page, you may have to create and confirm a password
for the salogin.

6. On the Status page, under Login, click Enabled, and then click OK.

7. Ifyou changed the authentication mode, restart the server. In Object
Explorer, right-click the server node, and then click Restart.

Step 3. Configure TCP/IP To configure TCP/IP protocol for the database, complete these steps that use
protocol for the database SQL Server 2012 Standard as an example.

1. Open SQL Server Configuration Manager.

2. In Object Explorer, expand SQL Server Network Configuration, and
then click Protocols for MSSQLSERVER.

3. In the details pane, right-click TCP/IP, and then click Enabled.

4. Setall other protocols listed in the details pane to Disabled.

5. To finish, restart the SQL Server. In the Object Explorer of SQL Server
Management Studio, right-click the SQL Server instance, and then
click Restart.

StEP 4. Enable the SQL To enable the SQL Server Browser service, complete these steps that use SQL
Server Browser service Server 2012 Standard as an example.

1. Open SQL Server Configuration Manager.
2. Click SQL Server Services.
3. In the details pane, right-click SQL Server Browser. Click Properties.
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4. In the Properties dialog box, on the Service tab, set Start Mode to
Automatic, and then click OK.

Step 5. Configure the To configure the Windows Firewall, perform the following steps:
Windows Firewall

1. Click Start > Control Panel > Windows Firewall.

2. On the Exceptions tab, SQL Server (sqlservr.exe) might be listed in the
Programs and Services box, but not selected as an exception. If you
select the check box, Windows will open port 1433 to allow TCP
requests. Alternatively, if you do not see SQL Server listed:

1. Click Add Program.

2. Click Browse.

3. Open the folder at <drive letter>:\Program Files\Microsoft SQL
Server\MSSQL10.SQLEXPRESS\MSSQL\BINN.

If you use SQL Server 2014 SP3 Express, the folder is at <drive
letter>:\Program Files\Microsoft SQL
Server\MSSQL12.SQLEXPRESS\MSSQL\BINN.

4. Select sqlservr.exe, and then click Open.
5. In the Add Program dialog box, click OK.

Sqlservr.exe is displayed in the list with a check mark beside it.
3. Toadd the SQL Server Browser service to the exception list:

1. Click Add Program.

2. Click Browse.

3. Open the folder at <drive letter>:\Program Files\Microsoft SQL
Server\9o\Shared.

4. Select sqlbrowser.exe, and then click Open.

5. In the Add Program dialog box, click OK.

Sqlbrowser.exe is displayed in the list with a check mark beside it.

4. To accept the changes and close the Windows Firewall dialog box,
click OK.
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Overview of time keeping

Coordinated System Time
(CST)

Coordinated Universal Time
(UTC)

Alarm time stamping

FactoryTalk Alarms and Events provides excellent time-stamp accuracy
compared with traditional alarm monitoring systems, and you can obtain
better time-stamp resolution in some cases by using time stamps directly
retrieved from peripheral devices such as I/O cards or other time-stamping
hardware.

When an analog (ALMA) or digital (ALMD) alarm instruction executes as an
alarm event occurs, the current Universal Coordinated Time (UTC) value of
the controller’s wall clock is captured and delivered to the FactoryTalk Alarms
and Events system with the alarm.

This appendix shows how to replace the controller’s wall clock time in an
alarm event with a time stamp from an external source.

You can take events from an I/O card such as a 1756-IB16ISOE and use the 50-
microsecond accuracy from the card’s time stamp when delivering an alarm
to the rest of the alarm monitoring system.

Resolve these points when you replace the normal time stamp provided with
the alarm instructions:

e Alarm time stamps must be in UTC with no time zone or daylight
savings time offset included (these offsets are automatically added to
the time stamp when it is displayed).

e The alarm time stamp is usually represented as a long integer (LINT)
data type, occupying one 64-bit word. Most I/O cards stamp time using
two double integers (DINT), occupying two 32-bit words.

In the RSLogix 5000 environment, time is represented in three different
ways: Local Time, Coordinated System Time, and Universal Coordinated
Time.

Coordinated System Time is provided by a free-running backplane clock that
starts counting the first time the system is powered up. CST is used for time
stamping, event tracking between processors and I/O cards, as well as for
motion planning among multiple motion modules. CST has no relevance to
real-world time, but can be converted to Coordinated Universal Time (UTC)
using an offset. CST time stamps must be converted to UTC before passing
them to the alarm monitoring system.

Coordinated Universal Time is a real-world time relative to a time constant,
but with no time zone information and no daylight savings time offsets. It is
the raw value used to represent time and also the value required for time
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Local Time (Wall Clock
Time)

174

stamps in the FactoryTalk Alarms and Events system. UTC is equivalent to
Greenwich Mean Time, with no daylight savings time offsets.

Advantage of using UTC for time stamps is that distributed events can be
compared, regardless of their geographical location or where they are, relative
to Daylight Savings Time (DST). The software reading the time stamp can
then convert UTC time stamps to local time. Logix 5000 and FactoryTalk
Alarms and Events graphic objects convert UTC time stamps to the local time
of the workstation running the software application.

Time stamps from different sources may or may not be returned in UTC
format, depending on the device generating the time stamp and how it is
configured. For example, a 1756-1B16ISOE module can return time in UTC if
configured to do so.

In the RSLogix 5000 software, time is often returned as two 32-bit DINT data
types instead of one 64-bit LINT data type. The FactoryTalk Alarms and Events
system requires the time stamps to use the LINT data type. If a module (for
example, the 1756-IB16ISOE module) returns the time stamp in two DINTSs
instead of a LINT, you will have to convert the time format into a LINT. To
perform this conversion, an Add-On Instruction is available for download
from the RSLogix 5000 sample code website in the Rockwell Automation
Sample Code Library. You can locate this code by performing a search for
LINT on the search page.

Local time (often referred to as Wall Clock Time) is the time in the real world
where the controller is located. This means that Wall Clock time is UTC, but
with time zone and Daylight Savings Time (DST) offsets added.

Local Time is typically used to trigger local events (like turning on a pump at
1:00AM during shift change). Local time values must be converted to UTC
before passing them to an alarm monitoring system.
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You can see the calculated result in RSLogix 5000, in the Controller
Properties dialog box, on the Date/Time tab, as shown in the following

illustration.
& Controller Properties - West_Plant_Controller Hi=] E3 |
General |  Serial Port I Supstemn Protocal I zer Protocal I Fajor Faults | Minor Faults I

Date/Time | .ﬁ.dvancedl SFC E:-cecutianl File: I Hedundancyl MNarrvolatile Memufyl b ermnomny

ﬂ The Date and Time dizplayed here iz Controller local time, not workstation local time.
ze these fields to configure Time attributes of the Contraller.

|§__§et [rate, Time and Zone from Wnrkstatiunél &

Drate and Time: I'I'I.-"1 542006 10:24:58 Ak LChange Date and Time... [«

TimeZane:  |[GMT-07.00) rizona x]e

[T adijust for Daylight S aving [(+00:00]

r Make this contraller the Coordinated 1%, DANGER. If CST master iz cleared online,

Syztem Time master active axes in any contraller in this chassis,
ar chazziz synchranized by Synchlink., may
&3 |= the master experience unexpected mokion.

2 Synchronized with a master
it Duplicate master detected
‘) Timer hardware faulted

0Ok | Cancel | Apply | Help |

We recommend using local time only to drive events from the controller, and
not to time-stamp alarms.

ALMD and ALMA alarm When the controller detects a condition that causes an In Alarm event, the
blocks controller stores the current UTC value in the backing tag for the alarm.
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1. The alarm is provided by ladder logic that includes the ALMD or ALMA

1nstructions:
LI,
Digital Alarm = Laes e
ALMA  Steam_Pressurel HCHHInAlarm »—
ALMD Valvel [co] —{InAlarm— In Steam_Pressure = HHinAlarm}—
Proghck 0 3000«  [{LinAlarmi}—
[ Shetved— Progackal 0 HLLInAkrm3—
ProgReset 0 HROCPosinAlarm—
_ - Suppressed— ProgDisable 0 - ROCNeginAlarm—
ProgDisable 0 ) B HHShelved ==
[ Disabled3— ProgEnable 0 [ HShelved ==
ProgEnable 0 LShelved ==
. . HC InstructFault — HHLimit 500.0 & LLShelved ==
M !nDurat!unPRE 0 HLimit A400.0 % ROCPosShelved ==
MinDurationACC te LLimit 200.0 & ROCHegShelved y==
LLLimit 1000 ¢ Suppressed ==
i Dizabled »—
H InstructFault>—

Steam Pressure Sensorl

7
T

If you are using RSLogix 5000 version 20 or earlier, the instruction
block is like this:

LD ———————— ALk
Cigkal Aksm Analag Alsrm
ALMD vaket |, | sl — ALMA Stesn_Pressurel [ ] HOHHInAlarm > —
Progfick a n Shepm_Pressure CHn&Inrm >
= 300+  HLindisrmy—
PragRedet a Frogackall o H{LLindlsrm 3 —
I Suppressed — HROCRasindlarm > —
Prag D a Froglizakia o —CROCAa A bans —
- B ainled — e i e
PragEnshte a Frogennbie o = HACked
H st ciFaut 3— = Acken ==
WnDralion®RE 0+ HHLimit 5000« LL Acked e
Pt D ion &G ne HLissdt 400.0 & ROCPpaAckad =
LLirrit 2000 e A e =
LLLamit 1000+ LT S50 -
Simabled —
InsiructF sulk —

2. In the ALMD Properties dialog box, in the Configuration tab, click the
Browse button (...) to edit the alarm message sent when the alarm is
triggered.

ALMD Properties - ¥alvel_Open (Rung 0) il

Configuration” | Statusl F'arametersl Tag I

Conditior: Input =1 - ™ Latched

Severity: a00 = ¥ &cknowledgement Feguired

Hinimum Dwration: m me

Message: IVaIve1 has Opened J

Azzociated Tags

M ame Type Description

lﬂi‘-‘-‘mruﬁ‘”‘l‘_‘_’-h_.’--'—-" -
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3. On the Status tab, time stamps appear when the alarm is triggered,
acknowledged, returns to normal, or when the alarm count is reset.

x
Configuration Parameter&l Taa I
(i) All alarm times are displayed in the warkstation ime zone of (GMWT-05:00).
'T“. Alart Monday, Dctaber 16, 2006 3:56:14 &M
ime:
feknowlede  ionday, Dctaber 16, 2008 356:47 AM
Rstun To Monday, Detober 16, 2008 3:57:02 AM
Marmal Tirmne:
Alarm Lount
Reset Time:
Subscribers: 0
N A VT N i T P

4. On the Parameters tab, these UTC time stamps are automatically
transferred to tags that you can then use in logic of your own.

x
Configurationl Statusz Parametelsl Tag I
Wiz |Mame Yalue Type Des... I;l
D [IndlambUnack 0|BOOL Indic:...
0| W |Suppressed 0{BOOL Indic...
0 | [ |Disabled 0|BOOL Indic...
0| W |MinDurationsCC O/DINT Elap...
0| LAlarmCount 0 DINT Refe...
0 | [} IndlarmTime DT #2006-10-16-09:56:14.000000[GMT -05:00) fLINT Time...
0 | [} &ckTime DT #2006-10-16-09:56:47. 000000[GMT -05:00) LINT Time...
0 | [T} RetToMomalTime | DT#2006-10-16-09:57:02.000000[GMT-05:00) LINT Time...
0 | [} &lamCountResetTi.. | DT#1965-12-31-19:00:00.000000[GMT-05:00) LINT Time...
O | [ [LrelveneR ITeOOL Indic:...
O [ |DelivenwDMN 0/BOOL Indic:...
0| [ |DeliveEM 0/BOOL Indic:...
O [ |MoSubscrber 0/BOOL Indic:...
N1 = INaCnnnertinn niRMAMI The ;I
|rzert [nstiuction Defaults |
PSRV PR Se” S SV T FE AR S S TN Ui W W ) ¥

For details about adding an Alarm and Event Summary object to a graphic
display in FactoryTalk View, see Set up graphic displays on page 59.

Insert time stamps manually To insert a time stamp r.nanually, in the ALMI? Properties dialog box, on the
Tag tab, enter the new time under the .ProgTime element. Set the boolean
.UseProgTime in the backing tag for the alarm before the actual alarm
instruction is triggered.

ALMD Properties - Valve 2 (Rung ) B h

Coréiguration| Stahs  Parametsrs | Tag |
Wiz [Mame [valum Tipe o]=|
1T | UseProgTime . 1(B00L L.
I | |PicgTime 07 H2006-10-1611:01:22 31 425GM T 05001 LINT P
| 1T [Seventy 120} T
L MinDiationFRE : - p— 0D M

Example
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Local 1 Data
3 1E

moel

COP
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Copy File
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Dt Comvented_UTC_TimaStams
Length 1

COPp-

Copy Fie —
Souwca Comered_UTC_TimeStamp
Dest SOE_Alsrm ProgTime
Length 1
ALMD
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Progack [}
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ProgResst []
= Suppragaed)—
Proghizabie o
i aled —
ProgEnable o
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MinDurationPRE [T
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Appendix 6

Coordinate multiple
controller wall clocks

Time synchronization

FactoryTalk Alarms and Events provides excellent resolution and accuracy for
alarms and events time stamps. You can build a very accurate time sequence
for events that led to a failure, or simply to diagnose the exact order of their
occurrence. Because the alarms are generated by the controller, the time-
stamp accuracy is a function of the rate of the controller’s ability to scan the
alarm instruction, plus the accuracy of the controller’s wall clock.

When an alarm instruction is evaluated in code and an alarm transition event
occurs (goes into alarm, or is acknowledged, suppressed, and so on), the
instruction immediately records the current value of the controller’s wall
clock. This 64-bit, microsecond-resolution number reflects the time of the
event relative to the controller’s wall clock in UTC time (no time zone or
daylight savings information is included). When you view this time stamp,
either in the Logix Designer application (RSLogix 5000 software) or in
FactoryTalk View Site Edition, the time zone of the computer running the
software is used to visualize the time value. You can use a distributed system
that covers multiple time zones to display a valid sequence of events at an
operator or maintenance station independently of the time zone the time
stamps are captured in.

Because alarm events can originate in multiple controllers distributed over an
enterprise, it is important to provide a common time reference to set these
clocks. A controller with a wall clock that is out of synchronization with the
rest of the enterprise can potentially log events out of the time sequence in
which they actually occurred, relative to the other controllers.

Setting the controllers' wall clocks individually by hand is inefficient.
Additionally, clock drift naturally causes these clocks to record time further
and further apart from each other. There are several automated methods to
manage the wall clocks on multiple controllers, the easiest and most cost-
effective of which is the Logixs000 Clock Update Tool.

The Logix5000 Clock Update Tool lets you view and synchronize the system
time of the controllers and devices on a network, using any computer running
Microsoft Windows and RSLinx Classic. You can also schedule automatic
synchronization of all devices. See Create a synchronization schedule on page
181.

The accuracy of time synchronization varies based on many factors, including
the network path and what the controller is doing when the time
synchronization takes place. Typical systems using the Logix5000 Clock
Update Tool coordinate clocks to approximately 30oms. If you need greater
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Install the Logix5000 Clock
Update Tool

Start Clock Update Tool

Start the Update Tool
automatically

Use the Logix5000 Clock
Update Tool

accuracy for clock synchronization than the Logixsooo Clock Update Tool can
provide, there are several other hardware-based options to improve the
accuracy of time stamps in the control system. These include IRIGB, NTP,
GPS, and IEEE 1588 Ethernet.

This stand-alone tool is included with the RSLogix 5000 software. Using
RSLinx to browse to multiple controllers, this tool synchronizes multiple wall
clocks at a user-defined rate in a variety of controllers, including PLC-5, SLC
500s, MicroLogix, and all Logix 5000 controllers (except the SoftLogix
controller which typically obtains the time from the clock in the computer
where the controller is installed).

1. On the RSLogix 5000 software install media, open the Tools folder and
then double-click Setup.exe. You can also install this tool when
installing the RSLogix 5000 software (the Logix Designer application).

2. Follow the instructions on the screen to install the Logixso00 Clock

Update Tool.

o Click Start > All Programs > Rockwell Software > RSLogix 5000 Tools >
Logixs000 Clock Update Tool > Logixso0o Clock Update Tool.

You can start the Logix5000 Clock Update Tool automatically when you start
Windows.

e In the Logix5000 Clock Update Tool, on the File menu, click Start the
application when Windows starts.

The next time you start Windows, the Clock Update Tool opens automatically.

The Logixs000 Clock Update Tool lets you view and synchronize the system
time of the controllers and devices on a network, using any computer running
Microsoft Windows and RSLinx Classic. You can also schedule automatic
synchronization of all devices.

& Log5000 Clock Update Tool H=]
File Devices SyncSchedule Log Help
= A

| Dlsla| 48] #l2] ol 10/29/2012 7:44:35 PM
Device I Sync Schedule I Last Update I Appi
4| | i
This list contains all of your configured devices. Right dick one of the devices for more

optlions.
| | 10/29/2012 7:44:35 PM
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Synchronize devices on a
schedule

Create a synchronization
schedule

Create a synchronization
schedule

The left pane of the Clock Update Tool window contains a tree view, with
these items:

o Scheduled Synchronizations lists synchronization schedules that have
been configured. Right-click an individual schedule for more options.

e Devices lists devices that have been configured. Right-click an
individual device for more options.

e Log contains a log of the most recent events. The path indicated under
the list of events contains the location of the complete log file for the
day.

To synchronize devices on a schedule, complete these steps:

1. Create a synchronization schedule. This schedule determines when

synchronization takes place.

2. Create a list of devices you want to synchronize and then add them to
synchronization schedules. Devices that are not included in this list are
not synchronized.

3. Optionally, match existing devices with existing synchronization
schedules. Skip this step if you specified a synchronization schedule
when you added the device. Devices that are not matched to any
synchronization schedule are not synchronized.

This section includes information about each of these steps.

A synchronization schedule determines when devices are synchronized. For
example, you can schedule devices to be synchronized on a fixed time
interval. You can also configure a synchronization schedule to expire on a
particular date.

1. In the Logixsoo0 Clock Update Tool window, in the left pane, click
Scheduled Synchronizations.
2. Right-click the right pane and then click Add Event.
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Remove a synchronization

3. In the Update Date and Time Interval dialog box, set up a schedule for
synchronizing the date and time, and then click OK.

X

Update Date and Time Interval
— Event Start
[10/29/2m2 o | 74BIEPM
— End Event
¥ Mewver End

[10/292m2 | [74e16P =

Event Trigger
f+ Even Hour " Ewvery 24 Hours
" Ewvemny B Hours " Once a'week
" Ewveny 12 Hours " Once a Month

M amne:; INEW Schedule 0

Cancel |

The new schedule information appears, as shown in the following

example:

&) Logix5000 Clock Update Tool [_[O]x
File Devices SyncSchedule Log Help

J Dla] B8] o 6o 10/29/2012 7:48:55 PM

EIEH Scheduled Synchronizations Enabled | Sync Rate

| Next Sync Time

| Time Left

Ees 1 Hour

45 (1 Hour) New Schedule 0
':9:' & Hours

@ [6 Hours] Mew Schedule 1
4l Devices
2] Log

Lplagen b #™ e

10/29/2012 8:48:19 PM
10/29/2012 8:48:29 PM

NP N S ¥ NPTy »

To remove a synchronization schedule from the list:

0 Days, 0 Hours, 59 Mi
0 Days, 0 Hours, 59 Mi

schedule 1. Right-click the synchronization schedule you want to remove and then
click Remove Event.
2. Any devices that were associated with this synchronization schedule
are no longer associated with a schedule.
"Odify a synchronization 1. Tomodify an existing synchronization schedule, right-click the
schedule synchronization schedule and then click Modify Event.
2. In the Update Date and Time Interval dialog box, modify the schedule
information, and then click OK.
Enable or disable a Occasionally, you might want to temporarily disable a synchronization

synchronization schedule schedule, rather than permanently delete it.

e To disable a synchronization schedule, right-click the synchronization
schedule you want to disable and then click Disable Event.
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e To enable a synchronization schedule, right-click the disabled
synchronization schedule you want to enable, and then click Enable
Event.

Add devices After creating one or more synchronization schedules, add the devices you
want to include in the schedules.

When you add a device, you can also match it to a synchronization schedule,
or you can add all of the devices first and then match them to synchronization
schedules later. If you add the devices later, you can add all of the devices to a
single synchronization schedule in one step.

You can add a device to only one synchronization schedule.

Add a device 1. In the Logixso00 Clock Update Tool, in the left pane, click Devices.
2. Right-click anywhere in the right pane and then click Add New Device

or click the Add Device button M

RSLinx

v autobrowse Befresh I

== workstation, TESTSERVER
E-.'EE Linx Gateways, Ethernet
E-@% AB_ETHIP-1, Ethernet
- f] 10.108.16.253, 1756-ENBT/A, 1756-ENET/A
-4l 10.108. 17. 114, Micro850, 2080-.C50-24QVE
=] 10.108.17.18, 1755-ENBT/A, 1756-ENET/A
=83 Backplane, 1756-A10/4
LBl 00, 1756-ENBT/A
01, 1756-ENZT, 1756-ENZT/C
02, 1756164 LOGIX5564, test
, 1756-L63 LOGIX5 i

05, 1756-EMZT, 1756-ENZT/C

06, 1756-L75 LOGIX5575, 1756 75/A LOGING575

07, 175675 LOGIX5575, Alm3000

08, 1756-L75 LOGIX5575, DB_1756-L75/A DATALOG_21_24
09, 1756-L75 LOGIX5575, w21

[]---ﬂ 10.108.17.19, 1756-EMIT, 1756-ENIT/C

N -’--‘.__‘_‘ w_“rﬁ"‘.-. ‘.\Mx _‘_**rh.‘-\.-\_\-.“jh.\

3. In the RSLinx dialog box, browse to the device you want to add, select

it, and then click OK.

(@ \. Tip: You cannot click OK unless you have selected a device that is capable of being
b4 synchronized and has not already been configured.

4. In the Add Device to Schedule list, select the synchronization schedule
to which you want to add the device, and then click OK.
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The device is added to the list. Because this device has not yet been

column.

¥ Logix5000 Clock Update Tool [_ O[]
File Devices SyncSchedule Log Help

| Dl=lal 18] #|2] #|o| 10/29/2012 7:56:18 PM

(=143 Scheduled Synchronizations Sync Schedule
@ [1 Howr) Mew Schedule 0
~4Z3 (6 Hours) New Schedule 1
= a Devices

oo f] Do FTAE 2011

Laog

CLX_FTAE 20.11 Mone

WP R ENP_ N SE NOS V
Remove a device e To remove a device from the list, right-click the device you want to
remove, and then click Remove Device. You can also select the device

your want to remove, and then click the Remove Device button &l If
the device is associated with a particular synchronization schedule, it
is removed from that schedule.

e Ifyouwant to remove all devices from the list, right-click in the Device
pane and then click Remove All Devices. All devices are removed from
the list, as well as from their respective synchronization schedules.

View details about a device o view the details of a particular device, right-click the device and then click
Device Properties. This shows major and minor firmware revision

information, Computer Time, Device Time, Response Time, and the Time
Difference between the computer and the device.

¥ Logix5000 Clock Update Tool M=
File Devices SyncSchedule Log Help

| Dl=l@ (8| o Bl 10/29/2012 7:59:11 PM

EEB Scheduled Synchronizations rCL_FTAE  20.11
E| @ [1 Howr) Mew Schedule O
CL<_FTAE 2011

21.m Firmware———————
: 423 (5 Hours) Nesw Schedule 1 I ajor 20
Ea Devices
CL<_FTAE 2011 Minar n
21.0

r Time Clock Information
Computer Time  10/23/2012 75312 P

I Device Time 9/6/1398  E:45:58 AM
I Responge Time 03 mz
I Time Difference »>1000 me

Ready

Assign devices to
synchronization schedules
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When a synchronization schedule is selected in the left pane, the Device pane
lists all of the devices that are configured.

=3

&) Logix5000 Clock Update Tool
File Devices SyncSchedule Log Help

| Dl=l@| 3]2] #2| &[0 10/29/2012 8:01:06 PM

= Device | Synic Schedule | Last Update | A
fl cx_Frae 20,11 (1Hour) NewS... 29792
i 2o (1Hour) New S... 77797

’ Select Al
%A [6 Hours] New Schedule 1 ™ ﬁ

E&ﬂ Devices
E CLX FTAE 2011

’21'0'1* *"“*- A '.".A"‘ *‘-"‘““_'r‘\ e .,..,.4-»...’ #\r-

~z

(@ ﬁ\ Tip: When you add a new device, you can assign it to a specific schedule at that time. See Add devices

2 onpagel83.

e To add a device to the selected synchronization schedule, select the
check box to the left of the device. To remove the device from the

synchronization schedule, clear the check box.
e To add all devices to the specified schedule, select the Select All check

box at the bottom of the list.

Synchronize devices In addition to scheduling automatic synchronization, you can synchronize
manua"y devices manually. Either:

o Click the Synchronize All Devices button E on the toolbar.
e Right-click a device and then click Synchronize Device or right-click
anywhere in the Device pane and then click Synchronize All Devices.

Any errors in synchronization are saved to the log file. In addition, an icon
appears in the device list and in the main tree view to indicate the error. The
log file indicates a specific cause for the error, where one is known.

View the log file
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To view a log of the most recent events, in the left pane click Log. The path
shown under the list of events contains the location of the complete log file for
the day. The log file is saved in .txt and .xml format.

Change the location of the
log file

186

&) Logix5000 Clock Update Tool [_[O]
File Devices SyncSchedule Log Help
T s Tz 10/29/2012 8:04:57 PM
. .
EEB Scheduled Synchronizations Event | Time | Description -
: EMEH (1 Houn) New Scheduls 0 < 023 10/29/2012 7:58:45 PM Saved 2 entries to file
: [l FTaE 201 ﬂ 02z 10/29/2012 7:58:45 PM Added Device  21.01 to the list.
: 21.01 JUZI 10/29/2012 7:55:37FM Saved 1 entries to file
E aﬁVEEBZDU'S] New Schedule 1 fl oz0 10/29/2012 7:55:37 PM Added Device CLX_FTAE 20.11tot
T Tl FTAE 20041 1"’019 10/25/2012 7:52:42 PM Saved 0 entries to file
2{01 JUIS 10/29/2012 7:51:33 PM Saved 0 entries to file
JUI? 10/29/2012 7:48:33 PM Saved 0 entries to file
JUIG 10/25/2012 7:48:31FM Saved 0 entries to file
JU 15 10/25/2012 7:48:30 FM Event 2 Completed
JUI‘I 10/25/2012 7:48:30 PM Saved 0 entries to file e
JU 13 10/25/2012 7:48:30 PM Time Update Initialized
(012 10/29/2012 7:48:30 PM Event 2 Triggered
{Ull 10/29/2012 7:48:30 PM Saved 0 entries to file
{UID 10/29/2012 7:48:23 PM Saved 0 entries to file
JDDQ 10/29/2012 7:48:23 PM Event 1 Completed -
i | of

Path: F::\ProgramDaia‘lRodoNell Software\RSLogix 5000 Tools\Logix5000 ... Y

Ready

The default location for the synchronization log file is C:\Program
Files\Rockwell Software\RSLogix 5000 Tools\Logix5000 Clock Update Tool.

To change the location of the log file:

1. Onthe Log menu, click Change Log File Location (or to the right of the

Path box at the bottom of the Update Tool window, click the Browse

button _I)
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2. In the Browse for Folder dialog box, select the new folder for the log
files, and then click OK. To create a new folder for the log file, click
Make New Folder.

Browse For Folder EE3

Select location ko save Log file., .

) OPCTacls .|
| RS Common
[C3) RSLIM
|2 RALinx Enkerprise
[=3) RS5Lagix 5000
[ L) RSLogix 5000 Tools
) Logix5000 Clock Update Tool ILI

=

« >

Falder: I Logix5000 Clock Update Tool

Zancel |

4

Make Mew Folder |

Time stamps with tag-based r your FactoryTalk Alarms and Events system includes tag-based alarm

alarms

Supported devices

servers, the time stamps for those alarms come from the computer that hosts
the server that provides tags to the alarm server (for example, FactoryTalk
Linx or a third-party Data Server). To ensure that alarms are ordered properly
by time, you must synchronize the computer's clock with the controllers'
clocks.

The simplest way to solve this synchronization problem is to run the
Logix5000 Clock Update Tool on the same computer as the FactoryTalk Linx
alarm server. This ensures that the controller clocks all synchronize with the
computer's tag-based alarm server. Typical systems using this method
commonly achieve 300ms synchronization.

If it is not possible to install the Logix5000 Clock Update Tool on the same
computer that hosts the data server that provides tags for the tag-based alarm
server, try to synchronize the computer's clock with the same NTP server that
is used to synchronize the control network, with similar network latencies.

For details about tag-based alarms, see Add a tag-based alarm server for Logix
5000, PLC-5, SLC 500, or third-party controllers on page 51.

The Logix5000 Clock Update Tool supports the following controller families:

e ControlLogix
e CompactLogix
o All CompactLogix processors can be used with ENI. CompactLogix
L32E and CompactLogix L35E can be directly connected via Ethernet

or with ENI.
e Make sure that the CompactLogix port is set up for DF1 full-duplex.
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e Make sure routing is enabled on NET-ENI. Net-ENI works with
Ethernet devices drivers and not with EtherNet/IP drivers.
e DriveLogix
e FlexLogix
e PLC-5
e SLC
e MicroLogix
e PowerMonitor

188 Rockwell Automation Publication FTAE-RMOOTM-EN-E - March 2021



Appendix H

When installing FactoryTalk
Alarms & Events

Typical distributed system
on a network

Reference for building a distributed system

This system configuration guide primarily focuses on building an alarms and
events system on a single computer.

When building a distributed system on multiple computers on the network,
keep the following guidelines in mind.

FactoryTalk Alarms and Events is installed with FactoryTalk View and
FactoryTalk Linx. There is no need to install FactoryTalk Alarms and Events
separately unless you have installed FactoryTalk Services Platform on a
computer where you have not installed FactoryTalk View or FactoryTalk Linx.

For details, see Install FactoryTalk Alarms and Events manually on page 163.

In the sample distributed automation system shown next, FactoryTalk
Services Platform is installed on every computer in the network.

The diagram shows just one example of a possible network layout for a group
of computers and software products participating in a FactoryTalk Alarms
and Events system using a FactoryTalk Network Directory. Use this diagram
only as a starting point--your own distributed system will vary.

FactoryTalk Services Platform FactoryTalk Services Platform
FactoryTalk Administration Console

FactoryTalk Activation Manager
FactoryTalk Activation Manager

FactoryTalk Alarms and Events
FactoryTalk Alarms and Events

FactoryTalk View SE Client
FactoryTalk View Studio
FactoryTalk View SE Client
RSLinx Classic
FactoryTalk Linx
RSLogix 5
Studio 5000 Logix Designer
Network Directory Server Data, alarm ond event, and HMI servers
FactoryTalk Services Platform FactoryTalk Services Platform

EEXTR FactoryTalk Activation Manager X ractonyTalk Activation Manager

L__I'L__lDatabases and histarical logs _I = FactoryTalk Alarms and Events

Microsoft SQL Server - FactoryTalk View SE Server
FactoryTalk Linx

PLCs, SLCs, third-party controllers Logix 5000 controllers
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Language identifiers

With the FactoryTalk View language switching feature, runtime operators can
view the text strings defined in an application in up to 40 different languages.
FactoryTalk View SE Clients can run in any of the languages an application
supports. In a network distributed application or network station application,
multiple clients can run in different languages at the same time.

The languages in the following table are supported for language switching by
the application at runtime. Be sure that these languages are installed on the
development and client computers before trying to switch languages.

To find out which languages are installed on a computer, open Control Panel.
Click Region and Language.

Installed languages are listed in the dialog box. The language that has a check
mark beside it is the default language.

For more information on adding alarm messages in multiple languages to a
FactoryTalk Tag Alarm and Event Server, see Enter alarm messages in other

languages on page 143.

The following table lists the language identifiers:

Language D
Afrikaans (South Africa) af-ZA
Albanian (Albania) sq-AL
Arabic (Algeria) ar-DZ
Arabic (Bahrain) ar-BH
Arabic (Egypt) ar-EG
Arabic (Iraqg) ar-10
Arabic (Jordan) ar-J0
Arabic (Kuwait) ar-KW
Arabic (Lebanon) ar-LB
Arabic (Libya) ar-LY
Arabic (Morocco) ar-MA
Arabic (Oman) ar-0M
Arabic (Qatar) ar-0A
Arabic (Saudi Arabia) ar-SA
Arabic (Syria) ar-SY
Arabic (Tunisia) ar-TN
Arabic (UA.E.) ar-AE
Arabic (Yemen) ar-YE
Armenian (Armenia) hy-AM
Azeri (Cyrillic) az-Cyrl-AZ
Azeri(Latin) az-Latn-AZ
Basque eu-ES
Belarusian be-BY
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Language D
Bosnian (Cyrillic, Bosnia and Herzegovina) | bs-Cyrl-BA
Bosnian (Latin, Bosnia and Herzegovina) | bs-Latn-BA
Bulgarian bg-BG
Catalan ca-ES
Chinese (Hong Kong S.A.R.) zh-HK
Chinese (Macau S.A.R.) zh-MO
Chinese (PRC) zh-CN
Chinese (Singapore) zh-S6
Chinese (Taiwan) zh-TW
Croatian (Croatia) hr-HR
Czech (Czech Republic) cs-CZ
Danish (Denmark) da-DK
Divehi (Maldives) dv-MV
Dutch (Belgium) nl-BE
Dutch (Netherlands) nl-NL
English (Australia) en-AU
English (Belize) en-BZ
English (Canada) en-CA
English (Caribbean) en-029
English (Ireland) en-IE
English (Jamaica) en-JM
English (New Zealand) en-NZ
English (Philippines) en-PH
English (South Africa) en-ZA
English (Trinidad ) en-TT
English (United Kingdom) en-GB
English (United States) en-US
English (Zimbabwe) en-ZW
Estonian (Estonia) et-EE
Faroese (Faroe Islands) fo-FO
Farsi fa-IR
Filipino(Philippines) fil-PH
Finnish (Finland) fi-Fl
French (Belgium) fr-BE
French (Canada) fr-CA
French (France) fr-FR
French (Luxembourg) fr-LU
French (Monaco) fr-MC
French (Switzerland) fr-CH
Frisian (Netherlands) fy-NL
FRYO (Macedonian) mk-MK
Galician gl-ES
Georgian ka-GE
German (Austria) de-AT
German (Germany) de-DE
German (Liechtenstein) de-LI
German (Luxembourg) de-LU
German (Switzerland) de-CH
Greek (Greece) el-GR
Gujarati (India) gu-IN
Hebrew (Israel) he-IL
Hindi (India) hi-IN
Hungarian (Hungary) hu-HU
Icelandic (Iceland) is-IS
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Language D
Indonesian (Indonesia) id-1D
Inuktitut (Latin, Canada) ju-Latn-CA
Irish (Ireland) ga-lE
Italian (Italy) it-IT
Italian (Switzerland) it-CH
Japanese (Japan) ja-JP
Kannada (India) kn-IN
Kazakh (Kazakhstan) kk-KZ
Konkani (India) kok-IN
Korean (Korea) ko-KR
Kyrgyz (Cyrillic) ky-KG
Latvian (Latvia) Iv-LV
Lithuanian (Lithuania) It-LT
Luxembourgish (Luxembourg) Ib-LU
Malay (Brunei Darussalam) ms-BN
Malay (Malaysia) ms-MY
Maktese mt-MT
Maori mi-NZ
Mapudungun (Chile) arn-CL
Marathi (India) mr-IN
Mohawk (Mohawk) moh-CA
Mongolian (Cyrillic) mn-MN
Norwegian (Bokmal) nb-NO
Norwegian (Nynorsk) nn-NO
Polish (Poland) pl-PL
Portuguese (Brazil) pt-BR
Portuguese (Portugal) pt-PT
Punjabi pa-IN
Quechua (Bolivia) quz-B0
Quechua (Equador) quz-EC
Quechua (Peru) quz-PE
Romanian (Romania) ro-R0
Romansh (Switzerland) rm-CH
Russian (Russia) ru-RU
Sami, Inari (Finland) smn-Fl
Sami, Lule (Norway) smj-NO
Sami, Lule (Sweden) smj-SE
Sami, Northern (Finland) se-Fl
Sami, Northern (Norway) se-NO
Sami, Northern (Sweden) se-SE
Sami, Skolt (Finland) sms-Fl
Sami, Southern (Norway) sma-N0
Sami, Southern (Sweden) sma-SE
Sanskrit - India sa-IN
Serbian (Cyrillic) sr-Cyrl-CS
Serbian (Cyrillic, Bosnia and Herzdgovina) | sr-Cryl-BA
Serbian (Latin) sr-Latn-CS
Serbian (Latin, Bosnia and Herzdgovina) | sr-Latn-BA
Sesotho sa Leboa (South Africa) ns-ZA
Sestswana (South Africa) tn-ZA
Slovak sk-SK
Slovenian (Slovenia) sl-Sl
Spanish (Argentina) es-AR
Spanish (Bolivia) es-B0
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Language D
Spanish (Chile) es-CL
Spanish (Colombia) es-C0
Spanish (Costa Rica) es-CR
Spanish (Dominican Republic) es-D0
Spanish (Ecuador) es-EC
Spanish (EI Salvador) es-SV
Spanish (Guatemala) es-6T
Spanish (Honduras) es-HN
Spanish (International Sort) es-ES
Spanish (Mexico) es-MX
Spanish (Nicaragua) es-NI
Spanish (Panama) es-PA
Spanish (Paraguay) es-PY
Spanish (Peru) es-PE
Spanish (Puerto Rico) es-PR
Spanish (Traditional Sort) es-ES_tradnl
Spanish (Uruguay) es-UY
Spanish (Venezuela) es-VE
Swahili (Kenya) sw-KE
Swedish (Finland) sv-Fl
Swedish sv-SE
Syriac (Syria) syr-SY
Tamil (India) ta-IN
Tatar (Russia) tt-RU
Telugu (India) te-IN
Thai (Thailand) th-TH
Turkish (Turkey) tr-TR
Ukrainian (Ukraine) uk-UA
Urdu (Pakistan) ur-PK
Uzbek (Cyrillic) uz-Cyrl-Uz
Uzbek (Latin) uz-Latn-UZ
Vietnamese (Vietnam) vi-UN
Welch cy-GB
Xhosa xh-ZA
Lula zu-ZA

For more information, see Enter alarm messages in other languages on page

143.
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A-C

Glossary

In this section:
A -Con page195
D on page 196

E - Pon page 197

R -Ton page 199

-A-

Alarm history log

A Microsoft SQL Server database that is configured to accept alarm and event
data from the FactoryTalk Alarms and Events system.

Analog alarm

An analog alarm defines a condition that evaluates a single analog tag. The
trigger condition compares the value of the tag against a defined static value
using an operator: equal to, not equal to, greater than or equal to, less than or
equal to, greater than, or less than.

Application

An application organizes project information, including elements such as
data servers, HMI servers, and alarm and event servers, and makes the
information available to all software products and computers participating in
a FactoryTalk system.

¢ Network distributed applications are held in a FactoryTalk Network
Directory. Project information and participating software products
can be located on multiple computers distributed across a network. All
of the computers participating in a particular network distributed
application share a common Network Directory Server located on a
network computer.

o Network station applications are held in a FactoryTalk Network
Directory. All participating software products (except for data servers)
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must be installed on the same computer. Network station applications
can connect to data servers that are located on different machines. All
of the computers participating in a particular network station
application share a common Network Directory Server located on a
network computer.

e Local station applications are held in a FactoryTalk Local Directory.
Project information is located on a stand-alone computer and is
available only to software products installed on that same local
computer. Local station applications cannot be accessed remotely and
cannot share project information with a network distributed
application or network station application.

Area

Areas subdivide and organize a distributed network application into logical or
physical divisions. For example, separate areas might correspond with
separate manufacturing lines in a facility, separate plants in different
geographical locations, or different manufacturing processes.

Areas are not available with local station applications.

-C-

Condition-related event

An event associated with a change in the state of an alarm. For example, a
condition-related event is triggered when an alarm condition changes to In
Alarm, Acknowledged, Return to Normal, or Disabled.

Data server

Data servers serve tags, or data items, contained in OPC-DA (Data Access)
servers. Clients that need access to data items, such as FactoryTalk View
Studio and FactoryTalk Transaction Manager, use data server application
elements referenced from the FactoryTalk Directory to locate the computers
that are hosting OPC-DA 2.0 compliant data servers.
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E-P

Deviation alarm

A deviation alarm defines a condition that evaluates a single analog tag. A
trigger condition compares the value of a tag against a deviation from a target
value.

Device server

A server process that connects to devices (controllers) and subscribes to alarm,
status, and diagnostic information. A device server processes this data and
publishes it to client processes for graphic display and logging. FactoryTalk
Linx is one common example of a device server. See also data server.

Device-based alarm monitoring

With device-based alarm monitoring, pre-built alarm instructions, available
in RSLogix 5000 v. 16 or later, are programmed in a logic project and then
downloaded into a Logix 5000 controller. The controller detects alarm
conditions and publishes event information, which is routed through the
system for display and logging.

Digital alarm

A digital alarm defines a condition that evaluates a single digital tag. The
trigger condition compares the value of the tag to either zero or one.

Docked

A graphic display that is fixed to the top, bottom, left or right side of a
FactoryTalk View SE client window.

A dongle is a security or copy protection device for commercial computer
programs. When required by a program, a dongle must be connected to an
input/output port, such as USB or parallel port of the computer, to allow the
program to run. Programs that use a dongle query the port at start-up and at
programmed intervals thereafter, and terminate if the dongle does not
respond with the expected validation code.
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-E-

Enabled

When an alarm is enabled, it is running its condition detection logic. Enabled
alarms cannot be edited or deleted.

HMI server

HMI servers, also called FactoryTalk View SE Servers, store and serve HMI
projects, which contain displays, alarms, tags and other services, to HMI
clients such as FactoryTalk View Studio and FactoryTalk View SE Clients. HMI
clients use FactoryTalk Directory to locate the computers that are hosting
HMI servers.

-L-

Level alarm

Alevel alarm defines multiple conditions that evaluate a single level tag
(sometimes called an analog tag). Each level can uniquely identify an alarm
threshold, a severity, and an alarm message.

Offline data item

In RSLinx Classic, offline data points are read directly from a processor's
project file defined in the RSLinx Classic DDE/OPC Topic Configuration (Use
Symbols option).

In FactoryTalk Linx, offline data points are read directly from a processor's
project file defined in the device shortcut. For ControlLogix, offline tag
browsing requires firmware version 10 or higher.
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Online data item

Online data items are read directly from a processor, exactly as they are
defined in that processor.

Using a Logix 5000 controller you can create tags right in the controller and
use RSLinx Classic or FactoryTalk Linx to access those tags directly. As a
result, you can work with symbol names in a Logix 5000 processor both online
and offline.

In a traditional PLC-5 or SLC 500 processor, tags are not created in the
controller--instead symbol and tag names are associated with predefined PLC
addresses. These associations are held in the logic program and are
referenced by RSLinx Classic or FactoryTalk Linx. When reading data points
online, only the PLC addresses exist inside the controller. You must work with
RSLinx Classic offline data items to use ladder logic symbol names with these
types of controllers.

OPC

OPC (OLE (Object Linking and Embedding) for Process Control) is a non-
proprietary technical specification that defines a set of standard interfaces
based on Microsoft’s OLE/COM (Component Object Model) technology.
Applying OPC standards makes interoperability possible among automation
and control applications, field systems and devices, and business and office
applications.

The FactoryTalk Services Platform supports and extends the OPC 2.0
specification, which includes the ability to browse data items.

-P-

Policy

A set of system-wide rules governing how security is implemented, such as
rules related to password length and complexity.

RSLinx

RSLinx Classic and FactoryTalk Linx are families of software products that
link networks and devices to products such as the FactoryTalk View family of
HMI software and the RSLogix family of device-programming software.
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Two versions of RSLinx are commonly used in FactoryTalk systems:

e RSLinx Classic: an OPC-DA 2.0 data server.
e FactoryTalk Linx: a FactoryTalk Live Data server and Alarms and
Events server.

RSLogix

The RSLogix family of software products provides programming software for
control devices, including the Logix 5000 series, PLC-5, and SLC 500. Use
either of these two control programming tools to set up device-based alarm
monitoring in FactoryTalk Alarms and Events:

e Studio 5000 Logix Designer application, version 21.00.00 and later.
e RSLogix 5000 software, version 16.00.00 and later.

-S-

Simple event

Any event describing a simple occurrence in the system. Example: failure to
access a computer or device.

-T-

Tag update rate

The rate at which a tag is scanned for changes to its value. To reduce the
quantity of network traffic, set the tag update rate to be as long as possible.
For example, because an operator cannot respond to tag values that change
faster than once every second, it is seldom necessary to set a tag update rate
faster than once every few seconds. Set a faster tag update rate only if the
system is programmed to respond automatically to tag values that change so
quickly, bearing in mind the load this places on the network.

Tag-based alarm monitoring

Software-based Tag Alarm and Event Servers monitor controller tags for
alarm conditions through data servers and publish event information for
display and logging. Tag-based alarm monitoring is used for Logix 5000
controllers, PLC-5, and SLC 500 devices communicating through Rockwell
Automation Device Servers (FactoryTalk Linx), or for third-party controllers
communicating through OPC data servers.
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Tracking-related event

An event that tracks changes made to the system over time. Examples: an
event describing the acknowledgment of an alarm by an operator, or the
modification of a tag value by an operator.

Rockwell Automation Publication FTAE-RMOOTM-EN-E - March 2021 201






Legal Notices

Legal Notices

Rockwell Automation publishes legal notices, such as privacy policies, license
agreements, trademark disclosures, and other terms and conditions on the
Legal Notices page of the Rockwell Automation website.

End User License Agreement (EULA)

You can view the Rockwell Automation End User License Agreement (EULA)
by opening the license.rtf file located in your product's install folder on your

hard drive.
The default location of this file is:

C:\Program Files (x86)\Common Files\Rockwell\license.rtf.

Open Source Software Licenses

The software included in this product contains copyrighted software that is
licensed under one or more open source licenses.

You can view a full list of all open source software used in this product and
their corresponding licenses by opening the index.html file located your
product's OPENSOURCE folder on your hard drive.

The default location of this file is:

C:\Program Files (x86)\Common Files\Rockwell\Help\FactoryTalk
Services Platform\Release Notes\OPENSOURCE\index.htm

You may obtain Corresponding Source code for open source packages
included in this product from their respective project web site(s).
Alternatively, you may obtain complete Corresponding Source code by
contacting Rockwell Automation via the Contact form on the Rockwell
Automation website: http://www.rockwellautomation.com/global/about-
us/contact/contact.page. Please include "Open Source" as part of the request

text.
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