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Introduction

This guide describes how to configure Microsoft SharePoint for use with Cloud Access
Manager. Cloud Access Manager now supports two configuration options for Microsoft
SharePoint, the Cloud Access Manager WS-Federation application template supports both
SharePoint 2010 and SharePoint 2013 to simplify and automate application configuration.

In addition, you can configure the Cloud Access Manager reverse proxy to provide Single
Sign-On (SSO) to web applications by automatically filling in the login form, or using either
Integrated Windows Authentication (IWA) or Basic Authentication. You can also use the
reverse proxy to enable secure access to internal web apps from the internet. For further
information, please refer to the One Identity Cloud Access Manager Security and Best
Practices Guide.

Cloud Access Manager configuration
prerequisites

To install Cloud Access Manager as a standard two host production system

1. Install Cloud Access Manager as described in the One Identity Cloud Access Manager
Installation Guide and configure an Active Directory front-end authentication method
as recommended in the One Identity Cloud Access Manager Configuration Guide.

2. Verify your configuration by confirming that a user on a domain connected
workstation can sign on to the portal using their Active Directory credentials and that
the browser shows the portal is using a trusted Secure Sockets Layer (SSL)
certificate. The ability to authenticate and an SSL certificate signed by a recognized
Trusted Certification Authority are required to perform SSO to SharePoint 2013.

Adding Microsoft SharePoint to Cloud
Access Manager using WS-Federation

To add SharePoint to Cloud Access Manager using the WS-Federation
application template

1. Add the SharePoint application to One Identity Cloud Access Manager using the
SharePoint 2010/2013 template.

2. Set the SharePoint server web application URL and the site folder.
3. Configure a realm name to later identify this connection in SharePoint.
4. Click Save & Next.
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© | NOTE: While SharePoint server may include multiple sites, the Cloud Access
Manager template will only auto-configure one of them for you. You can add
others manually as extra application portal links when the initial SharePoint
application has been created.

© | NOTE: The relying party realm may be any value you choose, with urn: as its
prefix, for example urn:cam-sharepoint. You will enter this value in SharePoint
later when you create the new authenticator.

Settings for SharePoint 2010 / 2013

Please enter the SharePoint web application URL

http://win12.sharepoint2013.local:80

Please enter the SharePoint site folder

sites/sharepoint2013

Please enter the realm SharePoint will use to identify itself

urn:cam-sharepoint

The following Application Portal links will be created

[ SharePoint

5. In Subject Mapping you must specify the attribute that Cloud Access Manager will
use to derive the user's name for log in. The default attribute is mail. Click Next.

On the Claim Mapping page you can configure the values Cloud Access Manager will
pass to SharePoint in the form of claims. By default only a user’s email address is
required to successfully authenticate. If you need to pass other values, for example
employee id, you can add further claims on the Claim Mapping page and populate
them with the appropriate values from the relevant front-end authenticator.

You will also need to create the associated claim type mappings when you create the
new claims-based authenticator in SharePoint. The Cloud Access Manager for
Microsoft SharePoint utility will do this for you automatically, or you can add the
claim type mappings manually using the New-SPClaimTypeMapping command. For
further details, please refer to Manual configuration of a SharePoint 2013 Server WS-
Federation Trust.

6. When complete, click Next.
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10.
11.

12.
13.

Currently editing application: SharePoint

Federation Settings

| Token Settings v Claim Mapping
Subject Mapping

[l > claim Mapping ~ + Claim rules are used to send a user attribute or static value to the target application. Multiple rules can be added so that different values
il i e can be sent depending on the user's role. Rules can be prioritized by dragging and dropping them into the desired order.
Manual User Provisi....” sent to the application as claims
Name of the claim to send to the application
Two Factor Authent..../ hittpsf/schemas.xmlsoap.org/ws/200 71
Permissions v 5f05fidentity/claims/emailaddress http://schem, L
Application Name ./ Rule Processing Mode
Application Portal Use first rule matched - + Add New Claim Rule
Claim Rule (Role: All Roles | User Attribute: Email Address) >
& Send Cloud Access Manager role claim
[Claim name: urn:cam/sso/role]

You will now see the Permissions page. This enables you to control which users can
access the application. By default, all Cloud Access Manager users have access to the
application. You can restrict access to the application to users who belong to a
specific role, but for this example click Next to allow all users to access the
application.

Enter an Application Name, for example SharePoint 2013, then click Next.

To configure how the application is displayed on the Cloud Access Manager Portal,
enter the Title and Description you want to display on the Cloud Access
Manager Portal.

Enter the URL that you want your users to be initially redirected to.

Click Get Application Icon to locate and display the icon of the application or
upload an icon of your choice.

Click Finish to complete the configuration of the application.

Cloud Access Manager will now generate a certificate that you must download and
add to the SharePoint server.

Configuring a SharePoint 2010 or 2013 WS-
Federation Trust using the Cloud Access
Manager for Microsoft SharePoint utility

This section describes how to install the Cloud Access Manager for SharePoint utility and
how to use it to establish a trust between Cloud Access Manager and SharePoint Server
2010 or 2013.
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Installing Cloud Access Manager for SharePoint

To install Cloud Access Manager for SharePoint

1. Copy the appropriate version of the Cloud Access Managerfor SharePoint installer
(2010 or 2013) to a server in your Microsoft SharePoint farm.

2. Run the installer, which will install the software in its default location and add a link
to your Windows Start menu.

© | NOTE: Cloud Access Manager for SharePoint requires Microsoft .NET
framework version 4.5 installed on your host.

3. Click the link on the Start menu to open the application.

Establishing a trust between Cloud Access
Manager and SharePoint

To establish a trust between Cloud Access Manager and SharePoint

1. Download the certificate from your SharePoint application in Cloud Access
Manager, then copy it to the SharePoint server where Cloud Access Manager for
SharePoint is running.

2. Complete the fields on the Trust tab. You can obtain the realm value from the Cloud
Access Manager SharePoint application configuration, Federation Settings |
Relying Party Realm / Identity.

3. Browse to the location of the Cloud Access Manager trust certificate file, and

click Install.
@N E IDENTITY Cloud Access Manager for SharePoint - M X
Trust Trust

Establish a trust between

SharePoint and Cloud Access Enter the host name of the
Manager Cloud Access Manager server
Solutions Enter the realm

Enable Features Certificate file location

Update Certificate Uninstall Install Reset Save

The trust has now been established between Cloud Access Manager and SharePoint
Server 2013. Next you will need to enable it to protect your sites.
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Manual configuration of a SharePoint 2013
Server WS-Federation Trust

This section guides you through the steps required to manually configure your SharePoint
2013 server for claims-based authentication using WS-Federation.

© | NOTE: These steps are an alternative method to using the Cloud Access Manager for
Microsoft SharePoint utility described in Configuring a SharePoint 2010 or 2013 WS-
Federation Trust using the Cloud Access Manager for Microsoft SharePoint utility.

For instructions on how to configure SharePoint 2010, please refer to Manual
configuration of a SharePoint 2010 Server WS-Federation Trust.

To configure your SharePoint 2013 Server for claims-based authentication

1. On the SharePoint server, open the SharePoint 2013 Management Shell and enter the
following commands to set up a new claims-based WS-Federated authenticator:

$cert=New-Object System.Security.Cryptography.X509Certificates.X509Certificate2
("<location of certificate>"

New-SPTrustedRootAuthority -Name "<Name of Certificate>" -Certificate $cert

$email=New-SPClaimTypeMapping -IncomingClaimType
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress” -Incoming
ClaimTypeDisplayName "EmailAddress" -SameAsIncoming

$realm = "<realm as defined in Cloud Access Manager template>"

$x=New-SPTrustedIdentityTokenIssuer -Name "<Name for authenticator>" -
Description "Cloud Access Manager" -realm $realm -ImportTrustCertificate $cert -
ClaimsMappings $email -SignInUrl "<Endpoint URL>" -IdentifierClaim
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

© | NOTE: If you have added extra claims to the Claim Mapping page in the Cloud
Access Manager SharePoint template, then you will need to add mappings for
each extra claim here.

To do this:

« use extra New-SPClaimTypeMapping commands, as for the EmailAddress
default shown above.

o then use the -ClaimsMappings parameter in the New-SPTrus-
tedIdentityTokenIssuer command to create them in the Trust.

Cloud Access Manager 8.1.4 How to Configure Microsoft SharePoint
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The trust has been established between Cloud Access Manager and SharePoint Server
2013. Next you need to enable it to protect your sites.

Manual configuration of a SharePoint 2010
Server WS-Federation Trust

This section guides you through the steps required to manually configure your SharePoint
2010 server for claims-based authentication. Configuring SharePoint 2010 is similar to
configuring SharePoint 2013, with additional steps to enable the claims-based
authentication mode.

© | NOTE: These steps are an alternative method to using the Cloud Access Manager for
Microsoft SharePoint utility described in Configuring a SharePoint 2010 or 2013 WS-
Federation Trust using the Cloud Access Manager for Microsoft SharePoint utility.

To configure your SharePoint 2010 Server for claims-based authentication

1. On the SharePoint server, open the SharePoint 2010 Management Shell, and enter
the following commands to change SharePoint 2010 from classic-mode to claims-
based authentication:

$WebAppName = "http://SharePoint WebApp URL"
$wa = get-SPWebApplication $WebAppName
$wa.UseClaimsAuthentication = $true

$wa.Update()

For example, the SharePoint WebApp URL would be, http://share.point2010.local:8

2. Configure the policy to enable the current logged on user to have Full Control, for
example, the account being used to make these changes to SharePoint:

$account = "yourDomain\yourUser"

$account = (New-SPClaimsPrincipal -identity $account -identitytype
1).ToEncodedString()

$wa

get-SPWebApplication $WebAppName

$zp = $wa.ZonePolicies("Default")

$p = $zp.Add($account, "PSPolicy")
$fc=$wa.PolicyRoles.GetSpecialRole("FullControl™)
$p.PolicyRoleBindings.Add($fc)

$wa.Update()

3. Perform user migration:

Cloud Access Manager 8.1.4 How to Configure Microsoft SharePoint
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$wa.MigrateUsers($true)

4. Perform user provisioning:

$wa.ProvisionGlobally()

5. Setup a new claims-based WS-Federated authenticator, as for SharePoint 2013:

$cert=New-Object System.Security.Cryptography.X509Certificates.X509Certificate2
("<location of certificate>")

New-SPTrustedRootAuthority -Name "<Name of Certificate>" -Certificate $cert

$email=New-SPClaimTypeMapping -IncomingClaimType
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"” -
IncomingClaimTypeDisplayName "EmailAddress" -SameAsIncoming

$realm = "<realm as defined in Cloud Access Manager template>"

$x=New-SPTrustedIdentityTokenIssuer -Name "<Name for authenticator>" -
Description "Cloud Access Manager" -realm $realm -ImportTrustCertificate $cert -
ClaimsMappings $email -SignInUrl "<Endpoint URL>" -IdentifierClaim
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress

© | NOTE: If you have added extra claims to the Claim Mapping page in the Cloud
Access Manager SharePoint template, then you will need to add mappings for
each extra claim here.

To do this:

« use extra New-SPClaimTypeMapping commands, as for the EmailAddress
default shown above.

o then use the -ClaimsMappings parameter in the New-SPTrus-
tedIdentityTokenIssuer command to create them in the Trust.

The trust has now been established between Cloud Access Manager and SharePoint Server.
Next you will need to enable it to protect your sites.

Protecting your SharePoint website
with Cloud Access Manager

Now the trust has been established between Cloud Access Manager and SharePoint Server,
you can protect your SharePoint website with Cloud Access Manager.

@)N EIDENTITY Cloud Access Manager 8.1.4 How to Configure Microsoft SharePoint
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To protect your SharePoint website with Cloud Access Manager

1. Open the SharePoint Central Administration console and navigate to Manage
Web Applications.

Select the Application to protect and then click Authentication Providers.
Select the required Zone.

4. Scroll down to the Trusted Identity provider section and ensure that Trusted
Identity provider is selected.

5. Select the Cloud Access Manager authenticator you created previously.

© | NOTE: If you created the authenticator using the utility, it will be called CAM.

© | NOTE: Clear the Enable Windows Authentication check box. If more than
one authenticator is specified, the user will be prompted to select which
authenticator to use when SharePoint opens.

6. Click Save and return to Application Management.

Finally you need to set permissions for users and groups to access your
SharePoint sites.

Enabling SharePoint People Picker
functionality

To enable SharePoint People Picker functionality with Cloud Access Manager
for Microsoft SharePoint

1. In the Cloud Access Manager for SharePoint application, select the
Solutions tab.

@)N E IDENTITY Cloud Access Manager for SharePoint - M Xx
Trust Solutions

Establish a trust between

SharePoint and Cloud Access Peaple Picker for Cloud Access Manager Install

Manager

Solutions Configuration

Enable Features APl Hostname
API Client Id

API Shared Secret

Save Configuration

2. Inthe API Hostname field, enter the Cloud Access Manager Server hostname.

3. Inthe Cloud Access Manager Application Portal, select Settings, then Manage

Cloud Access Manager 8.1.4 How to Configure Microsoft SharePoint
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API Clients.

@NE IDENTITY  CloudAccess Manager Administration & admin v @About  EShortuts @ Status
Home Manage API Clients
Applications Cloud Access Manager uses the OAuth 2.0 Client
" . Credentr
Authenticators. No. been added to Cloud /et. To add your first API client click on the "Add API Client" button.
To begin using the APl you will need to create an
Roles AP client by clicking the "Add API Client" button.
Users The client ID and shared secret generated can then
be used by your client application to obtain an
Licensing ‘access token from the token endpeint and gain
access to Cloud Access Manager's AP
Reports
Settings Token Endpoint
All Settings
def.local/c
Configuration Settings er/RPSTS/OAUth2 /Token.aspx
Turn Features On/Off
Customize Appearance APl Endpoint
Externalized Access Control :mod.dom1.def.local/Cl
Configure Mail Settings. er/APIfvL/

Configure Network Settings s ot
ocumentation
Home Realm Discovery

Manage API Clients hitp: dom1.deflocal/C

er/APl/docs|
Language Settings LR

Application Settings
Tune the Proxy
Configure Passwords
Configure the Database
Maintenance Mode

Manage Certificates

Status

[ oo | o

4. Click Add API Client.

API Client Settings

The following values are required for Cloud Access Manager to grant You may need to configure the client application with the following
access to the API for a client application. information.
API Client Hame APl Endpeint
New API Client ‘ https: Hl:loudthority.cloud.local!CloudAcce&;#
Token Endpoint
Allowed Scopes |https:i1’cloudthon'ty.cloud.local!CloudAccess#
Client ID
Resources Actions
O apps O edit ‘ M1cL9DW5jo9ZG4U6UEWvixdvoXG ‘
O authenticators
O creds Shared Secret
O roles ‘ 4eZ8y9AqljqwjQtzESfzolel1XPIP ‘
O users
O dirusers
At least one resource
scope must be
selected

All prefixed with "urn:CloudAccessManager/ APl/Scopes/"

5. Enter a name for the client and select roles and dirusers in the Allowed
Scopes section.

6. Copy and paste the Client ID and Shared Secret into the appropriate fields in the
Cloud Access Manager for SharePoint application and then click Save.

7. Inthe Cloud Access Manager for SharePoint application click Save Configuration,
and then click Install.

. Cloud Access Manager 8.1.4 How to Confi e Microsoft SharePoint
@)NE IDENTITY u ger w igure Micr rePoi

Introduction



Using the SharePoint People Picker

Before you use the Cloud Access Manager SharePoint people picker solution you need to
ensure that Ambiguous Name Resolution (ANR) is enabled for all Active Directory attributes
that you are using to map your Cloud Access Manager users to SharePoint user accounts.
By default this is the mail attribute. For details on how to configure ANR in Active

Directory, please refer to Microsoft TechNet:

http://social.technet.microsoft.com/wiki/contents/articles/22653.active-directory-
ambiguous-name-resolution.aspx

To use the SharePoint People Picker

1. To allow user access through your authenticator use the User Policy editor in the
SharePoint application ribbon for your SharePoint web application.

2. Select All Zones, then click Next.
Select Add Users.

4. To open the SharePoint People Picker, select the address book icon below the
Users field. If you have installed the Cloud Access Manager for People
Picker, you will see Cloud Access Manager in the tree with two sub-categories of
Users and Roles.

. Cloud Access Manager 8.1.4 How to Confi e Microsoft SharePoint
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Select People and Groups

Find | £ |List View

Display Name E-mail Address Title Department
‘& Organizations Type into the search box above then press "Enter” to ¢
.& Active Directory
»& All Users
4 »& Cloud Access Manager

Users

Roles

Add =

Ok Cancel

5. If you do not enter any search criteria in the Find field to search the Cloud Access
Manager address book, all available Cloud Access Manager roles will be found.

6. If you enter search criteria in the Find field to search the Cloud Access Manager
address book, any users or roles that match the criteria you specified will be found.

7. Select the users or roles you want to allow access to your SharePoint sites.

" Cloud Access Manager 8.1.4 How to Configure Microsoft SharePoint
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Policy for Web Application

QK
Adding or updating Web application policy with new users or groups will trigger a
SharePoint Search crawl over all content covered by that policy. This can reduce search
crawl freshness and increase crawl load. Consider using security groups at the policy level
and add/remove users from security groups to avoid this,
=1 Add Users | X Delete Selected Users | =2 Edit Permissions of Selected Users
|:| Zone Display Mame User Mame Permissions
| (all NT AUTHORITWWLOCAL NT AUTHORITY\LOCAL SERVICE Full Read
ZOnes) SERVICE
O] qaul Search Crawling i:0s . wisharepoint2013 Full Read, Full Control
7ones) Account vadministrator
L1l SHAREPOINT2013 SHAREPOINT201 3\Administrator  Full Control
zones)  ‘\Administrator
O] qaul administrator i:05 tjcamclaimsauth|administrator  Full Control
Zones)
© | NOTE: If you add users manually from the Active Directory address book, they

must be added by their email address to the new authentication provider — not
by their sAMAccountName or other identifier. Remember to check that test
users have the mail attribute populated in Active Directory as it is not
populated by default.

You can now Single Sign-On (SSO) to the SharePoint application from a Cloud Access
Manager user log in.

Adding Microsoft SharePoint to Cloud
Access Manager using the reverse
proxy

This section describes how to configure your SharePoint Server for authentication using the
reverse proxy, including how to configure SharePoint for form-fill configuration.

In addition you need to configure SharePoint Server for forms based authentication to
allow a Cloud Access Managerform-fill application to operate. For further information,
please refer to Microsoft TechNet for SharePoint Server 2010 and SharePoint Server 2013
configuration steps.

Cloud Access Manager 8.1.4 How to Configure Microsoft SharePoint
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© | NOTE: Integrated Windows Authentication (IWA) and HTTP basic authentication are
also valid authentication configuration options when using the reverse proxy. For
further information, please refer to the One Identity Cloud Access Manager
Configuration Guide.

© | NOTE: Microsoft Office rich client applications, for example desktop Microsoft Office
2007 and Microsoft Office 2013, are not supported when Cloud Access Manager is
used to proxy SharePoint 2013; you should use WS-Federation if rich client support is
required.

To enable Cloud Access Manager to use the reverse proxy with
SharePoint Server

1. Manually configure a SharePoint application using the form-fill authentication method
as described in the One Identity Cloud Access Manager Configuration Guide.

© | NOTE: For SharePoint Server 2013, configure the Application URLs to use two
proxy aliases for the root-to-root mapping of your SharePoint Server and Office
Web Apps Server.

The application URLs you add for the Office Web Apps farm may differ in format
depending on the authentication type used. For example, you may need to add
the simple server name for the Office Web Apps farm as an alias for proxying
SharePoint 2013. This is due to the way SharePoint constructs its URLs.

Application URLs

Cloud Access Manager needs to know the URL of the application in erder
to proxy it.

Application URL(s) (Omit the path component. You will enter paths
on the next page.)

https://sp2013servermydom.lodal

https://spwebapps.mydom.local T

© | NOTE: The SharePoint Office Web Apps server farm cannot be accessed using
the proxy server until a valid Secure Sockets Layer (SSL) certificate is in place
on the Cloud Access Manager Proxy.

A signed wildcard SSL certificate is required to cover the proxy server and the
two previously created aliases. However, you do not need to create a new
Secure Sockets Layer (SSL) certificate specific to the SharePoint configuration.
For further details, please refer to Managing your SSL certificate in the One
Identity Cloud Access Manager Configuration Guide.

Next, log in to the Administration Console, and navigate to the Settings page.
Click Show Advanced Settings.

Click Tune the Cloud Access Manager Proxy.

In the Proxy Filters, edit the Class listed as RewriteHTMLFilter, appending the

v bW N
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Mime Type with text/plain* as the value.

Edit Proxy Filter

Filter Name

html

Class

RewriteHTMLFilter

Mime Type

text/html* text/plain® X

& Enabled

Debug Level

»

0

1

Include

Exclude

*ns=PendingRequest&ev=PendingNotificationRequest™

Force Include

Application
All Applications -
Click Save.

On the Add Proxy Property page add a new property. In the Property field, enter
the string cam.disableAddingXFrameOptionsHeader.

8. Inthe Value field, enter true. Ensure the Enabled check box is selected, this will
allow Office Web Apps to load in an iFrame embedded in the SharePoint page.

x
Add Proxy Property

Property
cam.disableAddingXFrameOptionsHeader

Value

true

Description
& Enabled
Application

All Applications -
. Cloud Access Manager 8.1.4 How to Configure Microsoft SharePoint
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9. Click Save to save your settings. When you have completed these steps all links
using Office Web Apps will function as expected, this includes opening and
editing documents.

The application configuration is now complete.

Troubleshooting

Persistent cookies in Microsoft SharePoint

By default, SharePoint uses persistent cookies which enable a user to shut down an internet
browser, and then re-open it while maintaining their original session. However, if a user
does not fully log out of SharePoint, the situation can arise where a different user can
access the original account using the same internet browser.

Debugging claims provider trust issues in Microsoft SharePoint 2013

If you encounter access or permissions issues when you try to log into SharePoint using
Cloud Access Manager, tracing the root of the issue can be difficult. ULS Viewer is a helpful
free utility that shows the SharePoint logs in real time as you perform tasks in SharePoint
and will clearly report errors such as problems with the trust certificate chain. You can
download it from:

https://www.microsoft.com/en-gb/download/details.aspx?id=44020

Using an internal certificate authority

If you are deploying Cloud Access Manager and SharePoint internally and you choose to use
your own certificate authority (CA), you will need to configure a trust for this CA in
SharePoint. This may also be necessary if you use any external certificate authority not on
the published list of Trusted Certificate Authorities.

To configure a trust for your internal certificate authority

1. On your SharePoint server navigate to Central Administration console |
Security | General Security | Manage Trust.

2. Add a new trust.

3. Upload your CA's root signing certificate.

@)N EIDENTITY Cloud Access Manager 8.1.4 How to Configure Microsoft SharePoint
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About us

One Identity solutions eliminate the complexities and time-consuming processes often
required to govern identities, manage privileged accounts and control access. Our solutions
enhance business agility while addressing your IAM challenges with on-premises, cloud and
hybrid environments.

Contacting us

For sales or other inquiries, visit https://www.oneidentity.com/company/contact-us.aspx
or call +1-800-306-9329.

Technical support resources

Technical support is available to One Identity customers with a valid maintenance contract
and customers who have trial versions. You can access the Support Portal at
https://support.oneidentity.com/.

The Support Portal provides self-help tools you can use to solve problems quickly and
independently, 24 hours a day, 365 days a year. The Support Portal enables you to:

« Submit and manage a Service Request

« View Knowledge Base articles

« Sign up for product notifications

« Download software and technical documentation

« View how-to videos at www.YouTube.com/Oneldentity
« Engage in community discussions

o Chat with support engineers online

« View services to assist you with your product
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