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Chapter 1
Using This Guide

About this Guide

Welcome to the Dell SonicWALL SRA User Guide. This document provides information on
using the Dell SonicWALL SRA user portal called Virtual Office that allows you to create
bookmarks and run services over the Dell SonicWALL SRA appliance.

Navigate to http://www.sonicwall.com/us/Support.html for the latest version of this manual as
well as other Dell SonicWALL products and services documentation.

Organization of this Guide

The Dell SonicWALL SRA User Guide organization is structured into the following parts:

Chapter 1 Using this Guide

This chapter provides helpful information for using this guide. It.includes conventions used in
this guide, information on how to obtain additional product information, and a Quick Access
Worksheet that you should complete before using the SRA appliance.

Chapter 2 Virtual Office Overview

This chapter provides an overview of new Dell SonicWALL SRA appliance user features,
NetExtender, File Shares, Secure Virtual Assist, Secure Virtual Access, Secure Virtual Meeting,
services, sessions, bookmarks, and service tray menu options.

Chapter 3 Using Virtual Office Features

This chapter provides procedures on importing certificates, using Two-Factor authentication,
and using One-Time Passwords.

Chapter 4 Using NetExtender
This chapter provides procedures on installing, configuring, and using NetExtender.

Chapter 5 Using Virtual Assist
This chapter provides procedures on installing and using Virtual Assist and Virtual Meeting.

Chapter 6 Using File Shares
This chapter provides procedures on using file shares.

Chapter 7 Managing Bookmarks
This chapter provides procedures on configuring bookmarks.

Appendix A Support Information

This appendix provides the Limited Hardware Warranty, End User Licensing Agreement, and
Dell SonicWALL Support contact information.
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Guide Conventions

The following conventions used in this guide are as follows:

Convention Use

Bold Highlights dialog box, window, and screen names. Also highlights
buttons. Also used for file names and text or values you are being
instructed to type into the interface.

Italic Indicates the name of a technical manual. Also indicates emphasis
on certain words in a sentence. Sometimes indicates the first
instance of a significant term or concept.

Current Documentation

Check the Dell SonicWALL documentation Web site for the latest versions of all Dell
SonicWALL product documentation at http://www.sonicwall.com/us/Support.html

Quick Access Work Sheet

Use the Quick Access Work Sheet to collect important information that you will need and should
be completed by your network Administrator to allow remote users SSL VPN access.

IP Address:
User Name:

Password:

Domain:
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Chapter 2

Virtual Office Overview

This chapter provides an overview of the Dell SonicWALL SSL VPN user portal. It also includes
an introduction to the SRA appliance and its features and applications. This chapter contains
the following sections:

“Virtual Office Overview” section on page 9
“Browser Requirements” section on page 10

“Web Management Interface Overview” section on page 12

Virtual Office Overview

Dell SonicWALL SSL VPN Virtual Office provides secure remote access to network resources,
such as applications, files, intranet Web sites, and email through Web access interface such as
Microsoft Outlook Web Access (OWA). The underlying protocol used for these sessions is SSL.

With SSL VPN, mobile workers, telecommuters, partners, and customers can access
information and applications on your intranet or extranet. What information should be
accessible to the user is determined by access policies configured by the Dell SonicWALL SSL
VPN Administrator.

Accessing Virtual Office Resources

Remote network resources can be accessed in the following ways:

Using a standard Web browser - To access network resources, you must log into the SSL
VPN portal. Once authenticated, you may access intranet HTTP and HTTPS sites,
offloaded portals, Web-based applications, and Web-based email. In addition, you may
upload and download files using FTP or Windows Network File Sharing. All access is
performed through a standard Web browser and does not require any client applications to
be downloaded to remote users’ machines.

Using Java thin-client access to corporate desktops and applications — The Dell
SonicWALL SRA security appliance includes several Java or ActiveX thin-client programs
that can be launched from within the Dell SonicWALL SRA security appliance. Terminal
Services and VNC Java clients allow remote users to access corporate servers and
desktops, open files, edit and store data as if they were at the office. Terminal Services
provides the ability to open individual applications and support remote sound and print
services. In addition, users may access Telnet and SSH servers for SSH version 1 (SSHv1)
and SSH version 2 (SSHv2), from the SSL VPN portal.

Using the NetExtender SSL VPN client — The Dell SonicWALL SSL VPN network
extension client, NetExtender, is available through the SSL VPN Virtual Office portal via an
ActiveX control or through stand-alone applications for Windows, Linux, MacOS, Windows
Mobile, and Android smartphone platforms. To connect using the SSL VPN client, log into
the portal, download the installer application and then launch the NetExtender connector to
establish the SSL VPN tunnel. The NetExtender Android client has a different installation
process, described in this guide. Once you have set up the SSL VPN tunnel, you can
access network resources as if you were on the local network.
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The NetExtender standalone applications are automatically installed on a client system the
first time you click the NetExtender link in the Virtual Office portal. The standalone client
can be launched directly from users’ computers without requiring them to log in to the SSL
VPN portal first.

Using the SonicWALL Mobile Connect app — SonicWALL Mobile Connect is an app for
iPhone and iPad that, like NetExtender, uses SSL VPN to enable secure, mobile
connections to private networks protected by Dell SonicWALL security appliances. For
information about installing and using SonicWALL Mobile Connect, see the SonicWALL
Mobile Connect User Guide available on www.sonicwall.com, at:
http://www.sonicwall.com/app/projects/file_downloader/document_lib.php?t=PG&id=482

For SSL VPN to work as described in this guide, the SonicWALL SRA security appliance must
be installed and configured according to the directions provided in the SonicWALL SRA Getting
Started Guide for your model.

Note If your Administrator has Remediation enabled, the warning message “Access is denied by

Geo IP & Botnet Filter” displays when attempting to accessing remote network resources. A
browser window is automatically opened to display a CAPTCHA picture and entry field. You
must perform remediation within the specified time limit before you can login. Refer to the

SRA 7.5 Administrator’s Guide for details.

Browser Requirements

The following Web browsers are supported for the SSL VPN Virtual Office portal:

@ Internet Explorer 9.0+, 10.0, 11.0
@ Firefox 26.0+

©) Safari 5.0+

@ Chrome 32.0+

For Administrator management interface Web browser compatibility, refer to the Dell
SonicWALL SSL VPN Administrator Guide.
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The following table provides specific browser requirements:

Application Proxy

Features & Browser Windows Windows |Windows 8
Requirements Vista 7 /8.1 Linux MacOS X
NetExtender Browser Browser Inde-

Independent | pendent (Java

e e e
e. e e (Java 1.6.0_10+)
@ & @

1.6.0_10+)

RDP5 (ActiveX) ) @ )

RDP5 (Java 1.6.0_10+)

VNC (Java 1.6.0_10+)

e %@ %e

Telnet (Java 1.6.0_10+)

SSHv1, SSHv2
(Java 1.6.0_10+)

w

HTTP, HTTPS, FTP
(Browser)

File Sharing (Browser)

File Sharing (Java
1.6.0_10+)

@0 %0 %0 %@ %@ %e0| @0

9 S %@

e e e
2 @ 2
& & &
e e e
@ @ @
& & &
e e e
@ @ @
& & &
@ @ @
@ @ @
& & &
e e e
2 @ 2
& & &
e e e
@ @ <
& & &
e e e
< @ @
& & &

Citrix (Active X) ) @ )
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Application Proxy

Features & Browser
Requirements

Windows
Vista

Windows
7

Windows 8
/8.1

Linux

MacOS X

Citrix (Java 1.6.0_10+)

Virtual Assist Browser Browser
ava not require ndependent |Independen
J t ired Ind dent |Ind dent

(Java (Java
1.6.0_10+) 1.6.0_10+)

e e e
@ & @
e e e
£l g £
& @ @

To configure SonicOS SSL VPN firmware, an Administrator must use a Web browser with
JavaScript, cookies, and SSL enabled.

Virtual Assist is fully supported on Windows platforms. Virtual Assist is certified to work on
Windows 7, Windows Vista and Windows XP. Limited functionality is supported on Mac OS
where customers can request for assistance via web-requests.

Windows XP and Internet Explorer 8 Update

Microsoft has ended support for Windows XP and IE8. Dell SonicWALL SRA clients will still
continue to work, but may become more vulnerable to security risks and viruses. Dell
SonicWALL will no longer provide fixes for issues exclusively affecting Windows XP and IES.
Dell SonicWALL strongly encourages Windows users to migrate to versions supported by
Microsoft. For more information, refer to the Microsoft Windows website:
http://windows.microsoft.com/en-us/windows/end-support-help

Web Management Interface Overview

Step 1

From your workstation at your remote location, launch an approved Web browser and browse
to your SRA appliance at the URL provided to you by your network Administrator.

Open a Web browser and enter https://192.168.200.1 (the default LAN management IP
address) in the Location or Address field.

Step 2 A security warning may appear. Click the Yes button to continue.
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Step 3

Security Alert

N Information you exchange with this site cannot be viewed or changed
? by others. However. there is a problem with the site's security
certificate

M The security certificate was iesued by a company you have not
chosen to trust View the ceitatate to determine whether you want
to trustthe certifying authority.

&  The security cerlificate date is valid

&  The security certificate has a valid name matching the name of
the page you are trying to view.

Do youwantto proceed?

I Yes b ] ‘; No ‘ ’ View Certificate ]

The SonicWALL SSL VPN Management Interface displays and prompts you to enter your
user name and password. As a default value, enter admin in the User Name field, password
in the Password field, and select a domain from the Domain drop-down list and click the Login
button. Only LocalDomain allows Administrator privileges. Note that your Administrator may
have set up another login and password for you that has only user privileges.

SonicWALL | Virtual Office

Welcome to the Dell Virtual Office

The Dell SonicWALL Virtual Office provides easy and secure remote access
to your corporate network from anywhere on the Internet.

Username: || |

Password: | |

Domain: | ocalDomain A

The default page displayed is the Virtual Office home page. The default version of this page
shows a SonicWALL logo, although your company’s system Administrator may have
customized this page to contain a logo and look and feel of your company. Go to the Virtual
Office Overview, page 9 to learn more about the Virtual Office home page.

From the Virtual Office portal home page, you cannot navigate to the Administrator’s
environment. If you have Administrator’s privileges and want to enter the Administrator
environment, you need to go back to the login page and enter a username and password that
have Administrator privileges, and login again using the LocalDomain domain. Only the
LocalDomain allows Administrator access to the management interface. Also note that the
domain is independent of the privileges set up for the user.
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Logging in as a user takes you directly to Virtual Office. The Virtual Office Home page displays

as shown here.

SoncWALL | Virtial Offine

nefyork Trom snywhere on the Internst.
TESTUTE
Tull netwn k scoess.

[mm | MetExtenter ]
l Cizeornocted

Lick to coanect

Al Bookmarks Leskton
l Hcw Bockmark
@ Citrix

L}

Welcome to the SonleWALL Virtual Office

SuncWALL's Vinlual OMce povides casy and sevure 1emols access Lo lhe conporale

Gclk a pre-doiincd DOOKMENK oF Create woUr oWn [2 SCCUrc’y acccss a corporaic nemwork

Launc h MetExtendsr to cr=ats a secure network connection to the carporate network: for

=, Flle Shares @ NetlMdender creates 2 secure network

‘I"‘-j Brawac akared filez on your corporaic connection, zllows you te zccess

b - nelwork iesuues (Seivers and
welsles) as 1you wers on the local
nciwork.

Jptions | Help

Userzdmn  Sascion Eeiue: Actne

Tips/Help - Q

How can | change my password?

You may bs able o change your
pas=wos Bnough s Renwle Desklop
n or a webpage. Flease contact
y Zdrministrator For speciic
inskrictions

What ia NetExtender?

ni

Hidz =gt Centrola What ia File Shares?

" File Ghares allows youl o remol=ly
urests 3 naw baokmard o7 access fles in the Iozal network. You
czn 2o copy ks om your remole
compuler Lo e local nelwork.

Citrbe (KT () (%
How can | add more bockmarks?
Click "Show Edit Controls” [3bove he s
- o ity '

The Virtual Office content will vary based on the configuration of your network Administrator.
Some bookmarks and services described in the SonicWALL SSL VPN User Guide may not be
displayed when you log into the SonicWALL SRA security appliance.

The Virtual Office consists of the nodes described in the following table.

Node

Description

File Shares

Provides access to the File Shares utility, which gives remote users with
a secure Web interface access to Microsoft File Shares using the CIFS
(Common Internet File System) or SMB (Server Message Block) proto-
cols. Using a Web interface similar in style to Microsoft’s familiar Net-
work Neighborhood or My Network Places, File Shares allow users with
appropriate permissions to browse network shares, rename, delete,
retrieve, and upload files, and to create bookmarks for later recall.

NetExtender

Provides access to the NetExtender utility, a transparent SSL VPN cli-
ent for Windows, MacOS, Linux, Windows Mobile, or Android smart-
phone users that allows you to run any application securely on the
remote network. It acts as an IP-level mechanism provided by the vir-
tual interface that negotiates the ActiveX component (on Windows with
IE), using a Point-to-Point Protocol (PPP) adapter instance. On non-
Windows platforms except Android, Java controls are used to automati-
cally install NetExtender from the Virtual Office portal. After installation,
NetExtender automatically launches and connects a virtual adapter for
SSL secure NetExtender point-to-point access to permitted hosts and
subnets on the internal network.

Secure Virtual Assist

Provides access to Virtual Assist, an easy to use tool that allows Sonic-
WALL SSL VPN users to remotely support customers by taking control
of their computers while the customer observes. Virtual Assist is a light-
weight, thin client that installs automatically using Java from the Sonic-
WALL SSL VPN Virtual Office without requiring the installation of any
external software. For computers that do not support Java, Virtual
Assist can be manually installed by downloading an executable file from
the Virtual Office.
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Node Description

Secure Virtual Meeting Provides access to Virtual Meeting, which allows multiple users to view
a desktop and interactively participate in a meeting from virtually any-
where with an Internet connection. Virtual Meeting is similar to the one-
to-one desktop sharing provided by Virtual Assist except multiple users
can share a desktop.

Secure Virtual Access (if config- | Secure Virtual Access allows Technicians to gain access to systems
ured by Administrator outside the LAN of the SRA appliance. After downloading and installing
the thin client for Secure Virtual Access mode, the system will appear
only on that Technician’s Virtual Assist support queue, within the SRA's
management interface.

Bookmarks Provides a list of available bookmarks which are objects that enable
you to connect to a location or application conveniently and quickly.

Options Provides the option to change user password and use single sign-on, if
enabled by the Administrator.

Online Help Launches online help for Virtual Office.

Tips/Help Provides a short list of common questions and tips about the Virtual
Office.

Logout Logs you out of the Virtual Office environment.

The Home page provides customized content and links to network resources. The Home Page
may contain support contact information, VPN instructions, company news, or technical
updates.

Only a Web browser is required to access intranet Web sites, File Shares, and FTP sites. VNC,
Telnet and SSHv1 require Java. SSHv2 provides stronger encryption than SSHv1, requires
SUN JRE 1.4 or above and can only connect to servers that support SSHv2. Terminal Services
requires either Java or ActiveX on the client machine.

As examples of tasks you can perform and environments you can reach through Virtual Office,
you can connect to:

» Intranet Web or HTTPS sites — If your organization supports Web-based email, such as
Outlook Web Access, you can also access Web-based email

» The entire network by launching the NetExtender client

» FTP servers for uploading and downloading files

+ The corporate network neighborhood for file sharing

« Telnet and SSH servers

» Desktops and desktop applications using Terminal Services or VNC.

« Email servers via the NetExtender client.

The Administrator determines what resources are available to users from the SonicWALL SSL
VPN Virtual Office. The Administrator can create user, group, and global policies that disable
access to certain machines or applications on the corporate network.

The Administrator may also define bookmarks, or preconfigured links, to Web sites or
computers on the intranet. Additional bookmarks may be defined by the end user.

SonicWALL NetExtender is a software application that enables remote users to securely
connect to the remote network. With NetExtender, remote users can virtually join the remote
network. Users can mount network drives, upload and download files, and access resources in
the same way as if they were on the local network.
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Certificates

If the SRA appliance uses a self-signed SSL certificate for HTTPS authentication, then it is
recommended to install the certificate before establishing a NetExtender connection. If you are
unsure whether the certificate is self-signed or generated by a trusted root Certificate Authority,
SonicWALL recommends that you import the certificate. The easiest way to import the
certificate is to click the Import Certificate button at the bottom of the Virtual Office home page.

If the certificate is not issued by an authorized organization, a message is displayed warning
users of the risk. A user can then view detailed information and choose to continue or end the
connection.

Logging Out of the Virtual Office

To end your session, simply return to the Virtual Office home page from wherever you are within
the portal and click the Logout button.

When using the Virtual Office with the admin username, the Logout button is not displayed.
This is a security measure to ensure that Administrators log out of the administrative interface,
and not the Virtual Office.
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Chapter 3
Using Virtual Office Features

This chapter provides details on how to use the features in the Dell SonicWALL SSL VPN user
portal. This chapter contains the following sections:

* “Importing Certificates” section on page 17

« “Using Two-Factor Authentication” section on page 17

» “Using One-Time Passwords” section on page 21

Importing Certificates

If the SSL VPN gateway uses a self-signed SSL certificate for HTTPS authentication, then it is
recommended to install the certificate before establishing a NetExtender connection. If you are
unsure whether the certificate is self-signed or generated by a trusted root Certificate Authority,
Dell SonicWALL recommends that you import the certificate.

If using Internet Explorer, the easiest way to import the certificate is to click the Import
Certificate button at the bottom of the Virtual Office home page. The following warning
messages may be displayed:

Potential Scripting Yiolation 5[

This Web site is adding one or more certificates ta this computer. Allowing an unkrusted \Web site to update your
! certificates is a security risk, The Web site could install certificates vou do not trust, which could allow programs that
wou do nok trust ko run on this computer and gain access to vour data,

Do ol wank this program o add the certificates now? Click Yes if waou brust this Web site, Otherwise, click Ma,

Yes | Mo I

Click Yes. The certificate will be imported.

VW
Note Certificates can only be imported through this method if you are using Internet
Explorer. Certificates for other browsers such as Chrome or Firefox must be

imported manually.

Using Two-Factor Authentication

The following sections describe how to log in to the SSL VPN Virtual Office portal using two-
factor authentication:

» User Prerequisites on page 18
» User Configuration Tasks on page 18
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User Prerequisites

Before you can log in using two-factor authentication, you must meet the following
prerequisites:

« Your Administrator has created your user account.
* You have an account with a two-factor authentication server that conforms to the RFC
standard.

User Configuration Tasks

The following sections describe how users log in to the Dell SonicWALL SRA appliance using
the two types of two-factor authentication:

 RSA Two-Factor User Authentication Process on page 18
» VASCO Two-Factor User Authentication Process on page 20
« Other RADIUS Server Two-Factor Authentication Process on page 21

RSA Two-Factor User Authentication Process
The following sections describe user tasks when using RSA two-factor authentication to log in
to the Dell SonicWALL SSL VPN Virtual Office:
« Logging into the SSL VPN Virtual Office Using RSA Two-Factor Authentication on page 18

» Creating a New PIN on page 19
» Waiting for the Next Token Mode on page 20

Logging into the SSL VPN Virtual Office Using RSA Two-Factor Authentication
To log in to the Dell SonicWALL SSL VPN Virtual Office using RSA two-factor authentication,
perform the following steps.

Step1 Enter the IP address of the SRA appliance in your computers browser. The authentication
window is displayed.

SonicWALL | Virtual Office

Welcome to the Dell Virtual Office

The Dell SonicWALL Virtual Office provides easy and secure remote access
to your corporate network from anywhere on the Internet.

Username: ‘l ‘

Password: | |

Domain:  LocalDomain d

Step 2 Enter your username in the Username field.

Step 3 The first time you log in to the Virtual office, your entry in the password field depends on
whether your system requires a PIN:
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— If you already have a PIN, enter the passcode in the Password field. The passcode is
the user PIN and the SecurlD token code. For example, if the user’s PIN is 8675 and
the token code is 30966673, then the passcode is 867530966673.

— If a PIN is required, but you do not yet have a PIN, enter the SecurID token code in the
Password field. You will be prompted to create a PIN.

— If the RSA server does not require a PIN, simply enter the SecurlD token code.

Note Consult with your network Administrator to determine if your configuration requires
a PIN.

Step 4 Select the appropriate Domain. If manually entering the Domain, it is case-sensitive.
Step 5 Click Login.

Creating a New PIN

The RSA Authentication Manager automatically determines when users are required to create
a new PIN. will determines that user associated with a particular token requires a new PIN. The
SRA appliance prompts the user to enter new PIN.

Enter the PIN in the New PIN field and again in the Confirm PIN field and click OK. The PIN
must be between 4 and 8 characters long.

Enter a new PIM having from 4 to § digits:

E || |

Confirm PIN: | |

| O | | Cancel |

Step 6 The RSA Authentication Manager verifies that the new PIN is an acceptable PIN. If the PIN is
accepted, the user is prompted to log in with the new passcode.

y PIN accepted. Please wait for token to change, then login with the
8 e passcode,

Username: | |

Password: | |

Domain: "RSA_AUTH w
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Waiting for the Next Token Mode

If user authentication fails three consecutive times, the RSA server requires the user to
generate and enter a new token. To complete authentication, the user is prompted to wait for
the token to change and enter the next token.

Please wait for the token to change, then enter the next
code,

Token Code: | | |

| OK | | Cancel |

VASCO Two-Factor User Authentication Process

The following sections describe user tasks when using RSA two-factor authentication:

* Logging into the SSL VPN Virtual Office Using VASCO Two-Factor Authentication on
page 20
» Creating a New PIN on page 19

Logging into the SSL VPN Virtual Office Using VASCO Two-Factor Authentication

To log in to the Dell SonicWALL SSL VPN Virtual Office using VASCO two-factor authentication,
perform the following steps:

Step1 Enter the IP address of the SRA appliance in your computer’s browser. The authentication
window is displayed.

Step 2 Enter your username in the Username field.

Step 3 Enter the passcode in the Password field. Your entry in the password field depends on whether
your system requires a PIN:

— If you already have a PIN, enter the passcode in the Password field. The passcode is
the user PIN and the VASCO Digipass token code. For example, if the user’s PIN is
8675 and the token code is 30966673, then the passcode is 86753096667 3.

— If a PIN is required, but you do not yet have a PIN, enter the VASCO Digipass code in
the Password field. You will be prompted to create a PIN.

— If the RSA server does not require a PIN, simply enter the VASCO Digipass code.

Note Consult with your network Administrator to determine if your configuration requires
a PIN.

Step4 Select the appropriate Domain. If manually entering the Domain, it is case-sensitive.
Step 5 Click Login.
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Other RADIUS Server Two-Factor Authentication Process

Step 1

Step 2
Step 3
Step 4
Step 5
Step 6

Step 7

To log in to the Virtual Office using another type of RADIUS server for two-factor authentication,
perform the following steps:

Enter the IP address of the SRA appliance in your computers browser. The authentication
window is displayed.

SonicWALL | Secure Remote Access

DP300 Challenge: 1048

Username: ‘Janne | Challenge: ||nnnnnn |

Password: ‘;.;;;;;;;.;;l | I O I| Cancel |

Domain: | VASCOIKEY vl

Enter your username in the Username field.

Enter your password in the Password field.

Select the appropriate Domain. If manually entering the Domain, it is case-sensitive.
Click Login.

You will be prompted to enter additional information, the details of which will depend on the type
of RADIUS server used. The example below shows an M.ID RADIUS server, which first prompts
you to “Please enter the M.ID PIN.” Enter the PIN in the Challenge field and click OK.

Please enter the M.ID PIN:

Challenge: | ....| |

| oK || Cancel |

You will then be prompted to “Please enter the M.ID Passcode.” Enter the passcode received
through email or text message in the Challenge field and click OK.

Using One-Time Passwords

The following sections describe how to use one-time passwords:

« User Prerequisites, page 22
» User Configuration Tasks, page 22
» Verifying User One-Time Password Configuration, page 23
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User Prerequisites

Users must have a user account enabled in the SSL VPN management interface. Only users
enabled by the Administrator to use the One-Time Password feature will need to perform the
following configuration tasks. The Administrator must enable a correct email address that is
accessible by the user. Users cannot enable the One-Time Password feature and they must be
able to access the SSL VPN Virtual Office portal.

User Configuration Tasks

To use the One-Time Password feature, perform the following steps:

Step 1 If you are not logged into the SSL VPN Virtual Office user interface, open a Web browser and
type the Virtual Office interface URL in the Location or Address bar and press Enter. Type in
your user name in the User Name field and your password in the Password field, then select
the appropriate domain from the Domain drop-down menu. Click Login.

Step2 The prompt “A temporary password has been sent to user@email.com” will appear, displaying
your pre-configured email account.

A temporary password has been sent to your sonicwall.com
address. Please enter it below.

Password: |

Step 3 Login to your email account to retrieve the one-time password.
Step 4 Type or paste the one-time password into the Password: field where prompted and click Login.

Step 5 You will be logged in to the Virtual Office.
Note One-time passwords are immediately deleted after a successful login, and cannot
be used again. Unused one-time passwords will expire according to each user’s
timeout policy.

Configuring One-Time Passwords for SMS-Capable Phones

One-Time Passwords can be configured to be sent via email directly to SMS-capable phones.
Contact your cell phone service provider for further information about enabling SMS.

Below is a list of SMS email formats for selected major carriers, where 4085551212 represents
a 10-digit telephone number and area code.
Vi
Note These SMS email formats are for reference only. These email formats are subject to
change and may vary. You may need additional service or information from your
provider before using SMS. Contact the SMS provider directly to verify these formats
and for further information on SMS services, options, and capabilities.

« Verizon: 4085551212@vtext.com
» Sprint: 4085551212@messaging.sprintpcs.com
« AT&T: 4085551212@mobile.att.net
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« Cingular: 4085551212@mobile.mycingular.com

+ T-Mobile: 4085551212@tmomail.net

» Nextel: 4085551212@messaging.nextel.com

» Virgin Mobile: 4085551212@vmobl.com

« Qwest: 4085551212@qgwestmp.com

For a more complete list, see the Dell SonicWALL SSL VPN Administrator's Guide.

Verifying User One-Time Password Configuration

If you are successfully logged in to Virtual Office, you have correctly used the One-Time
Password feature.

If you cannot login using the One-Time Password feature, verify the following:

» Are you able to login to the Virtual Office without being prompted to check your email for a
one-time password? You have not been enabled to use the One-Time Password feature.
Contact your SSL VPN Administrator.

» Is your email address correct? If your email address has been entered incorrectly, contact
your SSL VPN Administrator to correct it.

+ |s there no email with a one-time password? Wait a few minutes and refresh your email
inbox. Check your spam filter. If there is no email after several minutes, try to login again
to generate a new one-time password.

» Have you accurately typed the one-time password in the correct field? Re-type or copy and
paste the one-time password.
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Using NetExtender

This chapter explains how to configure and use Dell SonicWALL NetExtender and includes the
following sections:

e User Prerequisites on page 25
» “User Configuration Tasks” section on page 27
» “Verifying NetExtender Operation from the System Tray” section on page 48

User Prerequisites

Prerequisites for Windows Clients:
Windows clients must meet the following prerequisites in order to use NetExtender:

« One of the following platforms:

— Windows 8.1

— Windows 8

— Windows 7 Services Pack 1

— Windows Vista Service Pack 2 (32-bit & 64-bit)
* One of the following browsers:

— Internet Explorer 9.0 and higher

— Mozilla Firefox 16.0 and higher

— Google Chrome 22.0 and higher

« To initially install the NetExtender client, the user must be logged in to the PC with
administrative privileges.

+ Downloading and running scripted ActiveX files must be enabled on Internet Explorer.

« |If the SSL VPN gateway uses a self-signed SSL certificate for HTTPS authentication, it is
necessary to install the certificate before establishing a NetExtender connection. If you are
unsure if the certificate is self-signed or generated by a trusted root Certificate Authority,
Dell SonicWALL recommends that you import the certificate. The easiest way to import the
certificate is to click the Import Certificate button on the Virtual Office home page.

Vi
Note Import Certificate is available from the Virtual Office portal only when using Internet
Explorer on Windows 2000.

Prerequisites for MacOS Clients:

MacOS clients meet the following prerequisites in order to use NetExtender:

+ MacOS 10.7 and higher
« Java 1.7 and higher
« Intel Macs are supported.
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Prerequisites for Linux Clients:

Linux 32-bit or 64-bit clients are supported for NetExtender when running one of the following
distributions (32-bit or 64-bit):
» Linux Fedora Core 20 or higher, Ubuntu 12.04, 13.10, or higher, or OpenSUSE 10.3 or
higher
« Java 1.7 and higher is required for using the NetExtender GUI.

The NetExtender client has been known to work on other distributions as well, but these are not
officially supported.

Note Open source Java Virtual Machines (VMs) are not currently supported. If you do not
have Java 1.5 or higher, you can use the command-line interface version of
NetExtender.

Using Mobile Connect

Mobile Connect serves the same function as NetExtender on Apple iOS devices and Android
devices, as listed below.

Prerequisites for Apple iOS Clients

Mobile Connect is supported on Apple iPhone, iPad, and iPod Touch devices running Apple
iOS:

* iPhone5S — running Apple iOS 7 or higher

« iPhone5 — running Apple iOS 7 or higher

* iPhone 4S — running Apple iOS 5 or higher

» iPhone 4 — running Apple iOS 4.2 or higher

« iPhone 3GS - running Apple iOS 4.2 or higher

* iPhone 3G - running Apple iOS 4.2 or higher

« iPad Air — running Apple iOS 4.2 or higher

« iPad Mini Retina Display — running Apple iOS 4.2 or higher

» iPad Mini — running Apple iOS 4.2 or higher

» iPad 4 — running Apple iOS 4.2 or higher

« iPad 3 — running Apple iOS 4.2 or higher

» iPad 3 — running Apple iOS 4.2 or higher

» iPad 2 — running Apple iOS 4.2 or higher

« iPad — running Apple iOS 4.2 or higher

» iPod Touch (2nd Generation or later) — running Apple iOS 4.2 or higher

Mobile Connect acts as a NetExtender client when connecting to the Dell SonicWALL SRA. For
Mobile Connect access to succeed, the portal must be set to allow NetExtender connections
and the user account and group must be authorized to use NetExtender.

Dell SonicWALL Mobile Connect is an app for iPhone and iPad that, like NetExtender, uses SSL
VPN to enable secure, mobile connections to private networks protected by Dell SonicWALL
security appliances. For information about installing and using Dell SonicWALL Mobile
Connect, see the Dell SonicWALL Mobile Connect User Guide at:
http://www.sonicwall.com/app/projects/file_downloader/document_lib.php?t=PG&id=482
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Mobile Connect is compatible with SRA and is a free download from iOS and Android (4.0+)
app stores.

Prerequisites for Android Smartphone Clients

The NetExtender Android client is supported on rooted smartphones running the following
versions of the Android operating system:

e 1.6 or higher
The NetExtender Android client is compatible with any Dell SonicWALL SSL VPN firmware
version that supports the NetExtender Linux client, specifically:

« SSL VPN 4.0 and higher
As new features are added, users must install the updated client to access all the features
supported by the new firmware. Likewise, if a new client is used with older firmware, some
client features may not be functional. For best results, the latest firmware should always be
used with the latest client.

Note Only rooted devices are supported for NetExtender Android in Dell SonicWALL
SRA.
The rooting requirement is due to limitations and restrictions of the Android platform.
A layer 3 VPN client like NetExtender requires root permission for certain necessary
OS level operations.

A

warning Rooting your phone may void your warranty. Consult your contract or User Guide, or call

your service provider for more information.

Alternatively, the SonicWALL Mobile Connect client can be used for smartphones running
Android version 4.0 or higher.

User Configuration Tasks

Dell SonicWALL NetExtender is a software application that enables remote users to securely
connect to the remote network. With NetExtender, remote users can virtually join the remote

network. Users can mount network drives, upload and download files, and access resources in
the same way as if they were on the local network.

The following sections describe how to use NetExtender on the various supported platforms:

Windows Platform Installation
» “Installing NetExtender Using the Mozilla Firefox Browser” section on page 28
« ‘“Installing NetExtender Using the Internet Explorer Browser” section on page 31

Windows Platform Usage
» “Launching NetExtender Directly from Your Computer” section on page 36
» “Configuring NetExtender Properties” section on page 37
» “Configuring NetExtender Connection Scripts” section on page 39
» “Configuring Proxy Settings” section on page 41
» “Configuring NetExtender Log Properties” section on page 42
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« “Disconnecting NetExtender” section on page 46

» “Upgrading NetExtender” section on page 46

« “Authentication Methods” section on page 47

« “Verifying NetExtender Operation from the System Tray” section on page 48
» “Using the NetExtender Command Line Interface” section on page 49

MacOS Platform
» “Installing NetExtender on MacOS” section on page 50
» “Using NetExtender on MacOS” section on page 52

Linux Platform
« “Installing NetExtender on Linux” section on page 54
» “Using NetExtender on Linux” section on page 57

Windows Mobile Platform
» ‘“Installing NetExtender on Android Smartphones” section on page 60

Android Smartphone Platform
» ‘“Installing NetExtender on Android Smartphones” section on page 60
» “Using NetExtender on Android Smartphones” section on page 64

Installing NetExtender Using the Mozilla Firefox Browser

To use NetExtender for the first time using the Firefox browser, perform the following:

Step 1 To launch NetExtender, first log in to the SSL VPN portal.
Step 2 Click the NetExtender button.

: NetExtender @
Disconnected
Click to connect
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Step 3 The first time you launch NetExtender, it will automatically add an add-on to Firefox.

Install add-ons only from authors whom you trust.

Malicious software can damage your computer or violate your privacy.

You have asked to install the following item:

t NetExtender Launcher (SonicWALL inc)

https://sra .50r'|icwall.com;’npNELauhch.Xpi

"

Software Installation Iﬁ

4

Step 4 Click the Install button. The portal will automatically install the NetExtender stand-alone
application on your computer. If an older version of NetExtender is installed on the computer,
the NetExtender launcher removes the old version and installs the new version.

Step 5

Once the NetExtender application is installed, a message appears instructing you to restart

Firefox. Click the Restart Now button.
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t MetExtender Launcher will be installed after you restart
Firefox.

Restart Mow |v|

\rres = = ——ra—— o ——— ——

Step 6 When Firefox restarts, the NetExtender Status window displays, indicating that NetExtender
successfully connected.

[ MetExtender

SonicWALL | MNetExtender

Uaar: adman  Connected: 0 Diye 000313

[ T T I

Server: 10.5.106.142

Client IP:  10.5.254.10
Sent: 20.19 KB
Received: 9.85 KB

Throughput: 0O bytes/Sec

= Disconnect

7 &~ D [ * BT Dell

The Status tab provides the following information:

Field Description

Server Indicates the name of the server to which the NetExtender
client is connected.

Client IP Indicates the IP address assigned to the NetExtender client.

Sent Indicates the amount of traffic the NetExtender client has

transmitted since initial connection.

Received Indicates the amount of traffic the NetExtender client has
received since initial connection.

Throughput Indicates the current NetExtender throughput rate.
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Closing the window (clicking the x icon in the upper right corner of the window) does not close
the NetExtender session, but minimizes it to the system tray for continued operation. Also, a
balloon icon in the system tray appears, indicating NetExtender has successfully installed.

Connected

Server: sslvpn.eng.sonicwall.com
Ip: 11381111

Sent: 121.74 KB

Received: 80.21 KB

451 PM |
7/18/2011

« Wy a |0 Ii_JuP,L all s

Step7 The NetExtender icon is displayed in the task bar.

Installing NetExtender Using the Internet Explorer Browser

Dell SonicWALL SSL VPN NetExtender is fully compatible with Microsoft Windows 7 32-bit and
64-bit, and supports the same functionality as with other Windows operating systems.
NetExtender is also compatible with the Mac OS X Lion 10.7.

Note It may be necessary to restart your computer when installing NetExtender Windows 7.

Internet Explorer Prerequisites

It is recommended that you add the URL or domain name of your SSL VPN server to Internet
Explorer’s trusted sites list. This will simplify the process of installing NetExtender and logging
in, by reducing the number of security warnings you will receive. To add a site to Internet
Explorer’s trusted sites list, complete the following procedure:
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Step 1

Step 2 Click the Security tab.

Step 3 Click the Trusted Sites icon and click the Sites... button to open the Trusted sites window.

Step 4 Enter the URL or domain name of your SSL VPN server in the Add this Web site to the zone

| General | Security |Pr|va:y I Content I Connections | Programs | Ad\danoedl

Select a zone to view or change security settings,

In Internet Explorer, go to Tools > Internet Options.

*fou can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

trust not to damage your computer or
your files,
‘fou have websites in this zone.

Security level for this zone

Custom
Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.

[T]Enable Protected Mode (requires restarting Internet Explorer)

l Custom level. .. ” Default level l

[ Reset all zones to default level

I

e Q i'{ @ Add this website to the zone:
2 i add
Internet  Localintranet Trustedsites  Restricted
sites || Websites:
BT || [ttesif(19.202,44 Remave
{Vf This zone contains websites that you HES i’

Require gerver verification {https:) for all sites in this zone

e

'

[ I
®

Virtual
| Access

Setup this system for

Virtual Access Mode.

Apply

| Web || Files Hide Edit Contr

Create a new bookmark (op

field and click Add.
Step 5 Click Ok in the Trusted Sites and Internet Options windows.

Installing NetExtender from Internet Explorer

32 |

To install and launch NetExtender for the first time using the Internet Explorer browser, perform

the following:

Step 1
Step 2

NetExtender @
Disconnected
Click to connect
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Log in to the SSL VPN Virtual Office portal.
Click the NetExtender button.



Step 3 A User Account Control window may appear asking “Do you want to allow this program to make
changes to this computer?” Click Yes.

Step 4 The first time you launch NetExtender, you must first add the SSL VPN portal to your list of
trusted sites. If you have not done so, the follow message will display.

NetExtender has detected that Internet Explorer is running in Protected Mode.

In order to launch MetExtender, you need to add the SSL-VPN o ¥
web address into the browser's trusted sites list S T - s

Instructions to add the SSL-VPN web address into the
browser's trusted sites list =>

Once the SSL-VPN web address is added as a trusted site, you will need to login to the SSL-VPN portal
again. |

Step 5 For details on how to add the Virtual Office as a trusted site, see the “Internet Explorer
Prerequisites” section on page 31.

Step 6 Return to the SRA portal and click the NetExtender button. The portal automatically installs the
NetExtender stand-alone application on the computer, and the NetExtender installer opens.

E NetExtender l = éj

SonicWALL | NetExtender

Connecting...

Initializing engine...

Q + 0 2012 Dell
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If an older version of NetExtender is installed on the computer, the NetExtender launcher will
remove the old version and then install the new version.

Step 7 When NetExtender completes installing, the NetExtender Status window displays, indicating
that NetExtender successfully connected.

SonicWALL | NetExtender

User:admin  Connected: 0 Days 00:00:03

ElCaEs

Server: 10.5106,138
Client IP:  10.5.254.10
Sent: 10.92 KB

Received: 5.45KB

Throughput: 119 KB/Sec

x Disconnect

2+ 0 S & | @2012 el

The information provided in the NetExtender Status window is described in the table on
“Installing NetExtender Using the Mozilla Firefox Browser”’ on page 28.

Installing NetExtender Using the Chrome Browser

To install and launch NetExtender for the first time using the Chrome browser, perform the
following:

Step1 Login to the SSL VPN Virtual Office portal.
Step 2 Click the NetExtender button.

NetExtender @
" Disconnected

Click to connect
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Step 3 Pull the NetExtender plug-in to Chrome Extensions.

rorme.fichrome/exier

Extensions

Load unpacked extension. ..

Pack extension...

MetExtender Launcher  6.00.95

I0: banecojokdhrmagejighithhjaotmf
Ao In inCognito

' Developer mods

Update extensions now

< Enabled B

Step4 Return to the SSL VPN portal and click the NetExtender button. The portal will automatically
install the NetExtender stand-alone application on your computer. The NetExtender installer

window opens.

O Dl B0 e a2

Plaaie wid

Imstalling Hethstendesr

If an older version of NetExtender is installed on the computer, the NetExtender launcher will

remove the old version and then install the new version.

Step 5 When NetExtender completes installing, the NetExtender Status window displays, indicating
that NetExtender successfully connected.

SonicWALL | NetExtender

Server:
Client IP:
Sent:
Received:

Throughput:

10.5.106.138
10.5.254.10
10.92 KB
5.45 KB

1,19 KB/Sec

a+s0 0 » I Packet capture: Gt

User: admin  Connected: 0 Days 00:00:03

e T T

% Disconnect

+ | @012 Del
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The information provided in the NetExtender Status window is described in the table on
“Installing NetExtender Using the Mozilla Firefox Browser” on page 28.

Launching NetExtender Directly from Your Computer

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

N

After the first access and installation of NetExtender, you can launch NetExtender directly from
your computer without first navigating to the SSL VPN portal. To launch NetExtender, complete
the following procedure:

Navigate to Start > All Programs.

Select the Dell SonicWALL NetExtender folder, and then click SonicWALL NetExtender. The
NetExtender login window is displayed.

The IP address of the last SSL VPN server you connected to is displayed in the SSL VPN
Server field. To display a list of recent SSL VPN servers you have connected to, click the arrow.

SOnich‘_L,| NetExtender

Server:  sslvpn.sonicwall.com i

Username: jp
Password:

Domain: s.sonicwall.com

« Connect

Save user name & password if server allows

i Save user name only if server allows +

Always ask for user name & password

Enter your username and password.
The last domain you connected to is displayed in the Domain field.
Note The NetExtender client will report an error message if the provided domain is invalid

when you attempt to connect. Please keep in mind that domain names are case-
sensitive.

The drop-down menu at the bottom of the window provides three options for remembering your
username and password:

— Save user name & password if server allows
— Save user name only if server allows

— Always ask for user name & password

—

Tip Having NetExtender save your user name and password can be a security risk and should

not be enabled if there is a chance that other people could use your computer to access
sensitive information on the network.
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Configuring NetExtender Properties

Step 1

Step 2

Step 3

Step 4

Step 5

Complete the following procedure to configure NetExtender properties:

Right click the icon M in the system tray and click Properties... The NetExtender Properties
window is displayed.

The Connection Profiles tab displays the SSL VPN connection profiles you have used,
including the IP address of the SSL VPN server, the domain, and the username.

= Connection Profil

- Settings

- Connection Script
- Proxy

- Log

- Advanced

- Acceleration

- Packet Capture

Connection Profiles
Connection Profiles:
Server Domain User
105.106.174 LocalDomain 1
105.106.175 LocalDomain admin
I Create Shortcut ] I Remove ] I Remaove All ]
[ OK l I Cancel ] I Apply ]

To create a shortcut on your desktop that will launch NetExtender with the specified profile,
highlight the profile and click Create Shortcut.

To delete a profile, highlight it by clicking on it and then click the Remove buttons. Click the
Remove All buttons to delete all connection profiles.

The Settings tab allows you to customize the behavior of NetExtender.
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Step 6

Step 7

Step 8

Step 9

Step 10

Step 11
Step 12

Step 13

Step 14

NetExtender Properties ﬁ

Connection Profile | Settings

v . When | start up my computer
- Connection Script i
- Proxy [T Automatically connectwith profile hd
- Log
- Advanced When Ilog into my computer.

- Packet Capture

[¥] Automatically start NetExtender UL
|| Display NetExtender UL

When I'm using MetExtender Ul:

| Minimized to the tray icon when NetExtender window is closed.

Minimized to the tray icon when NetExtender connected.

Display Connect/Disconnect Tips from the System Tray.

Automatically reconnectwhen the connection is terminated

Display precise number in connection status.

["]Enable Ul animations.

When | exit NetExtender UL

'_§Un|nstall MNetExtender automatically.

| Disconnect an active connection.

[ ok || cance | Apply

" S

To have NetExtender launch when you log in to your computer, check the Automatically start
NetExtender Ul. NetExtender will start, but will only be displayed in the system tray. To have
the NetExtender log-in window display, check the Display NetExtender Ul check box.

Select Minimize to the tray icon when NetExtender window is closed to have the
NetExtender icon display in the system tray. If this option is not checked, you will only be able
to access the NetExtender Ul through Window’s program menu.

Select Display Connect/Disconnect Tips from the System Tray to have NetExtender display
tips when you mouse over the NetExtender icon.

Select Automatically reconnect when the connection is terminated to have NetExtender
attempt to reconnect when it loses connection.

Select Display precise number in connection status to display precise byte value
information in the connection status.

Select the Enable Ul animations check box to enable the sliding animation effects in the Ul.

Select Uninstall NetExtender automatically to have NetExtender uninstall every time you end
a session.

Select Disconnect an active connection to have NetExtender log out of all of your SSL VPN
sessions when you exit a NetExtender session

Click Apply.
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Configuring NetExtender Connection Scripts

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Dell SonicWALL SSL VPN provides users with the ability to run batch file scripts when
NetExtender connects and disconnects. The scripts can be used to map or disconnect network
drives and printers, launch applications, or open files or Web sites. To configure NetExtender
Connection Scripts, perform the following tasks.

Right click the icon s} in the task bar and click Properties... The NetExtender Preferences
window is displayed.

Click Connection Scripts.

NetExtender Properties ﬁ

Connection Scripts

When NetExtender becomes connected :

_’:_':Atlemptto execute domain logon script

Hide the console window.

[] Automatically execute the batch file "NxConnectbat" Edit"NxConnectbat"

[]Hide the console window.

When NetExtender becomes disconnected :

[] Automatically execute the batch file "NxDisconnectbat". Edit"NxDisconnectbat"

["]Hide the cansole window.

[ OK l | Cancel | Apply

To enable the domain login script, select the Attempt to execute domain logon script check
box. When enabled, NetExtender will attempt to contact the domain controller and execute the
login script. Optionally, you may now also select to Hide the console window. If this check box
is not selected, the DOS console window will remain open while the script runs.

¥

Note Enabling this feature may cause connection delays while remote client’s printers
and drives are mapped. Make sure the domain controller and any machines in the
logon script are accessible via NetExtender routes.

To enable the script that runs when NetExtender connects, select the Automatically execute
the batch file “NxConnect.bat” check box. Optionally, you may now also select to Hide the
console window. If this check box is not selected, the DOS console window will remain open
while the script runs.

To enable the script that runs when NetExtender disconnects, select the Automatically
execute the batch file “NxDisconnect.bat” check box.

Click Apply.
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Configuring Batch File Commands

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

NetExtender Connection Scripts can support any valid batch file commands. For more
information on batch files, see the following Wikipedia entry: http://en.wikipedia.org/wiki/.bat.
The following tasks provide an introduction to some commonly used batch file commands.

To configure the script that runs when NetExtender connects, click the Edit “NxConnect.bat”
button. The NxConnect.bat file is displayed.

To configure the script that runs when NetExtender disconnects, click the Edit
“NxDisconnect.bat” button. The NxConnect.bat file is displayed.

By default, the NxConnect.bat file contains examples of commands that can be configured, but
no actual commands. Too add commands, scroll to the bottom of the file.

To map a network drive, enter a command in the following format:
net use drive-letter\\server\share password /user:Domain\name

For example to if the drive letter is z, the server name is engineering, the share is docs, the
password is 1234, the user’s domain is eng and the username is admin, the command would
be the following:

net use z\\engineering\docs 1234 /user:eng\admin

To disconnect a network drive, enter a command in the following format:
net use drive-letter: /delete

For example, to disconnect network drive z, enter the following command:
net use z: /delete

To map a network printer, enter a command in the following format:

net use LPT1 \\ServerName\PrinterName /user:Domain\name

For example, if the server name is engineering, the printer name is color-print1, the domain
name is eng, and the username is admin, the command would be the following:

net use LPT1 \\engineering\color-printl /user:eng\admin

To disconnect a network printer, enter a command in the following format:
net use LPT1 /delete

To launch an application enter a command in the following format:
C:\Path-to-Application\Application.exe

For example, to launch Microsoft Outlook, enter the following command:
C:\Program Files\Microsoft Office\OFFICEll\outlook.exe

To open a Web site in your default browser, enter a command in the following format:
start http://www.website.com

To open a file on your computer, enter a command in the following format:
C:\Path-to-file\myFile.doc

When you have finished editing the scripts, save the file and close it.
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Configuring Proxy Settings

Dell SonicWALL SSL VPN supports NetExtender sessions using proxy configurations.
Currently, only HTTPS proxy is supported. When launching NetExtender from the Web portal,
if your browser is already configured for proxy access, NetExtender automatically inherits the
proxy settings.

To manually configure NetExtender proxy settings, perform the following tasks.

Step 1 Rightclick the icon in the task bar and click Preferences... The NetExtender Preferences
window is displayed:

Step2 Click Proxy.

NetExtender Properties [&J

- Connection Profile | Proxy
- Settings
-- Connection Script |
.. Q! Automaticlly detect settings
~Log Use automatic configuration script
Advanced
Packet Capture

| Enable proxy settings

Use proxy server.

1nan
a0

| Internet Explorer proxy settings

[ OK ] ‘ Cancel Apply

Step 3 Select the Enable proxy settings check box.
Step4 NetExtender provides three options for configuring proxy settings:

— Automatically detect settings - To use this setting, the proxy server must support
Web Proxy Auto Discovery Protocol (WPAD)), which can push the proxy settings script
to the client automatically.

— Use automatic configuration script - If you know the location of the proxy settings
script, select this option and enter the URL of the scrip in the Address field.

— Use proxy server - Select this option to enter the Address and Port of the proxy
server. Optionally, you can enter an IP address or domain in the BypassProxy field to
allow direct connections to those addresses that bypass the proxy server. If required,
enter a User name and Password for the proxy server. If the proxy server requires a
username and password, but you do not specify them in the Properties window, a
NetExtender pop-up window will prompt you to enter them when you first connect.

Step 5 Click the Internet Explorer proxy settings button to open Internet Explorer’s proxy settings.
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Configuring NetExtender Log Properties

Within the NetExtender Properties dialog box, click the Log heading in the menu on the left
panel. The available options provide basic control over the NetExtender Log and Debug Log.

NetExtender Properties [ﬁ
- Connection Profile | Log
-- Settings
s . NetExtender Log
Connection Script
- Proxy @ Unlimited log file size
() Setmaximum log file sizeto: |10 = mB
Advanced
- Packet Capture The log file is currently 10.06 KB Clear NetExtender Log |
'_-/ Enable NetExtender Debug Log
The log file is currently 295.54 KB | Clear Debug Log |
Log Viewer ...
4 i 3
OK ] I Cancel Apply

Step1 To establish the size of the NetExtender Log, select either the Unlimited log file size radio
button or the Set maximum log file size to radio button. If you choose to set a maximum size,
use the adjoining arrows. To clear the NetExtender Log, select the Clear NetExtender Log
button.

Step2 To Enable the NetExtender Debug Log, select the corresponding check box. To clear the
debug log, select the Clear Debug Log button.

Step 3 Click the Log Viewer... button to view the current NetExtender log.
Step4 Click Apply.

42 | SRA 7.5 User Guide



Configuring NetExtender Advanced Properties

Within the NetExtender Properties dialog box, click the Advanced heading in the menu on the
left panel. The available options allow you to adjust advanced settings on NetExtender network
properties and protocols.

- Connection Profile | Advanced

- Settings ) .
. . NetExtender Connection Settings
- Connection Script
- Proxy NetExtender Virtual Link Speed :
~Log (@) Reportthe underlying network speed to 0S.
. 00000 | spote 08
. @] 00000000 sto 05,
. Acceleration _/Report a fixed speed at p

- Packet Capture

Advanced Network Properties ...

Maodifying settings under the Advanced Network Properties may impact NetExtender
performance and/or functionality. It is recommended to make changes here only if advised to
do so by Dell SonicWALL support

Mote: The settings in this page may impact NetExtender performance, please be careful
when modifying them. Modifications will take effect when NetExtender is connected next
time.

[ ok || cancel | Apply

NetExtender allows users to customize the link speed that the NetExtender adapter reports to
the operating system.

Step1 To select a virtual link speed to report, select either the Report the underlying network speed
to OS radio button, or select the Report a fixed speed radio button and designate a speed.

Vi
rﬂ: Users can click the Advanced Network Properties button to make adjustments.
However, modifying these settings may impact NetExtender performance and/or
functionality. It is recommended to only make changes here if advised to do so by
Dell SonicWALL support.
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Configuring NetExtender Packet Capture Properties

Within the NetExtender Properties dialog box, click the Packet Capture heading in the menu
on the left panel. The available options allow you to enable and disable packet capture and data
compression on NetExtender.

NetExtender Properties

Connection Profiles [Pac
Settings i
Conneckion Scripts
Proey

Log Clear the capture when MetEstender exits
Advanced
Packet Capture

Enable MetEstender packet capture [Requires administrator privilege] :

Enable data compression;

Aftempt to disable data compression during packet cature [Requires capture
to be started before MetEstender is connected)

Mote: Changes to the data compression will take effect the nest time
MetExtender iz connectad.

Ok, ][ Cancel ][ Apply

Note YOu must have Administrator privileges to change packet capture settings.

Step1 To enable packet capture, check the Enable NetExtender packet capture check box.

Step 2 If packet capture is enabled, clear all captured packet data when NetExtender exits by checking
the Clear the capture when NetExtender exits check box. To disable packet capture, uncheck
this check box.

Step 3  If packet capture is enabled, clear all captured packet data when NetExtender exits by checking
the Clear the capture when NetExtender exits check box. To retain packet data, uncheck this
check box.

Step4 To enable data compression of captured packets, check the Enable data compression check
box. To disable data compression the next time NetExtender is connected, uncheck this box. If
packet capture is enabled when NetExtender connects and you want to disable data
compression immediately (instead of waiting until the next time NetExtender is connected),
check the Attempt to disable data compression during packet capture check box.

Step 5 Click Apply to save your changes.
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Viewing the NetExtender Log

The NetExtender log displays information on NetExtender session events. The log is a file
named NetExtender.dbg. It is stored in the directory: C:\Program Files\SonicWALL\SSL
VPN\NetExtender. To view the NetExtender log, right click the NetExtender icon in the system
tray, and click View Log, click the Log icon on the main status page.

-

_t MetExtender Log Viewer - NetExtender Log

-

==y X

Log View Filter About
iR | o

Level Time

M#.Info 01/05/2012 15:51:05
#.Info 01/05/2012 15:51:07
M#.Info 01/05/2012 15:51:07
#.Info 01/05/2012 15:51:07
M#.Info 01/05/2012 15:51:07
A.Info 01/05/2012 15:51:10
A4Er.. 01/05/2012 17:28:27

#uInfo 01/25/2012 17:41:10

. Infn N1/2A/2017 10:27-24
4 |

Status ID

0x00000...
0x00000...
0x00070...
0x00080...
0x01000...
0x01010...
0x06000...
0x00000...
_MwDNNan_

Source
Service
Engine
Engine
Engine
Engine
Engine
Engine
Service

_Servira

I

_ MatEvtandar Startina Vearcinn S 5 15A

Description
MetExtender Starting... Version 5.5.156
Initializing engine...

[

Initializing driver...

Initializing security functions...

Connecting...

Connected successfully.

NetExtender has been disconnected for one of the f
MetExtender Starting... Version 5.5.156

L

4

To view details of a log message, double-click a log entry, or go to View > Log Detail to open

the Log Detail pane.

To save the log, either click the Export icon or go to Log > Export.

To filter the log to display entries from a specific duration of time, go to the Filter menu and

select the cutoff threshold.

To filter the log by type of entry, go to Filter > Level and select one of the level categories. The
available options are Fatal, Error, Warning, and Info, in descending order of severity. The log
displays all entries that match or exceed the severity level. For example, when selecting the
Error level, the log displays all Error and Fatal entries, but not Warning or Info entries.

)

| _1 NetExtender Log Viewer - NetExtender Log
Log View Filter i About

] % (W |2 1Day

Level Time 2 Days sID  Source
M&Info 01/05/20 3 Days 000.. Service
& Info 01/05/20 1 Week 000.. Engine
& Info 01/05/20 2 Weeks 070.. Engine
& Info 01/05/20 1 Month 080.. Engine
& Info 01;’05;’20 All 000.. Engine
#.Info 01/05/20 Level Fatal

A Er... 01/05/20IZ 172827 UXD Frrot
M.Info 01/09/2012 08:37:36 Ox0 ;_’v’arning
#iInfo 01/10/2012 14:41:10 Dx[}j Info
MiInfo 01/12/2012 16:03:32  Ox0

#.Info 01/16/2012 09:17:58 0x00000.. Service
:\T_nfn /2620012 10:33:28  x00000...  Service "

_ MetFxtender Startina...

Description
MetExtender Starting... Version 5.5.156
Initializing engine...

|.m

Initializing driver...

Initializing security functions...

Connecting...

Connected successfully.

MetExtender has been disconnected for one of the following
MetExtender Starting... Version 5.5.156

MetExtender Starting... Version 5.5.156

MetExtender Starting... Version 5.5.156

MetExtender Starting... Version 5.5.156
Version 5.5.156
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To view the Debug Log, either click the Debug Log icon or go to Log > Debug Log.

%

Note It may take several minutes for the Debug Log to load. During this time, the Log
window will not be accessible, although you can open a new Log window while the
Debug Log is loading.

To clear the log, click Log > Clear Log.

Disconnecting NetExtender

To disconnect NetExtender, perform the following steps:

Step 1 Right click the NetExtender icon in the system tray to display the NetExtender icon menu and
click Disconnect.

Step 2 Wait several seconds. The NetExtender session disconnects.

You can also disconnect by double-clicking on the NetExtender icon to open the NetExtender
window and then clicking the Disconnect button.

When NetExtender becomes disconnected, the NetExtender window displays and gives you
the option to either Reconnect or Close NetExtender.

Upgrading NetExtender

NetExtender automatically notifies users when an updated version of NetExtender is available.
Users are prompted to click OK and NetExtender downloads and installs the update from the
Dell SonicWALL SRA security appliance.

When using releases prior to 2.5, users should periodically launch NetExtender from the Dell
SonicWALL Virtual Office to ensure they have the latest version. Prior to release 2.5, the
standalone NetExtender does not check for updates when it is launched directly from a user’s
computer.

Changing Passwords

Before connecting to the new version of NetExtender, users may be required to reset their
password by suppling their old password, along with providing and re-verifying a new one.
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Authentication Methods

NetExtender supports various two factor authentication methods, including one-time password,
RSA, and Vasco. If an Administrator has configured one-time passwords to be required to
connect through NetExtender, you will be asked to provide this information before connecting.

8 Atemporary password has been sent to your
sonicwall.com address. Please enter it below.

Password:

Ok  Cancel

If an Administrator has configured RSA pin-mode authentication to be required to connect
through NetExtender, users will be asked whether they want to create their own pin, or receive

one that is system-generated.

& Enter @ new PIN having from 4 o E digits:

PIN: |

| Type it
= la B

Ok Cance!

Once the pin has been accepted, you must wait for the token to change before logging in to
NetExtender with the new passcode.

& PIN avcepled. Please wail for token to dhange, then
login with the new passcode.

Password: el

Ok Cancel

During authentication, the SSL VPN server may be configured by the Administrator to request
a client certificate. In this case, users must select a client certificate to use when connecting.

A The 55L-WPN Sarver raquasts client certificats, nlazse
select ane ta use when connacting:

Tssued bo: Tssued by:

SonicWaLL Verisign Class 3 Code et
Inc. Signing 2009-2 CA

Adminis rator «agle detail...

ok Cancel
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Uninstalling NetExtender

The NetExtender utility is automatically installed on your computer. To remove NetExtender,
click Start > All Programs, click Dell SonicWALL NetExtender, and then click Uninstall.

You can also configure NetExtender to automatically uninstall when your session is
disconnected. To do so, perform the following steps:

Step1 Right click the NetExtender icon q in the system tray and click Properties... The
NetExtender Properties window is displayed.

Step 2 Click the Settings tab.

Step 3 Select Uninstall NetExtender automatically to have NetExtender uninstall every time you end
a session.

Step4 Click Apply.

Verifying NetExtender Operation from the System Tray

To view options in the NetExtender system tray, right click the NetExtender icon in the system
tray. The following are some tasks you can perform with the system tray.

Displaying Route Information

To display the routes that NetExtender has installed on your system, click the Route
Information option in the system tray menu. The system tray menu displays the default route
and the associated subnet mask.

161.0.0/255.255.0.0 |
12.1.1.0/255.255.255.0

Show SonicWALL NetExtender
12.16.200.50/255.255.255.255 i
192.168.144.0/255.255.255.0 Deconnect
192.168.181.0/255.255.255.0 Connection Status 3
192.168.200.0/255.255.255.0 Route Information 3
View log...
Properties...
About...

Displaying Connection Information

You can display connection information by mousing over the NetExtender icon in the system
tray.

Connected

Server: sslvpn.eng.sonicwall.com
IP: 11281111

Sent: 121.74 KB

Received: 80.21 KB

451PM |
7/18/2011

« B a0 E . ¢

48 | SRA 7.5 User Guide



Using the NetExtender Command Line Interface

Y

Note The NetExtender command line interface is only available on Windows platforms.

To launch the NetExtender CLI, perform the following tasks:

Step 1
and click OK.

Step 2

Launch the Windows Command Prompt by going to the Start menu, select Run, enter cmd,

Change directory to where NetExtender is installed. To do this, you first must move up to the

root drive by entering the c¢d .. command. Repeat this command until you are at the root drive.
Then enter cd Program Files\SonicWALL\SSL-VPN\NetExtender.

Note The specific command directory may be different on your computer. Use Windows
Explorer to find the directory path where NetExtender is located.

The following table describes the commands available in the NetExtender CLI and their options.

Table 1 NetExtender CLI Commands

Command Option Description
NECLI addprofile Creates a NetExtender profile
-s server The IP address or hostname of the SSL VPN
server.
-u user-name The username for the account.
-p password The password for the account.

-d domain-name

The domain to connect to.

NECLI connect

Initiates a NetExtender session.

-s server The IP address or hostname of the SSL VPN
server.

-u user-name The username for the account.

-p password The password for the account.

-d domain-name

The domain to connect to.

- clientcertificatethumb
thumb

The SSL Client Certificate thumbprint value.

- clientcertificatename
name

The SSL Client Certificate name.

NECLI deleteprofile

Deletes a saved NetExtender profile.

-s server The IP address or hostname of the SSL VPN
server.
-u user-name The username for the account.

-d domain-name

The domain to connect to.

NECLI disconnect

Disconnects

timeout

(Optional) Timeout duration, after which the session
is disconnected.
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NetExtender CLI Commands

Command Option Description
NECLI displayprofile Displays all NetExtender profiles.
-s server (Optional) Displays only the profiles that are saved
for the specified server.
-u user-name (Optional) Displays only the profiles that are saved

for the specified user name.

-d domain-name

(Optional) Displays only the profiles that are saved
for the specified domain name.

NECLI queryproxy

Checks the connect to the proxy server.

NECLI reconnect

Attempts to reconnect to the server.

NECLI showstatus

Displays the status of the current NetExtender ses-
sion.

NECLI setproxy

Configures proxy settings for NetExtender.

A[0[1]2]3]

There are three options for setting proxy settings:
0 - Disable proxy.

1 - Automatically detects proxy settings. The proxy
server must support Web Proxy Auto Discovery
Protocol (WPAD).

2 - Uses a proxy configuration script.

3 - Manually configure the proxy server.

-s proxy address

The address of the proxy script or proxy server.

-0 port The port number.
-u user name The user name for the proxy server.
-p password The password name for the proxy server.

-b bypass-proxy

Bypasses the previously configured proxy settings.

-save

Saves the proxy settings.

NECLI viewlog

Displays the NetExtender log.

Installing NetExtender on MacOS

Dell SonicWALL SSL VPN supports NetExtender on MacOS. To use NetExtender on your
MacOS system, your system must meet the following prerequisites:

« Mac OS 10.6 and higher
« Java 1.5 and higher

» Both PowerPC and Intel Macs are supported.

To install NetExtender on your MacOS system, perform the following tasks:
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Step1 Log in to the Dell SonicWALL Virtual Office.
Step 2 Click the NetExtender button.

Step 3 The Virtual Office displays the status of NetExtender installation. A pop-up window may appear,

prompting you to accept a certificate. Click Trust.

anon SonicWALL - Virtual Office a

NetExtender for Mac 0S X

In the future, you can launch NetExtender from your Applications folder without
returning to this web page.

Close this window

OO0 10.5.106.137

Do you want to accept this certificate from the web site
L “10.5.106.137" for the purpose of exchanging encrypted

! information?

Publisher authenticity can not be verified.

-  Dan't’ A £ )
Show Certificate ( Don’t Trust ) ( Trust )

4

Step4 A second pop-up window may appear, prompting you to accept a certificate. Click Trust.

An applet from “10.5.106.137" is requesting access to
a K your computer.

4 The digital signatura from “SonicWALL Inc.” has been verified.

] Allow all applets from “10.5.106.137" with this signature

@ [ Show Details... ) ( Deny ) ( Allow )

Step 5 When NetExtender is successfully installed and connected, the NetExtender status window

displays.

SonicWALL | NetExtender

Stmas| Rourss  DWS |

Status: Connected
Servers 105.70A.137
Cliemt IP: 10525515
sent: 231 Bytes
Rece (ved: 330 Byles
Duration: €020

—_—
(Disconneat |

2 ~ 0 @ 2011 SonicWALL Inc.
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Using NetExtender on MacOS

Step 1

Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

To launch NetExtender, go the Applications folder in the Finder and double-click
NetExtender.app.

SonicWALL | NetExtender

Sercer:m
Usaimame:| usarl
PSSO wanennat
Domain; Locallomzin

[ Connact )

Save name and password F al lowec)

3+~ 0 © 2011 SonicWALL Inc

The first time you connect, you must enter the Dell SonicWALL SSL VPN server name in the
SSL VPN Server field.

Enter your username and password.

The first time you connect, you must enter the domain name. The domain name is case-
sensitive.

Click Connect.

You can instruct NetExtender remember your profile server name in the future. In the Save
profile drop-down menu you can select Save name and password (if allowed), Save
username only (if allowed), or Do not save profile.

When NetExtender is connected, the NetExtender icon is displayed in the status bar at the top
right of your display. Click the icon to display NetExtender options.
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Step 8
Step 9

Step 10

Z 4i) (=1 Thu 11:03 AM
Show NetExtender Window

|

Connection Status

Routes >

:| Disconnect

Quit
To display a summary of your NetExtender session, click Connection Status.

To view the routes that NetExtender has installed, select the Routes tab in the main
NetExtender window.

® 7 Routes

Available Routes:

: 10.0.0.0/255.255.0.0

: 10.50.0.0/255.255.0.0
: 10.200.0.0/255.254.0.0
: 10.202.0.0/255.255.0.0
: 10.208.0.0/255.252.0.0
: 10.2.0.0/255.255.0.0

- 10.1.1.0/255.255.255.0

To view the NetExtender Log, go to Window > Log.

~ O W e b B

8eNne NetExtender Log

DOL=VEN CONNEBCTion 415 Termindoed.

Loading saved profiles...

Loaded profile: sslvpn.eng.sonicwall.com

Done.

Connecting to S8L-VPN Server "sslvpn.com:443". . .

Connected.

Logging in...

Login successful.

Using S8L Encryption Cipher 'DHE-RSA-AES256-SHA’

You now have access to the following 10 remote networks:
10.0.0.0/255.255.0.0
10.50.0.0/255.255.0.0
10.200.0.0/255.254.0.0
10.202.0.0/255.255.0.0
10.208.0.0/255.252.0.0
10.2.0.0/255.255.0.0
10.1.1.0/255.255.255.0
192.168.4.0/255.255.255.0
192.168.181.0/255.255.255.0
10.203.0.0/255.255.0.0

NetExtender IP Address: 10.128.1.105

NetExtender connected successfully. Type "Ctrl-c" to disconnect...

Saving profiles...

Done.

k/ﬂ?

( Clear Log :) ( Close

Step 11 To generate a diagnostic report with detailed information on NetExtender performance, go to

Help > Generate diagnostic report.
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# NetExtender Window JIEET

. TeNs) Save diagnostic report...

Save As: nxdiag.tgz i
. NeN@) NetExtender Diagnostic Report

[ (i report e ]
A diagnostic report has been created at:
Name 4| Date Modified fUsers/sonicwallga/Desktop/report/ nxdiag.tgz

[

File Format: | All Files - !

v

Step 12 Click Save to save the diagnostic report using the default nxdiag.txt file name in your
NetExtender directory.

Installing NetExtender on Linux

Dell SonicWALL SSL VPN supports NetExtender on Linux. To use NetExtender on your Linux
system, your system must meet the following prerequisites:

» i386-compatible distribution of Linux
« Linux Fedora Core 15 or higher, Ubuntu 11.10 or higher, or OpenSUSE 10.3 or higher
« Java 1.5 and higher is required for using the NetExtender GUI.
Note Open source Java Virtual Machines (VMs) are not currently supported. If you do not
have Java 1.5, you can use the command-line interface version of NetExtender.

To install NetExtender on your Linux system, perform the following tasks:
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Step 1

Log in to the Dell SonicWALL Virtual Office.

Step 2 Click the NetExtender button. A pop-up window indicates that you have chosen to open a .tgz

file. Click OK to save it to your default download directory.

<

SonicWALL | Virtual Office

Welcome to the SonicWALL Virtual Office

SonicWALL's Virtual Office provides easy and secure remote acce
network from anywhere on the Internet.

Click a pre-defined bookmark or create your own to securely acces
resource.

Launch NetExtender to create a secure network connection to the
full network access.

NetExtender @ || ;5B File Share
§ Disconnected =25 Browse share
Click to connect network.

J All Bookmarks || Desktop |
I New Bookmark

Options | Help
User: admin  Session Status: Active
® Opening NetExtender.Linux.5.5.706.x86.tgz x]|Z]
You heve chosen to open :|

What should Firefox do with this file?

NetExtender.Linux.5.5.706.x86.tgz

wihich is & Tararchive
lium: hps:;f10.5.106.145

() Dper with | Archive Marager (default) o
(@ Save Fil2

|| Dn this automatically for files like this fram now on.

Cancel COK
[ corcel | |

Create a new bookmark [5p

access files in the local network. You

9 citrix

Cirix (HTTP) () (X)

can also copy files from your remote
comnouter to the lncal nefwork

I

m
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Note YOUu must be logged in as root to install NetExtender, although many Linux systems
will allow the sudo ./install command to be used if you are not logged in as root.

Step 3 To install NetExtender from the CLI, navigate to the directory where you saved the .tgz file and
enter the tar -zxf NetExtender.tgz command.

_V mk~/netExtenderClient - Shell - Konsole -/

[+]] %]

[mk~]% tar -zxf NetExtender.tgz
[mk~]% cd netExtenderClient
[mk netExtenderClient]$% ./ install

- SonicWALL NetExtender 2.5.17 Installer ---
Please run the NetExtender installer as root.
On many systems, you can use the sudo command:

[mk netExtenderClient]% sude ./install
Passwora:

- SonicWALL NetExtender 2.5.17 Installer ---
Checking library dependencies...
Checking pppd...
Copying files...

------------------------ INSTALLATION SUCCESSFUL - - - oomommmmmmmoeomos

Type 'netExtenderGui' to launch NetExtender
Look in fusr/share/netExtender for a desktop shortcut and icon files.

[mk netExtenderClient]s [

[<]

Step 4 Enter the cd netExtenderClient/ command.
Step 5 Enter su -C “ ./install” to install NetExtender.

File Edit View Search Terminal Help

[datta@f14-vm Downloads]$ cd netExtenderClient/ B
[datta@fl4-vm netExtenderClient]$ su -c "./install”
Password:

--- SonicWALL NetExtender 5.5.706 Installer ---

Checking library dependencies...

Checking pppd...
Do you want non-root users to be able to run NetExtender?
If so, I can set pppd to run as root, but this could be
considered a security risk.

Set pppd to run as root [y/N]? y
mode of '/usr/sbin/pppd' retained as 4555 (r-sr-xr-x)
mode of */fusr/sbin/pppd' retained as 4555 (r-sr-xr-x)
mode of "/etc/ppp' retained as 0755 (rwxr-xr-x)
mode of '/etc/ppp/peers' retained as 0755 (rwxr-xr-x)
mode of '/etc/ppp/peers/sslvpn’ retained as 0644 (rw-r--r--)
mode of '/etc/ppp/peers/wvdial’ retained as 0644 (rw-r--r--)
mode of '/etc/ppp/peers' retained as 0755 (rwxr-xr-x)
Copying files...
SUSE/Ubuntu compatibility mode off

------------------------ INSTALLATION SUCCESSFUL ---===-------====------

To launch NetExtender, do one of the following:

m

1. Click the NetExtender icon under the Applications menu
(look under the 'Internet' or 'Network' category)
or

2. Type 'netExtenderGui'

[datta@f1l4-vm netExtenderClient]$ l

Step 6 Enter your system password.

Step 7 The installer will ask if you want non-root users to be able to run NetExtender. Enter either y for
yes or n for no.
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Note TO allow non-root users to run NetExtender, the installer will set PPPD to run as root.
This may be considered a security risk.

Using NetExtender on Linux

To use NetExtender on a Linux computer, perform the following tasks:
Step1 After NetExtender is installed, there are two methods to launch it:

— Click the NetExtender icon in the Applications menu, under either the Internet or
Network category.
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— Enter the netExtenderGui command.

Step 2 The first time you connect, you must enter the Dell SonicWALL SSL VPN server name in the
SSL VPN Server field. NetExtender will remember the server name in the future.

SonicWALL | NetExtender

Serven10.5.106.145 -

Username: azmin

Fassworr:wrevaves

Nomain: LocalDemain|

Savae name and password Of allowead) |v|

o ~ 0 © 2011 SonicWALL Inc.

Step 3 Enter your username and password.

Step 4 The first time you connect, you must enter the domain name. The domain name is case-
sensitive. NetExtender will remember the domain name in the future.

Step 5 To view the NetExtender routes, select the Routes tab in the main NetExtender window.

SonicWALL | NetExtender
“staws | Routes T wNs
b Jestinetior [ hezmack/Fredin
1 105.520 435.253.432.4
uisconnect
a2 +~ 0 © 2011 SonicWALL Inc.

Step 6 To view the NetExtender DNS server information, select the DNS tab in the main NetExtender
window.
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SonicWALL | NetExtender

[S1aws | Routes | DMS

DhS Servers: 10.195.1.60
10.195.1.50

DNS Suffibc

Disconnect

a2 +~ 0 © 2011 SonicWALL Inc.

Step 7 To configure NetExtender Preferences, select NetExtender > Preferences.

i SonicWALL NetExtender Preferences &
Settings
Advanced

When I'm using NetExtender:
Automatically reconnect when the connection is terminated

When | exit NetExtender:
[] Uninstall NetExtender automatically

DNS servers:
()}

Step 8 The following NetExtender settings can be configured:

« Automatically reconnect when the connection is terminated
» Uninstall NetExtender automatically when exiting the application
« DNS server options:

— Try remote DNS servers first, then try local DNS servers

— Only use remote DNS servers
— Only use local DNS servers
Step9 The Advanced tab of the NetExtender Preferences window provides two additional options:

¢ MTU - Sets the Maximum Transmission Unit (MTU) size, which is the largest packet size
that a router can forward without needing to fragment the packet.
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« PPP Sync Mode - Specifies synchronous PPP. By default, this option is disabled and
asynchronous PPP is used.

i

Settings

MTU{1280

[] PPP sync mode

Advanced

Step 10 To view the NetExtender Log, go to NetExtender > Log.

|5

7/29/2011 11:05:11. [connec -

7/29/2011 11:05:11.879 [connect info 2835] Server: "10.5.106.145:443" |

7/29/2011 11:05:11.883 [general notice 2835] Connecting to 10.5.108.145:443, ..

7/29,/2011 11:05:11.962 [general notice 2835] Connected.

7/29/2011 11:05:11.962 [general notice 2835] Logging in...

7/29/2011 11:05:12.038 [general notice 2835] Login successful.

7/29/2011 11:05:12.487 [general notice 2835] 55L Connection is ready

7/29/2011 11:05:13.4585 [general info 2835] Using new PPP frame encoding mechanism

7/29/2011 11:05:13.503 [general info 2835] Using PPP async mode (chosen by server)

7/29/2011 11:05:13.503 [general info 2835] Connecting tunnel..

7/29,/2011 11:05:16.757 [connect info 2877] NetExtender interface up

7/29/2011 11:05:17.759 [dns notice 2877] Setting up DHS

7/29/2011 11:05:17.957 [general info 2885] Monitoring processes: nx=2835, pppd=2864

7/29/2011 11:05:17.958 [dns infao 2885] Monitoring nameserver: 10.195.1.60

7/29/2011 11:05:17.958 [dns info 2885] Monitoring nameserver: 10.195.1.50

7/29/2011 11:05:18.578 [general info 2835] Client IP Address: 10.5.255.11

7/29,/2011 11:05:18.579 [general info 2835] You now have access to the following remote network:

7/29/2011 11:05:18.579 [general info 2835] 10.5.252.0/255.255.252.0

7/29/2011 11:05:18.580 [general notice 2835] NetExtender connected successTully.

7/29,/2011 11:05:18.999 [general info 2835] Saving profiles/preferences... L |

7/29/2011 11:05:18.000 [general info 2835] Done saving profiles/preferences =

4] i [ [ ]
Clear Log | Copy Log | Close

Step 11 To generate a diagnostic report with detailed information on NetExtender performance, go to
Help > Generate diagnostic report.

Step 12 Click Save to save the diagnostic report using the default nxdiag.txt file name in your
NetExtender directory.

Installing NetExtender on Android Smartphones

Dell SonicWALL SSL VPN supports NetExtender on smartphones running the Android
operating system. The NetExtender Android client supports the following features:

* One-time passwords
+ Two-factor authentication
e HTTP/HTTPS proxy
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« Connection profiles
The NetExtender Android installer is available on MySonicWALL in the standard apk package
format. The installer is also available from Play Store as the NetExtender Technology Preview.

The following features are not supported or not applicable on NetExtender Android in Dell
SonicWALL SSL VPN:

» Automatic connection of NetExtender before Windows login

« Automatic proxy support and Internet Explorer proxy synchronization

« Connection scripts

» IPv6 support

» Client certificate support

« Exit client after disconnect

To install NetExtender on an Android smartphone using the apk package from MySonicWALL,
perform the following tasks:

Step1 On a computer, log in to http://mySonicWALL.com.
Step2 Click Downloads.
Step 3 In the Software Type drop-down menu, select one of the following:

« SRA 4200 Firmware
« SRA 1200 Firmware
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« SRAVM
Step4 Click the NetExtender (Android) link.

Step 5 Save the .apk file onto your computer.
Step 6 Using the USB cable, connect your computer to the Android smartphone.
Step 7 On the Android smartphone, pull down the notifications.

"November 5, 2010 %y, [ Hl @ 1:22e0

AT&T

USB connected
Select to copy files to/from your computer.

USB connected

phone to your
utton below if
een your
s SD card.

Turn on USB storage

Step9 Tap Turn on USB storage to prepare for copying the apk installer to the Android smartphone.
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Step 10
Step 11

Step 12
Step 13
Step 14

On the computer, copy the apk file to the Android SD card.

Unmount the Android SD card from your computer. On Windows, it will show up under “My

G, @ W@ 1:36em°

Turn off USB storage

Computer” as a new drive. On Mac, a new drive will show up on the desktop.

After unmounting the Android SD card from your computer, tap Turn off USB storage.

On your Android smartphone, launch a file browser application.

Using the file browser, locate the apk file and run it to install NetExtender Android. After
installation, the NetExtender icon appears on the applications page of the smartphone.

]

Search

7, @ M@ 1:59em

HERO A

Maps

BY

NetExter

Market Messagin

News
and We...

Settings

-

Terminal
Emulat...

n

Newton
Lite

Spare
Parts

?

Torch

~

Music  Navigatio
[ o
Places

Speech Superuser
Record...

s x
" \a
Twitter Untangle

me
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Using NetExtender on Android Smartphones

Instructions for using NetExtender on your Android smartphone are available in the following
sections:

» “Connecting to NetExtender” on page 65

« “Exiting or Disconnecting from NetExtender” on page 69

» “Checking Status, Routes, and DNS Settings” on page 71

« “Configuring Profiles, Preferences, and Proxy Servers” on page 72

» “Changing Your Password” on page 77
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Connecting to NetExtender

To launch NetExtender on your Android smartphone and connect to the network through the
Dell SonicWALL SRA appliance, perform the following steps:

Step1 On your Android smartphone, start NetExtender by tapping the application icon. The
NetExtender connection options screen displays. Enter the information into the Server, User,
Password, and Domain fields.

BRAR T @ 12:07 am

SONICWALL>
NetExtender

ORED

SONICWALL>
NetExtender

3] 4:09m

Connect

Connect

Server: Server:

ssonicwall.sonicwall.com

User: User:
seng
Password: Password:

Domain: Domain:

sonic.sonicwall.com

Save user name & password v ‘.' T!’
Profiles Preferences
Export Log About Exit

Step2 Tap Connect to accept the default option (Save user name & password) or select a Save...
or Always ask... option from the drop-down list. The available profile options depend on how
NetExtender is configured on the Dell SonicWALL appliance.

BEAR T @ 12:23 am

@ Profile Options:
Save user name & password @

Save user name only &)

Always ask user name & password Q

Step 3 The smartphone displays the Login - Initializing engine screen.
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After a successful connection, the entered values are saved as a profile that you can select
when starting NetExtender. NetExtender saves the information in a secure file on the

smartphone.
BAAE Rl @ 12:00 AM ERADR B @ cazpm
SONICWALL> SONICWALL>
NetExtender NetExtender Capiect
Server:
Login 10.0.61.8

Initializing engine... user@LocalDomain

ssonicwall.sonicwall.com
sor@sonic.sonicwall.com

Domain:

LocalDomain

Save user name & password

Step 4 If One Time Password is enabled on the Dell SonicWALL SRA appliance, the One Time
Password prompt is displayed. Enter the temporary password that was emailed to your
configured account, and tap OK.

"RiE Bl @ 11:40em’

A temporary password has
been sent to your sonicwall.
com address. Please enter it
below.

If your smartphone is synchronized to your email account, you can pull down the email
notification from the top bar, or switch to your home page and access your email from there.
After viewing the temporary password in your email or copying it to your clipboard, tap the
NetExtender application icon to return directly to this screen.

To use the clipboard, press the password in your email and select Select Text. Press the
selected text again and select Copy. Then in the OTP screen, press the field and select Paste.
Some Android smartphones require you to hold the OK button for clipboard access.

Step 5 If Two Factor Authentication is enabled on the Dell SonicWALL SRA appliance, you may be
prompted to update your PIN (Personal Identification Number) or create a new one.
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If no PIN has yet been configured, or if the Administrator has reset the account, the following
screen asks if the system should generate a new PIN. To allow the system to generate it, tap
Yes. To type in a PIN yourself, tap No and skip to Step 7.

‘08 B B @ o:13em

A new PIN is required. Do you
want system to generate your
new PIN? (y/n):

Step 6 If you chose to allow the system to generate the PIN, the display then prompts you to accept
the generated PIN. Tap Yes to accept it, or tap No to have the system generate a different PIN.
You are prompted each time until you tap Yes.

)] 9:14m

Are you satisfied with system
generated PIN 1536 ? (y/n):

——

Step 7 If you chose to generate the PIN yourself, type a PIN into the PIN field and again in the second
field to confirm it. Typically, PINs are required to be 4 to 8 digits. Tap OK.

)] 9:15mm

PIN accepted. Please wait for
token to change, then login

with the new passcode.
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Step 8 After entering the PIN or creating a new PIN, the Two Factor Authentication process requires
you to enter the token code shown on your token device. Wait for the token code to change on
the device, and then type the code into the field on your smartphone and tap OK.

‘08 Bl @o:17em

Please wait for the token to
change, then enter the next
code.

Step 9 If a proxy server is configured in the smartphone (via Preferences), the Proxy Authentication
screen is displayed next. Enter the username and password for the proxy and tap OK.

EEAR Bl @s42pm

Proxy authentication:

User:

Step 10 NetExtender will connect at this point, unless there is a problem or error. You will see the
NetExtender traffic indicator appear in the notification bar at the top of the display, unless it is
disabled in Preferences.

The up and down arrows appear white when data is passing through the VPN tunnel. When no

data is currently passing, the arrows appear gray. Control traffic does not affect the arrow
colors.
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Step 11

The up arrow indicates that data is being sent from the smartphone to the network, and the
down arrow indicates that data is being received from the network by the smartphone.

If the NetExtender service running on the smartphone has a problem or has stopped running,
the following screen is displayed. Tap Exit to quit the application. You may need to restart the
service, possibly by turning the phone off and on again, or you may need to re-install
NetExtender.

BfaAR Bl @ 1220am

SONICWALD> Exit

NetExtender

Error:

Unable to communicate with NetExtender service.

Exiting or Disconnecting from NetExtender

Step 1

Step 2

EXIT

Exiting and restarting NetExtender is useful when NetExtender cannot connect, possibly after
a long period of disuse. To exit from NetExtender, perform the following steps:

To access the Exit option, press the options or menu button while on the NetExtender screen.
The options are displayed at the bottom of the screen.

% ™0
= il
Profiles Preferences
B e 6
Export Log About Exit

To cause NetExtender to exit completely, including the services component, select the Exit
option and tap OK. You can restart NetExtender by clicking its icon on your smartphone.

DISCONNECT
To disconnect NetExtender, perform the following steps:
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Step 1 Pull down the notification bar and click NetExtender to open the NetExtender user interface.

August 15, 2010 @ 6:48PM
AT&T

§5 NetExtender
Connected: 10.0.61.8 6:45 PM

B2 Battery Information
Voltage: 4.153 Temp: 22°C Li-ion Batter) 6:46 PM

A\ USB debugging connected
Select to disable USB debugging.

USB connected

Select to copy files to/from your computer.

Now In Pleasanton, CA (94566)

Step 2 In the NetExtender user interface, tap the Disconnect button and tap OK to confirm.

SONICWALL>
NetExtender

4:49om |

Disconnect

Status. Routes DNS

Connected: 0 Days 00:00:15
Server: ssonicwall.sonicwall.com

User: seng
Client IP: 10.128.1.107

Sent: 40 bytes
Received: 64 bytes

Throughput: 0 bytes/Sec curren

NetExtender notifies you while disconnecting.

BEADR Tl @ 1210Am

SONICWALL>
NetExtender

.+ Disconnecting

Releasing data channel...
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Checking Status, Routes, and DNS Settings

While NetExtender is connected, you can view status information, routes, and DNS settings on
your smartphone.

Step1 To open the NetExtender user interface, pull down the notification bar and tap NetExtender.

August 15, 2010 g Bl @ 64z pm
AT&T

% NetExtender

Connected: 10.0.61.8 6:45 PM

M Battery Information
Voltage: 4.153 Temp: 22°C Li-ion Batter) 6:46 PM

A\ USB debugging connected
Select to disable USB debugging.

USB connected

Select to copy files to/from your computer.

Notifications

Nowr In Pleasanton, CA (94566)

Step2 To view status |hformation, tap the Status tab. You can tap on the Sent, Received, or
Throughput fields to change the units between bytes and packets.

oaash 8 Wl @ 2:40en

SONICWALL
NetExtender

Disconnect

Status Routes DNS

Connected: 0 Days 00:00:15
Server: ssonicwall.sonicwall.com

User: seng
ClientIP: 10.128.1.107

Sent: 40 bytes
Received: 64 bytes

Throughput: 0 bytes/Sec curreny
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If you are connected to a Dell SonicWALL SRA appliance running 5.0 or higher, and you have
an Active Directory account, the User field contains your display name, such as

“Sonia Eng”. If you are connected to an appliance running the 4.0 release or you do not have
an Active Directory account, the User field displays the login name, such as “seng”.

Step 3 To view NetExtender routes, tap the Routes tab. The display shows all subnets currently
available from the smartphone.

‘DAt B & a51em]
SONICWALL
NetExtender

Disconnect

Status Routes DNS
Destination Netmask
10.0.0.0 255.255.0.0
10.1.1.0 255.255.255.0
10.103.0.0 255.255.0.0
10.128.1.0 255.255.255.0
10.180.200.0 255.255.255.0
10.195.1.0 255.255.255.0
10.195.11.0 255.255.255.0
10.198.0.0 255.255.0.0
10.2.0.0 255.255.0.0
10.200.0.0 255.254.0.0
10.202.0.0 255.255.0.0
10.203.0.0 255.255.0.0
10.208.0.0 255.240.0.0

Step4 To view the configured DNS servers, tap the DNS tab.
6] ETY Bl @ a:50em’

SONICWALL>

Disconnect
NetExtender

Status Routes DNS

DNS Servers: 10.50.128.52
10.50.128.53

NetExtender Android supports DNS only; WINS or DNS suffix are not supported.

Configuring Profiles, Preferences, and Proxy Servers

To configure NetExtender profiles and preferences, including proxy servers, on your Android
smartphone, perform the following steps:

Step 1 To display NetExtender options, start NetExtender and then press the options or menu button
on the smartphone. The options are displayed at the bottom of the screen.

[ v | T
= il
Profiles Preferences
B e o
Export Log About Exit

72 | SRA 7.5 User Guide



PROFILES

Step 2 To display the NetExtender Profiles screen, start NetExtender and then press the options or
menu button on the smartphone and tap Profiles.

EAZ B Bl @43 pm

ssonicwall.sonicwall.com
so@sonic.sonicwall.com

Step 3 To display the Remove selected, Remove all, and Close options on this NetExtender
Profiles screen, press the options button while on the screen.

A AD Bl @eusr

ssonicwall.sonicwall.com
s0@sonic.sonicwall.com

v

m m ®

Remove selected Remove all Close

Step4 Tap Remove selected to remove the profiles that have check marks next to them.
Step 5 Tap Remove all to remove all profiles from the smartphone.
Step 6 Tap Close to close the option display on this screen.

Step 7 To display the Remove this profile, Remove selected profiles, and Remove all profiles
options, press and hold the NetExtender Profiles screen.
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EE AR Bl @e4aarm

e ssonicwall.sonicwall.com

Remove this profile
Remove selected profiles

Remove all profiles

Step 8 Tap Remove this profile to remove the profile that you pressed on to bring up this screen.
Step 9 Tap Remove selected to remove the profiles that have check marks next to them.
Step 10 Tap Remove all to remove all profiles from the smartphone.

Step 11 Tap Close to close the option display on this screen.

EXPORT LOG

Step 12 To export the log file of NetExtender Android activity, select the Export Log option and enter
the requested information.

ABOUT
Step 13 To view NetExtender version information, select the About option.

s B R @ o30em’

;>:! NetExtender 5.0.3

© 2010 SonicWALL Inc.
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PREFERENCES / PROXY SETTINGS

Step 14 To configure NetExtender preferences including proxy and notification settings, select the
Preferences option.

EE AR B Bl @ 6:45 Pm

NetExtender Preferences T

General settings

Connection notification

Notify in status bar during connection

Proxy

Use Proxy

Connect through a proxy server

Proxy settings
Configure a proxy server

Step 15 Under General settings, select the Connection notification check box to display the
NetExtender traffic indicator L‘E‘ in the notification bar.

Clear the check box to prevent the indicator from being displayed.

Step 16 Under Proxy, select the Use Proxy check box to configure NetExtender Android to access
external networks through a proxy server.

A proxy server is often used for access to the Internet if the initial connection is made to a local
zone, such as LAN or WLAN.

Step 17 After selecting the Use Proxy check box, tap Proxy settings to open the configuration screen
for the proxy server.

EAAD B Ml @ 645 pm

Configure a proxy server

Server:

192.168.168.3

Port:

8080

==

Step 18 Type the IP address of the proxy server into the Server field. Type the port number of the port
that the server listens on into the Port field. This field displays “8080” by default, but there is
no standard listening port for a proxy server.

Step 19 Optionally enter your login credentials for the server in the User and Password fields. Entering
your credentials here causes NetExtender to save them, so that you can automatically connect
to the proxy server during subsequent logins without being prompted for credentials.
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NetExtender Android supports basic authentication using a username and password for proxy
servers. Microsoft NTLM authentication is not currently supported.

Step 20 When finished configuring the proxy server settings, tap OK.
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Changing Your Password

To change your password when prompted by NetExtender, perform the following steps:

Step 1 After connecting, a password expiration notice may be displayed on your Android smartphone.
Tap Yes to change your password, or No to delay until a later time. NetExtender will remind you
each time you connect.

"OA% 4:200m

Your password will expire in
14 days. Do you want to
change it now?

Step 2 If you select Yes, the Change password screen is displayed. Type your password into the
Current Password field, then type a new password into the New password field and again into
the Type it again field. Tap OK.

"OA% 5:02pm

Change password

Curren

Type it again:

Step 3  If your password expires before you change it, the Change password screen is displayed when
you connect, with the message “Login failed — you must change your password.”
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a 4:56pm

Change password

Login failed - you must change your
password. Please contact your
administrato

Type your old password into the Current Password field, then type a new password into the
New password field and again into the Type it again field. Tap OK.

Related Documents

The following Technical Notes provide more information on advanced NetExtender scenarios:

* Running NetExtender on a Different TCP Port:
http://www.sonicwall.com/us/support/2134_3154.html

« Using the Dell SonicWALL CDP Agent over a Dell SonicWALL NetExtender Connection
http://www.sonicwall.com/us/support/2134_3487.html

* Using Dell SonicWALL NetExtender to Access FTP Servers
http://www.sonicwall.com/us/support/2134_3465.html

* Resolving NetExtender Error With McAfee Enterprise 8.5
http://www.sonicwall.com/us/support/2134_6813.html
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Chapter 5

Using Secure Virtual Assist

Secure Virtual Assist provides remote assistance and virtual meeting capabilities. Secure
Virtual Assist is an easy to use tool that allows Dell SonicWALL SSL VPN users to remotely
support customers by taking control of their computers while the customer observes. Secure
Virtual Meeting allows Dell SonicWALL SSL VPN users to participate in virtual meetings via the
internet.

Secure Virtual Assist is a lightweight, thin client that installs automatically using the Dell
SonicWALL SSL VPN Virtual Office. Secure Virtual Assist can also be installed as a stand-
alone client that can be launched directly from the client’s computer.

The following sections describe how to use Secure Virtual Assist and Secure Virtual Meeting:

» “Using Secure Virtual Assist” section on page 79
» “Using Secure Virtual Meeting” section on page 111

Using Secure Virtual Assist

The following sections describe how to use Secure Virtual Assist:

» ‘“Installing and Launching Secure Virtual Assist” section on page 80

» “Configuring Secure Virtual Assist Settings” section on page 81

» “Selecting a Secure Virtual Assist Mode” section on page 84

« “Launching a Secure Virtual Assist Technician Session” section on page 85

» “Performing Secure Virtual Assist Technician Tasks” section on page 86

» “Initiating a Secure Virtual Assist Session from the Customer View” section on page 93
» “Using Secure Virtual Assist” section on page 104

» “Using Secure Virtual Assist in Unattended Mode” section on page 106

» “Enabling a System for Secure Virtual Access” section on page 106

“Using the Request Assistance Feature” section on page 110

Secure Virtual Assist is fully supported on Windows platforms. Secure Virtual Assist is certified
to work on Windows 8, Windows 7, Windows Vista and Windows XP. The Secure Virtual Assist
client is also available for Linux and Mac OS.

Note When a user requests service as a customer, Virtual Assist can be run while
connected to the system over an RDP session for Windows 7 and Windows Vista
platforms; however, Virtual Assist over RDP will have a limited set of features.

There are two sides to a Virtual Assist session: the customer view and the Technician view. The
customer is the person requesting assistance on their computer. The Technician is the person
providing assistance. A Virtual Assist session consists of the following sequence of events:

1. The Technician launches Virtual Assist from the Dell SonicWALL SSL VPN Virtual Office.
2. The Technician monitors the Assistance Queue for customers requesting assistance.
3. The customer requests assistance by one of these methods:
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Logs into the Dell SonicWALL SSL VPN Virtual Office and clicks on the Request
Assistance link.

Receives an email invitation from the Technician and clicks on the link to launch Virtual
Assist.

Navigate directly to the URL of the Virtual Assist home page that is provided by the
Technician.

If the Virtual Assist client is already installed, launch the client and click the Request
Assistance option.

e Secure Virtual Assist application installs and runs on the customer’s system.

e customer appears in the Virtual Assist Assistance Queue.

e Technician clicks on the customers name and launches a Virtual Assist session.
e Technician’s Virtual Assist window now displays the customers entire display. The

Technician has complete control of the customer computer’s mouse and keyboard. The
customer sees all of the actions that the Technician performs.

8. If atanytime the customer wants to end the session, they can take control and click the End
Virtual Assist button in the bottom right corner of the screen.

9. When the session ends, the customer resumes sole control of the computer.

Installing and Launching Secure Virtual Assist

To install and launch a Virtual Assist session, perform the following steps.

Step1 Login

to the Dell SonicWALL SRA security appliance Virtual Office. If you are already logged

in to the Dell SonicWALL SSL VPN customer interface, click the Virtual Office button.
Step 2 Click the Request Assistance button.

Request @
Assistance

Get assistance from
a live technician.

Step 3 The first time you launch Virtual Assist, you will be prompted to install the Secure Virtual Assist

plugin

and client.

Step 4 Click the Allow button. A plugin installation window displays. Click Install Now. The Secure

Virtual

Assist plugin and client installs. You may be prompted to restart your browser.

Step 5 You can now launch Virtual Assist either from the Virtual Office window or from a shortcut that
is added to your Programs list under Window’s start button.

& Virtual Assist Login-7.5.0.6 o)
Settings  Help
H Server: -

Reguest
Support

Request Suppart | |AppointTed1nician

Select Customer mode to request support. You will be placed in a gueue where a
technician can access your system to view your system to view your desktop and
have keyboard and mouse control.

Change Mode
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Configuring Secure Virtual Assist Settings

The Secure Virtual Assist Settings window can be accessed either by clicking the Settings
button in the top left corner of the application window or by right-clicking on the Virtual Assist
icon in the taskbar and selecting Settings. The Virtual Assist Settings window has three tabs,
as shown in the following figures. The content of these tabs and configuration vary depending
on whether Secure Virtual Assist is being configured on a Windows or MacOS device.

Windows Configuration

To configure Secure Virtual Assist for Windows:

* Proxy Settings - Allows users to configure a Proxy server to access the SRA appliance.
There are three options for configuring proxy settings.

O Settings @
Proey Settings | Connection Profiles | Connection Settings

| Enable Proxy Settings

Automatically detect settings

Use automatic configuration script

@) User Proxy Server

Address: 10.1.2.3 Part: 0

Bypass Proxy:

User  Mame:  helper

Password 1| sews|

| Internet Explorer proxy settings

| Ok | | Cancel |[ Apply ]

— Automatically detect settings - To use this setting, the proxy server must support
Web Proxy Auto Discovery Protocol (WPAD)), which can push the proxy settings script
to the client automatically.

— Use automatic configuration script - If you know the location of the proxy settings
script, select this option and enter the URL of the scrip in the Address field.

— Use proxy server - Select this option to enter the Address and Port of the proxy
server. Optionally, you can enter an IP address or domain in the BypassProxy field to
allow direct connections to those addresses that bypass the proxy server. If required,
enter a User name and Password for the proxy server. If the proxy server requires a
username and password, but you do not specify them in the Properties window, a
NetExtender pop-up window will prompt you to enter them when you first connect.

— Optionally, you can click the Internet Explorer proxy settings button to open Internet
Explorer’s proxy settings page.
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« Connection Profiles - Displays all of the Virtual Assist connection profiles that have been
used on this computer. To remove a profile, select it and click the Remove button.

O Settings @
_Proxy Setkings | Connection Profiles | Connection Settings

15| Connection Profiles:

Rale Server User DomaingPorta

< 1 ¢
Remove Al

[ Ok ] [ Cancel ][ Apply ]

» Connection Settings - Allows users to customize how they are identified in Virtual Assist
and the default settings of Virtual Assist customer sessions.

| Proxy Settings I Connection Profiles | Connection Settings |

1 ‘fou may modify connection settings here.
T4 Select a field for additional information.

Display Mame :

Additional Information

Connection Settings Color Scheme of View Only
[ Auto View Only 7 Full Color
[C] Active Mode ©) Grey Scale

Recorded Media File Path
C:\Wsers\srinidhi_sundar\Documents\Secure Vir

Coc ) (Comn ) o]

— Display Name - The name that will be displayed in the user queue. By default, the
users SSL VPN username is displayed.

— Additional Information - Optional field to provide additional information.

— Auto View Only - Specifies that Virtual Assist sessions will initially launch in View-Only
mode instead of Trusted mode, which is the default.

— Active Mode - Specifies that Virtual Assist sessions will initially launch in Active mode
instead of Trusted mode, which is the default.

82 | SRA 7.5 User Guide



— Recorded Medial File Path - The default location where the recorded support sessions

will

MacOS Configuration

be stored on the client PC.

To configure Secure Virtual Assist for MacOS:

Proxy Settings - Either load proxy settings from the system configuration by clicking the
Load System Proxy Settings button or manually configure the proxy server, port,
bypassed proxy, user name, and password.

800

Setting

Hinaisidisl | Connection Profiles | Connection Settings |

Proxy Settings

|| Enable Proxy Settings

Proxy Server:
Proxy Port: 0

Bypass Proxy:
User Name:

Password:

Load System Proxy Settings

[ Ok J I Cancel ][ Apply

J

Connection Profiles - View and manage connection profiles in the Connection Profiles tab
by clicking the Remove All button to remove all profiles or selecting the profile and clicking
the Remove button.

800

Setting

| Proxy Settings EGLEEGINZGIIESY Connection Settings |

Conncetion Profiles

[ Role Server | User Domain/Protal

| Technician 10.103.62.9... 3 LocalDomain

Remove All | | Remove

Ok J I Cancel ][ Apply
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10. Connection Settings - Create and edit connection profiles as follows:

e e ———

| Prowy Settings  Connection Profiles

Lonnection sehings

Default RBequest Name:

Addaianal Request kifarmaticon;

Cinnelineg SeMmings Celoy SeEermm o View Omby
Hugto Wiew Only (=) Fuell Colar
Acthee Mode Grdey S<cile
Ok _ Cancel _Apply

— Default Request Name - Type the support request name for the customer.

— Additional Request Information - Type the support request information for the
customer.

— Connect Settings - Select either Auto View Only or Active Mode. When Auto View
Only is enabled, any mouse or keyboard action while a technician is connected triggers
the View Only mode. When Active Mode is enabled, users are in Active mode by
default while a technician is connected.

— Color Scheme for View Only - Select Full Color or Gray Scale. When Full Color is
selected and the user is in View Only mode, the technician view is in full color. When
Gray Scale is selected, the view is grey monochrome.

The MacOS Secure Virtual Assist windows and toolbar are very similar to the Windows version.
Any significant differences are noted elsewhere in this document.

Selecting a Secure Virtual Assist Mode

When you first launch Secure Virtual Assist, by default it will be in customer mode. To change
the mode, perform the following steps.
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Step1 Click Change Mode to select one of four possible modes.

£ Wirtual Assist Login 5.5.0.8 =
Settings  Help

E ) Cuskamer

Unattended
Support _) Technician

) ¥irkual Access

Unattended mode allows you to request support and receive service while away from
your spstem, Y'ou should contact your support technician to provide the technician
with the unattended mode pazsword and when service should occur,

Step 2 Select one of the following four Virtual Assist modes:

+ Customer - Select this mode to request support. For information on customer mode, see
the “Initiating a Secure Virtual Assist Session from the Customer View” section on page 93.

« Unattended - Select this mode to receive support help while you are away from your
computer. You will be prompted to enter a password, which the Technician can then enter
and assume control of your system without further confirmation from you. For information
on unattended mode, see the “Using Secure Virtual Assist in Unattended Mode” section on
page 106.

» Technician - Select this mode to service customers by remotely controlling their systems.
For information on Technician mode, see the “Launching a Secure Virtual Assist Technician
Session” section on page 85.

« Virtual Access - Select this mode to make your computer remotely accessible at all times
from the SSL VPN appliance. For information on Secure Virtual Access mode, see the
“Enabling a System for Secure Virtual Access” section on page 106.

Step 3 Click Change Mode again to login with the selected mode.

Launching a Secure Virtual Assist Technician Session

To launch a Virtual Assist Technician session to remotely assist customers, perform the
following steps.

Step 1 Launch Virtual Assist and select the Technician Mode.

£ Wirtual Assist Login 5.5.0.8 =
Settings  Help
) Server 1 wirtual sonicwall.com -
'.k".n
Username :  kech
Technician
Password ;| *eeeeees|
Enter your password,
Change Mode

Step 2 In the Server drop-down menu, select the IP address or domain name of the Dell SonicWALL
SRA appliance.

Step 3 Enter the Username and Password for the Technician account on the appliance.
Step4 Click Login.The Select Domain window displays.
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£ Wirtual Assist Login 5.5.0.8 =
Settings  Help

(]
[

Ciarnain : ocalDomain -

Cancel | [ [a]4

Select Diomain name for authentication.

Change Mode
Step 5 Select the Domain that the username is configured for and click OK.

Step 6 The Secure Virtual Assist standalone application launches.

prse— O D E DO & & © SEE——

Nicwr - ToslGommandsWindows: wbn (ht  Geden legaea e Calnes Faerd Shar |

E-nasd hivile B tensalul Coor [ Trasted Modz ] |
Cuztemer E mail

ull Scrzen | ] Auto Scaling (B Zoom %o w @ True Size
Full 5 "] fwto Scaling (8] Z 100 3 True s

@ Refrech 4 File Trandfer Chat I, SystemIrfn Qﬁ Rehant Customer « C#l Active Srreens » ) Racnid r::
Technician E-mail:

Additioral Message Dational, Madmu..

Foady Imvile
Logaing
"B 33 [[tersz]

Connected bo customer.

BTN
Cugtome Cigzonnected

643 |[rerse]
renected be mostomer

The Technician is now ready to assist customers.

Performing Secure Virtual Assist Technician Tasks

To get started, the Technician logs into the Dell SonicWALL SRA appliance and launches the
Secure Virtual Assist application.

Note Each Technician can only assist one customer at a time.

By default, the Virtual Assist window launches with the Virtual Assist toolbar at the top and the
rest of the window dedicated to the customer’s screen.To display the most common panes,
either click Expand or click View > Classic Layout. This will display the following panes:

*  Email Invite

» Logging
+ Chat
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» Service
Once the Technician has launched the Virtual Assist application, the Technician can assist
customers by performing the following tasks:

» “Inviting Customers by Email” on page 87

» “Assisting Customers” on page 87

« “Using the Windows Virtual Assist Taskbar and Tab Controls” on page 88

» “Using the Secure Virtual Assist File Transfer” on page 92

* “Changing the Secure Virtual Assist Level of Control” on page 105

- “Ending a Virtual Assist Session” on page 105

+ “Ending a Virtual Assist Session” on page 105

Inviting Customers by Email

Step 1 To invite a customer to Virtual Assist, use the email invitation form on the left of the Virtual
Assist window. If it is not displayed, click the Invite button in the toolbar.

Note Customers who launch Virtual Assist from an email invitation can only be assisted
by the Technician who sent the invitation. Customers who manually launch Virtual
Assist can be assisted by any Technician.

Step 2 Enter the customer’s email address in the Customer Email field.

Step 3 Optionally, enter Technician Email to use a different return email address than the default
Technician email. Some mail servers require that an email address be entered, and that it be
on a valid domain.

Step 4 Optionally, enter an Additional Message to the customer.
Step 5 Click Invite. The customer will receive an email with an HTML link to launch Virtual Assist.

Customers requesting assistance will appear in the Assistance Queue, and the duration of time
they have been waiting will be displayed.

Assisting Customers

A pop-up window in the bottom right task bar alerts the Technician when a customer is in the
assistance queue. The customer queue is also displayed in the Service window.

Step1 Double-click a customer’s user name to begin assisting the customer.

Service

Ticket ID Customer Technician Status Time BHapsed  lssue Description/Comments
Pending
(€ T00004  user Pending  0:00:28
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Note

Step 2

< Virtual Assist - 10.5.106.129 - tensa

View Tool Commands Windows

Exmail Invie.
Customer E-mail

Technician E-mail:

Addtional Message ({Optional, Maximu

-

Return a customer to the queue by right-clicking the user name on the Service List and
selecting Requeue. Someone else in a Technician role can then service this user. This is
useful if one Technician needs to hand off the user to another Technician, because of
differing areas of expertise or the end of shift.

The customer’s entire desktop is displayed in the bottom right window of the Secure Virtual
Assist application.

IBRREAE S = €

&
d

1 'S__ .Invrte Chat Service loggng Viewer Options Expand Abg
Ticket ID Customer Technician Status Time Hapsed  Issue Description/Comments
In Service
£& To0002 tensa userd In Service D:02:02

@ tensaFull Calor | Trusted Mode ] |

B8 Full Screen @) Auto Scaling @ Zoom 100% - + 4 True Size

(@ Refresh @ File Transfer . Chat I SystemInfo m Reboot Customer ~ 8 Active Screens » °5 Record ﬁ Request F

' ) Virtual OFfice x _

Ready Invite
16:53 | tensza)

Connected to customer.

<« C' | &bt //10.5.106.129/cgi-binfwelcomeMvirtual Office Perr =cessionExpired
SonicWALL | Sec

‘ ii ‘four session has expired

Username:

-
E
=

Solve PC issues: 4 important messa
5 total messanes

| 1 ]

The Technician now has complete control of the customer’s keyboard and mouse. The
customer can see all of the actions that the Technician performs.

During a Virtual Assist session, the customer is not locked out of their computer. Both the
Technician and customer can control the computer, although this may cause confusion and
consternation if they both attempt “to drive” at the same time.

The small tool bar in the bottom right of the screen provides options during a Virtual Assist
session:

Trusted/Active - Toggles to the View Only mode, where the Technician can view the
customer’s computer but cannot control the computer.

Chat - Initiates a chat window with the Technician.
End Virtual Assist - Terminates the session.

Using the Windows Virtual Assist Taskbar and Tab Controls
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The Technician’s view of Virtual Assist includes a Taskbar with a number of options.
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. |Invite

Chat
Invite - Displays the Email Invite pane.
Chat - Displays the chat window to communicate with the customer.

Service Logging “iewer Options Expand  About |_A
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Service - Displays the service queue of customers awaiting service.
Logging - Displays the log window.
Viewer - Displays or hides the entire Virtual Assist window.

Options - Displays Connection Profile and Connection Settings options.
Expand - Displays the Email Invite, Service, Logging, and Chat panes.
About - Displays the version information for the Secure Virtual Assist client.

Note Clicking the _ button in the bottom right corner of the Taskbar will minimize the view so only
the titles of the buttons are displayed, and not the icons. Clicking the x button in the top right
of the corner will close Virtual Assist.

You can also display additional shortcuts and controls by selecting View > Tab Controls for
Current Customer.

Wiew Tools Commands
[ wemer | Full e | | hew Oy |

| = o e ey | A " L
EB Full Sereen [ Auto Scaling | ) Zoom At Scab » 13- True Sze L Gray Scale

-E':: Refresh @ File Tander w Chat £} Jystem Info ﬂ'ﬁ'ﬂl:bm Custorner = Sl Actve Screens =

The following options appear at the top of the Virtual Assist window.

Customer System Information

[ Basic Information

Computer Mame:  SNWL-S1EADDZZ203
User Mame: Administrator
Operating System
Mame:  Windows P, Professional Service Pack 3 (build
Hardware Information:
Processor: Intel PENTILM =36
Physical Memory: 267894784 bytes, [used: 71%:]
Mebwork Information
Adapter Description: AMD PCMET Family PCI EEE
Adapter Address:  00-50-56-B4-1C-FB
Type:  Ethernet
IF Address: 10,103.227.10
IP Mask: 255,255.254.0
Gateway: 10,103.226.1
DHCFP Enabled: Mo
Have Wins: No

X

Full Screen - Expands the Virtual Assist window to the Technicians entire monitor.

Auto Scaling - Fits the customer’s screen to the Virtual Assist window.

Zoom - Customizes the zoom of the customer’s screen.

True Size - Zooms to the actual size of the customer’s monitor resolution.

Gray Scale - Change the display to gray scale instead of full color.

Refresh - Refreshes the customer’s screen.

File Transfer - Opens the File Transfer utility. See the “Using the Secure Virtual Assist File
Transfer” on page 92 for more information.

Chat - Opens a chat window with the customer.

Record - Records the Virtual Assist session in a .wmv file that can be shared with other
customers. The file is automatically named with the user name and the date and time the
recording was started (for example, Sue_EST_2013-2-12_09h47m43s.wmv). The file
location can be set on the Connection Settings window.

System Info -Provides detailed information to the Technician about the customer’s
computer.
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Reboot Customer - Reboot the customer’s computer. Unless you have Requested full
control, the customer will be warned about and given the opportunity to deny the reboot.
You can select either a basic reboot or to reboot into Safe Mode with Networking.

[G’i} Reboot Customer ']Ql A

[ Reboot
@Hebocﬂ to Safe Mode

Note WWhen rebooting, you will be prompted to enter the login credentials for the computer.

T

Please enter in your Logn Credentals for automatic fogn
after reboot. Be sure the informaton is correct o the reboot
orocess wil be interrupted,

Hate: Some Regatery changes wil be made, plaase alow

ol charges.
Uger Mame: |,5-:-
Pagdnerd: |nnnu
Duman: [
o | cancel |

Active Screens - Allows the Technician to switch to a second monitor if the customer’s
computer has more than one monitor configured, or display all monitors.

Request Full Control - Technicians can request full control of a customer’s desktop,
allowing them to reboot the system, delete files, or over-write files on the customer’s
computer without the customer being repeatedly prompted for permission. Select Request
Full Control under the Commands menu to issue a request that will appear on the
customer’s desktop.

o e
it

E
2 Grant Full control permission?
'\-‘/ ‘fou will not receive prompts prior ko certain actions such as file transfers if permission is granted.

Ok Cancel

Using the Windows Virtual Assist Taskbar and Tab Controls

In

R
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MacQOS, the taskbar contains the following buttons:

C «< H © M= & Y

efresh  Auto Scale  Full Screen  System Info Reboot Chat  File Transfer Hide Toolbar Grey Color

Refresh - Refreshes the display of the customer’s computer.
Auto Scale - Adjusts the screen to fit the window size.
Full Screen - Adjusts the screen to fill the entire window.

System Info -Displays detailed information about the customer’s computer similar to that
shown for a Windows computer.

Reboot - Reboot the customer’s computer. Unless you have Requested full control, the
customer will be warned about and given the opportunity to deny the reboot.



« Chat - Launches the text chat window to communicate with the customer. The technician
can also use the dedicated chat window in the bottom left window of the Secure Virtual
Assist application.

» File Transfer - Launches a window to transfer files to and from the customer’s computer.
see “Using the Secure Virtual Assist File Transfer” on page 92 for more information.

» Hide Toolbar - Hides the taskbar from view.

« Gray Color - Displays everything in grey monochrome

Using Additional Secure Virtual Assist Technician Commands

The Commands drop-down menu in the top left of the Virtual Assist window provides access
to several of the options described above along with additional options.

[ Commands
Get PC Control
Request Full Control

Active Screen 3

Open Remote Systermn Info Window
Open Remote Task Manager Window
Send Ctrl+Alt+Del

Open Remote Run Window

Open Remote Start Menu

Send Alt+Tab To Remote

Ctrl Key Down
Ctrl Key Up
Alt Key Down
Alt Key Up

+ Open Remote System Info Window - Opens the System Info Window on the customer’s
computer.

« Open Remote Task Manager Window - Opens the Task Manager on the customer’s
computer.

« Send Ctrl+Alt+Del - Enters Control-Alt-Delete on the customer’s computer.

+ Open Remote Run Menu - Opens the Run menu on the customer’s computer.

* Open Remote Start Menu - Opens the Start menu on the customer’s computer.

+ Send Alt+Tab to Remote - Enters Alt-Tab on the customer’s computer to toggle between
open windows.

+ Ctrl Key Down - Engages the Control key on the customer’s computer.

« Ctrl Key Up - Disengages the Control key on the customer’s computer.

» Alt Key Down - Engages the Alt key on the customer’s computer.

« Alt Key Up - Disengages the Alt key on the customer’s computer.
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Viewing Secure Virtual Assist Session Log

The Secure Virtual Assist Session Log window can be displayed by clicking the Logging button
in the Taskbar. The log displays a history of timestamped events for the session, such as
opening Chat or File Transfer, requesting Full Control, etc.

Loggin

Permizzion for full control denied. ;I
Customer must confirn before
certain actions may be taken,
12:52 | [ipollock]

Permizzion for full control granted.
Cusztomer will not be prompted for
certain actions.

12:52 | [ipollock]

Full Cantrol Permizsion has been
canceled by customer.

Fleaze request with the full control
button if you need full control
functionality.

12:52 | [ipollock]

Permizzion for full control granted.
Cusztomer will not be prompted for
certain actions.

Using the Secure Virtual Assist File Transfer

The File Transfer window is used to transfer files to and from the customer’s computer. The file
directory of the Technician’s computer is shown on the left and the customer’s computer on the

right.
" =
= File Transfer Manager = | ]
g TECHNICLAN : . CUSTOMER, [ |
£ macre L A | MACHE L L
Path; Path;
Hoame: Sae Modified gy | Maeme Saw Modified
] Local Disk -l ] Removable
- [D:] CO-A0M LA =[C:] Local Digkc
o
[ 0:] Hetwork w(D:] O-ROM
L) [ Deskiop ] D[ Deskinp |
3 [ My Documents | - 3 My Document=
(20 [ Nebwerk Favorites | |F [ Network Favorites 1

e i e52ann

& =

The File Transfer window functions in much the same manner as Windows Explorer or an FTP
program. Navigate the File Transfer window by double-clicking on folders and selecting files.
The File Transfer window includes the following controls:

» Desktop jumps to the desktop of the Technician’s or customer’s computer.

« Up ﬂ navigates up one directory on either the Technician’s or customer’s computer.

« Download 2 transfers the selected file or files from the Technician’s computer to the
customer’s computer.

« Upload ﬂ transfers the selected file or files from the customer’s computer to the
Technician’s computer.

« Delete @ deletes the selected file or files.

92 | SRA 7.5 User Guide



Note When deleting or overwriting files, the customer is warned and must give the
Technician permission unless the Technician has clicked the Request Full Control
button and the customer has confirmed.

* New folder |« creates a new folder in the selected directory.
+ Rename |=| renames the selected file or directory.

When a file is transferring, the transfer progress is displayed at the bottom of the File Transfer
window. Click the Exit button to cancel a transfer in progress.

Note File Transfer supports the transfer of single or multiple files. It does not currently support the
transfer of directories. To select multiple files, hold down the Ctrl button while clicking on the
files.

Initiating a Secure Virtual Assist Session from the Customer View

The following sections describe how to initiate and use Virtual Assist on the three supported
client platforms:

» “Initiating Secure Virtual Assist on a Windows Client” section on page 93

» “Initiating Secure Virtual Assist on a MacOS Client” section on page 97

» “Initiating Secure Virtual Assist on a Linux Client” section on page 100

» “Using Secure Virtual Assist” section on page 104

» “Using Secure Virtual Assist in Unattended Mode” section on page 106

» “Enabling a System for Secure Virtual Access” section on page 106

» “Using the Request Assistance Feature” section on page 110

Initiating Secure Virtual Assist on a Windows Client

To launch a Virtual Assist customer session to request help on your Windows computer,
perform the following steps:

Step1 There are several methods for accessing Virtual Assist:

« Navigate to the Virtual Assist home page using the URL provided by your Administrator or
support Technician.

« If you received an email invitation, click the link in the email or paste the URL into your Web
browser.
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» The login page of your Virtual Office may include a direct link to Virtual Assist as shown
below.

. SonicWALL | Virtual Office

Welcome to the Dell Virtual Office

The Dell SonicWALL Virtual Office provides easy and secure remote access
to your corporate network from anywhere on the Internet.

Username: ‘ ‘

Password: | |

Domain: | ocalDomain aul

Looking for technical assistance?
Redquest help with Virtual Assist

» Login to the Virtual Office and click the Request Assistance button.

Request @
Assistance
Get azsistance from & live technician.

)

» If set by an administrator, click the User Login link.

Tour Request Assistance Wait for Tech Install Software Receive Assistance

Take the Tour to learn how

Secure Virtual Assist works

To begin a secure virtual assist session with your technician, please enter your name and dick the
Request Assistance button. In just a few moments, there will be an established remote desktop
connection between your computer and your technician.

FAQ
Why do I have to install
software to receive
assistance?

What if I deal with sensitive

information?
i e o a Secure Virtual Assist Client
plug-n? Download for Windows

—

More FAQs >

Request help by saving the Secure Virtual Assist Client to your computer and running it.
‘fou may also go through the Webpage Request.

Mot looking for assistance? Login through the User Login page.

© 2013 Dell Inc.
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Step 2

Step 3

« If Secure Virtual Assist has already been installed, select the Secure Virtual Assist shortcut
from the Programs list under Window’s start button

The first time you launch Secure Virtual Assist, you will be prompted to install the Secure Virtual
Assist plugin and client.

Click the Allow button. A plugin installation window displays. Click Install Now. The Secure
Virtual Assist plugin and client installs. You may be prompted to restart your browser.

Software Installation _ x|

' Install add-ons only from authors whom you trust.

[ ] Malicious software can damage your computer or wialate your privacy.

Y¥ou have asked to instal the Fallawing item:

% ¥ALauncher (FonicWALL foc,)
L‘ hittps:ffvirtualassist, eng, sonicwall, com/vaLauncher, xpi

Install Mow Cancel

Note Chrome browsers require installation of the plug-in from the Chrome store.

Step 4

Step 5

Step 6

You can launch Virtual Assist either from the Virtual Office window or from a shortcut that is
added to your Programs list under Window’s start button. If the Server address is not auto-
propagated in the login window, enter the Server address. The server address can be either an
IP address, IPv6 address, or hostname of the Dell SonicWALL SRA appliance. IPv6 addresses
must be enclosed in brackets (the [ and ] symbols).

£ Wirtual Assist Login 5.5.0.8 =
Settings  Help
H Server assist,va, sonicwall, com| -
Request
Support
Request Support ] [ Appoint Technician
Enter the name or [P address of your support server.

Click Request Support to request assistance or Appoint Technician to request assistance
from a specific Technician.

If you receive the following security alert, click Unblock to allow Virtual Assist traffic through
the Windows firewall.
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9% |

= Windows Security Alert g|

o N
b i To help protect your computer, Windows Firewall has blocked
some features of thiz program.

Do you want to keep blocking this program?

D Mame: SWTunnel
PBublisher. Unknown

FKeep Blacking ] | Unblock | [ Ak Me Later

‘Windows Firewall has blocked this program from accepting connections from the
Internet or a network. |f vou recognize the program or trust the publizher, you can
unblock it. When should | unblock & program?

Step 7 If you selected Appoint Technician, a window listing all Technicians on duty appears. Select
the Technician you would like to assist you and click Request Support.

Your service request will be displayed to all Technicians if you do not select a specific
Technician. When you request a specific Technician, only that Technician will see your request.

Step 8 Select the portal for the requested Technician and click OK. If you do not select a portal, you
will be assisted by any Technician.

- <
£ Portals @

Q Please select the portal assodated with your
Technidan for service. Select none to have
your request serviceable to all Technidans.

no Portal Name
1 Virtualassist
2 VirtualOffice

L S

After selecting a portal, a certificate prompt appears, followed by an assistance code and/or
disclaimer if configured by the Administrator.

Step9 A pop-up window indicates that you are in the Virtual Assist queue. The Technician will be
alerted that you are ready. Click Cancel to cancel the Virtual Assist request.

< Waiting [F=5 [Eol 5
& A Technician will be available to help vou shortly, You
' may cancel your request anytime by clicking the Cancel
butkan,
‘four current time in gueue is: o:11
Information ] [ Cancel

lease inform the technician of your ticket ID located below,
lick. 'Information’ above to provide additional details,

‘four Ticket ID: TOODO1 Request Mame: User

Step 10 The Virtual Assist queue window provides two options:
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» Click the information to provide the Technician with information about your issue.

Add Information _X

Issue Description:

My computer done broke.

Technician Comments:

You can change the issue description below, no longer than 127 characters

Mow there is smoke coming out of my keyboard!

[ oK. l { Cancel ]

» Click the icon next to the Change Name line in the queue window to specify your name. By
default, the computer name is used unless the customer responded to an email invite which
displays the customer’s email address.

Change Customer Name ﬁ

Current Request Mame:
i ip-124

Mew Request Name:

Jane|

[ OK ][ Cancel I

h

Step 11 When the Technician initiates the session, the Virtual Assist toolbar appears in the bottom right
of your screen. The Technician now has control of your computer.

u Statuz [Trusted]

(7) Open Chat Dialog
iol Exit Wirtual Assist

Press Chil-al-T to
change to Active Status

Mo prompts will occur
while in Trusted Status

Step 12 For information on using Virtual Assist once the session is active, see “Using Secure Virtual
Assist” section on page 104.

Initiating Secure Virtual Assist on a MacOS Client

To launch a Virtual Assist customer session to request help on your MacOS computer, perform
the following steps:

Step1 There are several methods for accessing Virtual Assist:

« Navigate to the URL of the Virtual Assist home page that is provided by your support
Technician.

» If youreceived an email invitation, click the link in the email or paste the URL into your Web
browser.
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» The login page of your Virtual Office may include a direct link to Virtual Assist as shown
below.

SonicWALL | Virtual Office

Welcome to the Dell Virtual Office

The Dell SonicWALL Virtual Office provides easy and secure remote access
to your corporate network from anywhere on the Internet.

Username: [ |

Password: | |

Domain: | acalDomain =

Looking For technical assistance?
Request help with Yirtusl Assist

< Or you may need to login to the Virtual Office and click the Request Assistance button.

Request @
Assistance
et azsistance from a live technician.

P

Step 2 The first time you launch Virtual Assist, you will be prompted to allow the Secure Virtual Assist
applet to be installed on your computer. Click Allow.

An applet from “sslvpn.eng.sonicwall.com” is requesting
£ N access to your computer.

| @ The digital signature from “SonicWALL Inc.” has been verified. |

] Allow all applets from “sslvpn.eng.sonicwall.com” with this signature

T —— ——T—— |
® [ Show Details... ) ( Deny ) ( Allow )

Step 3 The Secure Virtual Assist client installs and launches. In the future, you can either launch

Virtual Assist either by navigating to the Virtual Office window in your browser, or you can
launch it directly from your Applications folder.

Step 4 If the Server address is not auto-propagated in the login window, enter the Server address and
click Request Support. The server address can be either an IP address, IPv6 address, or

hostname of the Dell SonicWALL SRA appliance. IPv6 addresses must be enclosed in brackets
(the [ and ] symbols).
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- Yala VirtualAssist

ﬁ Server:

=

Request Request Support
Support

Step 5 The list of Available Portals is displayed. To connect to a specific portal, select it and click OK.

To have your request be serviceable by all of the portals, click OK without selecting a specific
portal.

a.MNe Available Portals

Please select the portal associated with
yvour techneian for service. select none to
B _|

have your request serviceable to all

technicians
['No Portal Name
i 1 TestPortal
{2 VirtualOffice
OK Cancel

4

Your service request will be displayed to all Technicians if you do not select a specific
Technician. When you request a specific Technician, only that Technician will see your request.

Step 6 You may be prompted to enter an Assistance Code.

- Halsl Assistance Code

™ Assistance Code: ||
T '

OK, Cancel

Step 7 If prompted to read and accept a disclaimer, click OK.

Step 8 A pop-up window indicates that you are in the Virtual Assist queue. The Technician will be
alerted that you are ready. Click Cancel to cancel the Virtual Assist request.
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AaNn Waiting

A technician will be available to help you shortly, You
may cancel your request anytime by clicking the
Cancel button.

-

Your current time in queue is: 0:24

Add Information Cancel

Please inform the technician of your ticket ID located below.
Click "Add Information’ above to provide additional details

Your Ticket ID: TO0020 Request Name: derek-y...

Step9 The Virtual Assist queue window provides two options:
» Click Add information to provide the Technician with information about your issue.
» Click the icon next to the Request Name line in the queue window to specify your name.
By default, the computer name is used.

Step 10 When the Technician initiates the session, the Virtual Assist toolbar appears in the bottom right
of your screen. The Technician now has control of your computer.

4 ™ 7 Virual Assist

3
H Status [Trusted]

() Open Chat Dialog

iﬂl End Support

Press Ctrl+Alt+T to
change to Active Status

Mo Prompts will occur
when in Trusted Status

Step 11 For information on using Virtual Assist once the session is active, see “Using Secure Virtual
Assist” section on page 104.

Initiating Secure Virtual Assist on a Linux Client

Note Dell SonicWALL Secure Virtual Assist is fully tested on the Ubuntu distribution of Linux. It

has not been tested on other Linux distributions.

To launch a Virtual Assist customer session to request help on your Linux computer, perform
the following steps:

Step1 There are several methods for accessing Virtual Assist:
+ Navigate to the URL of the Virtual Assist home page that is provided by your support

Technician.

« If youreceived an email invitation, click the link in the email or paste the URL into your Web
browser.

» The login page of your Virtual Office may include a direct link to Virtual Assist as shown
below.
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SonicWALL \ Virtual Office

Welcome to the Dell Virtual Office

The Dell SonicWALL Virtual Office provides easy and secure remote access
to your corporate network from anywhere on the Internet.

Username: | |

Password: | |

Domzin:  LocalDomain e

Looking For kechnical assistance?
Request help with Yirtual Assist

Or you may need to login to the Virtual Office and click the Request Assistance button.

Request @
: @ Assistance
et azsistance from & live technician.

Step 2 You will be prompted to click the Virtual Assist Client Download for Linux button. It will
prompt you to download the “VACLinux.x86.tgz” file. Unpackage the file and run the “Install”
file. You can now launch Virtual Assist either from a shortcut on your desktop or by typing
VirtualAssistGui in the Terminal window.

Step 3 Optionally, you can enter your name and a summary of your issue and click Request Support.

You will then be prompted to install the Secure Virtual Assist client. After the installation is
complete, the Secure Virtual Assist client will launch automatically.
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Tour Request Assistance Wait for Tech Install Software Receive Assistance =
Take the Tour to learn how
Virtual Assist works

FAQ To begin a virtual assist session with your technician, please enter your name and click the
Why do | have to install Request Assistance button. In just a few moments, there will be an established remote
software to receive deskiop connection between your computer and your technician.

assistance?

What if | deal with sensitive
information?

How do | install the browser
plug-in?

Virtual Assist Client

Download for Linux

More FAQs =

Request help directly by saving the Virtual Assist Client to your computer, then
unpacking and running it.
e cwang

Issue Summary:
(128 characters maximum):

g Request Support

You will be asked to install software so that a technician can control your machine
remotely. You will always have overriding control of your machine throughout the

i -
coccinn

Step4 You can now launch Virtual Assist either from a shortcut on your desktop or by typing
VirtualAssistGui in the Terminal window.

Step 5 If the Server address is not auto-propagated in the login window, enter the Server address and
click Request Support. The server address can be either an IP address, IPv6 address, or
hostname of the Dell SonicWALL SRA appliance. IPv6 addresses must be enclosed in brackets
(the [ and ] symbols).
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® @ sSonicwall Virtual Assist

Settings Help

Server: |10.103.E-2.203 |v|

—_—

Request Support ‘ Request Support |

Step 6 The list of Available Portals is displayed. To connect to a specific portal, select it and click OK.

Step 7

Step 8
Step 9

Step 10 The Virtual Assist queue window provides two options:

To have your request be serviceable by all of the portals, select All Portals and click OK.

® Portals

Please select the portal associated
with your Technician for service.

All Portals b |v

All Portals
myofficel
VirtualOffice

You may be prompted to enter an Assistance Code.

® Assistance code

Enter the assistdnce code to
make the request:

| OK H Cancel‘

If prompted to read and accept a disclaimer, click OK.

A pop-up window indicates that you are in the Virtual Assist queue. The Technician will be

alerted that you are ready. Click Cancel to cancel the Virtual Assist request.

2 @ Sonicwall Virtual Assist

. A Technician will be available to help you shortly.
? You may cancel request anytime by clicking the
Cancel button.

%aur current time in queue is: 0:59

Add Information || Cancel

Please inform the technician of your ticket ID located below.
Click 'Add Infomtion' above to provide additional details.

Ticket ID: T00103 Mame: Kevin Change Name
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» Click Add information to provide the Technician with information about your issue.

& Add Information A

Support information:(Maximum 127 characters)

Input some information here... |

‘ OK || Cancel |

« Click the icon next to the Request Name line in the queue window to specify your name.
By default, the computer name is used.

£ cChange Customer Name

Current Request Name:
cwang

New Request Name:

| OK || Cancel |

Step 11 When the Technician initiates the session, the Virtual Assist toolbar appears in the bottom right
of your screen. The Technician now has control of your computer.

& @ sSonicwall Virtual

|

g Status [Trusted]
%) Open Chat Dialeg
Exit Virtual Assist

Prass Ctrl-Alt-U to
change to Active Status

Mo prompts will occur
while in Trusted Status

Step 12 For information on using Virtual Assist once the session is active, see “Using Secure Virtual
Assist” section on page 104.

Using Secure Virtual Assist

During a Virtual Assist session, you are not completely locked out of your computer. Both the
Technician and customer can control the computer, although this may cause confusion and
consternation if they both attempt to “drive” at the same time. You can resume control when the
Technician is not actively typing or moving the mouse. And you can end the session at any time
by clicking the End Virtual Assist button in the bottom right corner.
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Chatting with the Technician

To start chatting with the Technician assisting you, click the Chat button or enter Alt-c, which
opens an instant message chat session with the Technician. The Technician can also open a
Chat window to communicate with you.

To chat, type text in the Chat window and type Enter or click Send.

Changing the Secure Virtual Assist Level of Control

There are three levels of control that a customer can grant to the Technician:

* View Only - The Technician can view the customer’s computer but cannot control it. To
switch to View Only mode, click the Status (Active) button. The Status switches to (View
Only).

» Active - The Technician can control the customer’s computer, but the customer must give
permission for certain action—such as allowing the Technician to reboot the system, delete
files, or over-write files on the customer’s computer without the customer being repeatedly
prompted for permission. To switch from View Only mode to Active mode, click the Status
(View Only) button.

+ Trusted - The Technician has complete control of the customer’s computer. To toggle
between Trusted mode and Active mode, enter Ctrl-Alt-T.

Wirtual Assist Wirtual Assist

g Statuz [Wiew Only] g Status [Active) g Status [Trusted]

Wirtual Assist

(7&) u} Chat Dialog (7&) Open Chat Dialog @ Open Chat Dialog
L [/ Al ] 2 [AIC Al ] Lo [ A Al ]

i Exit irtual Assist i Exit Wirtual Assist @ Exit Wirtual Assist
o [ &+ £ Al ] o [ &l £ Aleg ] [ &+ £ Al ]
Press Chil-al-T to Press Chi-&l-T to
change to Trusted Status change to Active Status
Mo prompts will occur Mo proﬁgts will ooour
while in Trusted Status L while in Trasted Status

Note By default, Virtual Assist sessions are launched in Trusted mode. To modify this mode:

1. Click the Settings button on the top left corner of the window.
2. Select the Connection Settings tab.
3. Select either Auto View Only or Active Mode.

Ending a Virtual Assist Session

You can end the Virtual Assist session at anytime by clicking on the Exit Virtual Assist button
in the bottom right corner of the screen, or by entering Alt-q. This will end the Technician’s
control of your computer.
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Using Secure Virtual Assist in Unattended Mode

Note Unattended Mode is supported only on Windows clients.

Unattended Mode allows customers to set their computer to be accessible by a Technician at
a later time when the customer will not be available to click to confirm their consent. To set your
computer for Secure Virtual Assist Unattended Mode, perform the following tasks:

Step 1 Launch Virtual Assist.
Step 2 Click Change Mode, select Unattended, and click Change Mode again.

& virtual Assist Login 5.0.0.15 =
Settings  Help
E Server | I wvirbualassist, eng. sonicwall,com: 443 j

Password ; I helpme!|
Unattended
Suppork

Enter your password.

Change Mode |

Step 3 Select or enter the IP address or domain name of the SSL VPN server.

Step4 Enter a Password and click Login. The Waiting window displays and shows the length of time
you have been in the queue.

Step 5 You need to provide the Technician with the password you just defined. An easy way to do this
is to click Add Information and give the Technician your password.

Enabling a System for Secure Virtual Access

Note Secure Virtual Access is supported only on Windows clients. Secure Virtual Access is
installed automatically when Secure Virtual Assist is installed and can be accessed from the
Programs list under the Window’s start button.

Secure Virtual Access is similar to Secure Virtual Assist Unattended Mode in that Administrator
privileges are required to install these client features, and a Technician is prompted to provide
the password established during set-up to gain access to the system.

If Secure Virtual Access has been enabled on the Virtual Assist tab on the Portals > Portals
page of the management interface, users should see a link on the Virtual Office portal to set up
a system for Secure Virtual Access. The following process allows Secure Virtual Access to be
set up on a system.
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Step 1 Login to the Virtual Office portal through the system you wish to set up for Secure Virtual Access
and click the Virtual Access link.

Virtual ®

| Access
= Setup this system for
Wirtual Access Mode.

Step 2 A file should download with parameters to install the VASAC.exe file that will provide the
needed client for Secure Virtual Access mode. Save and run the file.

File Download - Security Warning X ]

Do you want to run or save this file?

1 Name: ...g.sonicwall.com-443-admin-VirtualOffice-10.exe
F 1
—_— Type: Application, 1.12MB
From: sslvpn.eng.sonicwall.com

[ Run [ Save ‘[ Cancel ]

While files from the Intemet can be useful, this file type can
\ r potentially ham your computer. If you do not trust the source, do not
- run or save this software. What's the risk?

Note Running the file directly from this dialog box may not work on some systems. Save the file
to the system and then run the application.

Step 3 Fill in the necessary information in the provided fields to set-up the system in Secure Virtual
Access mode and click OK.

« Server: This should be the name or IP address of the appliance the Technician normally
accesses the Virtual Office from outside the management interface (Do not include
“https://”).

« Computer Name: This is an identifier for the system to help differentiate between other
systems that may be waiting for support in the queue. This name will appear as a bookmark
name in the user portal of the owner.

+ Owner Name: This name must be a valid SRA appliance user name.

» Key: This is a key the Technician must enter prior to accessing the system through the
support queue.
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< Virtual Assist Login-7.0.0.8 5]

Settings  Help
P Server: +
ae Computer Name: =
Vir tual Owner Name: =
Access
Key: =

Enter the a Key to access this machine when connecting with the Virtual Assist
Client. The Key is displayed in plaintext .

Change Mode

Step4 When prompted, enter the name of the Portal the Technician would normally login to.
Step 5 After installation, the VASAC client should be left running in the desktop tray.

This system’s identifier name should now appear in the Technician’s support queue displayed
on the Secure Virtual Assist > Status page within the management interface.Upon double-
clicking the system listing, the Technician will be prompted to provide the password established
during system setup to gain Secure Virtual Access to the system.

Using Wake on Lan

When operating in Secure Virtual Access mode, a customer can allow a Technician to wake a
client running Virtual Assist on the LAN if both are in the same subnet. The client can be woken
when powered off, in the Sleep state, or in the Hibernate state. This feature can be enabled
globally, per portal, or from the client.

VW
Note To enable Wake Client, this feature must also be enabled on the portal and in the
BIOS of the client machine.

To enable Wake on Lan:

Step1 Configure Wake on Lan in the client PC BIOS by selecting the Wake-on-LAN option.
Step2 Configure Wake on Lan in the client PC Device Manager:
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Intel(R) 82579LM Gigabit Network Connection Properties 5

| General I Advanced I Driver I Details I Resources | Power Management L

E. Intel(R) 82573LM Gigabit Metwork Connection
]

Allow the computer to tum off this device to save power
Allow this device to wake the computer
[] Only allow a magic packet to wake the computer

Waming: K this is a laptop computer and you run it using batteny power,
allowing the network adapter to wake the computer could drain the batteny
more quickly. it might alse cause the laptop to become very hot if it wakes
up while packed in a camying case.

[ ok || cancel |

- o

1. Open Device Manager by right-clicking the Computer icon on the client PC desktop,
selecting Properties from the drop-down list, and then selecting Device Manager.

2. Expand the Network adapters folder and select the Network Connection used for Virtual

Access.

3. Click the Power Management tab and check the Allow the device to wake the computer
check box.

4. Click OK.

Step 3 While in the Secure Virtual Access mode, select Enable WOL from the Virtual Access menu.

Settings

Change Virtual Access Parameters
Run Virtual Access at Startup

¥ Wake-on-Lan

| Exit Virtual Access

If the client PC sleeps, shuts down, or hibernates, the pending client enters the Offline state,
where it can be woken by a Technician.

Step 4 Next, a Virtual Assist Technician double-clicks the customer’s entry in the Pending List and the
client PC is woken automatically.

Note If the client PC cannot be woken, reinstall the Wake-on-Lan software, and reconfigure the
client PC.
The customer may end the service session at any time.

Ending Secure Virtual Access Mode
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Disconnecting from a Secure Virtual Access session will place the system back in the support
queue for later access by the Technician. From the personal system-side, the user/Technician
may uninstall or terminate the application from the tray option icons.

An Administrator can forcibly remove a system from the queue. If this occurs, the Secure Virtual
Access system should no longer attempt to connect to the support queue and should display
an error message.

Using the Request Assistance Feature

If the Display Request Help Button option has been enabled on the Virtual Assist tab on the
Portals > Portals page of the management interface, users will see the Request Assistance
button on the Virtual Office portal. By clicking this button on the portal, the user is placed in the
Virtual Assist support queue for assistance.

~— >\ Request ®
@ Assistance
Get azsistance from a live technician.

For information on using Virtual Assist from the customer perspective, see “Initiating a Secure
Virtual Assist Session from the Customer View” on page 93.
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Using Secure Virtual Meeting

To set up a Virtual Meeting the meeting Coordinator performs the following steps:

Log in

Schedule a meeting

Invite meeting attendees

Optionally, create a poll for the invited attendees
Start the meeting

Use meeting features during a meeting

End the meeting

The functions you are allowed to perform depend on your role and whether a meeting is in
progress. The following sections describe roles and how to use Secure Virtual Meeting:

User Roles

“Installing and Launching Secure Virtual Assist” section on page 80
“Configuring Secure Virtual Assist Settings” section on page 81
“Selecting a Secure Virtual Assist Mode” section on page 84

Secure Virtual Meeting has several user roles:

Coordinator (Owner of the meeting) - The Coordinator must be a Dell SonicWALL SRA
user on the appliance. The Coordinator schedules, sets up, and controls the meeting. In
addition, the Coordinator has the sole power to promote a Participant to the Assistant.

Assistant (Coordinator-designated Assistant) - The Coordinator selects an Assistant from
the list of available Participants and assigns the Assistant privileges. When the Coordinator
exits the meeting, the Assistant automatically becomes the Coordinator. A meeting may
have multiple Assistants, each with the same or a different set of privileges. An Assistant
need not be a user of the SSL-VPN appliance. Possible Assistant privileges are:

— Start/End Meeting

— Set Host

— Open Polling

— Share Files

— Set/Unset View Only
— Invite Participants

— Kick out Participants
— Reschedule Meeting

Host - The Host is a Participant who shares their desktop with all Participants in the
meeting. When a meeting begins, the Host’s desktop is shown to all Participants.

The Host can be changed by the Coordinator during the meeting by selecting any available
Participant. If a Host is not explicitly set when the meeting starts, the Coordinator becomes
the Host. Only one Participant is designated as the Host at any one time.

Only the Host can control the Host System, unless the Host grants permission when a
Participant requests control. The Host may also give control to any Participant by selecting
the Participant from the Meeting Members list. Only one Participant can control the Host
System at any one time. When a Participant takes control of the Host System, he loses
control as soon as the Host moves his mouse pointer on the screen. The meeting control
permission state is visible to all Participants while in the lobby.
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» Participant (User with credentials to join the meeting) - A Participant must enter a meeting
code before they can join a meeting. The code required to join the meeting is determined
by the Coordinator prior to the meeting. After joining a meeting, the Participant can view the
shared desktop and chat with another attendee privately or type a message in the Chat
window that is visible to all attendees. A Participant becomes the Assistant if selected by
the Coordinator or by an Assistant who has the required privilege.

» View-only Participant (User with limited meeting capabilities) - The Coordinator may
designate any Participant as a View-only Participant. A View-only Participant cannot be
assigned any privileges nor become an Assistant or Host.

Roles are switched before or during a meeting. A Coordinator or Assistant with necessary
privileges can change the roles of any Participant during the meeting. A Participant wishing to
become the Host must request permission from the Coordinator.

Coordinator Role

The Virtual Meeting Coordinator performs the following tasks:

Coordinator Tasks

Description

Log In
Set Up a Meeting

Perform Lobby Functions

Control Roles

Revise Meeting Settings

Log Actions and Mes-
sages

Start a Meeting

Use the Control Menu
During a Meeting

Create Email Invites
Poll Participants
Share Files

Text Chat

Share Desktop

Use a White Board

Record meetings

Start Voice Conversations
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Log in from a Virtual Meeting client using SRA credentials.

Set up a meeting by scheduling a time and creating a meeting code that
allows meeting members to join the meeting.

Access various meeting functions in the lobby before or during a meeting.

Control what meeting members may do and appoint an Assistant to help
facilitate the meeting.

Set up a proxy or modify login profiles for meetings.

Review a log of actions that occurred and view any warning or error message
details that may require attention.

Start a meeting immediately or at the scheduled time.
Access functions available while a meeting is active.

Invite meeting members through email before or during a meeting.
Create a poll for attendees to participate in.

Share a file with Participants that they can download.

Chat with everyone or specific individuals in a meeting.

Share specific windows or all of your desktop with Participants.

Display a white board where objects, text, and highlighting can be added and
view by Participants.

Record meeting sessions in a .wmv file.
Start a conversation where Participants can hear you.




Logging In

A Participant can join a Virtual Meeting by clicking a link in the email invite or by logging into

the Virtual Meeting client if the Administrator has enabled Join Without an Invitation on the AMC
Secure Virtual Meeting > Settings page. To login from an installed Virtual Meeting, click the
Host button.

MName: |

Server:

Password:

[

Welcome to SonicWALL Secure Virtual Meeting! Please enter the server name or IP

Flease enter your usemame and password.
address to begin the meeting.

Only SRA users can be a Coordinator under normal circumstances, so SRA credentials are
required for Coordinator login. However, a non-SRA user can become the Coordinator if the
Participant is chosen as an Assistant and the Coordinator quits the meeting.

The meeting application can alternatively be accessed directly from the Virtual Office on an
SRA 4600, SRA 4200, and Virtual Appliance.

f™ Virtual ()

¢ Meeting
“ Host a web meeting

with collegues.

A Domains drop-down list is displayed if the user belongs to multiple domains, and a Portals
drop-down list is shown if Virtual Meeting is enabled on multiple portals. Otherwise, the domain
and portal is automatically selected.

Settings  Help Settings  Help

Available Domains:

g

Available Portals:

i__ r TestPortal

[ OK ] [ Cancel ]

Please enter the domain or choose one from the combo box. MNote that the domain is
case-sensitive.

Please choose the portal where you wart to login.

Select the desired portal to be used for the meeting. Only Participants who are in the selected
portal will be able to join the meeting.
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Setting up a Meeting

Once logged into the system, the option to create a meeting is available. If a meeting is already
created you may view the details of the meeting by right-clicking the desired meeting and

selecting Properties.

Settings Help

Available Meetings

Name Owner

test admin

Create ] [ Join

] [ Cancel ]

Please select the meeting you want to join.

Settings Help

Meeting Owner:
Meeting Start Time:
Meeting End Time:

Meeting Details

Meeting Mame:  test

admin
2012/03/26 11:30
2012/03/26 12:00
Waiting

Share none

Meeting State:
Sharing State:

Meeting Members: 0
Meeting Description:

Meeting Mame:

Meeting Code:

Starting Date: 3262012  «  Time:

Ending Date:

3/26/2012 -  Time:

Meeting Description:

Required E-mail(s):
Optional E-mail (s):
Coordinator's E-mail (Optional):

Addtional Message (Optional):

Go to the meeting lobby directly

11:30

12:00

-

& Meeting Save List

[ Save ] [

view | [ starthNow | [ ok

Welcome to SonicWALL Secure Vitual Mesting

Meeting Name Creator Create Time
savedmeeting admin 2012/03/26 11:05
Edit Delete Load

To set up a meeting enter a Meeting Name, Meeting Code, Starting Date and Time, and
Ending Date and Time. The meeting code will be entered by all Participants wishing to join the

meeting. If you want to invite attendees and the Email fields are not visible, click the down
arrow button directly below the Ending Date field. You can then identify who should receive

meeting email invitations.
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Use the buttons across the bottom of the window to perform the following functions:

Save Saves the meeting for future editing.
View Displays previously saved meetings.
Start Now Starts the meeting immediately with the current user system time, and

enter the lobby.

OK Start the meeting immediately at the next available time slot (based on
the current time), and enter the lobby.

After you create a meeting, you enter the meeting’s lobby automatically.

& Secure Virtual Meeting - 7.0.0.8 [
Settings Help

jo. 20 A

m Meeting Name: meeting1
m Meeting State: Waiting

Meeting Members:

Name Role State

admin Partidpant (Coordinator)  Waiting

Chat

To:  All Partidpants - Send

‘ Please select the host. ‘

‘ Welcome to SonicWALL Secure Vitual Meeting ‘

When a meeting is scheduled for a later time, the Coordinator exits the meeting and returns to
the lobby at the meeting start time. If the Allow starting meeting without meeting creator setting
is disabled and the Coordinator has not joined the meeting by the start time, the participants
will be kept waiting in the lobby until the scheduled meeting end time (when all participants
automatically exit the lobby). If the Allow starting meeting without meeting creator setting
is enabled and the Coordinator has not joined the meeting by the start time, within two minutes
past the scheduled start time, an existing participant is chosen randomly to become the
Coordinator.

If the Coordinator enters but does not start the meeting, when the meeting time ends the
Coordinator receives a notification to reschedule or end the meeting. When the end time is
reached, the meeting ends and all meeting members automatically exit the meeting.
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In the lobby you can manage the meeting, set roles, and many other functions described in
“Performing Lobby Functions” on page 116, depending on your role.

Performing Lobby Functions

The following functions can be performed from the lobby by clicking buttons at the top:

N

2P

b

=

&)
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Clicking the Start Meeting button starts the meeting. Only the Coordinator and
Assistant can start a meeting.

When a meeting is started, the Start Meeting button changes to the Stop Meeting
button. Clicking the Stop Meeting button ends the meeting. Only the Coordinator and
Assistant can end the meeting.

Clicking the Polling button opens the polling window where you can load, edit, and start
a poll for Participants currently in the meeting. Only the Coordinator and Assistant can
initiate polling. Polling details are described in“Polling” on page 123.

Clicking the White Board button displays a white board to all meeting Participants
where the Coordinator can add objects, text, and highlighting. White board is available
only during a meeting. White board details are described in“Using a White Board” on
page 125.

Clicking the File Share button opens the file share window where you can select files for
Participants to download and monitor Participants’ downloads. Only the Coordinator and
Assistant can initiate file sharing. Details are described in“File Sharing” on page 126.

Clicking the Start Voice Conversation button shares voice communication with
Participants in the meeting lobby. Only the Host can be heard. Voice Conversation
details are described in“Starting Voice Conversation” on page 127.

When a voice conversation is started, the Start Voice Conversation button changes to
the Stop Voice Conversation button. Clicking the Stop Voice Conversation button
ends voice communication. Voice Conversation details are described in“Starting Voice
Conversation” on page 127.

Clicking the Invite button sends an email invitation to Participants. Only the Coordinator
and Assistant can invite Participants. Invite details are described in “Creating Email
Invites” on page 122.

Clicking the Start Sharing button shares the Host desktop with all Participants in the
meeting. Sharing is only available during a meeting.

When a desktop is being shared, the Start Sharing button changes to the Stop Sharing
button. Clicking the Stop Sharing button stops sharing the Host System desktop. Only
the Host can stop sharing.

Clicking the Request Control button requests that the Host give you control of the
keyboard and mouse. Only Participants who aren’t the Host can request control.

.Clicking the Reschedule Meeting button reschedules the meeting start and end times.
Only the Coordinator and Assistant can reschedule a meeting.

Clicking the Request Host button informs the Host that you want to become the Host
and share your desktop. Only Participants who are not currently the Host can request to
become the Host.

Clicking the Quit button exits the meeting and return to the meeting selection window.
Anyone in the meeting can quit the meeting.



Controlling Roles

The Coordinator and Assistant can change a meeting member’s role by right clicking the
meeting member’s name and selecting a role from the drop-down menu.

Pass KeyBoard and Mouse Control
Set as Host

Set as Assist

Set as view-only

Kick Out

The following options may appear, depending on permissions and the meeting member’s
current role.

Option User Description

Pass Keyboard and Host Allow the selected Participant to control the Host's PC.

Mouse Control

Coordinator
Assistants with Set Host permission

Set as Host Set the selected Participant to be the Host.

Coordinator Set the selected Participant to be the Assistant. An
Assistant has privileges similar to the Coordinator,
depending on the settings selected by the Coordinator as

shown below.

Set as Assistant

Set as view-only Coordinator Set the selected Participant to view-only mode so the

Assistant Participant can only view the Host desktop (cannot
request control).
Kick out Coordinator Remove the selected Participant from the meeting.
Assistant
F —~ - — - B
Wi Assistant Pem'n_ssmn Settlng_-‘ - &J
Assistant Permissions
[T start { End Meeting [ Set Host

[ open Polling [ set f Unset View Only
[7] tnvite Participants [~ kick out participant

["| reschedule Meeting

DAl () Inverse (D) Mone [ oK ] I P——
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Revising Meeting Settings

Proxy Settings

For setups that require a proxy, click the Settings tab in the Virtual Meeting window, and check
the Enable Proxy Settings check box.

& Secure Virtual Meeting - 7.0.0.8 [ = |

Help |

Settings

=52

-
J 4 Settings

Proxy Settings |Connechon Profiles | General Settings

[C]Enable Proxy Settings

™ @ Automatically detect settings

Use automatic configuration script

User Proxy Server

[ Internet Explorer proxy settings ]

Cancel | [ apply |

Enter the proper information to utilize the proxy or click the Internet Explorer proxy settings
button to automatically import the proxy settings used by Internet Explorer.

Connection Profiles

For users accessing different appliances, profiles are shown on the Connection Profiles
window. Information about the server currently in use is automatically populated for
convenience.

& Secure Virtual Meeting - 7.0.0.8 [ = ]
Settings Help |
J & Settings Iﬂ
Proxy Settings | Connection Profiles | General Settings
Y :ﬁ: Cannection Profiles:
Server User
10.0.61,1:443 admin
10.0.61.6:443 admin
] T r
[ OK l [ Cancel ] [ Apply l

To remove all connection profiles, click the Remove All button. To remove a specific connection
profile, select the connection profile and click the Remove button.
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General Settings

The General Settings tab is used to select the location where recordings will be saved, select
the Voice Transmission method, and enable or disable the Participant Mark feature.

4 Secure Virtual Meeting - 7.0.0.8 [ = |

Settings  Help |

Jri Settings @‘

| Proxy Settings I Connection Profiles | General Settings

%
M e 'y
Save recordings to:

C:\Users\pday\Documents\Secure Virtual b E]

Woice Transmission Method:

[Aute -

Enable the partidpant mark

oK ] [ Cancel ] [ Apply ]

e ’s

To change the default settings:

» Click the E] Browse button and select the location where you want to save meeting
recordings.

» Select the protocol to use for transmitting voice conversations from the Voice
Transmission Method drop-down list.

» Check the Enable the participant mark check box to enable this feature. The Participant
Mark feature, which is enabled by default, allows Participants to double-click something on
the Host’s desktop while it is being shared to call the Host’s attention to it. The Participant
Mark is displayed on the shared desktop in the area where the Participant double-clicked.
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Logging Actions and Messages

The Log Viewer displays all event log data, which includes actions taken during a meeting and
any errors that occur. The Log helps you keep track of events that occur in a meeting and shows
all actions performed by meeting Participants. Use the error and warning events in the log to
take the appropriate corrective action, if necessary.

I Log Viewer (22|
File Action
Level Time User Role Information -
w0 | Luoipwoea || |login:Multiple Portals. |
O mro 1-11-2012 10:22  derek Lagin OK.
OINFO 1-11-2012 10:22  derek Create the virtual meeting se
OINFO 1-11-2012 10:22  derek Create meeting OK.
OINFO 1-11-2012 10:22  derek particpant (coor...  Start the meeting.
UINFO 1-11-2012 10:26  derek host {(coordinator)  Set cyu as a host L
OINFO 1-11-2012 10:26  derek partidpant (coor... Meeting start to share the sc| =~
UINFO 1-11-2012 10:26  derek particpant (coor...  Partidpant sharing state : stz
OINFO 1-11-2012 10:26  derek participant {coor... Partidpant sharing state : re:
UINFO 1-11-2012 10:27  derek particpant (coor...  derek accepts to be a host
OINFO 1-11-2012 10:27  derek particpant (coor... Setderek as a host
OINFO 1-11-2012 10:27  derek participant (coor...  Particpant sharing state : chi
OINFO 1-11-2012 10:27  derek host (coordinator)  Host start sharing screen. |
UINFO 1-11-2012 10:28  derek host (coordinator)  Meeting start to share the sc
OINFO 1-11-2012 10:28  derek host (coordinator)  Host sharing state : ready.
Ehren 1-11.7117 1727 Aaral- hnct frnnrdinatart Erd tha maatina
1| 11 }
Information:
Login: Multiple Portals.

Using the Control Menu during a Meeting

120

The Control Menu is available at the top of a shared desktop when the Host shares the desktop
during an active meeting.

YEDEEDE

Invite  Poling Record  Chat |L|:||3I:r'_.r |Op1ions About -

#:5r-The Invite button is available for the Coordinator or Assistants with invite permission. It
opens the invite dialog if the lobby is not open. Invite details are described in “Creating Email
Invites” on page 122.

F=Y
R The Polling button is available for the Coordinator or Assistants with polling permission.
It opens the polling dialog detailed in “Polling” on page 123.

¥ The Chat button is available for all Participants, including View-only Participants. It opens
a chat dialog if the lobby is not open. Chat details are described in “Text Chatting” on page 128.
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Eﬁ The Lobby button is available for all meeting members, including View-only Participants.
If the lobby is hidden during a meeting, it displays the lobby window when the Host is sharing
the screen.

@ The Options button opens the Meeting Settings window described in “Revising Meeting
Settings” on page 118 and is available for all Participants.

L:Efl The Viewer button is available for all Participants except the Host. It toggles the window
between the Participant’'s window and the Host’s desktop.

@ The About button opens the About dialog, which identifies the Secure Virtual Meeting
client and version. The About button is available for all meeting members, including View-only
Participants.

e,
' In addition, Participants can double-click something on the Host’s desktop while it is
being shared to call the Host’s attention to it. The Participant Mark will be displayed on the
shared desktop in the area where the Participant double-clicked. This feature, which is enabled
by default, is enabled/disabled on the Settings > General Settings tab.

The drop-down arrow shown on the right of the Control Menu opens a list of additional features:
Per-App Sharing, White Board, and Annotation:

_ P — X
= F; |—1 {C}} "

A o B G5 @

Ivite Poling Record Chat  Lobby Options About J U= Per-App sharing

White Board
Annotation

Per-App Sharing allows the Coordinator to select specific windows to share with meeting
Participants instead of sharing the entire desktop. Selecting this feature displays a window
where the windows are chosen.

Shared Windows

Application Window Title

-j Deskbop

-j Taskbar

-j 7.0 Release

[%XGrab

@HAProject Project - Source Insight - [Search Results]
W urtitled - Paint

(%) Select Al ) Unselect all
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White Board displays a white board and is also displayed on the Lobby toolbar. See “Using a
White Board” on page 125 for additional information.

Annotation allows any meeting Participant to add text, objects, and highlighting to a white
board using the white board toolbar, as described in “Using a White Board” on page 125.

%g#,s00Med P iMNE_J> -0 |

Creating Email Invites
Invitations can be sent when creating the meeting or while in an active meeting.
r] Settings  Help

Meeting Name;

e

Starting Date: U102 =  Timae: 0900 -

Endnglate: a1z~ Tme: 03 -

" E-mail Invite =

Required E-mailig): Mo ting Descrpbon:
! (e
Optional E-mail(s):

E] Rieuared E-mai(s): —]

Coordinators E-mail (Optional): Opbonal E-mal(s):

Coondnator's E-mal (Dptonal):

Additional Message (Optional): Addbonal Message (Ophonal):

—)

[Csmve | [ wew | [starthion | [_ok | [ caneml |

welcome (o use vitual mesting

-

Ready. Close Invite

Note Email settings must be configured in the management console Log > Settings page before
Virtual Meeting email can be sent.
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Polling

To invite someone to a Virtual Meeting, enter the email address and click Invite. Additional

fields are optional. Invited users receive an email similar to the following:

+" Accept v| 2 Tentative v| ¥ Dedline v| % Propose New Time v| :‘ﬁ Calendar...

Meeting Invitation
vmeeting@sonicwall.com

@ Please respond.

Required: Srinidhi Sundar

When: Tuesday, January 21, 2014 7:30 PM-3:00 PM
Location:  SonicWall S5LVPN VirtualMeeting

Tuesday, January 21

—7pm|
Mé&ing Iﬁvitatioﬁ: .S-:unic;.‘:'.all SSL.';'Ii‘I‘-l 'v"ilt.u.all'-.1ee.ti|.1g_. '-.-'|1ieétingé‘-s.-:uni.:v\.:al.l.c-:uln. ;

800
900

A meeting invitation has been generated for vou by: user2.

The meeting's start time is 2014/01/21 06:00 and the end time is 2014/01/21 06:30 (UTC -8:00).
You can join the meeting with the meeting code: 1.

Meeting Description : .

Click the link below to join the meeting.
https:/10.5.106.129/cgi-bin/'meetingstart Tinvitebvurl=true&meeting=0iZj2cEQ

e

meetinginvite.ics

After receiving the email invitation, attendees click the link in the email, which accesses the
appliance to join the meeting. If the Secure Virtual Meeting plug-in is installed, it automatically
downloads and launches the application and puts the attendee into the meeting. Alternatively,

attendees can manually download the Secure Virtual Meeting plug-in and run it as an

application. Both cases will provide meeting access.

Click the L& Open Polling button to display the Polling window where you can create polls
and define the polling questions.
(& Polling e [
E L L
9]
i
Question: Mew Multiple choice (Single Answer) hd
Multiple choice (Single Answer)
Multiple choice (Multiple Answers)
Answer: Add Short answer ‘
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Create new questions by clicking the | mew Jand| a4 | puttons. There are three
question types:

« Multiple choice (single answer)
» Multiple choice (multiple answer)
« Short answer
Use the buttons at the top of the window to:

~ The Open Virtual Meeting Poll Files button opens any saved polling questions and
possible answers.

= The Save Virtual Meeting Poll File button saves the current polling questions and
answers.

)
The Edit button is used to edit the currently selected polling question or answer.

=
The Clear button erases ALL polling questions and answers.
The Up and Down buttons change the order of the selected questions or possible
answers.

Click the | .22enPalina | 1 tton to start polling and send the poll to the selected Participants to
answer.

& Polling )

quiz1
Caa
bbb
Cce
Cdd
quiz2
[Caa
[bb
e
[ dd
quiz3

-

Submit

ke e —
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Polling feedback window

Feedback from the poll is returned to the poll initiator when answers are submitted and when
the End Polling button is clicked. The collected feedback is displayed as shown below. Click
the green bar to display detailed information for each answer.

— 5
2 Poliing » | - S|
= ’
. 11 i
Mo Answer. o1
quiz2
Ma. 11
b o1
e 11
[a. o1
e w1 |E
Mo Answer. 01
text edit
Answers. i1
Mo Answer o1 i
Question: New Multiple choice (Single Answer)
Answer:
New Polling
. .
Using a White Board

The Host can share a white board with Participants. Text, objects, and highlighting, which can
be customized, are added to the white board using the toolbar at the top of the white board.

14 White Board =N ===
i &P / CEEEEl NN R (M

m

The white board contains the following tools:
% Select tool is a pointer used to point to objects on the white board. The user cannot add
anything on the white board until another tool is selected.

=Y

i Pen tool is used to draw a freehand shape. The pen’s color (default black) and line width
(1-100pt, default 8pt) are configurable with the Customization tools.

&
Highlighter tool is another kind of pen used to draw a transparent freehand shape. The

highlighter width (1-100pt, default 16pt) and transparency saturation (1-100, default 50) is
configurable with the Customization tools. The transparency saturation is adjusted by

/ Line tool draws a straight line. The line color (default black) and weight (1-100pt, default
10pt) are configurable with the Customization tools.
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File Sharing

DRectangIe tool draws a rectangle. The rectangle edge color (default black), fill color (default
transparent), and edge weight (1-100pt, default 5pt) are configurable with the Customization
tools.

Ellipse tool draws an ellipse on the white board. The ellipse color (default black), fill color
(default transparent), and edge weight (1-100pt, default 5pt) are configurable with the
Customization tools.

Text tool adds text on the white board. The text’s color, font, font size, and style (default
Arial 20pt) are configurable with the Customization tools.

(/ Eraser tool erases anything on the white board. The eraser width (default 20pt) is
configurable with the Customization tools.

|

"----’:Clear All Contents tool erases all contents on the white board.

Customization Tools: e NN[ME” '] ZD‘ T E

Width BackgroundiFill Color Paint Size
Foreground/Pen Color Font Bold Ralic Underline
The Host can share files with Participants during a meeting. Click the ~ File Sharing button

to display the File Sharing window where you can select a file to share with Participants and
monitor downloads.
(g Sharing File |

File

Sharing Files:

Sharing Files
) sharedFile. doc

Sharing File Settings:
@ ALL () Custom

Users

Publish ][ Cancel
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To share a file, select File > Select File from the menu on the Sharing File window and select
the file. By default, the file will be shared with all meeting Participants. To share the file with
specific meeting Participants select Customize. Next, click Publish to notify Participants that
a file is available for download.To change the list of Participants who can download the file,
right-click the file and select Setting at any time. To remove the file from the download list, right-
click the file and select Remove at any time.

When afile is published, the selected Participants receive a notification in the lower right corner

of their screens. Download the file by clicking the 7 File Sharing button, right-clicking the

file and selecting Download, and then right-clicking the file and selecting Open once the file
has been downloaded,

& Sharing File (===
File Name Status Progress
Network Security With Opens. .. [llgEl =) 100%
Open
Download
4 n 3
Close

Starting Voice Conversation

The Coordinator can share one-way voice communication with meeting Participants. Only the
Host can be heard. When voice communication is started an icon appears on the Meeting
Members section of the Lobby window next to each meeting Participant.

Meeting Members:

Mame Role State

hali Participant (Coordinator)  Waiting
Sue Host Waiting
Tom Host Waiting

To use voice communication:

1. Click the Start Voice Conversation button to open voice communication with
Participants in the meeting lobby.

2. When a voice conversation starts, the & Start Voice Conversation button changes to
the Stop Voice Conversation button. Click the Stop Voice Conversation button to end
voice communication.
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Text Chatting

Chat with all attendees in the meeting or have a private chat with one or more selected
attendees, including View-only Participants.

Chat s @

To:

Chat

All Participants - Send

To: Al Participants -

If the lobby is hidden, click <= on the control menu once the meeting has started and the Host
is sharing the screen. The chat window is displayed in a stand-alone chat window.

Recording a Meeting

Any meeting Participant can record the meeting screens in a .wmv file. The file is automatically
named with the Host’'s name and the date and time the recording was started (for example,
Holi_EST_2013-2-12_09h47m43s.wmv). The file location can be set on the Connection
Settings window.

To record a meeting:

1.

Click the Record button to start recording, which displays recording controls at the
bottom right of the window.

@ 11 ® o0:00:00 F

Use the recording controls t~ <tart, Pause, and Stop the recording.

When recording starts, the ~© Record button changes to the Stop Recording button.
Click the Stop Recording button to end recording.

Participant Role

Participants can be designated as View-only Participants or regular Participants. View-only Participants enter and
exit meetings like other Participants, but cannot perform most functions. However, they can be kicked out of
meetings like other regular Participants. Regular Participants can also:
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Respond to polls

Download shared files

Text chat

Request control of the Host keyboard and mouse

Request to become the Host and share the Participant’s desktop
Become the Assistant

Become a View-only Assistant



Login

Participants click the link from the meeting email invitation or type the server name or IP
address in the Server field of the Secure Virtual Meeting window.

Settings  Help Settings  Help

Available Portals:
Server:
. . TestPortal

Welcome to SonicWALL Secure Virual Meeting! Please enterthe server name or IP Please choose the portal where you want to login.
address to begin the meeting.

If necessary, select the proper meeting portal. All available meetings are displayed.
72 Secure Virtual Mes (==

Settings  Help

Meeting Details

Available Meetings Meeting Mame:  test

MName Owner Meeting Owner:  admin
' test admin Meeting Start Time:  2012/03/26 11:30
Meeting End Time:  2012/03/26 12:00
Meeting State:  Waiting
Sharing State:  Share none
Meeting Members: 0

Create ] [ Join ] [ Cancel ] Meeting Description: A

Please select the meeting you want to join.

Select the meeting to join and click the Join button. The following prompt is displayed if you

are required to enter a meeting code to join the meeting.

Settings  Help

Please enter the meeting code to join meeting.

g Meeting Code: |

Please input the meeting code.
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Enter the meeting code that was provided in the meeting email invitation and click the OK
button to join the meeting. After joining the meeting, you will be in the meeting lobby.

& Secure Virtual Meeting - 7.0.0.8 [
Settings  Help

A q - _'\

i wr ae 8% W 2
f-’ \ Meeting Name: meeting 1
m Meeting State: Waiting

Meeting Members:

Name Role State
admin Partidpant (Coordinator)  Waiting
Chat

o Alparicpant .

‘ Please selact ths host ‘

Welcome to SonicWALL Secure Witual Meeting ‘
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Using File Shares

File shares provide remote users with a secure Java applet or HTML-based interface to
Microsoft File Shares using the CIFS (Common Internet File System) or SMB (Server Message
Block) protocols. Using a Web interface similar in style to Microsoft’s familiar Network
Neighborhood or My Network Places, File Shares allow users with appropriate permissions to
browse network shares, rename, delete, retrieve, and upload files, and to create bookmarks for
later recall.

The File Shares Applet mimics Windows Explorer navigation and provides functionality not
available in HTML-based File Shares, including the ability to overwrite existing files and upload
directories.

This section contains the following subsections:

» “Using the File Shares Applet” section on page 131
» “Using HTML-Based File Shares” section on page 143

Using the File Shares Applet

The File Shares Applet has a similar look and feel to the Windows Explorer tool, featuring drag-
and-drop and multiple file selection capabilities. It also provides the user the ability to set up
bookmarks to quickly navigate through networks from the portal level. This feature saves time
lost moving through network and server paths. The File Shares Applet leverages Sun’s Java
platform browser plug-in to increase usability by mimicking the common Windows Explorer
interface. With the help of the HTTPS protocol, the applet securely transfers encrypted files and
information to and from the SRA appliance. The appliance communicates this data to the
individual machines on the remote network.

This section contains the following subsections:

« “User Prerequisites” section on page 131
» “Configuration Overview” section on page 132
» “Configuration Examples” section on page 137

User Prerequisites

The Dell SonicWALL SSL VPN File Shares Applet is a Java application that supports Java 1.3.1
and newer, and the JRE Version 5.0 Update 10 or newer is recommended. To download the
latest Java and JRE versions, visit http://www.java.com.

Supported Web browsers for SRA and Java File Shares are listed in “Browser Requirements”
on page 10. For optimal performance, use the most recent supported version shown in this list.

The Administrator must enable the File Shares Applet for users to use it.

There must be a computer with open access for the Dell SonicWALL SSL VPN File Shares
Applet to log into. The remote computer must have shared folders for files to be copied or
moved. Sharing policy must be set from within the remote computer’s own operating system.
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Configuration Overview

The SSL VPN File Shares Applet is easy and intuitive to use. User should be aware of its
functions and limitations. Setting up bookmarks and the browser interface are covered in this
section, along with an overview of the browser and sample use cases.

This section contains the following subsections:

» “Setting up Bookmarks” section on page 132
» “Using the Java File Shares Applet” section on page 134
» “File Shares Applet Browser Overview” section on page 136

Setting up Bookmarks

132

Step 1

Bookmarks can be set up for folders and for files. A file bookmark will not launch the Applet,
but instead will download and launch the file directly. Bookmarks must be enabled by the
Administrator. To set up bookmarks from the Virtual Office Portal, perform the following steps.

Open a Web browser and log into the SSL VPN Virtual Office interface by typing the URL in the
Location or Address bar and press Enter. Type in your user name in the User Name field and
your password in the Password field, then select the appropriate domain from the Domain
drop-down. Click Login.

Step 2 Click the Show Edit Controls link in the middle of the portal page.

Step 3 Click the New Bookmark tab in the portal page.

SomicWALL | Virtial Offize Jptions | Helg

Usen zdmin  Seeeron Selue: Adve

Welcome to the SonleWALL Virtual Office )
Tips/Help H Q

SuncWALL's Villual OMce provides casy and secune emols access o e oo pondle

network Trom 2RyWAEre on the Intemst. How can | change my password?

You may bz atle o change your

passwoc Bioush 2 Renole Desklop

I

Lick a pre-doiined DOoKmAarE or Create yoUr o [2 SCCURC’y acccss a corporaic nework

S S25312n Or a webpage. Flease contact
Launc h M=tExtendsr to ¢ rzats a secure network connsction to the corporats network for YOuUr sdrministrator f2r SpeCific
Tull nehwwi kb zcoess. inskrietions
What ia MetExtendar?
| MetExtender @ ,gﬂ.:, File Shares @ Hetlrender creates 2 secire netvork
Dizeonnccicd =y Browsc shared filks on vour corperaic connection, sllows you to sccess
b J FE s NELWOI & IBS0UICES (521vE

wersies) as you wers on melocal
nctwork.
Whatia File Shares?

> File Sharss allows your o remok=ly
N Mocw Bockmark Cresta anaw baokmare n7 acc=ss fles n the local network. You
c=n ko copy files om your ienvle

Al Hookmarks || Uesktop Hidz Edit Controla

@ Citris Tiirie (RTT () (%

| SRA 7.5 User Guide



Step 4

Step 5

Step 6
Step 7

Step 8

Step 9

The Add Bookmark screen displays. Enter a friendly name for the bookmark in the Bookmark
Name field.

Add Bookmark TipsIHeIp
Bunlgnar Nams | | What is the File Shares Java
Marme o IP Address: ™ | |® Applet?

o The applet is generally the preferred
Description: | |@ version of File Shares. It supporis

features like drag-and-drop and
Tahs | |@ copying multiple files at a time. If you
= = 1 do not have Java installed. you can

Senvice: File Shares (CIFS) ~|® disable the applet and use the basic

[[1 UseFile Shares Java Applet browser-pased interface instead

Autormatically log in
(® Use SEL-YPN account credentials

O Use custom credentials

| Ok || Cancel |

Enter the IP address and file directory path to the File Share in the Name or IP Address field.

Note When using the Java applet, the Name or IP Address field must be to a file directory
and end with a / or \ character.

In the Service pull down menu, select the File Shares (CIFS) option.

Check the Use File Shares Java Applet box to enable the File Shares Applet for this
bookmark. Leaving this box unchecked means the portal will launch the original HTML browser
when the bookmark is selected.

Optionally, select Automatically log in to log in to this file share using either your SSL VPN
credentials or by specifying custom credentials.

Click Add.

Bookmark serve as useful shortcuts to quickly access different network locations. Bookmarks
can also be set up from the File Shares Browser, either by clicking the Bookmark button, or
using the bookmark option from the right-click menu.
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Using the Java File Shares Applet

While loading the browser interface, warning messages might display. These messages will
look different for different browsers. For the purpose of these examples, Internet Explorer 6.0
was used.

Step1 If you are not logged into the SSL VPN Virtual Office user interface, open a Web browser and
type the Virtual Office interface URL in the Location or Address bar and press Enter. Type in
your user name in the User Name field and your password in the Password field, then select
the appropriate domain from the Domain drop-down menu. Click Login.

Step2 Launch File Shares Applet by clicking the File Shares button, or clicking on a link with the File
Shares Applet enabled. The File Shares Applet will launch in a new window, separate from the
Virtual Office portal.

Step 3 Depending on available browser and Java plug-in, a warning may display, click OK to continue.

Windows Internet Explorer El

2 Warning, wou may not be running the optimal browser and Jawa Wersion For this product, Some Features may not be
‘-u'/ available while running the File Shares 1awa Applek From this machine, Click OF to conkinue.

K ] ’ Cancel

¥

Note TO avoid this warning, upgrade browser to Internet Explorer 8.0 or newer, Firefox
16.0 or newer, Chrome 22.0 or newer, or Safari 5.0 or newer. Also updates to Java
5.0 Update 10 or newer are recommended.

Step4 Depending on the networks configurations and browser, one or more security warnings may
display. Follow the instructions to accept the certificate for the server.

0w This Connection is Untrusted

- Al ‘fou have asked Firefox to connect securely to sslypn.sonicwall.com, but we can't confirm that
wour conneckion is secure,

Mormally, when you try bo connect securely, sites will present trusted identification to prove that you
are going ko the right place, However, this site's identity can't be verified,

what should I Do?

IF wou usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue,

Get me ouk of here! |

Technical Details

I Understand the Risks
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Step 5 To select multiple items, click the items while holding the shift or the ctrl key. Clicking on an

Step 6

The File Shares Applet displays.

@ File Shares Java Applet - Windows Internet Explorer

&) nitps://65.0.61.65/cgi-bin/soniclauncher?RE=OK

SonicWALL | File Shares HTML Version | Help
Lf.;l My Computer t’ Remote Network ‘
06 700 B > 0 6 -[% 2] @] & |N-sookmanes

I Entire Network

e C:\ %) AARDVARK

< D3\ %) AMERICAS

e N3\ %) APPFLOWGRP

X0\ %y CDPQA32

e 73\ #3 CHANGE

ENG
# FRE
# GDUD
#3 GMSGROUP
LOCALT
#y LOCALIZAT
# MSHOME
Vi

Note The File Shares Applet window will not automatically refresh when its contents have
changed or if it has been previously viewed. To refresh, click the Refresh icon from

the toolbar, or use the Refresh option from the right-click menu.

Y

Note The remote network can be browsed from the remote window’s address bar. The
local directory can not be changed from the address bar. The remote path is capped
at 1024 characters. The actual maximum string size will change depending on

language.

item again will de-select it and remove it from the group.

To copy a file or group of files either to or from the network, select desired items and click-and-
drag them across the center boundary. This will copy the file(s) into the open directory.
Alternatively, the file(s) can be copied directly into a folder by dragging the icon and dropping
over the desired folder; one could also use the copy button on the toolbar, or use the copy
option from the right-click menu. A progress bar displays the waiting time required to copy the

files.

Copying file DSCOM537.JPG

Cancel
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%
The File Shares Applet supports overwriting existing files. If a file exists with the
same name as the one you are trying to copy over, the Applet will prompt you to
rename the file being copied. If the name is kept the same, the copied file will
overwrite the existing one.

Step 7 Double-click a file to launch it with the proper application. If activating a file on the remote
machine, the File Shares Applet will first download the file to a temporary folder on your
machine and then open it.

The File Shares Applet will not always be able to delete the temporary file after use. Use caution
when opening files with sensitive material.

File opened in temporary direckary, be sure to save anw modifications in an accessible locakion,
File saved under: C:\DOCUME, halLOCALS~ 1 TemplStolen Yehicle, Wy

File Shares Applet Browser Overview

Each window, local and remote, contains a set of buttons for commonly used operations in the
toolbar. Hovering the mouse cursor over these icons displays convenient tool tips to the user.
Dragging the toolbar by the dotted line on the left side of it undocks the toolbar into its own
window. To re-dock the toolbar, close the window. These are the same functions as those in the
right-click menu.

Here is a list of the buttons on the task bar and their respective function.

+ Back: Traverses back in the history. Sets the current view of the window to the previous
location in history. This icon is dimmed if there is no previous history location.

« Forward: Traverses forward in history. This icon is dimmed if there are no forward locations
in history.

« Up: Traverses up the directory tree to the parent directory of the current view. This icon is
dimmed if the current view is of the root directory or if the parent directory cannot be
resolved.

« Refresh: Refreshes the current view by either polling the local file system or remote
network via the SSL VPN. The refresh icon will be dimmed in the remote window if its
contents are currently being refreshed.

» New Folder: Creates a new folder within the respective file system. Clicking this icon
displays the “New Folder” dialog box, allowing the user to assign a name to the new folder.
This icon is dimmed when the location of the window is such that a new folder cannot be
created. (for example, Root of a Windows filesystem, domain list, machine list).

« Copy: Copies the selected file(s)/folder(s) to the location of the remote window. Clicking
this icon displays the “Copy” dialog box that will show the status information of the copy
procedure. If the file being copied already exists, a new dialog will display asking the user
whether or not the existing file should be replaced. The copy icon is dimmed when there
are no selected files/folders to copy (for example, if no drive or domain is selected). It is
also dimmed if the remote location cannot accept files copied to it (for example, Domain
List/ Machine List). Copying a folder also copies everything within the folder.

» Delete: Deletes the selected file(s)/folder(s). Deleting a folder will delete everything within
the folder.
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Note Files deleted this way are fully removed from the original machine they were on. These files
are not sent to the recycling bin and are in no way recoverable.

Configuration Examples

The following configuration examples provide a demonstration of the usefulness and flexibility
of the File Shares Applet.

» Configuring Bookmarks from Within the File Shares Applet, page 137

» Using Bookmarks from Within the File Shares Applet, page 140

» Moving Files and Folders, page 140

» Launching a File Directly from the File Shares Applet, page 141

Configuring Bookmarks from Within the File Shares Applet

Navigating a remote computer’s directory hierarchy structure takes a long time. To reduce this
process as much as possible, the Dell SonicWALL SSL VPN File Shares Applet allows the user
to create bookmarks on the fly from within the File Shares Applet itself. This allows the user to
skip the hierarchy structure of the remote computer the next time she needs to access a
particular file or folder.
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Step 1 Launch the File Shares Applet by clicking on the File Shares button in the Virtual Office portal.
The File Shares Applet displays.

Step2 The File Shares Applet’s default location for the local window is the base directory, while the
remote window shows the entire network. Double-click the appropriate folders to navigate the
local window to the desktop or another appropriate folder.

Step 3 To navigate the remote window, double-click a visible computer, or input the name in the
address bar preceded by \\ and followed by a \ and press Enter. The File Shares Applet will
then navigate to the requested computer. It may take several seconds for the resources to load,
depending on the network configuration.

@ File Shares Java Applet - Windows Internet Explorer =l X
|6 nttpsy/65.0.6165/cqi-bin/soniclauncher?RE-0K |
SonicWALL ‘ File Shares HTML Version | Help
\;;:il My Computer t, Remote Network l
OO FEL|JE|>RE 66 -|ED| Y E| e & |N-sokmaks
/ Entire Network
e C:\
e D\
e N:\
e 0\
o 71\
Refreshing Network Resources, Please Wait...
Cancel

Step4 Once loaded, double-click a folder or enter the target directory path within the address bar. This
can take some time as the File Shares Applet must browse through the network after every
change.

Vi
Note Only the remote window can use the address bar to navigate through a computer’s
file hierarchy.

Step 5 To set a bookmark to the current directory, right-click in an empty location in the remote
directory and select Add Bookmark.
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Note TO set a bookmark for a specific file or folder, select it prior to selecting Add

Bookmark from the right-click menu.

"

My Computer 8 Remote Network ]
O - | & ‘ (U] [\_‘a‘ 2 % o0 - | & | W [ | & % ||H'Bookmarks|
/ Entire Network
[ C2\
= D\
5 N\
e )0\
[ 73\
Back.
Farward
up
Refresh
IMew Folder
Properties
Daone & Internet | Protected Mode: Off g v ®100% ~

y

Step 6 Enter a name for the new bookmark in the New Bookmark window that displays.

My Computer 6 Remote Network ]
00 - ZDlUR|>& 0O RD|U @] e & [Nk
/ Entire Network
[ C:\

% D:\
e B
[ X\
e 71\
New Bookmark
Mew Bookmark Mame:
| test
Done & Internet | Protected Mode: Off v ®]100% -

Step 7 Click OK. The bookmark is added to the Virtual Office portal. Clicking on the bookmark

accesses the selected folder or file.
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Using Bookmarks from Within the File Shares Applet

Step 1
Step 2

Step 3

In Addition to accessing bookmarks from the Virtual Office portal, bookmarks can be easily
accessed from within the File Shares Applet.

Launch the File Shares Applet by clicking on the File Shares button in the Virtual Office portal.

Click the Bookmarks button on the task bar in the remote window. A pull down menu displays
with the message Loading Bookmarks. Keep the mouse within the pull down menu as the File
Shares Applet loads the bookmarks.

SonicWALL | File Shares HTML Version | Help

:;:l My Computer t’ Remote Metwork

£ Entire Metwork

Once loaded, click book mark to load the desired file or folder.

Moving Files and Folders

Step 1
Step 2

Step 3

Step 4

Step 5

The File Shares Applet is designed for ease of use. There is more than one way to perform file
transfers.

This section provides an example of a folder that is copied from a remote machine onto the local
machine’s desktop, deleted from the remote machine, and moved back from the local machine
unto the remote machine, all from the File Shares Applet.

Launch the File Shares Applet by clicking on a bookmark in the Virtual Office portal.

Double-click the C:\ drive, double-click the Documents and Settings folder, then double-click
a specific folder, for example, the one that holds the Desktop folder.

The current directory shows the Desktop folder. Select a file or folder from the remote machine
and drag its icon onto the Desktop folder in the local machine. This will copy the item from the
remote machine directly onto the desktop.

Once the transfer is complete, double-click the Desktop folder. The folder copied from the
remote machine will display in that folder.

Note The item still exists on the remote machine. To initiate a move, not a copy, you must
use the Move command from the right-click menu.

To delete the original file or folder, select it by clicking on it once, and press the Delete button
on the tool bar. Alternatively, the item can be deleted by using the right-click menu. The File
Shares Applet displays a delete confirmation window. Click the Delete button in the pop-up to
delete the item.
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waring The File Shares Applet will completely delete the file or folder from the remote machine. In
the case of a folder, nested items will also be deleted. These items will not be sent to the
recycle bin on either machine and are not recoverable.

e S B
= mycomputer / €9 Remote Nework
8O- RL|U R & OO |F0|U R ¢ 5N mis
kS Entre Networ
e )
= D)
e N\
= X1\
a2
Are you sure you wank ko delste Folder "Mew Falder (4)'
Cona @ Interret | Protected Mode: Cff Y ¥ R100% ~

Step 6 Once the file or folder has been deleted, the File Shares Applet will automatically refresh,
removing the item from the current directory. To copy it from the local machine back to the
remote machine, click-and-drag like in Step 2, or use the Copy icon from the local machine’s
tool bar.

%

Note The Copy icon in the toolbar automatically moves the selected file to whatever
directory is currently open. To move an item to a different folder, either drag-and-
drop it into the desired destination or open the desired destination prior to clicking
Copy.

Launching a File Directly from the File Shares Applet

Files can be launched from within the File Shares Applet. This section provides an example
where a remote file is queried for its properties, bookmarked and opened.
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Step 1

Launch the File Shares Applet by clicking on a bookmark in the Virtual Office portal.

Step 2 Right click the file and select Properties.

) test directary ¥
test_faolder
trnp

=y H.amasaki - [——
hidde. kit 7.7
indes. htrnl
| MewTextDy  UP
pazzwd Refresh
=] PcHelpiware 4
=] PcHelpiware
¥ Powered by
[Z] readory.bat Rename
= Setup.exe Delete
¥ SonicwALL)  hew Folder . pricing. ped

¥ Sonictwall pad
¥ Sonicwall
| EJ SonicwiaLL,  Add Bookmark a
Stolen_Wehicle whiy

&) Thumbs.db 3
1= wirnc. exe )

ile’'s properties will be displayed in a separate window.

The f
Lf;‘ My Computer / t’ Remote Network
OO0-ED|YE| > O0-|E0DU @& %‘fﬂ;n{-\nk'ma'rirqi
i Entre Networs
S O\
== DY
o ) Hamasaki Ayumi - BLUE BI®.avi Pr.... [&]
= X\
= Z:\ @ Hamasakidyumi - BLUE BIRD.avi
Lacation: Aatlantistemp2/Hamasaki Ay,
Size: 100237312 bytes
Last Modified: FriJun 16 05:40:50 PDT 2006
Attributes:
I
Conz & Interret | Protected Mode: Cff oy R100% -

Step3 Too

pen the file, double-click the file. Alternatively, create a bookmark to it, and launch the file

from the bookmark menu. To create a bookmark, select the Add Bookmark option from the
right-click menu. The name of the file is the default name of the new bookmark, but a new name

can

Step4 The
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be entered if so desired.

n select the bookmark, either from the portal or from the bookmark tab in the toolbar.

Vi
Note Files launched from within the File Shares Applet must be downloaded to the local

machine before they can be opened. The File Shares Applet will store the file in a
temporary directory while it is being used. The File Shares Applet will also try to
delete the file after use, but may be unable to do so depending on whether or not
another program is accessing it. Use caution when opening files with sensitive

material.




Using HTML-Based File Shares

File shares provide remote users with a secure Web interface to Microsoft File Shares using
the CIFS (Common Internet File System) or SMB (Server Message Block) protocols. Using a
Web interface similar in style to Microsoft's familiar Network Neighborhood or My Network
Places, File Shares allow users with appropriate permissions to browse network shares,
rename, delete, retrieve, and upload files, and to create bookmarks for later recall.

Note The server can be specified either by name or by IP address, for example, \moosedc or

Step 1

Step 2

Step 3
Step 4

\\10.50.165.2. For names to work, it is necessary that DNS and/or WINS be properly
configured by the Administrator on the SRA appliance to be able to resolve host names.

To create a file share, perform the following steps:

Click the File Shares button. Virtual Office displays a dialog box that provides a hot link to a
login prompt.

© https:/110.0.67.67 - SonicWALL - Virtual Office - Mozilla Firefox

[] Firefox prevented this site from opening @ papup window. Click here for options. .. (]
Back — Forward /T Reload Up Logout e

My Hetwork Places B suinfsn. sv.us sonicwall.comy Login b Server ‘\

& Entire Network \ .
Login

Address

© online Help

[

Note Pop-up window blockers may prevent File Shares from functioning properly.
Configure your browser to allow pop-up windows on the SSL VPN portal site.

To specify a new share path (as an example, \moosedc) in the Address field. You need to
precede the share name with two back slashes. For example: \\file-directory01.example.com.

To connect to a pre-existing file share, click the Login to Server link next to the file share name.
Click the go prompt to display the Enter Network Password dialog box.
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Step 5 Type a valid username in the User Name field and a valid password in the Password field and
click Login.

©J hitps://10.0.67.67 - Enter Network Password -... |

@ Please type vour user name and password,

User Mame: | |

Fassword: | |

| Login | | Cancel |

Done

10.0.67.67 [

Step 6 Virtual Office displays the home File Share screen that you have specified, displaying folders

on the network to which you can navigate.

a https://10.0.67.89 - SonicWALL - ¥irtual Office - Microsoft Internet Explorer provided by Sonic\WALL, INC.

Back Forward : Reload Up ‘. Delete

Rename Bookmark Logouk

LOLITEECRN10 0 57 GdisharetfieSharssTest Go

o#
Add Files and Folders (s 3

Des
] space
[ tesk kest

Add New Folder:

ooooa

Upload a File:

—
Subrnit

|
& pone [T TS ewee
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Step 7

Step 8

Step 9

The following table describes the controls at the top of the File Share window.

Table 1 File Share Controls

Button Description

Back Navigate to the previous File Share location.

Forward Navigates forward to the previous File Share location after
you have pressed the Back button.

Reload Reloads the current folder to display any changes.

Up Navigates

Delete Deletes the selected folder or folders. Note that only empty

folders can be deleted. If there are files in the folder, an error
message is displayed. Delete all files out of the folder and
then delete the folder.

Rename Renames the selected folders and files. Select items by
checking the check box next to their name under the Select
column.

Bookmark Creates a new bookmark to the current File Share location.

Logout Logout of the File Share service.

You can now navigate the folders and files in the File Share as you would through Windows
Explorer or other file management systems.

To add a new folder in the current File Share location, type the name of the folder in the Add
New Folder: field and click Submit.

To add a file in the current File Share location, click the Browse... button. Navigate to the
location of the file on your computer in the Choose file window that opens, select the file and
click OK, and then click Submit in the File Share window.
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Chapter 7

Managing Bookmarks

Bookmarks are objects that enable you to connect to a location or application conveniently and
quickly. The Virtual Office Bookmark system allows bookmarks to be created at the group and
user levels. The Administrator can create both group and user bookmarks which will apply to
applicable users while individual users can create only personal (user-level) bookmarks.

Since bookmarks are stored within the security appliance’s local configuration files, it is
necessary for group and user bookmarks to be correlated to defined group and user entities.
When working with local groups and users (LocalDomain), this is automated since the
Administrator must manually define the groups and users on the device. Similarly, when
working with external groups (not LocalDomain), the correlation is automated since creating an
external domain creates a corresponding local group.

However, when working with external users, a local user entity must exist so that any user-
created (personal) bookmarks can be stored within the SRA appliance’s configuration files. The
need to store bookmarks on the SRA appliance itself is because LDAP, RADIUS, and NT
authentication external domains do not provide a direct facility to store such information as
bookmarks.

Rather than requiring Administrators to manually create local users for external domain users
wishing to use personal bookmarks, Dell SonicWALL SSL VPN automatically creates a
corresponding local user entity when an external domain user logs in to the Virtual Office.

The following sections describe basic bookmark tasks:

« “Adding Bookmarks” section on page 148

» “Editing Bookmarks” section on page 156

* “Removing Bookmarks” section on page 156
« “Using Bookmarks” section on page 156
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Adding Bookmarks

Bookmarks provide a convenient way for you to access Web, FTP, or other services on the
remote network that you will connect to frequently. To define bookmarks, perform the following:

148

Step 1

Step 2

Step 3

Step 4

Step 5

In the Virtual Office window at the top of the bookmarks table, click Show Edit Controls and

then click Create a new bookmark.

SenicWALL | virtial Offize

Welcome to the SonleWALL Virtual Office

SuncWaALL"s Villudl OMce provides sasy and secure emols aceess o e conpodle
netyork from snywhere on the Internst.

Clclk a pre-dofined bookmark or create your oan B2 SCeuUrc’y access a corporsic neiwork
MEROU e

Launc h M=tExtendsr to c reats a secure network connesction to the corporats network for
Tull nelwul k 2eoess.

w | MetExtender @ || %=, Fule shares &
Dizcornccicd f>—ay Browsac shared fikcs on vour corporaic
Llck to coanect "t.;; natwo'k.

Hidc Zdit Controla

Al Bookmarks Lesktop
. Hcw Bockmark Uraste 3 naw baokmars
@ Citrix Cilre (KT () (%

Jptions | Helg

Usam zdmin - Sassion S1Elus: Actve

Tips/Help |= - Q

How can | change my password?
You may bs atle fo change your
passwois Enuugh & Bemole Desklop
5285100 OF a webpaZe. Please contact
Your 2arnistrator ror specic
instrictinns

What ia MetExtender?
Netl dender creates = secire network
connection, sllows you ta sccess
MELWOH B TESUUICES (SEIVELS dnd
welstes) as 1you wers on the local
nctwork.

What ia File Shares?
File Sharss allows youl fo remoksly
access fles in the local nstwork. You
czn 20 copy fles hom youn renovle
compulber Lo Ui local nelwork.

mn

In the Add Bookmark screen, enter a descriptive name in the Bookmark Name field.

Tips/Help  [seaich Help Q

Add Bookmark
Hookmark Hames | | What is the File Shares Java
Mame or IP Address: * | |® Applet?

- The applet is generally the preferred
Description: | |® version of File Shares. It supports

_ features like drag-and-drop and
Tabs: | @ copying multiple files at a time. If you
oo do not have Java installed. you can

[ Use File Shares Java Applet
Automatically log in
® Use S5L-YPM account credentials

O Use custom credentials

[File Shares (CIFS) ~e

disable the applet and use the basic
browser-based interface instead

Ok || Cancel

Enter the domain name, IP address, or IPv6 address of a host machine on the LAN in the Name
or IP Address field. IPv6 addresses should be enclosed in brackets (i.e. the [ and ] symbols).
You may also enter the wildcard variable %USERNAME% to display the current user name.

Variables are case-sensitive.

In the Description field, optionally enter a friendly description to be displayed in the bookmark

table.

Select the user permissions level from the Allow user to edit/delete drop-down list. You can

select Use user policy, Allow, or Deny.
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Step 6 Select the service type in the Service drop-down list. You can select from the following
services:

Terminal Services (RDP - ActiveX)
Terminal Services (RDP - Java)
Terminal Services (RDP - HTML5)
Terminal Services (Using Tunnel)
Virtual Network Computing (VNC)
Virtual Network Computing (VNC - HTML5)
Citrix Portal (Citrix)

Web (HTTP)

Secure Web (HTTPS)

External Web Site

Mobile Connect

File Shares (CIFS)

File Transfer Protocol (FTP)
Telnet

Secure Shell version 1 (SSHv1)
Secure Shell version 2 (SSHv2)

The following sections provide additional details about adding the different types of bookmarks:

“Citrix Bookmarks” on page 149

“‘RDP ActiveX, Java, and HTML5 Bookmarks” on page 151
“Terminal Services (Using Tunnel)” section on page 154

“Web Bookmarks” on page 155
“FTP Bookmarks” on page 155
“SSHv2 Bookmarks” on page 156

Once the configuration has been updated, the new bookmark will be displayed in the Virtual
Office Bookmarks table. Click a bookmark description to go to the bookmark location that you
have defined.

Citrix Bookmarks

For Citrix bookmarks, you can select the following options:

The Dell SonicWALL SRA appliance will always perform the Citirix client detection when
using Citrix Bookmarks. Click the Disable client detection by Citrix server check box to
disable this feature wen using Citrix Bookmarks. Note that this feature is compatible with

Citrix XenAPP 5.0 or later.

Designate that it be a secure Citrix connection by selecting the HTTPS Mode check box.

Select Always use Java in Internet Explorer to use Java to access the Citrix Portal when
using Internet Explorer. Without this setting, a Citrix ActiveX client or plugin must be used
with |IE. This setting lets users avoid installing a Citrix client or plugin specifically for IE
browsers. Java is used with Citrix by default on other browsers and also works with IE.

Enabling this check box leverages this portability.
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Select Always use specified Citrix ICA Server to explicitly specify the Citrix ICA Server

Address for the Citrix ICA Session. By default, the Bookmark uses the information provided
in the ICA configuration on the Citrix server.

Bookmark Name: *

|Citrix Access |
Mame or IP Address: * |1_1_1_1 |®
Description: | |®
Tabs: | |®
Senice: Citrix Portal (Citrix) " ®
Resource Window Size: Disabled v @
#| Disable client detection by Citrix sewer@

HTTPS Mode @

Always use Java in Internet Explorer@
m Always use specified Citrix ICA Sewer@
Note: Citrix Portal Bookmarks have been tested and verified to support the following Citrix
Application Virtualization platforms through the Citrix Web Interface:

* Servers: Citrix XenApp 6.5, XenApp 6.0, and XenApp 5.0

» Clients: Citrix Receiver 4.0 or earlier versions, Citrix Receiver Plug-in and Java client version
10.1.006 or higher

Display Bookmark to Mobile Connect cIients@

oK || Cancel
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RDP ActiveX, Java, and HTMLS5 Bookmarks

ActiveX, Java, and HTML5 RDP bookmarks offer several features that are not available in other
bookmarks.

\V' 2

Tip The ActiveX client is only supported on the Internet Explorer browser, while the Java client
is supported on all platforms and browsers that are compatible with Dell SonicWALL SSL

VPN.
| | =
Senice. Terminal Serices (ROP - Activel) - @
Screen Size: Full Screen -
Colors: High Calor (16 bit) -
Application and Path: | |®
Command-line arguments: | |®

Start in the fallowing falder: | |

[] Login as cansolefadmin session

Enable wake-on-LAMN
MAC/Ethernet Address: | |

Waittime far boot-up {(seconds); |gu |

[ sendwWoL packet to host name or [P address @&

[7] Serveris TS Farm
||:| Force Java Client Usage@  RDP Java only |

Show advanced Windows options &)
Autormatically log in
@ Use SSLYPH account credentials
[[] Use Login Darnain for S50 @)
1 Use custom credentials

[] Display Bookmark to Mobile Connect clients @

]34 || Cancel
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Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

Enter the desired Bookmark Name.

Enter the Name or IP Address of the resource you are trying to reach. You can also use an
IPv6 address.

In the Description field, type a brief description of the bookmark.

In the Tabs field, create a comma-separate list of tabs showing where the bookmark should be
displayed.

Select Terminal Services (RDP - ActiveX) ,Terminal Services (RDP -Java), or Terminal
Services (RDP - HTML5) from the Services list. Standard tabs (Desktop, Web, Files, Terminal,
Mobile) do not need to be included.

Continue to configure the RDP ActiveX, Java, or HTML5 Bookmark as follows:

Tips/Help  [scarch Helg Q
Which version of RDP should |

Add Bookmark

Bookmark Mame: * |ActlveX DLLs |

use?

Mame or IP Address: * |192.168.1.1 |®

o If you are using Internet Explorer on
Description: | |® Windows, you can use the ActiveX

) version. For all other browsers and
Tabs: | @ operating systems, you should use the

; Java version.
Service: Terminal Serices (ROP - Activel) ~ @
giarrsar How can | find my MAC address?
; 1024788 = On the Windows computer that will act
Colors: - - & as the RDP server, open a command
High Color (16 bit] window and run "ipconfig /all", then look

Application and Path: | |® for "physical address".
Cammand-line arguments: | |®

Start in the following folder: | |

[] Login 25 consolefadmin session

Enable wake-on-LAN
MACEthernet Address: | |

Wit time for hoot-up (seconds) |gD |

[F] Send oL packet to host name or IP address@

] Serveris TS Farm@
= Show advanced Windows options @

El Redirect printers El Redirectdrives@

[l Redirectpor‘ts@ B Redirect SmarCards
Redirect cliphoard [[] Redirectplug and play devices
Display cannection bar Auto-recannection

[] Desktop background Bitmap caching

El henuhwindow animation & Wisual styles

[] Show window contents while

draggingiresizing

o Play on this computer -

RDPG Options

Bl Cal manitars ] Span monitors

= Font srmoothing = Desktop composition

[[] Remate Application @

] Automatically log in

[] Display Bookmark to Mohile Ccmnectclients@

Cancel

ok |
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Option

Usage

Screen Size

Select the default screen size to be used when users execute
this bookmark. It is advised that you select a size equal to or
smaller than your current desktop screen size. ActiveX RDP
bookmarks also have a full-screen option that will display the
RDP window in full screen mode. To toggle from the RDP
window back to your desktop, press Alt-Tab.

Colors

Select the default color depth to be used when users execute
this bookmark.

Application and Path

To have the RDP session launch an application when the
bookmark is initiated, enter the path to the application in the
Application and Path (optional): field. For example,
C:\Program Files\Example\app.exe (optional).

Command-line arguments

Type any command-line arguments required to access the
remote application.

Start in the following folder

Enter the local folder to execute application commands in
(optional).

Login as console/admin
session

Check this option to enable console and admin commands on
login.

Enable Wake on LAN

Select this option to send WolL packets to the host. This
option also allows entering one or more Mac/Ethernet
Addresses (separated by spaces) for the machines to wake
and the desired Wait time for boot-up before cancelling the
WolL operation. To send the WoL packet to the hostname or
IP of this bookmark, check the Send WOL packet to
bookmark host Name or IP address check box, this option
can be applied in tandem with a Mac address.

Serveris TS Farm

Check this option if users will connect to a TS Farm or load
balanced server. You may need to disable interactive login for
this option to work properly.

Redirects (ActiveX only)

Optionally expand Show windows advanced options and
select any of the redirect check boxes to redirect those
devices or features on the local network for use in this
bookmark session.

Redirects (Java only)

Optionally expand Show windows advanced options and
select any of the redirect check boxes, as well as any of the
additional listed features for use in this bookmark session.

If the client application will actually be RDP 6 (Java), you can
select any of the following options as well: Dual monitors,
Span monitors, Font smoothing, Desktop composition,
and Remote Application.

Automatically log in

Check this option and select Use SSL VPN account
credentials to forward credentials from the current SSL VPN
session. Select Use custom credentials to enter a custom
username, password, and domain for this bookmark.

Display Bookmark to Mobile
Connect clients

Check this option to display bookmarks to Mobile Connect
clients running Mobile Connect 2.0 or higher. Some devices
may require supported third-party applications for this feature
to work properly.
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A2

Tip The ActiveX client is only supported on the Internet Explorer browser, while the Java client
is supported on all platforms and browsers that are compatible with Dell SonicWALL SSL
VPN.

Step 7 When you are finished. Click the Add button to add this bookmark to your Virtual Office list.

Determining the Remote Computer’s Full Name or IP Address

Complete the following steps to determine the full name of the computer to which the RDP
bookmark is pointing:

Step 1 Right click the My Computer icon on the desktop of the remote computer, and select
Properties.

Step 2 Click the Remote tab.
Step 3 The full computer name will be listed under Remote Desktop.

Complete the following steps to determine the IP address of your computer.

Step1 In the Windows Start menu on the remote computer, navigate to Run...
Step2 Type cmd to open the command interpreter and click OK.
Step 3 Type ipconfig. The IP address of your computer is displayed.

Configuring Remote Desktop Access on the Remote Computer

Complete the following steps to allow remote desktop access to the computer that is the target
of the RDP bookmark:

Step 1 Right click the My Computer icon on the desktop, and select Properties.
Step2 Click the Remote tab.

Step 3 Under Remote Desktop, select the check box for Allow users to connect remotely to this
computer.

Step 4 Click OK.

Terminal Services (Using Tunnel)

The Terminal Services (Using Tunnel) Bookmark uses the NetExtender Client to tunnel RDP
data, and does not need Browser Plug-ins to function. This bookmark should be used if your
system is experiencing issues with RDP disconnect/reconnect that commonly occur when using
the Windows 8 OS.

This bookmark works just like the existing RDP bookmarks, and the bookmark setting page is
same as RDP ActiveX/Java bookmark. All the advanced options are exactly same, but this
bookmark starts the NetExtender Client first before launching the native RDC client. So this
bookmark needs the NetExtender connection allowed to the portal.
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This bookmark would start the NetExtender connection if it's not connected, and add host route
to the NetExtender adapter. If the NetExtender connection is done by this RDP bookmark, after
the RDP connection is closed, it need to be auto disconnect the NetExtender connection.

Web Bookmarks

For HTTP(S) bookmarks, you can select Use SSL-VPN account credentials to log in or
configure custom credentials for use with Single Sign-On. To disable the use of SSO, clear the
Automatically log in check box. Select the Forms-based Authentication check box to use this
method, and then fill in the following fields that are exposed:

» Configure the User Form Field to be the same as the ‘name’ or ‘id’ attribute of the HTML
element representing User Name in the Login form, for example:
<input type=text name=’userid’>
» Configure the Password Form Field to be the same as the ‘name’ or ‘id’ attribute of the
HTML element representing Password in the Login form, for example:
<input type=password name="PASSWORD’ id="PASSWORD’ maxlength=128>
For External Web Site bookmarks, select HTTPS Mode to encrypt Web communication with
SSL. External Web Site bookmarks are used to access an offloaded Web site or portal using a
bookmark. Select Disable security warning if you do not want a security warning dialog box
to be displayed when a user clicks this bookmark. If left unchecked, the warning dialog will allow
the user to select a “Do not show this warning again” option if the user has permissions to edit
this bookmark (set above).

;\ You are about to be redirected to a Wab

L= site that may not be secure, Do you wart to
CONLNUSY
El Do mot show this warming again?
|¥es| | Cancel |

For more information about offloaded applications, see the Application Offloading section in the
Dell SonicWALL SSL VPN Administrator Guide.

FTP Bookmarks

For FTP bookmarks, click Show advance server configuration to select the character
encoding. You can also select Use SSL-VPN account credentials to log in or configure
custom credentials for use with Single Sign-On. To disable the use of SSO, clear the
Automatically log in check box.

Mobile Connect Bookmarks

The Mobile Connect bookmark allows a custom bookmark to be defined for display in Mobile
Connect after the user is connected. This bookmark is meant to support any third-party app,
whether an in-house app or a public app in the App Store or Google Play. The bookmark also
enables calling third-party apps that have defined a custom URL scheme, for example
‘comgoogleearth://’ for Google Earth. The Mobile Connect bookmark is only available for edit
from normal browsers and is intended for use only on mobile devices.

Note The Mobile Connect bookmark may also be used for ‘http://’ or ‘https://’ URL schemes,
however, Dell SonicWALL recommends using HTTP or HTTPS bookmarks for these
schemes.
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SSHv2 Bookmarks

For SSHv2 bookmarks, you must have SUN JRE 1.6.0_10 or higher and must be connecting
to a server that supports SSHv2. There are also options to Automatically accept host key and
to Bypass username. The bypass option should only be used for SSHv2 servers that do not
require authentication in the initial connection session (such as Dell SonicWALL security
appliances).

Editing Bookmarks

You can change the IP address, domain name, or IPv6 address as well as the service and other
settings associated with an existing bookmark.

Note Only user-created Bookmarks can be edited or deleted by the user. Global or Group

Step 1

Step 2

Step 3

Step 4
Step 5
Step 6

Step 7

Bookmarks pre-defined by the Administrator cannot be edited or deleted.

To edit a bookmark to change its name or associated IP address, perform the following steps:

Identify a bookmark in the Virtual Office Bookmarks list for which you want to change an IP
address or domain name or other settings.

In the Virtual Office Bookmarks list, click the Configure icon for an existing bookmark. The Edit
Bookmark dialog box displays.

To change the bookmark name, domain name or IP address of the bookmark, edit the names
in the Bookmark Name or Name or IP Address fields.

To change the service, select a new Service from the drop-down menu.
Optionally change other settings specific to the Service type.

Optionally enable or disable the Automatically log in setting, or change the credentials
selection.

Click Apply. The Virtual Office home page displays with the new IP address or domain name.

Removing Bookmarks

Step 1
Step 2

To remove a bookmark, perform the following steps:

Identify a bookmark in the Virtual Office Bookmarks list that you want to remove.

In the Virtual Office Bookmarks list, click the delete icon '#/! for the bookmark you want to
remove. The bookmark disappears from the list.

Using Bookmarks

The following sections describe how to use the various types of bookmarks:

» “Using Remote Desktop Bookmarks” section on page 157
» “Using VNC Bookmarks” section on page 160
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e “Using FTP Bookmarks” section on page 162

e “Using Telnet Bookmarks” section on page 166

» “Using SSHv1 Bookmarks” section on page 166

» “Using SSHv2 Bookmarks” section on page 167

» “Using Mobile Connect Bookmarks” section on page 169

* “Mobile Connect Bookmarks” section on page 155

» “Using File Share Bookmarks” section on page 170

» “Using Citrix Bookmarks” section on page 170

» “Global Bookmark Single Sign-On Options” section on page 176
» “Per-Bookmark Single Sign-On Options” section on page 176

Using Remote Desktop Bookmarks

Remote Desktop Protocol (RDP) bookmarks enable you to establish remote connections with
a specified desktop. Dell SonicWALL SSL VPN supports the RDP5 standard with Java, ActiveX,
and HTMLS5 clients. RDP5 ActiveX can only be used through Internet Explorer, while RDP5
Java can be run on any platform and browser supported by the Dell SonicWALL SSL VPN. The
basic functionality of the two clients is the same; however, the Java client is a native RDP client
and supports the following features that the ActiveX client does not:

* Redirect Printers

* Redirect Ports

» Redirect Drives

* Redirect SmartCards

» Redirect clipboard

» Redirect plug and play devices

« Display connection bar

» Auto reconnection

» Desktop background

e Bitmap caching

e Menu/window animation

« Visual styles

* Window drag

If the Java client application is RDP 6, it also supports:

» Dual monitors

« Span monitors

« Font smoothing

» Desktop composition
» Remote Application

The Dell SonicWALL SSL VPN also supports the Terminal Services (Using Tunnel) bookmark,
which uses the NetExtender Client to tunnel RDP data, and does not need Browser Plug-ins to
function. This bookmark should be used if your system is experiencing issues with RDP
disconnect/reconnect that commonly occur when using the Windows 8 OS.

This bookmark works just like the existing RDP bookmarks, and the bookmark setting page is
same as RDP ActiveX/Java bookmark. All the advanced options are exactly same, but this
bookmark starts the NetExtender Client first before launching the native RDC client. So this
bookmark needs the NetExtender connection allowed to the portal.
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This bookmark would start the NetExtender connection if it's not connected, and add host route
to the NetExtender adapter. If the NetExtender connection is done by this RDP bookmark, after
the RDP connection is closed, it need to be auto disconnect the NetExtender connection.

Note RDP bookmarks can use a port designation if the service is not running on the default port.

SN

Tip To terminate your remote desktop session, be sure to log off from the Terminal Server

session. If you wish to suspend the Terminal Server session (so that it can be resumed later)

you may simply close the remote desktop window.

Step1 Click the RDP bookmark. Continue through any warning screens that display by clicking Yes or

Ok.

Warning - Security

The web site's certificate is invalid. Do you want to
continue?

Name: 10.0.67.59

Publisher: 10.0.67.53

[~ Always trusk conkent From this publisher,

|_'i_| The certificate cannat be verified by a trusted source, Only continue iF
W you trust the origin of the application.
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Step 2

Step 3

Enter your username and password at the login screen and select the proper domain name
from the drop-down menu.

A window is displayed indicating that the Remote Desktop Client is loading. The remote
desktop then loads in its own windows. You can now access all of the applications and files on
the remote computer.

pffice - Microsoft Internet Explorer provide

s Tools Heln

:J Back \_)

Address

DevToolBar View DOM

Welcome

SonickWaLL Yirt
private netwiork ¢

Click = pre-configy

corporste resour

Launch MetEster

File Edit Wiew Favortes

Links ] 551 SafeMod e

virtugl Offi

Eagle’

Add Bookmg

Tools  Help

L (& &

&8 Internet
W7 Internet Explorer

E-mail

@ Motepad
w Paint

-
@ Calculator
ﬂ Command Prampt

All Programs b

A https:#10.0.41.41 - Terminal Services (RDPS) Loading - Microsoft ...

4

Microsoft Office Outlock.

Please wait while the RemIe Desktop Java Client loads ...

D My Documents

B My Recent Documents »

gj My Computer

B’ Control Panel
L:.% Prinkers and Faxes

@ Help and Support
p Search

F=F Run...

@ Windows Security

Log OFF Ep] Shut Down

#istart | (3 &

|

&) SanicWALL - Yirtual Office

2 @ Internct

For information on configuring options for RDP bookmarks, see “RDP ActiveX, Java, and

HTML5 Bookmarks” on page 151.
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Using VNC Bookmarks

Step1 Click the VNC bookmark. The following window is displayed while the VNC client is loading.

Note VNC can have a port designation if the service is running on a different port.

a Yirtual Network Computing (¥NC) - Microsoft Internet Explorer | = |EI|1|

Please wait while the Yirtual Network Computing Client loads ...

Click the Close window button to close this window after you are finished
with your ¥Yirtual Network Computing session.

Close Window |

Step2 When the VNC client has loaded, you will be prompted to enter your password in the VNC
Authentication window.

4 virtual Network Connection 10l =|
Bissonnest || options | Clipboard || Bendicti-atnel | Refesh |

VNC Authentication

B

|

Fassward:

|Java Applet Window

Step 3 To configure VNC options, click the Options button. The Options window is displayed.

i Dptions =13l x|
Encoding lm
Compression level m
JPEGimage quality  [5 =]
Cursor shape updates lm
Use CopyRect M
Restricted colors lm
Mouse huttons 2 and 3 W
Wiew only lm
Share desktop fes b

Close |
Java Applet Window
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The following table describes the options that can be configured for VNC.

Table 1 VNC Options
Option Default |Description of Options
Encoding Tight Hextile is a good choice for fast networks, while Tight is

better suited for low-bandwidth connections. From the other
side, the Tight decoder in TightVNC Java viewer is more
efficient than Hextile decoder so this default setting can
also be acceptable for fast networks.

Compression Level

Default

Use specified compression level for Tight and Zlib
encodings. Level 1 uses minimum of CPU time on the server
but achieves weak compression ratios. Level 9 offers best
compression but may be slow in terms of CPU time
consumption on the server side. Use high levels with very
slow network connections, and low levels when working
over higher-speed networks. The Default value means that
the server's default compression level should be used.

JPEG image quality

6

This cannot be modified.

Cursor shape updates

Enable

Cursor shape updates is a protocol extension used to
handle remote cursor movements locally on the client side,
saving bandwidth and eliminating delays in mouse pointer
movement. Note that current implementation of cursor
shape updates does not allow a client to track mouse cursor
position at the server side. This means that clients would not
see mouse cursor movements if the mouse was moved
either locally on the server, or by another remote VNC client.

Set this parameter to Disable if you always want to see real
cursor position on the remote side. Setting this option to
Ignore is similar to Enable but the remote cursor will not be
visible at all. This can be a reasonable setting if you don't
care about cursor shape and don't want to see two mouse
cursors, one above another.

Use CopyRect

Yes

CopyRect saves bandwidth and drawing time when parts of
the remote screen are moving around. Most likely, you don't
want to change this setting.

Restricted colors

No

If set to No, then 24-bit color format is used to represent
pixel data. If set to Yes, then only 8 bits are used to
represent each pixel. 8-bit color format can save bandwidth,
but colors may look very inaccurate.

Mouse buttons 2 and
3

Normal

If set to Reversed, the right mouse button (button 2) will act
as if it was the middle mouse button (button 3), and vice
versa.

View only

No

If set to Yes, then all keyboard and mouse events in the
desktop window will be silently ignored and will not be
passed to the remote side.

Share desktop

Yes

If set to Yes, then the desktop can be shared between
clients. If this option is set to No then an existing user
session will end when a new user accesses the desktop.
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The following table describes the options that can be configured for VNC - HTML5:

Table 2 VNC-HTML5 Options

Option Description

View Only Select the View Only check box to disable keyboard and mouse events in the
desktop window.

Share Desktop Select the Share Desktop check to enable desktop sharing between clients.

Display Bookmark to | Select the Display Bookmark to Mobile Connect clients check box to enable
Mobile Connect clients | bookmark viewing on Mobile Connect clients. Mobile Connect must be running ver-
sion 2.0 or newer to view and access this bookmark.

Using FTP Bookmarks

FTP bookmarks can use a port designation if the service is not running on the default port.

162 | SRA 7.5 User Guide



Step1 Click the FTP bookmark. The FTP Session dialog box displays.

©J hitps://10.0.67.67 - FTP - SonicWALL - Virtual Office - Mozilla Firefox

P Sessions FTF Session

P Add Mew Session
anonymousie] 0067 64

Add New FTP Session

b Download Files Server Name/address: [10.0.67 G4 |

Upload Files
P lser name: [anonymous |

*Password: W |

* Leave blank to use your 5L PN Portal User name and Password

4
P online Help
1]

Logout

| Submit

Done 10.0.67.67 (2

Step2 Enter your username and password. If you want to use your Virtual Office username and
password, simply leave the fields blank.

Step 3 Click Submit. An FTP session displays.

F

b Sessions RSl
B Add Mew Session
Files and Folders Go to
anonymous(10.0.67 64 — d | re CtO ry
P Download Files Curentdirsctony /Utlllty
b Upload Files Gota diectory |—| Suhrmt| -
P Online Help g
Create new folder Subimit | ~—
P Logout I
Create new
i filename Size Date folder Utlllty
t Up ..
[ £11.3Relesse i B 71455
D B 11 Descending wms 7905813 Jun 13 16:00 Delete
Ll ff{ apache 1.3.33tar0z 2488567 Sen210:46
[0 | tBese-uprae-1 41z 6518825 N 301910 Marked
O sm i Sep1 2243
[ whtpazexe 8576 Mar 2513
DEVPagerexe B 16 0:01 Rename

-«

Delete Marked | Rename |

Step4 You can use the following utilities in the FTP site:

— To manually navigate to a folder, enter the folder name in the Go to directory field and
click Submit.

— To create new folders in the directory, use the Create new folder fields.
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— To delete multiple files, click in the check boxes of files or folders you want to remove
and click Delete Marked.

— To rename a file or folder, click in the check box of a file or a folder and click Rename.

Step 5 To initiate another FTP session, click the Add New Session button. To return to the initial FTP
session, click the link for it (in the form username@ipaddress) under the Add New Session
button.

Downloading Files

To download a file, perform the following:

Step1 Click Download Files in the navigation bar.

Step 2 Click the name of the file in the Filename column. The File Download window displays.

File Download - Security Warning ll

Do you want to run or save this file?

Mame: MetExtender[1].Windows,1.0.2 setup,exe
Type: Application

From: 10.0.67.89

Fiun Save T Eancel

Wwhile files from the Internet can be useful, this file type can
o patentially harm your computer. |f vou do not trust the source, dao not

1un ar save this software. What's the risk?

Step 3 Click Run to launch the file. Click Save to save it to your computer.
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Uploading Files

To upload a file, perform the following:

Step1 Click Upload Files in the navigation bar. The Upload FTP Files window will be displayed.

a https://10.0.67.89 - SonicWALL - Yirtual Office - Microsoft Internet Explorer provided by SonicWALL, INE y 2 |EI|1|
SonicWALL .
File Transfer Center
B Sessions T
Upload FTP Files
P Add New Session
anonymousEd 0.0 67 .64 Bl i
P Download Files
b Upload Files Upload files to:  fSSLYPRIMetExtendermindows
P Online Help Go to directory: | | Subrnit |
P Logout FTP Session Create new folder: | | Subrmit |
Upload Files
Selectfile to upload: |C:1Pr0gram Files\nozilla Firefox’tin“ Browse... |
| ” Browse... |
| ” Browse... |
Upload Cancel
[&] pone l_l_l_l_ré_la Internet v

Step 2 The current directory is displayed in the Upload files to: field. To navigate to a different
directory, enter the directory name in the Go to directory: field. To create a new folder in the
current directory, enter the name of the folder in the Create new folder: field and click submit.

Step 3 Select the file you want to upload by clicking the Browse... button and navigating to the file.
You can upload up to three files at once.

To navigate between uploads, click the Sessions link.
Step4 Click Upload to upload the files.
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Using Telnet Bookmarks

Step1 Click the Telnet bookmark.
Telnet bookmarks can use a port designation for servers not running on the default port.
Step 2 Click OK to any warning messages that are displayed. A Java-based Telnet window launches.

2 https=/,/10.0.93.200/gi-bin, telnet7HOST=10.0.93.31 - Microsolt Internet Explorer pi =191

Java

Prp——

Step 3 If the device you are Telnetting to is configured for authentication, enter your username and
password.

Using SSHv1 Bookmarks

SSH bookmarks can use a port designation for servers not running on the default port.

Step1 Click the SSHv1 bookmark. A Java-based SSH window is launched.

.0.93.200, cgi-bin/ssh?HDST=10.0.93.31 - Microsoft Internet'E_'_

S5H Autharization required
Username
Fassword

Cancel | Login |

|Java Applet Window

Connected to 10.0.93.31 ssh online

Step2 Enter your username and password.
Step 3 A SSH session is launched in the Java applet.

A2

Tip Some versions of the JRE may cause the SSH authentication window to pop up behind the
SSH window.
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Using SSHv2 Bookmarks

SSH bookmarks can use a port designation for servers not running on the default port.
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Step1 Click the SSHv2 bookmark. A Java-based SSH window displays. Type your user name in the
Username field and click Login.

2 SonicWALL S5Hv2

Username:

Ej Applet SSHvZApplet started é & Internet

Step 2 A hostkey popup displays. Click Yes to accept and proceed with the login process.

Select an Option

Do you want to accept the hostkey (type ssh-rsa) from 10.0.61.41 7
Hex Fingerprint: 09:76:42:3e:00:97:ch:a1:58:92:fe:ed:86:73:04:70
Bubblebhabhble Fingerprint: ®onat-lecir-ceryv-guvif-lugiv-Kiron-rytik-pavac-bezuc-celer-hexex

ies‘ No

Step 3 Enter your password and click OK.

Password Authentication @
Enter d for admin
ok |

@ Applet 55HvZApplet started é & Internet

Step4 The SSH terminal launches in a new screen.

File Options (B bbte. /10,5, 106, 140/ cal-binfsshy27bmld=5

The 55Hv2 Java Client has loaded.

Click the Close window button to close this window after you are finished
your 55HvZ session.

Close Window
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Using Mobile Connect Bookmarks

Step1 Click the Mobile Connect bookmark.

Step 2 Enter the Bookmark Name and the Name or IP Address. The Name or IP Address field is the
custom URL scheme.

Step 3 Enable the Display Bookmark to Mobile Connect clients check box to send bookmark
information to Mobile Connect clients. Click OK.

Edit Bookmark

Bookmark Name: * ||'.,1c Telnet |
Name or IP Address: * |te|net:ﬁ192.158.200.25 |®
Description: | |®
Tabs: | |®
Allow user to edit/delete: Use user policy v
Senvice: Mabile Connect *|@®

Display Bookmark to Mobile Cornect cIients@

oK || Cancel |

Once the Mobile Connect bookmark on the SRA is successfully configured, the bookmark will
display on your mobile device:

w  ATET = [@ 9:15 AM

SONICWALL

Connection Sslvpn.eng.sonicwall...

Status Connected

5] MC Telnet

Mobile Connect

Connection Monitor Settings About
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Using Web Bookmarks

Step1 Click the HTTP or HTTPS bookmark.

Note HTTP bookmarks can have a port designation and a path.

Step2 A new window is launched in your default browser that connects to the domain name or IP
address specified in the bookmark.

HTTP & HTTPS Bookmarks have been tested and verified to support the following web
applications:

* Microsoft Outlook Web Access 2010, Outlook Web Access 2007, and Outlook Web Access
2003.

« Windows Sharepoint 2007, Windows Sharepoint Services 3.0 and Windows Sharepoint
Services 2.0.

+ Please note the client integrated features of Sharepoint are not supported.
* Lotus Domino Web Access 7.0
* Novell Groupwise Web Access 7.0

Other applications may work but there may be problems accessing pages that are malformed,
have advanced HTML features, use an unsupported authentication method (for example,
Windows Integrated Authentication) and URLs that are embedded in Macromedia Flash, Java
or ActiveX. If a web application does not work with a HTTP or HTTPS Bookmark, contact your
Administrator.

Using File Share Bookmarks

For information on using File Share bookmarks, see the “Using HTML-Based File Shares”
section on page 143.

Using Citrix Bookmarks

Citrix is a remote access, application sharing service, similar to RDP. It enables users to
remotely access files and applications on a central computer over a secure connection. There
are two types of Citrix bookmarks:

» “ActiveX Citrix Bookmark” on page 171
» “Java Citrix Bookmark” on page 174
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ActiveX Citrix Bookmark

Step 1

Step 2

Step 3

Step 4

When using the Internet Explorer web browser, Citrix bookmarks launch the ActiveX Citrix

client. The following steps describe how to launch and use the ActiveX Citrix client.

Click the Citrix bookmark. The first time you use a Citrix bookmark, it will install the Citrix Web

Client on your computer if you do not already have it.
Click Install to install the client.

Open File - Security Warning

Do you want to run this file?

Mame: CitrixReceiver.exe
Fublisher: Citrix Systems, Inc.
Type:  Application
From: C:\Documents and SettingsipakumariDeskiop

[ Bun ]l_ Cancel |

Always ask before opening this file

patentially harm your computer. Only run software from publishers

Wwhile files from the Internet can be useful, this file type can
you trust, What's the rigk?

The Citrix Web Client begins to install. If prompted, click the banner to grant ActiveX control to
the Citrix Web Client.

{2 Citrix Installation - Windows Internet Explorer |Z||E||g|

I{'-;‘ hittps: 105,106, 140/cai-binfeitrix_installerfurl=10.5.22

'@ This website wants to run the Following add-on: 'Citrix Systems, Inc' from 'Citrix Systems, Inc.', IF - X
wou brust the website and the add-on and want to allow it to run, click here. ..

Please wait while the Citrix Web Client is installed ...
After installation, you will be automatically redirected to the Citrix portal
The Citrix Access Web Client is currently being downloaded from the following location:

[cx/http://10.5.252.43/CitrixReceiver.exe

You can download the updated full client package from the main Citrix site here.

] € 1nternet Ja v Wi -

Click Yes to the Security Warning message that is displayed.
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Security Warning ) ﬂ
Do you want to install and run "Citric Web Cliert" signed
on 2/20/2004 10:22 PM and distributed by:

Citrix Systems, Inc

Publisher authenticity verified by VeriSign Class 3 Code
Signing 2001 CA

Caution: Citric Systems, Inc asserts that this content is
safe. You should only installview this content if you trust
Citrix Systems, Inc to make that assertion.

[~ Always trust content from Citrix Systems, Inc

Yes | No I More Info

Step 5 The Citrix Web Client installs.

Citrix Receiver

Installing. ..

(Eeeas )

Cancel

Step 6 Click Yes to the Citrix license agreement.

Citrix License Agreement ﬂ

CITRIX(R) LICENSE AGREEMENT il

This is a legal agreement ("AGREEMENT") between you, the Licensed User or
representative of the Licensed User and Citric Systems, Inc., or Citrix Systems
Intemational GmbH. Your location of receipt of this PRODUCT determines the
licensing entity hereunder {the applicable entity is hersinafter refemed to as
"CITRIX"). Citrix Systems, Inc., a Delaware corporation, markets and supports
this product or feature release (both hereinafter "PRODUCT")in the Americas.
Citrix Systems Intemational GmbH, a Swiss comparty wholly owned by Citrix
Systems, Inc., markets and supports this PRODUCT in Europe, the Middle East,
Africa, Asia and the Pacific. BY SELECTING "| ACCEPT" BELOW, YOU ARE
AGREEING TO BE BOUND BY THE TERMS OF THIS AGREEMENT. IF YOU
DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, SELECT "I DO
NOT ACCEPT" BELOW AND DO NOT INSTALL OR USE THE PRODUCT.
NO RIGHT OF RETURN AND REFUND IS AVAILABLE TO YOU IF YOU
WERE PROVIDED WITH NOTICE OF AND ACCESS TO THE TERMS OF
THIS AGREEMENT PRIOR TO LICENSE PURCHASE. IF YOU DO NOT
AGREE AND WERE NOT NOTIFIED OF AND PROVIDED WITH ACCESS TO
THE TERMS OF THIS AGREEMENT PRIOR TO LICENSE PURCHASE, YOU
MAY CONTACT THE AUTHORIZED CITRIX RESELLER FROM WHICH YOU
OBTAINED THE PRODUCT FOR A FULL REFUND. IF YOU RECEIVED LI

Ies I No |

Step 7 When the Citrix Web Client has installed, click OK If the Citrix Web Interface login window does
not display, restart your Web browser and launch the Citrix bookmark again.

@ Inztallation completed successtully.
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Step 8 Enter your username, password, and domain in the Citrix Web Interface login window.

CiTIl!X' Web Interface @

for MetaFrame® Presentation Server

Log in L @) Welcome

Please log in

User name:

| | To log in to MetaFrame Presentation Server, enter the credentials
Password: required, and then click Log In.

| | If you do not know your log in information, please contact your help
desk or system administrator.

Domain:

| |

Message Center

Advanced Options ===

The Message Center displays any information or error messages that
L may occur.

Step 9 The Citrix Web Interface home page is displayed. Click the application you want to use.

Applications gj L L @)

\ﬂ Top @ Up
Internet Microsoft Word
Explorer 2003

[ Reconnect ][ Disconnect H Log Off ]

Step 10  You may be prompted to install additional Citrix software.

Security Warning ﬂ

Do you want to install and run
"hitps://10.0.61.150/XTSAC cab” signed on an unknown
date/time and distributed by:

SonicWALL, Inc.
Publisher authenticity verified by Thawte Code Signing CA

Caution: SonicWALL, Inc. asserts that this content is safe.
You should only install/view this content if you trust
SonicWALL, Inc. to make that assertion.

[~ Always trust content from SonicWALL, Inc.

Yes | No I More Info |

Step 11 The shared application is now launched.
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Java Citrix Bookmark

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6

When using a non-Internet Explorer web browser, Citrix bookmarks launch the Java Citrix
client. The following steps describe how to launch and use the Java Citrix client.

Click the Citrix bookmark. The login window displays.

For Logon type, select either Anonymous or Explicit. Select Anonymous to login without
providing a user name. Note that you may not be able to access resources that require
authentication. Select Explicit to login with a user name and password. You may also be
required to provide a domain name or NDS context.

Welcome

kication method, enter ed information,

adrinistrator.

Click the Log On button. The Citrix Java applet displays. The default applications will display
in the Applications section in the middle of the window.

CiTRIX

Applications Messages /i Preferences -

Logged on as: Gueskt Log Off

Applications

Select view: I Icons  x I

e

Motepad

Hint: Unable ka find the resource you need? Use Search to locate it For you, *

Click Messages to view any Citrix messages you have received.

Messages
Showing 1 messagels)

£ warning

Click Preferences to customize the Citrix Java applet settings.

Select Display Settings to change the language and to specify if Citrix hints should be
displayed.
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Step 7

Step 8

Step 9
Step 10

Display Settings

General

Configure appearance settings that are applied across the
whale Web site.

Language:

I English j

Applications screen

Use these settings ko personalize your Applications screen, [¥ Hints (Full Graphics only)

Save | Cancel |

Select Session Settings to customize the default window size for Citrix sessions.

Session Settings

Display

Use these settings ko personalize the appearance of your ‘Window size:

SES5I0NS, EPercentane of screen LI E)
Custom size (pa): |D 4 |D

Percentage of screen:

ISD o

Save I Cancel I

In the Window Size drop-down menu, select one of the following options:

* No preference: Uses the default setting configured by your Administrator.

» Full screen: Resources are maximized to fill your screen.

« Seamless: Resources that support resizing appear in resizable windows.
« Custom dimensions: Enables you to specify the width and height of the resource window

in pixels.

+ Percentage of screen: Enables you to specify the percentage of your screen the resources

will occupy.

Select Account Settings to configure the behavior of your sessions when you log out.

Select the Log off all sessions check box to shut down all of your active resources when you

log off from the Citrix session. If you disable this check box, any active resources that are
hosted on a remote server continue to run when you log off. (Offline applications always

continue to run when you log off from the Citrix session.)
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Global Bookmark Single Sign-On Options

You can configure single sign-on using the Options button on the main Virtual Office page.
SSO settings will be enabled only if the Administrator has configured user- controlled single
sign-on (SSO). To configure SSO bookmark options, perform the following tasks:

Step1 Click the Options button at the top right of the Virtual Office. The User Options page displays.

M
SorvcWALL | Virtial Office Dptlons | Help

Usam zdmin - Sassion S1Elus: Actve

Welcome to the SonleWALL Virtual Cfflce

Tips/Help Q
SuncWaALL"s Villudl OMce provides sasy and secure emols aceess o e conpodle
network Trom znywhzre on the Internzt. How can | change my password?
You may bs atle fo change your

mn

Clclk a pre-dofined bookmark or create your oan B2 SCeuUrc’y access a corporsic neiwork

b passwois Enuugh & Bemole Desklop
s q 52535100 o a webpate. Flease contact
Launc h M=tExtendsr to c reats a secure network connesction to the corporats network for }’:—UF SU.I”'II"ISIFEJIDF for specic
Tull nebw b scoess. inskrictions
What ia MetExtender?
g | NetExtender @ || %=, Fule shares @ Neil rtender creates 2 secire nefwork
' Dizcornccicd ';-j Brawac ahared files on your corperalc connection, sllows you to 2ccess
e || vickto comeat - natwork. MELWO! B TESDUICES (SSIVELS And

WBESIES] as 1you wers on the local

Step 2 Under Single Sign-On Settings, select Use SSL VPN account credentials to log into
bookmarks to enable SSO for bookmarks. Leave the box unchecked if you do not want to use
SSO for bookmarks.

User Options

Single Sign-0On Settings

¥ automatically log into bookrmarks

Save || Cancel

Step 3 Click Save to save your changes.

Fileshares will use the configured domain name of which the user is a member to supply to the
backend server. HTTP, HTTPS, FTP, RDP - ActiveX, RDP- Java will supply the username and
password that was used to login. If the server is expecting a domain-prefixed username, SSO
will fail. In some cases, a default domain can be specified at the server to allow SSO to
succeed.

Per-Bookmark Single Sign-On Options

Dell SonicWALL SSL VPN supports per-bookmark single sign-on for the following bookmark
services:

» Terminal Services (RDP - Active X)

« Terminal Services (RDP - Java)

« Web (HTTP)

+ Secure Web (HTTPS)

« File Shares (CIFS)

» File Transfer Protocol (FTP)
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Step 1

Step 2
Step 3

Step 4
Step 5

Step 6

Per-Bookmark SSO allows users to enable or disable SSO for individual bookmarks. This
flexibility in specifying login credentials is useful in the following cases:
« Users who use multiple accounts to access a variety of resources.

» Users who use two-factor authentication to log in to the SSL VPN Virtual Office, but use a
static password to access other resources.

» Users who need to access servers that require a domain prefix.
To configure per-bookmark SSO, perform the following tasks.

Before enabling SSO on an individual bookmark, you must first enable SSO globally as
described in the “Global Bookmark Single Sign-On Options” section on page 176.

On the Virtual Office page, click the Create a new bookmark button.

Select one of the service types that supports per-bookmark SSO: Terminal Services (RDP -
Active X), Terminal Services (RDP - Java), Web (HTTP), Secure Web (HTTPS), File Shares
(CIFS), or File Transfer Protocol (FTP).

To disable SSO for the bookmark, clear the Automatically log in check box.

To use SSO for the bookmark, select the Automatically log in check box and then select one
of the following radio buttons:

« Use SSL-VPN account credentials — allow login to the bookmark using the local user
credentials configured on the SRA appliance

« Use custom credentials — allow login to the bookmark using the credentials you enter
here; when selected, this option displays Username, Password, and Domain fields. Enter
the custom credentials into the Username, Password, and Domain fields that are

displayed.
You can enter the custom credentials as text or use dynamic variables such as those shown
below:

Text Usage Variable Example Usage

Login Name %USERNAME% US\%USERNAME%

Domain Name %USERDOMAIN% %USERDOMAIN\%USERNAME %

Group Name %USERGROUP% %USERGROUP%\%USERNAME%

Password %PASSWORD% %PASSWORD% or leave the field blank

For Web (HTTP) and Secure Web (HTTPS) bookmarks, select the Forms-based
Authentication check box to use this method for SSO, and then fill in the following fields that
are exposed:

» Configure the User Form Field to be the same as the ‘name’ or ‘id’ attribute of the HTML
element representing User Name in the Login form, for example:
<input type=text name=’userid’>
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« Configure the Password Form Field to be the same as the ‘name’ or ‘id’ attribute of the
HTML element representing Password in the Login form, for example:
<input type=password name="PASSWORD’ id=’"PASSWORD’ maxlength=128>
Step 7 Click OK.

Step 8 Enter the User name and password for the service.

Citrix User 10

~ Internet O My Documents p
Mozilla Firefox J
. B My Recent Documents »
g]u E-mail

Outlook E:
utlook Express 9’ iy

E’ Control Panel

t\:% Printers and Faxes

@) Help and Support
p Search

=7 Run...

Cancel

g Windows Security

Al Programs  #

Ein

Windows Server 2003, Enterprise Edition
Log Off @ Shut Down y

Evaluation copy. )]

Iﬁstart J @ a8 J ﬂ Program Meighborhood Al
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Appendix A

Support Information

This appendix contains the following sections:

» “Contact Information” on page 179

» “GNU General Public License (GPL) Source Code” on page 179
» “Limited Hardware Warranty” on page 179

» “End User Licensing Agreement” on page 180

Contact Information

For timely resolution of technical support questions, visit Dell SonicWALL on the Internet at
<http://www.sonicwall.com/us/support.html>. Web-based resources are available to help you
resolve most technical issues or contact Dell SonicWALL Technical Support

Technical Support Contact Information:
Contact Support Page - http://www.sonicwall.com/us/support/contact.html
Contact SonicWALL Page - http://www.sonicwall.com/us/company/286.html

GNU General Public License (GPL) Source Code

Dell SonicWALL will provide a machine-readable copy of the GPL open source on a CD. To
obtain a complete machine-readable copy, send your written request, along with a certified
check or money order in the amount of US $25.00 payable to "Dell SonicWALL, Inc." to:

General Public License Source Code Request
Dell SonicWALL, Inc. Attn: Jennifer Anderson
2001 Logic Drive

San Jose, CA 95124-3452

Limited Hardware Warranty

All Dell SonicWALL appliances come with a 1-year Limited Hardware Warranty which provides
delivery of critical replacement parts for defective parts under warranty. In addition, for 90 days
from the warranty start date, Dell SonicWALL SRA 4600/1600 appliances are entitled to a
Limited Software Warranty which provides bug fixes, updates and any maintenance releases
that occur during the coverage term. Visit the Warranty Information page for details on your
product’s warranty:

http://www.sonicwall.com/us/support/Services.html#tab=warranty

Dell SonicWALL, Inc. warrants that commencing from the delivery date to Customer (but in any
case commencing not more than ninety (90) days after the original shipment by Dell
SonicWALL), and continuing for a period of twelve (12) months, that the product will be free
from defects in materials and workmanship under normal use. This Limited Warranty is not
transferable and applies only to the original end user of the product. Dell SonicWALL and its
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suppliers' entire liability and Customer's sole and exclusive remedy under this limited warranty
will be shipment of a replacement product. At Dell SonicWALL's discretion the replacement
product may be of equal or greater functionality and may be of either new or like-new quality.
Dell SonicWALL's obligations under this warranty are contingent upon the return of the
defective product according to the terms of Dell SonicWALL's then-current Support Services
policies.

This warranty does not apply if the product has been subjected to abnormal electrical stress,
damaged by accident, abuse, misuse or misapplication, or has been modified without the
written permission of Dell SonicWALL.

DISCLAIMER OF WARRANTY. EXCEPT AS SPECIFIED IN THIS WARRANTY, ALL
EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS, AND WARRANTIES
INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTY OR CONDITION OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NONINFRINGEMENT,
SATISFACTORY QUALITY OR ARISING FROM A COURSE OF DEALING, LAW, USAGE, OR
TRADE PRACTICE, ARE HEREBY EXCLUDED TO THE MAXIMUM EXTENT ALLOWED BY
APPLICABLE LAW. TO THE EXTENT AN IMPLIED WARRANTY CANNOT BE EXCLUDED,
SUCH WARRANTY IS LIMITED IN DURATION TO THE WARRANTY PERIOD. BECAUSE
SOME STATES OR JURISDICTIONS DO NOT ALLOW LIMITATIONS ON HOW LONG AN
IMPLIED WARRANTY LASTS, THE ABOVE LIMITATION MAY NOT APPLY TO YOU. THIS
WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS, AND YOU MAY ALSO HAVE OTHER
RIGHTS WHICH VARY FROM JURISDICTION TO JURISDICTION. This disclaimer and
exclusion shall apply even if the express warranty set forth above fails of its essential purpose.

DISCLAIMER OF LIABILITY. DELL SONICWALL'S SOLE LIABILITY IS THE SHIPMENT OF A
REPLACEMENT PRODUCT AS DESCRIBED IN THE ABOVE LIMITED WARRANTY. IN NO EVENT
SHALL DELL SONICWALL OR ITS SUPPLIERS BE LIABLE FOR ANY DAMAGES WHATSOEVER,
INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS
INTERRUPTION, LOSS OF INFORMATION, OR OTHER PECUNIARY LOSS ARISING OUT OF THE USE
OR INABILITY TO USE THE PRODUCT, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL,
INCIDENTAL, OR PUNITIVE DAMAGES HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF
LIABILITY ARISING OUT OF THE USE OF OR INABILITY TO USE HARDWARE OR SOFTWARE EVEN
IF DELL SONICWALL OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. In no event shall Dell SonicWALL or its suppliers’ liability to Customer, whether in
contract, tort (including negligence), or otherwise, exceed the price paid by Customer. The
foregoing limitations shall apply even if the above-stated warranty fails of its essential
purpose. BECAUSE SOME STATES OR JURISDICTIONS DO NOT ALLOW LIMITATION OR
EXCLUSION OF CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY NOT
APPLY TO YOU.

End User Licensing Agreement

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE SONICWALL
PRODUCT. BY INSTALLING OR USING THE SONICWALL PRODUCT, YOU (AS THE
CUSTOMER, OR IF NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED
TO BIND THE CUSTOMER) INDICATE ACCEPTANCE OF AND AGREE TO THE TERMS AND
CONDITIONS OF THIS AGREEMENT FOR AND ON BEHALF OF THE CUSTOMER. IF YOU
DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT, THEN DO NOT
USE THE PRODUCT AND RETURN IT TO THE PLACE OF PURCHASE WITH PROOF OF
PURCHASE WITHIN THIRTY (30) DAYS OF PURCHASE FOR A REFUND. IF YOU DO
PROCEED TO INSTALL OR USE THE SONICWALL PRODUCT, YOU WILL HAVE INDICATED
ACCEPTANCE AND AGREEMENT WITH THE TERMS AND CONDITIONS HEREIN.
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NOTWITHSTANDING THE FOREGOING, THIS AGREEMENT SHALL NOT SUPERSEDE ANY
OTHER SIGNED AGREEMENT BETWEEN YOU AND SONICWALL THAT EXPRESSLY
GOVERNS THE SONICWALL PRODUCT.

"Product" means the SonicWALL labeled hardware and related documentation ("Hardware")
and/or proprietary SonicWALL labeled software, firmware and related documentation
("Software") purchased by the end user of the product either directly from SonicWALL or a
Reseller (“Customer”). “Services” means the Support Services described below and any other
services provided with or for the Products directly by SonicWALL or its agents. “Reseller” shall
mean those entities to which SonicWALL or SonicWALL’s authorized distributors distribute the
Products for resale to end users. Except as otherwise agreed upon by the parties, this
Agreement will also cover any updates and upgrades to the Products provided to Customer by
SonicWALL directly or through a Reseller (except as may be otherwise indicated, such updates
and upgrades shall be deemed Products).

1. LICENSE(S) AND RESTRICTIONS

(a) Licenses. Subject to the terms and conditions of this Agreement, SonicWALL grants to
Customer, and Customer accepts from SonicWALL, a nonexclusive, nontransferable (except as
otherwise set forth herein) and nonsublicensable license (“License”) to:

(i) execute and use the Software on the Hardware with which the Software is provided (pre-
installed) in accordance with the applicable Documentation; and,

(ii) for Software provided in standalone form (without Hardware), install, execute and use
the Software on the Hardware or hardware device(s) on which it is intended to be used in
accordance with the applicable Documentation and the License purchased. If Customer
purchased multiple copies of standalone Software, Customer’s License to such standalone
Software includes the right to install, use and execute up to the number of copies of
Software Licenses purchased.

In addition, the License includes the right to (x) make a reasonable number of additional copies
of the Software to be used solely for non-productive archival purposes, and (y) make and use
copies of the end user documentation for Hardware and/or Software provided with the Products
(“Documentation”) as reasonably necessary to support Customer’s authorized users in their
use of the Products.

(b) License Limitations. Order acknowledgments, Documentation and/or the particular type of
the Products/ Licenses purchased by Customer may specify limits on Customer’s use of the
Software, and which limits apply to the License(s) granted hereunder for such Software. Such
limits may consist of limiting the term of the License, or the number or amount of nodes, storage
space, sessions, calls, users, subscribers, clusters, devices, ports, bandwidth, throughput or
other elements, and/or require the purchase of separate Licenses to use or obtain particular
features, functionalities, services, applications or other items. Use of the Software shall be
subject to all such limitations.

(c) For Customer’s Internal Business. Each License shall be used by Customer solely to
manage its own internal business operations as well as the business operations of its Affiliates.
Notwithstanding the foregoing, if Customer is in the regular business of providing firewall, VPN
or Security management for a fee to entities that are not its Affiliates (“MSP Customers”),
Customer may use the Products for its MSP Customers provided that either (i) Customer, and
not MSP Customers, maintain control and possession of the Products, or (ii) if MSP Customers
have possession and/or control of Products in whole or in part, this Agreement must be
provided to MSP Customers and they must agree that their use of the Products is subject to the
terms and conditions of this Agreement. Customer agrees to indemnify and hold SonicWALL
harmless from and against any claims by MSP Customers against SonicWALL relating to the
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Products and/or Customer’s services for MSP Customers. “Affiliate” means any legal entity
controlling, controlled by, or under common control with a party to this Agreement, but only for
so long as such control relationship exists.

(d) Evaluation License. If the Software is provided by SonicWALL or a Reseller at no charge for
evaluation purposes, then Section 1(a) above shall not apply to such Software and instead
Customer is granted a nonproduction License to use such Software and the associated
documentation solely for Customer’s own internal evaluation purposes for an evaluation period
of up to thirty (30) days from the date of delivery of the Software, plus any extensions granted
by SonicWALL in writing (the "Evaluation Period"). There is no fee for Customer’s use of the
Software for nonproduction evaluation purposes during the Evaluation Period, however,
Customer is responsible for any applicable shipping charges or taxes which may be incurred,
and any fees which may be associated with usage beyond the scope permitted herein.
Notwithstanding anything otherwise set forth in this Agreement, Customer understands and
agrees that evaluation Software is provided “AS I1S” and that SonicWALL does not provide a
warranty or maintenance services for evaluation Licenses.

(e) Restrictions. Customer may not (i) modify, translate, localize, adapt, rent, lease, loan, create
or prepare derivative works of, or create a patent based on the Software or any part thereof, (ii)
make copies except as expressly authorized under this Agreement, (iii) copy the Software onto
any public or distributed network, (iv) modify or resell the Software, use the Software in
connection with the operation of any nuclear facilities, or use for purposes which are
competitive to SonicWALL, or (v) except as expressly authorized in Section 2(c) above, operate
the Software for use in any time-sharing, outsourcing, service bureau or application service
provider type environment. Unless and except to the extent authorized in the applicable
Documentation, Software provided with and/or as the Product, in part or whole, is licensed for
use only in accordance with the Documentation as part of the Product: Software components
making up a Product may not be separated from, nor used on a separate or standalone basis
from the Product. Each permitted copy of the Software and Documentation made by Customer
hereunder must contain all titles, trademarks, copyrights and restricted rights notices as in the
original. Customer understands and agrees that the Products may work in conjunction with third
party products and Customer agrees to be responsible for ensuring that it is properly licensed
to use such third party products. Any Software provided in object code form is licensed
hereunder only in object code form. Except to the extent allowed by applicable law if located in
the European Union, and then only with prior written notice to SonicWALL, Customer shall not
disassemble or reverse engineer the Software in whole or in part or authorize others to do so.
Customer agrees not to use the Software to perform comparisons or other "benchmarking"
activities, either alone or in connection with any other software or service, without SonicWALL’s
written permission; or publish any such performance information or comparisons.

(f) Third Party Software. There may be certain third party owned software provided along with,
or incorporated within, the Products (“Third Party Software”). Except as set forth below, such
Third Party Software shall be considered Software governed by the terms and conditions of this
Agreement. However, some Products may contain other Third Party Software that is provided
with a separate license agreement, in which case such Third Party Software will be governed
exclusively by such separate license agreement ("Third Party License") and not this
Agreement. Any such Third Party Software that is governed by a Third Party License, and not
this Agreement, will be identified on the applicable Product page on SonicWALL's website and/
orin a file provided with the Product. Except as SonicWALL may otherwise inform Customer in
writing, the Third Party License gives Customer at least the license rights granted above, and
may provide additional license rights as to the Third Party Software, but only with respect to the
particular Third Party Software to which the Third Party License applies. SUCH THIRD PARTY
SOFTWARE UNDER A THIRD PARTY LICENSE IS PROVIDED WITHOUT ANY WARRANTY
FROM SONICWALL AND ITS SUPPLIERS, INCLUDING BUT NOT LIMITED TO
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NON-INFRINGEMENT. Notwithstanding the foregoing, SonicWALL shall honor its warranty,

182 | SRA 7.5 User Guide



maintenance and support obligations in respect to the SonicWALL Products regardless of
whether the warranty, maintenance or support issue is caused in whole or in part by the Third
Party Software provided by SonicWALL with the Product.

(9) Updates/Upgrades. If Customer purchases or otherwise is eligible to receive a SOFTWARE
update or upgrade, you must be properly licensed to use the Product identified by SonicWALL
as being eligible for the update/ upgrade in order to install and use the SOFTWARE update/
upgrade. A SOFTWARE update/ upgrade replaces and/or supplements the Software Product
that formed the basis for your eligibility for the update/upgrade, and does not provide you an
additional License (copy) of the Software to use separately from the Software Product to be
updated/ upgraded. You may use the resulting updated/upgraded Product only in accordance
with the terms of this Agreement.

(h) Activation Keys May Expire. Certain Products, including Security Services that provide
regular ongoing updates for Software (e.g., Security Service consisting of anti-virus signature
updates), may come with an activation key or license key (a key that must be entered to activate
the Product, “Activation Key”). If the Activation Key for a Product is not activated within five (5)
years from the date of issuance by SonicWALL, such Activation Key(s) may expire and no
longer activate the Product. Products that come with an expiring Activation Key will operate for
the contracted term of the License (or purchased Security Service), so long as the Activation
Key is activated within five (5) years from SonicWALL'’s date of issuance.

2. OWNERSHIP

SonicWALL and its licensors are the sole and exclusive owners of the Software, and all
underlying intellectual property rights in the Hardware. All rights not expressly granted to
Customer are reserved by SonicWALL and its licensors.

3. TERMINATION OF LICENSE(S)

All licenses to the Software hereunder shall terminate if Customer fails to comply with any of
the provisions of this Agreement and does not remedy such breach within thirty (30) days after
receiving written notice from SonicWALL. Customer agrees upon termination to immediately
cease using the Software and to destroy all copies of the Software which may have been
provided or created hereunder.

4. SUPPORT SERVICES

SonicWALL’s current Support Service offerings (“Support Services”) and the terms and
conditions applicable to such Support Services are set forth in SonicWALL'’s Support Services
Terms located http://www.sonicwall.com/us/support/ Services.html and are incorporated herein
by reference. Support Services may require an additional fee. Unless otherwise agreed to in
writing, SonicWALL’s Support Services are subject to SonicWALL'’s Support Services Terms
which are in effect at the time the Support Services are purchased by Customer, and these
terms and conditions will be incorporated herein by reference at that time. SonicWALL reserves
the right to change the Support Services Terms from time to time by posting such changes on
its website, which shall apply to any Support Services purchased on or after the date of such
posting.

5. SONICWALL WARRANTY

(a) Warranty. SonicWALL warrants to Customer (original purchaser Customer only) that for the
applicable warranty period (“Warranty Period”) the Hardware will be free from any material
defects in materials or workmanship and the Software, if any, will substantially conform to the
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Documentation applicable to the Software and the License purchased (“Limited Warranty”).
Except as may indicated otherwise in writing by SonicWALL, the Warranty Period for Hardware
is one year from the date of registration of the Hardware Product (or if sooner, seven days after
initial delivery of the Hardware Product to Customer), and the applicable warranty period for
Software is ninety days from the date of registration of the Software Product (or if sooner, seven
days after initial delivery/download) of the Software Product to/by Customer. SonicWALL does
not warrant that use of the Product(s) will be uninterrupted or error free nor that SonicWALL will
correct all errors. The Limited Warranty shall not apply to any non-conformance (i) that
SonicWALL cannot recreate after exercising commercially reasonable efforts to attempt to do
s0; (i) caused by misuse of the Product or by using the Product in a manner that is inconsistent
with this Agreement or the Documentation; (iii) arising from the modification of the Products by
anyone other than SonicWALL; or (iv) caused by any problem or error in third party software or
hardware not provided by SonicWALL with the Product regardless of whether or not the
SonicWALL Product is designed to operate with such third party software or hardware.
SonicWALL's sole obligation and Customer's sole and exclusive remedy under any express or
implied warranties hereunder shall be for SonicWALL to use commercially reasonable efforts
to provide error corrections and/or, if applicable, repair or replace parts in accordance with
SonicWALL’s Support Services Terms. Customer shall have no rights or remedies under this
Limited Warranty unless SonicWALL receives Customer’s detailed written warranty claim within
the applicable warranty period.

(b) Disclaimer. EXCEPT FOR THE EXPRESS WARRANTIES SET FORTH ABOVE, TO
MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW SONICWALL HEREBY DISCLAIMS
ON BEHALF OF ITSELF, ITS SUPPLIERS, DISTRIBUTORS AND RESELLERS ALL
WARRANTIES, EXPRESS, STATUTORY AND IMPLIED, APPLICABLE TO THE PRODUCTS,
SERVICES AND/OR THE SUBJECT MATTER OF THIS AGREEMENT, INCLUDING, BUT NOT
LIMITED TO, ANY WARRANTY OF MERCHANTABILITY, NON-INFRINGEMENT OR FITNESS
FOR A PARTICULAR PURPOSE.

6. LIMITATION OF LIABILITY

The Products are not designed, manufactured, authorized or warranted to be suitable for use
in any system where a failure of such system could result in a situation that threatens the safety
of human life, including without limitation any such medical, life support, aviation or nuclear
applications. Any such use and subsequent liabilities that may arise from such use are totally
the responsibility of Customer, and all liability of SonicWALL, whether in contract, tort (including
without limitation negligence) or otherwise in relation to the same is excluded. Customer shall
be responsible for mirroring its data, for backing it up frequently and regularly, and for taking all
reasonable precautions to prevent data loss or corruption. SonicWALL shall not be responsible
for any system downtime, loss or corruption of data or loss of production. NOTWITHSTANDING
ANYTHING ELSE IN THIS AGREEMENT OR OTHERWISE, TO THE MAXIMUM EXTENT
PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL SONICWALL, ITS SUPPLIERS,
DISTRIBUTORS OR RESELLERS BE LIABLE FOR ANY INDIRECT, INCIDENTAL, PUNITIVE
OR CONSEQUENTIAL DAMAGES, LOST OR CORRUPTED DATA, LOST PROFITS OR
SAVINGS, LOSS OF BUSINESS OR OTHER ECONOMIC LOSS OR COSTS OF
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, ARISING OUT OF OR RELATED
TO THIS AGREEMENT, THE PRODUCTS OR THE SERVICES, WHETHER OR NOT BASED
ON TORT, CONTRACT, STRICT LIABILITY OR ANY OTHER LEGAL THEORY AND
WHETHER OR NOT SONICWALL HAS BEEN ADVISED OR KNEW OF THE POSSIBILITY OF
SUCH DAMAGES. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW,
SONICWALL'S MAXIMUM LIABILITY TO CUSTOMER ARISING FROM OR RELATING TO
THIS AGREEMENT SHALL BE LIMITED TO THE AMOUNTS RECEIVED BY SONICWALL
FOR THE PRODUCTS AND THE SERVICES PURCHASED BY CUSTOMER, PROVIDED
THAT WHERE ANY CLAIM AGAINST SONICWALL RELATES TO PARTICULAR PRODUCT
AND/OR SERVICES, SONICWALL'S MAXIMUM LIABILITY SHALL BE LIMITED TO THE
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AGGREGATE AMOUNT RECIEVED BY SONICWALL IN RESPECT OF THE PRODUCTS
AND/OR SERVICES PURCHASED BY CUSTOMER AFFECTED BY THE MATTER GIVING
RISE TO THE CLAIM. (FOR MAINTENANCE SERVICES OR A PRODUCT SUBJECT TO
RECURRING FEES, THE LIABILITY SHALL NOT EXCEED THE AMOUNT RECEIVED BY
SONICWALL FOR SUCH MAINTENANCE SERVICE OR PRODUCT PURCHASED BY
CUSTOMER DURING THE TWELVE (12) MONTHS PRECEDING THE CLAIM). CUSTOMER
EXPRESSLY AGREES TO THE ALLOCATION OF LIABILITY SET FORTH IN THIS SECTION,
AND ACKNOWLEDGES THAT WITHOUT ITS AGREEMENT TO THESE LIMITATIONS, THE
PRICES CHARGED FOR THE PRODUCTS AND SERVICES WOULD BE HIGHER.

7. GOVERNMENT RESTRICTIONS

8. GENERAL

Customer agrees that it will not export or re-export the Products without SonicWALL's prior
written consent, and then only in compliance with all requirements of applicable law, including
but not limited to U.S. export control regulations. Customer has the responsibility to obtain any
required licenses to export, reexport or import the Products. Customer shall defend, indemnify
and hold SonicWALL and its suppliers harmless from any claims arising out of Customer’s
violation of any export control laws relating to any exporting of the Products. By accepting this
Agreement and receiving the Products, Customer confirms that it and its employees and agents
who may access the Products are not listed on any governmental export exclusion lists and will
not export or re-export the Products to any country embargoed by the U.S. or to any specially
denied national (SDN) or denied entity identified by the U.S. Applicable export restrictions and
exclusions are available at the official web site of the U.S. Department of Commerce Bureau of
Industry and Security (www.bis.doc.gov). For purchase by U.S. governmental entities, the
technical data and computer software in the Products are commercial technical data and
commercial computer software as subject to FAR Sections 12.211, 12.212, 27.405-3 and
DFARS Section 227.7202. The rights to use the Products and the underlying commercial
technical date and computer software is limited to those rights customarily provided to the
public purchasers as set forth in this Agreement. The Software and accompanying
Documentation are deemed to be "commercial computer software" and "commercial computer
software documentation," respectively, pursuant to DFAR Section 227.7202 and FAR Section
12.212, as applicable. Any use, modification, reproduction, release, performance, display or
disclosure of the Software and accompanying Documentation by the United States Government
shall be governed solely by the terms of this Agreement and shall be prohibited except to the
extent expressly permitted by the terms of this Agreement.

a) Governing Law and Venue. This Agreement shall be governed by and construed in
accordance with the laws of the State of California, without giving effect to any conflict of laws
principles that would require the application of laws of a different state. The parties agree that
neither the United Nations Convention on Contracts for the International Sale of Goods, nor the
Uniform Computer Information Transaction Act (UCITA) shall apply to this Agreement,
regardless of the states in which the parties do business or are incorporated. Any action
seeking enforcement of this Agreement or any provision hereof shall be brought exclusively in
the state or federal courts located in the County of Santa Clara, State of California, United
States of America. Each party hereby agrees to submit to the jurisdiction of such courts.
Notwithstanding the foregoing, SonicWALL is entitled to seek immediate injunctive relief in any
jurisdiction in the event of any alleged breach of Section 1 and/or to otherwise protect its
intellectual property.

b) Assignment. Except as otherwise set forth herein, Customer shall not, in whole or part,

assign or transfer any part of this Agreement or any rights hereunder without the prior written
consent of SonicWALL. Any attempted transfer or assignment by Customer that is not permitted
by this Agreement shall be null and void. Any transfer/assignment of a License that is permitted
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hereunder shall require the assignment/transfer of all copies of the applicable Software along
with a copy of this Agreement, the assignee must agree to all terms and conditions of this
Agreement as a condition of the assignment/transfer, and the License(s) held by the transferor
Customer shall terminate upon any such transfer/assignment.

c) Severability. If any provision of this Agreement shall be held by a court of competent
jurisdiction to be contrary to law, such provision will be enforced to the maximum extent
permissible and the remaining provisions of this Agreement will remain in full force and effect.

d) Privacy Policy. Customer hereby acknowledges and agrees that SonicWALL'’s performance
of this Agreement may require SonicWALL to process or store personal data of Customer, its
employees and Affiliates, and to transmit such data within SonicWALL or to SonicWALL
Affiliates, partners and/or agents. Such processing, storage, and transmission may be used for
the purpose of enabling SonicWALL to perform its obligations under this Agreement, and as
described in SonicWALL'’s Privacy Policy (www.SonicWALL.com/us/Privacy_Policy.html,
“Privacy Policy”) and may take place in any of the countries in which SonicWALL and its
Affiliates conduct business, including countries outside of the European Economic Area.
SonicWALL reserves the right to change the Privacy Policy from time to time as described in
the Privacy Policy.

e) Notices. All notices provided hereunder shall be in writing, delivered personally, or sent by
internationally recognized express courier service (e.g., Federal Express), addressed to the
legal department of the respective party or to such other address as may be specified in writing
by either of the parties to the other in accordance with this Section.

f) Disclosure of Customer Status. SonicWALL may include Customer in its listing of customers
and, upon written consent by Customer, announce Customer's selection of SonicWALL in its
marketing communications.

g) Waiver. Performance of any obligation required by a party hereunder may be waived only by
a written waiver signed by an authorized representative of the other party, which waiver shall
be effective only with respect to the specific obligation described therein. Any waiver or failure
to enforce any provision of this Agreement on one occasion will not be deemed a waiver of any
other provision or of such provision on any other occasion.

h) Force Majeure. Each party will be excused from performance for any period during which,
and to the extent that, it is prevented from performing any obligation or service as a result of
causes beyond its reasonable control, and without its fault or negligence, including without
limitation, acts of God, strikes, lockouts, riots, acts of war, epidemics, communication line
failures, and power failures.

i) Audit. Customer shall maintain accurate records to verify compliance with this Agreement.
Upon request by SonicWALL, Customer shall furnish (a copy of) such records to SonicWALL
and certify its compliance with this Agreement.

j) Headings. Headings in this Agreement are for convenience only and do not affect the
meaning or interpretation of this Agreement. This Agreement will not be construed either in
favor of or against one party or the other, but rather in accordance with its fair meaning. When
the term “including” is used in this Agreement it will be construed in each case to mean
“‘including, but not limited to.”

k) Entire Agreement. This Agreement is intended by the parties as a final expression of their
agreement with respect to the subject matter hereof and may not be contradicted by evidence
of any prior or contemporaneous agreement unless such agreement is signed by both parties.
In the absence of such an agreement, this Agreement shall constitute the complete and
exclusive statement of the terms and conditions and no extrinsic evidence whatsoever may be
introduced in any judicial proceeding that may involve the Agreement. This Agreement
represents the complete agreement and understanding of the parties with respect to the subject
matter herein. This Agreement may be modified only through a written instrument signed by
both parties.
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