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FactoryTalk eProcedure

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to familiarize
themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to
be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be
impaired.
In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use

or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for
actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software
described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is
prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

A WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment, which may lead to
personal injury or death, property damage, or economic loss.

é ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property damage, or economic loss.
Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

IMPORTANT  |dentifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

é SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous voltage may be present.

ﬁ BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may reach dangerous
temperatures.

& ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to potential Arc Flash. Arc Flash
will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL Regulatory requirements for safe work practices and
for Personal Protective Equipment (PPE).
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Preface

About this manual

Legal Notices

This guide contains instructions for procedures specific to FactoryTalk
eProcedure®, such as implementing security and configuring the user-defined
area active server page.Itis one of a set of related manuals that describe
installing, programming, and operating the FactoryTalk Batch system.

Included are instructions for tasks specific to FactoryTalk® Batch, such as
configuring security and services to support eProcedure. Instructions are also
provided on the implementation and use of components not normally
accessed or used by batch operators, such as the FactoryTalk Batch Server,
Simulator, and performance chart.

To review FactoryTalk Batch release notes and latest information regarding
product compatibility refer to the Product Compatibility and Download

Center (PCDQ).

Rockwell Automation publishes legal notices, such as privacy policies, license
agreements, trademark disclosures, and other terms and conditions on the
Legal Notices page of the Rockwell Automation website.

End User License Agreement (EULA)

You can view the Rockwell Automation End User License Agreement (EULA)
by opening the license.rtf file located in your product's install folder on your

hard drive.
The default location of this file is:

C:\Program Files (x86)\Common Files\Rockwell\license.rtf

Open Source Software Licenses

The software included in this product contains copyrighted software that is
licensed under one or more open source licenses.

You can view a full list of all open source software used in this product and
their corresponding licenses by opening the oss_license.txt file located your
product's OPENSOURCE folder on your hard drive. This file is divided into
these sections:

e Components
Includes the name of the open source component, its version number,
and the type of license.


http://www.rockwellautomation.com/global/support/pcdc.page
http://www.rockwellautomation.com/global/support/pcdc.page
https://www.rockwellautomation.com/global/legal-notices/overview.page
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e Copyright Text

Includes the name of the open source component, its version number,
and the copyright declaration.

e Licenses

Includes the name of the license, the list of open source components

citing the license, and the terms of the license.

The default location of this file is:

C:\Program Files (x86)\Common Files\Rockwell\Help\<product
name>\Release Notes\OPENSOURCE\oss_licenses.txt

You may obtain Corresponding Source code for open source packages
included in this product from their respective project web site(s).

Alternatively, you may obtain complete Corresponding Source code by
contacting Rockwell Automation via the Contact form on the Rockwell

Automation website: http://www.rockwellautomation.com/global/about-

us/contact/contact.page. Please include "Open Source" as part of the request

text.

Following is a comprehensive list of documentation for the FactoryTalk®

Batch products from Rockwell Automation.

Installation, Quick Start, and Getting Results Guides

Resource

Description

FactoryTalk Batch Components Installation and
Upgrade Guide
(BATCH-INOO2)

Provides information and procedures for FactoryTalk
Batch system installation. Includes information for
FactoryTalk Batch Material Manager, FactoryTalk Event
Archiver, and associated FactoryTalk Batch Client and
Server components.

FactoryTalk Batch View Quick Start Guide
(FTBVS-0S001)

Provides information about using FactoryTalk Batch View
to create, view, and command control recipes,
acknowledge prompts and signatures, view equipment
phases and diagnastic information, and view profile
information.

FactoryTalk Batch View HMI Controls Quick Start
Guide

(BATCH-0S001D)

Provides a general overview of FactoryTalk Batch View
HMI Controls.

FactoryTalk Batch eProcedure® Getting Results
Guide
(BWEPRO-GROTI)

Explains the basics of FactoryTalk Batch eProcedure.

FactoryTalk Batch Getting Results Guide
(BATCH-GROT)

Introduces the basics of automated batch manufacturing
and the FactoryTalk Batch product components.

FactoryTalk Batch Material Manager Getting
Results Guide
(BWMTR-GROM)

Introduces the basics of FactoryTalk Batch Material
Manager.



http://www.rockwellautomation.com/global/about-us/contact/contact.page
http://www.rockwellautomation.com/global/about-us/contact/contact.page
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User Guides

Resource

Description

FactoryTalk Batch ActiveX Controls User Guide
(BATCH-UMO13)

Provides information and instructions for using the
FactoryTalk Batch ActiveX Custom Contrals.

FactoryTalk Batch Material Editor User Guide
(BWMTR-UMOOT)

Provides access to information and procedural
instructions required to configure materials and the
containers to hold them. The material data is stored in the
material database, which is used to create material-
based recipes. This information is intended as a
reference for the formulator.

FactoryTalk Batch Equipment Editor User Guide
(BATCH-UMO0O04)

Provides information on creating and maintaining an
equipment database (area model). The area model is
stored in a file with a .cfg file extension and is available
to all other FactoryTalk Batch programs, including the
Recipe Editor, View, and Phase Simulator.

FactoryTalk Batch PhaseManager™ User Guide
(BATCHX-UMOT)

Describes the integration of the FactoryTalk Batch
software with the Studio 5000 Logix Designer®
application and the Logix 5000™ family of controllers.
The integration simplifies the configuration and
maintenance of the FactoryTalk Batch automation
system, provides better communication between the
FactoryTalk Batch Server and the Logix 5000 controller,
and significantly reduces the programming effort
required to develop the phase logic code that resides in
your Logix 5000 controller.

FactoryTalk Batch Recipe Editor User Guide
(BATCH-UMOOB)

Provides instructions on using FactoryTalk Batch Recipe
Editor to create and configure master recipes for use in
batch automation. The interface is based on IEC 61131-3
sequential function charts to graphically organize recipes
into procedures, unit procedures, operations, and phases.
Build recipes using either the SFC format or a table-based
format.

FactoryTalk Batch View HMI Controls User Manual
(FTBVS-UM0O3)

Provides details about using FactoryTalk Batch View HMI
Controls to monitor and interact with the production
process within a FactoryTalk View SE Display Client.

FactoryTalk Batch View User Manual
(FTBVS-UM0OO02)

Provides information and procedural instructions for
using FactoryTalk Batch View in a modern and intuitive
portal into a comprehensive batching solution for
effective operations, leveraging its own web server using
HTML5 technology to provide native connectivity into a
FactoryTalk Batch Server.

FactoryTalk eProcedure Client User Guide
(BWEPRO-UMOO1)

Provides information and procedural instructions
required to create and command batches using the
FactoryTalk eProcedure Client, and can be used as a
reference information by the operator.

FactoryTalk Event Archiver User Guide (BATCH-
UMO12)

Provides information and instructions specific to the
FactoryTalk Event Archiver. Intended for use by the
system administrator and production supervisor.

n
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Resource

Description

FactoryTalk Batch View User Guide (legacy)
(FTBVS-UMOQ1)

Provides information and instructions on how to use
FactoryTalk Batch View to initiate and execute
FactoryTalk Batch automation processing. FactoryTalk
Batch View secured objects are located in the FactoryTalk
Diagnostics and are modified using the FactoryTalk
Administration Console. A system administrator can
customize FactoryTalk Batch View security to meet the
needs of the facility. FactoryTalk Batch View is used in
conjunction with a Human-Machine Interface (HMI).

Administrator Guides

Resource

Description

FactoryTalk Batch Administrator Guide
(BATCH-UMO003)

Provides instructions for configuring security and
services, and implementation and use of components not
typically accessed or used by batch operators, such as
the FactoryTalk Batch Server.

FactoryTalk Batch eProcedure Administrator Guide
(BWEPRO-UMOT1)

Provides procedures specific to FactoryTalk Batch
eProcedure, such as implementing security and
configuring the user-defined area Active Server Page.
Included are instructions for tasks specific to FactoryTalk
Batch, such as configuring security and services to
support FactoryTalk Batch eProcedure. Provides
instructions on the implementation and use of
components not typically accessed or used by batch
operators, such as the FactoryTalk Batch Server.

FactoryTalk Batch Material Manager Administrator
Guide

(BWEPRO-UMOTI)

Provides information and instructions specific to
FactoryTalk Batch Material Manager. Intended for use by
the system administrator and database administrator.

Reference Guides

Resource

Description

FactoryTalk Batch ActiveX Contrals Library
Reference Guide
(BATCH-RMOO1)

Provides reference information and procedural
instructions for the FactoryTalk Batch ActiveX Custom
Contrals.

FactoryTalk Batch Material Server API Technical
Reference
(BWMTR-RM0Q1)

Provides access to information regarding the interface
between the FactoryTalk Batch Material Server and the
FactoryTalk Batch Material Editor and FactoryTalk Batch.
It is intended to be used as a reference information by
those who want to develop custom interfaces.

FactoryTalk Batch PCD Programming Reference
Manual

(BATCH-RM004)

Provides information and instructions about the
FactoryTalk Batch PCD interface design. It is intended to
be used as a reference guide.

FactoryTalk Batch Server APl Reference Manual
(BATCH-RMOO3)

Provides information regarding the interface between the
FactoryTalk Batch Server and FactoryTalk Batch View —
the Server Application Programming Interface (API). It is
intended to be used as a reference guide by thase who
want to develop custom interfaces.

12
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Resource Description

FactoryTalk Batch System Files Reference Manual | Provides the technical information for configuration and
(BATCH-RM005) maintenance of a FactoryTalk Batch system. It can be
used as a reference information for implementation
engineers and the system administrator.

FactoryTalk Batch eProcedure Instruction File Includes information about the building of instruction
Design Reference Manual files for use in equipment database creation and recipe
(BWEPRO-RM001) development. This information is intended to be used as a

reference by the instruction file author.

View or download publications at
http://www.rockwellautomation.com/literature. To order paper copies of

technical documentation, contact your local Allen-Bradley® distributor or
sales representative.

13
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Chapter 1

Use hyperlinks

Make internal documents
available

Customize eProcedure

eProcedure is used to display hyperlinks associated with equipment resources
and to customize the appearance of the eProcedure Client. Hyperlinks are
assigned to equipment resources within the FactoryTalk Batch Equipment
Editor. The eProcedure Client is customized by editing the User.asp file. A
company logo and Internet URL can be added; batch IDs can be made editable
or not. The URL can point to an intranet site containing maintenance records
or material safety documents.

You can use any valid URL to view web pages from the Equipment view, but
you can also configure hyperlinks for internal documents such as
maintenance history logs, maintenance schedules, personnel schedules, notes
about operations, web camera views of units or equipment, and startup or
shutdown documentation.

Once the URL of a document (or web camera) is configured, you can view the
item through the browser. You can use the Back or Home button to return to
the Equipment view.

Hyperlinks can be assigned to any resources within the equipment database.
These hyperlinks are then made available within the eProcedure Client in the
Equipment view. You can use the hyperlinks to provide access to documents
that reside on your local intranet, pertaining to the specific equipment
resource, or you may want to provide access to a manufacturer’s web site. The
following instructions outline the method for making internal documents
available via hyperlinks.

In order to make documents or items accessible from within the FactoryTalk
Batch Client, you must first create a virtual directory that points to the
directory containing the documentation or image files.

Avirtual directory is a directory not physically contained within the home
directory (/Inetpub) on the Web server. Virtual directories give you the ability
to publish information located on your hard drive. For example, if you create a
virtual directory for C:\Documents\Reports and give it an alias of Reports, users
could view the directory using the URL Error! Hyperlink reference not valid..

15
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Create a virtual directory You must be logged on as a merr.lber of the Administrators group on the local
computer to perform the following procedures.

To create a virtual directory:

1.

7.

Ensure that Internet Information Services are enabled, then open
Internet Information Services (IIS) Manager.

In the Connections pane, expand the Sites node in the tree, and then
navigate to Default Web Site.

In the Actions pane, click View Virtual Directories.

On the Virtual Directories page, in the Actions pane, click Add Virtual
Directory.

In the Add Virtual Directory dialog box, type a name in the Alias text
box. This alias is used to access the content from a URL.

In the Physical path text box, type the physical path of the content
folder, or click Browse(...) to navigate through the file system to find
the folder.

Click OK.

This creates a virtual directory within your default web directory. See

Microsoft’s online help for Internet Information Services (IIS) for more

information on virtual directories.

Important: When you click OK in the Edit Alias dialog box, your changes take

effect immediately. Clicking Cancel does not cancel the alias
assignment.

Virtual Directory Examples

Example 1:

You want to create a virtual directory called Reports. The actual
directory is C:\Reports. Using the steps above, the virtual directory is
created under the default web site.

The hyperlink in the Equipment Editor is: /REPORTS/<file name>

You want to create a virtual directory called Pictures for custom icons to
reference from an instruction file. The actual directory is C:\Pictures.
Using the steps above, the virtual directory is created under the default
web site.

The file reference in an instruction file form is: img
src=/Pictures/<picture.gif>

Example 2:

16

You want to create a virtual directory called Reports in the eProcedure
virtual directory. The actual directory is C:\Program Files\Rockwell
Software\Batch\Reports. In step 5 above, enter the alias
/eProcedure/Reports.

The hyperlink in the Equipment Editor is: REPORTS/<file name> (no
preceding slash).
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Assign the virtual directory
to an equipment resource

e Youwant to create a virtual directory called Pictures in the eProcedure
virtual directory. The actual directory is C:\Program Files\Rockwell
Software\Batch\Pictures. In step 5 above, enter the alias
/eProcedure/Pictures.

The file reference in an instruction file form would be: img
src=Pictures/<picture.gif> (no preceding slash).

Follow the instructions in the FactoryTalk Batch Equipment Editor User Guide for
setting up an equipment resource. The Server Options dialog box contains
some or all of the tabs on the following screen shots, depending on which
FactoryTalk Batch modules are installed on your system.

Open the Equipment Editor.
2. From the Options menu, click Server Options, and then select the
Hyperlink Descriptors and Defaults tab.

PioectSsflings | RestatCarbol | BaichFesotng | AdhveiEventFites | BaichSevm |
Cis3 lavoraton Dessizion and Defauts Hypeabrk Cesurplon and Detaully

1 [Hygarink. Labs! 1 Engloh Frace

# [Hypeand. Labed 2 Englsh Prare

3 [Hyperink Labst 3 Englsn Prase

A [Hyperhek. Labal § Enolsh Prace
& [Hypernk: Label S Enlon Frase

Defaust Vsbves
|
2]

3 [
af
|

e

3. Select the desired resource type (this example uses Equipment
Modules).

4. Inthe Descriptors area, type a descriptive name for each hyperlink you
want to associate with an equipment module. The example in the
figure above lists possible names.

5. Ifnecessary, type or change the information listed in the Default
Values boxes.

6. Click OK.

7. Navigate to the desired equipment module and right-click to display
the Edit Equipment Module dialog.

17
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8. Select the Hyperlink tab.

Edik Equipmient Module: WP_RECIRC_FL [=]

General | Aubination | Cioss rwocation  Hypedirk |Tag& | Praarvestes Limie Tag: | Fiepcn Limit Tag: |
Bame f&P_RECIRC_F1
Phasa [RECIRC m

Hypedink Configastion
Salety Dioes [H1TP USERVER_WAMEREFTRTS

Mantenance Records [- TTP//SERVER _MAMEARECORADS

Shandaids | HTTRASERVER_MAMESOF_DOCUMENTY

Fipgeerink. Labes! 4 Engish |

Hypsaiink. Labal 5 English |

9. Inthe Hyperlink Configuration area, type each hyperlink. For the
example shown above, you would type
http://Server_Name/Reports/<doc_name>, where <doc_name> is the
desired HTML file to display.

10. Click OK when done. Stop and restart the FactoryTalk Batch Server
and eProcedure Server services (if Warm Restart is not selected in the
FactoryTalk Batch Service Manager). When the equipment module is
used in a batch and viewed in eProcedure, the hyperlink is displayed to
the right of the equipment module icon, as shown below.

T eFrocedure - Microsolt Internet Daplores
Fle Rt Vew Favrbss Tk Hep -
43 Badk. - -2 @ Dsewch Dfeokes Sreds 3 F- S B - H

Sy |t]|'ll:f..,',‘-:1::-m-'de'u SEPConbaxt T ype=E QL IPVENT BPagee=E QILIPHE NTEdnouds Tretroctions shOME Boonh st = SOUTH_FERLOR j o | Lnks ¥

g', AREAS—SO0TH_PARL 0= eProcedure

Cwrend Uger; idew_nei

= | BATCH_ID 23005
= P_AUTO

SP_MEER1 bstructians SP MKER? Insimuchons

-

L & %)

SP_FREEZER1 Instruclions &P FREEIERD Instnuctions —

3 & Truibad st

2]

11. When you click the hyperlink, the specified web page opens (see the
example below). To return to eProcedure, click the Back button on the
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Edit the user.asp

Add a custom logo to the
user.asp

browser toolbar. Notice how the URL displays in the remote Client’s
Address box.

fle Edk View Favoier Lok  Help [ @ ]

.0 0N A @605 ad.

Measurement Conversions

« Temperature conversion
« Copper wire gauge conversion

Temperature Conversion

&l © Tuussd sies

The User.asp file is located in the \ Program Files\Rockwell Software\Batch\web
directory on the FactoryTalk Batch Server computer. You can modify this file
to support requirements specific to your system. For example, you could add
HTML code to the User.asp that links eProcedure to displays of other
manufacturing applications, such as status information from a SCADA
(supervisory control and data acquisition) system. The User.asp can be
modified so that documents are always available (because they are not related
to specific equipment). You can also modify the User.asp to specify a timeout
period for the Batch List ActiveX control. (For more information on specifying
the timeout period, see Specifying the timeout period on page 21 later in this
chapter.)

Important: Do not edit any ASPs other than User.asp. They are directly related to the successful
operation of eProcedure.

Other documents could be maintenance schedules, quality lab schedules,
personnel shift schedules, pages for e-mail sent to the area, or web mail e-mail
sender pages (to allow the operator to send e-mail from the area). You could
even point them to stock pages, where the company’s stock price and press
releases are posted. You could also add HTML that displays buttons linking to
other manufacturing applications like an HMI or LIMS (laboratory
information management systems).

This example discusses how to add a custom logo and link to a web site to the
User.asp.
Tip: Images and files must be placed in directories under Batchlwebl to use relative

("./") paths. Otherwise, absolute path names must be used (for example,
"/full_path/Image,jpg’).

1. Open User.asp in a text Editor such as Notepad and save it with the
name User.old. This allows you to recover the original file should you
need it.

2. Open the original User.asp file.

19
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Locate the line that is highlighted in the file (as shown below).

P serasp - Sotepad

Bie [ Fomat Yew Hep

<%l LANGUAGE=VESCr ipt %> =]
ol == #INCLUODE FILEw 'CONSTAnTs.inc” —-x

<% const binBatchIbeditable = true “Change this value 1o false to make tha batchIl uneditable
in the Batch Creation dialog box when adding a batch. %

% const IngBatchListTimeautreriod = 60000 "This walue 8 in mi11iseconds. IF batch creation
takes longer Than 60 seconds, increase this value. ¥

<hitml =

<haads

stitleruser< it as

heads

<tocly bgoolar="#000080" >

cinput Type=hiddan name=gatchIDEditable id=BatchioEditable valus=<X=blnBatchIDEditableis=
<input type=hidden nane-gatchiistTimeoutPeriod fdeBatchListTimeoutPeriod

valugs<ks IngBat<hL TS TT imeout Fer | OEs >

«Table bordar="1" bgcolor="sC0Cocn” bordercolor="#C0c0c0” aligne"centar”
bardercolorlight="#FFFFF" bordarcolordark="#000000" =

ctrexctdr<a target= '_[.Imr ent” href="http:/feww.rockwellautomation. com"»<img alt="eProcedura™
srcs” . Mmages Aockwe ] 1 _Logo. giT™ borders"0" =< imge< a4, =< rab e

<hamis
El
Edit this line with the desired information:
e The new URL
For example: http://www.acmecorp.com/safetydocs.html
o The text to use when the mouse moves over the logo (Alt)
For example: IMG alt="Acme Corp"
e The name of the new logo image (.gif or .jpg)
For example: src="./images/acmelogo.gif" (if the image has been
copied to the \Program Files\Rockwell Software\ Batch\web\images
directory)
or src="/fullpath/acmelogo.gif" (if the file is located outside the
\Program Files\Rockwell Software\Batch\web\images directory)
The new file should resemble the figure below:
E et aup - Wobepad M= E3
Be Bl Famat e ik
0 LANGUAGE =vBScript % LI

¢! FINCLUDE FILE= constants. inc” >
<% const binpatchinecitabla s True ‘change this value tp false to make the batchin wieditable in
tThe General Information cialog box of the Create Control kRecipe wizard %

<% const IngBatchListTimeoutPeriod = &0000 "This walwe fs 9n milliseconds. If batch creation
takes Tonger than 60 saconds, ncrease This value. X-

<hrml=

<head:

stitlesuser</oities

</ /heads

<hody bgcolar="#O0d0ED "

<input Typeshidden namespatchipeditable Jdepatchipeditable valuesEsbinmatchioediTab] aXs>

cAnput type=hidden name=gatchiistTimeoutPeriod id=BatchidstTimeourPariod

v udecfa IngBatahL ] SETimeaut Par fadis»

<table boroar="1" hqc;ﬁgr:';&ﬂabt@" bordarcolor="#C00000" aldgre"center

nardarcalor 14 "#EF dercolardar 000000

<My 21fa A
Fans B8 o ) o

¢/ bodys
< hER | =

Save the file as User.asp. Exit the text editor.

Open eProcedure to verify that the changes take place. The new
eProcedure opening page should resemble the image below. Note the
mouse over text and the URL in the status bar at the bottom of the
window.

PROCEDIRE
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Add a greeting to the
user.asp

ActiveX controls

Add ActiveX controls

Specify the timeout period

You can even add logic to the User.asp. The following example adds a greeting
based on the time of day.

P userasp - Satepad M= E
Bin [dé Format Wew Helo

<Ell LANGUAGE=VESZript %= -
<l-— SINCLUDE FILEs CONSTAMTS. Inc” --» A

table = true “Change this value to false to maka tha batchIlk uneditablae
dialog box when adding a batch. X

% const 1ng IListTimeautPeriod = 60000 "This value 95 in mill9secaonds. IFf batch creatior
takes longer Than 60 seconds, Tncrease this value, ¥s

<html =

chaad:

titlesuser</Titles

=heads

«font color="yellow">

<5IF Time >= #12:00:00 am# And Time < #1Z:00:00 PHF The X
zo0d marnt g !

<%E 5%k

Hallo!

<MEnd IfX:

< Tons>

shody bgoolor="#000080" =
cinput type=hiddan nane=gatchipEditable id=gatchioEditable value=ci=blnBatchIDEditab] ez =

If a user logs onto the eProcedure Client after midnight and before noon, the
greeting is "Good Morning!" At any other time the user is greeted with "Hello!"

eProcedure uses ActiveX controls to communicate with the FactoryTalk Batch
Server and allows you to monitor and interact with control recipes. These
controls are necessary for the correct operation of the program. You can
specify the timeout period for the batch list ActiveX control to allow for larger
batches to be put on the batch list without timing out. You can also embed
additional ActiveX controls in HTML recipe forms containing SOPs, which
gives you even more flexibility when running a batch recipe with eProcedure.

All controls must occur within a form in the instruction file or eProcedure
ignores the script. When creating an HTML file, the form is designated by the
<Form></Form> tags. (See the FactoryTalk eProcedure Instruction File Design
Guide for information on creating instruction files.)

In the User.asp file, you can specify the timeout period for the BatchList
ActiveX control. The default value is 60000 milliseconds, which equals 60
seconds. If batch creation is taking longer than 60 seconds, you can increase

2]
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the value as needed. The following example highlights the line you must
modify in the User.asp file.

A} user_asp - Natepad [_ =] =]
File Edk Format Help

<05 LANGUAGE=YBSopt %>
<l FIMNOLLDE FILE="comstantsinc” - >
<% const brBatchiDEditable = rue 'Thange thes value to fake to make the batdhlD unedtable in the

<hiead >

<hife >lzer < fite >

<fhead>

<body bgoolor="#000020" >

<input type=hdden name=BatchlDEditable d=BatchIDEdtsble vaue=<%=binBatchIDEdtable% = =
<input type=hidden name=BatchlstTimeautPenod id=BatehLstTemsoutPenad
vaLe=<%=hgBatchLstTimeoutPenodi > >

<table border="1" bgoodor="#C0C0C0" borderockr="#C0C000" shgn="center"
bordercoloright="#FFFFFF" bordercolordark="#000000" =

Chr<td><a target="_parent” hraf="htp:/fowe. automation rockwel com” = <img at="eProcedure”
sre=", fimagesPockwell_Logo gl border="0"><fimg>=fa>< /td>< fir >< ftable >

<fhody >

< el = |

Prepare the SignatureList For the SignatureList control to work in any client application, including the
eProcedure Client, that does not call ColnitializeSecurity (this includes

control for Internet Explorer Internet Explorer, Visual Basic, and possibly HMI applications), the following
steps must be completed on the client computer:

1. Ifthe FactoryTalk Batch Server runs under a local machine account
(workgroup), create an account with the same user name and
password on the client machine.

2. Navigate to Administrative Tools and select Component Services. The

Component Services window opens.

+ Companent Services [-1O] ]
File  Acion Wew Window Help
e |EE| X @7 @ 1][% 5 =l =)
+. Console Rook'\Component Services' Computers\My Computer
|_] Corsole Root F
= @ Comporent Services | J | ]

=) Computers COM+  DCOMConfig  Distrbuted  Running

= hppiic gticrs Trarsacti, Frocesses

+-_) COM+ Applications

i+ - DCOM Corfig

#- ) Distributed Trarsactio
AL mnine Dwormccee

3. Expand Component Services and Computers, right-click My
Computer, and then select Properties. The My Computer Properties

My Computer Properties [Z]=]
Ganeral | Opsore I Dot Propertes |
Defauit Frotocols COM Sacurty | msoc |
i
e Femnce T S =]
Yo mary et who is alowed defaul access to appications. You m
‘2is0 set bt pes i Genial | Digtions ] Defaull Propesie:
Distad Frotocos MSDTE Dietak COM Secuiy
(Caution: Modfying acoess pemmissons can afisct the shity !
| ] 1o stast, conrect. & =
e “You may adt who is showed bo access applications thal do not.
i thess cwn setfings.
o —
Launch and Actrvation Femmissons
You may exit who is alowed by def Laun
‘activate objects. You may also set bmis on appicaions that & dlowsd o s " do
determrine ther own permissione. gkl
Caution: Modifyng lsunch and actrvaton permessone can Eclt Deladt
1 et o ity o mphomons o 5. coes fncton Epsas |
andor s securdy.

Bkt L. Bt Dt ﬂ

Windows Server 2008 Windows XP
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4. Click the [Default] COM Security tab, and then click the Edit Default
button in the Access Permissions area. The Access Permission dialog
box opens.

Access Permission EHE
Default Secuy |

Group or user names:

PedSELF

€7 SYSTEM

Add... | Bemove |
Permizzions for SELF Allow Deny
Access Permission O
()3 I Cancel |

5. Click the Add button. The Select Users, Computers, or Groups dialog
box opens.

Select Users or Groups ﬂ E

Select thiz object type:

IUsers, Groups, or Built-in security principals Object Types... |

Erom this lacation:

IIDEV_SE1 Locations... |
Enter the object names to select [examples):
Lheck Hames |

Advanced... | [k | Cancel |

A

6. Select the correct location in the From this location box:

e Ifthe FactoryTalk Batch Server is running on a domain, select the
Server domain name.

e Ifthe FactoryTalk Batch Server is running on a local user account
(workgroup), select the Client computer name.

7. Inthe Enter the object names to select box, add the account the
FactoryTalk Batch Server runs as to the list and click Check Names.
This verifies that the account exists.

e Ifthe FactoryTalk Batch Server is running on a domain, choose the
Server’s domain account (for example, batchsvr).

23
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o Ifthe FactoryTalk Batch Server is running on a local user account

(workgroup), select the name of the local account under which the
Server runs.

Select Users or Groups ﬂ E
Select thiz object type:
IUsers, Groups, or Built-in security principals Object Types... |
FEram this location:
IIDEV Locations... |
Enter the object names to select [examples):
IDEWhbatchswr LCheck Mames I
Advanced... | QK | Cancel |
4

8. Select the new user or group in the Group or user name area and, in
the Permissions area, set Access Permission to Allow (Windows Server
2008) or Local Access and Remote Access to Allow (Windows 7 or XP).

[ E3 [ Access Pesmission

Dot Sty |
GIouD of used names:
€ T T
[ Lt
€0 svaTEm
s | Bemove | b | Bemoe |
femissnons o balchie How Doy Bomsiors o batcharn ow  Dery
ocess Pesmission c] o Lecal fecess =] u]
Fuemcis Accas: =] u}
Windows Server 2008 Windows Server XP

9. Click OK to close the Access Permission and My Computer Properties
dialog boxes.

10. Close the Component Services window.
11. Log off and then log back on.
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FactoryTalk eProcedure
communications

Create a shared directory

Understand communications

FactoryTalk eProcedure itself requires very little in the way of special
configuration. Most of the required configuration is performed in the post-
installation procedures. (See the FactoryTalk eProcedure Getting Results Guide for
more information.) The information in this section is provided to enhance
your understanding of how eProcedure works in conjunction with
FactoryTalk Batch.

eProcedure uses OLE for Process Control (OPC) to communicate between the
eProcedure Server and the FactoryTalk Batch Server. Communication from
the eProcedure Client to the Server is HTTP (for web content) and DCOM for
live data.

Server Computer

Client Computer

eProcedure
Server

OPC

HTTP —_—
l eProcedure Client = & 2
DCOM

—= _{ Batch Server DCOM

e M

/ﬁ I~

Ethernet (TCP/IP)

A shared directory allows computers on the network to read from and write to
a common recipe, area model, or data file. The FactoryTalk Batch installation
creates a shared directory named BATCHCTL where the FactoryTalk Batch
software is installed (the default is C:\Program Files (x86)\Rockwell
Software\Batch). If you installed your project files in a different directory,
configure that directory as a shared directory. To configure a shared directory,
administrative privileges are required.
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Use OLE for Process Control
(OPC)

OPC group support

26

To create a shared directory:

1. Navigate to the project file directory, then right-click the folder, and
select the sharing option.
2. Use the File Sharing dialog box to add each user or user group name
that requires access to the project file directory.
3. Repeat for each user or user group, including the user accounts used
by the FactoryTalk Batch Server and FactoryTalk Event Archiver.
4. Select Share.

The FactoryTalk Batch Server supports the use of the OLE for Process Control
(OPC) communications protocol. OPC provides a defined set of COM
interfaces for data access functions.

The OPC communications protocol is used by the FactoryTalk Batch Server to
communicate with process-connected devices via a data server and to
communicate with FactoryTalk Batch View, SignatureList ActiveX control and
PC-Based phases. COM is used to communicate with ActiveX controls or other
high-level applications such as FactoryTalk Batch Material Manager.

Within the OPC protocol, data is accessed through collections of data items
referred to as groups. Different data servers have varying levels of OPC
support, including maximum numbers of groups, maximum numbers of
items per group and performance issues, and so on. Because of this,
FactoryTalk Batch support of OPC is flexible in order to achieve successful
communication with as many different data servers as possible. To achieve
this, the FactoryTalk Batch Server is flexible in its definition of Groups, and
allows for different OPC grouping configurations to communicate with the
data server(s).

The manner in which the FactoryTalk Batch Server organizes the area model
tags into groups is defined by data server definition files (DSDF). These files
are located in the Batch\Dataservers directory. FactoryTalk Batch comes with
a predefined set of DSDF files. If you need to communicate with a data server
for which there is no predefined DSDF file, contact Rockwell Automation
Application Support.
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Understand eProcedure
security

Configure the eProcedure
service

Implement security

FactoryTalk eProcedure takes advantage of the security features of the
FactoryTalk Batch View. The permissions assigned to the users and groups for
the View commands are used within the eProcedure Client. The security
implemented for the View is also used within the eProcedure Client. (See the
FactoryTalk Batch Administrator Guide for more information.)

The logged in user should:

e be an FactoryTalk Security user or a Windows-linked user
o be a user with rights to all of the buttons

If operators wish to perform a function that is secured, for instance Abort,
they must enter a user name and password, which is checked against the
FactoryTalk Security settings defined in the FactoryTalk Directory. (See the
FactoryTalk Batch Administrator Guide for more information.)

Important: It is important to know that FactoryTalk Security cannot be used to secure
eProcedure instructions. However, instructions can be secured through
verification signatures.

There are distinct differences between the security capabilities of the
FactoryTalk eProcedure Client and the FactoryTalk Batch View:

e Command buttons in the eProcedure Client are shown, but disabled, if
the user does not have the appropriate permissions.

e The Reactivate Step button on the Instructions view of the eProcedure
Client and the ReactivateStep Confirm policy setting in FactoryTalk
Directory are specific to eProcedure.

Tip: Because the ability to secure FactoryTalk eProcedure instruction files does not currently
exist in FactoryTalk Security, you can require an electronic signature on Parameter Change
to prevent unauthorized users from executing instructions. (See Electronic signatures in
the FactoryTalk Batch Equipment Editor User Guidefor more information.)

The eProcedure Service is installed on the FactoryTalk Batch Server computer
and requires no special configuration. The eProcedure Service can be
configured to start manually by changing the startup type in the Services
dialog box of the Control Panel. (See the FactoryTalk Batch Administrator Guide
for more information.)
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Add the Batch Server user If the Batch Server user account is a workgroup account or if the FactoryTalk
. Batch Server computer needs to access files on the client computer, you must
account to the client add the Batch Server user account to all FactoryTalk Batch client computers.

computer (See the FactoryTalk Batch Administrator Guide for more information.)

FactoryTaIk Batch Client FactoryTalk Batch View, FactoryTalk eProcedure, ActiveX controls,
. Equipment Editor, and Recipe Editor use FactoryTalk Security, which allows
security security settings to be shared among FactoryTalk enabled products across a
network or on the same computer. FactoryTalk Directory is the infrastructure
which contains the security policies defined for FactoryTalk Security secured
resources.

FactoryTalk Batch secured resources include Batch Commands, Phase
Commands, the Batch View windows, and log ons to FactoryTalk Batch
components. For a complete list of FactoryTalk Batch secured objects and
their default security policy settings refer to the FactoryTalk Batch Administrator
Guide.

FactoryTalk Batch product policies are created in the Local Directory and the
Network Directory when the FactoryTalk Services Platform installs. The
FactoryTalk Batch product polices are used to restrict access to the
FactoryTalk Batch client components and the features within them. (See the
FactoryTalk Help for more information.)

The FactoryTalk Services Platform installation process:

e Creates both a FactoryTalk Local Directory and a FactoryTalk
Network Directory on the computer. When the install process
finishes, both directories are fully configured and ready for use.

Tip: Security settings are completely separate in the Network Directory and Local Directory.
Changes you make to the security settings in the Network Directory do not affect the Local
Directory and vice versa.

¢ Allows any Windows Administrator user account to log on to either
directory. The installation process automatically adds the local
Windows Administrators group to the FactoryTalk Administrators
group in each FactoryTalk Directory.

¢ Allows any authenticated Windows user to log on to the FactoryTalk
Local Directory. The installation process automatically adds all
members of the local Windows Authenticated Users group to the
FactoryTalk Local Directory.

¢ Allows all new user accounts full access permissions. The installation
process automatically sets system policies to allow all new user
accounts added to either directory full access to that directory by
default.
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Tighten security for
FactoryTalk Batch Clients

Restrict access to specific features of your individual FactoryTalk products.
Only users with access can use secured product features.

For example, when you set up product policies for FactoryTalk Batch, restrict
use of the Abort command to specific users. This prevents automated batch
processes from going down during run time.

To configure security for multiple features in FactoryTalk, use the Feature
Security for Product Policies dialog box.

To configure security for the FactoryTalk Batch features, refer to the secured
product policies defined for the FactoryTalk Batch Clients.

To tighten security for FactoryTalk Batch Clients:

Delete the Windows Authenticated Users group from the Local
Directory. Secure the FactoryTalk Batch Configuration Options
product policies in the Local Directory to avoid tampering or
unauthorized changes.

Create new FactoryTalk user accounts and groups in the FactoryTalk
Directory. Create user accounts or groups to secure the FactoryTalk
Batch Clients.

Add user accounts and groups created in Windows to the FactoryTalk
Directory. Windows accounts added to the FactoryTalk Directory are
called Windows-linked user accounts and groups.

IMPORTANT  Windows Workgroup User Accounts are not supported in FactoryTalk.
If you use Windows warkgroups, you cannot administer user accounts
centrally for FactoryTalk Batch Client applications. FactoryTalk Directory does
not allow multiple user accounts to have the same name and password.

Remove the All Users group from the FactoryTalk Batch product
policies. The FactoryTalk Services Platform installation process adds
the All Users group to all FactoryTalk product policies. To secure
FactoryTalk Batch, remove r restrict the All Users group for
FactoryTalk Batch product policies. For example, to restrict access to
FactoryTalk Batch View windows, remove the All Users group from the
associated product policies and then add the necessary user accounts.
Add user accounts and groups to the FactoryTalk Batch product
policies. To secure FactoryTalk Batch resources, add only the necessary
user accounts and groups to the corresponding product policies. For a
complete list of FactoryTalk Batch product policies, see FactoryTalk
Batch default policy settings.
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FactoryTaIk Batch View This section describes the legacy FactoryTalk Batch View Windows desktop
application.

security

Tip: The modern FactoryTalk Batch View is an innovative and intuitive user interface for your
comprehensive batch solution. It leverages state-of-the-art web technologies with scalable
graphics for consistent visualization across all devices and form factors. The zero-install browser
simplifies administration and maintenance. As the only native client application that supports the
new features in FactoryTalk Batch and eProcedure, it is the client of the future for madern batch
solutions.

For more information about the new FactoryTalk Batch View mabile solution, view the FactoryTalk
Batch View User Manual (FTBYS-UMOOZ)

Configure FactoryTalk security to specify which FactoryTalk Batch View
toolbar buttons and windows are available to each logged on user. Removing a
user group from a security policy disables the corresponding toolbar button
for all users who are members of that user group. When a button is disabled, it
no longer appears on the toolbar.

Restrict access to resources based on where a user is physically located, such
as a computer used to perform actions. (For more information, see
FactoryTalk Help.)

To open FactoryTalk Help, select Start > Rockwell Software > FactoryTalk
Help.

Change permissions on the change the permissions on the BATCHCTL share to tighten security by
BATCHCTL share removing the Everyone group and adding a new group that contains all the
Windows users that need to access the share.

IMPORTANT  This new group allows applications to access the BATCHCTL share while locking out
non-domain users.

Include these user types in the group:

e The FactoryTalk Batch Server and FactoryTalk Event Archiver user.

e Windows users logged in when the FactoryTalk Batch Equipment
Editor, FactoryTalk Batch Recipe Editor and FactoryTalk Batch View
are launched.

To change permissions on the BATCHCTL share

1. In Windows Explorer, locate the Batch folder. The default location is
C:\Program Files (x86)\Rockwell Software\Batch.
2. Right-click the Batch folder, and then select Properties.
Select the Security tab and do the following:

a. Select Edit, select the Everyone group, and then select Remove.

b. After removing the Everyone group, select Add.
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Security for FactoryTalk
Batch commands

Configure security for
FactoryTalk Batch
commands

4. From the Select Users, Computers, Service Accounts, or Groups dialog
box, select Advanced and then click Find Now.

5. Select a group from the Search results list, and then select OK.

6. Select OK to return to the Properties dialog box.

7. From the Group or user name list, select a user or group, and then
select the permissions in the Permissions area. Repeat for each user or
group.

8. Select OK.

Configure FactoryTalk Security to require user confirmation for batch
commands and phase commands. A command that has the confirm feature
enabled does not execute until the user account is validated in the Log on to
Confirm User dialog box.

To enable the Confirm feature, configure the FactoryTalk Batch product policy
for the command and then set the associated <Command> Confirm policy
setting to True. These policy settings are defined in FactoryTalk Directory for
each command button within FactoryTalk Batch View and every phase
command issued from the Phase Control window.

Tip: When the Confirm feature is enabled for a command, only active user accounts assigned to the
Command are allowed to execute the command. Users validated in the Log on to Confirm User
dialog box are not logged on to FactoryTalk Batch View.

The <Command> Confirm policy settings are found in the following locations:

e TFactoryTalk Directory\Local | Network\System\Policies\Product
Policies\Batch\BatchView and ActiveX\Commands

e TFactoryTalk Directory\Local | Network\System\Policies\Product
Policies\Batch\BatchView and ActiveX\Phase Commands

To allow only specified users to issue commands against a batch or a phase,
add the appropriate users or user groups to the Command or Phase
Command policy setting. Then remove or restrict the All Users group.

To configure security for FactoryTalk Batch commands:

1. Open the FactoryTalk Administration Console and log on to the
appropriate FactoryTalk Directory.
2. Expand System > Policies > Product Policies > Batch > BatchView &
ActiveX.
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3. Right-click Commands and then select Properties.

Commands Properties

Palicy Settings I
B 4|
B BatchView and ActiveX - Commands -
Abart Configure Security J
Ak Configure Security
Arcquire Configure Security |
Add Batch Configure Security
Alta Configure Security
Bind Configure Security
Bind Ack Configure Security
ClearF ail Configure Security
Comment Configure Security
Digconnect Configure Security
Hald Configure Security
b anual Configure Security -
Abort
(0] 4 I Cancel apply Help

4. Select the policy setting to configure and then select the corresponding
browse button.
5. (optional) In the Configure Securable Action dialog box:

o Select a user or group and then select Remove.

o Allow or deny a user or group access to the feature by selecting or
clearing the corresponding check box and then selecting OK.

e Add a user account or user group by selecting Add. This option
displays the Select User and Computer dialog box.

6. (optional) In the Select User or Group dialog box:
e Select a user, user group, computer, or computer group and then
select OK.
o Select Create New to create and then add a new user, user group,
computer, or computer group.

7. Select OK to close the View Properties dialog box.

Tip: Restart all FactoryTalk Batch components to update security changes made in the
FactoryTalk Directory.
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Enable Batch View confirm
settings

If you assign specific users and/or groups to a Batch Command or Phase
Command and enable the corresponding Confirm policy setting, then only
the specified users are allowed to issue the command. (See the FactoryTalk
Batch Administrator Guide for more information.)

The Reactivate Step button on the Instructions view of the eProcedure Client
is disabled if you do not have permission to reactivate steps. When you access
the Instructions view, the eProcedure Client checks the FactoryTalk Security
policy settings for the command. If you have permission to reactivate steps,
but the CONFIRM value for the ReactivateStep policy setting is True, the Log
on to Confirm User dialog box prompts for a user ID and password when the
Reactivate Step button is clicked. If the user is authenticated, the step
reactivation proceeds. If not, an error message is displayed. (See the
FactoryTalk Batch Administrator Guide for more information.)
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Windows services

The FactoryTalk Batch Service Manager

The FactoryTalk Batch Service Manager is used with the FactoryTalk Batch
Server, FactoryTalk Batch View Server, and FactoryTalk Event Archiver, when
FactoryTalk Event Archiver is configured as a Windows service. The Service
Manager manually starts and stops the FactoryTalk Batch Server and
manually starts, pauses, continues or stops FactoryTalk Event Archiver
services. The Service Manager accesses the Batch Server Statistics dialog box,
which gives access to COM server information, COM client status, error
information, and other FactoryTalk Batch Server information.

O Tip: To command the FactoryTalk Batch Server, FactoryTalk Batch View Server, or FactoryTalk
Event Archiver services, you must have local administrator privileges on the computer where the
server and/or FactoryTalk Event Archiver services are installed. If you do not have local
administrator privileges, you will have view-only privileges.

The FactoryTalk Batch Server, FactoryTalk Batch View Server, and
FactoryTalk Event Archiver operate as Windows services. During FactoryTalk
Batch installation, the user account specified during the installation is
assigned to the Log On As: This Account: option, found in the (Administrative
Tools) Services dialog box.

Running as a Windows service allows the FactoryTalk Batch Server to run in
the absence of an interactive Windows logon. Logging on or logging off
Windows during operation does not disrupt the server execution.

Configure the FactoryTalk Batch Server to start automatically, giving server
control to Windows Services, or control the FactoryTalk Batch Server
manually using the FactoryTalk Batch Service Manager. The Service Manager
also controls the type of boot method that the server uses, and runs the server
in demo mode.

Tip: Specifying the boot method or demo mode in the FactoryTalk Batch Service Manager does not
alter the Batchsvr.ini file and has no effect on the server when automatically starting.
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FactoryTalk Batch Service
Manager dialog box

areas:

e Service state

e Server

e Connection

The FactoryTalk Batch Service Manager dialog box is organized into three

The Connection area contains:

Item

Definition

Computer

Displays the selected computer.

Select Computer

Selects the computer where the service is located.

Service

Allows you to select a service from a list of batch services for the
selected computer.

The Service state area contains two sections.

e The buttons allow you to select a service state:

Item

Definition

Stop

Stops the selected service.

Pause

Pauses the selected service. This button is not enabled for the batch
server.

Start/
Continue

Starts the selected service or continues a service that has been
paused.

o The traffic light graphic displays the current service status with an

accompanying color:
STARTING None
RUNNING Green
STOPPED Red
PAUSED Yellow
NOT CONNECTED None
START PENDING None

Q Tip: The state of the FactoryTalk Batch Service Manager (information from the Connection and
Server groups) is stored from the last time the Service Manager was run. These values are written
when the FactoryTalk Batch Server is closed.

The Server area options include:

Item

Definition

Allow Demo Mode

The FactoryTalk Batch Server runs with full functionality without a license
for a two-hour period. After two hours, the server stops running.

Allow Grace Period

The FactoryTalk Batch Server starts when a valid activation is not found.
The grace period is seven days, after which a valid FactoryTalk Activation
license is required.

Cold Boot

The FactoryTalk Batch Server starts in a completely initialized condition.
All restart data is erased and all recipe content is removed from the Batch
List.
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Item Definition

Warm Boot The FactoryTalk Batch Server starts and attempts to restore the set of
batches that were on the batch list when the server previously
terminated. The restart files are altered so only one warm restart may be
attempted.

Warm All Boot Restarts the FactoryTalk Batch Server only if it is able to restore all of the
batches to the batch list. Restart does not alter the restart files so another
warm-all or warm restart may be attempted. This is the default setting for
automatic restarts.

Verify/Deploy Area Model Opens the Verify/Deploy Area Model dialog box.

Server Details Opens the Batch Server Details dialog box.
Connection The Connection area contains:
Item Definition
Computer Displays the selected computer.
Select Computer Selects the computer where the service is located.
Service Allows you to select a service from a list of batch services for the
selected computer.

L]
Service state The Service State area contains buttons, text and a graphic traffic light
service state representation.
E’FactnryTalk Batch Service Manager == BT
— Connection
Computer [IDEWSET Select Compuiter... |
Sefvice IFactc-r_l,JTalk Batch Server ﬂ
—Service State — Server

[~ Allow Demo Mode

Stop | [ &llow Grace Perind
Pause | (+ Cold Boot

" “wam Boot

Start.@:-ntmuel o &ll Boot
STORPED Senver Statistics... |

The following server states and corresponding colors are displayed:

STARTING None
RUNNING Green
STOPPED Red
PAUSED Yellow
NOT CONNECTED None
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START PENDING None

The Service State area contains the following buttons:

Item Definition

Stop Stops the selected service.

Pause Pauses the selected service. This button is not enabled for the batch
Server.

Start/ Starts the selected service or continues a service that has been

Continue paused.

Tip: The state of the FactoryTalk Batch Service Manager (information from the
Connection and Server groups) is stored from the last time the Service
Manager was run. These values are written when the FactoryTalk Batch
Server is closed.

Server The Server area provides various server options.
BFacturvTalk Batch Service Manager =]
— Connection
Cornputer IIDEVSE'I Select Computer... |
Service IFactnryTaIk Batch Server ﬂ
— Service State —Serer

[ Allow Demo Mode

Stop | ™ &llow Grace Period
Pause | % Cold Boot

" warm Boot

Start/Conti
StaniConivme | || b
STORPED Senver Statistics. |

The Server area options include:

Item Definition

Allow Demo Mode The FactoryTalk Batch Server runs with full functionality without a license
for a two-hour period. After two hours, the server stops running.

Allow Grace Period The FactoryTalk Batch Server starts when a valid activation is not found.
The grace period is seven days, after which a valid FactoryTalk Activation
license is required.

Cold Boot The FactoryTalk Batch Server starts in a completely initialized condition.
All restart data is erased and all recipe content is removed from the Batch
List.

Warm Boot The FactoryTalk Batch Server starts and attempts to restore the set of

batches that were on the batch list when the server previously
terminated. The restart files are altered so only one warm restart may be
attempted.
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Item Definition

Warm All Boot Restarts the FactoryTalk Batch Server only if it is able to restore all of the
batches to the batch list. Restart does not alter the restart files so another
warm-all or warm restart may be attempted. This is the default setting for
automatic restarts.

Verify/Deploy Area Model This button opens the Verify/Deploy Area Model dialog box.

Server Details This button opens the Batch Server Details dialog box.

FactoryTaIk Batch Server The FactoryTalk Batch Server Details dialog box displays an overview of the
Details dialog box current system’s status and the current running area model. The area model

file referenced is specified in the Server Options dialog box accessed from
FactoryTalk Batch Equipment Editor. The FactoryTalk Batch Server Details
dialog box is organized into five tabs.

FactoryTaIk Batch Server The General tab lists data on the number of batches and prompts being
Details dialog box - General currently handled by the FactoryTalk Batch Server, as well as the Windows

time on the server, the time the batch server started, and the name and
tab creation date of the current area model.

The General tab contains the following:

Field Definition

Batch Count The number of batches loaded in the FactoryTalk Batch Server.

Prompts Count The number of prompts currently existing within all batches.

Version The version number of the FactoryTalk Batch Server.

Time The time as specified by Windows on the FactoryTalk Batch Server.

Started at The time the FactoryTalk Batch Server started.

Area Model File Name The name of the currently active area model.

Area Model Date The file date of the currently active area model at the time of
FactoryTalk Batch Server startup or the last update.

FactoryTaIk Batch Server The Messages tab is used to monitor FactoryTalk Batch Server log
Details dialog box - information. The messages displayed in the three sections are the most recent
messages written to the server log by the server.

Messages tab . :
The Messages tab consists of the following:
Field Definition
Info The most recent Info-type entry in the log file. Infe entries are log

entries recorded as a part of the normal execution.
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Field Definition

Warning The most recent Warning-type entry in the log file. Warning entries
indicate that a minor irregularity the system detected. The irregularity
was handled by the system or the system is not sure of the occurrence’s
implications.

Severe The most recent Severe-type entry in the log file. Severe entries
indicate that the system encountered a severe error condition. The
system handled the situation as best it could.

FactoryTaIk Batch Server The PCD Communications tab is used to monitor the FactoryTalk Batch

e di Server communication status and any data servers that are communicatin
Details dialog box - PCD _ onst y _ AUng
. with the server. Verification of all tags, phases, and equipment operation
Communications tab sequences associated with the current area model is also performed.

The PCD Communications tab consists of the following components:

Field Definition

Data Server Status Lists of all configured data servers in the area model and the
communication status between FactoryTalk Batch and these data server(s).

Tag Verify Status Indicates if the verification function is READY, IN PROGRESS, or COMPLETED.

Tag Verify Verified Indicates the number of tags, phases, and equipment operation sequences

that the server processed during tag verification.

Tag Verify Bad Indicates the number of tags, phases, and equipment operation sequences
that the server was unable to verify. Bad tags, phases, and equipment
operation sequences indicate either the data server cannot supply the data
requested by the FactoryTalk Batch Server or the data was not of the

expected type.

Tag Verify Total Indicates the total number of tags, phases, and equipment operation
sequences.

Start Starts the verification process.

Stop Stops the verification process.

FactoryTalk Batch Server  The View Communications tab is used to monitor the number of Dynamic
Details dialog box - View Data Exchange (DDE), Component Object Model (COM) and Ole for Process
.. Control (OPC) conversations taking place between the FactoryTalk Batch
Communications tab Server and Client software, such as FactoryTalk Batch View and ActiveX
Controls.

The View Communications tab consists of the following:

Item Definition

DDE Connections The number of DDE connections attached to the FactoryTalk Batch
Server.

COM Connections The number of COM connections attached to the server.

0PC Connections The number of OPC connections attached to the server.

ltems The number of connection items the server currently supports.
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Start the FactoryTalk Batch The FactoryTalk Batch Service Manager communicates with the Windows

Server service

Services of the selected computer to determine available services. There may
be a noticeable delay as communications are established, marked by the
cursor displayed as an hourglass. If the FactoryTalk Batch Service Manager
cannot communicate with the selected computer’s Windows Services, a
message box is displayed stating that the FactoryTalk Batch Service Manager
failed to connect to the specified computer.

The FactoryTalk Batch Phase Simulator must be running to test FactoryTalk
Batch in a demo environment. For more information, see The FactoryTalk
Batch Phase Simulator in the FactoryTalk Batch Administrator Guide.

IMPORTANT  The FactoryTalk Batch Server cannot start if Security Authority is enabled and there
is a mismatch between the Security Authority Identifiers (SAls) in the area model and
the FactoryTalk Network Directory. For information on your recovery options, see
Troubleshooting in the FactoryTalk Patch Equipment Fditor User Guide.

To start the FactoryTalk Batch Server service:

1. Select Start > Rockwell Software >Batch Service Manager. The Batch
Service Manager opens.
2. Select Select Computer. The Select Computer dialog box opens.

IMPORTANT  Administrator privileges are required to perform this procedure.

3. Inthe Enter the object name to select area, enter the name of the
computer where the FactoryTalk Batch Server is installed (or select the
Advanced button to search for a computer).

4. Select OK to close the Select Computer dialog box.

5. From the Service list, select FactoryTalk Batch Server.

6. (optional) Select Allow Demo Mode if you want to run FactoryTalk
Batch in demo mode. If you run FactoryTalk Batch in the demo mode,
be aware that the Server stops after two hours of operation.

7. Select the method to use for restarting the server after a service halt.

e Cold Boot: Restarts the server in a cold state. All journal data or
recipe content is erased upon startup. If Security Authority is
enabled, SAIsin a secured area model and any secured recipes must
match the current Network FactoryTalk Directory SAI.

e Warm Boot: Restarts the server, restoring the set of batches that
were on the batch list when the server previously terminated. No
validation for Security Authority is performed.

e Warm All Boot: Restarts the server only if it is able to restore all of
the batches to the batch list. No validation for Security Authority is
performed.

8. Select the Start/Continue button to start the service. Wait for the
status to change to RUNNING and the light is green.
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FactoryTalk Batch Server
overview

42

9. Select the Server Details button. The FactoryTalk Batch Server Details
dialog box opens.

10. Select the PCD Communications tab. The Data Server Status box
displays the status of the conversation. Make sure that conversation is
GOOD.

11. Select Start. The tag verification process begins. When tag verification
is COMPLETED, select OK, or select Stop to end the verification

process and then select OK.

Tip: If the number of COM servers exceeds the viewable area within the Data Server Status
box, a scroll bar displays, enabling you to scroll through the list.

12. Select Close. The Batch Service Manager dialog box closes.

Tip: If software component conversation becomes LJS7while running in Demo mode, make
sure that the simulator is running and try starting the server(s) again. For more information,
see Start the FactoryTalk Batch phase simulator.

The FactoryTalk Batch Server is the engine that runs FactoryTalk Batch. It is
this component that allows integration with the process-connected devices
(PCDs) and third-party software packages.

The FactoryTalk Batch Server operates as a Windows Service, which means
you can configure the Server to start automatically and give control of the
Server service to the Windows Service Manager. Because the FactoryTalk
Batch Server runs as a service, logging on or off Windows during operation
does not disrupt the operation of the Server.

Using the FactoryTalk Batch Service Manager, you can control the FactoryTalk
Batch Server manually, select the boot method for the Server, and configure
the Server to run in Demo mode. Use the FactoryTalk Batch Equipment Editor
to configure the FactoryTalk Batch Server.

The FactoryTalk Batch Server coordinates the following functions:

e Creating a Batch: Transforms the configured recipe into an executable
working recipe.

e Executing a Recipe: Communicates with the process-connected
devices to execute phases.

e Arbitrating Equipment: Allocates resources based on recipe and
operator requirements.

e Collecting Data: Gathers and stores production information for
reporting and archiving.

e Performing Client Communications: Transfers data between the
process-connected devices (PCDs), operator displays, Human Machine
Interfaces (HMIs), databases, and various other software packages.

See the FactoryTalk Batch Equipment Editor User Guide and the FactoryTalk Batch
Administrator Guide for more detailed information about the FactoryTalk Batch
Server.
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Sample demonstration
setup

Batch Service Manager
dialog box - Server options

Enable a grace period

The installation process placed the SampleDemo1 and SampleDemoz folders in
the BATCHCTL share on your hard drive. Within each of these SampleDemo
folders are four subfolders that contain the files for the area model. To run the
sample demonstrations, add a FactoryTalk Security user, configure the
FactoryTalk Batch Server to locate the area model, and then verify the recipes
in the area model.

The following methods are available for restarting the FactoryTalk Batch
Server after a service halt:

Cold Boot Restarts the FactoryTalk Batch Server in a cold state. All journal data or recipe
content is erased upon startup. If Security Authority is enabled, SAls ina
secured area model and any secured recipes must match the current Network
FactoryTalk Directory SAl.

Warm Boot Restarts the FactoryTalk Batch Server, restoring the set of batches that were
on the batch list when the FactoryTalk Batch Server previously terminated. No
validation for Security Authority is performed.

Warm All Boot Restarts the FactoryTalk Batch Server only if it is able to restore all of the
batches to the batch list. No validation for Security Authority is performed.

Use the Allow Grace Period option on the Batch Service Manager dialog box
to start the FactoryTalk Batch Server in the event that it cannot find a valid
activation license. The grace period is seven days.

To enable a grace period:

1. Select Start > Rockwell Software > Batch Service Manager. The Batch
Service Manager opens.

2. Select Select Computer. The Select Computer dialog box opens.

In the Enter the object name to select area, enter the computer name

where the batch server is installed (or click the Advanced button to

search for a computer).

Click OK to close the Select Computer dialog box.

From the Service list, select FactoryTalk Batch Server.

Select Allow Grace Period enable grace period activation.

Click the Start/Continue button to start the service. Wait for the status

to change to RUNNING.

N oA

The FactoryTalk Batch Server searches for valid activations first. If the
appropriate activation is not found, the server will start under a grace
period activation. The FactoryTalk Batch Server checks for valid
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Grace periods in
FactoryTalk Batch Server

Add a custom service

b

activation licenses every four hours until it either finds one or the
grace period expires.

8. Click Close. The Batch Service Manager dialog box closes.

When the FactoryTalk Batch Server starts, it performs a license check. If a
valid activation is found, a successful license check is returned to the server.
As aresult of the license check, the server determines which applications have
alicense.

Ifits normal license check process fails, the server requests grace period
activation from FactoryTalk Activation. The manner in which the grace period
activation is requested depends on the area model and why the license check
process failed. The server will log the request for, and receipt of, the grace
period license.

When grace period activation is requested for multiple activations by one
process, the grace period is ended and the timer reset when any of the
multiple activations can be successfully obtained.

Every four hours the FactoryTalk Activation software attempts to check out
each activation requested as a grace period activation by the FactoryTalk
Batch Server. If any one of these activations is successfully checked out, the
grace period for the server ends.

Tip: If the FactoryTalk Batch Server is started in the Demo mode, an exception is made to the
license and unit checks. Even if no licenses are found, the server will run for two hours and then
shut down.

Define a custom service to command the FactoryTalk Batch Server and
FactoryTalk Event Archiver services using the FactoryTalk Batch Service
Manager. To make a service available to the Service Manager, you must enter
the file name of the executable for the service in a service registry key. This key
is located at:

HKEY LOCAL MACHINE\SOFTWARE\BATCHCTL\Services
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To add a custom service:

1. In the Registry Editor, select the

HKEY_LOCAL_MACHINE\SOFTWARE\BATCHCTL\Services

subkey.

&' Registry Editor
Bz Edt Mew Fagvorites Help

-] SaM
[ =EouRITY
=] SOFTWARE
=} BATCHCTL
T Muditing
“.__] Trvac stan
(0 naat
+ | PecipeEditor
==
) Setup
# | Swshem
B COTfsy
B Classes

:I Mame: Type
{a¥] (Laf ault) REG_SZ

ol | KT S | LI |

My Computer|\HKEY_LOCAL_MACHINE)SOFTWARE|SATCHCTL|Services

o=

2. From the Edit menu, select New > Key. A new key folder is added.
3. Enter the Key Name without the file extension.
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FactoryTalk Batch Server
service configuration

Specify the startup type

The FactoryTalk Batch Server

The FactoryTalk Batch Server is the FactoryTalk Batch component that
controls and coordinates system information, phases, and recipes. The
FactoryTalk Batch Server allows integration with process-connected devices
and third-party software packages. The FactoryTalk Batch Server must be
started and remain active during all batch functions.

FactoryTalk Batch Server configuration can be verified and customized as
needed. Configuration includes specifying the startup method (Automatic or
Manual), specifying the restart type (Warm, Warm All, or Cold), and setting
the server options.

Tip: The FactoryTalk Batch Server service is configured to run as a Windows Server 2012 user.
Changing the user account in which the server runs is done through Services.

Verify the FactoryTalk Batch Server startup and account types using the
Services Administrative Tool. You must be logged on with local administrative
privileges to configure the server.

To specify the startup type:

Select Administrative Tools > Services.
2. From the list of services, double-click Batch Server.
In the Startup type area, select Automatic to allow the batch server to
start automatically upon system startup.
Select the Log On tab.
From the Log On As area, select This account.
Select Browse. The Select Users dialog box opens.
Select the User to be used for the batch server, and then select OK.
In the Password box, enter the password for the batch server account.
In the Confirm password box, enter the password.
10. Select OK to close the Batch Server Properties dialog box.
11. Close the Services dialog box.

w

¥ © N ook

47



Chapter 5 The FactoryTalk Batch Server

FactoryTalk Batch Server
option configuration

Server Options dialog box -
Project Settings tab

48

Configure the FactoryTalk Batch Server and FactoryTalk Event Archiver using
the Server Options dialog box in FactoryTalk Batch Equipment Editor. The
configuration information for the server indicates how it communicates with
FactoryTalk Batch View and the data server(s). Configure FactoryTalk Event
Archiver to specify if and how electronic batch record files (.evt) are inserted
into the ODBC-compliant database.

Changing items such as FactoryTalk Batch Server information, area model,
and the error logging directory take effect when the server is restarted.
Changing items such as the recipe directory and batch journal directory take
effect the next time the server accesses these items. None of the items in
FactoryTalk Event Archiver configuration require the server to be restarted.
These changes take effect the next time the server needs that configuration

item.

IMPORTANT  FactoryTalk Batch does not support the use of mapped drives. Do not use mapped
drives for project directories.

The default project settings for a computer on which the FactoryTalk Batch
Server is installed are universal naming convention (UNC) names for all
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except the Initialization File Name. If the server is installed on another
computer, then the Initialization File Name would use UNC names.

x
Archiver Event Fiters I Batch Server I Cross Invocation Descriptors and Defaults |
Project Settings | Restart Cortrol | Batch Reporting
Initialization File Name |\\HOCKWEL—'|'I'|I1-|nEﬁTCHCTL\EIN\EﬁTCHSVF{.INI I]
r~ Project Directories

Primary Joumal [\\ROCKWEL-VM1\BATCHCTL\SAMPLEDEMOT\OURNALS\ |

Secondary Joumal I J

Ermor Logging I"-."-.ROC KWEL-VMT\BATCHCTL\SAMPLEDEMO1\LOGS" J

Equipment Database |"-."-.ROC KWEL-VMT\BATCHCTL\SAMPLEDEMO1\RECIPESNICE_ J

r— Store Recipes Using
" Binary Files

Recipe Directory I WROCKWEL-VM1MSANBATCHCTLAVSAMPLEDEMOTARECIPES J
& Microsoft SQL Server Database

Node [ROCKWELVMT =]

Database |MASTEHRECI PES J

" XML Files
Recipe Directory IC: \PROGRAM FILES (X86)\ROCKWELL SOFTWARENBATCHYS! J

[~ Enable Recipe Versioning  Recipe Versioning involves enforcing strict naming conventions
and system defined behaviors.

ok | Cancel |

Set project directories Set directories for the following: Primary Journal, Secondary Journal, Error
Logging, Instructions (if you are using FactoryTalk eProcedure), and
Equipment Database.

IMPORTANT  The Primary Journal path must be defined or the FactoryTalk Batch Server will not
start. The Primary Journal path must be on the server computer in the BATCHCTL
share. In addition, if the Primary Journal or Secondary Journal path is invalid, the
server will not start. If an invalid path is used, an error message indicating the invalid
path is written to the batchsvr.log file.

To set project directories:

1. In FactoryTalk Batch Equipment Editor, select Options > Server
Options.
2. Select the Project Settings tab.
Select Browse to open the Select Directory dialog box.
4. Select the appropriate directory, and then select OK to return to the
Server Options dialog box. The selected UNC directory path name is
inserted into the appropriate box.
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Configure recipe storage Recipes can be stored either as binary files, in a SQL Server Database, or as
XML files

To configure recipe storage

Open FactoryTalk Batch Equipment Editor.

2. On the menu bar, select Options to open the Server Options dialog box
Under Store Recipes Using, select one of these options for storing
recipes:

¢ Binary Files (default format): Stores recipes in separate files
according to the recipe level and specified directory:

Stores procedures as .bpc files
Stores unit procedures as .upc files
Stores operations as .uop files

e Microsoft SQL Server Database: Stores recipes in a SQL Server
database.

O Tip: If SQL Server is not installed on the same computer as the Batch
Client, perform a custom installation of SQL Server and install the Client
Tools Connectivity option. This displays a list of available SQL Server
databases in the Server Options dialog box.

e XML Files: Stores recipes in separate .xml files:
Stores procedures as .pxml files

Stores unit procedures as .uxml files
Stores operations as .oxml files

4. Select OK to apply the configuration settings.

Recipe versioning Below the Store Recipes Using area is the Enable Recipe Versioning check
box. Check this box to enable Recipe Versioning, a system-enforced naming
convention that stores and protects recipe revisions. By default the box is
unchecked and recipe versioning is disabled.

IMPORTANT  FactoryTalk Full Edit access to FactoryTalk Batch Equipment Editor is required to
enable and disable recipe versioning.

Server Options dialog bOX - The Restart Control tab allows you to specify a restart method to initiate in

Restart Control tab the event of a server computer failure. Selecting Cold Restart will restart the
FactoryTalk Batch Server in an uninitialized state and all recipe content is
erased. Selecting Warm Restart (the default) forces the server (or backup
server) to restart in the same state it was in prior to the failure, without any
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Redundant servers

Define redundant servers

loss of journal data or recipe content. Selecting Warm All Restart allows the
server to restart only if it is able to restore all of the batches to the batch list.
Warm All Restart is the default setting used by the automatic restart function.

The Restart Control tab also allows you to specify primary and secondary path
names for the storage of files containing restart information. (See Specify the
startup type for more information.)

IMPORTANT  You must define a valid Primary Restart path or the FactoryTalk Batch Server will not
start, and the following error message is logged in the Windows Server event log file:
Unable to start because RestartDirectoryPath key not specified in Batchsvr.ini.
In addition, if the Primary Restart or Secondary Restart path is invalid, the server
will not start.

FactoryTalk Batch can be configured to store batch journals and batch restart
information in two separate locations. If there is a hardware failure on the
primary FactoryTalk Batch Server computer, secondary server performs a
manual failover. The second computer must be capable of running the server.
Define redundant servers by specifying the primary and secondary restart
path names. These path names indicate where system files are written to
should the system experience a failure. If the secondary path name is not
specified, FactoryTalk Batch does not create secondary files.

Tip: Archiver recovery — The eventdir.txt and the archque.txt are not updated as secondary
files. As part of the manual failover procedure, manually copy the files from the primary directory
to the secondary directory.

Install the area model file and all recipe files and, if using eProcedure, all
instruction files on both the primary server and the secondary server.

FactoryTalk Batch can be configured to store batch journals and batch restart
information in two separate locations.

To define redundant servers:

1. From the FactoryTalk Batch Equipment Editor Options menu, click
Server Options.
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. Select the Restart Control tab.

Server Options

Crozs Iwocation Descrptors and Defauks | Hypedink Descrptors and Defaults
Project Settings Festat Conirl | Baich Repoting | ArchiverEvertFites | Batch S
Feestart Type Pathnames
" Cokd Reatost Piimary Path [LLTYDBIBATCHCTL\SAMPLEDEMOT\RESTART. .|
= Wam Restort
Wi A Fasta Secondary Path | [

. In the Restart Type area, click on a selection, or accept the default,

Warm Restart.

. Click the Primary Path browse button. The Select Directory dialog box

opens.

. Select the MyProject\restart folder located in the BATCHCTL share on

the primary server’s hard drive (the default is c:\Program Files
(x86)\Rockwell Software\Batch\MyProject\restart), and then click
OK.

. Click the Secondary Path browse button. The Select Directory dialog

box opens.

. Locate and select the MyProject\restart folder located in the

BATCHCTL share on the secondary server’s hard drive, and then click
OK.

. Repeat steps 1 through 7 on the redundant server computer, selecting

the Batch\MyProject\restart folder on the redundant server as the
Primary Path. The Secondary Path can remain blank or point to
another redundant server. Additionally, you must configure a data
server to communicate with the process controller on the redundant
server computer. The redundant server computer needs to
communicate with the process controller that is running the phase
logic.

Tip: You must also verify that the primary and secondary journal project directories are

defined.

Server Options dialog bOX -  Use the Batch Reporting tab to select the reporting application for generating
Batch Reporting tab
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batch reports and archiving Batch data. Never is the default reporting
application.
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Report Editor

Perform end of batch
archiving

To use the Server Options dialog box - Batch Reporting tab:

1. Select the Batch Reporting tab.

Cross vocation Descrptors and Defauts | Hypessink: Descrptors and Defauts |
Project Semngs | Restart Contral BatchRepoding | AchiverEvert Fites | Batch Server |
+ Repoiting Application
™ Bechiver [End of Batch)
 Archiver rcmmantsl) : | ]

™ User-Defined (End of Batch)
7 None {Qusus Msirkared)
% Never Mo Gusus )

2. Select the appropriate option from the Reporting Application area.
The following sections define the available reporting application

options.

As of version 10.00, the Report Editor functionality is no longer supported or
available. If you are currently using the Report Editor functionality, it is
recommended that you transition to the standard reporting that is available
using the Rockwell Automation Knowledgebase - Answer ID 62366.

Selecting Archiver (End of Batch) defers control of batch reporting to
FactoryTalk Event Archiver and only performs batch reporting upon removal
of the batch from the Batch List. The End of Batch runs in the security context
of the FactoryTalk Batch Server. When using End of Batch archiving,
FactoryTalk Event Archiver must be disabled as a Windows service and cannot
be controlled using the FactoryTalk Batch Service Manager. (See the
FactoryTalk Event Archiver User Guide for information on disabling FactoryTalk

Event Archiver as a service.)

Tip: If Event Journal Signatures are enabled, specify Archiver (End-of-Batch) archiving to ensure
that all event journal records are properly archived.

To perform end of batch archiving:

1. Select Archiver (End of Batch).

2. Inthe Archiver area, select Delete files after archive to allow for the
deletion of the .evt files after FactoryTalk Event Archiver has stored the
data in the ODBC database.

IMPORTANT Deleting files after archiving is not a reversible action and is not
recommended.
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Perform incremental
archiving
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3. In Table Name, type the name of the table that contains the Batch data.
The default is BATCHHIS.

The Database Connect String box should contain, at a minimum,
ODBG;. It updates automatically when the data source is selected the
first time FactoryTalk Event Archiver is started after installation.
However, if you know the name of the data source, enter
ODBC;DSN=DataSourceName; and skip the FactoryTalk Event
Archiver setup function.

To change the default Table Name from BATCHHIS:

4. Create a new table.

5. Update the stored procedure named BHInsert to use the new table
name. (See the FactoryTalk Event Archiver User Guide for instructions on
creating a new table.)

Use Archiver (Incremental) to defer control of batch archiving to FactoryTalk
Event Archiver and to perform batch reporting at user-defined intervals
during batch execution. Specify the Incremental period between active
archiving in Minutes or Seconds. The minimum setting is 5 seconds. The
maximum is 9999 minutes. Setting the value outside of this range causes
FactoryTalk Event Archiver to run in 5 minute incremental periods.

To update the incremental period after making changes, stop and restart the
Incremental Archiver.

Configure the Incremental Archiver with a Windows user account that has
administrative privileges to log on to the system. When using incremental
archiving, configure FactoryTalk Event Archiver to run as a Windows service
with an automatic startup type. Use the FactoryTalk Batch Service Manager to
monitor and control FactoryTalk Event Archiver service. (See the FactoryTalk
Event Archiver User Guide for information on enabling FactoryTalk Event
Archiver as a service.)

To perform incremental archiving:

Select Archiver (Incremental).

2. In the Archiver area, select Delete files after archive to enable the
deletion of the .evt files after FactoryTalk Event Archiver has stored the
data in the ODBC database.

IMPORTANT Deleting files after archiving is not a reversible action and is not
recommended.

3. In Table Name, type the name of the table that contains the batch data.
(The default is BATCHHIS.)
4. In Incremental Period, type a value and select Minutes or Seconds.
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Perform user-defined end Select User-Defined (End of Batch) to define a batch reporting application
that is not listed in the Reporting Application area. Specify paths and names
of batch of the application’s .ini and .exe files.

To perform user-defined end of batch:

1. Select User-Defined (End of Batch).

2. Selectthe Executable File browse button to locate the application’s
executable file. The dialog box opens.

3. Inthe Select Archiver Executable File dialog box, select the
appropriate .exe file, and then select Open.

4. Select the Initialization File browse button to locate the application’s
initialization file.

5. In the Select Archiver Initialization File dialog box, select the
appropriate .ini file, and then select Open.

None Select this option if no batch reporting or archiving application is to be used.

Never Does not maintain a queue. This is the default selection.

IMPORTANT  The Never setting causes the archiver queue file to not get written to. For a custom
archiver and when writing to this queue file, use a setting other than Never and
manually maintain the size of the archive queue file.

Archiver Event Filters tab  The options isted under the Archiver Event Filters tab determine what
electronic batch record data FactoryTalk Event Archiver inserts into the
BATCHHIS table. To enable an event filter, select the appropriate check box.
To disable an event filter, clear the appropriate check box.
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Batch Server tab
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To enable or disable an event filter:

1. Select the Archiver Event Filters tab.

Cross Invezation, Descrptors and Defauts [ Hypesink Descrptor and Defauks |
Pt Sesings | FesatCortml | Bach Fepedng Archiver Evert Fites | Baich Sever |
Estch Fiters
[T Actrve Step Change Commenced [ Craner Change ™ Run Court Incremented
™ Abitration [¥ Param Downioad Vefy [# Seaie Factor
[V Attribute Changs [V Param Dewrload Vady Fai [T Signature Cancalalion
™ Automatic Removal [™ Pemissve Mag Cancal ™ Signature Complation
[T Batch Dedetion [T Pemissve Msg Received [T Signature Regquest Creation
[T Bind Candidate Lagaity [T Pemissive Msg Sent ™ Signature Signoff Successil
™ Bind Candidate Preference ™ Phase Logic Adbiration ™ Signature Signoff Unsuccessi
™ Binding Reasan ¥ Prompt [T Signature System Cancellstion
 Commani ¥ Recine Header [+ Slate Changs
[~ Dependent Resource Usage [ Recpe Parameter Deviabon [+ Stabe Command
™ Exoresson Ovemda ¥ Racips Valus ™ Step Changs Activiy
[~ File Name ¥ Recipe Value Change ™ Transfer of Cortrol
™ Force Transiion ¥ Reped ¥ Uni Bind
¥ Memage ™ Report Comment ¥ Unk Unbind
¥ Made Change [T Raport Increment [¥ Unit Crestion Bind
¥ Mode Command ¥ Rapest Parameter Daviation ™ Unk Verfied
[ Chemde Removed ¥ Fasporse ™ Uss

2. Select the appropriate check boxes to indicate the event type data for
the FactoryTalk Event Archiver collection. Clear the check boxes for the
data that is not to be collected.

The Batch Server tab allows you to select and/or configure FactoryTalk Batch
Server options (including the hold propagation type), watchdog
communications timeout settings, FactoryTalk Event Archiver log file size,
minimum disk space required to add a batch, default batch ID, and whether to
enable/disable event journal signatures.

Cross Inwacation Dessiptors and Dafauks | Huperirk Desciptors and Defaults |
Fioct Setings | RestanCorbel | BaichFepoting | suchiver Event Filses Batch Server
Haold Frapagation Mizcellanaous
" Hone I zodimnumn Log File Size 1000000 Bybes
" Phase

Mirirm Dk Space 1000000 g
" Dperaion k Yies
" Uil Defsut Baleh 1D [Batch |0
© o
™ Enable Event Joumal Signatues

Communicahons Tmeout

Pesiod [mzec] I 10000

Alloable Fabues | 5
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The Hold Propagation area allows you to indicate the hold propagation type
to use when the FactoryTalk Batch Server detects a failure caused by a
watchdog timeout, a handshake timeout, or a phase failure (PHASE_F >0). A
Hold command associated with a failure propagates up through the recipe
hierarchy as high as the mode and selected option allows.

Hold propagation

Hold Propagation Type Description

Phase Only the affected phase is held, allowing the balance of the phase’s unit
and all other units to continue running.

Operation Only the affected phase and the related operation are held, allowing the
balance of the operation’s unit and all other units to continue running.

Unit The phase and the related unit are held and all other units continue
running.

Batch (Default) Holds the entire batch when a failure is detected by the

FactoryTalk Batch Server.

The following diagram shows how a step’s mode can affect the hold
propagation. Depending on the step’s mode, the batch may be held at a lower
level than the selected hold propagation option.

Hold Propagation Set to:

Batch Operation
Procedure AR M M Procedure A M
Unit Procedure A A M Unit Procedure A M
Operation A A A Operation A M
Phase A A A Phase A A
Failure  Failure  Failure Failure  Failure
A = Auto Mode

M = Manual Mode

Communications timeout The Communications Timeout area allows you to configure the FactoryTalk
Batch Server’s watchdog timer.

The Period (msec) box allows you to set the watchdog timer setpoint in
milliseconds. When the timer expires, the FactoryTalk Batch Server checks
communication with the process-connected device’s data server and performs
the set/reset test on the data server watchdog timer. In the event of a failed
conversation, the server attempts to reconnect. The default is 10000.

The Allowable Failures box allows you to indicate how many Set/Reset retries
the FactoryTalk Batch Server should perform before it declares that
conversation with the server is BAD and issues a HOLD command. The
defaultiss.
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Tip: The recommended configuration for Batch watchdog and PCD watchdog is that the PLC
watchdog timer setpaint must be configured to have a value that is 5 % or less of the total value
of the FactoryTalk Batch Server watchdog timer’s period value and allowable failures value.
Example: If the server's watchdog timeout period is set to 10000 milliseconds (10 seconds), and
the allowable failures is set to 5, then set the PLC watchdog timer setpaint to 47500 milliseconds
(47.5 seconds):

.95 (5x10000) = 47500

IMPORTANT When the watchdog times out in the PCD, the PLI should be designed to set the Phase
Failure Tag to a nonzero value that represents an understandable message in the
Phase Failure Enumeration Set such as PCD1Batch Watchdog Timed Out.

Miscellaneous

Batch identification

58

(See the FactoryTalk Batch Equipment Editor User Guide for details on editing
enumerations and enumeration sets.)

The Miscellaneous area allows you to define options relating to the
batchsvr.log and the batchSvr.ini file.

The Maximum Log File Size box allows you to input the maximum size (in
bytes) for the log file. When the log file reaches the maximum specified size,
all new data is appended to the top of the log and old information is
overwritten.

The Minimum Disk Space box allows you to input the minimum disk space (in
bytes) that must be available before a batch can be added to batch list. This
helps to avoid data loss due to inadequate disk space.

The Default Batch ID box allows you to specify a default batch ID; this batch
ID automatically populates the Batch ID box when each batch is created.

Enable Event Journals Signatures turns event journal signatures on or off.
The Event Journal Signature function is a tool for detecting any unauthorized
changes to electronic batch records (.evt files). (See the FactoryTalk Batch
System Files Reference Guide for more information about Event Journal
Signatures.)

Q Tip: Do not edit the batchsvr.log or batchsvr.ini files directly unless you are specifically instructed
to do so by Rockwell Automation Technical Support. The batchsvr.ini file contains data items that
determine the configuration of the FactoryTalk Batch Server and how the server operates in
relation to the other FactoryTalk Batch components.

For purposes of batch identification, you can create custom default batch IDs,
and allow or prevent editing of batch IDs. You can also automatically generate
custom batch IDs. In order to implement this option, you must perform steps
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Cross Invocation
Descriptors and Defaults
tab

Resource types

Descriptors

in FactoryTalk Batch View and FactoryTalk Batch Equipment Editor, edit
some Visual Basic code and compile it into a new DLL. If you are using the
FactoryTalk Batch ActiveX controls, you can use the BatchID editable property
to enable or disable editing of batch IDs. For more information, see the
FactoryTalk Batch ActiveX Controls Library Reference.

The Cross Invocation Descriptors and Defaults tab allows you to specify cross
invocation labels and set default cross invocation strings for different
resource types. Use FactoryTalk Batch Equipment Editor to define up to five
cross invocation strings for each resource within the area model. Each time a
selection changes in FactoryTalk Batch View and ActiveX Controls, the cross
invocation strings associated with the equipment resource are retrieved from
the FactoryTalk Batch Server and evaluated. The contents of these strings can
indicate a shortcut menu item and subitems, the caption(s) for the shortcut
menu item(s), and the data that is passed to the automation server.

Archiver Event Fiters | BalchS
Hypedink. Descoptors and Defaults

Frogct Settings | RestanCortl | Batch Repotng |
Crozs Invocation Descriptors and Defauls |

Resournce Types:
[E qupment Modue: |

Descriptors
1 |Cross Invocstion Label 1 English Phase

2 |Cross Invocabon Labe! 2 English Phase

3 ICn:ucs Inwocabon Labed 2 Englizh Phaze

1 IErc:ss Inwocabon Labed 4 Englizh Phaze

g Il:ICrSi Inwocation Labed 5 English Phaze

Diedaul \ alues
1 =

Use the Resource Types list to select a resource type for cross invocation
labels and strings. Select one of the following from the list: Equipment
Modules, Process Cells, Resources, or Units.

The Descriptors area allows you to enter up to five cross invocation labels for
each resource type. These labels are used within the resource’s Edit dialog
box.
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Default values

Hyperlink Descriptors and
Defaults tab

Resource types

Descriptors

The Default Values area allows you to assign default cross invocation strings
to each of the cross invocation labels defined above for the selected resource
type. Any default cross invocation string can be overwritten when a specific
resource type instance is edited.

Tip: Changes to the default value are not applied to the currently configured equipment
in your area model. However, any new equipment you add to your area model uses
the new default value settings.

This feature is used in conjunction with FactoryTalk eProcedure only.

The Hyperlink Descriptors and Defaults tab specifies the hyperlink labels and
default values used with different resource types. The labels and default
values are used in the resource’s Edit dialog box. You can define up to five
hyperlink labels and default values for each resource within the area model.
(Refer to the FactoryTalk eProcedure Administrator Guide for additional hyperlink
information.)

The Resource Types list allows you to select a resource type for the hyperlink
labels and URLSs you define. Select one of the following from the list: Phases,
Process Cells, Resources, or Units.

The Descriptors area allows you to enter up to five hyperlink labels for each
resource type. These labels are used within the resource’s Edit dialog box.

The Default Values area allows you to assign default URLs to each hyperlink
label defined for the selected resource type. Enter the URL address for the
hyperlink in the box that corresponds to the correct hyperlink label. The label
in box 1 of the Descriptors area corresponds to the URL address in box 1 of the
Default Values area. Default URLs can be overwritten when a specific
resource type instance is edited.

Tip: If a hyperlink value is not defined, either as a default or when the specific resource type
instance is created, the hyperlink label is not visible in éProcedure.

Use the Resource Types list to select a resource type for hyperlink labels and
URLs. Select one of the following from the list: Phases, Process Cells,
Resources, or Units.

In the Descriptors area, enter up to five cross invocation labels for each
resource type. These labels are used within the resource’s Edit dialog box.
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Use the Default Values area to assign default URLSs to each hyperlink label
defined for the selected resource type. Enter the URL address for the
hyperlink in the box that corresponds to the correct hyperlink label. The label
in box 1 of the Descriptors area corresponds to the URL address in box 1 of the
Default Values area. Default URLs can be overwritten when a specific
resource type instance is edited.

Default values

Tip: If a hyperlink value is not defined, either as a default or when the specific resource type
instance is created, the hyperlink label is not visible in éProcedure.

Material Policies tab These features are used in conjunction with FactoryTalk Batch Material
Manager only.

e Option When Material Server Communication is lost
e Hold on Split Feed

Server Options X

Freject Settings ] Restart Control ] Batch Reporting | Aichiver Event Fiters | BatchSever |
Cross Invocation Descriptors and Defsults | Hypetink Desciptor: and Defauks M atenial Policies

Option when Matenal Server Communication is lost

= Failure and Hold
™ Switch bo Marus

Hold an Spit Feed

" Ho
% ‘e

Option when Material Server Communication is lost

When communication with the Material server is lost, these two options are
available: Failure and Hold or Switch to Manual.

By default, the FactoryTalk Batch Server is configured to Failure and Hold. In
this case, batches are placed in the HELD state when communication with the
Material server is lost. The FactoryTalk Batch Server automatically resumes
communication with the Material server when it becomes available.

To run batches even when communication is lost, configure the FactoryTalk
Batch Server to Switch to Manual. In Manual mode, the server prompts the
operator for information normally supplied by the Material Server. Restore
the communication manually when the Material server becomes available.
(For more information on restoring communication manually, see the
FactoryTalk Batch Material Manager Administrator Guide.)
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Option when Material Server
comm is lost

Hold on split feed
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Hold on split feed

Choose the Yes option to hold batches or the No option to continue to run
batches in the event of a split feed.

The Yes option is the default option and the batch is HELD when a split feed
occurs.

For the No option, create a loop in the recipe so that the binding process can
select another container for material additions when a split feed occurs. Add a
material loop to the recipe with the Create Material Loop button in
FactoryTalk Batch Recipe Editor. (For information regarding material loops,
see the FactoryTalk Batch Recipe Editor User Guide.)

You can choose from two options when communication with the Material
Server is lost: Failure and Hold or Switch to Manual.

By default, the FactoryTalk Batch Server is configured to Failure and Hold. In
this case, batches are placed in the HELD state when communication with the
Material Server is lost. The FactoryTalk Batch Server automatically resumes
communication with the Material Server when it becomes available.

If you want to run batches even when communication is lost, configure the
FactoryTalk Batch Server to Switch to Manual. In Manual mode, the Server
prompts the operator for information normally supplied by the Material
Server. You must restore the communication manually when the Material
Server becomes available. (For more information on restoring communication
manually, see Restoring Communication in the FactoryTalk Batch Material
Manager Administrator Guide.)

You can choose the Yes option to hold batches or the No option to continue to
run batches in the event of a split feed.

By default, the Yes option is selected and the batch is HELD when a split feed
occurs.

If you select the No option, you must create a loop in the recipe so that the
binding process can select another container for material additions when a
split feed occurs. You can easily add a material loop to your recipe with the
Create Material Loop button in the FactoryTalk Batch Recipe Editor. (For
information regarding material loops, see the FactoryTalk Batch Recipe Editor
User’s Guide.)
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"Odify the .NET registry key The .NET registry key contains the FactoryTalk Batch Server computer name

Use automatic restart
control to restart the
FactoryTalk Batch Server

Restart the FactoryTalk
Batch Server

and is used by remote clients to locate the server computer. During a
FactoryTalk Batch Client computer installation, the setup program prompts
you for the server computer name and then places the name into the .NET
key. In the event that you change the server computer name, or if you are
switching control to another FactoryTalk Batch Server computer, you need to
manually modify the .NET registry key on all remote client computers to point
to the server computer.

To modify the .NET registry key:

1. Open the Registry Editor.

2. Select the HKEY_LOCAL_MACHINE on Local Machine window.
Navigate to the SOFTWARE\BATCHCTL\Net subkey.

3. Double-click the Server registry value.

4. Modify the value data: Server = <MachineName>, where <MachineName>
is the computer name on which the FactoryTalk Batch Server is
installed.

The FactoryTalk Batch Server maintains a detailed record of every recipe’s
state as the recipe is running. If the server computer were to lose power or
otherwise fail, use the automatic restart control feature to restart the server.
Upon restarting the server on a failed server node, the following functions are
placed into the state that existed prior to termination of the server:

e Control Recipes
e Semi-Auto Phase Control
e Arbitration

If the FactoryTalk Batch Server computer experiences a system failure, then
restarting the computer starts the server. However, if the FactoryTalk Batch
Server service fails, then you need to restart the service using the FactoryTalk
Batch Service Manager.

To restart the FactoryTalk Batch Server:

1. Open the FactoryTalk Batch View. Batches on the batch list prior to the
failure are still on the batch list. All batches that had phases in an
active state now have transitions in the HELD state, and are in
MANUAL mode with a failure.
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Perform a manual failover

Configure the FactoryTalk
Batch Server for manual
failover

64

2. Select the batch, and then click the Auto button to place a batch in
AUTOMATIC mode.

3. Click the Clear All Failures button to clear the failures.

4. Select the batch, and then click the Restart Batch button. The
previously active phases return to a RUNNING state and the batch
completes.

FactoryTalk Batch can be configured to store batch journals and batch restart
information in two separate locations. The use of a secondary server allows
you to perform a manual failover if there is a hardware failure on the primary
FactoryTalk Batch Server. The second computer must be capable of running
the server.

You must install your area model file and all recipe files (and all instruction
files if using eProcedure) on both the primary server and the secondary server.

Tip: Archiver recovery - As part of the manual failover procedure you must manually copy the
eventdir.txt and the archque.txt from the primary directory to the secondary directory.

When the FactoryTalk Batch Server fails, complete the following steps.

Tip: If you are using FactoryTalk Batch Material Manager, refer to the procedure for material-
enabled configuration.

To configure the FactoryTalk Batch Server for manual failover:

1. Start the process-connected device communication software on the
secondary server. The secondary server computer needs to
communicate with the process controller that is running the phase
logic.

2. Ensure that the secondary server’s project directories are assigned to
local directories in the Server Options dialog box located in
FactoryTalk Batch Equipment Editor.

3. Use the FactoryTalk Batch Service Manager to start the FactoryTalk
Batch Server on the secondary server computer, select Warm or Warm
All as the startup type. The secondary server allows the batches to be
restarted based upon information written by the primary server.

4. (optional) If you are also using eProcedure, use the FactoryTalk Batch
Service Manager to start the eProcedure Server on the secondary server
computer.

5. For each computer running FactoryTalk Batch View, enter the
secondary server’s computer name as the NET registry key value.
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Configure the material-
enabled FactoryTalk Batch
Server for manual failover

6.

Stop and restart each FactoryTalk Batch View instance and any other
software that communicates directly with the FactoryTalk Batch
Server. This causes the instance to connect with the secondary server.

Tip: The existing batches are placed in the MANUAL mode with transitions in the HELD state.
Place the batches in AUTOMATIC mode, clear the failures, and then restart the batch.

Upon failure of the primary FactoryTalk Batch Server computer, if thisis a
FactoryTalk Batch Material Manager system, complete the following steps:

To configure the material-enabled FactoryTalk Batch Server for

manual failover:

R

N

10.

11.

12.

13.

14.

15.

On the Material server computer, start the Network Editor.

Select the network model for the primary FactoryTalk Batch Server.
Right-click BATCHSERVER in the tree and select Remove Server.
From the File menu, click Synchronize.

Select the network model for the Material server.

Right-click any <Undefined> FactoryTalk Batch Server in the tree, and
then click Add Server.

Type a name in the Alias box.

. Click the Computer Name box, and then select the computer to be used

as the secondary server.

From the File menu, click Synchronize.

Start the process-connected device communication software on the
secondary server. The secondary server computer needs to
communicate with the process controller running the phase logic.
Ensure that the project directories for the secondary server are
assigned to local directories. Use the Server Options dialog box in
FactoryTalk Batch Equipment Editor.

Use the FactoryTalk Batch Service Manager to start the FactoryTalk
Batch Server software on the secondary server computer. Select Warm
or Warm All as the startup type. The secondary server allows the
batches to be restarted based upon information written by the primary
server.

If you are also using eProcedure, use the FactoryTalk Batch Service
Manager to start the eProcedure Server on the secondary server
computer.

For each computer running the FactoryTalk Batch View, enter the
computer name of the secondary server as the NET registry key value.
Stop and restart each FactoryTalk Batch View instance and any other
software that communicates directly with the FactoryTalk Batch
Server. This causes the FactoryTalk Batch View instance to connect
with the secondary server.
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Command handshake
timeout

Tip: The existing batches are placed in the MANUAL mode with transitions in the HELD state.
Place the batches in AUTOMATIC mode, clear the failures, and then restart the batch.

The FactoryTalk Batch Server uses a command handshake protocol ensuring
that commands issued to phases are handled in a serial manner and are not
lost or overwritten. The protocol has a configurable timeout period. When a
command handshake timeout condition occurs, an error is generated in the
phase object that represents the phase, and the batch is placed on HOLD
based upon the configured hold propagation settings. This allows the operator
to disconnect the server from the affected phase should the timeout period
expire. Without this feature, the server must be shut down and restarted if the
phase stops responding.

When a command handshake timeout period occurs, the step representing
the troubled phase in the SFC display turns red and a failure is generated for
the phase. The message PHASE NOT RESPONDING is shown on the status
bar when the step is selected. It is also displayed in the Phase List Display area
of the Phase Control window when the phase is selected.

A System Message event type is logged into the electronic batch record. The
description includes the fact that a time-out occurred as well as the type and
ID of the command that timed out. In addition, the event is recorded in the
FactoryTalk Batch Server log file with a severity status of SEVERE and the
description is the type and ID of the timed-out command.

If a communication error is detected while the command handshake is in
process, the command handshake timer is stopped. The timer is reset and
restarted if communication is successfully restored. If the command
handshake completes after the timeout period, then the commands that are
pending the handshake completion are processed. However, the error must be
cleared before the batch can be restarted.

In order to restart a batch, you must issue the CLEAR_FAILURES command.
If the command handshake completes successfully, the error is cleared and
the batch can be restarted. Otherwise, the error is not cleared and the batch is
not restarted. The operator should check the execution status of the process-
connected device.

The Batchsvr.ini file contains an item used to configure the length of time, in
seconds, that the FactoryTalk Batch Server waits for a command handshake
before issuing a timeout. If the item is not included in the Batchsvr.ini file, it
defaults to 60. The valid range is 5 to 600.

[XMAN] CommandTimeOut=90

This value is read when the FactoryTalk Batch Server starts. If you change the
value, stop and restart the server.
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View event log entry
properties

Windows event log

The Windows Event Log service records application, system, and security
information. This information can be viewed using the Event Viewer.

Tip: Supported Windows versions for FactoryTalk Batch are listed in the Factoryalk Batch
Components Upgrade and Installation Guide.

From the Windows Event Viewer, you can double-click any log entry to
display its properties.

Event Properties |

Ewent |
Date: BA2FS2000  Source:  BatchSwr + |
Timne: 14:48 Categony: CORM
Type: Informationn  Ewent [0 23000 + |
Izer: DOkAIM rpmS erver

Computer: STATIOMNS

Description:
D'ata Server; ServerOPC_SIM status changed to GOOD, |

Data: & Bytes ¢ ‘Words

000d: 46 &9 &c 65 3a Z0 &f 70 File: op -
ooog: &3 73 76 6% 6d 0 Ze &3 csvimp. o

oo0lo: 70 70 E0 EA 20 6o 69 Ge rp - lin

oolg: &5 z0 22 34 34 FO 00 e 944

k. I Cancel ¥ 1]

There are 10 items for a Windows event log entry. Six of these are identical for
all FactoryTalk Batch Server events. These items, along with a description, are
listed below. The Category, Event ID, and Description are described in the
table following the list.
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Item Description
Date Date that the event occurred.
Time Time that the event occurred.
Type Type of the event (i.e., Information, Error, etc.).
User Configured domain user.
Computer Computer on which the FactoryTalk Batch Server is running.
Source BatchSvr
Category Category of the event.
Event ID D of the event.
Description Description of the event.
Data File and line number within the FactoryTalk Batch Server source code that generated
the entry.
Category Event | Description
D
Start 1000 | Server demand started successfully in demo mode.
Start 1001 Server demand started successfully in production mode.
Start 1002 | Server auto started successfully.
Start 1003 | Server failed to auto start. See the Batchsvr./ogfile for more information.
Start 1004 | Server failed to demand start. See the Batchsvr.logfile for mare
information.

Important: Do not edit the Baichsvr./ogfiles. The Batchsvr./og contains critical information Technical
Support needs to determine the cause of a FactoryTalk Batch Server failure.

Start 1005 | Command line arguments are inconsistent.

Start 1006 Unexpected command line argument [ Descriptive String].

Start 1007 | Service handler not installed.

Start 1008 | Not running as a service or StartServiceltrilispatcherfailed.

Start 1009 | Log directory does not exist. Validate ErrorLogDirectory key value in
Batchsvr.ini.

Important: Do not edit the Batchsvr./n/file unless specifically instructed by Technical Support.

Start 1010 Unable to start due to access permissions on log directory specified by
ErrorLogDirectory key value in Batchsvr.ini.

Start 10m Batchsvr.logfile could not be created/opened. Validate pathname in
Batchsvr.ini.

Start 1012 | Unable to start. Log file (Batchsvr.logor Verify.log) does not have write
access permission.

Start 1013 | Unable to start. Unable to access log file ( Batchsvr.log or Verify.log).

Start 1014 Unable to start. Verify.logfile does not have write access permission.

Start 1015 Unable to start due to missing Baichsvr.inifile.

Start 1016 Unable to start due to access permissions on Batchsvr.inifile.

Start 1017 Unable to start due to access problem with Batchsvr.inifile.

Start 1018 Access errar on Batchsvr.ini detected prior to logging on as user
specified in Batchsvr.ini.

Start 1019 Access error on Batchsvr.inidetected while running as user specified in
Batchsvr.ini.

Start 1020 | Access error on log file detected while running as user specified in
Batchsvr.ini.
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Category Event | Description
D

Start 1021 Access error on event files detected while running as user specified in
Batchsvr.ini.

Start 1022 | Unable to start because primary event file directory specified by
EventDirectoryPath key in Batchsvr.iniis missing.

Start 1023 | Unable to start because secandary event file directory specified by
EventDirectoryPathSecondary key in Bafchsvr.iniis missing.

Start 1024 | Unable to start because of access permissions on primary event file
directory specified by EventDirectoryPath key in Batchsvr.ini.

Start 1025 | Unable to start because of access permissions on secondary event file
directory specified by EventDirectoryPathSecondary key in Batchsvr.ini.

Start 1026 [ Unable to start because of access permissions on Archgue.txtfile in
primary event file directory.

Start 1027 Unable to start because of access permissions on Archgue.txtfile in
secondary event file directory.

Start 1028 [ Unable to start because of access permissions on £ventdir.txtfile in
primary event file directory.

Start 1029 Unable to start because of access permissions on £ventdir.txtfile in
secondary event file directory.

Start 1030 | Unable to start because RestartDirectoryPath key not specified in
Batchsvr.ini.

Start 1031 Unable to start because RestartDirectoryPath specified in Baichsvr.ini
missing.

Start 1032 | Unable to start because of access permissions on RestartDirectoryPath
specified in Batchsvr.ini.

Start 1033 | Unable to start because of access permissions (security?) on
RestartDirectoryPath specified in Baichsvr.ini.

Start 1034 | Unable to start because RestartDirectoryPath2 specified in Zatchsvr.ini
missing.

Start 1035 | Unable to start because of access permissions on RestartDirectoryPath2
specified in Batchsvr.ini.

Start 1036 | Unable to start because of access permissions (security) on
RestartDirectoryPath2 specified in Batchsvr.ini.

Start 1037 | Server started by an ActiveX client.

Start 1038 | Domain user name is blank and must be initialized in the SECURITY section
of the Batchsvr.ini. The Server will not have any network
credentials, which means it cannot access anything off node (i.e., data
servers, event journal files, or recipes).

Start 1039 | Internal Error. Call to ColnitializeSecurity failed.

Start 1040 | Internal Error. Call to RegisterClassObjects failed.

Start 1041 The SOL Server database cannot be opened.

Boot 2000 [ Server warm booting.

Boot 2001 [ Server cold booting.

Boot 2002 | Server started.

Boot 2003 [ Server warm all booting.

Boot 3000 | Data Server: [Descriptive String] status changed to GOOD.

Boot 3001 | Data Server: [Descriptive String] status changed to SUSPECT.

Boot 3002 | Data Server: [Descriptive String] status changed to LOST.

Boot 3003 | Data Server: [Descriptive String] status changed to BAD.

Boot 3004 | Data Server: [Descriptive String] status changed to an unknown

conversation status.
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Category Event | Description
D
Boot 3005 | Data Server: [Descriptive String].
Shutdown 4000 | Server shutting down.
Shutdown 4001 [ Server exception occurred. See the Batchsvr.logfile for information.
Shutdown 4002 | Server automatically shutting down from demo mode.
Tag_Verification 5000 | Server tag verification process Started.
Tag_Verification 5001 | Server tag verification process Aborted.
Tag_Verification 5002 | Server tag verification completed, [ Descriptive String1] of [ Descriptive
String2] tags verified successfully.
Registration 6000 | Server registered.
Registration 6001 | Server unregistered.
Registration 6002 | Server registered as a service.
Control 7000 [ Notify SCM: The service is stopping.
Control 7001 Notify SCM: Service stopped.
Control 7002 | Notify SCM: The service is starting.
Control 7003 [ Notify SCM: The service is running.
Control 7004 [ SERVICE_CONTROL_STOP received from Service Control Manager.
Control 7005 | Unexpected SERVICE_CONTROL_PAUSE received from Service Control
Manager.
Control 7006 | Unexpected SERVICE_CONTROL_CONTINUE received from
Service Control Manager.
Control 7007 | SERVICE_CONTROL_INTERROGATE received from Service
Control Manager.
Control 7008 [ SERVICE_CONTROL_SHUTDOWN received from Service Control Manager.
Control 7009 | Bad Service Request.
Category_Debug 8000 | Command Line: [ Descriptive String].
Category_Debug 8001 | Argument received from SCM or BatchSCM: [ Descriptive String].
Category_Debug 8002 | HRESULT ={[Descriptive String].
Category_Debug 8003 | Thread [ Descriptive String] started.
Category_Debug 8004 | Exception in object [Descriptive String1]in method [ Descriptive String2].
Category_Debug 8005 | Service could not be marked for deletion by the SCM.
Category_Debug 8006 | Debug: [Descriptive String].

Modify event log settings

To prevent the system event logs from exceeding the maximum allowable

size, configure the application and system log to overwrite events as needed.

To modify event log settings:

Navigate to Control Panel > Administrative Tools > Event Viewer.

2. Right-click Application, and then select Properties. The Application
Properties dialog box opens.

3. Inthe Log size area, select Overwrite events as needed, and then click

OK.
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4. Repeat steps 2 and 3 for the System.
5. Exit the Event Viewer.
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Cross invocation overview

Cross invocation

Cross Invocation is the means by which the FactoryTalk Batch View and
ActiveX Controls pass data to, and activate, an automation server such as an
HMI or Visual Basic program. The data passed is specific to an equipment
resource selected from the FactoryTalk Batch Client applications.

FactoryTalk Batch provides a procedure-centric view of the batches running
in the plant. The HMI provides an equipment-centric view of these batches. If
the HMI is an automation server that supports the Cross Invocation interface,
cross invocation can send equipment-specific information about a batch to
your HMI. The HMI can then act based on the data received. For example, it
may invoke a graphic specific to the selected equipment resource or
information specific to an Equipment Module’s running logic.

Cross invocation is accomplished by way of user-defined and selectable cross
invocation menu items. If configured for a selected equipment resource, the
cross invocation menu items are visible and selectable from:

e FactoryTalk Batch View when the Goto HMI button is selected.
e The ActiveX Controls when the ActiveX control shortcut menus are
invoked by right-clicking on the running object.

If a recipe step is not bound to an equipment resource:

e The FactoryTalk Batch ProcedureView ActiveX control does not
display the Cross Invocation menu when you right-click on the step.

e TFactoryTalk Batch View displays a message indicating the step is not
bound when you select the Goto HMI button.

Within the FactoryTalk Batch Client applications, there are a number of
selectable procedural elements. Each of these procedural elements relates to a
specific equipment resource. Each equipment resource may be configured to
have cross invocation strings (defined on the Cross Invocation tab of any
configurable equipment resource in the area model).

Procedural Element > Equipment Resource > Cross Invocation Strings
Each cross invocation string defines the following:

e The text for displaying the Cross invocation menu item.
e The data for passing to the automation server.
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Cross invocation string

configuration

14

The following table shows the various FactoryTalk Batch View windows and
the equipment resource to which a selected procedural element is linked. For
cross invocation to be implemented, the cross invocation strings must be
configured for the equipment resource.

FactoryTalk Batch View Selectable elements Corresponding equipment resource
window
Batch List Batch Process Cell (Procedure)
Unit (Unit Proc or Operation)
Procedure as SFC/Table Batch Process Cell (Procedure)
Unit (Unit Proc or Operation)
Unit Procedure Unit
Operation Unit
Recipe Phase Phase
Event Journal Batch Process Cell (Procedure)

Unit (Unit Proc or Operation)

Unacknowledged Prompts Unacknowledged Prompts Phase
Phase Control Process Cell Process Cell
Unit Unit
Phase Phase
Arbitration Recipe Process Cell (Procedure)
Unit (Unit Proc or Operation)
Process Cell Process Cell
Unit Unit
Phase Phase
Resource Resource
Alarm Summary N/A N/A
Phase Summary Phase Phase

Use FactoryTalk Batch Equipment Editor to define up to five cross invocation

strings for each resource defined within the area model. Each time a
procedural element is selected in FactoryTalk Batch View or from the ActiveX
Controls, the cross invocation strings associated with the equipment resource
corresponding to the selected element are retrieved from the FactoryTalk
Batch Server and evaluated. The contents of these strings become the
caption(s) for the cross invocation menu item(s) and optional sub-menu items
as well as the context data that is passed to the automation server. The context
data is encapsulated in escape sequences.

Cross invocation strings are defined according to the following syntax:

e Across invocation string must be enclosed entirely in square brackets [
]. Anything outside of the square brackets is ignored by the Server.

e Within the square brackets, the initial text (to the first semicolon)
indicates the menu item(s) caption(s).
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Cross invocation string
escape sequences

o All text within the square brackets after the first semicolon defines the
context data passed to the automation server when the menu item is
selected.

e Asingle string can specify one cross invocation item with any number
of subitems. The first comma-delimited portion of the cross invocation
string identifies the menu item for the shortcut menu, and each
subsequent sub-string identifies a subitem.

e The data passed in response to all subitems is identical. Subitems are
optional.

Example:
[Menu Item, Subitem 1, Subitem 2; %P, %S, %R]

The cross invocation string portion that specifies the data to pass to the
automation server when selecting a menu item is defined by escape
sequences. The escape sequences are replaced by the context data they
represent before the string is passed. The valid escape sequences are
identified in the following table along with their meaning.

Escape sequence | Replace by

%P The path to the selected step. In some instances, this value can be empty. (See Context
Data Responses for more information.)
Examples:
CreatelD
CreatelD \t Procedure \t Unit Procedure \t Operation \t Phase
%N Equipment resource name to which the selected control recipe corresponds.
%C Class name from which the equipment resource corresponding to the step was created.
%T Equipment resource type to which the selected control recipe corresponds.
%3S Computer on which the FactoryTalk Batch Server is executing.
%B Batch ID of the selected control recipe.
%M Menu item caption that was selected. If submenu items exist, they appear in the following

order: the caption of the menu item appended with a colon, then the index number of the
submenu item appended with a colon, and then the caption of the submenu item selected.

%R Resource ID of the equipment resource to which the selected control recipe corresponds.

The escape sequences used in the cross invocation strings correspond to the
current selection in FactoryTalk Batch View or ActiveX Controls applications.
The context data passed to the automation server is relative to the current
selection. (See the FactoryTalk Batch View User Guide for information regarding
selectable elements.)

The following describes each escape sequence relative to the type of
procedural element selected:

Escape Procedure Unit Procedure Operation Phase
Sequence
7P Path Path Path Path

(L
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Cross invocation string
example
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A Corresponding Corresponding Unit | Corresponding Unit | Corresponding
Process CellName | name name Phase name

%C Corresponding Corresponding Unit | Corresponding Unit | Corresponding
Process Cell class Class name Class name Phase Class name
name

%T 1(Process Cell) 2 (Unit) 2 (Unit) 3 (Phase)

%3S Node Node Node Node

7B Batch ID Batch ID Batch ID Batch ID

%M Menu caption Menu caption Menu caption Menu caption

%R Corresponding Corresponding Unit | Corresponding Unit | Corresponding

Process Cell
resource |D

resource |D

resource |D

Phase resource 1D

If the control recipe runs acrass multiple process cells, the context data replaced by %N and %C is the first
process cell in the process cells list of associated with the recipe.

The following describes each escape sequence relative to the element selected
within the FactoryTalk Batch View Phase Control window. (See the FactoryTalk
Batch View User Guide for information regarding selectable elements.)

Escape Process Cell Unit Phases
Sequence
%P Empty Path (if exists). Create ID (if exists).
The context data that The context data that replaces
replaces %P (when selecting | %P when selecting an
a unit)is the unit procedure | equipment phase is the
path or operation that owns | Create ID of the batch within
that unit, and blank which the phase is executing.
otherwise. This only exists if that
equipment phase is currently
executing within the context of
a batch.
%N Name of process cell Name of unit Name of phase
%C Process Cell Class name | Unit Class name Phase Class name
%T 1(process cell) 2 (unit) 3 (phase)
%3S Node Node Node
%8 Empty Batch ID (if exists) Batch ID (if exists)
%M Menu caption Menu caption Menu caption
%R Process cell resource ID | Unit resource ID Phase resource 1D

This is an example of a cross invocation string configured in FactoryTalk

Batch Equipment Editor and the resulting cross invocation menu as seen

from FactoryTalk Batch View.
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FactoryTalk Batch View and

ActiveX Controls
configuration for cross
invocation

[DETAIL DISPLAY, VIEW MODE, EDIT MODE; %P, %N, %T, %C, %S, %B, %R,
%M]

VIEW MODE
PRASE LOGIC EDITOR * EDIT MODE

i e o] S

s Rt ol o

' 5 - s L e e
i amne el Lo TRl

This illustrates the type of data that could be passed to the automation server
when the Batch ID is selected in FactoryTalk Batch View and the batch is
running.

%P %N |%T| %C | %S |%B| %R| %M

2, PLANT_ALPHA, 1, PCELL_CLS1, USER1, 788, 1000, DETAIL DISPLAY:1:VIEW MODE

Q Tip: The automation server must be configured for responding appropriately to the data.

Once the cross invocation strings are defined, FactoryTalk Batch View and
ActiveX Controls must be configured to support cross invocation.

FactoryTalk Batch View is configured to support cross invocation under the
General tab of the System Configuration and Defaults window. On this tab,
cross invocation must be selected and the program identifier of the

automation server must be specified.

System Configuration and Defaults ll

Opersbors Table | Procedwe Prompts | Prcceduae Paameless | Procedure Bepots | Joumal | Unacknowdedged Prompds | Phase Coriiol
Eatch List | Hieraschical Step List | SFL View | Fiocedues Table | Uit Procedues Table
il Sy | Fhate Sunmay Geereial | Sigrulune: | Ciomaret:

Hurvasri-td ackire lnbarnce 1) ard Cross Isvoostion Splitler Bar Size
¥ Ensble Cios krocalion Hosqortal [5
Irwencation ProglD [FRIJJEEH CLASEA Wi "‘_
| Sexemn S [X]
| ¥ AlowA workal [100

Once configured in FactoryTalk Batch View, the cross invocation menu items
become visible when a procedural element is selected (that corresponds to an
Equipment Resource with configured cross invocation strings) followed by
selecting the Goto HMI button.

The ActiveX Controls are configured to support cross invocation when the
following two properties are configured for the ActiveX object:

e InvocationProgID
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e ShowCustomMenu

Properties - pywProcedure¥iew )
Ipvarucedure\fiew Procedureiew =]

Alphabetic |Categarized |

Interval 1000 -]
InvocationProgID projectl.class1

Left G40

MatchBackColor False

rMakchFonk False

Mouselcon (Mone)

MousePoinker 0 - wbDefault

Mode

PersistLogins True

FetryPeriod a0

ShowConditions True
ShowCustomMenultems

Showienu

ShowstepIndices False

ShowSteplnstance True ll

ShowCustomMenultems
Returns ar sets a Flag that determines if generic
strings in the area model that are properly Formatted

The InvocationProgID property must contain the program identifier of the
automation server. The ShowCustomMenu property must be set to True so
that the cross invocation strings are visible on the ActiveX object’s shortcut
menu during runtime as shown:

(=]
CHARGE ¥ CLS1 O

o 0 GALLONS

a
Jq | Mt |

Baich ID | Recipe n bit Time | Elapsed Time | 51
gm.xTCH_ID CLEAMN_REACTOR  Comment 2004 IOA26PM  1:1648 Al
C _ . Zoom b 4]
russ—u:wucatmn P —
strings EVENT MESSAGE
I Properties...
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The FactoryTalk Batch Phase Simulator

FactoryTalk Batch comes with a phase logic simulation program that allows
you to run the FactoryTalk Batch software and simulate your batch process
without being connected to a PCD. The FactoryTalk Batch Phase Simulator
imitates the functionality of a data server and communicates with the
FactoryTalk Batch Server using the OPC communication protocol. This is a
powerful tool for testing, experimentation and demonstration purposes.

Tip: The Simulator is automatically started by the FactoryTalk Batch Server if required by the area
model.

The Simulator allows you to save report parameter values.

Tip: When running a material-enabled phase, RUNNING logic should not have any configured
requests. You must set the FEED_COMPLETE report parameter to 1and set a value for the
ACTUAL_AMOUNT report parameter. Save the simulation file after making these changes.

Start the FactoryTalk Batch start the FactoryTalk Batch Phase Simulator for the FactoryTalk Batch Server
Phase Simulator and FactoryTalk Batch View to run in a simulated environment.

To start the FactoryTalk Batch Phase Simulator:

e Select Start > Rockwell Software > Simulator. The Phase Simulator
opens.

. Default - ICE_CREAMA_.CFG - Phaze Simulator M=l E3
File Edit Protocolz Help

Ready [ [NUM i
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FactoryTaIk Batch Phase Upon startup, the FactoryTalk Batch Phase Simulator reads the area model
. . that is specified in the Batchsvr.ini file. The area model file name is displayed
Simulator interface on the title bar. By default, when you first install the software it is set up to
read ice_creami.cfg, one of the sample area models shipped with FactoryTalk
Batch. This file contains the equipment required to run the Sampledemo1
recipe. The Simulator simulates the RUNNING, STOPPING, HOLDING,
ABORTING, and RESTARTING states for all phases configured in the recipe.

y Default - ICE_CREAM4.CFG - Phase Simulator Mi=] E3

File Edit Protocol: Help

Ready

M

Tip: The Simulator simulates only phase states for area models that have no more than 50
parameters and 50 report parameters.

The Simulator menu bar consists of the following options:

Option

Definition

File

Open a simulator (.sim) file, save a file, or exit the Simulator.

Edit

Edit phase configuration, phase status, or unit tag status.

Protocols

Enable or disable the Watchdog and Command Handshake functions.

Open the Simulator About box.

Phase Configuration dialog The FactoryTalk Batch Phase Simulator allows you to edit a phase’s

box
phase:

configuration. You can set the following items for each sequencing state of a

Dwell Time

Indicates the length of time, in seconds, that a specific state is active
for the selected phase.

Time of Request

Indicates the time, within the dwell period, at which a request is made.
Type of Request

Indicates the type of request to make. (Refer to the FactoryTalk Batch
PCD Programmer Technical Reference Guide for more information
about requests.)

Request Parameters

Each request can have up to three parameters that further describe the
request.
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e Continuous Phase Indication
A continuous phase is a phase whose phase logic does not transition to
the COMPLETE state. You can simulate continuous phase logic by
selecting Continuous Phase. When a transition that follows a step
running continuous phase logic evaluates to TRUE, and the step is not
involved in Transfer of Control, then the FactoryTalk Batch Server
sends a STOP command to the phase. If the phase with continuous
phase logic is involved in Transfer of Control, and the transition
evaluates to TRUE, the Transfer of Control procedure is executed,
transferring ownership of the phase from the step prior to the
transition to the step following the transition. ANEW_PARAMETERS
command is issued to the phase’s phase logic when the Transfer of
Control occurs, notifying the phase logic that new recipe parameter
values associated with the new recipe step are available for download if
the phase logic requests a download.

Q Tip: To use a continuous phase in an actual batch, write appropriate phase logic to define
non-terminating behavior.
Refer to the NEW_PARAMETERS Command section in the FactoryTalk Batch PCD
Programmer Technical Reference Guide for more information.

Change the dwell time Change the length of time that a specific state is active for the selected phase.

To change the dwell time:

1. Start the FactoryTalk Batch Phase Simulator.

2. Select Edit > Phase Configuration. The Phase Configuration dialog
box opens.

From the Select Phase list, select the appropriate phase.

From the Select State list, select the state to change the dwell time.
In Dwell Time, type the desired dwell time for the selected state.
Select Update Phase.

Change the sequence of Change the time, type, and parameters of the request in a phase.
requests

To change the sequence of requests:

Start the FactoryTalk Batch Phase Simulator.

2. Select Edit > Phase Configuration.

3. Inthe Phase Configuration dialog box, from the Select Phase list,
select the appropriate phase.
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4. Type an appropriate value in @Time (time is in seconds). This value
determines when the request is processed. This value must not be
greater than the Dwell Time.

For example, if the Dwell Time is 30 seconds, and the @Time value is
20 seconds, then this request will be processed after the selected state
has been active for 20 seconds.

5. Type an appropriate request number in _RQ. (Refer to the FactoryTalk
Batch PCD Programmer Technical Reference Guide for information on
request numbers.)

6. Type any required request parameter data in Qo1, Qo2, and Qo3. These
parameters are used to further define the request.

7. Select the Update Phase button.

8. Select Close.

Indicate a continuous phase Simulate continuous phase logic by selecting Continuous Phase.

To indicate a continuous phase:

Start the FactoryTalk Batch Phase Simulator.
2. Select Edit > Phase Configuration. The Phase Configuration dialog
box opens.
From the Select Phase list, select the appropriate phase.
If this is a continuous phase, select Continuous Phase.
Select Update Phase.
Select Close.

Phase Status dialog box The status of a phase can be changed during run time to test phase logic prior

to implementation.

e View parameter tag values and associated parameter names

e View request tag values

e Set owner of phase to External

e Change the phase’s state for phases under External Control

e Restore active requests for HELD/RESTARTED phases

e Change report parameter tag values

e Change value of the Failure bit

e Set phase to COMPLETE

e Acknowledge/Clear requests of phases under External control
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View phase parameter tag
values

View and update report
parameter tag values

Phase commands

The phase parameter tag values are read-only and cannot be modified in the
Simulator. The FactoryTalk Batch Server writes these tags when a download

request is processed.

To view phase parameter tag values:

1.
2.
3.
4.

Start the FactoryTalk Batch Phase Simulator.

Select Edit > Phase Status.

Select the appropriate phase from the Select Phase list.

In the Arrays list, select Phase Parameter Tags. Each parameter tag
associated with this phase is displayed, along with its current value
and type.

The report parameter tag values can be modified and uploaded to the
FactoryTalk Batch Server. The uploaded value(s) are reflected in the electronic
batch record (.evt files).

To view and update report parameter tag values:

1.
2
3.
4

Start the FactoryTalk Batch Phase Simulator.

. Select Edit > Phase Status.

In the Select Phase list, select the appropriate phase.

. In the Arrays list, select Report Parameter Tags. Each report

parameter tag associated with this phase displays, along with its
current value and type.
Enter a new value for the appropriate Report Parameter Tag.

6. Select Update Report Data to update the tag value. The report tag

values are uploaded to the Batch Server when an upload request is
processed.

The FactoryTalk Batch Phase Simulator allows you to change the state of a
phase. An active phase can be commanded to COMPLETE without gaining

phase ownership. All other state change commands require the phase be
under external control. The Start/Stop, Abort/Reset and Hold/Restart
buttons are modal, in that the command issued is determined based on the
phase’s active state at the time the button is clicked. Only legal state change
commands are executed. For example, if a phase is RUNNING and the
Start/Stop button is clicked, the STOP command is issued. START is not a
legal command to a phase in the RUNNING state. (Refer to the FactoryTalk
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Command a phase
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Batch PCD Programmer Technical Reference Guide for additional information on

legal state transitions.)

The following table shows the phase’s transition when the state change

command is received, along with the associated state value (##).

COMMAND INITIAL STATE FINAL STATE
COMPLETE COMPLETE(70)
START RUNNING (50)
STOP STOPPING (30) STOPPED (80)
ABORT ABORTING (10) ABORTED (30)
RESET IDLE (100)
HOLD HOLDING (20) HELD (60)
RESTART RESTARTING (40) RUNNING (50)

The FactoryTalk Batch Phase Simulator allows you to change the state of a

phase.

To command a phase:

VR W

Start the FactoryTalk Batch Phase Simulator.

In the Edit menu, click Phase Status.

In the Select Phase list, select the phase to command.

To set the phase to COMPLETE, click the Set Complete button.

For all other state change commands, set the Owner of the phase to
External.

Click the appropriate state change command button (Start/Stop,
Abort/Reset, or Hold/Restart).

If the requested state change is legal, the server sends the command to
FactoryTalk Batch View and the phase transitions to the appropriate
state. The new state value is displayed in the Status register in the
Phase Status dialog box.

o Ifthe phase is running and the Abort/Reset button is selected, the
phase goes to ABORTING. To transition the phase to the ABORTED
state, select the Set Complete button.

e Ifaphaseisrunning and the Hold/Restart button is selected, the
phase goes to HOLDING. To transition the phase to the HELD state,
select the Set Complete button.
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Change ownership of a
phase

Acknowledge and clear a
request

The Owner button acts as a toggle, switching the value in the Owner register
between zero and one. A zero represents Batch as the owner and a one
represents an external owner.

To change ownership of a phase:

1. Start the FactoryTalk Batch Phase Simulator.

2. Select Edit > Phase Status.

3. From the Select Phase list, select the appropriate phase.

4. To set ownership to External, select Owner when the value in the
Owner register is .

To set ownership to Batch, select Owner when the value in the Owner
register is 1.

Requests must be acknowledged and then cleared to allow a phase to continue
processing when running under External control. The Ack/Clear Request
button must be clicked twice, first to acknowledge the request, then to clear
the request.

To acknowledge and clear a request:

1. Start the FactoryTalk Batch Phase Simulator.

2. Select Edit > Phase Status.

3. Inthe Select Phase list, select the phase to be commanded.

4. Ifthe Request register contains a request, select Ack/Clear Request to
acknowledge the request. The value in the Request register changes to
10, indicating that the request confirmation was received from the
Batch Server.

5. Select Ack/Clear Request to clear the request. Upon clearing the
request, the value in the Request register changes to o, indicating that
the request was cleared. The phase continues to process.

Restore and clear requests Requests generated by a phase can be stored in the request buffer registers

should the phase receive a Hold command. The requests can then be copied
back to the request registers when the phase receives a Restart command. The
Restore Req and Clear Req registers must both contain a 1 (one) to allow for
the saving and restoring of requests for a HELD/RESTARTED phase.
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To restore and clear requests:

Start the FactoryTalk Batch Phase Simulator.

Select Edit > Phase Status.

In the Select Phase list, select the phase to be commanded.
In the Restore Req register, type a 1.

In the Clear Req register, type a 1.

VR W

View request data tag The request data tag values are read-only. These may be set by the FactoryTalk

values Batch Phase Simulator when making a configured request or may be written
to the FactoryTalk Batch Server when processing a phase logic Receive
Message request.

To view request data tag values:

1. Start the FactoryTalk Batch Phase Simulator.

2. Select Edit >Phase Status.

3. Select the appropriate phase from the Select Phase list.

4. From the Arrays list, select Request Data Tags. Each request data tag
associated with this phase is listed, along with its current value and

type.

Unit Tag Status dialog boX  Values of unit tags configured in the area model can be changed during run
time in the Unit Tag Status dialog box.

Unit Tag Status [ <]
Tagname Class Type ftem alue
1 JL103 LEYEL |MTEGER  |N27-12 o

Update Values | Cloze I
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The Unit Tag Status dialog box consists of the following:

Item Definition

Tagname Alist of all configured unit tags for the active area madel.

Class The class associated with the unit tag.

Type The type value associated with the unit tag.

Item The item (addressable location) associated with the unit tag.

Value The current value for the unit tag. This value can be modified and sent to the
FactoryTalk Batch Server.

Update Values Updates the tag values in the Simulator.

Change the value of a unit Change the value of a unit tag using FactoryTalk Batch Phase Simulator.
tag
To change the value of a unit tag:

. Start the FactoryTalk Batch Phase Simulator.
2. Select Edit > Unit Tag Status.
Make any required modifications to the Unit Tag Values, and select
Update Values. The new values are written into the FactoryTalk Batch
Phase Simulator unit tags.
4. Select OK to return to the FactoryTalk Batch Phase Simulator window.
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Troubleshooting

This section contains information on possible troubleshooting solutions for
FactoryTalk eProcedure and the FactoryTalk Batch Server.

. This section contains information on eProcedure problems and possible
Troubleshooting P P
work-arounds.

eProcedure

Objects embedded in HTML &Y design, the eProcedure service does not look for embedded objects in the

. HTML template files. It simply passes that HTML code through to the Client

code do not dlsPlaY and allows the browser to interpret it. There are two approaches that can be
used to display objects embedded in the HTML code:

e Put them in the default web share directory, which is the
recommended approach for objects that would span multiple projects.

OR

e For project-specific objects, use the MMC (Internet Service Manager)
to create a virtual directory that points to the \project\instructions
directory. Security may be configured for this virtual directory such
that it is read-only, without scripting or browsing privileges. (See
Creating a virtual directory for more information.)

Modify the template file to reference the object via the virtual directory. The
path to the object will look something like:
http://iis_name/virtualdirectory/object.ext.

Tip: Make sure the object’s HTML code occurs within the Form tags in the instruction file.

Control step reactivation The following messages may be seen when attempting to reactivate a control
g g y
error messages step in the eProcedure Client Instructions View:



Chapter 9 Troubleshooting

Troubleshooting
FactoryTalk Batch

Handle abnormal
FactoryTalk Batch
termination
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Cannot reactivate step

The step cannot be reactivated since the equipment module SP_ADD_SUGAR_M1 is not in RURMNING stabe

Only past control steps that have not been reactivated, are in phases that are
currently in the RUNNING state, and do not have any pending reactivated
steps are eligible to be reactivated.

Cannot remove batch

Error |

PATCH Miy' NOT BE REMOVED DUE TOINCOMPLETE SIGNATURE REQUESTS a|

E

oK

If there are any incomplete Signature Requests pending for the batch, it
cannot be removed from the batch list. Complete all Signature Requests and
try again.

Permission Denied

If you do not have security permission to reactivate steps, you will see the
"Permission denied to reactivate step” message. Another user with valid
permission will have to reactivate the step.

This section contains information on error log and tag verification log
generation, and how these logs are used to troubleshoot system problems.
This section also contains a list of specific error messages that may be
encountered after installing and/or running FactoryTalk Batch, and possible

troubleshooting solutions.

In the event of a FactoryTalk Batch Server failure, FactoryTalk Batch allows

you to restart your batches where they were before the failure. However, the

ability to restart your batches may not be enough. If the reason for the Server
failure is not something obvious, like a power failure, you will probably want

to know the cause. If you need Rockwell's Application Support group to assist
you with the determination, they need information regarding the Server’s
status just prior to the failure.
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Determine abnormal
termination

Name the log file copy

The FactoryTalk Batch Server is designed to write this critical information to a
log file. This file contains the information the Application Support group
needs when determining the cause of a Server failure. However, the log file is
acircular file, and eventually overwrites itself. To eliminate the possibility of
losing this critical information, the Server copies the log file upon startup if it
determines that the Server terminated abnormally.

Upon startup, the FactoryTalk Batch Server reads the value of the
AbnormalTermination field within the Batchsvr.ini file. If the field value is NO,
or the field is not present, then no action is taken. If the field value is YES,
then the current Batchsvr.log file is copied to the path specified by the
ErrorLogDirectory entry in the Batchsvr.ini file. The name of the copied log file
is determined based on the CopyFilelD field.

After determining whether or not to make a copy of the current log file, the
FactoryTalk Batch Server writes a value of YES into the field. At completion of
a normal shutdown, the Server writes a value of NO into the field.

The value of the CopyFilelD field is an integer from which a file name of the
following format is generated:

<nnn>.LOG

where <nnn> is the value of the CopyFilelD field obtained from the
Batchsvr.ini file, with leading zeros. The leading zeroes help sort the files when
viewed from Windows Explorer or a similar program. Every time the
FactoryTalk Batch Server uses this value to generate a name for a copied log
file, it increments the integer value stored in the field. An attempt to
increment the integer beyond a value of 999 results in a wrapping of the value
back to one.

If this value is not present or is invalid, then a current value of one (1) is
assumed. This results in the creation of a log file copy with the name o0o1.log
and the updating of the field to a value of two (2).

If the FactoryTalk Batch Server generates a name for a copied log file, and the
file name already exists in the directory where the copy is to be stored, the
Server attempts to create a new name for the copied log file. The Server
generates new log file names by incrementing the CopyFileID value until an
unused file name is found. The integer used to generate this file name is
incremented one last time and this value stored into the CopyFileID field in
the Batchsvr.ini file. If no unused file names are found, then the Server is
forced to overwrite the file name generated with the CopyFilelID field’s
original value.

9
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End of batch entries

Log tag verification
information

92

The electronic batch record (.evt file) contains entries if the batch is
terminated by a FactoryTalk Batch Server cold boot, or if the batch is
terminated due to an error when attempting to restore the batch from a

Server warm restart.

The electronic batch record contains three entries if one of the above-
mentioned methods for batch termination occurs. The first entry is a repeat of
the Event File Name event field. The second is a System Message event field
indicating the reason the batch was terminated. The last is a System Message
event field indicating the end of the batch.

Example

Termination of FactoryTalk Batch Due to Cold Boot

Description Event PValue

Event File Name | \\MachineName\Program Files\Rockwell
Software\Batch\YourProject\ JOURNALS\4123.evt

YourBatchDescription System Message | Batch terminated by COLD boot of FactoryTalk Batch Server

YourBatchDescription System Message | End Of BATCH

Termination of FactoryTalk Batch During Warm Restart

Description Event PValue

Event File Name | \\MachineName\Program Files\Rockwell
Software\Batch\YourProject\ JOURNALS\4125.evt

YourBatchDescription System Message | Batch terminated due to error attempting to restore batch
during WARM restart

YourBatchDescription System Message | End Of BATCH

Tag verification is an operator-initiated process that causes the FactoryTalk
Batch Server to attempt to read the current value of most tags defined in the
area model. The tags are read up to 30 at a time, based on the value specified
in the Batchsvr.ini file, and as reads are completed, new reads are initiated.

The FactoryTalk Batch Server allows you to verify up to 30 tags in parallel to
reduce tag verify duration and the ability to stop a tag verification in progress
via a menu item on the Server. A dedicated log file, Verify.log, records the most
recent tag verification results. This file is replaced with a new copy each time a
tag verification is begun. The Verify.log file is written to the same directory as
the Batchsvr.log file.
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Tag verification log file

Windows event log

Tag verification start, completion, and abort records are recorded in the
standard FactoryTalk Batch Server log file, Batchsvr.log. Individual tag results
are recorded in the tag verification log file, Verify.log.

The record structure in the Verify.log file is identical to the record structure
used in the Batchsvr.log file. The file structure reserves the first record for field
labels. The installation program installs a default tag verify results log file into
the directory specified by the ErrorLogDirectory value in the Batchsvr.ini file.

The default file contains two records. The first record is the standard header
record that labels the fields. The second record indicates if the tag verify
function was performed. The format of this record is depicted below:

Field# Name Value

1 Time This field is left blank.
2 Severity INFO

3 File This field is left blank.
4 Line This field is left blank.
5 RC_ID This field is left blank.
6 Batch ID This field is left blank.
7 Path This field is left blank.
8 Element ID This field is left blank.
9 Element Name This field is left blank.
10 Message The text "Tag Verify Has Not Been Run"

The tag verification log file is not intended to wrap. In the event of an
unexpected problem or circumstance, the Verify.log file is limited to 9,000,000
bytes. If the Verify.log file exceeds this size, the file is wrapped, just like the
Batchsvr.log file.

An analysis of an existing tag verification log file showed that an area model
with 888 tags generated a log file with a size of 159,050 bytes, which indicates
an average of 180 bytes per tag in the verification log file. This implies that a
9,000,000-byte file should be able to verify approximately 50,000 tags before
the log file would wrap.

The FactoryTalk Batch Server only keeps the tag verification log file open
during the tag verification process. When a program has a file open, the file
cannot be deleted or renamed. The Server overwrites any existing tag
verification log file each time a tag verification begins. If the Server
encounters a tag verification log file that is Read Only, the Server changes the
protection on the file to allow it to be overwritten.

The following events regarding tag verification are recorded in the Windows
Event Log.

Event Generated Windows Event Log

Start "Batch Server Tag Verification Pracess Started"
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Performance chart

Open the FactoryTalk Batch
performance chart
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Event Generated Windows Event Log
Abort "Batch Server Tag Verification Process Aborted"
Completion "Batch Server Tag Verification Completed, <xxx> of <yyy> tags verified successfully"

where <xxx> is the number of tags that were successfully verified, and <yyy> is the
total number of tags on which verification was attempted.

The performance chart included with FactoryTalk Batch is a pre-defined set of
charts for use with the Windows System Monitor.

Tip: The predefined performance monitor charts are in English only. Non-English
customers must configure the charts manually. (Refer to your Windows
documentation for more information on performance charts.)

The System Monitor can examine the use of computer resources by
FactoryTalk Batch components, as well as other processes and applications,
and it can help determine if a process or application is using too much CPU
time or memory. The pre-defined Performance Chart, supplied with
FactoryTalk Batch, charts specific processes that can affect the performance of
FactoryTalk Batch, and can be an important tool in identifying and
troubleshooting system problems.

Tip: The performance chart is intended to be used primarily as a debugging and
diagnostic tool by FactoryTalk Batch product support personnel.

The Windows System Monitor is used to view chart data, alerts, logs and
reports. Additionally, charts can be saved for future review. To view the
FactoryTalk Batch performance chart, make sure that the System Monitor is
set to chart view mode. (Refer to your Windows documentation for more
information on using the System Monitor.)

The performance chart automatically opens the Windows System Monitor
with the pre-defined charts loaded.

To open the FactoryTalk Batch performance chart:

1. Select Start > Rockwell Software > FactoryTalk Batch Suite >
FactoryTalk Batch.
2. Click Performance Chart. The Performance dialog box opens with the
pre-defined charts listed.
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FactoryTalk Batch
performance chart

Troubleshoot errors

The FactoryTalk Batch performance chart is a pre-defined set of charts for use
with the Windows System Monitor.

Tip: The predefined performance monitor charts are in English only. Non-English customers must

configure the charts manually. (Refer to your Windows documentation for more information on

performance charts.)
The Windows System Monitor can examine the use of computer resources by
FactoryTalk Batch components, as well as other processes and applications,
and help determine if a process or application is using too much CPU time or
memory. The performance chart charts specific processes that can affect the
performance of FactoryTalk Batch, and is an important tool in identifying and
troubleshooting system problems.

Tip: The performance chart is intended to be used primarily as a debugging and diagnostic tool by
FactoryTalk Batch product support personnel.

The Windows System Monitor is used to view chart data, alerts, logs and
reports. Additionally, charts can be saved for future review. To view the
FactoryTalk Batch performance chart, make sure that the System Monitor is
set to chart view mode.

This section outlines errors that may be encountered while running
FactoryTalk Batch and possible solutions to these errors.

Automatic repair of Batch component installation fails

This can happen if one or more necessary folders were unintentionally moved
(in Windows explorer). For example, if the Schema folder gets moved away
from its original install path, the install package starts up automatically and
tries to ‘repair’ the problem. This ‘repair’ can clear out the Model and Server
keys in the registry, which can make the Batch client editors generate warning
dialogs because they are not able to find the Network Model.

If this happens, completely uninstall the application and then reinstall it.

FactoryTalk Batch Server does not start

Error Message: (none)

e Journal path has not been defined in FactoryTalk Batch Server options.

Modify the FactoryTalk Batch Server options to include a valid Primary
Journal path. Verify that the Secondary Journal path, if defined, is
valid.

e Restart path has not been defined in FactoryTalk Batch Server options.
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Modify the FactoryTalk Batch Server options to include a valid Primary
Restart path. Verify that the Secondary Restart path, if defined, is
valid.

Incorrect Net registry key value.

The FactoryTalk Batch Server is always installed with the default user
and password.

The FactoryTalk Batch Server’s logon/password settings are not
migrated from the Server .ini file during an upgrade. To run the Server
as a different user, you must change the logon/password settings,
using the Control Panel Services dialog box, after a new installation.

FactoryTalk Batch Server runs for a specific period of time and then
stops, and consistently stops at the same time interval.
Error Message: (none)

e Check the FactoryTalk Batch Service Manager. If the Allow Demo

Mode check box is selected, this could be the problem.

FactoryTalk Batch Service Manager does not display the FactoryTalk
Batch Server and/or Event Archiver.
Error Message: (none)

e The computer where the services are located is not selected.

Use the Select Computer button to select the appropriate computer.

The FactoryTalk Batch Server and/or Archiver services are not
registered with the Windows Registry.

To register a service, click the Start button, point to All Programs, and
then select Command Prompt. Navigate to the Program Files\Rockwell
Software\Batch\bin directory. To register the FactoryTalk Batch Server
type batchsrv /service at the command prompt, and then press enter.
To register the FactoryTalk Event Archiver, type batcharc /service at
the command prompt, and then press enter.

FactoryTalk Batch Service Manager displays "Batch.Server Class"
instead of "Batch Server".
Error Message: (none)

o The service displays the class name instead of the display name.
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This is caused by DCOMCNFG configuring the FactoryTalk Batch
Server service to display the class name of the service instead of the
display name. When this occurs, the Server no longer supports its
COM interface and must be reinstalled.

The FactoryTalk Batch View/Client is properly configured, but can't
view the Event Journals.

Error Message: (none)

e There may be a version conflict in one or more of the required files.

The text in FactoryTalk Batch dialog boxes does not display
properly.
Error Message: (none)

e TFactoryTalk Batch does not support the use of large system fonts.

Use the Display Properties dialog box to change the default system
font size to Small Fonts.

Unable to locate files.

Error Message: "The Recipe directory file could not be found."

e The server options for the FactoryTalk Batch Server are not configured
to point to the folder that contains the Recipe.dir file. (See FactoryTalk
Batch Server option configuration in the FactoryTalk Batch
Administrator Guide for more information.)

An Application Log error is generated.

Error Message: "The Application log file is full.”
e The Application log is not set for wrapping.

Use the Event Viewer to change the Application Event Log Wrapping setting
to Overwrite Events as Needed:

1. Click the Start button, point to All Programs > Administrative Tools,
and then select Event Viewer. The Event Viewer opens.
2. Right-click Application Log, and select Properties. The Application
Log Properties dialog box opens.
3. Inthe Log size section, select Overwrite events as needed.
4. Click OK.
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5. Exit the Event Viewer.

A Licensing error message is generated in Microsoft Visual Basic.

Error Message: "License information for this component not found. You do
not have an appropriate license to use this functionality in the design
environment."

o The ActiveX controls did not install correctly.

Visual Basic should be installed before FactoryTalk Batch is installed. If you
have already installed FactoryTalk Batch:

1. Uninstall the FactoryTalk Batch client to remove the ActiveX controls.
(Refer to the FactoryTalk Batch Components Upgrade and Installation
Guide for information on removing the ActiveX Controls).

2. Re-install Visual Basic.

3. Re-install the FactoryTalk Batch client using the FactoryTalk Batch

Setup program.

Recipes not visible from FactoryTalk Batch View program.
Error Message: (none)

e When the Create a Batch button is clicked, no recipes show up in the
Select a Recipe dialog box.

The Released to Production item is not selected in the recipe header
data. For each recipe that should appear in the Select a Recipe dialog
box, ensure that the Released to Production check box is selected. This
can be done by selecting the Header data option for the recipe and
selecting the Released to Production check box.

List of available SOL Server databases not displayed in the Server
Options dialog box.

Error Message: (none)

When the browse button for SQL Server databases is clicked, no
databases are displayed in the Database Selection dialog box.
Install SQL Server’s ClientTools Connectivity option. Do a custom
installation of SQL Server to install the Client Tools Connectivity
option.
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Event Journal files are not being created.
Error Message: (none)

e The primary journal directory must be located on the FactoryTalk
Batch Server computer in the BATCHCTL share. If the Primary
Journals directory is located on a computer other than the Server
computer, or not within the BATCHCTL share, and that computer
becomes inaccessible, the Server continues executing batches but is
unable to create event journals for those batches. You will not receive a
notification of the problem.
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Enable editing of batch IDs

Customize batch IDs

For purposes of batch identification, you can create custom default batch IDs,
and allow or prevent editing of batch IDs. You can also automatically generate
custom batch IDs. In order to implement this option, you must perform steps
in the FactoryTalk Batch View and the FactoryTalk Batch Equipment Editor,
edit some Visual Basic code (provided with your FactoryTalk Batch
installation CD) and compile it into a new DLL. If you are using the
FactoryTalk Batch ActiveX controls, you can use the BatchID editable property
to enable or disable editing of batch IDs. (See the FactoryTalk Batch ActiveX
Controls Library Reference for more information.)

By default, eProcedure allows editing of batch IDs. However, you can modify
the user.asp file to disable editing of batch IDs; or to re-enable editing batch
IDs if it was disabled. (See "Modifying the user.asp file to prevent editing of
batch IDs" on page 105 and "Modifying the user.asp file to allow editing of
batch IDs" on page 104.)

The batch ID is shown on the Batch Creation dialog box when a batch is
created, and by default, is editable. However, if editing of batch IDs has been
disabled, follow these steps to enable this option.

1. Open the FactoryTalk Batch View.

2. Click the Configuration and Defaults button.

3. Enter your system configuration password, and then click OK.

4. Select the General tab, and in the BatchID Editing area, select the
Allow Editing of Batch ID check box.
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Disable editing of batch IDs If you create a custom batch ID, we recommend that you prevent editing of
batch IDs. This ensures that the custom batch ID you specified appears when
you add a batch to the batch list, and that it cannot be changed by the
operator.

The following steps disable editing of the batch ID. In this case, the box on the
Batch Creation dialog, which displays when a batch is added to the batch list,
is grayed out.

Tip: If a failure occurs in the generation of a custom batch ID, the batch ID is
editable regardless of the setting.

1. Perform steps 1-3 in the previous section, "Enable Editing of Batch
IDs."
2. Click the General tab, and then in the BatchID Editing section,
deselect the Allow Editing of Batch ID check box.

Define a custom default If you define a custom default batch ID, when a new batch is added to the
batch ID batch list, the box on the Batch Creation dialog is automatically populated
with the custom default batch ID.

To define a custom default batch ID:

1. Open the FactoryTalk Batch Equipment Editor.
2. From the Options menu, select Server Options.

3. Select the Batch Server tab.

4. Inthe Miscellaneous section, type a default batch ID in the Default

Batch ID box.
Crogs Invocation Decenplors and Dafauls | Hyperink Descaplors and Dafauls |
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5. Select OK.
Create a custom The option to automatically generate custom batch IDs, in any values or
BatchIDCreation.dll increments you require, is easily implemented. If you choose this option, you

must modify some Visual Basic code, compile it into a new DLL (Dynamic
Link Library) file and then place it in the BATCHCTL\Bin folder. We
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recommend that you make a back up copy of the original BatchIDCreation.dll
before making any changes. The currently supported version of Visual Basic is
shown in the System Requirements of the FactoryTalk Batch Getting Results Guide.

Tip: The FactoryTalk Batch Server and the Visual Basic development environment
must be installed on the same computer.

Tip: If the AutoBatchlID execute fails or the generated batch ID contains invalid
characters, the Batch ID box in the FactoryTalk Batch View becomes
editable even if the Allow Editing of Batch ID check box in the
View/Configuration and Defaults/General is disabled. If you created a
default batch ID, it populates the Batch ID box and is editable. This
feature allows the operator to enter the batch 1D manually in the event of
afailure.

To customize the DLL:

1. Copy the entire Custom folder, found on the FactoryTalk Batch CD,
including all subdirectories, to the local hard drive, leaving the
structure intact.

2. Double-click BatchIDCreation.vbp. The Visual Basic project opens. If you
see error messages about references that are not yet in the Visual Basic
project, click Yes until you see the message that Visual Basic is unable
to set the version compatible component. Click OK.

3. From the Project menu, select References. The References dialog box
opens.

There are several files that are required for references used in the
Visual Basic project. These references must be set manually within the
Visual Basic IDE.

4. From the Available References list, select the following references:

e COM+ Services Type Library
The COM+ Runtime library, COMSVCS.dll, that is needed for COM+
functionality. If this file is not on your system use MTXAS.dll.

e OLE Automation
The OLE Automation support DLL, STDOLE32.tlb, which is usually a
standard Visual Basic reference.

¢ batchidcreationinsertion 1.0 Type Library
The AutoBatchID type library, batchidcreationinsertion.tlb,
required to create your customized version of the
BatchIDCreation.dll.

5. Click OK.

6. From the Project menu, select BatchIDCreation Properties. The
Project Properties dialog box opens.
Select the Component tab, and then select Binary Compatibility.

8. Click the browse button, locate C:\\Program Files\\Rockwell
Software\\Batch\Bin\BatchIDCreation.dll, and then click Open.
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Modify the user.asp file to
allow editing of batch IDs

104

9. Click OK.

10. Modify the source code located between the Begin - Code
Modifications heading and the End - Code Modifications heading
within [GenerateBatch] to define the BatchID value.

Tip: The batch ID can contain a maximum of 255 characters with no spaces or invalid
characters. The batch ID can be comprised of any characters except the following: The
defined list separator, single or double quotes, brackets, parentheses, the percent sign (%),
the tab character ( \t ), the carriage return character ( \r ), or the new line character ( \n ).

11. From the File menu, click Make BatchIDCreation.dll. The Make
Project dialog box opens. Compile the project into a .dll named
BatchIDCreation dll.

12. Click OK.

13. Replace the default BatchIDCreation.dll in the BATCHCTL\Bin folder
with the newly compiled BatchIDCreation.dll.

14. Restart your computer.

In order for eProcedure to allow editing of batch IDs you must modify the
user.asp file.

1. Open Windows Explorer.
2. Navigate to C:\\Program Files\\Rockwell Software\\Batch\Web.
3. Open the user.asp file using Notepad or the Editor of your choice.

Ej user.asp - Motepad M=l B

File Edit Faormat Help

<l—— #IMCLUDE FILE="cConstants.inc" —-» :J
<% const blnBatchIDEditable = m

'Change this walue to false to make the
atchIh uneditable in the batch Tist page

o

<htm] =

<head:

<titlesuser</ titles

</ heads

<hody bgcolor="#000080" >

<input type=hidden name=BatchIbEditahle

id=BatchIbEditable

vallue=<¥=hlnBatchIDEditabhl el

<table border="1" bgcolor="#C0C0C0"

bordercolor="#&_0C0C0" a1ign=”center”

bordercolorlight="#FFFFFF

bordercolordark="#000000">

<trx<tdr<a target="_parent"

href="http://www. automation.rockwell, com" |

=2img alt="eProcedure"

src=". /images Rockwe]l]_Logo. gif"”

border="0"></img></ar</ td><,/Tr>< tables

</bhody> j

4. Set the following value to true:
<% const bInBatchIDEditable = true
5. Save the user.asp file.
6. Exit Notepad or the Editor you are using.
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Modify the user.asp file to
prevent editing of batch IDs

7.

You must close and then restart the eProcedure Client for the change
to take effect.

In order to prevent editing batch IDs you must modify the user.asp file.

AW e

oA\ U

Open Windows Explorer.

Navigate to C:\\Program Files\\Rockwell Software\\Batch\Web.
Open the user.asp file using Notepad or the Editor of your choice.
Set the following value to false:

<% const bInBatchIDEditable = false

Save the user.asp file.

. Exit Notepad or the Editor you are using.

7. You must close and then restart the eProcedure Client for the change

to take effect.
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Archive HTML elements

The archived HTML represents the completed control step as the operator saw
it when it completed, and includes any data entered by the operator. When an
eProcedure user completes a control step, the eProcedure Client captures the
step’s HTML. Client-side scripting removes any script blocks the step may
contain and disables all dynamic elements in the step. The eProcedure Client
then sends the instructions to the eProcedure Server, which sends the step
HTML to the FactoryTalk Batch Server. The FactoryTalk Batch Server then
writes the step HTML to the event journal as part of an Instruction Complete
event.

Script Blocks

Before sending control step HTML to the eProcedure Server, the eProcedure
Client removes all script blocks, and disables all buttons, text boxes, and other
dynamic HTML elements the step contains. For example, before being
sanitized, the HTML for a step may look like the following:

<FORM>

<INPUT type=button value="Click This Button"
onclick=ButtonClick>

<INPUT type=text value="Kilroy Was Here">

<IMG src=./images/Image.JPG onclick='msgbox
"Hello!"'>

<SCRIPT language=vbscript>
sub ButtonClick
window.alert "Hi There"
end sub
</SCRIPT>
</FORM>

After sanitization, the HTML looks like this:

<FORM>

<INPUT type=button value="Click This Button"
onclick=ButtonClick disabled>

<INPUT type=text value="Kilroy Was Here" disabled>

<IMG src=./images/Image.JPG onclick='msgbox "Hello!"'
disabled>

</FORM>

Tip: Images and files must be placed in directories under [Baichlweblto use relative
("./") paths. Otherwise, absolute path names must be used (for example,
"/full_path/Image,jpg’).
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OBJECT Elements

In HTML stored in the event journal, <OBJECT> elements are removed and
are replaced with a message. Before sending control step HTML to the
eProcedure Server, the eProcedure Client removes all <OBJECT> elements and
their child elements the step contains and replaces them with the message
"Note: Object Removed For Archiving" and the class ID of the removed object.
For example, the HTML for a step may look like this:

<FORM>

Add a CIP Batch to the Batch List. Click "OK" when
done."&nbsp;"

<OBJECT classid=clsid:29DAC4FF-034F-11D3-91DE-
0800366B4903

codeBase=./components/batchv0l.cab height=100%

id=crl name=crl style="POSITION: relative"
width=100%>

<PARAM NAME="Node" VALUE="DEV_CLCASEO2">
</OBJECT>
</FORM>

After sanitization, removing the object element and its child element, and
inserting the message, the HTML would look like this:

<FORM>

Add a CIP Batch to the Batch List. Click "OK" when
done."&nbsp;"

<I>Note: Object clsid:29DAC4FF-034F-11D3-91DE-
0800366B4903 Removed for Archiving</I>

</FORM>

TAB Characters and CRLFs

Before sending control step HTML to the eProcedure Server, the eProcedure
Client removes all TAB characters and CRLFs and replaces them with spaces.
As the event journal is a TAB-delimited document, and individual records are
separated by CRLFs, this prevents corruption of the data stored in the file.
This does not change the way HTML is rendered.

List Separator Characters, Parentheses, and Forward Slashes

List separator characters, parentheses, and forward slashes (/) will not be
removed from archived instructions.

HTML Placeholder

The eProcedure Server adds a hidden input element called "StepHTML" to all
active control steps. This is used by the eProcedure Client as a placeholder for
step HTML before step submission. When you view the source code of an
active instruction, the input element resembles the following: <input
type=hidden name=StepHTML id=StepHTML>
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HTML elements

After sanitizing the instructions, the control step HTML s stored in this

element. Server-side scripting will extract the HTML from this element and

send it to the eProcedure Server.

The following list defines HTML elements that can be contained in an

instruction step, can be dynamic and therefore must be disabled before

archiving. (Source: MSDN Library. See the MSDN library for documentation as

to the types of events that can be defined for each element.)

Name Description

a Designates the start or destination of a hypertext link.

acronym Indicates an acronym abbreviation.

address Specifies information, such as address, signature, and authorship, of the current
document.

applet Places executable content on the page.

area Defines the shape, coordinates, and associated URL of one hyperlink region within
a client-side image map.

b Specifies that the text should be rendered in bold.

Base Specifies an explicit URL used to resolve links and references to external sources
such as images and style sheets.

baseFont Sets a base font value to be used as the default font when rendering text.

bdo Allows authors to disable the bidirectional algorithm for selected fragments of
text.

bgSound Enables an author to create pages with background sounds or sound tracks.

big Specifies that the enclosed text should be displayed in a larger font than the
current font.

blockQuote Sets apart a quotation in text.

Body Specifies the beginning and end of the document body.

br Inserts a line break.

button Specifies a container for rich HTML that is rendered as a button.

caption Specifies a brief description for a table.

center Centers subsequent text and images.

cite Indicates a citation by rendering text in italic.

Code Specifies a code sample.

col Specifies column-based defaults for the table properties.

colGroup Specifies property defaults for a column or group of columns in a table.

comment Indicates a comment that is not displayed.

custom Represents a user-defined element.

dd Indicates the definition in a definition list. The definition is usually indented in the
definition list.

del Indicates text that has been deleted from the document.

dfn Indicates the defining instance of a term.

dir Denotes a directory list.

div Specifies a container that renders HTML.

1] Denotes a definition list.

Dt Indicates a definition term within a definition list.
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Name Description

em Emphasizes text, usually by rendering it in italic.

embed Allows documents of any type to be embedded.

fieldSet Draws a box around the text and other elements that the field set contains.

font Specifies a new font, size, and color to be used for rendering the enclosed text.

frame Specifies an individual frame within a FRAMESET element.

frameSet Specifies a frameset, which is used to organize multiple frames and nested
framesets.

Head Provides an unordered collection of information about the document.

hn Renders text in heading style.

hr Draws a horizontal rule.

html Identifies the document as containing HTML elements.

i Specifies that the text should be rendered in italic, where available.

iframe Creates inline floating frames.

img Embeds an image or a video clip in the document.

Input Creates a variety of form input controls.

Input type=button

Creates a button control.

Input type=check box

Creates a check box control.

Input type=file

Creates a file upload object with a text box and Browse button.

input type=image

Creates an image control that, when clicked, causes the form to be immediately
submitted.

input type=password

Creates a single-line text entry control similar to the INPUT type=text control,
except that text is not displayed as the user enters it.

input type=radio

Creates a radio button control.

input type=reset

Creates a button that, when clicked, resets the form's controls to their initial
values.

input type=submit

Creates a button that, when clicked, submits the form.

Creates a single-line text entry control.

input type=text

ins Specifies text that has been inserted into the document.

isindex Causes the browser to display a dialog window that prompts the user for a single
line of input.

kbd Renders text in a fixed-width font.

label Specifies a label for another element on the page.

legend Inserts a caption into the box drawn by the fieldSet object.

li Denotes one item in a list.

link Enables the current document to establish links to external documents.

listing Renders text in a fixed-width font.

map Contains coordinate data for client-side image maps.

marquee Creates a scrolling text marquee.

menu Creates an unordered list of items.

meta Conveys hidden information about the document to the server and the client.

noBR Renders text without line breaks.

noFrames Contains HTML for browsers that do not support FRAMESET elements.

noScript Specifies HTML to be displayed in browsers that do not support scripting.

object Inserts an object into the HTML page.

ol Draws lines of text as a numbered list.

optGroup Allows authors to group chaices logically in a select element.
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Name Description

option Denotes one choice in a SELECT element.

p Denotes a paragraph.

plainText Renders text in a fixed-width font without processing tags.

pre Renders text in a fixed-width font.

q Sets apart a quotation in text.

rt Designates the ruby text for the RUBY element.

ruby Designates an annotation or pronunciation guide to be placed above or inline with
a string of text.

s Renders text in strike-through type.

samp Specifies a code sample.

script Specifies a script for the page that is interpreted by a script engine.

select Denotes a list box or drop-down list.

small Specifies that the enclosed text should be displayed in a smaller font.

span Specifies an inline text container.

strike Renders text in strike-through type.

strong Renders text in bold.

style Specifies a style sheet for the page.

sub Specifies that the enclosed text should be displayed in subscript, using a smaller
font than the current font.

sup Specifies that the enclosed text should be displayed in superscript, using a smaller
font than the current font.

table Specifies that the contained content is organized into a table with rows and
columns.

tBody Designates rows as the body of the table.

td Specifies a cell in a table.

textArea Specifies a multiline text input control.

tFoot Designates rows as the table's footer.

th Specifies a header column. Header columns are centered within the cell and are
bold.

tHead Designates rows as the table's header.

title Contains the title of the document.

tr Specifies a row in a table.

tt Renders text in a fixed-width font.

u Renders text that is underlined.

ul Draws lines of text as a bulleted list.

var Defines a programming variable. Typically renders in an italic font style.

Xmp Renders text used for examples in a fixed-width font.
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Change the FactoryTalk Batch server user
account

Depending on your facility’s security requirements you may need to change
the FactoryTalk Batch server user name and password periodically. If you
change the server’s user account after installing the FactoryTalk Batch
components you must configure your FactoryTalk Batch system to use the
new server user account.

Tip: The user account for the FactoryTalk Batch server, Batch Archiver, eProcedure server services
and the Batch COM+ Application must be identical.

New user account When creating a new user account for the FactoryTalk Batch Server, the
requirements for the following requirements must be met.
FactoryTaIk Batch Server e The password must be configured never to expire--if the password ever

expires, the service eventually fails to log on.

e The user account must never be disabled or deleted--if this account is
ever disabled/deleted, the service eventually fails to log on.

e The domain user account must have a unique name--if the user
account is a domain account, remove any local user accounts with the
same name.

e The user account/user group must exist on all workgroup computers--
if you want a local account to have access to resources on other
computers in a workgroup environment, you must create accounts
with the same name and password on each computer in the
workgroup.

Configure your FactoryTalk After you create a new user account for the FactoryTalk Batch Server,
Batch system configure your FactoryTalk Batch system.

To configure your FactoryTalk Batch system

1. Configure the FactoryTalk Batch Server computer:

a. Add the new server user account to the batchsvr_group and
administrators group. By adding the new account to the

13
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Change the server account
password

N4

batchsvr_group it inherits all the required user rights and access

permissions.

b.

If FactoryTalk Batch Material Manager is part of your system, add
the new FactoryTalk Batch Server user account to the
MTBatchServer group on the Material Server computer.

. Add the new FactoryTalk Batch Server user account to the

FactoryTalk Batch Server service.

. If you are running FactoryTalk Event Archiver in incremental mode,

add the new FactoryTalk Batch Server user account in the Batch
Archiver service.

. If FactoryTalk eProcedure is part of your system, add the new

FactoryTalk Batch Server user account to the eProcedure Server
service.

Add the new FactoryTalk Batch Server user account to the Batch
COM object in Component Services > My Computer >COM+
Applications.

2. Configure the FactoryTalk Batch Client computer(s):

a. Ifyou are using workgroup security, create the new FactoryTalk Batch
Server user account on all FactoryTalk Batch Client computers in the

workgroup.

b.

Add the new FactoryTalk Batch Server user account to Component
Services > My Computer > Properties > COM Security on all remote
FactoryTalk Batch View computers. Configure the account with
Access Permissions: Local Access and Remote Access.

. If eProcedure is part of your system, add the new FactoryTalk Batch

Server user account to Component Services > My Computer >
Properties > COM Security on all remote eProcedure Client
computers. Configure the account with Access Permissions: Local
Access and Remote Access.

If you change the password for the existing FactoryTalk Batch Server user

account, change the password in these locations:

e Ifyou are using Workgroup security, change the password for the
FactoryTalk Batch Server user account on all FactoryTalk Batch
computers in the workgroup.

e Change the password for the FactoryTalk Batch Server user account in
the FactoryTalk Batch server service.
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e Ifyouare running FactoryTalk Event Archiver in incremental mode,
change the password for the FactoryTalk Batch Server user account
to the Batch Archiver service.

o IfeProcedure is part of your system, change the password for the
FactoryTalk Batch Server user account in the eProcedure Server
service.

Change the password for the FactoryTalk Batch Server account in the
Batch COM object in Component Services > My Computer > COM+

Applications.

Change the server user To change the user account for the FactoryTalk Batch Server service, complete
account for the FactoryTaIk these steps on the server computer.

Batch Server service

To change the server user account for the FactoryTalk Batch Server

service

1.

Select Start > Windows Administrative Tools > Services. The Services
dialog box opens.

Right-click FactoryTalk Batch Server, and then click Properties. The

FactoryTalk Batch Server Properties dialog box opens.

On the Log On tab, select This Account and type the new user and/or

password.

Click OK.

e Ifyou are using FactoryTalk Event Archiver in incremental mode,
change the user account name and/or password for the Batch
Archiver service.

e IfeProcedure is part of your system, change the user account name
and/or password for the eProcedure Server service.

Close Services.
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Change the server user
account in FactoryTalk
Batch COM+ applications

Change the server user
account in My Computer
properties

16

To change the FactoryTalk Batch Server user account in Batch COM+
applications, complete these steps on the FactoryTalk Batch Server computer.

To change the server user account in FactoryTalk Batch COM+

applications

Select Start > Windows Administrative Tools > Component Services.
Expand Component Services, Computers, My Computer and COM+
Applications.

Right-click Batch, and then select Properties. The Batch Properties
dialog box opens.

On the Identity tab, select This user and type the new FactoryTalk
Batch Server user name and/or password.

Click OK.

Tip: The new permissions are applied the next time the FactoryTalk Batch Server is started
on the computer.

To change the FactoryTalk Batch Server user account in My Computer

properties, complete these steps on the FactoryTalk Batch Client computers.

To change the server user account in My Computer properties

Select Start > Windows Administrative Tools > Component Services.
Expand Component Services and Computers.

3. Right-click My Computer, and then click Properties. The My

8.
9.

Computer Properties dialog box opens.

On the COM Security tab, click the Edit Default button in the Access
Permissions area. The Access Permission dialog box opens.

Click the Add button to open the Select Users, Computers, or Groups
dialog box.

Type the new FactoryTalk Batch Server user account name and then
click OK.

In the Access Permission dialog box, select the new FactoryTalk Batch
Server account. In the Permissions list, select Allow for Local Access
and Remote Access.

Click OK twice.

Close Component Services.

10. Restart the computer.
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Configure your FactoryTalk After you create a new user account for the FactoryTalk Batch Server,

Batch system

configure your FactoryTalk Batch system.

To configure your FactoryTalk Batch system

1. Configure the FactoryTalk Batch Server computer:

a. Add the new server user account to the batchsvr_group and

administrators group. By adding the new account to the

batchsvr_group it inherits all the required user rights and access

permissions.

b.

If FactoryTalk Batch Material Manager is part of your system, add
the new FactoryTalk Batch Server user account to the
MTBatchServer group on the Material Server computer.

. Add the new FactoryTalk Batch Server user account to the

FactoryTalk Batch Server service.

. If you are running FactoryTalk Event Archiver in incremental mode,

add the new FactoryTalk Batch Server user account in the Batch
Archiver service.

. If FactoryTalk eProcedure is part of your system, add the new

FactoryTalk Batch Server user account to the eProcedure Server
service.

Add the new FactoryTalk Batch Server user account to the Batch
COM object in Component Services > My Computer >COM+
Applications.

2. Configure the FactoryTalk Batch Client computer(s):

a. Ifyou are using workgroup security, create the new FactoryTalk Batch
Server user account on all FactoryTalk Batch Client computers in the

workgroup.

b.

Add the new FactoryTalk Batch Server user account to Component
Services > My Computer > Properties > COM Security on all remote
FactoryTalk Batch View computers. Configure the account with
Access Permissions: Local Access and Remote Access.

. If eProcedure is part of your system, add the new FactoryTalk Batch

Server user account to Component Services > My Computer >
Properties > COM Security on all remote eProcedure Client
computers. Configure the account with Access Permissions: Local
Access and Remote Access.
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If you change the password for the existing FactoryTalk Batch Server user
account, change the password in these locations:

Server account password

change locations _ _

e Ifyou are using Workgroup security, change the password for the
FactoryTalk Batch Server user account on all FactoryTalk Batch
computers in the workgroup.

e Change the password for the FactoryTalk Batch Server user account in
the FactoryTalk Batch server service.

e Ifyouare running FactoryTalk Event Archiver in incremental mode,
change the password for the FactoryTalk Batch Server user account
to the Batch Archiver service.

e IfeProcedure is part of your system, change the password for the
FactoryTalk Batch Server user account in the eProcedure Server
service.

e Change the password for the FactoryTalk Batch Server account in the
Batch COM object in Component Services > My Computer > COM+
Applications.
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