T-SB-0064-18 Rev?2 July 19, 2018 @ TOYOTA

Technical Service Bulletin

Smart Key Immobilizer Reset and Add/Remove Key

Service
Category Vehicle Interior
Toyota Supports %
Section Theft Deterrent/Keyless Entry Market USA ASE Certification
Applicability
YEAR(S) MODEL(S) ADDITIONAL INFORMATION
2019 - 2021 Avalon, Avalon HV, Corolla
Hatchback, RAV4, RAV4 HV
2020 - 2021 Corolla, Corolla HV
2021 Highlander, Highlander HV,
Mirai, RAV4 Prime, Sienna
HV, Venza HV

REVISION NOTICE
June 03, 2020 Rev2:

e Applicability has been updated to include 2021 model year Avalon, Avalon Hybrid, Corolla
Hatchback, RAV4, RAV4 Hybrid, Corolla, Corolla Hybrid, Highlander, Highlander Hybrid, Mirai,
RAV4 Prime, Sienna Hybrid, and Venza Hybrid vehicles.

e The Required Tools & Equipment section has been updated.

June 17, 2019 Rev1:

e Applicability has been updated to include 2019 — 2020 model year Corolla Hatchback, RAV4,
and RAV4 Hybrid and 2020 model year Corolla and Corolla Hybrid vehicles.

e The Required Tools & Equipment section has been updated.
Any previous printed versions of this bulletin should be discarded.
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Smart Key Immobilizer Reset and Add/Remove Key

Introduction

The Immobilizer and Smart Key Reset is a feature that allows the registration of new keys when all
master keys are lost. Once the system is reset, all previously registered keys will be erased
and can never be reused. Another feature, Add/Remove Key, is also available. Once a key is

removed, it can never be reused.

Follow the procedures in this bulletin to reset a vehicle Immobilizer or Smart Key system and to add

and/or remove a key.

NOTICE
When performing a Smart Code Reset, ALL registered keys are erased and CANNOT be used

NOT present will be removed. ANY keys that are NOT present can never be reused.

again on ANY vehicle. For Undesignated Key Permanent Erasure utility, ONLY the keys that are

Warranty Information

Required To

*

OP CODE DESCRIPTION TIME OFP T1 T2
N/A Not Applicable to Warranty - - - -
ols & Equipment
REQUIRED EQUIPMENT SUPPLIER PART NUMBER QTY
Techstream ADVi* TSADVUNIT
Techstream 2.0 TS2UNIT
ADE 1
Techstream Lite TSLITEPDLRO1
Techstream Lite (Green Cable) TSLP2DLRO1
Essential SST.
NOTE
e Only ONE of the Techstream units listed above is required.
e Software version 15.00.028 or later is required.
e Additional Techstream units may be ordered by calling Approved Dealer Equipment (ADE)
at 1-800-368-6787.
SPECIAL SERVICE TOOLS (SST) PART NUMBER QTY
Battery Diagnostic Tool* DCA-8000P T 1
*Essential SST.
NOTE
Additional SSTs may be ordered by calling 1-800-933-8335.
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Smart Key Immobilizer Reset and Add/Remove Key

Symptom Chart

SYMPTOM ACTION PROCEDURE PG.

Lost ALL Keys Delete ALL Keys Immobilizer Reset 6

Add More Than One

Add NEW Keys to Vehicle New Key if Performed Smart Code Registration 23

Post Immobilizer Reset

Key(s) is (are) Lost or

Stolen and/or Requestto | Delete One or More Keys,
Remove ANY Key NOT NOT ALL Keys

Present From the Vehicle

Undesignated Key Permanent Erasure 30

NOTE

If ALL keys are lost, refer to the applicable Repair Manual and follow the process for establishing
communication. It may also be necessary to maintain communication during the entire procedure by
actions such as pushing the doorjamb courtesy switch or flashing the high beams. Do NOT cycle the
engine switch to keep the ECU awake.

Procedures

o Security Authorization for the Reset PasS-COUE ..........uiiiiiiiiiiiiiiciee e
o Reset Approval Request (TIS Pre-approval) ...........cuuiiiiiieiiiiceicie et

o Opening SMmart ACCESS IN TECNSITEAIM ......uuuuii i eii e e et e e e e e e eees

o Pre-approved IMMODIlIZEr RESEL........cooiiiiie e 10

MENAGET APPIOVAI ... 15
o Approved IMMODIlIZEr RESEL .....vu e e e e 16
o Smart Code ReQISIIALION..........coiiiiiiiiiii i 23
e Undesignated Key Permanent EraSUre..........cooi oo 30
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Smart Key Immobilizer Reset and Add/Remove Key

Security Authorization for the Reset Pass-code

Improved security measures have been implemented in TIS and there are additional parameters
obtained from the vehicle during Immobilizer Reset. A secondary approval by dealer management
is required each time an Immobilizer or Smart Key Reset is performed.

Please review the following flowchart and become familiar with the options outlined BEFORE
attempting a reset.

Figure 1. Immobilizer Reset Process

REQUESTOR

LN

Login to TIS and Navigate to TIS >
Diagnostics > Immobilizer Reset

v

Re-enter TIS password into
Immobilizer Reset portlet

v

Complete Immobilizer Reset

form and acknowledge Positive
Identification Policy APPROVING MANAGER

Login to TIS and Access Approval
Confirm Approving Managers P Request Inbox Message
) Confirm Request details,
Login to TIS and Access < acknowledge Request Approval
Approved Inbox Message Policy, and Approve Request

v

Confirm detail and select
“Immobilizer Reset” link

v

Re-enter TIS password into
Immobilizer Reset portlet

v

Complete Remaining TIS and
Techstream Smart Code Reset
procedures as usual | REQUESTOR |

Y | APPROVING MANAGER |

A Steps introduced
July 5, 2014
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Smart Key Immobilizer Reset and Add/Remove Key

Security Authorization for the Reset Pass-code (continued)
Key Points:
e The reset request can be submitted from Techstream in the vehicle or on TIS BEFORE the
vehicle is available.

¢ A single management approval can be used multiple times for the same VIN until the vehicle
repair is complete.

e Each reset attempt for the same VIN will generate a NEW seed number and a
unigue passcode.

e The request and approval hand-off between the technician and management is completed on
the TIS home page inbox, accessed at each individual’s location (Techstream, office, etc.).

Main Steps:
1. Obtain Authorization
A. Technician Reset Approval Request
B. Manager Access TIS Inbox Message and Approval

2. Perform Reset Via Techstream
A. Access Approval TIS Inbox Message
B. Perform Reset at Vehicle

Variations:

1. Pre-approval BEFORE Vehicle is Accessed (per Main Steps)

2. Request and Receive Approval From Techstream AFTER Entering the Reset Utility
3. Repeated Reset Attempts With Techstream by Accessing the Single Approval File

Approving Managers:

Once the Pass-Code Request form is completed, an approval request will be sent to ALL
approving managers. Dealership personnel with the following job titles in Staffmaster are granted
passcode approval capability: Dealer Principal, General Manager, Service Manager, Service
Director, Service/Parts Director, Parts Manager, Parts Director, Customer Relations Manager,
Customer Satisfaction Manager, Shop Foreman, Diagnostic Specialist, Team Leader.

Each dealer MUST have AT LEAST two enrolled managers to access ANY passcodes.

Please review the Techstream and TIS screenshots in this bulletin to become familiar with the
management authorization process flow.
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Smart Key Immobilizer Reset and Add/Remove Key

Reset Approval Request (TIS Pre-approval)

1. Open TIS — Diagnostics — Immobilizer Reset.

2. Login using your password.
Figure 2.

Help \\ My Account \| Logout

Add / Remove Key [ Key Code [ Telematics [ Navigation [ Tools & Equipment

Receive a Passcode

Immobilizer and Smart Key Code Reset allows the registration
of a new Master Key even if all original Master Keys are lost.
Once the Immobilizer and/or Smart Key Code is reset, all
previously registered key codes will be erased.

Re-enter your Password below to proceed to the Immobilizer
and Smart Key Code Reset form.

Password: | ]

' Immobilizer Reset ’ | Reference Documents

Reset

Toyota Process Bulletin T-SB-0043-14
A complete guide to the Immobilizer Key Code Reset process
for NON-Transponder ECU equipped models

Toyota / Scion Process Bulletin SS003-02
A complete guide to Immobilizer functions for Transponder
ECU equipped models

Toyota / Scion Vehicle Support
Find out if the vehicle you are working on supports Immobilizer
Reset

Toyota PANT Bulletin 2014-050
Find out what to do if the vehicle does not support Immobilizer

3. Populate the boxes with the correct information. Then, read the Positive Identification Policy
and check the boxes once the indicated tasks are completed.

4. Select Next to continue.

Figure 3.
| RKey Code Reset
Please complete the tallowing fields to recelve a passcode.
vaalar Loda:
Dwaler Name:
Tachnician Nama:
Vehicle VIN: | 1 [ || ] (17 digit VIN)
"Repair Order/Parts Invoice Number: | |
Customer Last Name: { I
[T 1 have verified the customer's authority to obtain vehicle security information for this vehicle.
“[T I have verified the customer’s full legal name and confirmed their identity with a valid picture 1D,
“|7 1 have or will visually confirm the vehicle's registration document and ownership.
[T 1 agree to the TIS Terms and Conditions.
(") = Indicates Required Field(s)
Note: Details of this transaction will be included in the Monthly Vehicle Secunty Transaction Report sent to the Dealer GM. Also, a log
of each transaction is sent to the National Insurance Cnme Bureau.
Eleag Edexﬂ
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Smart Key Immobilizer Reset and Add/Remove Key

Reset Approval Request (TIS Pre-approval) (continued)

5. AFTER two or more managers are selected, select Submit.

NOTE
e ltisrequired to select AT LEAST two managers.
e Each request MUST receive approval by one manager.

Figure 4.

Select a minimum of two managers from the list below and click Submit to
continue. Each request requires approval from one manager.

»

Example Manager 1
Example Manager2

Example Manager 3

’l| Example Manager4
Example Manager5

Example Manager 6
Example Manager7

BESNEE D

Opening Smart Access in Techstream

Please review the Techstream and TIS screenshots in this bulletin.

NOTE

If ALL keys are lost, refer to the applicable Repair Manual and follow the process for establishing
communication. It may also be necessary to maintain communication during the entire procedure by
actions such as pushing the doorjamb courtesy switch or flashing the high beams. Do NOT cycle the
engine switch to keep the ECU awake.
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Smart Key Immobilizer Reset and Add/Remove Key

Opening Smart Access in Techstream (continued)

1. Connect Techstream to the vehicle.

If the ignition CANNOT be turned on or the information does NOT automatically populate,
choose the appropriate vehicle model and year and enter the VIN in ALL capital letters.

NOTE

If the battery is low of charge, attaching a battery charger may be necessary to maintain battery
voltage during Immobilizer Reset.

e The battery diagnostic tool MUST be used in Power Supply Mode to maintain battery voltage
at 13.5V while flash reprogramming the vehicle.

e For details on how to use the battery diagnostic tool, refer to the DCA-8000 Instruction Manual
located at TIS — Diagnostics — Tools & Equipment — Battery Diagnostics.

Figure 5.
(Brechstream (ver 1300022

File  Function  Setup TIS User Help

Select the Information and press Next

Required Information:

Division: | TOYOTA
Model: |< Select >
ModelYear: |
Engine:
T\
@
—

| I ]| i | )

Option: I

Optional Information:

VIN:

Memo: il

History I Help | <Back ‘ [Next> | Cancel l
Ver 13.00.022

@ TOYOTA @ LexXuSs P sciom

Subscription Expiration
266d 22h 33m

200-01 | [VIM - MongoosePro MFC MongoosePro MFC J2534 Library w1295

[Default User

© 2020 Toyota Motor Sales, USA


/t3Portal/siviewer/pub/T-TR-0079-D

@@ TOYOTA  T-SB-0064-18  Rev2 July 19, 2018 Page 9 of 36
Smart Key Immobilizer Reset and Add/Remove Key
Opening Smart Access in Techstream (continued)
2. Select the Body Electrical tab, then select Smart Access.
Figure 6.
System Select | Stored Data |
2019 Avalon
2GR-FKS System Selection Menu
Select desired system and then press the arrow button to access the ECU.
007203 mile Yellow = ECU status unknown.
White = ECU communication OK.
White w/Asterisk = ECU not supported or not responding.
Light Blue w/Asterisk = ECU communication OK in past times but not responding now:
AIECUs | Powerrain | Chassis Body Electrical |
Head Up Display |Road Sign Assist B
Advanced Parking Guidance/ICS/intuitive P/A [Rain and/or Humidity Sensor
Wiper |AFS e
JAFS (Sub \Front Recognition Camera (Front Lighting Control)
I Smart Access |Power Source Control
Occupant Detection |Starting Control
Navigation System |Front Right Door
Front Left Door Front Radar Sensor
Front Side Radar Master [Front Side Radar Slave _
Blind Spot Monitor Master |Blind Spot Monitor Slave
Active Noise Control |Pedestrian Protection
Sub Battery Module |Power Integration No.1
Power Integration No.2 |Power Integration No.3 )|
Telematics )
=
7]
=)
Main Menu
[poz01 Default User bLcE @
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Smart Key Immobilizer Reset and Add/Remove Key

Pre-approved Immobilizer Reset

Please review the Techstream and TIS screenshots in this bulletin.

1. Select Smart Code Reset.
Figure 7.

Techstream (Ver 12.30.017) - 11813 AR |
Fle | Function Setup TIS User Help

System Select | Stored Data  Smart Access Live |

:g:_:‘é’sk’" Utility Selection Menu
Select desired Utility and then press Next button.
007203 mile
Operation History |Wireless Door Lock Diagnosis Mode |
Customize Communication Check(Key Diag Mode) [
JECU Communication ID Registration :Sman Code Registration
Smart Code Reset |Undesignated Key Permanent Erasure

nver Information Kegistration

Dual Data List

[DefauitUser  bLC3 &

po00-01 [SmatAccess |
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Pre-approved Immobilizer Reset (continued)

2. Read the warning, check | agree, then Figure 8.

select Next.

Smart Code Reset (SMRT-18-019)

<CAUTION>

reused.

~ | agree

Next »

When this function is performed, all the registered
keys will become obsolete and can never be

Exit

Help

3. Open the driver’s door, check Figure 9.

| understand, then select Next.

This function will erase all smart codes.

Confirm that the drivers door is open.

¥ | understand

Next =

Welcome to the Smart Code Reset utility.

Smart Code Reset (SMRT-18-001) ]

Exit

Help
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Page 12 of 36

Pre-approved Immobilizer Reset (continued)

4, Select Get Pass-Code.

Figure 10.
[smort Code reset (sMRT-18-00

Help

Step 1 of 2

Input Seed Number on TIS to retrieve a Pass-Code,

then input a Pass-Code and then press N

Seed Number:

ext.

c8f0e0e517c75ffe80722878d
d1e02172ed31b8e7022d8a59¢
3c2ac1045136¢5b321aad5662

Get
Pass-Code

11a535b282b61ca625cct
Pass-Code Number:

Input I

< Back ‘ Next > ‘ Exit

5. Copy may be selected to copy the seed Figure 11.

number to the computer’s clipboard.
Select Send to open a link to TIS.

Step 1 0f 2

Smart Code Reset

c8f0e0e517c75ffe80722878d
d1e02172ed31b8e7022d8a59c¢
3c2ac1045136¢c5b321aad5662
11a535b282b61cab25cct

Press "Send" to send the Seed Number
to the Smart Code Reset webpage.
Press "Copy" to copy the Seed Number
to the Clipboard.

Send Copy

NOTE

most recent seed number to get the passcode.

o If the management approval file for this VIN exists in your TIS inbox, do NOT follow the next three
steps to resubmit a request. Go to the Approved Immobilizer Reset section on pg. 16.

e If management approval is already received, open the approval file in your TIS inbox and enter the

© 2020 Toyota Motor Sales, USA
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Smart Key Immobilizer Reset and Add/Remove Key

Pre-approved Immobilizer Reset (continued)

6. Make sure the Immobilizer Reset tab Figure 12.
is selected. D_ 4 Service Lane

e
O Library %) Di PP | O Tech Assistance O Vehicle Inquiry

Add / Remove

[ scanTool Reprogramming

Immobilizer Reset

7. Enter the password and click Login.

Immobilizer Reset

Receive a Passcode

Immobilizer and Smart Key Code Reset allows the registration of a new Master Key
even if all original Master Keys are lost, Once the Immobilizer and/or Smart Key
Code is reset, all previously registered key codes will be erased.

Re-enter your Password below to proceed to the Immobilizer and Smart Key Code
Reset form.

Passwords [

12018 Toyota Motor Sales, Inc.

8. Fillin the required information, then select Next.

Figure 13.

O LUbrary * Dla = O Tech Assistance O Vehlcle Tnquiry

Rey Lodée Reser

Please complete the following tields to receive a passcode.

vealar Loda:
Dualer Nama:
Technician Nama:

Vghicla VIN: [ | | (17 digit vIN)

{
\ *Repair Order/Parts Invoice Number: | ]
[

“Customer Last Name:

Positive Identification Policy

[T 1have verified the customer's authority to obtain vehicle security information for this vehicle.
“I7 I have verified the customer’s full legal name and confirmed their identity with a valid picture 1D.
“[ 1 have or will visually confirm the vehicle's registration document and ownership.

[~ 1agree to the TIS Terms and Conditions.

(") - Indicates Required Field(s)

Note: Details of this transaction will be included in the Monthly Vehicle Security Transaction Report sent to the Dealer GM. Also, a log
of each transacbon s sent to the National Insurance Cnme Bureau.

© 2020 Toyota Motor Sales, USA



@& TOYOTA T-SB-0064-18  Rev2 July 19, 2018 Page 14 of 36

Smart Key Immobilizer Reset and Add/Remove Key

Pre-approved Immobilizer Reset (continued)

9. AFTER two or more managers are selected, select Submit.

NOTE

e ltisrequired to select AT LEAST two managers.
e Each request MUST receive approval from one manager.

Figure 14.

Select a minimum of two managers from the list below and click Submit to
continue. Each request requires approval from one manager.

Example Manager1
Example Manager2
Example Manager 3

/|| Example Manager4
Example Manager 5

Example Manager 6
Example Manager7

10. After manager approval is received, go to the Approved Immobilizer Reset section on pg. 16.

© 2020 Toyota Motor Sales, USA
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Smart Key Immobilizer Reset and Add/Remove Key

Manager Approval
Please reference the TIS screenshots in this bulletin.

1. AFTER the request is submitted, one of the Figure 15.
authorized dealer managers will locate the (inbor
technician’s request in their TIS home —
page inbox.

new Approval Required: Immobilizer Reset Request No.
02/34/2018 18021400670

02/13/2018 I new Safety Recall ILB (J2B Interim): Multiple Models/Years; High
Pressure Fuel Pumps

2. Select the title to open the Request.

01/30/2018 I new Safety Recall JLA (J24) - Interim: 15-16 NX & 16 RX; Airbag
Sensor

01/25/2018 new Resolved - Intermittent TAS Phone System Outages

3. Read the Request Approval Policy, then Figure 16.
CheCk the bOXGS AFTER the IndlC&tEd taSkS The usgr_ has requ_ested to perform an
are completed ]{;n"ronwosbjlllzer Reset on 02/14/2018 01:01 PM CST. The details of the request are as

Request Details:

Request No: 18021400670
4. Select Approve to send the approval to Dealer Code: 60473
i~1 Dealer Name: DEALER DAILY TEST LEXUS
the teChnICIan' Technician Name: [ ]
vehicle VIN: ITHES1F O

Repair Order/Parts
Invoice Number:

Customer Last Name: (D

123456

Positive Identification Policy

 D'have verified the customer's authority to obtain vehicle security information
for this vehicle.

1 have verified the customer's full legal name and confirmed their identity with
a valid picture ID,

, Thave or will visually confirm the vehicle's registration document and
ownership.,

v 1 agree to the TIS Terms of Use,

Request Approval Policy

+ 3 1 have verified the details entered for this request and confirmed the
authority of the customer was verified.

* (@ I realize that upon retrieval, a transaction log will be posted to the National
Insurance Crime Bureau.

* ¢ 1 agree to the TIS Terms of Use.
(*) - Indicates Required Field{s)

This request will expire in 72 hours from the time of receipt of this message
at02/17/2018 01:01 PM CST.

For assistance, please contact the Dealer Daily Helpdesk.

Note: Details of this transaction will be included in the Monthly Vehicle Security

Transaction Report sent to the Dealer GM. Also, a log of each transaction is sent to
the National Insurance Crime Bureau.
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Smart Key Immobilizer Reset and Add/Remove Key

Approved Immobilizer Reset
Please reference the Techstream and TIS screenshots in this bulletin.

1. AFTER approval is received by Figure 17.
management, open the TIS inbox and
locate the Immobilizer Reset Request.

I"Inhox

Select allS|DeletelfRefresh
| 02/14/2018 "= Immobilizer Reset Request Mo, 18021400670 has been
Approved
2. Select the title to open the approval. | 02/14/2018 Approval Required: Immabilizer Reset Request No. 18021400670
| : ; ;
| 02/13/2018 » new Safety Recall ILB (J2B Interim): Multiple Models/Years; High
NOTE ) Pressure Fuel Pumps ;
| ; :
H H 0 . Safety Recall LA (J24) - Int 1 15-16 NX & 16 RX; &irb
e Itis recommended to retrieve the atedil/2one new SatEhy Fecall L e = dneerie ik

passcode from the Techstream connected
to the vehicle as the seed number and
passcode work together.

e AFTER approval is received by
management, multiple resets can be
performed for a single VIN. Each attempt
will create a NEW seed number and
resultant passcode.

3. Select the Immobilizer Reset link. Figure 18.

W Home /us/s«vsuuu‘

Inbox

Subject: Immaobilizer Reset Request No. 14063000028 has been

You had initiated a request (Reguest No. 14063000028) for an Im
have been saved.,

Request Details:

Request No:

Dealer Code:

Dealer Name:

Technician Name:

Vehicle WIN:

Repair Order/Parts Invoice Number:
Customer Last Name:

Manager:

\ Approval Date:
Please click on the link below to generate a new Immobilizer Pasg

d generate the Seed No. and enter the Techs]

This link will expire 1 hours after the receipt of this message at 0
Reasat for the mentioned VIN numbar till it expires.

For assistance, please contact the Dealer Daily Helpdesk.
Click on the "Inbox Home™ button below to return to your inbox.
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Smart Key Immobilizer Reset and Add/Remove Key

Approved Immobilizer Reset (continued)

4. Make sure the Immobilizer Reset tab Figure 19.

iS Selected . . Service Lane

O Tech Assistance O Vehicle Inquiry
———

5. Enter the password and select Login. T o T " e

‘:Immohilizer Reset

Receive a Passcode
Immobilizer and Smart Key Code Reset allows the registration of a new Master Key
| even if all original Master Keys are lost. Once the Immobilizer and/or Smart Key
| Code is reset, all previously registered key codes will be erased.

| Re-enter your Password below to proceed to the Immobilizer and Smart Key Code
Reset form,

Password: [

6. Enter the Techstream software version and paste the seed number from Techstream.

7. Select Next.

Figure 20.
O ubrary m O Tech Assistance
‘ ScanTool Callbrations DR TR Navigation
Key Code Reset
Please complete the following fields to receive a passcode.
Regquest No:
Dealer Code:
Dealer Name!
Technician Name:
Vehicle VIN:
Repair Order/Parts Invoice Number:
Customer Last Name:
*Techstream Software Version [ B
“Seed Number
(from scantool):
Positive Identification Policy

I have venfied the customer’s authority to cbtain velwde securty information for this vehicle,
I have verified the customer’s full legal name and confirmed their identity with a valid picture 1D

I have or will visually confirm the vehicle's regrstration document and ownership

AT

I agree to the Terms and Conditions.

Note: Details of this transaction will be included i the Monthly Vehicle Security Transaction Report sent to the Dealer GM. Also, & log of each transaction is
sent to the Naticnal Insurance Crime Bureau.

(*) - Indicates Required Field(s)

Request Status for Request No: 14063000028

Request Status: Approved Request Time:
Manager: Approval Valid Till:
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Approved Immobilizer Reset (continued)

8. Retrieve the passcode in the
location shown.

NOTE

e Do NOT resubmit another approval for this
vehicle if the file from management has
been received in TIS and it shows the
approval status for the given VIN.

e Open the approval file and enter a NEW
seed number to get the unique passcode
for each attempt.

9. AFTER retrieving the passcode,
copy and paste it (with no additional blank
spaces) into the Pass-Code Number box
and select Next.

Figure 21.

Request No:
Dealer Code:
Dealer Name:
Technician Name:
Vehicle VIN:

Customer Last Name:
Techstream Software Version:

Positive Identification Policy
information for this vehidle.
with a valid picture ID.

ownership.

Request Approval Policy

© Insurance Crime Bureau.

Repair Order/Parts Invoice Number:

[¥ I agree to the TIS Terms and Conditions.

[7 Iagree to the TIS Terms and Conditions.

Thank You_ Your Immbobilizer Passcode

[~ have venified the customer’s authority to obtain vehicle security
P I have verified the customer's full legal name and confirmed their identity

P ! have or will visually confirm the vehicle's registration document and

v 1 have venfied the details entered for this request and confirmed the
authority of the customer was verified.

- I realize that upon retrieval, a transaction log will be post:c’,: National

: 073082
Click the button below to return to the Immobilizer Resel Home Page.

[mmobilizer Reset Home

Figure 22.

NOTE

AFTER selecting Next, another passcode will
be requested.

Smart Code Reset (SMRT-18-002)

Seed Number:

Pass-Code Number:

Step 1 0of 2

Input Seed Number on TIS to retrieve a Pass-Code,
then input a Pass-Code and then press Next.

4be831ad6b2d6fa6483322ab1l
596d8eedc0c77cb518ea9383f Get
c43763604158baeb90bc500f9 Pass-Code
ff087e48d34984188ad82

Help

073082

< Back ‘

4

Next >

|

Input

Exit ‘
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Smart Key Immobilizer Reset and Add/Remove Key

Approved Immobilizer Reset (continued)

10. Select Get Pass-Code. Figure 23.

Smart Code Reset (SMRT-41-001)

Help

Input Seed Number on Server to retrieve a

Pass-Code, then input the Pass-Code and then press
Next.

Seed Number:

JTHB SLF I Sat
82001669123 DD6C2820E208 p %d
FE16BA4E REspe0Ue

Pass-Code Number:

< Back l Next = ‘ Exit
11. Select Send to open a link to TIS. Figure 24.
Help
ltem | ID CD
VIN - THesLF 4
Datal  820016696F5 3
Data2  7A56D524B100 8

Data3 FE16BA4E

Press "Send" to send the ID to the Smart Code
webpage.

Press "Copy" to copy the ID to the Clipboard.

< Back Send Copy
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Approved Immobilizer Reset (continued)

12. Enter the password in the Add/Remove Key
tab and select Login.

NOTE

Make sure the Add/Remove Key tab
is selected.

Figure 25.

Service Lane / —

O Tech Assistance . | O Vehicle Inquiry

[ tmmobilizer Reset

gramming i

i Add or Remove key ‘ I Refe
|
Toyof
Receive a Passcode ?cor
ran:
Add / Remove Key generates a passcode required to perform Smart Code
Registration or Undesignated Key Permanent Erasure Utilities in Techstream. ZOY'J
cor|
MOTE: When performing Permanent Erasure, erased keys can never be reused. =
0y0
Re-enter your password below to proceed to the Add / Remove Key form, Find
password: [ T
in

13. AFTER the boxes are filled in with the information from the previous Techstream screen,

select Submit.

Figure 26.

Service Lane

O Tech Assistance

O Vehicle Inquiry

ScanTool Reprogrammin

Help \ My Account \ Logout

@ TOYOTA.

| Add or Remove key

| lf.Reference Document ‘

Please complete the following fields to receive a passcode.

Dealer Code:
Dealer Name:

*Techstream Software Version: [[3.00.022 |

*Vehicle VIN: Escrr | [ 2 oot

VIN)

*Repair Order/Parts Invoice [173456 |
Number:

*Customer Last Name: [Dge ]

*Datal: [f20016696F5 |
*Data?: [7A5ED524B100 |
“Data3: [FE16BAJE |

(*) - Indicates Required Field{s)

Toyota Process Bulletin T-SB-0043-14
& complete guide to the Immobilizer Key Code Reset process for NON-
Transponder ECU equipped models

Toyota / Scion Process Bulletin $5003-02
A complete guide to Immobilizer functions for Transponder ECU equipped models

Toyota / Scion Vehicle Support
Find out if the vehicle you are working on supports Immobilizer Reset

Toyota PANT Bulletin 2014-050
Find out what to do if the vehicle does not support Immobilizer Reset
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Approved Immobilizer Reset (continued)

14. The bolded passcode can be copied and
pasted back into Techstream.

15. Copy and paste the number (with no
additional spaces) into the Pass-Code
Number box and select Next.

Figure 27.

Service Lane

O Tech Assistance O Vehicle Inquiry

‘ ScanTool ‘ Reprograrrming Immobilizer Reset Add / Remove

l‘VAdd or Remove key

Thank You -Your Passcode is:[A1A3BODA03ED

This Passcode is valid for one reset event

Immobilizer and Smart Code Reset Details:

vin: ITHeSLF

Repair Order/Parts Invoice 123456
Number:

Customer Last Name: Doe
Dealer:

Click the button below to return to the Immobilizer and Smart Key Code Reset
Homepage.

Immaobilizer Reset Homel

Figure 28.

Help

Input Seed Number on Server to retrieve a
Pass-Code, then input the Pass-Code and then press
Next.

Seed Number:

JTHBSL &
82001669044 49775A3A7C0A P et o
FE16BA4E ass-Code

Pass-Code Number:

A1A3BODAO3ED

< Back | Next > Exit
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Approved Immobilizer Reset (continued)

16. AFTER a confirmation message pops up, select Yes.

Figure 29.

Smart Code Reset

It will take about 16 minutes for the reset

to complete.
Do you want to start the Smart Code
Reset?

Yes No

17. Smart Code Registration may now be used
to register Smart Keys.

18. Select Exit.

Figure 30.

Help

Step 2 of 2

NOW RESETTING

<CAUTION>
KEEP DRIVER'S DOOR OPEN.

Time Remaining: 16 min.

Figure 31.

Help

Smart Code Reset is complete.
Use the Smart Code Registration utility to register
smart keys.

Exit
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Smart Code Registration

Please reference the Techstream and TIS screenshots in this bulletin.

1. Select Smart Code Registration.

Figure 32.
Techstream (Yer 12.30.017) - 11813 2 -|8[_ﬂ

File | Function Setup TIS User Help

System Select | Stored Data  Smart Access Live |

2019 Avalon

2GR.FKS Utility Selection Menu

Select desired Utility and then press Next button.
007203 mile

Operation History

Customize

ECU Communication ID Registration
Smart Code Reset

Driver Information Registration

osis Mode =
y Diag Mode)

{Undesignated Key Permanent Erasure

Dual Data List

b fl——— —— — ]

}600-01 [Smart Access

[Default User bics &
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Smart Code Registration (continued)

2. Read the instructions, check each item, and Figure 33.

select Next. o
Introduction

This function is for registering a key.

Check the following.

Turn the engine/power switch ON (Engine OFF/Ready
I~ @ OFF).
Do not carry any device which may generate electric
] @ waves, such as a cellular phone, into the vehicle.
[ Be aware that each step must be performed within a
I A | specific amount of time.
%)

Do not carry two or more keys into the vehicle. This may
w | cause the function to fail.

Lo

Press "Next" button after all check boxes are checked.

i

e

3. Select Get Pass-Code. Figure 34.

Help

Input Seed Number on Server to retrieve a
Pass-Code, then input the Pass-Code and then press
Next.

Seed Number:

JTHB SLFI Col
8200166964A 674EC4B22FOD p %d
FEL6BA4E Hapee 000

Pass-Code Number:

= Back | Next > | Exit
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Smart Code Registration (continued)

4. Select Send to open a link to TIS. Figure 35.
Help
ltem ID CD
VIN JTHESLF 4
Datal  820016696F5 A
Data2  7A56D524B100 D
Data3 FE16BA4E

Press "Send" to send the ID to the Smart Code
webpage.
Press "Copy" to copy the ID to the Clipboard.

< Back Send Copy

5. Make sure the Add/Remove Key tab Figure 36.
is selected.

Service Lane
S

O Tech Assistance = O Vehicle Inquiry

]
6. Enter th d d lect Loqi ScanTool | Reprogramming | Immobilizer Resst
[ Add or Remove key [ ‘ Refe
[ Toyq
Receive 3 Passcode _? co|
ran
Add / Remove Key generates a passcode required to perform Smart Code
Reagistration or Undesignated Key Permanent Erasure Utilities in Techstream. IOYU
co
NOTE: When performing Permanent Erasure, erased keys can never be reused. o
oy
Re-enter your password below to proceed to the Add / Remove Key form. Find
| — | Tord
Fin
=
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Smart Code Registration (continued)

7. Make sure each text box is populated with Figure 37.
the correct information from the previous 4
Techstream screen.

Service Lane

O Vehicle Inquiry

O Tech Assistance

‘ ScanTool [ Reprogramming ' Immobilizer Reset Add / Remove

8. Select Submit. l",\w?

Please complete the following fields to receive a passcode.

Dealer Code:
Dealer Name:

rectnian e, (D

*Techstream Software Version: [{3,00.022
“Yehicle VIN: [ [REET

VIN)

*Repair Order/Parts Invoice [123456
Numnber:
*Custorner Last Name:
“Datal: [320016696F5

*Data2: [7A56D524B100
*Data3: [FE16BA4E

(*) - Indicates Required Field{s)

9. The bolded passcode may be copied and Figure 38.
pasted back into Techstream. ¢ Service Lane /NG

O Tech Assistance O Vehicle Inquiry

ScanTool Reprogramming Immobilizer Resst Add / Remove

1( Add or Remove key

Thank You (i vour passcode is:[ATA3B0DA03ED)
This Passcode is valid for one reset event

Immobilizer and Smart Code Reset Details:
VIN: ITHESLF .

Repair Order/Parts Invoice 123456
Number:

Customer Last Name: Doe
Dealer:

Click the button below to return to the Immaobilizer and Smart Key Code Reset
Homnepage.

Immobilizer Reset Home]
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Smart Code Registration (continued)

10. Copy and paste the number (with no Figure 39.
additional spaces) into the Pass-Code

Number box and select Next. et

Input Seed Number on Server to retrieve a
Pass-Code, then input the Pass-Code and then press
Next.

Seed Number:

JTHBSLF Get
8200166964A 674EC4B22FOD p % d
FEL6BA4E A5 080
Pass-Code Number:
A1A3BODAO3ED
= Back Next > Exit
11. Make sure there is enough room for Figure 40.
additional key codes. The white box N E
OUtIined in rEd ShOWS the number Of ‘ Check the current number of key codes
available spaces to add this session’s Gurret nkber ot key codes
NEW key(s).
Number of available
. . spaces for new codes
12. AFTER confirmation of step 11, select Next. [ 5 ]

Number of registered
key codes

1
Check the current number of key codes, then press "Next" to
continue.

New keys can only be registered if spaces are available.

If available spaces for new codes is 0, no new keys can be
registered.

<Back | [ Net> | Exit
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Smart Code Registration (continued)

13.

14.

15.

16.

17.

Place the currently registered key and
the NEW unregistered key(s) outside
the vehicle.

BEFORE the procedure begins, bring the
registered key into the vehicle.

Select Next.

Touch the ignition switch with the
registered key.

Select Pre-Start CHK to review the
registration process.

NOTE

Pre-Start CHK MUST be selected BEFORE
continuing to the next step.

Figure 41.

uus) gl

Help

f Preparation before work
Confirm that the two types of keys are separated and placed 30cm
{1foot) or more from the vehicle.

- A registered key.
- Keys to be registered.

Perform the following steps.

Step 1. Step 2.
Separate the two types of Place a registered key into
keys. the vehicle.

o P Bda
j8g| > Ee
[ Next> | Exit |

< Back |

Figure 42.

Key Code Registration (SMRT-43-006)
Help

‘ Touch Engine SW with a registered key.

Touch ENG SW with
aregistered key. Number of key to )
confirm. I Pre-Start CHK
)
Touch ENG SW with 1 Start
a key to be reg.

Press "Pre-Start CHK" button to review
registration process. Press "Start" button to
Registration is begin the registration process. Perform the
complete. step below with the specified time limit.

Time limit: 30 sec

Touch ENG SW witha
registered key.(Beep)

LB

< Back Exit
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Smart Code Registration (continued)

18.

19.

20.

21.

22.

AFTER the Pre-Start CHK is reviewed,
close it and select Start.

Touch the ignition switch with the NEW key.

The vehicle will beep twice AFTER each
key is registered.

NOTE

If adding keys AFTER performing an
immobilizer reset, multiple keys can be added
at a time. The vehicle will beep once each
time a NEW key is registered. Repeat this
step until ALL NEW keys are registered.

Function-check the keys by pressing the
buttons (lock/unlock/panic/trunk) and make
sure the vehicle will start with the key.

Select Next to restart the process to add
another key.

Select Exit to close the utility.

Figure 43.

2 techstream_en 3 =1of x|
o e |3 f
Hide Eack  Pint  Options

4:New ECU (Reset): LF type / i

To newly register an LF~type smart key, follow the below pracedure

Conterts | Indew | Search |

@ @ Techstieam Online Help

# @ Default Setting

# @ Main Menu Screen Step 1

= @ Diagnostics Functions for TC Hold the key to be registered to the Engine/Power SW. When the vehicle
® @ Other Funclions recognizes the key, a buzzer will sound and registration is complete.

# @ Stored Data Playback Funct
= @ Geneiic 0BD Il

® @ Ernor Report

& @ DTC Type Defiritions

# @ Monitor Information Type De:

& (2 Smart Key Registiation  register an additional key, 20 to Step 2.
[2) 1:Additional key registrat If all the keys have been registered, go to Step 4.
[2] 2addtional key registiat
[2) 3New ECU (Resel}: nor
4:New ECL (Reset]: LF
[2) 5:Smart ECU replacemer

Step 2
Remove the reistered key from the vehicle

Els
Bl

2] &:Smart ECU replacemer

# @ Appendix
Step 3 B
Place the key to be registered in the vehicle
0
-ée
- - il o
Figure 44.

|Key Code Registration (SMRT-43-007)

‘ Touch Engine SW with a key to be registered.

@ Perform the following steps within the specified

time limit.
Time limit: 28 sec

Touch ENG SW with
aregistered key.

Touch ENG SW with
akey to be reg.

Registration is

complete.

Step 1. Step 2. Step 3.
Remove the Place anew key to be Touch ENG SW with
registered key from  reg into the vehicle.  the key to be reg.
the vehicle. (Beep)

Bla [ da

e
LI T
g 3
Figure 45.

Key Code Registration (SMRT-43-019)

" ‘ Key Code Registration is complete
Touch ENG SW with

aregistered key. e ot
omplete

Touch ENG SW with -
akey to b reg. Key Code Registration is complete.
Be sure to check that all registered keys can be used.

If a registered key cannot be used, refer to the repair manual.
Press Next to register another Key Code, or press Exit to exit this
function.

Registration is
complete.

| Nex= || Exit |
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Undesignated Key Permanent Erasure

Please reference the Techstream and TIS screenshots in this bulletin.

1. Select Undesignated Key Permanent Erasure.

NOTE
Make sure ALL keys to be reused are present.
Figure 46.
Techstream (¥er 12.30.017) - 11613 — —151 ]
Fie | Function Setup TIS User Help
System Select | Stored Data  Smart Access Live |
2019 Avalon Ut“ s
election Menu
2GR-FKS 2
Select desired Utility and then press Next button,
007203 mile - - . Y
Operation History |Wireless Door Lock Diagnosis Mode |~
Customize |Communication Check(Key Diag Mode)
{L! ECU Communication ID Registration Smart Code Registration
Smart Code Reset Undesignated Key Permanent Erasure
Trouble C Driver Information Registration |
i
i
|
=
k4|
=]
1600-01 {Smonces [ {Delaun User bLca <
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Undesignated Key Permanent Erasure (continued)

2. Read the warning message BEFORE
continuing. The keys that are NOT present
in this procedure will be permanently
erased from the vehicle. Erased keys will
NOT be functional on this, or ANY vehicle.

3. Select Next.

4. Input the number of customer keys that
are present and select Next.

Figure 47.

Undesignated Key Permanent Erasure (GMRT-42-001)"

Help

This function is used to completely delete the
undesignated keys registered in the vehicle.

The keys which are not designated will be
deleted completely and can never be
re-registered.

Press "Next" to proceed.

Next > Exit

Figure 48.

Undesignated Key Permanent Erasure (SMRT-42-005)

Help

Input the number of keys which was brought by a
customer into the "Customer Keys" space.

Customer Keys: | 1| Input

Vehicle Keys: |2

"Vehicle Keys" displays the number of registered key
in the vehicle.

< Back Next = Exit
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Undesignated Key Permanent Erasure (continued)

5. The customer keys listed will NOT be
erased during the procedure. Confirm
the numbers of keys to be kept, then
select Next.

6. Confirm that ONLY the keys touched to the
ignition are to be kept. ALL other keys NOT
touched to the ignition will be deleted and
CANNOT be reused on ANY vehicle.

7. Check | agree, then select Next.

Figure 49.
Undesignated Key Permanent Erasure (5MRT—42-007'):,

Help

Number of keys brought by the customer:

1

Number of to be deleted keys (can never be used):

1

Check above number of keys.
Deleted keys can never be used.

< Back Next > Exit

Figure 50.

Help

<CAUTION=

The keys that have not been touched to the Engine
switch will be deleted and can never be re-used.
Those keys can never be re-registered.

Check "l agree" then press "Next", process will be
started.

~ | agree

< Back Next > Exit
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Undesignated Key Permanent Erasure (continued)

8. Select Get Pass-Code. Figure 51.

Next.

Seed Number:

Undesignated Key Permanent Erasure (5MRT-4l~00i-')j‘

Input Seed Number on Server to retrieve a
Pass-Code, then input the Pass-Code and then press

Help

JTHBSLFF2350001414 Get
82001669EA8 1C0O557F0680B p %d
FE16BA4E Ass080
Pass-Code Number:
= Back | Next = ’ Exit
9. Select Send to open a link to TIS. Figure 52.
Help
Iltem | ID CD
vin  JtHesLA 4
Datal  820016696F5 8
Data2  7A56D524B100 B

Data3 FE16BA4E

webpage.

Press "Send" to send the ID to the Smart Code

Press "Copy" to copy the ID to the Clipboard.

< Back

Send

Copy
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Undesignated Key Permanent Erasure (continued)

10. Make sure the Add/Remove Key tab
is selected.

11. Enter the password and select Login.

12. Make sure each text box is populated
with the correct information from the
previous screen.

13. Select Submit.

Figure 53.
N, Home TIS Service Lane
ORI
Add / Remove Key
{Add or Remove key ‘ {Refe
Toy
Receive a Passcode A col
Trary
| Add / Remove Key generates a passcode required to perform Smart Code
‘Registration or Undesignated Key Permanent Erasure Utilities in Techstream. ;‘W
co)
;NOTE: When performing Permanent Erasure, erased keys can never be reused. o
ay
i Re-enter your password below to proceed to the Add / Remove Key form. Find
Password: [ oy
Find

Service Lane

fEmm e

O Vehicle Inquiry

O Tech Assistance

‘ ScanTool ‘ Reprogramring ‘ Immobilizer Reset Add / Remove

lvrndd or Remove key

Please complete the following fields to receive a passcode.

Dealer Code:
Dealer Name:

Technician Name: | NN

*Techstrearn Software Version: [13.00.022
wwetie v 7 <+

VIN)

*Repair Order/Parts Invoice [{73456
b

Number:

“Customer Last ame:

“Datal: [520016696F5
“DataZ: [7A56D524B100
*Data3: [FEL6BA4E

(*) - Indicates Required Field(s)
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Undesignated Key Permanent Erasure (continued)

14. The bolded passcode may be copied and Figure 55.
pasted back into Techstream.

Service Lane /£
i———

O Tech Assistance QO Vehicle Inquiry

ScanTool Reprogramming Immaobilizer Reset Add / Remove

l Add or Remove key

Thank You [[Mll/@8 vour Passcode is:[A1A3B0DA03ED

This Passcode is valid for one reset event

Immobilizer and Smart Code Reset Details:

vin: JTHeSLF (N

Repair Order/Parts Invoice 123456
Number:

Customer Last Name: Doe
Dealer:

Click the button below to return to the Immobilizer and Smart Key Code Reset
Homepage,

Immobilizer Reset Homne|

15. Copy and paste the number into the Figure 56.
Pass-Code Number text box.

Help

16. Select Next.

Input Seed Number on Server to retrieve a
Pass-Code, then input the Pass-Code and then press
Next.

Seed Number:

JTHB 5L F I G
82001669EA8 1CO557F0680B P ?:td
FEL16BA4E Ass-0ce

Pass-Code Number:

A1A3BODAO3ED

< Back ‘ Next > Exit
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Undesignated Key Permanent Erasure (continued)

17.

18.

19.

20.

One at a time, touch the keys to the ignition
switch. The vehicle will beep once per key.

Once ALL keys have touched the ignition
switch, select Delete to permanently
remove ALL keys that did NOT touch the
ignition switch.

NOTE

There is a 30-second timer for this procedure.

Undesignated Key Permanent Erasure is
now complete. The keys that were NOT
touched to the ignition will no longer work
on ANY vehicle.

Select Exit.

Figure 57.

Undesignated Key Permanent Erasure (SMRT-42-01 7))

Help
1

Number of keys to be erased
(Can never be re-used)

When "Delete" is pressed, these keys can never be
re-used.
The erased keys can never be re-registered.

Time Remaining: 22 sec.

[

= Back ‘

Delete Exit

Figure 58.
Undesignated Key Permanent Erasure (SMRT-42-01?1‘}

Help

Undesignated Key Permanent Erasure is complete.

Exit
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