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Notice

Information contained in this document is believed to be accurate and reliable at the time of
printing. However, due to ongoing product improvements and revisions, AudioCodes cannot
guarantee accuracy of printed material after the Date Published nor can it accept
responsibility for errors or omissions. Updates to this document and other documents as well
as software files can be downloaded by registered customers at
http://www.audiocodes.com/downloads.

This document is subject to change without notice.
Date Published: October-15-2017

WEEE EU Directive

Pursuant to the WEEE EU Directive, electronic and electrical waste must not be disposed
of with unsorted waste. Please contact your local recycling authority for disposal of this
product.

Customer Support

Customer technical support and services are provided by AudioCodes or by an authorized
AudioCodes Service Partner. For more information on how to buy technical support for
AudioCodes products and for contact information, please visit our Web site at
www.audiocodes.com/support.

Abbreviations and Terminology

Each abbreviation, unless widely used, is spelled out in full when first used.
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Installation Manual 1. Introduction

1 Introduction

This document describes AudioCodes' CloudBond 365.
In the document you will find:

B A general description of the AudioCodes CloudBond 365 feature set.
B Hardware/software requirements for installing and using AudioCodes CloudBond 365.
Figure 1-1: Installation Flow

1. Hardware Installation

2. Software Installation

User Management Pack 365 Standard Deployment Pool Pair { PBA Deployment Virtual Edition

Post Installation Actions

3. Assigning Manual IP Address ' 6. Setting Reverse Proxy '
4. Changing or ﬁtdding asip ' 7. Configuring Exchange UM '
Domain
5. Seting Edge server to full DMZ 8. Configuring Certificates
deployment

y

9. Integrating with Office 365 '
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The following describes the steps shown in Figure 6-1 with the corresponding references to
each section in the document.

Hardware Installation- see Chapter 10

Software Installation- see Chapter 11

Assigning Manual IP Address- see Chapter 12

Changing or Adding a SIP Domain- see Chapter 13

Setting Edge Server to Full DMZ deployment- see Chapter 14
Settings Reverse Proxy - see Chapter 16

Configuring Exchange UM- see Chapter 18

Configuring Certificates- see Chapter 17

Integrating with Office 365- see Chapter 15

© 0N~ DdPRE

Note: Throughout this document Skype for Business Server and Lync Server 2013 are
used interchangeably.
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2

Architecture

AudioCodes' CloudBond 365 is built on top of a single server using Microsoft's
advanced Virtualization and Security techniques. Due to its single-server design, the
CloudBond appliance is limited by the underlying hardware in the number of simultaneous
client connections it can support.

B CloudBond 365 Standard Box Edition - 200 clients

B CloudBond 365 Standard+ Box Edition - 200 clients
B CloudBond 365 Pro Box Edition - 500 clients

B CloudBond 365 Enterprise Box Edition - 5000 clients

CloudBond 365 runs in its own Active Directory resource forest and offers an easy Web
based management console for administering the CloudBond environment.

With the CloudBond 365 Active Directory connector, enterprise Active Directory users
can be added to the appliance without needing to extend the enterprise Active
Directory Schema.

Note that the Active Directory connector requires a bidirectional forest trust with one or
more enterprise Active Directory environments. Microsoft Windows Small Business Server
(SBS) edition does not support forest trusts so importing users is not possible in those
environments. CloudBond Appliance's advantage is that Skype for Business can be used
with SBS but requires dual user maintenance.

2.1  Microsoft Skype for Business Product Description
In response to today’s changing work styles and the need for real-time collaboration,
organizations are looking for integrated productivity tools that enable users to communicate
from anywhere in a cost-effective and secure manner.
Microsoft Skype for Business Server delivers a fresh, intuitive user experience that
brings together the different ways people communicate in a single interface. This unified
experience facilitates rapid user adoption, while the ability to support a full range of
Communications from a single platform reduces both capital and operational costs.
2.2 New Connected Experience
B Find and communicate with the right person, naturally.
With native Active Directory integration, Skype for Business Server helps users find
the right person to connect with, view their presence, and then communicate with
them in the most effective way - via communications, video, or sharing an
application or PowerPoint. If required, users can initiate these connections directly
from the new Contact Card. With Skill Search powered by SharePoint, users are also
able to search for others based on skills, expertise, and group information.
B Stay connected from virtually anywhere, with just a standard internet connection.
Microsoft Skype for Business offers the same rich functionality and security features
outside the firewall without requiring a Virtual Private Network (VPN) connection, and
enables mobile and Web access across leading browsers and platforms.
B Build social connections and stay up to date on colleagues’ activities.
Skype for Business encourages closer social connections with a new Activity Feed
that shows updates from contacts when they change status note, picture, title, or office
location.
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2.3

2.4

2.5

Integration with Microsoft Office

Communicate with context from Microsoft Office applications.

Skype for Business Server works with Microsoft Exchange Server, Microsoft
SharePoint Server, and Microsoft Office applications for a richer collaborative
experience with consistent presence, click-to-call options, and a new Contact Card.

Office Backstage integration.

The new Office Backstage view integrates various communication options so users
can share documents and presentations via instant messaging (IM), share the
application itself, or click to call directly from the application.

Converged Communications

Enhanced virtual meetings for improved productivity.

Users can schedule a meeting from Microsoft Outlook and join through Skype for
Business via the PC, phone, or Web interface. Skype for Business Server provides a
meeting user interface with integrated audio and video that enables participants to
share presentations, annotate slides, superimpose text, and use visual pointers for
more effective discussions. Additionally, users have the option to create ad hoc
meetings, moving from an IM conversation, for example, to a Live Meeting,
directly from the Skype for Business interface.

Complete set of enterprise-grade Communications features.

Skype for Business Server delivers a standalone Communications offering to
enhance or replace traditional PBX systems, and extends these capabilities outside
the office via Internet access without requiring a VPN connection. This includes
common calling features such as answer, forward, transfer, hold, divert, release, and
park, and support for legacy devices and a broader range of IP and USB user
devices from partners. The solution is designed to support high availability through
Call Admission Control, and extended options for data resiliency.

Interoperable and Extensible

Connect across networks.

Skype for Business Server supports federation with public IM networks such as
Windows Live, AOL, Yahoo!, and, through the XMPP Gateway, Google Talk, allowing
workers to use their corporate identities to connect to customers and partners.
Skype for Business Server supports audio and video calls with users on Windows Live
Messenger.

Utilize existing A/V infrastructure.

Conferencing interoperability enables organizations to use existing infrastructure
including room systems and high-end conferencing solutions.

Integrate with existing PBX systems.

Skype for Business Server works with almost any PBX system either through Session
Initiation Protocol (SIP) or qualified gateways, and integrates with qualified third-
party SIP Trunking Service Providers.

Embed communications in business processes.

New and improved client-side APIs allow developers to embed Skype for Business
functionality into Microsoft Windows and Microsoft Silverlight-based applications with
supported, ready- to-use code snippets. Enhanced server-side APIs make it easy
to instantiate and deliver alerts via IM or phone, find experts, enable Web chat, and
provide automated self-service using query-response bots and IVR.
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2.6  Simpler Deployment

Easily deploy systems of any scale, and manage with ease.

Skype for Business Server can provide presence, IM, and conferencing for
organizations of literally any size, with up to 10,000 users per server, 100,000 users
per pool, and an unlimited number of pools. Automated tools not only simplify
capacity planning and topology design, but also automatically push configuration
information and changes to all servers in the network, thus eliminating manual work
and the associated chance for errors. The new Skype for Business Server Control
Panel consolidates scenario-driven tasks in a single interface, while PowerShell
support allows administrators to automate repetitive tasks using a familiar tool. Skype
for Business Server relies on Active Directory, eliminating the need for separate user
and policy databases, and uses Role Based Access Control (RBAC) to allow the
assignment of appropriate management roles and scopes to different
administrators.

Support for on-premises and hosted environments.

Skype for Business Server can be deployed on-premises or in a service-based
(hosted) or hybrid environment. It offers full and seamless integration with Exchange
Online and SharePoint Online, allowing customers to choose how to best deliver
enterprise messaging and collaboration capabilities to end users.
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3

3.1

3.2

CloudBond 365 Appliances

This chapter describes the available CloudBond 365 Appliances platform.

CloudBond 365 Standard / Standard+ Box Edition

CloudBond 365 is a complete hardware and software solution.

CloudBond 365 Standard / Standard+ Box Edition is delivered pre-installed on an
AudioCodes Mediant 800 device.

CloudBond 365 Standard /Standard+ Box Edition includes both CloudBond 365
software for full Skype for Business capabilities, as well as full AudioCodes Mediant
800 gateway hardware for external Skype for Business Enterprise Voice connectivity.

CloudBond 365 is limited to 200 users.

CloudBond 365 Pro and Enterprise Editions

CloudBond 365 Pro and Enterprise Editions are delivered with various HP Server
device configurations pre-installed.

The HP Server devices include redundant power supplies and raid HDD storage, and can
support up to 5000 users on the Enterprise edition.

The Pro and Enterprise Editions can optionally include a Software SBC for PSTN access
via external SIP Trunk support. They can also include a Reverse Proxy server if required.
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4 Licensing

This chapter describes the CloudBond 365 licensing.

4.1 CloudBond

CloudBond - Skype for Business product is built on top of Microsoft Sever 2012 R2
Standard Edition and Microsoft Skype for Business Server Standard edition and requires
the appropriate Microsoft server and CAL licenses in addition to the CloudBond
license itself, as described in the sections below.

The CloudBond 365 Sysadmin is licensed by system ID.

To activate your CloudBond 365 system you will need both a “Product Key” and a “System
ID” (Fingerprint). Once you have both keys you can activate your product through
AudioCodes License Activation tool at http://www.audiocodes.com/swactivation.

An e-mail will subsequently be sent to you with your Product License.

4.2  Windows Server 2012 Licensing Overview

Microsoft offers flexible, cost-effective options for licensing the Windows Server 2012
family of products. Prior to running an instance of Windows Server software (loading it into
memory and executing one or more of its instructions), customers must assign a Windows
Server license to a physical server. Assignment/reassignment rules for original equipment
manufacturer (OEM) licenses are different from Volume Licensing and retail license rights.
With a license purchased with a server from an OEM, the Windows Server license is
already assigned to that specific server, and lives and dies with that server. The OEM end
customer is not allowed to reassign that OEM license to another server.

4.3  Client Access Licensing

Windows Server is licensed using the Server + CAL model. The CAL that accesses the
instance of Windows Server must be equivalent or higher in version than the server being
accessed. An exception to this rule was introduced with Windows Server 2008 and
continued with Windows Server 2008 R2. Under that exception, customers must still
license the appropriate CAL version to access the version of the server software running in
each virtual operating system environment, but they are not required to upgrade their CALs
based on the version of Windows Server that is running in the physical operating system
environment. In this scenario, the Hyper-V server role must be the only role running in the
physical operating system environment.

A Windows Server 2012 R2 Client Access License (CAL) must be purchased for every user
or device that accesses or uses the Windows Server 2012 R2 server software, except
under the following circumstances:

B If the instances of the server software are accessed only through the Internet, without
access being authenticated or otherwise individually identified by the server software or
through any other means

B [f external users are accessing the instances of the server software and a Windows
Server 2012r2 External Connector license for each server being accessed has been
acquired

B [f up to two devices or users are accessing the instances of the server software for the
purpose of administering those instances

B If Windows Server 2012 R2 serves solely as a virtualization host (CALs for the
appropriate edition of Windows Server running in the virtual machine(s) are still
required)
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4.3.1

4.3.2

43.2.1

Device-based or User-based Windows Client Access Licenses

There are two types of Windows Client Access Licenses from which to choose: device-
based or user based, also known as Windows Device CALs or Windows User CALs. This
means you can choose to acquire a Windows CAL for every device (used by any user)
accessing your servers, or you can choose to acquire a Windows CAL for every named
user accessing your servers (from any device).

The option to choose between the two types of Windows CALs offers you the flexibility to
use the licensing that best suits the needs of your organization. For example:

B Windows Device CALs might make most economic and administrative sense for an
organization with multiple users for one device, such as shift workers

whereas

B Windows User CALs might make most sense for an organization with many employees
who need access to the corporate network from unknown devices (for example, when
traveling) and/or an organization with employees who access the network from multiple
devices.

Client Access Licensing Modes

After you have selected a license type - Windows Device CAL or Windows User CAL, you
have the option to use the server software in two different modes: Per User/Per Device
mode or Per Server mode. Both modes are available for either type of license.

Per User or Per Device Mode

Per User/Per Device mode is defined as follows:

B A separate Windows CAL (of either type) is required for each user or device that
accesses or uses the server software on any of your servers.

B The number of Windows CALSs required equals the number of users or devices
accessing the server software.

B If you choose this licensing mode, your choice is permanent. You can, however,
reassign a Windows CAL from one device to another device, or from one user to
another user, provided the reassignment is made either (a) permanently away from the
one device or user or (b) temporarily to accommodate the use of the Windows CAL
either by a loaner device, while a permanent device is out of service, or by a temporary
worker, while a regular employee is absent.

Per User/Per Device mode tends to be the most economical designation for Windows
CALs in distributed computing environments where multiple servers within an organization
provide services across most devices or users.

Note: Per User/Per Device mode replaces Per Seat mode, used in previous licensing
models.
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4.3.2.2 Per Server Mode

Per Server mode is defined as follows:

B A separate Windows CAL (of either type) is required for each user or device that
accesses or uses the server software on any of your servers. (This does not change the
per server connection allowance of one CAL per one connection.)

B The number of Windows CALSs required equals the maximum number of users or
devices that may simultaneously access or use the server software running on a
particular server. The Windows CALs you acquire are designated for use exclusively
with a particular server.

B [f you choose this licensing mode, you have a one-time right to switch to the other
licensing mode—Per User/Per Device mode. Your Windows CALs (of either type)
would then be used in Per User/Per Device mode instead.

Per Server mode tends to be the most economical designation for Windows CALs in
computing environments where a small number of servers have limited access
requirements.

4.3.3 Virtualization

A customer licensed with Windows Server 2012R2 standard edition may run one instance
of the server software in the physical operating system environment (POSE) and up to
two instances of the server software in the virtual operating system environment
(VOSE). If more VOSE instances are required, then additional Windows 2012R2 standard
edition licenses are required. Each additional server license allows two additional VOSE
instances to be run.

4.4  Skype for Business

Skype for Business Server follows the Server/Client Access License (CAL) model.
Under this model, a Skype for Business Server license is required for each operating
system environment running Skype for Business Server Front End role. A CAL is
required for each user or device accessing the Skype for Business Server. You can
acquire Skype for Business Server client access licenses as standalone server and Client
Access licenses (CAL) or you can purchase the CALs as part of the Microsoft Enterprise
CAL (ECAL) Suite.

44.1 CloudBond 365 - Skype for Business Server Standard Edition

Skype for Business Server Standard Edition requires that primary server components, as
well as the database for storing user and conference information, be configured on a single
computer. Skype for Business Standard Edition is recommended for organizations that do
not require higher availability through load balancing.

442 Skype for Business Server Client Access Licenses Offerings
A CAL is required for each user or device accessing the Skype for Business Server.
There are three CALs offered with Skype for Business Server:
B Skype for Business Server Standard CAL
B Skype for Business Server Enterprise CAL
B Skype for Business Server Plus CAL
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The table below illustrates the features contained within the Skype for Business Server
CAL offerings:

4.4.2.1 Instant Messaging and Presence (Standard CAL Feature)
Table 4-1: Instant Messaging and Presence

Feature Standard
CAL

PC-to-PC and multi-party IM

PC-to-PC and multi-party File Transfer v
PC-to-PC computer audio v
PC-to-PC computer video v
Rich Presence v
Persistent Group Chat v
Skill Search v
IM/P from Office applications v
PC-to-PC IM, audio, and video with users at federated organizations & Public IM v
Networks

Conference Attendee Experience: Join an ad hoc or scheduled meeting; v
Send/receive audio/video; View shared application; View/Write whiteboard; all this as

an authenticated user.

Conference Presenter Experience: Upload and advance PowerPoint slides; Initiate v
Recording; Share application; Manage Roster; Manage Meeting lobby; Use DTMF

controls; all this as an authenticated user.

View application sharing session (Attendee experience) v

4.4.2.2 Audio, Video, & Web Conf. (Requires: Enterprise and/or Plus CAL)
Table 4-2: Audio, Video, and Web Conference

Feature Enterprise Plus CAL
CAL
Initiate/Schedule ad-hoc multi-party (3+) audio conference (including dial- v v

out to PSTN and/or PBX user)

Initiate ad-hoc multi-party video conference

Initiate ad-hoc application Sharing (P2P or multi-party)

Initiate ad-hoc white boarding (P2P or multi-party)

Schedule and host conferences on the audio conferencing bridge(CAA)

Schedule Web conferences

AN N N N NEEAN

Automatically join meeting audio from PBX or other phone number

Dial out to PSTN

Receive calls from PSTN
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4.4.2.3 Enterprise Communication Technology (Requires: Enterprise and/or
Plus CAL)

Table 4-3: Enterprise Communications Technology

Feature Enterprise Plus CAL
CAL
Ad-hoc multi-party (3+) audio conference (including dial-out to PSTN v v
and/or PBX user)
UC and PBX Call Control (click to call, answer, hold, resume, transfer, v

park, and retrieve)

Visual access to Voice mail (requires Exchange UM for Voice mail)

Additional telephony features (call park and receive, report malicious call,
inbound private line)

Routing Rules (includes team call, call forward, simul- ring) v
E911 capabilities v
Delegation v
Response Group Agent and Agent Anonymity v
Office Communicator - OC Phone Edition based phone devices "better v
together"

Survivable Branch Appliance v

Note: The Skype for Business Server Standard CAL is a prerequisite to both the Skype
for Business Server Enterprise CAL and Skype for Business Server Plus CAL.
A Additionally, both Skype for Business Server Standard and Enterprise CALs are
components of the Microsoft Enterprise CAL Suite, and the Plus CAL can only be
acquired standalone.

44.3 Client Software

Skype for Business is the client software used to interact with the Skype for Business
Server.

Skype for Business is available as both a standalone product and is also included in
Microsoft Office Professional Plus 2013 and later versions.

4.5  Other Offerings

45.1 Office 365 Licensing

When CloudBond 365 is deployed with Microsoft Office 365, customers will have to
purchase the Office 365 E4/ES license per user.

For more Office 365 pricing offerings, see:
https://products.office.com/en/business/compare-more-office-365-for-business-plans
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4.6  Additional Microsoft Skype for Business Server
Software Components

The following additional software components are associated with the Skype for Business
Server license:

Archiving and Monitoring Server Role

Audio/Video Conferencing Server Role

Central Management Server Role

Skype for Business Web Application Server Role
Director Role

Edge Server Role

Group Chat Server Role

Mediation Server Role

Reach Application Sharing Server Role

Survivable Branch Appliance Role

Unified Communications Application Server Role
Web Conferencing Server Role

Microsoft Skype for Business Server Control Panel
Microsoft Skype for Business Server Web App Plug-In
Microsoft Skype for Business Server Group Chat Administration Tool
Microsoft Skype for Business in Ul Suppression Mode
Topology Builder

Administrative Tools

Microsoft PowerShell Snap-In
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Introduction

This part describes the deployment of AudioCodes' CloudBond 365 within an existing
corporate domain network.

The guide provides information to technicians on how to perform on-site installation of
CloudBond 365. The guide provides:

Guidelines for preparing the customer enterprise network
CloudBond 365 application installation procedure

Basic system and site configuration information

Concepts and procedures for Microsoft Exchange UM Integration
Maintenance procedures for the server and the client applications
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6

6.1

6.2

6.3

Deployment Requirements

This chapter describes the CloudBond 365 deployment requirements.

Before Deploying CloudBond 365

Before deploying CloudBond 365 make sure:
B You possess all deployment-related information

B Enterprise customer staff can be available if necessary to perform specific tasks
within the existing corporate enterprise network

B You completed the CloudBond 365 Intake Form which contains information related to
CloudBond 365 such as server names, |IP addresses, and certificate information

B You are familiar with the following information about the Domain Controller, DHCP and
DNS, Microsoft Exchange, etc.

Public Key Infrastructure

Microsoft Skype for Business uses a Public Key Infrastructure (certificates) to enable
secure MTLS and TLS communication between servers and clients.

For further information about CloudBond 365, Skype for Business and Certificates, see the
AudioCodes CloudBond 365 Certificates Configuration Note.

The Note includes instructions for various Certification deployment options.

All CloudBond 365 Editions contain only private certificates issued by the CloudBond

365 controller. You will need to generate new certificates to access CloudBond 365
internally from a corporate network.

To access CloudBond 365 externally, you will need to deploy public certificates.

IP Addresses

CloudBond 365 is connected to the enterprise network using at least three internal IP
addresses. More |IP addresses are needed for optional components such as the
AudioCodes Mediant 800 gateway, AudioCodes SBC, Office Web Apps Server, Reverse
Proxy server, etc.

On the Internet side, one (optionally NAT-ed) public IP Address is required. Some optional

components such as Reverse Proxy server, AudioCodes SBC, etc., may require additional
IP Addresses.

Figure 6-1 shows the location of CloudBond 365 in the network. For more information on
the required ports and firewall configuration, see Chapter 9 on page 75

Note: To provide external access to web meetings and the corporate address book,
a Reverse Proxy, demanding its own internal and external IP addresses, is
required. Alternatively, a corporate firewall can be used to forward HTTPS traffic from
port 443 external to 4443 internal.
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Figure 6-1: CloudBond 365 Standard Edition Located in the Network
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All IP addresses will be set to default on a new CloudBond 365 Standard Edition system.
You may need to use the CloudBond 365 SysAdmin utility to change IP addresses if the
defaults are unsuitable.

The corporate Domain Controller should be able to ping all three CloudBond 365 servers
(Controller, Front End, Edge) by IP address. This is a reasonable test to perform for correct
network connectivity.
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Figure 6-2: CloudBond 365 Pro / Enterprise Edition Located in the Network
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6.4

All IP addresses will be set to default on a new CloudBond 365 Pro and Enterprise
Editions system.

The corporate Domain Controller should be able to ping all three CloudBond 365 servers
(Controller, Front End, Edge) by IP address. This is a reasonable test to perform for correct
network connectivity. If deploying optional components such as AudioCodes SBC, Reverse
Proxy, or Office Web Apps Server, these should also be checked.

DNS

DNS records play a very important part in the correct functioning of Microsoft Skype for
Business and the CloudBond 365.

DNS Records are required:

B To establish a two way trust between the enterprise domain and the CloudBond 365
resource forest

B To allow Skype for Business clients to locate Skype for Business services and to
automatically log on

B To allow Skype for Business services to be access externally, such as external users,
conferencing, and federation.

You may need to create several DNS zones within the enterprise DNS server, and the
public DNS provider, or add individual DNS records to both, depending on the
CloudBond 365 features required.
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Typically, the following will be required:

On the enterprise DNS server, a stub zone matching the CloudBond 365 resource
domain Fully Qualified Domain Name (FQDN) (cloudbond365.local). This stub zone is
used to establish the forest level trust between the enterprise domain and the
CloudBond 365 domain.

On the enterprise DNS server, a primary zone matching the FQDN of the default SIP
domain specified for the CloudBond 365 topology. If any additional SIP domains are
supported, they may need additional DNS zones. These DNS zones contain the

internal DNS records which permit automatic logon of Skype for Business clients to the
Skype for Business Front End server.

On the CloudBond 365 Controller server, a stub zone matching the corporate enterprise
DNS zone. This stub zone is used to establish the forest level trust between the
enterprise domain and the CloudBond 365 domain.

On the CloudBond 365 Controller server, a primary or stub zone matching the FQDN of
the every SIP domain specified for the CloudBond 365 topology. These DNS zones
contain the internal DNS records which permit automatic logon of the Skype for
Business UCMA applications to the Skype for Business Front End server.

On the public DNS server, a zone matching the FQDN of the SIP domain specified for
CloudBond 365. If any additional SIP domains are supported, they may need
additional DNS zones. These DNS zones contain the external DNS records which
permit automatic logon of Skype for Business clients for external access, federation
records, etc. These records typically resolve to the CloudBond 365 Edge or Reverse
Proxy servers.

A\

Note: To be able to make changes to the enterprise DNS servers or to set up a
bidirectional forest trust, you must be a member of the Domain Admins group (in the
forest root domain) or the enterprise Admins group in Active Directory, or you must
have been delegated the appropriate authority. This means that if you don’t have those
permissions in the enterprise environment, a customer enterprise administrator should
be available to assist.

Chapter 8 contains the details of required Skype for Business DNS records.

A\

Note: You must change or add a valid SIP domain for external access as the default
SIP domain (yourdomain.com) and associated Simple URLs, DNS references, etc., are
unsuitable for the public internet. Public DNS records must match the amended SIP
domain. See also Chapter 13.
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6.5

A\

Forest and Domain Levels

Though CloudBond 365 runs in its own Active Directory forest, minimum requirements exist
for the customer Active Directory environment.

This section details the requirements and provides the steps needed and some
background information on how to get to this minimum level.

Note: Microsoft Windows Small Business Server Edition does not support forest trusts,
so the Skype for Business client will have its own login information since SBS users
cannot be synchronized with the Skype for Business appliance. The remainder of this
document will assume that an SBS network is not installed.

Domain and forest functional levels provides the means by which you can enable additional
domain-wide and forest-wide Active Directory features, remove outdated backward
compatibility within your environment, and improve Active Directory performance and
security.

Microsoft Skype for Business requires both the domain and forest functional levels to be
Windows Server 2003 or above. When the Windows Server 2003 functional level is
enabled in your environment, additional Active Directory domain-wide and forest-wide
features are automatically enabled.

Windows Server 2003 functional level can only be enabled in your environment when all
domain controllers are running Windows Server 2003 or higher.
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7 Integrating CloudBond 365

This chapter describes the integration of CloudBond 365 in the Enterprise.

7.1  Connecting CloudBond 365 to the Enterprise Domain

To allow CloudBond 365 to integrate with the enterprise's Active Directory:
Verify the time and time zone settings for each CloudBond 365 server
Verify the DNS settings on the NIC adapters

Verify the enterprise domain and forest levels

Set up cross-forest DNS stub zones

Set up a bidirectional forest trust

ook~ wh Pk

Import the enterprise forest root certificate chain into CloudBond 365 as a trusted
issuer

7. Re-issue the certificate requests from both the appliance frontend and internal edge
server (if required)

8. Create necessary DNS entries
9. Add DHCP entries for Skype for Business Phone edition devices
The following sections cover these steps.

7.2  Verify the Time and Time Zone Settings for
CloudBond 365 Servers

For Skype for Business to function correctly, establishing an accurate time is essential.
Typically this does not become apparent until the first client or remote computer attempts to
connect to Skype for Business, or until the first import of users from the enterprise domain.
To prevent unnecessary confusion later on, make sure all CloudBond 365 servers and
hardware components are set to the same time zone, and same time.

CloudBond 365 will typically default to GMT +1:00 hour. All servers (CloudBond 365
Controller, Front End, Edge, and Mediant 800 will need to be synchronized accordingly.

7.3  Verifying DNS Settings on NIC Adapters

When setting the IP Address, Network Mask, Gateway, and DNS server settings on a NIC
adapter, the Primary DNS entry will often default to 127.0.0.1 (Localhost or Loopback
address) on DNS servers and Domain Controllers. This is typically set by Microsoft
software.

Though this typically presents no problems, it's a known issue when establishing Forest
Trusts and some other DNS-based Active Directory activities.

To avoid any issues, make sure the Primary DNS setting on NICs on both the Corporate
Domain Controller and CloudBond 365 Controller are set to the IP address of the box rather
than to 127.0.0.1. Failure to change these DNS entries will result in a Forest Trust that
appears to be configured correctly but which will not function.
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7.4  Verifying the Enterprise Domain and Forest Levels

The Active Directory Domains and Trusts console is used to view the existing domain and
forest functional levels as well as for raising the levels.
» To verify the Enterprise Domain and Forest Levels:

1. On the Enterprise Domain Controller, open the Active Directory Domains and Trusts
console.

2. Right-click the domain and select Properties; both the domain and forest functional
level will be displayed.

3. Make sure both domain and forest functional levels are 2003 or higher.

Figure 7-1: Verifying Forest and Domain Functional Levels

internal.contoso.com Properties _
General | Trusts | Managed By

;gl intemal contoso com

Domain name (pre-Windows 2000):

|C0r|tnso |

Deescription:

! |
Domain functional level:

Windows Server 2012

Forest functional level:
Windows Server 2012

oK | | Cancel Apphy Help

Note: Before raising the domain or forest functional level, consult with the domain
administrator.
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Figure 7-2: Raising Forest Functional Level

Raise Forest Functional Leyel =

Forest name:

dovercarp, net

Current farest funchonal level:
YWindows 2000

Select an available forest functional level:

¥y After you raize the forest functional lesel, it cannat be
forest functional level, click Help.

» Toraise the domain functional level for a domain:

Open the Active Directory Domains And Trusts console

NP

Right-click the domain whose functional level you want to raise, and select Raise
Domain Functional Level from the shortcut menu; the Raise Domain Functional Level
dialog opens.

w

From the 'Select an Available Domain Functional Level' list, choose the domain
functional level for the domain.

Click Raise and then click OK.

To raise the forest functional level for a forest:

Open the Active Directory Domains and Trusts console.

© g v k&

Right-click Active Directory Domains and Trusts in the console tree, and select Raise
Forest Functional Level from the shortcut menu; the Raise Domain Functional Level
dialog opens.

7. Click Raise and then click OK.

7.5  Setting up Cross Forest DNS Stub Zones

The CloudBond 365 Active Directory connector relies on a bidirectional forest trust
between CloudBond 365's Active Directory and enterprise Active Directory.

Before a forest trust can be created, both forest domain controllers should be able to find
each other. For this cross domain lookup, Stub forward lookup zones need to be created
on both the CloudBond 365 DNS and enterprise DNS Servers.

» To create a Stub forward lookup zone on the CloudBond 365 Controller:

1. Open the DNS management console and right-click Forward Lookup Zones to
start the New Zone Wizard.

Figure 7-3: Creating DNS Stub Zone

DNS Manager == -

o

File Action View Help
e 2Ed= BE §EE
£ DNS
a F uc-nc

I Global Logs

“| Forward Look[

MName Type Status DMSSEC Status
2] _msdcs.ac-onebox.net Active Directory-Integrated Pr...  Running Mot Signed

- ac-onebox.net Active Directory-Integrated Pr...  Running Mot Signed

4 'R Lok Mew Zone... N Standard Primary Running Mot Signed
I (| Reverse Looky

- || TrustPoints View >
I | | Conditional Fy
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2. Click Next to start the wizard and select Stub zone. Store the zone in Active Directory
by enabling the checkmark.

Figure 7-4: Creating DNS Stub Zone

Zone Type
The DMS server supports various types of zones and storage.

Select the type of zone you want to create:

() Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

(#®) Stub zone

Creates a copy of a zone containing only Mame Server (NS), Start of Authority
(s0A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

[w] Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

3. Setreplication to all servers within the domain.

Figure 7-5: DNS New Zone Wizard — Replication

Active Directory Zone Replication Scope
‘You can select how you want DMS data replicated throughout your netwark.

Select how you want zone data replicated:

") Ta all DMS servers running on domain controllers in this forest: ac-onebox.net

(®) To all DNS servers running on domain controllers in this domain: ac-onebox. net:

) To all domain controllers in this domain (for Windows 2000 compatibility):
ac-onebox.net

() To all domain controllers specified in the scope of this directory partition:
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4. Specify the Fully Qualified Domain Name (FQDN) for the enterprise domain that is
going to be trusted.

Figure 7-6: DNS Stub Zone — FQDN

Zone Name
What is the name of the new zone?

The zone name spedfies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone. microsoft.com). The zone name is
not the name of the DNS server.,

Zone name:

internal .contose.com|

5. Specify the IP addresses or FQDNSs for the enterprise DNS server(s).
Figure 7-7: DNS Stub Zone - Master DNS Server

Master DNS Servers
The stub zone is loaded from one or maore master servers.

Spedfy the DMS servers from which you want to load the zone. A stub zone is loaded
by querying the zone's master server for the SOA resource record, the M5 resource
records at the zone's root, and glue A resource records.

Master Servers:

IF Address Server FQDM Validated Delete

55 Name >
192.163.0.10 Contoso-DC QK

[ ]Use the above servers to create a local list of master servers
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6. Complete the wizard and make sure the name servers from the enterprise forest are
populated in the right pane under the zone just created

Figure 7-8: Results of Creating DNS Stub Zone

i DNS Manager == -

File Action View Help

e nEXEBc=z BHE § @6

2 DNS Name Type Data Timestam
E] _EI uc-nc ’—l (same as parent folder) Start of Autherity (S0A4) [60], contoso-dc.internal.c...  static
I Global Logs g—|(same as parent folder) Mame Server (N5) contoso-de.internal.conto...  static
4@ Férward Lookup Zenes || & contoso-dc Host (4) 192.168.0.10 static
bl _msdcs.ac-enebox.c =l contoso-dc Host (4) 10.253.2.161 static
I =/ ac-onebox.com
i_ internal.contoso.conm|

7. Populating the data from the Master DNS can take a few minutes. If, after a
reasonable time, the name servers are not populated, open the enterprise forest DNS
management console and right-click the enterprise FQDN forward lookup zone
properties (in the example above: internal.contoso.com)

8. Check the settings on the Zone Transfers Tab and if 'Only to Servers listed on the
Name Servers Tab' is selected, make sure the CloudBond 365 Controller IP address is
listed there.

Figure 7-9: DNS Stub Zone - Restricting Zone Transfers
internal.contoso.com Properties _

General I Start of Authority {SOA) | Mame Servers
WINS | Zone Transfers | Security

A zone transfer sends a copy of the zone to the servers that request a copy.

Allow zone transfers:
() To any server
() Only to servers listed on the Name Servers tab

(® Only to the following servers

IP Address Server FQDN
192.168.0.100 uc-DC

To specify secondary servers to be notified of zone Notify
updates, click Motify.

ok ] [Gows ] [ oy ][ 76 ]

9. Perform the same steps on a DNS server in the enterprise forest, where the forward

lookup stub zone should point to the CloudBond 365 FQDN instead
(cloudbond365.local).

10. If the enterprise environment has multiple DNS servers that are not Active Directory
integrated, there will be no default replication between them. Make sure all enterprise
DNS servers are aware of the new Stub zone just created.

11. Repeat steps 1-10 for all other (child-) domains that require a trust with the CloudBond
365 domain.
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7.6

A

Setting up a Forest Trust

Note: Make sure 127.0.0.1 is not in use as the Primary DNS entry on the NIC of both
CloudBond 365 controller and corporate Domain Controller. If you don't, the result

may be a forest Trust which appears correct but fails to work.

After the DNS cross forest name resolution is set up, a bidirectional forest trust can be
created.

>
1

To set up a Forest Trust:

On the CloudBond 365 Controller, go to Active Directory Domains and Trusts and

right-click the CloudBond 365 domain (cloudbond365.local) to select properties.

E
File Action VWiew Help

«+ 2E 5= HE

Go to the Trusts tab and select New Trust...

Figure 7-10: Creating a Trust

Active Directory Domains and Trusts

§ Active Directory Domains and Trust,
1 ac-eneboxnet

General | Trusts | Managed By |

(=} x

omains trusted by this domain {outaoing trusts |

ac-onebox.net Properties ? # T

Actions

ac-onebox.net

—

MNew Trust Wizard
Welcome to the New Trust
Wizard

This wizard helps you create a trust between this domain
and any of the following:

= A Windows domain in this forest orin another forest.
= AWindows NT 4.0 domain.

= A Kerberos V5 realm trust.

= Another forest
Atrust is a relationship that enables users in one domain,
forest, or realm to be authenticated in a specified domain,

forest. or realm

To continue, click Nest

TN T

Mnri iii rns
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3. Specify the DNS name for the enterprise network (in the example here,
internal.contoso.com).

Figure 7-11: Creating a Trust - Specify the Domain
Mew Trust Wizard -

Trust Name
You can create a trust by using @ NetBIOS or DNS name. -
Vv

Type the name of the domain, forest, or realm for this trust. F you type the name of a forest, you
must type a DNS name.

Example NetBIOS name: supplierD1-int
Example DNS name: supplier]1-ntemal microsoft com

MName:

intemal cortosa com|

<Back | Net> | | Cancel

4. Select Forest trust.

Figure 7-12: Creating a Trust - Forest Trust

LI 13 L L L 3 S | S 1 L

New Trust Wizard iu

Trust Type ;
This domain iz a forest root domain. f the specified domain qualfies. you can :
v

create a forest trust.

Select the type of trust you want to create.

() Extemal trust
An extemal trust is a nontransitive trust between a domain and another domain
outside the forest. A nontransitive trust is bounded by the domains in the relationship.

(@) Forest trust
Aforest trust is a transitive trust between two forests that allows users in any of the
domaing in one forest to be authenticated in any of the domains in the other forest.

| <Back | Ned> || Cance |

5. Specify an account with sufficient rights in the enterprise forest.
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6. Select Two-way.
Figure 7-13: Creating a Trust - Two Way Trust
New Trust Wizard -

Direction of Trust A
You can create one-way or two-way trusts. .
\

Select the direction for this trust.

(® Two-way
Users in this domain can be authenticated in the specified domain, realm, or
forest, and users in the specified domain, realm, or forest can be authenticated in
this domain.

() One-way: incoming

Users in this domain can be authenticated in the specified domain, realm, or forest.

() One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

| <Back || Ned> | | Cancel |

7. Use the wizard to create the trust in both locations (CloudBond 365 forest and
enterprise forest).

Figure 7-14: Creating a Trust - Create Both Sides of the Trust
MNew Trust Wizard -

Sides of Trust i
¥ you have appropriate permissions in both domains, you can create both sides of =
the trust relationship. v

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following:

() This domain only
This option creates the trust relationship in the local domain.

(®) Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
You must have trust creation privileges in the specified domain.

cBack | Ned> | | Cancel
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8.

Specify the enterprise credentials with rights to create the “remote” trust

Figure 7-15: Creating a Trust - Enter Credentials for the Other Side

MNew Trust Wizard

User Name and Password
To create this trust relationship, you must have administrative privileges for the
specified domain.

"

Specified domain: intemal contoso.com

Type the user name and password of an account that has administrative privileges in
the specified domain.

User name: | € administrator hd |

Password: |.............l |

| <Back | Ned> | | Cancel

9. Select Forest-wide authentication for both:

Outgoing Trust Authentication Level — Local Forest
Outgoing Trust Authentication Level — Specified Forest
Figure 7-16: Creating a Trust - Forest Wide
MNew Trust Wizard
Outgoing Trust Authentication Level—Local Forest

Users in the specified forest can be authenticated to use all of the resources in the
local forest or only those resources that you specify.

s

Select the scope of authentication for users from the intemal contoso .com forest.

) Forest-wide authertication

Windows will automatically authenticate users from the specified forest for all resources irt
he local forest. Thie option is prefemed when both forests belong to the same
organization.

() Selective authentication
Windows will not automaticalty authenticate users from the specified forest for any
resources in the local forest. After you finish this wizard, grant individual access to each
domain and server that you want to make available to users in the specified forest. This
option is prefemed if the forests belong to different organizations.

<Back || Ned> | [ Cancel
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Figure 7-17: Creating a Trust - Forest Wide

New Trust Wizard =
Outgoing Trust Authentication Level—Specified Forest ;
Users in the local forest can be authenticated to use all of the resources in the =
V

specified forest or only those resources that you specify.

Select the scope of authentication for users from the local forest.

(®) Forest-wide authentication
Windows will automatically authenticate users from the local forest for all resources in the;
ntemal.contoso.com forest. This option is prefemed when both forests belong to the i

same organization.

() Selective authentication
Windows will not automatically authenticate users from the local forest for any resources
in the intemal contoso .com forest. After you finish this wizard, grant individual access to
each domain and server that you want to make available to users from the local forest.
This option is prefemed if the forests belong to different organizations.

| <Back || Net> | [ cancel

10. Finish the wizard by clicking Next on the completion page.
11. After successful creation, click Next to confirm the outgoing and incoming trusts.

Figure 7-18: Confirming the Trust
New Trust Wizard -

Confirm Outgoing Trust ;
‘You should confirm this trust only if the other side of the trust has been created. =
\

Do you want to confirm the outgoing trust?
) No, do not confirm the outgaing trust

(® Yes, confim the outgoing trust

To confim the trust now, click Mext.

< Back Ment > | | Cancel
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Figure 7-19: Confirming the Trust

Confirm Incoming Trust
You should confim this trust only if the other side of the trust has been created.

Do you want to confim the incoming trust?

(O Ng, do not confimm the incoming trust

(®)i¥es, confim the incoming trusti

To confim the trust now, click Next.

| <Back || Net> | [ Cancel

12. A successful Trust Creation page should appear.

Figure 7-20: Completing the New Trust Wizard

Completing the New Trust
Wizard

You have successfully completed the New Trust Wizard.

Status of changes:

[The trust relationship was successfully created and ~
confimed. |

Route these names to the specified forest
“intemal.contoso.com

Route these names to the local forest:
*ac-onebox.com

To close this wizard. click Finish

<Back | Fmsh | [ Cancel
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7.7

Active Directory Synchronization

For complete integration of CloudBond 365 Skype for Business with Microsoft Exchange
and SharePoint, CloudBond 365 must be able to update the user's ProxyAddress property
with the CloudBond 365 Skype for Business SIP Address for objects within the
corporate Active Directory. This updating is performed during the CloudBond 365 AD
Connector Synchronization process (AcsUserReplication.exe), which runs as a Scheduled
Task on the CloudBond 365 Controller.

For the ProxyAddress property to be updated with the correct SIP Address, the
CloudBond 365 Administrator account (default cloudbond365\Administrator) must be given
write permissions to update the objects within the source container (where your users
objects are) of the corporate Domain Controller.

If Office 365 integration is enabled using Microsoft’'s DirSync or AADSync tool, the following
five Active Directory attributes will also need to be populated towards the corporate Active
Directory environment by the AcsUserReplication task:

B msRTCSIPUserEnabled
MsRTCSIPOptionFlags
MsRTCSIPDeploymentLocator
MsRTCSIPLine
MsRTCSIPPrimaryUserAddress
For more information, see Chapter 15.

Warning: The AcsUserReplication scheduled task should only run on one management
server in a multi-server environment. If multiple management servers are installed for
redundancy, the scheduled tasks on the redundant servers should be disabled and only
enabled if the primary server goes down, thereby preventing stale objects from being
created in the Active Directory.
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7.8

Delegate Control

Prepare the User Forest Active Directory for write access from the Resource forest
(cloudbond365) administrator account.

» To delegate control:

1. On the corporate customer's Domain Controller, open the Active Directory Users and

Computers tool.

2. Right-click the top level domain, and select Delegate Control...:

Figure 7-21: Delegate Control

File Action View Help

Active Directory Users and Computers

e« nE 48 XE G2 LaETER

BEE

] Active Directory Users and Com|| Name Type Description
p [ Saved Queries 2, Test Contact 1 Contact
4 34 contoso.local 2. Test User 1 User TestUserl
b (] Builtin TestUser2
I =l Compute Find... TestUser3
I (2| Domain
= . Change Domain... TestUserd
I» [ Foreign5:
- . Gr.. TestDL1
51 LyncUser Change Domain Controller...
- up...
B [ Managed Raise domain functional level... P
b [ Users Operations Masters...
New 3
All Tasks »
Refresh
Properties
Help
< m >

Allows you to raise the domain functional level to a level you select.

3. Click Next.

Figure 7-22: Delegate Control Wizard

Delegation of Control Wizard

Welcome to the Delegation of

Control Wizard

This wizard helps you delegate control of Active Directony
objects. You can grant users pemission to manage Users,
groups, computers, organizational units, and other objects

stared in Active Directory Domain Services.

To continue, click Mext.
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4. Click Add.

Figure 7-23: Delegate to CloudBond 365 Administrator

Users or Groups

Select one or more users or groups to whom you want to delegate control.

Selected users and groups:

& Administrator (ac-onebox Administrator)

5. Select the 'Create, delete, and manage user accounts' check box, and then click Next.

Figure 7-24: Delegate Rights

Tasks to Delegate
fou can select common tasks or customize your own.

(®) Delegate the following common tasks:

[ Create, delete, and manage user accounts

[] Reset user passwords and force password change at next logon
[] Read all user information

[] Maodify the membership of a group

[] Join a computer to the domain

[[] Manage Group Policy links

Generate Resultant Set of Policy (Flanning)

| <

() Create a custom task to delegate

<Back ||
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6. Click Finish.

Figure 7-25: Complete the Wizard
Delegation of Control Wizard -

Completing the Delegation of
Control Wizard

Fﬁ } You have successfully completed the Delegation of Control
‘LU" \\\h wizard.
You chose to delegate control of objects ~

in the following Active Directory folder:

contoso Jocal/

The groups, users, or computers to which you
have given control are:

Administrator (@c-onebox’ Administrator)

You chose to delegate the following tasks:

To close this wizard, click Finish.

<Back | Fnsh | | Cancel Help

m

Note: Administrator accounts within the Organizational Unit (OU) will not follow the
delegation. Microsoft best practice is not to use administrator accounts for regular use. If

an Administrator account needs to be enabled, the security settings need to be applied
A using DSACLS on the AdminSDHolder container.

For more information, see: https://technet.microsoft.com/en-
us/library/cc772662(v=ws.10).aspx)

7.9 Certificates

In all CloudBond 365 Editions, private certificates were issued by the Certificate Authority
(CA) installed on the CloudBond 365 controller. To fully access CloudBond 365 from a
corporate network, you will need to issue new certificates.

For more information, see Configuring Certificates on page 309
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8 Skype for Business DNS Records

For Microsoft Skype for Business to function correctly, some special DNS records must be
created in the public or in the private name space. Skype for Business clients use various
DNS records in various sequences to automatically locate Skype for Business services and
log in.

One possible DNS configuration is what Microsoft describes as “split brained” DNS. In this
configuration:

B Separate DNS servers are used for internal and external records.

B Bothinternal and external DNS servers are authorative for the same DNS Domain.
B Theinternal or enterprise DNS server contains only the internal DNS records.
]

The external or public DNS server contains only the external DNS records, which are
publically available.

Other DNS configurations are possible.

8.1  Skype for Business Internal Records

Internal records generally refer to the private IP address space

B SRV:_sipinternaltls._tcp.<FQDN> over port 5061 to sip.<FQDN>
B SRV:_sipinternal._tcp.<FQDN> over port 5061 to sip.<FQDN>

B SRV:_sip._tls.<FQDN> over port 5061 to sip.<FQDN>

B A:lyncdiscoverinternal.<FQDN>

B A:sip.<FQDN>

If you change the Simple URLs, you may also need:

B A:meet.<FQDN> (in a default CloudBond 365 installation, meet is used for both dialing
and meet simple URLS)

8.2  Skype for Business External Records

External records refer to public IP addresses

B SRV:_sipfederationtls._tcp.<FQDN> over port 5061 to sip.<FQDN>
SRV: _sip._tls.<FQDN> over port 5061 to sip.<FQDN>

A: sip.<FQDN>

A: sipexternal. <FQDN>

A: meet.<FQDN> (in a default CloudBond 365 installation, meet is used for both dialing
and meet simple URLS)

B A:ewslync.<FQDN> (is assigned to the default CloudBond 365 Skype for Business
external web services)

B CNAME: Lyncdiscover.<FQDN> pointing to ewslync.<FQDN>

8.3  Skype for Business Phone Edition

Skype for Business phone edition devices are primarily for internal use within the enterprise
network. (Skype for Business Mobile Clients are software clients for mobile devices, usually
mobile phones, which are primarily intended for use outside the enterprise network.)

If Skype for Business Phone Edition devices are used, an NTP time source is required.
(Windows time servers can be found with the command net time within the enterprise
network. Widows Domain Controllers typically provide an NTP time source).

B SRV: _ntp._udp.<FQDN> over port 123 to an enterprise NTP server
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8.4  Skype for Business DNS Records without the Entire

DNS Zone

When customers are unable to or unwilling to create a DNS Zone of the Public
namespace internally in their AD environment, get automatic configuration to function.

» To get automatic configuration to function:

1. Create a new DNS zone that mimics the SRV Record Domain. The figure below shows
how the finished domain will look.

Figure 8-1: Forward Lookup Zones

_;_ dnsmgmt - [DNS\NTDC\Forward Lookup Zones]

2, He acon yew Window e PNETE

Zow
= n1oc
SR B orvvard Lookup Zones
Bz _msdcs.ucstatus.int
[ {5 ucstatus.com
#- (5 vestatus.int
&) _tep.contoso.com
# (] Reverse Lookup Zones
&[] Event Viewer

- @@ R @HE 80O |

Forward Lookup Zones 4 zone(s)

Name Type Status

:;_msdcs.ucstetus.it Active Direct..,,  Running
o ucstatus, com Active Direct...  Running

] .ﬂ. ucstatus.int Active Direct...  Runnin
@ _tcp.contoso.com Active Direct...  Running I

[

2. After the SRV Domain is created, create the _sipinternaltls SRV Record in the
domain. Since the zone was created with _tcp when the record was created, it will
create it in the root of this zone.
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Figure 8-2: New Resource Record

Mew Resource Record ﬂ E

Service Location (SRY) |

Domain: I _bcp.contasa, com
Service: I _sipinternaltls j
Protocal: I _tep li

Priority: | o
YWeight: | ]
Port number I 5061

Host offering this service;

ocs, contoso, com|

[ allow any authenticated user ko update all DS records with the same
name, This setting applies only ko DRS records For a new name.

K, I Cancel

3. Viewrecord _sipinternaltls._tcp.contoso.com created in the root of the
_tcp.contoso.com zone.

Figure 8-3: Forward Lookup Zones - _tcp.contoso.com

= dnsmgmt - [DNS\NTDC\Forward Lookup Zones',_tcp.contoso.com]

2 Ele action View Window Help 18] =
= AR XFRPR XESEG
-'3-[3"5 _tcp.contoso.com 3 record(s)
=~ 5 NTDC
=} Forward Lookup Zones —E]-Nm—-" - Type - Data -
& '\;IJ _msdes.ucstatus. int = (same as parent folder) Start of Authority (SOA) [1], ntdc.ucstatus.int., hos
(=] ucstatus.com _‘%_] (same as parent folder) Name Server (NS) nitdc.ucstatus.ink.
(3 ucstatus.int ] _sipinternattis Service Location (SRV) [0)[0)[5061] ocs. contoso.c
CRi | Reverse Lookup Zones
+ (§] Event Viewer
<] | ,LJ

4. Create the host record you used when creating the SRV Record. In this scenario,
ocs.contoso.com was used. This A-record cannot be created in the SRV Zone that
was created earlier. If the host record was created in this zone, it would become
ocs._tcp.contoso.com which is not where the SRV record that was created points
to. Instead, create a new zone with the name of the host record.
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Figure 8-4: ocs.contoso.com

2 Fle Acton Yew Window Hep ST
«~ AE PR 2W 8O
2, NS Forward Lookup Zones 5 zone(s)
= nroc
BT Lockup Zone: R | Type [ status [
=i Ward Lookup Jones e - . - _
B ':l'] misdcs sk aks: i :jl_mdts.utstab.ﬁ.rt Active Direct...  Running
] el Hlucstatus.com fictive Direct..,  Rurning
(g westatus.int SHucstatus.int Active Direct..,  Running
[ _tep.contoso.com ) _tep.contaso,com Aictive Direct...  Rurning
# [y ocs.contoso.com sl ocs.contoso, com Active Direct..,  Rurining |

£ .:I Reverse Lookup Zones
&) [{) Event Viewer

5. In this zone, create a blank host record that points to the CloudBond 365 Server.
This will use the Parent (Zone Name) for this record.

Figure 8-5: ocs.contoso.com — 3 records

| =~ dnsmgmt - [DNS\NTDC\Forward Lookup Zones'\ocs.contoso.com]

2, Bl Acion WYew Window Help JETTE
= A8 XFER RE 0
=
=-E NTDC —,—,—
=1 ] Forward Lockup Zones —%—" Type Data
@ '-':J-] _msdcs. ucstabus.int ] (same as parent folder) Start of Authority (SOA) [1], ntde.ucstatus.int., hostmaste
@) (@ ucstatus.com ¥} (same a5 parent folder) Name Server (NS) nkdc.ucstatus.int.
@ (5 uestatus.int [&] (same a5 parent Folder) Host (A) 10.100.16.25 |
& _tep.contoso.com

=
+ __I Reverse Lockup Zones
& | L] Event Viewer

Warning: The above configuration, created with the management console, does not

function if you have non-Windows clients. To be able to use non-Windows clients, use
the dnscmd command line tool instead.
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8.4.1

DNS Records for Non-Windows Clients

For Contoso, the required commands are:

dnscmd . /zoneadd _sipinternaltls._tcp.contoso.com. /dsprimary dnscmd . /recordadd
_sipinternaltls._tcp.contoso.com. @ SRV 0 0 5061 sip.contoso.com.

dnscmd . /zoneadd sip.contoso.com./dsprimary dnscmd . /recordadd
sip.contoso.com. @ A 172.16.45.12

Make changes appropriate to your environment. If you're not running the command on
your Windows DNS server, replace the first dot with your server name. You may also
prefer a different zone type to dsprimary. If so, change the zoneadd commands
appropriately.
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8.5

Add DHCP Entries for Skype for Business Phone
Edition Devices

Skype for Business Phone Edition devices come in many varieties. They may be used to
log in existing Skype for Business users, or they may be configured as 'Common Area
Phones' which do not have authenticated Skype for Business users.

Skype for Business Phone Edition devices require additional configuration beyond that
required for standard Skype for Business clients. Specifically, they require configuration to
enable them to locate the Skype for Business front end servers.

This configuration may be performed directly on some model phones, or via special entries
made in a DHCP server.

Definition of Skype for Business PIN policies and common area phones can only be
performed through the Skype for Business Control panel and Skype for Business
PowerShell environments.

The following assumes a Microsoft DHCP server is available within the enterprise:
1. Goto the enterprise's DHCP server
2. Download and Install VC++ from http://support.microsoft.com/kb/2019667

3. Copy Skype for Business DHCP utilities from CloudBond 365 FE server to the DHCP
server

e \\[FE]\c$\Program Files\Common Files\Microsoft Skype for Business Server
\DHCPUtil.exe and

o \\[FE]\c$\Program Files\Common Files\Microsoft Skype for Business Server
\DHCPConfigScript.bat
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Run the utilities (use CloudBond 365 FE FQDN names, not SIP FQDN names)
with the following command:

DHCPUtil -SipServer UC-FE.cloudbond365.1ocal -WebServer UC-

FE.cloudbond365. local

-RunConfigScript
Figure 8-6: Using DHCPUil

Administrator: Command Prompt

icrosoft Windows [Version 6.2.928@1
Cc> 2812 Microsoft Corporation. All rights reserved.

slsepssAdministratored Stemp

= o

intemprdheputil —sipserver uc—fe.ac—onehox.com —wehserver uc—fe.ac—onehox.com —

Punconf igscript
SIP Server FQDN
ertificate Provisioning Service URL :

: uc—fe.ac—onebox.com

ertProvizioningService.suc

ion 12@:
PARS?5632D6665A761632D6FAERS626F78A3636F6DOA

endor Class Identifier: MS-UC-Client

Option 43 <(for vendor=MS-UC—Client>:

Full Option 43 value {Length: 172>
4747073031375632D66652E61632D6F6E6S6 26 F782E6 36 F6DA40A334343305252F4365727450726F7
62F4365727458726F 766973696 FEE6 96 E6 7?5365 72766963652E737663

sub—option
sub—option
sub—option
guh optlon

ub—o 5
.3726F766973696F6E696E67536572766963652E?3?663

1 <UC Identifier>: 4D532D55432D436C69656E74

2 <URL Scheme>: 6874747873

3 <Ueb Server FOQDN>: 75632D66652E61632D6F6E6GS626F782EG36F6D
4 {Port>: 343433

https:/suc—fe_ac—onebox.com:443 /CertProuv/

i B18C4D532D55432D436C6 9656 E740205687

{Relative Path for Cert Prov>: 2F4365727458726F762F43657274

[Executing command:
"CintempSDHCPConf igScript.bat' Configure MS-UC-—Client BBAAS?S5632D66658761632D6FGE

26F?82E636F6D 343433
E6963652E737663

intemp X

2F4365727458726F762F43657274508726F766 973696 F6E6 76 E6 75365727

5. Open the DHCP utility and verify DHCP server settings for:
e 120 UCSipServer
° 043 (001-005)
Figure 8-7: DHCP Settings
b3 DHCP (=[]
File Action View Help
| HE | = &
:? DHCP Option Mame Vendor Value Actions
| c_ontoso-dc‘in 3 001 UCIdentifier MSUCClient 4d532d 5543 2d 43 6c B Server Options iy
4 g IPvd 3| 002 URLScheme MSUCClient 6874747073 -
- Server || 5 003 WebServerFqdn MSUCClient 414353 2d 55 43 2d 46 4! More Actions
£ Policie|| 3 004 WebServerPort MSUCClient 343433
b [Z Filters || 3 05 CertProvRelPath MSUCClient 2643657274 S0 T2 6 76
b B IPvE 5 120 UCSipServer Standard D0 09 4143 53 2d 55 43 2¢
£ m » £ m »
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6. Add Server options for the following
e (005 Names Servers
° 006 DNS Servers
° 042 NTP Server.

Figure 8-8: DHCP Settings

ki DHCP [= =[]
File Action View Help
YRR &
% DHcP Option Name Vendor Value Actions
4§ contoso-dein|| 3 001 UCIdentifier MSUCClient 4d 532055432043 6¢6| | gy ar Ontions .
4 [ IPvd 5 002 URLScheme MSUCClient 6874747073 More Acti ,
15 Server || 3 003 WebServerFqdn MSUCClient 414353245543 2d 464! ore Actions
| Policie|| 3 pp4 WebServerPort MSUCClient 343433
b (7] Filters || 2 505 Name Servers Standard 192.162.0.10
b B IPvE 5 005 CertProvRelPath MSUCClient 2643657274 S0 T2 6676
3| 006 DNS Servers Standard 192.168.0.10
3| 042 NTP Servers Standard 192.168.0.10
3 120 UcsipServer Standard D009 41 43 53 2d 55 43 2
< m » € m »

7. Set pin policy

8. Open Skype for Business control panel
https://UC-FE.cloudbond365.local/CSCP

9. Set pin policy via Security > Pin Policy
a. Note the Minimum Pin Length and Allow common Pattern settings

Figure 8-9: Skype for Business PIN Policy

@\@ hitps://uic-fe.ac-onebox.net/CSCP/#MainFrameViewModel%:3L O ~ @ & || b PiN Policy - Microsot Lync... Hh oK I

Adm ator | Sign out
Lync Server 2013
5038 Privacy statement
R Userss
B4 Topology Edit PIN Policy - Global
| Commit | X Cancel (7]
) IM and Presence e
Scope: Global
‘Cj‘ Persistent Chat Name: +
k=% Voice Routing Global
|, Voice Features ——
72 Response Groups
n X B £ Minimum PIN length:
Eh  Conferencing 4 o)
i =)
& Clients N || Specify maximum logon attemptz ?
s, Federation and Maximum logon attempts:
E®  Extemnal Access
- Monitoring Euable PIN expirati
= and Archiving L Eeal TeRELes
PIN expires after (dayz):
8 Security
o Network
- story i
2 Configuration e T 08
0 =
=
[+/] Allow commaon patterns 7

b. Commit the changes.

Installation Manual 72 Document #: LTRT-26599



Installation Manual 8. Skype for Business DNS Records

10. Allow Hot desking:

a. Onthe CloudBond 365 Controller server, open the Skype for Business Server
Management Shell, and enter the command:
Set-CsClientPolicy -ldentity Global -EnableHotdesking $TRUE

11. Create a common area phone.

Device page. This page replaces the New-csCommonAreaPhone command below.

j Note: Common Area Phones may now be defined using the SysAdmin > Create
See also AudioCodes CloudBond 365 Administration Guide.

a. Onthe CloudBond 365 Controller server, open the Skype for Business Server
Management Shell, and enter the command:
New-CsCommonAreaPhone -LineUri "tel:+61387965111"
RegistrarPool "uc-fe.cloudbond365.local' -OU "OU=acs,DC=ac-
onebox,DC=com" -Description "Common Area Phone"
DisplayName
"Phone 1" -DisplayNumber " (03) 8796-5311"

Figure 8-10: Common Area Phones
2 Administrator: Lync Server Management Shell \;‘i-

65311" —RegistrarPool "uc—fe.ac—onebox.net” —0U "OlU=acs. DC=ac—onehox . DC=net" —De
i{iption "Common Area Phone' —DisplayName "Phone 1' —DisplayMumber (B3> 8796-5

: CN=Phone 1.0U=acs.DC=ac—onehox, DC=net
: uc—fe.ac—onehox.net

: True
: o sip:F27572f—ebBa-4f43-%bal-6eb42c8d5d6dPcontoso.con

PersistentChatPolicy :

onferencingPolicy

: tel:+61387965311
DizplayMumher @ (@3> 8Y96-5311
DizplayName : Phone 1
Description : Common Area Phone
[ExUmEnabled : False

PS C:sUserssAdministrator.ac—onebhox’> _

12. Setthe phones pin

e  Onthe CloudBond 365 Controller server, open the Skype for Business Server
Management Shell, and enter the command:

Set-CsClientPin —1 denti ty “Phone 1 -Pin 00000

Figure 8-11: Setting Common Area Phone PIN
PS C:wUserssAdministrator.ACGSLync?> Set—CsClientPin —Identity “Phone 1" —Pin BHBH

PinReset

ip:2fief88h2-fdd@-4ad8-... G008

13. Plug in a phone and test.

Note: For more info about configuring AudioCodes Skype for Business IP Phone See
also AudioCodes CloudBond 365 Administration Guide.
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9 Firewall Port Requirements

This chapter describes the port requirements for placing the AudioCodes CloudBond 365™
system behind a firewall.

This guide provides:

B Overview of AudioCodes CloudBond 365™ Deployment

B Perimeter Network port requirements for Reverse Proxy and Consolidated Edge

B Port Requirements if internal firewalls are deployed

Throughout this guide, AudioCodes CloudBond 365 will be referred to as CloudBond 365.

9.1 CloudBond 365 Deployment Overview

A network diagram for CloudBond 365 Standard Edition deployed in an enterprise network
is shown below:

Figure 9-1: CloudBond 365 Standard Edition
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A network diagram for CloudBond 365 Pro / Enterprise Edition deployed in an enterprise
network is shown below:
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9.1.11

Figure 9-2: CloudBond 365 Pro / Enterprise Edition
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References

The items below correspond to the entries on the Network diagrams.

Existing Corporate Firewall

Each customer will have their own existing Internet access, firewall, and network

configuration. Each will vary in capacity, features and capabilities.

The Enterprise Firewall and networks shown in the diagram are examples only. Each

CloudBond 365 installation will need to be adapted to suit the customer environment.
1. The public Internet side of the corporate firewall:
e This IP address may be required if NATing is used to access the Edge server.
e If NATing is used, Public DNS records for SIP will point here

o If the Firewall is also a Reverse Proxy server, other DNS records may point here

2. The private internal corporate LAN:

e This IP address may be used as a gateway address for internal servers to access

the Internet. e.g., Windows Updates
3.  The DMZ or other network for servers with external access:

e This IP address will be used as a gateway address for externally accessible
servers, such as Edge and Reverse Proxy.
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9.11.2

9.1.1.3

Existing Internal Corporate Servers

11. Enterprise Active Directory

e  Used for Forest trust and user replication. May also host corporate DHCP
and DNS servers

12. Enterprise Certificate Authority

e  Used to issue internal private certificates for communication with Skype for
Business servers

13. Exchange Unified Messaging Server
e  Used for enterprise Voice Voicemail features of Skype for Business
14. UC Endpoints

e  Skype for Business clients. May be either Skype for Business phone edition or
Skype for Business Client Software

e Note: Skype for Business mobile clients are used externally to the corporate
network

15. Enterprise Network Component
16. Admin Workstation

e  Typical Administrators workstation, used to access CloudBond
Management Suite application and also RDP to Skype for Business servers
for maintenance activities

17. Enterprise Revers Proxy Server (not available in the diagram)

e A Reverse Proxy server is required for some external connectivity functions
of Skype for Business, such as Skype for Business Mobile Clients. Microsoft
best practice recommends a Reverse Proxy server rather than allowing
direct external connections to the FE server.

e If the customer has an existing Reverse Proxy server, it should be
usedin preference to the internal CloudBond 365 Reverse Proxy

CloudBond 365 Physical Connections

All CloudBond 365 Editions require an internal network connection (21) for clients to
connect. It is highly recommended that an external network connection (22) is provided to
maximize the features and usability of CloudBond 365.

All versions of CloudBond 365 have “space” network adapters (23, 24) which can optionally
be used to separate network traffic and enhance network security where required.

21. Corporate LAN Connection (trusted network)
e CloudBond 365 Standard Edition uses front GE1 connector
e CloudBond 365 Pro / Enterprise Edition uses rear NIC # 1
22. DMZ Connector (untrusted public network)
e CloudBond 365 Standard Edition uses rear GE1 connector
e CloudBond 365 Pro / Enterprise Edition uses rear NIC # 2
23. Optional Edge firewall connector
e CloudBond 365 Standard Edition uses rear GE2 connector
e CloudBond 365 Pro / Enterprise Edition uses rear NIC # 3
24. Optional SBC ITSP Connection
e CloudBond 365 Standard Edition uses front GE3 connector or WAN connector
e CloudBond 365 Pro / Enterprise Edition uses rear NIC # 4
25. PSTN Connection (typically ISDN BRI or PRI)
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26. Media Gateway internal IP Address

Typically the management connection address (OAMP)
May also be media address for IP Calls e.g. OAMP + Media + Control
Default CloudBond 365 Standard edition is 192.168.0.2

9.1.1.4 CloudBond 365 Internal Connections

The CloudBond 365 Systems have an internal trusted network and an external untrusted
network (DMZ)

9.1.1.4.1 Internal Trusted Networks

It is safe to connect this network directly to the Corporate LAN. All CloudBond 365
components with connections to this network are meant to act as internal servers.

Whilst a firewall may be placed between this network and the Corporate LAN, doing so
complicates the deployment and requires significant firewall configuration.

You may use the “spare” network adapters to provide traffic separation, but doing so
requires additional manual configuration of the CloudBond 365 component affected.

Hyper-V Host IP address (Optional)

30.

31.

32.

33.

34.

35.

Applies only to CloudBond 365 Pro/Enterprise Edition
For CloudBond 365 Standard Edition, this is the same as 31

CloudBond 365 Controller IP address (UC-DC)

Used for maintenance and access to CloudBond Management Suite application
Used for Forest trust with Enterprise DC.

SfB reporting and monitoring server DB

Default 192.168.0.101

Skype for Business Standard Edition Front End Server (UC-FE)

Used for all Skype for Business processing

SfB Mediation server

Default 192.168.0.102

Entry in internal DNS typically sip.contoso.com and meet.contoso.com

Skype for Business Consolidated Edge Server (UC-Edge)

Used for Skype for Business external communications, including external users,
federation, etc.

Default 192.168.0.103

To enhance security, an additional rear Ethernet connector and internal hardware
firewall can be used to separate this server from the corporate network. See 23.

Optional Reverse Proxy Server

Available in CloudBond 365 Pro / Enterprise Edition only

May exist as external Enterprise server

Used for Mobile clients, web conferencing, address book expansion etc.
Default 192.168.0.104

Optional AudioCodes SBC

Available as optional server in CloudBond 365 Pro / Enterprise

¢ Default address 192.168.0.1

Available as SBC component of Mediant 800 gateway in CloudBond 365 standard
edition

¢ Default address 192.168.0.2
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9.1.1.4.2 External Untrusted Networks

This network may be connected directly to the Corporate DMZ. All CloudBond 365
components connected to this network have their own firewalls enabled, and are designed
for connection to untrusted networks.

You may use the “spare” network adapters to provide traffic separation, but doing so
requires additional manual configuration of the CloudBond 365 component affected.

41. Edge external connection
e  Used for external user access, federation, etc.
e May use NATing of Enterprise Firewall
° Default address 192.168.254.103

e  Entry required in Public DNS and Certificates. Typically sip.contoso.com, plus
SRV DNS records.

42. Reverse Proxy external address
e Used for Mobile clients, conferencing, address book expansion, etc.
e  Entry required in Public DNS and Certificates. Typically meet.contoso.com
e  Skype for Business traffic forwarded to Front End server (UC-FE)
43. SBC External Address
e Used as SIP Trunk endpoint from ITSP

9.1.1.4.3 One Voice Operations Center Management Network

The One Voice Operations Center Management Networks applies only when your
CloudBond 365 is to be managed by the AudioCodes Element Management System (One
Voice Operations Center), for example, for remote monitoring or for One Voice Operations
Center license pool management).

The CloudBond 365 management server should have access to the One Voice Operations
Center server usually located on the Service Provider's premises or for large companies in
the company's data center.

9.1.1.4.4 Internet Access

In general, each of the CloudBond 365 server components may need some level of internet
access, as would normally be available Enterprise network users. Access is required for
activities such as:

B Windows Activation

B Windows Updates

B General Web browsing such as Microsoft Skype for Business reference documentation
|

Downloading specific fixes and Skype for Business phone edition updates from
Microsoft web sites.

In addition, if you choose to deploy the optional CloudBond 365 Office365 connector, the
CloudBond 365 Controller (DC) will need internet access to retrieve user information from
Office365, via port 443.

Version 7.6 79 CloudBond 365



A
f & AudioCodes CloudBond 365

9.2

921

9.21.1

Perimeter Network Port Requirements

The most important components that are almost always separated by hardware firewall
devices are the Reverse Proxy and Skype for Business Edge server components. The
firewall ports required to be opened are discussed in this topic.

Reverse Proxy

The Reverse Proxy (RP) server passes traffic between the external network (Internet) and
the CloudBond 365 Front End server. This traffic allows dial-in conferencing, mobile clients,
desktop sharing amongst other features. It is largely Web based traffic.

Firewall Details for Reverse Proxy Server: External Interface #42

Figure 9-3: Reverse Proxy

Protocol/Port Use for

HTTP 80 (in) (Optional) Redirection to HTTPS if user accidentally enters HTTP instead of

HTTPS
N.B. Used by some Skype for Business Mobile Clients

HTTPS 443 (in) Address book downloads, Address Book Web Query service, client updates,

meeting content, device updates, group expansion, dial-in conferencing, and
meetings.

9.2.1.2 Firewall Details for Reverse Proxy Server: Internal Interface #34
Figure 9-4: Reverse Proxy
Protocol/Port Used for

HTTPS 4443 (in) Traffic sent to 443 on the reverse proxy external interface is redirected toa pool

9.2.2

9.221

on port 4443 from the reverse proxy internal interface so that the pool web
services can distinguish it from internal web traffic

Edge Server

The CloudBond 365 Edge server passes traffic between the external network (internet) and
the CloudBond 365 Front End and Mediation servers. This traffic includes SIP Access, Web
Conferencing, and A/V service, amongst other features. It is largely control and media
based traffic.

Determining External ANV Firewall and PortRequirements

The firewall port requirements for external (and internal) SIP and conferencing (PowerPoint
presentations, white boarding and polling) interfaces are consistent, regardless of the
version your federation partner is running. The same is not true for the Audio/Video Edge
external interface.

In most cases, the A/V Edge service requires that external firewall rules allow RTP/TCP
and RTP/UDP traffic in the 50,000 through 59,999 port range to flow in one or both
directions. For example, opening this port range is required to support certain federation
scenarios.

When reading the tables, (in) refers to traffic going from a less trusted network to a more
trusted network, such as Internet-to-perimeter or perimeter-to-corporate). For example,
traffic from the Internet to the Edge external interface or from the Edge internal interface to
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the next hop pool. (out) refers to traffic going from a more trusted network to a less trusted
network, such as corporate-to-perimeter or perimeter-to-Internet). For example, traffic from
a corporate pool to the Edge internal interface or from the Edge external interface to the
Internet. And, (in/out) refers to traffic that is going both directions.

9.2.2.1.1 Inbound/Outbound Edge Traffic

Figure 9-5: Edge Server

Figure 9-6: Edge Server
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Port range TCP and UDP 50,000-59,999 inbound and outbound is only required
when federating with partners still running Office Communic ations Server 2007,
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Interface #41
Protocol/Port
XMPP/TCP/5269 (in/out)

HTTP 80 (out)
DNS 53 (out)

SIP/TLS/MTLS/5061 (in/out)

PSOM/TLS/444 (in)

RTP/TCP/50K range (in)

RTP/TCP/50K range (out)

RTP/UDP/50K range (in)

RTP/UDP/50K range (out)

STUN/MSTURN/UDP/3478
(in/out)

STUN/MSTURN/TCP/443 (in)

9223
#33

Protocol/Port

XMPP/MTLS/TCP (out)

SIP/MTLS/5061 (in/out)
PSOM/MTLS/8057 (out)

SIP/MTLS/5062 (out)

Firewall Summary for Single/Scaled Consolidated Edge:External

Table 9-1: Edge Server

Used for

XMPP Proxy service accepts traffic from XMPP contacts in
defined XMPP federations

Checking certificate revocation lists
External DNS queries

Client to server SIP traffic for remote user access Federation and
connectivity with a hosted Exchange service

Remote user access to conferences for anonymous and federated
users

Media exchange and Windows Live Messenger if public IM
connectivity is enabled.

Required for Office Communications Server 2007 R2
interoperability
Media exchange.

Required for Office Communications Server 2007 R2
interoperability

Required for Office Communications Server 2007 R2 desktop
sharing and federation

Required for Lync 2010 application sharing, file transfer, or A/V
with Windows Live Messenger

Media exchange

Media exchange or A/V with Windows Live Messenger
Required for Office Communications Server 2007 interoperability

External user access to A/V sessions (UDP)

External user access to A/V sessions and media (TCP)

Firewall Details for Single/Scaled Consolidated Edge: Internal Interface

Table 9-2: Edge Server

Used for

Outbound XMPP traffic from XMPP Gateway service running on
Front End Server or Front End pool

SIP traffic
Web conferencing traffic from pool to Edge Server

Authentication of A/V users (A/V authentication service)
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Protocol/Port Used for

STUN/MSTURN/UDP/3478  Preferred path for media transfer between internal and external users

(out) (UDP)

STUN/MSTURN/TCP/443 Alternate path for media transfer between internal and external users

(out) (TCP)

HTTPS 4443 (out) Pushing Central Management store updates to Edge Servers

TCP 8001 (out) CloudBond 365 Edge worker process

MTLS/TCP/50001 (out) Centralized Logging Service controller using Skype for Business
Server Management Shell and Centralized Logging Service cmdlets,
ClsController command line (ClsController.exe) or agent
(ClsAgent.exe) commands and log collection

MTLS/TCP/50002 (out) Centralized Logging Service controller using Skype for Business
Server Management Shell and Centralized Logging Service cmdlets,
ClsController command line (ClsController.exe) or agent
(ClsAgent.exe) commands and log collection

MTLS/TCP/50003 (out) Centralized Logging Service controller using Skype for Business

A\
/N

Server Management Shell and Centralized Logging Service cmdlets,
ClsController command line (ClsController.exe) or agent
(ClsAgent.exe) commands and log collection

Note: We recommend that you open only the ports required to support the functionality
for which you are providing external access.

Warning: For remote access to work for any edge service, it is mandatory that SIP
traffic is allowed to flow bi-directionally as shown in the Inbound/Outbound edge traffic
figure. Stated another way, the Access Edge service is involved in instant messaging (IM),
presence, web conferencing, and audio/video (A/V).

9.2.3 Management Server
These firewall settings are required only if your CloudBond 365 is to be managed and
monitored by the AudioCodes One Voice Operations Center
B On CloudBond 365 Standard/Standard Plus Edition apply to Hyper-V Host
B On CloudBond 365 Pro/Enterprise Edition apply to Domain Controller server.

9.2.3.1 Firewall Details for Hyper-V Host Server: Internal Interface #21

Table 9-3: Hyper-V Host Server
Protocol/Port Used to

HTTPS 443 (out) Connect to the One Voice Operations Center Server to retrieve updates from

the License Pool Manager, for example, to retrieve the latest license.

Version 7.6 83 CloudBond 365




A
f & AudioCodes CloudBond 365

SNMP (UDP) 162  Connect to the One Voice Operations Center Server to send alarms raised on

(out)

the SBC/gateway platform and on the CloudBond 365 Microsoft Windows 2012
R2 platform.

SNMP (UDP) 1161 Connect to the One Voice Operations Center Server to send keep-alive traps

(out)

that are used for the One Voice Operations Center to add CloudBond devices to
the One Voice Operations Center, and for the CloudBond 365 keep-alive status.

9.2.3.2 Firewall Details for Domain-Controller Server: Internal Interface #21

Table 9-4: Domain Controller Server

Protocol/Port Used to

HTTPS 443 (out) Connect to the One Voice Operations Center Server to retrieve updates from

the License Pool Manager, for example, to retrieve the latest license.

SNMP (UDP) 162  Connect to the One Voice Operations Center Server to send alarms that are

(out)

raised on the SBC/gateway platform and on the CloudBond 365 Microsoft
Windows 2012 R2 platform.

SNMP (UDP) 1161 Connect to the One Voice Operations Center Server to send keep-alive traps

(out)

9.3

931

that are used for the One Voice Operations Center to add CloudBond devices to
the One Voice Operations Center and for the CloudBond 365 keep-alive status.

Other Port Requirements

This section describes the port requirements for internal server to server and client to
server communications.

In most cases, the IP addresses of the CloudBond 365 system domain controller and Front-
End server reside on the corporate subnet and are not separated by a hardware firewall
device. If this is also the case in your network, the remainder of this document can be
skipped and is not needed for your deployment.

Network Ports Used by Trusts

Because trusts must be deployed across various network boundaries, they might have to
span one or more firewalls. When this is the case, you can either tunnel trust traffic across
a firewall or open specific ports in the firewall to allow the traffic to passthrough.

The following table defines the server listening ports used by network trusts. The server
listening ports correspond to the numbers 11, 21 and 31 for the Domain Controllers / DNS
servers in the diagram above and are considered to be inbound for all servers.
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9.3.1.1

9.3.1.2

93121

9.3.1.2.2

Required Active Directory Trust Listening Ports: Interfaces #11, #21, #31

The following ports should be open to allow communication between the CloudBond 365
Domain Controller (33 or 23) and the Corporate Domain controller (11).

Table 9-3: AD Trust

Server Port Service
123/UDP W32Time
135/TCP RPC-EPMAP
138/UDP NetBIOS
49152 -65535/TCP RPC
389/TCP/UDP LDAP
636/TCP LDAP SSL
3268/TCP LDAP GC
3269/TCP LDAP GC SSL
53/TCP/UDP DNS
135, 49152 -65535/TCP RPC DNS
88/TCP/UDP Kerberos
445/NP-TCP/NP-UDP SAM/LSA

RPC

(*)With Registry Editor, you can modify the following parameters for RPC. The RPC Port
key values discussed below are all located in the following key in the registry:

HKEY_LOCAL_MACHINE\Software\Microsoft\Rpc\internet\ Key Data Type

Ports REG_MULTI_SZ

Specifies a set of IP port ranges consisting of either all the ports available from the Internet
or all the ports not available from the Internet. Each string represents a single port or an
inclusive set of ports. For example, a single port may be represented by 5984, and a set of
ports may be represented by 5000-5100. If any entries are outside the range of 0 to 65535,
or if any string cannot be interpreted, the RPC runtime treats the entire configuration as
invalid.

PortsinternetAvailable REG_SZ

Y or N (not case-sensitive)

If Y, the ports listed in the Ports key are all the Internet-available ports on that computer. If
N, the ports listed in the Ports key are all those ports that are not Internet-available.
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9.3.1.2.3

9.3.2

UselnternetPorts REG_SZ

Y or N (not case-sensitive) Specifies the system default policy.

If Y, the processes using the default will be assigned ports from the set of Internet-available
ports, as defined previously.

If N, the processes using the default will be assigned ports from the set of intranet-only
ports.

Example:

1. Add the Internet key under: HKEY_LOCAL_MACHINE\Software\Microsoft\Rpc

2. Under the Internet key, add the values "Ports" (MULTI_SZ), "PortsinternetAvailable"
(REG_SZ), and "UselnternetPorts" (REG_SZ).

In this example ports 5000 through 5100 inclusive have been arbitrarily selected to
help illustrate how the new registry key can be configured. For example, the new
registry key appears as follows:

] Ports: REG_MULTI_SZ: 5000-5100
[ | PortsinternetAvailable: REG_SZ: Y
[ | UselnternetPorts: REG_SZ: Y

3. Restart the server. All applications that use RPC dynamic port allocation use ports
5000 through 5100, inclusive. In most environments, a minimum of 100 ports should
be opened, because several system services rely on these RPC ports to communicate
with each other.

You should open up a range of ports above port 5000. Port numbers below 5000 may
already be in use by other applications and could cause conflicts with your DCOM
application(s). Furthermore, previous experience shows that a minimum of 100 ports should
be opened, because several system services rely on these RPC ports to communicate with
each other.

Ports and Protocols Used by the Skype for Business Internal
Servers

This section summarizes the listening ports and protocols used by the Skype for Business
Server components with listening interface 5 in the before mentioned diagram

/N

Warning: Windows Firewall must be running before you start the Skype for Business
Server.

9.3.2.1 Required CloudBond 365 Server listening Ports on InterfaceNumber
#21
Table 9-4: Skype for Business Servers
Server Ports Service name Notes
80/TCP * IIS service Used for accessing the CloudBond 365 sysadmin
interface
135/TCP Skype for Business ' Used for DCOM based operations such as Moving

Server Front- End | Users, User Replicator Synchronization, and Address
service Book Synchronization.
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Server Ports

443/TCP

444/TCP

445/TCP

448/TCP

1434/UDP

3389/TCP *

4443/TCP

5060/TCP

5061/TCP

5062/TCP

5063/TCP

Service name

Skype for Business
Server Web
Compatibility service

Skype for Business
Server Front- End
service

Skype for Business
Server Master
Replicator Agent
service

Skype for Business
Server Bandwidth
Policy Service

SQL Browser

TermService

Skype for Business
Server Web
Compatibility service

Skype for Business
Server Mediation
service

Skype for Business
Server Front- End
service

Skype for Business
Server IM
Conferencing
service

Skype for Business
Server Audio/Video
Conferencing service

Notes

Used for communication from Front End Servers to
the web farm FQDNSs (the URLs used by 1IS web
components).

Used for HTTPS communication between the Focus
(the Skype for Business Server component that
manages conference state) and the individual
servers.

This port is also used for TCP communication
between Front End Servers and Survivable Branch

Used to push configuration data from the Central
Management store to servers running Skype for
Business Server.

Used for call admission control by the Skype for
Business Server Bandwidth Policy Service.

SQL Browser for local replicated copy of Central
Management store data in local SQL Server instance

Used for accessing the server through an RDP client

Used for communication from Front End Serversto
the web farm FQDNSs (the URLs used by the External
[IS web components).

Used for incoming SIP requests from the PSTN
gateway to the Mediation Server

Used by Standard Edition servers and Front End
pools for all internal SIP communications between
servers (MTLS), for SIP communications between
Server and Client (TLS) and for SIP communications
between Front End Servers and Mediation Servers
(MTLS). Also used for communications with
Monitoring Server.

Used for incoming SIP requests for instant messaging
(IM) conferencing.

Used for incoming SIP requests for audio/video (A/V)
conferencing.
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Server Ports

5064/TCP

5065/TCP

5066/TCP

5067/TCP

5070/TCP

5071/TCP

5072/TCP

5073/TCP

5075/TCP

5076/TCP

5080/TCP

5081/TCP

5082/TCP

Service name

Skype for Business
Server Conferencing
Attendant service
(dial-in
conferencing)

Skype for Business
Server Application
Sharing service

Not applicable

Skype for Business
Server Mediation
service

Skype for Business
Server Mediation
service

Skype for Business
Server Response
Group service

Skype for Business
Server Conferencing
Attendant service
(dial-in
conferencing)

Skype for Business
Server Conferencing
Announcement
service

Skype for Business
Server Call Park
service

Skype for Business
Server Audio Test
service

Skype for Business
Server Bandwidth
Policy Service

Skype for Business
Server Mediation
service

Skype for Business
Server Mediation
service

Notes

Used for incoming SIP requests for dial-in
conferencing.

Used for incoming SIP listening requests for
application sharing.

Used for outbound Enhanced 9-1-1 (E9-1-1) gateway.

Used for incoming TLS SIP requests from the PSTN
gateway to the Mediation Server.

Used by the Mediation Server for incoming requests
from the Front End Server to the Mediation Server.

Used for incoming SIP requests for the Response
Group application.

Used for incoming SIP requests for Microsoft Skype
for Business 2010 Attendant (dial in conferencing).

Used for incoming SIP requests for the Skype for
Business Server Conferencing Announcement service
(that is, for dial-in conferencing).

Used for incoming SIP requests for the Call Park
application.

Used for incoming SIP requests for the Audio Test
service.

Used for call admission control by the Bandwidth
Policy service for A/V Edge TURN traffic.

Used for outgoing SIP requests from the Mediation
Server to the PSTN gateway.

Used for outgoing SIP requests from the Mediation
Server to the PSTN gateway.
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Server Ports

8057/TCP

8058/TCP

8404/TCP

8861/TCP

8863/TCP

49152-65335/TCP

49152-
57500/TCP/UDP

57501-
65335/TCP/UDP

Service name

Skype for Business
Server Web
Conferencing
service

Skype for Business
Server Web
Conferencing
Compatibility service

Skype for Business
Server Response
Group service

EMS Agent

EMS Agent (One
Voice Operations
Center)

Skype for Business
Server Application
Sharing service

Various

Skype for Business
Server Audio/Video
Conferencing service

Notes

Used to listen for Persistent Shared Object Model
(PSOM) connections from client.

Used to listen for Persistent Shared Object Model
(PSOM) connections from the Live Meeting client and
previous versions of Communicator.

Used for incoming SIP requests for the Response
Group application.

Used for report components alarms from the EMS
Monitor Agents to the EMS main agent.

Used by the EMS main agent to retrieve the status
from the EMS Monitor Agents.

Media port range used for application sharing. This
range can be restricted with the Set-CSWebServer

<FQDN of Web Server> -AppSharingPortCount <at
least 100> -AppSharingPortStart <port start> cmdlet

Media port range used for audio conferencing on all
internal servers. Used by all servers that terminate
audio: Front End Servers (for Skype for Business
Server Conferencing Attendant service, Skype for
Business Server Conferencing Announcement
service, and Skype for Business Server Audio/Video
Conferencing service), and Mediation Server. This
range can be restricted with the Set-CSWebServer
<FQDN of Web Server> - AudioPortCount <at least
100> -AudioPortStart

<port start>cmdlet

Media port range used for video conferencing. This
range can be restricted with the Set-CSWebServer

<FQDN of Web Server> -VideoPortCount <atleast
100> -VideoPortStart <port start> cmdlet

A\

Note: *Those ports are only required to be open from management workstations
(identified by number 16 in the diagram.
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Note: Some remote call control scenarios require a TCP connection between the Front
End Server or Director and the PBX. Although Lync 2010 no longer uses TCP port 5060,
during remote call control deployment you create a trusted server configuration, which
associates the RCC Line Server FQDN with the TCP port that the Front End Server or
Director will use to connect to the PBX system. For details, see the
CsTrustedApplicationComputer cmdlet in the Skype for Business Server Management
Shell documentation.

9.3.2.2 Ports and Protocols Used By Skype for Business Clients (Diagram # 14)

Port

67/68/DHCP

443/TCP (TLS)

443/TCP
(PSOM/TLS)

443/TCP
(STUN/MSTURN)

3478/UDP
(STUN/MSTURN)

5061/TCP (MTLS)

6891-6901/TCP

1024-65535*
TCP/UDP

1024-65535*
TCP/UDP

1024-65535 * TCP
1024-65535* TCP

67/68* DHCP

Table 9-7: Skype for Business Clients

Notes

Used by Skype for Business Server to find the Registrar FQDN (that is, if
DNS SRV fails and manual settings are not configured).

Used for client-to-server SIP traffic for external user access.

Used for external user access to web conferencing sessions.

Used for external user access to A/V sessions and media (TCP)

Used for external user access to A/V sessions and media (TCP)

Used for client-to-server SIP traffic for external user access.

Used for file transfer between Lync 2010 clients and previous clients (clients

of Microsoft Office Communications Server 2007 R2, Microsoft Office
Communications Server 2007, and Live Communications Server 2005).

Audio port range (minimum of 20 ports required)

Video port range (minimum of 20 ports required).

Peer-to-peer file transfer (for conferencing file transfer, clients use PSOM).
Application sharing.

Used by the listed devices! to find the Skype for Business Server
certificate, provisioning FQDN, and Registrar FQDN.

Note:

A\

configure specific ports for these media types, use the

CsConferencingConfiguration cmdlet (ClientMediaPortRangeEnabled, ClientMediaPort,
and ClientMediaPortRange parameters).
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Note: Skype for Business Server clients automatically creates the required operating-
system firewall exceptions on the client computer.

Note: The ports that are used for external user access are required for any scenario in
which the client must traverse the organization’s firewall (for example, any external
communications or meetings hosted by other organizations).

A\
A\

9.3.3 Windows Update and SysAdmin Update Port Requirements

To be able to download updates for the Microsoft software, the TCP port 8530 needs to be
opened to the Internet from interfaces 31, 32, 33 via 21,2 and 1. In addition to Microsoft
updates, AudioCodes also provides an update service for the Sysadmin interface. To be
able to receive updates on Sysadmin, TCP port 8350 needs to be opened to the internet as
well.

9.3.4 Port Requirements for Integration with Exchange 2010 SP1
Unified Messaging

Microsoft Exchange Server 2010 Unified Messaging (UM) requires that several TCP and
User Datagram Protocol (UDP) ports be used to establish communication between servers
running Exchange 2010 and other devices. By allowing access through these IP ports, you
enable Unified Messaging to function correctly. This topic discusses the TCP and UDP
ports used in Exchange 2010 Unified Messaging.

9.3.4.1 Unified Messaging Protocols and Services

Exchange 2010 Unified Messaging features and services rely on static and dynamic TCP
and UDP ports to ensure correct operation of the computer running the Unified Messaging
server role. When Exchange 2010 is installed, static Windows Firewall rules are added for
Exchange. If you change the TCP ports that are used by the Unified Messaging server role,
you may also need to reconfigure the Windows Firewall rules to allow Unified Messaging to
work correctly.

Warning:. On Exchange 2010 Unified Messaging servers, Exchange setup creates
the SESWorker (TCP-In) and SESWorker (GFW) (TCP-In) rules which allow
inbound communication without any TCP port restrictions. We recommend you disable
A these two rules after you've setup the Unified Messaging server, and create a new rule to
allow only the ports required for the SESWorker process which include 5065 and 5067 for
TCP (unsecured). 5066 and 5068 for mutual TLS (secured). For details, see Exchange
Network Port Reference.

9.3.4.1.1 Session Initiation Protocol

Session Initiation Protocol (SIP) is a protocol used for initiating, modifying, and ending an
interactive user session that involves multimedia elements such as video, voice, instant
messaging, online games, and virtual reality. It's one of the leading signaling protocols for
Voice over IP (VolP), together with H.323. Most VolP standards-based solutions use either
H.323 or SIP.

However, several proprietary designs and protocols also exist. These VolP protocols
typically support features such as call waiting, conference calling, and call transfer.
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9.34.1.2

9.34.1.3

9.34.14

SIP clients such as IP gateways and IP Private Branch eXchanges (PBXs) can use TCP
and UDP port 5060 to connect to SIP servers. SIP is used only for setting up and tearing
down voice or video calls. All voice and video communications occur over Real-time
Transport Protocol (RTP).

Real-time Transport Protocol

Real-time Transport Protocol (RTP) defines a standard packet format for delivering audio
and video over a specific network, such as the Internet. RTP carries only voice/video data
over the network. Call setup and teardown are generally performed by the SIP protocol.

RTP doesn't require a standard or static TCP or UDP port to communicate with. RTP
communications occur on an even number UDP port, and the next higher odd number port
is used for TCP communications. Although there are no standard port range assignments,
RTP is generally configured to use ports 1024 and 65535. It's difficult for RTP to traverse
firewalls because it uses a dynamic port range.

Unified Messaging Web Services

The Unified Messaging Web services installed on a Client Access server use IP for
network communication between a client, the Unified Messaging server, the Client Access
server, and computers running other Exchange 2010 server roles. There are several
Exchange 2010 Outlook Web App and Microsoft Office Outlook 2007 client features that
rely on Unified Messaging Web services to operate correctly.

The following Unified Messaging client features rely on Unified Messaging Webservices:

B Voice mail options available with Exchange 2010 Outlook Web App, including the Play
on Phone feature and the ability to reset a PIN.

B Play on Phone feature found in the Outlook 2007 client.

Warning:. When an organization uses the Play on Phone and other client

features in Exchange 2010 Unified Messaging, a computer running the Client Access,
Hub Transport, and Mailbox server roles within the same Active Directory site is required
in addition to the computer or computers that have the Unified Messaging server role
installed.

Port Assignments

The following table shows the IP ports that Unified Messaging uses for each protocol and
whether the IP ports used for each protocol can be changed.

IP ports used for Unified Messaging protocols

Table 9-8: Unified Messaging

Protocol TCP Port UDP Port Can Ports be Changed?
SIP (Microsoft 5060 (unsecured) Ports can be changed in the
Exchange 5061 (secured) Msexchangeum.config configuration file.
Unified The service listens
Messaging on both ports.
service)
SIP (UM 5065 and 5067 Ports can be changed in the
worker for TCP Msexchangeum.config configuration file.
process) (unsecured). 5066
and 5068
for mutual TLS
(secured)
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Protocol TCP Port

RTP

Unified 443
Messaging
Web service

UDP Port Can Ports be Changed?

Ports Ports can be changed in the

between Msexchangeum.config configuration file. The
1024 and = Msexchangeum.config file is located in the

65535 \Program Files\Microsoft\Exchange\V14\bin folder

on an Exchange 2010 Unified Messaging server.

The port is configured on the Web site thathosts
the Unified Messaging virtual directory. The port
can be changed using IIS Manager.

In addition, the following table provides information about port, authentication, and
encryption for data paths between UM servers and other servers.

9.3.4.1.4.1 Unified Messaging Server Data Paths

Table 9-9: Unified Messaging

Data Path Required Ports Default Supported Encryption Encrypted
Authentication Authentication Supported? by Default?
Active 389/TCP/UDP Kerberos Kerberos Yes, using Yes
Directory (LDAP), 3268/TCP Kerberos
access (LDAP GC), encryption
88/TCP/UDP
(Kerberos),
53/TCP/UDP
(DNS), 135/TCP
(RPC netlogon)
Unified 5060/TCP , By IP address By IP address, | Yes, using No
Messaging 5065/TCP, MTLS SIP/TLS,
Phone SRTP
interaction (IP 5067/TCP
PBX/VolP (unsecured),
5061/TCP,
Gateway)
5066/TCP,
5068/TCP
(secured), a
dynamic port from
the range 16000-
17000/TCP
(control), dynamic
UDP ports from the
range 1024-
65535/UDP (RTP)
Unified 80/TCP, 443/TCP | Integrated Basic, Digest, Yes, using Yes
Messaging (SSL) Windows NTLM, SSL
Web Service authentication Negotiate
(Negotiate) (Kerberos)
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Data Path Required Ports

Default
Authentication

Supported
Authentication

Encryption Encrypted
Supported? by Default?

Unified 5075, 5076, 5077 | Integrated Basic, Digest, Yes, using Yes
Messaging (TCP) Windows NTLM, SSL
server to Client authentication Negotiate
Access server (Negotiate) (Kerberos)
Unified Dynamic RPC NTLM/Kerberos A NTLM/Kerberos | Yes, using Yes
Messaging RPC
server to Client encryption
Access server
(Play on
Phone)
Unified 25/TCP (TLS) Kerberos Kerberos Yes, using Yes
Messaging TLS
server to Hub
Transport
server
Unified 135/TCP (RPC) NTLM/Kerberos ' NTLM/Kerberos | Yes, using | Yes
Messaging RPC
Server to encryption
Mailbox server
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10

Hardware Installation

This part provides a hardware description and step-by-step cabling procedures for
AudioCodes' CloudBond 365 Pro and Enterprise Box Editions.

10.1 Specifications
The table below shows the CloudBond 365 specifications.
Table 10-1: CloudBond 365 Specifications
Resource Specifications
CloudBond 365 Pro Box Edition CloudBond 365 Enterprise Box Edition
Chassis Type 1RU system 1RU system
CPU 6 Core Processor 2 Processors with 12 Cores
Memory 32GB RAM 64GB RAM
Network 4 x 1 GbE ports 4 x 1 GbE ports
Disk 2HDD with RAID 1 4HDD with RAID 5
CD/DVD SATA CD/DVD R/IW SATA CD/DVD RIW
Installation Interface VGA Monitor and Keyboard VGA Monitor and Keyboard
10.2 Physical Description
This chapter provides a physical description of the device.
10.2.1 Physical Dimensions
The device's physical dimensions are listed in the table below.
Table 10-2: Physical Dimensions
Iltem Description
Physical Dimensions 1U x 445 mm x 743 mm (HXWxD)
Weight 27.27 kg (60.00 Ib)
Environmental Operational: 10 to 35°C
10.2.2 Front Panel

The CloudBond 365 features an 8-SFF (Small Form Factor) cage for standard internal
storage hard drives. The device's front panel is shown in the figures below and described in
the subsequent table.

Figure 10-1: Front Panel
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Table 10-3: Front Panel

ltem # Description

SAS/SATA/SSD drive bay 1
SAS/SATA/SSD drive bay 2
SAS/SATA/SSD drive bay 3
SAS/SATA/SSD drive bay 4

SAS/SATA/SSD drive bay 5
SAS/SATA/SSD drive bay 6
SAS/SATA/SSD drive bay 7

Systems Insight Display

© 00 N o o b~ w DN

DVD-ROM drive (optional)

[N
o

SAS/SATA/SSD drive bay 8 (optional)

[N
[

Front video connector (front video port adapter required)

[iny
N

USB connectors (2)

13

10.2.2.1 Front Panel LEDs

The front panel LEDs are shown in the figure below and described in the subsequent table.
Figure 10-2: Front Panel LEDs

Serial number tab
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Table 10-4: Front-Panel LEDs

Iltem # Description Status

1 UID LED/button « Solid blue = Identification is activated.
o Flashing blue = System is being managed remotely.
« Off = Identification is deactivated.

2 Power On/Standby * Solid green = System is On.

button/LED « Flashing green = Waiting for server power sequence.
o Solid amber = System is in standby, but power is still
applied.

« Off = Power cord is not attached, power supply failure
has occurred, no power supplies are installed, facility
power is not available, or the power button cable is
disconnected

3 Health LED « Solid green = System health is normal.

« Flashing amber = System health is degraded.

« Flashing red = System health is critical.

« Fast flashing red = Power fault (check system and

devices).
4 Aggregate network ¢ Solid green = Link to network.
LED o Flashing green = Network activity.

o Off = No network connection.

10.2.3 Rear Panel

The rear panel is displayed in the figure below and described in the subsequent table.

Figure 10-3: Rear Panel
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Table 10-5: Rear Panel

Item # Description
1 4 GbE ports
2 Video connector
3 Serial connector
4 HP iLO port (see http://www8.hp.com/us/en/products/servers/ilo/)
5 USB connectors (4)
6 Power supply bay 1 (primary and redundant power supply supported)
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ltem # Description
7 Power supply bay 2 (primary and redundant power supply supported)

10.2.3.1 Rear Panel LEDs

The rear panel LEDs are shown in the figure below and described in the subsequent table.

Figure 10-4: Rear Panel LEDs

Table 10-6: Rear Panel LEDs

Item # Description Status

Solid green = Activity exists.
Flashing green = Activity exists.
o Off = No activity exists.
2 iLO NIC link LED « Solid green = Link exists.
o Off = No link exists.

3 UID button/LED « Solid blue = Identification is activated.
o Flashing blue = System is being managed remotely.
« Off = Identification is deactivated.

4 Power Supply 2 « Solid green = Normal.
LED « Off = One or more of the following conditions exists:
v" AC power unavailable.
v Power supply failed.
v Power supply in standby mode.
v' Power supply exceeded current limit.

5 Power Supply 1 « Solid green = Normal.
LED « Off = One or more of the following conditions exists:
AC power unavailable.
Power supply failed.
Power supply in standby mode.
Power supply exceeded current limit.

1 Standard NIC
activity LED

AR NRNRN
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10.3 Deploying the Device

This chapter shows how to deploy the device in a commercial rack mount kit.

10.3.1 Hardware Kit Contents

Note: When installing the rack rails, be sure they are oriented Front Left and Front Right,
as indicated on the rails.

Warning: To reduce the risk of personal injury or damage to the equipment, at least two
people are required to lift the server during installation or removal.

Figure 10-5: Hardware Kit Contents

Front Right

You must provide:

B Screws to secure the slide mounting bracket assemblies in a threaded-hole rack
B Cage nuts for a round-hole rack

B Screws that fit a threaded-hole rack

B The appropriate screwdriver for the screws

10.3.2 Overview

This rack hardware kit supports a variety of products in round-, square-, or threaded-hole
racks. Use the legend to identify installation steps appropriate to the type of rack.

Note: If you are shipping the server installed in a rack, see the additional instructions
located in "Preparing the product for integrated shipping in a rack" before proceeding.
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10.3.3 Rack Identification Legend

Figure 10-6: Rack Identification Legend

Round-hole racks Square-hole racks Threaded-hole racks

No tools required No tools required -

10.3.4 Installing the Rail Kit into a Rack

Figure 10-7: Rail Kit

Warning: To avoid risk of personal injury or damage to the equipment, do not stack
anything on top of rail-mounted equipment or use it as a work surface when extended

from the rack.

Caution: Always plan the rack installation so that the heaviest item is on the bottom of
the rack. Install the heaviest item first, and continue to populate the rack from the bottom

to the top.
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Figure 10-8: Installing Rail Kit

Version 7.6 103 CloudBond 365



Fa Wl

f & AudioCodes CloudBond 365

Warning: To reduce the risk of personal injury or equipment damage, be sure that the
A rack is adequately stabilized before sliding the inner slides into the slide mounting bracket

assemblies.

Warning: To reduce the risk of personal injury or damage to the equipment, at least two
people are required to lift the server during installation or removal.

Caution: Be sure to keep the product parallel to the floor when sliding the inner slides
into the slide mounting bracket. Tilting the product up or down could result in damage to

the slides.

Figure 10-9: Installing Rail Kit Cont’d
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10.3.5 Removing the Rail

When removing the rail from the rack, always remove the front of the rail first.

Figure 10-10: Removing the Rail

10.3.6 Securing the Cables

Figure 10-11: Securing the Cables

10.3.7 Connecting the Power Cords

After completing all installation and cable management procedures, you can connect the
power cords to the facility power source. See Section 10.4.2 on page 107 for detailed
information. The installation is complete.
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10.3.8 Preparing the Product for Integrated Shipping in a Rack

Note: You must provide screws to secure the slide mounting bracket assemblies in a
threaded-hole rack.

hole rack for integrated shipping.

é Note: Use the integrated shipping hardware included with this kit to prepare a square-

Figure 10-12: Preparing Product for Integrated Shipping in Rack

L

I

i
3

10.3.9 Loosening the Shipping Screws

To slide the server out of the rack, open the latches and loosen the shipping screws.

Figure 10-13: Loosening Shipping Screws

e ————
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10.4

A\

104.1

>

10.4.2

A\
/N

Cabling

This chapter shows how to cable the device. Intra-building connections of the device
require the use of shielded cables grounded at both ends.

Caution: The intra-building ports of the equipment are suitable for connection to intra-
building or unexposed wiring or cabling only. The intra-building ports of the equipment
must not be metallically connected to interfaces that connect to the Outside Plant
(OSP) or its wiring. These interfaces are designed for use as intra-building interfaces
only (Type 2 or Type 4 ports, as described in GR-1089—CORE, Issue 4) and requires
isolation from the exposed OSP cabling. The addition of primary protectors is not
sufficient protection to connect these interfaces metallically to OSP wiring.

Grounding

The device is intended for use in both common bonding networks and isolated bonding
networks. Grounding must comply with local, national, and other applicable government
codes and regulations. Dedicated safety grounds are implemented on the product. The
product uses a standard three wire cord that includes a safety ground for each power

supply.

Warning: To ensure the safety ground, at least one power supply with an
appropriately terminated ground lead must be installed at all times.

Tip: To ensure the safety ground, at least one power supply with an appropriately
terminated ground lead must be installed at all times.

Connecting to Power

This section shows how to connect the device to the power supply. The device can be
connected to an AC power source.

You can connect both Power Supply modules (1 and 2), for 1+1 power load-sharing and
redundancy. Each module provides a power socket on the device's rear panel. If both
power modules are used, make sure that you connect each one to a different power supply
socket.

Note: When connecting both Power Supply modules, the two AC power sources must
have the same ground potential.

Warning: The device must be connected (by service personnel) to a socket-outlet with
a protective earthing connection.
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10.4.2.1 Connecting to AC Power Source
The AC power supply specifications are listed in the table below.

Table 10-7: AC Power Supply Specifications

Specification Value

Input requirements -

Rated input voltage 100 V AC-240 V AC

Rated input frequency 50 Hz or 60 Hz

Rated input current 3.5-8.5A

Rated input power = 843 W at 100 V AC input
= 811 W at 200V AC input

Btus per hour = 2878 at 100 V AC input

= 2769 at 200 V AC input

Power supply output -

Rated steady-state power = 750 W at 100 V to 120 V AC input
= 750W at 200 V to 240 V AC input
Maximum peak power = 750W at 100 V to 120 V AC input

= 750W at 200 V to 240 V AC input

A Warning: Use only the AC power cord supplied with the device.

Caution: To reduce the risk of electric shock or damage to the equipment:

e Do not disable the power cord grounding plug. The grounding plug is an important
safety feature.

/ﬁ\ e Plug the power cord into a grounded (earthed) electrical outlet that is easily accessible
at all times.

e Unplug the power cord from the power supply to disconnect power to the equipment.

e Do not route the power cord where it can be walked on or pinched by items placed
against it. Pay particular attention to the plug, electrical outlet, and the point where the
cord extends from the server.

Note:
e This equipment is intended for installation where the NEC (National Electrical
Code) applies.

e The safety ground of the AC power cord must terminate the chassis to the interior
equipment grounding system.
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» To connect the device to the AC power supply:

1. Connect the AC power cord (supplied) to one of the power sockets located on the rear
panel.

Figure 10-14: Connecting AC Power Cords to AC Electrical Outlets

2. Connect the other end of the power cord to a standard AC electrical outlet (100-
240V~50-60 Hz).

3. For load sharing and power redundancy, repeat steps 1 through 2, but using the power
socket of the second Power Supply module and connecting this to a different supply
circuit.

4. Turn on the power at the power source (if required).

5. Check that the POWER LED on each Power Supply module (front panel) is lit green.
This indicates that the device is receiving power.

10.4.3 Connecting Display and Keyboard

To perform initial configuration, display and keyboard are required.
B Connect the display to the 15-pin HD D-Sub (HD-15) VGA port on the CloudBond 365.
B Connect the keyboard to the USB port.

10.4.4 Connecting the Device to the IP Network

This section shows how to connect the device to the IP network.

» To connect the device to the IP network:

B Use an Ethernet cable to connect an RJ-45 network port on the server's rear panel to
the LAN.

Figure 10-15: Connecting the Device to the IP Network

RI-45 ports RI-45 ports

RI-45 ports

CATS, 58 or6 cable/
with RJ-45 connector
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Notes:

365 chassis.

e The HP iLO port is not used for management of the CloudBond 365 application; it's
used only for hardware management.
For more information, see also http://www8.hp.com/us/en/products/servers/ilo/.

i e The first port used for OAM&P is located on the lowermost right of the CloudBond

10.5 Initial Configuration

See the AudioCodes CloudBond 365 - Pro-Enterprise Box Edition - Quick Start for software
configuration.

10.6 Setting up iLO

The CloudBond 365 Pro and Enterprise Box Edition server are equipped with the HP
Integrated Lights-Out (iLO) interface and are shipped with the 'iLO Advanced' license key.

The iLO subsystem is a standard component of HP ProLiant servers that simplifies initial
server setup, server health monitoring, power and thermal optimization, and remote server
administration. The iLO subsystem includes an intelligent microprocessor, secure memaory,
and a dedicated network interface. This design makes iLO independent of the host server
and its operating system.

iLO monitors all key internal subsystems. When enabled, SNMP alerts are sent directly by
iLO, regardless of the host operating system or whether a host operating system is
installed. Embedded remote support software is available on HP ProLiant servers with iLO
4, regardless of the operating system software and without installing OS agents on the
server.

For more information on how to set up and use the iLO advanced capabilities, see the HP
iLO User Guide available at http://h10032.www1.hp.com/ctg/Manual/c03334051.

> To usethe HPiLO interface:

1. Connect to the iLO interface; refer to Section Connecting iLO to the network in the HP
iLO User Guide.

2. Log in to the iLO web interface; refer to Section Setting up iLO by using the iLO web
interface in the HP iLO User Guide.

3. Activate the iLO advanced license; refer to Section Activating iLO licensed features in
the HP iLO User Guide. Use the iLO advanced license key shipped with the
CloudBond 365 Pro and Enterprise Box Edition servers.

Note: The CloudBond 365 servers may be shipped with the iLO advanced license
already activated and therefor there is no need to manually activate it.

Installation Manual 110 Document #: LTRT-26599


http://www8.hp.com/us/en/products/servers/ilo/
http://h10032.www1.hp.com/ctg/Manual/c03334051

Installation Manual 10. Hardware Installation

10.7

10.7.1

10.7.1.1

10.7.1.2

10.7.2

10.7.2.1

Hardware Maintenance

In case hardware maintenance or repair is required for this device, contact AudioCodes
RMA at http://www.audiocodes.com/support.

Prerequisites

Before performing any maintenance procedures, read this section.

Grounding the Device

Before performing any maintenance procedures, ensure that your device is properly
grounded.

Preventing Electrostatic Discharge Damage

Electrostatic discharge (ESD) due to improper handling of the device's modules and
components can cause irreversible damage to the equipment. Adhere to the following
guidelines for preventing ESD:

B When handling modules, always wear a grounded ESD wrist strap or ankle strap at a
grounded work area to prevent ESD. Connect the equipment end of the strap to a
grounded workstation or computer chassis.

B To prevent static electrical damage to the module, do not touch the electrical
components of the module. Instead, hold the module only on the edges where no
electrical components are located.

Ensure that the modules are securely installed in the chassis.

» To attach an ESD wrist strap to the chassis:

1. Attach the ESD wrist strap to your body (typically, the wrist) so that it is in direct
contact with your skin.

2. Attach the other end of the wrist strap (e.g., an alligator clip) to a grounded workstation
or computer chassis.

Replacing Power Supply Modules

This section shows how to replace the power supply modules.

Replacing AC Power Supply

Caution: To prevent improper cooling and thermal damage, do not operate the server
unless all bays are populated with either a component or a blank.

» Toremove the component:

Power down the server.

N

Remove all power:

a. Disconnect each power cord from the power source.
b. Disconnect each power cord from the server.

3. Access the product rear panel.
4. Remove the power supply.
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Warning: To reduce the risk of personal injury from hot surfaces, allow the power supply
or power supply blank to cool before touching it.

Figure 10-16: Removing Component

To replace the component, reverse the removal procedure.

10.7.3 Troubleshooting Device Failures

Contact AudioCodes RMA at www.audiocodes.com/support to troubleshoot device failures
(such as fan alarms).
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11 Software Installation

This chapter describes how to install the CloudBond 365 Software. It is intended primarily
for AudioCodes staff and dealers; however, may also be used as a guide for re-loading
software onto existing AudioCodes hardware, such as for system recovery.

The Software Install Wizard described in the guide is capable of installing software for:
B CloudBond 365 Standard Box Edition

B CloudBond 365 Standard+ Box Edition

B CloudBond 365 Pro Box Edition

B CloudBond 365 Enterprise Box Edition

B CloudBond 365 Virtualized Edition

B User Management Pack 365

The Software Install Wizard can optionally install the following:

B Skype for Business Consolidated Edge Server on Branch / Paired Pool Deployment
B AudioCodes SBC software

B A Reverse Proxy Server

The Software Install Wizard can also deploy CloudBond 365 in two forms:
B Standalone Deployment
B Branch/ Paired Pool Deployment

11.1 Software Installer

The software installer consists of several components:

B A bootable USB drive containing a WinPE environment

B AnISO image of the CloudBond 365 Software

B A Software Configuration Wizard to gather data for installation
]

An automated software installer to install the CloudBond 365 software to match a
requested configuration

11.2 Configurations

The Software installer and Configuration Wizard allow for installation of multiple
configurations of the CloudBond 365 software.

The Software installer and Configuration Wizard allow the CloudBond 365 software to be
installed onto a Bare Metal hardware platform, or onto one with Windows 2012 R2
operating system already installed.

The software installer supports only the approved AudioCodes hardware.
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11.2.1 Hyper-V Host with Virtual Machines

The Hyper-V Host with Virtual Machines deployment model installs Hyper-V on the
selected host machine, and the three CloudBond 365 Servers (Controller, Fe, and Edge) as
three separate virtual machines within Hyper-V.

This option is suitable for CloudBond 365 Pro Box and Enterprise Box Editions. (e.g.,

AudioCodes HP Servers).

Figure 11-1: Hyper-V Host with Virtual Machines

CLEZUDBOND#

(Windows 2012 R2 Hyper-V Host)

@dioCodes HP Server
@per—v
_ .

Active Directory

Standard Edition Server

R

Consolidated Edge Server

Optional SBC

Optional Reverse Proxy

\
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11.2.2 Co-located Hyper-V / Domain Controller with Virtual Machines

The co-located Hyper-V / Domain Controller with Virtual Machines install the CloudBond
365 Controller (DC) and Hyper-V within the host machine, with the remaining CloudBond
365 Servers (FE and Edge) as Hyper-V virtual machines.

This option is suitable for CloudBond 365 Standard / Standard+ Box Editions (e.g.
AudioCodes Mediant 800B OSN server).

Figure 11-2: Co-Located DC and Hyper-V

CLEZUDBOND
Mediant 800 OSN \
(Windows 2012 R2)
Active Directory
Hyper-V
Standard Edition Server
Consolidategge Server
E
S
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11.2.3 Standalone Deployment

A standalone deployment is typically used for the first CloudBond 365 system installed for a

customer.
Figure 11-3: Standalone Deployment
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11.2.4 Branch/Paired Pool Deployment

A Branch / Paired Pool Appliance Deployment (BPA) is used where the customer already
has an existing CloudBond 365 system deployed. A BPA deployment is used for the
second and subsequent CloudBond 365 Deployments within the same customer
environment.

There are many possible configurations and reasons for installing a BPA. Typically, it is to
provide either:

B Continuous service to a Branch site with slow or unreliably WAN links. This is similar to

a Skype for Business Survivable Branch Appliance, but with more features.

B Failover capability within the corporate site using Skype for Business Paired pools.

Figure 11-4: BPA Deployment
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11.2.5 User Management Pack 365

The User Management Pack 365 deployment type enables the installation of only the
management layer within an existing Lync Server 2013 or Skype for Business Server
environment. This option can also be used to upgrade an older version of the CloudBond
365 Management Suite.

11.3

Software Media

CloudBond 365 software is normally supplied on a specially prepared USB key. The key is
bootable and must be inserted into the device as part of the installation procedure. It allows
CloudBond 365 software to be installed onto the following:

B Bare Metal server hardware
B Windows 2012 R2 operating system already installed on the hardware

Warning: If booting from the USB key, all data will be wiped from the hardware device
during installation. The software presents a warning and prompts for permission to
continue before wiping data.

11.3.1

USB Drive

The USB Drive directory structure should be as shown in the image below. The drive

contains:

B WinPE environment files

B Windows 2012 R2 directory
B ACS-X.X.x ISO image

B sbc X.X.X.zip file containing the AudioCodes Software SBC

The USB drive is formatted as NTFS and is bootable. Additionally, the label of the USB
Drive must be ‘ACSSetup’.

Figure 11-5: USB Drive Contents

=5 Eem <
» ACSSetup (H:) » ~ | 42| [ Search AcSSetup (H:) )
Bumn Mew folder == - O @
i MName ‘ Date modified Type Size i
sk-sk 15/04/2015 5:25 PM  File folder
sl-si 15/04/2015 5:25 PM  File folder
g = sources 15/04/2015 5:25 PM  File folder
sr-latn-cs 15/04/2015 File folder
SW-5E 15/04/2015 File folder
tr-tr 15/04/2015 File folder
uk-ua 15/04/2015 5:26 PM  File folder
Windows2012R2 15/04/2015 5:31 PM  File folder
zh-cn 15/04/2015 5:26 PM  File folder
zh-hk 15/04/ File folder
zh-tw 04/ File folder

ACS-6.3.3-622-lync-RTM-sql-STDuiso
bootmgr

bootmgr.efi

B cbc_6.80A.234.004 zip

File
EFIFile
WinRAR ZIP archive

150 File 5,851,766 KB

m

1,568 KB
747,840 KB I
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letters ‘sbc’ be present besides the zip file, as shown in the figure above (the exact

f Warning: Under no circumstances must any .ISO image, file or folder containing the
version might differ from the figure above).

11.4 Preparation

The CloudBond 365 Software may only be loaded onto hardware certified by AudioCodes.
This will primarily be:

B AudioCodes HP Server for CloudBond 365 Pro and Enterprise Box Editions

B AudioCodes Mediant 800B with OSN for the CloudBond 365 Standard / Standard+
Box Edition

The hardware device must be prepared for the new software prior to installation. The
preparation steps include:

B Ensuring no Ethernet cables are attached

installation. The software presents a warning and prompts for permission to continue

f Warning: If booting from the USB key, all data will be wiped from the device during
before wiping data.

11.4.1 Partitioning

If performing a ‘bare metal’ installation, the following partitions will be automatically
configured on the machine as part of the installation:

Table 11-1: Configured Partitions

Drive Label File System Size (GB)
C Windows NTFS 80
D Data NTFS At least 215

+ 5 for Session Border Controller
+ 55 for Reverse Proxy

E Recovery NTFS 15

11.4.2 General Server Hardware

Do not connect any network cables during installation!!
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11.5 Bare Metal Install

This section describes the process for installing the CloudBond 365 software without a pre-
installed Operating System on the server hardware (also known as Bare Metal Install).

The process boots into a Windows 2012 R2 Pre-installation Environment (WIinPE) on the
connected server hardware.

Warning: All data will be wiped from the hardware device during installation. The
software presents a warning and prompts for permission to continue before wiping data.

The Installation program then partitions and formats the HDD storage of the hardware
devices, installs Windows 2012 R2, and copies the contents of the USB key to the
Recovery partition.

Once Windows 2012 is installed on the host, you can remove the USB Key, and continue
with the installation as described in the next chapter.

11.5.1 Bare Metal Install — AudioCodes HP Server

This section describes how to install the software on the AudioCodes HP Server platform.

The CloudBond 365 Pro and Enterprise Box Editions are shipped with the software pre-
installed.

If installing on an AudioCodes Mediant 800, see Section 11.5.2 on page 123.
1. Insert the USB Drive in the front USB port.

2. Power on the server.

3.  When the HP Splash screen appears, click F11 for Boot Menu.

Figure 11-6: HP Splash Screen

HP Proliant

13)
rd Development Company, L.F.

Hyperthreading is enabled

Press any key to view Option ROM messages

F11 = Boot Menu

Installation Manual 120 Document #: LTRT-26599



Installation Manual 11. Software Installation

4. Select a manual One Time Boot to USB.

Figure 11-7: One Time Boot

line Boot to Floppy
ne Time Boot SB Drivekey
4) One Tine Boot
5) (ne Tine Boot t W (1st NIC in IPL)
) ~ the ROM Utility C(RESU)

This option allows the user t a fic boot rride
option for this boot only. This wi not ify your nmormal boot
order setti

5. After selecting the USB key to boot from, the WinPE Splash screen appears.

Figure 11-8: WIinPE Splash Screen
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6. After WInPE starts, you will see a command line window, asking if you wish to
Continue with installation. Click <Enter>, or <Y> followed by <Enter>, to continue the
installation process.

Figure 11-9: Continue with installation

Administrator: X\windows\system32\cmd.exe - startnet.cmd

wed on Ethernet 4 while it has

the hard d
" [N1 No [?1 Help (default is

Warning: All data will be wiped from the device during installation.

The installer software will now partition and format the HDD storage of the hardware
platform, and copy the contents of the USB key to the recovery partition. The software will
install Windows 2012 R2 as the operating system and may reboot several times.

Figure 11-10: Copying files from USB to Recovery

Administrator: X\windows\system32\cmd.exe - startnet.cmd
DiskPart succeeded in creating the specified partition.

Copying files...
El of 3838>
GCopying ACS—6.3.3-622-1ync-RTM-sgql-5TD.iso
Iz => E:N
[ooooooooooooooo

DISKPART >

DiskPart successfully assigned the drive letter or mount point.

(DI SKPART >
DiskPart succeeded in creating the specified partition.

DISKPART >
1688 percent completed

DiskPart successfully formatted the volume.

(DI SKPART >
DiskPart successfully assigned the drive letter or mount point.

DISKPART >

Once Windows 2012 R2 has been installed, you may remove the USB key.
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11.5.2 Bare Metal Install — Mediant 800 OSN

This section describes how to install or re-install the software on the AudioCodes Mediant
800 OSN platform. The CloudBond 365 Standard Box / Standard+ Box Edition is normally
supplied with the software already installed.

Warning: You may need to upgrade the BIOS on older Mediant 800 OSN models before
proceeding. See the latest Product Notice — AudioCodes CloudBond 365 BIOS Update.
A The minimum required BIOS version for Standard Box Edition is now American
Megatrends Inc. 60104T00. The minimum required BIOS version for Standard+ Box
Edition is now American Megatrends Inc. 51214T00.

To perform a Bare Metal install:

Insert the USB Drive in the rear USB port.

Power on the server.

When the AMI BIOS Splash screen appears, click F2 for Setup Menu.

A e 74

Note: The BIOS version is displayed on the splash screen. In the example below, the
version is (41112T00), and requires updating.

Figure 11-11: AMI BIOS Splash Screen

American
Megatrends
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4. Navigate to the Configuration page, and then ensure that SATA mode is set to AHCI.

Figure 11-12: SATA Mode

5. Navigate to the Boot page, and then ensure the internal HDD (usually PLEXTOR) is
set as the first boot device.

Figure 11-13: Mediant 800 First Boot Device

Aptio Setup Utility - C (C) 2011 American

1st Boot

6. Navigate to the Save & Exit page, and then select Save Changes and Exit; the
Mediant 800 OSN reboots.
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7. When the AMI BIOS Splash screen appears, click F2 for the Setup Menu.

Figure 11-14: AMI BIOS Splash Screen

American
Megatrends

8. Navigate to the Save & Exit page. This time move the cursor down to Boot Override,
and select the USB key. In the example below, the USB device appears as
MultipleCard Reader.

9. Click Enter; the Mediant 800 OSN restarts.

Figure 11-15: M800 Boot Override

Hegatrends,

Main Config

Save Changes and Reset
Discard Changes and Reset

Restore Defaults

Boot Override

UEFI: Built-in EFI Shell
PLEXTOR PH-256M5Pro

SPI Flash Write Protect Application
Control SPI Write Protect

+: Select Screen

Tl: Select Item

Enter: Select

+/-1 Change opt.

F1: General Help

F2: Previous Values
F3: Optimized Defaults
F4: Save & Exit

ESC: Exit

Yersion 2.14.1213. Copyright (C) 2011 American Megatrends, Inc.

the server performing an endless loop, constantly rebooting from USB (partitioning,

f Warning: Failure to set the First Boot device and Boot Override correctly can result in
formatting, and installing Windows each time.).
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10. After restarting, the Mediant 800 OSN boots from the USB key (one time only) and the
WinPE Splash screen appears:

Figure 11-16: WinPE Splash Screen

11. After WInPE starts, you will see a command line window, asking if you wish to
Continue with installation. Click Enter, or Y followed by Enter to continue the
installation process.

Figure 11-17: Continue with Installation

Administrator: X\windows\system32\cmd.exe - startnet.cmd
ig Arenew

on Ethernet 4 while it

e hard dis do you want to

Warning: All data will be wiped from the device during installation.
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12. The installer software will now partition and format the HDD storage of the hardware

platform, and copy the contents of the USB key to the recovery partition. The software
will install Windows 2012 R2 as the operating system and may reboot several times.

Figure 11-18: Copying Files from USB to Recovery

Administrator: X:\windows\system32\cmd.exe - startnet.cmd
DiskPart succeeded in creating the specified partition.

Copying fFiles...
1 of 3038>

L
Copying ACS-6.3.3-622-1ync-RTM-sgql-8TD.iso
I: —> E:inn

[ooooooooooooooo

DISKPART >
DiskPart successfully assigned the drive letter or mount point.

DISKPART >
DiskPart succeeded in creating the specified partition.

DISKPART >
188 percent completed

DiskPart successfully formatted the volume.

DISKPART >
DiskPart successfully assigned the drive letter or mount point.

DISKPART >

13. Once Windows 2012 R2 has been installed, you may remove the USB key.

11.6 Installing from Windows 2012 R2

If

performing a Bare Metal installation by booting from the USB key, Windows 2012 R2 will

be installed for you and the contents of the USB key copied to the Recovery partition.

Once the Windows 2012 R2 operating system has been installed, you can continue the
software installation with the steps in the following sections.

Before continuing, make sure:

The HDD storage has been partitioned and formatted correctly
The contents of the USB Key have been copied to the Recovery partition
The date, time, and time zone are set correctly within Windows

The latest HP Service Pack for ProLiant (SPP) servers has been installed (for your
convenience, the minimal required drivers are included in the \ThirdParty\drivers\HP
Gen 9 location of the CloudBond Installation media).

Note: After Windows 2012 R2 is installed, drive letters for the various partitions are
randomly assigned and may vary from those in the following screenshots. The
CloudBond software installer standardizes the drive letters during installation.

A
/N

Warning: Failure to set the date, time, and time zone correctly prior to software
installation will result in issues which may only become apparent sometime after
installation.
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11.6.1

Warning: If you choose to install a Branch / Paired Pool Appliance deployment type, you
will need to prepare the existing CloudBond 365 environment before installing the
additional BPA server. These steps are detailed in Section 0 on page 146. Do not start
the Configuration Wizard before completing these steps.

To commence the remaining installation steps, mount the ISO image from the Recovery
partition and start the Configuration Wizard, as described below.

Recovery Partition

The Recovery partition should have a copy of selected contents from the USB key. The
Recovery partition contains the following:

B Windows 2012 R2 directory

B ACS-X.0.x ISOimage

B sbc_ x.x.x zip file containing the AudioCodes Software SBC

The directory structure of the ‘Recovery’ Partition should appear as in the image below.

Figure 11-19: USB Drive Contents

= | E“I n - Disc Image Toals Recovery (E}) |;Ii-
“ Home Share View Manage 0
:(':' M |tJ » ThisPC » Recovery (E) v O | | Search Recovery (E) P |
¢ Favorites Name “ Date modified Type Size
B Desktop Windows2012R2 1/14/2016 2:53 AM File folder
& Downloads €] ACS-7.0.0.5-796-skype-RTM-sql-STD.iso 1/13/2016 8:08 PM  Disc Image File 8,392,380 KB
| Recent places i1 sbe_6.80A.234.004.zip Comnpressed (zipp... 1,767,823 KB
1% This PC

# Con DESKTOPR-PR1F
5 D on DESKTOR-PRIF
m Desktop
| Documents
4. Downloads
W Music
= Pictures
# Videos
s Windows (C)
a Data(D:)
mly Recovery (E:)

ﬁ.l MNetwork

Jitems  1item selected .00 GB

Warning: Under no circumstances, should there be any files or folders containing the
letters ‘sbc’ present besides the zip file as shown in the image (the exact version might
differ from the image).

If the Configuration Wizard has been previously run, you may find the following additional
files in the root of the recovery partition:

B configuration.xml
B Host.xml
B identities.txt
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11.6.2 Mounting the ISO Image

If you have not already done so, remove the USB key from the system.

» To mount the ISO Image:

1. Open the Windows File Explorer.
2. Open the Recovery partition (double click).

Figure 11-20: Open the Recovery partition
= This PC - | = [
Computer Vi - @

® - 1 [y ThispC ¥ v & [[SearchThisPC Bl
T Favorites 4 Folders (6)
B Desktop

& Downloads E Desktop [; Documents

% Recent places

8 This PC l;} Downloads H‘@ Music

Ju Desktop

| Documents h Pictures Videos

I§ Downloads

i Music 4 Devices and drives (3)

=| Pict

Bl Fictures wm Windows (C3) Data (D)

E Videos .- e
i Windows (C3) W0 3.9 GB free of 488 GB c="-:y 21.9 GB free of 155 GB
s Data (D) Recovery ()

mly Recovery (E) -
. B 20.5 GE free of 34.1 GB

9‘ Metwork

Qitems ==

3. Locate the ACS-7.x.x ISO image.
4. Mount the image by double clicking, or right-click and select mount.

Figure 11-21: Mounting the ISO image

=P N Disc Image Tools Recovery (E) [ == s
Home Share View Manage N o

—

® = 1 |cs ¥ THisPC v Recovery ) » v & ] [ Seorch Recovery (€ 2|

X Favorites Name Date modified Type Size
Bl Desktop Windows2012R2 1/14/2016 2:33 AM File folder
& Downloads |£3] ACS-7.0.0.5-796-skyp Disc Image File 8,392,380 KB
- “4 Mount - - -
| Recent places 1) sbc_6.804.234.004 zip Compressed (zipp... 1,167,823 KB
Open with...
8 This pC Restore previous versions
 Desktop Send to 3
| Documents Cut
1§ Downloads T
M
b Music Create shortcut
= Pictures
Delete
B Videos
= Rename
i, Windows [C:)
. Dats (D Properties
mly Recovery (E:)
€ Netwark
3items 1 item selected 8.00 GB =

5. The ISO image will be mounted and assigned an available drive letter.

6. Windows File Explorer will automatically open a window showing the contents of the
mounted ISO image.

Version 7.6 129 CloudBond 365



Fa Wl

f & AudioCodes CloudBond 365

11.6.3 Starting the Configuration Wizard

Warning: Do not start the Configuration Wizard before reading the following chapter
regarding Deployment Types.

» To start the configuration wizard:

1. Locate the Setup application within the mounted 1SO image.
2. Double Click, or right click and select open, to start the Configuration Wizard.

Figure 11-22: Starting the Configuration Wizard

TIER-=| o T T DVD Drive (F) ACS-R7005726 [= [= ]
“ Home  Share  View Manage (7]
®© = 1 [€3» ThisPC » DVD Drive (F) ACS-RT005726 » v & [ sesrchDVD Drive (R ACSR.. P |
«
% Favorites Name Date modified Type Size
B Desktop bin File folder
i Downloads HP File folder
] Recent places Heml File folder
Images File folder
1% This PC Skype RTM File folder
& Desktop sources File folder
| Documents ThirdParty File folder
1§ Downloads Updates File folder
U Music Utils File folder
= Pictures WebApplications File folder
B Videos WindowsServices File folder
= Windows (C1) 5] ManagementSuite.exe Application 62 KB
s Data (D:) " ManagementSuite.&xe.config CONFIG File 1kB
s Recovery (E:) B Setup.exe Application 3,883 KB
% DVD Drive (F) ACS-| | Setup.exe.config [ Open CONFIG File 1K8
) | Run as administrator
i Network Troubleshoot compatibility
Pin to Start
Send to 3
Copy
15items  1item selected 3.79 MB Create shortcut =

Drrrarkiar

11.7 Software Configuration Wizard

The Software Configuration Wizard will guide you through the options available for installing
the CloudBond 365 software product.

When completed, the Wizard will store your configuration choices in a configuration file on
the local HDD storage, in both the Recovery partition, and the c:\acs\installtmp directory.

Each time the Configuration Wizard is started, it will search for an existing configuration file.
If one is located, the Configuration Wizard will proceed straight to the final summary page in
readiness to perform the software installation.

11.7.1 Deployment Type

Shortly after starting the configuration wizard, you must choose from two deployment types:
B Standalone

B Branch/ Paired Pool Appliance (BPA)

B User Management Pack 365

The three deployment types have completely different installation results, and are detailed
in separate sections.
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Warning: Once a Deployment Type is chosen, it is not possible to change the
Deployment Type without restarting the Configuration Wizard.

11.7.1.1 Standalone Deployment Type

A Note: A Standalone Deployment creates the first CloudBond 365 system for a customer.

A Standalone deployment type is for a standalone, CloudBond 365 Skype for Business
deployment.

This is generally the first Skype for Business install for a site, and uses the Resource Forest
model. It will automatically install a Domain Controller (DC) with the CloudBond 365
Management Suite (SysAdmin), Front-End server, and Edge Server, all within the Resource
Forest.

The customer can then either operate the CloudBond 365 system by itself in standalone
mode, or, join the Resource Forest to their existing Domain using a forest trust. For more
information, see Section Standalone Deployment Type on pagel32

If performing a Standalone Deployment Type, continue with the Section 11.8 on page 132.

11.7.1.2 Branch/ Paired Pool DeploymentType

Note: A Branch / Paired Pool deployment can only be added to an existing CloudBond
365 system or any other Microsoft Skype for Business customer deployment.

A Branch / Paired Pool Appliance deployment type is for adding a CloudBond 365 Skype
for Business device to an existing CloudBond 365 or Microsoft Skype for Business
environment. It will create an additional SysAdmin Management Server, which can
optionally be deployed as an additional full domain controller for resiliency / branch
authentication and an FE server within the existing Skype for Business Topology. Optionally
other components, like consolidated Edge server, SBC and Reverse Proxy can also be
installed in the BPA depending on the hardware used.

If performing a Branch / Paired Pool Deployment Type, skip to Section 11.9 on page 146.

11.7.1.3 User Management Pack 365

The User Management Pack 365 deployment type enablesthe installation of only the
management layer within an existing Lync Server 2013 or Skype for Business Server
environment. This option can also be used to upgrade an older version of the CloudBond
365 Management Suite.
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11.8 Standalone Deployment Type

A Standalone deployment type is for a standalone, CloudBond 365 Skype for Business
deployment.

This is generally the first Skype for Business installation for a site and will automatically
install a Domain Controller (DC) with the CloudBond 365 Management Suite, a Front-End
server and an Edge Server in the Resource Forest model.

The customer can then either operate the CloudBond 365 system in Standalone mode by
itself, or, join the Resource Forest to their existing Domain using a forest trust. For more
information, see Section 6.5 on page 47.

11.8.1 License Agreement

If you are running the Configuration Wizard for the first time, or an existing configuration file
is not found, a license agreement page is presented. You must agree to the license terms
before proceeding with the software installation.

This page offers a short copy write text, a link to the full license agreement, and a QR code
which contains said link. Click | Agree to continue setup, or Exit to abort.

Figure 11-23: License Agreement
|

CloudBond 365™ Universal Installer
TERMS

Before continuing, make sure that the time and timezone for this computer are accurate

End-User License Agreement

This computer program is protected by copyright law and international treaties. Unauthorized reproduction or distribution
of this program, or any portion of it, may result in severe civil and criminal penalties, and wil be prosecuted to the
maximum extent possble under the aw.

Far the full license terms, please visit

http://www.audiocodes.comfobjects/HTML/iorder/ AudioCodes-CloudBond-365-End-User-License-Agreement.pdf

| Agree Exit
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11.8.2 Hardware Check

The Configuration Wizard will first verify the hardware platform that it is running on. The
hardware detected will influence the options presented within the Configuration Wizard.
When the system running the setup does not meet the hardware requirements, the

following message is shown.

Figure 11-24: Hardware Check

€
I management suite
TERMS CONFIGURATION

DEPLOYMENT TYPE

COMPUTER SAYS NO!

Your system does not meet the hardware requirements for this installation

ok

11.8.3 Deployment Type
You must choose the Standalone deployment type, for the first CloudBond 365 system for a

customer.
This page also shows which hardware level was detected.

Figure 11-25: Choosing Deployment Type
. ___— | @ _ P

(e CloudBond 365™ Universal Installer
TERMS  CONFIGURATION

Please choose the type of installation

= Standalone
Branched/Paired Pool Appliance
User Management Pack 365

Edition | OnPremise or Hybrid

Description
This type of deployment will install a standalone Skype for Business environment.
You should choose this option if this is the first Skype for Business server you are

deploying.

jorkstation

Hardware Dete:

A Warning: After pressing Next You c.

Previous

r the Installzton Type without restarting Setup

Next
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11.8.4 Deployment Model

There are currently three Deployment Models on the Configuration Wizard to choose from:
B Virtual Edition

B Hyper-V Host with Virtual Machines

B Co-Located Hyper-V / Domain Controller with Virtual Machines

If you're not installing the Virtual Edition, you can optionally install:

B Session Border Controller (SBC)

B Reverse Proxy Server (RP)

Note:

e The hardware detected by the Configuration Wizard determines which Deployment
Models are available, e.g., on a Mediant 800 OSN with 16/32GB RAM, only the Co-
Located Hyper-V / Domain Controller with Virtual Machines is offered.

e The Skype for Business Consolidated Edge server is mandatory for a Standalone

Deployment Type, but optional for a BPA Deployment Type.

e The optional SBC and RP are not available on CloudBond 365 Standard Box Edition
(Mediant 800 OSN).

o If both the SBC and RP additional machines are checked, the Front-End Server will
start with reduced memory to accommodate the two extra machines.

11.8.4.1 Virtual Edition

The Virtual Edition allows you to install the CloudBond 365 application onto your own
(virtual) hardware. The installer must run the installation file on three individual Windows
Server 2012 R2 Operating System environments, in this order:

1. On the server that hosts the CloudBond 365 management server
2. On the server that hosts the CloudBond 365 FrontEnd server
3. On the server that hosts the CloudBond 365 Edge server

11.8.4.1.1Virtual Machine Specification

When CloudBond 365 is deployed as Virtualized Edition, you need to prepare the following
Virtualized environment. The minimum specification is shown in the table below.
Virtualization is supported on Hyper-V or VMware.

Table 11-2: Minimum Specification of the Virtualized Environment

Server Use QS*** CPU (Virtual RAM*in GB HDDin GB NIC**
Core)

1 Domain Controller & = Win 2012 4/4/4 4/8/8 80 1
Management R2

2 Front End Win 2012 6/12/16 10/20/24 80 1
R2

3 Edge Win 2012 4/6/6 8/16/16 50 2
R2

* RAM assigned according to number of users: 500/2000/5000
** NIC can be shared
*** Windows Server 2012 R2 must be licensed
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Figure 11-26: Deployment Model — Virtual Edition

sy
S}

CloudBond 365™ Universal Installer
TERMS CONFIGURATION

DEPLOYMEMT TYPE

DEPLOYMENT MODEL Deploy as: Hyper-V Host with Virtual Machines

This depl Virtual Edition

machines| Hyper-V Host with Virtual Machines
- Fully Aut| Colocated Hyper-V/Domain Controller with Virtual Machines

- Supports preparation of @ Session Border Lontroller machine
- Supports preparation of a Reverse Proxy machine

Servers to Install
SBC

Front-End Server Reverse Proxy

Previous Mext

11.8.4.2 Hyper-V Host with Virtual Machines

The Hyper-V Host with Virtual Machines installs Hyper-V on the selected host machine, and
the three CloudBond 365 Servers (Controller, FE, and Edge) as three separate virtual

machines within Hyper-V.

You may also choose to add an SBC server and Reverse Proxy server.

This option is suitable for CloudBond 365 Pro, and CloudBond 365 Enterprise. (e.g.,
AudioCodes HP Servers).
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Figure 11-27: Deployment Model - Pro and Enterprise

e O x
\8)
€ CloudBond 365™ Universal Installer
TERMS  CONFIGURATION
DEPLOYMENT TYPE
Deploy as: Hyper-V Host with Virtual Machines -

DEPLOVMENT MODEL

This depli Hyper-V Host with Virtual Machines ]
mﬂih\nES‘ Colocated Hyper-v/Domain Controller with Virtual Machines |

- Fully Autornated installation
- Supports preparation of a Session Border Controller machine
- Supports preparation of a Reverse Proxy machine

Servers to Install

SBC

Reverse Proxy

Previous Next

11.8.4.3 Co-located Hyper-V / Domain Controller with VirtualMachines

The Co-Located Hyper-V / Domain Controller with Virtual Machines installs the CloudBond
365 Controller (DC) and Hyper-V within the host machine, with the remaining CloudBond
365 Servers (FE and Edge) as Hyper-V virtual machines.

This option is suitable for CloudBond 365 Standard Box Edition (e.g., AudioCodes Mediant
800B OSN server).

Figure 11-28: Deployment Model - Mediant 800

@y =
8)

(€) CloudBond 365™ Universal Installer

TERMS  CONFIGURATION

DEPLOYMENT TYPE

DEPLOYMENT MODEL Deploy as: | Colocated Hyper-V/Domain Controller with Virtual Machines -

This deployment colocates the domain controller role with a hyper-v server

- Fully autemated installation
- Colocation allows for lower hardware requirements
- If chesen on a high-end machine, allows for additional machines

Servers to Install

Previous MNext
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11.8.5 Credentials for Standalone Deployment

If performing a Standalone Deployment, you will be asked to confirm or change the login
credentials for the CloudBond 365 Administrator.

The credential page requires you to enter the credentials of an Administrator account to
verify you have the required permissions to continue the installation process.

If the configuration is being entered for a Bare Metal install, the entered username and

password will be created.

If running the installer from pre-installed Windows2012 R2, the entered credentials must
already be present on the system.

Click Validate to verify the information you entered is correct.

Figure 11-29: Credentials

TERM3  CONFIGURATION

DEPLOYMENT TYPE
DEPLOYMENT MODEL
CREDENTIALS

€) CloudBond 365™ Universal Installer

During the installation Administrator credentials will be needed, please enter the
credentials of such an account below. Use the check button to confirm that the
account has all the neccessary permissions

Username: Administrator \/
Password: T -~ \/
Confirm Password: s -~ V/
User is Admin: /
validate
Previous Mext
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11.8.6 Domain Information (Standalone Deployment)

If you selected a Standalone Deployment Type, you will be prompted to confirm or change
the new Domain information, including NetBIOS domain name, the Domain FQDN, and the
default SIP Domain within Skype for Business. You may leave these values at their default
settings, or modify them as required.

Figure 11-30: Standalone Deployment Domain

® -~
€) CloudBond 365™ Universal Installer
TERMS  CONFIGURATION
DEPLOYMENT TYPE i .
Domain Information
CREDENTIALS
NetBIOS Domain  doudbond365
Domain FQDN cloudbond365.com
SIP Domain cloudbond365.com
Moadify Settings
Previous MNext

Figure 11-31: Modifying Domain Details

® - "~
€) CloudBond 365™ Universal Installer
TERMS  CONFIGURATION

DEPL!
DEPL
e ADD DOMAIN INFORMATION

MetBIOS Domain cloudbond36s

Domain FQDN cloudbond365.com

A Homan. cloudbond365.com

oK cancel
Previous MNext
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11.8.7 Host Server

For the Hyper-V Host with Virtual Machines deployment model, you'll be prompted to
confirm or change the details for the Host server.

Note: This is relevant only for the CloudBond 365 Pro/Enterprise Edition.

Figure 11-32: Host Server

(€) CloudBond 365™ Universal Insta

TERMS: - COMFIGURATION

ler

DEPLOYMENT TYPE

DEPLOYMENT MODEL H OSt
CREDEMTIALS

DOMAIN INFORMATION

EEE compuerteme

Systern Mame

Internal Interface

UC-Host
Cloudbond365

Change settings..

IP Address 192.168.0.100
Previous Mext
Computer Name UC-Host
system Name Cloudbond363
Internal Interface
IP Acldress 192.168.0.100
OK cancel
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11.8.8 Domain Controller

If you selected a Standalone Deployment Type, you will be asked to verify or change the
Management Server information. The wizard will automatically create a new Forest and
Domain controller with the information specified, and install the SysAdmin suite and
Archiving and Monitoring database on the controller.

Figure 11-33: Specify the DC (Standalone)

=
8 - *
(€) CloudBond 365™ Universal Installer
TERMS CONFIGURATION
DEPLOYMENT TYPE
DEPLOYMENT MODEL Management Server
CREDENTIALS
DOMAIN INFORMATION
Internal Interface
IP Address 192.168.0.100
Subnet Address 255.255.255.0
Default Gateway 192.168.0.100
Previous Next

Figure 11-34: Changing the Controller Settings

= E
® -
€) CloudBond 365™ Universal Installer
TERM ke
MANAGEMENT SERVER
Computer Mame uc-DC
. ]
Internal Interface
IP Address 192.168.0.100
Subnet Address 255.255.255.0
Default Gateway 192,168.0.100
OK cancel
Previous Mext
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11.8.9 Front-End Server

For all deployment types, you will be asked to confirm or change the details for the

Front-End server.

Figure 11-35: Front-End server

€) CloudBond 365™ Universal Installer

TERMS CONFIGURATION

DEPLOYMENT TYPE

DEPLOYMENT MODEL Front-End Server
CREDENTIALS
DOMAIN INFORMATION
MANAGEMENT SERVER CDmputEr Mame UC-FE Change settmgs,,
Internal Interface
IP Address 192.168.0.101
Previous Mext
Figure 11-36: Changing the FE settings
@ -
=)

« CloudBond 365™ Universal Installer

TERMS CONFIGURATION

FRONT-END SERVER

i

l Computer Name UC-FE
Internal Interface
IP Address 192,168.0.101
oK cancel
Previous Next
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11.8.10 Edge Server

For Standalone Deployment Type, you will be asked to confirm or change the details of the
Edge Server.

Figure 11-37: Edge Server (Standalone)

€) CloudBond 365™ Universal Installer

TERMS CONFIGURATION

DEPLOYMENT TYPE
DEPLOYMENT MODEL Edge Server

CREDENTIALS

DOMAIN IMFORMATION

MANAGEMENT SERVER Computer Name UC-Edge
FRONT-END SERVER
EDGE SERVER

Change settings..

Internal Interface
P Address 192168.0.103

External Interface

IP Address 192.168.254.103
Subnet Address 255.255.255.0
Default Gateway 192.168.234.254
Previous MNext

Figure 11-38: Changing the Edge Settings

fg\'. = x
© 99 EDGE SERVER
TERM
Computer Name UC-Edge
Internal Interface
IP Address 192,168.0.103 5.0
K External Interface
IP Address 192.168.254.103
Subnet Address 255.255.255.0
Default Gateway 192.168.254.254
oK cancel

Note: To prevent complex networking scenarios during installation, the wizard only
allows for a single public Edge IP Address and requires the Edge internal leg to be on the

if same subnet as the other servers installed. If different deployment scenarios are needed,

it is just a small change to be made in Skype for Business Topology Builder after the
installation wizard has finished.

For more information see Section 17.5.1.4, Chapter 14 and Chapter 17.
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11.8.11 Session Border Controller

This option installs the AudioCodes SBC software on the nominated server. See the
AudioCodes Mediant Virtual Edition SBC Installation Manual for more information.

Figure 11-39: SBC Settings

@
i)

€) CloudBond 365™ Universal Installer

TERMS  CONFIGURATION

DEPLOYMENT TYPE

PEHOTMERERIOEL Session Border Controller

CREDENTIALS

DOMAIN INFORMATION

MANAGEMENT SERVER Name Gateway Change settings..
FRONT-END SERVER

EDGE SERVER Internal Interface

Subnet Address 255.255.255.0

Previous Next

Note: The optional SBC is not available on CloudBond 365 Standard / Standard+ Box
Edition (Mediant 800 OSN).

Figure 11-40: Changing the SBC settings

& -
<) CloudBond 365™ Universal Installer
TERMS  CONFIGURATION
SESSION BORDER CONTROLLER
Name Gateway zl
Internal Interface
[ ] P Address T

Subnet Address SRR

oK cancel

Previous Mext

Note: There are many possible network configurations for the SBC. You may need to
modify the Hyper-V network adapter requirements after software installation to meet your
requirements.
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11.8.12 Reverse Proxy Server

This option creates a Windows 2012 R2 virtual machine suitable for use as a Reverse
Proxy using Internet Information Server and Application Request Routing (IIS + ARR).
Further details on this Reverse Proxy solution can be found in chapter Installing IIS and
ARR on page 292.

Figure 11-41: Reverse Proxy Settings

= = at

€) CloudBond 365™ Universal Installer

DEPLCYMIENT THPE

Reverse Proxy

B T SERVER Camputer Name uc 8P Chasge settins
FRONT EHD SERVER
RO JYEVER Internal Interface
SESSION BORDER CONTROL 1P Address 1921580104
REVERSE PROXY
External Intertace
1P Address 192168254, 104
Submet Address 2552552550
Default Gateway 192168254254

Previous Mext

Note: The optional RP is not available on CloudBond 365 Standard Box Edition (Mediant
800 OSN), or if the Branch / Paired Pool deployment type is chosen.

Figure 11-42: Changing the RP Settings

5 =

=

€ Cl9 " REVERSE PROXY

cengubes Marne UC-RP

Internal Interface
1P Address 192.168.0.104

! External Interface

modify the Hyper-V network adapter requirements after software installation to meet your

f Note: There are many possible network configurations for the RP. You may need to
requirements.
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11.8.13

11.8.14

SBC Configuration

To manage the SBC with the EMS Agent, the following changes are required in the SBC ini
file settings.

B Enable internal OSNInternalVLAN — This option enables the EMS Agent in CloudBond
to access the SBC. You can change the value either from the CLI or from the ini file, to
OSNiInternalVLAN = 1.

Summary

The Summary page shows details of the selections made during the Wizard, as well as
various pre-checks performed on the hardware.

If all information meets requirements, an Install button will appear below.

The summary page allows you to manually save the entered configuration by clicking on
the Save Configuration button. This will prompt you for a location to save thefile.

Click the Install button to begin the Software Install process only once the checks show
Pass. The OS Check specifically will sometimes need more time to be validated. The
rotating wheel above the Install Button gives a time indication when the next validation
check will be performed.

Figure 11-43: Wizard Summary

Meaw: e x
\S)
€) CloudBond 365™ Universal Installer
TERMS  CONFIGURATION

DEPLOYMENT TYPE

DEPLOVMENT MODEL Summary = HOS‘t

CREDENTIALS

DOMAIN INFORMATION

MANAGEMENT SERVER

ERONT-END SERVER Diskspace Check Pass
QS Check Pass

EDGE SERVER
Management Server =
ComputerMame uc-pg

Internal Interface
IP Address
Subnet Address

Default Gateway

Front-End Server

Save Configuration Install
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11.9 Branch / Paired Pool Deployment Type

A Branch / Paired Pool Appliance (BPA) deployment type is for adding a CloudBond 365
Skype for Business device to an existing CloudBond 365 or Microsoft Skype for Business
deployment. It will create a Management Server with the SysAdmin suite, which can
optionally be enabled as an additional DC. It will also install an FE server within the existing
Skype for Business Topology, and optionally install an additional Edge server.

If you choose to install a Branch / Paired Pool Appliance deployment type, you will need to
prepare some items before starting the configuration wizard.

B During the Configuration Wizard, the software must be able to contact the existing
CloudBond 365 installation, and specifically the existing domain controller. You must
ensure that the Host IP address, gateway, and DNS settings are correct before
proceeding.

Note: If multiple Active Directory Sites exist within the environment, make sure that the
correct IP Subnet information is configured to prevent installation failures. Active
Directory assigns a domain controller for domain-based actions by checking the IP
Subnet information and if a wrong domain controller is assigned (in a different subnet)
you might experience Active Directory replication issues.

In such a case, one domain controller will know about the computer object that is
currently being installed, but another domain controller does not know that computer
object yet. Actions like join domain or promote to domain controller will fail due to the

fact that the computer object is not found, or there are no logon servers to process the

logon request.

By default, all domain controllers will replicate every 15 minutes within an Active
Directory site and every 180 minutes between sites. More information on Active
Directory replication can be found at:
https://technet.microsoft.com/en-us/library/cc961788.aspx.

B In addition to setting the correct IP information, an Ethernet cable must be connected
to the front GE1 port of the Mediant 800 gateway, or to the Corporate LAN NIC of the
HP Server when using Pro / Enterprise hardware.

B The configuration wizard will also ask you to supply a copy of the existing Topology as
a zip file, created using the Export-csConfiguration command. It is a much smoother
process if this Topology file is prepared ahead of time.
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11.9.1 Planning Your Branch Pool Appliance (BPA)

There are many possible configuration combinations for CloudBond 365 BPA Deployments,
depending upon network layout, WAN links, and desired outcomes.

Configurations can vary from the relatively simple, such as a Management Server with local
FE at a branch location, to a Full DC with paired pool FE and alternate Edge connector at a
remote site.

Exact details for each configuration are not covered in this guide. See the Microsoft Skype
for Business Planning information for further details.

For a BPA install to be successful, you should plan ahead, at a minimum allowing for new
server names and IP addresses for the Management Server and FE. If planning an
additional Edge Server, consideration must be given to many aspects of Skype for
Business External connectivity, including internet domain names, public geographic based
DNS servers, hardware load balancers, federation requirements, etc.

Note:

e The default server names and IP addresses presented by the Wizard are the same as
those used for a Standalone Deployment Type. Rarely are these values suitable for a
BPA deployment. You should be prepared to enter new values for Server Names and

A IP addresses, according to your planned configuration.

e As the BPA will be joined into an existing Active Directory forest topology, the server
running the CloudBond 365 Hyper-V host will need to have a DNS IP address
assigned that is capable of resolving a domain controller for the domain to which the
BPA will need to be joined. The same DNS will need to be used in the Wizard on the
Management Server Configuration page.

11.9.2 Preparing the Topology

Within the existing CloudBond 365 Topology, there will be a single site defined, containing
the existing FE and Edge Servers.

To add a BPA system, it is necessary to add another FE server, and optionally, an Edge
server definition within the Topology.

You may also wish to add the new servers to the existing Site, or create a new Site.

MS Exchange Sites. You may optionally wish to update your AD Sites and Services to

f Note: Skype for Business Topology Sites are not related to AD Sites and Services, or to
match Skype for Business Sites for consistency.

11.9.2.1 Editing the Topology

» To prepare the Topology file:

1. Logon to the existing CloudBond 365 Controller (or Skype for Business FE Server).
2.  Open Topology Builder.

3. Download the current topology (and save it when it prompts you to).
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Figure 11-44: Downloading Existing Topology

be Lync Server 2013, Topology Builder = | =]
File Action Help

Lﬂb Lync Server Define a new deployment from the Actions pane

o Topology Builder .

Welcome to Topology Builder. Select the source of the Lync Server topology
document.

®) Download Topslogy from existing deployment
Retrieve 3 copy of the current topology from the Central Management
store and save it as a local file. Use this option if you are editing an
existing deployment.

) Open Topolagy from a local file
Open an existing Topology Builder file. Use this option if you have work
in progress.

O New Topology

Create a blank topology and save it to a local file, Use this option for
defining new deployments from scratch.

11.9.2.2 Adding a New Site (Optional)

Adding a new site to the Skype for Business topology is optional. You must add a new FE
server to the existing topology, but that FE server may be within an existing site, or within a
newsite.

Typically, you would add a new site for a “Branch” install, but add to an existing site for a
central Paired Pool.

Branch Appliances (SBAs). A BPA is not a SBA, and is defined within a Central Site, not

f Note: The Skype for Business Topology uses “Branch Sites” for definition of Survivable
within the Branch Sites area.

» To Add a new site:

1. Right-click the ‘Lync Server’ node and select ‘New Central Site’.
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Figure 11-45: Existing Topology

File Action Help
4 [ Lync Server site .
[4 (0 Acs-2013 \
b [ Lync Server 2010
I [ Lync Server 2013 Name: ACS-2013
b [ Shared Components Description: ACS 2013 Default
[ Branch sites City: Almere
State/Province: Flevoland
Country, Code:  The

‘Call Admission Control setting

Call Admission Control: UC-FE.ac-onebox.com

Site federation route assignment -
SIP federation: UC-Edge ac-onebox.com (ACS-2013) (Edge]

federation: UC-Edge.ac-onebox.com (ACS-2013) (Edge]

Persistent Chat setting

Default Persistent Chat Disabled

Figure 11-46: Adding New Central Site

File Action Help
4 % Lync Sen|
4 (] Acs-
Edit Properties...
L= e L2
> GEEL New Topology... -onebox.com
r EaEsy Open Topology... ot configured
Eas Download Topology...
Save a copy of Topology As...
Publish Topology...
Install Database...
Merge Office Communications Server 2007 R2 Topaology... R -
- e : ctive Simple URL
S SRR \f https://meet.ac-cnebox.com/dialin
fsle tive Simple URL SIP dome
\/ https://meet.ac-ocnebox.com/meet  ac-onebox
Administrative access Mat configured
URL:
Central Management Server
Central Management Active Front End Site
SeEEE «/  UC-FEac-oneboxcom ACS-2013

2. Give the new site a name (and optionally a description).
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Figure 11-47: Defining a Central Site

Identify the site

Give your site a name and a description.

Mame: *

Sited

Description:

Branch Sitel

3. Enter the City, State/Province and Country/Region Code details.

Figure 11-48: Defining a Central Site

Specify site details

Provide additional location details for your site.

City:
|

State/Province:

Country/Region Code:

[meck ][ Net [[ cancel ]

4. Leave the Open the New Front End Wizard.... check-box selected and then click
Finish.
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11.9.2.3

Figure 11-49: Defining a Central Site

i Define New Central Site -

Central site was successfully defined

You have successfully completed the New Taopology wizard. Before you publish the topclogy, you must
define at least one Front End pool. If you are ready te do that now, select the check box below, and then
click Finish.

Open the New Frent End Wizard when this wizard closes

To close the wizard, click Finish.

Back | | Finish | | Cancel

Adding a New Front-End Server

You must add a new Front-End server to the existing topology. As CloudBond 365 uses
Skype for Business Standard Edition FE Servers, this means adding a new FE Pool to a
site.

If you did not define a new site, you can add a new FE Pool by navigating to the server
(Skype for Business Server 2015/Lync Server 2013) - Standard Edition Front End
Servers within an existing site, right clicking, and selecting New Front End Pool.

Figure 11-50: Creating New FE Pool
fe Lync Server 2013, Topology Builder Il‘i-

File Action Help

4 B Lync Server The properties for this item are not available for editing.
4 (] ACs-2013
b & Lync Server 2010
4 [ALync Server 2013
I [ Standard Fdition Front Fnd Senvers
[ Enterg |
(3 Directy Topolegy v
b [ Media Help
[ Persistermorarpoors
[ Edge pools
I [ Trusted application servers
(3 Shared Components
3 Branch sites
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Figure 11-51: Creating New FE Pool

e Define New Front End Pool -

ﬂ Define the New Front End pool

This wizard helps you to create and configure a Front End pool for your site,

Befare you begin, ensure that you have the following infermation:
* Do you plan to use the Front End pool for conferencing or voice?
* How much scalability will you nead now or in the future?
* What is the FQDN for the pool and for each computer in the pool?
* [If you are using conferencing, what is the external web address?

When you are ready to proceed, click Next.

Back MNext | | Cancel

» To define the new FE server:

1. Define a new front-end server FQDN (example: uc-fe2.ac-onebox.com).
2. Make sure that the Standard Edition Server option is selected.

Figure 11-52: FE Server FQDN
i Define New Front End Paol S

CI Define the Front End pool FQDN

You may deploy your Front End Server as either an Enterprise Edition pool or a Standard Edition server.

FQDN: *

uc-fe2.ac-onebox.com

O Enterprise Edition Front End Pool
An Enterpnise Edition Front End pool can contain as many as 20 computers for large scale
deployments that require load balancing or high availability. The SQL Server instance that hosts the
user store and the application store for this pool must be on a server or pool that is running Microsoft
SQL Server.

®) Standard Edition Server
A Standard Edition server is a single computer for smaller deployments that do not require high
availability. The SQL Server instance that hosts the user store and the application store for this
Standard Edition server is an instance of SQL Server Express Edition, which is automatically installed.

| Back | | Mext | | Cancel |

3. Select the features you want to use on this Front-End Server (we usually select all.
Call Admission Control requires separate sites).
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Figure 11-53: FE Server Features

E Select features

Instant messaging and presence are always enabled. Select the additional features that you want this
Front End pool to handle,

Conferencing (includes audio, videc, and application sharing)

Dial-in (PSTN) conferencing
Enterprise Voice

Call Admission Control

Call admissicn control (CAC) is an optional companent that manages the bandwidth used by unified
communications traffic within the deployment. Only one Front End pool per site can enable CAC.

Archiving
To enable Exchange Server integration, use Lync Server Control Panel.

Manitoring (CDR and Qo metrics)

4. Leave the ‘Collocate Mediation Server’ check box enabled.

Figure 11-54: FE and Mediation Server

E Select collocated server roles

The Mediation Server can be collocated on a Front End pocl. Collocation requires fewer computers, but in
larger deployments a stand-alone Mediation pool can provide better voice quality and greater scalability.

Select which server roles and services you want to collocate on this Front End pool.

Collocate Mediation Server

You can collocate the Mediation Server on the Front End Server if your IP/PSTN gateway or your [P-
PBX supports media bypass and if Enterprise Vioice is not mission-critical for your organization.
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5. Leave the ‘Enable and Edge pool to be used...’ check box enabled.

Figure 11-55: FE and Edge

E Associate server roles with this Front End pool

Some features are carried out by other server roles. You can enable those features by associating them
with the Front End pool that you are creating now.

Enable an Edge pool to be used by the media component of this Front End pool.

6. Leave the SQL Server store page as it is (it cannot be edited anyway).

Figure 11-56: FE SQL Store

E Define the SQL Server store

For a Standard Edition Front End pool, user information must be stored locally. SQL Server Express
Edition will be installed automatically.

SQL Server store:

| uc-fe2.ac-onebox.com\rtc |'| | New...

[[] Enable SQL Server store mirraring
Mirroring SQL Server store:
| ] v ]

[] Use SQL Server mirrering witness to enable automatic failover

| ] [ew- ]

7. Leave the file store on default settings.
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Figure 11-57: FE Local Store

E Define the file store

Select an existing file store, or define a new one, to be used by the server. For this Standard Edition Front
End Server, the file store can be collocated, or it can be on ancother single-server pool. The file store must
be created manually before you can install it.

() Use a previously defined file store.
(®) Define a new file store.
File server FODN: *

uc-fe2.ac-onebox.com

File share: *

share

(o = [ ]

8. Define an ‘External Base URL’ (example: ews2.contoso.com).

Figure 11-58: FE External Web Access

E Specify the Web Services URL

You can specify an alternate fully qualified domain name (FQDN) for the external side of the Web
Services. For a Standard Edition Front End Server, the internal FQDN is fixed.

[] Override internal Web Services pool FQDN
Internal Base URL:

uc-fe3.ac-onebox.com

External Base URL: *

ewsZ.contoso.com

o] [ o] [t
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9. Clear the ‘Associate pool with an Office Web Apps Server’ check box.

Figure 11-59: FE OWA server

E Select an Office Web Apps Server

Assaciate this Front End pool with an Office Web Apps Server to enable users to share and view
PowerPoint presentations during meetings with enhancements including animations, slide transitions,

embedded video, and the ability for users to independently navigate slides. If no Office Web Apps Server
has been defined, click Mew.

[[] Associate pool with an Office Web Apps Server

| |'| | New...

Note: We strongly recommend that you deploy Office Web Apps Server. Without an Office Web Apps
Server, PawerPoint presentation sharing capabilities are not available during meetings.

10. Either use the Archiving SQL Store already defined or define a new one (we usually
use the existing one).

Figure 11-60: Archiving SQL Server

E Define the Archiving SQL Server store

Archiving SQL Server store:
| UC-DC.ac-onebox.com\Default | = | | New..

[[] Enable SQL Server store mirroring
Archiving SQL Server store mirror:

| | A | | New...

[[] Use SQL Server mirroring witness to enable automatic failover

| o] [ New. |

11. Same for the Monitoring SQL Server Store.
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Figure 11-61: Monitoring SQL Server

E Define the Monitoring SQL Server store

Monitoring SQL Server store:
| UC-DC.ac-onebox.com\Default | A | | New...

[[] Enable SQL Server store mirroring
Monitoring SQL Server store mirror:
| 7] [rewe ]

[[] Use SQL Server mirroring witness to enable automatic failover

| ] o]

12. Select the Edge pool to be used (Select the existing Edge Server, or click New to start
the wizard for defining a new Edge Server).

Figure 11-62: Assigning Edge to FE

E Select an Edge Server

Select an Edge pool to be used by media components on this Front End Pool. If no Edge pool has been
defined, click Mew.

Edge pool:
| UC-Edge.ac-onebox.com ACS-2013 | A | | Mew...

13. Click Finish.
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11.9.3 Defining an Edge Server

You can optionally add a new Edge server to the existing topology.

If you did not define a new Edge Pool when defining the FE Server, you can add a new
Edge Pool by navigating to the server (Skype for Business Server 2015/Lync Server
2013)> Edge Pools within an existing site, right clicking, and selecting New Edge Pool.

Figure 11-63: Defining a New Edge Pool
i Lync Server 2013, Topology Builder =18 -

File Action Help

4 (G Lync Server The properties for this item are not available for editing.
4 (] acs-2013
b [3 Lync Server 2010
4 [dlync Server 2013
l»  [A Standard Edition Front End Servers
3 Enterprise Edition Front End pools
[3 Director pools
b [ Mediation pools
[ Persistent Chat poals

b [dEdgep——
G D

) ;_JSharEd ¢4 |Tepalogy v
i .:iranms.li [ elp 7‘
Figure 11-64: Defining a New Edge Pool
s Define New Edge Pool | x|

|:“$ Define the New Edge Pool

Specify Edge pool configuration and supported services.

Before you begin, ensure that you have made the following decisions and have the necessary information:

* How much scalability do you need? Will this be a single-server or multi-server pool?

* Do you want to use the same or different FODNs and IP addresses for the Access Edge, Web
Conferencing Edge, and A/V Edge services?

Will this Edge pool be used for federation?

* Fully qualified domain names

* Ports for the pool and IP addresses, both internal and external, for the servers

When you are ready to proceed, click Next.

Back MNext | | Cancel
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» To define the New Edge Server:
1. Specify the Edge server internal FQDN.

Figure 11-65: Define Edge Internal FQDN

% Define the Edge pool FQDN

Define the fully qualified domain name (FQDN)] for the Edge pool, and indicate whether this should be a
single computer or multi-computer pool,

FQDN: *

uc-edge2.ac-onebox.com

) Multiple computer poal
Select this option if you want this pool to support lead balancing and high availability.
®) Single computer pool

Select this option if you have a small deployment and you do not need load balancing or high
availability.

T

2. Select the features required.

Figure 11-66: Select Edge Features

% Select features

Select the features of this Edge pool.

Use a single FQDN and IP address.

Choose this option if you would like the Accass Edge, Web Conferencing Edge, and A/V Edge services
to share a single FODN and IP address. Mote: The combination of IP address and port number for
each Edge service must be unique.

[[] Enable federation (port 5061).

Warning: The topology contains other federation-enabled Edge pools. This may be expected during
migration. Only cne Edge pool will be actively used for federation. Ensure that the external DNS SRV
record points to the correct Edge poal.

[[] Enable XMPP federation (port 5269).

Wamning: The topology contains other XMPP federation-enabled Edge pools. Only one Edge pool will

be actively used for XMPP federation. Ensure that the external DNS SRV record points to the correct
Edge pool.

o] [t ] [

Version 7.6 159 CloudBond 365



ra AudioCodes

CloudBond 365

3. Select the IP Options required.

Figure 11-67: Select Edge IP options

% Select IP options

Select the IP options of this Edge poal.
Enable IPv4 on internal interface
[[] Enable IPv6 on internal interface
Enable IPv4 on external interface
[[] Enable IPv6 on external interface

[ The external IP address of this Edge pool is translated by MAT.
If the external IP address of this pool is translated by NAT, we will ask for the NAT IP address later.

Bock | [ Nea [ cancel ]t

4. Specify the External FQDN.

Figure 11-68: Define Edge External FQDN

% External FQDNs

Specify the external FQDNs and ports for the Access Edge, Web Conferencing Edge, and A/V Edge
services. Note: The combination of FODN and port number for each Edge service must be unique.

External FQDNs : Ports

Access Edge service: *

sip2.contosa.com

Web Conferencing Edge service:

sip2.contoso.com

A/V Edge service:

sip2.contoso.com
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5. Specify the internal IP address.

Figure 11-69: Define Edge Internal IP address

% Define the internal IP address

Specify the internal IP address for the computer.

Internal IPv4 address: *
192.168.0.123

6. Specify the external IP address.

Figure 11-70: Define Edge external IP address

% Define the external IP address

Specify the external IP address that will be used for Access Edge, Web Conferencing Edge, and A/V Edge

services,

External IPv4 address: *
192.168.254.123
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7. Specify the FE pool for this Edge server.

Figure 11-71: Specify the Associated FE Server

e Define New Edge Pool x|
“‘é,i Define the next hop server
Select the Front End pool or Director that will be used as the next hop for the Edge pool.
Next hop pool:
uc-fe2.ac-onebox.com Site2 | 5 |
Back | | Finish | | Cancel

8. Click Finish.

Note: To prevent complex networking scenarios during installation, the wizard only
allows for a single public edge IP Address and requires the Edge internal leg to be on the

i: same subnet as the other servers installed. If different deployment scenarios are needed,

it is just a small change to be made in Skype for Business Topology Builder after the
installation wizard has finished.

For more information, see Section 17.5.1.4, Chapter 14 and Chapter 17.
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11.9.3.1 Publish the Topology

>

1
2.
3

To publish the topology:

Click Action at the top of Topology Builder.
Open the Topology sub-menu.

Click Publish, and then click Next in the wizard that pops up.

Figure 11-72: Publish the Topology

e Lync Server 2013, Topology Builder = = -
File | Action | Help
4 Edit Properties... | . ~
o | | Topology » New...
Open...
Delete P emET
T Download Current Topology...
Help I ured IPv4 addresses
Save A Copy...
B uc-Feac-onebo
[ Enterprise Edition Fr
e Install Database...
(3 Director pools B
£l Mediation pools Merge Office Communications Server 2007 R2...
£ Persistent Chat pool [ERE IR aars, )
4: B Edge pools PSTN conferencing: Enabled
[* UC-Edge.ac-onebox.com Enterprise Voice: Enabled
» [ Trusted application servers Associafions
b [ Shared Components
SQL Server store: uc-fe2.ac-onebox.comrtc
[ Branch sites
il -DC.ac-on com,
4 (] site2 Archiving SQL Server UC-DC.ac-onebox.com\Default
store:
b [ Lync Server 2010 .
Monitoring SQL Server UC-DC.ac-onebox.com\Default
4 [ dLlync Server 2013 G
4 Standard Edition Front End 5
W Standard Edron Front End Server File store: Wuc-fe2.ac-onebox.com\share
[ uc-fe2.ac-onebox.com
Office Web Apps Server:  Not associated

[ Enterprise Edition Front End pools

Edge pool (for media): uc-edge2.ac-onebox.com (Site2

[23 Director pools
b [ Mediation pools

(3 Persistent Chat poals
4 [J Edge pools

L* uc-edge2.ac-onebox.com

Note: To view the federation route, use the site property page.

Resiliency

[ Trusted application servers

I [ Shared Compenents Associated backup pocl: Not configured
[ Branch sites Automatic failover and Disabled
failback for Voice:
~
< [ >

4.  You will receive a warning that the machine(s) you just defined cannot be found in
Active Directory, Click Yes to All.

Figure 11-73: Warning - Servers do not Exist

The following machines from the topology you are publishing were not found in Active Directory and will result in errors
during Enable-CsTopology when it tries to prepare Active Directory entries for the topology machines. If you choose to
publish this topology, you must run Enable-CsTopology again after you join the missing machines to the domain:

e Missing Computer

uc-fe2.ac-onebox.com

| ves || Yeswan |[ No || Motomn |

5. During ‘Enabling topology’ it will encounter errors, the summary screen will show
status: Completed with warnings.

6. If you view logs for publishing you will find that the warning generated comes from the
fact that the machines do not exist yet. This warning can be safely ignored.
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7. Click Finish; You now have a second Central Site defined in your topology and are
ready to export the file.

Figure 11-74: Finished Topology Changes
el Lync Server 2013, Topology Builder = I:'-

File Action Help

4 B Lync Server

General
4 (] Acs-2013
[ Lync Server 2010
4 ElLync Server 2013 FQDN: uc-fe2.ac-onebox.com
4 3 Standard Edition Front End Servers IPv4 addresses: Use all configured IPv4 addresses

W, UC:FEaconehc com Features and functionality
[3 Enterprise Edition Front End pools . _
Instant messaging (IM) Enabled

[ Director pools and presence:

3 Mediation pools

Conferencing: Enabled
3 Persistent Chat pools
PSTN conferencing: Enabled
4 [1Edge pools
Enterprise Voice: Enabled

|3 UC-Edge.ac-onebox.com
[3 Trusted application servers Associabions
3 Shared Components
3 Branch sites
4 (i Site2
[ Lync Server 2010
4 [dLync Server 2013

SQL Server store:

Archiving SQL Server
store:

Monitaring SOL Server

store:
4 [ JStandard Edition Front End Servers z
File store:
[ uc-fe2.ac-onebox.com
Office Web Apps Server:

[ Enterprise Edition Front End pools
[3 Director pools Edge pool (for media): -onebox.com (Site2)

3 Mediation pools Note: To view the federation route, use the site property page.
[ Persistent Chat pools
4 [JEdge pools

[ uc-edge2.ac-onebox.com RSl
[ Trusted application servers
(3 Shared Components Associated backup pool: o Tgu
[3 Branch sites Automatic failover and Disabled

failback for Voice:

[T >

11.9.4 Exporting the Topology

» To prepare the Topology file:

Log on to the existing CloudBond 365 Controller (or Skype for Business FE Server).
Open the Skype for Business Management Shell.

Enter the command Export-CsConfiguration —Filename c:\mytopology.zip.

Copy the mytopology.zip file to a convenient location on the new host operating

N e

system.
Figure 11-75: Exporting the Topology
) Administrator: Lync Server Management Shell I;Ii-—
P serssAdministrator? export—csconfiguration —FileMame c:“mytopology.zip ~
s serssAdministrator> _ -
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11.95

11.9.6

Commencing the BPA Configuration

To commence the remaining installation steps, mount the ISO image from the Recovery
partition, and start the Configuration Wizard as described in Section 11.6 on page 127.

Ensure that there is network connectivity between the new BPA Hardware, and the existing
CloudBond 365 servers.

License Agreement

If you are running the Configuration Wizard for the first time, or an existing configuration file
is not found, a license agreement page is presented. You must agree to the license terms
before proceeding with the software installation.

This page offers a short copy write text, a link to the full license agreement, and a QR code
which contains said link. Click | Agree to continue setup, or Exit to abort.

Figure 11-76: License Agreement
E—

CloudBond 365™ Universal Installer

TERMS

Befare continuing, make sure that the time and timezone for this computer are accurate

End-User License Agreement

This computer program is protected by copyright law and international treaties. Unauthorized reproduction or distrbution
of this program, or any portion of it, may result in severe civil and criminal penalties, and wil be prosecuted to the
maximum extent possible under the Rw.

For the full license terms, please visit

http://www.audiocodes.com/objects/H TML/iorder/ AudioCodes-CloudBond-365-End-User-License-Agreement.pdf

| Agree Exit
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11.9.7

11.9.8

Hardware Check

The Configuration Wizard will first verify the hardware platform that it is running on. The
hardware detected will influence the options presented within the Configuration Wizard.
When the system running the setup does not meet the hardware requirements, the

following message is shown.

Figure 11-77: Hardware Check

©
I management suite
TERMS  CONFIGURATIOM

DEPLOYMENT TYPE

COMPUTER SAYS NO!

Your system does not meet the hardware requirements for this installation

ok

Deployment Type

You must choose the Branch / Paired Pool Appliance (BPA) Deployment Type. This page

also shows which hardware level was detected.

Once a Deployment Type is chosen, it is not possible to change the Deployment Type

without restarting the Configuration Wizard.

Figure 11-78: Deployment Type

©

——— ® -

CloudBond 365™ Universal Installer
TERMS COMNFIGURATION

Please choose the type of installation

Standalone
* Branched/Paired Pool Appliance
User Management Pack 365

dition | OnPremise or Hybrid

Description
This type of deployment will install a standalone Skype for Business environment.
‘You should choose this option if this is the first Skype for Business server you are

deploying.

Workstation

Hardware Detected:

A Warning: After pressing Next, You cannat

Previous

the Installation Type without restarting Setup

Mext
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11.9.9 Deployment Model
There are currently three Deployment Models on the Configuration Wizard to choose from:

B Virtual Edition
B Hyper-V Host with Virtual Machines
B Co-Located Hyper-V / Domain Controller with Virtual Machines

Notes:

The hardware detected by the Configuration Wizard determines which Deployment

[ ]
Models are available. For example, on a Mediant 800 OSN with 16/32GB RAM, only
the Co-Located Hyper-V / Domain Controller with Virtual Machines is offered.

e The optional SBC and RP are unavailable on CloudBond 365 Standard Box Edition
hardware.

11.9.9.1 Virtual Edition

The Virtual Edition allows you to install the CloudBond 365 application onto your own
(virtual) hardware. This installation should be started three times on individual Windows

Server 2012 R2 Operating System environments, in the following order:

B On the server that will be hosting the CloudBond 365 management server
B On the server that will be hosting the CloudBond 365 FrontEnd server

B On the server that will be hosting the CloudBond 365 Edge server

Figure 11-36: Deployment Model — Virtual Edition

& - = x
i
™ et -+
) CloudBond 365™ Universal Installer
TERMS  CONFIGURATION
DEPLOYMENT TYPE
DEPLOYMENT MODEL Deploy as: | Hyper-\ Host with Virtual Machines v

This depl{ Virtual Edition
machines| Hyper-V Host with Virtual Machines

- Fully Aut| Colocated Hyper-V/Domain Controller with Virtual Machines
- Suppaorts preparation of a Session Border Lontroller machine
- Suppeorts preparation of a Reverse Proxy machine

Servers to Install

Jdanagement Server SBC

Front-End Server Reverse Proxy

Mext

Previous
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11.9.9.2 Hyper-V Host with Virtual Machines

The Hyper-V Host with Virtual Machines installs Hyper-V on the selected host machine, and
the three CloudBond 365 Servers (Controller, FE, and optional Edge) as three separate
virtual machines within Hyper-V.

This option is suitable for CloudBond 365 Pro, and CloudBond 365 Enterprise. (e.g.
AudioCodes HP Servers).

Figure 11-79: Deployment Model - Pro and Enterprise

[ = *
\8)
€) CloudBond 365™ Universal Installer
TERMS  COMFIGURATION
DEPLOYMENT TYPE
DEPLOYMENT MODEL Deploy as: | Hyper-V Host with Virtual Machines -

This dEpll Hyper-V Host with Virtual Machines |
mﬁChlﬂES| Colocated Hyper-W/Domain Controller with Virtual Machines |

- Fully Autemated installation
- Supports preparation of a Session Border Controller machine
- Supports preparation of a Reverse Proxy machine

Servers to Install
SBC

Reverse Proxy

Mext

Previous
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11.9.9.3 Co-located Hyper-V / Domain Controller, with VirtualMachines

The Co-Located Hyper-V / Domain Controller with Virtual Machines installs the CloudBond
365 Controller (DC) and Hyper-V within the host machine, with the remaining CloudBond
365 Servers (FE and optional Edge) as Hyper-V virtual machines.

This option is suitable for CloudBond 365 Standard / Standard+ Box Edition (e.qg.
AudioCodes Mediant 800B OSN server).

Figure 11-80: Deployment Model - Mediant 800

® - "
‘€) CloudBond 365™ Universal Installer
TERMS  CONFIGURATION
DEPLOYMENT TYPE
Deploy as: ‘ Colocated Hyper-v/Domain Controller with Virtual Machines v

DEPLOYMENT MODEL

This deployment colocates the domain cantroller role with a hyper-v server

- Fully autemated installation
- Colocation allows for lower hardware requirements
- If chosen on a high-end machine, allows for additional machines

Servers to Install

Previous MNext
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11.9.10 Domain Information and Credentials (Branch / Paired Pool
Deployment)

If performing a Branch / Paired Pool deployment, you will be asked to change and verify the
domain, and, administrator login credentials for the existing CloudBond 365 Administrator,
to verify you have the required permissions to continue the installation process.

The configuration wizard uses a multistep process to verify first, the domain details, and
secondly the administrator credentials in that domain. The wizard will validate the
information provided, and also that the user is a member of specific Skype for Business
security groups with sufficient privileges to perform the installation.

Click Validate to verify the Domain Information you entered is correct.

Figure 11-81: Validate Domain

main FOON ue.cloudbondigs.com fahdate

If the domain validation is successful, it will be highlighted in green.
Click Validate to confirm the Administrator Credentials you entered.

Figure 11-82: Domain and Credentials Validated

) CloudBond 365™ Universal Installer

TERMS  CONFIGURATION

PERLCTMENTIEE Domain Information and Credentials

DEPLOVMENT MODEL

Domain FQDN ic.cloudbond365.com Change

Domain NetBIOS

User Logon Name

Password = |essssssssssss

Active Directory Site Default-First-Site-Name

Retrieving NetBIOS from Domain

Previous Next

If the credential validation is successful, it will be highlighted in green and the NetBIOS field
will be populated. Click Next to continue the installation.
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11.9.11 Management Server

If you selected a Branch / Paired Pool Deployment Type, you will be asked to specify the
new Management Server information. If installed as a second Domain Controller, it provides
resiliency within the Branch, should the WAN link to the existing CloudBond 365 system be
lost.

You will also need to select whether the Management Server has to become Domain
Controller by selecting one of the following at the role drop-down box:

B No Domain Controller (Management Suite only)
B Full Domain Controller (Read / Write)

The wizard will automatically create a new Domain controller with the information specified,
and insert it into the existing Active Directory Resource Forest if the Full Domain Controller
is chosen. It will also install the SysAdmin suite on this Controller.

Figure 11-83: Domain Controller (BPA)

/‘\ s x
\8)
=) CloudBond 365™ Universal Installer
TERMS  COMFIGURATION
DEPLOYMENT TYPE
DEPLOYMENT MODEL Management Server
DOMAIN INFORMATION
Computer Name uc-nc Change settings..
Internal Interface
IP Address 192,168.0.100
Subnet Address 255.255.255.0
Default Gateway 192.168.0.100
Primary DMS Server 192,168,0,100
Role
Full Domain Controller (Regular) i
Full Domain Controller (Regular)
MNo DC - Management Suite Only
Previous Next

Figure 11-84: Changing the Controller Settings

MANAGEMENT SERVER

Computer Mame uc-ne

Internal Interface

IP Address 192.168.0.100
Subnet Address 2535.255.255.0
Default Gateway 192.168.0.100
Primary DNS Server 192.168.0.100

oK cancel
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Note: As the BPA will be joined into an existing Active Directory forest topology, the
Management Server DNS Server IP address needs to be a DNS server that is capable of
resolving a domain controller for the domain to which the BPA will need to be joined.

11.9.12 Front-End Server

For all deployment types, you will be asked to specify the details for the Front-End server.

Figure 11-85: Front-End server

&) -
\s) *
€) CloudBond 365™ Universal Installer
TERMS  COMNFIGURATION
DEPLOYMENT TYPE
DEPLOYMENT MODEL Front—End Server
CREDENTIALS
DOMAIN INFORMATION
MANAGEMENT SERVER Computer Mame UC-FE Change settings..
Internal Interface
IP Address 192.168.0.101
Previous Mext
Figure 11-86: Changing the FE Settings
[ =
8 "
‘e CloudBond 365™ Universal Installer
TERMS CONFIGURATION
FRONT-END SERVER
l Computer Name UC-FE ZI
Internal Interface
IP Address 192.168.0.101
QK cancel
Previous Mext
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11.9.13 Edge Server

For Branch / Paired Pool deployment type, installation of the additional Edge server is
optional.

Figure 11-87: Edge Server (BPA)

€) CloudBond 365™ Universal Installer
TERMS  COMNFIGURATION
DEPLOYMENT TYPE
DEPLOYMENT MODEL Edge Server
CREDENTIALS
DOMAIN INFORMATION
MANAGEMENT SERVER Computer Name UC-Edge Change settings..
FRONT-END SERVER
EDGE SERVER Internal Interface
P Address 192.168.0.103
External Interface
P Address 192,168,254,103
Subnet Address 255.255.255.0
Default Gateway 192.168.254.254
Previous MNext
Figure 11-88: Changing the Edge Settings
® -
€ Clo
< -9 EDGE SERVER
Computer Name UC-Edge
Internal Interface
IP Address 192,168.0.103 :IS-‘

External Interface

IP Address
Subnet Address

Default Gateway

192.168.254.103
255.255.255.0

192,168.254.254

oK cancel

Note: To prevent complex networking scenarios during installation, the wizard only
allows for a single public edge IP address and requires the Edge Internal leg to be on the
same subnet as the other servers installed. If different deployment scenarios are needed,
minor changes can be made in Skype for Business Topology Builder after the installation
wizard has finished.

A\

For more information see Section 17.5.1.4 , Chapter 14 and Chapter 17.
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11.9.14 Topology

If installing a Branch / Paired Pool deployment, you will be asked to provide a copy of the
existing topology in a zip file.

This can be retrieved from the existing CloudBond Controller using the Skype for Business
Management Shell command Export-csConfiguration as describer at the start of this
chapter.

Figure 11-89: Loading the Topology

sy - x
)
= I LET™ ] | +
) CloudBond 365™ Universal Installer
TERMS  CONFIGURATION

DEPLOYMENT TYPE

DEPLOYMENT MODEL Top0|ogy

DOMAIN INFORMATION In LyncServerManagementShell execute the command Export-CsConfiguration to

MANAGEMENT SERVER create a zip-file of the current topalogy [topology.zipl, Add this file to [Chacshinstalitmp].

Browse ta this file by clicking the ‘Browse..” button .

FROMT-EMD SERVER Then a check will be performed on the entered DC/FE/Edge-values and the

EDGE SERVER current topology.

TOPOLOGY

Browse..
Result Loading TopelogyFile
Previous Next

The wizard will scan the topology for information and report results.
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11.9.141 Topology Scan Results

The Wizard will scan the supplied topology file and attempt to match the required FE and
Edge servers against the data you have entered so far.

If it fails to find matching entries, it will highlight the results in Red. You may need to return
to the existing CloudBond 365 installation, and modify the topology, or change the data you
have entered in the BPA wizard by going to previous screens.

If the wizard is able to match your entries against the topology, the results will be
highlighted in green, and you may proceed with the installation.

Figure 11-90: Topology Scan Results — Pass

= o x
\3)

CloudBond 365™ Universal Installer
TERMS  CONFIGURATION

DEPLOYMENT T¥PE
DEPLOYMENT MODEL TOPOIOgy

DOMAIN INFORMATION In LyncServerManagementShell execute the command Export-CsCanfiguration to

MAMAGEMENT SERVER create a zip-file of the current topology [topology.zip]. Add this file to [C\acs\installtmp].
Browse to this file by clicking the ‘Browse.." button .
FRONT-EMD SERVER Then a check will be performed on the entered DC/FE/Edge-values and the
EDGE SERVER current topology.
TOPOLOGY

Result Loading TopologyFile -
Found: uc-fe2.cloudbond365.com
Found: uc-edge2.cloudbond3gs.com

Previous MNext
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11.9.15 Summary

The Summary page shows details of the selections made during the Wizard, as well as
various pre-checks performed on the hardware.

If all information meets requirements, an Install button will appear below.

The summary page allows you to manually save the entered configuration by clicking the
Save Configuration button. This will show display a standard “Save As” dialog, allowing you
to specify where the file is saved.

Click the Install button to begin the Software Install process only once the checks show
Pass. The OS Check specifically will sometimes need more time to be validated. The
rotating wheel above the Install Button gives a time indication when the next validation
check will be performed.

Figure 11-91: Wizard Summary

™ ni A
€) CloudBond 365™ Universal Installer
TERMS ~ CONFIGURATION

DEPLOYMENT TYPE

DEPLOYMENT MODEL Summar’y - Host

CREDENTIALS

DOMAIN INFORMATION

MANAGEMENT SERVER

FRONT.END SERVER Diskspace Check Pass
QS Check Pass

EDGE SERVER
Management Server i
ComputerName uC-Do

Internal Interface
IP Address
Subnet Address
Default Gateway

Front-End Server

Save Configuration Install

Warning: After the installation is finished, scheduled tasks will have been created on
the management server. If multiple management servers are installed in the environment
A for redundancy, the scheduled tasks on the redundant servers should be disabled and only
enabled if the primary server goes down to prevent duplicated objects from being
created in the Active Directory.
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11.10
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11.10.1

User Management Pack 365

The User Management Pack 365 can be installed in any existing CloudBond 365, Lync
Server 2013 or Skype for Business Server environment, to either upgrade the older version
of the management layer to the latest version or to just only install the User Management
Pack 365 to enhance the administrative features for any Microsoft or competitive native
deployment of Lync Server 2013 or Skype for Business Server .

Note: AudioCodes support policy for CloudBond / User Management Pack is N-1; this
implies that Lync 2010 server backend environments are no longer supported.

Starting release 7.6, User Management Pack 365 is also available for pure CloudPBX
environments, where users assigned to Cloud Connected Edition devices and native Office
365 can be managed.

Installing User Management Pack 365 in Premise / Hybrid
Environments

Complete the steps in this chapter when User Management Pack 365 is installed in an
environment that has at least one Skype for Business or Lync 2013 edition server deployed
on premises. If User Management Pack 365 is installed in a pure CloudPBX environment
(all users are homed in Office 365) proceed to Section 11.10.2 in this document.

11.10.1.1 Prerequisites for Standalone Deployments

The Installation of the User Management Pack 365 requires a Windows Server 2012 R2
(virtual) server environment for installation. This server needs to be domain joined to the
existing Skype for Business environment and should be added as a trusted application
server within the Skype for Business topology.

The service account used for the installation of the Management Pack should be a member
of the following security groups:

B Domain Admins

B CSAdministrator

B RTCUniversalServerAdmins
B RTCUniversalUserAdmins

Note:

e The Windows Server should be configured with a static IPv4 address and not using a
DHCP server (DHCP server is not allowed in this configuration).

e Even though Lync Server 2013 is supported as a backend environment, the Skype for
Business Administration tools should be installed on the server running the User
Management Pack application.
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11.10.1.2 Prepare the Skype for Business Environment

Installing User Management Pack 365.

f: Note: When upgrading an existing CloudBond 365 environment continue with step:

Before the User Management Pack 365 can be installed, the the Skype for Business
Environment must be prepared for a new trusted application. To do this, perform the
following steps:

1. Create a trusted application pool for the server that will be used to install the
CloudBond 365 Management Pack in the Skype for Business topology. In the example
screenshot below, this computer is named UC-DC.cloudbond365.com instead of the
default UC-DC.cloudbond365.local.

Figure 11-92: Add Trusted Application Server

File Action Help

4 [ Skype for Business Server
4 (] The Netherlands
3 Lync Server 2010
[ Lync Server 2013
4 [ Skype for Business Server 2015 Enable replication of Disabled

configuration data to
[ Standard Edition Front End Servers this pool

General -

FODN: UC-DC.cloudbond365.com

[ Enterprise Edition Front End poals
[8l Director pools 1Pv4 addresses: Use all configured IPvé addresses
[ Mediation pools

[ Persistent Chat pools
[ Edge paols Next hop selection -
4 [ATrusted application servers

ligs) UC-DC cloudbond365.com Next hop pool: UC-FE.cloudbond365.com (The Metherlands)

3 Video Interop Server pools
[ Shared Components
[ Branch sites
i1 France
i apac
il Office 365

2. Add a new trusted application to this application pool named presenceservice using
the following cmdlet in the Skype for Business Management Shell:

New-CsTrustedApplication -Applicationld presenceservice -
TrustedApplicationPoolFqdn uc-dc.cloudbond365.1ocal —Port 6001

Where uc-dc.cloudbond365.local reflects the FQDN from the computer where the
management pack will be installed.

in the c:\acs\UCMAWebService\SysAdmin.UCMAService.exe.config file to reflect the

f Note: Another trusted application name and port can be chosen, but will require a change
same parameters.

3. Enable the new trusted application with the following cmdlet;
Enable-CsTopology

11.10.1.3 Prepare the Server that will run the Management Pack Application

The server that is used for the installation of the CloudBond 365 Management Pack
requires the enabling of specific Windows Roles and Features.

» Do the following:

1. Make sure the computer is joined to the Active Directory domain that hosts the Skype
for Business environment.
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2. Make sure that the service account used to logon to the server is a member of the
following security groups:

a. Domain Admins

b. CSAdministrator

c. RTCUniversalServerAdmins
d. RTCUniversalUserAdmins

3. Install the Windows Roles and features required by the Management Pack by issuing
the following cmdlet in a Windows Powershell window:

Install-WindowsFeature Telnet-Client, SMTP-Server, Web-Server,
RSAT-ADCS-Mgmt, RSAT-AD-Tools, Web-Mgmt-Tools, Web-Mgmt-
Console, Web-WebServer, Web-Common-Http, Web-Default-Doc, Web-
Static-Content, Web-Performance, Web-Stat-Compression, Web-
Dyn-Compression, Web-Security, Web-Filtering, Web-Windows-
Auth, Web-App-Dev, Web-Net-Ext45, Web-Asp-Net45, Web-1SAPI-
Ext, Web-1SAPI-Filter, Web-Includes,
InkandHandwritingServices, Web-Net-Ext, Web-Asp-Net, Server-
Media-Foundation, rsat

Note: Some features might require access to the Windows server installation media. For
these features, you should add the following parameter to the end of the cmdlet, where D
is the driveletter assigned to the drive holding the Windows server media:

Source D:\Sources\sxs

4. Set the execution policy for PowerShell Scripts to Bypass mode, by issuing the
following cmdlet in a Windows PowerShell window:

Set-ExecutionPolicy Bypass

5. Install the Skype for Business Administration tools using the Skype for Business
installation media:

Figure 11-93: Skype for Business Administration Tools

Welcome to Skype for Business Server 2015 deployment

Deploy 2;
A~
Prepare Active Directory Prepare first Standard Edition server
Prepares the Active Directory schema, forest, and domain for Skype for Prepares a single Standard Edition server to
Business Server. hast Central Management Service.
Help » ' Complete Note: This task requires local administrator

rights. This task does not apply to Standard
Edition Servers that are not planned to host

Install or Update Skype for Business Server System the Central Management Service, or for
Install or update a Skype for Business Server Server deployment member ~ deployments that include Enterprise Edition.
system.

Install Administrative Tools «
Installs the Administrative Tools to the
current system.
Your deployment requires at least cne
installation of the Topology Builder.

=

This option installs Skype for Business Server core components, and a
local replica configuration stare.

Note: Before installing a server, you need to have a valid topology created
and published.

Help »

Deploy Monitoring Reports
Deploy Monitoring Reports to selected SQL
Server Reporting Services (S5RS) instances.

Call Quality Dashboard

Skype for Business Server 2015, Call Quality
Dashboard is a portal that provides OLAP
reports to Skype for Business Server
administrators to help troubleshoot Call
Cuality issues,

First Run Videos
Click to view getting started videos.

Back Exit
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Install the latest Skype for Business Server updates using Microsoft's
SkypeServerUpdatelnstaller.exe, which can be found in the \Updates folder on the
CloudBond 365 Management Pack installation media.

Request a certificate for this computer to be used by the UCMA application, using the
following cmdlet in the Skype for Business Management Shell:

Request-CsCertificate -New -Type default -FriendlyName
""trustedapps.contoso.com Pool"™ -CA ca.contoso.com\ContosoCA -
ComputerFQDN uc-dc.cloudbond365. local

More info can be found at http://msdn.microsoft.com/en-us/library/lync/hh347354.aspx

11.10.2 Installing User Management Pack 365

Now that the server is prepared, it is time to install the User Management Pack. If not
already mounted, mount the CloudBond 365 installation media and start setup.exe and
select the User Management Pack 365 option as the deployment type and selectf one of
the following User Management Pack 365 editions:

OnPremise or Hybrid; when UMP365 is deployed in an environment that has at least
one Skype for Business or Lync 2013 edition server deployed on premises.

Cloud Connector Edition; if UMP365 is deployed in a pure CloudPBX environment,
where all users are homed in Office 365.

Figure 11-94: Select Deployment Type

(= -
® )
€) CloudBond 365™ Universal Installer
TERMS ~ CONFIGURATION
Please choose the type of installation
Standalone
Branched/Paired Pool Appliance
[=lUser Management Pack 365
Edition | OnPremise or Hybrid M
Cloud Connector Edition
Description
This option will do a standalone installation of User Management Pack 385,
Before you start this installation, you should have a working existing Skype for
Business environment.
Hardware Detected: Workstation
A ‘Warning: After pressing Next, You cannot sher the Instslistion Type without restarting Setup
Previous MNext

To Install User Management Pack 365:

Click Next to continue the installation and perform the following additional steps when
OnPremise or Hybrid is chosen:

Validate the domain Information and Credentials and click Next.
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Figure 11-95: Domain Information and Credentials

® - ° -
(€) CloudBond 365™ Universal Installer
TERMS  CONFIGURATION
AU Domain Information and Credentials
Domain FQDN cloudbond365.local Change
User Logon Name Administrator
Password LTI validate
Checking User Groups
Previous MNext

3. Select a Frontend pool in the site where User Management Pack 365 will be installed
and specify the installation directory. Click Start Installation to continue:

Figure 11-96: Front End Pool Name

@ - O x

(€) User Management Pack 365

TERMS  CONFIGURATION

DEPLOYMENT TYPE
DOMAIN INFORMATION

MANAGEMENT SUITE

Management Suite Configuration

Front-End Pool

Fully Qualified Domain Mame: UC-FE.cloudbond365.local -

UC-FE.cloudbond365.local

Installation Directory

Chacs Browse

Start Installation
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11.10.2.1

SysAdmin.RemotingSvr

For “OnPremise or Hybrid” deployments the proprietary SysAdmin.RemotingSvr service
needs to be installed on every FrontEnd server in the Skype for Business FrontEnd pools
within the environment.

>
1.

To install the SysAdmin.RemotingSvr service:

Copy the RemotingSvr folder from the \WindowsServices\ location on the CloudBond
365 installation media to a location on every Front End server (in the following
example we'll use c:\acs\RemotingSvr as the destination)

Note: When upgrading an earlier version of the CloudBond 365 environment, you need to

CE stop the sysadmin.remotingsvr service and only copy the new files, replacing the older

ones. There is no need to reregister the service and therefore you do not need to proceed
with the steps below.

Set the execution policy for PowerShell Scripts to Bypass mode, by issuing the
following cmdlet in a Windows PowerShell window:

Set-ExecutionPolicy Bypass

Import the c:\acs\RemotingSvr\SysEdge.pfx certificate in the computer\Trusted People
certificate store by right clicking the certificate, and selecting Install PFX. Choose the
Local Machine as the destination and continue to the password page, where the
password p@sswOrd needs to be input. Complete the import wizard according to the
following screens:

Figure 11-97: Complete Import Wizard

<« WindowsServices » RemotingSur

Name : Date modifi
%] Common.Logging.dll 1
% Common.Logging.Log&het.dIl 1
|| Common.Logging.pdb 1
[=| Common.Logging 1
| leg4net.config 1
% logdnet.dll 1
%) SysAdmin.Helpers.dll 1
|| Syshdmin.Helpers.pdb 1
%] SysAdmin.MWIdIl 10
1
1
1
1
1

| SysAdmin.MWI.pdb
57 SysAdmin.RemotingSvr

] SysAdmin.RemotingSur.exe.config
[} SysAdmin.RemotingSur.pdb

SysFdne
Install PFX

<+ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trustlists, and certificate revocation
lists from your disk to 3 certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

) Current User

(®) Local Machine

To continue, dick Next.
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4. Install

(€) = Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificate

Windows can automatically select a certificate store,

the certificate.

(O Automatically select the certificate store base

(®) Place al certificates in the following store

Certificate store:

Select Certificate Store

Select the certificate store you want to use,

| Trusted Publishers
| Untrusted Certificates

B Trusted People|

Client Authentication Issuers

| Third-Party Root Certification Authorities —

[ show physical stores

OK. | | Cancel

Windows can automatically select a certificate store, or you can spedify a location for

the certificate.

O Automatically select the certificate store based on the type of certificate

(®) Flace all certificates in the following store

Certificate store:

Trusted People

| o

Completing the Certificate Import Wizard

The certificate wil be imported after you dick Finish.

You have specified the following settings:

[ e e Trusted People
Content PEX
File Name

C:\ACS_SysAdmin_5.5. 1453,542_artifacts\Windows]

Certificate Import Wizard -

o The import was successful.

SysAdmin.RemotingSvr

service,

c:\Windows\Microsoft. NET\Framework\v4.0.30319\InstallUtil.exe
performing the following steps:

a.
b.

Open a Command Prompt as Administrator
Run the following command to install the application as a service:

using the
application by

c:\Windows\Microsoft. NET\Framework\v4.0.30319\InstallUtil.exe c:\acs\Remoting
Svr\SysAdmin.RemotingSvr.exe
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Figure 11-98: Administrator Command Prompt

[e+] Administrator: Command Prompt

C:\SysEdgeSvr>c :sHindowssMicrosof t .NET“Frameworkswd.8.38319Installltil.exe SysA
dmin.RemotingSvr._exe

Microsoft (R> _MET Framework Installation wtility Uersion 4.8.38319.1

Copyright ¢(c?» Microsoft Corporation. All rights reserved.

Running a transacted installation.

Beginning the Install phase of the installation.
See the contents of the log file for the C:\EysEdgeSvr SysAdmin.RemotingSvr.exe
azzembhly’s progress.
The file is located at C:“\SysEdgeSvr Sysfdmin.RemotingSvr.InstallLog.
Installing assembly *C:s\SysEdgeSvrsSysAdmin.HRemotingSvr.exe’ .
Affected parameters are:
logtoconsole =
logfile = C:“SysEdgeSvr SyszsAdmin.RemotingSvr.InstallLog
assemblypath = C:\SysEdgeSvur~SysAdmin.RemotingSvr.exe
Installing service SysAdmin.RemotingSuve. ..
Service SysAdmin.RemotingS8ur has bheen successfully installed.
Creating EventLog source SysAdmin.RemotingSve in log Application...

The Install phase completed successfully, and the Commit phase is beginning.
See the contents of the log file for the C:\SysEdgeSvr SysAdmin.RemotingSvr.exe
assembly’s progress.
The file is located at GC:»SysEdgefSur SyzfAdnin.RemotingSvr.InstallLoyg.
Committing assembhly ’C:\BysEdgeSvrsSysAdmnin.RemotingSvr.exe’ .
Affected parameters are:

logtoconsole =

logfile = G:“SysEdgeSvr SysAdmin.RemotingSvr.InstallLog

assemblypath = C:»\SysEdgeSur~SysAdmin.RemotingSvr.exe

The Commit phase conpleted succeszsfully.
The transacted install has completed.

C:sSysEdgeSvrr_

c. This command will prompt for the service account to be used for starting the
service. Provide the username in the format domain\serviceaccount as shown

below:
Figure 11-99: Set Service Login
Set Service Login ? x
Username: ||:I|:|u|:|I:u:|n|:| 365 administrator
Password: |“*“““*

Confirm password: |““*“"|

QK Cancel

d. Though the service startup mode will be set to Automatic’. It is required to
manually start the service after installation.
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11.11

11.111

11.11.2

Virtual Edition Install

When all Configuration Wizard options are completed, the installation program starts
installing the Skype for Business software components according to the input settings.

Deployment Model using Hyper-V

If you selected a Deployment Model of Hyper-V Host with Virtual Machines or

Co-Located Hyper-V / Domain Controller with Virtual Machines, installation will
continue automatically on the current hardware platform, requiring minimal intervention.
Software installation can take between 3-8 hours, depending on the options chosen.

Deployment Model using the Virtual Edition

If you perform a Deployment Model of Virtual Edition, Hyper-V and Windows operating
systems will not be installed. You'll be required to create your own Windows Server 2012
R2 virtual servers and assign to them IP addresses that will match the IP addresses you'll
specify in the installation wizard.

Important: As the installer performs all installation tasks such as creating the Active
Directory domain forest, joining the servers to the domain and installing the Skype for
Business components, it is mandatory that a clean Windows Server 2012 R2 operating

system is used.

You'll be required to log on to each of the three servers (DC, FE, and Edge) and perform
the configuration on each. Once configured on the DC, the configuration can be saved and
loaded for re-use on the FrontEnd and Edge servers:

Figure 11-100: Configuring DC, FE, and Edge Servers

re=m =
\8)

CloudBond 365™ Universal Installer

TERMS  COMFIGURATION

DEPLOYMENT TYPE
DEPLOYMENT MODEL
START

Step 1: Which server is this? Front-End Server v

| Management Server
Step 2 Load Existing Configuratiileuus sl et 8
The configuration file can b Edge Server Hinstalltmp
‘eondi

figurationm|

Browse For Configuration
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Figure 11-101: Configuring DC, FE, and Edge Servers

®

(¢) CloudBond 365™ Universal Installer
TERMS  CONFIGURATION

DEPLOYMENT TYPE
DEPLOYMENT MODEL

Step 1: Which server is this? fanagement Server M

Step 2: Create Mew Configuration / Load Existing Configuration

MNote: If you are not sure. select 'Create New Configuration’

Create New Configuration Erowse For Configuration

The installation wizard checks the machine IP with the IP defined in the wizard, to
determine which server role will be installed. If there's an IP address mismatch between the
wizard and the virtual machine, the Install button will be grayed out and the server role is

displayed as 'Unknown Server' on the Summary page.

Figure 11-102: Summary — Unknown Server

TERMS  CONFIGURATION

DEPLOYMENT TYPE
DEPLOYMENT MODEL
START

CREDENTIALS

DOMAIN INFORMATION
MANAGEMENT SERVER
FROMT-EMD SERVER
EDGE SERVER

Summary - Unknown Server

Edge Server

ComputerMame

Internal Interface

UC-Edge

IP Address 192.168.0.103
External Interface

IP Address 192.168.254.103
Subnet Address 255.255.2535.0
Default Gateway 192,168.254.254

Save Configuration
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11.11.3 Installation Steps

The software installer will perform many steps on each server to build the CloudBond 365
system. The steps will vary depending upon the options chosen in the Configuration
Wizard. The major steps include:

Creating Hyper-V Virtual machines as required

Installing Windows 2012 R2 on each VM where needed

Creating a Domain Controller

Installing a Skype for Business Standard Edition Front End Server
Installing a Skype for Business Consolidated Edge Server
Installing Skype for Business utilities on the DC

Installing SysAdmin and other CloudBond 365 components
Installing the SBC software if required

The order of building each server VM is important. For example, the FE cannot be installed
before the DC build is complete. The servers will be installed in the following order:

DC
FE
Edge
SBC
RP

The Host waits for all VMs to complete before continuing. Each individual server waits for
the previous server to complete before continuing.

11.11.4 Installation Progress

The following screenshots provide examples of the progress visible on each server
component of the CloudBond 365 system.

Figure 11-103: Typical Automated Installer screen

& - *

€) CloudBond 365™ Universal Installer

TERMS CONFIGURATION PROGRESS

08:38:48 Normal: 38: Step-DC-Roles-Features -
08:38:48 Narmal: 39: Install-Updates

2:48 Normal: 40: Step-Configure-DC-Roles-Features
3:48 Normal: 41: Step-54B-Core

:38:48 Normal: 42: Step-WaitForOs180

08:38:48 Normal: 43: Install-UCMA-Runtime

08:38:48 Naormal: 44: Step-DC-FirewalRules

08:38:48 Naormal: 45: Step-SysAdmin

08:38:48 Normal: 46: Step-54BServerUpdates

08:38:48 Normal: 47: Install-AdditionalUpdates

08:38:48 Normal: 48: Step-0365-Prerequisites

08:38:48 Normal: 49: Step-Registry-Updates

08:38:48 Normal: 50: Step-Win2k12R2-RegistryFix
08:38:48 Normal: 51: Step-CopyUtils

:38:48 Normal: 52: Step-ClearAutologon

8:48 Normal: 53: Step-WindowsActivation

:48 Marmal: 54: Step-Cleanup

2:48 Normal: 55: Step-Start-VMs

:48 Normal: 56: Step-WaitFor-Servers

3:49 Normal: Total number of steps is 57

8:49 Normal: Number of steps to execute: 57

8:49 Normal: Set-AdminPassword: OK

2:38:49 Normal: Create- LocalAdministrator: -
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Figure 11-104: Setup has been completed on one of the VMs

gy - x

€) CloudBond 365™ Universal Installer

TERMS CONFIGURATION PROGRESS

LOULZD INUL gL 1l Ul E IVIUUEL Jldliudiu
56:23 Normal: Deployment Model: ColHostVMs

6:23 Normal: Deployment Type: Standalone

3 Normal: Using FAbin\Scripts\Host-Colocated ps1

3 Normal: Using F\bin\Scripts\Management__Server-Standalone.ps1

3 Normal: Previous execution was detected, the last succesfuly executed step index is 48

6:23 Normal: Total number of steps is 60

6:23 Normal: Number of steps to execute: 11

1:36:23 Normal: Install-AdditionalUpdates: Installing FAThirdParty\SkypeUpdates\SQLServer20125P2-
B2958429-x64-ENU . exe

2
2
2
2
2
2
2
2
Ki
21:56:47 Normal: OK
2
2
2
2
2
2
2
2
2
2

6:47 Normal: Step-O365-Prerequisites: OK

0 Normal: Step-Registry-Updates: OK

0 Normal: Step-Win2k12R2-RegistryFix: OK

0 Normal: Step-CopyUtils: OK

0 Normal: Step-ClearAutologon: OK

0 Normal: Step-SetUserPasswordNeverExpire: OK
2 Normal: Step-WindowsActivation: OK

6:53 Normal: Step-Cleanup: OK

6:53 Normal: Step-Start-VMs: OK

1:36:38 Normal: Step-WaitFor-Servers: OK

23u341 normal: Setup has Completed

11.12 Setup Complete

When the Hyper-V Host server installation is finished and it can communicate to the virtual
servers over IP, it will report Setup has Completed on the install screen.

You should now proceed with the post-install steps, which include:

Installing a license code into the CloudBond 365 management suite web pages
Completing any configuration steps for the SBC and reverse proxy

To connect to the customer domain, see Part ‘Deployment Requirements’ on page 39.
Perform any local customer Skype for Business configuration required.

Activating Windows 2012 R2 licenses

Update Windows and Skype for Business updates

Update HP servers latest service pack updates

If you installed a Branch / Paired Pool Appliance, and wish to configure a paired pool,
proceed to the next chapter.

Note: After the CloudBond 365 software has been installed as a BPA or Software Only
installation, the IP addresses for the none-domain-joined computers are not registered
into DNS dynamically.

Consequently, for full feature functionality you'll need to make sure that the following
servers all have a hosts file entry for the UMP management server, and that these
servers are added to the DNS that is queried by the management server:

Edge server

Host server from a Pro or Enterprise server
SBC

Reverse proxy server
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A

Note: After CloudBond 365 software has been installed, you may need to adjust DNS
settings to match your network environment. You may either follow the deployment guide
to set up DNS, or set the DNS server on the CloudBond 365 Controller (UC-DC) to
forward requests to the internet. See Section 11.21 for more details.

Note: The Installation Wizard adds firewall rules to the Windows firewall for opening
communication to the SQL environment. For security reasons, these ports are only
opened to the local subnet. If communication between multiple IP subnets are required,
the Remote IP address on the Scope tab of the ACS SQL Inbound firewall rules should
be set to Any IP Address, or IP Addresses have to be added to the “These IP addresses”
list as shown below:

4 Windows Firewall with Advanced Security
File Actien  View Help
papra e — i

o Windows Firewall with Advance [T LT R

= :;hcund R.l:t: Name Group - Profile Enabled ~
g Cui‘buu:d ; = . @ Acs-saL Al Yes
g onnection Secunty Rules ﬁﬂCS-SQL-Bmwsnr All es

p %L Monitoring "
E &3
AC5-50L Properties - Yes

Y and Services Femate Compuiers | Yes
| Protacals end Purls Swpe | Advenced | Ln-¢.a| Principals | Remole Lsers | :"

[a]
Local IP address Mo
l_l:. ®) Ay P address Mo
! () These IP addressas He
Yes
Weg
es
es
Yes

Remale IP address es
b
B O Ay IP addess &

. Yes
(® Thess IP addressas: Yes

flocalsubret | A | Yes
fes

[[E=. | Ve

e Ve

es
Yes
fes
Yes
s
fes
es
Yes

oK | | Cancel Aoy Yes e
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11.13 Paired Pools — Post Install

After the BPA software install completes, you may wish to modify the topology so that each
FE server has resiliency by Pairing with the other FE server.

A paired pool of servers should only be established after both servers and installed and
functioning.

To pair FE servers, they must be of the same type. For CloudBond 365, this means both FE
servers must be Skype for Business Standard Edition FE Servers. You cannot pair a Skype
for Business Standard Edition FE Pool with a Skype for Business Enterprise Edition FE
Pool.

There is a good article about Paired Pool setup at:

http://www.gecko-studio.co.uk/dont-play-with-fire-play-with-pool-pairing-configuring-testing/

11.13.1 Pairing Pools in Topology

» To pair two FE servers:
1. Logonto a CloudBond 365 DC.
2. Open the Skype for Business Topology Builder.
3. Right-click an existing Standard Edition FE Server, and select properties.
4. Navigate to the Resiliency section.
5. Enable an Associated backup pool, and select the paired FE server.
6. Select Automatic failover and failback for Voice.
7. Click OK.
Figure 11-105: Edit Properties
e Lync Server 2013, Topology Builder =1 =T
File Action Help
4 [B Lync Server e
| ACS-2013
4 [ site2
(3 Lync Server 2010 FQDN: uc-fe2.ac-onebox.com
4 Cllync Server 2013 1Pv4 addresses: Use all configured IPv4 addresses L
+ S B MBS Feaurc and fonconst [
Carerpre oo Font ook | o oS0 s
j;:.; ot Edit Properties
(i Persisy | [ | =
CaEdger | Eeera\ | Resiliency .
= YR | Resiiency Associsted backup posl
[ Shared Cof | | Web services | :
Sbronch i | Medson Sever | | uc-FEaconebox.com ACS-2013 |=|
| [¥] Automatic failover and failback for Voice:
| | Voice failure detection interval (sec): *
| | 200
| Vaice failback interval (sec): *
| ‘ 600
| Note: If you want to invoke failover and failback between two pools for services other than Voice, you
| must do so manually.
| ‘
| Web services -
| |

8. Publish the topology.
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9. On each FE server, run the Skype for Business Deployment Wizard.

Figure 11-106: Publish Topology

-

Pubalish Topology -

Publish the topology

In order for Skype for Business Server 2015 to correctly route messages in your deployment, you must
publish your topology. Before you publish the topology, ensure that the following tasks have been
completed:

A validation check on the root node did not return any errors. -~
A file share has been created for all file stores that you have configured in this topalogy.

All simple URLs have been defined.

For Enterprise Edition Front End pools and Persistent Chat pools and for Monitoring Servers and
Archiving Servers: All SQL Server stores are installed and accessible remotely, and firewall
exceptions for remaote access to SQL Server are configured.

For a single Standard Edition server, the "Prepare first Standard Edition server” task was
completed.

You are currently logged on as a SQL Server administrator (for example, as a member of the SQL
sysadmin role).
If you are removing a Front End pool, all users, commen area phones, analog devices, application

v

rentact Ahiactc and canfaranca diractaniac have haan ramsuad fram tha naal

When you are ready to proceed, click Next.

Back Mext | | Cancel

10. Click Install or update database.

Figure 11-107: Install or Update Database

File | Action | Help

Skype for Business Server 2015, Topalogy Builder

4 [ Mew Central Site...
. . SIP domain
Edit Properties..
New Topalogy... . .
Default SIP domain: S4B.interop
Open Topology...
Additional supported Mot configured
Download Topalogy... SIP domains:
Save a copy of Topology As...
| Publish Topology...
T | .
[ Install or upgrade a database... Simple URLs
)
|'Remove De -
Install or upgrade databases (other than the Central Management Store), |
Help I T TTC T TS HCTvE
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11. With the Get-CsManagmentReplicationStatus command, make sure the CMS is
updated on all servers.

Figure 11-108: Making Sure the CMS is Updated on all Servers

catronstatus

= shUsersy e, Vyncadmin.C

12. On each FE server (not in parallel), run the Skype for Business Deployment Wizard.
13. In the Skype for Business Deployment Wizard, Run 'Step 2' as shown in the figure
below.

Figure 11-109: Install or Update Database
[

L} Skype for Business Server 2015 - Deployment Wizard
2ploy =

> mghad O upeciate

Step 1 bnetall Local Configueastion Store

ngtalls kocal sonfiguration slon and populates with data from Ceniral Massgemens Siom
Preredquaies B
¥ o Corglete | Run Again

Step 2 Setap of Remowe Skype lod Businein Sermd Components
Al and STt o0 SERiteile b Lnetdtal Sk far Busiedd Serelr Campanents haded oh The 1opakegy
O Terwen.

Futi

Shep 1 Regueest, aotall or Assign Certificates
Thes step starts the Cerificate Wizerd Creabe cervdicate request for iocal sysiem. install and assgn certifacates for
el Sy Baded o0 the topalogy definbian

Frerequasies B

w Compiete | Run Sgain

Srep 4 Slarit Servioes

Al Attes yomive mstaled Soppe for Busmess Sereey oo bl of R dervers o the poad, pou Tl eeed 1o St the sernies
Wi Can et the sereces 0 o podl with the Sirppe for Busimers Server omdiets.

prinect b one of the servess in the pool snad nun the Stert-CrPool cmales, A

St pervert in Shee posed pheasald b runreng Shopee for Business Senver before you wis the Sar-CiPool cmadlet

ar1 the seraces n e nan-user poed. un the Start-CilindowiSennce cmiet BN Eviery eTeRr in the poc

T slart the sereoes 8 urer poo

Back Ext
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Figure 11-110: Executing Install or Update Database

o Set Up Skype for Business Server Components E3)

]'S“ Executing Commands
|A._ .II

REECOT=Realyiuppress HE-'MLDIR:“'.".F‘rngram Files\Skype for Business Server 201507) success | .
|n11a|lmg BackupSenicemsil ADDLOCAL = Feature_L yre Baciup REBOOT=ReallySuppress
INSTALLDIR ="C:\Program Files\Skype for Business Server 20150 success

Imstalling asy collocated databases..

Executing PowerShell command: Install-CiDatabase -Confirmeifalse -Verbose -LocaiDatabases -
Report “CAUsersieulymoadmin DAYCOAAppData'\Local\ Temp) Pinstall-C 50atabase-[2016_05_18]
[11_46_18) heml™

Enabling new roles.

This step will configure senvoes, apoly penmissions, create firewall rubes, ete,

Esmeit i Cawearihall poammbnd: Enabla-CSCamputer -Coanfirm:Salee -Verbots -Repgast "CA\User
e lynesdmin DAYC VA ppData\Locah Temph 1\ Enable-CS Computer-[20°16_0:5_18][11_46_26] ktmi*

Tazk status: Completed
Boctstrap local machine =| | WView Log
Help B Firigh

14. With the Get-CsManagmentReplicationStatus command, make sure the CMS is
updated on all servers.

Figure 11-111: Making Sure the CMS is Updated on all Servers

. Dyncadmn. DAYCD L licationStatus

15. Run the Invoke-CsBackupServiceSync cmdlet on each server to make sure
conferencing data is replicated. The following commands are listed in the to-do list
after publishing the topology:

Figure 11-112: Commands Listed in the To-Do List after Publishing the Topology
NextSteps - Notepad (== I

Filt Edt Foamat View Help

Update Skype for Buslness Server with the changes deflned ln the topology by rumnnlng local Setup on mach server
kn the followlng List,

Important: Server changed msde Ln Topology Bullder must repllicate to the servers Lo yous topology. Plesse
conflrm that repllicatlon has been successful before proceeding setup.

Sprver FODN: TE-SAWFREN,IFqdn LOCAL, Pool FODN: TE-SEVFREN.IFqdn, LCCAL

Servie FODN: IV-SRVAREN.IFadn i LOCAL, Pool FQDN: IV-SRVFREN.IFqdn i LOCAL

Run the Invoke-CrBackupServiceSymc ondlet to emsure conferenchng data 1s replicated.
Irnvckie -CafackupServioeime -PoolFgdn TR -3RWEREN, IFddn i, LOCAL
Irvoke-CiBackupServiceSyne -PoolFqdn IV-SRWFREN. IFqdn i LOCAL
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11.13.2

11.13.3

16. Check the Pool-Pairing status (FinalState) with Get-CSBackupServicesStatus:

Figure 11-113: Checking the Pool-Pairing Status (FinalState)

cESt

FEfencEFOEY, . .

Pairing Pools in DNS

To complete the setup of a paired pool, the DNS records will need to be reviewed and
modified so that users can locate the surviving Front End pool in the event of afailure.

The most common way to do this is to add a weighted SRV record pointing to the second
FE server. When this method is used, all Skype for Business clients will initially contact the
first FE pool indicated by the SRV records. The first FE pool will redirect clients homed on
the second FE to that FE Pool, thus some minor additional traffic is encountered by the
First FE pool. During a failure, the clients will use the second weighted SRV record to locate
the surviving FE Pool.

You may choose other methods to control client logins, such as geographic DNS records.
These will redirect client logins to their local FE pool and minimize traffic.

Failing Over

Paired pools offer automatic failover for Enterprise Voice traffic, but not for other features of
Skype for Business. Failover between servers is a manual process. After a server fails, and
before manual failover is completed, clients will experience restrictions and limited
functionality.

Microsoft  documentation for the failover process can be found at:
https://technet.microsoft.com/en-us/library/jj204678%28v=0cs.15%29.aspx

In the following command examples, it is assumed that uc-fe.ac-onebox.com has failed,
and must be switched to the surviving uc-fe2.ac-onebox.com

11.13.3.1 Edge Pool NextHop

If an Edge server uses the failed FE pool as the next hop, and that edge server has not
failed and is still available, you will have to change the Edge server to use a surviving FE
pool as the next hop.

Set-CsEdgeServer -ldentity EdgeServer:uc-edge.ac-onebox.com -
Registrar Registrar:uc-fe2.ac-onebox.com

11.13.3.2 Central Management Store

If your CMS is located on the failed FE server, you will need to fail it over to the remaining
server. You can check the CMS location with Get-CsManagementConnection.

In the Skype for Business Management Shell on the surviving FE server, enter the
commands:
Get-CsManagementConnection

Invoke-CsManagementServerFailover —BackupSqlServerFQDN uc-fe2.ac-
onebox.com —BackupSqlServerinstance rtc -force
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11.13.3.3 Users

To failover the users, enter the command:
Invoke-CsPoolFailOver -PoolFqdn uc-fe.ac-onebox.com -DisasterMode

11.13.4 Failing Back

Once the failed server has been recovered and brought back online, you can fallback the
users and CMS as required.

Note that the CMS location does not need to be changed and can remain in its current
location if desired.

11.13.4.1 Edge Pool NextHop

If an Edge server next hop pool was changed, you can optionally change the Edge next
hop value back to its original location. For a paired pool within the same site, this may not
be required, but if the FE and Edge are now on separate sites, the next hop should be
returned to minimize cross WAN traffic.

Set-CsEdgeServer -ldentity EdgeServer:uc-edge.ac-onebox.com -
Registrar Registrar:uc-fe.ac-onebox.com

11.13.4.2 Central Management Store

To return the CMS to its original location, in the Skype for Business Management Shell on
the repaired a FE server, enter the commands:

Get-CsManagementConnection

Invoke-CsManagementServerFailover —BackupSqlServerFQDN uc-fe.ac-
onebox.com

—BackupSqglServerlinstance rtc -force

11.13.4.3 Users

To return users to their original home pool, on the repaired FE server, enter the command:
Invoke-CsPoolFai lBack -PoolFqdn uc-fe.ac-onebox.com
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11.14 Installing the Product License

CloudBond 365 uses an Enterprise License model i.e. a single CloudBond 365 license is
used for one or more CloudBond 365 servers that are installed in the same company
domain and share the same Active Directory (AD). The Enterprise License will store the
total number of users of all CloudBond 365 servers that share the same AD.

The Enterprise License is based on a unique “System ID” (Fingerprint) which is based on
an AD contact field. The “System ID” key is available the first time you try to login to the
CloudBond 365 using the CloudBond 365 sysadmin.

Figure 11-114: Uploading License File
e £ ritrpe 00080

The “System ID” is also available in the CloudBond 365 management tool System
Configuration -> Licensing Info page.

The first time a CloudBond 365 system is ordered for an enterprise the AudioCodes system
generated a unique “Product Key” that represents the customer enterprise system. The
Product key is sent to the customer/channel upon system ordering via email.

To activate your CloudBond 365 system you will need both a “Product Key” and a “System
ID" (Fingerprint). Once you have both keys you can activate your product through
AudioCodes License Activation tool at http://www.audiocodes.com/swactivation.

An e-mail will subsequently be sent to you with your Product License.
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11.15 Activating Windows

CloudBond 365 is supplied with Windows 2012 R2 Standard Edition OEM licenses, with the
Microsoft Product License code stickers attached to the server hardware.

If you are performing a Bare Metal installation, or rebuilding an existing CloudBond 365
system, you may need to activate windows when the software installation is complete.

You will need to Activate the Host server, as well as each Virtual Machine.

To activate windows, you may start the Activation process by running slui.exe, or opening
the Sever Manager utility and clicking the Product ID field.

Note: Make sure your host server and all virtual machines have Internet access when
activating the Windows license.

The Windows activation key is a 25 character key available on the Windows license sticker
attached to the server and named 'Product Key' e.g., abcd-12345-efghi-6789-jkimn.

Each Windows 2012 R2 OEM sticker is allowed to activate one physical server (i.e., Host)
and two additional virtual machines running on the same physical sever. In the case of
CloudBond 365 Pro with three stickers, it allows to activate the host and six virtual
machines.

The CloudBond 365 Standard Box Edition contains one Windows 2012 R2 OEM license
that allows you to license the Host, FE and Edge servers.

Figure 11-115: CloudBond 365 Standard Box Edition
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stickers that allows you to license the Host, FE and Edge servers with the first sticker
product key. The second sticker product key is for licensing the Reverse Proxy server.

The CloudBond 365 Pro and Enterprise Box Editions contain three Windows 2012 R2 OEM
license stickers that allows you to license the Host, DC and FE servers with the first sticker
product key. The second sticker product key is for licensing the Edge and Reverse Proxy
servers. The third sticker is available for licensing additional verified applications to be
installed on the server.
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Figure 11-116: CloudBond 365 Pro and Enterprise Box Editions

Figure 11-117: Activation using Server Manager
= 1o

Server Manager

" sDCs
W Aoos

2 ons

& Fil and Storage Services b
B Hyperv

e s
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Figure 11-118: Entering the Product Key

Deshes will be sdded automatically

Note: It is recommended that you photograph or copy the Windows product key slickers

and save them in a safe place to be used in the future, for a system re-installation or if
your server is physically placed in a rack where it may be difficult to access the Windows

sticker during installation.
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11.16 Running Windows Updates

Microsoft periodically releases new hotfixes for the Windows operating system to solve
security issues and bug fixes.

It is recommended to follow the Microsoft recommendation and have your CloudBond
Windows operating system up-to-date with the latest hotfixes.

Refer to the Microsoft best practice guidelines regarding Windows Update:
https://technet.microsoft.com/en-us/library/dn518328.aspx

Note: If any unsupported or unapproved hotfix is found by the AudioCodes team,
AudioCodes will officially publish a Product Notice regarding this issue.

Windows Update settings should be modified to suit your requirements, or manually install
updates at a convenient time on all Windows Servers (Management server, Front End, and
Edge) installed as part of a CloudBond 365 system.

To manually install updates, open the Server Manager Utility, then select the Last Installed
Updates field.

Note: Ensure that DNS forwarding has been set correctly prior to attempting a Windows
Update. See Section 11.21 for more details.

Figure 11-119: Accessing Windows Updates
B Server Manager |= (= -

fii aDDs

& DNS

W File and Storage Services b
B Hyper-v

o s

EVENTS
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Figure 11-120: Checking for New Updates

Lo |!} » Control Panel » System and Security » Windows Update v C-| | Search Control Panel o |

Centrol Panel Home

Windows Update

ange settings .
) You're set to automatically download updates
View update history
No updates are available.
Restore hidden updates
Most recent check for updates:  Never
Updates were installed: MNever
You receive updates: Managed by your system administrator

Check online for updates from Windows Update

Seealso

Installed Updates

Figure 11-121: Checking for New Updates

T \8) »+ Control Panel » System and Security » Windows Update w C,‘ ‘ Search Contral Panel o |

Control Panel Home

Windows Update
Check for updates
Change settings
View update history m Checking for updates...
Restore hidden updates

Most recent check for updates:  Never
Updates were installed: Never
You receive updates: Managed by your system administrator
Check online for updates from Windows Update

See also

Installed Updates
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Figure 11-122: New Updates Found

1T | @ » Control Panel » System and Security » Windows Update w C,| | Search Control Panel »p |

Control Panel Home

Windows Update

Check for updates
Change settings .
View update history ﬂ You're set to automatically download updates
Restore hidden updates 60 important updates are
available

Most recent check for updates:  Today at 10:08 AM

Updates were installed: Never

You receive updates: Managed by your system administrator

Check online for updates frem Microseft Update

See also

Installed Updates

Figure 11-123: Selecting and Installing Update

®© = 1 |8 < Windows Update » Select updtes to install v @] [ search Control Panel o]

Select the updates you want to install

¥ Name - Size | Security Update for Microsoft
Silverlight (1) “ Silverlight (KB3056819)
I rtant (60)
—— Ll %] Security Update for Microsoft Silverlight . 125MB This security update to Silverlight
M t SOL S 2012 (2 includes fixes outlined in KB
icrosoft SQL Server @ ° 3056819. This update is backward
[¥ Microsoft SQL Server 2012 Service Pack 2 (KBZ... 1,015.2 MB compatible with web applications
[ Security Update for SOL Server 2012 Service Pa... 1564 MB built using previous versions of
Silverlight.
Visual Studio 2010 (4) ~
[l Security Update for Microsoft Visual Studic 20... 1.7 MB = FAREND
[l Update for Microsoft Visual Studio 2010 Servic..  1.5MB ' Update is ready to download
[¥] Update for Microsoft Visual Studio 2010 Servic... 9.1 MB i i
[l Update for Microsoft Visual Studio 2010 Servic... 6.6 MB More information
Windows Server 2012 R2 (52) ~ | [EERECEEEca

[¥] Cumulative Security Update for ActiveX Killbit... 33 KB

[l Cumulative Security Update for Internet Explor...  33.8 MB

[¥] Microsoft NET Framework 4.5.2 for Windows ...  71.6 MB

[¥] Rules Update for RRAS Best Practice Analyzerf.. 373KB

[ Security Update for Microsoft .NET Framewor... 9.9 MB

[ Security Update for Microsoft .NET Framewor... 3.3 MB

[ Security Update for Microsoft .NET Framewor... 322 KB

[ Security Update for Microsoft .NET Framewor...  33.3 MB

[ _Security Update for Microsoft NET Framewor... 4.9 MB hd

Total selected: 60 important updates (1,307.8 MB - 1,907.9 ME)

Unless you wish to avoid a specific update, it is generally easiest to accept the default
selections and click Install.
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11.17

11.17.1

CloudBond Infrastructure Updates

The CloudBond 365 system is built on top of different infrastructure modules such as
Mediant 800, HP server, server BIOS and firmware, Windows OS, hardware and software
drivers, Hyper-V, CloudBond 365 applications, etc. CloudBond was fully tested to operate
and best perform with all infrastructure modules and together with CloudBond software
applications.

It is not allowed to self-upgrade any of the CloudBond infrastructure or application modules
without AudioCodes official instruction or without consulting an official AudioCodes
representative.

Hyper-V Resource Allocation on Cloudbond Enterprise Edition

The Hyper-V resources allocated to the virtual machines (CPU and Memory) by Setup.exe
are the minimal required resources defined for a server load of 2500 users on the HP-
GENS8 Enterprise Edition server to allow trusted partner applications to run on the same
Hyper-V host.

If trusted partner applications are not installed or a different resource allocation is required
due to a different user load model, those available resources can be assigned to the
required virtual machines by using the Hyper-V virtual machine settings pane:

Figure 11-124: Hyper-V Resource Allocation

4 Metwork Adapter

% Hardware Wil Memory
!" Add Hardware
B Firmware Specify the amount of memaory that this virtual machine can use.
. Security
Secure Boot enabled Dynarmic Memory
W@ rMemory Y¥aou can allow the amount of memory available to this virtual machine to change
4096 MB dynamically within the range you set.
. n P_I:DEESSDF [] Enable Dynamic Memory
2 Virtual processors
= & scsl Controller 512
== Hard Drive
EnterpriseUsers. vhdx 4096

OVD Drive

Es Autormatic Start Action

Restart if nrevio sl ronnina

% Management 07

1] Mame
Enterprisellsers Memary weight

|| Integration Services Specify how to prioritize the availability of memory for this virtual machine
Some services offered compared to other virtual machines on this computer.

iy Chedpaints

" Production Low ' High

'EE Smart Paging File Location
c:\DataMicrosoft\Windows\Hyper. .. o Specifying a lower setting for this virtual machine might prevent it from

starting when other virtual machines are running and available memory is low.
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When making changes to the resource allocation, note the AudioCodes and Microsoft best
practice guidelines shown in the table below:

Table 11-3: AudioCodes and Microsoft best Practice Guidelines

Component Description
CPU No oversubscription is allowed.
Memory Reserve 2 GB memory for the host OS plus

an additional Host reserve, which depends
on the Physical memory according to the

table below.
Physical (GB) Host Reserve (GB)
8-32 2-25
64-128 3-4
256 6
512 10
1024 18
2048 34
4096 66
HDD The recommended minimum free space on

volumes containing Hyper-V virtual machine
VHD and/or VHDX files:

= 15% free space, if the partition size is less
than 1TB

= 10% free space, if the partition size is
between 1TB and 5TB

= 5% free space, if the partition size is
greater than 5TB

11.17.2 Skype for Business Cumulative Update

Microsoft periodically releases a Cumulative Update (CU) of fixes for the Skype for
Business different roles. AudioCodes periodically tests and verifies each released CU and
publishes its recommendation, whether or not a new CU is approved for the CloudBond
system.

It is recommended not to install a CU on the CloudBond 365 unless it has been approved
by AudioCodes.

11.18 CloudBond Support and Responsibility Program

The CloudBond 365 Support and Responsibility Program is based and defined in the
AudioCodes Partner Solution Support (APSS) program. For more information, refer to the
APSS-Policy.
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11.19

11.20

Antivirus Application

No antivirus application is installed with CloudBond 365. To protect your CloudBond 365
system, it is advised to install an antivirus application. Make sure you install a Microsoft-
verified antivirus application for Skype for Business.

Antivirus applications may influence and degrade system performance. Refer to Microsoft
instructions for installing the antivirus application on Skype for Business severs at
https://technet.microsoft.com/en-us/library/mt629173.aspx.

Running the Skype for Business Deployment Wizard

Normally, the Software Install Wizard will perform all Skype for Business Deployment steps
for you automatically.

If creating a paired pool for resiliency purposes, this can only be done after the software
install has been completed. For Paired Pools, it is necessary to run the Skype for Business
Deployment wizard on each server, so that Topology Changes (paired pools) take effect.

To run the deployment wizard (on each FE and Edge server), locate the Skype for Business
Deployment Wizard on the Start menu, and open the Utility.

Figure 11-125: Skype for Business Deployment Wizard

& Lync Server 2013 - Deployment Wizard 2=

,Lync Server 2013
‘_‘_‘ | Welcome to Lync Server deployment.

Deploy '3
»
Prepare Active Directory Prepare first Standard Edition server
Prepares the Active Directary schema, forest, and domain for Lync Server. Prepares a single Standard Edition server to
Help » host Central Management Service.

Note: This task requires lacal administratar
rights. This task does not apply to Standard

Install or Update Lync Server System Edition Servers that are not planned to host
Install or update a Lync Server Server deployment member system. the Central Management Service, or for
This option installs Lync Server core components, and a local replica deployments that include Enterprise Edition.

configuration store,
Note: Before installing a server, you
and published.

all Administrative Tools

ills the Administrative Tools to the
Determining deployment state... :nt system.
Help » r deployment requires at least one
Mliation of the Topology Builder.

(L]

Deploy Monitoring Reports
Deploy Monitering Reports to selected SQL
Server Reparting Services (S5R5) instances,

First Run Videos
Click to view getting started videos,

Documentation

Click to view the latest Lync Server
documentation enline for deployment,
planning, and operations,

Tools and Resources
Click to access tools and other rescurces

v
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Figure 11-126: Setup or Remove Components

& Lync Server 2013 - Deployment Wizard B
Lync Server 2013
Welcome to Lync Server deployment.
Deploy > Lync Server 2013 ?)
A
Step 1: Install Local Configuration Store —
Installs local configuration store and populates with data from Central Management Store.
|
Prerequisites »
Step 2: Setup or Remove Lync Server Components
Install and activate, or deactivate and uninstall Lync Server Components based on the topology definition.
Prerequisites » §
Help » Run -
Determining deployment state...
Step 3: Request, Install or Assign Certifig
This step starts the Certificate Wizarercrcorccoramooe requescrorrocor syseermemistall, and assign certificates for
this system based on the topology definition.
Prerequisites
Help » Run
Step 4: Start Services =
Initiates a start request for all Lync Server services,
MNote: This step does not verify that the services have actually started. To do so, launch the Services MMC tool
through the "Service Status” step in the Deployment UL
Prerequisites »
Help » Run
W
Back || |t
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Figure 11-127: Updating the Skype for Business Deployment

% Set Up Lync Server Components

Install and activate, or deactivate and uninstall Lync Server components based on the topology definition.
This step may take several minutes.

Figure 11-128: Skype for Business Deployment Results

% Executing Commands

RN 1 T S 3L YIS A 11 T S Y § ST S ST SUALS T
Checking prerequisite M55peech_SR_zh-HK_TELE...prerequisite satisfied. —
Checking prerequisite M5Speech_SR_zh-TW_TELE...prerequisite satisfied.

Checking prerequisite UcmaWorkflowRuntime...prerequisite satisfied.

Installing any collocated datakases..

Executing PowerShell command: Install-CSDatabase -Confirm:$false -Verbose -LocalDatabases -
Report "C\Users\Administrator.Hostlync\AppData\Local\Temp\Install-CSDatabase-[2015_07_25]
[11_01_32].htmI"

Enabling new roles..

This step will configure services, apply permissions, create firewall rules, etc,

Executing PowerShell command: Enable-CSComputer -Confirm:$false -Verbase -Report "C\Users
VAdministrator.Hostlync\App DatahLocalhTemp\Enable-CSComputer-[2015_07_25][11_01_38].htmI* E

Task status: Completed.

buulstmpiocal machine |'|| View Log |

Help Back || Finsh || Cancel |
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11.21 Forwarding DNS Requests

The CloudBond 365 controller (UC-DC) acts as the DNS master for the CloudBond 365
system. It can resolve all necessary DNS lookup requests within the CloudBond 365
system. However, the DNS server on UC-DC is unable to resolve external DNS requests by
itself. The DNS server must forward any unknown request to another, more authoritative
DNS server.

If following the deployment guide, and establishing a forest trust with your corporate
domain, DNS requests would normally be forwarded to the corporate DNS server as the
more authoritative server.

If you are deploying the CloudBond 365 system in a standalone mode, with no forest trust,
DNS requests would normally be forwarded to the Internet (DNS specified by your ISP), as
the more authoritative server.

» Do the following:

Log on to UC-DC using remote desktop

Open the Administrative tools and DNS mmc

Right click the DNS server name and select properties

One the Forwarders tab, add the IP address of the more authoritative DNS server
5. Close the DNS mmc

DNS requests from the CloudBond 365 servers will now be passed to the CloudBond
Controller (UC-DC) as normal. If the request is for an external name, the UC-DC DNS
server will be unable to resolve the request, and will relay the request to the more
authoritative DNS server for resolution.

e

A Note: Failure to set DNS forwarding correctly will cause Windows Updates to fail.

Figure 11-129: Start -> Administrative Tools

o .
Administrator s

Windows. Administrative
PowerShell

Control Panel

Status: Running =A4
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Home

Figure 11-130: DNS MMC Tool

Shortcut Tools | Application Tools

View Manage Manage

T |ﬁ] <« System and Security » Administrative Tools »

W Ol | Search Administrative Tools

‘i'k Favorites
B Desktop
j Downloads

- Recent places
E p

1% This PC

ej Metwork

MName -

. Terminal Services

)i Active Directory Administrative Center
ﬂ Active Directory Domains and Trusts
B Active Directory Module for Windows Pa..
[#% Active Directory Sites and Services

[@ Active Directory Users and Computers
[ ADSI Edit

fgﬂ Certification Authority

@- Component Services

E‘ Computer Management

[#l Defragment and Optimize Drives

Date modified

8/23/2013 1:39 AM
8/22/2013 9:30 AM
8/22/2013 455 PM
8/22/2013 455 PM
8/22/2013 455 PM
8/22/2013 455 PM
8/22/2013 4:55 PM
8/22/2013 456 PM
8/22/2013 457 PM
8/22/2013 454 PM
8/22/2013 447 PM

Type
File folder
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut

Size

| ons

8/22/2013 455 PM

Shortcut

(1] Event Viewer

[# Group Policy Management

ﬁ Internet Information Services (I15) 6.0 Ma...
E Internet Information Services (I15) Manager
fah, iSCS| Initiatar

ég Local Security Policy
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
@ Performance Monitor

34 items

1item selected 1.20 KB

8/22/2013 435 PM
8/22/2013 4:56 PM
8/22/2013 4:50 PM
8/22/2013 450 PM
8/22/2013 457 PM
8/22/2013 454 PM
8/22/2013 9:56 AM
8/22/2013 459 PM
8/22/2013 452 PM

Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut

Figure 11-131: Setting DNS Server Properties

File Action View Help

e HE X

= HE §ES

£, DNS
b uC-

H Mame

™ Ennaard | nakiin Fanar

MNew Zone...

Clear Cache

Configure a DNS Server...
Create Default Application Directory Partitions...

Set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records

Update Server Data Files

Launch nslockup

All Tasks

View

Opens the properties dialog box for the current selection.
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Figure 11-132: Adding Corporate DNS to Forwarders

Debug Logging I Event Logging I Monitoring I Securty
ntefaces | Forwarders | Advanced |  Root Hints

Forwarders are DNS servers that this server can use to resolve DNS
gueries for records that this server cannot resolve.

IP Address Server FQON
fecO:0:0ff 1 <lnable to resolve:
fecO:0.0ff 2 <lnable to resolve:
fec:0.0ff .3 <lUnable to regolve:
192.168.0.10 Cortoso-DC

[+] Use root hints  no forwarders are available

Mote: i conditional forwarders are defined for a given domain, they will be
used instead of serverdevel forwarders. To create or view conditional
forwarders, navigate to the Condttional Forwarders nade in the scope tree.

|| Camcel || Apply || Help
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Changing the Default Shipped
Configuration

This part includes the following:

B Manual IP address assignment (see Chapter 12)

B Changing or adding a SIP domain (see Chapter 13)

B Edge Server to full DMZ deployment (see Chapter 14)
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12 Manual IP Address Assignment

This chapter describes how to manually configure the IP addresses used by the

AudioCodes CloudBond 365 Servers.

This guide provides:

B Information about manually configuring IP addresses for the AudioCodes CloudBond
365 servers.

B This guide assume you are familiar with the Windows 2012 R2 Network configuration,
Modifying and deploying the Skype for Business topology, editing the hosts file, and
verifying DNS entries etc.

An AudioCodes CloudBond 365™ System usually has various external optional

components with which it communicates. These include Media Gateways, Session Border

Controllers, Reverse Proxy Servers, Hardware Load balancers, IP PBX’s etc. You may

need to consult the individual documentation for such external devices to change their IP

addresses.

Throughout this guide, AudioCodes CloudBond 365 will be referred to as CloudBond 365.

12.1 Why Manual Configuration?

From time to time, it may become necessary to manually change, or confirm, the IP
address configuration of the CloudBond 365 Servers.

The CloudBond 365 Standard Box Edition Network settings are normally changed through
http://192.168.0.101/sysadmin.

B TAB “system configuration”
B Server Management

Figure 12-1: Server Management (CloudBond 365)

75 - ook e
L wd AudioCodes HOME EMENT SYSTEM CONFIGURATION

CLOUD 365 Standard Box Edition

Internal Network
Domain coniroller 0.0.0.50

0.0.0.51

SYSTEM CONFIGURATION

System Configuration Front End
Email Configuration Edge Internal
Grouping IDs Internal default gateway: 0.0.0.254
CallPickup Groups
‘Office 365 Configuration
CloudPBX Policies

External Network
Edge extemal IP: 234
Licensing info External subnet:

External default gateway .2.3.5

| [ = = =l

i =
< o | IS
& & | o
o i
i} o]

o o

i o

S

Skype Control Panel

| Select a webserver ~] Public DNS: .8.8.8

socigateway
|Select a PSTHGateway ~]

Here you can see the IP seflings for the system.

However, this page is not normally available on CloudBond 365 Pro and Enterprise
editions, due to the different build architecture used. It is also possible for this page to
become unavailable on CloudBond 365 due to misconfiguration etc.

It is useful to know how to verify individual settings within the CloudBond 365 environment.
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12.2 Default Configuration

The default configuration of the CloudBond 365 system is detailed below.

12.2.1 AudioCodes Mediant 800 Information (CloudBond 365)

12.2.1.1 Login
B Username: Admin
B Password: Admin

12.2.1.2 IP address information:

B Mediant 800 Gateway 192.168.0.2

12.2.2 CloudBond 365 Server Information

12.2.2.1 Login
B Username: cloudbond365\Administrator
B Password: R3mO0t3SuppOrt

12.2.2.2 IP Address Information

B UC-DC 192.168.0.101
B UC-FE 192.168.0.102

B UC-EDGE 192.168.0.103 (internal)

B UC-EDGE 192.168.254.103 (external)
B All subnet masks 255.255.255.0

12.2.2.3 CloudBond 365 Domain Information

B Internal FQDN cloudbond365.local
B NetBIOS domain cloudbond365

12.2.2.4 CloudBond 365 Default Skype for Business Topology

B Default SIP domain
e  cloudbond365.local
B Simple URL'’s
e  https://meet.cloudbond365.local/dialin
e  https://meet.cloudbond365.local.com/meet
B FE Pool
e uc-fe.cloudbond365.local
B External Web
e ewslync.cloudbond365.local

B Edge Pool
e uc-edge.cloudbond365.local
e Access Edge sip.cloudbond365.local:5061

e Web Conferencing sip.cloudbond365.local:444
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12.2.3

12.2.3.1

12.2.3.2

12.2.4

12.24.1

12.2.4.2

12.3

12.4

124.1

e A/VEdge sip.cloudbond365.local:443

AudioCodes SBC (Optional)

Login
B Username: Admin
B Password: Admin

IP Address Information
B network-if 0 192.168.0.1

Reverse Proxy (Optional)

Login
B Username: Administrator
B Password: R3mO0t3SuppOrt

IP Address Information

B Internal LAN 192.168.0.104
B External DMZ 192.168.254.104

Plan Your Network Changes

It is very important to plan your network IP addressing scheme before making changes to
the default settings. It is very easy to render the CloudBond 365 system inoperative by
misconfiguring the underlying IP network.

Please consult the AudioCodes CloudBond 365 Intake Form to record your IP Network
configuration prior to making any network changes.

If you have a CloudBond 365, or you chose the Deployment Model: Co-Located Hyper-V /
Domain Controller with Virtual Machines during software installation on CloudBond 365 Pro
/ Enterprise Edition, you should take extra care. In these cases, the Domain controller hosts
the other servers as Hyper-V machine guest servers. Changing the address of the Domain
Controller can prevent access to and correct operation of the Guest Virtual Machines.

How do | Make the Changes?

You may make changes to the CloudBond 365 IP Network by either:
B Attaching a local Monitor, Keyboard, and Mouse to the CloudBond 365 rear panel

B Starting an RDP Session to the CloudBond 365 Controller. Each option has
advantages and disadvantages.

Local Monitor, Keyboard, and Mouse

Using a local monitor, keyboard and mouse allows you to make changes to the CloudBond
365 system without the worry of “losing connectivity” should you make an error in
configuration. However, it does require physical access to the CloudBond 365, which may
be difficult when installed in a server rack etc.
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12.4.2

12.5

12.5.1

A\

RDP Session

Using RDP sessions to connect to the CloudBond 365 Controller is a convenient way of
making configuration changes. However, care must be taken with the sequences of network
changes. RDP relies on the very network you are changing for its connectivity, and so it is
easy to “kill” RDP access through configuration errors.

What Changes are Required?

Changes to IP addresses may be required to both CloudBond 365 core server components,
as well as hardware devices and servers external to the CloudBond 365 software. You may
also have to update DNS server to reflect the changes.

CloudBond 365 Core Components:

B Change the IP addresses for each individual server (Controller, Front-End, Edge)
B Confirm IP addresses in DNS server

B Change topology entries

B Change Static DNS records

Devices and Servers external to the CloudBond 365 software are typically optional
components, depending upon your chosen CloudBond 365 product and individual customer
configuration.

E.g. CloudBond 365 includes an AudioCodes Mediant 800 gateway device which will
probably require an IP Address change.

Keep in mind that these external devices and servers may need address changes.

As these optional devices may not be present, or may not be AudioCodes devices, they will
all have individual methods for changing IP address. No attempt will be made to describe
the process required. Please consult the individual device or server documentation.

CloudBond 365 External Components:

B Change any Media Gateway addresses, including Mediant 800 IP address
B Change any SBC addresses, including AudioCodes SBC IP address

B Change any Reverse Proxy addresses

B Change Office Web Apps Server IP address

When changing external components, such as Media Gateways and SBC's, you may need
to make corresponding changes in the Skype for Business topology, and also update any
certificates if TLS communications are used.

Change the IP Addresses for Each Individual Server

Using RDP Sessions to each server, (or Hyper-V sessions from the CloudBond 365
Controller) you may change the IP address settings in Windows 2012 R2 for all individual
servers (as shown in the figure below for the DC).

Note: The Edge server will have two interfaces, one for the internal IP and one for the
external IP. The external DNS should point to a public DNS provider, such as your ISP.
The internal DNS and gateway should be empty, as a Hosts file is used to lookup the
internal server addresses.

» To change the IP addresses for each server:

1. In the Network and Sharing Center, click the Ethernet button; the Ethernet Status
screen is displayed.
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2.

shown in the figures below.

Select the IP interface and then click Properties to change the IP address settings as

Figure 12-2: Changing Individual Server Addresses
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Description

Transmission Control Protocol/Intemet Protos
wide area network protocol that provides cor
across diverse interconnected networks.

Default g

IP address:

Subnet mask:

ateway:

() Obtain an IP address automatically
(®) Use the following IP address:

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

192 . 168 . 0 . 100

255 .255.255. 0

ie.r SER - R BRI

[0t

Cancel |

Warning: Do not use a primary DNS address of 127.0.0.1 on a Domain Controller.
Performing such an action will break forest trusts and prevent normal activities
between the customer domain and the CloudBond 365 domain. Instead, use the actual
Domain Controller IP address, such as 192.168.0.101.
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Confirm IP Addresses in DNS Server

After changing the IP addresses in Windows 2012 R2, it is useful to confirm that the new IP
addresses are correct. This can be done by performing simple “PING” tests from each
server, and by checking the forward lookup zone within the DNS server on the CloudBond
365 Controller. The ping test should be performed by IP address as well as by DNS name.

12.5.2

» To confirm IP addresses on the DNS Server:

1. Openthe Command Prompt and perform the PING tests.

Figure 12-3: PING Tests
oo Administrator: Command Prompt

sUserssAdministrator?ping acs—uc—fe.acs—unified—-communications.net

inging acs—uc—fe.acs—unified—communications.net [192.168.8.1811 with 32 hytes o
data:

eply from 192.168.8.181: hytes=32
eply from 192.168.8.181: hytes=32
eply from 192.168.8.181: hytes=32
eply from 192.168.8.181: hytes=32

TTL=128
TTL=128
TTL=128
TTL=128

time<{ims
time<{ims
time<{ims
time<{ims

ing statistics for 192.168.8.1081:

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss>.
pproximate round trip times in milli-seconds:

Minimum = Bms. Maximum = Bms. Average = Bms

sUserssAdministrator?ping acs—uc—edge.acs—unified—communications.net

inging acs—uc—edge.acs—unified—communications.net [192.168.8.1831 with 32
of data:

eply from 192.168.8.183: hytes=32
eply from 192.168.8.183: hytes=32
eply from 192.168.8.183: hytes=32
eply from 192.168.8.183: hytes=32

TTL=128
TTL=128
TTL=128
TTL=128

time<{ims
time<{ims
time<{ims
time<{ims

ing statistics for 192.168.8.183:

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss>.
pproximate round trip times in milli-seconds:

Minimum = Bms. Maximum = Bms. Average = Bms

sUserssAdministrator>

2.  Open the DNS Manager (Server Manager > DNS and then in the Toolbar, choose
Tools > DNS).

Figure 12-4: Check DNS Updates

b DNS Manager
File Action View Help
e rE XEBo= BHmE 8§ 8
£ DNS Name Type Date Timestamp ~
a4 3§ DC _msdes
I Global Legs ] _sites
4 [ Forward Lookup Zones || [ tcp
b 2] msdes.CB106com || [ g
b [2] CB106.com | udp
b [ Reverse Lookup Zones 2 DomainDnsZones
b ,TrustP.mnts | ForestDnsZones
b [ Conditional Forwarders || - parent folde) Start of Authority (SOA)  [120], dc.cb106.com, host... static
£ (same as parent folder) Name Server (NS) dcl03.cb106.com. static
] (same as parent folder) Name Server (NS) de.cb106.com. static a
] (same as parent folder) Host (4) 10215745 1/27/2017 2:00:00 PM =
] (same as parent folder) Host (4) 10215755 1/27/2017 8:00:00 PM
] (same a5 parent folder) 16 Host (AAAR) FdOf:2e78:/603:61c2 Tadcre...  1/31/2017 8:00:00 PM
] (same a5 parent folder) 1Pv6 Host (AAAA) FdOf:2e78:f603:61c2:069¢:6...  1/27/2017 7:00:00 PM
Hebi0s Host (4] 10215756 1/31/2017 8:00:00 PM
Hebi0os 1Pv6 Host (AAAA) FdOf:2e78:f603:61c2:4537ie...  1/31/2017 8:00:00 PM
Hceor Host (A) 10215752 1/31/2017 11:00:00 AM
g—|dc Host (&) 10.21.57.45 static
Hde 1P Host (AAAA) Fl0f2e78:f603:61c2:0b0c6..,  static
Hocios Host (4) 10215755 static
Hocios 1P Host (AAAA) Fdof2e78:603:61c2 Tadcie.  static
Hocor Host (4) 10215751 173172017 12:00:00 PM
Hocior Host (A) 1021234 173172017 12:00:00 PM
ElEdge Host (&) 10.21.57.47 static
o= L e e
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A Note: The DNS entries may not update immediately in the DNS server.

12.5.3 Change Topology Entries

On the CloudBond 365 Controller server (UC-DC), start the Skype for Business Topology
builder, then modify the following entries as required. After completing you topology
changes, you will need to publish the topology. The following topics are described:

B Default sip domain (see Section 12.5.3.1)
B Simple URL's (see Section 12.5.3.2)

B Edge Settings (see Section 12.5.3.3)

B Publish Topology (see Section 12.5.3.4)

Note: Whilst changes to IP addresses are generally simple and require nothing further,

CE changes to SIP Domains and Simple URL'’s are closely tied to Certificates within Skype

for Business. Before changing SIP Domains and Simple URL'’s, see more information in
Chapter 17 on page 309 and Chapter 113 on page 229.

12.5.3.1 Default SIP Domain

If you have changed the name of your SIP domain to match your existing email or active
directory domain, you will need to modify the Default SIP domain entry, or add an addition
supported domain within the Skype for Business topology. It is recommended to add
additional supported SIP domains, rather than modify the default SIP domain.

» To change SIP domains:

B Open the Topology Builder, right-click the server (Skype for Business Server
2015\Lync Server 2013) and choose Edit > Properties.

Figure 12-5: Changing SIP Domains

Edit Properties -0 -

SIP domain

Simple URLs

Central Management
Server

SIP domain -

Cefault SIP domain: *

S4Binterop

Additional supported SIP domains:

Simple URLs -

Simple URLs will be sent to your users and used by them to access the web pages for dial-in
conferencing phone numbers, meetings, and administration, The active URL is used when new
meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in
the past by using those URLs. Mesting and Phone access simple URLs are required and must be full

URLs, including https://. If you change a Meeting ar Phane access URL after it has been published, you
prevent users from joining existing meetings or conferences. To change the active URL create a new
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Set-CsSipDomain —ldentity contoso.com —IsDefault $True

Note: Under some circumstances, such as when using Office 365 with Exchange
Online as a voicemail server for PSTN calls, it is necessary to change the default SIP
domain. Even in these cases, it is easier to add the new domain as an “Additional SIP
domain”, then at a later time use the Skype for Business Management Shell to issue the
following command:

12.5.3.2 Simple URL’s

You may need to modify the Simple URL's.

>
]

To change simple URLSs:

Open the Topology Builder, right-click the server (Skype for Business Server
2015\Lync Server 2013), choose Edit > Properties and then in the Navigation pane,
select Simple URLs.

Figure 12-6: Changing Simple URL's

i

Edit Properties

_I:I-

SIP domain

Central Management
Server

Simple URLs

-

Simple URLs will be sent to your users and used by them to access the web pages for dial-in
conferencing phone numbers, meetings, and administration. The active URL is used when new
meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in
the past by using those URLs. Meeting and Phone access simple URLs are required and must be full
URLs, including https:/f. lf you change a Meeting or Phone access URL after it has been published, you
prevent users from joining existing meetings or conferences. To change the active URL, create a new
active URL and leave the current URL inactive. An inactive URL can be removed after all conferences or

meetings that use it have expired or been deleted.

Phone access URLs:

Simple URL
’ https//meet.CB106.com/dialin

Meeting URLs:
Simple URL
4' https://meet.CB106.com/meet

Administrative access URL:

fake Active

SIP domain
CB106.com

Make Active

Edit URL
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12.5.3.3 Edge Settings

The Edge server settings within the topology contains IP address information which need to
match any changes you have made.

» To change the Edge Server settings:

B Open the Topology Builder and then the Edge pools folder.

"
Fle Action Help

4 [ sope

4 [Edge pocis
|¥ [dge10T.ck106.c0f
Trustad .

Skype for Business Server 2015, Tepology Bulider

Figure 12-7: Changing Edge Server

&l Edit Properties

an for this [dge pest {port 5061

+ Inaisle Sk

5 Enabsle XMPP fecieratin foe this Eckge pool (por 5263

ehermal Conbguratron Rephation Port (HTTPS
a3

P y be mapec
= netivmly wied For fedesation, Erure that the extemal

Jype Sederation search fr s Ldge pood (part 4443}
Choose thes option, Siype-Sigype federation will have federabon search enabied by defauft

Figure 12-8: Changing Edge Server

ro

Edit Properties

General
Next hap

Edge Server
configuration

External settings

[ Enable separate FQDN and IP address for web conferencing and AV
Enable IPwd on external interface
[] Enable IPv6 on external interface
[] A7V Edge service is NAT enabled

Access Edge service
FQDN; *

sip.contose.com

IPv4 address: *
192.168.254.103

IPv6 address:

Web Conferencing Edge service

Specify the external, fully qualified domain names (FODNs) and ports for Access Edge, Web
Conferencing Edge, and A/V Edge services. The combinations of FQDN and port must be unique.

L=
=0 |
e
.
ek Thig » ted
leraticn-erabied Edge posis. Only one Edge pool
hat the extereal NS S5 pecaee pnts b the
o Cancel
- | O -
a
Ports
1 5061 (TLS)
© 444 s)

In Addition to the topology changes, the Edge server must know how to reach each internal
subnet. This will be accomplished by using the “route add <network address> mask
<subnet mask> <gateway> metric 10 -p” command in an elevated command prompt.

Example: To instruct the Edge server to use the 192.168.0.254 gateway for all traffic
destined for the 192.168.0.0/24 network, use the following command:

“route add 192.168.0.0 mask 255.255.255.0 192.168.0.254 metric 10

_p -

Repeat this step for all network subnets that are internal and rely on the Edge server for

media traversal.
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12.5.3.4 Publish the Topology Changes

Once all topology changes are complete, publish the Skype for Business topology.

You will then need to use RDP etc. to connect to both the FE and Edge servers, and run
the Skype for Business Deployment Wizard to update the changes.

» To publish Topology:

B Inthe Skype for Business 2015 Topology Builder menu, choose Action > Publish
Topology.

Figure 12-9: Publish Topology

Fublish Topology .

@

Publish the topology

In erder for Skype for Business Server 2015 to correctly route messages in your deployment, you must
publish your topelogy. Before you publish the topology, ensure that the following tasks have been
completed:

* Avalidation check on the roct node did not return any errors, "

* A file share has been created for all file stores that you have configured in this topalogy.

* Al simple URLs have been defined.

* Far Enterprise Edition Front End poels and Persistent Chat pools and for Monitoring Servers and
Archiving Servers: All SQL Server stores are installed and accessible remately, and firewall
exceptions for remote access to SOL Server are configured.

* For a single Standard Editicn server, the "Prepare first Standard Edition server” task was
completed.

* You are currently logged on as a 5QL Server administrator (for example, as a member of the SQL
sysadmin role).

* |f you are removing a Front End pool, all users, common area phones, analog devices, application
rantact ahiacte and canfaranca diractariar haus haan ramauacd fram tha ol

When you are ready to proceed, click Next.

Back Mext | | Cancel

12.5.4 Change Static DNS Records

The CloudBond 365 Edge server, Reverse Proxy server and Host server are not part of the
CloudBond 365 domain for security reasons. As such, it uses a static DNS table (Hosts file)
to find the IP addresses of the CloudBond 365 servers on the internal network.

Use the DNS entries from the CloudBond 365 Controller to manually update the Hosts file
on the following platforms:

B Edge server (see Section 12.5.4.1)
B Reverse Proxy server (see Section 12.5.4.2)
B Host server (see Section 12.5.4.3)
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Note

e The Reverse Proxy and the Host server settings are required only if your CloudBond
365 platform is managed by the AudioCodes One Voice Operations Center.

e The Host server applies to CloudBond 365 Pro Box and Enterprise Box editions.

e The Reverse Proxy server applies to CloudBond 365 Standard+ Box/Pro Box and
Enterprise Box editions.

» To change static DNS records:

B Open the DNS Manager (Server Manager > DNS and then in the Toolbar, choose

Tools > DNS).

F

Figure 12-10: Change Static IP DNS Entries

h DNS Manager
File Action View Help
e aE XEE FEH
2, DNS Mame Type Data Timestamp ~
a4 F DC | DomainDnsZones
4 Global Logs | ForestDnsZenes
4[] Forward Lookup Zones || & (same as parent folder) Start of Authority (SOA)  [130], de.cb106.com,, host... static
b ol _msdes.CBI0G.com || ] (oame a5 parent folder) Namme Server (NS) dc105.cb106.com. static
D_ 2] CB10E.com §—|(same as parent folder) Name Server (NS) dc.cb106.com. static
b [0 Reverse Lookup Zones || =12 o parent folder) Host () 10.21.57.45 1/27/2017 2:00:00 PM
b [ Trust Paints =] (same as parent folder) Host (&) 10.2157.55 1/27/2017 2:00:00 PM
b [ Conditional Forwarders || = e o5 parent folder) 1PvB Host (AAAA) Fd9f:2e78A603:61c2:Tadcre...  1/31/2017 £:00:00 PM
§—| (same as parent folder) |Pvb Host (AAAL) fdof:2e78:f603:61c2:0b9:6...  1/27/2017 7:00:00 PM
EHebi0s Host (A) 10.21.57.56 1/31/2017 8:00:00 PM
Heb10s 1Pvh Host (AAAA) Fd9f:2e78:f603:61c2:453Te.,  1/31/2017 8:00:00 PM
[=le: 000 Host (A) 10.21.57.52 1/31/2017 11:00:00 AM
§—| de Host (A) 10.21.57.45 static
§—| dc |Pwb Host (AAAL) fdof.2e78:f603:61c2:0b9c:6...  static
Hocios Host () 10.21.57.55 static =
§—| DC105 |Pwb Host (AAAL) fdof.2e78:f603:61c2:7adce...  static
Ecio7 Host (4) 10.21.57.51 1/21/2017 12:00:00 PM
Epcio? Host (A) 10.21.2.34 1/31/2017 12:00:00 PM
[=|Edge Host (A) 10.21.57.47 static
(=13 Host (A) 10.21.57.46 1/27/2017 7:00:00 PM
(=123 1Pwb Host (AAAA) FdOf:278:f603:61c2: 1daf6...  1/27/2017 7:00:00 PM
glyn:d\swvermtemal Host (A) 10.21.57.48 static
ﬂ meet Host (A) 10.21.57.48 static
§—| sip Host (A) 10.21.57.48 static
E WIN-8MS053D3JHF Host (4) 10.21.57.30 2/1/2017 9:00:00 AM -
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12.5.4.1 Modify the Edge Server Hosts File

The Edge server is not a domain member, and has no reference to the internal DNS server.

You will need to manually edit the c:\windows\system32\drivers\etc\hosts file, so the Edge
server can find the internal server FQDN names.

» To modify the Edge Server Hosts file:

1. Onthe Edge server, open the Hosts file (C:\Windows\System32\drivers\etc).
2. Edit the file as required.

Figure 12-11: Locating the Hosts file

M= etc L= 1= -
“ Home Share View 0
© v 1 [L « Local Disk () » Windows » System32 b drivers » etc v & [ searchete o]
S
dr Favorites Name Date modified Type Size
[ Desktop |_| hosts File 1KB |
& Downloads || Imhosts.sam SAM File 4 KB
| Recent places || networks File 1KB
|| protocol File 2KB
1% This PC || services File 18 KB
i Desktop
| Documents

Figure 12-12: Modifying the Edge Server Hosts File

| hosts - Notepad - | o [
File Edit Format View Help
# Copyright (c) 1993-2009 Microsoft Corp. ~
#
# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
#
# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should
# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.
#
# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name dencted by a '#' symbol.
#
# For example:
#
# 182.54.94.97 rhino.acme.com # source server
# 38.25.63.10 X.acme.com # x client host
# localhost name resclution is handled within DNS itself.
# 127.8.8.1 localhost
# H localhost
192.168.0.181 UC-FE-cloudbond365.com
192.168.9.108  UC-D(-cloudbond365.com
W
< >
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12.5.4.2 Modify the Reverse Proxy Server Hosts File

The Reverse Proxy server is not a domain member, and has no reference to the internal
DNS server. You will need to manually edit the c:\windows\system32\drivers\etc\hosts file,
so the Edge server can find the internal server FQDN names.

Note:

e This configuration is only required if your CloudBond 365 is managed by the
AudioCodesOne Voice Operations Center.

e The reverse Proxy is an optional component installed on the CloudBond 365 servers.

» To modify the Reverse Proxy Server Hosts file:

=

On the Reverse Proxy server, open the Hosts file (C:\Windows\System32\drivers\etc).
2. Edit the file as required.

Figure 12-13: Locating the Hosts file

I et [=1= -
“ Home Share View 0
© = 1|1 « LocalDisk(C) » Windows » System32 » drivers b etc v o [ searchete o]

S
Jr Favorites Name Date modified Type Size
Bl Desktop || hosts File 1KB
& Downloads || Imhosts.sam SAM File 4KB
| Recent places || networks File 1KB
| protocel File 2KB
1% This PC || services File 18 KB
i Desktop

| Documents

Figure 12-14: Modifying the Reverse Proxy Server Hosts File

g hosts - Notepad -|O -
File Edit Format View Help
# Copyright (c) 1993-2009 Microsoft Corp. ~
#
# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
#
# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should
# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.
#
# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.
#
# For example:
#
# 162.54.94.97 rhino.acme.com # source server
# 38.25.63.18 X.acme.com # x client host
# localhost name resolution is handled within DNS itself.
# 127.9.0.1 localhost
# HE S localhost
192.168.8.181  UC-FE-cloudbond365.com
192.168.08.100 UC—DC|—cloudbond365.com
~
< >
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12.5.4.3 Modify the Host Server Hosts File

The Host server is not a domain member, and has no reference to the internal DNS server.

You will need to manually edit the c:\windows\system32\drivers\etc\hosts file, so the Edge
server can find the internal server FQDN names.

Note:
e This configuration only applies to the CloudBond 365 Pro and Enterprise Editions.
e This configuration only applies to a CloudBond 365 installation that is managed by the
AudioCodesOne Voice Operations Center.
» To modify the Host Server Hosts file:
1. Onthe Host server, open the Hosts file (C:\Windows\System32\drivers\etc).
Edit the file as required.
Figure 12-15: Locating the Hosts File
e etc - | o [T
“ Home Share View 9
© - 1 | <« Local Disk (C:) » Windows » System32 » drivers » etc v c,| Search etc P
{¢ Favorites Name - Date modified Type Size
B Desktop " hosts 17282014 File 1KB|
4 Downloads ._‘ Imhosts.sam 8 SAM File 4 KB
| Recent places | networks File 1KB
| protocel File 2KB
18 This PC || services File 18 KB
m Desktop
| Documents
Figure 12-16: Modifying the Host Server Hosts File
| hosts - Notepad - | o [

File Edit Format View Help

Copyright (c) 1993-2009 Microsoft Corp.
This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

182.54.94.97
38.25.63.10

# source server
# x client host

rhinc.acme.com
X.acme.com

B T S T O IS R S S

# localhost name resolution is handled within DNS itself.
# 127.8.0.1 localhost
# H localhost
192.168.09.101
192.168.0.168

UC-FE-cloudbond365. com
UC-D(-cloudbond365 . com

<
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12.5.5

12.55.1

12.55.2

12.5.6

Change the IP Address of the AudioCodes Devices

For the system to function correctly, the Mediant 800B and the Mediant VE SBC server
should be assigned an address on the same internal network subnet as the CloudBond 365
Controller.

Mediant 800B IP Address (CloudBond 365 Standard Edition)

The CloudBond 365 system uses an AudioCodes Mediant 800B appliance as a PSTN
gateway device. The Mediant 800B device usually provides the physical network
connection for the CloudBond 365 Controller via the Mediant 800 front panel GEL1
connector.

You can modify the default IP address assigned to the Mediant 800B (192.168.0.2) via its
Web configuration pages. Please consult your AudioCodes trained expert for details.

Figure 12-17: Changing the Mediant 800B Gateway

8 AudioC. o Some @ b Doiesdchens v | (R Home (@) Mo @ Logoe

[ 19 tntotaces Tabse

Addindex Done

Change AudioCodes SBC Server (Optional - CloudBond 365 Pro
Box/Enterprise Box Editions)

The CloudBond 365 Pro Box and Enterprise Box editions can optionally install the Mediant
VE SBC server on a virtual machine as a SIP Trunk gateway. The default address of this
virtual machine is 192.168.0.1.

To change the default address for the SBC, please refer to the following guides:
B Mediant Software SBC User's Manual
B Mediant Virtual Edition SBC Installation Manual

Change Reverse Proxy Server (Optional - CloudBond 365
Standard+ Box/Pro Box/Enterprise Box Editions)

The CloudBond 365 Pro Box and Enterprise Box editions can optionally install an empty
Windows 2012 R2 server which can be built as a Reverse Proxy server. The empty
machine consists of two network adapters, one in the DMZ, and one on the corporate LAN.

These network adapters can have their IP addresses changed by standard Microsoft
methods as described in Section 12.5.5.

Refer to page 213 for further details.
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13 Changing or Adding a SIP Domain

This chapter describes how to change or add a SIP domain to the AudioCodes CloudBond
365™ system.

The SIP domain is very important to Skype for Business operations, as it provides the sign
on and various other addresses within a Skype for Business environment. As Skype for
Business uses TLS as a secured protocol, many other items must match the SIP address.

Throughout this guide, AudioCodes CloudBond 365 will be referred to as CloudBond 365.

sufficient for CloudBond 365 internal connectivity only. If you intend to use CloudBond
365 for external connectivity (External users, External conferencing, Federation etc.) you

: Note: CloudBond 365 includes a default certificate. This is a private internal certificate
will need to obtain additional certificates.

domain (yourdomain.com) and associated Simple URL’s, DNS

f Note: You must change or add a valid SIP domain for external access as the default SIP
references, etc. are not suitable for the public internet.

13.1 Skype for Business and the SIP Domain

Skype for Business supports a primary SIP domain, and additional SIP domains.

Microsoft recommends that the SIP domain should match a user's email domain. This
simplifies many features of Skype for Business for the user, such as logging in using a
Skype for Business Client, where the user logs in using a SIP domain.

Skype for Business clients with Automatic configuration use the users sign-in domain
component (i.e. the users SIP Domain) to locate Skype for Business Server resources via
DNS.

13.1.1 DNS and Simple URLs

DNS records are used both internally and externally to Locate Skype for Business
resources. Skype for Business Simple URL’s are used for external login and conferencing
features.

Whilst Skype for Business supports several configurations of Simple URL, the most
common involve embedding the SIP domain within the Simple URL. Corresponding DNS
records are required to support the Simple URLSs.
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13.1.2

A\

13.2

13.3

13.3.1

DNS and Certificates

Because Skype for Business uses TLS as a transport protocol, this secure protocol requires
SSL certificates, which must match the DNS resources to which they correspond.
Commonly, the required SSL certificates thus include the SIP Domain.

Note: You can have additional SIP domains for internal use only. If these domains are
not access externally, they will not require public certificate entries.

CloudBond 365 and the SIP Domain

A CloudBond 365 system has a default Primary SIP domain of cloudbond365.local.

After deployment, the SIP domain must be added or changed to meet customer
requirements for external access.

Warning: The default SIP domain (cloudbond365.local) of a CloudBond 365 system
cannot be used for external public access.

It is generally easier to add your email domain as an additional SIP Domain, rather than
replace the Primary SIP Domain.

Changing or Adding a SIP Domain

Modifying the CloudBond 365 SIP domain is not a simple process. Various skills with
Microsoft Technologies are required to successfully execute this process. Microsoft tools

involved include:

B Remote Desktop Client or Hyper-V Console
B Skype for Business Topology Builder
B Various DNS tools

B Certificate Requests

B CloudBond 365 SysAdmin

Overview of the Process

What needs to change, when changing the SIP domain?

Firstly, SIP domains are defined in the Skype for Business Topology. We will need to use
the Skype for Business Topology Builder tool on the CloudBond 365 Controller server to
either, change the primary SIP domain, add or remove additional SIP domains, or both.

Also defined in the Skype for Business Topology are the Simple URL’s. Skype for Business
uses these to locate resources for dialing conferencing, meetings, etc. These changes can
be quite complex if you are changing the primary SIP domain.

The Topology also contains DNS names for the External Web Services (on the FE server),
and DNS names for various services on the Edge server, which may need to be adjusted.

Once the Topology has been reconfigured, we need to publish the changes to all Skype for
Business servers, so that the changes can be updated into the CMS databases. On
CloudBond 365, this will include the UC-FE and UC-Edge servers.
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13.3.2

13.3.3

After publishing a topology change, the Skype for Business Deployment Wizard must be re-
run on all Skype for Business servers (UC-FE and UC-Edge). For a SIP domain change,
this will update the IIS configuration to recognize requests for the new SIP Domain simple
URL's.

Changes to the SIP domains and Simple URL's have flow on requirements for DNS
entries. We will need to update DNS entries for both internal and external DNS servers to
match the new SIP domains. This includes many records, such as those used for Simple
URL's, those used for Auto Configuration of Skype for Business Clients, and those used for
Federation.

Changes to DNS entries require changes to SSL Certificates in order for the secured
HTTPS and TLS protocol to work correctly. Updated Certificates will need to be installed
on both the CloudBond 365-FE and CloudBond 365-Edge servers. This may involve a
public certificate from your provider.

You will also need to examine and Reverse Proxy and Firewalls, to ensure any DNS or
URL references are updated accordingly.

Lastly, you will need to examine any existing Skype for Business objects, such as users,
RGS objects etc. and modify them to match the new domains if required.

Connect to CloudBond 365 Controller using RDP

Connect to the CloudBond controller. As an alternative, Hyper-V Manager on the
CloudBond 365 Controller can be used to connect to the console of both the CloudBond
365 Front-End and Edge servers (UC-FE and UC-Edge).

Use the Topology Builder

This section describes how to use the Topology Builder.

» To use the Topology Builder:
1. Open topology builder.

Figure 13-1: Topology Builder - From the CloudBond 365 Controller

> ol 0.5 Come o

o N
Administrator g

2. Use Search to open Skype for Business Utilities.
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Figure 13-2: Using Search to Open Skype for Business Utilities

3. Download and save the current topology.

Figure 13-3: Source of the Topology

o

Topoloagy Builder

Welcome to Topology Builder. Select the source of the Lync Server topology
document.

® Download Topology from existing deployment

Retrieve a copy of the current topology from the Central Management
store and save it as a local file. Use this option if you are editing an

existing deployment.

Open Topology from a local file

Open an existing Topology Builder file. Use this option if you have work

in progress.

MNew Topology

Create a blank topology and save it to a local file. Use this option for

defining new deployments from scratch.

OK | | Cancel

4. Save the topology.
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Figure 13-4: Saving the Topology

| Search Documents

Organize + New folder

57 Favorites Date medified

B Desktop
j Downloads
ﬂ-:l';, Recent places

No items match your search,

18 This PC

ﬁ Network

<l

File name: | onebox 20140610

Save astype: | Topology Builder files (*thxml)

{~ Hide Folders

5. View the topology; SIP Domains and Simple URL'’s are properties of the whole server
(Skype for Business Server 2015\Lync Server 2013).

Figure 13-5: Viewing a Topology

File Action Help

e | SIP domain R
4 (1] acs-2013
b [ Lync Server 2010
b L3 Lync Server 2013 Default SIP domain: ac-onebox.com
I [ Shared Components Additional supported Not configured

SIP domains:
[ Branch sites

Simple URLs -
Phone access URLs: Active Simple URL
' httpsy/meet.ac-onebox.com/dialin
Meeting URLs: Active Simple URL SIP domain
4 https://meet.ac-onebox.com/meet  ac-onebox.com
Administrative access Not configured
URL:
Central Management Server -
Central Management Active Front End Site
Bees UC-FEac-oneboxcom ACS-2013

6. Right-click the server (Skype for Business Server 2015/Lync Server 2013), and
select Edit Properties.
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Figure 13-6: Edit Server Properties

File Action Help

= jb ; New Central Site..,

b O Edit Properties...

b MNew Topology... ]

O Open Topology... Mot o

= Download Topology...

Save a copy of Topology As.
Publish Topology...
Install Database... —
Merge Office Communications Server 2007 R2 Topology... Active
Remove Deployment... v
LI Active

13.3.3.1 Add the New SIP Domain to the Topology

» To add anew SIP domain to the topology:

B Enter a new SIP domain name in the Additional supported SIP domains field, and
then click Add.

Figure 13-7: Edit Properties

,

Simple URLs

Default SIP domain: *
Central Management
Server CB106.com

Additional supported SIP domains:

Add

Simple URLs -

Simple URLs will be sent to your users and used by them to access the web pages for dial-in

conferencing phone numbers, meetings, and administration. The active URL is used when new

meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in

the past by using those URLs. Meeting and Phone access simple URLs are required and must be full

URLs, including https://. If you change a Meeting or Phone access URL after it has been published, you
prevent users from joining existing meetings or conferences. To change the active URL, create a new v
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13.3.3.2

A\
A\

Changing the Default (Primary) SIP Domain

If you change the primary SIP domain, you will be presented with the following pop-up, to
remind you of some of the implications of making the change.

In general, it is usually easier to add an Additional SIP domain, rather than change the
default SIP domain.

After changing the primary SIP domain, you MUST review both the Simple URL’s and
Edge Server properties to make appropriate changes.

Figure 13-8: Warning: Changing the Primary SIP Domain is Complex

Warning \Ll

| Changing your default 5IP domain can have a major impact on

¥' configured users, devices, and identities in your deployment.
Certificates and federation settings may also need to be modified. Are
you sure you want to continue?

Note: Simple URL’s, Edge services, and their matching certificates are covered in
chapter Configuring Certificates on page 309.

Note: It is also possible to change an existing Additional SIP domain to the
“Default SIP domain”, using the Skype for Business Management shell and the
set-csSipDomain command.

e.g., Set-CsSipDomain —ldentity constoso.com —IsDefault $True

13.3.3.3 Simple URLs
» To manage URLs:
1. Tochange a URL, select the URL, and then click Edit URL.
2. Toremove a URL, select the URL, and then click Remove.
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Figure 13-9:Simple URL's Using Option 3

& Edit Properties = || =] 2
SIP domain Simple URLs o
m Simple URLs will be sent to your users and used by them to access the web pages for dial-in
Central Management conferencing phone numbers, meetings, and administration. The active URL is used when new
Server meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in

the past by using those URLs. Meeting and Phone access simple URLs are required and must be full
URLs, including https:/Y. If you change a Meeting or Phone access URL after it has been published, you
prevent users from joining existing meetings or conferences. To change the active URL, create a new
active URL and leave the current URL inactive. An inactive URL can be removed after all conferences or
meetings that use it have expired or been deleted.

Phone access URLs:

Simple URL
/' htips,//meet.CB106.com/dialin

Remove

Make Active

Meeting URLs:
Simple URL SIP domain

/' hitpsi//meetCB106.com/mest CB106.com
Remove

Administrative access URL:

3. Add a Phone access URL for the new SIP domain
(e.g., https://meet.contoso.com/dialin).

4. Mark it as Active, if appropriate.

5. Remove any phone access URL's no longer required (e.g., https://meet.ac-
onebox.com/dialin).

6. Modify and/or add Meeting URL's.

Note: Further details on naming options for Simple URLs are covered in chapter
Configuring Certificates on page 309.

Installation Manual 236 Document #: LTRT-26599



Installation Manual 13. Changing or Adding a SIP Domain

13.3.3.4 External Web Services

The External Web Services FQDN is a property of the Skype for Business Standard Edition
Front End server's pool.

» To edit external Web services properties:

1. In the Topology Builder, navigate to the Skype for Business Standard Edition server,
right-click, and then select Edit Properties.

Figure 13-10: Selecting the Standard Edition Front End Pool

) Skype for Business Server 2015, Topology Builder llli-
File Action Help

4 [fh Skype for Business Server

4[] ACS-2015 General
[ Lync Server 2010
[CalLync Server 2013 FODN: FECB106.com
4 [ Skype for Business Server 2015 1Pv4 addresses: Use all configured IPv4 addresses

4 [ Standard Edition Front End Servers
[ FE.CB106.com
[ Enterprise Edition Front End pools

Features and functionality

Instant messaging (M) Enabled
and presence:
3 Director pools

Conferencing: Enabled
(3 Mediation pools
PSTN conferencing: Enabled
[ Persistent Chat pools AT nanE
5 dge posis Enterprise Voice: Enabled
[ Trusted application servers J -
[ Video Interop Server pools
[ SQL Server store: EECB106.comirte
ared Components
B Branch stes Archiving SQL Server DC.CB106.com\Default
store:
(] cB10s ~ .
a Monitoring SQL Server  DC.CB106.com\Default
ce1o7 store:
i FET07

File store:
Office Web Apps Server: 1V
Edge pool (for media): Edge.CB106.com (ACS-2015)

Note: To view the federation route, use the site property page.

B106.com\share

iated

Resiliency

< 1] >

2. The External Web Services URL must be unique from the Simple URL's.

Figure 13-11: Edit Properties
e Edit Properties = | o [

General ‘Web services -

Resilienc
2 Listening port defines the lIS configuration on servers in the pool and Published port reflects the

Web services configuration of a load balancer, a reverse proxy, or a firewall.

Mediation Server . . . :
After you make changes to the fully qualified domain name (FQDN) or listening ports, you must run

local Setup on all servers in the pool in order for these changes to take effect.

Internal web services

Listening ports:* HTTP: 80 HTTPS: 443

Published ports:* HTTP: 80 HTTRS: 443

External web services

FODN: *

ewslync.contosdcom
Listening ports:* HTTP: 8080 HTTPS: 4443
Published ports:* HTTP: g0 HTTPS: 443

Mediation Server -

V| Collocated Mediation Server enabled

Collocated Mediation Server cannot be removed because it is being used by trunks in table below.

3. If required, modify the External web services FQDN to match the new SIP domain.
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13.3.3.5 Edge Services

Edge External FQDN’s allow users to access your Skype for Business system from outside
your organization. This includes Access Edge for external users, Web Conferencing Edge
for external conferences, and A/V Edge for voice and video calls.

The Edge Server configuration is a property of the Skype for Business Server Edge pools.

» To edit Edge Services properties:

1. In the Topology Builder, navigate to the server (Skype for Business Server
2015/Lync Server 2013) > Edge Pools. Right-click, and select Edit Properties.

Figure 13-12: Selecting the Edge Server from the Edge Pool
Fol Skype for Business Server 2015, Topology Builder = =] =
File Action Help

4 [ Skype for Business Server

4 (] ACS-2015 General -
(i Lyne Server 2010
Syne Server 2013 Internal server FQDN:  Eddge.CB106.com
4 3 Skype for Business Server 2015 Internal IPud address: 10215747
3 Standard Edition Front End Servers Federation (port 5061):  Enabled
[ Enterprise Edition Front End pools Skype-Skype federation  Ensbled
(3 Director peols search (port 4443);
(3 Mediation pools XMPP federation (port  Enabled
[ Persistent Chat poals 5269): .
4 [ Edge pools Internal Configuration 4443
T Replication Part (HTTPS)

3 Trusted application servers

[ Video Interop Server pools

[ Shared Components empere=io -
[ Branch sites

1 ce105 Next hop pool:

i caio7

i FE107

External settings a

Access Edge service

FQDN: sip.CB106.com
1Pv4 address: 192.168.254.103
Port: 5061

Protocol: TLS

Web Conferancing Edge service

2. Scroll down, or select Edge Server Configuration from the left pane.

Figure 13-13: Edge Server External Access FQDNs
Fo Edit Properties = [ = -

General External settings -
MNext hop X X )

Specify the external, fully qualified domain names (FQDNs) and ports for Access Edge, Web
Edge Server Conferencing Edge, and A/V Edge services. The combinations of FQDN and port must be unigue.

configuration
[[] Enable separste FODN and IP address for web conferencing and A7V

Enable IPv4 on external interface
[ Enable IPv6 an external interface
[ A/v Edge service is NAT enabled

Access Edge service Ports
FQDN:*
sip.contoso.com : 5061 (TLS)

IPvd address: *
192.168.254.103

IPv6 address:

‘Web Conferencing Edge service
FQDN:
Sif

com P o444 (TLS)

IPv4 address:

192.168.254.103

~
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3. Modify the service FQDNSs’ as required.
4. Click OK.

Note: The Enable separate FQDN and IP Address for web conferencing and A/V
check box controls whether separate FQDN’s may be entered foreach service. The
combination of FQDN and Port must be unique for each service.

13.3.3.6 Publish Topology

» To publish topology:

1. In Topology Builder, make the required additions, like additional SIP domains or voice
gateways for example, and select Publish Topology... to continue the installation.

Figure 13-14: Publishing the Topology

o Lync Server 2013, Topology Builder == -
File Help
4 Edit Properties... -
_______ ~
4 Topology 3 New...
Open...
Delete = nebox.com
Download Current Topalogy...
Help
Save A Copy...
& uc-Fe.ac-onebos A
Publish...

3 Enterprise Editicn Fr]
" Install Database...

[ Director pools

[ Mediation pools

[3 Persistent Chat pool

4 [ Edge pools

Merge Office Communications Server 2007 R2...

Remove Deployment...

|_é: uc-Edge.ac-onebox.com

[ Trusted application servers Next hop selection -
[ Shared Components
[ Branch sites Next hop pool: UC-FE.ac-onebox.com (ACS-2013)
External settings -

Access Edge service

FQDN: sip.contoso.com
IPv4 address: 192.168.254.103
Port: 5061
Protocol: TS

2. Continue the wizard by clicking Next.
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Figure 1-15: Publishing the Topology

Publish the topology

In order for Lync Server 2013 to correctly route messages in your deployment, you must publish your
topology. Before you publish the topology, ensure that the following tasks have been completed:

* Avalidation check on the root node did not return any errors,

* Afile share has been created for all file stores that you have configured in this topalogy.

* All simple URLs have been defined.

* For Enterprise Edition Front End pools and Persistent Chat pools and for Monitoring Servers and

Archiving Servers: All SQL Server stores are installed and accessible remotely, and firewall

exceptions for remote access to SQL Server are configured.

For a single Standard Edition server, the "Prepare first Standard Edition server” task was

completed.

* You are currently logged on as a SQL Server administrator (for example, as a member of the SQL
sysadmin rale).

* |f you are removing a Front End poal, all users, commcen area phones, analeg devices, application
remtact ahiacte 2nd crefaranca diracteras hae haan ramosd fram tha neel

When you are ready to proceed, click Next.

Back | | MNext | | Cancel

3. Click Next.

Figure 13-16: Select Central Management Server

Select Central Management Server

Only one Front End poal in the deployment can have a Central Management store, All pools use the same

Central Management store.

Select the Front End poal that will host the Central Management store:

ACS-UC-FEACS-Unified-Communications.net  AC5-2013

Back | | Mext | | Cancel

4. Click Next.
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Figure 13-17: Publishing the topology — Create Databases

Create databases

The following dedicated databases are part of your topology. Some of the databases listed below have
not been created. If you have the appropriate permissions on the SQL Server, you can create the
databases when you publish your topology. If you do not have the appropriate permissions, semegne
with appropriate permissions can create the databases later.

Create the following databases during the publish process:
Store Site Database paths
AC5-UC-DC.ACS-Unifie..  ACS-2013 Automatically determine database file locat...

Note: Only databases on dedicated 5QL Servers can be installed from here. Databases on SQL servers that
are collocated with other server components must be installed by running local setup on the machine.
Databases for Lync Server 2010 components must be installed by running Install-CsDatabase in the Lync
Server 2010 Management Shell.

Note: These screens will not be displayed if the topology has been previously
published.

Click Finish.

Figure 13-18: Publishing the Topology Completes

Publishing wizard complete

Your topology was successfully published.

Step Status -
o Publishing topology ... Success
" Down loading topology... Success
o Updating global simple URL settings... Success
o Publishing global simple URL settings... Success
o Downloading global simple URL settings... Success "

Next steps:

«» Click here to open to-do list
In order for Lync Server 2013 to correctly route traffic, your deployment must match the published
topology. The linked text file contains a list of any servers that need to be updated, as well as any
databases that need to be created.

To close the wizard, click Finish.

Back || Finish || Concel
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13.3.4 Run Deployment Wizard

The Deployment wizard implements any changes from the newly published Topology. The
Deployment wizard must be run on both the CloudBond 365 Front End and Edge servers.

Figure 13-19: Starting the Deployment Wizard

102532164

[

Lync Server
Deployment...

Lync Server
Management...

_J

Lyne Server
Control Panel

L

50l Server
Installation...

Windows
PowerShell

Task Manager

e

Internet Explorer

Server Manager

Lync Server
Tapology Builder

112

5QL Server
Installation...

Import and
Export Data (64...

Computer

e=

‘Control Panel

SQL Server

Desktop Configuration...

(&

Administrative
Tools

SQL Server Error
and Usage...

Figure 13-20: Deployment Wizard

1S Skype for Business Server 2015 - Deployment Wizard £
Welcome to Skype for Business Server 2015 deployment
Deploy ‘3
~
Prepare Active Directory Prepare first Standard Edition server
Prepares the Active Directory schema, forest, and domain for Skype for Prepares a single Standard Edition server to
Business Server. host Central Management Service.
Mote: This task requires local administrator
Help » q
P v/ Complete rights. This task does not apply to Standard
Edition Servers that are not planned to host
Install or Update Skype for Business Server System the Central Management Service, or for
Install or update a Skype for Business Server Server deployment member deployments that include Enterprise Edition.
system. - .
This option installs Skype for Business Server core components, and a II::::I:L?::K;::r:?:;:;ii::?’:;}s/to the =
local replica configuration stare. current system
MNote: Before installing a server, you need to have a valid topology created Vour de;-"lroymelnt requires at least one
and published. installation of the Topology Builder,
Help »
Deploy Monitoring Reports
Deploy Manitoring Reports to selected SQL
Server Reporting Services (S5RS) instances.
Call Quality Dashboard
Skype for Business Server 2015, Call Quality
Dashboard is a portal that provides OLAP
reports to Skype for Business Server
administrators to help troubleshoot Call
Quality issues.
First Run Videos
Click to view getting started videos. "
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13.3.4.1 Select Install or Update Skype for Business Server System

Figure 13-21: Deployment Wizard Steps
Skype for Business Server 2015 - Deployment Wizard ILI

Install or update member system

Deploy > Install or update z
~
Step 1: Install Local Configuration Store .
Installs local configuration store and populates with data from Central Management Store.
Prerequisites
Step 2: Setup or R Skype for Busil Server Comp t
Install and activate, or deactivate and uninstall Skype for Business Server Components based on the topalogy
definition. =
Prerequisites »
Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard, Create certificate request for local system. Install, and assign certificates for
this system based on the topology definition.
Prerequisites
Step 4: Start Services
Manual After you've installed Skype for Business Server on all of the servers in the pool, you'll need to start the services,
¥ou can start the services in a pool with the Skype for Business Server cmdlets,
To start the services in a user pool, connect to one of the servers in the pool and run the Start-CsPool emdlet. All
the servers in the pool should be running Skype for Business Server before you use the Start-CsPool emdlet.
Tao start the services in a non-user pool, run the Start-CsWindowsService emdlet on every server in the pool.
Prerequisites » h
[ Back, |[ . pat |
1. Select Setup or Remove Skype for Business Server Components.
2. Click Run Again.
Figure 13-22: Setup Server Components
G SetUp S for Busi Server C ts 24
p kype Or BUsINESS Server Lomponen

Set Up Skype for Business Server Components

Install and activate, or deactivate and uninstall Skype for Business Server components based on the
topology definition. This step may take several minutes.

Back Mext | | Cancel

Version 7.6 243 CloudBond 365



ra .
I & AudioCodes CloudBond 365

Figure 13-23: Executing Components

@) Executing Commands

AR I 3 L RO A | Y L T T S i
Checking prerequisite M55peech_SR_zh-HE_TELE...prerequisite satisfied.

Checking prerequisite M55peech_SR_zh-TW_TELE...prerequisite satisfied.

Checking prerequisite UcmaWorkflowRuntime..,prerequisite satisfied.

Installing any collocated databases...

Executing PowerShell command: Install-CSDatabase -Confirm:$false -Verbose -LocalDatabases -
Report "C\Users\Administrator ACSLync\AppData\Local\Ternph\ T\Install-CSDatabase-[2013_07_04]
[13_25_20].htmlI*

Enabling new roles...

This step will configure services, apply permissions, create firewall rules, etc,

Executing PowerShell command: Enable-CSComputer -Confirm:$false -Verbose -Report "C\Users
YAdministrator. ACSLync\AppData\Local\Tempi\1\Enable-CSComputer-[2013_07_04][13_25_47].html" E

| W

Task status: Completed.

huulslmp local machine |'|| View Log |

| Back || Finish || cancel |

3. The Deployment wizard must be run on both the Front End server and the Edge
Server.
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13.3.5 DNS Entries

DNS entries are covered in Section 6.4 .
New DNS entries will be required to match the topology changes you have made.

13.3.5.1 Skype for Business Internal Records

Internal records generally refer to the private IP address space.

SRV: _sipinternaltls._tcp.<FQDN> over port 5061 to sip.<FQDN>
SRV: _sipinternal._tcp.<FQDN> over port 5061 to sip.<FQDN>
SRV: _sip._tls.<FQDN> over port 5061 to sip.<FQDN>

A: lyncdiscoverinternal. <FQDN>

A: sip.<FQDN>

A: meet.<FQDN>

13.3.5.2 Skype for Business External Records

External records refer to public IP addresses.

SRV: _sipfederationtls._tcp.<FQDN> over port 5061 to sip.<FQDN>
SRV: _sip._tls.<FQDN> over port 5061 to sip.<FQDN>

A: sip.<FQDN>

A: sipexternal. <FQDN>

A: meet.<FQDN>

(in a default CloudBond 365 installation, meet is used for both dialing and meet simple
URL’s)

A: ewslync.<FQDN>
(is assigned to the default CloudBond 365 Skype for Business external web services)
CNAME: Skype for Businessdiscover.<FQDN> pointing to ewslync.<FQDN>

13.3.6 Certificates

Certificate requirements are covered in:

13.3.6.1 AudioCodes CloudBond 365 Certificates Configuration Note

New certificates will need to be deployed to match the Topology changes you have made.

Version 7.6

245 CloudBond 365



a

_
f & AudioCodes CloudBond 365

13.3.7

Enable Configuration

After completing all the above steps, it is best to ensure the changed configuration is now
active. To do so, run the “Enable-CSComputer -Verbose” command on both the UC-FE
and UC-Edge servers.

Figure 13-24: Management Shell

! Administrator: Lync Server Management Shell

PS5 C:slUsers~Administrator.ac—onebox> enable—cscomputer —verbose

ERBOSE: Creating new log file
"C:sUserssAdministrator.ac—onebox~AppData~Local~Tempr1lsenable—cscomputer—7ah?ds
32— f5cf—-4A12-h3fc—c?81c594dbe?.xm1".

ERBOSE: Enable new or updated services for the Lync Server computer.

JARNING: Ho patterns found. Skipping reuwrite rule creation for Web Scheduler.
MARNING: Ho patterns found. Skipping rewrite rule creation for Web Scheduler.

ERBOSE: No changes were made to the Central Management Store.

ERBOSE: Creating new log file
"C:sUserssAdministrator.ac—onebox~AppData~Local~Tempr1-enable—cscomputer—7ah?d5s
32— f5cf—-4B812-h3fc—c?81c5%4dbc? . html™.

WARNING: “enable—cscomputer" processing has completed with warnings. 2"

parnings were recorded during this run.

HARNING: Detailed results can he found at
"C:sUsers~Administrator.ac—onebox~AppDatasLocal~Tempslsenable—cscomputer—7abh?d5
32-f5cf-4812-h3fc—c?81c5%4dbe? . html".

P53 C:sUsers~Administrator.ac—onebox>
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14 Edge Server to a Full DMZ Deployment

This chapter shows how to connect the AudioCodes CloudBond 365 Edge Server to a full
DMZ deployment.

14.1 Connecting the Edge Server
This chapter shows how to connect the CloudBond 365 Edge Server to a full DMZ

deployment.

The CloudBond 365 Edge Server by default connects to the external world via a separated
Ethernet connection, located on the rear panel of the CloudBond 365, shown in the figure
below.

Figure 14-1: Two Gigabit Ethernet Ports on the CloudBond 365 Rear Panel

Open Solutions CPU (OSN)

OE1 0E2
=

I uss

==

OSN GE1/GE2. Two Gigabit Ethernet ports for connecting directly to the OSN server. For
il example, one port can be connected to the LAN (to IP phones) and the second to the WAN
interface (to an IP PBX).

The internal Edge Server ‘'leg' is connected internally to the Skype for Business Server
pool.

Deployment scenarios exist, however, in which customers want to take the Edge Server
internal connection via a firewall as well, and utilize the second rear panel Ethernet port,
shown in the figure below.

Figure 14-2: Utilizing the Second Ethernet Port on the CloudBond 365 Rear Panel

Front Panel

Rear Panel

Client Console Public (DMZ) LAN = GE1 Internal (DMZ) LAN - GE2
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Figure 14-3: Edge Server - Two Legs

Enterprise Firewall

2 - Enué::ﬁm!c:;ﬂ“ 11 ;
Enterprise Reverse C
Proxy
42 4
%’7 3 o Enterprise Certificate 12 j
e r Authority
CLEIUDBONDE ST i o
Firewall, or DMZ 0 T
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» To set up the CloudBond 365 for a deployment like this:

1.

Connect to CloudBond 365 through a locally connected keyboard, mouse and monitor,
or through a remote desktop connection to the CloudBond 365 controller.
The default remote connection information is:

e |P address:192.168.0.101

e  Username: ac-CloudBond\administrator

e Password: R3mO0t3SuppOrt

Start the Hyper-V Manager application, located on the base Operating System.

Open the Edge Server settings through the Action menu, and then select the Network
Adapter named OSN Internal.

Change the virtual switch from OSN Internal to OSN GEZ2, and then adapt the VLAN
ID accordingly, if necessary.

Figure 14-4: Setup in Hyper-V Manager

g Hy| 5 Settings for Edge on UC-DC [ == =
File Action View Help [Edge v b G
e H 7] 2 Hardware ~ | @ Network Adapter
23 Hyper-V Manager ] Add Hardware ]
51 Ucoc Virtual Machines 8 108 Specify the configuration af the netwark adapter or remove the network adapter,
m CD Virtual switch:
Name  * State CPUUsage  Assigned Mem, B 5
g Edge Running 0% 2048 MB rTE———
g FE Runring 1% 5858 MB 03N Inf
5 OSM GEL
= i IDE Controller 0 OS.N 2
#l C Hard Drive
Edge.vhdx
= il IDE Controller 1 z
- ¢ & DVD Drive
Checkpoints SRR Bandidth Management
B [ Network Adapter [ Enable bandwidth management
The selected vitual | | Lo =
2]
T comz
None U
[ Diskette Drive
Hone To remone the network adapter from this virtusl machine, dick Remove.
Edge # Management
1] Name
Created: 17171601 1:00:00 AM o @) Usc oilctncy ric bwork adeptes iskead F i ticwosk adapt=r oo a
Vol b " network-based installation of the guest operating system or when integration
' 5 ol services are not installed in the guest operating system,
Generation: 1
/i, Some settngs camnot be modified because the virtusl machine was runing when
Hotes: None this window was pened. To modify a sstting that is unavaiable, shut donn the
32 smart Paging Fie Location virtual machine and then reopen this window,
9 Automatic Start Action )
Summary | Memery | Networking | Repication |
5. Click OK and apply the changes.
e . . . .
Note: It's unnecessary to restart the Edge Server since this procedure is basically the
same as patching a network cable.
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Part V

Configuring CloudBond 365

This part includes the following:

B Office 365 integration (see Chapter 15)
B Reverse Proxy (see Chapter 16)

B Certificates (see Chapter 17)

B Exchange UM (see Chapter 18)
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15 Office 365 Integration

15.1 Introduction

This part describes the deployment of the AudioCodes CloudBond Office 365 Connector in
a multi-forest model and provides information for System technicians to perform on-site
installation of the AudioCodes CloudBond Server.

This guide provides:

B Guidelines for preparing the customer enterprise network

B The AudioCodes CloudBond 365 Office 365 connector installation procedure
B Basic system and site configuration information

15.2 Overview

The figure below shows the integration of CloudBond 365 and Office 365.

Figure 15-1: CloudBond 365 and Office 365
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15.2.1 What is Office 365?

Office 365 is a Software as a Service (SaaS) offering from Microsoft.

A subscription to Office 365 gives users the ability to use traditional office applications over
the internet through a web browser interface.

Besides access to Word, Excel and Outlook, Office 365 can also provide access to

backend office services, such as Active Directory (AD), Exchange Online, Skype for
Business Online, and SharePoint Online.

Office 365 also has many other features and facilities, including download of office
products, and is tightly integrated with other Microsoft offerings, such as OneDrive for
online storage.

Microsoft web sites have much information about Office 365: http://office.microsoft.com.
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15.2.2

15.2.3

15.2.4

A reasonable, non-Microsoft, overview of Office 365 can be found at
http://en.wikipedia.org/wiki/Office 365.

Office 365 and Voice

Office 365 Skype for Business Online currently provides two ways for PSTN breakout /
Enterprise Voice capabilities, being:

B Cloud PBX with PSTN Calling (only available in limited countries)
B Cloud PBX with on-premises PSTN connectivity.

In addition to a full hybrid deployment, which will be covered in Section 15.2.5.1,
CloudBond 365 can also be used in the Cloud PBX with on-premises PSTN connectivity
scenario, by providing full administration capabilities for the Cloud PBX users homed in
Office 365.

How does Skype for Business use Office 365?

A Skype for Business on-premises deployment, such as CloudBond 365, can take
advantage of several features of Office 365.

B Office 365 can provide the Exchange Unified Messaging component to Skype for
Business, allowing voicemail facilities, and some Automated Attendant facilities.

B Office 365 can provide the Outlook Client for Skype for Business, showing Skype for
Business presence information for contacts, for calendar items, and allowing the
scheduling of Conferences.

B Skype for Business Online and Skype for Business On-premises can share a SIP
domain, allowing users who require limited Enterprise Voice features to be hosted
entirely in the cloud, while still being part of your larger Skype for Business
environment.

Note: You cannot have a spilt UM in cloud and Exchange mailbox on premise, or vice
versa. If you do have Exchange On-premises, and also Office 365 Exchange Online,
then a specific users Exchange mailbox must be wholly within the cloud, or wholly within
the on-premises server.

For more information about Exchange Hybrid deployments, see:
https://technet.microsoft.com/en-us/library/jj200581%28v=exchq.150%29.aspx. For more
information about Skype for Business Hybrid deployments, see:

http://technet.microsoft.com/en-us/library/jj204805.aspx.

What is Skype for Business Federation?

Skype for Business Federation is feature which allows Microsoft Skype for Business users
to communicate with other Skype for Business users outside their organization. When
enabled, federation allows you to add users from other organizations to your Contacts list,
send instant messages to your federated contacts, invite contacts to audio calls, video calls,
or conferences, and exchange presence information.

Skype for Business federation is performed over the internet through the Skype for
Business Edge server of each organization. Skype for Business external connectivity
requires the consent and correct configuration of both parties of the federation relationship.
After the federation is set up by the administrators of both sides, Skype for Business users
in each company can see presence and communicate with users in the other company.

Skype for Business on-premises deployments can also federate with Skype for Business
Online deployments. For example, federation allows users in your on-premises deployment
to communicate with Office 365 users in your organization.
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Skype for Business federation has various security mechanisms included. Federation can
be open (connect to anyone) or closed (connect to only allowed domains), and also
includes block lists. User information can be limited to users buddy lists, or available to
anyone, etc.

15.2.5 Domain Names and Shared Name Spaces

When you first subscribe to Office 365, you can create a Domain name in the format
XXXXX.onmicrosoft.com. e.g. contoso.onmicrosoft.com

Whilst you can use this domain name for all further Office 365 activity, it is more common to
add your own domain name to Office 365 i.e., contoso.com. These are referred to as vanity
domain names in some documentation. Microsoft will verify you have the appropriate
ownership of such a domain before adding it.

As these domain names can then be used for Office 365 sign-on, email addresses, and
Skype for Business Online SIP domains, it is recommended you configure these before
replicating users to Office 365.

See the following link for more details:

http://office.microsoft.com/en-au/Office  365-suite-help/work-with-domain-names-in-office-
365-HA102818560.aspx

15.2.5.1 Skype for Business Hybrid Deployment

A Skype for Business Hybrid Deployment allows Skype for Business online and Skype for
Business on-premises to co-exist. The two environments share the same SIP domain
space in what is known as a splitdomain.

In a Skype for Business Hybrid deployment:

B Skype for Business Online users can use most Skype for Business features, such as
presence, IM, and limited voice calls.

B Skype for Business On-premises users can enjoy all the same features as Skype for
Business Online users, with the addition of full Enterprise Voice features.
https://technet.microsoft.com/en-us/library/jj205403.aspx.
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Figure 15-2: CloudBond 365 Skype for Business Hybrid Deployment
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With CloudBond 365, a user can be switched from Skype for Business online to Skype for
Business on premises simply by changing their assigned FE Registrar pool in the
SysAdmin web pages.

15.2.6 Replicating Users

Whilst Office 365 and CloudBond 365 users can be administered completely independently,
significant benefits can be achieved by replicating users from one directory system to the
other.

Azure Active Directory Sync Services (a.k.a. DirSync) is a Microsoft tool that allows the
replication of users from an on-premises Active Directory deployment to the Office 365
Azure Active Directory. This means that the process of user administration can be simplified
by automatically replicating user data.

There are multiple deployment options now available within DirSync, including selective
replication, and replication with password hashes. DirSync can also be deployed with Active
Directory Federation Services (ADFS) to provide even more features.

Some good background information on DirSync is available at the following links:
http://blogs.office.com/2014/04/15/synchronizing-your-directory-with-office-365-is-easy/

https://blogs.office.com/2013/07/26/password-hash-sync-simplifies-user-management-for-
office-365/
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15.2.6.1

DirSync

Deploying DirSync following Microsoft best practice requires a separate, Windows 2008 or
2012, domain member, and server. This server must either be located On-premises with
the existing Active Directory (AD) server, or could be deployed in the cloud using Microsoft
Azure.

DirSync server requirements: http://technet.microsoft.com/en-us/library/jj151831.aspx DirSync
on Azure:

http://technet.microsoft.com/en-us/library/dn635310%28v=office.15%29.aspx

The DirSync server, once configured, will automatically replicate user information from the
on-premises AD, to the Office 365 AD, making those user details available to Office 365.

Note: This replication is one-way. Changes or new accounts created in Office 365 are
not replicated back to the on-premises AD by DirSync.

A recently added option within DirSync allows hashed passwords to also be synchronized
from on-premises AD to Office 365 AD. This is the recommended configuration. With this
option selected, a user may sign in to Office 365 and on-premises applications, such as
Skype for Business, using the same user id and password. With the October 2015 release
of DirSync, now named AADConnect, there is also full supportability for resource forest
environments, bypassing the need to extend the enterprise user forest(s) with the Skype for
Business schema extensions.

Note: This is not Single Sign on. A user logging in will still be prompted for User ID and
password in Office 365, even if they are already signed in to the on-premises network.
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15.2.7 Active Directory Federation Services

Active Directory Federation Services (ADFS) provides, amongst other features, the
capability of single sign on between two separate networks, including Office 365 and the
on-premises AD. It essentially brings control of the sign on authentication process back to
the on-premises environment.

A user signed on to the on-premises AD will be automatically signed in to the Office 365
environment.

ADFS is optional, and requires significant extra configuration.

Figure 15-3: ADFS Single Sigh On
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15.3 Pre-Requisites

This chapter describes the prerequisites for a Skype for Business Server hybrid
deployment.

15.3.1 Infrastructure Prerequisites

You must have the following available in your environment to implement and configure a
Skype for Business Server 2015/Lync Server 2013 hybrid deployment.

B An Office 365 tenant with Skype for Business Online enabled.

B Optionally, if you want to support Single Sign-on with Office 365, an Active Directory
Federation Services (AD FS) Server either on-premises or using Microsoft Azure. For
more information about AD FS, see Active Directory Federation Services (AD FS) 2.0,
or Configure Active Directory Federation Services for Windows Azure Pack.

B An on-premises deployment of Skype for Business Server 2015 or Lync Server 2013
with Cumulative Updates: March 2013 or later applied.

B Skype for Business Server 2015/Lync Server 2013 administrative tools.

B Directory Synchronization. For details about Directory Synchronization, see Hybrid
Identity Management.

Full details can be found at https://technet.microsoft.com/en-us/library/jj205386.aspx

15.3.2 Install DirSync

The Directory Synchronization tool will synchronize the customer’'s users from the local
forest towards Office 365, where they can be licensed and enabled for Skype for Business
Online using the Office 365 management portal. Only users “Synced with Active Directory”
will work in a hybrid model.

Figure 15-4:; Office 365 Users

<« 1 hitps office.com I.asps ers P-ac Integrating Business Processes . Tie ACS : Sysadmin > Overview —-..| [£] lync prepare sctive directory c.. | T1

@ oo ACTIVE USERS
+ ]

“In Cloud” users (those users created directly in Office 365) do not support hybrid
deployments and should be mapped to on premise Active Directory users first, by following
the steps in the following blog article for example: http://blogs.4ward.it/how-to-map-
onprem-active-directory-users-to-existing-office365-users/

Following Microsoft best practice, DirSync should be installed on a member server of the
domain you wish to replicate users from. You will need to provide this server, as it is not
included with CloudBond 365.

http://technet.microsoft.com/en-us/library/jj151800.aspx#BKMK InstallDirSyncTool

The Setup Wizard will offer you the chance to run the Configuration Wizard after install
completes.

The configuration wizard will prompt you to “Synchronize your directories now”.
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15.3.3

1534

15.34.1

A\

Ensure DirSync is Functioning

Make sure DirSync is deployed and all users have been replicated through DirSync and are
present in Office 365.

Figure 15-5: DirSync Working
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Deploy Skype for Business Schema Attributes

As the hybrid model with Office 365 relies on directory synchronization with the users Active
Directory forest, it is required to prepare the user forest with the Skype for Business
Schema Attributes when older DirSync applications then AADConnect are installed. The
Active Directory schema can be prepared either through the Skype for Business wizard or
by using LDIF as described below:

Prepare the user forest with the Skype for Business Schema Attributes (through the Skype
for Business wizard or LDIF as below) (http://technet.microsoft.com/en-
us/library/gg398607.aspx) :

The Prepare Schema step in the Skype for Business Server Deployment Wizard and the
Install-CsAdServerSchema cmdlet, extend the Active Directory schema on domain
controllers running a 64-bit operating system. If you need to extend the Active Directory
schema on a domain controller running a 32-bit operating system, you can run the Install-
CsAdServerSchema cmdlet remotely from a member server (recommended approach). If
you need to run schema preparation directly on the domain controller, however, you can
use the Ldifde.exe tool to import the schema files. The Ldifde.exe tool comes with most
versions of the Windows operating system.

Using LDIFDE

If you use Ldifde.exe to import the schema files, you must import all four files, regardless of
whether you are migrating from a previous version or performing a clean installation. You
must import them in the following sequence:

1. ExternalSchema.ldf

2. ServerSchema.ldf

3. BackCompatSchema.ldf
4. VersionSchema.ldf

Note: The four .Idf files are located in Skype RTM\Support\Schema directory of your
installation media or download.
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To use Ldifde.exe to import the four schema files on a domain controller that is the schema
master, use the following format:

Copy

Idifde -1 -v -k -s <DCName> -f <Schema filename> -c DC=X
<defaultNamingContext> -j logFilePath -b <administrator account>
<logon domain> <password>

For example:

Copy

Idifde -1 -V -k -s DC1 -f ServerSchema. Idf -C DC=X

""DC=contoso,DC=com"™ -j C:\BatchlmportLogFile -b Administrator
contoso password

about the required user rights, see the "Administrator Rights and Roles" section earlier

f Note: Use the b parameter only if you are logged in as a different user. For details
in this topic.

To use Ldifde.exe to import the four schema files on a domain controller that is not the
schema master, use the following format:

Copy

Idifde -i -v -k -s <SchemaMasterFQDN> -f <Schema filename> -c DC=X
<rootDomainNamingContext> -j logFilePath -b <administrator account>
<domain> <password>

For details about using Ldifde, see Microsoft Knowledge Base article 237677, "Using
LDIFDE to import and export directory objects to Active Directory," at
http://go.microsoft.com/fwlink/p/?linkld=132204.

15.3.5 Deploy CloudBond 365

If you have not already done so, you should now install and deploy the CloudBond 365
system. Connect CloudBond 365 and set up the trust by following instruction in Part
‘Deployment Requirements’ on page 39.

15.3.6 Prepare the User Forest Active Directory for Write Access

Prepare the User Forest Active Directory for write access from the Resource forest
(CloudBond) administrator account.

The easiest configuration is to use the cloudbond365\administrator account as the user-id
to perform updates to the User forest. If you wish to use a different account, see
Section 15.11.

In the screenshots below:

B CloudBond 365 Administrator is OCSHOST\Administrator instead of AC-
CloudBond\Administrator

Customer corporate Domain is LyncDev.acs

To prepare the User Forest Active Directory for Write Access:

On the Customer Corporate DC, open the Active Directory Users and Computers tool.

NP Y B

Right-click on the top level domain, and select Delegate Control.

Version 7.6 261 CloudBond 365


http://go.microsoft.com/fwlink/p/?linkId=132204

Fa Wl

I & AudioCodes CloudBond 365

Figure 15-6: Delegate Control
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3. Click Next.

Figure 15-7: Delegate Control Wizard
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Figure 15-8: Delegate to CloudBond 365 Administrator
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5. Select the 'Create, delete, and manage user accounts' check box, and then click Next.

Figure 15-9: Delegate Rights
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6. Click Finish.
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Figure 15-10: Complete the Wizard
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Note: Administrator accounts within the Organizational Unit (OU) will not follow the
delegation. Microsoft best practice is not to use administrator accounts for regular use. If
an Administrator account needs to be enabled, the security settings need to be applied
using DSACLS on the AdminSDHolder container.

CE For more information on using DSACLS see :
https://technet.microsoft.com/en-us/library/cc772662(v=ws.10).aspx)

An example PowerShell script that can be used to set the minimum permissions using
DSACLS can be found in Appendix A.

15.4 Configure Office 365 Integration

This chapter describes Office 365 integration.

15.4.1 Prepare CloudBond 365 for Skype for Business Hybrid and
Exchange UM
To enable a Skype for Business hybrid deployment, you will need to follow the instructions
below. You can also use the following TechNet article as a guide.
http://technet.microsoft.com/en-us/library/dn689117.aspx
These instructions will:

Enable shared address space in Office 365

Allow Federation in CloudBond 365

Create a Hosting Provider for Office 365 in CloudBond 365

Perform initial replication

Change users in the corporate AD so they replicate to Office 365 correctly

Update some DNS records to direct all SIP traffic to CloudBond 365
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15.4.1.1 Start a Skype for Business Online PowerShell Session

On the CloudBond 365 Controller, open the Skype for Business Management Shell, then
enter the following commands. (This assumes the Controller has internet access. If not, use
PowerShell on a workstation that does have internet access.)

Import-Module SkypeOnlineConnector

$cred = Get-Credential

$CSSession = New-CsOnlineSession -Credential $cred

Import-PSSession $CSSession -AllowClobber

For more information about how to establish a remote PowerShell session with Skype for

Business Online, see Connecting to Skype for Business Online by using Windows
PowerShell.

For more information about using the Skype for Business Online PowerShell module, see
Using Windows PowerShell to manage Skype for Business Online.

Note: You may need to update the Skype for Business Online PowerShell Module as
Microsoft frequently updates Office 365. Check Microsoft for the latest version, or, you
A may also apply the latest Skype for Business Cumulative Update. See:
http://www.microsoft.com/en-us/download/details.aspx?id=39366
https://support.microsoft.com/en-us/kb/2809243

15.4.1.2 Configuring Shared SIP Address Space

Your Skype for Business Online must be configured for Shared SIP Address Space. To do
this, first start a remote PowerShell session with Skype for Business Online. Then run the
following cmdlet:

Set-CsTenantFederationConfiguration -SharedSipAddressSpace $True

15.4.1.3 Allow Federation

In your On-premises deployment, in Skype for Business Server Management Shell, type
the following cmdlet to allow federation:

Set-CSAccessEdgeConfiguration -AllowOutsideUsers $true

-AllowFederatedUsers $true -UseDnsSrvRouting -
EnablePartnerDiscovery $true

15.4.1.4 Remove Existing Hosting Provider

On your On-premises deployment, in the Skype for Business Server Management Shell,
type the following cmdlet to remove the existing Hosting Provider for Skype for Business
Online:

Get-CsHostingProvider | where ProxyFgdn -eq
"sipfed.online.lync.com"™ | Remove-CsHostingProvider

Version 7.6 265 CloudBond 365


https://technet.microsoft.com/en-us/library/dn362795.aspx
https://technet.microsoft.com/en-us/library/dn362795.aspx
https://technet.microsoft.com/en-us/library/dn362831.aspx
https://technet.microsoft.com/en-us/library/dn362831.aspx
http://www.microsoft.com/en-us/download/details.aspx?id=39366
http://www.microsoft.com/en-us/download/details.aspx?id=39366
https://support.microsoft.com/en-us/kb/2809243

Fa Wl

f & AudioCodes CloudBond 365

15.4.1.5 Create a Hosting Provider for Skype for Business Online

On your on-premises deployment, in Skype for Business Server Management Shell, type
the following cmdlet to create the hosting provider for Skype for Business Online:

New-CSHostingProvider -ldentity LyncOnline -ProxyFqdn
"sipfed.online.Lync.com™ -Enabled $true -EnabledSharedAddressSpace
$true

-HostsOCSUsers $true -VerificationLevel UseSourceVerification -
IsLocal $false

-AutodiscoverUrl

https://webdir.online.Lync.com/Autodiscover/AutodiscoverService.svc/r
oot

15.4.2 Obtain the Customer Specific Office 365 Information

Obtain the customer specific Office 365 information, to be saved in Office 365 Configuration
under System Configuration in the CloudBond management suite (SysAdmin web pages).
See AudioCodes CloudBond 365 Administrator Guide.

B User Name:

e  The login name of your Office 365 Administrator
B Host:

e  The location where your Office 365 environment is hosted
B Migration Override URL:

e  Explained further in this document
B Override Admin Domain:

e Your original Office 365 domain prior to applying vanity domain names
B Password:

e  The Office 365 Administrator password

Figure 15-11: CloudBond - Office 365 Connector Information

SYSTEM CONFIGURATION

Office 365 Settings

User Name:
| admin@ocshost. emea. microsoftonline.com |

Host:
| sipfed_oniine lync.com |

MigrationCOwverridelUr!:
| https:/fadmin0e.online. lync.com/HostedMigration/hostedmigrationsenvice sve |

OverideAdminDomain:
| ocshost onmicrosofi.com |

Password:

Confirm password:
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15.4.2.1 Determining Hosted Migration Service Override URL

>

To determine the Hosted Migration Service Override URL for your Office 365
tenant:

Log in to your Office 365 tenant as an administrator.
Open the Skype for Business admin center..

Figure 15-12: Office 365 Skype for Business Admin Center

: |E) https://adminle.online.lynec.ct

= Office 365 | Adm

Lync admin center

Lsers
organization

dial-in conferencing

I_ll_ll_ll_l_‘

meeting invitation

tools

With the Skype for Business admin center displayed, select and copy the URL in the
address bar up to .com. An example URL looks similar to the following:
https://webdirOe.online.lync.com/Iscp/?language=en-US&tenantID=

Replace "webdir" in the URL with "admin", resulting in the following:
https://adminOe.online.Lync.com

Append the following string to the URL.:
/HostedMigration/hostedmigrationservice.svc

The resulting URL, which is the value of the HostedMigrationOverrideUrl, should
look like the following:

https://adminOe.online.lync.com/HostedMigration/hostedmigrationservice.svc

15.4.2.2 Determining Override Admin Domain

The Override Admin Domain is usually the default signup domain
“something.onmicrosoft.com”. Your Office 365 Administrator can supply this value.
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15.4.3 Using Exchange Online for Voicemail

This section describes how to use Exchange Online for Voicemail.

15.4.3.1 Prepare Office 365 For Unified Messaging

To enable Office 365 Unified Messaging you need to first create a dial plan in Exchange
Online to enable users to access their mailbox for configuration and message retrieval.
Further information about Dial Plans can be found here:
http://technet.microsoft.com/en-us/library/bb125151%28v=exchg.150%29.aspx

Section 15.7 shows an example of creating a UM Dial Plan for Exchange Online.

Once the dial plan is created, you can enable the Office 365 users for Unified Messaging.

Detailed information can be found at https://technet.microsoft.com/en-
us/libraryl/jj673527(v=exchg.150).aspx

Next, you need to connect to Office 365 using Exchange Online PowerShell and run the
following Cmdlet:

Set-UMmai lboxpolicy -identity “Policy Name in 0365” -
SourceForestPolicy “ACS-0365UM”

Then finally on your on premise Exchange 2010 SP3 server (Note this is only if Unified
Messaging is already configured on premise so that when you migrate a UM mailbox it
doesn't fail otherwise if you don't run this step the remote move request will fail)

Set-UMmai lboxpolicy -identity “On Premise UM Policy” -
SourceForestPolicy “Policy Name in 0365”

15.4.3.2 Allow Users to Dial-in to Access Exchange Online Voicemail

CloudBond 365 provides native integration to Office 365 Unified Messaging by means of an
intuitive interface. Once the pre-requisites as outlined in the earlier chapters 4.1 till 4.3.1 are
configured, there is no further need for PowerShell cmdlets and administration can be
performed using the System Configuration pages.

» To enable the Office 365 UM feature:

1. Under the System Configuration group, select the Office 365 Unified Messaging &
Cloud PBX Policies option.

Select the Enable Office 365 UM checkbox.
3. Select a registrar pool and SIP domain and specify the telephone number to be used.
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Figure 15-13: Office 365 UM
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4. Once enabled, users can be assigned Office 365 UM on the user edit page by
enabling the Office 365 Exchange UM policy checkbox.

Figure 15-14: Office 365 Exchange UM Policy
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15.5

Initial Replication

An initial replication cycle needs to be started to have the CloudBond 365 resource forest
learn all Skype for Business enabled users from the Office 365 environment.

Once the Office 365 Skype for Business enabled users are replicated over to the
CloudBond 365 resource forest, they will be mapped to the original User accounts homed
in one of the customer forests that CloudBond 365 has a trust with by the objectGUID
attribute, which is a standard unique object identifier in Office 365 directory synchronization.
If mapping to the standard objectGUID fails, the CloudBond 365 Office 365 connector will
try to map the Office 365 Skype for Business user against the user's mS-DS-
ConsistencyGuid  attribute, as described in Paul Wililams’ blog article:
http://blog.msresource.net/2014/03/10/windows-azure-active-directory-connector-  part-3-
immutable-id/, to support more complex and custom build environments as well.

When replication and user mapping has finished (those two tasks are run as a single
process), the users Active Directory forest needs to be updated with the Skype for Business
Online attributes.

On completion, check one of the user objects in the customer Active Directory forest that is
enabled for Skype for Business Online for the presence of values in the user attributes. If
the AcsUserReplication task succeeded in writing the values back into the user forest, you
can continue with the final step in the replication cycle, being a manual directory
synchronization cycle with Office 365.

There are several components to the user replication process.

B On the CloudBond 365 Controller, there is a scheduled task which runs 0365sync —s
0365. This will take account information from Skype for Business Online to CloudBond
365, and perform the mapping to original user accounts.

B There is another scheduled task on the CloudBond 365 Controller which runs
ACSUserReplication. This will replicate the msRTCSIP attributes from CloudBond 365
to the customer AD.

B Finally, DirSync will replicate information from the customer AD to Skype for Business
Online.

Before users can be moved between Skype for Business Online and CloudBond 365, all
three replication steps must be completed.

1. Start the initial replication for all Office 365 users through:
C:\acs\OFFICE365Sync\SysAdmin.0365.Sync.exe —S 0365

2. Match the objects with the user forest through:
C:\acs\AcsUserReplication\AcsUserReplication.exe

3. Perform a manual DirSync replication cycle on the DirSync server through:

C:\Program Files\Windows Azure Active Directory
Sync\SYNCBUS\Synchronization Service\UlShell\miisclient.exe
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Figure 15-15: DirSync
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The manual DirSync operation should be completed in the following order:
1. Active Directory Connector Delta Import Delta Sync

2. Windows Azure Active Directory Connector Delta Import Delta Sync
3.  Windows Azure Active Directory Connector Export

15.5.1 After Initial Replication

Now the initial replication cycle has been performed, the environment is ready to be
brought into production. This step requires the public DNS records to be changed, where
the specific Skype for Business SRV and A records need to be pointed to the on premise
Edge server instead of to the Office 365 environment. From now on all users will register
against the local Edge environment and eventually be redirected to Office 365 if their
Skype for Business account is still homed there.

15.5.1.1 Update DNS Records

Update appropriate DNS records to direct all SIP traffic to Skype for Business on-premises:

B Update the lyncdiscover.contoso.com A record to point to the FQDN of the on-
premises reverse proxy server.

B Update the _sip._tls.contoso.com SRV record to resolve to the public IP or VIP
address of the Access Edge service of Skype for Business on-premises.

B Update the _sipfederationtls._tcp.contoso.com SRV record to resolve to the public
IP or VIP address of the Access Edge service of Skype for Business on-premises.

B If your organization uses split DNS (sometimes called “split-brain DNS”), make sure
that users resolving names through the internal DNS zone are directed to the Front
End Pool.
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15.5.1.2 Assigning User Registrar Pool
After initial replication, all systems will be synchronized, including the correct Skype for
Business Registrar (home system). Users can now be moved back and forth from Office
365 to CloudBond 365 by using the User Management Edit page.
Assigning the Registrar Pool in the Edit User page assigns a user to that Front-End pool as
their home system.
Figure 15-16: User List
USER MANAGEMENT MENU
Create User
Import User AC Users |Users/Licenses-count:121/10000
Bulk Edit Status Full Name Call Forward
Bulk Import - ‘ | - ‘ | - ‘
Group replication Offline fsdisdf fasfsdf nia
Distribution List Unavailable Xerox Workcenire M123 Unavailable
Unavailable LyncDev 1228 Unavailable
Create Device Unavailable analog 151028 Unavailable
Unavailable Vergaderzaal Unavailable
Offline AA Dummy User -
Offline Alex Champness n'a
Offline Administrator nfa
Offline Adrian Radu lovescu Off__.
Offline alert service nia
View 1- 10 of 123 Page[i |of13 »

Assign a destination Frontend pool:

Figure 15-17: Editing a User Registrar Pool

LRI Account Information

User Management Account type: Enterprise; Remote account: ACTIVEVOICEVO365HV (Office 365)
MARKED FOR REPLICATION Cancel Replication

Create User

Import User First Name™ Hybrid

Bulk Edit
Last Mame* Voice

Bulk Import

Group replication Sign-in Name* 0365HY

Distribution List Registrar Pool: Dffice 365 —

Create Device
Fax:

Note that the change to a user's Registrar Pool will be cached, and performed later by
several back round scheduled tasks. It may take some time for all tasks to complete.

Though the screenshots show a move from Skype for Business online to Skype for
Business on premise, the opposite direction is obviously also possible. For this to happen,
Office 365 should be selected as the destination Registrar Pool.

After the move is performed, the Skype for Business online address book environment
needs to be updated for which a full replication cycle is heeded again.

As both the ACSUserReplication and Office 365 Directory Synchronization tasks run in a
scheduled interval though, there is no need to perform a manual action, unless you would
like to force replication to happen.
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15.6 Ongoing Replication

There are a series of scheduled tasks which will keep all servers synchronized with each
other on an ongoing basis.

You may need to adjust the frequency of such tasks to meet your requirements.

A Scheduled task occurs at a regular interval (once every 24 hours) The task will
retrieve all information from Office 365 to CloudBond 365.

C:\acs\0365Sync\SysAdmin.0365.Sync.exe —S 0365

A Scheduled task occurs at a regular interval (once every 15 minutes) The task will
update all user Registrar information.

C:\acs\0365Sync\SysAdmin.0365.Sync.exe

B A Scheduled task occurs at a regular interval (daily)

The task will synchronize all Skype for Business and Active Directory information
between CloudBond 365, and the customer Active Directory.

C:\acs\0365Sync\ACSUserReplication.exe
Scheduled tasks (DirSync) occurs at a regular intervals to replicate all Active Directory
information from the customer Active Directory to Office 365

Figure 15-18: Synchronization Tasks

Office 365

DIRSYNC

Domain

SysAdmin.0365.Sync -s 0365
Retrieve 0365 users details to OneBox 365

User Forest

SysAdmin.0365.5ync
Move users between Registrar pools

ACS UserReplication
CloudBand 365 Forest Synchronize Users info between
Customer AD and CloudBond 365

Warning: If multiple management servers are installed for redundancy, the scheduled tasks
on the redundant servers should be disabled and enabled only if the primary server goes
down, thereby preventing stale objects from being created in the Active Directory.
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15.7 Adding a Dial Plan to Exchange Online

1. Log onto the Office 365 Wave 15 tenant using a Web browser and your Office 365
Administrator account.

2. In the Exchange admin center, under Unified Messaging, you can view and edit any
existing UM dial plans, or create new dial plans as needed.

Figure 15-19: Exchange Online - UM Dial Plans

- O x
e@ 5§ hitps://outlookoff.. O ~ @ C |Jg UM dial plans - Microsoft E.. ‘ ‘ A T
1] Office 365 Outlock  Calendar ... Admin ~ fol ?
Exchange admin center
dashboard UM dial plans UM IP gat
recipients
permissions Unified Messaging dial plans define the format for telephone numbers in your organization. For UM to answer calls for your

users, you have to set up at least one dial plan. Learn more

comgliance management

+ 708 -
organization

NAME | EXTENSION LENGTH URITYPE
protection ACS 0365 3 SIP URI
mail flow
mobile
public folders

1 slected of 1 total

3. Navigate to Unified Messaging > UM Dial Plans > New.

Figure 15-20: New Dial Plan

new UM dial plan

Use UM dial plans to manage the UM features for a group of users who
are enabled for voice mail.
Learn more

*Name:
test

*Extension length (digits):
5

*Dial plan type:
SIP URI v

*Audio language:
English (United States) W

*Country/Region code:

a

N

€ Afteryou click Save, select this dial plan and click Edit to cenfigure
dial codes, Qutlook Veice Access, voice mail settings, and dialing
rules,

4. After saving the dial plan, select the Dial Plan > Configure. For this you should try and
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match the company’s on premise configuration. Below is an example:

Figure 15-21: Edit the Dial Plan

UM dial plans are groups of users who are enabled for UM. They share common
settings for greetings, prompts, audio language, and dialing codes for incoming
and outgoing calls.

BF Voicemail
4

SIF URI

English (United Kingdom)

Figure 15-22: Dial Codes

Yoicemail Dial Plan
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Set the outside line access code, country/region code, and other dial codes for
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L 0K VD RCCESS Dial codes for outgoing <alls
caminge Outside line access code:

— International access code
L 4 L it Lol
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*Country/Regien code
44

Mumber formats for dialing between dial plans
Country I'-feg.f\n number format

International mumber farmat:

MNumber formats for incoming calls within the same dial plan:
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Figure 15-23: Voice Access
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Figure 15-24: Settings
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Figure 15-25: Dialing Rules
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Figure 15-26: Dialing Authorizations
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Figure 15-27: Transfer and Search
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15.8 Skype for Business PowerShell

PowerShell is a command line interface for managing a Windows 2008 or 2012 server. It is
a similar, but much more powerful, environment than the DOS prompts included in
previous Windows releases.

The Skype for Business Server Management Shell is a PowerShell environment with a
Skype for Business specific command extension module added, which enables you to
manage the Skype for Business environment from the command line. Similar modules are
available for other products, such as Exchange.

There are numerous ways to access the PowerShell and Skype for Business PowerShell
environments, either remotely or via a locally attached console and keyboard.

The easiest method is as follows:

1. Use Remote Desktop to access the CloudBond 365 Controller (UC-DC).
2. Open the charms bar on the Windows desktop.

3. Use the search facility to look for 'Skype for Business'.

4. Select 'Skype for Business Server Management Shell'.

Figure 15-28: Windows Server 2012 R2

== Windows Server 2012R2

= '] O . O 5 Monday
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ks T

5. Open the charms bar.
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6. Use the Windows + C key combination, or hover the mouse in the top or bottom right
corners of the desktop.

Figure 15-29: Searching for Skype for Business

Search
Everywhere «

[l Server Management Shell E

&?‘) Lync Server Management Shell

?ﬁl Lync Server Topology Builder
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Figure 15-30: The Skype for Business Server Management Shell
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15.9 PowerShell for Skype for Business Online

This chapter provides a sample PowerShell script which connects to Skype for Business
On-Line to allow entering PowerShell command line configuration items. You will need to
satisfy the pre-requisites detailed in the following links, prior to using PowerShell for online
components:

B for Azure AD http://aka.ms/aadposh

B for Skype for Business Online
http://www.microsoft.com/en-us/download/details.aspx?id=39366
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15.9.1 Connecting to Office 365 using PowerShell:

# Configurable parameters

# The OverrideAdminDomain property needs to be set to the default
domain that was included with your Office 365 subscription.

$0verrideAdminDomain="ocshost.onmicrosoft.com"

# Script starts here - No configuration required Import-Module
Skype for BusinessOnlineConnector

import-module msonline
$credentials=Get-Credential
Connect-MsolService -Credential $credentials

$OnlineSession=New-CsOnlineSession -Credential $credentials
—OverrideAdminDomain

$0verrideAdminDomain

$ExchangeSession = New-PSSession -ConfigurationName
Microsoft._Exchange - ConnectionUri
https://ps.outlook.com/powershell/ -Credential $Credentials -
Authentication Basic -AllowRedirection

Import-PSSession $0nlineSession -AllowClobber Import-PSSession
$ExchangeSession -AllowClobber

Sample execution of the PowerShell script.

(Note that the Microsoft Online Service Module is out of date, and
a newer version should be downloaded.)

Figure 15-31: Windows PowerShell
& Administrator: Windows PowerShell l;‘i-

configuration required

onnector

Scredential

lcmdlet Get-Credential at_command pipeline pe
pply valu r i etel
ial

AdminDomain $Overr|

e -ConnectionUri

at might
n with the

pace, Add-DistributionGroupMember. ..

The script will prompt you for login credentials. Use your Office 365 administrator account.
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Figure 15-32: Login Credentials
Windows PowerShell credential req__

Enter your credentials.

User name: |E Admin@ocshost.emea.mic v|
Password: | sssssssnns |
| K | | Cancel |

When the script completes, you can enter Skype for Business Online PowerShell
commands to configure your Skype for Business Online environment.

15.10 Troubleshooting

As the multi-forest environment relies on multiple replication processes here are some
general guidelines for troubleshooting the environment.

B Verify the administrator account in the Office 365 configuration settings is a global
administrator in Office 365 by signing in to the portal:

https://portal.microsoftonline.com/ with those credentials and verifying the settings
under the users section for the particular account.

Figure 15-33: Admin Settings

£+ & [ (] pertal.oticecom

B Verify the ACSUserReplication scheduled task can write back the Skype for Business
specific attributes into the customer forest by opening Active Directory Users and
Computers for the user forest, with the credentials used in the scheduled task (default:

resource forest\administrator). Navigate to a user and try to manually set one of the
attributes:
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Figure 15-34: String Attribute Editor
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Attributes:

Attribute | Yalue :l

mzATCSIP-Archiving...  <nat set>

mzRTCSIP-Deployme...  SRW:

msATCSIP-Federatio..  TRUE

B On the CloudBond 365 controller (or any other customer server or workstation that has
the Office 365 PowerShell prerequisites installed), start a PowerShell session and use
the following cmdlets to verify that Office 365 directory synchronization has populated
the on premise data to the cloud:

$O0verrideAdminDomain="<the OverRideAdminDomain as in the 0365
settings page>"

$WarningPreference="silentlycontinue® $credential = Get-
Credential

$CSSession=New-CsOnlineSession -Credential $credential —
OverrideAdminDomain $0verrideAdminDomain

Import-Module SkypeOnlineConnector
Import-PSSession $CSSession -AllowClobber| Out-Null

Get-CsOnlineUser | Where-Object {$_.sipaddress -match ''<a sip
address to check>"}

An example output for the Get-CsOnlineUser cmdlet looks like the following

Figure 15-35: Get-csOnlineUser Attributes

[z} Windows PowerShell = =

-Fd18-43c0-964c-bc!

: 1003BFFDC12084C

1ine/MCO/2009/01" />

atead@activecommunicati
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We are specifically interested in the following attributes:

B OnPremHostingProvider: SRV:

B OnPremOptionFlags 257

B OnPremSIPEnabled :True

B OnPremSipAddress . sip:corporatead @activecommunications.eu

This tells us that directory synchronization with Office 365 was successfully completed and
that the msRTCSIP attributes from the CloudBond 365 resource forest where brought to
Office 365.

When a user is homed in Skype for Business Online, the OnPremHostingProvider attribute
will hold the value of the Host entry on the Office 365 settings page in the CloudBond 365
Management suite, defaulting to sipfed.online.lync.com.

If those attributes are showing up empty, perform the manual steps as described in Initial
Replication chapter for the particular user and make sure that the Office 365 Directory
Synchronization agents replicate those values by right-clicking those properties and
verifying the Properties.z.

Figure 15-36: Windows Azure AD Properties
5|

File Tools Actions Help

a Operations (‘;ﬂj Management Agerts %ﬂ Metaverse Designer _{-_d. Metaverse Search | L5 Joiner

Management Agents
Name | Type | Description | State
Windows Azure Active Directory... Bxensible Connectivity 2.0 Windows Azure Active Director...  Idle
= Properties -
Management Agent Designer Select Attributes
Properties Attributes: W Show Al
Select Edension DLL
meOralsOrganizational ~
Connectivity

msRitcSipApplicationOptions
Configure Partitions and Hierarchies meRtcSipDeploymentLocator

Select Object Types ms Rtz SipLine
= Select Attrbutes msFtcSipOptionFlags
Corfigure Anchors msRteSipOwnerlm
. msPtcSipPrimary Userfddress
Conf G ctor Filt
ormigure Lonnector fier [w] meRteSip UserEnabled

Configure Join and Projection Rules onPremiseSecurityldentier

Figure 15-37: DirSync AD Connector properties

Active Directory Connector Active Directory Domain Services Active Directory Connectar. Idle
= Properties -

Management Agent Designer Select Attributes
Properties Attributes: [~ Show All
Connect to Active Directory Forest
Confiours Di Pt msExchlserHold Policies ”

orfigure Directory Parftions msOrg-lsCrganizational
Corfigure Provisioning Hierarchy msRTCSIP-ApplicationCptions
Select Object Types meRTCSIP-Deployment Locator
= Select Attributes msRTCSIP-Line

msRTCSIP-OptionFags
msRTCSIP-Ownerlm
msRTCSIP-Primary UserAddress
Configure Attribute Flow msRTCSIP-UserEnabled
Configure Deprovisioning [ rame

A default installation of the Office 365 Directory Synchronization environment will have
those attributes checked by default.

Corfigure Connector Fitter

Configure Join and Projection Rules
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15.11 Custom User IDs for Cross Domain Updates

This chapter describes the Custom User IDs for Cross Domain updates.

15.11.1 Updating the User Forest AD

It is possible to use a different account to perform updates to the User forest if there is a
reason to avoid using cloudbond365\administrator.

You will first need to manually create a new account within the cloudbond365 AD. This
account should be made an administrator as a member of the

B cloudbond365\Administrators
or
B cloudbond365\Domain Admins

This account will also need to be a member of the Skype for Business administrators
groups:

csAdministrator

acs-Admin
rtcComponentUniversalServices
rtcUniversalServerAdmins

rtcUniversalUserAdmins

The updates to the User forest are performed by a scheduled task. The scheduled task
runs C:\acs\AcsUserReplication\AcsUserReplication.exe. This task will need to be modified
to execute as the new user you have created.

The AcsUserReplication.exe process updates the following attributes within the User
forest:

B SIP entry in proxyAddresses

B msRTCSIP-DeploymentLocator
B msRTCSIP-OptionFlags

B msRTCSIP-PrimaryUserAddress
B msRTCSIP-UserEnabled

If you wish to tighten security, you may restrict the newly created admin user to only have
write access to the above fields within the User forest AD.
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15.11.2 Retrieving User Data from Office 365

The updates to the cloudbond365 directory from Office 365 are performed by a scheduled
task. The scheduled task runs the following:

C:\acs\OFFICE365Sync\SysAdmin.0365.Sync.exe —S 0365

This task will use the User ID you have created within Office 365. The user will need to be
granted rights within Office 365.

With regards to the “Global Administrator Rights” in Microsoft Online, Microsoft has made
changes in its latest release, where now the Skype for Business administrator role will be
sufficient (see screenshot below):

Figure 15-38: Administrator Roles

Choose the admin role that you want to assign to this user

and save changes Learn more about administrator roles
() User (no administrator access)
) Global administrator
@ Customized administrator
O] Billing administrator
L] Exchange administrator
[] Password administrator
Skype for Business administrator
[] service administrator
[] SharePoint administrator

User management administrator

This role is required when moving users from Office 365 to on premise and vice versa,
which move is performed by the O365 connector.

The newly created Office 365 User ID and password needs to be specified within the
SysAdmin web pages, on the 0365 Connector settings.
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Figure 15-39: Office 365 Settings

SYSTEM CONFIGURATION

Office 365 Settings

User Name:
|admin@ocshusﬂ.emea.micrusoﬂclnline.t:nrn |

Host:
|sipted.ﬂnline.lync.com |

MigrationCrvermideUr:
| hitps_/fadminle_online.lync.com/HostedMigration/hostedmigrationservice.svc |

OverrideAdminDomain:
|o::shnstonrnicrosclﬂ.cum |

Password:

Confirm password:
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16

16.1

16.2

16.2.1

Reverse Proxy using IIS ARR

Introduction

This chapter describes using Microsoft IS (Internet Information Server) and ARR
(Application Request Routing) as a Reverse Proxy solution for AudioCodes CloudBond
365 deployments.

This guide provides:

B Background information on Skype for Business and Reverse Proxies
B Recommendations for installing 1IS and ARR

B Configuring IIS and ARR

Further information can be found at:

http://blogs.technet.com/b/nexthop/archive/2013/02/19/using-iis-arr-as-a-reverse-proxy-for-
lync-server-2013.aspx
http://www.iis.net/learn/install/installing-iis-85/installing-iis-85-on-windows-server-2012-r2
http://www.jaapwesselius.com/2014/03/16/using-arr-for-reverse-proxy-with-lync-2013/

Proxy Servers

This chapter describes the Proxy servers used in the Reverse Proxy installation.

What is a Reverse Proxy?

A proxy server is typically an intermediate server for web (HTTP) traffic, located between
the web browser (client) and the web server.

Some readers will be familiar with forward proxy servers. These are typically employed by
large companies and ISPs to provide access control, authorization and caching of internet
data, i.e., the proxy server keeps copies of web site information for recently visited web
sites. The web browser will often download information from the local proxy server, which is
much faster and cheaper in traffic terms rather than go to the original remote web site each
time to retrieve information.

A reverse proxy performs some similar tasks, but at the web server end, not the client end.
A reverse proxy server is deployed for security, rerouting, caching, and load balancing, i.e.,
the web browser request is received by the reverse proxy and forwarded to one of many
web servers hosting the same data, to achieve load balancing.

Both forms of proxy server are usually invisible to the end user. Both forms of proxy may be
used at the same time.
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16.2.2

Figure 16-1: Proxy Servers
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For more information on proxy servers, see:
http://stackoverflow.com/questions/224664/difference-between-proxy-server-and-reverse-
proxy-server

Why have a Reverse Proxy Server for Skype for Business?

Skype for Business is designed to operate with a Reverse Proxy server for external
communications.

The Skype for Business Edge server handles external SIP and RTC traffic used in
Access, Web Conferencing, and A/V, but does not handle Web based HTTP traffic. The
Edge server can be considered a SIP proxy server handling login, presence, and audio.
The Edge server is specifically designed to minimize security risks through exposure to
the internet, and for this reason, should not be a member of the internal domain.

All Web based HTTP traffic is handled by the Skype for Business FE servers. However,
the FE server must be a domain member to function correctly, so it's a security risk to
expose the FE servers directly to the internet.

To overcome the security risks, a reverse proxy server is used to filter external web (HTTP)
traffic before routing it to the FE server.

More information can be found at: http://www.lyncinsider.com/tag/reverse-proxy/
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16.2.3

16.2.4

A

Skype for Business Reverse Proxy Functions

To use any of the following Skype for Business features, you will need to deploy a
Reverse Proxy server.

B Enabling external users to download meeting content for your meetings.

Enabling external users to expand distribution groups.

Enabling remote users to download files from the Address Book service.

Accessing the Skype for Business Web App client.

Accessing the Dial-in Conferencing Settings webpage.

Enabling external devices to connect to Device Update web service and obtain
updates.

Enabling mobile applications to automatically discover and use the mobility (Mcx) URLs
from the Internet.

B Enabling the Skype for Business client, Skype for Business Windows Store app and
Skype for Business Mobile client to locate the Skype for Business Discover
(autodiscover) URLs and use the Unified Communications Web APl (UCWA).

See https://technet.microsoft.com/en-au/library/qg398069.aspx for more information.

What is ARR?

ARR is a component of the IS which allows the Web server to function as a Reverse Proxy
server. The IIS and ARR combination is a relatively inexpensive way to provide a Reverse
Proxy server for Skype for Business (IS and ARR are free components of Windows 2012).

The 1IS and ARR combination is only one possible Reverse Proxy solution for Skype for
Business. There are many others, ranging from the free, Linux-based Pound or Apache
software, to dedicated hardware solutions such as F5 or Kemp, and expensive corporate
scale software solutions.

Note: Microsoft's former solution, Threat Management Gateway (TMG), was
withdrawn in 2012.

For further details about ARR, see http://www.iis.net/downloads/microsoft/application-
request-routing.
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Figure 16-2: Application Request Routing (ARR)
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:::::"'dﬂ i I ; Pilot Program Management using Application
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Overview of Shared Hosting Deployment Using
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Using Failed Request Tracing Rules to Troubleshoot

IIS Application Request Routing offers administrators the ability to create powerful routing rules based on the URL, HTTP headers,
and server variables to determine the most appropriate Web application server for each request. ARR makes request routing
decisions at the application level, and can be used in conjunction with hardware load balancers or Windows Metwork Load

Balancing as an added layer of control over HTTP requests. In addition, ARR enable hosting providers to route requests from

Application Request Routing

Install Application Request Routing Version 2

Application Request Routing Version 2

clients to spedfic Web application servers in a server farm by creating an affinity between the dient and server,
Configure and enable disk cache in Application

Request Routing
Manage and monitor multiple server farms more easily through IS Manager Cache hierarchy management using Application
Request Routing

ARR lets administrators and hosting providers create, manage, and apply load balanding rules to server farms in IIS Manager. Deploying Application Request Routing in CDN

16.3 Installing IIS and ARR

IS and ARR must be installed on a separate Windows 2012 R2 server, located in your
network DMZ. Since the server is located in your DMZ and is therefore exposed to internet
traffic, the server should be a standalone installation and should not be made a member of
any domain.

The preferred installation method for IIS and ARR is to use the Microsoft Web
Platform Installer. This will install all components required, as a single package:

http://www.microsoft.com/web/downloads/platform.aspx
ARR 3.0 is the current release.

Though ARR components can be manually added to an existing IIS installation, it's not
recommended. It can be difficult to get the installation sequence and package
dependencies correct. To manually install ARR, see:

http://blogs.iis.net/wonyoo/archive/2011/04/20/how-to-install-application-request-routing-arr-
2-5- without-web-platform-installer-webpi.aspx

http://blogs.technet.com/b/erezs _iis_blog/archive/2013/11/27/installing-arr-manually-
without- webpi.aspx
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Figure 16-3: MS Web Platform Installer
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16.4 Prerequisites

This chapter describes the prerequisites for deploying the Reverse Proxy configuration.

16.4.1 Certificates

The Reverse Proxy server must publish certificate information externally for HTTPS traffic,
as well as trust certificates used by the FE server.

The full certificate chain, including trusted root certificates, must be installed to make a

certificate valid.

For public certificates, the root certificates for the issuing Certificate Authority may already
be included by default by Microsoft, or you may need to download the certificate chain from

the CA.

Though internal certificates could be used for External access, the practice is not

recommended.

Where internal certifcates are used, domain member computers are normally provisioned

automatically with the root CA certificate via group policy.
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16.4.2

16.5

If the Reverse Proxy server is not a domain member, the corporate Root CA should be
installed manually.

Use mmc.exe and the certificates snap-in to verify that the appropriate root certificates are
installed on the Reverse Proxy server.

You will need to copy the Certificates used by your Skype for Business FE server for
External communications to the Reverse Proxy server, and install them as described in this
guide.

See chapter Configuring Certificates on page 309 for further details about Skype for
Business Certificates.

DNS Lookup

The Reverse Proxy server will need to contact both internal and external servers using
their DNS name. It will certainly not be possible to contact the internal servers using an
external or public DNS server.

For this reason, you may decide to use a suitably configured internal DNS server, or, add
entries to the Hosts file to represent your internal servers. Entries in the Hosts file would
normally contain:

B Any Skype for Business FE servers
B AnyWAC/OWA servers

Configuring IIS and ARR for Skype for Business

For a summary of the configuration process, see the internet article:

http://www.ucgquys.com/2014/08/using-iis-arr-30-on-windows-server-2012r2-as-a-reverse- proxy-
for-lync-server-2013.html.

After configuration, open the IIS Manager; you'll see you have two new ARR features:

B 'Server Farms' under the server node
B 'Web Platform Installer' in the management node

Figure 16-4: 1IS Manager
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16.5.1 Importing Skype for Business FE External Certificate

This section shows how to import Skype for Business FE External Certificate.

» Toimport a Skype for Business FE External Certificate:

1. Open the lIS Manager.
2. Select the server located uppermost left in the navigation panel.
3. Double-click Server Certificates in the middle panel.

Figure 16-5: 1IS Certificates
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4. Click Import in the upper right panel.
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Figure 16-6: Import FE External Certificate
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5. Supply the details to import your Skype for Business FE External Certificate.
Figure 16-7: Import FE External Certificate

Certificate file (pf):

Select Certificate Stores

| Web Hosting

[#] Allow this certificate to be exported

Installation Manual 296 Document #: LTRT-26599



Installation Manual 16. Reverse Proxy using IS ARR

16.5.2 Configuring the Website
This section shows how to configure the website.
» To configure the website.

1. Navigate to your default website in the 1IS Manager and click Bindings:
Figure 16-8: Default Web Site - Bindings
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You'll see it has only the HTTP binding.
2. Click Add to edit the HTTPS binding:
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Figure 16-9: Add HTTPS Binding
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3. In the next window, choose HTTPS from the dropdown, then choose your Skype
for Business external certificate, and press OK.

Figure 16-10: Configure HTTPS Binding

This completes the configuration of the website.
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16.5.3 Creating Server Farms

Follow these guidelines on how to create server farms:
B A server farm must be created for each name to be published.
B The Internal root CA (the one used for signing the internal Skype for Business

certificates) must be placed in the 'Trusted Root Certification Authorities' container in

your [IS-ARR machine.

B The Internal names of your Skype for Business servers and WAC servers must be

resolvable from this server, so remember to add them to your hosts file.

> To build the first Server Farm:

1. Right-click Server Farms and from the popup menu choose Create Server

Farm:

Figure 16-11: Create Server Farm

=

._”{_) 23 » WS_ARR » Server Farms »

File View Help
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. 4 Default Web Site

23| Server Farr‘n5|

i3 Refresh

Create Server Farm...

(= Switch to Content View

2. In'Server Farm Name' field, enter the FQDN of the Skype for Business Server , and

then click Next.

3. Inthe Add Server window, enter the name of the server to publish, and then click
Advanced settings... The server name should be the Skype for Business FE FQDN.

Remember to click Advanced settings... before you click Add. You need to add

the server to the farm only after you set the advanced settings for the server.
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Figure 16-12: Add Server to Farm

Server address:

Iserl.rer.m],rd omain.com

W] Online

Server Address Status

Advanced settings... is where the port bridging rules from 443 to 4443 are set.

4. Set the HTTP port to 8080 and the HTTPS port to 4443, then click Add; the screen
shown in Figure 16-13 opens.
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Figure 16-13: Advanced Settings

Server address:

server.mydomain.com

[«] Online
Hide advanced settings...

4 Advanced Settings

4 applicaticnRequestRouti
httpPort
httpsPort
weight

Server Address
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5. View the server in the server farm:
Figure 16-14: Viewing the Server in the Server Farm

Server address:

[+] Dnline
Hide advanced settings...

Rermowe

4  Advanced Settings
4 applicationRequestRouti

httpPort 20
httpsPort 443
weight 100

Server Address

server.mydomain.com
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6. After clicking OK, you'll be prompted to create a URL rewrite rule:
Figure 16-15: URL Rewrite Rule Prompt

II5 Manager can create a URL rewrite rule to route all incoming requests
to this server farm automatically. Do you want to create this rule now?
You can also create this rule later by visiting the Routing Rules page of

the server farm.

7. Click Yes.

16.5.4 Adjusting Server Farm Settings
A few adjustments need to be made for correct operation with Skype for Business. Perform
the steps shown in the sections below.

16.5.4.1 Step 1: Disable Caching

1. Click the server farm and choose Caching.
Figure 16-16: Caching

__ .I .'I_F_"_ BLAFR + SererFaws ¢ M S

! XK Parvosn Srew Fam
Tk Jrarew Farm Offem
A Sarsar
LR

| OnlreHalp

Version 7.6 303 CloudBond 365



/8 .
[ ¢ dAudloCodes CloudBond 365

2. In Caching, clear the 'Enable disk cache' option.
Figure 16-17: Disable Caching

LENUSEN B + FSARR + SeverFows + Mok biyDomainomn v

'I. Caching

Loi thur Paarmrd o toarviqunm prody ciche pettineg Lo Aaplcaien Begaen Frating.

Wiaruaty L Pt b e

16.5.4.2 Step 2: Changethe Proxy Timeout

1. Click the server farm and choose Proxy.
Figure 16-18: Proxy

LENUSEN B + FSARR + SeverFows + Mok biyDomainomn v

XK Parvosn Srew Fam
Tk Jrarew Farm Offem
A S

@

O Halp
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2. Inthe Proxy screen, change the Time-out to 3600.
Figure 16-19: Proxy Timeout

qgl Proxy

Use this feature to configure proxy settings for Application Request Routing.
HTTP wersion:

|Passthr0ugh v

Keep alive

Tirme-out (secands):

|3500

[] Rewerse rewurite hast in respanse headers

16.5.4.3 Step 3: Disable SSL Offloading in the Routing Rules

1. Click the server farm and choose Routing Rules.

Figure 16-20: Routing Rules
W inteinet Information Senices (115} Mansge: - -l

w o o

- & ¢ ERARR ¢ SermiFave ¢ Boleet Whpluevain. o [
fin  Ywee Help
T awwnrs At
H’] Sorver Farm "
o 43 ¥5_RR G "
] 18k |
o Rppiuphias Posols s
i T — a
RO = 9
e L - L - §
i Dfunk Web e L . Pi ;I' .rl'“ i.'
#-33 terear Ferm - Fl g 1
" |'u Wt M lamme oo Dacurg  FlmabkhTer Lasd Bslasce RMorwicarg Frooy Fruing e
38 Saran sref beprvmy Fudo ZFtwwhy
ds L
! Fadta T CamIRE v

Fraily |

2. Inthe Routing Rules screen, clear the 'Enable SSL offloading’ option.
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Figure 16-21: Disable SSL Offloading
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16.5.5 URL Rewrite

After completing the three Server Farm steps in the previous sections, you

must configure
rules to rewrite the URLSs of incoming requests.

» Do the following:
1. Gotothe lIS Server Home and click URL Rewrite.
Figure 16-22: URL Rewrite

‘ilj dITFdge i m

! Filter: * ¥ Go - G Show All | Group by: - -

4185 155 AR (1S5-ARR\Administrator) e B O\ CISUR Y Aren is
w=} Application Pools 115
a-[8] Sites wEm & T | = B ﬂ=
A, Y, g - =0) 48 1= =T }
© b€ Default Web Site i'g _“'g?_s é' a = <'F—1 = q|
P33 Server Farms Application  Authentic.. Compression  Default Directory  Error Pages Handler HTTP

Legging
Request R... Document  Browsing Mappings Respon...

- %ﬂ i ';a . - r@
= e = | = et |
it +f i) o= al = &ty
MIME Types  Modules Qutput Request Server URL Rewrite || Worker
Caching Filtering Certificate

Processes
Management
E & B O
Configurat... Feature Shared Web
Editor Delegation Configurat...  Platfor...

2. The next window shows the server farm with the URL rewrite rules that were created
earlier. Click the + sign to the left of the server farm to display the existing URL
Rewrite options. One is for HTTP, the other for HTTPS.

3.

Since HTTP is not used, remove the HTTP rule (the rule without the suffix _SSL). This
leaves only the HTTPS Rewrite rule.

4. Click Add to add a condition to the HTTPS rule.

5. Start entering {HTTP_‘ and choose the {HTTP_HOST} option from the dropdown.
In the 'Pattern’ field, enter the beginning of the FQDN followed by a star, for example,
"Meet.*", lyncdiscover.*"
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Figure 16-23: URL Rewrite Rules

qsl Edit Inbound Rule

Marre:
ARR_S-ACS-FE-1.ACSLync.local_loadbalance_S5L

Match URL

Requested LRL: ' Jsing:

|Matchesthe Pattern v Regular Expressions v
Pattern:

|(-w) | | Test pattern...

Ignore case

Conditions L)

Logical grouping:

hatch Al v

Input Type Pattern Add..

{HTTP_HO5T}] Matches the Pattern meet*|lync¥|ynodiscover”

{HTTRS] Matches the Pattern on Edit...
Remove
Mlowe Up

support multiple Patterns. To resolve this on Windows 2008 R2, create multiple server

f Note: When installed manually on Windows 2008 R2, Windows 2008 R2 does not
farms with individual Patterns.
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171.2

17.1.3

Configuring Certificates

This chapter gives a background introduction to Certificates and their use with CloudBond
365.

It also describes CloudBond's Certificate requirements, and provides procedures for
requesting and generating internal certificates, as well as installing Microsoft Certificate
Authority utility if required.

Note: If you intend to use CloudBond 365 for external connectivity (External users,
External conferencing, Federation etc.) you will need to obtain additional certificates.

Note: You must change or add a valid SIP domain for external access as the default SIP
domain and associated Simple URL'’s, DNS references, etc. are not suitable for the
public internet. See Chapter 13.

Background

Those who are familiar with Certificates, and their implementation with Microsoft products
can skip to the next section.

For those unfamiliar with certificates, some background concepts are provided here.

Public Key Infrastructure

Skype for Business uses a Public Key Infrastructure (certificates) to enable secure MTLS
and TLS communication between servers and clients. In other words, Skype for Business
clients and servers can “trust” each other, and communications between them is generally
encrypted.

More background information on how the Public Key Infrastructure works can be found at:
http://en.wikipedia.org/wiki/Public_key infrastructure

What Purpose does Certificates Serve?

Certificates within Microsoft perform two major functions. They allow different computer
services to verify they are communicating with the server they intended to communicate
with (trust), and they allow that communication to be encrypted with public and private keys
if required (privacy).

Trust

Certificate trust works on a third party system. i.e. The two communicating computers may

not trust each other directly, but they must ultimately trust a 3" party Authority, who will
vouch for their identity.

To do this, each server will obtain a certificate from a Certificate Authority (CA) which will
include various information, including who issued the certificate, the servers’ name, and its
private and public encryption keys.

Any other server can attempt to communicate with that server by its name, and for security,
will request the server provide the public information of its certificate. The requesting
server can then perform validity checks on the certificate, such as that it trusts the CA that
issues the certificate (through the certificate chain), it has not expired or been revoked, that
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the certificate matches the server name requested, and various other items. If the
certificate is considered valid, then communication will proceed.

Trust may be established in one direction, or in both directions. Both servers may use
different Certificate Authorities.

Trust and Certificate SANs

Simple certificates are issued to one server name only. These certificates contain the
server name within the subject field of the certificate.

It is possible to obtain certificates which are issued to multiple servers, or to single servers
hosting multiple services with multiple server names. In these certificates, each server
name is listed in the certificate Subject Alternate Name (SAN) field. These certificates are
commonly called Multi-SAN or UC certificates.

Multi-SAN certificates require the subject name to be included as one of the SAN entries.
N.B. The subject field will be depreciated in future, and no longer used.

Wildcard Certificates

Another possible certificate variation is the Wildcard Certificate. Essentially, this is a
certificate which can be applied to a single domain, and will cover any server within the
domain or sub-domain. E.g. *.contoso.com

Wildcard certificates can be used within CloudBond 365 in limited configurations, but may
introduce complexities with Federation and other external access. They are generally not
suitable for CloudBond 365 deployments with multiple SIP domains.

Privacy

A component of certificates are a pair of public and private “keys”.

The public key is published and available for anyone to use when communicating with the
server. Anything encrypted with the public key can only be decrypted with the private key.

The private key is kept secret by the computer to which the certificate was issued. This
key can be used to decrypt any information encrypted with the public key, and ensure its
integrity. It can also be used to encrypt any outgoing information, which can only be
decrypted with the matching public key. This ensures the information actually came from
the holder of the certificate.

Certificate Authorities

There are many Certificate Authorities (CAs’) available to issue certificates. For a
certificate to be trusted, its certificate chain is checked until an issuer is found in the
computers Trusted CAs’.

Microsoft operating systems and web clients come with several pre-installed 3" Party Root
Certificates from some well-known public Certificate Authorities. These include Digicert,
Microsoft, Thwate, Verisigh to name just a few. Microsoft products will automatically trust
certificates issued by these Certificate Authorities.

For those CAs’ not automatically trusted, you can import a Certificate Chain, which will add
those Certificate Authorities to the trusted list. A certificate chain is used, as issuing of
certificate may be delegated to lower tier CAs’. Trust must be maintained between each
tier within the chain of CAs’.

Microsoft also provides the tools to create your own Certificate Authority within your
Domain. These private, internal CAs’ are typically installed along with a Domain Controller.
The Root Certificate and chain for these Internal CAs’ is automatically distributed to all
domain member computers within the domain. This allows any member computer within a
domain to trust any other member within the domain automatically.
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17.1.5.1 Where to Obtain Certificates?

Certificates can be obtained from private corporate Certificate Authorities (free, but
generally valid for internal use only), or can be purchased from a Public Certificate
Authority.

Warning: Public Certificate Authorities will no longer issue certificates containing internal
DNS names or reserved IP addresses valid beyond Nov 1, 2015. This

A includes common private DNS namespaces, such as .local, and .lan, as well as popular IP
address ranges 192.168.x.x and 10.x.x.x. In practice, all internal private certificates will

need to be generated from a private certificate authority beyond that date.

17.1.5.2 How to Obtain a Certificate?

The exact process for obtaining a certificate varies from vendor to vendor. Please consult
your certificate vendors’ documentation when obtaining public certificates.

In general, a “certificate request” file is generated, based on information provided. The
information includes organization, location, server name and subject alternate names,
encryption key length etc. The certificate request file is then presented to the CA, who will
generate and sign a certificate based on the certificate request file. The resulting certificate
file is then imported into a server certificate store, and assigned a role within the Skype for
Business environment.

17.2 CloudBond 365 Default Certificates

17.2.1 CloudBond 365 Included Certificates

All CloudBond 365 systems come with several private certificates generated by the private
CA installed on the CloudBond 365 Controller (UC-DC). Whilst these certificates could be
used, they will not be trusted by most client machines.

It is usually required to generate or otherwise obtain certificates from a trusted source,
such as a Corporate CA, or public CA.

A public certificate will be required for most external connections to CloudBond 365.

17.2.2 CloudBond 365 External Certificates

If you intend to use CloudBond 365 for external connectivity (External users, External
conferencing, Federation etc.) you will need to obtain additional certificates.

Any public certificate you obtain cannot include the default server names, as these are
registered to AudioCodes.

domain and associated Simple URL'’s, DNS references, etc. are not suitable for the public

f Note: You must change or add a valid SIP domain for external access as the default SIP
internet. See Chapter 13.
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17.3 CloudBond 365 Certificate Requirements

For the CloudBond Skype for Business deployment, certificates are used for server to
server communication, for client to server communication, and for external access to the
servers.

To accomplish this, certificates are deployed on the CloudBond 365 Front End server for
both internal and external access, and also on the CloudBond 365 Edge server for both
internal and external access.

B CloudBond 365-Front End

e Internal
¢  SIP/TLS communications
e External (through reverse proxy)
¢ Simple URLs
+ External Web Services
B CloudBond 365-Edge
e Internal
¢ Connection to Front End
¢  SIP/TLS Communications
e External
¢ Web Conferencing Service
¢ A/V Edge Service
¢ Access Edge Service

Whilst Skype for Business allows numerous certificates to be used for many Skype for
Business components, it is possible to reduce the requirements down to one Public Multi-
SAN (UC) certificate for all external roles.

Depending upon server and domain names chosen during build of CloudBond 365 system,
it may be possible to use a single public certificate for both internal and externalroles.

More commonly, a single Public certificate will be used for the External roles, whilst a single
or multiple private certificate(s) will be used for the internalroles.

More information on Certificate requirements can be found in Chapter 17.11 on page 361.

17.3.1 Notes

With regards to Public Skype for Business users connecting the system from an out of
office location, an additional Public Certificate is required at all times.

The default certificate from CloudBond 365 is suitable for internal network use only.

Warning: Public Certificate Authorities will no longer issue certificates containing internal
DNS names or reserved IP addresses valid beyond Nov 1, 2015. This includes
A common private DNS namespaces, such as .local, and .lan, as well as popular IP
address ranges 192.168.x.x and 10.x.x.X. In practice, all internal private certificates will
need to be generated from a private certificate authority beyond that date.
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17.4 Public Certificates

Public certificates for CloudBond 365 are required for all external access, such as external
users, federation, external conferencing etc.

Public certificates, other than the one supplied, cannot be used for internal access for the
CloudBond 365 Standard Edition system as the domain names are registered to
AudioCodes.

Public Certificates may be used for internal access on CloudBond 365, depending upon
domain and server names chosen during Software Installation.

17.4.1 Minimizing Cost

Obtaining a Public Certificate from a certificate authority can be a costly exercise. Whilst
single year, single server certificates are relatively cheap, Multi-SAN (UC) certificates for
multi-year periods can be very costly. Typically, the cost of the certificate will increase with
the number of SAN entries included.

With cost in mind, it is best to reduce the number of SAN entries to the minimum required.
For a CloudBond Skype for Business deployment, SAN entries will be required for the
following:

B Each Simple URL

B  External Web Services

B A/V Edge Service

B External Access Edge service

B Web Conferencing Edge service

In a default Skype for Business deployment with multiple SIP domains, this can quickly
escalate to multiple individual certificates, or multiple SAN entries.

The Skype for Business Topology Builder does however, allow you to optimize the number
of SAN entries required, thus reducing the cost of public certificates. In particular, there are
multiple options for Simple URL naming conventions, which can greatly reduce the number

of SAN entries required on a public certificate. There are also different options for Edge
external access services, which can reduce SAN requirements.

17.4.2 Planning

Before generating your public certificate requests, you should plan, review, and adjust your
Skype for Business Topology to reduce the number of SAN’s required. When using the
Skype for Business certificate wizards, the certificate requests they create are based on the
information within the Skype for Business Topology.

17.4.2.1 Minimize the Number of SIP Domains

Skype for Business supports a primary SIP domain, and additional SIP domains. Microsoft
recommends that the SIP domain should match a user's email domain. This simplifies
many features of Skype for Business for the user, such as logging in using a Skype for
Business Client, where the user logs in using a SIP domain.

Whilst the SIP domain is not used directly on certificates, it does form the basis for many

other entries, such as simple URLs’ and Edge services. For this reason, it is best to
minimize the number of SIP domains where possible.

Note: You can have additional SIP domains for internal use only. If these domains are
not accessed externally, they will not require public certificate entries.
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domain and associated Simple URL’s, DNS references, etc. are not suitable for the

f Note: You must change or add a valid SIP domain for external access as the default SIP
public internet. See Chapter 13.

An CloudBond 365 has a default primary SIP domain of cloudbond365.local. Any other SIP
domains must be added or changed after deployment.

The default SIP domain and associated URL'’s (cloudbond365.local) cannot be used for
External public access.

It is generally easier to add your email domain as an Additional SIP Domain, rather than
replace the Primary SIP Domain.

e.g.
B Primary SIP Domain
e cloudbond365.local
e (Not used Externally, so no SAN entry required.)
B Alternate SIP Domain
e  contoso.com
e (Used Externally, so simple URLs etc. based on this)

17.4.2.2 Minimize the Variations in Simple URLs

Skype for Business’ simple URL'’s are anything but simple.

For a single SIP domain, Simple URL's are straight forward. A single URL for Dialin
Conferencing, and another for Meetings. It is common not to use an Administrative access
URL.

An additional SIP Domain automatically adds a new Meeting URL for you. Nice and
easy... but wait.

Each new base URL requires a new DNS entry, which requires a new SAN entry on your
SSL certificate... so it would be nice to keep these extra URL'’s to a minimum.

Skype for Business allows 3 main methods of configuring Simple URL’s, which have
varying economies on DNS entries and SSL Certificate SAN’s.
See http://technet.microsoft.com/en-us/library/qg398287.aspx for details.

Each simple URL base or “root” will require an additional SAN entry on a public certificate.

It is possible to reduce the number of SAN entries to one, with judicious use of the Simple
URL naming options.

As a quick summary:
B Option 1 — Base URL contains role and SIP Domain. Roles are Dialin, Meet, Admin

° https://dialin.contoso.com

° https://meet.contoso.com
° https://admin.contoso.com
° https://dialin.fabrikam.com
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e  https://meet.fabrikam.com

e  https://admin.fabrikam.com

e i.e. 1 DNS entry per role, per domain = 6 DNS entries and 6 SAN entries
B Option 2 — Same Base URL for each SIP domain. Role becomes a suffix.

e  https://meet.contoso.com/dialin

e  https://meet.contoso.com/meet

e  https://meet.contoso.com/admin

e  https://meet.fabrikam.com/dialin

e  https://meet.fabrikam.com/meet

e  https://meet.fabrikam.com/admin

e i.e. 1 DNS entry per domain = 2 DNS entries and 2 SAN entries

B Option 3 — Same Base URL for all SIP Domain. Role and Domain become suffix.

e  https://meet.contoso.com/contoso.com/dialin

e  https://meet.contoso.com/contoso.com/meet

e  https://meet.contoso.com/contoso.com/admin

e  https://meet.contoso.com/fabrikam.com/dialin

e  https://meet.contoso.com/fabrikam.com/meet

e  https://meet.contoso.com/fabrikam.com/admin

e i.e. 1 DNS entry per Skype for Business system = 1 DNS entry and 1 SAN entry

The most economical method in terms of DNS and SAN entries is Option 3. In this option,
the base or “root” part of the URL is kept the same, resulting in only one DNS and one SAN
entry to cover all the Simple URL’s. The SIP domains are maintained in the part of the
URL following the base, and thus do not require additional SAN entries.

e.g. For option 3 above, the SAN entry required is: meet.contoso.com

Warning: The Topology builder will check for conflicting URL's. The Simple URL'’s base
component must be unique from that used for External Web Services on the FE Pool,
even though they will point to the same server within CloudBond 365.

>

Warning: If you've changed the primary SIP domain, you will have to change the Simple
URL, Edge server External FQDNs, DNS entries, and Certificate SANs to match,
regardless of which Option you choose. This is because you are changing the base part
of the URL.

>

Warning: Changing the default Simple URL's may require one or more
additional DNS entries in your corporate DNS servers. (e.g. meet.contoso.com)
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17.4.2.3 The External Web Services

One SAN entry is required for the External Web Services URL. This entry cannot be the
same as any Simple URL root. e.g. ewslync.contoso.com.

component must be unique from that used for External Web Services on the FE Pool,

Warning: The Topology builder will check for conflicting URL'’s. The Simple URL’s base
even though they will point to the same server within CloudBond 365.

17.4.2.4 Minimize the Edge External Service Names

Edge External FQDN's allow users to access your Skype for Business system from outside
your organization. This includes Access Edge for external users, Web Conferencing Edge
for external conferences, and A/V Edge for voice and video calls.

The three external services on the Edge server must be distinguished from each other.
There are several naming options available.

They could have three separate server names and share the same TCP port number |,
requiring three SAN entries.

Alternatively, they could share a single server name, with three different port numbers. This
option requires only one SAN entry for the certificate. e.g. sip.contoso.com

Note: It is common to use “sip” + sip domain name for the External Edge server, as this
simplifies the Skype for Business Client built in search and access methods. It is also
common to use “sip” + sip domain name for the Internal FE server, for the same Skype
for Business client reasons. This solution works well with the same URL pointing to FE

Internal and Edge External servers, and reduces the number of SAN entries when a

public certificate is used internally.

17.4.2.5 What About LyncDiscover?

The Lyncdiscover DNS entry is used by the Skype for Business Mobile Client built in search
to locate the Skype for Business Server . Do you need a SAN entry on a certificate for it? A
very good question... The Skype for Business certificate wizard and most Skype for
Business documentation includes a Lyncdiscover SAN entry for each SIP domain.

The Microsoft Remote Connectivity Analyser web site will currently fail when performing a
Skype for Business Autodiscover test if this SAN entry is not present.

However...

The mobile client can communicate with the LyncDiscover URL over port 80, which is not
encrypted or secured. Configuration information is passed back to the mobile client to
allow it to login securely using a different URL to Lyncdiscover.

No SAN entry is required for the Lyncdiscover DNS entry in this configuration.

If you choose to configure secured access for the Skype for Business Mobile clients, you
will require a SAN entry.

For further information, see:
http://technet.microsoft.com/en-us/library/hh690012.aspx
http://technet.microsoft.com/en-us/library/hh690030.aspx

Installation Manual 316 Document #: LTRT-26599


http://technet.microsoft.com/en-us/library/hh690012.aspx
http://technet.microsoft.com/en-us/library/hh690012.aspx
http://technet.microsoft.com/en-us/library/hh690030.aspx

Installation

Manual

17. Configuring Certificates

17.4.2.6

17.4.2.7

Are There Other SAN Entries?

You may require other SAN entries on your public certificate, depending upon how you
deploy CloudBond 365, and what Skype for Business options you choose.

For instance, deploying the XMPP (PIC) gateways and integration usually requires a SAN

entry for the top level of each SIP domain.

Some Reverse Proxy servers require a SAN entry for their local server name as well as for

the Skype for Business External names.

If you are deploying a single public certificate for both external and internal use, you will
need SAN entries matching the FE and Edge internal server names.

So What is the Minimum Configuration / Certificate Request?

In our example, a single public multi SAN certificate with the following entries: Subject:

B meet.contoso.com

SAN:

B meet.contoso.com

B ewslync.contoso.com

B sip.contoso.com

Additional SAN entries may be required if:

B Mobile client access is configured for secured connections
B Certificate is to be used internally

B PIC Integration is to be configured

17.5 Verify the Topology
17.5.1 Using the Topology Builder
» To usethe Topology Builder
1. Open topology builder.
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Figure 17-1: Topology builder is available on the CloudBond 365-Controller

= e

Administrator &

2. Download current topology.

Figure 17-2: Source of the Topology

o

Welcome to Topology Builder. Select the source of the Lync Server topology
document.

® Download Topology from existing deployment

) NewTo polagy

OK | | Cancel

' Open Topology from a local file

Topology Builder -

Retrieve a copy of the current tepolegy from the Central Management
store and save it as a local file. Use this option if you are editing an
existing deployment.

Open an existing Topolagy Builder file. Use this option if you have work
in progress,

Create a blank topology and save it to a local file. Use this option for
defining new deployments from scratch.

3. Save the topology.
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Figure 17-3: Saving the Topology

T |_h « Local Disk (C:) » temp W G| | Search temp o |

Organize » MNew folder = = (7]

B Desktop ™ Name Date modified Type
j Downloads — )
D test.thxml 28/05/2013 409 PM  TBXMLFi
“El Recent places
| Libraries
@ Documents
J’ Music
|| Pictures

‘ Videos

il Computer

v][<]

File name: | ACS 20130530}

Save as type: |Topology Builder files (*.thxml)

(= Hide Folders

4. View the Topology, and adjust properties as required.

Figure 17-4: Topology Builder

File Action Help

4
| % Lync Server | SIP domain -
4 (] ACS-2013
I [ Lync Server 2010

b Bl Lync Server 2013 Default SIP domain: contoso.com
b [ Shared Components Add\tiuna_l suppaorted Not configured
SIP domains:
[ Branch sites
Simple URLs -
Phone access URLs: Active Simple URL
/" hitpsy//meet.contoso.com/dialin
Meeting URLs: Active Simple URL SIP domain
J https://meet.contosc.com/meet contoso.com
Administrative access Not configured
URL:
Central Management Server -
Central Management Active Front End Site
Server: ACS-UC-FEACS-Unified-Communic ACS-2013
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17.5.1.1 SIP Domain

SIP Domains are properties of the whole Topology.

1. Inthe Topology Builder, right-click the server (Skype for Business Server 2015\Lync
Server 2013), and then select Edit Properties.

Figure 17-5: Viewing a Topology

2 Lync Server 2013, Topology Builder ==l -
File Action Help
Aoy SIP domain -
4 (] ACs-2013
b [ Lync Server 2010
5 3 Lyne Server 2013 Default SIP domain: contoso.com
b £ Shared Components ;dpd:lanalsupportsd Not configured
omains:
[ Branch sites.
Simple URLs -
Phone access URLs: Active Simple URL
https//meet.contoso.com/dialin
Meeting URLs: Active Simple URL SIP domain
httpsi//meet.contoso.com/meet  contoso.com
Administrative access Not configured
Central Management Server -
Central Management Active Front End Site
Server: J  ACS-UC-FEACS-Unified-Communic ACS-2013

Figure 17-6: Edit Properties of the Server

Mew Central Site...

Edit Properties...

MNew Topology...
Open Topology..
Download Topology...

Save a copy of Topology As..

Publish Topology..

Install Database...

Merge Office Communications Server 2007 R2 Topology...

Remove Deployment...

Help
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17.5.1.1.1Add the New SIP Domain to the Topology

Figure 17-7: Additional SIP Domains

E

Simple URLs

Default SIP domain: *
Central Management
Server contoso.com

Additional supported SIP domains:

Simple URLs -

Simple URLs will be sent to your users and used by them to access the web pages for dial-in
conferencing phone 3 ings, and inistration. The active URL is used when new
meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in
the past by using those URLs. Meeting and Phone access simple URLs are required and must be full
URLs, including https//. If you change a Meeting or Phone access URL after it has been published, you -
prevent users from joining existing meetings or conferences. To change the active URL, create a new >

[ Cancel |

Figure 17-8: Adding fabrikam.com as an additional SIP domain

SIP domain SIP domain -

Simple URLs

B

Default SIP domain: *
Central Management
Server contoso.cam

Additional supported SIP domains:

fabrikam.com

Simple URLs -

Simple URLs will be sent to your users and used by them to access the web pages for dial-in
conferencing phone bers, i and administration. The active URL is used when new
meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in
the past by using those URLs. Meeting and Phone access simple URLs are required and must be full
URLs, including https://. If you change a Meeting or Phone access URL after it has been published, you
prevent users from joining existing meetings or conferences. To change the active URL create a new

dl
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17.5.1.1.2Changing the Default (Primary) SIP Domain
Figure 17-9: Warning: Changing the Primary SIP Domain is Complex

Warning &

f " 1 Changing your default SIP dornain can have a major impact on
& configured users, devices, and identities in your deployment.

Certificates and federation settings may also need to be modified. Are
you sure you want to continue?

If you change the primary SIP domain, you will be presented with the following pop-up, to
remind you of some of the implications of making the change.

In general, it is usually easier to add an Additional SIP domain, rather than change the
default SIP domain.

After changing the default SIP domain, you MUST review both the Simple URL’s and Edge
Server properties to make appropriate changes.

Note: Under some circumstances, such as when using Office 365 and Exchange Online

as a voicemail server for PSTN calls, it is necessary to change the default SIP domain.
Even in these cases, it is easier to add the new domain as an “Additional SIP domain”,
then at a later time use the Skype for Business Management Shell to issue the
command:

Set-CsSipDomain —Identity fabrikam.com —IsDefault $True

17.5.1.2 Simple URL’s

Simple URL's are also properties of the whole server Topology.

» To manage Simple URL'’s:

1. Inthe Topology Builder, right-click the server (Skype for Business Server 2015\Lync
Server 2013), and select Edit Properties.
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Figure 17-10: Viewing a Topology

File Action Help

4 [ Lync Server |

SIP domain a
4 (] ACS-2013
b B3 Lync Server 2010 .
b Blync Server 2013 Default SIP domain: contoso.com
b [ Shared Components Additional supported Not configured
SIP domains:
(3 Branch sites
Simple URLs -
Phone access URLs: Active Simple URL
"  https//mest.contoso.com/dialin
Meeting URLs: Active Simple URL SIP domain
/' hitps//mestcontose.comimest  contoso.com
Administrative access Not configured
URL:
Central Management Server a
Central Management Active Front End Site
Server: f  ACS-UC-FEACS-Unified-Communic ACS-2013

2. Scroll down, or select Simple URLs in the left panel.
3. Selecta URL and click Edit URL to changeit.
4. Select a URL and click Remove to remove the URL.

Figure 17-11: Topology Simple URLs — Using Option 2

SIP domain Simple URLs -

ple URLs

Central Management
Server

Simple URLs will be sent to your users and used by them to access the web pages for dial-in
conferencing phone numbers, meetings, and administration. The active URL is used when new
meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in
the past by using those URLs. Meeting and Phone access simple URLs are required and must be full
URLs, including https://. If you change a Meeting or Phone access URL after it has been published, you
prevent users from joining existing meetings or conferences. To change the active URL, create a new
active URL and leave the current URL inactive. An inactive URL can be removed after all conferences or
meetings that use it have expired or been deleted. —

Phone access URLs:

Simple URL
W httpsi//meet.contoso.com/dialin

Make Active

Meeting URLs:
Simple URL SIP domain
" httpsi//meet.contoso.com/meet contosa.com —
v https://meet.fabrikam.com fabrikam.com

Administrative access URL:
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Figure 17-12: Simple URL's Using Option 3
e Edit Properties = = -

SIP domain Simple URLs -

Simple URLs will be sent to your users and used by them to access the web pages for dial-in
conferencing phone numbers, meetings, and administration. The active URL is used when new
meetings are scheduled. Other URLs are used to support any meetings that have been scheduled in
the past by using those URLs. Meeting and Phone access simple URLs are required and must be full
URLs, including https://. If you change a Meeting or Phone access URL after it has been published, you
prevent users from joining existing meetings or conferences. To change the active URL, create a new
active URL and leave the current URL inactive. An inactive URL can be removed after all conferences or
meetings that use it have expired or been deleted.

Central Management
Server

Phone access URLs:

Simple URL
v https://lync.contoso.com/dialin
RErnee
Make Active Edit URL
Meeting URLs: =
Simple URL SIP domain

J/  httpsi//lync.contose.com/acs-unified-commu  acs-unified-communicatio

J/ httpsi//lync.contose.com/contoso.com/meet  contoso.com

/' hitps://lync.contoso.com/fabrikam.com/meet  fabrikam.com
Make Active Edit URL
Administrative access URL:

https://lync.contoso.com/admin
Iy

w

Warning: The Topology builder will check for conflicting URL's. The Simple
URL'’s base component must be unique from that used for External Web Services on
the FE Pool, even though they will point to the same server within CLOUDBOND 365.

17.5.1.3 External Web Services

The External Web Services FQDN is a property of the Skype for Business Standard Edition
Front End servers pool.

1. In the Topology Builder, navigate to the server (Skype for Business Server
2015/Lync Server 2013) Standard Edition server, right-click, and select Edit
Properties.
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Figure 17-13: Selecting the Standard Edition Front End Pool

File Action Help

4 % Lync Server
4 (] acs-2013
b B Lync Server 2010
4 [dLync Server 2013
4 [ Standard Edition Front End Servers
| [ Acs-uc-FEACS-Unified-Commus
[23 Enterprise Edition Front End pools
[ Director pools
I L3 Mediation pools
[ Persistent Chat pools
b [ Edge pools
b [3 Trusted application servers
I 3 Shared Components
(3 Branch sites

General
FQDN: ACS-UC-FEACS-Unified-Communications.net
IPv4 addresses: Use all configured Pv4 addresses

Features and functionality

Instant messaging (IM)
and presence:

Conferencing:
PSTN conferencing:

Enterprise Voice:

Associations
SQL Server store:

Archiving SQL Server
store:

Manitoring SOL Server
store:

File store:
Office Web Apps Server:
Edge pool (for media):

Note: To view the federation

Enabled

Enabled
Enabled
Enabled

ACS-UC-FEACS-Unified-Communications.net\ric
ACS-UC-DC.ACS-Unified-Communications.net\Default

ACS-UC-DC.ACS-Unified-Communications.netDefault

YACS-UC-FE.ACS-Unified-Communications.netishare

Not associated

ACS-UC-Edge. ACS-Unified-Communications.net (ACS-2013]
route, use the site property page.

2.

Scroll down, or select Web Services from the left pane.

Figure 17-14: The External Web Services URL must be unique from the Simple URL's

~

General Web services -
Resiliency e " : y
Listening port defines the IIS configuration on servers in the pool and Published port reflects the
w configuration of a load balancer, a reverse proxy, or a firewall.
Mediation Server B . L
After you make changes to the fully qualified domain name (FQDN) or listening ports, you must run
local Setup on all servers in the pool in order for these changes to take effect.
Internal web services
Listening ports: * HTTP: 80 HTTPS: 443
Published ports: * HTTP: 80 HTTPS: 443
External web services
FQDN: *
ewslync.contoso.com
Listening ports: * HTTP: 8080 HTTPS: 4443
Published ports: * HTTP: 80 HTTPS: 443
Mediation Server -
Collocated Mediation Server enabled
Collocated Mediation Server cannot be removed because it is being used by trunks in table below.

3.

Modify the External Web Services FQDN as required. Click OK.
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17.5.1.4 Edge Services

The Edge Server configuration is a property of the Skype for Business Server\Lync Server

Edge pools.

» To configure Edge Services:

1. In the Topology Builder, navigate to the server (Skype for Business Server
2015/Lync Server 2013 > Edge Pools, right-click, and select Edit Properties.

Figure 17-15: Selecting the Edge Server from the Edge Pool

File Action Help

4 [ Lync Server
4 ] ACS-2013
b [ Lync Server 2010
4 [dlync Server 2013

General

Internal server FQDN:

[ Standard Edition Front End Servers Intemal IPv4 address:
[[3 Enterprise Edition Front End poals Federation (port 5061):
(L3 Director pools XMPP federation (port

b 3 Mediation pools 5269):
[ Persistent Chat pools Internal Configuration

4 [ Edge pools Replication Port (HTTPS)

[ ACS-UC-Edge ACS-Unified-Comr
[ Trusted application servers
I [ Shared Components Rectiopbatecon
[ Branch sites
Next hop pool:

External settings

Access Edge service
FQDN:

IPv4 address:
Port:

Protocol:

< m .

e Lync Server 2013, Topology Builder

ACS-UC-Edge ACS-Unified-Communications.net

192.168.0.103
Enabled
Enabled

4443

ACS-UC-FE.ACS-Unified-Communications.net (ACS-2013)

==

sip.contose.com
10.253.2,163
5061

s

2. Scroll down, or select Edge Server Configuration from the left pane.
Figure 17-16: Edge Sever External Access FQDNs

Enable IPvd on external interface
[[] Enable IPv6 on external interface
] A/V Edge service is NAT enabled

Access Edge service
FQDN: *

sip.contoso.com

IPv4 address: *
192.168.254.103

IPv6 address:

Web Conferencing Edge service
FODN:

sip.contoso.com

IPv4 address:

92.168.254.103

[ Enable separate FQODN and IP address for web cenferencing and A/V

Ports

1 5061 (TLS)

o444 (TLS)

ey Edit Properties = |[= -
General External settings - -
Next hop
Specify the external, fully qualified domain names (FQDNs) and ports for Access Edge, Web
Edge Server Conferencing Edge, and A/ Edge services. The combinations of FQDN and pert must be unique.
configuration

w
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A\

3. Modify the service FQDNSs’ as required. Click OK.

Note: The Enable separate FQDN and IP Address for web conferencing and A/V
check box controls whether separate FQDN’s may be entered for each service. The
combination of FQDN and Port must be unique for each service.

17.5.1.5 Publish Topology and Deploy

If you have made changes to the Skype for Business Topology, you will need to Publish
those changes to the Skype for Business Central Management Store (CMS), and then
Deploy those changes to both the FE and Edge servers.

17.5.1.5.1Publish Topology

In Skype for Business Server\Lync Server Topology Builder make the required additions,
like additional sip domains or voice gateways for example and select Publish Topology...
to continue the installation:

Figure 17-17: Publishing the Topology - Actions

e Lync Server 2013, Topology Builder =19 -
File Help

4 G New Central Site... .

a Edit Properties...

New Topology...
i acs-unified-communications.net
Open Topology...

Download Topology... i Not configured

Save a copy of Topology As...

Publish Topology...

Install Database...

Merge Office Communications Server 2007 R2 Topalogy...

Remove Deployment... Active Simple URL

httpsi//dialinacs-unified-

Help " —
communications.net =
Meeting URLs: Active Simple URL SIP de
4 https://meet.acs-unified- acs-unil
communications.net commu
.net
Administrative access Not configured

URL:

Central Management Server

Central Management Active Front End Si
Server: J ACS-FE15.ACS-Unified-Communical  ACS-20

< ] >
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4. Continue the wizard by clicking Next, Next, and Finish:

Figure 17-18: Publishing the Topology

Publish the topology

In order for Lync Server 2013 to correctly route messages in your deployment, you must publish your
topolegy. Before you publish the topology, ensure that the fallowing tasks have been completed:

Avalidation check on the root node did not return any erors.

A file share has been created for all file stores that you have configured in this topology.

All simple URLs have been defined.

For Enterprise Edition Front End pools and Persistent Chat pools and for Monitoring Servers and
Archiving Servers: All SQL Server stores are installed and accessible remotely, and firewall
exceptions for remote access to SQL Server are configured.

For a single Standard Edition server, the "Prepare first Standard Edition server” task was
completed.

You are currently logged on as a SQL Server administrator (for example, as a member of the SQL
sysadmin role).

If you are removing a Front End pool, all users, common area phones, analog devices, application
rantact nhiacte and canfaranca diractariac hasve haan ramasad fram tha nanl

When you are ready to proceed, click Next.

| Back | | Next | | Cancel

Figure 17-19: Select Central Management Server

Select Central Management Server

Only one Front End poal in the deployment can have a Central Management store, All pools use the same
Central Management store.

Select the Front End poal that will host the Central Management store:

ACS-UC-FE.ACS-Unified-Communications.net  ACS-2013
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Figure 17-20: Create Databases

Create databases

The following dedicated databases are part of your topology. Some of the databases listed below have
not been created. If you have the appropriate permissions on the SQL Server, you can create the
databases when you publish your topology. If you do not have the appropriate permissions, someone
with appropriate permissions can create the databases later.

Create the following databases during the publish process:

Store Site Database paths
ACS-UC-DC.ACS-Unifie..  ACS-2013 Automatically determine database file locat..

Note: Only databases on dedicated SOL Servers can be installed from here. Databases on SOL servers that
are collocated with other server components must be installed by running local setup on the machine.
Databases for Lync Server 2010 components must be installed by running Install-CsDatabase in the Lync
Server 2010 Management Shell.

o] [ ]

This screen won't be displayed unless you are publishing a topology for the firsttime.

Figure 17-21: Publishing the Topology Completes

Publishing wizard complete

Your topolegy was successfully published.

Step Status
v Publishing topology ... Success
4 Downloading topology... Success
v Downloading global simple URL settings... Success
4 Updating role-based access control (RBAC) roles... Success
v Enabling topclogy... Success

To close the wizard, click Finish.

Back |[ Finish || Cancel
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17.5.1.5.2Run Deployment Wizard

The deployment wizard must be run on both the CloudBond 365 FE and Edge servers. The
deployment wizard will implement any changes from the newly published topology.

Figure 17-22: Starting the Deployment Wizard

102532164

b = B

Windows Lync Server Lync Server
Server Manager PowerShell Management... Deployment...

L ® N

@

Lync Server Lync Senver
Computer Task Manager Control Panel Topology Builder

g © ©

SQL Server SQL Server
Control Panel Internet Explorer Installation... Installation...

SQL Server Import and
Desktop ! Configuration... Export Data (64...

& B

Administrative SQL Server Error
Tools and Usage...

Figure 17-23: Skype for Business Deployment Wizard

Lync Server 2013
‘.J\‘ Welcome to Lync Server deployment.

Deploy

Prepare Active Directory
Prepares the Active Directory schema, forest, and domain for Lync Server.

Help » + Complete

Install or Update Lync Server System

Install or update a Lync Server Server deployment member system,

This option installs Lync Server core components, and a local replica
configuration store,

Note: Before installing a server, you need to have a valid topology created
and published.

Help »

2 Lync Server 2013 - Deployment Wizard

> |t

Prepare first Standard Edition server
Prepares a single Standard Edition server to
host Central Management Service.

Note: This task requires local administrator
rights. This task does not apply to Standard
Edition Servers that are not planned to host
the Central Management Service, or far
deployments that include Enterprise Edition.

Install Administrative Tools
Installs the Administrative Tools to the
current system.

Your deployment requires at least one
installation of the Topology Builder.

Deploy Monitoring Reports
Deploy Monitoring Reports to selected SQL
Server Reporting Services (S5RS) instances.

First Run Videos
Click to view getting started videos.

Documentation

Click to view the latest Lync Server
documentation online for deployment,
planning, and operaticns.

Tocls and Resources

Click to access tools and other resources =
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1. Select Install or Update Lync Server System.
Figure 17-24: Updating Skype for Business Components

= Lync Server 2013
| Welcome to Lync Server deployment.

Deploy > Lync Server 2013

sy 00

[> [t}

Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.

Prerequisites »

Help *» +' Complete

Step 2: Setup or Remove Lync Server Components
Install and activate, or deactivate and uninstall Lync Server Components based on the topology definition.

Prerequisites »

Help » + Complete

Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates for
this system based on the topology definition.

Prerequisites »

Help » + Complete

Step 4: Start Services
Initiates a start request for all Lync Server services,
Note: This step does not verify that the services have actually started. To do so, launch the Services MMC tool
through the "Service Status™ step in the Deployment UL

Prerequisites »

Hep »

2. Select Setup or Remove Lync Server Components, and click Run Again.

Figure 17-25: Setup Server Components

@ Set Up Lync Server Components

Install and activate, or deactivate and uninstall Lync Server components based on the topology definition.
This step may take several minutes.
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17.6

17.6.1

17.6.2

17.6.3

Figure 17-26: Finishing the Wizard
) Set Up Lync Server Components 25

\ﬁ) Executing Commands

TR Y I 1R A S | Y e S T ST
Checking prerequisite M55peech_SR_zh-HK_TELE...prerequisite satisfied.

Checking prerequisite M5Speech_SR_zh-TW_TELE...prerequisite satisfied.

Checking prerequisite UcmaWorkflowRuntime...prerequisite satisfied.

Installing any collocated databases...

Executing PowerShell command: Install-CSDatabase -Confirm:4false -Verbose -LocalDatabases -
Report "C:\Users\Administrator. ACSLync\AppData\Local\Temp\1\Install-CSDatabase-[2013_07_04]
[13_25_20]htmI*

Enabling new roles...

This step will configure services, apply permissions, create firewall rules, etc.

Executing PowerShell command: Enable-CSComputer -Confirm:$false -\erbose -Report "C:\Users
‘\Administrator ACSLync\AppData\Local\Temph1\Enable-CSComputer-[2013_07_04][13_25_47].html"

<{m

Task status: Completed.

Footstrap lacal machine |'| | View Log

Obtaining and Deploying Certificates

There are generally four steps required to Obtain and Deploy certificates for CloudBond
365, regardless of the certificate type and use.

B Generate a Certificate Request (CSR)

B Generate the Certificate (CER)

B Import the certificate (CER)

B Assign the certificate to a Skype for Business role.

Certificate Requests

Generating a private certificate for internal use can be easily accomplished with the Skype
for Business Certificate Wizards.

Generating a public certificate request is generally a manual and vendor specific process.

Generating a Certificate

A certificate is actually created by the Certificate Authority.

The process of generating an internal certificate from a certificate request on an internal
CA is usually fairly simple, quick, and can be automated.

The process of generating a public certificate from an vendor CA can be complex and time
consuming.

Importing the Certificate

Importing the certificate is a simple process through the Skype for Business Certificate
Wizard. The process for internal private certificates can be automated.

Importing a public certificate can also be performed through the Skype for Business
Certificate Wizard. You may also need to import a certificate chain.
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17.6.4 Assigning a Certificate to a Skype for Business Role

17.7

17.7.1

This can easily be achieved from the Skype for Business Certificate Wizard.

Using an Internal Certificate Authority

If a public certificate for internal use is not available, then the easiest way of deploying a
resource appliance such as CloudBond 365, is by using internal certificates issued by the
enterprise Certificate Authority. These internal certificates are required for the frontend and
edge internal services.

Since all domain members in the enterprise forest automatically trust the enterprise forest
root CA, then using certificates issued by that CA will allow trust of the CloudBond 365
system.

See Chapter 17.12.3 on page 368 if an enterprise Certificate Authority is not available.

The CloudBond 365 System is deployed in a resource forest and domain. As the
CloudBond 365 servers are not members of the corporate domain, there is no automatic
trust of the enterprise domain CA.

If the enterprise Exchange server is installed in the enterprise domain, you will also need to
establish trust between the Exchange server and CloudBond 365 using the method below.

How to Trust the Enterprise Root CA

To trust the enterprise CA, its root certificate needs to be added to the “Trusted Root
Certification Authorities” environment on all three CloudBond 365 servers (CloudBond 365
Controller, Front-End server, and Edge). To get this root certificate installed, follow the
stepsbelow.

After the CA Root certificate has been deployed to the members of the CloudBond 365
domain, a private certificate can be requested and assigned to each of the CloudBond 365
servers for the internal roles.

Note: Microsoft have recently introduced a new restriction to the certificate store. For a
certificate to be placed in the “Trusted Root Certificates”, it must now be a Self-Signed
certificate. Previously, any certificate could be stored here, including those from
delegated CA's further down a certificate chain.

Note: Private Internal Certificates cannot be used for any external connectivity features
of CloudBond 365, such as external users, federation, or external conferencing, and
mobile clients. A public certificate is required for these features.
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17.7.1.1 Obtain the Enterprise Root Certificate

To get the enterprise root certificate, log on to the enterprise Certificate Authority server
and issue the following command from a command window:

certutil -ca.cert c:\EnterpriseRoot.cer

Figure 17-27: Obtaining the CA Root Certificate
Administrator: Command Prompt |;‘i-

icrosoft Windows [Version 6.2.92001
{c) 2812 Microsoft Corporation. All rights reserved.

sUserssAdministrator>certutil —ca.cert c:\EnterpriseRoot.cepr

A cert[BI: 3 —— WValid

A cert[B]:

————BEGIN CERTIFICAIE

IIDeTCCAPYgAWI BAgI QKZOKUOQF 8grNApUSdWSn4bT ANBykghkiGIwABAQUFADED
RMwEQYKCZImiZPyLGQBGRY DY 29 tMRcwFQYKCZImiZP yLGGBGRYHY29udGIzh=zEY
BYGCymS JomT 8 ixkARKWCG1ud GU ybmFsMRBwHQY DUGADExZpbnR1lenb hhCiDTAS U
1NPLURDLUNBMB4X DT EzMDQzMDA1MT IA0OFo R DTE4MDO=MDA1MjIBNL owaTETMBEG
gmS JomT 8 ixkARKWAZNubhTEXMBUGCymE JomT 8 ixkARKWBZNubnRuc 28xGDAWBgo J
kiaJk/IsZAEZFghphnR1cnS hhDEf MBAGA1UEAxMWaWSAZE JuY Wut QAFOUEITT y1E
QuiDQTCCASIwDQY JKoZI hvcNAQEBBQADggEPADCCAQo CggEBALyP=MLnQPicgBNc
¥+¥U/L?UM3U4e LDMP31FN? IWSQGIHLUe ?ibCtHp= 122 BLUE? 1pgx ywzPPmbf k+u
nNUN+025JjtC+nOX jDuu?PuGPMUNc OFOgpZ3ub ie BupZ jEHufxn G70k6 DxEErad
0ZBxHcr7f R2ndB2 /Df b/4xF061zha 03gylVF45UZ56 yguBABhgt 28 G 3uhPLHUY
M5 +hZa2UGBOACE cBAVLY wtmkxHcb2xIxiSAF0RHIYzP1 Y xkgRJHA1Y /v=UPFDB
0Q40iE1LEY /5MDDu?kshs4zHMs yu02Mc2cHoBe #?De Ghr30och+PBgzU3g+euCis

b5 xCtzwb RTW2EZEUOWB-1 R CgCOT +¥ qMe Bn18SwunanNAs=12uf +D?AYauZB jnQuFH
ONbt +zhGLuQOEY iKgn OES pg6 RoWKhCTI g1t yHpP +DFoRrSEPSWIMBG ~ /e zkx?5 +g
4nhF73AEW M7 +wDBRA/npjLGHJCCS J1dt 82 +ddCoByCl jf EMRJT ZxK10 EQH4F
U3ral6IKknu205 +Czggke +tMQnP +AzPzRI pO/E1 KNB Tz /pFf2x2 120w jRBB jiTal
pAKSUuuI ?A0rUcpl +gOm H/zDRLbdH754FD8 i Q1B

————END CERTIFICATE-————

ertUtil: —ca.cert command completed successfully.

sUserssAdministrator>

B Windows Server 2012

17.7.1.2 Install the Enterprise Root Certificate on CloudBond 365

Copy the file “EnterpriseRoot.cer” from this server to the CloudBond 365 system and
perform the following steps to import the enterprise CA as a trusted authority:

» On all CloudBond 365 Servers (Frontend, Edge, and Controller):
1. Openthe MMC utility.
Figure 17-28: Install the Root Certificate — Add or Remove Snap-ins

= Console1 - [Console Root] = =] =
& File Action View Favorites Window Help !En
@=|EE B
| Console Root || Name [actions
Add or Remove Snap-ins t =
ns »

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Wendor - 1 Console Root Edit Extensions. ..
Microsoft Cor... G Certificates (Local Computer)

[l Active Directory Site... Microsoft Cor..
: Active Directory Use... Microsoft Cor..
- ActiveX Control Microsoft Cor...
[ DS Edit Microsoft Cor...
Auﬂ'vorlzauon Manager Microsoft Cor... ove Down

(5l Certificates Microsoft Cor...

"-‘rComponant Services Microsoft Cor...

_'_!;' Computer Managem... Microsoft Cor...

=4 Device Manager Microsoft Cor...
(=4 Disk Management Microsoft and. ..
2, DNS Microsoft Cor...
QEvent Viewer Microsoft Cor...
Folder Microsoft Cor... |~ i
Description:

You can use the Active Directory Domains and Trusts snap-in to manage Active Directory domains and trusts.
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Click File -> Add/Remove Snap-in.
Select Certificates -> click Add.
Select Computer account.

Figure 17-29: Install the Root Certificate — Computer Account

Certificates snap-in

This snap4n will always manage cerificates for:
() My user accourt
() Service accourt

(®) Computer account

Select Local computer.

Figure 17-30: Select Computer

Select Computer -

Select the computer you want this snap-in to manage.
Thig snap-n will always manage:

(®) Local computer: {the computer this conscle is running on)
() Ancther computer: Browse

[] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the consaole.

Click Finish, then click OK.
Right click Trusted Root Certification Authorities -> All Tasks and select Import.
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Figure 17-31: Trusted Root Certificates

ﬁ File Action View Favorites Window Help - ||| %
«= znm o/c= @
[ Console Root lssued To Issued By Expira’ | Actions

4 [ Certificates (Local C|| 5] ACS-Unified-Communications-... ACS-Unified-Communications-A...  26/04; _
b [l Personal = Baltimore CyberTrust Root 13/03; |

Baltimore CyberTrust Root More A ,
4[] Trusted Root Ce|| 5] Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio..  2/08/2 ore Actions

-

- |Ej Ci | All Tasks v ‘ | Import... rimary Certificatio..  8/01/2
3 nter| = T pyrgreper 397 Microsoft Corp. 31712
b [ Interr View " Re.. Microsoft Authenticode(tm) Root.. 1/01/
b [ Truste New Window from Here Microsoft Root Authority 31712/
E g ?:::ﬁ New Taskpad View... Auth... Microsoft Root Certificate Autheri..  10/03;
b ) Truste Y Auth... Microsoft Root Certificate Authori..  24/06;
b [ Client Eoort Lit Auth... Microsoft Root Certificate Authori.. 23/03;
b ) Remo po ()97 ... MO LIABILITY ACCEPTED, ()37 V..  8/01/2
b [ Certif Help Thawte Timestamping CA 1/01/¢

b | Smart Card Trus
I [] Trusted Devices
b [ Web Hasting

(<[ m ] [>[<] [ [>]

Contains actions that can be peformed on the item.

8. Complete the import wizard, importing the root certificate.

Figure 17-32: Importing the Certificate

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

@] Current User

(®) Local Machine

To continue, dick Mext.

9. Specify the certificate file copied from the Enterprise CA.
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Figure 17-33: Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:
C:\temp'EnterpriseRoot.cer | | Browse. ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.F7E)
Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

Figure 17-34: Completing Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedfied the following settings:

Certificate Stor (=il REER Trusted Root Certification Authorities
Content Certificate

File Mame C:\temp'EnterpriseRoot.cer
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Figure 17-35: Successful Import

Certificate Import Wizard -

o The import was successful.

oK

10. The Enterprise root certificate will now appear in the list of trusted root certificates.
Figure 17-36: Trusted Root Certificates

Consolel - [Console Root\Certificates (Local Computer\Trusted Root Certification Auth
File  Action View Favorites Window Help

e 2@ 0| - B[

Y

_| Console Root Issued To [ssued By Expira
a G Certificates (Local C S ACS-Unified-Communications-... ACS-Unified-Communications-A...  26/04
B[] Personal | Baltimore CyberTrust Root Baltimore CyberTrust Root 13/03,

4[] Trusted Root Ce|| []Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio... 2/08/;
= Cer‘Flflcates (5l Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio...  8/01/.
| Enterprise Trust || = o0 right () 1997 Microsoft C...  Copyright (c) 1997 Microsoft Corp. 31412,

3

b [ Intermediate Cel| (=54 nal CONTOSO-DC-CA internal-CONTOS0-DC-CA 30/04,

I | Trusted Publishe . . . . P
" Untrusted Certifi __cJM|crosof't Authenticode(tm) Ro... Microsoft Authenticode(tm) Root... 1701/

b — . - _ = Microsoft Root Authority Microsoft Root Authority 3112

17.8 Skype for Business Certificate Wizards

Skype for Business includes a Certificate Wizard within the Skype for Business Deployment
wizard tool, which in some cases, can make the creation of Certificates and their
deployment easier, particularly for internal private certificates.

The Skype for Business Certificate Wizards:

B Generate Certificate Requests

B Send Certificate Requests to Certificate Authorities

B Import Certificates

B Assign Certificates to Skype for Business Roles
Skype for Business Roles supported by the Wizard include:
B Front End Internal Web Server Certificates

B Front End External Web Server Certificates

B Edge Server Internal Certificates

B Edge Server External Certificates

The certificate wizard must be run on both FE and Edge servers, and will create at least two
separate certificate requests, one or more for each of the servers, and typically one
certificate per role.

Certificates can only be assigned to roles running on the server where the Certificate
Wizard is run.
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Note: It is possible to use a single public certificate for all 4 major Skype for Business
roles within CloudBond 365. It is not possible to generate a certificate request for such a
single public certificate using the Skype for Business Certificate wizard. However, it is
possible to use the Skype for Business Certificate Wizard to import such a certificate and
assign Skype for Business roles to that certificate.

17.8.1 Using the Certificate Wizards

The easiest way to generate a Certificate Request is to use the certificate wizards built in to
the Skype for Business Deployment Wizard. These certificate wizards can be used for both
internal CAs’ and sometimes public CAs’. They can generate separate requests for internal
and external certificates. The request summary page can also be used as a guide to the
required SAN entries when requesting certificates from a public CA.

17.8.1.1 Accessing the Certificate Wizard

1. Log on to the appropriate server (UC-FE or UC-Edge).
2. Start the Deployment Wizard.
3. Select Install or Update Skype for Business Server 2015/Lync Server 2013

System.
Figure 17-37: Skype for Business Deployment Wizard
2 Lync Server 2013 - Deployment Wizard -
. Lync Server 2013
‘_J’;: ‘Welcome to Lync Server deployment.

Deploy 3
Prepare Active Directory Prepare first Standard Edition server -
Prepares the Active Directory schema, forest, and domain for Lync Server. Prepares a single Standard Edition server to

host Central Management Service.

A \/Cumplate Mote: This task requires local administrator
rights. This task does not apply to Standard
Install or Update Lync Server System Edition Servers that are not planned to host
Install or update a Lync Server Server deployment member system, the Central Management Service, or for
This option installs Lync Server core components, and a local replica deployments that include Enterpnse Edition.

configuration store, i :
¥ . Install Administrative Tools
Mote: Eefore installing a server, you need to have a valid topology created Italls the Adir riceatos Tanls tothia
and published.
A current system.
Help » Your deployment requires at least cne
installation of the Topology Builder.

m

Deploy Monitoring Reports
Deploy Monitoring Reports to selected SQL
Server Reporting Services (SSRS) instances.

First Run Videos
Click to view getting started videos,

Documentation

Click to view the latest Lync Server
documentation enline for deployment,
planning, and operations.

Tools and Resources
Click to access tools and other resources

4. Click the Run Again button in Step 3: Request, Install or Assign Certificates.

w
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Figure 17-38: Requesting a certificate

2 Lync Server 2013 - Deployment Wizard -

. Lync Server 2013
Welcome to Lync Server deployment.

Deploy > Lync Server 2013

> [t

Step 1: Install Local Configuration Store
Installs local configuration store and populates with data from Central Management Store.

Prerequisites »

Help » ' Complete

Step 2: Setup or Remove Lync Server Components
Install and activate, or deactivate and uninstall Lync Server Companents based on the topalogy definition.

Prerequisites »

Help » v Complete

Step 3: Request, Install or Assign Certificates
This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates for
this system based on the topology definition.

Prerequisites »

Help » ' Complete

You will see the Certificate Wizard screen similar to one of those below. Expand the
Section for the certificate you wish to work with, and select the roles.

B Front End — Server default and Internal Web Services
B Front End — External Web Services

B Edge - Internal

B Edge — External
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The OAuthTokenlssuer is used for Microsoft Exchange 2013 integration.
Figure 17-39: Front-End Certificate for Internal Use

=

Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.
Certificate Friendly Name Expiration Date Location Request
~ Default certificate +" ACSFE 1/07/2015 5:02:09 PM Local
e Tee alT Y ACS FE 1/07/2015 5:02:09 PM Local
Web services internal Al ACS FE 1/07/2015 5:02:00 PM Local
L] Web services extemal S ACSFE 1/07/2015 5:02:09 PM Local
~ CAuthTokenlssuer " ACSFEOQATI 1/07/2015 5:02:11 PM Local
L<] [ [[>]
| Help | | Refresh | |Imporl Cerliﬁtate| |Pmcess Pending Cemﬁcatas|
——

Figure 17-40: Edge Certificate for Internal Use

Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.

Certificate Friendly Name Expiration Date Location Request
A Edge internal " ACSEdgelntv2 5/07/2015 11:56:59 AM Local

Assign
B «  ACSEdgelnt2 5/07/2015 11:56:59 AM  Local [ Femoe |

Remove

w External Edge certificate (pv o  ACSEdgeExtv2 5/07/2015 11:57:22 AM Local
_V'lew
[<] ] [[>]

‘ Help | ‘ Refresh ‘ |Impor1CEr‘li‘ﬁcate| |Pmcess Pending Certificates|
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17.9

179.1

179.2

A\

17.9.3

Requesting New Internal Certificates

Once the root certificate is added to the trusted root authorities list, it is possible to request
new certificates for the CloudBond 365 system Front End and Edge internal roles, from the
Enterprise Certificate Authority.

It is common practice to take root CAs’ offline, or place them in a secure network, to
increase the security and prevent fraudulent issue of certificates.

Enterprise CA Accessible

If the Enterprise Certification Authority can be accessed online, the preferred way will be
“Send the request immediately to an online certification authority”. Doing so combines and
automates part of the certificate request, generation, import, and assignment process.
Requesting a certificate online will result in a window where the name of the enterprise
certificate authority can be entered and an automated certificate request will be processed.
The format of a default CA server common name is:
<computername>.<FQDN>\<netbios domain name>-<computername>-CA
(Example: contoso-DC. internal .contoso.com\contoso-contoso-dc-CA)

Note: Consult the Enterprise domain administrator for the CA name if required.

Enterprise CA Not Accessible

If the Enterprise Certification Authority is not accessible directly, or you are obtaining a
certificate from a public CA, similar steps to those of the wizard below can be used to
generate a certificate request file. The request file must be supplied to a Certificate
Authority, a certificate generated, and the resulting certificate imported into the Skype for
Business Certificate Wizard.

Note: Skype for Business introduced a new Authorization method for server to server
communications. This includes a new certificate requirement for an OAuth certificate on
the Skype for Business Front End server. This OAuth certificate is only used for
communicating with Exchange 2013 and SharePoint 2013, and can also be used with
Office 365.

Requesting Certificates (CA Accessible)

17.9.3.1 Generating the Certificate Request

1. Start the Deployment Wizard.
2. Select Install or Update Lync Server System.
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Figure 17-41: Deployment Wizard

— Lync Server 2013

Prepare Active Directory
Prepares the Active Directory schema, forest, and domain for Lync Server.

Help » ' Complete

Install or Update Lync Server System

Install or update a Lync Server Server depleyment member system,

This option installs Lync Server core components, and a local replica
configuration store.

Mote: Before installing a server, you need to have a valid topology created
and published.

Help »

Prepare first Standard Edition server
Prepares a single Standard Edition server to
host Central Management Service.

Mote: This task requires local administrator
rights. This task does not apply to Standard
Edition Servers that are not planned to host
the Central Management Service, or for
deployments that include Enterprise Edition.

Install Administrative Tools
Installs the Administrative Tools to the
current system.

Your deployment requires at least one
installation of the Topology Builder.

Deploy Monitoring Reports
Deploy Monitoring Reports to selected SQL
Server Reporting Services (SSRS) instances.

First Run Videos
Click to view getting started videos,

Documentation

Click to view the latest Lync Server
documentation online for deployment,
planning, and operations.

Tools and Resources
Click to access tools and other resources

[> |t

[ Bk |[ B

3. Click the Run Again button in Step 3: Request, Install or Assign Certificates.

Figure 17-42: Requesting a certificate

1= Lync Server 2013
| Welcome to Lync Server deployment.

Deploy > Lync Server 2013

Step 1: Install Local Configuration Store

Installs local configuration store and populates with data from Central Management Store.

Prerequisites »
Help »

v Complete

Step 2: Setup or R

Lync Server C t:

p

Install and activate, or deactivate and uninstall Lync Server Components based con the topology definition.

Prerequisites »
Help »

Step 3: Request, Install or Assign Certificates

v Complete

This step starts the Certificate Wizard. Create certificate request for local system. Install, and assign certificates for

this system based on the topology definition.
Prerequisites »
Help »

+ Complete
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4. Expand the Default Certificate and ensure the appropriate roles are selected. Click
Request.
Figure 17-43: Front-End Certificate for Internal Use
Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.
Certificate Friendly Name Expiration Date Location Request
A Default certificate " ACSFE 1/07/2015 5:02:09 PM Local e
Server default «  ACSFE 1/07/201550200 P Local
Rem:
Web services internal ) ACS FE 1/07/2015 5:02:00 PM Local
[ Web services extemal N ACSFE 1/07/2015 50200 PM  Local
v OAuthTokenlssuer ' ACSFEQATI 1/07/2015 5:02:11 PM Local
L<] " [ [>]
| Help | | Refresh | |Imporl Cerliﬁtate| |Pmcess Pending Cemﬁcatas|
—
Figure 17-44: Edge Certificate for Internal Use
Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.
Certificate Friendly Name Expiration Date Location Request
~ Edge internal " ACSEdgelntv2 5/07/2015 11:56:59 AM Local
ACSEdgelntv2 5/07/2015 11:56:59 AM Local
Edge internal Al e
v External Edge certificate (pu o ACSEdgeExtv2 5/07/2015 11:57:22 AM Local
< " [ [>]
| Help | ‘ Refresh | ‘Imporl Cerli‘ﬁ(ate‘ |Pmcess Pending Certificates|
5. Complete the Wizard.

Figure 17-45: Certificate Request

% Certificate Request

Request a certificate for the Default certificate (Server default Web services i

I Web services

Lync Server usages,

Next

Back

| | Cancel
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6. Select Send the request immediately.

Figure 17-46: Delayed or Immediate Requests

@ Delayed or Imnmediate Requests

Do you want to prepare a certificate request to be sent later, or do you want to send it now to an online
certification authority?

®) Send the request immediately to an online certification authority
() Prepare the request now, but send it later (offline certificate request)

s ] (e ] o

7. Specify the Enterprise CA.
Figure 17-47: Creating Certificate Requests

% Choose a Certification Authority (CA)

Select a certification authority to process your request. The Certificate Wizard will automatically import
the selected CA's certificate chain if necessary.

() Select a CA from the list detected in your environment.
| ACS-UC-DC.ACS-Unified-Communications.nef\ACS-Unified-Communications-ACS-UC-DC-CA |~ |

(@) Specify another certification authority.

contoso-dc.internal.contoso.comcontoso-contoso-dc-CA
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8. Enter Enterprise Domain credentials.

Figure 17-48: Certification Authority Account

&

@ Certification Authority Account

Specify alternate credentials for the certification authority.
User name:
administrator
Password:

[ ][ ven [ ]

Figure 17-49: Specify Alternate Certificate Template

% Specify Alternate Certificate Template

By default a Lync Server certificate request will use the WebServer certificate template. To specify a
different certificate template, select the following check box.

[[] Use alternate certificate template for the selected certification authority
Certificate template name:

Note: The custom template must be installed on the certification authority (CA), and must meet the
requirements for Lync Server certificates.

The template name must be specified, which may differ from the template display name.

For details about custom certificate templates, see the product documentation.

o ] [ e ][ vt
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9. Enter a friendly name.

Figure 17-50: Name and Security Settings

@ Name and Security Settings

Type a name for the new certificate. The name should be easy for you to refer to and remember.

Mote: The friendly name should not be confused with the subject name which will be determined
automatically based on the certificate's usages on this computer.

Friendly name:
ACSFE

Bit length:
2048 -]

[] Mark the certificate’s private key as exportable

o ][ new | cana

10. Enter the organization details.
Figure 17-51: Organization Information

% Organization Information

Enter your organization's name and your organizational unit. This is typically the legal name of your
organization and the name of your division or department.

For more information, see the certification authority's website.

Organization:

Contoso

Organizational unit:

Contoso

o] [ e
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Figure 17-52: Geographical Information

& Certificate Request -
@ Geographical Information
Country/Region:
| Australia | v|

State/Province:

Victoria

City/Locality:

Melbourne

State/Province and City/Locality must be completed. Cfficial names cannot contain abbreviations.

| Back || Mext H Cancel |

11. Take note of the generated Subject and SAN names. On the FE, they will match both
internal domain names of the server, as well as the Skype for Business simple URL'’s
for the SIP domains.

Figure 17-53: Subject Name / Subject Alternative Names

2 Certificate Request -

@ Subject Name / Subject Alternative Names

The following will be automatically populated for the subject name and subject alternative name.

Subject name:

ACS-UC-FE.ACS-Unified-Communications.net

Subject alternative name:

ACS-UC-FEACS-Unified-Communications.net -

meet.contoso.com

Lynediscoverinternal.contoso.com
ewslync.contoso.com

Lyncdiscover.contoso.com >

Back | | Next | | Cancel
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12. Enable any SIP domains.

Figure 17-54: SIP Domain Setting on Subject Alternative Names

@ SIP Domain setting on Subject Alternative Names

names for each configured SIP domain:

» Your deployment uses automatic sign-in without DNS SRV configuration
» Your deployment performs strict domain matching

» Your deployment includes devices that run Lync Phone Edition
Configured SIP domains

contoso.com

alternative names list.

If your deployment meets any of the following conditions, you may need additional subject alternative

Select one or more SIP domains for which a sip.<sipdomain> entry is to be added to the subject

[ e ]|

Next

|| Cancel |

Figure 17-55: Configure Additional Subject Alternative Names

@ Configure Additional Subject Alternative Names

names.

Specify any additional subject alternative names to be added to the existing list of subject alternative

Add

Clear All

Next

| | Cancel

Bock | |

Version 7.6 349

CloudBond 365



ra .
I & AudioCodes CloudBond 365

Figure 17-56: Certificate Request Summary
& Certificate Request [x]

@ Certificate Request Summary

To generate a request with the following information, click Next.

Property Value -

Certificate Use Server default Web services
internal Web services external

Country/Region AU
State/Province Victoria
City/Locality Melbourne
Friendly Name  ACSFE

Key Size 2048
Exportable False
Organization Contoso ~

Back ‘ ‘ Mext | | Cancel

17.9.3.2 Generating and Installing the Certificate

The certificate request is sent to the nominated CA, where a matching Certificate is
generated. The Certificate is returned to the requestor and imported automatically as part
of the process.

Figure 17-57: Executing Commands
= Certificate Request [ x]

@ Executing Commands

I G I g T G S GO S L U T L T T et
CSCertificate-9e4a876a-eedb-4edd-9039-3394538a9f2d 7 xml".

Create a certificate request based on Lync Server configuration for this computer.

Issued thumbprint "757522E951369F39D606E3973ACCTEY335FBDD6E" for use

"Default WebServicesinternal WebServicesExternal” by “contoso-DC.internal.contoso.com\contoso-
CONTOSO-DC-CA™

Mo changes were made to the Central Management Store.

Creating new log file "C:\Users\Administrator. ACSLync\AppData‘Local\Temp\ 1\ Request-
CSCertificate-[2013_05_01][15_20_03].html".

"Request-C5Certificate™ processing has completed successfully.

Detailed results can be found at *C:\Users\Administrator.ACSLync\AppData'\Local\Temp\1\Request-
CSCertificate-[2013_05_01][15_20_03].html".

Task status: Completed.

Fequest Certificate | '| | View Log

Back Mext Cancel

The certificate has now been generated and imported into the server certificate store.

17.9.3.3 Assign the Certificate to a Skype for Business Role

1. Ensure Assign this certificate to Skype for Business certificate usages is selected
for the wizard to continue.
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Figure 17-58: Online Certificate Request Status

a Online Certificate Request Status

A certificate with thumbprint 757522E951369F3906D6E3973ACCTEIS35F8DDGE has been added to the
local certificate store,

Assign this certificate to Lync Server certificate usages.

Note: If you choose not to assign the certificate now, you can assign it at a later time by using the Assign
task in the Certificates wizard,

View Certificate Details

Help | Back |[ Ensh || cancel |

2.  Continue the wizard to automatically assign the certificate to the Skype for Business
roles on the server

Figure 17-59: Certificate Assignment

% Certificate Assignment

Assign the returned certificate to the Lync Server usages on this server.

View Certificate Details|

Back | | Next | | Cancel
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Figure 17-60: Executing Commands

& Certificate Assignment -

@ Executing Commands

TG T T EI IO P YU U3RgFFCO TOT T Y P DT
Default: 757522E951369F39D6D6E3973ACCTEY535F8DD6E ACS-UC-FEACS-Unified-
Communications.net 05/01/2015 CN=contoso-CONTOS0O-DC-CA, DC=internal, DC=contoso,
DC=com 720000000444230E821BASECE3000000000004

The following certificate was assigned for the type "WebServicesinternal™

WebServicesinternal: 757522E951369F39D6D6E3973ACCTES535F8DD6E ACS-UC-FEACS-Unified-
Communicaticns.net 05/01/2015 CN=contoso-CONTOS0O-DC-CA, DC=internal, DC=contoso,
DC=com 720000000444230E821BASECE3000000000004

The following certificate was assigned for the type "WebServicesExternal™ =
WebServicesExternal: 757522E951369F39D6D6E3973ACCTEAS35FBDDEE ACS-UC-FE.ACS-Unified-
Communicaticns.net 05/01/2015 CN=contoso-CONTOSO-DC-CA, DC=internal, DC=contoso,

DC=com 72000000044A230E821BASECE3000000000004

Task status: Completed.

l&ssign Certificate |'H View Log

3. Repeat the above steps on the CloudBond 365 Edge server internal network to assign
an Enterprise CA certificate.

17.9.4 Requesting Certificates (CA is Not Available)

This section describes how to requesting certificates when the CA is not available.

17.9.4.1 Generating the Certificate Request

If the Enterprise Certificate Authority is not available, or a public certificate is to be used, the
steps for producing a certificate request, generating the certificate, and then importing and
assigning the certificate are shown below. The examples are for the CloudBond 365 Edge
internal certificate.

Many of these steps are similar to the previous wizard for requesting a certificate.

» Do the following:

1. Start the Skype for Business Deployment Wizard.

2. Select Install or Update Skype for Business Server 2015\Lync Server 2013
System.

3. Click the Run Again button in Step 3: Request, Install or Assign Certificates.
4. Click Request and complete the wizard.
5. Select Prepare the request now, but send it later.
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Figure 17-61: Delayed or Immediate Requests

@ Delayed or Immediate Requests

Do you want to prepare a certificate request to be sent later, or do you want to send it now to an online
certification authority?

() Send the request immediately to an online certification authority

(®) Prepare the request now, but send it later (offline certificate request)

6. Specify a file name to store the certificate request.
Figure 17-62: Certificate Request File

% Certificate Request File

Specify the full path and file name of the certificate signing request (C5R) file that you want to create.

File name:

CAtemp\ACSedgeintreq.csrreq
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Figure 17-63: Name and Security Settings
= Certificate Request [x]

@ Name and Security Settings

Type a name for the new certificate. The name should be easy for you to refer to and remember.

Note: The friendly name should not be confused with the subject name which will be determined
automatically based on the certificate's usages on this computer.

Friendly name:

ACSEdgelnt

Bit length:
2048 [-]

[] Mark the certificate’s private key as exportable

Back | | Mext | | Cancel

7. Enter organization detalils.

8. Take note of the generated Subject and SAN names On the FE, they will match both
internal domain names of the server, as well as the Skype for Business simple URL’s
for the SIP domains.

9. Enable any SIP domains.
10. The wizard will complete, generating a certificate request file.

17.9.4.2 Generating the Certificate

1. Copy the Certificate Signing Request File that was just created to the enterprise
Certification Authority server and start the Certificate Authority management console.

2. Right-click the server and select All Tasks -> Submit new request.

Figure 17-64: Manually Generating a Certificate — All Tasks

o certsrv - [Certification Authority (Local}\contoso-CONTOSO-DC-CA] L= [ = [
File Action View Help
o H E G H v e

L) Certification Authority (Local) || Name
b gl contoso-CONTOS |

All Tasks 3 Start Service
View » Stop Service
Refresh Submit new request...
Export List... Back up CA...
Properties Restore CA...
Help Renew CA Certificate...

Contains actions that can be performed on the item.

3. Open the request file and click Open.
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Figure 17-65: Manually Generating a Certificate

T |_|,| <« Local Disk (C:) » Temp v O| | Search Temp P |

Organize »  Mew folder =~ @ @

1 FS

¢ Favorites L~ Mame Date modified Type
B Desktop || ACSedgeintreq.csr.req 1/05/2013 3:36 PM REQiFile
j. Downloads

"5l Recent places

| Libraries
@ Documents
J' Music
[ Pictures

B videos -
| >

][]

File name: || v| |Request Files (*.req; *.bt; *.cmc w |

| Open | | Cancel |

4. A similar window appears to save the requested certificate.
Figure 17-66: Manually Generating a Certificate — Save Request

1T |_|,| « Local Disk (C:) » Temp ] G| | Search Temp

Organize *  New folder

™ MName Date modified

[ Libraries -
B Documents |5 ACSEdgelnt 1/05/2013 339 PM  Security C

J Music
|5 Pictures
B videos

L Computer

v][<]

File name: | ACSEdgelnt

Save as type: |X.509 Certificate (*.cer: *.crt; *.der)

I~ Hide Folders

17.9.4.3 Install the Certificate on the CloudBond 365 Server

1. Copy the generated .cer file back to the CloudBond 365 system.

2. Inthe Skype for Business Certificate Wizard, select Import Certificate to import
the just created Certificate file.
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Figure 17-67: Certificate Wizard

Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.

Certificate Friendly Name Expiration Date Lecation
v Edge internal " Edge-Int 26/04/2015 2:57:10 PM Local
26/04/2015 2:57:28 PM Multiple

“ External Edge certificate (pu Edge-Ext

SIP Access Edge external Al Edge-Ext 26/04/2015 2:57:28 PM Local

Web conferencing Edge ) Edge-Ext 26/04/2015 2:57:28 PM Lacal
A/V Edge external 4 Edge-Ext 26/04/2015 2:57:28 BM  Local
XmppServer

| | Refresh | |ImporiCer‘ti‘ﬁcate| ‘Pmcess Pending Certiﬁ(ates|

3. Specify the certificate file copied from the CA.
Figure 17-68: Import Certificate

% Import Certificate

Select Certificate file (.p7b .pfx .cer file)

Chtemp ACSEdgeint.cer

[] Certificate file contains certificate's private
p
Passwaord:

r_‘.

Back || Net |[ Cancel
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Figure 17-69: Import Certificate Summary

a) Import Certificate Summary

To import the certificate to the local store, click Next.

Property Value
File Name Chtemp\ACSEdgeint.cer
Contains Private  False
Key

[ seckc [[ Nex [[ Cancel

Figure 17-70: Executing Commands

% Executing Commands

e e L L LI = e e e TR E Iy —

R3m0t35upplrt -Verbose -Report "CAUsers\Administrator\AppData\Local\Temp\lmport- —
CSCertificate-[2013_05_01][15_57_13].htm["

Creating new log file "CA\Users\Administrator\AppData\Local\Temp\Import-CSCertificate-7T0f9eTH-
01b-48bc-b0d2-360ccdf39d99.xml",

Import the certificate response or read the certificate from file.

No changes were made to the Central Management Store.

Creating new log file "C:\Users\Administrator\AppData‘\Local\Temp\Import-CSCertificate-
[2013_05_01][15_57_13].html".

"Import-CSCertificate™ processing has completed successfully.

Detailed results can be found at "C:\Users\Administrator\AppData\Local\Temp\Import-
CSCertificate-[2013_05_01][15_57_13].html".

Task status: Completed.

hmponCeﬂiﬁcate |'|| View Log |

Back || Fnish || Concel |
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17.9.4.4 Assign the Certificate to a Skype for Business Role

The imported certificate must now be assigned to a Skype for Business Role.

» To assign the Certificate to a Skype for Business Role:

1. Once the certificate has been imported, highlight the Skype for Business role for the
certificate (Edge Internal) then select Assign.

Figure 17-71: Certificate Assignment

& Certificate Assignment =3

&) Certificate Assignment

Assign a certificate for the Edge internal{Edge internal) Lync Server usages.

Back | Mext | | Cancel

2. Select the certificate just imported to the certificate store.

Figure 17-72: Certificate Assignment — Certificate Store

& Certificate Assignment -

&) Certificate Store

Select a certificate from the local certificate store.

Friendly Name Issued On Issued By -
ACSEdgelnt 1/05/2013 CN=contoso-
3:51:19 FM CONTOSO-DC- =

CA, DC=internal,
DC=contoso,

DC=com
Edge-Ext 26/04/2013 CN=ACS-
2:57:28 PM Unified-
Communication
=-ACS-UC-DC-
CA, DC=ACS-
LInifieed- ¥
View Certificate Details
[ ] [ ex ] [ ot ]

If your certificate does not appear in the list, then the certificate is not suitable for assigning
to the chosen roles.
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Figure 17-73: Certificate Assignment Summary
= Certificate Assignment [ ]

@ Certificate Assignment Summary

To assign the following certificate to the Lync Server usages listed, click Next.

Property Value
Friendly Mame  ACSEdgelnt
Thumbprint 7TB26ESBBOD63ACTAEQADIFDD3I0
FADDGCSFEOO3D
Certificate Use Edge internal
Issue date 1/05/2013 3:51:19 PM

Expiration date  1/05/2015 3:51:19 PM

Subject Name ACS-UC-Edge.ACS-Unified-
(SM) Communications.net

| Back | | Mext | | Cancel

Figure 17-74: Executing Commands

& Certificate Assignment L x|

@ Executing Commands

> Assign Certificate

Set-CSCertificate -Type Internal -Thumbprint 7TB26E5BB0DE3ACTAEOAOSFDD310FADDECSFBOO3D -
Confirm:$false -Report "C:\Users\Administrator\AppData\Local\TemphSet-CSCertificate-[2013_05_01]
[16_05_44] html"

The following certificate was assigned for the type "Internal™

Internal: 7B26ESBBODH3ACTAEOAOSFDD3 10FAO0GC5FBO03D ACS-UC-Edge ACS-Unified-
Communications.net 05/01/2015 CN=contoso-CONTOSO-DC-CA, DC=internal, DC=contoso, DC=com
72000000070FDDACZDEF70ET56000000000007

Task status: Completed.

Iﬂssign Certificate |'| | View Log

3. Click Close to close the certificate wizard, followed by exit to close the deployment
wizard.

4. Ensure the steps above have been performed for both the CloudBond 365 Frontend
and for the CloudBond 365 Edge server for the Edge internal certificate.

Version 7.6 359 CloudBond 365



ra AudioCodes

CloudBond 365

17.10 Requ

esting External Certificates

Depending upon your chosen Public Certificate vendor, you may be able to provide
Certificate Request files in their application process. Many vendors however require you to

use their

proprietary Certificate Request data entry tools.

Regardless of the vendors requirements, it is often useful to use the Skype for Business
Certificate Wizards to at least confirm the required contents of your public certificates. The
certificate wizards use the completed topology to generate certificate requests, and also to
install the certificate and assign it to roles within Skype for Business.

The certificate wizard must be run on both FE and Edge servers, and will create two

separate

certificate requests, one for each of the servers.

certific

ate wizard.

Warning: You cannot create a request for the minimum SAN certificate using the

e The wizard, when run on the FE server will automatically include SAN entries for
LyncDiscover for each SIP domain.

e The wizard, when run on the Edge server, will automatically include SAN entries for
each SIP domain required for XMPP (PIC) integration unless specifically excluded.

The certificate requests cannot be combined into a single request.

Figure 17-75: Front-End certificate for External (Public) use via Reverse Proxy

&

Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.

Certificate Wizard

Location

Certificate

Friendly Name

Expiration Date

Local
Local
Local
Local

Lacal

Request
Assign
Remove

View

A Default certificate  Multiple 1/07/2015 5:02:09 PM
] Server default +  ACSFER 4/07/2015 1:28:35 PM
[ Web services internal % ACSFEv2 4/07/2015 1:28:35 PM
Web services external N ACSFE 1/07/2015 5:02:09 PM

v OfuthTokenlssuer ' ACSFEOATI 1/07/2015 5:02:11 PM

Help | | Refresh | |Impurt Cerl\ﬁcate| Process Pending Certificates

Close

Figure 17-76: Edge Certificate for External (public) use

"

Certificate Wizard

Select a Lync Server Certificate Type and then select a task. Expand the Certificate Type to perform advanced certificate usage tasks.

Location

Certificate

~ Edge internal

Friendly Name

&' ACSEdgelntv2

“ External Edge certificate (pu &7 ACSEdgebetv2

SIP Access Edge external Al
Web conferencing Edge .«
A/V Edge external o
O XmppServer .

ACSEdgeExtv2
ACSEdgeExtv2
ACSEdgeExtv2
ACSEdgeExtv2

Help

‘ | Refresh ‘ |ImportCEft|ﬁcatE Process Pending Certifica

Expiration Date
5/07/2015 11:56:59 AM

5/07/2015 11:57:22 AM
5/07/2015 11:57:22 AM
5/07/2015 11:57:22 AM
5/07/2015 11:57:22 AM
5/07/2015 11:57:22 AM

Local

Local
Local
Local
Local

Local

Request
Assign
Remove

View

Close
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The process for creating certificate requests is detailed in the preceding sections.

Note: The process for creating certificate requests, importing certificates, and assigning
certificates to Skype for Business roles is similar for both Internal and External
certificates. The difference is which selections (roles) you chose on the first screen of the

Wizard.

Once your chosen Public Certificate vendor has supplied you with the requested
certificates, copy the certificate files to the Front End and Edge servers, then use the Skype
for Business Certificate Wizards to import the certificates, and assign them to Skype for
Business Roles.

The process for importing and assigning certificates is detailed in the preceding sections.

17.11 Certificate Summary

Update: Public certificate authorities will no longer issue public certificates valid from 1 Nov
2015, which contain private DNS name spaces or reserved IP address ranges.
Additionally, any name or IP address entered in the Subject common name field must also
appear as an entry in the Subject Alternate Name (SAN) list. The intent is to depreciate
the Subject common name at some point in future.

The certificates listed in the following table are required to support the edge topology shown
in the Single Consolidated Edge Topology figure.

There are three certificates shown for the reverse proxy server to highlight the certificate
requirements for dedicated simple URLs (for example, https://dial-in.contoso.com).

For deployments that have a single pool or where multiple pools share the same dial-in
conferencing and meeting simple URLs, you could create a single publishing rule and
corresponding certificate.

For example, URLs defined in topology builder as lync.contoso.com/dialin and
lync.contoso.com/meet could share a single publishing rule and certificate with a subject
name of lync.contoso.com.

for reference. For each SIP domain in your organization, you need a corresponding

f Note: The following table shows a second SIP entry in the subject alternative name list
FQDN listed in the certificate subject alternative name list.

Table 17-1: Certificates Required for Single Consolidated Edge Topology

Component Subject Name Subject Alternative = Certification Enhanced key Comments
Name Entries/Order Authority (CA) usage (EKU)

Single access.contoso.com . webcon.contoso.co | Public Server* Assign to the
consolidated m sip.contoso.com following Edge
Edge sip.fabrikam.com Server roles:

External interface:
SIP Access Edge

Web Conferencing
Edge

A/V Edge
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Component Subject Name
Single Isedge.contoso.net
consolidated

Edge

Single Isedge.contoso.net
consolidated

Edge

Reverse Isrp.contoso.com
proxy

Next hop fe01.contoso.net (on
pool (on Front End)

Front End)

Certification
Authority (CA)

Subject Alternative
Name Entries/Order

N/A Private
N/A Private
Iswebext.contoso.co | Public
m

dialin.contoso.com
meet.contoso.com
sip.contoso.com Private

sip.fabrikam.com
Isweb.contoso.net
Iswebext.contoso.co
m
admin.contoso.com
dialin.contoso.com
meet.contoso.com
fe0l.contoso.net

Enhanced key Comments

usage (EKU)
Server Assign to the
following Edge
Server roles:

Internal interface:
Edge

Server Assign to the
following Edge

Server roles:

Internal interface:
Edge

Address Book
Service,
distribution group
expansion and
Skype for
Business IP
Device publishing

rules. Subject
alternative name
includes: External
Web

Services FQDN

Server

Dial-in
conferencing
Online meeting
publishing rule

Server Assign to the
following servers
and roles in the

next hop pool:
Front End 01

A\

Note: Client EKU is required if public internet connectivity with AOL isenabled.
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17.12 Setting Up a Certificate Authority

This section describes how to setup a certificate authority.

17.12.1 Setting Up a Certificate Authority on Windows Server 2003

» To set up a Certificate Authority on a Microsoft Windows Server 2003 edition:
1. Open Add or Remove Programs in Windows Control Panel.
2. Select Add/Remove Windows components.
3. Select Certificate Services.
Figure 17-77: Windows Components

Windows Components Wizard

Windows Components
Y'ou can add or remove components of Windows,

To add or remove & component, click the checkbox. & shaded box means that anly
part of the component will be installed. To zee what'z included in a component, click
Details.

LComponents:

L el

| E-mail Services

[l f‘éﬁ Fax Services
[[] &P Indewing Service 0.0MB
[1 488 Intermet Funlorer Fnhanced Secoritu Confiooration nnwe X

Dezcrption:  Installz a certification autharity [CA) bo izsue certificates for use with
public key security programz.

Total dizk zpace required: 0.3 MB Dietails |
Space available on dizk: 7E0.3 MB —

< Back I Hest » I Cancel | Help |

4. Click Details and make sure that both the Certificate Services CA and the Certificate
Services Web Enrollment Support are enabled.

Figure 17-78: Certificate Services

Certificate Services E4

To add or remove a component, click the check box. A& shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

subgomponents of Lertficate Services:
: * Certificate

v @ Certificate Services Web Enrallment Support 1.4 B

5. Click OK followed by Next to finish the installation.
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17.12.2 Setting up a Certificate Authority on Windows server 2008
» To set up a Certificate Authority on a Microsoft Windows server 2008 or 2008R2
edition:

1. Open Server Manager through Start -> All Programs -> Administrative Tools.
Select Roles, then Add Roles in the right screen of the Roles Summary section.
Follow the screens as shown below:

Figure 17-79: Before You Begin

Add Roles Wizard

E%? Before You Begin

Befare You Begin

This wizard helps you install roles on this server. You determine which roles to install based on the tasks you

want this server to perform, such as sharing documents o hosting a Web site,
Server Roles

Confirmation Befare you cantinue, verify that:
Progress + The Administrator account has a strong password

» Network settings, such as static IP addresses, are configured

Resulks + The latest security updates from Windows Update are installed

If wou have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continue, click Mext,

™ Skip this page by default

= Previous | Next > I Inistal] Cancel

4. Select Active Directory Certificate Services:
Figure 17-80: Introduction to Active Directory Certificate Services

i(!p‘ Introduction to Active Directory Certificale Services
L

Bfove Yo Begin Active Directory Certificate Services (AD £5)
Serve Peles Actrve Dewctory Certificabe Servces (AD CF) peovides the certificate infrastrachune b enabls scenares such &5
L wr eheers Dok worbs, wrtual prosbe nebweorks, Inkerred Profocsl Secueity (TPSec], hetvork, Booess
R o A, sy e e 575 e et o g
R Thengs o sote
Sabug Typs | The name and domein sektings of this computer canret be changed alter o cortificate suthority (CA) has
AT Eeper irstaliedd I you vt b £nanges the comguber maes, Join 4 domain, of promebe B server 1o 4
Ly ied dhomain cerirelier, complote tase changed befoes Patalng Ehe CA. For mons informatien, ses cortification
Presate Kny authory fuamere.
Cryphogrichy Additional Enformation
Ch My fitee Dy eciory Corcficale Sarvioes Orvarvisrs
Cartificabe Raguest Hanaging » Certification Aetforty
Cetiiate Dy shas Certfeitn Authorts Hamig
arifrmubon
Progress
Reugts

< Frevios “ heat > I I Canoel
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Figure 17-81: Select Server Roles

hadd Rosdes Wirand [ x]
l‘;’_ Select Server Roles
"
Before Fou Begn Sapliec] s iy e riodied 05 Petall O el deens

EIN. bescrvtin

gkt Dnpchirx Corfoaie Seroned
ok T 09090909090 iieabeses
e Servned ittt e olalind rde barvieR
Aaitve Drechory Maderston Servires st e o0 108 B S PRATE
i Eative Drpctory Lightweght Desciory Sarvoes certfaies need in & vanety of
A Tvee Eactive Danariory Rghits Plarugressd Sarviced ok stors,
Brveatn Ty gl i Serom
DHOP Server
Cryptagrache "
A K Figa Server
Certfoge Reguest et
Cortficate [l shace Pobrork Polcy and Aooms Servces
Corfrmaton Frot Sarsa e
Progress el Sevvaes
e LD Servmed
Re ke e Sevwer (115)
‘wrabiomn Copairerrnnt Tk ik
‘winidows. Server Lpdals Seracer

e || vt | | e |

5. Select the Certification Authority, the Certification Authority Web Enrolment as
well as the Online Responder.

Figure 17-82: Select Role Services

Add Roles Wizard E3
f .
I Select Role Services
|
Before You Begin Select the role services to install for Active Directory Certificate Services:
Server Roles Role services: Description:
ADCS [¥] Certification Authority Online Responder makes certificate
N . revocation checking data accessible to
& Servic [¥] Certification Authority Web Enrolment clierts in complex network.
- [#] Online Responder environments,
RS [] metwork Device Enroliment Service
CA Type [] Certificate Enrolment Web Service
Private Key [] Certificate Enrollment Policy Web Service

6. Select Enterprise.

Figure 17-83: Specify Setup Type

Add Roles Wizard [ <]
ﬁi Specify Setup Type
Before You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of
certificates. Specify whether you want to set up an Enterprise or Standalone CA.
Server Roles
el = Enterprise
Role Services Select this option if this CA is a member of a domain and can uss Directory Service to issue and manage
5 certificates.
G © Standaione
Private Key Select this option if this CA does not use Directory Service data to issue or manage certificates, A
fe standalone CA can be a member of a domain.
ryptography
CA Name

Certificate Request

Cavkifiraba Nakahaca
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7. Select Root CA.
Figure 17-84: Specify CA Type

Add Roles

ard

E%:ﬂ Specify CA Type

Before You Begin

A combination of rook and subordinate CAs can be configured to create a hierarchical public key infrastructure
{PEI). A root CA s a CA that issues its own self-signed certificate. A subordinate CA receives its certificate
Server Roles From another CA. Specify whether vou want ko set up a roat or subordinate CA,

ADCS
Role Services & Root CA
Setip Type Select this option if you are instaling the first or only certification authority in a public key infrastructure,

¢ subardinate CA

Private Key Select this option if your CA will obtain its CA certificate from anather CA hioher in a public key
infrastructure.
Cryptography
CA& Mame

8. Select Create a New Private Key.

Figure 17-85: Set Up Private Key

Add Roles

rd

|! v Set Up Private Key

Befare You Begin To generate and issue certificates ta clients, & CA must have a private key. Specify whether you want to
create a new private key or use an existing one.

Server Roles

e % Create anew private key

Use this option if you don't have a private key or wish to create a new private key to enhance security,
‘fou will be asked to select a cryptographic service pravider and specify a key length For the private key.
Setup Type Toissue new certificates, you must also select a hash algorithm,

Role Services

A Type

 Use existing private key
Use this option to ensure continuity with previously issued certificates when reinstaling a Ca,

Cryptography | Select & certificate and Uss its ss
G Mene Sel r:t this option if vou have an e
certificate and use its associated

iated private key
ing certificate on this computer or IF you want boimport a
vake ke,

Validity Period

i existing private fey on t

Certificate Database option if you have retained private keys from a previous installation or wank £

an-alkernate source,

‘Web Server (115)

9. Use the default Cryptography, Common name and Distinguished name suffix in the
next two pages.

Figure 17-86: Configure Cryptography for CA

Add Roles Wizard

iS:‘ Configure Cryptography for CA

Before You Begin To create a new private key, you must first select a cryptographic service provider, hash algorithm, and
kevy length that are appropeiate for the intended use of the certificates that you issue, Selecting a higher
Server Roles value for key length will result in stronger security, but increass the time needed to complets signing
ADCS operations.
Role Services
Sahip Type Select a cryptogr service provider (CSP): Key character length:
RSA#Microsoft Software Key Storage Provider
CAType
Private key Select the hash algorithm for signing certificates issusd by this CA:
shal ﬂ
mdz
CA Name mdé
Validity Period ;‘I‘ | —"—‘
Certificate Database
Web Server (IIS) I™ Use strong private key protection Features provided by the CSP (this may require administrator interaction
every time the private key is accessed by the CA)
Role Services
Confirmation
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Figure 17-87: Configure CA Name

igni Confligure CA MName
i

Befans YouBsgn Typs iF & comesen fafes b5 deriily thay CA. This s i sdided b 8l cortifeshen e by e A
Ditwrpashed naese puffc vabues e stovaaly gores sbed but can be modfed.
Server Boles
i Coamrion name for this G
Fode Sepaces: Jocshest-LvncRTI-CA
Sehp T
CA Type O mceturst Dol e
Frivabe Ley
Cryphagraphy

[ e PR

Valedry Pericd Tt e AL YO THC A, Do gt T el
Cortix e [atohpe
ConfEmataon
10. Choose a Validity Period for the CA.
Figure 17-88: Set Validity Period

Add Roles Wizard
=
| 2 3
|! Set Validity Period
EBefore You Begin A certificate will be issued ta this CA to secure communications with other CAs and with clisnts requesting

certificates, The walidity period of & CA certificate can be based on a number of Factors, including the intended

Server Roles purpose of the C4 and security measures that you have taken to secure the C4,
a0 CS

Rale Services Select validity period For the certificate generated for this Ca:

r_g |Years A I

Setup Type
A Type CA expiration Date:  1j26/2016 1:37 PM
Mote that CA will issue certificates walid only until its expiration date.
Private Key
Cryptography

11. Stick with the default data location.
Figure 17-89: Configure Certificate Database

Add Roles Wizard
i%:z Configure Certificate Database
Before You Begin The certificate database records all certificate requests, issued certificates, and revoked or expired

certificates. The database log can be used to monitor management activity For a CA,
Server Roles

i Certificate database |ocation:
Role Services ic:1,W\ndows\,system32\tertmg Browse. .. |
Setup Type

0 fiice existing certificate database fram previous installation &t this [ocation

CA Type
2k Certificate database log location:
Private Key
iC:1,W\ndows\,systemSZ\CertLog Browse. .. |
Crvptography
CA Mame

Walidity Period

12. If lIS roles are added by the Add Roles Wizard, accept those by clicking next and finish
the Wizard by clicking Install on the Confirmation page.
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Figure 17-90: Confirm Installation Selections

Add Roles Wizard [ %}
% Confirm Installation Selections
Before You Begin ‘ ) X X
To install the following roles, role services, or features, click Install,
Server Roles
! 1warning, 1 informational messages below
AD CS -
Role Services { i This server might need to be restarted after the installation completes.
Setup Type ~ Active Directory Certificate Services
CAType Certification Authority
N 1. The name and domain settings of this computer cannot be changed after Certification Authority has
Private Key A NY N
been installed.
Cryptography CA Type : Enterprise Root
CA Name e RSA#Microsoft Software Key Storage Provider
Hash Algarithm : SHAL
Validity Period Key Length 2048
Certificate Database Allow CSP Interaction : Disabled
Certificate Walidity Period : 1262016 2:20 PM
Distinguished name : CN=ocshost-LYNCRTM-CA,DC=ocshost, DC=nl
Progress Certificate Database Location : Ciwindows\system321CertLlog
Results Certificate Database Log Location :  Cwindows\system32\Certlog
Certification Authority Web Enrollment
Online Responder

< Previous Next > I Install I Cancel

17.12.3 Setting Up a Certificate Authority on Windows Server 2012

» To set up a Certificate Authority on a Microsoft Windows server 2012:
Open the Server Manager.
Select the Local Server.
Scroll down to Roles and Features.
Click Tasks -> Add Roles and Features
Follow the screens as shown below:
Figure 17-91: Add Roles and Features Wizard
= Add Roles and Features Wizard - =

ok wn e

DESTINATION SERVER

Before you begin Contoso-5C contoso com

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default
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Figure 17-92: Select Installation Type

DESTIMATION SERVER

Select installation type Comes-0C contosa com

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(@) Role-based or feature-based installation

Server Selection
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

[<previous | [ Nea> | | mstal [ Cancel

Figure 17-93: Select Destination Server

DESTINATION SERVER

Select destination server Contoso-DC contoso.com

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type @) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Features
Filter: |
Marne IP Address Operating System

Contoso: contoso.com 1 i rver 2012 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Next » | | Install | | Cancel
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6. Select Active Directory Certificate Services:

Select server roles

g Before You Begin

Installation Type

Server Selection

Features

Figure 17-94: Select Server Roles

Select one or more roles to install on the selected server.

Roles

ctive Directory Certificate Services

Active Directory Domain Services (Installed)
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server
[] DHCP Server
DNS Server (Installed)
[] Fax Server
[ File And Storage Services (Installed)
[] Hyper-v
[ Network Pelicy and Access Services
[] Print and Document Services
[] Remote Access
[[] Remote Desktop Services

E

w

DESTINATION SERVER
Contoso-DCinternal contoso.com.

Description

Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

<Previous | [ Net> | | sl |[ Cancel

7. Click Add Features.
Figure 17-95: Add Features that are Required

Add features that are required for Active Directory
Certificate Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

A

4 Remote Server Administration Tools

Role Administration Tools

4 Active Directory Certificate Services Tools

[Tools] Certification Authority Management Tools

Include management tools (if applicable)
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Figure 17-96: Select Features

Select features

Before You Begin
Installation Type
Server Selection
Server Roles
[ reotres |
ADCE
Role Services

Confirmation

Before vYou Begin
Installation Type
Server selection

Server Roles

Features

Role Services

Confirmation

Before You Begin
Installation Type
Server Selection

Server Roles

Features
ADCS

‘Web Server Role (lIs)
Role Services

Confirmation

Active Directory Certificate Services

Select role services

DESTINATION SERVER
Contoso-DC.internal.contoso.com

Select one or more features to install on the selected server.

Features Description
- NET Framework 3.3 combines the
|  powerof the NET Framework 2.0
b [M] .MET Framework 4.5 Features (Installzd) APls with new technologies for
I [] Background Intelligent Transfer Service (BITS) = building applications that offer
[] BitLocker Drive Encryption appealing user :nberlaces, protect
L | your customers' personal identity
L1 Bitlocker Network Unlock information, enable seamless and
[] BranchCache secure communication, and provide
[ Client for NFS the ability to model 2 range of
o business processes.
[] Data Center Bridging
[] Enhanced Storage
[] Failover Clustering
Group Policy Management (Installed)
[ Ink and Handwriting Services
[ Internet Printing Client
[ 1P Address Ma nagement (IPAM) Server [
—— . v
<] m [ 2]
[<previous | [ Nea> | [ nstal | [ cancel |

DESTINATION SERVER
Contoso-DC.internal.contosa.com

Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios
such as secure wireless networks, virtual private networks, Intemnet Protocol Security (IPSec), Network
Access Protection (NAP), encrypting file system (EFS) and smart card log on.

Things to note:

* The name and domain settings of this computer cannat be changed after a certification authority
[CA) has been installed. If you want to change the computer name, join @ damain, or promote this
server to a domain controller, complete these changes before installing the CA. For more
information, see certification authority naming.

Active Directory Certificate Services Overview

[<previous | [ Net> | | nstal | [ Concel |

DESTINATION SERVER
Contoso-DC.internal.contoso.com

Select the role services to install for Active Directory Certificate Services

Role services Description

Online Responder makes certificate
revacation checking data accessible
to clients in complex network
environments,

Certification Authority

[] Certificate Enrollment Policy Web Service
[ Certificate Enrollment Web Service
Certification Authority Web Enroliment
[] Network Device Enrollment Service

<Previous | [ Net> | | st | [ cancel
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Figure 17-97: Web Server Role (lIS)

DESTINATIOM SERVER

Web Server Role (I1S) Certosa- e mssrmaLcontatacem

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (lIS) 8.0 with enhanced security,
Instzllation Type diagnostic and administration, a unified Web platform that integrates 115 8.0, ASP.NET, and Windows
Communication Foundation.

Before You Begin

Server Selection

Server Roles Things to note:

Features
* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
ADCS server traffic, especially when there are multiple roles on this computer,
Role Services * The default installation for the Web Server (lIS) role includes the installation of role services that

enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression,

Role Services

Confirmation

More information about Web Server lIS

[[<previous | [ Nedt> | | nstal | [ cancel
—_—

Figure 17-98: Select Role Services

. DESTINATION SERVER
Select role services Contoso-OC mermalontosa com
Before You Begin Select the role services to install for Web Server (IS}
Installation Type Role services Description
Server selection ~ Web Server provides support for
4 eb Serv m i 7
Server Roles HTML Web sites and optional
4 Common HTTP Features support for ASP.NET, ASP, and Web
Features Default Document = server extensions. You can uss the
. : Web Server to host an internal or
ADC5 Directory B
3 e s eng external Web site or to provide an
Role Services HTTP Errors | environment for developers to
Web Server Role (IIS) Static Content create Web-based applications.
HTTP Redirection
‘WebDAV Publishi
Confirmation L we R
4 Health and Diagnostics
HTTP Logging
[] Custom Logging
Logging Tools
[] ODEC Logging
Request Monitor ]
—_—— v
<] i [ [2]
<Previous | [ Net> | [ nstl | [ Cancel
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8. Click Install to complete the Wizard.
Figure 17-99: Confirm Installation Selection
=) Add Roles and Features Wizard - [= [

- H . . DESTINATION SERVER
Confirm installation selections Gl D merr o comm
Before ‘fou Begin To install the following roles, role services, or features on selected server, click Install.
Installation Ty [|_Restart the destination server automatically if required

Optional features (such s administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

ancs NET Framework 4.5 Features A
ASP.NET4.5 =
Role Services I
'WCF Services .|
r Role (IIS :
iz HTTP Activation
Role Services B
— Active Directory Cartificate Services
Cereaon Authory
Online Respander
Certification Authority Web Enrollment
Remote Server Administration Tools
Role Administration Tools G

Export configuration settings
Specify an alternate source path

17.12.3.1 Configure the Certificate Services

You must now configure the Active Directory Certificate Services for correctoperation.
1. In Server Manager, select AD CS.
2. Click More... in the top right corner.

Figure 17-100: Server Manager AD CS

jer * AD CS
!R SERVERS
i® Dashboard All servers | 1 tota TS v
B Local Server |.| Canbiguetion required for Active Dinectory Centificate Services st CONTOSO-DC Mo, X

Ba Al Servers
[ o v (R v

i§ apDs
& ons

B File and Storage Services b

CONTOSO-DC 102

EVENTS
TASKE

H_Fu"-'i | & .I_-':JJ i G :&:l
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3. Click Configure Active Directory Certificate Services... in the action column

Figure 17-101: Server Manager AD CS - Servers

m SERVERS L]
iE Dashboard Al servers | 1 torsl Tasks v
B Local Server A Configuration required for Active Directory Certificate Senvices st CONTOSO-DC Mo, X
s A senvess Fiter P Eev @ 2| |

J I
W AD DS
& ons

B3 File and Storage Services b

EVENTS :
Al everts | O tebal TASKS v |

Filter P EBr FWr S

ServerMame 1D Severity Scurce Log Date and Time

4. Follow the screens.
Figure 17-102: AD CS Configuration - Credentials

: DESTINATION SERVER
Credentials Contoso-DC.internal.c e

Specify credentials to configure role services

Role Services

[ To install the following role services you must belong to the local Administrators group:
* Standalone certification authority
» Certification Authority Web Enrollment
* Online Responder
To install the following role services you must belong to the Enterprise Admins group:
Enterprise certification authority
Certificate Enrollment Policy Web Service
Certificate Enrollment Web Service
MNetwork Device Enroliment Service

Credentials: Contoso\Administrator

More about AD CS Server Roles

< Previous H Next > | | Configure || Cancel
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5.

Select Certification Authority, Web Enroliment, and Online Responder.
Figure 17-103: AD CS Configuration — Role Services

: DESTIMNATION SERVER
Role Services PR i

Credentials Select Role Services to configure

Setup Type Certification Authority
A Tioe Certification Authority Web Enrollment
i Online Responder
Frivate Key [ Metwork Device Enroliment Service
Cryptography [[] Certificate Enrollment Web Service
A Name [[] Certificate Enrollment Policy Web Service
Validity Pericd

Certificate Database

Confirmation

More about AD CS Server Roles

| < Previous | | Mext = | | Configure || Cancel

Figure 17-104: AD CS Configuration — Setup Type

DESTINATION SERVER
Setup Type Contoso-DCinternal.contoso.com

Credentials Specify the setup type of the CA

Role Services

Enterprise certification authonties (CAs) can use Active Directory Domain Services (AD DS) to
: simplify the management of certificates. Standalone CAs do net use AD DS to issue or manage
CA Type certificates.

Private Key
(® Enterprise CA
Cryptography Enterprise CAs must be domain members and are typically online to issue certificates or
CA Name certificate policies.
validity Pericd

) Standalone CA
Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confirmation DS and can be used without a network connection (offline).

More about Setup Type

<Previous | [ Next> | [ Configure | [ Cancel
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Figure 17-105: AD CS Configuration — CA Type

DESTINATION SERVER

CA Type Cistionics DN kvl evsasbiciscs iins

Cradentials Specify the type of the CA
: Role Services

Setup Type ‘When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

Private Kay hierarchy.
Cryptography ® Root CA
Ch Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

validity Period
; O Subordinate CA

Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.

More about CA Type

| < Previous || Next » ‘ | Configure | | Cancel

Figure 17-106: AD CS Configuration — Private Key

DESTINATION SERVER

Pﬂvate Key Contoso-DC.internal.contoso.com
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type @) Creste a new private key

Use this option if you do not have a private key or want to create a new private key.

Cryptograph:
A ) Use existing private key
GA Name: Use this option to ensure continuity with previously issued certificates when reinstalling a CA,
walidity Period ) Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.
Confirmation

() Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

Maore about Private Key

< Previous | | Next > | ‘ Configure | | Cancel
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Figure 17-107: AD CS Configuration — Cryptography for CA

DESTINATION SERVER

Cryptography for CA Contoso-DCinternal.contoso.com
Credentials Specify the cryptographic options
Role Services
Setup Type Select a cryptographic provider: Key length:
CAType [ RsA#Microsoft Software Key Storage Provider [+][ 2048 [~]
LEGLS Select the hash algerithm for signing certificates issued by this CA:
SHAZ56 ~
CA Name SHA384
Vvalidity Pericd SHA512
Certificate Database el —
MDS m

Confirmation

[] Allow administrator interaction when the private key is accessed by the CA.

More about Cryptography

<Previous | [ Net> | | cConfigure | [ Cancel

Figure 17-108: AD CS Configuration — CA Name

DESTINATION SERVER

CA Name o L R
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
ERelype be modified.
Private Key

Common name for this CA:
internal-CONTOSO-DC-CA

Cryptography

Validity Period Distinguished name suffix:
Certificate Database DC=internal, DC=contoso,DC=com

Confirmation Preview of distinguished name:
CM=internal-CONTOSO-DC-CA,DC=internal, DC=contoso, DC=com

More about CA Name

< Previous || Next = | | Configure || Cancel
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Figure 17-109: AD CS Configuration — Validity Period

e % DESTINATION SERVER
Va ‘ |d ‘ty PerIOd Conteso-DC.internal.contoso.com

Credentials Specify the validity period

Role Services

Setup Type Select the validity period for the certificate generated for this certification authority (CA):
CA Type 5 Years [+]

Private Key CA expiration Date: 30/04/2018 3:16:00 PM

Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CA Name certificates it will issue.

Certificate Database

Confirmation

More about Validity Period

| < Previous || Next > ‘ | Configure || Cancel

Figure 17-110: AD CS Configuration — CA Database

DESTINATION SERVER

CA Database Contoso-DCinternal.contoso.com
Cradentials Specify the database locations
Role Services
Setup Type Certificate database location:
CA Type CAWindows\system32\Certlog
Private Key Certificate database log location:
Cryptography CAWindows\system32\Certlog
CA Name

Validity Period

Corfirmation

More about CA Database

| < Previous || Next > | | Configure || Cancel

6. Click Configure to complete the wizard.
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Figure 17-111: AD CS Configuration - Confirmation

Confirmation

Cradentials

Role Services

Setup Type

CA Type

Frivata Kay
Cryptography
CA Name
Walidity Period

Certificate Database

DESTINATION SERVER

DC.i: it com

To configure the following roles, role services, or features, click Configure.

» Active Directory Certificate Services

Certification Authority
CA Type: Enterprise Root
Cryptographic providen RSA#Microsoft Software Key Storage Provider
Hash Algorithm: SHAT
Key Length: 2048
Allow Administrator Interaction: Disabled
Certificate Validity Period: 30/04/2018 3:16:00 PM
Distinguished Name: CN=internal-CONTOSO-DC-
CA DC=internal DC=contoso DC=com
Certificate Database Location:  C\Windows\system32\Certlog

Certificate Database Log C\Windows\system32\Certlog
Location:

Figure 17-112: AD CS Configuration - Results

Results

DESTINATION SERVER

Contoso-DC.internal.contoso.com

The following roles, role services, or features were configured:

» Active Directory Certificate Services

Certification Authority 0 ‘Configuration succeeded
More about CA Configuration

Certification Authority Web Enroll o C ion succeeded
More about Web Enrollment Configuration

Online Responder 0 Configuration succeeded
More about OCSP Configuration

<Previous | [ Net> | [ Geose |[ cancel
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18

Configuring Exchange Enterprise UM

This section shows how to integrate CloudBond 365 within an Enterprise Exchange 2007
or 2010 Unified Messaging (UM) environment.

Though the steps required for Exchange Server 2013 are not different, Microsoft has
significantly changed the Exchange Server 2013 Management Console. See
https://technet.microsoft.com/en-us/library/bb676409(v=exchg.150).aspx for a step-by-step
guide on deploying Exchange 2013 UM.

18.1 Overview
» To integrate CloudBond 365, follow this procedure:
1. Deploy Exchange Server 2010 SP1 in the enterprise forest as a consolidated server
with the Unified Messaging role included.
2. Replace the self-signed certificate with one from an internal Windows Enterprise
Certificate Authority and reassign all Exchange roles to it.
3. Create a new SIP Dial Plan in Exchange.
4. Configure the UM Dial Plan, Policy, and Auto Attendant settings.
5. Enable Unified Messaging on at least one mailbox.
6. Runthe exchucutil.ps1 PowerShell script on the Exchange server.
7. Configure Skype for Business Server Dial Plan or verify that the existing configuration is
sufficient.
8. Runthe ocsumutil.exe tool on the Skype for Business Server .
18.2 Configuration
This section describes how to configure the Exchange Enterprise UM.
18.2.1 Deploy Exchange Server
Deploying Exchange Server 2010 SP1 is outside the scope of this Deployment Guide
but there are many official and unofficial walkthroughs available online to help anyone
unfamiliar with the Exchange Server deployment process. The best starting point is:
http://technet.microsoft.com/en-us/library/dd351084.aspx.
18.2.2 Generate New Certificate
This step is a common Exchange deployment task and official instructions can be found at
http://technet.microsoft.com/en-us/library/dd351057.aspx. Note that the statement 'You
must use a public certificate if you are using Unified Messaging with Office
Communications Server' is not entirely correct. It should state that a ‘trusted certificate’ is
required, because a private certificate issued by an internal enterprise Windows CA can be
used and will function flawlessly if both the Skype for Business and Exchange servers trust
the same Certificate Authority. Also, make sure that the UM service is assigned to the
new certificate after it is installed, and that the UM service is restarted.
L= llll'»JUIL T LIIEIIIEC TTUTTOOTT (=19 IILLP._._. _|\.I|IIII TR ST LTI TV IR '»-l TITTRILT= I2F =T
%] Note:

Far the certificate Subject Name, you must enter the FQDN of the Exchange Server for communications to work
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See http://technet.microsoft.com/en-au/library/qg398564.aspx_for more information.

When collocating the UM role on a consolidated Exchange Server, the easiest configuration
is to use a single SAN certificate for all Exchanges services with the server's FQDN set as
the Subject Name with any other required names added to the Subject Alternative Names

field.

18.2.3 Create an Exchange UM Dial Plan

You need to create an Exchange UM Dial Plan.

» To create an Exchange UM Dial Plan:

1. Inthe Exchange Management Console, navigate to the UM Dial Plans tab under
Organization Configuration > Unified Messaging.

2. Create a new UM Dial Plan with any Name you like (e.g., DefaultUM), and any
valid PIN length (e.g. 4). The dropdown 'URI Type' must be set to SIP URI and
'VOIP Security' must be set to Secured. 'Country/Region Code' in the example below
is setto 1 (the North American dialing plan).

Figure 18-1: New UM Dial Plan

. New UM Diol Plan

7

0O irhcdachon

i Set UM Serven
- Mewe UM Dusl Plans
4 Completion

Inlsoduction

This wazaed helps you creste a UM dial plan fof use by Mictosolt Enchangs Urded
Meszagng A dal plan it & Qroupe of Lrguas Delepions el anson rumbels.

Hagre

[Detoutlim

Nusnber of dhgts o edanson rormbes

[«

UR| type:

[swP Rl

VolP secunty

[Secund

Couniny/Ragion code

1

3. In Exchange Server 2010 the wizard prompts which UM server to associate with the
new dial plan. If Exchange Server 2007 is deployed, this step must be performed
afterwards manually.

4. Select the consolidated Exchange server running the UM role, and then complete
the wizard.

BV Irtrockaction
[ Set UM Servers
i Newe UM Disl Plan
< Completion

Figure 18-2: Complete Wizard

Néew UM Dhal Plan

Set UM Servers
Asociste the disl plan wath UM serveis

o A,

Name Foke Wetmion

j LﬂBj[]-IN Hub Tranapost, Chent Access, Madhox, Urife Werion 14.1 [Budd 11
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When completing the wizard, the error below may appear because the default UM service
startup mode is set to TCP and is incompatible with the VolP Security option selected. This
will also prevent the UM service from starting on the Exchange server.

Error:

The VolPSecurity type of dial plan(s) ‘DefaultUM’ does not match the UMStartupMode of
Unified Messaging server ‘LAB1EXCH'. Please ensure that if the UMStartupMode of the
Unified Messaging server is TCP, the dial plan has a VolPSecurity type of Unsecured.
If the UMStartupMode of the Unified Messaging server is TLS, the dial plan should have
a VolPSecurity type of either SIPSecured or Secured.

To resolve this issue, complete the wizard and then use the Exchange Management
Console to navigate to the UM Settings tab on the UM server properties located under
Server Configuration > Unified Messaging. Change the Startup Mode to TLS.

(Dual can also be selected but for Skype for Business all communications use TLS so
there is no reason for the UM service to listen over TCP as well.)
Figure 18-3: LABTEXCH Properties
e S |

Genesal | System Settngs UM Settings |
Associated Dial Plans

angd... X
Name
i DeladuM

Mascellsrecus Conbiguration

Eromet longuages Enghth [Unded States) 2]
)
Sy mod e K

1) The sanace st be sestated for thess changes 1o take effect

To apply this change, the Microsoft Exchange Unified Messaging service must be started (it
should not be running at this point).

Alternatively, the Exchange Management Shell can be used with the following PowerShell
cmdlets to perform all of the steps shown above in this section.

New-UMDialPlan -Name “DefaultUM’ -NumberOfDigitsInExtension ’4'
-URIType

“SipName” -VolPSecurity “Secured” -CountryOrRegionCode ’1' Set-
UMServer -ldentity “LAB1EXCH” -DialPlans “DefaultUM” -
UMStartupMode “TLS” Start-Service MSExchangeUM

18.2.4 Configure UM Settings

To allow for common PIN patterns like ‘1234’ or ‘1111, change the PIN policies tab on the
default UM Mailbox Policy and enable Allow common patterns in PIN.

Figure 18-4: Default Policy Properties

e S |
Genesal | Message Text FIN Polcies | Disling Restictions | Protected Voice Mad |
Mramum PIM length: I-t
™ PIN ifetime (days} [
Number of previous PINs to disalow -
¥ Allow common patterns in PIN
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Next is the Exchange Subscriber Access and Auto Attendant configuration. In this
example 312-55575xx is used in the Skype for Business Dial Plan, where 7556 and 7557
are used for the SA and AA telephone numbers.

Enter the required telephone number on the Subscriber Access tab of the newly created
UM Dial Plan (e.g., +13125557556).

Figure 18-5: Subscriber Access Numbers

Associated Subscnber Access Numbers
Telephone number o associate:

[

SER X
+13126557556

Create a new UM Auto Attendant with any Name (e.g., AutoAttendant) (no spaces) and
enter the required phone number in the Pilot Identifier List (e.g.,
+13125557557). Select the new UM Dial Plan as the associated dial plan and select both
settings to enable and speech-enable the Auto Attendant.

Figure 18-6: New UM Auto Attendant

% New UM Auto Attendont

o UM s Hew UM Auto Altendant

Tha wizatd helps pou coaste & new LM auto sBersdant lof use by Macsosolt Enchangs
Urdied Messaging 'You need b enler a name ice this aulo altendant ard astociote the

J Comgpletion o aerdant with 5 dal plan Yiou can sleo enter the extension nurnber of numbers Shat
calers vall uze b0 access ths auto athendant

Name:
[Burcintendant

Sedact assocualed dial plan

[Dalmalim Beowrsn
Piol wderdives kit

|
spagd R X
1N 2SEETEET

 Coeate auto attendant a2 enabled
W Coeste sulo atendant 31 speech-ensbied

Alternatively, the PowerShell cmdlet shown below can be used to create the new UM Auto
Attendant with the setting described above.

New-UMAutoAttendant -Name “AutoAttendant’ -UMDialPlan
“DefaultUM” -Status

“Enabled” -SpeechEnabled $true -PilotldentifierList
‘+13125557557"'
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18.2.5 Enable Mailboxes for UM

Select at least one mailbox using the Exchange Management Console and enable Unified
Messaging on it. Run the Enable Unified Messaging wizard on the mailbox and select the
default policy. Retain the automatic settings but verify that the displayed extension and SIP
address match the settings required for that user.

Figure 18-7: Enable Unified Messaging - Introduction

/ -'4 Enable Unified Messaging
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Figure 18-8: New UM Auto Attendant — Extension Configuration
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The Exchange Management Shell can be used to perform the same step, as shown by
the following cmdlet.

Enable-UMMailbox —ldentity “kristina’ -PinExpired $false -
UMMai lboxPolicy “DefaultUM Default Policy”’ -Extensions ’'7502' -
SIPResourceldentifier “Kristina@csmvp.net’

Make sure the EUM and SIP addresses are correctly configured on the mailbox after the
wizard completes.

Figure 18-9: E-mail Addresses

E-mad addresses:

Rad... =] 7 Edk..  eSetszReply X

Addiess =
EUM

7502 phone-contest=Default M. cemvp.net

Kiistina@csmvp.net phone-context=D efaullUM . csmvp. net
SIP

Kiistina@csmvp.nat
SMTP

Kristina@csmvp.net
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18.2.6 Run Exchange UC Configuration Script

This script is basically unchanged in SP1 and performs the same actions: creating the UM
IP Gateway and IP Hunt Group as well as granting permissions to Skype for Business
Server to read specific UM-related objects in Active Directory.

Make sure to allow for any outstanding AD replication to complete before running this script
so that the newly created UM dial plan and any other changes are read by the script in their
updated state. If run too soon, the Dial Plans listed in the last line of the script output will
sometimes display as “not found” even though the configuration would typically be
functional at that point. If this happens, it is safe to re-run the script multiple times as it will
identify any successful previous changes and thus report that no new changes were
applied in those cases.

Using the Exchange Management Shell, execute the exchucutil.psl script located in the
Exchange Server’s 'Scripts' directory, as shown in the path below.

[PS] C:\Program Files\Microsoft\Exchange
Server\v14\Scripts>.\ExchUCUtil._psl —Forest:’network- cyvmg4j.acs”
(where network-cyvmg4j.acs is the forest name from the Lync
appliance)

Using Global Catalog: GC://DC=csmvp,DC=net

Configuring permissions for csmvp.net\RTCUniversalServerAdmins ..
CSMVP Net: The appropriate permissions haven’t been granted for
the Office Communications Servers and Administrators to be able to
read the UM dial plan and auto attendants container objects

in Active Directory. The correct permissions are being added to
the container objects.

UM DialPlan Container: The appropriate permissions haven’t been
granted for the Office Communications Servers and Administrators
to be able to read the UM dial plan and auto attendants container
objects in Active Directory. The correct permissions are being
added to the container objects.

UM AutoAttendant Container: The appropriate permissions haven’t
been granted for the Office Communications Servers and
Administrators to be able to read the UM dial plan and auto
attendants container objects in Active Directory. The correct
permissions are being added to the container objects.

Configuring permissions for
csmvp.net\RTCComponentUniversalServices ..

CSMVP Net: The appropriate permissions haven’t been granted for
the Office Communications Servers and Administrators to be able to
read the UM dial plan and auto attendants container objects in
Active Directory. The correct permissions are being added to the
container objects.

UM DialPlan Container: The appropriate permissions haven’t been
granted for the Office Communications Servers and Administrators
to be able to read the UM dial plan and auto attendants container
objects in Active Directory. The correct permissions are being
added to the container objects.

UM AutoAttendant Container: The appropriate permissions haven’t
been granted for the Office Communications Servers and
Administrators to be able to read the UM dial plan and auto
attendants container objects in Active Directory. The correct
permissions are being added to the container objects.

Configuring UM IP Gateway objects..
Pool: lablls.csmvp.net

A UMIPGateway doesn’t exist in Active Directory for the Office
Communications Server Pool. A new UM IP gateway is being created
for the Pool.
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IsBranchRegistrar: False MessageWaitinglndicatorAllowed: True
OutcallsAllowed: True

WARNING: The command completed successfully but no settings of
1:1'" have

been modified.

Dial plans: DefaultUM

Permissions for group csmvp.net\RTCUniversalServerAdmins
ObjectName AccessRights Configured

CSMVP Net ListChildren True UM DialPlan Container
ListChildren, ReadProperty True UM AutoAttendant Container
ListChildren, ReadProperty

True
Permissions for group csmvp.net\RTCComponentUniversalServices
ObjectName AccessRights Configured

CSMVP Net ListChildren True UM DialPlan Container ListChildren,
ReadProperty

True UM AutoAttendant Container ListChildren, ReadProperty
True

PoolFgdn UMIPGateway DialPlans

lablls.csmvp.net 1:1 {DefaultuM}
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18.2.7 Prepare Administrative Access Rights for the Skype for
Business Administrator
To be able to run the Skype for Business UM Configuration tool from a trusted resource
forest (where Skype for Business resides), minimum read permissions must be assigned

to the Skype for Business Administrator account in the Exchange environment (the
ocsumutil command will need to be run by this administrator).

An automated installer will be created at some point but for now an enterprise administrator
is needed to set these permissions through the configuration partition in ADSIEdit.msc
within the enterprise domain where Exchange is installed.

» To prepare Administrative Access Rights for the Skype for Business
Administrator:

1. After starting ADSIEdit.msc, select the configuration partition as shown in the figure
below.

Figure 18-10: Connection Settings

Connection Settings E

Mame: I Configuration

Path: | LDAP: /ICOOKIEMONSTER . ActiveYoice. lanfConfiguration

—Connection Poink
" Select or type a Distinguished Mame or Naming Context:

! =

& Select a well known MNaming Contesxt:

—Computer
" Select or bype a domain or server: (Server | Domain [port])

! =

% Default (Domain or server that you logged in ko)
[ Use 55L-based Encryption

Advanced... | QK I Cancel I
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2. Right-click the CN=Microsoft Exchange object under CN=Services in the
CN=localdomain (CN=Configuration,DC=Showroom,DC=local as examplified in the
figure below) and select Properties.

Figure 18-11: New UM Auto Attendant
¥ ADSI Edit B

File  Action ‘View Help
e | 2w RE = | m
':_2 ADSI Edit

=l ﬂ Configuration [rdcl.showroom.local]
= | CN=Configuration,DC=showroom, C=local
| Ch=DisplaySpecifiers
| CM=Extended-Rights
CH=ForestUpdates
CMN=LostandFoundConfig
CHN=MNTDS Quoatas
CM=Partitions
CM=Physical Locations
CMN=Services
| CN=Microsoft Exchange
= || CN=DDML Showroom
| CN=Address Lists Container
| CH=Addressing
" CH=administrative Gronns

(o) O O O O

3. Select the Security tab and click Advanced.
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Figure 18-12: Security Tab
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4. Click Add... and select the Skype for Business administrator from the (trusted Skype for
Business) Resource forest. Select Allow in order to:

e Listcontents

e Read all Properties

e Read permissions
5. Click OK three times to leave those properties
6. Close ADSIEdit.msc

18.2.8 Run Skype for Business UM Configuration Tool

This utility is used to create the AD contact objects for Skype for Business Server to
resolve and locate the Exchange Subscriber Access and Auto Attendant services.

In Exchange 2007, it was always required to configure the UM Dial Plan name to be the
identical FQDN to that of the OCS Location Profile. With Exchange Server 2010 SP1,
this is no longer required, as indicated by the informational text in the figure below
(lowermost).

» To run the Skype for Business UM Configuration tool:

1. Run the OcsUmuUtil.exe program located in the Skype for Business Server's
'Support' directory shown in this path:

C:\Program Files\Common Files\Microsoft Lync Server 2010\Support\OcsUmUltil.exe
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Click Load Data; the Active Directory forest name populates the 'Exchange UM Dial
Plan Forest' field. If no Dial Plan is displayed, there is a permissions issue with
the account running OcsUmUtil.exe. Verify the steps from the previous item for the
account running OcsUmUtil.exe.

Figure 18-13: Exchange UM Integration Utility

K Enchange UM Integr stion Utilty |=10] x] '
Help

Ewcharge UM Disl Plan Forest
[camrp et

SIP Dasl Plans

|
Contacts:
| FODN H Fumber SIP LA Type Af Name
Rehesh I

Detete | E@. | mea. |

A4 location profile has not been crested that matches this dial plan. Until a location prosle is =]
icreated, the UM pley-on-phone and call ranster iesturas mey not work. (ignose this enmor for
[Exchange 14 5F1 and above)

Click Add to create the Subscriber Access contact first. Select the required
'‘Organizational Unit' and 'Name'. The defaults can be used for the rest of the settings.

Click Add again to create another contact, and select Auto-Attendant as 'Contact
Type'. Select the requried 'Organizational Unit' and 'Name'. The defaults can be
used for the rest of the settings as well.

Figure 18-14: Exchange UM Integration Utility - Contacts

I Exchange UM Integration Utility HHB
e
Exchange UM Dl Plan Forest
| |
Dhal Plares
FODN Husrbes SIP URI Tyoe  AAName
I NZEETET 10 euma s BC v red A4 Exchange Auto
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t’l »change UM Integration Utility
Help
Exchange UM Disl Plar Forest
| camp et |
SIP Dial Plans Conlacts:
FQDN SIPURI Type  AA Naome
0 DedadiM comvp et @ctmvp ret SA
+13125557557 s Exchange20Auo 204 endant Dedaudil A4 | Exchange Auto Attendant
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5. Close the Exchange UM Integration Utility and force an address book update in a
Skype for Business client to verify the new Exchange contacts. Depending on the
AD forest configuration replication may need to complete before attempting the

address book update process.

Figure 18-15: Address Book Update

7 -
& % P W S
7554 X 1557

| +1(312) 555-7556

Subscriber Access (Contacts) - Offfine

| Auto Attendant (Contacts) - Offline

7 (] o>

=1(312) 555-7557

Calls to Auto Attendant will now function and Voice Mail access for enabled users will be
available from Outlook and Skype for Business clients.
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A  Script to Set Writeback Permissions to
Enterprise Users

This appendix shows an example script for setting writeback permissions to Enterprise
Users.

# This script sets the minimum required write access permissions
for a Skype for Business resource forest service account when
deployed in hybrid mode with Office 365.

#

# The user forests in a resource forest model will require Skype
for Business schema updates if Dirsync or AADSync are used to
replicate changes to Office365.

# 1T AADConnect (Microsoft released October 2015) is used and
deployed in a resource forest model, there is no need for those
schema updates.

#

# Users that are member of an administrator group within Active
Directory have special protection on the Access Controll
Permissions.

# To also include those users in the replication logic (enable
them for Skype for Business) the -IncludeAdministrators parameter
need to be used.

# more info can be found at:

#
https://blogs.technet._microsoft.com/asiasupp/2006/11/15/regarding-
adminsdholder/

# more on security mechanism: https://technet._microsoft.com/en-
us/library/2009.09.sdadminholder.aspx

#

# To reset the user forest to the default security permissions of
Active Directory, use Dsacls /S /T on an OU

# for example, to reset the EnterpriseUsers OU, including all sub-
OUs and objects within it, use the command:

# Dsacls "OU=EnterpriseUsers,DC=enterpriseusers,DC=local" /S /T

Usage:

Run the script with the following parameters:

-Target, representing the target OU in the user forest
-Trustee, being the service account that is given write
perissions on the Skype for Business attributes in the user forest
# -ForReal, without this parameter, the script will run in demo
mode

# —IncludeAdministrators, needs to be present if Administrartor
accounts are also used for regular use with Skype for Business
(which is against Microsoft Best Practice Security Rules)

#

# Example:

# To assign write permissions for the CloudBond365\Administrator
to the EnterpriseUsers OU users, including the Administrative
users within it, run:

#

H OHHHHH

3+
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# DirSyncHybridACLPermissions.psl -Target
""OU=EnterpriseUsers,DC=enterpriseusers,DC=local"™ -Trustee
"CloudBond365\Administrator” -ForReal -IncludeAdministrators

#
param
(
Parameter(Mandatory = $true)
String]$Target
Parameter(Mandatory = $true)
String]$Trustee
Parameter(Mandatory = $false)
Switch]$ForReal Switch Present
Parameter(Mandatory = $false)
Switch]$IncludeAdministrators Switch Present
):
$objectDomain = ($Target "CF?YIDC=(C-F)T., "$27)

$adminSDHolder="cn=adminsdholder,cn=system,dc=""+$objectDomain

Write-Host """nTarget: $Target nTrustee:
$Trustee nAdminSDHolder: $adminSDHolder ™ n';

iT($ForReal . IsPresent)
{

Write-Host "Granting the following permissions...";

}

else

{

Write-Host

"Running in informational mode. To actually submit
changes use the -ForReal switch. n" ~

-ForegroundColor Yellow;

}

String[]]$objectTypes = @(
“contact"'
"‘group"””
“user"’

String $SkypeHybridWriteBackAttributes @C
"proxyAddresses;user"
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"msRTCSIP-UserEnabled;user"”
"msRTCSIP-OptionFlags;user"
"msRTCSIP-DeploymentLocator;user""
"msRTCSIP-Line;user"
"msRTCSIP-PrimaryUserAddress;user"

foreach($objectClass in $objectTypes)
{
Write-Host "Object type:" $objectClass;
foreach($attribute in $SkypeHybridWriteBackAttributes)
{
String[]]$scopedAttrs = $attribute.Split(’;"
StringSplitOptions None) ;
String]|$attr = $scopedAttrs|[O];
String]$ttype $scopedAttrs|[1];

iT( (Bttype.ToLower() $objectClass.ToLower())
($ttype.ToLower() "all™))
{

Write-Host "“tWrite Property (WP) $attr on descendent
user objects';

# [String]$cmdl = "dsacls "$Target™ /1:S /P:N";
String]$cmdl = “"dsacls "$Target® /1:S /G
"T"$Trustee ":WP;$attr;$objectClass™";
if($ForReal . IsPresent)
{

Invoke-Expression $cmdl |Out-File
DirSyncHibridPermissions.log.txt -Append

# Invoke-Expression $cmd2 |Out-File
DirSyncHibridPermissions. log.txt -Append

}
+

if(SIncludeAdiministrators. IsPresent)
{
# Set ACLs on adminSDholder object
# this should replicate to admin users (where admincount =1)

# dsacls
""cn=adminsdholder,cn=system,dc=enterpriseusers,dc=local” /G
""CloudBond365\Administrator:WP;msRTCSIP-PrimaryUserAddress"

dsacls $adminSDHolder /G $Trustee + ':WP;proxyAddresses"

dsacls $adminSDHolder /G $Trustee + ":WP;msRTCSIP-UserEnabled"

dsacls $adminSDHolder /G $Trustee + ":WP;msRTCSIP-OptionFlags"
+

dsacls $adminSDHolder /G $Trustee "-WP;msRTCSIP-
DeploymentLocator™

dsacls $adminSDHolder /G $Trustee + "":WP;msRTCSIP-Line"
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dsacls $adminSDHolder /G $Trustee + ":WP;msRTCSIP-
PrimaryUserAddress"

}

Write-Host " "nScript complete. n™n";
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