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Master Services Agreement

Operative Provisions:

This Master Services Agreement ("MSA"”) comprises the following modules: *

Module A - General Terms

and

Module B - Data Processing Requirements

and

Module C - Terms for Unified Security Service ("USS”) including Web Security (*WS”), Cloud
Application Security ("CASB"), Cloud Multi-Factor Authentication ("Cloud MFA"), MFA powered
by IntelliTrust ("MFA"), Compliant Email Archive ("CEMA") and Autonomous Security Engine
(“ASE").

[and]

Module D - Terms for Email Security ("EMS")

[and]

Module E — Terms for Support Services

and

Module F - Service Level Agreement ("SLA")

(*Modules C and D may or may not apply depending on the Service(s) purchased)

Acceptance
By clicking “I ACCEPT” when logging in to the Censornet USS Portal for the first time and
following acceptance of an Order by Censornet the Customer enters a contract with Censornet

for the selected Service(s) referred to in the relevant Modules from the Effective Date.
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Module A - General Terms

Introduction:

These Terms and Conditions (these “Terms”) constitute a binding contract between Censornet
and the Customer. These Terms, along with any other policies or documents referenced herein,

govern the Customer’s licensing and use of the relevant Service(s).

These Terms apply to such Contract notwithstanding any provision of the respective Modules.

These Terms apply to all Free Trials and NFR Licences, save for Clauses 2, 5 and 11.

Subject to your acceptance of these Terms, you may use the Service(s), including the download
or install of Software required to deliver the Service(s) subject to the terms of the relevant
Modules. If you do not accept these Terms, or the terms of the Modules, you may not use the
Service(s) or download, install (or otherwise obtain) Software required to deliver the Service(s).
You are deemed to have accepted these Terms, and the terms of the Modules, when you
proceed to use the Service(s) or download, install or use Software required to deliver the

Service(s).
1. Interpretation:

1.1 Words defined in these Terms shall apply throughout the MSA, and shall have the

following meanings:

“"Bulk Email Terms and means Censornet’s Bulk Email Terms and

Conditions” Conditions applicable to EMS, as amended from
time to time, made available to the Customer by
Censornet online via the Product Help Portal
https://help.clouduss.com/ems-knowledge-

base/bulk-email-terms-and-conditions
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“Business Day”

“Censornet”, “us” or “we”

“Change of Control”

“Confidential

Information”

“Contract”

“Customer”

“Customer Data”

“Data Protection

Legislation”

a day other than a Saturday, Sunday or public
holiday in England when banks in London are open

for business.

means Censornet Limited (Co. No. 05518629), the
registered office of which is at Highlands House,
Basingstoke Road, Spencers Wood, Reading,
Berkshire, RG7 1NT, UK;

shall be as defined in section 1124 of the
Corporation Tax Act 2010.

information that is proprietary or confidential
disclosed by a party to the other party including
commercial or technical know-how, technology,
information pertaining to business operations,
strategies, customers, pricing and marketing or is
either clearly labelled as confidential or identified

as Confidential Information.

the contract between Censornet and the Customer;
means all customers purchasing Services from
Censornet described in the Modules or using our

Services by way of a Free Trial or NFR License.

the data inputted by the Customer, Users, or
Censornet on the Customer's behalf for the
purpose of using the Services or facilitating the

Customer's use of the Services.

the General Data Protection Regulation (EU)
2016/679, the General Data Protection Regulation
(EU) 2016/679 as amended by any legislation

arising out of the withdrawal of the UK from the

(
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“Documentation”

“Effective Date”

“Fair Usage Policy”

“Free Trial”

“Intellectual Property
Rights”

European Union, the Data Protection Act 2018 and
any national implementing laws, regulations and
secondary legislation, as replaced, amended or
updated from time to time in the UK, and all
applicable law relating to data protection and the
processing of personal data and privacy, including
where applicable the guidance and codes of

practice issued by the Information Commissioner.

the documents made available to the Customer by

Censornet online via https://www.censornet.com

or such other web address notified by Censornet to
the Customer from time to time which sets out a

description of the Services.

means the date on which the Customer purchases
any Service(s) and/or the date of first use of the
Service(s) whichever occurs soonest (excluding

trial periods).

means Censornet’s Fair Usage Policy applicable to
WS and CASB, as amended from time to time,
made available to the Customer by Censornet
online via the Product Help Portal
https://help.clouduss.com/product-web-

security/fair-usage-policy

a free of charge trial of the USS platform and
Services which typically lasts for thirty (30) days.

patents, rights to inventions, copyright and
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“Mailbox”

“Normal Business Hours”

“Order”

“Privacy Policy”

neighbouring and related rights, trade marks and
service marks, business names and domain
names, rights in get-up and trade dress, goodwill
and the right to sue for passing off or unfair
competition, rights in designs, database rights,
rights to use, and protect the confidentiality of,
confidential information (including know-how and
trade secrets) and all other intellectual property
rights, in each case whether registered or
unregistered and including all applications and
rights to apply for and be granted, renewals or
extensions of, and rights to claim priority from,
such rights and all similar or equivalent rights or
forms of protection which subsist or will subsist

now or in the future in any part of the world;

A mailbox is the storage location of electronic mail
messages found on a remote server or downloaded
to the user's device. Email client software typically
organise messages into separate folders including

inbox and sent items.

9.00 am to 5.30 pm local time, each Business Day.

An email, purchase order or online order for one or

more of the Services;

means Censornet’s Privacy Policy, as amended
from time to time, made available to Customers by
Censornet online via its website

https://www.censornet.com/privacy-policy/

(



censornet

”

“Product Usage Policy

“Reseller”

“Services”

\\SLA"

“Software”

“Subscription(s)”

“Subscription Fees”

means Censornet’s Product Usage Policy, as
amended from time to time, made available to the
Customer by Censornet online via the Product Help
Portal https://help.clouduss.com/platform-

general/understanding-product-usage

means an authorised reseller of Censornet’s

Services.

the Service(s) provided by Censornet to the
Customer on these Terms, to include Email
Security (EMS), Web Security (WS), Cloud
Application Security (CASB), Cloud Multi-Factor
Authentication (Cloud MFA), MFA powered by
IntelliTrust (MFA), Compliant Email Archive (CEMA)
and Autonomous Security Engine (ASE) as more

particularly described in the Documentation.

Censornet's Service Level Agreement for providing
support in relation to the Services contained in
Module F.

means any software forming part of or included in

Services.

the subscriptions purchased by the Customer
which enable the Customer to apply the applicable
Service(s) to its Users in accordance with these

Terms.

means the fees payable by the Customer to
Censornet (whether or not through a Reseller) for
the applicable Service(s), as notified/invoiced by

Censornet;

(
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1.2

(

“"Term means the agreed contract length, as set out in
the Order, with effect from the Effective Date

“Users” those employees, agents and independent
contractors of the Customer, who the Customer

wishes to be subject to the Services.

“Virus” any thing or device (including any software, code,
file , program, script or agent) which may:
prevent, impair or otherwise adversely affect the
operation of any computer software, hardware or
network, any telecommunications service,
equipment or network or any other service or
device; prevent, impair or otherwise adversely
affect access to or the operation of any program or
data, including the reliability of any program or
data (whether by re-arranging, altering or erasing
the program or data in whole or part or
otherwise); or adversely affect the user
experience, including worms, trojan horses,
viruses, time bombs and other similar things or

devices.

means a 12-month period from the Effective Date.
“Year”

In this Contract, clause headings shall not affect its interpretation; a person includes a
natural person, corporate or unincorporated body (whether or not having separate legal
personality); unless the context otherwise requires, words in the singular shall include
the plural and in the plural include the singular; a reference to one gender shall include

a reference to the other genders; a reference to a statute or statutory provision is a
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2.2

3.2

3.3

(

reference to it as amended, extended or re-enacted from time to time and a reference

to writing or written includes e-mail.

The Contract:
Any quotation given by Censornet shall be valid for thirty (30) calendar days from the
date of the quotation (provided we have not previously withdrawn it) unless a different

period is stated in writing on the quotation.

An Order constitutes an offer by you to license the relevant Service(s) in accordance
with these Terms. An Order shall be deemed to be accepted by us, and the Contract
shall come into existence, on confirmation of the Order to you or on first use of the

Service(s) (whichever is soonest).

Use of Censornet Services:

The Service(s) and Software are licensed to you in accordance with this MSA for
internal business use by your organisation and you agree not to use the Service(s) /
Software / Documentation for any resale purposes (unless you are a legal and
authorised Reseller of our Services pursuant to a Reseller agreement executed between
the parties or you are a legal and authorised sub-Reseller of our Services pursuant to a
Distribution Agreement executed between us and the Distributor), or to provide any

service to any third party (whether or not for reward).

Censornet warrants that it has and will maintain all necessary licences, consents, and

permissions necessary for the performance of its obligations under this MSA.

In relation to Users, you undertake that the maximum number of Users that will be
subject to the Service(s) / Software shall not exceed the number of Subscriptions you
have purchased from time to time. If you exceed the number of Subscriptions purchased
you agree to pay additional Subscription Fees in respect of the additional

Subscriptions/Users.
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3.4

3.5

3.6

(

In respect of EMS and CEMA, you undertake that the maximum number of Mailboxes that

will be subject to the Service(s) / Software shall not exceed the number of Subscriptions

you have purchased from time to time. If you exceed the number of Subscriptions

purchased you agree to pay additional Subscription Fees in respect of the additional

Mailboxes, backdated to the point of oversuage.

You agree to be bound by the terms of our:

(a) Product Usage Policy, as amended from time to time, which can be found at:
https://help.clouduss.com/platform-general/understanding-product-usage;

(b) Fair Usage Policy, as amended from time to time, which can be found at:
https://help.clouduss.com/product-web-security/fair-usage-policy. Our Fair
Usage Policy is only applicable to Customers purchasing CASB and WS.

(c) Bulk Email Terms and Conditions, as amended from time to time, which can be
found at: https://help.clouduss.com/ems-knowledge-base/bulk-email-terms-and-
conditions. Our Bulk Email Terms and Conditions are only applicable to
Customers purchasing Email Security; and

(d) Privacy Policy, as amended from time to time, which can be found at:
https://www.censornet.com/privacy-policy/.

You shall:

(@) provide us with:

(i) all necessary co-operation in relation to this MSA; and

(i) all necessary access to such information as may be required by us;

in order to provide the Service(s), including but not limited to Customer Data,
security access information and configuration services;

(b) comply with all applicable laws and regulations with respect to its activities for

which the Service(s) / Software / Documentation are provided; and
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3.7

4.1

(

() be responsible for set up and maintenance of accounts and Customer Data to

ensure accurate usage reporting.

We shall be free to enter into similar agreements with third parties, or from
independently developing, using, selling or licensing documentation, products and/or

services which are similar to those provided under this MSA.

Restrictions:

Except as expressly authorised under this MSA, or as permitted by any applicable law
(which is incapable of exclusion by agreement between the parties), you undertake:

(a) not to copy, frame, mirror or republish the Software or Documentation except
where such copying is incidental to normal use of the Software nor access the
Software in order to build a competitive product or service, to build a product using
similar ideas, features, functions or graphics of the Services or to copy any ideas,

features, functions or graphics of the Services or the data contained therein;

(b) not to rent, sell, lease, sub-license, loan, pledge, translate, merge, transfer, assign,
distribute, display, disclose, adapt, vary, modify or otherwise commercially exploit

the Software or Documentation;

(c) not to make alterations to, or modifications of, the whole or any part of the
Software, nor permit the Software or any part of it to be combined with, or become

incorporated in, any other programs;

(d) not to attempt to circumvent or disable any restriction or entitlement mechanism

that is present or embedded in the Software;
(e) not to disassemble, decompile, reverse-engineer, create derivative works based on

the whole or any part of the Software, nor otherwise attempt to derive any of the

Software, source code or Documentation, nor attempt to do any such thing except

10
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()

(9)

(h)

(1)

6))

(

to the extent that (by virtue of section 296A of the Copyright, Designs and Patents

Act 1988) such actions cannot be prohibited because they are essential for the

purpose of achieving inter-operability of the Software with another software

program, and provided that the information obtained by you during such activities:

(i) is used only for the purpose of achieving inter-operability of the Software with
another software program; and

(ii) is not unnecessarily disclosed or communicated without our prior written
consent to any third party and no passwords or log-in information is shared
with third parties (without prior written consent); and

(iii) is not used to create any software which is substantially similar to the

Software;

not to publicly display or publicly perform the Software (without prior written

consent);

to keep all copies of the Software secure and to maintain accurate and up-to-date
records of the number and locations of all copies of the Software;

to use all reasonable endeavours to prevent any unauthorised access, or use of, the
Software and/or Documentation and in the event of any such unauthorised access
or use promptly notify us when you become aware of such unauthorised access or

use;
to supervise and control use of the Software and ensure that the Software is used
by your employees, agents and representatives in accordance with the USS terms

(contained in Module C) and EMS terms (contained in Module D);

to include our copyright notice on all entire and partial copies you make of the

Software on any medium;

11
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(k)

(M

(m)

(n)

(0)

(

not to provide or otherwise make available the Software in whole or in part
(including but not limited to program listings, object and source program listings,
object code and source code), in any form to any person other than your authorised

users without prior written consent from us;

not to send, access, store, distribute or transmit any Viruses, or any material during
the course of your use of the Software and Documents that is: (i) unlawful, harmful,
threatening, defamatory, obscene, infringing, harassing or racially or ethnically
offensive; (ii) facilitates illegal activity; (iii) depicts sexually explicit images; (iv)
promotes unlawful violence; (v) is discriminatory based on race, gender, colour,
religious belief, sexual orientation, disability; (vi) is otherwise illegal or causes
damage or injury to any person or property; or (vii) is morally distasteful, and we
reserve the right, without prejudice or liability to our other rights to you, to disable

your access to any material that breaches the provisions of this clause;

not to violate the privacy rights of any person. Do not collect or disclose any
information about an identified or identifiable individual protected under the privacy
and/or Data Protection Legislation without written permission. Do not co-operate or
facilitate identity theft;

not to allow or permit access to any computer or communications system without
authorization, including the computers used to provide the Services. Do not attempt
to penetrate or disable any security system. Do not intentionally distribute a Virus,
launch a denial of service attack, or in any other way attempt to interfere with the
functioning of any computer, communications system or website. Do not attempt to
access or otherwise interfere with the accounts of users of the Service or the

Service itself;
not to use the Service in any way which may degrade or negatively influence the

goodwill or reputation of Censornet, customers, partners or any other third party;

and

12
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(

(p) to comply with all applicable technology control, applicable laws, rules, export

controls, regulations and all privacy and data protection laws.

4.2 The rights provided under this clause 4 are granted to you only and shall not be

4.3

5.
5.1

considered granted to any subsidiary or holding company of you as the Customer.

We reserve the right to investigate the violation of this clause 4 or misuse of the Services.
We may report any activity that we suspect violates any law or regulation to appropriate
law enforcement officials, regulators or other appropriate third parties. Our reporting may
include disclosing appropriate Customer and/or User information. We also may co-operate
with appropriate law enforcement agencies, regulators or other appropriate third parties to
help with the investigation and prosecution of illegal conduct by providing same related to
alleged violations of the Clause. If you become aware of any violation of this clause, you
agree to immediately notify us and provide us with assistance, as requested, to stop or

remedy the violation.

Fees and payment:

If the Customer is purchasing the Service(s) through a Reseller:

5.1.1 All Subscription Fees must be paid by you in accordance with the payment

terms in your agreement with the Reseller.

5.1.2 In the event that the Reseller does not pay us the Subscription Fees due in
respect of the Service(s) provided to you, we reserve the right to request proof
that you have made payment in full to the Reseller in respect of the applicable

Subscription Fees.

5.1.3 Failure to provide proof of payment within 14 days after being notified in
writing to provide such proof in accordance with clause 5.1.2 above may result

in the suspension, or termination, of the Service(s) provided to you.

13
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5.2

5.3

5.1.4

(

In the event that we do not have end customer details, and these are not
provided by the Reseller within 14 days of our request for them, we reserve
the right to suspend, or terminate, the Service(s) provided to you, without any

liability.

If the Customer is purchasing directly:

5.2.1

5.2.2

5.2.3

5.2.4

Unless otherwise agreed, the Subscription Fees payable by you for the

Service(s) shall be the price set out in the quotation and/or our invoice.

Subscription Fees are payable in advance and all invoices must be paid in full
within thirty (30) days of the invoice date, free of deduction, set-off or
counterclaim. If you are required by any applicable law to withhold any part of
any amount payable to us, you shall at the time of payment of our invoice

make an additional payment to us equal to the amount of such withholding.

You are responsible for all taxes, charges, levies, assessment and other fees of
any kind imposed by governmental or other authority in respect of the

purchase or implementation of the Service(s).

If any sum payable to us is not paid by the date on which it is due, then
(without prejudice to any other available remedy) interest will accrue on the
overdue amount at the statutory rate for the time being in force under the Late
Payment of Commercial Debts (Interest) Act 1998 and we reserve the right in
our discretion to suspend your rights to use the Service(s) and/or (without
prejudice to any claim against the Customer) to terminate the Contract on
written notice to the Customer. Where interest on any sum due accrues to us
in accordance with this clause, any payment later received will be applied first

in payment of the interest due, and secondly in reduction of the indebtedness.

All invoices rendered in respect of additional Subscription Fees payable for overusage

(in accordance with clauses 3.3 and 3.4 above) will be subject to the same payment

terms as detailed above in clauses 5.1 and 5.2 (as applicable).

14
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(

5.4 Monthly Billing:

54.1

5.4.2

5.4.3

5.4.4

5.4.5

5.4.6

Unless otherwise agreed, the Subscription Fees payable by you for the
Service(s) shall be the agreed price set out in the agreement and/or our

invoice.

Monthly Fees are invoiced in arrears on or near the last day of the month and
all invoices must be paid in full within thirty (30) days of the invoice date, free
of deduction, set-off or counterclaim. If you are required by any applicable
law to withhold any part of any amount payable to us, you shall at the time of
payment of our invoice make an additional payment to us equal to the amount

of such withholding.

Monthly Fees are based on actual usage for the preceding month and are billed

in line with the Product Usage Policy.
Monthly Fees are charged in full for the month of termination.

You are responsible for all taxes, charges, levies, assessment and other fees of
any kind imposed by governmental or other authority in respect of the

purchase or implementation of the Service(s).

If any sum payable to us is not paid by the date on which it is due, then
(without prejudice to any other available remedy) interest will accrue on the
overdue amount at the statutory rate for the time being in force under the Late
Payment of Commercial Debts (Interest) Act 1998 and we reserve the right in
our discretion to suspend your rights to use the Service(s) and/or (without
prejudice to any claim against the Customer) to terminate the Contract on
written notice to the Customer. Where interest on any sum due accrues to us
in accordance with this clause, any payment later received will be applied first

in payment of the interest due, and secondly in reduction of the indebtedness.

5.5 The Services are sophisticated software products designed to provide protection against

a wide range of security risks. To this end it needs to inter-operate with other systems

and products in many different configurations. In certain cases this inter-operation

15
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6.2

6.3

6.4

6.5

(

may not be achieved straightaway, for technical reasons relating to the relevant
systems and products or their technical/infrastructure environments. We will use our
reasonable endeavours to achieve full inter-operation within a reasonable period. For
the avoidance of doubt, all invoices are payable in accordance with these Terms even if

the use, or full use, of the Service(s) is delayed whilst we do so.

Intellectual Property Rights:
All Intellectual Property Rights (IPR) in and to the Service(s) belong, and shall continue

to belong, to Censornet.

You shall not do or authorise any third party to do any act which would or might
invalidate or be inconsistent with any IPR of Censornet and shall not omit or authorise
any third party to omit to do any act which, by its omission, would have that effect or

character.

We make no representation or warranty as to the validity or enforceability of the IPR in

the Service(s) nor as to whether the same infringe on any IPR of third parties.

You shall promptly give notice in writing to us in the event that you become aware of

any infringement or suspected infringement of any IPR in or relating to the Service(s).

You acknowledge that you have no right to have access to the Service(s) / Software in

source code form.

Confidentiality:
Each party may be given access to Confidential Information from the other party in order
to perform its obligations under this MSA. A party's Confidential Information shall not be

deemed to include information that:

(a) is or becomes publicly known other than through any act or omission of the

receiving party;

16
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7.2

7.3

7.4

(

(b) was in the other party's lawful possession before the disclosure;

(c) is lawfully disclosed to the receiving party by a third party without restriction on

disclosure; or

(d) is independently developed by the receiving party, which independent development

can be shown by written evidence.

Subject to clause 7.4, each party shall hold the other's Confidential Information in
confidence and not make the other's Confidential Information available to any third party,
nor use the other's Confidential Information for any purpose other than the provision and

receipt of the Services.

A party may disclose Confidential Information to its officers, employees, professional
advisers, consultants, investors, sub-contractors and contractors engaged by that party
(“Representatives”) who need to know such information for the purposes of exercising the
party’s rights or carrying out its obligations under or in connection with this MSA, on the
basis that such party takes all reasonable steps to ensure that the other's Confidential
Information to which it has access is not disclosed or distributed by its Representatives in
violation of this MSA, informs its Representatives of the confidential nature of information
before it is disclosed, and procures that its Representatives comply with the confidentiality
obligations of this Clause 7 as if they were the disclosing party. Each party shall be liable
for the actions or omissions of its Representatives in relation to the Confidential

Information as if they were the actions or omissions of that party.

A party may disclose Confidential Information to the extent such Confidential Information
is required to be disclosed by law, by any governmental or other regulatory authority or
by a court or other authority of competent jurisdiction, provided that, to the extent it is
legally permitted to do so, it gives the other party as much notice of such disclosure as
possible and, where notice of disclosure is not prohibited and is given in accordance with
this clause 7.4, it takes into account the reasonable requests of the other party in relation

to the content of such disclosure.

17



censornet

7.5

7.6

7.7

7.8

7.9

7.10

8.2

8.3

(

Neither party shall be responsible for any loss, destruction, alteration or disclosure of

Confidential Information caused by any third party.

You acknowledge that details of the Services, and the results of any performance tests of
the Services, constitute our Confidential Information.

We acknowledge that the Customer Data is the Confidential Information of the Customer.

The receiving party agrees that breach of this clause 7 may cause the disclosing party
irreparable injury, for which monetary damages would not provide adequate
compensation, and that, in addition to any other remedy, the disclosing party may be
entitled to injunctive relief against such breach or threatened breach, without proving
actual damage or posting a bond or other security.

Upon termination of the Agreement, the receiving party will return copies of all
Confidential Information to the disclosing party or provide written confirmation of

destruction.

The above provisions of this clause 7 shall survive termination of this Contract for a period

of five (5) years thereafter, however arising.

Protection and processing of personal data:

The parties acknowledge that for the purposes of the Data Protection Legislation, you are

the controller and we are the processor.

You warrant that you have all necessary and appropriate consents and notices in place
to enable the lawful transfer of Personal Data to Censornet for the duration and
purposes of the Contract so that we may hold, use, process and transfer such Personal
Data when providing the Service(s).

Each party shall comply with its obligations under the provisions of Module B and of the
Data Protection Legislation in relation to any Personal Data that it processes under this
MSA and the Service(s) provided.

18
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8.4

9.1

9.2

9.3

9.4

(

You are responsible for informing all Users and third parties of such use and obtaining

any necessary consents as may be required by the Data Protection Legislation.

Limitation of liability and warranties:

The following provisions set out the entire financial liability of Censornet (including any
liability for the acts or omissions of its employees, agents, sub-contractors, licensors,

suppliers and sub-processors) to you in respect of:
(@) any breach of the Contract howsoever arising; and

(b) any representation, misrepresentation (whether innocent or negligent) statement
or tortious act or omission (including without limitation negligence) arising under or

in connection with the Contract.

Except as expressly and specifically provided in the Contract, all warranties, conditions and
other terms implied by Statute or common law are, to the fullest extent permitted by law,
excluded from the Contract. Censornet (including any employees, agents, sub-
contractors, licensors, suppliers and sub-processors) make no representations, conditions
or warranties regarding any third-party software or third-party service (including any
third-party cloud service) with which the Services may inter-operate (including, without

limitation, by way of an extension or a third-party integration).
Nothing in the Contract excludes the liability of Censornet:

(a) for death or personal injury caused by Censornet’s negligence or the negligence of

its personnel, agents or sub-contractors; or
(b) for fraud or fraudulent misrepresentation.

Other than in relation to any liability under clause 9.3, subject to clause 9.5, Censornet
shall not in any circumstances be liable whether in tort (including for negligence or breach
of statutory duty howsoever arising), contract, misrepresentation (whether innocent or

negligent) or otherwise for:

19
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9.5

9.6

9.7

9.8

(

(a) loss of profits;
(b) loss of business;

(o) depletion of goodwill or similar losses;

(d) loss of anticipated savings;

(e) loss of goods;

(f) loss of use;

(9) loss or corruption of data or information; or

(h) any special, indirect, consequential or pure economic loss, costs,
damages, charges or expenses.

Other than in relation to any liability under Clause 9.3, Censornet’s total aggregate
liability in contract, tort (including without limitation negligence or breach of statutory
duty howsoever arising), misrepresentation (whether innocent or negligent), restitution
or otherwise, arising in connection with the performance (or non-performance) of the
Contract and the Service(s) provided shall in all circumstances be limited to the
Subscription Fees actually paid by you to us under the Contract in the twelve (12)

months preceding the date on which the claim arose.

You acknowledge that the Service(s) and Software have not been developed to meet
your individual requirements, and that it is therefore your responsibility to ensure that
the facilities and functions of the Service(s)/Software as described by us meet your

requirements.

You acknowledge that we do not warrant that your use of our Service(s) will be
uninterrupted or error-free. We are not responsible for any delays, delivery failures, or
any other loss or damage resulting from the transfer of data over communications
networks and facilities, including email servers and the Internet, and you acknowledge
that the Software and Documentation may be subject to limitations, delays and other

problems inherent in the use of such communications facilities.

We use our best efforts to prevent any malware or unlawful content getting past our

defences, including by using industry standard anti-malware software which is regularly
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updated, but we cannot guarantee, and do not warrant, that those efforts will be

successful in all cases.

We shall have no liability, and you shall indemnify us and hold us harmless, for the
consequences of any changes made by you, or by any third party who is not acting on
our behalf, to the configuration of the Services/Software including any alteration of the

default rules that are pre-set by us.

The MSA sets out the full extent of our obligations and liabilities in respect of the supply
of the Service(s) / Software / Documentation. Except as expressly stated in this MSA,
there are no conditions, warranties, representations or other terms, express or implied,
that are binding on us. Any condition, warranty, representation or other term
concerning the supply of the Service(s) / Software / Documentation which might
otherwise be implied into, or incorporated in, these Terms whether by statute, common

law or otherwise, is excluded to the fullest extent permitted by law.
Except as expressly and specifically provided in this MSA:

(a) you assume sole responsibility for results obtained from the use of the Service(s) /
Software / Documentation by you, and for conclusions drawn from such use. We
shall have no liability for any damage caused by errors or omissions in any
information, instructions or scripts provided to us by you in connection with the
Service(s) / Software / Documentation, or any actions taken by us at your

direction;
and

(b) the Service(s) / Software / Documentation are provided to you on an "as is" basis.

Indemnity:

You shall defend, indemnify and hold harmless Censornet against claims, actions,

proceedings, losses, damages, expenses and costs (including without limitation court
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costs and reasonable legal fees) arising out of or in connection with your use of the

Service(s) / Software / Documentation, provided that:
(@) we give you prompt notice of any such claim;

(b) we provide reasonable co-operation to you in the defence and settlement of such

claim, at your expense; and
() you are given sole authority to defend or settle the claim.

We shall defend you against any claim made against you that the Service(s) / Software /
Documentation infringes any UK patent effective as of the Effective Date or any copyright
or UK registered trade mark and shall indemnify you for any amounts awarded against

you in judgment or settlement of such claims, provided that:
(a) you give us prompt notice of any such claim;

(b) you provide reasonable co-operation to us in the defence and settlement of such

claim, at our expense; and
(o) we are given sole authority to defend or settle the claim.

In the defence or settlement of any claim, we may procure the right for you to continue
using the Service(s), replace or modify the Service(s) so that they become non-infringing
or, if such remedies are not reasonably available, terminate the Service(s) on two (2)
Business Days' notice to you without any additional liability or obligation to pay liquidated

damages or other additional costs to you.

In no event shall Censornet, its employees, agents and sub-contractors be liable to you to

the extent that the alleged infringement is based on:

(@) a modification of the Service(s) / Software / Documentation by anyone other than

us; or

(b) your use of the Service(s) / Software / Documentation in a manner contrary to the

instructions given to you by us; or
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() your use of the Service(s) / Software / Documentation after notice of the alleged

or actual infringement from us or any appropriate authority.

The foregoing and clause 9 state your sole and exclusive rights and remedies, and our
(including our employees', agents' and sub-contractors') entire obligations and liability, for
infringement of any patent, copyright, trade mark, database right or right of
confidentiality.

Term, Renewal and Termination:

The Contract shall start upon the Effective Date and continue for the Term unless and

until terminated in accordance with this MSA.

You agree that, for non-monthly billed customers, we have the right to, automatically
and without notice, renew (each for a minimum period of twelve (12) months per
renewal) and invoice any Subscription Fees upon expiration of the Term or then current
renewal term ("Renewal Term”). The renewal start date will begin upon expiration of
the previous Term or Renewal Term, and you will be responsible for the payment of all
Subscription Fees to activate the renewal. Subscription Fees will be reviewed from time
to time and may be subject to change. You will be notified of any price change within
sixty (60) days prior to the expiration of your current term. In the event that you do
not accept any price change, and the Parties are not able to reach a mutually agreeable
adjustment to the Subscription Fees, you have the right to terminate the Contract upon

thirty (30) days prior written notice from the expiration of the current term.

Unless terminated earlier in accordance with this MSA, the Contract shall continue until
terminated by one party giving to the other notice in writing of at least thirty (30) days

prior to expiration of the current term when the Contract will auto renew.

We can terminate the provision of the Service(s) immediately if you: commit a material

breach of this MSA and/or become insolvent, cease trading, enter into liquidation or
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generally become unable to pay your debts within the meaning of Section 123 of the

Insolvency Act 1986 or any analogous event occurs in any relevant jurisdiction.

Upon termination or expiry of the Contract for any reason: (a) the accrued rights of the
parties as at termination or the continuation after termination of any provision
expressly stated to survive or implicitly surviving termination shall not be affected or

prejudiced; and (b) you shall cease to have any right to access or use the Service(s).

The termination of the Contract shall not of itself give rise to any liability on the part of
Censornet to pay any compensation to you for loss of profits or goodwill, to reimburse
you for any costs relating to or resulting from such termination, or for any other loss or

damage.
On termination of the Contract for any reason:

11.7.1 all rights granted under this MSA shall immediately terminate and you shall
immediately cease all use of the Service(s), Software and/or any Documentation
upon expiry of the current Term paid for;

11.7.2 each party shall return and make no further use of any equipment, property,
Documentation and other items (and all copies of them) belonging to the other
party;

11.7.3 We may destroy or otherwise dispose of any of your Data in our possession unless
we receive no later than ten days after the effective date of the termination of the
Service(s) a request not to do so. You shall pay all reasonable expenses incurred
by Censornet in disposing of Customer Data; and

11.7.4 any rights, remedies, obligations or liabilities of the parties that have accrued up to
the date of termination, including the right to claim damages in respect of any
breach of this MSA which existed at or before the date of termination shall not be

affected or prejudiced.
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Support:

Standard Support will be provided to you by the Reseller, not us, unless approved in
advance on a case-by-case basis. Additional chargeable support services may be
delivered to you directly by us. Please see Module E for the Terms of our Support

Services.

Entire agreement:

This agreement constitutes the entire agreement between the parties concerning its
subject matter and supersedes and extinguishes any previous understanding, promises,
assurances, warranties, representations or agreement, express or implied, and prevails
over any drafts, memoranda, letters or other communications. Each party confirms that it
has not relied upon any representation or collateral warranty not recorded in this MSA

inducing it to enter into the Contract.

Assignment:

You shall not, without our prior written consent, assign, transfer, charge, sub-contract or

deal in any other manner with all or any of its rights or obligations under the Contract.

We may at any time assign, transfer, charge, sub-contract or deal in any other manner

with all or any of its rights or obligations under the Contract.

No partnership or agency:

Nothing in the Contract is intended to, or shall be deemed to, establish any partnership or
joint venture between the parties, constitute either party the agent of the other party, nor
authorise either party to make or enter into any commitments for or on behalf of the other

party except as expressly provided in the MSA.
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Each party confirms it is acting on its own behalf and not for the benefit of any other

person.

Force majeure:

Neither party shall in any circumstances be in breach of the MSA nor liable for delay in
performing, or failure to perform, any of its obligations under the MSA if such delay or
failure results from events, circumstances or causes beyond its reasonable control,
including, without limitation, strikes, lock-outs or other industrial disputes, failure of a
utility service or transport or telecommunications network, act of God, war, riot, civil
commotion, malicious damage, compliance with any law or governmental order, rule,
regulation or direction, accident, breakdown of plant or machinery, fire, flood, storm or
default of suppliers or sub-contractors. In such circumstances the affected party shall

be entitled to a reasonable extension of the time for performing such obligations.

Waiver:

No failure or delay by a party to exercise any right or remedy provided under the MSA
or by law shall constitute a waiver of that or any other right or remedy, nor shall it
prevent or restrict the further exercise of that or any other right or remedy. No single
or partial exercise of such right or remedy shall prevent or restrict the further exercise
of that or any other right or remedy.

Variation:
No variation of the Contract or MSA shall be effective unless it is in writing and signed by

the parties (or their authorised representatives).

Severability:

If any term or condition of this MSA is held void or unenforceable, it shall be deemed

modified to the minimum extent necessary to make it valid, legal and enforceable. If such
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modification is not possible, the relevant provision shall be deemed deleted. Any
modification to or deletion of a provision, or part provision, under this clause shall not
affect the validity and enforceability of the rest of this MSA.

Notices:

Any notice given under the MSA shall be in writing and shall be delivered by hand or by
commercial courier or by Royal Mail special delivery posted in the United Kingdom or by
email. In the case of hand delivery, commercial courier or Royal Mail special delivery,
delivery shall be deemed to take place on actual delivery (or on receipt by the sender of a
notice that the addressee has "gone away" or refused to take delivery or any notice having
similar effect). In respect of ordinary Royal Mail delivery, delivery shall be deemed to take
place on the second Business Day after posting or at the time recorded by the delivery
service. Email notices shall take effect on transmission (provided a non-delivery message
is not generated) or, if this time falls outside Normal Business Hours, when business hours
resume. Notices shall be delivered or posted to the addresses of the parties given above,
email addresses appearing on a party’s website or letter heading, or to any other United

Kingdom address or email address notified in substitution on or after the Effective Date.

Third Parties:

A person who is not a party to this MSA shall have no right to enforce any of its terms
under the Contracts (Rights of Third Parties) Act 1999.

Governing law:

This MSA and any disputes or claims arising out of or in connection with it or its subject
matter or formation (including non-contractual disputes or claims) are governed by and

construed in accordance with the laws of England and Wales.

Jurisdiction:
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The parties irrevocably agree that the courts of England have exclusive jurisdiction to
settle any disputes or claims arising out of or in connection with the MSA, the Contract, its

subject matter or its formation (including non-contractual disputes or claims).
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Module B - Data Processing Requirements

1.

1.1

Definitions:

In this Module, unless the context otherwise requires, the following words and

expressions have the following meanings:

“Agreement”

“Censornet Personnel”

“Controller”

“Data Loss Event”

“Data Subject”

“Data Protection
Officer”
“Data Protection

Legislation”

any agreement for the supply of Service(s) entered into by
the parties whether forming part of the Contract which

includes this Module or otherwise.

means all directors, officers, employees, agents,
consultants and contractors of Censornet and/or any sub-
contractor engaged in the performance of its obligations

under this Agreement.
has the meaning given in the GDPR.

any event that results, or may result, in unauthorised
access to Personal Data held by Censornet under this
Agreement, and/or actual or potential loss and/or

destruction of Personal Data in breach of this Agreement.

has the meaning given in the GDPR.

has the meaning given in the GDPR.

the General Data Protection Regulation (EU) 2016/679, the
General Data Protection Regulation (EU) 2016/679 as
amended by any legislation arising out of the withdrawal of
the UK from the European Union, the Data Protection Act
2018 and any national implementing laws, regulations and

secondary legislation, as replaced, amended or updated
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“GDPR"”
“Personal Data”

“Processor” and

“processing”

“Sub-Processor”

“SCCS”

(

from time to time in the UK, and all applicable law relating
to data protection and the processing of personal data and
privacy, including where applicable the guidance and codes

of practice issued by the Information Commissioner.

the General Data Protection Regulation (EU 2016/679) and
the General Data Protection Regulation (EU 2016/679) as
amended by any legislation arising out of the withdrawal of

the UK from the European Union.

has the meaning set out in the GDPR and relates only to
personal data, or any part of such personal data, of which
the Customer is the Data Controller and in relation to which

Censornet is providing Service(s) under the Contract.

have the meaning set out in the GDPR.

any third party appointed to process Personal Data on

behalf of Censornet related to this Agreement.

means the model contract clauses set out in the European
Commission’s Decision of 5 February 2010 on standard
contractual clauses for the transfer of Personal Data to
data-processors established in third countries, under the
Directive 95/46/EC on the protection of individuals with
regard to the processing of personal data and on the free
movement of such data and any replacements or

amendments to the SCCs from time to time.
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Basis for Processing or Sharing:

Both parties will comply with all applicable requirements of the Data Protection
Legislation. This Module is in addition to, and does not relieve, remove or replace, the

parties obligations under the Data Protection Legislation.

The parties acknowledge that for the purposes of the Contract, the Customer is the

Data Controller and Censornet is the Data Processor of any Personal Data.

The basis for processing and sharing Personal Data under this Agreement is in
accordance with a lawful basis for processing Personal Data provided for by the Data
Protection Legislation. The details of the data processing activities in relation to this

Agreement are set out in Annex A.
Obligations of Censornet:

We shall only process any Personal Data on behalf of you in accordance with the written
instructions provided by you and to the extent, and in such a manner as set out in
Annex A. If we are required to do otherwise by law then we will promptly notify you of

that legal requirement, where possible, before processing the Personal Data.

We shall provide all reasonable assistance to you in the preparation of any data

protection impact assessment required prior to commencing any processing.

We will maintain complete and accurate records of any processing of Personal Data we

carry out on your behalf.

If we receive any complaint, notice or communication which relates directly or indirectly
to the processing or sharing of the Personal Data or to either party's compliance with
the Data Protection Legislation, we shall promptly notify you and provide full co-

operation and assistance in relation to any such complaint, notice or communication.

We shall ensure that we have in place appropriate technical and organisational
measures to protect against unauthorised or unlawful processing of Personal Data and

to protect against a Data Loss Event. The protective measures take account of:
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3.5.1 the nature of the data to be protected;

3.5.2 the harm that might result from a Data Loss Event;
3.5.3 the state of technological development; and

3.5.3 the cost of implementing any measures.

We shall promptly inform you of a Data Loss Event or if any Personal Data becomes
damaged, corrupted, or unusable. To the extent that we are responsible, we will

restore such Personal Data at our own expense.

We shall notify you immediately if we become aware of any unauthorised or unlawful
processing of Personal Data and in such circumstances shall comply with all your

requests in dealing with the situation.

At your request, we shall provide you with a copy of all Personal Data held by us in the

format and in the media reasonably specified by you.

Upon termination of the Agreement for any reason, we shall cease processing any
Personal Data and shall return all Personal Data to you and any copies thereof, where
requested, or shall securely destroy all Personal Data if instructed to do so by you and

shall certify that this has been done, unless prevented from doing so by law.

Transfers outside the EEA:

Subject to clause 4.2, we shall not transfer any Personal Data outside of the European

Economic Area ("EEA") unless your prior written consent has been obtained.

You acknowledge and consent to the transfer of Personal Data to the non-EEA Sub-

Processors listed in Annex B.

In relation to the transfer of Personal Data that you transfer to us from the UK that we
transfer to a non-EEA Sub-Processor located in third countries non benefiting from an

adequacy decision (see list in Annex B), you hereby authorise us to (i) rely on their
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BCR-processor instrument (if any) or (ii) enter into the SCCs in your name and on your
behalf with any such non EEA Sub-Processors in relation to such transfer on the basis
that:

4.3.1 you are the ‘data exporter’ and the non-EEA Sub-processor is the ‘data

importer’;

4.3.2 where the SCCs contain modular options, the controller to processor transfer

modules are selected;

4.3.3 the processing details applicable to the SCCs are as set out in Annex C and the

applicable security measures are set out at Annex D; and

4.3.4 Where the SCCs are amended or replaced and we enter into such amended or
replaced SCCs in your name and on your behalf with non-EEA Sub-processors

pursuant to the authority granted in this clause 4.3, we will notify you of this.

In relation to the transfer of Personal Data that you transfer to us from the EEA, we
agree to the terms of the SCCs (with you being the ‘data exporter’ and us being the

‘data importer’ under such SCCs) and we both agree that:

4.4.1 for the purposes of clauses 5(h) and 11 of the SCCs, you consent to the us
appointing sub-processors in accordance with the provisions set out at clause 4.2

of this Agreement;

4.4.2 any rights to audit, pursuant to clauses 5(f) and 12(2) of the SCCs, will be

exercised in accordance with clause 7 of this Agreement;

4.4.3 in the event of any conflict between the SCCs and the rest of this Agreement,

the SCCs shall prevail; and

4.4.4 the details of the appendices applicable to the SCCs are as set out in Annex C

and the security measures required are set out at Annex D.

The above shall cease to apply in the event that the European Commission issues an

adequacy decision in relation to the United Kingdom under Article 45 of the GDPR.

33



censornet

5.1

5.2

6.1

(

Censornet's Personnel:

We shall ensure that access to the Personal Data is limited to those Censornet
Personnel who need access to the Personal Data to meet our obligations under this

Agreement.
We shall ensure that all Censornet Personnel:

5.2.1 are aware both of our duties and their personal duties and obligations under the

Data Protection Legislation and this Contract;

5.2.2 are informed of the confidential nature of the Personal Data and do not publish,
disclose or divulge any of the Personal Data to any third party unless directed in

writing to do so by you or as otherwise permitted by this Agreement;

5.2.3 are subject to appropriate confidentiality undertakings with us (or, if applicable,

any Sub-Processor); and

5.2.4 have undertaken adequate training on the Data Protection Legislation relating to

the use, care, protection and handling of Personal Data.
Rights of the Data Subject:

We shall notify the Customer immediately if we:

6.1.1 receive a request from a Data Subject for access to that person's Personal

Data;
6.1.2 receive a request to rectify, block or erase any Personal Data;

6.1.3 receive a request from any third party for disclosure of Personal Data where
compliance with such a request is required or purported to be required by Law;

or

6.1.4 becomes aware of a Data Loss Event.

34



censornet

6.2

6.3

6.4

6.5

8.1

9.1

(

We shall provide you with full co-operation and assistance in relation to any request or

event referred to in clause 6.1.

We shall promptly comply with any request from you requiring us to amend, transfer
or delete the Personal Data.

We shall not disclose the Personal Data to any Data Subject or to a third party other

than at your request or as provided for in this Module B.

We have designated a Data Protection Officer.
Rights of the Customer:

You are entitled, on giving us reasonable notice, to inspect or appoint representatives
to inspect all facilities, equipment, documents and electronic data relating to the
processing of Personal Data by us.

Warranties:

We warrant that:

8.1.1 we will process the Personal Data in compliance with the Data Protection
Legislation and all other applicable laws, enactments, regulations, orders,

standards and other similar instruments;

8.1.2 we will take such appropriate technical and organisational measures in order to
ensure the safety and security of the Personal Data; and

8.1.3 we will take appropriate technical and organisational measures against the
unauthorised or unlawful processing of Personal Data and against a Data Loss
Event or destruction of, or damage to, Personal Data.

Appointment of Sub-Processors:

Subject to the terms of clause 4, we may only authorise a Sub-Processor to process
the Personal Data provided that the Sub-Processor’s contract is on terms which

comply with Data Protection Legislation.
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We shall remain fully liable to you for all acts or omissions of any Sub-Processor.

Review:

We may, at any time, revise this Module to ensure that it complies with any
amendments to the Data Protection Legislation or any guidance issued by the

Information Commissioner’s Office. Any amendments to this Module will become

effective upon you accepting the terms of the updated MSA online.
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Annex A - Processing, Personal Data and Data

Subjects

1. Introduction:

1.1 The Censornet Unified Security Service (USS) platform incorporates multiple security
services that may be purchased separately or in any combination, at any time. Not all
of the following information may therefore be applicable depending on the specific
Service(s) purchased.

Service(s) include:

o Email Security (EMS)

. Compliant Email Archive (CEMA)

o Web Security (WS)

. Cloud Access Security Broker (CASB)

o Cloud Multi-Factor Authentication (Cloud MFA)

. Multi-Factor Authentication powered by IntelliTrust (MFA)

o Autonomous Security Engine (ASE) - an integral part of the USS platform

2. Unified Security Service (USS) Platform Security Measures:

2.1 We use world-class, highly accredited providers to deliver USS and associated services
that include Amazon, IBM and Microsoft. Under GDPR these organisations would be
considered Sub-processors.

2.2 In Europe specific data centre locations include London, Frankfurt, Dublin and
Amsterdam.

2.3 USS log data is stored in a log database called LogDB. The region/location is specified

at the time of account provisioning. You have a choice of London (UK), Frankfurt (EU),
Dallas TX (US) or Dubai (UAE).
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We offer a true multi-tenant environment with separate database schema for each
customer. Customer log data in LogDB is isolated to a specific partition on IBM
Endurance Storage Nodes (redundant network SANs) and encrypted at rest.

Log data in LogDB is archived after a specified retention period. This retention period is
90 days for WS and EMS and 365 days for CASB and Cloud MFA services.

Log data is archived to Amazon S3 storage in the same *home’ region where it lives for
a further twelve (12) months and is then deleted. Log data in S3 is encrypted.

The only other service related data is policy/rule/configuration data that is held in a
different database called CoreDB. The CoreDB master database (in Amsterdam) is
currently replicated across 9 IBM locations worldwide to ensure rapid response times to
user requests. Customers within Europe will be restricted by default to only using EU
data centre locations. Use of data centres outside of Europe must be explicitly
requested, either at the time of provisioning, or later.

All service-related data is handled in strict accordance with Data Protection Legislation.

Service Specific Security Measures:

Web Security (WS)

The WS service uses the USS infrastructure, notably two databases - LogDB and
CoreDB - for log data and policy/rule/configuration data respectively - described in
clause 2 of this Module B.

3.1.1 WS Risks:

e Although the use of https has increased dramatically a significant humber
of websites still use the unencrypted http protocol. Information sent in
requests to and from those sites is therefore unencrypted in clear text and
may be intercepted.

e WS is focused on protecting users from harmful, unlawful, offensive or
inappropriate content. Harmful content includes web-borne malware a well
as phishing sites designed to capture credentials or other confidential
information.

e Viewing all of an individual user’'s web activity over time may enable the

viewer to make assumptions or gain insight into the particular interests of
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that user, or draw conclusions in respect of the user’s political or religious

beliefs.

3.1.2 Scope of Risk:

Our staff could access log information that contains details of user’'s web
browsing activity.

Only a small number of our staff are involved in the administration of WS
systems, or in supporting customers using the service, or those that have
access for operational or engineering (software development) reasons have
any access to the infrastructure that stores web activity log data.

The USS portal supports redaction of report data and this is enabled by
default for newly provisioned accounts. Our staff (other than privileged
users) cannot see personal information unless you specifically disable the

redact data option.

3.1.3 Input data that contains personal data - WS:

Input data for the WS service is comprised of all http and https web
requests and associated metadata. Metadata includes Active Directory (AD)
usernames, IP addresses and MAC addresses. Request information is sent
securely using ICAP to the Censornet cloud and compared against customer
configured policy to determine whether the URL is allowed or blocked. A
final action is returned to the agent and/or gateway that results in the
request being released to the target website, or blocked.

Each ICAP server stores requests temporarily on disk in a transaction log.
The servers maintain a transaction log for every LogDB partition that they
are actively handling requests for. A new transaction log is written every 60
seconds and shipped to the appropriate LogDB server. The temporary log

file is then deleted from the ICAP server.
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3.1.4 Output data that contains personal data - WS:

Output data from the WS service is comprised of log data relating to http
and https web requests. Log information includes AD usernames, IP
addresses and MAC addresses.

Log data is held online in LogDB (in the specified ‘home’ region) for a
period of 90 days and then archived. Archived log data is deleted after
twelve (12) months (but may be downloaded on demand by customers at
any time prior to deletion). Archived data is stored on Amazon S3 storage

in the same home region and encrypted at rest.

Cloud Access Security Broker (CASB):

The CASB service uses the USS infrastructure, notably two databases - LogDB and

CoreDB - for log data and policy/rule/configuration data respectively - described in

clause 2 of this Module B.
3.2.1 CASB Risks:

Although the use of https has increased dramatically a number of cloud
applications still use the unencrypted http protocol. Information sent in
requests to and from those applications is therefore unencrypted in clear
text and may be intercepted.

The Censornet CASB service in Inline Mode analyses all http and https
requests made to the specific cloud applications included in the Cloud
Application Catalog. The catalog comprises hundreds of business
applications and thousands of user actions within those applications.

The CASB service also includes an Application Programming Interface
(API) Mode that uses and API Gateway and API Connectors to major cloud

applications.

3.2.2 Scope of Risk:

Our staff could access log information that contains details of user’s cloud

application activity.
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Only a small number of our staff are involved in the administration of CASB
systems, or in supporting customers using the service, or those that have
access for operational or engineering (software development) reasons have
any access to the infrastructure that stores cloud application activity log
data.

The USS portal supports redaction of report data and this is enabled by
default for newly provisioned accounts. Our staff (other than privileged
users) cannot see personal information unless you specifically disable the

redact data option.

3.2.3 Input data that contains personal data - CASB:

Input data for the CASB service is comprised of all http and https cloud
application requests and associated metadata. Metadata includes AD
usernames, IP addresses, Real Names, MAC addresses, Email addresses
and any captured application data. Request information is sent securely
using ICAP to the Censornet cloud and compared against customer
configured policy to determine whether the user action is allowed, blocked
or logged. A final action is returned to the agent and/or 