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R&S®CA100
PC-Based Signal
Analysis and Signal
Processing Software
At a glance

R&S®CA100 provides a signal overview using a high-speed
spectrum/waterfall display; it supports both the monitoring
of known signals (demodulation and decoding to content
level) and surveillance/search operation by automatically
detecting signals of interest and performing a classification
(recognition of modulation type and transmission system/
code).

For complex (very dense, weak or disturbed) signal scenar-
ios, the user can override the automatic signal processing
and manually set the classifier or demodulator/decoder to
the signal of interest. An additional time domain analysis
function makes it possible to manually measure technical
signal parameters.

The detect, search and classify application provides a fully
automatic mode to monitor a frequency range, detect sig-
nals of interest, classify, demodulate, decode these signals
and store the results for later processing.

Signal data (digital IF) can be recorded to the computer
hard disk or external AMREC devices (e.g. R&S®GX460)
and replayed for processing.

Key facts

1 Supports automatic interception and monitoring of

complete signal scenarios

Powerful classifier and extensive signal processing library

with demodulators and decoders

Configurable detection of fixed frequency and burst

signals with subsequent automatic processing of

detected signals (including content recovery depending

on signal type)

Modular scalability from one-channel to four-channel

signal processing solution (multichannel capability

available if connected to a Rohde & Schwarz monitoring

receiver/digital direction finder with internal digital

downconverters, e.g. R&S°ESME/ESMD/EB510/EB500/

DDF260/DDF255/DDF205)

1 Open interface for independent extension of signal
processing capabilities by the user

1 Manual signal measurement in line with ITU-R SM.1600

1 Signal recording and replaying to/from hard disk
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Four signals of an 80 MHz signal
scenario provided by an R&S®ESMD
wideband monitoring receiver are

classified, demodulated and decoded

in parallel.



H &S@CA 1 0 O Fast and reliable simultaneous processing of
multiple signals
. 1 Manual parallel processing of multiple signals
P C _ B a S e d S I g n a | 1 Automatic detection of fixed frequency and burst signals
for fast and dependable results
. . 1 High performance detection of FSK2 signals
A n a |yS I S a n d S I g n a I 1 Detection threshold and ignoring of frequency ranges
1 Detection using a scanning receiver
. > page 8
P rO C e S S I n g S Oftwa re High-speed spectral shape search
. 1 Fast recognition of signals using spectral matching
B e n ef I tS a n d 1 Enhancement of detect, search and classify workflows
using detection list filtering
1 Spectral collector and spectral detector trainer

key features S

Reduced user workload due to automatic
processing of detected signals

Large variety of sources for signal acquisition 1 Automatic monitoring of signal scenarios
1 Processing of digital IF data 1 Fully automatic signal processing with user-defined rules
1 Spectrum/waterfall representation of signal data via script editor
1 Signal recording and replaying to/from hard disk > page 14
1 Processing of multiple signals
> page 4 Going into detail with manual measurements
1 Manual measurements of emission characteristics
Quick results with automatic classification 1 Emission analysis
1 Powerful RRS®CAMMOS classification unit > page 16
1 Wideband classification
1 Comprehensive library of demodulators and decoders Analysis of signal scenarios in line with
> page b5 ITU-R SM.1600
1 Technical parameters of unknown signals
Demodulators and decoders for a wide range of 1 Recognition of known or standardized methods
use cases 1 Advanced visualization
1 Manual or automatic demodulation and decoding > page 17
1 User-specific decoders and demodulators
> page 7 Diverse opportunities for user-specific expansion

1 Open programming interface for integration of user-
specific modules

1 Integration of a wide variety of user-programmed module
types

> page 19
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Large variety of
sources for signal
acquisition

Processing of digital IF data

R&S®CA100 processes digital IF signal data, covering the

following:

1 Online digital IF data provided by various
Rohde & Schwarz receivers/digital direction finders

1 Online analog IF data digitized via sound card

1 Offline replay of digital IF data (R&S®AMMOS IF format);
the signal sample can be an IF file replayed from local
hard disk or from an external AMREC recording/replaying
device (e.g. R&S®GX460)

1 Offline replay of WAV file

Spectrum/waterfall representation of signal data
The frequency range is presented using a realtime water-
fall with up to 1000 lines/s. Signal attributes can be mea-
sured by using time and frequency axis cursors.

Signal recording and replaying to/from hard disk
By activating the IF recording, a signal sample is stored on
the computer hard disk for later IF replay or IF export.
Alternatively a connected AMREC recording/replaying de-
vice (e.g. R&S®GX460) can be used for data storage.

By using an audio demodulator, (analog) emissions can
be listened to and recorded to WAV files on the computer
hard disk or on a connected AMREC recording/replaying
device.

Processing of multiple signals

If connected to a Rohde &Schwarz monitoring receiver
with internal digital downconverters (DDC) such as the
R&S®ESME, R&S®CA100 is able to process up to four”
downconverted signals in parallel. The center frequency
and bandwidth of each DDC can be set independently
within the limits of the processable realtime bandwidth of
the monitoring receiver or digital direction finder.

' Depends on monitoring receiver/digital direction finder type.

The R&S®ESME provides an 80 MHz spectrum. Four DDCs were set to downconvert four signals. These signals are indicated with different colors and

will be processed in parallel by R&S®CA100.
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Quick results
with automatic
classification

Powerful R&S°AMMOS classification unit
R&S®CA100 contains the powerful R&S®AMMOS classifi-
cation unit for the HF and VHF/UHF frequency ranges and
can recognize the modulation type and transmission sys-
tem of a huge variety of analog and digital signals. A list of
supported modulation types included in the R&S® AMMOS
classification unit is provided in the data sheet. This list will
be continually expanded.

CLOVER system classification and visualization example

The classification algorithm delivers a segmentation and
modulation analysis result. The segmentation process de-
termines the accurate center frequency and bandwidth of
the signal. The modulation analysis determines the modu-
lation type and all important modulation parameters (sym-
bol rate, frequency shift, etc.).

Wideband classification

The classifier in combination with the wideband snapshot
access option (R&S®CAT00WSN), connected for example
to an R&S®ESME wideband monitoring receiver, uses the
receiver's internal wideband snapshot buffer to classify
wideband signals (e.g. DVB-T, LTE or WLAN_802_11a/g/n)
in a bandwidth up to 80 MHz.
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Freguency: 16 kHz
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Classifier | spectrum | Audio |

Comprehensive library of demodulators and
decoders

The classifier results are used to automatically parameter-
ize a demodulator from the R&S®AMMOS demodulation
library. The resulting symbol/bitstream can be analyzed
using transmission system recognition and can be decod-
ed by using the decoders of the R&S® AMMOS decoding
library. Depending on the transmission system, the corre-
sponding decoder output will be displayed.

User-specific decoders that are developed with the
R&S®GX400I1D decoder development equipment and
installed on R&S®CA100 are also used in the classifica-
tion process. Symbol/bitstream data can be exported for
bitstream analysis with R&S®CA250.
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Demodulators and et or automatic demociation and decoding

operator or automatically by the R&S®CA100 modulation

decoders for a wide e msmisson srsem dassiier T symoolvewer
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User-specific decoders and demodulators
User-specific decoders (developed with the R&S®GX4001D
decoder development equipment) and user-specific de-
modulators can be installed on R&S®CA100 to expand the
demodulation/decoding capability (see page 19).
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Fast and reliable
simultaneous
processing of
multiple signals

R&S®CA100 has an automatic detector that enables
the user to scan or monitor frequency ranges
automatically for fixed frequency and burst signals.

Manual processing of multiple signals

File Edt Tools View Help

1WA E @E Moo @D

Manual parallel processing of multiple signals
Frequently, the realtime bandwidth of a monitoring receiv-
er contains multiple signals simultaneously. If R&S®CA100
is connected to a Rohde &Schwarz monitoring receiver/
digital direction finder with internal digital downconverters,
e.g. R&S®ESME/ESMD/EB510/EB500/DDF260/DDF255/
DDF205, the user can downconvert multiple signals and
then manually process them in parallel. The individual
DDCs can set their center frequencies and bandwidths
within the limits of the processable realtime bandwidth of
the monitoring receiver. The downconverted signals are
processed by the user with audio demodulation, classifica-
tion, demodulation/decoding and recording.
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Automatic detection of fixed frequency and burst
signals for fast and dependable results

In addition to its manual mode, R&S®CA100 provides a
high level of automation for detecting and monitoring fixed
frequency and burst signals. A detection result is gener-
ated for every detected signal that meets the predefined
selection criteria (signal duration, bandwidth, level, etc.).

The detection results are cyclically compared with the

signal scenario from the previous processing cycles.

The following events are reported:

1 New signal (signal over threshold for first time)

1 Change in characteristic of a known signal (activity
status, change in level, bandwidth or center frequency)

For content recovery, the user can manually select signals
from the list of detected/classified signals and start de-

modulation/decoding with the measured parameters. The
user can also configure a rule-based automated workflow
that independently handles the processing of the relevant

signals (see page 14).

High performance detection of FSK2 signals

The correlative detector optimizes the detection of

weak and specific FSK2 signals with very high reliability.
Preknowledge of the included bit sequence and user-
definable modulation parameters enable the correlative
detector to monitor and search for targeted signals within
a wideband spectrum. The detected signal will be further

analyzed to determine the payload, demodulated pay-
load, etc. The correlative detector is extremely beneficial
for users who want to effectively detect predefined FSK2

1 Inactive signal (signal level falls below detection
threshold)
1 End of signal reached

signals.
Detected signals are classified automatically.
EI&I Unit |dBm = Min [-1758.0 dBm 3: §IEI Max |-82.0 dBm E Rate £40 kHz Bandwidth 300 kHz

Max |-102.0 dBm 3‘ Bandwidth 300 kHz

Detect and Classify |

s Wi B 7o

Detections Filter: IShow classified detections anly LI
/ Time [ conter Freq. [ pet. Bandwidth| class. Banduwidth | Det. Level | sig. status | confidence [ Modutation | Trans. Sys. [symboipate [ Level [=]
- O7:13:10:000UTC 12,68709 MHz 197 Hz 234 Hz  -101 dBm active LIMKMHOWN -16,3 dbpy
- 07:13:01:000 UTC 12, 78602 MHz 2.542 kHz 3 kHz -72 dBm active 100.0 % PSKEA STAMAG_4285 2400.0 Bd 6.2 dby
07:12:49:000UTC  12.769742 MHz 77 Hz 1 Hz -86 dBm active 100.0 % CARRIER 1.4 dbpy
i 12.749573 MHz 212Hz 1Hz -&1 dBém active 100.0 % CARRIER 5.8 dbpy
12.745158 MHz 262 Hz 263 Hz -54 dBm active LMK -9.3 dbyv
12.731995 MHz 3FIHz 329 Hz -85 dBm inactive 100.0 % FaKz 93.96d -3.0dbyv
12.729996 MHz 1,018 kHz 1,068 kHz -66 dBm active 100.0 % Fakz (STANAG_4481_F3K) S0.0Bd 18,8 douv
£ 12.720991 MHz 2113 kHz 516 Hz -82 dBm active 100.0 % Fakz 93.9 Bd -7.4 dbyt
07:12:14000UTC  12.719997 MHz 631 Hz BE3 Hz -81 dBm artive 100.0 % Fakz 75.0 Bd 4.5 dbp
07:12:09:000UTC  12.701083 MHz 1,035 kHz 1.069 kHz -64 dBém active 100.0 % Fakz (STANAG_4481_F3K) S0.0Bd 22,7 douv
- O7:12:00:000UTC 12678006 MHz 512 Hz 322 Hz -86 dBm active LIMKTION T 3.7 dbpy
H 12.669421 MHz 2.2 kHez -81 dBm active 57.0 % PaK2A 120.0 Bd
12666748 MHz 2.55 kHz -78 dBm active LIMKMHOWN -22,5 dbuv
12653993 MH; tive Fakz 11,4 dbut
Hz - Atin N ~ti
- OF111000UTC  12.569996 MHz 283 Hz -78 dBm active 98.0 % FaKz -1.6 dbuv Th@ automatic dO‘[O(,UOn fuﬂ(/t\on’
- OFILILO00UTC  12.585996 MHz 1Hz -68 dBm active 100.0 % CARRIER 11,8 dbuv .
- 07110000 LTC 12,57 MHz 3kHz  -59dBm active 1000 % PEKBEA STANAG_4285  2400.0Bd  27.6dbwV o ality informs the user about signals
4 | 3

and events of potential interest.
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Detection threshold and ignoring of frequency
ranges

The automatically computed detection threshold adapts
to the variable noise floor that is typical of a specific fre-
quency range.

In scenarios where certain signals or frequency ranges are
of no interest, a list of frequency ranges to ignore can be
included in the detector algorithms. The detectors will then
stop generating messages for signals in these ranges.

Detection using a scanning receiver

For signal detection, the receiver is operated in scan
mode, which means it can cover any frequency range. The
automatic detector operates in the scan spectrum and
detects signals as described above.

To process (e.g. classify/demodulate/decode) detected sig-
nals automatically, the monitoring receivers' internal digital
downconverters are used to extract signals if the receiver
is in fixed frequency mode.



High-speed spectral
shape search

R&S®CA100 excels in detecting and identifying
spectral shapes of interest within a wide, densely
populated scenario.

Fast recognition of signals using spectral
matching

The spectral shape detector is designed to search for
known and unknown signals by performing spectral pat-
tern matching. It is very fast and customizable (i.e. it
searches for signals of interest as specified by the user).
The decisions of the matching algorithm are based on
many criteria within a comprehensive decision matrix,
which allows the similarities between input signals and
shape description sets to be reliably assessed. Owing to
this unique algorithm, the spectral shape detector can op-
erate effectively across wide frequency ranges, dense sig-
nal scenarios, and even under harsh radio conditions.

Fast recognition of spectral shapes has two other

advantages:

1 Known shapes of interest can be captured quickly
(effective search)

1 Known shapes that are not of interest can be ignored
(efficient search)

Both capabilities will significantly speed up the work of a
surveillance operator and are greatly beneficial for quick
search applications.

Thanks to its high speed, the use of predefined shapes and

the new search algorithm, the spectral shape detector pro-

vides the following features:

1 Rapid: It accelerates spectral search by analyzing 1000
spectral shapes in less than 1 s

1 Robust: It excels in dealing with varying and complex
signal scenarios, by considering noise, fading and
shifting sampling rates

1 Reliable: It aims to effectively detect signals with distinct
spectral shapes (e.g. CW, AM-DSB, multichannel and
FSK signals) and also improves the reliability by feeding
the recognized spectral shapes to the baseband classifier

1 Reconfigurable: It enables users to define signal
categories and configurations that suit their own wishes
and needs

Rohde & Schwarz R&S®CA100 PC-Based Signal Analysis and Signal Processing Software 11



Enhancement of detect, search and classify

workflows using detection list filtering

The spectral shape detector is designed to obtain opti-

mized results and is especially useful for the following

applications:

1 Filtering spectral shapes of interest (e.g. identifying
only those signals with a spectral shape that matches
the shapes of signals of interest) before a baseband
classifier/demodulator/decoder optionally starts analyzing
and processing them in more detail

1 Filtering out known and even unknown spectral shape
types that are not of interest and do not need to be
analyzed or processed in depth

1 Extending the list of recognizable signals based on user-
defined categories

The conventional energy detector is combined with a high-perform

The detector is provided with a database of spectral
shapes. This is the spectral reference library. The patterns
in the database can either be specific user-defined signal
types with corresponding parameters, or predefined within
the detector as generic signal types (i.e. CW, AM-DSB,
multichannel and FSK signals).

To increase the robustness of the detector, several differ-
ent instances of the same signal category are gathered
and processed by the spectral collector. These are used by
the spectral detector trainer, which “learns” to recognize
and define these shapes in order to develop the spectral
reference library. After this “training” phase has been com-
pleted, the detector is able to work with the live spectrum
(the receiver can be in fixed frequency or scanning mode).

ance spectral shape detector to enhance the

signal search and recognition process. The lower screenshot shows the result of matching the library of generic

and user-defined signal types by using the spectral shape detector.

Detection List |

Mn 60dBm %

Detections Display | All detections - Classified | |0% (0 of 167)

Det. Center Freq.  Det. Bandwidth ~ Det. Level  Sig. Status SpectraI’Detector Generic Detector o
5.846167 MHz 2,093 kHz -35 dBm active GlobeWireless_28 (100%); GlobeWireless_30 (16%); Globe... B
5.789043 MHz 2460 kHz -29 dBm active GlobeWireless_26 (81%); GlobeWireless_30 (20%); GlobeW... =
5.810179 MHz 2,075 kHz -34 dBm active GlobeWireless_24 (100%); GlobeWireless_20 (11%); Globe...

5.795136 MHz 1.991 kHz -35 dBm active GlobeWireless_22 (100%); GlobeWireless_16 (8%); GlobeW... B

5.802108 MHz 1.874 kHz -36 dBm active GlobeWireless_20 (85%); GlobeWireless_16 (4%); GlobeWir...

5.861934 MHz 1.992 kHz -32 dBm active GlobeWireless_16 (92%); GlobeWireless_20 (7%); GlobeWir...

5817110 MHz 1,638 kHz -35 dBm active GlobeWireless_14 (100%); GlobeWireless_16 (2%)

5.955068 MHz 2,048 kHz -36 dBm active FSK2_150Bd_850Hz (100%) FSK2 (53%)

5.839433 MHz 2,225 kHz -33 dBm active FSK2_150Bd_850Hz (100%) FSK2 (100%)

6.073848 MHz 2829 kHz -34 dBm active F5K2 narrow (41%)

6864063 MHz 3.045 kHz -35 dBm active OFDM_60_93 (30%); OFDM_39 (11%); FSK2 narrow (3%) MC (5%)

6.887835 MHz 3.074 kHz -33 dBm active OFDM_60_93 (14%); OFDM_39 (12%); FSK2 narrow (4%)  MC (74%); FSK2 (10%)

6.822989 MHz 3164 kHz -29 dBm active OFDM_60_93 (10%); OFDM_39 (5%); FSK2 narrow (4%) MC (88%); FSK2Z (8%)

6152149 MHz 3.281 kHz -21 dBm active OFDM_60_93 (9%); CIS_12CH_PSK_LSB_PILOT (4%); OFDM_39 (... FSK2 (84%)

6.178574 MHz 3162 kHz -38 dBm active OFDM_60_93 (5%); OFDM_39 (5%); FSK2 narrow (435)  MC (77%); FSK2 (26%)

6.146231 MHz 2,929 kHz -25 dBm active OFDM_60_93 (6%); OFDM_39 (5%); FSK2 narrow (435) FSK2 (12%)

6.058809 MHz 3164 kHz -25 dBm active OFDM_G0_93 (6%); OFDM_39 (5%); FSK2 narrow (3%)

6.381602 MHz 3.281 kHz -16 dBm active OFDM_60_93 (6%); OFDM_39 (5%) FSK2 (23%)

6.068184 MHz 2,459 kHz -38 dBm active OFDM_60_93 (6%); FSK2 narrow (5%); OFDM_39 (5%)

6.896993 MHz 3.281 kHz -35 dBm active OFDM_39 (24%); FSK2 narrow (6%); OFDM_60_93 (6%)  FSK2 (47%); MC (31%)

6.714414 MHz 3.281 kHz -30 dBm active OFDM_39 (19%); CIS_12CH_PSK_LSB_PILOT (16%); OFDM_609... MC (84%)

6.795282 MHz 3,060 kHz -27 dBm active OFDM_39 (15%); OFDM_60_93 (9%:); FSK2 narrow (4%) MC (60%)

6.879766 MHz 3.515 kHz -28 dBm active OFDM_39 (15%); OFDM_60_93 (6%) FSK2 (7%); MC (3%)

6164922 MHz 2812 kHz -26 dBm active OFDM_39 (12%); OFDM_60_93 (6%) FSK2 (5%) ~
4 11 ] +
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Spectral collector and spectral detector trainer
The spectral collector is a fully automatic application for
identifying and collecting a reasonable number of signals
(based on live or offline spectrum) that are suited for train-
ing purposes. Based on an automatic algorithm, it selects
and gathers a number of spectral shapes that are repre-
sentative of the signal of interest. These spectral shapes
vary because they have been computed at different times
(i.e. within a few seconds of the selection time). The spec-
tral collector also manages the repeated collection of dif-

ferent emissions associated with the same signal category.

The spectral detector trainer is a standalone application
for extracting relevant spectral information and identify-
ing certain signal types based on a set of spectral sample
data. The extracted spectral features define a specific cat-
egory of signals. This information is used by the detector
to recognize signals with similar spectral characteristics
during a spectral shape search.

Spectral detector trainer

Manage Categories | Create Detector Profile Assess Detector

In order to train the detector, the user decides which
signal types are of interest, collects the corresponding
sample data and defines the desired signal categories. It is
also possible to automatically create a training collection
using the spectral detector trainer. Each signal category

is represented by a reasonable number of spectral shapes
(approx. 30) and defined in the spectral reference library.
The training is carried out based on a list of shape-describ-
ing features derived from the signals within the spectral
reference library. In order to achieve a more reliable detec-
tion, the set of reference shapes used for training should
include examples of degraded signals. This makes shape
detection more robust against negative influences such as
noise and fading.

Based on the input data from the spectral reference li-
brary, the spectral detector trainer creates a profile for
the detector for each signal category. Using an automatic
decision algorithm, the detector evaluates how well each
detected signal matches the characteristics of the trained
categories.

Training Collection Information
Category Name CH_4_4
File Mame 0:\DATA\Rohde-Schwarz\SpectralDetectorTrainer\trainingcollections\CH_4_4.ssc

Comment 8 channels in two groups of four channels

Training Collection Definition

Selected Spectral Shape

Available Spectral Shapes: 30 Open Colle(_tinn”.] [Add Collection... ]

Spectral Shapes in Training Collection 9 30

New...

] l QOpen...

Save

Dem. Parameter Set
DDEM ¢

3.55dB

0.05dB

B

-6.85dB

-10.35dB

Remove Entry

Spectral Shape SNR Time Stamp Center Frequency * > Spectral Shape
ch4 41d849... 20,6993 dB 1970-01-01 00:0... 4.747304 MHz chd_41d848...
ch4_41d849... 201377 dB 1970-01-01 00:0... 4.747304 MHz chd_41d848...
ch4_41d849... 19.6697 dB 1970-01-01 00:0... 4.747304 MHz chd_41d849...
ch4_41d849... 19.4618 dB 1970-01-01 00:0... 4.747304 MHz chd_41d848...
ch4_41d849... 196092 dB 1970-01-01 00:0... 4.747304 MHz chd_41d843...
ch4_41d849.. 19.8103 dB 1970-01-01 00:0... 4.747304 MHz £ chd_41d843...
ch4_41d849... 19.9644 dB 1970-01-01 00:0... 4.747304 MHz chd_41d848...
ch4_41d849... 201191 dB 1970-01-01 00:0... 4.747304 MHz chd_4 1d868...

chd 41d849... 201609 dB 1970-01-01 000.. 4747304 MHz 7 chd 41d868..
< n 2 <

SNR

239987 ...
22875 dB
201377 ...
199644 ...
20,1609 ...
204434 ...
21.0058 ...
161188 ...
152637 .

[

Time Stamp Cente?Frequ Bandwidtk
1970-01-01 ... 4747304 M... 2421875kl
1970-01-01 ... 4.747304 M... 2421875kl
1970-01-01 ... 4747304 M... 2421875 ki
1970-01-01 ... 4.747304 M... 2421875 ki
1970-01-01 ... 4747304 M... 2421875 k| =
1970-01-01 ... 4747304 M... 2421875 ki
1970-01-01 ... 4747304 M... 2421875kl
1970-01-01 ... 514928 MHz 2.460938 kI
1970-01-01 ... 514928 MHz 2460938 kI ™
3
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Reduced user
workload due

to automatic
processing of
detected signals

R&S®CA100 combines signal detection with
configurable, automatic processing (classification,
demodulation, decoding, content recovery,
recording).

Automatic monitoring of signal scenarios

The most impressive benefit of R&S®CA100 is the combi-
nation of automatic detection and classification with fully
automated processing of signals (demodulation, decoding,
recording). This allows R&S®CA100 to independently moni-
tor a wide frequency range and eliminate many routine
tasks for the user.

The user defines a set of rules. For each signal, these rules

are used to automatically and independently perform the

following actions:

1 Event triggering: The signal's technical parameters are

associated with signal types of special interest. An event

notification is generated and sent to the user immediately

after recognition

Recording: A snapshot of the signal (with predefinable

length) is to be saved for subsequent processing.

The digital IF is saved on a recording/replaying unit. It

performs IF recording of the fixed frequency signal as

well as wideband IF recording (with defined duration)

Demodulation or demodulation/decoding: If the

demodulators/decoders for the recognized transmission

system are found in the library of R&S®CA100, then

they are configured with the measured parameters and

started. The signal content is recovered and saved. The

maximum duration of the content snapshot can be

predefined. Automatic processing includes the following:

» Audio demodulation: performs audio demodulation of
the fixed frequency signal and saves the audio data

- Digital demodulation: performs digital demodulation of
the fixed frequency signal and saves the symbol stream
data

» Digital demodulation/decoding: performs digital
demodulation/decoding of the fixed frequency signal
and saves the content

Application example for fully automatic signal processing

The user can simultaneously intercept various signal types with R&S®CA100. Example: for detected analog signals, the audio data is recorded (5 s duration).
Detected digital PACTOR IlI signals are decoded until the end of the signal.



Fully automatic signal processing with user-
defined rules via script editor

R&S®CA100 performs fully automatic processing using
JavaScript scripts to trigger actions that control what is
recorded or processed. These scripts make it possible to
define conditions or criteria based on the relevant param-
eters. When these conditions are met, the script triggers
the corresponding actions (predefined by the user). The
script can also decide when a signal will be skipped and
define how long a signal will be recorded if an action is
triggered.

R&S®ScriptEditor provides an environment in which such
scripts can be written, tested and debugged. This tool

has been designed to allow a straightforward approach to
script development and to reduce the effort involved in de-
veloping the scripts.

General overview of the R&S®ScriptEditor GUI, with the input fields that act as triggers (left), the central scripting area where analysis is performed

(center) and windows where analysis results are shown (right)

DABBR  OL 00 >HM TITO®RED-T-|w

Classification Result

]

Send new result event

Frequency
Bandwidth
Primary Modulation
Modulation

Transmission System

(& script | [T] ObjectInspector |

|R.eoordings and Events =

Apply Script| |b°' Chedk Script| Auto apply

Symbol Rate [Bd] 0.00

Shift [Hz] 0.00
0.00
0.00

Tone Count i}

Channel Count 0

Spadna Mzl 1 [2] o.00

Block Length [s] 0.00

Block Cyde [s] 0.00

Signal Level [dbuV] 0.00

OFDM Useful Dur. [ps] 0.00

Guard Interval [ps] 0.00

Confidence [%] 0%

Decoder Candidates ALIS
ALIS 2
ARQ 670
ARQ 690
ARG 698
ARQE

Bitstream Classification in Progress

4 LU}

s

| pScA.. | Classificati. | Bitstrea..

Recordings

Fontsize g E

10

11 ffinitialze locally used vanables fo remember (ast starf fime

12 wvarRecordingStartTime = 0;
13
14

18 Frequendes for POCSAG and TETRA 400 MHz up fo 500 MHz
20 if (ClassificationResult. TransmissionSystem == System.POCSAG)

22 var StreamsToRecord = new Array;

23 StreamsToRecord [0] = Datastream.IFData;

/‘*
15  This function wil be called, when a new dassification resu't has been received.
*,

17 function ClassificationResultEvaluation( RecordingStarter )
{

-

|| Recording Comment

Force Stop

24  StreamsToRecord [1] = Datastream.SystemResult; || EwentHistory
25  RecordingStarter.enableRecordings(StreamsToRecord, "POCSAG detected .. recording IF and
SystemResult™); RecordingsEnabled()
%} #if
27 else if (ClassificationResult. TransmissionSystem == System, TETRA) » [[TETRA detected .. recording IF
m { RecordingsStopped()
29 RecordingStarter.enableRecording(Datastream.IFData, “TETRA detected .. recording IF7); recording finished
30

31  else if (ClassificationResult.ModulationType == Modulation.FM)

32

34
35

36 fremember fhe start time fo it the recording ime
37 varRecordingStartTime = CoreObject.getTickCountInMiliseconds();

38 }
39
40

42

43 function BitstreamResultEvaluation( RecordingStarter )

= {

45 /' POCSAG or TETRA 5 not using a decoder
46 }

47

48 /~

50

51 function ADemSignalDetectionstateChanged( boolSignalDetected, RecordingStopper )

52 {

53 i/ Nothing to do here
54 }

55

56 /*

33  RecordingStarter.enableRecording(Datastream. AnalogAudio, "FM detected .. recording Audio™); —
¥

¥
41 This function wil be called, when & new bitsfream result has been received.
®,

49 This funchion will be called, when the analog demodulator signal detection state changes.
*,

Clear History
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Going into detail
with manual
measurements

Spectrum, time analysis and digital modulation

File Edit View Help
1]
52 AN

Send to GX4301S

@

Manual measurements of emission characteristics
Manual measurements of emission characteristics (band-
width, duration, S/N ratio, level) can be performed with
measurement cursors in the zoomable spectrum. The filter
bandwidth is automatically adapted to filter out all disturb-
ing out-of-band emissions and noise.

Emission analysis

Emissions are analyzed using the time domain analysis
functionality of R&S®CA100. Zoomable level, envelope,
frequency, phase and spectrum plots make it possible
to measure technical parameters such as level range,
frequency shift and symbol rate.

SEE-E Job o [@]  (DD[@)DEC_@AD  [CLS  [SPEC |’ CreateReport = Clear File List | EDM Report
Storage | @IQ v @FT @ADEM @ DIX @IMG @ INST @SYM @ TSR | @ Al 6 [} .00 100 2{@® ®
i £ 100 m T3 m 2:00 m 23 m 30 m 0 3Em 400m 430 m Jon:03:18:912
¢ (Specrum & XJ| spectrum | symbol view | Bitstream Processing | Audio | Decoded Text | Classifier | Time Analysis |
% FFT Length 25 max 42 dens | Rate 32 ko2 Bandwidth 20 kHz Modulation Tndex need symbol rate first Grid 4 [2][] Extend  Symbol rate 49.9656 Bd [
& | Window Center Frequency not measured Bandwidth not measured

Sl —
e

c
H

3 || Display mode

3

i
8| average time [ms] 300 1=
2| Measurement time [ms]

5 Infinite

L Modulation Analysis

E Source

| Frequency offset

5

< 5Hz
8

& | bandwidth

= 800 Hz

Time signal type

Spectral Resolution

25
107041-_,\

Shift not measured

EE

950 ms

“ﬂ’\l‘llm'bl‘u‘\”d.|"‘1\"‘"ui“

900 ms

!

U'JM'!‘J"‘A'J Ll

}hi«"ﬂ\]

‘I\\,I\JIMI“}

Frequency 3125 Hz
Time 32ms
uu
101.00
100.00
Apply Auto Apply 99.00
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Analysis of signal
scenarios in line

with ITU-R SM.1600

Fle Edt View Hep

Technical parameters of unknown signals
R&S®CA100 covers the measurement methods specified
in the ITU-R SM.1600 recommendation. For unknown
signals, it offers a variety of representations and tools for
analyzing and measuring technical parameters such as
bandwidth, symbol rate, number of tones, tone spacing,
shift, modulation index, length of guard interval, number
of channels, signal duration, symbol valency and modula-
tion type.

Recognition of known or standardized methods
For known or standardized methods (GSM, DECT, CDMA,
etc.), correlation and pattern analysis techniques are avail-
able. The tools of R&S®CA100 allow quick recognition of
preambles, training sequences and synchronization words
of known methods.

QAM16 constellation diagram

H. |EJ {, Huemndu\amv v ] Frea. [lo00re = |y [;

Froject & X | Resubs  workspace |

Poment h Pode

5169 Temporary project Diaaram o 9 Source Length  Windowing
Spectrum =] [Baseband | [4058 =] [Famning

(&) DRM_10kHz_1
Tool

Select. ]

244k

Signal Modfication ERS

I Time Seamentation
Seqmert:

Processing

& Hone
" Demodulate

Demodulation type: [am -

=l | =] [Loo = [averagng |

e o e e AR
Aswm s H LY { wle I
B (111
Source: |
Center freq, offset)
Bendidth warkspace |
Creationinfo: oo peald
ratoreraition = e

Comment:
Tool
Execils Select -

Spectrum and autocorrelation

diagram
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Advanced visualization

Time/frequency segmentation including filtering makes
multichannel methods, noncontinuous emissions (bursts)
and densely occupied signal scenarios easy to handle.

(Coded) orthogonal frequency division multiplex
((C)OFDM) signals and methods using multiple modula-
tion (e.g. AM-FSK, FM-FSK) can be easily measured and
analyzed.

I/Q constellation diagrams and eye patterns are available
for evaluating the measured parameters and the equalizer
settings.

Eye diagram of a multitone signal

Results  Workspace I

Diagram |Source Length  Windowing Moment — h Mode

[spectrum = @ 9 [Basetand =] [z =] [Hammme 2 I O O = B ) -

Tocl ount Spacing Main Channel

[channelfTone Count | (1)) [ 18 =] [~ Estendlines | variable Spacing [1 = 120.133561 He =

G P P

Workspare |

Diagram |tength  Windowing Overlap

[spectragram = @ 9”8192 | [rasmmg 2| CEEa |

Tocl QI o [Frea. Segments Time Segments Channel Spating Cyle Time

Time{Frequency Raster - A=A = = e 2155 1 - use 3 759556 B
5 o Z 13 13 3

|3 | =

b ole

Counting the channels of a

PACTOR Il signal
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D ive rS e Open programming interface for integration of

user-specific modules
R&S®CA100 supports various Rohde & Schwarz monitoring

0 p p O rt u n iti e S receivers/digital direction finders and has a comprehensive

library of universal demodulators, decoders and transmis-
sion systems. Moreover, the user can program diverse sig-

for user-specific o s 8 e o
ex p a n S i O n R&S®CA100 provides a C++ interface for integrating user

modules. Internally, user modules can contain compo-
nents written in other programming languages such as
C or MATLAB®.

/7! Create and send a "transmission system result™ frame (text message)
int dd_send text_data(typlDParams *ptrTypllParams,
typOwnParams *ptrTypOunParams,
prypBIGTINE bigtimeTime,
woid *voidPhrParent)

char str¥sgBuf[50]:

unsigned int uMsglen, uMsgLen32Bit, uFrameSize;
char *chest;

typTRANSMISSION SVSTEM RESULT FRAME *prrTexthataFrame;

Fd e Prepare data
uMsglen = sprintf (strMsgBuf, "Configuring. Audio: %3  Decimation step: %3u’,
{ptrTypDDParams—>eiudioOndff == GX_AUDIC_ON] 2 "On " : "Off",

perTyplDParams—->ulecimation) ;

/¢ Length of the text message in bytes after 32-bit aligmment
uMsgLen32Eit = uMsglLen/pdem3IZECF [prypUINT) ;
if (uMsglen % pdem3IZEQF (ptypUINT) )
uMsgLen3izBit++; // there a still less than 4 chars available - you need one mwore 32 Bit Word

EIJ Unit {dBrm | Min |-186.0 dBm 3

== Max [86.0dBm =] Rate 64 kHz Bandwidth 30 kHz

Digtal Demoduation  UNICODE |

UMICODE ~|® (4]
System DRM

Format Unicode
SC 0: Actiwe serwice channel foundiDSC 0: Type of serwice: audioSC 0: Serwice ID: 0xe070025C 0: Bitrate: OkbpsSC O: Channel label: O

History ¥ Combine Pause [ms][1 =]

Timestamp < [system [Fomat [Pause Text Excerpt |

2010-07-05 15:03:101720083 UTC DRM __ Unicade s 5C 01 Bitrate: 17.48KbpsSC 0f Channel Iabelh Voic F ; le th L am and i
2010-07-05 15:03:10,597437 UTC CRM Unicode O ms SC.0: Active service channel found! OISC 0; Type or example, the user can program and inte-
2010-07-05 15:03:07:840093 UTC DRM  Unicade Oms 5C 0 Service no longer available.SC 0: Service 10

2010-07-05 15:02:57:477437 UTC DRM Unicade 0ms 5C 0 Bitrate: 17.46kbpsSC 0 Channiel label: Yoic _ ; i

2010-07-05 15:02:57:029437 UTC DRM Unicade 0ms 5C 0 fictive service channel found!OISC 0: Type grate user-specific decoders in C++ (upper

screen) and visualize the results (lower screen).
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Integration of a wide variety of user-programmed

module types

The following types of modules can be integrated:

1 Receiver control: The user module functions as a receiver
driver for a third-party monitoring receiver. It converts the
receiver commands from R&S®CA100 into commands for
the other receiver and converts the receiver's digital IF
into a format that R&S®CA100 can process

1 Universal demodulation: The user module expands the
universal demodulator library available with R&S®CA100.
Based on the IF data stream for a signal, it performs
demodulation and provides a symbol stream for further
processing

1 Decoding: The user module expands the decoder
library available with R&S®CA100. Using a universal
demodulator in R&S®CA100, the user module functions
as a decoder, i.e. it decodes the demodulated symbol
data stream and recovers information content. This
is applicable to decoders that have fixed modulation
parameters but different encoding types for the content

1 Transmission system: The user module expands the

transmission system library available with R&S®CA100.

It functions as an independent transmission system in

order to demodulate/decode the IF data stream from

a monitoring receiver and recover the content. This

is necessary with signal types for which a solution

involving a universal demodulator and decoder is not

feasible. This includes adaptive transmission systems

(e.g. CLOVER 2000 and PACTOR lIl) in which certain

information in the decoded data stream must result

in immediate changes to the demodulator settings,

as well as transmission systems that require specific

equalization/synchronization

Classification: Instead of a universal demodulator

module, the user can integrate a signal classification

module. This user module functions as a modulation
type/transmission system recognizer in addition to the

Rohde & Schwarz classifier. Limitations: The output of the

classifier is used for result vizualisation only



Tra i n i n g CO u rS eS The R&S®CA100 training courses offer a cgmbinatio.n of
classroom based theory lessons and practical exercises.
Covering the most important topics, they help operators to
effectively use the R&S®CA100 for signal analysis.

The courses provide participants with the necessary
knowledge to understand the workflow concept of
R&S®CA100 for analysis of live and recorded signal sce-
narios. All courses are instructor-led with an interactive
approach. The instructor uses a mixture of question and
answer sessions, continuous assessment and a final exam
to ensure effective knowledge transfer.

Course overview

Course title Target audience Aim Duration
R&S®CAT00-TI, Decision-makers for signal analysis Attain basic product familiarity 1 day
R&S®CA100 introduction products (5 hours)
R&S®CA100-TO, COMINT users, operators, supervisors, Attain operational familiarity with R&S®CA100 5 days
R&S®CA100 operator training technical analysts

R&S®CA100-TS, COMINT operators that want to use Attain operational familiarity with R&S®CA100IS option for 3 days
R&S®CA100 operator training ITU-R SM.1600 measurement functions  analysis of signal scenarios, in line with ITU-R SM.1600

ITU-R SM.1600

R&S®CATX0-TTU, COMINT signal analysis module develop- Assist integrating third-party tuners with 5 days
R&S®CAT00/R&S®CA120 ers and integrators R&S®CAT00/R&S®CA120

developer training for third-party

tuner integration

R&S®CATX0-TDM, COMINT signal analysis module develop- Assist integrating third-party demodulators with 4 days
R&S®°CA100/R&S°CA120 ers and integrators R&S°CAT00/R&S®CA120

developer training for third-party

demodulator integration

R&S®CA1TX0-TDC, COMINT signal analysis module develop- Assist integrating third-party decoder with 5 days
R&S®CA100/R&S°CA120 ers and integrators R&S®CAT00/R&S®CA120

developer training for third-party

decoder integration

R&S®CATX0-SAF, Decision-makers about COMINT solu- Attain basic knowledge about COMINT signal waveforms, 5 days
signal analysis fundamentals tions, COMINT operators and COMINT signal processing devices (antennas, receivers, direction
training technical analysts finders) and signal analysis concepts. Build-up pre-knowl-

edge for signal analysis product operational trainings
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Related solutions

Comparison of R&S®CA100 versus R&S®°CA120
The R&S®CA120 multichannel signal analysis solution and
R&S®CA100 have similar features but are designed for dif-

ferent applications.

R&S®CA120 is a flexible and automatic multichannel so-
lution for detecting, classifying and processing radio
communications signals. R&S®CA120 supports a wide
spectrum of applications ranging from manual signal pro-
cessing and analysis of an individual signal to fully auto-
matic recognition and processing of all the signals in a
wideband signal scenario.

Example of an R&S®CA120 sensor subsystem with one R&S®GXCA120PU-S and one R&S®CA120PU

module
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Comparison of R&S®CA100 versus R&S°CA120

Criteria
Detection mode

Max. number of monitoring receivers
supported in parallel

Max. number of channels processed per
monitoring receiver or DDF

Max. number of channels processed
while replaying a recorded signal scenario

Max. bandwidth for signal processing

Remote controllable via LAN or WAN

Integrated in typical R&S®°RAMON
workflows

Installed on

22

R&S°CA100
only receiver scan

detection and processing of signals is always
sequential

1
4
]
4 x 1 MHz (with R&S®ESME)

no
limited integration with interfaces to R&S®*RAMON
system software

user PC, minimal required hardware configuration
see R&S®CA100 data sheet (PD 3606.9340.22)

R&S°CA120
in FFM and receiver scan

if the receiver is set to a fixed frequency range, de-
tection and processing of signals is simultaneous
multiple

128

32

10 MHz,
80 MHz (with R&S®ESME-SP)

yes (with R&S°RAMON)

yes, full integration

R&S®CA120PU-S, R&S°CA120PU



Ordering information

PC-based signal analysis and aignal processing software
(requires one of the following licensing options)

Licensing options

Licensing of R&S®CA100 with USB dongle

Licensing of R&S®CA100 with SD card dongle
Licensing of R&S®CA100 with mini USB dongle
Options for single-channel processing

Processing of digital signals

Classification"

Decoder package professional "

Decoding of PACTOR Il and PACTOR 111"

Decoding of CLOVER "

Decoding of CODAN 30127

Correlative detector”

Wideband snapshot access?

Options for multichannel processing

Multichannel processing

Detection, search and classification of fixed frequency signals
Spectral shape detector?®

Automatic processing of detected signals®

Options for signal analysis

Analysis of signal scenarios, in line with ITU-R SM.1600

" Requires R&S°CAT00DM option.

R&S®CA100

R&S®CA100-U
R&S®CA100-S
R&S°CA100-M

R&S°CA100DM
R&S®CA100CL
R&S®CA100DEC
R&S®CA100PIII
R&S°CA100CV
R&S°CA100CO
R&S°CA100CDT
R&S®CAT00WSN

R&S®CAT00MCP
R&S®CA100DSC

R&S®CA100SDT

R&S°CA100AP

R&S®CA1001S

2 Requires R&S®CA100CL, R&S®ESME/ESMD or R&S®DDF260/DDF255 with corresponding R&S®xx-RR option.

3 Requires R&S®CAT00DSC option.

Note:

4102.0004.02

4102.0062.02
4102.0079.02
4102.0085.02

4102.0091.02
4102.0104.02
4102.0110.02
4102.0133.02
4102.0140.02
4102.0156.02
4102.0256.02
4102.0240.02

4102.0179.02
4102.0185.02
4102.0204.02
4102.0191.02

4102.0210.02

Rohde & Schwarz licenses for R&S®CA100 are stored on a USB dongle, USB mini dongle or SD card. If the dongle or SD card is lost, stolen or misplaced,
Rohde & Schwarz will not provide a replacement. All licenses stored on the missing device will have to be purchased again at full price.

In the unlikely event that a USB dongle, USB mini dongle or SD card is corrupt or broken, it will be replaced by Rohde &Schwarz only if the defective
device is returned to Rohde & Schwarz. A moderate fee will be charged for producing and sending the replacement.

All options require the R&S®CA100 base version.

Operator training courses

Designation Type Order No.

R&S®CA100 introduction R&S®CA100-TI 3637.2518.02
R&S®CA100 operator training R&S®CA100-TO 3637.2682.02
R&S®CA100 operator training ITU-R SM.1600 R&S®CA100-TS 3637.3895.02
R&S®CAT00/R&S®CA120 developer training for third-party tuner integration R&S®CA1X0-TTU 3637.2482.02
R&S®CAT00/R&S®CA120 developer training for third-party demodulator integration R&S®CATX0-TDM 3637.2499.02
R&S®CA100/R&S®CA120 developer training for third-party decoder integration R&S°CATX0-TDC 3637.2501.02
Signal analysis fundamentals training R&S®CATX0-SAF 3637.4685.02
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Rohde & Schwarz

Service that adds value The Rohde & Schwarz electronics group offers innovative
Worldwide solutions in the following business fields: test and mea-
Local and personalized surement, broadcast and media, secure communications,

cybersecurity, monitoring and network testing. Founded

more than 80 years ago, the independent company which

is headquartered in Munich, Germany, has an extensive

sales and service network with locations in more than

70 countries.

Uncompromising quality

1

1

1 Customized and flexible
1

1 Long-term dependability

www.rohde-schwarz.com

Sustainable product design

1 Environmental compatibility and eco-footprint

1 Energy efficiency and low emissions

1 Longevity and optimized total cost of ownership

Certified Quality Management Certified Environmental Management

1S0 9001 IS0 14001

Rohde & Schwarz training
www.training.rohde-schwarz.com

Regional contact

1 Europe, Africa, Middle East | +49 89 4129 12345
customersupport@rohde-schwarz.com

1 North America | 1 888 TEST RSA (1888 837 87 72)
customer.support@rsa.rohde-schwarz.com

1 Latin America | +1 41091079 88
customersupport.la@rohde-schwarz.com

1 Asia Pacific | +65 65 13 04 88
customersupport.asia@rohde-schwarz.com

1 China | +86 800 810 82 28 | +86 400 650 58 96
customersupport.china@rohde-schwarz.com



http://www.training.rohde-schwarz.com

