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Configuring Secure Socket Layer (SSL)
Overview

Overview

Feature

Default Menu CLI Web

Generating a Self Signed Certificate on the switch No n/a page 7-9 page 7-13

Generating a Certificate Request on the switch No n/a n/a page 7-15

Enabling SSL

Disabled n/a page 7-17 page 7-19

Note

Note

The ProCurve switches covered by this manual use Secure Socket Layer
Version 3 (SSLv3) and support for Transport Layer Security(TLSv1) to provide
remote web access to the switches via encrypted paths between the switch
and management station clients capable of SSI/TLS operation.

ProCurve switches use SSL and TLS for all secure web transactions, and all
references to SSL mean using one of these algorithms unless otherwise noted

SSL provides all the web functions but, unlike standard web access, SSL
provides encrypted, authenticated transactions. The authentication type
includes server certificate authentication with user password authentication.

SSLin ProCurve switches is based on the OpenSSL software toolkit. For more
information on OpenSSL, visit http://www.openssl.com.

Server Certificate authentication with User Password
Authentication . This option is a subset of full certificate authentication of
the user and host. It occurs only if the switch has SSL enabled. As in figure 7-
1, the switch authenticates itself to SSL enabled web browser. Users on SSL
browser then authenticate themselves to the switch (operator and/or manger
levels) by providing passwords stored locally on the switch or on a TACACS+
or RADIUS server. However, the client does not use a certificate to authenti-
cate itself to the switch.
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ProCurve
Switch

(SSL
Server)

> 1. Switch-to-Client SSL Cert. ! ™ Ss| Client

e——' 9 User-to-Switch (login password and '

e - - Browser

ena_ble password authentication)
| options: |
A Local |
. — TACACS+ |
,  — RADIUS |

Figure 7-1. Switch/User Authentication

SSL on the ProCurve switches supports these data encryption methods:

Note:

ProCurve switches use RSA public key algorithms and Diffie-Hellman. All

3DES (168-bit, 112 Effective)
DES (56-bit)
RC4 (40-bit, 128-bit)

references to a key mean keys generated using these algorithms unless
otherwise noted

Terminology

m  SSL Server: A ProCurve switch with SSL enabled.

m  Key Pair: Public/private pair of RSA keys generated by switch, of
which public portion makes up part of server host certificate and
private portion is stored in switch flash (not user accessible).

m Digital Certificate: A certificate is an electronic “passport” that is

used to establish the credentials of the subject to which the certificate
was issued. Information contained within the certificate includes:
name of the subject, serial number, date of validity, subject's public
key, and the digital signature of the authority who issued the certifi-
cate. Certificates on Procurve switches conform to the X.509v3 stan-
dard, which defines the format of the certificate.
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Terminology

Self-Signed Certificate: A certificate not verified by a third-party
certificate authority (CA). Self-signed certificates provide a reduced
level of security compared to a CA-signed certificate.

CA-Signed Certificate: A certificate verified by a third party certif-
icate authority (CA). Authenticity of CA-Signed certificates can be
verified by an audit trail leading to a trusted root certificate.

Root Certificate: A trusted certificate used by certificate authorities
to sign certificates (CA-Signed Certificates) and used later on to verify
that authenticity of those signed certificates. Trusted certificates are
distributed as an integral part of most popular web clients. (see

browser documentation for which root certificates are pre-installed).

Manager Level: Manager privileges on the switch.
Operator Level: Operator privileges on the switch.

Local password or username: A Manager-level or Operator-level
password configured in the switch.

SSL Enabled: (1) A certificate key pair has been generated on the
switch (web interface or CLI command: crypto key generate cert
[key size] (2) A certificate been generated on the switch (web
interface or CLI command: crypto host-cert generate self-signed
[arg-list]) and (3) SSL is enabled (web interface or CLI command:
web-management ssl). (You can generate a certificate without
enabling SSL, but you cannot enable SSL without first generating a
Certificate.
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Note:

Prerequisite for Using SSL

Before using the switch as an SSL server, you must install a publicly or
commercially available SSL enabled web browser application on the com-
puter(s) you use for management access to the switch.

Steps for Configuring and Using SSL for
Switch and Client Authentication

The general steps for configuring SSL include:

A. Client Preparation

1. Install an SSL capable browser application on a management station
you want to use for access to the switch. (Refer to the documentation
provided with your browser.)

The latest versions of Microsoft Internet Explorer and Netscape web browser
support SSL and TLS functionality. See the browser documentation for addi-
tional details

B. Switch Preparation

1. Assign a login (Operator) and enable (Manager) password on the
switch (page 7-7).

2. Generate a host certificate on the switch (page 7-9).
i.  Generate certificate key pair
ii. Generate host certificate

You need to do this only once. The switch's own public/private
certificate key pair and certificate are stored in the switch's flash
memory and are not affected by reboots or the erase startup-config
command. (You can remove or replace this certificate, if necessary.)
The certificate key pair and the SSH key pair are independent of each
other, which means a switch can have two keys pairs stored in flash.

3. Enable SSL on the switch (page 7-17).
4. Useyour SSL enabled browser to access the switch using the switch’s

IP address or DNS name (if allowed by your browser). Refer to the
documentation provided with the browser application.
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General Operating Rules and Notes

m  Once you generate a certificate on the switch you should avoid re-
generating the certificate without a compelling reason. Otherwise,
you will have to re-introduce the switch’s certificate on all manage-
ment stations (clients) you previously set up for SSL access to the
switch. In some situations this can temporarily allow security
breaches.

m  The switch's own public/private certificate key pair and certificate
are stored in the switch's flash memory and are not affected by
reboots or the erase startup-config command

m  The public/private certificate key pair is not be confused with the SSH
public/private key pair. The certificate key pair and the SSH key pair
are independent of each other, which means a switch can have two
keys pairs stored in flash

m  On ProCurve switches that support stacking, when stacking is
enabled, SSL provides security only between an SSL client and the
stack manager. Communications between the stack commander and
stack members is not secure.
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Configuring the Switch for SSL

Operation
SSL-Related CLI Commands in This Section Page
web-management ssl page 7-19
show config page 7-19
show crypto host-cert page 7-12
crypto key
generate cert [rsa] <512 1768 11024> page 7-10
zeroize cert page 7-10

crypto host-cert
generate self-signed [arg-list] page 7-10
zeroize page 7-10

1. Assign Local Login (Operator) and Enable (Manager)
Password

At a minimum, ProCurve recommends that you always assign at least a
Manager password to the switch. Otherwise, under some circumstances,
anyone with Telnet, web, or serial port access could modify the switch’s
configuration.
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Using the web browser interface To Configure Local Passwords. You
can configure both the Operator and Manager password on one screen. To
access the web browser interface refer to the chapter titled “Using the Web
Browser Interface” in the Management and Configuration Guide for your
switch.

@ HP ProCurve Switch - Status: Information [ﬁﬂ

Itlentity Statis Gonfiguration Security | Diagnostics | SUpport
Authorized Addresses | Port Security | Intrusion Log | SSL

T Read-Only Access Security Tab

Operator User Name:

Password Button

|
Operator Password: |
|

Confirm Operator Password:

Fead-Write Access

Manager User Name:

Confirm Manager Password:

!
Manager Password: |
!

Apply Changes Clear Changes

Figure 7-2. Example of Configuring Local Passwords
1. Proceed to the security tab and select device passwords button.

2. Click in the appropriate box in the Device Passwords window and enter
user names and passwords. You will be required to repeat the password
strings in the confirmation boxes.

Both the user names and passwords can be up to 16 printable ASCII
characters.

3. Click on Apply Changes button to activate the user names and pass-
words.




Note:

Configuring Secure Socket Layer (SSL)
Configuring the Switch for SSL Operation

2. Generate the Switch’s Server Host Certificate

You must generate a server certificate on the switch before enabling SSL. The
switch uses this server certificate, along with a dynamically generated session
key pair to negotiate an encryption method and session with a browser trying
to connect via SSL to the switch. (The session key pair mentioned above is
not visible on the switch. It is a temporary, internally generated pair used for
a particular switch/client session, and then discarded.)

The server certificate is stored in the switch’s flash memory. The server
certificate should be added to your certificate folder on the SSL clients who
you want to have access to the switch. Most browser applications automati-
cally add the switch’s host certificate to there certificate folder on the first
use. This method does allow for a security breach on the first access to the
switch. (Refer to the documentation for your browser application.)

There are two types of certificated that can be used for the switch’s host
certificate. The first type is a self-signed certificate, which is generated and
digitally signed by the switch. Since self-signed certificates are not signed by
athird-party certificate authority, there is no audit trail to aroot CA certificate
and no fool-proof means of verifying authenticity of certificate. The second
type is a certificate authority-signed certificate, which is digitally signed by a
certificate authority, has an audit trail to a root CA certificate, and can be
verified unequivocally

There is usually a fee associated with receiving a verified certificate and the
valid dates are limited by the root certificate authority issuing the certificate.

When you generate a certificate key pair and/or certificate on the switch, the
switch places the key pair and/or certificate in flash memory (and not in
running config). Also, the switch maintains the certificate across reboots,
including power cycles. You should consider this certificate to be “perma-
nent”; that is, avoid re-generating the certificate without a compelling reason.
Otherwise, you will have to re-introduce the switch’s host certificate on all
management stations you have set up for SSL access to the switch using the
earlier certificate.

Removing (zeroizing) the switch's certificate key pair or certificate render the
switch unable to engage in SSL operation and automatically disables SSL on
the switch. (To verify whether SSL is enabled, execute show config.)
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To Generate or Erase the Switch’s Server Certificate with the
CLI

Because the host certificate is stored in flash instead of the running-config
file, it is not necessary to use write memory to save the certificate. Erasing the
host certificate automatically disables SSL.

CLI commands used to generate a Server Host Certificate.

Syntax: crypto key generate cert [rsa] < 5121768 11024 >
Generates a key pair for use in the certificate.
crypto key zeroize cert

Erases the switch’s certificate key and disables SSL opera-
tion.

crypto host-cert generate self-signed [arg-list]

Generates a self signed host certificate for the switch. If a
switch certificate already exists, replaces it with a new
certificate. (See the Note on page 7-9.)

crypto host-cert zeroize

Erases the switch’s host certificate and disables SSL opera-
tion.

To generate a host certificate from the CLIL:
i. Generate a certificate key pair. This is done with the crypto key
generate cert command. The default key size is 512.

Note: If a certificate key pair is already present in the switch, it is not necessary to
generate a new key pair when generating a new certificate. The existing key
pair may be re-used and the crypto key generate cert command does not have
to be executed

ii. Generate a new self-signed host certificate. This is done with the
crypto host-cert generate self-signed [ Arg-List] command.

Note: When generating a self-signed host certificate on the CLI if there is not
certificate key generated this command will fail.
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Comments on Certificate Fields.

There are a number arguments used in the generation of a server certificate.
table 7-1, “Certificate Field Descriptions” describes these arguments.

Table 7-1.  Certificate Field Descriptions

Field Name Description

Valid Start Date  This should be the date you desire to begin using the SSL
functionality.

Valid End Date  This can be any future date, however good security practices would
suggest a valid duration of about one year between updates of
passwords and keys.

Common name  This should be the IP address or domain name associated with the
switch. Your web browser may warn you if this field does not match
the URL entered into the web browser when accessing the switch

Organization This is the name of the entity (e.g. company) where the switch is in
service.

Organizational This is the name of the sub-entity (e.g. department) where the

Unit switch is in service.

City or location This is the name of the city where switch is in service

State name Thisisthe name of the state or province where switchisin service

Country code Thisisthe ISO two-letter country-code where switchisin service

For example, to generate a key and a new host certificate:

ProCurve {config>Hfcrypto key generate cert 512 <-— Generate New Key
Installing new RS5A key. If the key-entropy cache is

depleted,. this could take up to a minute. Generate New Certificate
ProCurve {configdH#f crypto host—cert generate self-signed

"Validity start date [B1,81,19781: 01012003 !

|Validity end date [B1-81-20841: 81812084 |

Common name [A.A.8.8]1: 1A.255.255.255

IOPganizatinnal unit [Dept Mamel: ProCurve Metworking | Enter certificate Arguments
IOrgan ization [Company Hamel: Hewlett-Packard |/

City or location [Cityl: Roseville

| 8tate name [Statel: CA |

LCDI.II'Itl"'y code [Us1:= Us N

Figure 7-3. Example of Generating a Self-Signed Server Host certificate on the CLI for the Switch.
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Notes “Zeroizing” the switch’s server host certificate or key automatically disables
SSL (sets web-management ssl to No). Thus, if you zeroize the server host
certificate or key and then generate a new key and server certificate, you must
also re-enable SSL with the web-management ssl command before the switch
can resume SSL operation.

CLI Command to view host certificates.

Syntax: show crypto host-cert

Displays switch’s host certificate

To view the current host certificate from the CLI you use the show crypto
host-cert command.

For example, to display the new server host certificate:

ProCurve (config)#ishow crypto host-cert —— T —

Version: 1 {0x0)

Serial Number: 0 (0x0)

Issuer: CN=10.255.255.255, L=Roseville, ST=Ca, C=US, 0=Hewlett Packard, O0U=ProCurve MNetwork

Validity

Mot Before: Jan 1 00:00:00 2002 GMT

Mot After : Jan 1 23:59:09 2004 GHMT
Subject: CH=10.255.255.255, L=Roseville, $T=Ca, C=US, O=Hewlett Packard, OU=ProCurve Network
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (512 bit)

Modulus {512 bit):
00:db:18:4b:ce:3e:7d:5a:90:d8:a5:50:d5:2a:e9:
60:78:d1:35:82:e9:27:71:5d:45:8d:0a:b9: bk :55:
6o:ct:dl:1c:4e:30:5e:20:a6:2d:62:9¢c:4c:cd: 40:
al:6a:0Bb:cb:1c:ce:90:1c:2c:ad:26:Tc:0b:07: ae:
db:11:65:d6:47

Exponent: 35 (Bx23)

Signature Algorithm: md5SWithRSAEncryption
d6:d0:98:6b:b9:a5:04:96:d9:be:fa:b9:99:9:d8: 6F:94:42:
30:ea:ch:1d:88:e6:7b:19:18:22:84:f6:8c:ea:46:d7:ab:42:
26:48:71:0c:60:57:8c:33:bc:08:d8:f7:co:1f:ef:15:b?:24:
£3:fa:92:b1:1f:7d:%:cl:fd:83

MDY Fingerprint: C969 E196 49C3 4689 AFC6 BDEL 2087 06A7
SHA1 Fingerprint: 93C7 0753 F8B5 26DC 4E39 EAF2 9C18 174F 7A63 EICS

Figure 7-4. Example of show crypto hest-cert command
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Generate a Self-Signed Host Certificate with the Web browser

interface

You can configure SSL from the web browser interface. For more information
on how to access the web browser interface, refer to the chapter titled “Using
the Web Browser Interface” in the Management and Configuration Guide for

your switch.

To generate a self signed host certificate from the web browser interface:

i

ii.

iii.
iv.

Select the Security tab then the [SSL] button. The SSL configuration
screen is divided into two halves. The left half is used for creating
anew certificate key pair and (self-signed / CA-signed) certificate.
The right half displays information on the currently installed
certificate.

Select the Create Certificate/Certificate Request radio button.
Select Self-Signed in the Certificate Type drop-down list.

Select the RSA Key Size desired. If you want to re-use the current
certificate key, select Current from this list.

Fill in the remaining certificate arguments. (Refer to “Comments
on Certificate Fields.” on page 7-11.)

Click on the [Apply Changes] button to generate new certificate and
key, if selected.

When generating a self-signed host certificate, if no key is present and the
current option is selected in the RSA key size box and error will be generated.
New key generation can take up to two minutes if the key queue is empty.
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For example, to generate a new host certificate via the web browsers inter-
face:

0 HE' ProCursa Svatch Satuss infarmation

Security Tab

| gl S s

DenicePasswords | Auborieed Addusses | Purl Secuity | nirusionLog
SSL Settings ™~ s button
Create Certificate Button
= Create Certificatel Certificate Request " Use Installed Certificate
. Certificate Type Box
Certificate == | < TSEET Cethcae
Type: SRl Cartificate Type :
gisn‘:_”“ 512 o] - RS ey Size Key Size Selection
L ______ - Velidity End Date:
Certificate Infarmation Flalde | Valldity End Date:
|
;:::h Start |Hl1l1|hj |na'5,rj |‘|"F|.'-|r l] i Common MName :
- I Organization Mames :
‘alidity End
Dm;h |M"""" ﬂ |D"Fj |‘fr““’ LJ : Organization Unit :
Common 11 ace pes pes | City:
Marmne: — .
Organization | e State: Certificate Arguments
Name: (Comparry Name : Country :
Egﬁ?nimloﬂ |DL:|3urtnlL1hthnL: : glgie:rprmt MDB:
I
Clty: |'3ﬂ:l' I
State: State :
Country: U5 - United States j'
Apply Changas I Clear Changes |

g |
Figure 7-5. Self-Signed Certificate generation via SSL Web Browser Interface Screen

To view the current host certificate in the web browser interface:
1. Proceed to the Security tab
2. Then the [SSL] button
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) Hi"r'll:n a "w |I|!'_| o - Slaluss Informmation [Gﬂ |?|
F 5 F ¥ e r
Mty RIS Sl uar ol i Sty 1 i Sapn]

Device Passwords | Awthorlzed Addresses | Port Securiy

SSL Settings Current SSL Host Certificate

SSL Enable: |Off =| Part: 443

™ Create Certificate/ Certificate Request F Use Installed Certificate

Installed Cerfificate
Certificate
Type :
RSA Key Size (512 bils
Valld.ll‘jl' Start 112002
Date:

Validity End
Date:

Commen
Mame :

Organization

|
|Self Signued | |
|
|
|
|
|
|
| Mame
|
|
|
|
i
|
|
|

Sell-gned
Certificate Information Fields

:2::'“ Startll'ulh.lnlhﬂ |D.xyj |‘r’uul j

I"ral'dlt]r End |Munlh J |U-J‘5" J |Y'-"" J

10.255.255.255

12002

10255 255 255

Hewlell Packard

[Hewlett Packard Qrganization
Unit :

City : Riaseville

State: Ca

Country : L5

Fingerprint BEOT E28E D480 2575
ﬂ MD5: 2006 30E6 E080 3823
CES4 BFDE BEFE 1887
SHA BE24 F173 5504 BEOA
4E0% 2040

EroCune: Mobwork

|F‘|uGurvu Metwork

|Ftu5uvi||u
|Cu
|US - United States

Apply Changes Clear Changes

Figure 7-6. Web browser Interface showing current SSL Host Certificate

Generate a CA-Signed server host certificate with the Web
Browser Interface

This section describes how to install a CA-Signed server host certificate from
the web browser interface. (For more information on how to access the web
browser interface, refer to the chapter titled “Using the Web Browser Inter-
face” in the Management and Configuration Guide for your switch.)
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The installation of a CA-signed certificate involves interaction with other
entities and consists of three phases. The first phase is the creation of the CA
certificate request, which is then copied off from the switch for submission to
the certificate authority. The second phase is the actual submission process
that involves having the certificate authority verify the certificate request and
then digitally signing the request to generate a certificate response (the usable
server host certificate). The third phase is the download phase consisting of
pasting to the switch web server the certificate response, which is then
validated by the switch and put into use by enabling SSL.

To generate a certificate request from the web browser interface:

i.  Select the Security tab, then the [SSL] button.

ii. Select the Create Certificate/Certificate Request radio button.

iii. Select Create CA Request from the Certificate Type drop-down list.

iv. Select the key size from the RSA Key Size drop-down list. If you
want to re-use the current certificate key, select Current from this
list.

v. Fillin the remaining certificate arguments. (Refer to “Comments
on Certificate Fields.” on page 7-11.)

vi. Click on [Apply Changes] to create the certificate request. A new
web browser page appears, consisting of two text boxes. The
switch uses the upper text box for the certificate request text. The
lower text box appears empty. You will use it for pasting in the
certificate reply after you receive it from the certificate authority.
(This authority must return a none-PEM encoded certificate
request reply.)

vii. After the certificate authority processes your request and sends
you a certificate reply (that is, an installable certificate), copy and
paste the certificate into the lower text box.

viii. Click on the [Apply Changes] button to install the certificate.
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7y HIP ProCunae Swilch - Slatus: Inforrmaation

e r
I oo e

| muanosieo agaresses | pon Secunny | intrusion Log
SS5L Settings

Certificate Request

SS5L Enable: |Off =| Port: 443
Certificate Request Send to Certficate Authority(CA)

-=-=-=-=-BEGIN CERTIFICATE REQUEST----- -~

MIIBNTCRARIEADE SMRCWE QY TVOODEW xMC dyNTUuMU1L ] TINTETMEEGA 1 UEEXME
P zEXEpb Gl IDELMAKGALUBCEMCOZ EXC 2 AJBINVEBAYTA LWV TMRGWE g YDV OOEEWS I
ZHdsIXRIIFBRYTE thomgxGTAX B MVEBAS TEFByLUNLcnE LIES LdHdvcmswil JARNBg kg
hk 19wl BAQEFAANTADEGAKERZ AWgGK X AdarWCgrF o3/ DnouAVE S2DoulsaZvbaZ 8
LErS80d2VbYeBk  v2hKpDodwp I o O+HPPEEORhNENE K vaOWIE I GARMANGCSgGE Ib3
DREREAVARIEAKdGVE ctP2ZGHdERE4L ) cdAEVTZ A5 TR LpRILogahaxt j pevi+tUs jull
BVPLowTkWyd 1t Ll dGoRpCe 1 we SCp L 6MEM==

END CERTIEICATE REQUEIT

Cerificats Request Reply - Paste CA reply hara Certificate Request Reply

—BEGIN CERTIFICATE
MIICZDCCAc2gAWIBAgIDMAOXMAOGCSqGSIbSDQEBBAUAMIGHMQswCQYDVQQGEwJa
QTEiMCAGA1UECBMZRKISIFRFU1RJTkcgUFVSUE9TRVMgTO5MWTEdMBsGA1UEChMU
VGhhd3RIIENIcnRpZmljYXRpb24xFzAVBgNVBASTDIRFU1QgVEVTVCBURVNUMRww
GgYDVQQDExNUaGF3dGUgVGVzdCBDQSBSb290MB4XDTAyMTEyMjIyNTIxN1oXDTAy
MTIxMzIyNTIxN1owgYQxCzAJBgNVBAYTAIpPBMRUWEwWYDVQQIEwWxXZXNOZXJuIENh
CGUXERAQBINVBACTCUNhaGUGVG 93bEUM BTZAIUECHM LT3Bwb3J0dW 5pdGkxGDAW
BoNVBA sTD 09ubG ZSBTZX J2ail N IezEaM BgGA 1U EAXM Rd3d3Lm Zvendham QuY 28u
emEwW ANBgkohkiG 9w OBAQEFAANADBGAKEA 0+aM cX gV miV ixw AUl SE6G 4gvX e

0ugQ 7w T7sgvnTw Jy9H fibV 3Z to9fdA 97 TA 6Eqe chkoM CY dle3Y mpRww IBA6M 1

M CM wEwYDVROBAwWWCGY KwYBBQUHAWEWDAYDVROTAQH A TwADAN Bgkghki® 9w 0B 7

Abort Request T

Apply Changes Clear Changes

Figure 7-7. Example of a Certificate Request and Reply

3. Enable SSL on the Switch and Anticipate SSL
Browser Contact Behavior

The web-management ssl command enables SSL on the switch and modifies
parameters the switch uses for transactions with clients. After you enable SSL,
the switch can authenticate itself to SSL enabled browsers. The no web-
management ssl command is used to disable SSL on the switch.
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Note

Note

Before enabling SSL on the switch you must generate the switch’s host
certificate and key. If you have not already done so, refer to “2. Generate the
Switch’s Server Host Certificate” on page 7-9.

When configured for SSL, the switch uses its host certificate to authenticate
itself to SSL clients, however unless you disable the standard web browser
interface with the no web-management command it will be still available for
unsecured transactions.

SSL Client Contact Behavior. At the first contact between the switch and
an SSL client, if you have not copied the switch’s host certificate into the
browser’s certificate folder, your browser’s first connection to the switch will
question the connection and, for security reasons, give you the option of
accepting orrefusing. If a CA-signed certificate isused on the switch, for which
aroot certificate exists on the client browser side, then the browser will NOT
prompt the user to ensure the validity of the certificate. The browser will be
able to verify the certificate chain of the switch server certificate up to the
root certificate installed in the browser, thus authenticating the switch
unequivocally. As long as you are confident that an unauthorized device is not
using the switch’s IP address in an attempt to gain access to your data or
network, you can accept the connection.

When an SSL client connects to the switch for the first time, it is possible for
a “man-in-the-middle” attack; that is, for an unauthorized device to pose
undetected as the switch, and learn the usernames and passwords controlling
access to the switch. When using self-signed certificates with the switch, there
is a possibility for a “man-in-the-middle” attack when connecting for the first
time; that is, an unauthorized device could pose undetected as a switch, and
learn the usernames and passwords controlling access to the switch. Use
caution when connecting for the first time to a switch using self-signed
certificates. Before accepting the certificate, closely verify the contents of the
certificate (see browser documentation for additional information on viewing
contents of certificate).

The security concern described above does not exist when using CA-signed
certificates that have been generated by certificate authorities that the web
browser already trusts
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Using the CLI interface to enable SSL

Syntax: [no] web-management ssl
Enables or disables SSL on the switch.
[port < 1-65535 | default:443 >]

The TCP port number for SSL connections (default:
443). Important: See “Note on Port Number” on page
7-20.

show config
Shows status of the SSL server. When enabled, weh-

management ssl appears in the config list.
To enable SSL on the switch

1. Generate a Host certificate if you have not already done so. (Refer to “2.
Generate the Switch’s Server Host Certificate” on page 7-9.)

2. Execute the web-management ssl command.
To disable SSL on the switch, do either of the following:
m  Execute no web-management ssl.

m Zeroize the switch’s host certificate or certificate key. (page 7-10).

Using the web browser interface to enable SSL

To enable SSL on the switch
i. Proceed to the Security tab then the SSL button
ii. Select SSL Enable to on and enter the TCP port you desire to
connect on.
iii. Click on the [Apply Changes] button to enable SSL on the port.

To disable SSL on the switch, do either of the following:
i. Proceed to the Security tab then the SSL button
ii. Select SSL Enable to off .
iii. Click on the [Apply Changes] button to enable SSL on the port.
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) HP ProCurve Switch

Idemtmy

Device Passwords

- Status: Information [j’g]

Statls

Gonfiguration Security | Magnostics | SUpport
| Authorized Addresses | Port Security | Intrusion Log |

SSL Settings
Enable SLL

$SL Enable: [Off jm and port number Selection

Figure 7-8. Using the web browser interface to enable SSL and select TCP port number

Note on Port
Number

Caution

ProCurve recommends using the default IP port number (443). However, you
can use weh-management ssl tep-port to specify any TCP port for SSL connec-
tions except those reserved for other purposes. Examples of reserved IP ports
are 23 (Telnet) and 80 (http). Some other reserved TCP ports on the switch
are 49, 80, 1506, and 1513.

SSL does not protect the switch from unauthorized access via the Telnet,
SNMP, or the serial port. While Telnet access can be restricted by the use of
passwords local to the switch, if you are unsure of the security this provides,
youmay want to disable Telnet access (notelnet). If you need to increase SNMP
security, use SNMP version 3 only for SNMP access. Another security measure
isto use the Authorized IP Managers feature described in the switch’s Security
Guide. To protect against unauthorized access to the serial port (and the Clear
button, which removes local password protection), keep physical access to
the switch restricted to authorized personnel.
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Common Errors in SSL Setup

Error During

Possible Cause

Generating host certificate on CLI

You have not generated a certificate
key. (Refer to “CLI commands used to
generate a Server Host Certificate” on
page 7-10.)

Enabling SSL on the CLI or Web browser interface

You have not generated a host
certificate. (Refer to “Generate a Self-
Signed Host Certificate with the Web
browser interface” on page 7-13.)

You may be using a reserved TCP port.
(Refer to “Note on Port Number” on
page 7-20.)

Unable to Connect with SSL

You may not have SSL enabled (Refer
to “3. Enable SSL on the Switch and
Anticipate SSL Browser Contact
Behavior” on page 7-17.)

Your browser may not support SSLv3
or TLSv1 or it may be disabled. (Refer
to the documentation provided for
your browser.)
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